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INTRODUCTORY SECTION 8E6 PROXYBLOCKER

INTRODUCTORY SECTION

8e6 ProxyBlocker

8e6 Technologies’ 8e6 ProxyBlocker offers a solution for
organizations using an Internet filtering product other than
8e6’s R3000 Enterprise Filter. 8e6 ProxyBlocker tracks
each user’s online activity of Web-based proxies and anon-
ymizers, and can be configured to block specific Web sites
or service ports, thereby protecting your organization
against lost productivity, network bandwidth issues, and
possible legal problems that can result from the misuse of
Internet resources.

About this User Guide

The 8e6 ProxyBlocker User Guide primarily addresses the
network administrator designated to configure and manage
the 8e6 ProxyBlocker server on the network. This adminis-
trator is referred to as the “global administrator” throughout
this user guide. In part, this user guide also addresses
administrators who manage user groups on the network.
These administrators are referred to as “group administra-
tors” throughout this user guide. Additional information is
provided for administrators of networks that use 8e6 Proxy-
Blocker with 8e6’s Enterprise Reporter (ER) for both filtering
and reporting.

See the 8e6 ProxyBlocker Authentication User Guide at
http://www.8e6.com/docs/pba_auth_ug.pdf for informa-
tion on authentication.

This user guide is organized into the following sections:

* Introductory Section - This section is comprised of an
overview on filtering, Web access logging, and instant
messaging and peer-to-peer blocking. This section also
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provides information on how to use this user guide to
help you configure the ProxyBlocker.

* Global Administrator Section - This section includes
information for the global administrator—who has all
rights and permissions on the ProxyBlocker box—to
create group administrator accounts, and to configure
the ProxyBlocker for use on the network.

* Group Administrator Section - This section includes
information for administrators authorized by the global
administrator to manage profiles of designated groups
and their associated users on the 8e6 ProxyBlocker.
Group administrators also have rights to access certain
library category functions.

* Technical Support / Product Warranties Section -
This section contains information on technical support
and product warranties

* Appendices - Appendix A includes formats and rules
used in the filtering profile file. Appendix B provides a list
of messages that display when 8e6’s executable
program “Traveler” is launched and attempts to down-
load updates to the ProxyBlocker server. Appendix C
includes information on creating a customized block
page. Appendix D provides tips on how to override pop-
up windows with pop-up blocker software installed.
Appendix E includes information on configuring the Pro-
xyBlocker to work with 8e6’s Enterprise Reporter (ER)
application. Appendix F includes information about RAID
maintenance and troubleshooting on a ProxyBlocker
“SL” server. Appendix G features a glossary of technical
terminology used in this user guide.

* Index - This section includes an index of subjects and
the first page numbers where they appear in this user
guide.
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How to Use this User Guide

Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current subject.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

& WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

alert box - a message box x|
that Opens in response to @ Successfully saved Alert emails),

an entry you made in a

dialog box, window, or

screen. This box often et ppleliningo
contains a button (usually

labeled “OK”) for you to click in order to confirm or
execute a command.

button - an object in a dialog box, o0l |
window, or screen that can be clicked ohRly

with your mouse to execute a command.

checkbox - a small square in a dialo
box, window, or screen used for indi-g vl Profile
cating whether or not you wish to select an option. This
object allows you to toggle between two choices. By
clicking in this box, a check mark or an “X” is placed, indi-
cating that you selected the option. When this box is not
checked, the option is not selected.

dialog box - a box that x|
opens in response toa @ Are you sure you want to save the prafils?
command made in a
window or screen, and bt [ e

requires your input. You  avaéesietindow

must choose an option by

clicking a button (such as “Yes” or “No”, or “Next” or
“Cancel”) to execute your command. As dictated by this
box, you also might need to make one or more entries or
selections prior to clicking a button.

flgld -anareaina dlalog POX,  ghort ame ]
window, or screen that either

accommodates your data
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entry, or displays pertinent information. A text box is a

type of field.

» frame - a boxed-in area in a dialog  Page Content
box, window, or screen that W Basic
includes a group of objects such as [ fifterinfo
fields, text boxes, list boxes, [1] Override Account

buttons, radio buttons, check-

boxes, and/or tables. Objects within a frame belong to a
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

o grld -anareain Dale Filename Content Comment
Jul 22, 2003 lib1 tar.gz LIBRARY_OMLY backup old library
a frame that Jul 23, 2003 config3taroz  |COMFIG_OMLY backup old configurations
Jul 22, 2003 |Eumﬂg1 targz COMFIG_ONLY testing

displays rows Jul 22,2003 [noth.tar.gz CONFIG_AND_LIBRARY |hackup library and configs
and columns of
data, as a result of various processes. This data can be
reorganized in the Administrator console, by changing
the order of the columns.

* list box - an area in a dialog box, Al Groups
. Cert Publishers =
window, or screen that accommo- DnsUpdateProxy :I

Domain Admins

dates and/or displays entries of Domain Computers

Dornain Contrallers
items that can be added or removed. |[3emainueste
Enterprise Admins
Group Policy Creator Owners
MTS Trusted Impersonators j

* navigation panel - the panel that G
displays at the left of a screen. This ey it S
panel can contain links that can be oy o

clicked to open windows or dialog boxes
at the right of the screen. One or more
tree lists also can display in this panel.
When an item in the tree list is clicked,
the tree list opens to reveal items that
can be selected.
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pop-up box or pop-up  FESEEEETI

window - a box or window & = 233 awa sees g 9
that opens after you click @ | g —
button in a dialog box,
window, or screen. This box
or window may display —_— —
information, or may require

you to make one or more entries. Unlike a dialog box,
you do not need to choose between options.

=l5lx

File Ercwis. Upload Fie

pull-down menu - a field in a =]
dialog box, window, or screen

that contains a down-arrow to the right. When you click
the arrow, a menu of items displays from which you make
a selection.

|Default

radio button - a small, circular object
in a dialog box, window, or screen
used for selecting an option. This object allows you to
toggle between two choices. By clicking a radio button, a
dot is placed in the circle, indicating that you selected the
option. When the circle is empty, the option is not
selected.

 on O Of

object of an appli-
cation that
displays across
your monitor. A
screen can
contain panels,
windows, frames,
fields, tables, text
boxes, list boxes,
icons, buttons,
and radio buttons. |, -

ot P logs.com.
e dgpiet inckes

8eb ProxyBlocker
- HOME ESYSTEM GROUP LIBRARY
FI:“" Library Detalls

REPORTING  HELP — GUIT

Uibnary Detsits

e e (Rl Cartort

oescreton.  Formographyiad Coriet
Pe—-

E=0

[P R0 [wersion Provyiecier 210012
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¢ sub-topic - a subset  =category Groups
of a main topic that
displays as a menu
item for the topic. The Moy
menu of sub-topics % Earvtwith Sl ok
opens when a perti-
nent topic link in the left panel—the navigation panel—of
a screen is clicked. If a sub-topic is selected, the window
for that sub-topic displays in the right panel of the screen,
or a pop-up window or an alert box opens, as appro-
priate.

Library Details

ObscenelTastele: URLs

* text box - an area in a dialog box, window, or screen that
accommodates your data entry. A text box is a type of
field. (See “field”.)

TIMG ML

SYSTEM | OROUP_ _LIBRARY_|RI Gurt
BSYSTEM ol - ™
Laapiey Halp Togios fu b Surbeen pitiin

¢ topic - a topic
displays as a
link in the left
panel—the
navigation
panel—of a
screen. By
clicking the link
for a topic, the
window for that
topic displays in
the right panel of the screen, or a menu of sub-topics
opens.
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* tree - a tree displays in the naviga- igerougl e
. . £l obal Group
tion panel of a screen, and is E---gxp

comprised of a hierarchical list of E oo

items. An entity associated with a e
branch of the tree is preceded by a

plus (+) sign when the branch is B o
collapsed. By double-clicking the fﬂ-g“’ _
item, a minus (-) sign replaces the

plus sign, and any entity within that fk”::

branch of the tree displays. An item
in the tree is selected by clicking it.

¢ window - a window -:f
displays on a screen, —oommeme o e
. — -
and can contain =, oS

frames, fields, text
boxes, list boxes,
buttons, checkboxes, | ===
and radio buttons. A |
window for a topic or
sub-topic displays in
the right panel of the
screen. Other types =552
of windows include pop-up windows, login windows, or
ones from the system such as the Save As or Choose file
windows.
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Overview

The ProxyBlocker’s Administrator console is used by the
global administrator—and group administrator, as
required—to configure the ProxyBlocker server to perform
the following basic functions:

e filter URLs (Web addresses) on the Internet

* log traffic on the Internet

and, if applicable for your organization:

* block instant messaging and peer-to-peer services

¢ authenticate users via the existing authentication system
on the network

[‘% NOTE: See the 8e6 ProxyBlocker Authentication User Guide at
http://www.8e6.com/docs/pba_auth_ug.pdf for information on
setting up and using authentication.

To help you become familiar with the ProxyBlocker and how
it functions on the network, Chapter 1 of this section of the
User Guide provides an overview on filtering. Chapter 2
gives insight into Web site access logging, and instant
messaging and peer-to-peer setup procedures. Chapter 3
includes details on getting started, with log in and log out
procedures, and tips on navigating the Administrator
console.
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Environment Requirements

Workstation Requirements

Minimum system requirements for the administrator include
the following:

Windows 2000 or later operating system (not compatible
with Windows server 2003) running Internet Explorer (IE)
6.0 or later (Windows Vista running IE7)

Macintosh OS X Version 10.5 running Safari 2.0, Firefox
2.0

JavaScript enabled
Java Virtual Machine

Java Plug-in (use the version specified for the Proxy-
Blocker software version)

/\\? NOTE: 8e6 ProxyBlocker administrators must be set up with soft-
ware installation privileges in order to install Java used for
accessing the interface.

Network Requirements

10

High speed connection from the ProxyBlocker server to
the client workstations

HTTPS connection to 8e6’s software update server

Internet connectivity for downloading Java virtual
machine, if not already installed
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Chapter 1: Filtering Operations

Invisible Mode

The ProxyBlocker is set up in the invisible mode, indicating
that the unit will filter all connections on the Ethernet
between client PCs and the Internet, without stopping each
IP packet on the same Ethernet segment. The unit will only
intercept a session if an inappropriate request was
submitted by a client. In this scenario, the ProxyBlocker
returns a message to the client and server to deny the
request, and a block page displays to deny the client access
to the site or service.

Figure 1:1-1 depicts the invisible mode that removes the
ProxyBlocker from any inclusion in the network connection
path.
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Internet

£
i
i
i

ATCP reset is sent to the web server
1o kill the session (request)

ProxyBlocker mmﬂmbruqunst asit
passes through the hul _!i_\Mlcn Pl’oxyBlocKer

ProxyBlocker matches the
request against its database

Ifthe website requested
matches in the database,
a block page is sent to

the dlient and the session
with the web server is reset

Fig. 1:1-1 Pass-by filtering diagram

When users (Client PCs) make Internet requests, the traffic
flows (1) through the network path without interruption. The
ProxyBlocker captures the request as the user’s request (2)
leaves the network. The ProxyBlocker then determines the
action (3) to either block or pass the request. If the Proxy-
Blocker determines to block the user’s request, a block
message (4) is sent to the user plus a terminate message
(4) is sent to the Internet server.

In the invisible mode, the ProxyBlocker performs as a stan-
dalone server that can be connected to any network envi-
ronment.
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Group Types

After the operational filtering mode is configured on the
ProxyBlocker, the group type(s) that will be used on the
ProxyBlocker must be set up so that filtering can take place.

In the Group section of the Administrator console, group
types are structured in a tree format in the navigation panel.
The global administrator can access the Global Group and
IP groups in the tree. The group administrator can only
access the designated IP group to be maintained.

NOTE: If authentication is enabled, the global administrator can
also access the NT and LDAP branches of the tree.

Global Group

The first group that must be set up is the global group,

represented in the tree structure by the global icon @ .
The filtering profile created for the global group represents
the default profile to be used by all groups that do not have
a filtering profile, and all users who do not belong to a group.
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14

IP Groups

The IP group type is represented in the tree by the IP icon

& . A master IP group is comprised of sub-group members
and/or individual IP members & .

The global administrator adds master IP groups, adds and
maintains override accounts at the global level, and estab-
lishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-
group and individual IP members, override account, time
profiles and exception URLs, and maintains filtering profiles
of all members in the master IP group.

B

IP Groups

!

Master IP Group

X e

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

Fig. 1:1-2 IP diagram with a sample master IP group and its members
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Filtering Profile Types

A filtering profile is used by all users who are set up to be
filtered on the network. This profile consists of rules that
dictate whether a user has access to a specified Web site or
service on the Internet.

The following types of filtering profiles can be created,
based on the set up in the tree menu of the Group section of
the console:

Global Group

» global filtering profile - the default filtering profile posi-
tioned at the base of the hierarchical tree structure, used
by end users who do not belong to a group.

IP group (master group)

* master group filtering profile - used by end users who
belong to the master group.

* master time profile - used by master group users at a
specified time.

IP group member

* sub-group filtering profile - used by a sub-group
member.

» individual filtering profile - used by an individual IP
group member.

» time profile - used by a sub-group/individual IP group
member at a specified time.

Other filtering profiles

» authentication profile - used by NT and/or LDAP group
members.

NOTE: For information about authentication filtering profiles, see
the 8e6 ProxyBlocker Authentication User Guide.
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e override account profile - set up in either the global
group section or the master group section of the console.

* lock profile - set up under X Strikes Blocking in the Filter
Options section of the profile.

Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and
include profiles for master IP groups and their members.

Master IP Group Filtering Profile

The master IP group filtering profile is created by the global
administrator and is maintained by the group administrator.
This filtering profile is used by members of the group—
including sub-group and individual IP group members—and
is customized to allow/deny users access to URLs, or warn
users about accessing specified URLs, to redirect users to
another URL instead of having a block page display, and to
specify usage of appropriate filter options.

IP Sub-Group Filtering Profile

An IP sub-group filtering profile is created by the group
administrator. This filtering profile applies to end users in an
IP sub-group and is customized for sub-group members.

Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the
group administrator.This filtering profile applies to a speci-
fied end user in a master IP group.
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Active Filtering Profiles

Active filtering profiles include the global group profile, over-
ride account profile, time profile, and lock profile.

NOTE: For information about authentication filtering profiles, see
the 8e6 ProxyBlocker Authentication User Guide.

Global Filtering Profile

The global filtering profile is created by the global adminis-
trator. This profile is used as the default filtering profile. The
global filtering profile consists of a customized profile that
contains a list of library categories to block, open, add to a
white list, or assign a warn setting, and service ports that are
configured to be blocked. A URL can be specified for use
instead of the standard block page when users attempt to
access material set up to be blocked. Various filter options
can be enabled.

Override Account Profile

If any user needs access to a specified URL that is set up to
be blocked, the global administrator or group administrator
can create an override account for that user. This account
grants the user access to areas set up to be blocked on the
Internet.

Time Profile

A time profile is a customized filtering profile set up to be
effective at a specified time period for designated users.

Lock Profile

This filtering profile blocks the end user from Internet access
for a set period of time, if the end user’s profile has the X
Strikes Blocking filter option enabled and he/she has
received the maximum number of strikes for inappropriate
Internet usage.
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Filtering Profile Components

Filtering profiles are comprised of the following compo-
nents:

18

library categories - used when creating a rule, minimum
filtering level, or filtering profile for the global group or any
entity

service ports - used when setting up filter segments on
the network, creating the global group (default) filtering
profile, or establishing the minimum filtering level

rules - specify which library categories should be
blocked, left open (a set number of minutes in which that
category remains open can be defined), assigned a warn
setting, or white listed

filter options - specify which features will be enabled: X
Strikes Blocking, Google/Yahoo!/Ask.com/AOL Safe
Search Enforcement, Search Engine Keyword Filter
Control, URL Keyword Filter Control

minimum filtering level - takes precedence over
filtering profiles of entities who are using a filtering profile
other than the global (default) filtering profile

filter settings - used by service ports, filtering profiles,
rules, and the minimum filtering level to indicate whether
users should be granted or denied access to specified
Internet content
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Library Categories

A library category contains a list of Web site addresses and
keywords for search engines and URLs that have been set
up to be blocked or white listed. Library categories are used
when creating a rule, the minimum filtering level, or a
filtering profile.

8e6 Supplied Categories

8e6 furnishes a collection of library categories, grouped
under the heading “Category Groups” (excluding the
“Custom Categories” group). Updates to these categories
are provided by 8e6 on an ongoing basis, and administra-
tors also can add or delete individual URLs within a speci-
fied library category.

Custom Categories

Custom library categories can be added by either global or
group administrators. As with 8e6 supplied categories, addi-
tions and deletions can be made within a custom category.
However, unlike 8e6 supplied categories, a custom cate-
gory can be deleted.

NOTE: 8e6 cannot provide updates to custom categories. Main-
taining the list of URLs and keywords is the responsibility of the
global or group administrator.
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Service Ports

Service ports are used when setting up filter segments on
the network (the range of IP addresses/netmasks to be
detected by the ProxyBlocker), the global (default) filtering
profile, and the minimum filtering level.

When setting up the range of IP addresses/netmasks to be
detected, service ports can be set up to be open (ignored).
When creating the global filtering profile and the minimum
filtering level, service ports can be set up to be blocked or
filtered.

Examples of service ports that can be set up include File
Transfer Protocol (FTP), Hyper Text Transfer Protocol
(HTTP), Network News Transfer Protocol (NNTP), Secured
HTTP Transmission (HTTPS), and Secure Shell (SSH).

Rules

A rule is comprised of library categories to block, leave
open, assign a warn setting, or include in a white list.
Access to an open library category can be restricted to a set
number of minutes. Each rule that is created by the global
administrator is assigned a number. A rule is selected when
creating a filtering profile for an entity.

Minimum Filtering Level

The minimum filtering level consists of library categories set
up at the global level to be blocked or opened, and service
ports set up to be blocked or filtered. If the minimum filtering
level is created, it applies to all users in IP groups, and takes
precedence over filtering settings made for group and user
filtering profiles.

The minimum filtering level does not apply to any user who
does not belong to a group, and to groups that do not have
a filtering profile established.
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NOTE: If the minimum filtering level is not set up, global (default)
filtering settings will apply instead.

If an override account is established at the IP group level for
a member of a master IP group, filtering settings made for
that end user will override the minimum filtering level if the
global administrator sets the option to allow the minimum
filtering level to be bypassed. An override account estab-
lished at the global group level will automatically bypass the
minimum filtering level.

Filter Settings

Categories and service ports use the following settings to
specify how filtering will be executed:

» block - if a category or a service port is given a block
setting, users will be denied access to the URL set up as
“blocked”

* open - if a category or the filter segment detected on the
network is given an open (pass) setting, users will be
allowed access to the URL set up as “opened”

NOTE: Using the quota feature, access to an open category can
be restricted to a defined number of minutes.

+ always allowed - if a category is given an always
allowed setting, the category is included in the user’s
white list and takes precedence over blocked categories

« warn - If a category is given a warn setting, a warning
page displays for the end user to warn him/her that
accessing the intended URL may be against established
policies and to proceed at his/her own risk

« filter - if a service port is given a filter setting, that port will
use filter settings created for library categories (block or
open settings) to determine whether users should be
denied or allowed access to that port
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ignore - if the filter segment detected on the network has
a service port set up to be ignored, that service port will
be bypassed

Filtering Rules

Filtering Levels Applied

1.

The global (default) filtering profile applies to any user
who does not belong to a master IP group.

. If the minimum filtering level is defined, it applies to all

master IP groups and members assigned filtering
profiles. The minimum filtering level combines with the
user’s profile to guarantee that categories blocked in the
minimum filtering level are blocked in the user’s profile.

. For master IP group members:

a. A master IP group filtering profile takes precedence
over the global profile.

b. A master IP group time profile takes precedence over
the master IP group profile.

. For IP sub-group members:

a. An IP sub-group filtering profile takes precedence over
the master IP group’s time profile.

b. An IP sub-group time profile takes precedence over
the IP sub-group profile.

For individual IP members:

a. An individual IP member filtering profile takes prece-
dence over the IP sub-group’s time profile.

b. Anindividual IP member time profile takes precedence
over the individual IP member profile.

. An authentication (NT/LDAP) profile takes precedence

over an individual IP member’s time profile.

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE



INTRODUCTORY SECTION CHAPTER 1: FILTERING OPERATIONS

7. An override account profile takes precedence over an
authentication profile. This account may override the
minimum filtering level—if the override account was set
up in the master IP group tree, and the global adminis-
trator allows override accounts to bypass the minimum
filtering level, or if the override account was set up in the
global group tree.

NOTE: An override account set up in the master group section of
the console takes precedence over an override account set up in
the global group section of the console.

8. A lock profile takes precedence over all filtering profiles.
This profile is set up under Filter Options, by enabling the
X Strikes Blocking feature.
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Global (Default)
Filtering
Profile

MINIMUM FILTERING

LEVEL
@

LDAP Grou

e

Individual IP
Profile

Fig. 1:1-3 Sample filtering hierarchy diagram
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Chapter 2: Logging and Blocking

Web Access Logging

One of the primary functions of the ProxyBlocker is to log
the activity of users on the Internet. Information captured in
the log can be transferred to a reporting appliance, to be
viewed on a PC monitor or output to a printer.

8e6 recommends using the Enterprise Reporter (ER) for
generating reports. When the ER server is connected to the
ProxyBlocker server, log files from the ProxyBlocker are
transferred to the ER server where they are “normalized”
and then inserted into a MySQL database. The ER client
reporting application accesses that database to generate
queries and reports.

NOTE: See Appendix E: Configuring the ProxyBlocker for ER
Reporting for information on configuring the ProxyBlocker and
ER.
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Instant Messaging, Peer-to-Peer Blocking

The ProxyBlocker has options for blocking and/or logging
the use of Instant Messaging and Peer-to-Peer services,
and makes use of Intelligent Footprint Technology (IFT) for
greatly increasing management and control of these
popular—yet potentially harmful—applications. This section
explains how to set up and use IM and P2P.

How IM and P2P Blocking Works

IM Blocking

Instant Messaging (IM) involves direct connections between
workstations either locally or across the Internet. Using this
feature of the ProxyBlocker, groups and/or individual client
machines can be set up to block the use of IM services
specified in the library category.

When the IM module is loaded on the server, the Proxy-
Blocker compares packets on the network with IM libraries
stored on the ProxyBlocker server. If a match is found, the
ProxyBlocker checks the user’s profile to see whether the
user’s connection to the IM service should be blocked, and
then performs the appropriate action.

& WARNING: The following items are known issues pertaining to
the IM module:

» IM can only block by destination IP address if network traffic is
being tunneled, sent through a Virtual Private Network (VPN),
or encrypted.

» IM will not be blocked if a client-side VPN is set up to proxy
traffic through a remote IP address outside the connection
protected by the ProxyBlocker.

* Some versions of the AOL client create a network interface that
send a network connection through a UDP proxy server, which
prevents blocking IM.
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P2P Blocking

Peer-to-Peer (P2P) involves communication between
computing devices—desktops, servers, and other smart
devices—that are linked directly to each other. Using this
feature of the ProxyBlocker, groups and/or individual client
machines can be set up to block the use of P2P services
specified in the library category.

When the P2P module is loaded on the server, the Proxy-
Blocker compares packets on the network with the P2P
library stored on the ProxyBlocker server. If a match is
found, the ProxyBlocker checks the user’s profile to see
whether the user’s connection to the P2P service should be
blocked, and then performs the appropriate action.

Setting up IM and P2P

IM and P2P are set up in the System and Library sections of
the Administrator console.

1. In the System section, activate Pattern Blocking in the
Filter window.

2. In the Library section, note the services set up to be
blocked, as defined at: http://www.8e6.com/pbahelp/
files/1system_im_block.html.

NOTE: Please contact an 8e6 technical support representative or
a solutions engineer if access is needed to one or more P2P
services blocked by 8e6's supplied library category for P2P.

3. In the Manual Update to 8e6 Supplied Categories
window (accessible via Library > Updates > Manual
Update), IM pattern files can be updated on demand.
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Using IM and P2P

To solely log IM and/or P2P user activity, the Pattern
Blocking setting needs to be enabled in the Filter window.

To additionally block specified groups and/or users from
using components and features of IM and/or P2P, settings
need to be made in the Group section of the Administrator
console.

If applying 8e6’s supplied IM and/or P2P library category to
an entity’s profile, all IM and/or P2P services included in that
category will be blocked.

NOTE: If IM and/or P2P was set up to be blocked while a user’s
IM and/or P2P session was in progress, the user will not be
blocked from using that service until he/she logs off the server
and back on again.

Block IM, P2P for All Users

Block IM for All Users

To block IM for all users on the network:

+ the Pattern Blocking option in the Filter window must be
activated

» the global filtering profile must have both CHAT and
specified individual Instant Messaging library categories
(such as IMGEN, IMGCHAT, IMGTALK, ICQAIM,
IMMSN, IMMYSP, and/or IMYAHOO) set up to be
blocked

» the minimum filtering level profile must have both CHAT
and specified individual Instant Messaging library cate-
gories set up to be blocked.
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Block P2P for All Users

To block P2P for all users on the network:

» the Pattern Blocking option in the Filter window must be
activated

+ the global filtering profile must have the PR2PR library
category set up to be blocked

» the minimum filtering level profile must have the PR2PR
library category set up to be blocked.

Block Specified Entities from Using IM, P2P

Block IM for a Specific Entity

To block IM for a specified group or user:

» the Pattern Blocking option in the Filter window must be
activated

» the CHAT and specified individual Instant Messaging
library categories must both be set up to be blocked for
that entity

+ the global filtering profile should not have IM blocked,
unless blocking all IM traffic with the Range to Detect
feature is desired

» the minimum filtering level profile should not have IM
blocked, unless blocking all IM traffic with the Range to
Detect feature is desired.
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Block P2P for a Specific Entity

To block P2P for a specified group or user:

the Pattern Blocking option in the Filter window must be
activated

the PR2PR library category must be set up to be blocked
for that entity

the global filtering profile should not have P2P blocked,
unless blocking all P2P traffic with the Range to Detect
feature is desired

the minimum filtering level profile should not have P2P
blocked, unless blocking all P2P traffic with the Range to
Detect feature is desired.
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Chapter 3: Getting Started

Initial Setup

To initially set up your ProxyBlocker server, follow the
instructions in the Quick Start Guide, the booklet packaged
with your ProxyBlocker unit. This guide explains how to
perform the initial configuration of the server so that it can
be accessed via an IP address on your network.

NOTE: If you do not have the ProxyBlocker Quick Start Guide,
contact 8e6 Technologies immediately to have a copy sent to
you.

Using the Administrator Console

Log On

1. Launch a browser window supported by the Proxy-
Blocker.

2. In the address line of the browser window, type in the
ProxyBlocker server’s IP address appended by the
following port number:

o “:88” foran HTTP address
e “1443” for an HTTPS address

For example, if your IP address is 210.10.131.34, type in
http://210.10.131.34:88 or https://210.10.131.34:1443.

3. Click Go to open the ProxyBlocker Introductory Window:
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A ProxyBlocker Introductory Window - Microsoft Internet Explorer

=]
Fle Edt Yiew Favorites Took Help |
= < o \ & !
[E LN Iﬂ @ ‘) ‘ ) search </ Favarkes €‘<| & - on
Address [€] http://200.10.101.109:88/PEAPBA.htm = &

o
[Press SPACEBAR or ENTER to activate and use this contral]
886 ProxyBlocker

Note: Please keep this window open throughout your session.

How to Log In to the Administrator GUI:
1. Enter your Username and Password in the Login dialog box
2. Click OK to close the login dialog box, and to access the welcome screen of the Administratar GLUI
The Adrinistrator GUI is used for making configurations in the Systern, Group, Library, and Reporting

areas of the ProxyBlocker server. Click the button corresponding to one of these topics to access

configuration windows within that section of the GUI. Click Help for more information on navigating the
Administrator GUI. Click Home to return to the welcome screen

How to Log Out of the Administrator GUI:

1. Click Quit in the navigational bar on any screen in the Adrministrator GUIto end your session and to
close the GUI

2. Clickthe "x" in the upper right corner of this ProxyBlocker Introductory Window to close the window

[&] Applet com.r3000.qul applet. AdminApplet started

Fig. 1:3-1 ProxyBlocker Introductory Window

NE

[T [T [ 4 meemet

NOTE: The ProxyBlocker Introductory Window must be left open

throughout your session. This window displays minimized when
the Login dialog box opens.

4. When the Login dialog box opens, enter your Username
and Password:

i proxyBlocker o ] |

Flease fill in the login information

Uzername
Pazzword
Cancel |
Java Applet Window

Fig. 1:3-2 Login dialog box

TIP: The default Username is admin and the Password is user3.
To change this username and password, go to the Administrator
window (see the Administrator window of the System screen in

the Global Administrator Section) and create a global adminis-
trator account.
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NOTE: See Chapter 1: System screen in the Global Administrator
Section for information on logging into the ProxyBlocker interface
if your password has expired.

5.

Click OK to close the login dialog box and to access the
welcome screen of the Administrator console:

SI=IES
896 ProxyBlocker J———

——— HOME SYSTEM GROUP LIBRARY REPORTING HELP AUIT

Welcome

"Wwelcome to the ProxyBlocker

menagsmert consols.” This seee eo oo

screen displays product and ssee oo

system status information, Bed Techno\ﬂgies

Click the System, Group,
Library, or Reporting tab to
access corresponding
configuration properties. Click
Help for information on
navigating the management
console, To return to this
screen, click the Hame buttan.
Click. Quit to exit the console,

8eb ProxyBlocker User Interface

PronBlocker 10004

Host: Mame: logo.com

IF: 200,10,100,75 ;’ersinn' ProceyBlocker 1.0.00.4

Java Applet Windaw

Fig. 1:3-3 Welcome screen

On this screen, the ProxyBlocker Version Number
displays in the Product frame, and dates for the Last
Patch Update and Last Library Update display in the
ProxyBlocker Status frame.

The following information displays at the bottom of the
Administrator console: Host Name, LAN IP address used
for sending block pages, and software Version number.
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Last Library Update message

If it has been more than seven days since the ProxyBlocker
last received updates to library categories, upon logging into
the Administrator console a pop-up dialog box opens and
displays the following message: "Libraries were last
updated more than 7 days ago. Do you want to update your
libraries now?” Click either Yes or No to perform the
following actions:

* Yes - clicking this button closes the dialog box and opens
an alert box indicating that it will take a few minutes to
perform the library update. Click OK to close the alert box
and to execute the command to update the libraries.
After the libraries are updated, today’s date will appear
as the Last Library Update on the welcome screen.

NOTE: Refer to the Library screen’s Manual Update to 8e6
Supplied Categories window—in the Global Group Section—for
information about updating library categories on demand.

* No - clicking this button closes the dialog box and
displays the welcome screen with the Last Library
Update and the following message below in orange
colored text: “Libraries were last updated 7 days ago.
Please use the Weekly Update option”:
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=10ixj
_866 ProxyBlocker _

E—_OME SYSTEM GROUP LIBRARY REPORTING HELF e e
e

Welcome

"Wwelcome to the ProxyBlocker

management console.” This seee eo oo
screen displays product and ssee oo
system status information, Bedb Technc\cgies

Click the System, Group,
Library, or Reporting tab to
access corresponding
configuration properties. Click
Help for information on
navigating the management
console, To return to this
screen, click the Hame buttan.
Click. Quit to exit the console,

8eb ProxyBlocker User Interface

rersion Mumber ProxyBlocker 1 D_
[ T

IF: 200,10,100,75 ;’ersinn' ProceyBlocker 1.0.00 6

Host: Mame: logo.com

Java Applet Windaw

Fig. 1:3-4 Welcome screen, Last Library Update text

Click the checkbox “Do not show “Old Library Warning”
dialog box in future” to disable the Last Library Update
message pop-up box. After the libraries are updated, the
welcome screen will appear as in Fig. 1:3:3 with today’s
date as the Last Library Update in black text.
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Navigation Tips

Access Main Sections

The Administrator console is organized into six sections,
each accessible by clicking the corresponding button in the
navigational bar at the top of the screen:

Home - clicking this button displays the welcome screen
of the Administrator console.

System - clicking this button displays the main screen for
the System section. This section is comprised of
windows used by the global administrator for configuring
and maintaining the server to authenticate users, and to
filter or block specified Internet content for each user
based on the applied filtering profile.

Group - clicking this button displays the main screen for
the Group section. Windows in the Group section are
used for creating and managing master IP groups, sub-
groups, and individual IP filtering profiles, or for setting
up NT/LDAP domains, groups, and individual users, and
their filtering profiles.

Library - clicking this button displays the main screen for
the Library section. Library section windows are used for
adding and maintaining library categories. Library cate-
gories are used when creating or modifying a filtering
profile.

Reporting - clicking this button displays the main screen
for the Reporting section. The Reporting section contains
windows used for configuring reports on users’ Internet
activities.
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* Help - clicking this button displays the Help screen. This
screen includes navigational tips and a link to the PDF
copy of this User Guide:

~ HOME SYSTEM GROUP LIBRARY REFPORTING HELP |- QUIT==

I Help = I
- User's Guide “ h L -“
BHELP -J [ | b o

Display Help Topics forthe Help section

|»

The R3000 Administrator console is organized into six sections, each accessihle by
clicking the carresponding button at the top of the screen far Home, Systern, Group,
Library, Reporing, or Help

The Systern section is comprised ofwindows used to configure and maintain the
R3000 server to authenticate users, and to filter or block specified Internet content far
each user hased on the applied filtering profile

Windows in the Group section are used for creating and managing IP groups and
sub-groups, ar for sefting up NTILDAP damains, groups, and individual users, and
their filteting profiles

Library section windows are used for adding and maintaining library categaries.
Library categories are used when creating or modifying a filtering profile.

The Reporting section containg windows used for configuring repor farmats and
specifying log transfer criteria.

Each rnain screenwithin a section includes information on navigating within that
section. Please review this information before proceeding to make any configuration
entries.

For help in any window, maouse-aver the " symbaol to view additional information
about thatwindow, o press F1. Press F5 to refresh the congsole

For additional information aboutthe console, click the link beneath the Help banner
to view Help Topics. Click Quitto exitthe console.

Ll

Fig. 1:3-5 Help screen
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Help Features

Help features provide information about how to use
windows in the Administrator console. Such features
include help topics and tooltips.

Access Help Topics

Each of the main section screens contains a link beneath
the banner. When that link is clicked, a separate browser
window opens with Help Topics for that section:

; ProxyBlocker: Library Help - Microsoft Internek Expl ) 5'
File Edit Wiew Favorites Tools Help |

daBack » = - (D | | Qisearch (GFavorites @iMedia (4 ‘ B S B

Address [ ) httpi /v e8.comjpbahelp/3library.himl =] @eo |unks
=
Proxy -
Blecker Library

Library Help Topics:

e Library Mavigation Tips

¢ On Demand (Manual) Update

s Library Update Log Messages
e Beb Supplied Library Categories
¢ Library Category Components

il
f
fxl
=

Close Window |

@ 2003 8e6 Technologies. Al rights reserved

NIEH

[&] Library Help Topics window ’_ ’_ ’_ |4 Internet
Fig. 1:3-6 Help Topics window

1. Click a link to go to a specified topic.

2. To view Help Topics for another section, click the tab for
that section: System, Group, Library, Reporting, or Help.

3. Click Close Window to close the Help Topics window.

8e6 TecHNOLOGIES, PRoXxYBLockeR User GUIDE



INTRODUCTORY SECTION CHAPTER 3: GETTING STARTED

Tooltips

In any window that features the icon, additional information
about that window can be obtained by hovering over that
icon with your mouse, or by pressing the F1 key on your
keyboard.

* Hover Display

The yellow tooltip box displays when you hover over the

icon with your mouse:

= HOME SYSTEM GROUP LIBRARY REPORTING HELP QuIT
@ System Patch
Cantrol ateh
Metvwark For information about awailable software updates that have not been
Administrator fpplied ko this server, see the Available Patches list bov, {Click
Secure Lagon hhe link "here" at the bottom of this window ko go to the ProxyBlocker
Diagnostics 2007 16, Fatches Web page where additional infarmation about the contents
Slert 007 08, f software updates can be Dbtau_'led.) For a specific software update, s RAnOn Bt
lect the software update and click README tn open a pop-up window
h L ffter reading notes about the software update, if you choose ta apply
he software update, dlick Apply. For information about all software
- Authentication bpdates that have already been applied ko this server, see the Histary
~MIC Mode f Patches list box, For information about a specific software update,
- BackupRestore lick the software update and then dlick README. Ta undo the last
-~ Reset oftware update that was applied to this server, select the software
S bpdate and click Undo. WARNING: IF a software update is uninstalled,
. onfiguration settings will revert back ta previous settings, befare
~Hardware Failure Detection Historhe softwars update was applied.
¥, Strikes Blocking
~YWarn Oplion Setting Dsts Hame Synopsis
Customization 200608131 [R3K.1.5.10.46.20060412 Enterprise Fiter 1.8.10.46
Queta Setting 200608131 [R3K.1.5.20.49.20060814 Enterprise Fiter 1.8.20.49
2007 D601 R3#K.2.0.00.32 20070524 Erterprize Fiter 2.0.00 32
2007 604 PEA.1.0.00.5.20070601 ProxyBlacker 1.0.00.5

Unido READNE

Click here for a description of patch details.

Fig. 1:3-7 Tooltip mouseover effect

To close the tooltip box, move the mouse away from the
icon.
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* Help pop-up box

The Help pop-up box opens when you press the F1 key
on your keyboard:

e |

\i) For information about avalable software updstes that have not been
applied to this server, see the Avaiahle Patches list box, (Click the link

"here" &t the bottom of this window to go to the ProxyBlocker Patches
Wieh page where additional information about the conterts of
software updates can be obtained ) For & specific software updste,
select the software updste and click README to open a pap-up
window, After reading notes about the software update, if you
choose to apply the software updste, click Apply. For information
about all software updates that have already been applied to this
sepver, see the History of Patches list box. For information about &
specific software update, click the software update and then click
README. To undo the |sst software update that was applied to this
sepver, select the software update and click Undo. WARNING: If &
software update is uninstalled, configuration settings will revert back
to previous settings, before the software updste was applied

Java Applet Window

Fig. 1:3-8 Help pop-up box

Click OK to close the pop-up box.
Screen and Window Navigation

All screens are divided into two panels: a navigation panel to
the left, and a window in the panel to the right. Windows
display in response to a selection made in the navigation
panel.

In the Administrator console, screens and windows use
different navigation formats, based on the contents of a
given screen or window. Screens can contain topic links and
sub-topic menus, and/or tree lists with topics and sub-topic
menus. Windows can contain tabs that function as sub-
windows.
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Topic Links

In System, Library, and Reporting screens, the navigation
panel contains topic links. By clicking a topic link, the
window for that topic displays in the right panel:

=== HOME | SYSTEM  GROUF | LIBRARY | RERORTING | HELP | QUIT |

Library Lookup
; Librany-Library Lookup
okup
Category Weight System URL Luukup
- MNTP Mewsgroup URL
coors comm

[+ Category Groups
Search Engine Keyword Lookup

Search Engine Keyword

Lookup

Lookup Result

Result Category

[Llcohol iy COORE .COM

Eanneritieh Ads VWA COORS.COM Remaowe
Eannerifieh Adzs * COORS.COM

thlcohol  * COORS.COM
Eanneriteh Ads: 199228142 67
lhlcohol 19922814267
Fanneriieh Ads: B5.38.164 14
[Llcohok 653016414

Reload Library

Fig. 1:3-9 Selected topic and its corresponding window
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Select Sub-topics

Some topics in System and Library screens consist of more
than one window. For these topics, clicking a topic link
opens a menu of sub-topics:

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

Manual Update to 8e6 Supplied Categories
es: Update to 8e6 ied Categories

Manual Update
Additional Language Support ) [Pdate 7 Patch Updats
Library Update Log

Emergency Update Lag

" Full URL Library Update

Update Maw

Fig. 1:3-10 Sub-topics menu

When a sub-topic from this menu is selected, the window for
that sub-topic displays in the right panel of the screen.
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Navigate a Tree List

Tree lists are included in the navigation panel of Group and
Library screens.

B HOME SYETEM GROUP LIBRARY REFPORTING HELP QuIT

Group
Group>IP>admin>Group
Group Administrator

Group Mame Iadm\n
Password mnaRRALL

Fig. 1:3-11 Tree menu

A tree is comprised of a hierarchical list of items. An entity
associated with a branch of the tree is preceded by a plus
(+) sign, when that branch of the tree is collapsed.

By double-clicking the entity, a minus (-) sign replaces the
plus sign, and all branches within that branch of the tree
display.

An item in the tree is selected by clicking it.
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Tree List Topics and Sub-topics

Group and Library tree lists possess a menu of topics and
sub-topics.
Topics in the tree list display by default when the tree is

opened. Examples of tree list topics are circled in Fig. 1:4-
12.

When a tree list topic is selected and clicked, a menu of sub-
topics opens:

— HOME SYSTEM GROUP LIBRARY REPORTING HELF'_ QUIT
Group k| LY
&) Glabal Group \.‘\ ‘

g P N s’ \
= B I 2crAUP A 1)

Group Details
hiembers

ics for the Group section

Overri Accourt tion is comprised of windows and dialog boxes used for adding and =
Group Profile aster IP groups or NT/LDAP domains, and for creating filtering profiles
Exception URL o users.

Time Profile

- up option, the global administratar creates master P graups. Within
UplosckDavwnload IP Prafile [,z roup, the designated aroup administrator adds sub-groups and
A Sub Groug members, and creates their filtering profiles

PERITEREIEN hr LOAF domains, the global administrator mustfirst setup

Delete Group 1 in the Systern section in order to enable NT/ILDAP options. The

Paste Sub Group tthen adds the domain in this section, sets up and maintaing NT/LDAP
creates filtering profiles for groups and users

[

The control panel atthe left ofthe screen containg a hierarchical list of groups setup
in & tree farmat. At the root of this tree is Group. The rain branches ofthe tree
include: Global Group and IP group, followed by NT and LDAP if authentication is
enabled. NOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will only include the Global Group branch ofthe tree, and group administrators
will not have access to any hranches ofthe tree

Double-click the branch of your selection to display the list of groupsidomains
previously added to that branch. Keep double-clicking iterns in the tree listto view
additional items.

Click an entity in the tree listto view a renu oftopics or actions that can be
performed for the selected entity.

Fig. 1:3-12 Tree list topics and sub-topics

Clicking a sub-topic displays the corresponding window in
the right panel, or opens a pop-up window or alert box, as
appropriate.
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Navigate a Window with Tabs

In each section of the console, there are windows with tabs.

When selecting a window with tabs from the navigation
panel, the main tab for that window displays. Entries made

in a tab must be saved on that tab, if the tab includes the
Apply button.

NOTE: In the Time Profile and Override Account pop-up
windows, entries are saved at the bottom of the window.

HOME Y ETEM EPORTING se—|

HELFP auIT

Categary | Port | Default Redirect LRL | Fiker Optians

cal

Group>Global Group>Category Profile
Group: Global Group  Current Profile: Custam Profile

F#--aldl LDAP

Available Filter Levels

Custom Profile = I

Rule Details

Category I Pass IAIIDW Warn | Block Quotal
% Category Groups
[#- | Adult Contert

[ | Bandwicth

[#- | Custom Categories
;llnfnrmatmn Technolog:
[#- | Irestant Messaging (M)
[#- | Security

=
Uncategorized Sites  |Pass * Overall Quota IOff i IU Miny

Apply |

Fig. 1:3-13 Window with tabs
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Console Tips and Shortcuts

The following list of tips and shortcuts is provided to help
you use windows in the Administrator console with greater

efficiency.

Navigation Path

The navigation path displays at the top of each window:

HOME

S¥STEM

GROUP LIBRARY REFORTING HELF auIr

ﬁ System
Contro\ —
- Administrator
-Secure Logon
Diaghostics
- dlert
~Patch
- hiode
Authertication
- MIC Made
-BackupRestore
Reset
- ShMP
-~Hardware Failure Detection
-3 Strikes Blocking
Wiarn Option Setting
- Customization
-Quota Setting

O T

Block Page Route Table
ysiem=Network>Block Page Houte Table

Route Table
IP fask
IP1200,10,160,170/31 Gateway: 200.10.160.1

Delete

P |

Gateway

Maskl

Calculator |

Fig. 1:3-14 Navigation path

This path reminds you of your location in the console. The
entire path shows the screen name, followed by the topic
name, and sub-topic name if applicable.

46
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Refresh the Console

Press F5 on your keyboard to refresh the Administrator
console. This feature is useful in the event that more than
one browser window is open simultaneously for the same
ProxyBlocker server.

Select Multiple Items

When moving several items from one list box to another, or
when deleting several items, the Ctrl and Shift keys can be
used to expedite this task.

+ Ctrl Key

To select multiple items from a list box, click each item
while pressing the Ctrl key on your keyboard.

+ Shift Key

To select a block of items from a list box, click the first
item, and then press the Shift key on your keyboard while
clicking the last item.

Once the group of items is selected, click the appropriate
button to perform the action on the items.

Copy and Paste Text

To save time when making duplicate data entries, text previ-
ously keyed into the GUI can be copied and pasted into
other fields without needing to key in the same text again.

* Copy command

Copy text by using the cursor to highlight text, and then
pressing the Ctrl and C keys on the keyboard.

« Paste command

Text that was just copied from a field can be pasted into
another field that is either blank or populated with text.
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» To paste text into an empty field, place the cursor in the
field and then press the Ctrl and V keys.

» To copy over existing text, highlight text currently in the
field and then press the Ctrl and V keys.

Calculate IP Ranges without Overlaps

The Calculator button displays on windows in which IP
ranges are entered. These windows include: Block Page
Route Table window from the System section, and Range to
Detect and Members windows from the Group section.

1P Calculator x|
Dotted Decimals Notation IP Calculator
IP I2UD. 10.20.10
Metrmask [255.255.255.224 = | (Datted Decimals Makation)
Metmask |27 (CIDR. Motation)
Calculate | Cloze |
Min Host IZUU. 10.20.0
Max Host IZDD.ID.ZD.SI
Mote: The min and max hosk does not excude broadcast and netwark,
Java Applet Window

Fig. 1:3-15 IP Calculator pop-up window

This window is used to view and/or calculate the minimum
and maximum range for an IP address.

1. Click Calculator to open the IP Calculator pop-up
window.

 If the IP address field in the window on the console is
already populated, note the IP Calculator pop-up
window displays the IP address, default Netmask in
both the Dotted Decimals Notation (e.g.
“255.255.255.248”) and CIDR Notation (e.g. “29”)
format, Min Host, and Max Host IP addresses.
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+ If the IP address field in the window on the console is
empty, in this pop-up window enter the IP address,
specify the Dotted Decimals Notation Netmask, and
then click Calculate to display the Min Host and Max
Host IP addresses.

TIP: If necessary, make a different IP address entry and Netmask
selection, and then click Calculate to display different Min Host
and Max Host results.

2. After making a note of the information in this pop-up
window, click Close to close the IP Calculator.

Log Off

To log off the Administrator console:

1. Click the Quit button in the navigational panel at the top
of the screen. This action opens the Quit dialog box:

aut x|

R?/ Ape you sure you weant to exit ProxyBlocker GLI?

] e |

Java Applet Window
Fig. 1:3-16 Quit dialog box

2. Click Yes to close the Administrator console.

3. Click the “X” in the upper right corner of the ProxyBlocker
Introductory Window to close it.

& WARNING: If you need to turn off the server, see the ShutDown
window of the System screen in the Global Administrator Section.
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GLOBAL ADMINISTRATOR SECTION

Introduction

The Global Administrator Section of this user guide is
comprised of four chapters, based on the layout of the
Administrator console. This section is used by the autho-
rized global administrator of the ProxyBlocker for config-
uring and maintaining the ProxyBlocker server.

The global administrator is responsible for integrating the
server into the existing network, and providing the server a
high-speed connection to remote client workstations and to
a reporting application, if pertinent. To attain this objective,
the global administrator performs the following tasks:

provides a suitable environment for the server, including:

» Hypertext Transfer Protocol over Secure Socket Layer
(HTTPS) link to the current logging device

* power connection protected by an Uninterruptible
Power Supply (UPS)

* high speed access to the server by authorized client
workstations

adds group administrators

sets up administrators for receiving automatic alerts
updates the server with software supplied by 8e6
analyzes server statistics

utilizes diagnostics for monitoring the server status to
ensure optimum functioning of the server

configures the server for authenticating users
adds and maintains filtering categories

adds and maintains filtering profiles of entities
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Chapter 1: System screen

The System screen is comprised of windows used for
configuring and maintaining the server to authenticate
users, and tofilter, log, or block specified Internet content for
each user based on an applied filtering profile.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

g Cortrol - . ‘.‘ -!‘- e y
- Pletywork a e - - ?|
 seimiisietor ESYSTEM 1 il ™ . N,

- Diagnostics
bl
Patch

Display Help Topics forthe System section

- Mode
- duthentication
RIC Macle:
--Backup/Restore
-~ Reset
=l
-~ Hardwate Failure Detection
¥ Strikes Blocking
-Wfarn Option Setting
- Customization
Quata Setting

Fig. 2:1-1 System screen

A list of main topics displays in the navigation panel at the
left of the screen. Main topics in this section include the
following: Control settings, Network settings, Administrator
account information, Secure Logon, Diagnostics, Alert
contacts, Patch, operation Mode, Authentication settings
(see the 8e6 ProxyBlocker Authentication User Guide for
information about this topic), NIC Mode, Backup/Restore
operations, Reset settings, SNMP, Hardware Failure Detec-
tion, X Strikes Blocking, Warn Option Setting, Customiza-
tion, and Quota Setting.
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Click your selection to choose a main topic from this list, or
to view a menu of sub-topics, if applicable. When a topic or
sub-topic is selected, the designated window for that topic
or sub-topic displays in the right panel.
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Control

Control includes options for controlling basic ProxyBlocker

server functions. Click the Control link to view a menu of
sub-topics: Filter, Block Page Authentication, ShutDown,

and Reboot.

System
|

-Audmiinist
- Becure
Diagnos

~HOME

Reboot

SYETEM

GROUP LIBRARY REFPORTING HELP

T o —

|
necvork [ o=
YSTEM -‘ .

Black Page Authentication
ShutDowvn

Ip Topics forthe System section

Blert
- Patch
- Mode

- Resst
- ShP

Authertication
MIC Mode
-BackupRestore

Hardware Failure Detection
-3 Strikes Blocking
-Wyarn Option Setting
-Customization

Quata Setting

The System section is comprised of windows used by the global administrator to
configure and maintain the ProxyBlocker server to authenticate users, and to filter, log,
or hlock specified Internet content for each user based on an applied filtering profile

Alist of main topics displays in the contral panel atthe left of the screen. Main topics in
this section include the following: Control settings, Network settings, Administrator
accountinformation, Diagnostics, Alert setup, Patch procedures, Synchronization,
Operation Mode, Authentication settings, MNIC Mode, BackupiRestore operations, Reset
settings, Radius Authentication Settings, SMMP, Hardware Failure Detection {for
R2000H units onl, ¥ Stikes Blocking, Warn Option Setling, and Custamization. NOTE:
Ifthe synchranization featurs is used, an ProxyBlocker set up in the Target mode will not
include Authentication, Radius Authentication Settings, ¥ Strikes Blocking, o varm
Option Setting topics and any associated sub-topics

Clickyour selection to choose a rain topic fram this list, or to view a rmenu of
sub-topics, if applicahle. YWhen a topic or sub-topic is selected, the designated window
for that topic or sub-topic displays in the right panel.

Far help in any window, mouse-over the "?" symbal to view information about that
window, or press F1. Press Fa to refresh the console.

Far additional information about this current section ofthe cansole, click the link
beneath the Systern banner toview Help Topics

To navigate to another section of the console, click the hutton at the top of the screen for
Harme, Group, Libraty, Reporting, or Help. Click Quit to exitthe console.

Fig. 2:1-2 System screen, Control menu
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Filter window

The Filter window displays when Filter is selected from the
Control menu. This window is used for specifying network
filtering preferences on this server.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT m—

Filter
System>Control=Filter
Local Filtering

~ddministrator

Secure Logon Lozl Fitering & on © off
Diagnostics
blert WLAN Detection Con & o
- Patch
Modle HTTP Filtering
Authentication
- MIC Mods HTTP Packet Spitting Detection ®on O off
- BackupRestore
Reset Inspect HTTP heacders that are less than or equal to IS? Bytes

ShMP
-~ Hardwvare Failure Detection HTTPS Filtering
-+ Shrikes Blocking
--4farn Option Setting HTTPS Fitering Level  Mone 7 Low % Medium  { High
Customization
-Euota Sefting ¥ Forward Iookup to validate qualified DS

Service Control

Pattern Blocking ©on & o

: 5
Fig. 2:1-3 Filter window

Local Filtering is used for specifying whether this server
being configured will filter traffic on the network. If enabling
the HTTP Filtering feature that automatically detects a split
packet, HTTP headers less than or equal to the number of
bytes specified will be inspected. HTTPS Filtering lets you
set the level of filtering for HTTPS sites on ProxyBlockers
set up in the Stand Alone or Source mode. In the Service
Control frame, enabling Pattern Blocking will log IM and
P2P end user activity, and block end users from using
clients such as Google Web Accelerator and proxy patterns
that bypass filtering (see http://lwww.8e6.com/pbahelp/
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files/1system_proxy_block .html for a list of proxy pattern
types set up to be blocked).

@ TIP: See the Introductory Section for overviews on IM and P2P
(Chapter 2: Logging and Blocking).

Local Filtering

In the Local Filtering frame, indicate the function of this
server being configured, in regards to filtering the network.
The default setting has Local Filtering “On” and VLAN
Detection “Off”.

Disable Local Filtering Options

If you have multiple ProxyBlocker servers on the network,
you may wish to disable local filtering on the source server
and use the server primarily for authenticating users who
log on the network. This frees up resources on the server.

To disable Local Filtering and/or VLAN Detection, click
the “Off” radio button(s).

Enable Local Filtering Options

To enable Local Filtering, click “On”. The server will filter
the specified Range to Detect on the network.

To enable the detection of VLAN traffic on the network, at
VLAN Detection, click “On”.

/\\3 NOTE: After making all entries in this window, click Apply.
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HTTP Filtering

In the HTTP Filtering frame, enable or disable the feature
that automatically detects a split HTTP packet.

Enable HTTP Packet Splitting Detection

By default, the feature that automatically detects a split
HTTP packet is disabled.

1. Click “On” to enable HTTP Packet Splitting Detection;
this action displays a field below the radio buttons.

2. In the Inspect HTTP headers that are less than or
equal to ___ Bytes field, by default 48 displays for the
number of bytes. This entry can be modified to specify a
different number of bytes for HTTP header inspection.

Disable HTTP Packet Splitting Detection

To disable automatic detection of a split HTTP packet, click
“Off.” This action removes the field below the radio buttons.

@ NOTE: After making all entries in this window, click Apply.
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HTTPS Filtering

Specify your preference for filtering HTTPS sites in the
HTTPS Filtering frame. Select from the following settings for
the HTTPS Filtering Level:

* “None” - if you do not want the ProxyBlocker to filter
HTTPS sites

» “Low” -if you want the ProxyBlocker to filter HTTPS sites
without having the ProxyBlocker communicate with IP
addresses or hosthames of HTTPS servers

* “Medium” - if you want the ProxyBlocker to communicate
with HTTPS servers in order to get the URL from the
certificate for URL validation only (this is the default
setting)

If "Medium" is selected, by default the option is enabled
for forwarding the DNS lookup in order to validate the
hostname in the certificate

+ “High” - if you want the ProxyBlocker to communicate
with HTTPS servers to obtain the certificate with a very
strict validation of the return URL

If "High" is selected, by default the option is enabled for a
library lookup to overrule the DNS validation of the host-
name in the certificate.

& WARNING: If using the “High” setting, end users may be blocked
from accessing acceptable Web sites if the host names of these
sites do not match their generated certificates. To allow users
access to acceptable HTTPS sites, the IP addresses and corre-
sponding URLs of these sites should be included in a custom
library category that is allowed to pass. (See the Custom Catego-
ries sub-section in Chapter 3: Library screen for information on
maintaining the ALLOW and PASS custom library categories.
See Global Group Profile window and Minimum Filtering Level
window in Chapter 2: Group screen from the Global Administrator
Section for information on allowing a library category to pass.)
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NOTE: After making all entries in this window, click Apply.

Service Control

In the Service Control frame, indicate whether or not Pattern
Blocking with be enabled or disabled.

Enable Pattern Blocking

By default, Pattern Blocking is disabled. Click “On” to block
the usage of clients such as Google Web Accelerator and
various proxy pattern types on end user workstations that
bypass filtering, and to log IM and P2P activity of end users
once IM and P2P pattern files are downloaded on demand
via the Manual Update to 8e6 Supplied Categories window.

NOTE: See http://www.8e6.com/pbahelp/files/
1system_proxy_block.html for a list of proxy pattern types that
are set up to be blocked.

TIPS: To block specified users from accessing proxy patterns, the
8e6 supplied “PROXY” library category (Web-based Proxies/
Anonymizers) must be applied to the group or user's filtering
profile. Or, to block all users from accessing these proxy patterns,
the global filtering profile and minimum filtering level must have
the “PROXY” library category set up to be blocked.

To block specified users from accessing IM services, specified
Instant Messaging 8e6 supplied library categories (such as
“IMGEN’, “IMGCHAT”, “IMGTALK”, “ICQAIM”, “IMMSN”,
“IMMYSP?, and/or “IMYAHOO”) must be applied to the group or
user's filtering profile. Or, to block all users from accessing IM
services, the global filtering profile and minimum filtering level
must have appropriate Instant Messaging library categories set
up to be blocked.

Additionally, to block specified users from accessing P2P
services, the 8e6 supplied “PR2PR” library category must be
applied to the group or user’s filtering profile. Or, to block all users
from accessing P2P services, the global filtering profile and
minimum filtering level must have the “PR2PR” library category
set up to be blocked.
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Disable Pattern Blocking

Click “Off” to disable Pattern Blocking.
@ NOTE: After making all entries in this window, click Apply.
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Block Page Authentication window

The Block Page Authentication window displays when Block
Page Authentication is selected from the Control menu. This
feature is used for entering criteria the ProxyBlocker server
will use when validating a user’s account. Information
entered/selected in this window is used by the block page
that displays when an end user attempts to access a site or
service that is set up to be blocked.

— HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —
=
S system Block Page Authentication
System>Control>Block Page Authentication
Network .
--ddministrator Details
+Secure Logon Re-authentication Options
Disgnostics
- dlert
~Patch
Moacle Logon Secripk Path 'Dgo.cumlsrvph\net\ogon
--Authertication
- MIC Made
-BackupRestore
Reset
- SMMP
= Hardwvare Failure Detection
¥, Strikes Blocking
- WWarn Option Setting
- Customization
-Quota Setting
! [ 2l

Fig. 2:1-4 Block Page Authentication window

NOTE: See the Block Page Customization window and Common
Customization window in this chapter for information on custom-
izing the 8e6 block page. See Appendix C: Create a Custom
Block Page for information on creating a customized block page
using your own design.
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Enter, Edit Block Page Options

NOTE: If you are not using authentication, and/or if your users do
not have override accounts set up, you do not need to select any
option at the Re-authentication Options field.

1. In the Re-authentication Options field of the Details
frame, all block page options are selected by default,
except for Web-based Authentication. Choose from the
following options by clicking your selection:

* Web-based Authentication - select this option if
using Web authentication with time-based profiles or
persistent login connections for NT or LDAP authenti-
cation methods.

* Re-authentication - select this option for the re-
authentication option. The user can restore his/her
profile and NET USE connection by clicking an icon in
a window to run a NET USE script.

* Override Account - select this option if any user has
an Override Account, allowing him/her to access URLs
set up to be blocked at the global or IP group level.

NOTE: Details about the Web-based Authentication option can
be found in the 8e6 ProxyBlocker Authentication User Guide.

TIP: Multiple options can be selected by clicking each option
while pressing the Ctrl key on your keyboard.

NOTE: For more information about the Override Account option,
see information on the following windows in this user guide:

* Global Administrator Section: Override Account window and
Bypass Option window for the global group

e Group Administrator Section: Override Account window for IP
groups, and Exception URL window for IP groups.
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2. If the Re-authentication option was selected, in the
Logon Script Path field, \PDCSHARE\scripts displays
by default. In this field, enter the path of the logon script
that the ProxyBlocker will use when re-authenticating
users on the network, in the event that a user's machine
loses its connection with the server, or if the server is
rebooted. This format requires the entry of two back-
slashes, the authentication server’s computer name (or
computer IP address) in capital letters, a backslash, and
name of the share path.

3. Click Apply to apply your settings.
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Block page

When a user attempts to access Internet content set up to
be blocked, the block page displays on the user’s screen:

2} 8e6 PronyBlocker - Microsoft Internet Explorer |- O] x|
J File Edt Wiew Favorites Tools Help |
J GBack + = v (D at | Qisearch [GFavories £ History | By 5 M
J Address I@ w,Coors, comEIP=200, 10,100, 75: 61 &CAT=ALCO&ISER =L OGO Domain % 20admins \GLANG j @Go |J Links ¥
B
ACCESS DENIED! HELP
Internet to the requested wehsite has been denied based on your user profile
and organization's Internet Usage Policy.
UserMachine: LOGOWDomain Admins\GLANG
IP: 20010101140
Category:  Alcohol
Blocked URL:  hitp: /vy coors.com!
For further options, click here.
To submit this blocked site for review, click here. For assistance, contact your Administrator.
Sek ProxyBlocker provided by 826 Technologies. Copyright 2007 All rights reserved.
E
&7 l_l_lo Inkernet v

Fig. 2:1-5 Sample Block Page

By default, the following data displays in the User/Machine
frame of the block page:

* User/Machine field - The username displays for the NT/
LDAP user. This field is blank for the IP group user.

» |P field - The user’s IP address displays.

« Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.
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Blocked URL field - The URL the user attempted to
access displays.

By default, the following standard links are included in the
block page:

HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site or
service may have been denied.

8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

By default, these links are included in the block page under
the following conditions:

64

For further options, click here. - This phrase and link is
included if any option was selected at the Re-authentica-
tion Options field. Clicking this link takes the user to the
Options window, described in the Options page sub-
section that follows.

To submit this blocked site for review, click here. -
This phrase and link is included if an email address was
entered in the Submission Email Address field in the
Common Customization window. Clicking this link
launches the user’s default email client. In the composi-
tion window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.
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Options page

The Options page displays when the user clicks the
following link in the block page: For further options, click

here.
4} 8e6 ProryBlocker - Microsoft Internet Explorer (O] x]

J File Edt Yiew Favorites Tools Help |

J saBack » = - @ at | @SEarch (3] Favorites @Histury | %v = e @

| address [@] hetp:f200.10.100.75:81fegifblack.cai | P |JLinks ®
=l
OPTIONS HELP

UserMachine: LOGODomain AdminstGLANG
1P 20010101140

Category:  Alcohol
Requested URL: ity ihvewewy coors.comd

Option 1:  Click here for secure Web-hased authentication.
Option 2:  If the sbove profile iz incorrect or there has been an error, you can:

» Re-gtart your system and re-login or
= Iry re-authenticating your user profile

Option 31 If you have an override account, enter your username and password.

Username: I

Password: I Owerride |

l¥arningt The override account aption will not function ¥ antipopan software Js instailed on
vour system.

[-|
|&] pone |_|_|° Inkernet .

Fig. 2:1-6 Options page

The following items previously described for the Block page
display in the upper half of the Options page:

* HELP link
¢ User/Machine frame contents

The frame beneath the User/Machine frame includes infor-
mation for options (1, 2, and/or 3) based on settings made in
this window and the Common Customization window.
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NOTE: Information about Option 1 is included in the 8e6 Proxy-
Blocker Authentication User Guide.

Option 2

The following phrase/link displays, based on options
selected at the Re-authentication Options field:

Re-start your system and re-login - This phrase
displays for Option 2, whether or not either of the other
Re-authentication Options (Re-authentication, or Web-
based Authentication) was selected. If the user believes
he/she was incorrectly blocked from a specified site or
service, he/she should re-start his/her machine and log
back in.

Try re-authenticating your user profile - This link
displays if “Re-authentication” was selected at the Re-

authentication Options field, and an entry was made in
the Logon Script Path field. When the user clicks this link,
a window opens:

& netlogon on LOGOD - Microsoft Intern

lngonFG.bat

netlogon

This Folder is Online.

Select an item ko view ks
description,

Metwork Logon Scripk s

Capacity: 3,99 GB
[ used: 2.26 GB
[ Free: 1.72 GB
[~
Fig. 2:1-7 Re-authentication option

The user should click the logon.bat icon to run a script that
will re-authenticate his/her profile on the network.
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Option 3

Option 3 is included in the Options page, if “Override
Account” was selected at the Re-authentication Options
field.

This option is used by any user who has an override
account set up for him/her by the global group administrator
or the group administrator. An override account allows the
user to access Internet content blocked at the global or IP
group level.

The user should enter his/her Username and Password,
and then click Override to open the Profile Control pop-up
window:

43 http://200.10.160.179:81 - Profile Control - Microsoft Internet Explorer

Profile Control

Ouerride Account: afangatta
Profile: fitter all ather ports | open these categories reject these categories ART
GPORN KDPORN open all other categories | detault fiter mode,
Min. Filtering: Mo Bypass Minimum Fittering Level

Keep this window open for your override account to remain active,

Close

8ef ProxyBlocker provided by Seb Technologies. Copyright 2007, All rights reserved.

-]
|&] Dore l_l_la Internet 7
Fig. 2:1-8 Profile Control pop-up window

This pop-up window must be left open throughout the user’s
session in order for the user to be able to access blocked
Internet content.

NOTES: See Profile Control window for information on custom-
izing the content in the Profile Control pop-up window. See
Appendix D: Override Pop-up Blockers for information on how a
user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.
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ShutDown window

The ShutDown window displays when ShutDown is
selected from the Control menu. This window is used for
powering off the server.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

(=
S system ShutDown
Lontro System>Control>ShutDown
- Network
--dhdministrator ShutDown
- Secure Logon Warning! This wiil shutcown the ProxyBiocker systam
Diaghostics
- dlert
~Patch
- hiode
Authertication
- MIC Made
- Backup/Restore

Reset
- ShMP
-~Hardware Failure Detection
-3 Strikes Blocking
Wiarn Option Setting
- Customization
-Quota Setting

KT — |
Fig. 2:1-9 ShutDown window

Shut Down the Server

In the ShutDown frame, click ShutDown to power off the
server. To restart the server, the ProxyBlocker console
needs to be re-accessed.
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Reboot window

The Reboot window displays when Reboot is selected from
the Control menu. This window is used for reconnecting the
server on the network.

e HOME | SYSTEM ~ GROUP | LIBRARY | REPORTING | HELP | @uif — =

=
S system Reboot

o System>Control>Reboot
<[ lwor

o Reboot
--dhdministrator X o
Secure Logon Warning! This will Reboot the ProxyBlocker system,
- Digghostics
eAlert
~Patch
Mode
-duthertication
- MIC Made
BackupRestore
-Resst
- EMMP
-~ Hardwrare Failure Detection
¥ Strikes Blocking
- WWarn Option Setting
- Customization
Gucta Setting

T I— |
Fig. 2:1-10 Reboot window
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Reboot the Server

1. In the Reboot frame, click Reboot to open the Reboot
ProxyBlocker Enterprise Filter dialog box:

Reboot ProxyBlocker |

! E Are ol zure you want to reboot ProxyElocker?

[ e

Java Applet Window
Fig. 2:1-11 Reboot ProxyBlocker dialog box

2. Click Yes to close the dialog box and to launch the
Server Status message box, informing you that the
server is now disconnected:

ST=I

Server disconnected! Please wait..

IJava Applet Window

Fig. 2:1-12 Server Status: disconnect message

When the Server Status box closes, the ProxyBlocker
status message box opens and informs you that the
server is rebooting itself, and how much time has
elapsed since this process began:

-l

ProxyBlocker is rebooting. Elapsed time:00:00:1 3

FroxyBlocker finished loading library...

|Java Applet Window

Fig. 2:1-13 ProxyBlocker status message box

70 8e6 TecHNOLOGIES, PRoXxYBLockeR User GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

After the server is rebooted, the ProxyBlocker status
message box closes, and the ProxyBlocker ready alert
box opens:

£ PronyBlocker ready x|

@ ProxyBlocker is up.

I.Ja\.fa Applet Window

Fig. 2:1-14 ProxyBlocker ready alert box

The Server connected alert box also opens, informing
you that the server is connected, and that you must
restart the server:

]

@ Server is connected again. Please restart ProxyBlocker GLUIL

IJava Applet Window

Fig. 2:1-15 Server connected alert box

3. Click OK to close the ProxyBlocker ready alert box.
4. Click OK to close the Server connected alert box.

5. You must now re-access the ProxyBlocker console.
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Network

Network includes options for configuring the ProxyBlocker
server on the network. Click the Network link to view a menu
of sub-topics: LAN Settings, NTP Servers, Regional Setting,
and Block Page Route Table.

HOME | SYSTEM = GROUP | LIBRARY |~ REPORTING | HELP — QUIT —

& system
-Contral

Administr
~Secure L NTP Servers
~Disghosti  Regional Setting elp Topics for the System section
Alert

Elock Page Route Table

Patch d ystern section is comprised ofwindows used by the global administratar to
- hfode configure and maintain the R3000 server to authenticate users, and to filter, log, or block
- thertication specified Internet content for each user based on an applied filtering profile.

MIC Mode . . . . .
- BackupRestare Alistof main topics displays in the control panel at the left ofthe screen. Main topics in

this section include the following: Control settings, Network settings, Administrator
accountinfarmation, Diagnostics, Alert contacts, Pateh, Synchronization, Operation
Made, Authentication settings, MIC Mode, Backup/Restare operations, Reset settings,
: N Radius Authentication Settings, SKMMP, Hardware Failure Detection for R3000H units
K Strikes B‘°°"'”9_ only, ¥ Strikes Blocking, and Customization. MOTE: Ifthe synchronization feature is
Wil Option Sefting used, an R3000 set up in the Target mode will not include any Authentication topics or
Custamization sub-topics, of the Radius Authentication Settings and ¥ Strikes Blocking topics

-Quota Setting

- Resst
SMMP
-Hardware Failure Detection

Clickvour selection to choose a main topic from this list, orto view a menu of
sub-topics, if applicable. When & topic of sub-topic is selected, the designated window
for that topic or sub-topic displays in the right panel

Far help in ary window, mouse-over the "? symbol to view inforrmation about that
window, or press F1. Press FS 1o refresh the console.

For additional infarmation ahout this current section ofthe consale, click the link
beneath the Systern banner to view Help Topics

To navigate to another section ofthe consaole, click the button atthe top of the screen for
Horne, Group, Library, Reparting, of Help. Click Quitto exitthe console

T E—
Fig. 2:1-16 System screen, Network menu

72 8e6 TecHNOLOGIES, PRoXxYBLockeR User GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

LAN Settings window

The LAN Settings window displays when LAN Settings is
selected from the Network menu. This window is used for
configuring network connection settings for the Proxy-
Blocker.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT

LAN Settings
System>Network=LAMN Settings

. Host Name I\Ugu.cum

Secure Logan IP / Mask Setting
- Disghostics
et Lant e [1z34 | |55.255.255.255 ¥ |
- Pelch

Mode LaN2IP [2001060.74 [ [esassnn =]
--Authertication
- NIC Mode DNS

BackupRestore Primary IP 200.10:160.1

-Resst

--SMIP Secandary IP

Harchware Failure Detection
-3 Strikes Blocking Gateway

- Warn Option Setting at P l—
- Cygtomization atenay 200.10160.1

Quata Setting

J "
Fig. 2:1-17 LAN Settings window
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Specify LAN Settings

1. In the Host Name field, enter up to 50 alphanumeric
characters for the name of the host for this server, such
as pba.LOGO.com.

2. Specify the following information, as necessary:

* In the LAN1 IP field of the IP/Mask Setting frame, the
default LAN 1 IP address is 1.2.3.3. Enter the IP
address and select the corresponding subnet mask of
the LAN1 network interface card to be used on the
network.

* In the LAN2 IP field, the default LAN 2 IP address is
1.2.3.4. Enter the IP address and select the corre-
sponding subnet mask of the LAN2 network interface
card to be used on the network.

TIP: Be sure to place the LAN1 and LAN2 IP addresses in
different subnets.

* Inthe Primary IP field of the DNS frame, the default IP
address is 4.2.2.1. Enter the IP address of the first
DNS server to be used for resolving the IP address of
the authentication server with the machine name of
that server.

* Inthe Secondary IP field of the DNS frame, the default
IP address is 4.2.2.2. Enter the IP address of the
second DNS server to be used for resolving the IP
address of the authentication server with the machine
name of that server.

+ In the Gateway IP field of the Gateway frame, the
default IP address is 1.2.3.1. Enter the IP address of
the default router to be used for the entire network
segment.

3. Click Apply to apply your settings.

NOTE: Whenever modifications are made in this window, the
server must be restarted in order for the changes to take effect.
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NTP Servers window

The NTP Servers window displays when NTP Servers is
selected from the Network menu. This window is used for
specifying IP addresses of servers running Network Time
Protocol (NTP) software. NTP is a time synchronization
system for computer clocks throughout the Internet. The
ProxyBlocker will use the actual time from a clock at a spec-
ified IP address.

4;3} NOTE: The System Time displays beneath the Details frame,
using the YYYY/MM/DD HH:MM:SS Coordinated Universal Time
(UTC) format for the current time zone.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

ﬁ Syskem
= 5v NTP Servers
Cantral System>Network>NTP Servers
Details
- doministrator
Servers
Secure Logon
- Diegrostics 128.59,35,142 &I
ol 142,3.100.15
~Patch 129.132.98.11
Mode
-duthertication
- MIC Mode TP Server Add
BackupRestore
- Reset "
BN System Time
Hardware Failure Detection System Current Time: 2007003/21 16:26:14 PST -0800
-3 Strikes Blocking
- Warn Option Setting
-Customization
Guota Setting
. 3 Apply

Fig. 2:1-18 NTP Servers window
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Specify Network Time Protocol Servers

In the Details frame, three NTP server IP addresses display
by default in the Servers list box. These IP addresses are:
128.59.35.142, 142.3.100.15, and 129.132.98.11.

NOTE: Any IP address following the first entry in the Servers list
box is only used in the event that the ProxyBlocker cannot access
the primary time NTP server specified. IP addresses are used in
the order in which they display in the list box.

Add an NTP Server

To add an NTP server:
1. Enter the IP address in the NTP Server field.

2. Click Add to include this IP address in the Servers list
box.

3. Click Apply to apply your settings.

Remove an NTP Server

To remove an NTP server:

1. Select the IP address from the Servers list box.
2. Click Delete.

3. Click Apply to apply your settings.

& WARNING: If using the ProxyBlocker with the 8e6 Technologies
Enterprise Reporter unit, be sure the ER unit is connected to the
same NTP servers as the ProxyBlocker.

76 8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Regional Setting window

The Regional Setting window displays when Regional
Setting is selected from the Network menu. This window is
used for specifying the time zone to be used by the Proxy-
Blocker and the language set type, if necessary.

— HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —
Regional Setting
System>Network=>Regional Setting
Time Zone
Secure Logon Region IUS LI Location IPaciFi: LI
- Disghostics
- plert Language
~Patch
Mode Language IEngI\sh {United States) [en_LIS] ;I
-duthertication
- MIC Made
BackupRestore
-Resst
- SMMP
Harchware Failure Detection
-3 Strikes Blocking
- Warn Option Setting
-Customization
Quata Setting
“ | _’l Warning! This will Rebool the ProxyBlacker system,

Fig. 2:1-19 Regional Setting window
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Specify the Time Zone, Language Set

In the Details frame, the Region “US” and the Location
“Pacific” display by default. To change these settings:

1. Atthe Region pull-down menu, select your country from
the available choices.

2. Atthe Location pull-down menu, select the time zone for
the specified region.

If necessary, select a language set from the Language
pull-down menu to specify that you wish to display that
text in the console.

3. Click Apply to apply your settings, and to reboot the
ProxyBlocker.

& WARNING: If using the ProxyBlocker with an 8e6 Technologies
Enterprise Reporter unit, be sure each ProxyBlocker used by the
ER is set up in the same time zone as the ER. These ‘like”
settings ensure consistency when tracking the logging times of all
users on the network.
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Block Page Route Table window

The Block Page Route Table window displays when Block
Page Route Table is selected from the Network menu. This
window is used for building and maintaining a list of destina-
tion based routers the server will use for communicating
with other segments of the network. You need to set up a
route table only if your local network is interconnected with
another network, and if users’ client machines are not being
served block pages when appropriate.

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QUIT )

=
O system Block Page Route Table
"'“" . System>Network>Block Page Route Table
Route Tahle
-Becure Logon o Mhask
- Disgristics IP:200.10,160.170/31 Gateway: 20010 160.1 &I
Alert
-Patch
- hMode
-duthertication
MIC Mode
- BackupRestore
- Resst
ShMP
-Hardware Failure Detection
-3 Shrikes Blocking
Wiarn Option Setting P I Maskl ;I
- Customization Gateway l— Calculator |
-Euota Setting

1 E—
Fig. 2:1-20 Block Page Route Table window

NOTE: See the Block Page Authentication window for information
on setting up block pages.
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Add a Router

In the Route Table frame:
1. Enter the IP address.

2. Select the network subnet Mask from the pull-down
menu.

3. Inthe Gateway field, enter the IP address of the portal to
which packets will be transferred to and from the Internet.

@ TIP: Click Calculator to open the IP Calculator pop-up window.
Use this calculator to calculate IP ranges without any overlaps.

4. Click Add to include your entries in the IP/Mask list box.

NOTE: Follow steps 1-4 for each router you wish to include in the
routing table.

Remove a Router
To remove one or more routers from the IP/Mask list box:
1. Select the router(s) from the list box.

2. Click Delete.

80 8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Administrator

Administrator window

The Administrator window displays when Administrator is
selected from the navigation panel. This window is used for
adding and maintaining global administrator (Admin) and
group administrator (Sub Admin) accounts. A Sub Admin
manages NT or LDAP entities and their filtering profiles.

(j NOTE: See the Group Details window in Chapter 1: Group

screen of the Group Administrator Section for information on
setting up and maintaining accounts for IP group administrators.
See the 8e6 ProxyBlocker Authentication User Guide for more
information on setting up and maintaining NT and LDAP Sub
Admin group administrator accounts.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT
@ —
B systen Administrator
Control System>Administrator
----elwrk Administrator Accounts
i clministrator
Secure Logan Currert User Delete
- Diagnostics Account Name Type
et acmin Adrin
Fatch stith Sub Adknin
Mocde: iones Sub Admin
-duthertication
- MIC Mode
- BackupRestore
Reset
ShiP
-~Hardwrare Failure Detection
-+ Strikes Blocking
Wiarn Option Setting
- Customization
- Quota Setting Account Details
Username
Paszword Moty
Confirm Passward aeld
Type hd
. [ 2]

Fig. 2:1-21 Administrator window
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@ TIP: The default Username is admin and the Password is user3.

8e6 recommends that you retain this default account and pass-
word in the event that the ProxyBlocker unit cannot be accessed.
An authorized 8e6 Technologies technical representative may
need to use this username and password when troubleshooting
the unit.

& WARNING: Always be sure that at least one account is listed in
this window at all times.

View Administrator Accounts

The Current User list box includes the Account Name and
corresponding account Type (“Admin” or “Sub Admin”) for
each active global administrator or NT/LDAP group admin-
istrator previously set up in this window.

Add an Administrator Account

To add a global or NT/LDAP group administrator account:

1.

In the Account Details frame, enter the username in the
Username field.

. In the Password field, enter eight to 20 characters—

including at least one alpha character, one numeric char-
acter, and one special character. The password is case
sensitive.

. Make the same entry again in the Confirm Password

field.

. Select “Admin” or “Sub Admin” from the Type pull-down

menu.

Click Add to include the username and account type in
the Current User list box.
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Edit an Administrator Account

To change an administrator’s password and/or account
type:

1. Select the username from the Current User list box; this
action populates the Account Details frame with data.

2. In the Password field, enter eight to 20 characters for a
new password—including at least one alpha character,
one numeric character, and one special character. The
password is case sensitive.

3. Enter the same new password again in the Confirm
Password field.

If the administrator’s account type needs to be changed,
select the appropriate account type from the Type pull-
down menu (“Admin” for global administrator or “Sub
Admin” for NT/LDAP group administrator).

4. Click Modify to apply your settings.

NOTE: A username cannot be modified, but can be deleted and
added again.

Delete an Administrator Account

To delete an administrator account:
1. Select the username from the Current User list box.

2. Click Delete to remove the account.
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Secure Logon

Secure Logon includes options for setting user passwords
to expire after a designated number of days, and/or locking
out users from the ProxyBlocker after unsuccessfully
attempting to log in for the specified number of attempts
within the defined timespan. Click the Secure Logon link to
view a menu of sub-topics: Logon Settings, and Logon
Management.

HOME SYSTEM GROUP LIBRARY REPORTING HELP QUIT
O system . k
Cartrol
Metwork I &"-
- Administrator SYSTEM e =]
; L Sett
Diagnostics AN Topios farthe System section
dilert Logon Management
- Patch ThE Systern section is comprised ofwindows used by the global adrministrator to =
- Synchronization configure and maintain the R3000 server to authenticate users, and to filter, log, or
- ode block specified Internet content for each user based on an applied filtering profile
___:gtﬁcamn Alist of rmain topics displays in the navigation panel atthe left of the screen. Main
e topics in this section include the following: Control settings, Metwork settings,
BackupRestare Adrninistrator accaunt information, Diagnostics, Alert setup, Pateh procedures,
Reset Synchronization, Cperation Mode, Authentication seftings, NIC Mode, Backup/Restore
- ShibF ! _ opetations, Reset settings, Radius Authentication Setlings, SNMP, Hardware Failure
- Hardware Failure Detection Detection ifor RI000H units only, X Strikes Blocking, Warn Option Setting, and
¥ Strikes Blocking Customization. NOTE: If the synchronization feature is used and an R3000 is setup
~arn Cption Setting in the Target mode to synchronize bath profile and library setting changes, the
Custormization following features will nat be available: Authentication, Radius Authentication
--Guota Setting Settings, ¥ Strikes Blocking, or¥Warn Option Sefting topics and any associated
sub-topics
Click your selection to choose a main topic fram this list, or to view a menu of
sub-topics, it applicable. When atopic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel.
Far help in any window, mouse-over the " 7" syrnbol to view infarmation about that
window, or press F1. Press FS to refresh the cansole.
Far additional infarrmation about this current section of the cansole, click the link
beneath the System banner to view Help Topics.
q N Ta havigate to another section of the consale, click the bution atthe top ofthe screen [

Fig. 2:1-22 System screen, Secure Logon window
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Logon Settings window

The Logon Settings window displays when Logon Settings
is selected from the Secure Logon menu. This window is
used for enabling the password expiration feature that lets
you define the number of days a password will be valid
before a new password must be used. This window also lets
you enable the feature for locking out a user from the inter-
face by username and/or |IP address if an incorrect pass-
word is entered for a specified number of times within a
defined timespan.

(j NOTE: This window displays only on servers set up in the Stan-
dalone or Source mode.

= HOME SYSTEN GROUP LIBRARY REPORTING HELP auIT
Logon Settings
System>Secure Logon=Logon Setlings
Details
Logon Expirstion
Mumber of days prior to expiration [1-365] ED hd
Alert
-~ Patch
- Mods Logon Options
Authertication Lockout by Username & on 0 off
G ade Lackout by P ael & on O off
-Backup/Restore ockout by [F accress "
--Reset Allowyable Murnber of Failed Password Attempts [1-10] |3
- SHMP I—
Hardware Faiure Detection Failed Password Atternpts Timespan (in rminutes) [1-1440] 5
-3 Strikes Blocking
-Wyarn Option Setting
Custamization
-Guats Setting
d l

Fig. 2:1-23 Logon Settings window
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Enable, Disable Password Expiration

In the Logon Expiration frame, at the Number of days prior
to expiration [1-365] field, specify the number of days
logon passwords will be effective by doing one of the
following:

» select from available choices (1, 30, 90, 365, Never
Expired)

* make an entry for the number of days until passwords
expire.
NOTE: If a user’s password has expired, when he/she enters his/

her username and password in the Login dialog box and clicks
OK, a different login dialog box opens:

Il

Please Fill in the login information

Usernatie IjSmI‘lh—
Pagsword Im
Corfirn Pagzword IF

Cancel |

Jawva Applet wWindow

Fig. 2:1-24 New password entry
This dialog box displays his/her Username and prompts him/her

to enter a new password in the Password and Confirm Password
fields. Upon clicking OK, the ProxyBlocker interface opens.
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Enable, Disable Account Lockout

1. In the Logon Options frame, enable any of the following
options:

» At the Lockout by Username field, click the radio
button corresponding to either of the following options:

* On - Choose this option to lock out the user by
username if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts [1-10] field—
within the interval defined in the Failed Password
Attempts Timespan (in minutes) [1-1440] field.

» Off - Choose this option if the user will not be
locked out by username after entering the incorrect
password.

» At the Lockout by IP address field, click the radio
button corresponding to either of the following options:

* On - Choose this option to lock out the user by IP
address if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts [1-10] field—
within the interval defined in the Failed Password
Attempts Timespan (in minutes) [1-1440] field.

» Off - Choose this option if the user will not be
locked out by IP address after entering the
incorrect password.

» At the Allowable Number of Failed Password
Attempts [1-10] field—with the Lockout by Username
and/or Lockout by IP address option(s) enabled—
enter the number of times a user can enter an incorrect
password during the interval defined in the Failed
Password Attempts Timespan (in minutes) [1-1440]
field before being locked out of the ProxyBlocker.
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» At the Failed Password Attempts Timespan (in
minutes) [1-1440] field—with the Lockout by User-
name and/or Lockout by IP address option(s)
enabled—enter the number of minutes that defines the
interval in which a user can enter an incorrect pass-
word—as specified in the Allowable Number of Failed
Password Attempts [1-10] field—before being locked
out of the ProxyBlocker.

NOTE: If the number of failed attempts is 3 and the number of
minutes in the timespan is 10, if any user (one or more) enters an
incorrect password for that same username within the 10-minute
timespan, a lockout would be made for that username on the third
unsuccessful attempt. However, if the third failed login attempt is
made outside of the 10-minute timespan, there would be no lock
out for that username. In a similar scenario for an IP address
(using the same timespan and designated number of failed login
attempts), if any user (one or more) enters an incorrect password
for any username (one or more) using that same machine, a
lockout would be made for that machine's IP address on the third
unsuccessful login attempt. But there would be no lockout for that
IP address if the third failed attempt was made outside of the 10-
minute timespan.

2. Click Apply to apply your settings.
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Logon Management

The Logon Management window displays when Logon
Management is selected from the Secure Logon menu. This
window is used for viewing the status of user accounts—
including the date passwords will expire, and which user-
names/IP addresses are currently locked out of the Proxy-
Blocker interface—and for unlocking usernames and IPs
currently locked out of the ProxyBlocker. If the user account
is a global (Admin) or NT/LDAP group administrator (Sub
Admin) account, the areas of interface accessible to that
administrator can be viewed.

B HOME SYSTEM GROUP LIBRARY REFPORTING HELP aulIT

ﬁ Syst

S system Logon Management
Cortrol System>Secure Logon>Logon Management
Pletwark All 10 Accounts Status

~Administrator
o Account Natme Type Expired Date Locked Unlock

Logan
- Diagnostics Tech Group MNever Expired

Alert cimin Admin Mever Expired iz Aoz |
~Patch striith Sub Adrmin hever Expired
- hlode rtpsccount Probe MNever Expired é
Authentication tiones Sub Admin hever Expired
NI Mode: webauth Group 2006 2031
- BackupRestore shAccaunt X Etrike 200671 2431

- Reset
- ENMP
Hardwiare Faiure Detection
- Strikes Blocking
-Wyarn Option Setting
Custamization
-Guats Sefting

Current Locked IP Addresses

20144 Unlack:

KN |
Fig. 2:1-25 Logon Management window

NOTE: An account/IP address becomes locked if the Lockout by
Username/IP address feature is enabled in the Logon Settings
window, and a user is unable to log into the Administrator console
due to a password expiration, or having met the specified number
of failed password attempts within the designated timespan.
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View User Account Status, Unlock Username

View Account Status

The All Accounts Status frame displays password statuses
of current login accounts set up in this ProxyBlocker being
configured, including:

¢ Account Name - username
» Type of account:

* Admin - global administrator account set up in the
Administrator window

* Sub Admin - NT/LDAP group administrator account set
up in the Administrator window

* Group - IP group administrator account set up in the IP
branch of the Group tree

* Probe - Real Time Probe account set up in the Real
Time Probes Logon Accounts window

+ XStrike - X Strikes Blocking account set up in the X
Strikes Blocking Logon Accounts window

» Expired Date (either Never Expired or a date using the
YYYY-MM-DD format, based on the configuration in the
Logon Settings window at the time the password was
saved in that window)

* lock symbol if the account is currently locked.

@ TIP: This list can be resorted by clicking a specified column
header.
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Unlock a Username

To unlock a username:

1. Select the Account Name from the All Accounts Status
frame by clicking on it to highlight it.

2. Click Unlock to open the dialog box asking if you wish to
proceed with this action.

@ TIP: Click No to close the dialog box.

3. Click Yes to display the alert box indicating the account
was unlocked.

4. Click OK to close the alert box, and to remove the locked
symbol from the Locked column for the row corre-
sponding to the username.

View Locked IP Address, Unlock IP Address

View Locked IPs

The Current Locked IP Addresses frame displays any IP
address currently locked.

Unlock an IP Address

To unlock the IP address of a machine:

1. In the Current Locked IP Addresses frame, click the IP
address to highlight it.

2. Click Unlock to open the dialog box, asking if you wish to
unlock the IP address.

@ TIP: Click No to close the dialog box.

3. Click Yes to display the alert box indicating the IP
address was unlocked.

4. Click OK to close the alert box, and to remove the IP
address from the list.
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View Admin, Sub Admin Interface Access

To view the areas of the interface accessible by a global or
NT/LDAP group administrator:

1.
2.

Select the Admin or Sub Admin username from the list.

Click View Access to open the Assign Access View pop-
up window:

Assign Access Yiew EI

View/Preview assign access

Assign to user [admin 'I

Systerm |Gruup| L\brary’l Repudl Helpl

L—@ System
-~ Cantrol
Metwark
Administrator
--Secure Logon
- Digghostics
Alert
-Patch
- Mode
- Athertication
HIC Marle
-~Backup/Restore
-~Resst
- SHMP
Harchware Failure Detection
- ¥ Strikes Blocking
- iizrn Option Setting
- Customization
Guiota Setting

J—
Java Applet Window

Fig. 2:1-26 Assign Access View

. The View/Preview assign access frame displays the

username in the greyed-out “Assign to user” field.

Click any of the available tabs (System, Group, Library,
Report, Help) to view menu topics, sub-topics, and
branches of trees available to that administrator.

. Click the “X” in the upper right corner of the window to

close it.
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Diagnostics

Diagnostics includes options for setting up or running
processes for maintaining the server. Click the Diagnostics
link to view a menu of sub-topics: System Command, View
Log File, Troubleshooting Mode, Active Profile Lookup, and
Admin Audit Trail.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT =

@ system
-Contral
- Metwork,

-flministrator SYSTEM -‘|

Secure Logon

. ||E Topies far the System section
Alert - -

-Pakch Wigw Log File stern section is cormprised ofwindows used by the alobal administrator to =
Mode Troubleshooting Mode  fre and rairitain the R3000 serer to authenticate users, and to filter, (og, o

- Autherticetl  Ackive Profile Lookup pecified Internet content for each user hased on an applied filtering profile.
ngka:;e lurcndm'" AR U] —F maintopics displays in the navigation panel atthe left of the screen. Main

- Reset topics in this section include the following: Control seftings, Metwark settings,

ShhP Adrministrator aceount infarmation, Diagnostics, Alert setup, Patch procedures,

Synchranization, Operation Mode, Authentication settings, NIC Mode, Backup/Restore

+Hardware Falure Detection nperations, Reset settings, Radius Authentication Gettings, GMNMP, Hardware Failure

3 Strikes Blocking Detection for RIOO0H units only), ¥ Strikes Blocking, Warm Option Setting, and
~~¥arh Option Setting Customization. MOTE: fthe synchronization feature is used and an R3000 is setup
- Customization in the Target maode to synchronize both profile and library setting changes, the

Cuota Setting following features will not be available: Authentication, Radius Authentication

Seftings, ¥ Strikes Blocking, or Warn Option Setting topics and any associated
sub-topics.

Clickyour selection to choose a rain topic fram this list, or to view a rmenu of
sub-topics, if applicahle. YWhen a topic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel

For help in any window, mouse-over the " symbaol to view information about that
wincow, of press F1. Press P4 to refresh the consale.

Far additiohal inforration about this current section ofthe console, click the link
beneath the System banner to view Help Topics.

|_‘ Ta navigate 1o another section of the console, click the butian at the top ofthe screen [

4
Fig. 2:1-27 System screen, Diagnostics menu
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System Command window

A

; HOME

SYSTEM GROUP

The System Command window displays when System
Command is selected from the Diagnostics menu. This
window is used for viewing server statistics and for
performing diagnostic tests on the server.

LIBRARY REPORTING HELF GUIT —

ﬁ Syskem

Contral
- Network
--dhdministrator
Secure Logon

- hode:
- duthertication
MIC Moadle
-BackupRestore
- Resst
SMMP
-Hardware Failure Detection
-3 Strikes Blocking
-Wfarn Option Setting
Custamization
-guota Setting

T IS— |

System Command

System=Di: ics>System C

Command Details
Command

Iping(Ping)

_Exeoure

| [e00.10.160.24

Fig. 2:1-28 System Command window

WARNING: Diagnostics tools utilize system resources, impacting
the ProxyBlocker’s performance.
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Perform a Diagnostic Test, View Data

1. Select a diagnostic tool from the Command pull-down
menu: ping(Ping), traceroute(Trace Route), ps(Process
list), top(TOP CPU processes), ifconfig(NIC configura-
tion), netstat(active connections), netstat(routing table),
free(current memory usage), iostat(CPU usage),
sar(system performance), recent logins, uptime(system
uptime), df(disk usage), and dmesg(print kernel ring
buffer).

NOTE: See Command Selections for a list of commands and
their functions.

If “Ping” or “Trace Route” was selected from the pull-
down menu, a blank field displays to the right and must
be populated.

2. Click Execute to open a pop-up window containing the
query results:

-I0ix]

866 ProxyBlocker

System Command
System:>Di; i W% C
Result

PING 20010160 24 (20010 160 24) 56(54) bytes of data

G4 bytes from 200.10.160.24: icmp_seq=1 tt=64 time=0.115 ms
G4 bytes from 200.10.160.24: icmp_sed=2 tt=64 time=0.113 ms
B4 bytes from 200.10.160.24: icmp_sed=3 tt=64 time=0.114 ms
B4 bytes from 200 10160 24 icmp_sec=4 t=64 time=0.110 ms
G4 bytes from 200.10.160.24: icmp_seq=3 tt=64 time=0.086 ms

-- 2001016024 ping statistics ---
& packets transmitted, 5 received, 09 packet loss, time 4000ms
it min/areg/masimdey = 0.086/0.10801190.0M7 ms

IJava Applet Window

Fig. 2:1-29 System Command, Results window
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3. Click the “X” in the upper right corner of the pop-up
window to close it.

Command Selections

Ping

The Ping diagnostic tool is used for verifying whether the
ProxyBlocker can communicate with a machine at a given
IP address within the network, and the speed of the network
connection. Enter the IP address or host name of the
specific Internet address to be contacted (pinged), and then
click Execute to display results in the pop-up window.

Trace Route

The Trace Route diagnostic tool should be used if the ping
utility was not able to help you diagnose the problem with
your network configuration. This diagnostic tool records
each hop the data packet made, identifying the IP
addresses of gateway computers where the packet stopped
en route to its final destination, and the length of time of
each hop. Enter the IP address or host name of the specific
Internet address to be validated, and then click Execute to
display results in the pop-up window.

Process list

The Process list diagnostic tool is used for viewing a list of
processes that have run on the server, and their statuses.
When Execute is clicked, rows of processes display in the
pop-up window, including the following information for each
process: Process Identification Number, full device number
of the controlling terminal, status code, amount of time it
took to run the process, and command line.
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TOP CPU processes

The TOP CPU processes diagnostic tool is used for
analyzing how much memory and CPU power is being
consumed by which processes. When Execute is clicked,
the pop-up window displays the following information: the
load average, number of processes that can run, current
utilization by CPUs on the system, and memory and swap
file space currently being used and currently available. A
row of statistics displays for each process utilizing the most
resources on the system.

NIC configuration

NIC Configuration is used for verifying the server's network
interface configuration at bootup. When Execute is clicked,
information about the NIC mode and RX packets and TX
packets displays in the pop-up window.

Active connections

When Active Connections is selected and Execute is
clicked, information about opened connections displays in
the pop-up window. The first half of the results includes
packet traffic data on configured network interfaces. The
second half of the results includes a list of active UNIX
domain sockets for each protocol.

Routing table

When Routing Table is selected and Execute is clicked,
information about available routes and their statuses
displays in the pop-up window. Each route consists of a
destination host or network and a gateway to use in
forwarding packets.
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Current memory usage

When Current Memory Usage is selected and Execute is
clicked, the pop-up window shows the amount of memory
being used, and the amount of memory available for three
intervals of one second each.

CPU usage

The CPU Usage diagnostic tool shows information on disk
usage. When Execute is clicked, the pop-up window shows
the average CPU usage, as well as the usage by device and
file system/partition.

System performance

The System Performance diagnostic tool shows information
on resources being used. When Execute is clicked, the
pop-up window shows averages on various statistics. These
results can be stored in a compact binary format and then
viewed at later date, so that if you discover a system or
application problem occurred, you can analyze system
activity during that time period. With this data, you can
specify start and end times for reporting on that data, and
calculate average usage for periods of time when perfor-
mance is most critical or during normal user hours.

Recent logins

The Recent Logins diagnostic tool is used for showing infor-
mation on administrator login activity. When Execute is
clicked, the pop-up window displays a row of data for each
time an administrator logged on the ProxyBlocker server.
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System uptime

The System uptime diagnostic tool is used for showing the
amount of time the ProxyBlocker has been "up" and
running. When Execute is clicked, the pop-up window
displays a row of data showing the current time, the amount
of time the ProxyBlocker has been up, the number of users,
and the load averages for the past 1, 5 and 15 minute inter-
vals.

df(disk usage)

The Disk Usage diagnostic tool is used for viewing disk
usage information by file system. When Execute is clicked,
rows of disk information display in the Result pop-up
window, including the following information for each disk:
Filesystem name, 1K-blocks on the disk, number of Used
blocks, number of Available blocks, Use%, locations where
the disk is Mounted on.

dmesg(print kernel ring buffer)

The Print Kernel Ring Buffer diagnostic tool is used for
viewing the kernel ring buffer in which kernel messages are
stored. When Execute is clicked, messages from the kernel
ring buffer display in the Result pop-up window. These
messages from system boot-up provide information about
hardware and module initialization, useful for diagnosing
system problems.

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE 99



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

100

View Log File window

The View Log File window displays when View Log File is
selected from the Diagnostics menu. This window is used
for viewing the most recent log file results of various activi-
ties and for troubleshooting.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT
ﬁsystem

View Log File
Eotntm‘k System>Diagnostics>Vview Log File
o hishwor Log File Details
---Administrator

Secure Lagan Log File IAdmin SUI Server Log {AdminGUIServer.log) j
e iagnostics

Last Murnber of Lines [ygp -

Mode
-duthertication
- MIC Made
BackupRestore
-Resst
- EMMP
Harchware Failure Detection
-3 Strikes Blocking
- Warn Option Setting
-Customization
Quata Setting

K1 —
Fig. 2:1-30 View Log File window
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View Log Results

In the Log File Details frame:
1. Select the type of Log File to view:

+ “Realtime Traffic Log (shadow.log)” - used for viewing
the Internet activity of all users on the network.

» “User Name Log (usage.log)” - used for viewing the
time and date a user logged on and off the network,
along with the user's profile information.

» “Patch Log (patch.log)” - used for viewing the results of
a software update application, such as which files were
copied to the server, and whether the software update
was successfully applied.

» “Error Log (error.log)” - used only if an Alternate IP
Address is being used in the Block Page Route frame
of the Operation Mode window. This log only displays
information if the IP address used for sending block
pages is not being reconciled with the MAC address of
the NIC card.

* “Admin GUI Server Log (AdminGUIServer.log)” - used
for viewing information on entries made by the admin-
istrator in the ProxyBlocker console.

NOTE: For information about the “Wbwatch Log (wbwatch.log)”,

LTS

“Authentication Log (AuthenticationServer.log)”, “eDirectory
Agent Debug Log (edirAgent.log)”, “eDirectory Agent Event Log
(edirEvent.log)” and “Authentication Module Log (auth-
module.log)” options, see the View log results section in the 8e6

ProxyBlocker Authentication User Guide.

2. Choose the Last Number of Lines to view (100-500)
from that file.

3. Click View to to open a pop-up window containing the log
results:
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_ii

866 ProxyBlocker —

View Log File
System>Diagnostics>View Log File

Result

LOGON, 2007-04-10 08:00:01, 10.10.10.5/32, gg, A,J R KDPORMN GPORM EMPL FINAN GENBUS TRADING ESTATE 11, 01, p1, 0461 BABAE
LOGON, 2007-04-10 08:00:01, 00:04:21:AF:33:E1, ge, A,J R KDPORN GPORN EMPL FINAN GENBUS TRADING ESTATE L1, Ox1, pl, DX461B:
LOGOFF, 2007-04-10 08:00:00, 10.10.10.5032, pi

LOGOFF, 2007-04-10 08:0000, 00:04:21:AF.33E1, p

STARTING rprofiled, [2007-04-10 09:17:08]

STARTING rprofiled, [2007-04-10 09 20:08]

4] | W

IJava Applet Window

Fig. 2:1-31 View Log File, Results window

4. Click the “X” in the upper right corner of the pop-up
window to close it.
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Troubleshooting Mode window

The Troubleshooting Mode window displays when Trouble-
shooting is selected from the Diagnostics menu. This
window is used if the server is not sending or receiving
packets as normal.

HOME

~Secure Logon

~alert

GROUP LIBRARY REPORTING HELP QUIT —
S system Troubleshooting Mode
~Contral System>Diagnostics>Troubleshoating Mode
Nam_'n_rk Troubleshooting Mode
- ddministrator

SYSTEM

Troubleshooting mode: OFF

Enable Dizable:

Warning! when vou click Enable the ProxyeBlocker will stop filtering the network. Afler vou

Patch finish making the necessans changes to the server, be sure lo click Disable to terminats
~Mode your Tronbleshooling Mode session. Once Disable s clicked, the ProxyBlocker wiil
- sthentication raawme fittering the network.
NIC Made Packet Logging
~-Backup/Restore
~Reset Packet Logging Titne |10 seconds &
ShMP Capture Device LA, ¥
---Hardwate Failure Detection
¥ Strlkes Blocking Pramiscudus Made @« on O off
il Option Setting Lot StringRul IA\I TCP ket: G trafi ﬂ
Custormization apture StringRule packets(except raffic)
~Guota Setting Result
Cap. Time|200805/02,09:01:53 941334 ot
Ether TypellP
MAC aocr|d: 30: 45 51:b6: 45 = 0:30:45:51:e6:1a

IP port|192.168.20.75.34561 = 192.168.20.1 26260
TCP flag|SY N

Cap. Time[2008/05/02,09:01:53.942518

Ether Type(lP

MAC acldr|0:30:48:51:26:1a = 0:30:48:51:b6:45
IPport192.168 201 26260 = 192165 20.75.34361
TCP flag|RST ACK

Cap. Time|2008/05/02,09:01: 56 940036

T I— o
Fig. 2:1-32 Troubleshooting Mode window

& WARNING: This tool utilizes system resources, impacting the
ProxyBlocker’s performance. When you click Enable, the Proxy-
Blocker will stop filtering the network. After you finish making the
necessary changes to the server, be sure to click Disable to
terminate your Troubleshooting Mode session. Once Disable is
clicked, the ProxyBlocker will resume filtering the network.

NOTE: See the Operation Mode window for information about the
invisible mode listening devices.
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Use the Troubleshooting Mode

1.

Click Enable to begin working in the troubleshooting
mode.

. In the Packet Logging frame, select the Packet Logging

Time from the available selections (10 seconds, 30
seconds, 60 seconds). This time is the interval during
which the server captures packets in real time, ranging
from the moment the command is executed until the
designated point of time in the future.

. At the Capture Device field, the default listening device

for the operation mode displays. If necessary, make a
selection from the pull-down menu that corresponds to
the operation mode used on the network—"LAN2” or
“LAN1".

. Atthe Promiscuous Mode field, the default choice (“on”

or “off”) displays, based on the operation mode that was
selected. The promiscuous mode is a mode of operation
in which each data packet that is sent will be received
and read by the Network Interface Card (NIC).

If necessary, click the appropriate radio button to indicate
whether to turn the promiscuous mode on or off. If “on” is
selected, the ProxyBlocker will watch all network traffic
as in the invisible mode. If “off” is selected, the Proxy-
Blocker will only capture packets sent to or from the
ProxyBlocker.

. At the Capture String/Rule field, select the type of

packets to be captured: Transmission Control Protocol
(TCP); Address Resolution Protocol (ARP); packets
destined to a specified port (80, 443, 81); packets
destined to the ProxyBlocker; packets sent to or from
port 20 or 21; or packets sent to the Virtual IP address’s
port 137 or 139.

. Click Execute to display results in the Result list box.
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8. After performing the fixes on the ProxyBlocker server,
return to this window and click Disable to resume filtering
the network.

Active Profile Lookup window

The Active Profile Lookup window displays when Active
Profile Lookup is selected from the Diagnostics menu. This
window is used for verifying whether an entity has an active
filtering profile.

i HOME SYSTEM GROUFR LIBRARY REPORTING HELF QuIT —

= N

S syste Active Profile Lookup
- Cartrol System>Diagnostics>Active Profile Lookup
- Metwork

Administrator User PMAC Address [20040450.5 |L°°_k“p|
stics

Made
- duthentication
- HIC Mode
BackupRestare
-~ Reset
- ShP
- Hardware Failure Detection
- Strikes Blocking
Wiarn Option Setting
-~ Customization
--Guots Setting

1 E—
Fig. 2:1-33 Active Profile Lookup window

NOTE: In order to use this diagnostic tool, IP groups and/or
members must be set up in the Group section of the Proxy-

Blocker, and each IP group and/or member must have a filtering
profile.
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Verify Whether a Profile is Active

1. In the User IP/MAC Address field, enter the IP address
of the end user.

2. Click Lookup to verify whether or not a profile is active
for that IP address.

If the filtering profile is active, a pop-up box opens
containing the Result frame that displays profile settings
applied to the profile:

Active Profile Lookup x|

Result for IP/MAC Address 200.10.150.5

I Rule Detallsl Blocked Ports | Redirect URL | Fitter Omlonsl

Domain name: logo

Profile name: operations

Time profile narme: morning break

Rule name: Rule

Profile Type: Time profies ¥

Java Applet Window

Fig. 2:1-34 Active Profile Lookup results

The default Login Summary tab displays the following
information:

* Domain name - IP group domain hame
* Profile name - name of the profile

» Time profile name - name of the time profile, if this is a
time profile

* Rule name - rule number, if this profile uses a non-
custom rule
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* Profile Type - type of profile:

Regular profiles - IP group, sub-group, or individual
profile

Global profile - Global group profile

Override profiles - Override Account profile
Lock profiles - X Strikes Blocking lock out profile
Time profiles - Time Profile

3. Click the following tabs to view information in that tab:
Rule Details, Blocked Ports, Redirect URL, Filter
Options.

* Rule Details - In the Rule Details frame, the Category
Groups tree displays group and library categories with
filter settings that determine whether or not the end
user can access URLs set up for that category group/
library category.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

A check mark inside a green circle displays in the
Pass, Allow, Warn, Block column for the filter setting
assigned to the category group/library category for the
end user. These filter settings indicate the following:

Pass - URLs in this category will pass to the end
user.

Allow - URLs in this category will be added to the
end user’s white list.

Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed,
but may be against the organization’s policies. The
end user can view the URL after seeing a warning
message and agreeing to its terms.

Block - URLs in this category will be blocked.
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* Quota - If a number displays in this column, the
corresponding category group/library category was
set up as passed but with a time limit, as defined by
the number of minutes in that column. After
spending 75 percent of the allotted time visiting
URLs in that group/category, the user receives a
quota warning message; after spending100
percent of the allotted time visiting URLs in that
group/category, he/she receives a quota block
page.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

At the bottom of the Rule Details frame, Uncategorized
Sites are set to “Pass”, “Warn”, or “Block”, indicating
that the selected setting applies to any non-classified
URL. If the Overall Quota field is enabled, the user is
restricted to the number of minutes shown here for
visiting URLs in all groups/categories collectively in

which a quota is specified.

* Blocked Ports (optional) - ports that have been set up
to be blocked, if established.

* Redirect URL (optional) - the URL that will be used for
redirecting the user away from a page that is blocked,
if established.

* Filter Options (optional) - filter options to be used in
the user’s profile: “X Strikes Blocking”, “Google/
Yahoo!/Ask.com/AOL Safe Search Enforcement”,
“Search Engine Keyword Filter Control”, and/or “URL
Keyword Filter Control” with/without the “Extend URL
Keyword Filter Control” option selected.
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4. Click the “X” in the upper right corner of the pop-up box to

close it.

Admin Audit Trail window

The Admin Audit Trail window displays when Admin Audit
Trail is selected from the Diagnostics menu. This window is
used for specifying FTP criteria so that a log of server
changes made by an administrator will be sent to the FTP
server. The log of changes made on the server can be
viewed in this window.

Admin Audit Trail
The Admin Audit Trail tab displays by default:

B HOME SYSTEM GROUP LIBRARY REPORTING HELF QuUIT
=
=
g System FTP Configuration | V|EWI
---Contral R 3 N
Network Admin Audit Trail
Administrator System>Diaghostics>Admin Audit Trail
FTP Server Configuration
---AlEt FTP Server |1 50.20.30115
-Patch Remote Directory I.l’serverm\es.ﬂﬂgs

- hiode
Authertication

- MIC Made

-BackupRestore
Reset

- ShMP

-~Hardware Failure Detection

-3 Strikes Blocking
Wiarn Option Setting

- Customization

-Quota Setting

O T

Transfer Mode & Passive ( Active

Usernatne Iadmwn
Paz=zword I aaaaaaaaaa
Confirtn Passward I xxxxxxxxxx

Send Daily Logto FTP Server @ on (" off

Apaby

FTP Moy

Fig. 2:1-35 Admin Audit Trail window
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Specify FTP Criteria

1.
2.

7.

Enter the IP address of the FTP Server.

The log will be sent to the current default directory,
unless a Remote Directory is specified.

. At the Transfer Mode field, “Passive” is selected by

default, indicating that transfers will be made via unre-
stricted outgoing network connections. Click “Active” if
transfers will be initiated by the server.

. Type in the Username to be used.

Type in the Password to be used, and type it again in the
Confirm Password field.

. Specify whether or not to Send Daily Log to FTP Server

by clicking either the “on” or “off” radio button.

Click Apply to apply your settings.

FTP the Log on Demand

Click FTP Now to transfer the log on demand.
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View

View the Log of Administrator Changes

To view the log, click the View tab:

- HOME SYSTEM GROUP LIBRARY REFPORTING HELF QUIT —
=
S system FTP Configuration  View I
-Contral
Metwiork: Admin Audit Trail
--ddministrator System=Diaghostics>Admin Audit Trail
= TOTT A TFETIET T S TR =TT, IO =TT
Group: ?7?7?7 in the NT Group panal
Mime=8/24/06 10:40 AM, IP=200,10,100,239, Username=admin, Action=Library update log has b
izen viewed in the Library Update Log panel.
ithertication Time=8/24/06 10:44 AM, [P=200.10.100.239, Username=admin, Action=URL Keyword Addition I
NIC Made t has been viewed For Library: ALCO in the URLS panel, ) )
[Mime=&/24/06 10:44 AM, IP=200.10.100.239, Username=admin, Action=URL/Keyword: HTTP: /{1
 BackupRestore 199,225,142 67/ has been added to Library: ALCO in the URLS panel.
st Mime=8/24/06 10:44 AM, IP=200,10,100,239, Username=admin, Action=URL/keyword: HTTP: }/6
- ShipP E.35.164, 14/ has been added to Library: ALCO inthe URLS panel,
Hardware Failure Detection Time=8{Z4/06 10:44 AM, IP=200,10,100,239, Username=admin, Action=URL/Keyword Addition I
- Sitikes Blocking t has been viewed for Libeary: ALCC in the URLS panel,
-Yarn Option Setting [Time=8{Z4/06 10:45 AM, IP=200.10,100,239, Username=admin, Action=Log has been viewed in
Customization he Report Configuration panel. ) )
N [Mime=8{24/06 10:46 AM, IP=200.10,100.233, Username=admin, Action=Real Time Probe Reparts
~-Quots Setting has been viewed in the Real Time Probes Configuration panel.
Mime=8/24/06 10:46 AM, IP=200,10,100,239, Username=admin, Action=R.eal Time Probe Reports
has been viewed in the Real Time Probes Configuration panel,
Mime=8{24/06 10:46 AM, IP=200,10,100,239, Username=admin, Action=Real Time Probe Report=
has been viewed in the Real Time Probes Configuration panel,
[Time=8{24/06 10:46 &AM, IP=200.10.100.239, Username=admin, Action=Real Time Probe Reparts
has been viewed in the Real Time Probes Configuration panel.
[Time=8{24/06 10:46 A, IP=200.10,100.239, Username=admin, Action=Real Time Probe Reparts
has been viewed in the Real Time Probes Caonfiguration panel.
[Time=8/24/06 2:15 PM, IP=200.10.100.239, Username=admin, Action=top(TOP CPU processes)
has been executed in the System Command panel,
Mime=8{24/06 2:31 PM, IP=200,10,100,23, Username=dota, Action=Has been login in the Admin
F:3000 GUI Logon panel,
Mime=8{Z4/06 3:26 PM, IP=200,10.100,23, Username=dota, Action=Settings have been changed
n the Lan Settings panel, =
O T

Fig. 2:1-36 Admin Audit Trail window, View tab

Click View Log to display data on recent activity. For each
change made on the server, the log will contain the date and
time the change was made (Time), IP address of the
machine used by the administrator, administrator's User-
name, and a brief description of the Action performed on the
server.
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Alert

Alert includes options for setting up alert emails that notify
designated individuals of problems on the network. Click the
Alert link to view a menu of sub-topics: Alert Settings, and
SMTP Server Settings.

~ HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT

@ Syskem

Contral
- Metwork,
---Administrator BESYSTEM
Secure Logon
- Diagnostics Display Help Topies farthe System section
- Patch he Systern section is comprised of windows used by the global adrministratar to =
- hfode SMTP Server Settings anfigure and maintain the R3000 server to authenticate users, and ta filter, log, or
A theTTICEmT lock specified Internet content for each user based on an applied fitering profle.
MIC Mode
- BackupRestare Alist of main topics displays in the navigation panel atthe left of the screen. Main
- Resel topics in this section include the following: Control settings, Network settings,
Shp Administrator aceount infarmation, Diagnostics, Alert setup, Patch procedures,

Synchranization, Operation Mode, Authentication settings, NIC Mode, Backup/Restare

~Hardware Fallire Detection operations, Reset settings, Radius Authentication Settings, SNMP, Hardware Failure

¥ Strikes Blocking Detection (for RI000H units only, ¥ Strikes Blacking, Warn Option Setting, and
Warn Option Setting Customization. MOTE: fthe synchronization feature is used and an R3000 s setup
-Customization in the Target mode to synchronize both profile and library setting changes, the
~GQunta Setting fallowing features will not be svailable: Authentication, Radius Authentication
Seltings, ¥ Strikes Blocking, or Warn Option Setting topics and any associated
sub-topics

Click your selection ta choose a main topic from this list, or to view a menu of
sub-topics, if applicable. When a topic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel

For help in any window, mouse-over the " symbol to view information about that
window, or press F1. Press Fa to refresh the console

For additional information about this current section of the consale, click the link
beneath the Systern banner toview Help Topics

4 | 5 Ta havigate 1o another section of the console, click the buttan at the top ofthe screen [

Fig. 2:1-37 System screen, Alert menu
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Alert Settings window

The Alert Settings window displays when Alert Settings is
selected from the Alert menu. This window is used for
setting up and maintaining email addresses of contacts who
will receive automated notifications if problems on the
network are detected during the ProxyBlocker’s self-moni-
toring process.

. HOME SYSTEM GROUP LIBRARY REPORTING HELP QuIT
=
B s Alert Settings
- Control System>Alert>Alert Settings
Network
Administrator ¥ Enable (" Disable
Secure Logon Emergency Email Notification
--Diagnostics
[ Email address 1: Iadm\n@lugu.cum
Patch
- Motde [ Email address 2: I
-duthertication
-MIC Mode [~ Email address 3: I
BackupRestore
Reset [ Email address 4: I
- SMMP
Hardware Failure Detection From Email Address
-3 Strikes Blocking
--4arn Option Setting Fram Email Adress: Irnm@lnnalhns{ cam
Customization
Qunta Setting Agply
O T

Fig. 2:1-38 Alert window

The following processes are monitored by the Proxy-
Blocker:

* CPU Processes - If any CPU process fails to run, the
ProxyBlocker alerts the administrator about the failed
process, and that an attempt will be made to reload the
necessary process. The last few lines of any pertinent
logs are included in the message to assist the adminis-
trator in troubleshooting the problem. In most cases, the
reload procedure will fix the error, and no futher interven-
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tion will be required. However, if the error is not fixed—
such as if a misconfiguration was made that causes a
process to be unable to load on the system—the Proxy-
Blocker repeats this procedure until an administrator
fixes the error.

» Hard Drive Utilization - If the ProxyBlocker detects that
hard drive utilization exceeds 80 percent, an alert is sent
to the administrator. This problem usually occurs if the
ProxyBlocker is unable to transfer log files to the
reporting application—an 8e6 Enterprise Reporter (ER)
server, or a designated third party FTP server. Action
should be taken to prevent the hard drive from reaching
100 percent utilization.

* Log File Transmission - If the ProxyBlocker is unable to
send log files as scheduled to an ER server or a third
party FTP server, the log files are placed in a queue so
they can be sent when a connection is established with
the server. If these logs cannot be successfully trans-
mitted after a period of time, an alert is sent to the admin-
istrator. The last few lines of the error log are included in
the message to assist the administrator in trouble-
shooting the problem.
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Enable the Alert Feature

By default, the “Disable” radio button is selected. To enable
the feature for sending automated email notifications:

1. Click the “Enable” radio button to activate all elements in
the Emergency Email Notification frame.

2. Enter up to four email addresses of contacts.

3. Click in the checkbox of each email address that should
receive notifications regarding network problems.

4. If using an SMTP server for sending alert email
messages to designated administrators, enter the email
address of the ProxyBlocker in the From Email Address
field.

5. Click Apply to apply your settings.
Modify Alert Settings

1. Make any of the following edits in the Emergency Email
Notification frame:

* change an email address by typing the new one over
the existing one

» deactivate a contact by removing the check mark from
the checkbox corresponding to that contact’'s email
address

» delete a contact by using your mouse to copy over the
entire email address, and then pressing the Delete key
on your keyboard

2. After all edits have been made, click Apply to apply your
settings.

Disable the Alert Feature

1. Click the “Disable” radio button.
2. Click Apply to apply your settings.
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SMTP Server Settings window

The SMTP Server Settings window displays when SMTP
Server Settings is selected from the Alert menu. This
window is used for entering settings for the Simple Mail
Transfer Protocol that will be used for sending email alert
messages to specified administrators.

HOME

SYSTEM

GROUP LIBRARY REPORTING HELF QUIT

ﬁ System

-Contral

- Metwork,

--ddrministratar
Secure Logon

- Digghostics

" lert

SMTP Server Settings
System>Alert>SMTP Server Settings
SMTFP Server Settings

mail.loga.com

SMTP Server Port |25

SMTP Server

Patch
-hade:
-duthertication

HIC Mode
-BackupRestore
- Resst
- ShMP

Hardware Failure Detection
-3 Strikes Blocking
-Wyarn Option Setting

Customization
~Euota Setting

=

¥ Enable (' Disable

Email queve size

Avthertication

Username

Password

G el |

1 —
Fig. 2:1-39 SMTP Server Settings window

Enter, Edit SMTP Server Settings

1. Enter the SMTP Server name, for example:
mail.logo.com.

. By default, the SMTP Server Port number used for
sending email is 25. This should be changed if the
sending mail connection fails.

3. By default, the Email queue size is 50. This can be
changed to specify the maximum number of requests
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that can be placed into the queue awaiting an available
outbound connection.

4. By default, Authentication is disabled. Click “Enable” if
a username and password are required for logging into
the SMTP server. This action activates the fields below.

Make the following entries:

a. Enter the Username.

b. Enter the Password and make the same entry in the
Confirm Password field.

5. Click Apply to apply your settings.
Verify SMTP Settings

To verify that email messages can be sent to a specified
address:

1. Click Test Settings to open the pop-up box:
rput |

Mote: This test will run using the settings from the

@ configuration file. To run the test using the settings
currently displaved on the GUI, please save the settings
by pressing the "Apply" button first.

Enter an email address. An email will be sent ko
this address to test the SMTP Server settings,

Cancel

Java Applet \Window

Fig. 2:1-40 SMTP Test Settings box

2. Enter the email address in the pop-up box.

3. Click OK to close the pop-up box and to process your
request. If all SMTP Server Settings are accepted, the
test email should be received at the specified address.
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Patch

Patch includes options for uploading software updates.
Click the Patch link to view a menu of sub-topics: Local
Patch, and Patch Update Log.

~HOME SYETEM GROUF LIBRARY

@ System

- Cantrol

- Metwark

- ddministrator

-Secure Logon

- Disgnostics
Alert

Local Patch

- hhode
Auther Patch Upclate Log

8 SYSTEMIASS

Display Help Topics for the System section

REPORTING | HELP | QUIT—|———

The Systern section is comprised of windows used by the global administrator to
configure and maintain the ProwBlocker server to authenticate users, and o filter, log,
or block specified Internet content for each user based on an applied filtering profile.

- MIC Mocle:
-Backup/Restore

Reset

- SMMP
-~Hardware Failure Detection

¥ Strikes Blocking

- Warn Option Setting
- Customization

Guots Setting

Alist of main topics displays in the navigation panel atthe left of the screen. Main topics
in this section include the following: Control setlings, Metwark settings, Administrator
accountinformation, Secure Logon, Diagnostics, Alert setup, Patch procedures,
Operation Mode, Authentication settings, NIC Mode, BackupRestore operations, Reset
seftings, SHMP, Hardware Failure Detection (for SLunits only, ¥ Strikes Blocking, Warm
Option Setting, Customization, and Quota Setting.

Click your selection to choose a main topic from this list, or to view a menu of
sub-topics, ifapplicable. YWhen a topic or sub-topic is selected, the designated window
for that topic or sub-topic displays in the right panel

For help in any window, mouse-over the "7 symbol to view information about that
window, or press F1. Press FS to reftesh the console

For additional infarmation about this current section ofthe console, click the link
beneath the Systern banner toview Help Topics

To navigate to another section of the console, click the button at the top of the screen for
Harne, Group, Library, Repoting, or Help. Click Quit to exit the console.

Fig. 2:1-41 System screen, Patch menu
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Local Patch window

The Local Patch window displays when Local Patch is
selected from the Patch menu. This window is used for
viewing information about software updates previously
applied to the current server being configured, and for
viewing information about software updates currently avail-

able.
— HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —
5]
S system Local Patch
artral System>Patch>Local Patch
etavoric Available Patches
- doministrator
Disghostics Date I Mame | Syhopsis
et 20070604 R 2 0.00 24 20070413 |[Erterprise Fiter 20,00 24, Prevequisite: 11030 |
hade
-duthertication
- MIC Made
BackupRestore
- Reset
- EMMP RELDME |
Hardware Failure Detection
-3 Strikes Blocking History of Patches
-Wyarn Option Setting =
Custormization Date filame Synopsiz
- Guota Setting 20061410 F3#.1.10.10.17.20061027 Erterprizs Fiter 1.1010.17 |
20061242 R3K.1.1015.20.20061128  [Erterprise Fiter 1.10.15.20
20070404 R3K.1 1020 7 20061215 Erterprise Fiter 1.10.20.7 J
2007 /0404 F3K.1.10.3017.20070316  |Enterprise Fiter 1.10.3017
200704104 R:3K.2.0.00 2220070330 Erterprize Fiter 2.0.00.22
20070409 R3K.2.0.00 2320070409 Erterprise Fiter 2.0.00.23 ;I

Unel: | READRME

Click here for a description of patch details

Fig. 2:1-42 Local Patch window

NOTE: Available software updates for the ProxyBlocker come
from downloads made to the server via Traveler, 8e6’s execut-
able program that can run on demand, or be set to run at a
scheduled time.

TIP: Click the link (“here”) at the bottom of the window to go to the

Web page at 8e6 Technologies’ public site (http://www.8e6.com/
software-updates/pba-software-updates)) where release notes

about software updates can be obtained.
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Read Information about a Software Update

In either the Available Patches frame or the History of
Patches frame, the Date, Name, and Synopsis are included
for each software update.

To read information about a software update:
1. Select a software update from the list.

2. Click the README button to open the README pop-up
box that contains information about the software update:

ReoMe £
The 1.10.00 sothware release includes newfeatures, enhansements to existing features, and bug fices.
For mare infarmation, click here to view the release notes
WARNING: S8 recommends applying this patch during pedods of low redbwork wsage, a5 it will have 2
severe impact o the semer resuling in 3 deceased flterng pedomarce for apamxinately five mivates.
Close
Jawa Applet Window

Fig. 2:1-43 Software update Readme

3. Click Close to close the pop-up box.
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Select and Apply a Software Update

To apply a software update:

1. Go to the Available Patches frame and select the soft-
ware update to be applied.

NOTES: Software updates must be applied to the server in
sequential order. Be sure port 8082 is open on your network.

2. Click Apply to open the software update installation
dialog box:

Select an Option x|

The 1.10.00 software release includes nem features, enhancements o existing features, and bug fixes.
For mare information, elick here to view the release notes

WARMING: 8o 6 recammends applying this patoh dudng perods of low nebwork usage, 25 i will have 2
severe inpact an e server msulting in 2 decreased fittedny perumtance for agpmwiinately fue minvtes.

Are you sure you want to apply the change(s)?

Java Applst Window

Fig. 2:1-44 Software update installation dialog box

3. Click Yes to open the EULA dialog box:

50 it 700,16, 101, 1500002, eulla i/ shar_ev.coioken =1 406333001 - Micrasolt Tnbernet Diphorer’ =~ |
Fle B8 Wew Frubes Tk Helb r
- NETED A ATER . -
D= - (D - (] (2] G| D G otects )| (2 B - | R
Ao [&] kit 7200 20103, 78000 Seudakeifchom_sls coPtohane 4013301 = Bl ks ™
21 Licaran Subiect 1o e payment of of apoicatie icense faes, and fhe terma and resrichors set S s
Agreme inh Favptry ok by Vou 8 re ke atie, forecism, o s st el kvt 5 e e o warns iy
e Harswire nd for Your aress pursasss ooy, ard 1o g e Teem sckey o e e Sotwnre %]
Do you acotpl the condiiens of the BeS Techrcloges End User Liceie Agrrement?
M

&t @ ot

Fig. 2:1-45 EULA dialog box
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4. After reading the contents of the End User License

Agreement, click Yes if you agree to its terms. This action
closes the EULA dialog box and opens the alert box veri-
fying the software update application process:

x

@ The patch application process is now in progress.

In order ko determine whether the patch has been successfully applied,
go to System > Diagnostics = Wiew Log File and review the patch.log file,
After the patch is applied, please close all your browser windows

and applications, and then clear the Java cache before resuming any
activity in the ProxyBlocker GUI.

Java Applet Window

Fig. 2:1-46 Software update verification message box

NOTE: To verify whether or not a software update has been
successfully applied, go to the View Log File window and select
“Patch Log (patch.log)”. See View Log File window for more infor-
mation.

5.

Click OK to close the alert box and to proceed. This
action opens the connection failure alert box, indicating
that the connection to the ProxyBlocker server has been
lost due to the software update application:

eror |

The connection to the server has Falled! Please retry,

MWOTE: IF you have applied a patch, please exit the Administrator GUL
Wait a few seconds before attempting to re-establish a conmection to the GUL

Java Applet Window

Fig. 2:1-47 Connection failure alert box

. Click OK to close the alert box.

. In the navigational bar, click Quit to exit the ProxyBlocker

console, and also close the ProxyBlocker Introductory
Window.

. Wait a few minutes, and then log back into the Proxy-

Blocker console again.
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NOTE: 8e6 recommends performing a backup of configuration
files after applying a software update. (See the Backup/Restore
window in this chapter for information on performing a backup.)

Undo an Applied Software Update

NOTE: Only the most recently applied software update can be
uninstalled.

& WARNING: If a software update is uninstalled, configuration
settings will revert to the previous settings, before the software
update was applied.

To unapply a software update:

1. Go to the History of Patches frame and select the soft-
ware update to be unapplied.

2. Click Undo.

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 123



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

124

Patch Update Log window

The Patch Update Log window displays when Patch Update
Log is selected from the Patch menu. This window is used
for viewing the software update log that provides the status
on the ProxyBlocker’s software update activity, including
checks for new software updates, and downloaded and
applied software updates.

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

—
B System Patch Update Log

--Control System>Patch>Patch Update Log
--Metwork

Administratar Downlogd Log | Wiewy Log I

--Secure Logan

Diagnastics [Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already! d
o Blert [Tue Jan 16 10:11:02 PST 2007 (11416) Downloading patch - Dated: 2006/08/23
(Tue Jan 16 10:11:02 PST 2007 (11416) Patch, conf: 2006/08/23, R3K.1.10,01.28.20060823.tar, 2
264372
hacle (Tue Jan 16 10:11:02 PST 2007 (11416) Last patch date: 2007/01/10, O3: R3000
-duthertication Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!
-PIC Made [Tue Jan 16 10:11:02 PST 2007 (11416) Downloading patch - Dated: 2006/08/23
- BackupRestore Tue Jan 16 10:11:02 PST 2007 (11416) Patch,conf: 2006/08/28, stealth.FixTraveler 20060828, tar
Reset 1086316
- SHP [Tue Jan 16 10:11:02 PST 2007 (11416) Last patch date: 2007/0110, ©5: R3000
Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!
- Hardwrare Failure Detection ITue Jan 16 10:11:02 PST 2007 {11416) Downloading patch - Daked: 2006/10/27
¥ Strikes Blocking ITue Jan 16 10:11:02 PST 2007 (11416) Pakch. conf: 2006/10/27, R3K.1.10,10.17. 20061027 tar, 2
- Wifarn Option Setting 351645
-Customization Tue Jan 16 10:11;02 PST 2007 (11416} Last patch date; 2007/01/10, O35: R3000
Quiota Setting Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!
[Tue Jan 16 10:11:02 PST 2007 (11416) Downloading patch - Dated: 2006/11/23
(Tue Jan 16 10:11:02 PST 2007 (11416) Patch, conf: 2006(11/28, R3K.1.10,15.20.20061128.tar, 8
44952
(Tue Jan 16 10:11:02 PST 2007 (11416) Last patch date: 2007/01/10, O5: R3000
Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!
[Tue Jan 16 10:11:02 PST 2007 {11416) Downloading patch - Dated: 2006/12/15
Tue Jan 16 10:11:02 PST 2007 (11416) Patch,conf: 2006(12/15, R3K.1,10,20,7,20061215 tar, 38
60553
[Tue Jan 16 10:11:02 PST 2007 (11416) Last patch date: 2007/01/10, ©35: R3000
Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!
Tue Jan 16 10:11:02 PST 2007 (11416} Processing downloaded files
Tue Jan 16 10:11:02 PST 2007 (11416) Patch Update has completed.
[Tue Jan 16 10:11:02 PST 2007 (11416) Final update status: Mo update was needed.
[Tue Jan 16 10:11:02 PST 2007 {11416) Traveler has finished running. j
=
I [ T

Fig. 2:1-48 Patch Update Log window

View Log Contents

Click View Log to display contents of the log in the frame
below with the status of the software update.
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Download Log, View, Print Contents

Download the Log

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» A second alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

* In the File Download dialog box, click Save:
x|

Some files can harm your camputer. If the fils infarmation below
lnoks suspicious. or you do not fully trust the source, do not apen ar
save this file.

File name:  patchl pdate.zip
File type:  WinZip File
Fram 200.10.100.75

Woauld you like to open the file or save it to your computer?

Open | Save I Cancel | More Info |

[V Always ask bfors opening this typs of fle

Fig. 2:1-49 Download Log dialog box

This action opens the Save As window:
savens 2|
Savein: [ _mise s eEcE-
et

History ED update zip

File name: j Save I
| Save as type IW\r\Zip File j Cancel |
g

Fig. 2:1-50 Save As pop-up window
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3. Find the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-

tion.

After the file has completely downloaded, the Download
complete dialog box opens:

Download complete
s
Ch

— Download Complete

Saved:
patchlpdate.zip from 200.10.100.75

Downloaded: 7I12KBinT sec

Download to: H:%_productshr30004... spatchUpdate. zip

Transfer rate: 712KB/Sec

[ Close this dialog box when download completes

Open | Open Folder | Cloge I

=I5

Fig. 2:1-51 Download Complete box

4. You can now open this file, open the folder where the file
was saved, or close this dialog box.

NOTE: Proceed to View the Contents of the Log for information
on viewing or printing the contents of the log file.

5. Click OK to close the alert box asking you to verify that
the software update log file was successfully saved to

your machine.
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View the Contents of the Log

Once the software update log file has been downloaded to
your workstation, you can view its contents.

1. Find the log file in the folder, and right-click on it to open
the pop-up menu:

Fle Edt Wew Favorkes Tooks Melp
ek - = - ]| Qs Curokers |05 X | -
Ak | 1 1\ _productslr 0000 mis:

= Y Wame I

H - Clspecications
= e g igdate g
_misc
Cierr—

@ Thes Fuike o Onlirer. racaehend  Soan bor Vinases. .
S ik

patehUpdate.zip tesks fuvslable flem

winZi Fle

Moeblnd: 7/ SHTI0R £40 A

e B Croatin Sl st ctin L EXE)
o Eota vt Vaheo!

gt sendTo

ot
oy

Crostn Shortos
Dot
Rans

Progerties

Siee: 7126E

ditribves: frormal)

Type: WinZip Fie Sie: 7.12 K8 AL i Local tranet

Fig. 2:1-52 Folder containing downloaded file

2. Choose “Open With” and then select a zip file executable
program such as “WinZip Executable” to launch that
application:

winezie -

= THE ARCHIVE UTILITY ;ix WINDOWS
HANK YOU FOR TRYING WINZIPI

This is  fully functional unregistered version for evaluation use only,
The registered versian does nat display this notice.

*ou can order the registered version anline, by phane, or by mail
Immediate arline defivery is available rom vy winzip.com.

View Evalustion License | | Enler Registation Code... |

1 understand that | may use WinZip only for evaluation
purposes, subject to the terms of the Evaluation License, and
that any other use requites payment of the registration fee.

e ] Quit | [ oweinginta |

Days Using WirZip: 17 Total Archives Opened: 58
21-day evaluation period has expired

Fig. 2:1-53 WinZip Executable program
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3. If using WinZip, click | Agree to open the window
containing the zip file:

=lolx|

CHICEeE D

Hew Open  Favortes  Add  Extract  View CheckOut Wizard

Name [ Type [ Modified | Sige [ Ratio [ _Packed | Attributes | Path

i AT — Text Document 7[13/2006 5:49 AM 34,244 92% 7,157

Open
Add..
Delete. ..

Extract...

Select All
Invert Selection

Yirus Scan

Make .Exe File
Ullencode

Test

Archive Comment,..
Checkout.,,
Tnstall,

Filz Properties

4l | |

,
iew files in HipatchUpdate 2ip QI 4

Fig. 2:1-54 WinZip window

4. Right-click the zip file to open the pop-up menu, and
choose “View” to open the View dialog box:

view S

" Associated program NOTEFAD)

. Cancel
¥ Internal ASCI text viewer

 Viewer: Help
| =|[.]

Fig. 2:1-55 View dialog box
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5. Select “Internal ASCI|I text viewer”, and then click View to
open the View window containing the log file contents:

+ View: patchUpdate.Jog =lof x|

if=d Jun 28 21:13:00 PDT 2006 (3534) Downloading patch update: f’
Wed Jun 28 21:13:01 PDT 2006 (3534) Patch Update has completed.

Wed Jun 28 21:13:01 PDT 2006 (3534) Final update status: Mo update was needed.

[Wed Jun 28 21:13:01 PDT 2006 (3534) Traveler has finished running.

[Wed Jun 26 22:12:01 PDT 2006 (12420) Downloading patch update:

Wed Jun 28 22:12:02 PDT 2006 (12420) Patch Update has completed,

Wed Jun 26 22:12:02 PDT 2006 (12420) Final update status: No update was needed.

Wed Jun 28 22:12:02 PDT 2006 (12420) Traveler has finished rumming.

[Wed Jun 28 23:01:00 PDT 2006 (19759) Downloading patch update:

[Wed Jun 28 23:01:02 PDT 2006 (19789) Patch Update has completed.

Wed Jun 26 23:01:02 PDT 2006 (19789) Final update status: No update was needed. =

. =l
>

Tw 28 330107 DNT 00K (107801 Tramalar has Fiwishad rimmine

ok | viewten | Clipboard Capy | Fort Help
Fig. 2:1-56 View window

Save, Print the Log File Contents

With the log file displaying correctly formatted in WinZip’s
View window, if you wish to save or print the contents of this
file:

1. Click Clipboard Copy, wait for the dialog box to open
and confirm that the text has been copied to the clip-
board, and then click OK to close the dialog box.

2. Open Notepad:
* in Windows XP: Start > All Programs > Accessories >
Notepad

* in Windows 2000: Start > Programs > Accessories >
Notepad

3. Paste the contents from the clipboard into the Notepad
file.

The correctly formatted Notepad file can now be saved
and/or printed.
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Mode

Mode includes options for configuring the ProxyBlocker to
filter the network. Click the Mode link to view a menu of sub-
topics: Operation Mode and Proxy Environment Settings.

~ HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT

& system
-Contral
- Metwork,

Adrministratar SYSTEM -

-Secure Logon

- Diaghostics Display Help Topics for the System section
Alert
Patch The Systermn section is comprised ofwindows used by the global administeator to
configure and rmaintain the R3000 server to authenticate users, and to filter, log, ar
hinck specified Internet content for each user based on an applied filtering profile.

-Synchronization

__:Etr;; Proxy Environment. Settings ma_in topics displays inthe nav?gation panel atthe left ofthe screen. Main
===t this section include the following: Contral settings, MNetwork settings,
-~ BackupRestore Administrator account information, Diagnostics, Alert setup, Patch procedures,
- Resst Synchronization, Operation Mode, Authentication settings, NIC Mode, BackupiRestore
ShiMP operations, Reset settings, Radius Authentication Settings, SMMP, Hardware Failure
- Harehwars Failure Detection Dretection ffor RA000H units only, ¥ Strikes Blocking, ¥Warn Option Setting, and
3 Slrikes Blocking Customization. RMOTE: Ifthe synchranization feature is used and an R3000 is setup
Wyarn Optian Setting inthe Target mode to synchronize both profile and likrary setting changes, the
--Customization following features will not be available: Authentication, Radius Authentication
-unta Setting Settings, X Strikes Blocking, or'varm Option Setting topics and any associated

sub-topics

Click your selection to choose a main topic from this list, orto view a menu of
sub-topics, if applicable. When a topic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel.

Forhelp in any window, rouse-over the "?" symbal toview infarrn ation about that
window, or press F1. Press FA to refresh the console

For additional information about this current section of the console, click the link
heneath the Systern banner to view Help Topics.

ll Ll '_Fo _nawgate_lo anmh_er sec_tion of_the console‘_c_l_ickt_he_ buﬂon gtthe top qfthe screen Ll
Fig. 2:1-57 System screen, Mode menu
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Operation Mode window

The Operation Mode window displays when Operation

Mode is selected from the Mode menu. This window is used
for specifying criteria for the invisible operational mode the
ProxyBlocker will use for filtering on the network, as well as
the settings to be used for “listening to” traffic and sending

traffic.
I HOME | SYSTEM | GROUP | LIBRARY | REPORTING |~ HELP  QUIT —
=
[=] .
B systern Operation Mode
carrel System>Mode>Operation Mode
Metwark Listeni Devi Block P Devi
A lrinistratar istening Device ock Page Device
Secure Lagan Device to send block page |LARNT =
- Disgrostics Device [LANT ¥ I P I
et

Fatch Elock Page Delivery Method

- Synchronization
iocle
-Authentication

Protocol Methods:
£~ Send Block Page via ARP Takle % Send Block to Specifizd Host MAC Address

MIC Mocde Block Page Route To:
 BackupRestore & Defaut Gatewsy
-~ Reset

ShiMP

 Bfternate IP Sddress

P

Current MAC Address | 00:15:60,22:24:00)

-~ Hardwate Failure Detection
¥ Strikes Blocking

-Wyarn Option Setting

- Customization
Quats Setting

Apply

1 R
Fig. 2:1-58 Operation Mode window

Specify the Listening Device

In the Listening Device frame, select the default listening
Device for the selected mode: “LAN1” or “LAN2”. “LAN1”
displays by default.
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Specify the Block Page Device

In the Block Page Device frame, “LAN2” displays as the
default device for sending block pages to client PCs.

@ TIP: The block page device should be a different device than the
one selected in the Listening Device frame.

If necessary, at the Device to send block page pull-down
menu, choose the network card that will be used to send the
block page to client PCs.

NOTES: After making all selections in this window, click Apply.

The LAN IP address saved for the Device to send block page will
display in the IP field at the bottom of the Administrator console.

Specify the Block Page Delivery

In the Block Page Delivery Method frame, specify the block
page delivery method by making the following selection(s):

Choose from either of the two Protocol Methods:

+ “Send Block Page via ARP Table” - this option uses the
Address Resolution Protocol method to find the best
possible destination MAC address of a specified host,
usually the ProxyBlocker gateway.

+ “Send Block to Specified Host MAC Address” - using this
preferred method, the block page will always be sent to
the MAC address of a specified host, usually the Proxy-
Blocker gateway.

Using this option, choose from either of the two Block
Page Route To selections:

+ “Default Gateway” - this option indicates that the
default gateway on your network will be used for
sending block pages. If the invisible mode is selected,
“Default Gateway” displays by default as the Block
Page Route To selection.
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» “Alternate IP Address” - this option should be used if
block pages are not being served.

Enter the IP address of the router or device that will
serve block pages.

NOTES: The Current MAC Address displays if there is a resolu-
tion between the IP address and the MAC address of the router
or device used for serving block pages.

If an Alternate IP Address is used, that address must be resolved
with the MAC address in order for block pages to be served to
client PCs.

Apply Settings

Click Apply to apply your settings.
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Proxy Environment Settings window

The Proxy Environment Settings window displays when
Proxy Environment Settings is selected from the Mode
menu. This window is used for specifying whether the Proxy
Blocker is in a proxy environment, and if the default Web
server port number 80 will be enabled.

B HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT J
=
= SVStem‘ Proxy Environment Settings
"Ec'g'tmk System>Mode>Proxy Environment Settings
- Matwar Proxy Setting
Administrator

--Secure Logan

- Disgnostics
Blert

-Patch

-Synchronization

--Authertication

- MIC Made

-BackupRestore
Reset

- ShIMP

-~Hardware Failure Detection
X Strikes Blocking

- WWarn Option Setting

- Customization

-Quota Setting

1 E—
Fig. 2:1-59 Proxy Environment Settings window

oo OFF

Apphy |
Proxy Port 80 Setting
" Enable (% Disable

Apply |

NOTE: Basic Proxy Authentication must be used if using HTTPS
in a proxy environment. The ProxyBlocker has been tested with
ISA, Blue Coat, and Squid proxies.
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Use a Local Proxy Server

In the Proxy Setting frame, the default setting is “Off”. To
specify that a local proxy server is used in the environment:

1. Click the “On” radio button. This selection indicates that
the ProxyBlocker will perform a reverse lookup on
packets to detect the source address and origin of
packets.

2. Click Apply to apply your setting.
Use Proxy Port 80

In the Proxy Port 80 Setting frame, the default setting is
“Disable”. To specify that the public proxy server will
channel “https” traffic through Port 80:

1. Click the radio button corresponding to “Enable”.

2. Click Apply to apply your setting.
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Authentication

Authentication includes options for configuring the Proxy-
Blocker to authenticate and re-authenticate users on the
network. Click the Authentication link to view a menu of sub-
topics: Enable/Disable Authentication, Authentication
Settings, and Authentication SSL Certificate.

System

--Control

- Metwork.
Administrator

---Secure Logon

--Diagnostics
Alert

--Patch

- hode

IC Mode

HOME SYSTEM GROUP LIBRARY REFORTING HELF e

-BackupRestor Authentical
Reset Authenticat

ion S5L Certificate

e
QSYSTEM "I b

Display Help Topics for the System section

The System section is comprised of windows used by the alobal administrator to =
configure and maintain the R3000 server o authenticate users, and to filter, log, or
SPECINEn INEFNET CONMENTTOr Bach USEr DASEN 0N an applied IIENng profie

o Settings ics displays in the contral panel &t the |eft ofthe screen. Main ttn
wile the following: Control settings, Network settings, Administrz
ion, Diagnostics, Alert contacts, Patch, Synchronization, Operat

ShP
Harcware Failure Detection
-3 Strikes Blocking

YWarn Option Setting
- Customization
-guota Setting

I [ |

Mode, Authentication settings, NIC Mode, Backup/Restore operations, Reset sexstare
Radiug Authentication Setlinas, SMMP, Hardware Failure Detection for R3000Hzilure
only, ¥ Strikes Blocking, and Customization. NOTE: Ifthe synchronization feature
used, an R3000 et up in the Target mode will nat include any Authertication tod up
sub-onics. or the Radius Authentication Settinas and % Strikes Blocking topics
following features will not be available: Authentication, Radius Authentication
Seftings, ¥ Strikes Blocking, or Warn Option Setting topics and any associated
sub-topics.

Clickyour selection to choose a rain topic fram this list, or to view a rmenu of
sub-topics, if applicahle. YWhen a topic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel

For help in any window, mouse-over the " symbaol to view information about that
wincow, of press F1. Press P4 to refresh the consale.

Far additiohal inforration about this current section ofthe console, click the link
beneath the System banner to view Help Topics.

Ta navigate 1o another section of the console, click the butian at the top ofthe screen [

Fig. 2:1-60 System screen, Authentication menu

NOTE: Information about these sub-topics can be found in the
8e6 ProxyBlocker Authentication User Guide.
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NIC Mode

NIC Mode window

The NIC Mode window displays when NIC Mode is selected
from the navigation panel. This window lets you specify the
speed for the ProxyBlocker’s Network Interface Card

settings so that the ProxyBlocker can communicate with the
network switch or hub.

HELF GUIT —

i HOME SYSTEM GROUP LIBRARY REPORTING
=@
B system NIC Mode
"'E;’“’D'k System>NIC Mode
e LAN1 - Interface: Up - Link: Down

- Administrator
--Secure Logan
- Disgnostics
Blert
~Patch
- Mode
Authertication
g [IC Mocle:
-BackupRestore
- Resst
ShIMP
-~ Hardware Failure Detection
-3 Shrikes Blocking
Warn Option Setting
-Customization
-guota Setting

i

O I—

7 10baseT-Ful Duplex

 100beseT-Full Duplex
& Auto

LAN? - Interface: Up
€ AihaseT-Full Duplex

 100baseT-Full Duplex
@ suto

Fig. 2:1-61 NIC Mode window

7 10baseT-Half Duplex

7 100baseT-Half Duplex

- Link: Up
€ 1haseT-Half Duplex

 100baseT-Half Duplex

“igww MIC Megatiation | Apply I

By default the NIC mode for LAN1 and LANZ2 is set to “Auto”.
The auto-negotiation setting indicates that both connected
devices will negotiate the fastest possible commonly shared

speed.

NOTE: The options available in this window depend on the hard-
ware components installed for the ProxyBlocker unit.
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View the NIC Negotiation

To verify or correct the negotiation for a NIC, click View NIC
Negotiation to open a window containing results from the
mii-tool and the ethtool about the status of the NIC mode(s):

NIC Megotiation x|
-

L&N1: na link

LANZ: negatisted 100baseTx-FD link ok

Funning ethitool...

Settings for LANT

Supported ports: [ TP MI]

Supported ink modes:  10baseTHalf 10baseTFul
100baseTHalf 100bazeTFul

Supports auto-negatistion: Yes

Advertized link modes: 10baseTHalf 10bazeTFul
100baseTHalf 100bazeTFul

Advertized auto-negotistion: Yes

Speed: 10Mbis

Duplex: Half

Fort: il

PHY&D: 1

Transceiver: internal

Auto-negotistion: on

Supports Wake-on: g

‘Wiake-on: g

Current message level: 0:x00000007 (71 fray

Link detected: na

Settings for LANZ.

Supported ports: [ TP MI]

Supported ink modes:  10baseTHalf 10baseTFul
100baseTHalf 100bazeTFul

Supports auto-negatistion: Yes

Advertized link modes: 10baseTHalf 10bazeTFul

100baseTHalf 100bazeTFul j

Java Applet Window

Fig. 2:1-62 NIC Negotiation window

Mii-tool checks or sets the status of a network interface's
Media Independent Interface (MIl) unit. Ethtool is a diag-
nostic and tuning tool that examines and tunes the NIC.
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Modify the NIC Mode Setting

& WARNING: If changing the NIC mode, be sure the hub/switch to
which the ProxyBlocker is connected will support the selected
NIC mode. An incorrect setting may prevent you from accessing
the ProxyBlocker console.

To modify the NIC setting, in the LAN1 or LANZ2 frame:

1. Click the radio button for the available option you wish to
select: 10baseT-Full Duplex, 10baseT-Half Duplex,
100baseT- Full Duplex, 100baseT-Half Duplex, or
1000baseT-Full Duplex, if available on your Proxy-
Blocker model (see NIC Mode Speeds Chart).

2. Click Apply to activate the new NIC mode setting.

NOTE: The status (Up or Down) of the Interface displays to the
right of the LAN1 and LANZ2 labels. For an Interface with an “Up”
status, the Link status (Up or Down) displays to the right of the
Interface status.
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Backup/Restore

Backup/Restore window

The Backup/Restore window displays when Backup/
Restore is selected from the navigation panel. This window
is used for saving configuration settings and/or custom
library additions/deletions on or off the server, and for
restoring these settings/modifications later, if necessary.

S HOME SYSTEM GROUP LIBRARY REPORTING HELP QUIT w—
=]
8 system BackupiRestore
::E:E'::ﬂk System>Backup/Restore
Administrator Backup
--Sacure Lagon Backup Options: [ Configuration [ Library
--Diagnostics
-dlert Restore
Patch Backup Configurations
- telode Date Filename Content Comment
~Authertication Jun 28, 2004 0528041459, tar .z |CONFIG_AND_LIBRARY Backup on 06/28/04 2:59 pm
MIC Mode 7, Z004 O7OFOebarge  |CONFIG_AND_LIBRARY Backup on 07/07/04
E ol 12, 2004 70904 targe  |CONFIG_AND LIBRARY Backup on 07/12/04
- Reset Mo 5, 2004 150 b7 tar.ge |CONFIG_AND_LIBRARY Backup on 11/05/04
"~ ShMP n 2, 2008 1.7.00_bl4 far.gz [CONFIG_AND_LTERARY Back up on 06/02105
Hardwars Failre Detection | |uyq, 5, 7005 1.3.00_b1L tar, gz [CONFIG_AND_LIBRARY Backup on 11J08/05
3 Strikes Blacking bec 22, 2005 1.3.00 bl13.tar,gz [CONFIG_AND LIBRARY Backup on 12/22/05
“Warn Option Setting ul 7, 2006 1.10.00_BI19.tar.gz| CONFIG_AND_LIBRARY Backup on 070706
Customization
~Euota Setting
1| f ol
Upload | Download Restore Delete Refresh I Log |
T [— |

Fig. 2:1-63 Backup/Restore window
ﬂl WARNING: A backup should be created and downloaded off the

ProxyBlocker server whenever a change is made to filtering
settings on the ProxyBlocker server.
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For each backup configuration created or uploaded via this
window, a row is added to the Backup Configurations grid in
the Restore frame. The newly added row includes the
following information: Date the backup was executed, File-
name of the backup file, general information about the
Content of the file, and a Comment about the file.

@ TIPS: The order in which columns display in the grid can be
changed by clicking the column header and sliding the column to
another position in the grid.

To change the sort order, click the header of a column. All rows
will sort in order by that column.

If text in any column displays truncated—followed by ellipses
(...)—place the cursor over the beginning or ending of the column
header. When the <—> character displays in place of the cursor,
you can expand the width of the column. You also can use the
scrollbar beneath the grid to view information to the right of the
last column.

Backup Procedures

8e6 recommends performing backup procedures whenever
changes are made to system configurations or to library
configurations. By creating backup files and saving these
files off the ProxyBlocker server, prior server settings can
later be retrieved and uploaded to the ProxyBlocker in the
event that current settings are incorrect, or if you wish to
revert to settings from a previous backup. Additionally,
backup files are useful if the current server fails. These
backup files can be uploaded to a new server, eliminating
the need to re-enter the same settings from the old Proxy-
Blocker in the console of the new ProxyBlocker.

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 141



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

142

Perform a Backup

To back up configuration and/or library modifications:

1.

In the Backup frame, click the Configuration and/or
Library checkbox(es) as appropriate.

. Click Backup to open the ProxyBlocker Backup dialog

box:

& ProxyBlocker Backup x|
Filename I

Comment |

Ok | Cancel |

|Java Applet Window

Fig. 2:1-64 ProxyBlocker Backup dialog box

3. Type in the Filename for the backup file.

. Type in a descriptive Comment about that file.

Click OK to close the dialog box, and to open the Wait
alert box that informs you it may take some time to back
up configurations, based on the amount of data to be
saved.

. Click OK to close the Wait alert box. After configurations

have been successfully saved, the Message alert box
opens to display a confirmation message.

. Click OK to close the Message alert box, and to add a

new row to the Backup Configurations grid for that file.

NOTE: Once the file is added to the grid, it can be downloaded
and saved on another machine, if necessary.
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Download a File

To download a file to your machine:
1. Select the file from the Backup Configurations grid.

2. Click Download to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

3. Click OK to close the alert box.
In the File Download dialog box that opens, click Save:

File Download x|
Some files can harm your computer. If the file information below
looks suspicious, or you do not fully tust the source, do not open or

save this file,

File name: 1.10.00_bl3 tar gz
File type:  WirZip File:
From: 2001010075

‘wiould you liks ta open th file or save it to your computer?

pen | [ Save | Concel | Moelnno |

[V Always ask before apening tis tpe of file

Fig. 2:1-65 File Download box

This action opens the Save As window:

savens 2%
Savein: |3 _misc x| =@k E-

| specifications

Fie name: {[T70.00 MG ter o =l Save |
B Save as ype: [winzip Fiie = Cancel
2|

Fig. 2:1-66 Save As pop-up window
4. Find the folder in which to save the file, and then click

Save to begin downloading the “.gz” file to your worksta-
tion.
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After the file has completely downloaded, the Download
complete dialog box opens:

i
[a

- Download Complete
Saved:
1.10.00_bi 9.tar.gz from 200.10.100.75
AEEEEEENENNENENEENENENNENENENNENNENNNNENENN
Downloaded: J2B KB in5 sec
Download ta: H:\_products'r30...%1.10.00_bl19 tar. gz
Transfer rate: Ef £ KB/Sen

[~ Close this dialog bax when download completes

Open | Open Folder I Close I

Fig. 2:1-67 Download complete box

You can now open this file, open the folder where the file
was saved, or close this dialog box.
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Perform a Restoration

To restore backup data to the server, the backup file must be
listed in the Backup Configurations grid, and the restoration
function must be executed. If the backup file is not included

in the Backup Configurations grid, you must upload it to the
server.

m WARNING: Be sure the file you are restoring uses the same
version of the software currently used by the ProxyBlocker
Administrator console. Refer to the Local Patch window for avail-
able updates to the ProxyBlocker’s software. (See the Patch
window for more information about software updates.)

Upload a File to the Server

To upload a .gzip file to the server:

1. Click Upload to open the Upload Backup GZIP File pop-

up window:

e
Fle Edt Wiew Favortes Tools Help ‘
ek - o= - @ [A | Qoearch [Favorites @redn 8 | By

| Address [] http://200.10,100,75:66/servletfcom.r3000.server servlets. ¥ | ¥Ga HLunks ”|

=
Upload Backup GZIP File
File Browse Upload File
Commentl
Type CONFIG_ONLY -
I
[&] Upload Backup GZIF Fils [ [ [ mtemet Y

Fig. 2:1-68 Upload GZIP File pop-up window
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2. Click Browse to open the Choose file window:

2
Laok i Ia_misc ﬂ - £ BB

| specifications @'rSDDDfmtcwsr.]pg
@Llu.ﬂﬂfbllg.tar.gz ﬁrSUUUfrntcover.pdf
@emergencyl_lpdata.zwp @update.zip
@pat:hUpdate.zip

R3EIEIEI Presentation 11.03.03.ppt

B r3000authback. jpg

rBDDDauthback‘de
B{ r3000authfrat.jpg
T [Elranonauthfrnt.pdf
B{ r3000backcover.jpg
rSDDDbackcover.pdf

Open I
Cancel |

7

File name: I .10.00_bI19.tar. gz]

EINEN

" Flles of ype: IA\I Files [%]

Fig. 2:1-69 Choose file window

3. Select the file to be uploaded. After the file is selected,
the Choose file window closes.

4. In the pop-up window, type in a Comment about the file.

5. Select the Type of file to be uploaded (CONFIG_ONLY,
LIBRARY_ONLY, or both CONFIG_AND_LIBRARY).

6. Click Upload File to upload this file to the server. If the
file is successfully uploaded, the pop-up window’s
banner name says: “Upload Successful.” After a few
seconds, the pop-up window closes.

7. Click Refresh to display a new row for the uploaded file
in the Backup Configurations grid.

Restore Configurations to the Server

To restore configurations or library modifications from a
previous backup:

1. Select the file from the Backup Configurations grid.

2. Click Restore to overwrite the current settings.
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Remove a Backup File

To remove a file from the Backup Configurations grid:
1. Select the file.
2. Click Delete.

View Backup and Restoration Details

To view details on backup and/or restoration activities:

1. Click Log to open the Backup/Restore Log pop-up box:

4 Backup/Restore Log x|
V29007 2:20 PM [Message]. ...adding files f. fusriocalishadow librarykeyurl properties j‘
29007 2:20 PM [Message] ...adding library: fist aryiirlisl
29007 2:20 PM [Message] ...adding i library: List aryiirlial
29007 2:20 PM [Message] ...adding i library: List aryLirlial
20007 2:20 PM [Message]: ...adding it lirary: List aryLriaL
12907 2:20 PM [Message]: .. adding ined library: Aisr arylurlisl
120/07 2:20 PM [Message]. . adding ined liorary: st aryirlisl
/207 220 PM [Message] . adding library: sy aryrisl
29007 2:20 PM [Message] ...adding library: fist aryiirlial
29007 2:20 PM [Message] ...adding library: fist aryiLirlic:
29007 2:20 PM [Message] ...adding i library: List Ayl
29007 2:20 PM [Message] ...adding i library: List ary il
20007 2:20 PM [Message]: ...adding it lirary: List Ay
12907 2:20 PM [Message]: .. adding ined library: Aisr arylurliv
120/07 2:20 PM [Message]. . adding ined liorary: st aryirlim
/207 220 PM [Message] . adding library: sy Ay
29007 2:20 PM [Message] ...adding library: fist ary il
29007 2:20 PM [Message] ...adding library: fist aryiLiliv
29007 2:20 PM [Message] ...adding i library: List Ayl
20007 2:20 PM [Message]: ...adding it lirary: List Ay
20007 2:20 PM [Message]: ...adding it lirary: List Ay
12907 2:20 PM [Message]: .. adding ined library: Aisr arylurlih
/29/07 220 PM [Message] . creating directory: MsrAocalishadow fiorary/oustom_urlit
/207 220 PM [Message] finish deleting temp files
V2907 2:20 PM [Message] ============== Backup Finished ===
-
1 | »
OK
|Java Applet Window

Fig. 2:1-70 Backup/Restore pop-up box

The pop-up box includes rows of data about backup and
restore processes performed via the Backup/Restore
window.

The following information displays for each row: the date
and time a process was attempted to be executed, and a
Message indicating whether that process succeeded or
failed.

2. Click OK to close the pop-up box.

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 147



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

148

Reset

Reset window

The Reset window displays when Reset is selected from the
navigation panel. This window is used for resetting the
server back to the default settings when the box was first

acquired.
i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuUIT ]
=
@ System Reset
Eotntm‘k System>Reset
e Reset to Manufacture Default
---Administrator
-Secure Lagan Warning! When you clicl Resel, ail seftings made on the ProxyBlocker sender will be
- Disgriostics rermoved and the o will be restored b its origingl state. Any patches applied o the senver
Alert subsequent to recelving this box will need to be reapplied.
--Patch
Reset
Authertication
- MIC Made

-~Hardware Failure Detection
-3 Strikes Blocking
Wiarn Option Setting
- Customization
-Quota Setting

T —— |
Fig. 2:1-71 Reset window

& WARNING: When Reset is clicked, all settings made on the
ProxyBlocker server will be removed and the box will be restored
to its original state. Any software updates applied to the server
subsequent to receiving this box will need to be reapplied.

Reset All Server Settings

Click Reset to reset the box to the original default settings.
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SNMP

SNMP window

The SNMP window displays when SNMP is selected from
the navigation panel. This feature lets the global adminis-
trator use a third party Simple Network Management
Protocol (SNMP) product for monitoring and managing the
working status of the ProxyBlocker's filtering on a network.

— HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —
ﬁ Syskem SNMP
pontrel System>SHMP
o heher Monitoring Mode
--dhdministrator
~Becure Logon Monitoring mode: On Eniable | Disable
--Diagnostics
Hert Monitoring Settings
~Palch iy token For publi b
- Mode Community token for public access public
Authertication Access control list
+NIC Mode 10.20.20.73 Delete: |
-BackupRestore 10.20.20.71
-Reset e
=P
-~ Hardware Failure Detection
-3 Shrikes Blocking
Warn Option Setting
-Customization
“Quota Setting Enter new IF to add Add
Save Changes Cancel
I [E——

Fig. 2:1-72 SNMP window

The following aspects of the ProxyBlocker are monitored by
SNMP: data traffic sent/received by a NIC, CPU load
average at a given time interval, amount of free disk space
for each disk partition, time elapse since the box was last
rebooted, and the amount of memory currently in usage.

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 149



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

150

Enable SNMP

The Monitoring mode is “Off” by default. To enable SNMP,
click Enable in the Monitoring Mode frame. As a result, all
elements in this window become activated.

Specify Monitoring Settings

Set up Community Token for Public Access

Enter the password to be used as the Community token
for public access. This is the password that the manage-
ment ProxyBlocker console would use when requesting
access.

Create, Build the Access Control List

1.

3.

In the Enter new IP to add field, enter the IP address of
an interface from/to which the SNMP should receive/
send data.

. Click Add to include the entry in the Access control list

box.

Repeat steps 1 and 2 for each IP address to be included
in the list.

After all entries are made, click Save Changes.

Maintain the Access Control List

1.

To remove one or more IP addresses from the list, select
each IP address from the Access control list, using the
Ctrl key for multiple selections.

. Click Delete.

Click Save Changes.
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Hardware Failure Detection

Hardware Failure Detection window

If using a ProxyBlocker SL unit, the Hardware Failure
Detection window displays when Hardware Failure Detec-
tion is selected from the navigation panel. This feature
shows the status of each drive on the RAID server.

B HOME S¥STEM GROUP LIBRARY REFORTING HELF auir

@ - X
S system Hardware Failure Detection
Cantral System>Hardware Failure Detection
Metwork
e
. - HD 2: FAIL
Disghostics
et
~Patch
- hiace
Authertication SE?F'.VUE;S
- NIC Made STSTEM
- BackupRestore O HERBOARD 1. Identify the failed drive based on the
Reset information provided on the GUI
2. Replace the failed drive with your spare
replacement dive
-~ Wfarh Option Setting 3. Click on the "Rebuild” button on the GUI
- Customization : )
- Guota Setting A e 4. To return a failed drive to Se6 or to order

additional replacement drives, please
I call 8e6 Technical Support

HE @ HD @ Rebuild

K1 —
Fig. 2:1-73 Hardware Failure Detection window
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View the Status of the Hard Drives

The Hardware Failure Detection window displays the
current RAID Array Status for the two hard drives (HD 1, HD
2). If both hard drives are functioning without failure, the text
“OK” displays to the right of the hard drive number, and no
other text displays on the screen.

If any of the hard drives has failed, the message “FAIL”
displays to the right of the hard drive number, and instruc-
tions for replacing the hard drive display below:

1. Identify the failed drive based on the information
provided on the GUI

2. Replace the failed drive with your spare replacement
drive

3. Click on the “Rebuild” button on the GUI

4. To return a failed drive to 8e6 or to order additional
replacement drives, please call 8e6 Technical Support

NOTE: For information on troubleshooting RAID, refer to
Appendix F: RAID Maintenance.
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X Strikes Blocking

X Strikes Blocking window

The X Strikes Blocking window displays when X Strikes
Blocking is selected from the navigation panel. This feature
lets a global administrator set criteria for blocking a user's
access to “unacceptable” Internet sites and locking a user’s
workstation, after the user makes a specified (“X”) number
of attempts to such sites. “Unacceptable’ Internet sites”
pertain to sites included in categories that are blocked in a
user’s profile.

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

ﬁ System
= Configuration I Email Alartl Logon Accountsl Categaories
--Control
- Network Configuration
Administrator System>X Strikes Blocking>Configuration
---Sfacure L.ogon Reset the ¥-Strike count upon authentication € On (8 OFf
--Diagnostics
Blert
P:trch Maximurn Strikes Before "Locking" the Warkstation IS
 Wade Time Span in Minutes ko Track the Mo. Strikes Within Category ISD
Authertication
NI Mode Flaod Tolerance Delay |4
-BackupRestore
Reset Specify the "Locked" Life Time (Measured in Minutes):
~ShiP ' Unlimited
¥ Defined 30
-'-gusu‘tlorrgzezt.\on Specify a Redirect URL
eta SEting ¥ Defaulk "Alernabe” Locked Block Page
© CustomURL |
Reset Al Strikes | Unlack &ll Locks Save
4 | _>| G0 ko ¥ Strikes Unlock Workstation GUT

Fig. 2:1-74 X Strikes Blocking window, Configuration tab

NOTE: X Strikes Blocking settings are effective only for filtering
profiles with the X Strikes Blocking filter option enabled. (See
Filter Options in the Group screen section for information on
setting up the X Strikes Blocking filter option.)
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Configuration

Set up Blocking Criteria

1.

At Reset the X-Strike count upon authentication, “Off”
is selected by default. To have all strikes reset before an
end user is authenticated, click “On”.

. Enter the Maximum Strikes Before “Locking” the

Workstation. This is the number of attempts a user can
make to access an unacceptable site before that user is
prevented from using the Internet. The default is 5, and
the maximum limit is 1000.

. Enter the Time Span in Minutes to Track the No. of

Strikes Within Category. This is the amount of time
between a given user's first strike and the strike that will
lock out that user from his/her Internet access. The
default setting is 5, and the maximum limit is 1440
minutes (24 hours).

. Enter the number of seconds for the Flood Tolerance

Delay, which is the maximum amount of time that will
elapse before a user who accesses the same inappro-
priate URL will receive another strike. The default setting
and the maximum limit is 4 seconds.

Specify the “Locked” Life Time (Measured in
Minutes), which is the number of minutes a user's work-
station will be locked. Choose either “Unlimited”, or
“Defined”.

If “Defined” is selected, enter the number of minutes in
the text box. The default setting is 5.

. Specify a Redirect URL to be used when the end user is

locked out from his/her workstation. By default, “Default
"Alternate" Locked Block Page” is selected, indicating
that the standard lock out block page will display.
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To specify a different page, click “Custom URL” and enter
the URL in the text box.

7. Click Save to save your configuration settings.

Reset All Workstations

The following buttons can be clicked to reset workstations:

* Click Reset All Strikes to remove all strikes from all
workstations, and to unlock all locked workstations.

* Click Unlock All Locks to remove locks on all locked
workstations.

Lock Page

A user who receives the final strike that locks him/her out
the workstation will see the following lock page display on
the screen:

3 8e6 ProxyBlocker - Microsoft Internet Explorer

JFiIe Edit Wiew Faworites Tooks  Halp

| Gk + = - @ @) @ Qsearch [Favories (BHstory | B S5 W

| address [&1 hitp: 192, 168.10.110:51 feqifiock cai? IRL=ttp: [y, msn. com/BIP=192. 168,10, 77BCAT=SEBUSER=DEFALLT

WARNING! HELP

Your Internet privileges have been temporarily suspended.

“ou hawe been denied access according to your organization's Intemet Usage Policy. As a result, your Intemet privileges were
temporarily suspended for a total of 1 hour

UserMachine: DEFAULT
IP: 1921681077

For assistance, contact your Administrator

86 ProxyBlocker provided by Geb Technologies. Copyright 2007 Al rights reserved.

N

€] Done [ & | meemer
Fig. 2:1-75 Sample lock page

The text informs the user: “Your Internet privileges have

been temporarily suspended. For assistance, contact your
Administrator.”
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The following information might also display in the lock
page: “You have been denied access according to your
organization's Internet Usage Policy. As a result, your
Internet privileges were temporarily suspended for a total of
‘X’ (amount of time),” in which ‘X’ represents the number of
minutes/hours the user will be locked out from Internet
usage on that workstation.

NOTE: This message may differ, depending on whether or not
alternate text and settings were made in the Lock Page Customi-
zation window and the Common Customization window. (See
Customization in this chapter for more information.)

The user will not be able to access the Internet from that
workstation until the Defined amount of time specified in the
“Locked” Life Time field passes, or unless an authorized
staff member manually unlocks that user’s workstation (see
Go to X Strikes Unlock Workstation GUI in this section).

Overblocking or Underblocking

NOTES: In order to prevent overblocking, unacceptable Internet
images/links are allowed to pass by if they display within the four-
second tolerance time range of a given strike. Thus, only one
strike will count against a user who visits a Web page embedded
with multiple, unacceptable images/links, if these images/links
load within four seconds of that strike. Banners and IM/P2P sites
included in the library are white listed and do not count as strikes.

If users are receiving too many strikes or too few strikes
within a given period of time, you may need to modify the
configuration settings.

Sample Settings:

* Maximum strikes = §

» Time span for the maximum number of strikes = 5
minutes

Within a five-minute period, if a user accesses five sites that
contain blocked material, that user will be locked out of his/
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her workstation for five minutes. However, since the toler-
ance timer is set at four seconds, a user could potentially
receive five strikes within 16 seconds if he/she accesses a
page with multiple, inappropriate images and/or links that
load on each page within four seconds. In this scenario, the
first strike would be delivered at 0 seconds, the second at 4
seconds, the third at 8 seconds, the fourth at 12 seconds,
and the fifth at 16 seconds.

If the configuration settings for this example overblock too
many users too frequently:

» the time span for the maximum number of strikes may
need to be increased

» the maximum number of strikes may need to be
increased

If these configuration settings do not block users often
enough

+ the time span for the maximum number of strikes may
need to be reduced

» the maximum number of strikes may need to be reduced
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Email Alert
Click the Email Alert tab to display Email Alert:

— HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —
5
S system Corfiguration Email Alert I Logan Accourts | Categories |
Contral
- Network Email Alert
-fdministrator Systermn>¥ Strikes Blocking=Email Alert
Secure Logon
--Diagnostics Minutes Past Midnight Before Starting Time Interval (0-59) 0
--dlert
---Patch Interval Minutes to Wait Before Sending Alerts (24 hours) 1
__an‘f - I midnight accurs during the last interval, then any email alerts scheduled within that time period
ertication
will be sent at midnight instead of at the end of that interval.
- MIC Made
BackupRestore )
- EMMP
Hardhware Failure Detection Current Email Alerts:
= ing
- Warn Option Setting jsmith@logo. com Delete
-Customization
Quata Setting
Email Address | Add
Pl | _;I 30 ko ¥ Strikes Unlock Workstation GUT

Fig. 2:1-76 X Strikes Blocking window, Email Alert tab

Set up Email Alert Criteria

1. In the Minutes Past Midnight Before Starting Time
Interval (0-59) field, enter the number of minutes past
midnight that a locked workstation email alert will first be
sent to the specified recipient(s).

2. In the Interval Minutes to Wait Before Sending Alerts
(24 hours) field, enter the number of minutes within the
24-hour period that should elapse between email alerts.

For example, by entering 300 in this field and 30 in the
previous field, if there are any email alerts they will be

sent at 5:30:00 AM, 10:30:00 AM, 3:30:00 PM, 8:30:00
PM, and at midnight when the time interval is reset.
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To check the time(s) the email alert is scheduled to occur,
click the Display Sending Time button to open The
Daily Schedule pop-up window that shows the alert time
schedule in the (HH:MM:SS) format:

x|
1:47:00 PM -~ l
1:45:00 Ph
1:48:00 Ph
1:50:00 Ph
1:51:00 Ph
1:52:00 Ph
1:53:00 Ph
1:54:00 Ph
1:55:00 Ph
1:56:00 Ph
1:57:00 Ph
1:55:00 Ph
1:58:00 Ph
2:00:00 Ak j
-
Cloze |
Java Applet Window

Fig. 2:1-77 The Daily Schedule pop-up window

Click Close to close the pop-up window.

3. Click Save to save the field entries.

Set up Email Alert Recipients

1. Enter the Email Address of an individual who will
receive locked workstation email alerts.

2. Click Add to include the email address in the Current
Email Alerts list box.

NOTE: The maximum number of email alert recipients is 50. If
more than 50 recipients need to be included, 8e6 recommends
setting up an email alias list for group distribution.
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Remove Email Alert Recipients

1. Select the email address(es) from the Current Email
Alerts list box.

2. Click Delete to remove the email address(es) from list.

Logon Accounts

Click the Logon Accounts tab to display Logon Accounts:

HOME

SYSTEM

GROUP LIBRARY

REPORTING

HELF GUIT

ﬁ Syskem
Contral
- Network
--dhdministrator
Secure Logon
--Diagnostics
--dlert
--Patch
Mode
-duthertication
- MIC Made
BackupRestore
-Resst
- EMMP
Hardhware Failure Detection
g S ing

= o

- Warn Option Setting

-Customization
Quata Setting

[T E——

Configuration | Ernail lert  L0JON ACCOUNES | Categories |
Logon Accounts
System>X Strikes Blocking>Logon Accounts
Current Users
Current Accessible Users:

ryoung

= Enakle |
Disahle = |

Delete |

Paszword
Confirtm Passward

Add Account

Username

Currert Un-Accessible Users:

tiones

Go ko ¥ Strikes Unlock Workstation GUT

Fig. 2:1-78 X Strikes Blocking window, Logon Accounts tab

Set up Users Authorized to Unlock Workstations

1. Enter the Username of a staff member who is authorized
to unlock workstations.

2. Enter the user's password in the Password and Confirm
Password fields, using eight to 20 characters and at
least one alpha character, one numeric character, and
one special character. The password is case sensitive.

160
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3. Click Add to include the username in the Current Acces-
sible Users list box.

NOTE: When an authorized staff member is added to this list, that
username is automatically added to the Current Un-Accessible
Users list box in the Logon Accounts tab of the Real Time Probe
window.

Deactivate an Authorized Logon Account

To deactivate an authorized user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Disable to move the username to the Current Un-
Accessible Users list box.

Delete a Logon Account

To delete a user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Delete.

& WARNING: By deleting a logon account, in addition to not being
able to unlock workstations, that user also will be removed from
the list of users authorized to create real time probes. (See
Chapter 4: Reporting screen, Real Time Probe for information on

setting up and using real time probes.)
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Categories

Click the Categories tab to display Categories:

— HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —
ﬁ Syskem
= Configurat\onl Ernail Alertl Logon Accounts  Categories I
Contral
- HNetwork Categories
-ddministrator System=>X Strikes Blocking>Categories
=t L
fecure .ogon "Mo Strike" Categories "Strike" Categories
--Diagnostics
et ALLOWA = Child Pornography
-Patch BLOCK Pornographyfadutt Cortent
Marle Explicit Art
-duthertication Generic M
- NIC Mode Google Chat
BackupRestare Google Talk €
ICCr and Al
RC ¥
Mesbo
-
(P TYR Y —
Qe LI_I
-Customization
Quata Setting
K | Go bo i Strikes Unlock Workstation GLT

Fig. 2:1-79 X Strikes Blocking window, Categories tab

Set up Categories to Receive Strikes or No Strikes

1. Select library categories from the “No Strike” Categories
list box.

2. Click the right arrow (>) to move the selected library cate-
gories to the “Strike” Categories list box.

TIP: Use the left arrow (<) to move selected “Strike” Categories to
the “No Strike” Categories list box.

3. Click Apply to apply your settings.

NOTE: Library categories in the “Strike” Categories list box will
only be effective for filtering profiles with the X Strikes Blocking
Filter Option enabled.
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Go to X Strikes Unlock Workstation GUI

When the global administrator clicks Go to X Strikes
Unlock Workstation GUI, either the Re-login window or the
X Strikes Unlock Workstation pop-up window opens.

Re-login window

The Re-login window opens if the user’s session needs to
be validated:

£ Re-login =10 ]

You're asked to re-login because yvour zession has
timed aut or the ProxyBlocker server has been
restarted. Flease fill in the login information

Username

Pazzweord

Cancel |

Jawva Applet ‘Window
Fig. 2:1-80 Re-login window

1. Enter your Username.
2. Enter your Password.

3. Click OK to close the Re-login window and to re-access
the ProxyBlocker console.
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X Strikes Unlock Workstation

The following information displays in the X Strikes Unlock
Workstation pop-up window: IP Address, User Name, and
Expire Date/Time of currently locked workstations.

£ PronyBlocker - X Strikes Blocking

Current "Locked" Workstations:

X Strikes Unlock Workstation

IP Address

User Name

10104271

lishnson

1010127 2

fjackson

10104273

mhenr:

Email Addiress ta be SubscribedUnsubscribecd:

Java Applat Window

(o] %]
Expire Datefime
07417 08:49:37
0747 03:06:30
Hever Expires
Unlack:
Subscribe Unsubscribe

Fig. 2:1-81 X Strikes Unlock Workstation window

NOTE: An authorized staff member can click a link in an email
alert, or type in http://x.x.x.x:88/XStrike.html in the address field
of a browser window—in which “x.x.x.x” is the IP address of the
ProxyBlocker—to view locked workstation criteria.

Unlock a Workstation

To unlock a specified workstation:

1. Select that workstation from the grid.
2. Click Unlock.
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Set up an Email Address to Receive Alerts

To send locked workstation information to a designated
administrator:

1. Enter the email address in the Email Address to be
Subscribed/Unsubscribed text box.

2. Click Subscribe.

Remove an Email Address from the Alert List

To remove an administrator's email address from the naotifi-
cation list:

1. Enter the email address in the Email Address to be
Subscribed/Unsubscribed text box.

2. Click Unsubscribe.

Close the Pop-up Window

Click the “X” in the upper right corner of the pop-up window
to close the window.
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Warn Option Setting

Warn Option Setting window

The Warn Option Setting window displays when Warn
Option Setting is selected from the navigation panel. This
feature lets a global administrator specify the number of
minutes for the interval of time in which a warning page will
redisplay for the end user who accesses a URL in a library
category with a Warn setting for his/her profile. If the end
user accesses another URL in a category with a Warn
setting, the warning page displays again and will continue to
redisplay for the interval of time specified, as long as the
end user's browser is open to any URL with a Warn setting.

I HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

ﬁ Sysh i i
S system Warn Option Setting
Cortrol System>Warn Option Setting
 hetwork Details
- Administrator
- Secure Logon Warn Lite Time (minutes) |1 0

- Disgnostics
Alert
--Patch
- hlode
Authentication
- NIC Mode
-Backup/Restore
Reset
- ShMP
Hardwiare Faiure Detection

-Guats Setting

. u
Fig. 2:1-82 Warn Option Setting window

NOTE: See the Warn Page Customization window in this chapter

for information on customizing text in the warning page that
displays for end users.
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Specify the Interval for Re-displaying the Warn page

1. In the Warn Life Time (minutes) field, by default 70
displays. Enter the number of minutes (1-480) to be used
in the interval for re-displaying the warning page for the
end user.

2. Click Apply to enable your setting.
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Customization

Customization includes options to customize settings for
HTML pages that display for end users who execute a
command that triggers the associated pop-up window to
open. Click the Customization link to view a menu of sub-
topics: Common Customization, Authentication Form, Lock
Page, Block Page, Warn Page, Profile Control, Quota Block
Page, Quota Notice Page.

O — HOME

@ System
Cortrol
- Metwork
- ddministrator
--Secure Logan
Diagnostics
- Alert
~Patch
Mads
- duthentication
- HIC Mode
BackupRestare
-~ Reset
ShMP
- Hardware Failure Detection
- Strikes Blocking
Wiarn Option Setting

tion

SYSTEM GROUP LIBRARY REPORTING HELP auIT

Cota Semg Common Customization
Authentication Form
Lock Page
Block Page
Warn Page
Profile Cortral
Guota Block Page
Guata Motice Page

KT IE— |

“& £

The Systern section is comprised of windows used by the global administrator to 2
configure and maintain the R3000 server to authenticate users, and to filter, log, or
block specified Internet content for each user based on an applied filtering profile.

2,
BSYSTEM A -

Display Help Topics forthe System section

Alistof rain topics displays in the navigation panel atthe et of the screen. Main
topics in this section include the following: Control settings, Metwork settings,
Administrator account inforrmation, Diagnostics, Alert setup, Patch procedures,
Synchronization, Operation Mode, Authentication settings, MIC Mode, BackupiRestore
operations, Reset settings, Radius Authentication Settings, SMMP, Hardware Failure
Detection (for RI000H units anly), ¥ Strikes Blocking, Warn Option Setting, and
Customization. NOTE: [fthe synchronization featurs is used and an R3000 is setup
= fet mode to synchronize both profile and library setting changes, the
Eatures will not be available: Authentication, Radius Authentication

[ Strikes Blocking, orWarn Option Setling topics and any associated

election to choose a main topic fram this [st, or to view a menu of
T applicable. When atopic or sub-topic is selected, the designated
that topic or sub-topic displays in the right panel.

any window, mouse-over the " symbol to view information about that
press F1. Press Fa to refresh the console.

For additional infarmation about this current section of the cansole, click the link
beneath the Systemn banner toview Help Topics.

Ta havigate to anather section of the consale, click the bution stthe top ofthe screen =

Fig. 2:1-83 System screen, Customization menu

NOTE: Refer to the 8e6 ProxyBlocker Authentication User Guide
for information on using the Authentication Form Customization

window.

8e6 TecHNOLOGIES, PRoXxYBLockeR User GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Common Customization window

The Common Customization window displays when
Common Customization is selected from the Customization
menu. This window is used for specifying elements to be
included in block, lock, profile, and warning pages, and/or
the authentication request form the end user will see.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

=
= P
5 System Common Customization
~ontrol System>Ci ization>Common C
- Htwork Details
- doministrator
Secure Lagon Username Display = On i Off
- Disgnostics
At IP Address Display = on i OFf
~Patch Cateqary Display * on i Off
- Mode
Authertication Elocked URL Display * On i OFF
- MIC Made "
Copyright Display & on i OFf
-BackupRestore
-Resst Title Display + On i Off
ShIMP .
-Hardware Failure Detection Help Display @ on O off
-+, Strikes Blocking Help Link Text IHELP
Warn Option Setting Help Link URL |http:Nwww.836.comitachsuppart)’daniadresponse‘htm\
g ustomization
- Guota Setting Submission Review Display = on  off
Submission Email Address Iadm\n@cumpany.:um
_I Restore Default | Apphy I
4 I »

Fig. 2:1-84 Common Customization window

By default, in the Details frame all elements are selected to
display in the HTML pages, the Help link points to the FAQs
page on 8e6's public site that explains why access was
denied, and a sample email address is included for adminis-
trator contact information. These details can be modified, as
necessary.
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Enable, Disable Features

1. Click “On” or “Off” to enable or disable the following
elements in the HTML pages, and make entries in fields
to display customized text, if necessary:

Username Display - if enabled, displays “User/
Machine” followed by the end user’s username in block
and lock pages

IP Address Display - if enabled, displays “IP” followed
by the end user’s IP address in block and lock pages

Category Display - if enabled, displays “Category”
followed by the long name of the blocked category in
block pages

Blocked URL Display - if enabled, displays “Blocked
URL” followed by the blocked URL in block pages

Copyright Display - if enabled, displays 8e6 Proxy-
Blocker copyright information at the footer of block and
lock pages, and the authentication request form

Title Display - if enabled, displays the title of the page
in the title bar of the block and lock pages, and the
authentication request form

Help Display - if enabled, displays the specified help
link text in block and lock pages, and the authentica-
tion request form. The associated URL (specified in
the Help Link URL field described below) is accessible
to the end user by clicking the help link.

NOTE: If enabling the Help Display feature, both the Help Link
Text and Help Link URL fields must be populated.

170

Help Link Text - By default, HELP displays as the help
link text. Enter the text to display for the help link.
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* Help Link URL - By default, http.//www.8e6.com/tech-
support/deniedresponse.html displays as the help link
URL. Enter the URL to be used when the end user
clicks the help link text (specified in the Help Link Text
field).

« Submission Review Display - if enabled, displays in
block pages the email address of the administrator to
receive requests for a review on sites the end users
feel are incorrectly blocked. The associated email
address (specified in the Submission Email Address
field described below) is accessible to the end user by
clicking the click here link.

NOTE: If enabling the Submission Review Display feature, an

email address entry of the designated administrator in your orga-
nization must be made in the Submission Email Address field.

* Submission Email Address - By default, admin
@company.com displays in block pages as the email
address of the administrator to receive feedback on
content the end user feels has been incorrectly
blocked. Enter the global administrator's email
address.

2. Click Apply to save your entries.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Lock Page Customization window

The Lock Page Customization displays when Lock Page is
selected from the Customization menu. This window is used
with the X Strikes Blocking feature, and lets you customize
text in the lock page end users will see when attempting to
access Internet content blocked for their profiles, and their
workstations are currently locked. Entries saved in this
window display in the customized lock page, if these
features are also enabled in the Common Customization
window, and the X Strikes Blocking feature is enabled.

NOTE: See X Strikes Blocking window in this chapter for informa-
tion on using the X Strikes Blocking feature.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

=
S system Lock Page Customization
_E:R:Z'rk System>C ization>Lock Page C
o Details
- ddministrator
- Secure Logon Header [wsammne:
Diagnostics
- Alert Description our Internet privieges have been temporarily suspended
- Patch
- Made
- duthentication
RIC Macle:
g:zl;:lp.ﬁes‘mre Explanation Dizplay & on O aff
=l
-~ Hardwate Failure Detection
¥ Strikes Blocking

Restore Default Preview | Apply |

1
Fig. 2:1-85 Lock Page Customization window

@ TIP: An entry in any of the fields in this window is optional.
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Edit Entries, Setting

1. Make an entry in any of the following fields:
* |n the Header field, enter a static header to be
displayed at the top of the lock page.

 In the Description field, enter a static text message to
be displayed beneath the lock page header.

Any entries made in these fields will display centered in
the customized lock page, using the Arial font type.

2. At the Explanation Display field, by default “On” is
selected. This setting displays the reason the workstation
is locked beneath the text from the Description field. Click
“Off” to not have the explanatory text display in the lock

page.
3. Click Apply.

@ TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Lock Page

1. Click Preview to launch a separate browser window

containing a sample customized lock page, based on
entries saved in this window and in the Common
Customization window:

/J 86 ProxyBlocker - Microsoft Internet Explorer _iof x|

Fle Edt View Favortes Tools Help ‘

dmtack - = - (@[3 A} | Qoearch [HFevorites veda (B | 5N S A - 5

Address |Ej http: /200, 10,100, 75:81 fegiflock.cgiPIP=111, 111,111,111 &5ER=Yaur%20NameaPreview=on | @ HLmbs ”|
WARNING! HELP
Your Internet privileges have been I ily

“ou have been denied aceess according to your organization's Intemet Usage Policy. A5 a result, your Intemet privileges were
temporarily suspended for a total of 30 minutes,

UserMachine: “vour Mame
[CREEREEREERET]

For assistance, contact your Administrator

6 ProxyBlocker provided by Sef Technologles. Copyright 2007 . Allrights reserved.

SN

€] pone [ [ I mternet
Fig. 2:1-86 Sample Customized Lock Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

 IP field - The user’s IP address displays.

By default, the following standard links are included in

the lock page:

« HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.
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» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

2. Click the “X” in the upper right corner of the window to
close the sample customized lock page.

TIP: If necessary, make edits in the Lock Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample lock page.

Block Page Customization window

The Block Page Customization window displays when Block
Page Customization is selected from the Customization
menu. This feature is used if you want to display customized
text and include a customized link in the block page end
users will see when attempting to access Internet content
blocked for their profiles. Entries saved in this window
display in the customized block page, if these features are
also enabled in the Common Customization window.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

=
O system Block Page Customization
Cortral System>C ization>Block Page Ci
- hetwork Details
- ddministrator
'EFDU"ES\EDQD” Header IACCESS DEMIED!
.AEgnnD - nternet access to the requested website has been denied based on
-Pgtch our user profile and organization's Internet Usage Policy.
Mode Description
- duthentication
- HIC Mode
Backup/Restore Link Text I
-~ Reset
- SHMP Link URL |
- Hardware Failure Detection
- Strikes Blocking
Wiarn Option Setting
izstion
- izuota Setting
. _>| Restore Default Preview: | Apply I

Fig. 2:1-87 Block Page Customization window
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NOTE: See Appendix C: Create a Custom Block Page for infor-
mation on creating a customized block page using your own
design.

TIP: An entry in any of the fields in this window is optional, but if
an entry is made in the Link Text field, a corresponding entry must
also be made in the Link URL field.

Add, Edit Entries

1. Make an entry in any of the following fields:
* |In the Header field, enter a static header to be
displayed at the top of the block page.

 In the Description field, enter a static text message to
be displayed beneath the block page header.

* Inthe Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

Any entries made in these fields will display centered in
the customized block page, using the Arial font type.

2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Block Page

1. Click Preview to launch a separate browser window
containing a sample customized block page, based on
entries saved in this window and in the Common
Customization window:

/J 8e6 ProxyBlocker - Microsoft Internet Explorer -10] x|
Fle Edt View Favortes Tools Help |
dmtack - = - (@[3 A} | Qoearch [HFevorites veda (B | 5N S A - 5

Address [{€] http:/J200.10.100 75:81 feqiblock. cqirURL=http: ffwiw. test.comfBIP=11 1111, 111,11 1BCAT=Block%20CateqoryBUSEF ¥] (¥ Go “Lmks ”‘
ACCESS DENIED! HELP.
Internet access to the requested website has been denied hased on your user profile and
organization's Internet Usage Policy.
UserMachine: Your Mame
P 11110111111
Category: Black Category
Blocked URL:  hitp: v 85t coms
For further options, click here.
To submit this blocked site for review, click here. For assi contact your
Gef PraxyBlocker provided by Be6 Technologies. Copyright 2007 . Al rights reserved
| &) Done [ [ |4 miemet v

Fig. 2:1-88 Sample Customized Block Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

 IP field - The user’s IP address displays.

» Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.

* Blocked URL field - The URL the user attempted to
access displays.
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By default, the following standard links are included in
the block page:

* HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

By default, these links are included in the block page
under the following conditions:

* For further options, click here. - This phrase and link
is included if any option was selected at the Re-
authentication Options field in the Block Page Authen-
tication window. Clicking this link takes the user to the
Options window.

NOTE: See the Options page in the Block Page Authentication
window sub-section for information on options that display in the
Options window.

+ To submit this blocked site for review, click here. -
This phrase and link is included if an email address
was entered in the Submission Email Address field in
the Common Customization window. Clicking this link
launches the user’s default email client. In the compo-
sition window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.

2. Click the “X” in the upper right corner of the window to
close the sample customized block page.

@ TIP: If necessary, make edits in the Block Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample block page.
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Warn Page Customization window

The Warn Page Customization window displays when Warn
Page is selected from the Customization menu. This
window is used with the Warn Option Setting feature, and
lets you customize text in the pop-up window end users will
see if attempting to access a URL in a library category set
up with a Warn setting for his/her profile. Entries saved in
this window display in the warning page, if these features
are also enabled in the Common Customization window,
and the Warn setting is applied to any library category or
category group.

(j NOTE: See Warn Option Setting window in this chapter for more
information about this feature.

— HOME SYSTEM GROUP LIBRARY REFPORTING HELF QUIT —_—
@ —
S system Warn Page Customization
+ ontrol System>C| ization>¥Warn Page C
- Metwork. Details
Ackninistrator etal
"'EECUTE Logon Header IWARNING!
...;;anomcs he wwebsite you are attempting to vist may violate your Scceptable
-Patch =e Policy. You can click continue to visit the site or click cancel to not
Made Description coess the requested site. Al Internet traffic is logged and reported.
--Authertication
- MIC Made
-BackupRestore Link Text I
Reset
- ShP Link URL |
-~ Hardware Failure Detection
¥ Strikes Blocking
. _DI Restore Default Preview | Apply I
X |

Fig. 2:1-89 Warn Page Customization window

@ TIP: An entry in any of the fields in this window is optional.
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Add, Edit Entries

1. Make an entry in any of the following fields:
* |n the Header field, enter a static header to be
displayed at the top of the warning page.

 In the Description field, enter a static text message to
be displayed beneath the warning page header.

* |n the Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

Any entries made in these fields will display centered in
the customized warning page, using the Arial font type.

2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Warning Page

1. Click Preview to launch a separate browser window
containing a sample customized warning page, based on
entries saved in this window and in the Common
Customization window:

7} 8e6 PronyBlocker - Microsoft Internet Explorer _[Of x|
J Fle Edit ‘iew Favorites Tools Help |
J Bk - = - D fat | Qisearch  [GFavorkes  {HHistory | By S - =
| Address [, tost comjatP=111,111, 11,1 118CAT=Warm®20Catagory&SER=Vourh20NameaPrevien=v | (@G0 |J Links **
=
WARNING! HELP
The website you are attempting to visit may violate your Acceptable Use Policy. You can click
continue to visit the site or click cancel to not access the requested site. All Internet traffic is
logged and reported.
UserMachine: ‘Your Name
IP: 111 111411 111
Category: WWarn Category
Blocked URL:  http: (e test.coms
Continue Cancel
To submit this warned site for review, click here. For assistance, contact your Administrator.
Gefi ProxyBlocker provided by Sef Technologies. Copyright 2007. Al rights reserved
[~
& |4 trtermet Vi

Fig. 2:1-90 Sample Customized Warning Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.
 IP field - The user’s IP address displays.

» Category field - The name of the library category that
warned the user about accessing the URL displays.

* Blocked URL field - The URL the user attempted to
access displays.
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By default, the following standard links are included in
the warning page:

* HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

The following buttons are included in the warning page:

» Continue - Clicking this button closes the warning
page and takes the user to the URL he/she requested.
The number of minutes specified in the Warn Option
Setting window determines when/if this warning page
will redisplay for the user. If the user has his/her
browser open to that URL for the number of minutes—
or more—specified for the time interval, this warning
page will redisplay, and the user must click this button
once more in order to continue accessing the URL.

NOTE: If using the Real Time Probe feature, in the Real Time
Information box the Filter Action column displays “Warn” for the
first time the user saw the warning window and clicked Continue,
and “Warned” for each subsequent time the warning window
opened for the user and he/she clicked Continue.

» Cancel - Clicking this button returns the user to the
previous URL.

By default, this link is included in the warning page under
the following conditions:

« To submit this warned site for review, click here. -
This phrase and link is included if an email address
was entered in the Submission Email Address field in
the Common Customization window. Clicking this link
launches the user’s default email client. In the compo-
sition window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.
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2. Click the “X” in the upper right corner of the window to
close the sample customized warning page.

TIP: If necessary, make edits in the Warn Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample warning page.
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Profile Control window

The Profile Control window displays when Profile Control is
selected from the Customization menu. This window is used
with the Override Account feature, and lets you customize
text in the pop-up window end users with override accounts
will see when logging into their override accounts. Such
accounts give authorized users access to Internet content
blocked for other end users. Entries saved in this window
display in the profile control pop-up window, if these
features are also enabled in the Common Customization
window, and override accounts are set up for designated
end users.

NOTE: See Override Account window in the Group section for
more information about this feature.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

=
= System Profile Control

Cortrol System>Customization=Profile Control
- Metvwork i
Details

- ddministrator
~Secure Logon Header Profile Cartral
-Disgnostics
At eep this window open for your override accourt to remain active

- Patch
Made Warning Text
- duthentication
- HIC Mode
BackupRestare
-~ Reset
- ShP
- Hardware Failure Detection
- Strikes Blocking

Restore Default | Apply |

1 —
Fig. 2:1-91 Profile Control window

@ TIP: An entry in any of the fields in this window is optional.
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Edit Entries

1. Make an entry in any of the following fields:

* |n the Header field, enter a static header to be
displayed at the top of the profile control pop-up
window.

+ In the Warning Text field, enter a static text message
to be displayed at the bottom of the pop-up window.

2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.

NOTE: For a sample profile control pop-up window, see Option 3
from the Options page section of the Block Page Authentication
window.
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Quota Block Page Customization window

The Quota Block Page Customization window displays
when Quota Block Page is selected from the Customization
menu. This window is used for making customizations to the
quota block page the end user will see if he/she has a quota
time limit set for a passed category in his/her profile and has
attained or exceeded that limit.

HOME

SYSTEM

GROUP LIBRARY REPORTING HELF QuIT

ﬁ System
- iControl
Metwork
ddministratar
Secure Logon
- Diagnostics
Alert
Patch
- hlode
- duthentication
RIC Macle:
-~ BackupRestore
-~ Reset
- SIMP
-~ Hardwate Failure Detection
¥ Strikes Blocking
Wil ioh Setting
...~ -

O 1

Quota Block Page Customization
System=>Customization>Quota Block Page Customization

Details

Header Jauora BLock
'ou have exceeded the category gquota for your current profile. The
ehsite you requested has been denied.

Description

Uik Test |

Link URL |

Restore Detautt | Previgw: | Apphy I

Fig. 2:1-92 Quota Block Page Customization window

@ TIP: An entry in any of the fields in this window is optional.

NOTE: For more information about quotas, see the Quota Setting
window in this chapter.
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Add, Edit Entries

1. Make an entry in any of the following fields:
* In the Header field, enter a static header to display at
the top of the quota block page.

 In the Description field, enter a static text message to
be displayed beneath the header.

* |n the Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

Any entries made in these fields will display centered in
the customized quota block page, using the Arial font

type.
2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Quota Block Page

1. Click Preview to launch a separate browser window

containing a sample customized quota block page,
based on entries saved in this window and in the
Common Customization window:

-} 8e6 ProxyBlocker - Microsoft Internet Explorer ~1olx|
File Edt View Favortes Tooks Help | o
) p | @ ) 3 I
€ RS lﬂ @ ;) | - search < ¢ Favorites {“ = )
Audress [ hitp:}/200. 10, 100,755 fogifquata.cofURL=hitp:f v best. com{edP=111. 111,111 1118CAT=Cuota%20Categor 7 | (£ 60 ‘ Links >

QUOTA BLOCK

You have exceeded the category quota for your current profile. The website you requested
has been denied.

Category: Guota Category
Requested URL:  hitp: v test.com/

P A1 A1 11 111
UserMachine: “Your Name

For assi: contact your Admini: .
8.6 ProxyBlocker provided by 826 Technologies. Copyright 2007. &1l rights reserved

~[EE

€] 0one [T T [ miernet
Fig. 2:1-93 Sample Customized Quota Block Page

By default, the following data displays in the Category
frame:

» Category field - The name of the library category that
blocked the user from accessing the URL displays.

* Requested URL field - The URL the user attempted to
access displays.

 IP field - The user’s IP address displays.

* User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in
the quota block page:

» HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.
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» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

2. Click the “X” in the upper right corner of the window to
close the sample customized quota block page.

TIP: If necessary, make edits in the Quota Block Page Customi-
zation window or the Common Customization window, and then
click Preview in this window again to view a sample quota block
page.

Quota Notice Page Customization window

The Quota Notice Page Customization window displays
when Quota Notice Page is selected from the Customiza-
tion menu. This window is used for making customizations
to the quota notice page the end user will see if he/she has
a quota time limit set for a passed category in his/her profile
and has used 75 percent of the allotted time in that category.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT :

=
S systen Quota Notice Page Customization

'ﬁ;’:":zlk System>Customization>Quota Notice Page Customization

ddministratar Details
Secure Lagon Header JenoTa nomice

- Diaghostics

dilart 'ou are nearing the category quota for your profile. “ou will
Pstch e blocked from further scoess to this category when the

- Made Description ucta is excesded

-Authentication

- MIC Morde

-~ BackupRestore Link Text I
Reset

o ShMP Link URL |

-~ Hardware Failure Detection
X Strikes Blocking Guiots Percertage Display @ on O o

-Warn Option Setting

ization

--Guata Sefting

. _>| Restore Detault | Preview | Apply I

Fig. 2:1-94 Quota Notice Page Customization window
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@ TIP: An entry in any of the fields in this window is optional.

NOTE: For more information about quotas, see the Quota Setting
window in this chapter.

Add, Edit Entries

1. Make an entry in any of the following fields:

* In the Header field, enter a static header to display at
the top of the quota notice page.

* In the Description field, enter a static text message to
be displayed beneath the header.

* |n the Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

Any entries made in these fields will display centered in
the customized quota notice page, using the Arial font
type.

2. By default, the Quota Percentage Display is enabled,
indicating the percentage of quota used by the individual
will display in the quota notice page. Click “Off” to not
display this information in the quota notice page.

3. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Quota Notice Page

1. Click Preview to launch a separate browser window
containing a sample customized quota notice page,
based on entries saved in this window and in the
Common Customization window:

<2} Beb PronyBlocker - Microsoft Internet Explorer —1al x|
Fle Edt WVew Favorltes Tools Help | o
) -6 - p | @ s ) . g oL b
W Bk - () lﬂ @ ;) | - search ¢ Favorites 7] ‘ = oR
Address @ http1//200, 10,100, 75:8 L fegijquota,cqif IRL=http:fummy. test com/&CAT=Quata%20CategoryBQh=REPreview=on = | [£J G0 ‘ Links

You are nearing the category quota for your profile. You will be blocked from further access
o this category when the quota is exceeded.

75% of quota limit has been exceeded
Category: Guota Category
Requested URL:  hitp:fivvvvw test.com?

P:
UserMachine:

Cortinue

For assi: contact your .
8ef ProxyBlocker provided by 826 Technologies. Copyright 2007 &1l rights reserved

~[EE

€] 0one [T T [ miernet
Fig. 2:1-95 Sample Customized Quota Notice Page

By default, the following data displays in the Category
frame:

» Category field - The name of the library category
containing a URL the user accessed—that triggered
the quota notice—displays.

* Requested URL field - The URL the user accessed—
that triggered the quota notice—displays.

 IP field - The user’s IP address displays.

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in
the quota notice page:
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» HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

The following button is included in the quota notice page:
» Continue - Clicking this button closes the quota notice
page and takes the user to the URL he/she requested.

2. Click the “X” in the upper right corner of the window to
close the sample customized quota notice page.

TIP: If necessary, make edits in the Quota Block Page Customi-
zation window or the Common Customization window, and then
click Preview in this window again to view a sample quota block

page.
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Quota Setting

Quota Setting window

The Quota Setting window displays when Quota Setting is
selected from the navigation panel. This window lets a
global administrator configure URL hits that—along with
quotas specified in filtering profiles—determine when a user
will be blocked from further accessing URLs in a library
group/category. This window is also used for resetting
qguotas so that users who have maxed-out their quota time
will regain access to a library group/category with a quota

time limit.
o HOME | SYSTEM GROUP | LIBRARY  REPORTING HELP QUIT
|
B Systemn Quota Setting

~Control System>Quota Setting

- Metwark Details

- Slrinistratar

Secure Logon Secands Per Hit: 10

~Diagnostics
- Alert
Patch
~Modle:
~Authertication
~MNIC Mode
~-BackupiRestore
Reset
- SNMP
-~Hardware Failure Detection
X Strikes Blocking
~\Wiarn Option Setting
-Customization
. g

] —

Centralize Hits on Source: [T

Quota Reset

Current Reset Time(s)

Reset Nawe
Remove

ey Reset Time (HH:MR) IDD 'I IDD 'I Al

Fig. 2:1-96 Quota Setting window

@ TIP: After making all configuration settings in this window during
this session, click Apply.
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Configure Quota Hit Settings

Enter the number of Seconds Per Hit to indicate how much
time will be applied towards a “hit” (URL access) in any
category with a quota. The defaultis 710 seconds per hit. The
entry in this field combines with the minutes entered in the
quota from the filtering profile to determine the amount of
time the end user can access URLs in the specified passed
library group/category in that profile.

A quota can be set for an amount of time ranging from one
minute to 1439 minutes (one day minus one minute). A hit
can be set for an amount of time ranging from one second to
3600 seconds (one hour).

As an example of how a quota works in conjunction with
hits, if a quota is set to 10 minutes and the number of
seconds per hit is set to 10 seconds, then the user will be
blocked from accessing URLs in the library group/category
when 60 hits are made to that category—i.e. 600 seconds
(10 minutes) divided by 10 seconds.

NOTE: The Centralize Hits on Source field is greyed-out since all
hits are centralized on this unit.

TIP: After making all configuration settings in this window during
this session, click Apply.

Reset Quotas

Quotas are automatically reset at midnight, but also can be
manually reset on demand or scheduled to be reset at
specific times each day.

Reset Quotas Now

Click Reset Now to reset all quotas to zero (“0”). Users
currently blocked from accessing URLs because of a quota
time limit will now be able to access URLs in any library/
group category with a quota.
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Set up a Schedule to Automatically Reset Quotas
A schedule can be set up to reset all quotas at the appointed
hour(s) / minute(s) each day.

1. At the New Reset Time (HH:MM) field:

» Select the hour at which the quota will be reset (“00” -
“23”)

» Select the minute at which the quota will be reset (“00”
- “59”)

2. Click Add to include this reset time in the Current Reset
Time(s) list box.

TIP: Repeat steps 1 and 2 for each quota reset time to be sched-
uled. After making all configuration settings in this window during
this session, click Apply.

Delete a Quota Reset Time from the Schedule

1. Select the quota reset time from the Current Reset
Time(s) list box.

2. Click Remove to remove the quota reset time from the
list box.

@ TIP: After making all configuration settings in this window during
this session, click Apply.
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Quota Notice page

When the end user has spent 75 percent of time in a quota-
restricted library group/category, the quota notice page
displays:

3 Quota Notice - Microsoft Internet Explorer =] 3]
| Fle Edi vew Favories Took Help |

| dmeak - = - @D [A A | Disearch [aFavortes Wveda (B | By S = -

| Address I@http:ﬁZUD.10‘100‘75Jsquuatanotice.html | e “Llnks ”‘

|

You are nearing the category quota for your profile. You will be blocked from further access
to this category when the quota is exceeded.

75% of quota limit has been exceaded
Category: Health/Fitness
Requested URL:  http: v halyfitness.cam

IP: 2001010075
User Machine:

Ciortinue

For assi contact your
826 ProxyBlocker provided by 825 Technologies. Copyright 2007. Al rights reserved

NIEN

|€] pone [ | a4 meemet
Fig. 2:1-97 Sample Quota Notice Page

By default, the following fields display:

+ Category field - Name of the library category with the
most hits.

* Requested URL field - The URL that triggered the Quota
Notice page.

* [P field - The end user’s IP address.

» User/Machine field - The username displays for the NT/
LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in the
quota notice page:
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» HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site may
have been denied.

+ 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

The end user can decide whether or not to access the
requested URL. By clicking Continue, the user is redirected
to the original requested site.

Quota Block page

When the end user has spent 100 percent of time in a
quota-restricted library group/category, the quota block

page displays:

i

| Fle Edi vew Favories Took Help |

| dmeak - = - @D [A A | Disearch [aFavortes Wveda (B | By S = -

| address [@] http:fr200. 10.100.75:81/quotablock htrl | e “Llnks ”‘
=

You have exceeded the category quota for your current profile. The website you requested
has been denied.

Category:  Gambling
Requested URL:  Hitp:ifwwrwv.gambling comi

IP: 2001010075
UserMachine:

For assi contact your
886 ProxyBlocker provided by Sis6 Technologless. Copyright 2007. Al rights ressrved

NIEN

|&] pore [ [ 4 mkernet
Fig. 2:1-98 Sample Quota Block Page

Once receiving a quota block page, the end user will not be
able to access content in that library group/category until the
quota is reset.
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By default, the following fields display:

» Category field - The name of the library category that
triggered the quota block page displays.

* Requested URL field - The URL the user attempted to
access displays.

» |P field - The user’s IP address displays.

* User/Machine field - The username displays for the NT/
LDAP user. This field may be blank for the IP group user.

By default, the following standard links are included in the
quota block page:

* HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site or
service may have been denied.

+ 8eb6 Technologies - Clicking this link takes the user to
8e6’s Web site.
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Chapter 2: Group screen

The Group screen is comprised of windows and dialog
boxes used for adding IP groups and/or NT/LDAP domains,
and for creating filtering profiles for IP/NT/LDAP groups and
their members.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

Eraup

A
Global Group i
% P N 'ﬁ"r"\ ‘
BGROUP A - N

Display Help Topicsforthe Group section

Fig. 2:2-1 Group screen

For the IP group branch, the global administrator creates
master IP groups. For each master IP group, the designated
group administrator creates sub-groups and individual IP
members, and adds and maintains their filtering profiles.

For the NT and LDAP domain branches, the global adminis-
trator must first set up authentication in order to enable the
NT/LDAP branch(es). For each domain, the administrator
then sets up and maintains groups, and creates filtering
profiles for groups and users.
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The navigation panel at the left of the screen contains a hier-
archical list of groups set up in a tree format. At the root of
this tree is Group. The main branches of this tree include:
Global Group and IP, followed by NT and LDAP if authenti-
cation is enabled.

Double-click the branch of your selection to display the list
of groups/domains previously added to that branch. Keep
double-clicking items in the tree list to view additional items.

Click an entity in the tree list to view a menu of topics or
actions that can be performed for that entity.

NOTES: Information on NT and LDAP groups can be found in the
8e6 ProxyBlocker Authentication User Guide.

Information on creating filtering profiles for IP groups can be
found in the Group Administrator Section of this user guide.
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Global Group

Global Group includes options for creating and maintaining
groups. Click the Global Group link to view a menu of sub-
topics: Range to Detect, Rules, Global Group Profile, Over-
ride Account, Minimum Filtering Level, and Refresh All.

HOME SYSTEM GROUP LIBRARY REPORTING HELP G e} e |
| e

\
Range to Detect \ \ P
Rules /;:‘ gt L ‘ ==

Global Group Profile

Overtide Account = Group section

Miritnurn Fitering Level comprised of windows and dialog boxes used for adding and =

Refresh all IF groups or MNTILDAP domains, and for creating filtering profiles
Tar gqronp s ane neers andior containers, if using LDAP).

Forthe IP group option, the global administrator creates master IP groups. Within
each individual group, the desighated group administrator adds sub-groups and
individual IP mernbers, and creates their filtering profiles

Far NT andfior LDAF dornaing, the global administeator must first set up
authentication in the Systern section in order to enable NT/LDAF options. The
administrator then adds the domain in this section, sets up and maintains NTILDAP
groups, and creates fitering profiles for groups and users

The control panel atthe left ofthe screen contains a hierarchical list of groups setup
in & tree farmat. At the root of this tree is Group. The main branches ofthe tree
include: Global Group and IP group, followed by NT and LDAP if authentication is
enabled. NOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will only include the Global Group branch ofthe tree, and group administeators
will not have access to any hranches ofthe tree

Double-click the branch of your selection to display the list of groupsidomaing
previously added to that branch. Keep double-clicking items in the tree list to view
additional iterns

Fig. 2:2-2 Group screen, Global Group menu
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Range to Detect window

The Range to Detect window displays when Range to
Detect is selected from the Global Group menu. This
window is used for defining segments of network traffic to be
detected by the ProxyBlocker. Service ports that should be
open—ignored by the ProxyBlocker—are also defined in
this window.

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QUH )

Range to Detect Settings
Group=Glohal Group>Range to Detect Settings
Current Ranges

and dst net

lisrc or dst port 62))
lisrc net 200,10,150,63124 and dst net 200,10,160,43132 and not st host Add
200.10.150.22 and not dst net 200.10.150.63/24 and not dst port 64)

linot src host 100,10,130,22)

10.0.0{16 and not {dst port

if{src host 100.10.150.130)) Modify
ii(src host 5.4.3.2 or src host 5.4.3.3))

lisrcnet 210.50,11,33)

(src et 100.10.15,33) (RemEyR

Mandatory Settings I

Manciatary Settings

ot (host 1.2.3.4 or host 200.10.10075)
ot (host 1.2.3.5)
cp

Fig. 2:2-3 Range to Detect Settings window, main window

The main window (Fig. 2:2-3) lets you add segments to the
network, or modify or remove existing segments. The
Current Ranges list box includes a list of segments previ-
ously added using this feature. The Mandatory Settings tab
provides examples of settings that can be made.
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Add a Segment to the Network

To add a segment to be detected on the network:

1. Click Add to go to the next page:

. HOME SYSTEM GROUP LIBRARY REFPORTING HELF QUIT

Range to Detect Settings
Group>Global Group>Range to Detect Settings
Ranye to Detect Setup Wizard

This wizard will help guide wau through the steps needed ko establish
a filtering rule that the ProwyBlocker will use when filkering traffic, Click on
"Start the Setup Wizard" in order ko begin the Setup Wizard,

Start the Setup Wizard
Advanced Settings Window
Opening the Advanced Settings Window allows a user to enter their settings manually,
This option requires knowlege of bcpdump syntax. Mok recommended For those users unfamiliar
with network settings.
Adwanced Settings

Fig. 2:2-4 Range to Detect Settings, second window

2. Click one of the following buttons to select the procedure
for adding the segment:

» Start the Setup Wizard - clicking this button takes you
to the Range to Detect Setup Wizard. Follow the
instructions in the Range to Detect Setup Wizard sub-
section to complete the addition of the segment on the
network.

¢ Advanced Settings - clicking this button takes you to
the Range to Detect Advanced Settings window.
Follow the instructions in the Range to Detect
Advanced Settings sub-section to complete the addi-
tion of the segment on the network.
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Range to Detect Setup Wizard

Click the Start the Setup Wizard button to display Step 1 of
the Range to Detect Setup Wizard. The Wizard is
comprised of six steps. An entry is required in Step 1, but
not in Steps 2 - 5. Settings made using the Wizard are saved
in Step 6.

Step 1

In this step you define the source IP address(es) to be
filtered.

HOME Y ETEM GROUP LIBRARY REFPORTING HELFP auIT

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 1 - Source IPs to Detect

Source IP

10.10,10.0/24

Modify
Remave

IP | Netmask. | ! I

Calculakor |
Individual 1P Add

Mext Cancel |

Fig. 2:2-5 Range to Detect Setup Wizard, Step 1

Since the first four pages of the Wizard contain the same
fields and buttons, instructions provided for this step are not
repeated for Steps 2 - 4.

1. Choose the appropriate option for entering the IP
address(es):
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* IP/ Netmask - use these fields to specify a range of IP
addresses

* Individual IP - use this field to enter a single IP
address

2. Click Add to include the segment in the list box above.

NOTE: To modify the segment, select it from the list box and click
Modify to move the segment to the field(s) below for editing. To
remove the segment, select it from the list box and click Remove.

3. Click Next to go to the next page of the Wizard.

NOTE: Click Cancel to be given the option to return to the main
Range to Detect Settings window.
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Step 2: Optional

In this step you define the destination IP address(es) to be

filtered.

NOTE: By making entries in Destination IP fields, traffic will be
restricted to the range specified in the Source IP and Destination
IP frames. This reduces the load on the ProxyBlocker, thus
enabling it to handle more traffic.

; HOME

SYSTEM GROUP LIBRARY REFORTING HELF QuUIT
Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 2 - Destination IPs to Include for D
Destination IP
10.10.10.43/32
Madify
Remave
1P { Netmask !
Calculatar |
Individual IP Add
Back. | Mext | Cancel

Fig. 2:2-6 Range to Detect Setup Wizard window, Step 2

NOTE: For Steps 2-6, click Back to return to the previous page of

the Wizard.
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Step 3: Optional

In this step you define the source IP address(es) to be
excluded from filtering.

S —— HOME SYSTEM GROUP LIBRARY REFORTING HELF i]UIT me—

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 3 - Source IPs to Exclude from Detection

Use the text figlds belaw in orderto enter the Source IP(s) that the ProxyBlocker
should exclude from filtering.

Ezample Input:

5.5.5.4030
5551628
5.5.5.90
[
Source IP
10.10.10.34
Madify
Remave
1P Nistmask | x| A
Calculator |
Individual IP
Back. I hext | Cancel

Fig. 2:2-7 Range to Detect Setup Wizard window, Step 3
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Step 4: Optional

In this step you define the destination IP address(es) to be
excluded from filtering. Any entries from the list box in Step
1 automatically display in the list box above.

NOTE: By making entries in Destination IP fields, traffic will be
restricted to the range specified in the Source IP and Destination
IP frames. This reduces the load on the ProxyBlocker, thus
enabling it to handle more traffic.

HOME

SYSTEM GROUP LIBRARY REPORTING HELF QUIT .

Range to Detect Setup Wizard
Group>=Global Group>Range to Detect Setup Wizard
Step 4 - Destination |IPs to Exclude from Detection

=

Destination IP
10.10.10.0/24

Madify

Remove
1P| Metmask [ |[ess.zsszssn = add

Calculator |

Individual IP add

Back. I et Cancel

Fig. 2:2-8 Range to Detect Setup Wizard window, Step 4
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Step 5: Optional

In this step you enter destination port numbers to be
excluded from filtering.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 5 - Destination Ports to Exclude from Detection

KN

Destination Port

Bt

Remove |

Individual Fort l—

Back. I hext | Cancel

Fig. 2:2-9 Range to Detect Setup Wizard window, Step 5

1. In the Individual Port field, enter the port number to be
excluded from filtering.

2. Click Add to include the entry in the list box above.

NOTE: To remove the port number, select it from the list box and
click Remove.

3. Click Next to go to the last page of the Wizard.
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Step 6

In this final step of the Wizard you review your entries and

make modifications, if necessary.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

Range to Detect Setup Wizard

Step 6 - Recap

Group>Global Group>Range to Detect Setup Wizard

Source IP

Include 1P

10.10.10.0/24 Modify |

Destination IP
Include 1P

0101043132 | paadfy |

Destination Port
Exclude Port

Exclude IP

Exclude IP

IP / Netmask Calculator

|647 "y |IP,iNetmask|

l[zss.zsszssn x|

Caloulakor |

10.10.10.34 Modify |

10,10, 10.0/24 Modify |

2
i

Cancel

Fig. 2:2-10 Range to Detect Setup Wizard window, Step 6

1. Review the contents in all list boxes.

. Perform one of the following actions:

« click the Modify button to the right of the list box if you
need to make changes. This action takes you to that
page of the Wizard where you make your edits. Click

Next until you return to Step 6.

+ click Finish to accept all your entries. This action takes
you to the main Range to Detect Settings window
where the segment you entered now displays in the

Current Ranges list box.
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Range to Detect Advanced Settings

Click the Advanced Settings button to display the Range to
Detect Advanced Settings window:

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

3

Range to Detect Advanced Settings
Group>=Global Group>Range to Detect Advanced Settings
Range to Detect Advanced Settings

(srcnet 1010100024 and dst net 10.10.10.43/32 and not sre host 10.10.10.34 and not dst
net 10.10.10.0024 and not dst port 64)

1P} Hetmask [ f|255.255.255‘n | caleulator
Apply | Cancel

Fig. 2:2-11 Range to Detect Advanced Settings window

1. Enter the settings in the list box, using the correct syntax.
Refer to the examples above.

@ TIP: Use the Calculator to calculate IP ranges without any over-
laps. Enter the IP address, select the Netmask, and then click

Calculate to display results in the Min Host and Max Host fields.
Click Close to exit.

NOTE: Click Cancel to be given the option to return to the main
Range to Detect Settings window without saving your settings.

2. Click Apply to accept your entries and to return to the
main Range to Detect Settings window.
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Modify a Segment of the Network

To modify a segment:

1. In the main Range to Detect Settings window (see Fig.
2:2-3), select the segment from the Current Ranges list
box.

2. Click Modify to go to the second page (see Fig. 2:2-4).

3. Click one of the following buttons to select the procedure
for modifying the segment:

» Start the Setup Wizard - clicking this button takes you
to Step 6 of the Range to Detect Setup Wizard (see
Fig. 2:2-10). Follow the instructions in the Range to
Detect Setup Wizard sub-section for Step 6.

» Advanced Settings - clicking this button takes you to
the Range to Detect Advanced Settings window (see
Fig. 2:2-11). Follow the instructions in the Range to
Detect Advanced Settings sub-section.

Remove a Segment from the Network

To remove a segment:

1. In the main Range to Detect Settings window (see Fig.
2:2-3), select the segment from the Current Ranges list
box.

2. Click Remove.

212 8e6 TecHNOLOGIES, PROXYBLOCKER USeErR GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: GROUP SCREEN

Rules window

The Rules window displays when Rules is selected from the
Global Group menu. This window is used for adding a
filtering rule when creating a filtering profile for an entity.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT

Rules

Group>Global Group>Rules
Current Rules

lm Mew Rule | Delete Rule |
Rule # IRu\m Save Rule
Rule Description W

Rule Details

Category
Z Category Groups.

| Custom Categoriss
-] Adutt Cortent
~ ] Banduwidth
;l Information Technalog
-] Instart Messaging ()
-] Securit

I Pass | Allow | Varn I Block | Quota

Uncategorized Sites |Pass ™ Overall Quota [OFF IU i

Fig. 2:2-12 Rules window

By default, “Rule1 BYPASS” displays in the Current Rules
pull-down menu. The other choices in this pull-down menu
are “Rule2 BLOCK Porn”, “Rule3 Block IM and Porn”,
“‘Rule4 8e6 CIPA Compliance” (which pertains to the Chil-
dren’s Internet Protection Act), and the “Block All” rule. By
default, “Rule1” displays in the Rule # field, “BYPASS”

displays in the Rule Description field, and Uncategorized
Sites are allowed to Pass.
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View Criteria for a Rule

Select the rule from the Current Rules pull-down menu to
populate the Rule Details frame with settings made for that
rule. If this rule is not an 8e6 pre-defined rule it can be modi-
fied or deleted. A rule that does not yet exist can be added
using any rule in this list as a template, if necessary.

Add a Rule

To create a new rule:

1. Click New Rule to populate the Rule # field with the next
consecutive rule number available.

2. Enter up to 20 characters for a unique Rule Description
that describes the theme for that rule.

3. By default, in the Rule Details frame, all library categories
in the Category Groups tree are set to pass—indicating
that the end user can access URLs in all library catego-
ries. This filter setting is designated by the check mark
inside a green circle in the Pass column.

@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

To change the filter setting for a category group/library
category, double-click the column (Allow, Warn, Block) in
the row corresponding to that category group/library
category to move the check mark to that column:

* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.
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NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

(é) TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

4. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

5. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.
@ TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.
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* The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

6. Click Add Rule to include your rule to the list that
displays in the pull-down menu.

Modify a Rule

After a rule is added, it can later be modified. To make
changes to a rule:

1. Select the rule from the Current Rules pull-down menu.

2. Modify settings for library groups and categories in the
Rule Details frame.

3. Click Save Rule.
Copy a Rule

As a time saving practice, a rule can be used as a basis
when creating another similar rule. To copy a rule:

1. Select the rule to be copied from the list of Current
Rules.

2. Click New Rule to populate the Rule # field with the next
available rule number, and to activate the Rule Descrip-
tion field.

3. Enter up to 20 characters for a unique Rule Description
that describes the theme for that rule.

4. Modify settings for library groups and categories in the
Rule Details frame.
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5. Click Save Rule.
Remove a Rule

To delete a rule:
1. Select the rule from the Current Rules pull-down menu.
2. Click Delete Rule.
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Global Group Profile window

The Global Group Profile window displays when Global
Group Profile is selected from the Global Group menu. This
window is used for viewing/creating the global (default)
filtering profile that will be used by all users on the network
unless a unique filtering profile is created for an entity. Click
the following tabs in this window: Category, Port, Default
Redirect URL, and Filter Options. Entries in these tabs
comprise the profile string for the global group.

----------- — HOME | SYSTEM | GROUF | LIBRARY | REPORTING | HELP | QUIT | ———=

Category | port | Defaul Redirect URL | Fiker Optians

Category Profile

Group>Global Group>Category Profile
Group: Global Group Current Profile: Custam Profile

Available Filter Levels
Custom Profile 'I

Rule Details
Categary I Pass | Allowe | Wark I Block | Quota
b Category Groups
| Custom Categaries
-] Adult Cortert
-] Bandwicth
-] Information Technolog
] Instant Messaging (M)
-] Securit

Uncategorized Stes  |Pass W Overall Guata IOff et ID Mir
Apply

Fig. 2:2-13 Global Group Profile window, Category tab
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Category Profile

Category Profile displays by default when Global Group
Profile is selected from the Global Group menu, or when the
Category tab is clicked. This tab is used for assigning filter
settings to category groups/library categories for the global
group profile.

By default, “Custom Profile” displays in the Available Filter
Levels pull-down menu, and Uncategorized Sites are
allowed to Pass.

Create, Edit a List of Selected Categories

For the category portion of the global group filtering profile,
in the Rule Details frame all library categories in the Cate-
gory Groups tree are set to pass, except “Child Pornog-
raphy” and “Pornography/Adult Content”—indicating that
the end user can access URLs in all other library categories.
This filter setting is designated by the check mark inside a
green circle in the Pass column for all category groups
except Adult Content.

@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

1. To change a category group/library category filter setting,
double-click the column (Allow, Warn, Block) in the row
corresponding to that category group/library category to
move the check mark to that column:

» Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.
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* Block - URLs in this category will be blocked.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

@ TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

2. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

3. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.

@ TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.
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NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

» The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

4. Click Apply to apply your settings at the global level.
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Port

Port displays when the Port tab is clicked. This tab is used
for blocking access to specified ports for the global filtering

profile.
B HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT
g Grou - Category Port I Default Redirect URL | Filker Options

b ¥4 1clobal Group

-gi P Port

Group>Global Group>Port
Block Port(s)

60

Port Add Remove

Apply

Fig. 2:2-14 Global Group Profile window, Port tab

Create, Edit a List of Service Ports

All service ports are filtered by default. To block a service
port from being accessed by global filtering profile users:

1. Enter the port number in the Port field.

2. Click Add. Each port number you add displays in the
Block Port(s) list box.

3. Click Apply to apply your settings at the global level.
To remove a port number from the list box:

1. Select the port number.
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2. Click Remove.

3. Click Apply to apply your settings at the global level.
Default Redirect URL

Default Redirect URL displays when the Default Redirect
URL tabis clicked. This tab is used for specifying the URL to
be used for redirecting users who attempt to access a site or
service set up to be blocked for the global filtering profile.

B HOME Y ETEM GROUP LIBRARY REFPORTING HELFP auIT

Categary | Port Defauk Redrect URL | Fiker Optians

Default Redirect URL
Group>Global Group>Default Redirect URL

Specify aredirect URL:

= Default Elock Page

7 Authentication Request Form

' Custam URL: I

Fig. 2:2-15 Global Group Profile window, Default Redirect URL tab

Create, Edit the Redirect URL

1. Specify the type of redirect URL to be used: “Default
Block Page”, “Authentication Request Form”, or “Custom

URL".

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.
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2. Click Apply to apply your settings.

Filter Options

Filter Options displays when the Filter Options tab is clicked.
This tab is used for specifying which filter option(s) will be
applied to the global group filtering profile.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

Categary | Port | Default Redirect LRL Fiter Options |

Filter Options
Group>Global Group=Filter Options

Filter Options
[¥ % Strikes Blocking
¥ Google/Yahoo! iAsk.comiA0L Safe Search Enforcement
[ Search Engine Keyword Filker Control
¥ URL Keyword Filter Control
I~ Extend URL Keyword Filter Contral

Fig. 2:2-16 Global Group Profile window, Filter Options tab

Create, Edit the Filter Options

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the global group filtering profile: “X Strikes
Blocking”, “Google/Yahoo!/Ask.com/AOL Safe Search
Enforcement”, “Search Engine Keyword Filter Control”,
“URL Keyword Filter Control”. If URL Keyword Filter
Control is selected, the “Extend URL Keyword Filter
Control” option can be selected.

2. Click Apply to apply your settings.
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X Strikes Blocking

With the X Strikes Blocking option enabled, an end user who
attempts to access inappropriate sites on the Internet will be
locked out from his/her workstation after a specified number
of tries within a fixed time period.

@ NOTE: See the X Strikes Blocking window in Chapter 1: System
screen for information on setting up the X Strikes Blocking
feature.

Google/Yahoo!/Ask.com/AOL Safe Search Enforcement

With the Google/Yahoo!/Ask.com/AOL Safe Search
Enforcement option enabled, Google, Yahoo!, Ask.com,
and AOL’s “strict” SafeSearch Filtering option will be used
whenever end users perform a Google, Yahoo!, Ask.com, or
AOL Web search or Image search.

& WARNINGS: This feature is not compatible with the proxy envi-
ronment as it will cause overblocking.

An inappropriate image will only be blocked if that image is
included in 8e6’s library or is blocked by Google, Yahoo!,
Ask.com, or AOL.

If this option is used in conjunction with the X Strikes Blocking
feature and a user is performing an inappropriate Google,
Yahoo!, Ask.com, or AOL Image search, the number of strikes
that user will receive is based upon the amount of time it will take
for unacceptable Google, Yahoo!, Ask.com, or AOL images
returned by the query to load on the page. The user will receive
only one strike if all inappropriate images load within the toler-
ance time range of a given strike.
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Search Engine Keyword Filter Control

With the Search Engine Keyword Filter Control option
enabled, search engine keywords can be set up to be
blocked. When a user enters a keyword in the search
engine, if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of 8e6
supplied library categories and custom library categories.

NOTES: Search engine keyword filtering relies on an exact
keyword match. For example, if the word “sex” is set up to be
blocked, but “sexes” is not set up to be blocked, a search will be
allowed on “sexes” but not “sex”. However, if the word “gin” is set
up to be blocked, a search on “cotton gin” will be blocked since
the word “gin” is blocked.

To set up search engine keywords in a Search Engine Keywords
window, see the following sections of this user guide for the spec-
ified library type:

» 8e6 Supplied Categories - see Chapter 3: Library screen,
Search Engine Keywords window in this section.

» Custom Categories - see the Group Administrator Section,
Chapter 2: Library screen, Search Engine Keywords window.
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URL Keyword Filter Control

With the URL Keyword Filter Control option enabled, URL
keywords can be set up to be blocked. When a user enters
a keyword in the address line of a browser window, if that
keyword has been set up to be blocked, the user will be
denied access to that site or service. URL keywords are
entered in the URL Keywords window of 8e6 supplied
library categories and custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after the
"?" character in a URL.

/\j NOTE: To set up URL keywords in a URL Keywords window, see
the following sections of this user guide for the specified library

type:

» 8e6 Supplied Categories - see Chapter 3: Library screen, URL
Keywords window, in this section.

» Custom Category - see the Group Administrator Section,
Chapter 2: Library screen, URL Keywords window.

& WARNING: If this feature is activated, use extreme caution when
setting up URL keywords for filtering. If a keyword that is entered
in a browser’s address window contains the same consecutive
characters as a keyword set up to be blocked, users will be
denied access to URLs that are not even within blocked catego-
ries. For example, if all URL keywords containing “sex” are
blocked, users will not be able to access a non-pornographic site
such as http:.//www.essex.com.
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Override Account window

The Override Account window displays when Override
Account is selected from the Global Group menu. This

window is used for creating an override account that allows
an IP group user to bypass settings at the minimum filtering
level. A user with an override account will be able to access

categories and service ports blocked at the minimum

filtering level.

HOME SYSTEM GROUP LIBRARY REFORTING

QuIT

Override Account
Group>Global Group=Override Account
Account Details

Name fomin
Password anwnm

Confirm Password Fﬂmnﬁm

Add

Current Accounts

tjones

ViewiModiFy |
Remave: |

Fig. 2:2-17 Override Account window
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NOTES: A user can have only one override account. If an over-
ride account was previously created for a user in a master IP
group, only that override account will be effective, unless that
account is deleted from the IP group. See the Override Account
window in Chapter 1 of the Group Administrator Section for infor-
mation on setting up an override account for a user in an IP

group.

See Appendix D: Override Pop-up Blockers for information on
how a user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.

Add an Override Account

To create an Override Account profile:

1.

In the Account Details frame, enter the username in the
Name field.

Enter the Password.

. Make the same entry again in the Confirm Password

field.

. Click Add to include the username in the list box of the

Current Accounts frame, and to open the pop-up window
containing the Current Accounts name as well as tabs to
be used for specifying the components of the override
account profile.

Click each of the tabs (Rule, Redirect, Filter Options) and
specify criteria to complete the override account profile.
(See Category Profile, Redirect URL, and Filter Options
in this sub-section for information on the Rule, Redirect,
and Filter Options tabs.)

. Click Apply to activate the override account.

. Click Close to close the pop-up window.
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Category Profile

The Rule tab is used for creating the categories portion of
the override account profile.

Modify Dverride Accounts x|

Override Account

Current Accounts
smith ﬂ
Rule | Redrect | Fiter options |
Category Profile
Group>Global Group>Category Profile
Available Filter Levels Minimum Filtering Level
Rule0 Mirirnutn Filtering Level ¥ l (Child Pornography =
Explicit Art
(Ohscene/Tasteless ;I
Rule Details
Category | Pass I Allowe | Warm | Block | Guota I
* | Category Groups -
- J Custom Categories
] Adutt Cortert
[ Bancwidth
- J Information Technology
;l Instart Messaging (M)
-] Securit
[|
Uncategorized Sites IPass VI Overall Quata IOff | |0 Min
Apply Close

Java Applet Window

Fig. 2:2-18 Override Account pop-up window, Rule tab

To create the category profile:

1. Select a filtering rule from the available choices in the
Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the
Category Groups tree.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

230 8e6 TecHNOLOGIES, PROXYBLOCKER USeErR GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: GROUP SCREEN

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
Block) in the row corresponding to that category group/
library category to move the check mark to that column:

* Pass - URLs in this category will pass to the end user.

* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.

(é) TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not

” W

yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:
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* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.

TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

* The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue
creating the override account profile, or click Close to
close the pop-up window and to return to the Override
Account window.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting the user if he/she attempts to access a site or
service set up to be blocked.

Modify Override Accounts x|

Override Account
Current Accounts
ismith

L]

Rule Redirect | Filter Optlunsl

Redirect URL
Group>Global Group>Redirect URL
Redirect URL

Specify a redirect URL:

i+ Default Block Page

& Authertication Request Form

7 Custom LRL:

Apply Close

Java Applet Window

Fig. 2:2-19 Override Account pop-up window, Redirect tab

1. Specify the type of redirect URL to be used: “Default

Block Page”, “Authentication Request Form”, or “Custom
URL".

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. The user will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings to the override account
profile.
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3. Click the Filter Options tab to continue creating the over-
ride account profile, or click Close to close the pop-up
window and to return to the Override Account window.

Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the override account profile.

Modify Dverride Accounts x|

Override Account
Current Accounts
ismith

KN

Fule | Redirect Filter Options |
Filter Options

Group>Global Group=Filter Options
Filter Options
¥ ¥ Strikes Blocking
¥ Google/¥ahoo! issk comiaol Safe Search Enforcement
[~ search Engine Keyword Filter Control
[~ URL Keyword Filker Control

[~ Extend URL Keyword Filter Contral

Apply Close

Jawva Applet Window

Fig. 2:2-20 Override Account pop-up window, Filter Options tab

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the override account filtering profile:

» “X Strikes Blocking” - With the X Strikes Blocking
option enabled, if the user attempts to access inappro-
priate sites on the Internet, he/she will be locked out
from his/her workstation after a specified number of
tries within a fixed time period.
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NOTE: See the X Strikes Blocking window in Chapter 1: System
screen for information on setting up the X Strikes Blocking
feature.

* “Google/Yahoo!/Ask.com/AOL Safe Search Enforce-
ment” - With the Google/Yahoo!/Ask.com/AOL Safe
Search Enforcement option enabled, Google, Yahoo!,
Ask.com, and AOL’s “strict” SafeSearch Filtering
option will be used whenever the end user performs a
Google, Yahoo!, Ask.com, or AOL Web search or
Image search.

& WARNING: If this option is used in conjunction with the X Strikes
Blocking feature and a user is performing an inappropriate
Google, Yahoo!, Ask.com, or AOL Image search, the number of
strikes that user will receive is based upon the amount of time it
will take for unacceptable Google, Yahoo!, Ask.com, or AOL
images returned by the query to load on the page. The user will
receive only one strike if all inappropriate images load within the
tolerance time range of a given strike.

» “Search Engine Keyword Filter Control” - With the
Search Engine Keyword Filter Control option enabled,
search engine keywords can be set up to be blocked.
When the user enters a keyword in the search engine,
if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords
are entered in the Search Engine Keywords window of
8e6 supplied library categories and custom library
categories.
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NOTE: To set up search engine keywords in a Search Engine
Keywords window, see the following sections of this user guide
for the specified library type:

» 8e6 Supplied Categories - see Chapter 3: Library screen,
Search Engine Keywords window.

» Custom Categories - see the Group Administrator Section,
Chapter 2: Library screen, Search Engine Keywords window.

* “URL Keyword Filter Control” - With the URL Keyword
Filter Control option enabled, URL keywords can be
set up to be blocked. When the user enters a keyword
in the address line of a browser window, if that keyword
has been set up to be blocked, the user will be denied
access to that site or service. URL keywords are
entered in the URL Keywords window of 8e6 supplied
library categories and custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after
the "?" character in a URL.
NOTE: To set up URL keywords in a URL Keywords window, see
the following sections of this user guide for the specified library
type:

» 8e6 Supplied Categories - see Chapter 3: Library screen, URL
Keywords window.

» Custom Category - see the Group Administrator Section,
Chapter 2: Library screen, URL Keywords window.

2. Click Apply to apply your settings to the override account
profile.

3. Click Close to close the pop-up window and to return to
the Override Account window.
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Edit an Override Account

Change the Password

To change an override account’s password:

1.

6.
7.

In the Current Accounts frame, select the username from
the list box.

. In the Account Details frame, enter the username in the

Name field.

. Enter the new Password.

. Make the same entry again in the Confirm Password

field.
Click View/Modify to open the pop-up window.
Click Apply.

Click Close to close the pop-up window.

Modify an Override Account

To modify an override account:

1.

In the Current Accounts frame, select the username from
the list box.

. Click View/Modify to open the pop-up window.

. Click the tab in which to make modifications (Rule, Redi-

rect, Filter Options).

. Make your edits in this tab and in any other tab, if neces-

sary.
Click Apply.

. Click Close to close the pop-up window.
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Delete an Override Account

To delete an override account:

1. In the Current Accounts frame, select the username from
the list box.

2. Click Remove.

Minimum Filtering Level window

The Minimum Filtering Level window displays when
Minimum Filtering Level is selected from the Global Group
menu. This window is used for establishing the minimum
filtering level that will apply to all users who belong to a
group, and to any group using a filtering profile other than
the global (default) filtering profile.

The minimum filtering level is created by making selections
from the list of library categories and service ports. These
settings can be bypassed if a user has an override account.

NOTE: See the Override Account window in this chapter and in
Chapter 1 of the Group Administrator Section for more informa-
tion about override accounts.

Click the following tabs in this window: Category, Port, and
Min. Filter Bypass. Entries in the Category and Port tabs
comprise the profile string for the minimum filtering level.

Minimum Filtering Categories

Minimum Filtering Categories displays by default when
Minimum Filtering Level is selected from the Global Group
menu, or when the Category tab is clicked. This tab is used
for making selections from the list of library categories, and
specifying whether each of these selected categories will be
opened or blocked at the minimum filtering level.
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B HOME SYSTEM GROUP LIBRARY REPORTING HELP QUI'I_'

g Group

% category | port | Min. Fiter Bypass |
P

Minimum Filtering Categories
Group=Global Group>Minimum Filtering Categories

[

Rule Details

Category | Pass | Block

|| Categiory Groups
[#- | Custom Categories @

B[ | Adult Content
| Bandwvicth
[¥- | Information Technolog
;l Instart Messaging (M)
[#- | Securit

Apply |

Fig. 2:2-21 Minimum Filtering Level window, Min. Filtering Categories

By default, “Child Pornography” and “Pornography/Adult
Content” are assigned a Block filter setting, and all other
active library categories are set to Pass. Filter settings are
designated by the check mark inside a green circle in the
Pass or Block column.

@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.
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Create, Edit Minimum Filtering Categories

To create the categories portion of the minimum filtering
level profile:

1. Double-click the column (Pass, Block) in the row corre-
sponding to that category group/library category to move
the check mark to that column:

* Pass - URLs in this category will pass to the end user.

* Block - URLs in this category will be blocked.

TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

2. Click Apply to apply your settings for the minimum
filtering level.
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Port

Port displays when the Port tab is clicked. This tab is used
for blocking access to specified ports at the minimum
filtering level.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

g Eroup
x Category FOrt | Min, Fiter Bypass
P Y=lobal Group aory I 4P I

[ -1m Port
Group>Global Group>Port
Block Portis)

118

Port Add Remove

Fig. 2:2-22 Minimum Filtering Level window, Port tab

Create, Edit a List of Service Ports

All service ports are filtered by default. To block a service
port from being accessed at the minimum filtering level:

1. Enter the port number in the Port field.

2. Click Add. Each port number you add displays in the
Block Port(s) list box.

3. Click Apply to apply your settings at the minimum
filtering level.

To remove a port number from the list box:
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1. Select the port number.
2. Click Remove.

3. Click Apply to apply your settings at the minimum
filtering level.

Minimum Filtering Bypass Options

Minimum Filtering Bypass Options displays when the Min.
Filter Bypass tab is clicked. This tab is used for specifying
whether users in a master IP group will be allowed to
bypass the minimum filtering level with an override account
or an exception URL.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT

Category | Port  Min. Filter Bypass I

Minimum Filtering Bypass Options
Group:-Global Group:>Minimum Filtering Bypass Options
Override Account

Allowy an Orverride Account bo bypass the Minimum Filkering Level [~ On Save
Exception URL
Allowy an Exception URL to bypass the Minimur Filtering Level [ On Save

Fig. 2:2-23 Minimum Filtering Level window, Min. Filter Bypass tab

NOTE: See the Override Account window and Exception URL
window of the Group screen in the Group Administrator Section
of this user guide for information on setting up an override
account and exception URLs.
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Specify Minimum Filtering Bypass Options

To allow a user to override settings made at the minimum
filtering level:

1. In the Override Account frame, click the “On” checkbox.
Any user who has an override account will be able to
access content blocked at the minimum filtering level.

2. Click Save to apply your settings.

To allow users to bypass exception URLs set up to be
blocked at the minimum filtering level:

1. In the Exception URL frame, click the “On” checkbox.
Users will be able to bypass settings at the minimum
filtering level, if URLs blocked at the minimum filtering
level are set up to be accessed by users.

2. Click Save to apply your settings. (See the Exception
URL window in the Group Administrator Section for more
information.)
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Refresh All

Refresh All Main Branches

From the Global Group menu, click Refresh All to refresh
the main branches of the tree. This action should be
performed whenever authentication has been enabled or
disabled.

If authentication is enabled, when Refresh All is clicked, the
NT and LDAP branches of the tree display. When authenti-
cation is disabled, when Refresh All is clicked only the IP
branch of the tree displays.
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IP

IP includes options for adding a master IP group and to
refresh the tree list. Click the IP link to view a menu of sub-
topics: Add Group, and Refresh.

 HOME | SYSTEM | GROUP  LIBRARY | REPORTING | HELP | QUIT —

w ‘

Global Grau \ . \ 2
P iy )
2GROUP JJ;' *-‘ [ Y @

Display Help Topicsfoarthe Group section

Refresh

The Group section is comprised of windows and dialog boxes used for adding and 2
maintaining master IP groups or NT/LDAP domains, and for creating filtering profiles
for groups and users (andior containers, if using LDAP)

For the IP group option, the global administrator creates master IP groups. Within
each individual group, the designated group administrator adds sub-groups and
individual IP rmembers, and creates their iltering profiles.

Far NT andior LDAP domains, the global administrator rmust first set up
authentication in the Systern section in orderto enable NTILDAP options. The
administrator then adds the domain in this section, sets up and maintains NTILDAP
groups, and creates filtering profiles for groups and users.

The control panel atthe left of the screen contains a hierarchical list of groups setup
in & tree format. Atthe root ofthis tree is Group. The main branches of the tree
include: Global Group and IP group, followed by NT and LDAP if authentication is
enabled. MOTE: Ifthe synchranization feature is used, an R3000 set up in the Target
mode will only include the Glokal Group branch afthe tree, and group administrators
will not have access to any branches of the tree.

Double-click the branch of your selection to display the list of groupsidomainsg b
previously added to that branch. Keep double-clicking iterms in the tree list to view
additional iterns.

Click an entity in the tree listto view a menu of topics or actions that can be
performed for the selected entity.

Fig. 2:2-24 Group screen, IP menu
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Add Group

Add a Master IP Group

From the IP group menu:

1. Choose Add Group to open the Create New Group dialog
box:

x

Group Mame tech

Pazzword FEEREEEE

Canfirtm Passwoard EEETEELE

(603 I Cancel

|Java Applet Wwindow
Fig. 2:2-25 Create New Group box

2. Enter up to 20 characters for the Group Name.

NOTES: The name of the master IP group must be less than 20
characters; cannot be “IP”, “NT”, or LDAP”, and cannot contain
spaces. The first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I” (exclamation point),
“?” (question mark), "&" (ampersand), "*" (asterisk), “““ (quotation
mark), "" (apostrophe), "" (grave accent mark), "~" (tilde), "A"
(caret), "_" (underscore), "|" (pipe), "/" (slash), "\", (backslash)",
"\\" (double backslashes), "(" (left parenthesis), ")" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "]" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>” (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

3. Enter the Password, and re-enter it in the Confirm
Password field, using eight to 20 characters and at least
one alpha character, one numeric character, and one
special character. The password is case sensitive.
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4. Click OK to add the group to the tree.

NOTE: Information on defining the group and its members and
establishing their filtering profiles can be found in the Group
Administrator Section of this user guide.

Refresh

Refresh IP Groups

From the IP group menu, click Refresh whenever changes
have been made in this branch of the tree.
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Chapter 3: Library screen

The Library screen is comprised of windows and dialog
boxes used for adding and maintaining library categories.
Library categories are used when creating or modifying
filtering profiles.

. HOME SYSTEN GROUP LIBRARY REPORTING HELP auIT

ﬁl Library
Updates
- Library Lookup

- Categary Weight System S LIBRARY -

o NNTP Mewsgroup
- Category Groups Display Help Topics forthe Librany section

Fig. 2:3-1 Library screen

A list of main topics displays in the navigation panel at the
left of the screen: Updates, Library Lookup, Category
Weight System, NNTP Newsgroup, and Category Groups.

Click Updates to display a menu of sub-topics: Configura-
tion, Manual Update, Additional Language Support, Library
Update Log, and Emergency Update Log.

Click Library Lookup, Category Weight System, or NNTP
Newsgroup to select that topic.

To view the list of category groups, double-click Category
Groups to open the tree list. Double-click a category group
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envelope—any envelope except Custom Categories—to
view 8e6 supplied library categories for that group. Click a
library category topic to view a menu of sub-topics for that
library category item: Library Details, URLs, URL Keywords,
and Search Engine Keywords.

To maintain a custom category, click Custom Categories
and select either ALLOW or BLOCK to view a menu of sub-
topics for that library category item: Library Details, URLs,
URL Keywords, and Search Engine Keywords.

[‘3 NOTES: See Appendix A in the Appendices Section for the URL

to the page that provides a list of 8e6 supplied library categories.
See Appendix B for information on messages that display in the
Library Update Log window.

Instant Messaging library categories only include Library Details
and URLs sub-topics.
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Updates

Updates includes options for making configurations for
library category activities. Click the Updates link to view a
menu of sub-topics: Configuration, Manual Update, Addi-
tional Language Support, Library Update Log, and Emer-
gency Update Log.

HOME SYSTEM GROUF LIBRARY REPORTING HELF L —

- .
RARY® M. -“'J. ~

(<P Library

Manual Update
Additional Language Support

Categrry R e e opics for the Library section
Emergency Lpdate Log section is comprised of windows and dialog boxes used by the global =

and group administrator to add and maintain library categories. Library categories
are used when creating or rmoditving filtering profiles. NOTE: [Tthe synchronization
feature is used, the administrator will only have access to the Updates, Library
Lookup, and CFM topics.

Alist of rmain topics displays in the control panel atthe left of the screen. Main topics
in this section include: Updates, Library Lookup, CFM, Category ¥Weight Systemn,
MNTP Mewsgroup, and Group Category. Group administrators will only see Library
Lookup and Custorn Categories created for that group.

Click Updates to display a menu of sub-topics: Configuration, Manual Update,
Additional Languzage Support, Likrary Update Log, and Emergency Update Log

Click Library Lookup, GFM, Category Weight System, or MNTP Mewsgroup to select
that topic.

Clickthe Group Category topic to open its tree [ist. Double-click 3 group category to

viewy its list of 826 Supplied library categories or customn categories added by the

group administrator. Click a library category to open a menu of sub-topics: Library =
Details, URLs, URL Keywords, and Search Engine Keywards. NOTE: The Se6

Supplied Instant Messaging library categories only contain the sub-topics Likrary

Details and URLs.

To add a customn category, click Custorn Categories and select Add Category, A
custom category should be created ifyou need to add a unique library category that
does not exist in the Se6 Supplied cateqories |ist. =l

Fig. 2:3-2 Library screen, Updates menu
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Configuration window

The Configuration window displays when Configuration is
selected from the Updates menu. This window is used for
making settings to allow the ProxyBlocker to receive 8e6
supplied library category updates on a daily basis.

; HOME

SYSTEM GROUP LIBRARY REPORTING HELF QUIT m—
=l s Configuration
"" o Librany>Updates:>Configuration
orary Loo _p Schedule Time
o Category Weight System
FMNTP Meswsgroup Current automatic update time: Il:DD AM - I Apply
B-Category Groups —I
Proxy Setting
(= Enable (" Disable Apply

Procy Server

Procy Server Port laosu—
Username IUSEHd—
Password IF
Confirm Password IF

Log Level

LogLevel |1 =

Fig. 2:3-3 Configuration window

Set a Time for Updates to be Retrieved

1. In the Schedule Time frame, by default “1:00 am”
displays for the Current automatic update time. At this
pull-down menu, specify the time at which library updates
will be retrieved.

2. Click Apply to apply your setting.
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Optional: Specify a Proxy Server

1.

5.

In the FTP Proxy Setting frame, by default “Disable” is
selected. Click “Enable” if the server is in a proxy server
environment. This selection activates the fields in this
frame.

. By default, proxy.company.com displays as the host

name of the Proxy Server. Enter the host name for the
proxy server in this field.

. By default, userid displays in the Username field. Enter

the username for the FTP account.

Enter the same password in the Password and Confirm
Password fields.

Click Apply to apply your settings.

Select the Log Level

1.

2.

252

In the Log Level frame, select the log level to be used for
specifying the log contents. Log Level 1 includes a
summary of library and software update activity. Log
Level 2 includes detailed information on library and soft-
ware update activity.

Click Apply to apply your settings.
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Manual Update window

The Manual Update to 8e6 Supplied Categories window
displays when Manual Update is selected from the Updates
menu. This window is used for updating specified 8e6
supplied library categories on demand from the update
server, if the ProxyBlocker has not received daily updates
due to an occurrence such as a power outage.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT )

- ”hr Manual Update to 8e6 Supplied Categories
{ Librany>Updates>Manual Update to 8e6 Supplied Categories
o Library Laokup N
Options
o Categary Weight System
- RINTF Nevesaroup " Weekly Update € Patch Update

B “Category Groups

€ Full URL Library Update

Update: Maw

Fig. 2:3-4 Manual Update window

NOTE: The Configuration window should be used for scheduling
the ProxyBlocker to automatically download libraries on a daily
basis.
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Specify the Type of On Demand Update

1. Choose from the following service options by clicking the
corresponding radio button:

* Weekly Update - Select this option to update URL
library categories with additions and deletions, and to
update search engine keywords, newsgroup libraries,
and IM/P2P pattern files. Choose this option to force a
regular update.

* Full URL Library Update - Select this option to update
URL library categories with core library files, and to
update search engine keywords, newsgroup libraries,
and IM/P2P pattern files. Choose this option to replace
the core library files.

¢ Patch Update - Select this option to download new
software updates for the ProxyBlocker, if available.
Any software updates that are downloaded can be
found in the System section of the console, in the Local
Patch window. Using that window, a software update
can be selected and applied.

2. Click Update Now to begin the update process.

TIP: To view update activity, select Library Update Log from the
Updates menu. See Appendix B: Traveler Log Messages for a list
of log file messages from “Traveler.” Traveler is 8e6’s executable
program that downloads updates to your server from 8e6’s main
server.

NOTES: For information on applying software updates, see the
Patch window in Chapter 1: System screen.

For information on viewing the status of downloaded software
updates, see the Patch Update Log window in Chapter 1, and the
Emergency Update Log window in this chapter.
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Additional Language Support window

The Additional Language Support window displays when
Additional Language Support is selected from the Updates
menu. This window is used for including additional 8e6-
supported languages in library downloads.

i HOME S¥STEM GROUP LIBRARY REFORTING HELF auIr )

Additional Language Support
Librany>Updates>Additional Language Support

Library Lookup
Lo Category Weight System Unselected Languages Selecked Languages

~NMTP Newsgroup Chinese-Simplified Chinese-Traditional
Category Groups

(Optional) Select Primary Language: |Chinese-Traditional 'I

Fig. 2:3-5 Additional Language Support window

Select Additional Languages

1. Make a selection from the Unselected Languages list box
and click the right arrow to move that selection to the
Selected Languages list box.

2. Once the Selected Languages list box is populated, the
(Optional) Select Primary Language pull-down menu
includes the language selection(s) in addition to the
default “None” selection.
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To make an optional selection for a primary language,
choose the language from the (Optional) Select
Primary Language pull-down menu.

TIP: To move a language selection back to the Unselected
Languages list box, select the item and then click the left arrow.

3. Click Apply to have URLs from the selected language(s)
included in the library categories.
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Library Update Log window

The Library Update Log window displays when Library
Update Log is selected from the Updates menu. This
window is used for viewing transfer activity of library
updates from the update server to your ProxyBlocker, and
for downloading the activity log.

i HOME SYSTEM GROUF LIBRARY REPORTING HELF QuIT m—

(P Likrary Library Update Log
- T Library>Updates=Library Update Log
Libwary Lookup

“Category Weight Systemn Download Log | i View Log I
B

NMTP Meresgroup
Category Groups ue Feb 20 12:16:05 PST 2007 (18955) Start lbrary reload,

ue Feb 20 12:18:13 PST 2007 {18955) Complete library reload.

ue Feb 20 12:23:08 PST 2007 {30340) Start library reload.

ue Feb 20 12:25:23 PST 2007 (30340) Complete library reload.

ue Feb 20 1<:26:09 PST 2007 {32481) Start library reload.

ue Feb 20 14;23:08 PST 2007 (9335) Start library reload.

ue Feb 20 14;30:32 PST 2007 (9335) Complete library reload,

ue Feb 20 14:54;:07 PST 2007 (28534) Stark lbrary reload,

ue Feb 20 14:57:09 PST 2007 (2121) Start library reload.

ue Feb 20 14:59:19 PST 2007 (2121) Complete library reload,

ue Feb 20 14:59:49 PST 2007 (3074) Downloading full library update:

ue Feb 20 14:59:59 PST 2007 (3074) Full library update has completed,

ue Feb 20 14:59:59 PST 2007 (3074) Final update status: Falled with the Following errors,
o messages encountered:

ailed ta login.

ailed to download impattern.impat. sind

ailed to download ptoppattern. ptoppat.ind

ailed to download proxypattern. proxypat.ind

ailed to download newslist, (Exception)

ue Feb 20 14:59:59 PST 2007 (3074) Traveler has finished running.

ue Feb 20 15:29:52 PST 2007 (8153) Downloading full library update:

ue Feb 20 15:30:03 PST 2007 (8153) Full library update has completed,

ue Feb 20 15:30:03 PST 2007 {5153 Final update status: Failed with the Following errors.
rror messages encountered:

ailed to login.

ailed to download impattern.impat, sind

ailed to download ptoppattern. ptoppat.ind

ailed to download proxypattern.proxypat.ind

ailed to download newslist, {Exception)

Fig. 2:3-6 Library Update Log window

View the Library Update Process

When performing a manual (on demand) library update,
click View Log to display contents from the log file with the
status of the library update. Keep clicking this button to
continue viewing log file data.

NOTE: See Appendix B: Traveler Log Messages for information
about messages that display in the log file.
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Download Log, View, Print Contents

Download the Log

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» A second alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

* In the File Download dialog box, click Save:
x|

Some files can harm your camputer. If the fils infarmation below
lnoks suspicious. or you do not fully trust the source, do not apen ar
save this file.

File name:  update.zip
File type:  WinZip File
From: 2001010075

Woauld you like to open the file or save it to your computer?

Open | Save I Cancel | More Info |

[V Always ask bfors opening this typs of fle

Fig. 2:3-7 Download Log dialog box

This action opens the Save As window:
savens 2|
Savein: [ _mise s eEcE-
et

story EDpatchUpdate.2ip

File name: I j Save I
| Save as type IW\r\Zip File j Cancel |

v

Fig. 2:3-8 Save As pop-up window
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3. Find the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-
tion.

After the file has completely downloaded, the Download

complete dialog box opens:

=l
i ES

— Download Complete

Saved:
update.zip from 200.10.100.75

Downloaded: 435 bytes in 1 sec
Download to: H:%_productshr3000%_mischupdate. zip
Transfer rate: 435 bytes/Sec

[ Close this dialog box when download completes

Open | DpEnFDIdell Cloge I
Fig. 2:3-9 Download Complete box

4. You can now open this file, open the folder where the file
was saved, or close this dialog box.

NOTE: Proceed to View the Contents of the Log for information
on viewing or printing the contents of the log file.

5. Click OK to close the alert box asking you to verify that
the log file was successfully saved to your machine.

View the Contents of the Log

Once the log file has been downloaded to your workstation,
you can view its contents.

1. Find the log file in the folder, and right-click on it to open
the pop-up menu:
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M 1=

Fla ot ew Fwvortes Tods bl =
- - - G| Psewch [iFodes F| 0 08 o | T
umes [ 5w _peoductsly 3000, mise =] e
.- = - | Som [ Typm T exsfim [
H (. Clspechesons Fiz Foider 3112006 7206 PH
E [~ [RET AT TUNE Wi e TR0 410
_misc sl com #3000, server. upkoad cer SKB Seosty Certficse 6
" (e yUgdate g 1K Wi Rl
0 This Foider &5 Dnine, =] ipprotes cont 1KD SO Fle
L 168 CONF e
updatesie Slbeary.conk 1KD GNPl
Wty R reater cond 1 CONFF 10/4/2005 4:27 1
Madfiad: 71 HE006 222 P ) reraschanage b, conf 1El CONF Fis W2E004 10:17 AN
B Bpusipase s BYE Winde Fie
P AU o0 Prsanitation 10,008,003, pct SAMNE Prount PoverPia. ..
Attrbutes: (rornal) F000sthback. g WOND PG Image
é. Sk, o 160K Ao Acrelsat Dex...
TI00sAHTE. B9 MEKD PLG Image
raogeatin g ATINE Aol Srobeh Do
"0adkcover. g AT LG brage
3000k cover o 15O KE  Adube Scrobeh Dec ..
irlll!m{mw ] WK PG bnags
S 3000F b b 16T HE  Adobe Srobak Dec..
umarchoraprmtary. cord 1KE  CONF Fie
148 Winlip Fle
[T —— 168 CONF Fie
Teen: Wil File Siow: 435 byt wiSbytes (O Loca et &

Fig. 2:3-10 Folder containing downloaded file

Choose “Open With” and then select a zip file executable
program such as “WinZip Executable” to launch that
application:

WINZ =
THE ARCHIVE UTILITY FOR WINDOWS
THANK YOU FOR TRYING WINZIPI

Thisis & fully functional unregistered version for evaluation s only.
The registered version doss not display this notice:

Yau can arder the registered wersion anline, by phane, or by mail
Immediate anline delivery is available from v winzip. cam,

View Evaluation License | | Enter Begistation Code... |

1 understand that | may use WinZip only for evaluation
purposes, subiect to the terms of the Evaluation License, and
that any ather use requires payment of the registration fee.

[ lagee | | Quit | [ odeinairia |

Diays Using WirZip 23 Total Auchives Opened: 79
21-day evaluation period has expired

Fig. 2:3-11 WinZip Executable program

3. If using WinZip, click | Agree to open the window

containing the zip file:
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ip (Unregistered) - update.zip

Flle Actions Options  Help

= ]

e WP

HNew Open  Favorites  Add

CEeE 9

Extract  View

Checkout  Wizard

Hame:

[ Tvpe

[ Madified | Size | Ratio |__Packed | Attributes | Path

Open
Add...
Delete. .
Extract...
| ver. |
Select Al
Invert Selection

Virus Scan

Make .Exe File
Ullencode

Test

archive Comment..
CheckOut...

Install) .

File Properties

K|

Text Document

7/17/2006 3:22 PM 798 62% a1

View files In Hiupdate, 2ip

PP 4

Fig. 2:3-12 WinZip window

4. Right-click the zip file to open the pop-up menu, and
choose “View” to open the View dialog box:

Using
" Associated program [NOTEPAD)
% Interal ASCI| text viewsr

x|
Cancel

= Viewer: Help

| =

Fig. 2:2-13 View dialog box

5. Select “Internal ASCI|I text viewer”, and then click View to

open the View window containing the log file contents:

1 ¥iew: updatelog ]3]
on Jul 17 01:46:02 PDT 2006 (3237) Downloading library update: B
Mon Jul 17 01:50:14 FDT 2006 (3237) Library update has completed.

Mon Jul 17 01:50:14 FDT 2006 (4031) Start library reload.

Mon Jul 17 01:50:17 FDT 2006 (3237) Final update status: Update completed with the following

Error messages encountersd:
Checksum verification failed
Checksum verification failed

for SELFDE.urlfile.7days.gz
for SELFDE.wldfile.7days.gz

Mon Jul 17 01:50:17 PDT 2008 (3237) Traveler has finished running.

Mon Jul 17 01:51:54 PDT 2006 (4031) Cowplete library reload.

Mon Jul 17 085:47:06 PDT 2006 (5147) Start library reload.

L Tial 17 N2 AR E1 DNT P00E PE1ARY Mammleta lihrares ralaad hd

i | 3
ok | viewtien | Cinboard Copy | Font Help

Fig. 2:3-14 View window
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Save, Print the Log File Contents

With the log file displaying correctly formatted in WinZip’s
View window, if you wish to save or print the contents of this
file:

1. Click Clipboard Copy, wait for the dialog box to open
and confirm that the text has been copied to the clip-
board, and then click OK to close the dialog box.

2. Open Notepad:

* in Windows XP: Start > All Programs > Accessories >
Notepad

* in Windows 2000: Start > Programs > Accessories >
Notepad

3. Paste the contents from the clipboard into the Notepad
file:

& untitled - Notepad —1al x|

File Edit Format Help

Mon Jul 17 01 4602 PDT 2006 (3237) Downloading library updats: =
Mon Jul 17 01:50:14 PDT 2006 (3237) Library update= has completsd

Mon Jul 17 01.50 .14 PDT 2006 (4031) Start library reload

Mon Jul 17 01°50°17 PDT 2006 (3237) Final update status: Update completed with the
following srrors

Error messages encountersd

Checksum verification failed for SELFDE,urlfile. 7days.gz

Checksum werification failed for SELFDE.wldfile. 7days.gz

Mon Jul 17 01:50:17 PDT 2006 (3237) Traveler has finished running
Mon Jul 17 01:51:54 PDT 2006 (40231) Complete library reload

Mon Jul 17 08:47:06 PDT 2006 (5147) Start library reload

Mon Jul 17 08:48:51 PDT 2006 ({5147) Complete library reload

Mon Jul 17 14:09:13 PDT 2006 ({6261) Start library reload

Mon Jul 17 14:10:51 PDT 2006 (6261) Complete library reload

Fig. 2:3-15 Notepad

The correctly formatted Notepad file can now be saved
and/or printed.
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Emergency Update Log window

The Emergency Update Log window displays when Emer-
gency Update Log is selected from the Updates menu. This
window is used for viewing transfer activity of emergency
software updates from the update server to your Proxy-
Blocker, and for downloading the activity log.

HOME SYSTEM GROUF LIBRARY REPORTING HELF QuIT m—

- L“WV Emergency Update Log

= Library=Updates>Emergency Update Log
Library Lookup

i Category Weight System Download Log | i View Log I

o NNTP Neswsgroup
[ Catenory Groups 'ed Feb 21 04:00:05 PST 2007 (4351 Login error. :I
'ed Feb 21 05:00:03 PST 2007 {15477} Login errar.
'ed Feb 21 06:00:03 PST 2007 {25555) Login error.
'ed Feb 21 07:00:02 PST 2007 {3310} Login error.
'ed Feb 21 08:00:03 PST 2007 {13388) Login error.
'ed Feb 21 09:00;05 PST 2007 (23432} Login error,
'ed Feb 21 10:00;05 PST 2007 {1092) Login error,
'ed Feb 21 11:00;05 PST 2007 (11432} Login errar,
'ed Feb 21 12:00:05 PST 2007 (215000 Lagin errar,
'ed Feb 21 13:00:02 PST 2007 (31573) Login errar,
'ed Feb 21 14:00:06 PST 2007 (9337) Login error,
'ed Feb 21 15:00:05 PST 2007 (19432) FTP error 421
'ed Feb 21 16:00:23 PST 2007 (29505) Lagin errar,
'ed Feb 21 17:00:11 PST 2007 (7269) Login error,
'ed Feb 21 18:00:03 PST 2007 (17343) Login errar.
'ed Feb 21 19:00:05 PST 2007 (27416) Lagin errar.
'ed Feb 21 20:00:03 PST 2007 (5175) Login error.
'ed Feb 21 21:00:03 PST 2007 (15254) Lagin errar.
'ed Feb 21 22:00:05 PST 2007 (25327) FTP error 421
‘ed Feb 21 23:00:02 PST 2007 (3089) FTP errar 421
IThu Feb 22 00:00:12 PST 2007 (13170) FTP error 421
Thu Feb 22 01:00:05 PST 2007 {23296) Login error.
Thu Feb 22 02:00:02 PST 2007 (342) FTP errar 421
[Thu Feb 22 03:00:02 PST 2007 (11150) Lagin error,

[Thu Feb 22 04:00:05 PST 2007 (21224) Login error,
[Thu Feb 22 05:00:02 PST 2007 (31694) Login error,
[Thu Feb 22 06:00:03 PST 2007 (9461) Login error.
[Thu Feb 22 07:00:05 PST 2007 (19535) FTP error 421
Thu Feb 22 08:00:03 PST 2007 {29605) Login error,
Thu Feb 22 09;00:06 PST 2007 {7390) Login error,

Fig. 2:3-16 Emergency Update Log window

View the Emergency Software Update Process

Click View Log to display contents from the emergency
software update log file with the status of the software
update.

NOTES: See Appendix B: Traveler Log Messages for information
about messages that display in the log file.
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Download the Software Update Log File

NOTE: See Library Update Log window for screen shots
pertaining to downloading the software update log file.

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» A second alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

* In the File Download dialog box, click Save; this action
opens the Save As window:

3. Find the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-
tion. After the file has completely downloaded, the Down-
load complete dialog box opens.

4. You can now open this file, open the folder where the file
was saved, or close this dialog box.

5. Click OK to close the alert box asking you to verify that
the log file was successfully saved to your machine.

NOTE: See Library Update Log window for information on
viewing the contents of the log file, and printing and/or saving the
log file contents.
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Library Lookup

Library Lookup window

The Library Lookup window displays when Library Lookup
is selected from the navigation panel. This window is used
for verifying whether a URL or search engine keyword or

keyword phrase exists in a library category, and to remove
it, if necessary.

HOME SYSTEM GROUP LIBRARY REPORTING HELF = auIT

Library Lookup

Library=Library Lookup
kup
st feight Systesn URL Loukup
NMTP Newwsgroup URL
[F-Group Category layboy.com

Search Engine Keyword Lookup
Search Engine Keywiord

Lookup

Lookup Result
Result Category

dult Content:  *

ult Contert: 21 Retnove

Reload Library

Fig. 2:3-17 Library Lookup window
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URL Lookup, Removal

Perform a URL Check

To see if a URL has been included in the library:

1.

In the URL Lookup frame, enter the URL. For example,
enter http://www.playboy.com, playboy.com, or use a
wildcard by entering *.playboy.com. A wildcard entry
finds all URLs containing text that follows the period (.)
after the asterisk (*).

The following types of URL formats also can be entered
in this field:

* IP address - e.g. "209.247.228.221" in http://
209.247.228.221

 octal format - e.g. http\://0106.0125.0226.0322

* hexadecimal short format - e.g. http\://0x465596d2

» hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

+ decimal value format - e.g. http://1180014290

* escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%4 3%54%49%4E %4
7%47%41%4D%45%53.%43%4F %4D

NOTE: The minimum number of wildcard levels that can be
entered is three (e.g. *.yahoo.com) and the maximum number of
levels is six (e.g. *.mail.attachments.message.yahoo.com).

2.

Click Lookup to open the alert box asking you to wait
while the search is being performed.

Click OK to close the alert box and to display any results
in the Result Category list box, showing the long name of
the library category, followed by the URL.
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Remove a URL

To remove the URL:
1. Select the item from the Result Category list box.

2. Click Remove.

Submit an Email to the Administrator

If using a non-Web based email client such as Outlook, you
can send an email to the administrator at your organization
regarding a URL or search engine keyword that appears to
be incorrectly categorized.

1. Select the item(s) from the Result Category list box.
2. Click Email Result.
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Search Engine Keyword Lookup, Removal

Perform a Search Engine Keyword Check

To see if a search engine keyword or keyword phrase has
been included in any library category:

1. In the Search Engine Keyword Lookup frame, enter the
Search Engine Keyword or keyword phrase, up to 75
alphanumeric characters.

2. Click Lookup to display results in the Result Category
list box, showing the long name of all categories that
contain the search engine keyword/phrase.

Remove a Search Engine Keyword

To remove a search engine keyword/phrase from library
categories:

1. After performing the search engine keyword search,
select the categories from the Result Category list box.

2. Click Remove.
Reload the Library

Once all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the ProxyBlocker, 86 recommends
clicking Reload Library only after modifications to all library
windows have been made.
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Category Weight System

Category Weight System window

The Category Weight System window displays when Cate-
gory Weight System is selected from the navigation panel.
This feature lets you choose which category will be logged
and reported for a URL request that exists in multiple cate-
gories (possibly both 8e6 supplied and custom library cate-
gories) with the same operational precedence.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —
(P Library Category Weight System
7-Updates Library>Category Weight System
‘Library Lookup
yste Mo Wigight" Cetegories "Meight" Categories
FMNTP Meswsgroup ALLOW = Child Pornagraphy
[#-Category Groups BLOCK Parnodgraphy/Acutt Contert
Explicit Art Web-hased Proxies/Snonymizers
Generic IM OhsceneMasteless
Google Chat Peer-to-peeriFile Sharing A
Google Talk
ICG and Al fa
IRC w
Meeho
MSH Messager 4
My Space I
FoPo
QG LI

Fig. 2:3-18 Category Weight System window
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View the Current Selections

This window contains two list boxes:

* “No Weight” Categories - Populated with 8e6 supplied
categories

+ “Weight” Categories - Pre-populated by default with cate-
gories 8e6 suggests you might want to use for this
feature.

The contents in each list box, combined with the end user’s
profile, help to determine what will appear in the log for the
end user’s Internet activity.

Method for Weighting Library Categories

The order of operational precedence is: Always Allowed,
Blocked, and Pass.

In the event that an end user attempts to access a URL that
exists in multiple categories, the highest operational prece-
dence would be logged.

If a URL exists in a category that is Always Allowed, as well
as a category set to be Blocked for that user, Always
Allowed would be logged because it holds the highest oper-
ational precedence.

However, if an end user attempts to access a URL set to be
Blocked in several categories, the category with the highest
weighting would be logged.

NOTE: If a URL exists in multiple un-weighted categories of the
same operational precedence, the category logged would be the
first one returned by the ProxyBlocker database. Since there is
no precedence given, the order in which the category is returned
would be random. While it is not necessary to weight all catego-
ries, it is recommended that the categories considered a threat
should be weighted according to your organization's threat
assessment for each category.
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Weighting Library Categories

1. Select the category from the "No Weight" Categories list
box.

TIP: Multiple categories can be selected by clicking each cate-
gory while pressing the Ctrl key on your keyboard. Blocks of cate-
gories can be selected by clicking the first category, and then
pressing the Shift key on your keyboard while clicking the last
category.

2. Use the right arrow to move the selection to the "Weight"
Categories list box.

TIP: To remove categories from the “Weight” Categories list box,
select the ones you wish to remove and use the left arrow to
move them to the “No Weight” Categories list box.

Once the “Weight” Categories list box is populated with
categories you wish to include, select a category and use
the arrow keys to "weight" it against other categories.

TIP: There are four arrow keys to the right of the “Weight” Cate-
gories list box. From top to bottom, the first arrow key moves the
selection to the top of the list. The second arrow key moves the
selection up one position higher in the list. The third arrow key
moves the selection down one position lower in the list. The
fourth arrow key moves the selection to the bottom of the list.

3. Click Apply. The category positioned at the top of the list
will receive the highest "weight" when ranked against
other categories, based upon an end user’s URL request
that appears in multiple library categories set up with the
same operational precedence in the end user’s filtering
profile.
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NNTP Newsgroup

NNTP Newsgroup window

The NNTP Newsgroup window displays when NNTP News-
group is selected from the navigation panel. This window is
used for adding or removing a newsgroup from the libraries.

HOME SYSTEM GROUP LIBRARY

REPQRTING HELP QUIT J
(F Library NNTP Newsgroup
Librarnye=NNTP Newsgroup
Newsyroup
Hewsgraup Remave
Reload Library

Fig. 2:3-19 NNTP Newsgroup window

Add a Newsgroup to the Library
To add a newsgroup to the library:

1. In the Newsgroup frame, enter the Newsgroup address.

2. Click Add. If the newsgroup already exists, an alert box
will open to inform you that it exists.
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Remove a Newsgroup from the Library

To remove a newsgroup from the library:
1. In the Newsgroup frame, enter the Newsgroup address.
2. Click Remove.

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the ProxyBlocker, 8e6 recommends
clicking Reload Library only after modifications to all library
windows have been made.
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Category Groups

Category Groups is represented by a tree of library category
groups, with each group comprised of 8e6 supplied library
categories. 8e6 supplied library categories are updated
regularly with new URLs via Traveler, 8e6’s executable
program that supplies updates to the ProxyBlocker.

Category Groups also contains the Custom Categories
category group. The ALLOW and BLOCK library categories
within this category group must be maintained by the global
administrator.

- HOME SYSTEM GROUF LIBRARY REPORTING HELF QUIT .
—
ﬁuhrary
Lol ncates
- Library Lookup

ategory Weight Systerm ﬁ l_ | B RA RY -

soNNTP Nessgroup

EF-Category Groups Display Help Tapios for the Libran section
[#-Custam Categaries

=gt Content B
¢ -Child Pornography

< Explicit At

b Tasteless

=
Library Details

Banchicth URLs

formation Technology URL Keywords
Instart Messaging (M) Search Engine Keywords
[H-Security

Fig. 2:3-20 Library screen, Category Groups menu

Double-click Category Groups to open the tree and to
display category groups.

Double-click a category group’s envelope to open that
segment of the tree and to view library categories belonging
to that group.
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Click the 8e6 supplied category link or the ALLOW or
BLOCK link in Custom Categories to view a menu of sub-
topics: Library Details, URLs, URL Keywords, and Search
Engine Keywords. (Menus for Instant Messaging library

categories only include the sub-topics Library Details, and
URLSs).
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Library Details window

The Library Details window displays when Library Details is
selected from the library category’s menu of sub-topics. This
window is a view only window.

HOME SYSTEM GROUFR LIBRARY REPORTING HELF QuIT —

Library Details

@ Likwary
Library>Group Category>Adult Content>Pornography/Adult Content:

ot ot St Library Details
egory Weight System . .
 NINTP Newwsgroup Library Details
=l ~Cetegory Groups Grou
1 Marne I
Custom Categories RN ERAET
bt C.ontarrt Description IPomographyrAdult Contert
i Child Pornography

Explicit A1t

Shart Mame: IGPORN
less
]

R Rated
-Banduwicth
“Infortmation Technology
“Instant Mes=aging (i)
Security

J N
Fig. 2:3-21 Library Details window

View Library Details

This window displays the Group Name, Description, and
Short Name of the 8e6 supplied library category.
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URLs window

The URLs window displays when URLs is selected from the
library category’s menu of sub-topics. This window is used
for viewing, or adding and/or removing a URL from a library
category. A URL can contain a domain name—such as
“playboy” in http://lwww.playboy.com—or an IP address—
such as “209.247.228.221” in http://209.247.228.221. A
wildcard asterisk (*) symbol followed by a period (.) can be
entered in a format such as *.playboy.com, for example, to
block access to all URLs ending in “.playboy.com”. A URL is
used in a filtering profile for blocking a user’s access to a
specified site or service.

HOME SYSTEM GROUF LIBRARY REPORTING HELF QuIT .

—
(=P Library URLs
't";dalei ) Library=Group Category=Adult Content>Pornography/Adult Content>URLS
sLibrary Laokup
“Category Weight System Awtion | igw I
 RINTP Newesgroup Edit URL List
[E-Category Groups
---Cuslum Catenories LRL I anldl | Remove
[Z-Adutt Cortert
 Child Parnography Example © www, sike, com, site. com, kit wew site, com,
Eapiicit At Edit WildCard URL List
~OhscenelTasteless
o noiest Uil URL Add Remove |
R Rated

example ! *.sike.com
Infarmation Technology

[#-Instant Messaging ()

[#-Security Select URL{s) to apply action.
Apply Action
*yirtual 1P
Reload Library
ol —

Fig. 2:3-22 URLs window, Action tab
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View a List of URLs in the Library Category

To view a list of all URLs that either have been added or

deleted:

1. Click the View tab.

2. Make a selection from the pull-down menu for “Addition
List”, “Deletion List”, “Wildcard Addition List”, or “Wild-
card Deletion List”.

3. Click View List to display the specified items in the

Select List list box:

o HOME | SYSTEM | GROUR | LIBRARY  REPORTING  HELP | QUIT —

—
ﬁ Library URLs
Library=Group Categony=Adult Content>Pornographyifdult Content>URLs

Category Weight Systerm Action View
NNTP Mewvsgroug View URL Addition/Deletion List

~Category Groups

[#-Custom Categories IAdden Lizst hd
- Adutt Cortert alect List
-Child Parnography

- Bandwvicth
#l-Information Technology
- Instant Messaging (M)
#1- Security

| —
Fig. 2:3-23 URLs window, View tab
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Add or Remove URLs, Reload the Library

The Action tab is used for making entries in the URLs
window for adding or removing a URL, or reloading the
library.

Add a URL to the Library Category

To add a URL to the library category:

1. In the Edit URL List frame, enter the URL in a format
such as http://www.playboy.com, www.playboy.com,
or playboy.com.

The following types of URL formats also can be entered
in this field:

» |P address - e.g. "209.247.228.221" in http://
209.247.228.221

+ octal format - e.g. http\://0106.0125.0226.0322

» hexadecimal short format - e.g. http\://0x465596d2

» hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

» decimal value format - e.g. http://1180014290

» escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%4 3%54%49%4E %4
7%47%41%4D%45%53.%43%4F%4D

2. Click Add to display the associated URL(s) in the list box
below.

3. Select the URL(s) that you wish to add to the category.

@ TIP: Multiple URLs can be selected by clicking each URL while
pressing the Ctrl key on your keyboard. Blocks of URLs can be
selected by clicking the first URL, and then pressing the Shift key
on your keyboard while clicking the last URL.

4. Click Apply Action.
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Add a Wildcard URL to the Library Category

NOTE: Wildcards are to be used for blocking only. They are not
designed to be used for the exceptions function or the always
allowed white listing function.

To add a URL containing a wildcard to the library category:

1. Inthe Edit WildCard URL List frame, enter the asterisk (*)
wildcard symbol, a period (.), and the URL.

TIP: The minimum number of levels that can be entered is three
(e.g. *.yahoo.com) and the maximum number of levels is six (e.g.
*.mail.attachments.message.yahoo.com).

2. Click Add to display the associated wildcard URL(s) in
the list box below.

3. Select the wildcard URL(s) that you wish to add to the
category.

4. Click Apply Action.

NOTE: Wildcard URL query results include all URLs containing
text following the period (.) after the wildcard (*) symbol. For
example, an entry of *.porn.com would find a URL such as http:/
sex.porn.com. However, if a specific URL was added to a library
category that is not set up to be blocked, and a separate wildcard
entry containing a portion of that URL is added to a category that
is set up to be blocked, the end user will be able to access the
non-blocked URL but not any URLSs containing text following the
wildcard. For example, if http://www.sex.com is added to a cate-
gory that is not set up to be blocked, and *.sex.com is added to a
category set up to be blocked, the end user will be able to access
http://www.sex.com since it is a direct match, but will not be able
to access http://www.videos.sex.com, since direct URL entries
take precedence over wildcard entries.
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Remove a URL from the Library Category

To remove a URL or wildcard URL from the library category:
1. Click the Action tab.

2. Enter the URL in the Edit URL List frame or Edit Wild-
Card URL List frame, as pertinent.

3. Click Remove to display the associated URLs in the list
box below.

4. Select the URL(s) that you wish to remove from the cate-
gory.
5. Click Apply Action.

Reload the Library

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the ProxyBlocker, 86 recommends
clicking Reload Library only after modifications to all library
windows have been made.

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 281



GLOBAL ADMINISTRATOR SECTION CHAPTER 3: LIBRARY SCREEN

URL Keywords window

The URL Keywords window displays when URL Keywords
is selected from the library category’s menu of sub-topics.
This window is used for adding and removing URL
keywords from a library category. A library category uses
URL keywords to block a user’s access to Internet
addresses containing keywords included in its list.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT l

ﬁl Library URL Keywords
- Updsates Library>Category Groups>Adult Content>Pornographyidult Content>URL Keywords

+Library Lookup Edi .
i it Keywaord List
oCategory Welght System

- NNTP Mewsgraup Keyward I Aol Remove Reload

[E-Category Groups
~Custom Categories
- At Cortent

Chill Pornography Addition List ¥

s-Explicit Art

View Keyword Addition/Deletion List

Select List

~Bandwidth
“Information Technology
Instart Messaging (M)
~Security

Wiewy List |

Upload URL Keyword File
= append  © Oversrite

Upload To Addition File Upload To Deletion File |

| —
Fig. 2:3-24 URL Keywords window

NOTE: If the feature for URL keyword filtering is not enabled in a
filtering profile, URL keywords can be added in this window but
URL keyword filtering will not be in effect for the user(s). (See the
Filter Options tab in the Group screen section for information
about enabling URL keyword filtering.)
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& WARNING: Use extreme caution when setting up URL keywords
for filtering. If a keyword contains the same consecutive charac-
ters as a keyword set up to be blocked, users will be denied
access to URLs that are not even within blocked categories. For
example, if all URL keywords containing “sex” are blocked, users
will not be able to access a non-pornographic site such as http./

WWW.EeSSex.com.

View a List of URL Keywords

To view a list of all URL keywords that either have been
added or deleted:

1. In the View Keyword Addition/Deletion List frame, make
a selection from the pull-down menu for “Addition List”, or
“Deletion List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove URL Keywords

Add a URL Keyword to the Library Category

To add a URL keyword to the library category:
1. Enter the Keyword in the Edit Keyword List frame.
2. Click Add.

Remove a URL Keyword from the Library

To remove a URL keyword from the library category:
1. Enter the Keyword in the Edit Keyword List frame.

2. Click Remove.
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Upload a List of URL Keywords to the Library

Before uploading a text file with URL keyword additions or
deletions, in the Upload URL Keyword File frame, specify
whether the contents of this file will add to the current file, or
overwrite the current file on the server, by clicking the
“Append” or “Overwrite” radio button.

Upload a List of URL Keyword Additions

To upload a text file with URL keyword additions:

1. Click Upload To Addition File to open the Upload
Library Keyword pop-up window:

3 upload Library Keyword - Microsoft Internet Expl -1l x|
J File Edit “iew Favorites Tools  Help |
J d=Ezck - = - @) at | Qsearch  [GelFavarites  fMedia ®|
Jnddress I@ http:II’II'ZUD.10.IUU.TS:ESHSEI’\HEUCDm.I’3UUD.SENEI"Sej @Gn HLinks b
Upload Library Keyword
File I Browse... Upload File |
|§'| Upload Library Keywaord lili ’7 B Internst 4

Fig. 2:3-25 Upload Library Keyword pop-up window

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

NOTE: A URL keyword text file must contain one URL keyword
per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.
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Upload a List of URL Keyword Deletions

To upload a text file with URL keyword deletions:

1. Click Upload To Deletion File to open the Upload
Library Keyword pop-up window (see Fig. 2:3-25).

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

Reload the Library

After all changes have been made to library windows, click
Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the ProxyBlocker, 8e6 recommends
clicking Reload only after modifications to all library windows
have been made.
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Search Engine Keywords window

The Search Engine Keywords window displays when
Search Engine Keywords is selected from the library cate-
gory’s menu of sub-topics. This window is used for adding
and removing search engine keywords/phrases to and from
a library category. A library category uses search engine
keywords to block searches on subjects containing
keywords included in its list.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT :

p—

ﬁ Library

o Updates

“Library Lookup
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~PNTP Meswsgroup

Category Groups Heyword Al Remove Reload
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T chid Pomography View Search Keyword Addition/Deletion List

- Explict Art Addition List ¥ I

“Ohscenefasteless B
. T | Select List

Search Engine Keywords
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Irestant Messaging (M)
[#-Security
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Upload Add/Del Keyword

@ append  © Overwrite

Upload To Addtion Upload To Deletion

| Ol —| ]
Fig. 2:3-26 Search Engine Keywords window

NOTE: Master lists cannot be uploaded to any 8e6 supplied
library category. See the Custom Categories sub-section of the
Group Administrator Section of this user guide for information on
uploading a master list to the server.
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NOTE: If the feature for search engine keyword filtering is not
enabled in a filtering profile, search engine keywords can be
added in this window but search engine keyword filtering will not
be in effect for the user(s). (See the Filter Options tab in the
Group screen section for information about enabling search
engine keyword filtering.)

& WARNING: Use extreme caution when setting up search engine
keywords for filtering. If a non-offending keyword contains the
same consecutive characters as a keyword set up to be blocked,
users will be denied the ability to perform a search using
keywords that are not even in blocked categories. For example, if
all searches on “gin” are set up to be blocked, users will not be
able to run a search on a subject such as “cotton gin”. However, if
the word “sex” is set up to be blocked, a search will be allowed on
“sexes” but not “sex” since a search engine keyword must exactly
match a word set up to be blocked.

View a List of Search Engine Keywords

To view a list of all search engine keywords/phrases that
either have been added or deleted:

1. In the View Search Keyword Addition/Deletion List
frame, make a selection from the pull-down menu for
“Addition List”, or “Deletion List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove Search Engine Keywords

Add a Search Engine Keyword to the Library

To add a search engine keyword/phrase to the library cate-
gory:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Add.
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Remove a Search Engine Keyword from the Library

To remove a search engine keyword/phrase from the library
category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Remove.

Upload a List of Search Engine Keywords

Before uploading a text file with search engine keyword/
phrase additions or deletions, in the Upload Add/Del
Keyword frame, specify whether the contents of this file will
add to the current file, or overwrite the current file on the
server by clicking the “Append” or “Overwrite” radio button.

Upload a List of Search Engine Keyword Additions

To upload a text file with search engine keyword/phrase
additions:

1. Click Upload To Addition to open the Upload Library
Keyword pop-up window (see Fig. 2:3-25).

2. Click Browse to open the Choose file window. Select the
file to be uploaded.

3. Click Upload File to upload this file to the server.

NOTE: A search engine keywords text file must contain one
keyword/phrase per line.

WARNING: The text file uploaded to the server will overwrite the
current file.
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Upload a List of Search Engine Keyword Deletions

To upload a text file with search engine keyword/phrase
deletions:

1. Click Upload To Deletion to open the Upload Library
Keyword pop-up window (see Fig. 2:3-25).

2. Click Browse to open the Choose file window. Select the
file to be uploaded.

3. Click Upload File to upload this file to the server.
Reload the Library

After all changes have been made to library windows, click
Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the ProxyBlocker, 8e6 recommends
clicking Reload only after modifications to all library windows
have been made.
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Chapter 4: Reporting screen

The Reporting screen contains options for transferring and/
or reviewing Internet usage data collected by the Proxy-
Blocker.

HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT m—
Repart —

~Report Configuration - —
“-Real Time Probe -

BIREPORTING . ®g 17

Display Help Topies forthe Report section

Fig. 2:4-1 Reporting screen

From the navigation panel at the left of the screen, click
Report Configuration to display the Report Configuration
window, used if the ProxyBlocker's log files will be trans-
ferred to a reporting application. Click Real Time Probe to
display windows for configuring and maintaining real time
probes. This tool is used for monitoring Internet activities of
specified users in real time.

NOTE: Information on configuring the Enterprise Reporter (ER) to
work with the ProxyBlocker can be found in Appendix E of the
Appendices Section.
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Report Configuration

Report Configuration window

The Report Configuration window displays when Report
Configuration is selected from the navigation panel. This
window is used if a reporting application needs to be set up
to receive logs from the ProxyBlocker.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT m—

Report Configuration
Report>Report Configuration

Export [ et Enterprise Reporter [ Other Device

Fig. 2:4-2 Report Configuration window

Specify the Reporting Device
By default, no option is selected at the Export field.

If ProxyBlocker logs will be exported to a reporting applica-
tion:

1. Click the checkbox corresponding to the reporter to be
used for transferring logs: “8e6 Enterprise Reporter”, or
“Other Device”.
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2. Click Save.

8e6 Enterprise Reporter

If “8e6 Enterprise Reporter” was selected, the 8e6 Enter-
prise Reporter tab displays by default. On this tab, you need
to specify criteria for the ER server that will receive logs
from the ProxyBlocker.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT

Report Configuration
Report>Report Configuration

Export ¥ Beg Eni

£ [ Other Device

Be Enterprise Reporter I LDgI
Log File Transfer Configuration
Remote Server

1.2.3.6

Server: Add
Remave

Initiating Loy Transfer
Click the button to infiate fog transfer now, Tnitiate

Fig. 2:4-3 Report Configuration window, 8e6 ER option, ER tab

Edit ER Server Information

In the Log File Transfer Configuration frame, by default the
IP address 1.2.3.6 displays in the Remote Server list box.

To add the IP address assigned to the ER server:
1. Enter the LAN 1 IP address in the Server field.

2. Click Add to include this IP address in the Remote
Server list box.
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To remove an IP address from the list box:
1. Select the IP address.

2. Click Remove.

Execute Log Transfer Now

In the Initiating Log Transfer frame, click Initiate to transfer
the log on demand.

View Transfer Activity to the ER

After the ER has been configured and logs have been trans-
ferred from the ProxyBlocker to the ER, you can view
transfer activity.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

Report Configuration
Report>Report Configuration
Export [ s ter [ Other Device

8e6 Enterprise Reporter  LOg |

View Loy
Only show the last 300 lines
shadaow. 1og.003048511EC4. 060707055959 ;I

Thu Aug 24 10:00:09 2006 (7781) Success Lo receive
comand — PUOT shadow. log.003048511EC4. 060707085959

Thu Aug 24 10:00:08 2006 (7781) Success to receive
command - PUT info.shadow. log.0030438511BC4.060707085959
Thu Aug 24 10:00:09 2006 (7781) pur

Shadow. log.003048511BC4. 060707095953

Thu Aug 24 10:00:09 2006 (7781) Success Lo receive
comwand - PUOT shadow. log.003048511EC4. 060707095959

Thu Aug 24 10:00:08 2006 (7781) SJuccess Lo receive
command - PUT info.shadow. log.003043511BC4. 060707095959
Thu Aug 24 10:00:09 2006 (7781) Successfully ftp files!
Thu Aug 24 10:00:08 2006 (7781) RRftplog finished.

=
Yiew Log |

Fig. 2:4-4 Report Configuration window, 8e6 ER option, Log tab

1. Click the Log tab.
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2. Click View Log to view up to the last 300 lines of transfer
activity in the View Log frame.

Other Device

If “Other Device” was selected, the Other Device tab
displays by default. On this tab, you need to specify criteria
for the reporter that will receive logs from the ProxyBlocker.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —
Repnrt
i Configuration

L.-Real Time Probe

Report Configuration
Report>Report Configuration

Export [ et Enterprise Reporter |/ Bt

Save

Other Device | ng|
Server Configuration

Remote Server 111101525

FTF Directary W

User Authentication (' Anonymous (3 User

Username luserid—

Password lr

Confirm Password Save

FTP Log Update

Update Every (1 = | Hour Save

Fig. 2:4-5 Report Configuration window, Other Device option and tab

Enter or Edit Server Information

In the Server Configuration frame:

1. In the Remote Server field, enter the IP address of the
remote server.

2. In the FTP Directory field, enter the path where log files
will be stored.
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3. At the User Authentication field, “User” is selected by
default, indicating that a username and password will be
required for FTP transfers. Click the “Anonymous” radio
button if no user authentication will be required for FTP
transfers.

4. By default, the Username field is activated. For this
option, userid displays by default. Change the username
by entering a valid one for FTP transfers.

5. Enter the same password in the Password and Confirm
Password fields.

/\ﬁ NOTE: If “Anonymous” is selected, these fields are deactivated.
6. Click Save.
In the FTP Log Update frame:

1. At the Hour field, make a selection from the pull-down
menu (1, 2, 3, 4, 6, 8, 12, 24) to specify the interval
between hours—in military time—when the update
should occur:

1 = updates occur each hour.

2 = updates occur every two hours, at these intervals of
time: 2, 4, 6, 8, 10, 12, 14, 16, 18, 20, 22, 24.

3 = updates occur every three hours, at these intervals of
time: 3, 6,9, 12, 15, 18, 21, 24.

4 = updates occur every four hours, at these intervals of
time: 4, 8, 12, 16, 20, 24.

6 = updates occur every six hours, at these intervals of
time: 6, 12, 18, 24.

8 = updates occur every eight hours, at these intervals of
time: 8, 16, 24.

12 = updates occur every 12 hours, at these intervals of
time: 12, and 24.

24 = updates occur every 24 hours.
2. Click Save.
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View Transfer Activity to the Reporting Device

After logs have been transferred from the ProxyBlocker to
the reporting device, the Log tab can be clicked to view
transfer activity.

On this tab, click View Log to view up to the last 300 lines of
transfer activity in the View Log frame.
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Real Time Probe

Real Time Probe window

The Real Time Probe window displays when Real Time
Probe is selected from the navigation panel. This feature
lets the probe administrator monitor a user's Internet usage
in real time to see if that user is using the Internet appropri-

ately.
; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT
1@ Repart ) Configuration I Email Report | Logan Accounts I

Repart Configuration

P2l Time Probe Configuration
Report=Real Time Probe>Configuration

Real Tme Probes & On " OFf

Mazximum Probes to Run/Schedule Simultaneously llD—
Maximum Probes that can be Scheduled IS—
Maxirurn Run Time in Minutes llDUD—
Maximum Report Lifetime in Days l?—

Save

Current White list of IPs:

100.10.15.151 Delete |
100,10.15,123

120.10.20.130

Exrluded 1P address I Add

Go ko Real Time Probe Reports GUT

Fig. 2:4-6 Real Time Probe window, Configuration tab
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Configuration

Enable Real Time Probes

1. On the Configuration tab, click “On”.

2. Click Save to enable the Real Time Probes feature. As a
result, all elements in this window become activated.

Set up Real Time Probes

1. Enter the Maximum Probes to Run/Schedule Simulta-
neously, up to 99 probes. The default setting is 710
probes.

2. Enter the Maximum Probes that can be Scheduled,
equal to or less than the maximum probes that can run at
the same time. The default setting is 5 probes.

3. Enter the Maximum Run Time in Minutes the probe will
search for URLs, up to 1440 minutes (24 hours). The
default setting is 1000 minutes.

4. Enter the Maximum Report Lifetime in Days to keep a
saved report before deleting it. The default setting is 7
days.

5. Click Save.

Exclude an IP Address from Real Time Probing

1. Enter the Excluded IP Address of a machine to be
bypassed from real time probing.

2. Click Add to add the IP address in the Current White list
of IPs.
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Remove IPs from the White List

1. Select the IP address(es) from the Current White list of
IPs list box.

2. Click Delete to remove the IP address(es) from the white
list.

Report Recipients

Click the Report Recipients tab to display Email Report:

HOME SYSTEM GROUP

LIBRARY REFPORTING HELF QUIT
Report Configuration  Emall Repart I Logon nccountsl
ne Probe Email Report
Report=Real Time Probe>Email Report
Email Format " Plain Text (8 HTML
Maximum File Size of an Email Report {MB) S ME -
Save
Current List of Completed Reports to be Emailed:
pichnson@company.com Delete
Email Address Add
G0 to Real Time Probe Reports GUT

Fig. 2:4-7 Real Time Probe window, Report Recipients tab

Specify Email File Criteria

1. Click the radio button corresponding the to the Email

Format to be used for the file: “Plain Text” or “HTML”. By
default, “HTML” is selected.
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2. Select the Maximum File Size of an Email Report (MB)
that can be sent, from 1MB increments up to 20MB. The
default is 5 MB.

3. Click Save.

Set up Email Addresses to Receive Reports

1. Enter the Email Address of an individual who will
receive completed probe reports.

2. Click Add to include the email address in the Current List
of Completed Reports to be Emailed list box.

NOTE: The maximum number of report recipients is 50. If more
than 50 recipients need to be included, 8e6 recommends setting
up an email alias list for group distribution.

Remove Email Addresses

1. Select the email address(es) from the Current List of
Completed Reports to be Emailed list box.

2. Click Delete to remove the email address(es) from list.
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Logon Accounts

Click the Logon Accounts tab to display Logon Accounts:

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

1@ Repart Carfiguration | Email Report  Lagon Accaunts
- Report Configuration
[ e:al Time Probe Logon Accounts

Report=Real Time Probe>Logon Accounts
Current Users

Current Accessible Users: Current Un-Accessible Users:

tiones ryoung

= Enable
Disahle =

Delete |
Add Account

Username Add
Password
Confirm Passward

Go to Real Time Probe Reports GUT

Fig. 2:4-8 Real Time Probe window, Logon Accounts tab

Set up Users Authorized to Create Probes

1. Enter the Username of a staff member who is authorized
to create real time probes.

2. Enter the user's password in the Password and Confirm
Password fields, using eight to 20 characters and at
least one alpha character, one numeric character, and
one special character. The password is case sensitive.

3. Click Add to include the username in the Current Acces-
sible Users list box.
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NOTE: When an authorized staff member is added to this list, that
username is automatically added to the Current Un-Accessible
Users list box in the Logon Accounts tab of the X Strikes Blocking
window.

Deactivate an Authorized Logon Account

To deactivate an authorized user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Disable to move the username to the Current Un-
Accessible Users list box.

Delete a Logon Account

To delete a user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Delete.

& WARNING: By deleting a logon account, in addition to not being
able to create real time probes, that user will also be removed
from the list of users authorized to unlock workstations. (See
Chapter 1: System screen, X Strikes Blocking for information on
reseting strikes and unlocking workstations.)
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Go to Real Time Probe Reports GUI

When the global administrator clicks Go to Real Time
Probe Reports GUI, either the Re-login window or the Real
Time Probe Reports pop-up window opens.

Re-login window

The Re-login window opens if the user’s session needs to
be validated:

£ Re-login =10 ]

You're asked to re-login because yvour zession has
timed aut or the ProxyBlocker server has been
restarted. Flease fill in the login information

Username

Pazzweord

Cancel |

Jawva Applet ‘Window
Fig. 2:4-9 Re-login window

1. Enter your Username.
2. Enter your Password.

3. Click OK to close the Re-login window and to re-access
the ProxyBlocker console.
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Real Time Probe Reports

5

The Real Time Probe Reports window is comprised of the
View and Create tabs. The View tab displays by default (see
Fig. 2:4-11), showing the global administrator information on
all active probes.

NOTE: An authorized staff member can click a link in an email
alert or type in http://x.x.x.x:88/RtProbe.jsp in the address field
of a browser window—in which “x.x.x.x” is the IP address of the
ProxyBlocker—to only see probes he/she created.

Create a Real Time Probe

Click the Create tab to enter and specify criteria for the
report you wish to generate:

4 ProxyBlocker -- Real Time Probe =101x|

Real Time Probe Reports

View Creste
Current Probe Count:

Total: 5

Created Uneler This Account: 5
Maziximum Probes to RuniSchedule Simuttaneously: 10
Display Mame: |
Search Option [P eddress =
Email Acidress to Mail the Completed Report: |
Start Date & Time & Mow

" Schedule at SEIEI?IEIEM‘\ | [ 800 |

Recurrence: I~ Daily

Total Run Time in Minutes: I

Apphy

Java Applet Window

Fig. 2:4-10 Real Time Probe Reports, Create tab
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The Current Probe Count displays the Total number of
active probes, and the number of probes Created Under
This Account. The Maximum Probes to Run/Schedule
Simultaneously entered on the Configuration tab displays.

1. Enter up to 40 characters for the Display Name. This
label will be used for the probe in the View tab and in the
email report to be sent to the designated recipient(s).

2. Select the Search Option: “IP Address”, “User Name”,
“URL”, or “Category”.

3. Enter or specify criteria for the selected Search Option:

* “IP Address”: Enter the IP address to be probed. This
selection generates a report with data for the specified
IP address.

* “User Name”: Enter the characters to be included in
the User Name(s) to be probed. The entry in this field
is case-sensitive. This selection generates a report
with data for all usernames containing the consecutive
characters you specified.

In this example, if ART is entered, “ART”, “GARTH?”,
and “MARTA” would be included in the report. But “Art”
or “BARRETT” would not be included, since the former
username does not contain all uppercase letters, and
the latter username does not contain consecutive
characters.

* “URL": Enter the characters to be included in the
URL(s) to be probed. The entry in this field is case-
sensitive and the asterisk (*) character is not allowed.
This selection generates a report with data for all URLs
containing the consecutive characters you specified.

In this example, if mail is entered, “http://
www.hotmail.com” and “http://loginnet.passport.com/
login.srf?id=2&svc=mail&cbid=24325&msppjph=1&tw
=0&fs=1&fsa=1&fsat=1296000&Ic=1033&_lang=EN”
would be included in the report.
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» “Category”: Select the library category to be probed.
This selection generates a report with data for the
specified library category.

NOTE: Up to 250 characters will be accepted for the IP Address,
User Name, or URL.

4. If you wish to send the completed report to a specified
email address, enter the Email Address to Mail the
Completed Report.

5. Specify the Start Date & Time by clicking the appropriate
radio button:
* “Now” - click this radio button to run the probe now.

» “Schedule at” - click this radio button to schedule a
time for running the probe. Select the date and time
from the pull-down menus.

A probe that is scheduled to run at a specified date and
time can be scheduled to run on a daily basis by
checking the “Daily” checkbox at the Recurrence field.

6. Enter the Total Run Time in Minutes.

7. Click Apply.
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View Real Time Probe Details

Click the View tab to view details about active probes:

Real Time Probe Reports

Wiew | Create |

ist of Probes/Reports:

Display Marne Start Date & Time | Recurrence Status
Detault Daily Probe 200700611 00:00:00 | Daily Completed
My Mo Recurrence Probe 20070612 12:29:10 Completed
My Daily Recurrence Probe 200700612 13:00:00 | Daily Completed

Detault Daily Probe
My Daily Recurrence Probe 200700613 13:00:00 | Daily Scheduled

=101 ]

Wienw

Fropertiss

Stop

Email

Java Applet Window

Fig. 2:4-11 Real Time Probe Reports, View tab

The Display Name shows the name assigned to the probe
on the Create tab. The Start Date & Time displays in the
YYYY/MM/DD HH:MM:SS format. “Daily” displays in the
Recurrence column if the probe is scheduled to run on a
daily basis. The Status of the probe displays: “Completed”,

“In Progress”, or “Scheduled”.
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By selecting a probe, buttons for the probe become acti-
vated, based on the state of the probe. The following
options are available for each of the probe statuses:

» Completed: View, Properties, Delete, Email
* In Progress: View, Properties, Stop

» Scheduled: Properties, Delete

View option
If a probe is Completed or In Progress, clicking View opens
the Real Time Information box:

4 ProxyBlocker - Real Time Probe X

Real Time Information

Run Time Left: 576 Minutes

Dete & Tine Padress | Usertame | cotegry [ Fiteracton | By wethod | eyword | URL inLibs | Recuested URL
GOOTOEAZ 121920 2001001142 [PGROUF  |Web-baoed .. Pass URL o AW PROX YSERVER.COMI o fproxyserver.com
2007062121828 20010101142 IPGROUP Weh-based .. Pass URL it PROXYSERYER.COM? |t fhor rver.comd
007EA2122016 2001010142 IPGROLP [Wehibased .. Pass URL AN PROX YSERVER COMY |tp:/200.10.101.1 981 /cgidlock cgi?L
JOTOBAZ 121928 20040101442 IPGROUP [Wehdbased . [Pass URL It AW PROX YSERVER.COMI__tp:fproxyserver.comi
20071084 2121928 ‘ZDD 10101142 IPGROUP Web-based ... Pass URL it PR ERVER COMY |t fhpr comi
2007UEA2122016 20010101142 PGROLP [ Wehibased .. Pass URL o AN PROX YSERVER COMY|tp:/200.10.101.1 981 /cgidlock cgi?L,
| |

Close Stop

[Vava Appet Window

Fig. 2:4-12 Real Time Information box

This box displays the number of minutes left for the probe to
run (Run Time Left), and user details for each item in the
grid: Date & Time (in the YYYY/MM/DD HH:MM:SS format);
IP Address; User Name; library Category; Filter Action set
up in the profile (Pass, Block, reserved for ER, Warn,
Warned, X Strike, Quota); By Method—the method used in
creating the entry (SE Keyword, URL Keyword, URL, Wild-
card, Strict HTTPS, Filter Action, Pattern, File Type,
Moderate HTTPS); Keyword (displays the matching
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keyword if the method is an SE Keyword or a URL
Keyword); URL in Libraries, and Requested URL.

The following actions can be performed in this box:

» Click a URL to open a window that accesses the desig-
nated site.

» If the probe is currently in progress, clicking Stop halts
the real time probe and changes this button to “Email”.

» After the probe is completed, the Email button is avail-
able instead of the Stop button. Clicking Email opens the
Email option dialog box in which you specify an email
address to send the completed report (see Email option).

* Click Close to close the Real Time Information box.

Properties option

Clicking Properties opens the Probe Properties box:

ProxyBlocker -- Real Time Probe Ll

Probe Properties

Dizplay Mame: Defautt Daily Probe:

Ernail Address to Mail the Cotpleted Report: None

Search Option: Category Web-bazed Provies/bnonymizers
Start Date & Time: 2007/07/26 00:00

Recurrence; Cialy

Run Time: 1440 minutes

Created by admin

Java Applet Window

Fig. 2:4-13 Probe Properties box

This box includes the following information for the probe:
Display Name; Email Address to Mail the Completed
Report; Search Option criteria; Start Date & Time; Run
Time; and User ID of the creator of the probe (Created by).

Click Close to close this box.
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Stop, Delete options

Clicking Stop halts the probe and gives it a Completed
status. This option is also available in the Real Time Infor-
mation box via the “Stop” button.

Clicking Delete opens the following dialog box, asking if you
want to delete the probe:

ProxryBlocker -- Real Time Probe x|
Are you sure that you want to delete this?
Dizplay Natne: Defaut Daily Prokbe
Etnzil Address to Mail the Completed Report: Mone
Search Cption; Category Weh-hased ProxiesiAnonymizers
Start Date & Time: 2007 /07 /26 00:00
RecUrtence: Dy
Run Time: 1440 minutes
Created by: admin

hlo |
Java Applet window

Fig. 2:4-14 Probe Properties deletion box

Click Yes to delete the probe and remove it from the View
tab.

Email option

Clicking Email opens the Email Address box:

ProxyBlocker -- Real Time Probe 1‘

Email Address to Mail the Completed Reportl

Cancel

Java Applet Yindow

Fig. 2:4-15 Email Address box

Enter the Email Address to Mail the Completed Report
and click Send to send the completed report to the desig-
nated email address.
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GROUP ADMINISTRATOR SECTION

Introduction

The Group Administrator Section of this user guide is
comprised of two chapters that include information on func-
tions performed by the group administrator.

Chapter 1 includes information on setting up and main-
taining master IP groups and group members. Chapter 2
includes information on maintaining exception URLs.

The group administrator performs the following tasks:
* defines members of a master IP group

e adds sub-group members and/or individual IP members
and creates their filtering profiles

« grants designated users access to Internet content
blocked at the global level—as appropriate—via an over-
ride account and/or exception URL setup

» uses the lookup tool to remove URLs or search engine
keywords from customized libraries
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Chapter 1: Group screen

Group administrators use group screen windows to add
members to a master IP group, create sub-groups and/or
individual IP members, and define and maintain members’
filtering profiles. A member is associated with an IP address
and may contain a netmask within a valid IP address range.

HOME SYSTEM GROUFR LIBRARY REPORTING HELF QuIT —

)
ZGROUP | - N

Display Help Topics forthe Group section

|»

Fig. 3:1-1 Group screen

The navigation panel at the left of the screen contains the IP
branch of the Group tree.

Double-click the IP branch of the tree to open it and to
display the master IP group. Double-click the master IP
group to open it and to display any IP sub-groups and/or
individual IP members previously set up in the tree list.

Click an entity in the tree list to view a menu of topics or
actions that can be performed for that entity.
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IP

Refresh

Refresh the Master IP Group, Member

Click Refresh whenever a change has been made to the
master IP group or member level of the tree.

HOME SYSTEM GROUP LIBRARY REPORTING )—iELF’ QUIT

A X s \ I L
Refrash | 2croll 31" &_‘ . f——_:-,_z_

Display Help Topicsforthe Group section

Group

The Group section is comprised ofwindows and dialog boxes used for adding and - =
maintaining master 1P groups or NTILDAP dormaing, and for creating filtering profiles
far groups and users (andior containers, if using LDAR).

Far the [P group option, the global administrator creates master P groups. Within
each individual group, the designated group administrator adds sub-groups and
individual IP members, and creates their filteting profles

For MT and/or LDAP domains, the global administrator must first set up
authentication in the System section in order to enable NTILDAF options. The
administrator then adds the domain inthis section, sets up and maintains NTILDAP
groups, and creates filtering profiles for groups and users.

The control panel atthe [eft ofthe screen containg a hierarchical list of groups setup
in atree format. Atthe root of this tree is Group. The main branches of the tree
include: Global Group and IF group, followed by NT and LDAR if authentication is
enabled. NOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will anly include the Global Group branch of the tree, and group administrators
will not have access to any branches ofthe tree

Couble-click the branch of your selection to display the list of groupsidomains b
previously added to that branch. Keep double-clicking items in the free listto view
additional items.

Click an entity in the tree listto view a menu of topics or actions that can be
perfarrmed for the selected entity.

Fig. 3:1-2 Group screen, IP menu
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Master IP Group

Master IP group includes options for defining and main-
taining group accounts, setting up an override account and/
or exception URLSs to bypass global settings, and uploading
or downloading IP profiles. Click the master IP group’s link
to view a menu of sub-topics: Group Details, Members,
Override Account, Group Profile, Exception URL, Time
Profile, Upload/Download IP Profile, Add Sub Group, Add
Individual IP, Delete Group, and Paste Sub Group.

S —— HOME SYSTEM GROUP LIBRARY REPORTING HELP_-QUIT

| LY

uP J»\ 1‘_“ [ Y

ics forthe Group section

Members

Override Account

Group Profile ectinn is comprised ofwindows and dialog boxes used for adding and (=
Exception URL master P groups or NTILDAP dormaing, and for creating filtering profiles
Time Proflle d users (andior containers, it using LDAR).

Uplnad/Download IP Profile up option, the global administrator creates master IP groups. Within

Add Sub Group al group, the designated group administrator adds sub-oroups and

add Individual 1P mernbers, and creates their iltering profiles

Delste Group 1 LDAP domains, the global administrator must first set up

Paste Sub Group hin the System section in order to enable NTILDAF options. The
TS then adds the domain inthis section, sets up and maintains NTILDAP

groups, and creates filtering profiles for groups and users.

The control panel atthe [eft ofthe screen containg a hierarchical list of groups setup
in atree format. Atthe root of this tree is Group. The main branches of the tree
include: Global Group and IF group, followed by NT and LDAR if authentication is
enabled. NOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will anly include the Global Group branch of the tree, and group administrators
will not have access to any branches ofthe tree

Couble-click the branch of your selection to display the list of groupsidomains
previously added to that branch. Keep double-clicking items in the free listto view
additional items.

Click an entity in the tree listto view a menu of topics or actions that can be
perfarrmed for the selected entity.

Fig. 3:1-3 Group screen, master IP group menu
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Group Details window

The Group Details window displays when Group Details is
selected from the menu. This window is used for viewing the
Group Name and for changing the password of the group
administrator.

HOME S STEN GROUP LIBRARY REPORTING HELF GUIT —

gf, Group Group Details
B I Group>IP>tech>Group Details
=cf Group Administrator
Group Mame Itech
Password FEEEREXRTT
Confirm Passward | srersmnses

Fig. 3:1-4 Group window

Change the Group Administrator Password

In the Group Administrator frame, the Group Name
displays.

To change the password for this group:

1. Enter the password in the Password and Confirm Pass-
word fields, using eight to 20 characters and at least
one alpha character, one numeric character, and one
special character. The password is case sensitive.

2. Click Apply to apply your settings.
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Members window

The Members window displays when Members is selected
from the menu. This window is used for adding and
managing members of a master IP group. A member is
comprised of an associated IP address, and a sub-group
may also contain a netmask.

HOME S STEM GROUP LIBRARY REFRORTING HELF QuIT

% “D Members

-

" Group>IP>tech>Members
= rech | !

Add membershy & P € SubGonp

IP/MAC Members

When using IP addresses to identify groups on the network, the IP address and netmask or IP range
for the designated member must First be entered in the Range to Detect global group window, A
mermber IP is added in this Frame by entering the IP address and netmask or IP start and IP end, and
then clicking Add. Use the Calculator bo calculate IP ranges without overlaps. & member MAC is added in
this frame by entering the MAC address, and then dlicking Add. Once a member is added, a sub-group
can be created and defined.

Current Members

200,10, 100, 150/32 -
100,10,150,150/32 :|
200,11.101.10/32

20.10.5,5-20.10.5.5

00:34:45: 952316

00:34:45:98:23:17 =l

Remave |
New Members
& Sowce P [ ] 7| colouistor |

0 Source P Start I Endl

0 Source MaC

Fig. 3:1-5 Members window

Add the IP Address of the Member

1. Specify whether to add an IP address range with or
without a netmask by selecting either “Source IP” or
“Source IP Start / End”.

» [f “Source IP” was selected, enter the IP address, and
specify the netmask in the Source IP fields.

* [f“Source IP Start / End” was selected, enter the Start
and End of the IP address range.
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2. Click Add to include the IP address entry in the Current
Members list box.

TIP: Click Calculator to open the IP Calculator, and calculate IP
ranges without any overlaps. Enter the IP address, specify the
Netmask, and then click Calculate to display results in the Min
Host and Max Host fields. Click Close to exit.

Remove a Member from the Group

To remove an entry from the Current Members list box:
1. Select the member from the list box.

2. Click Remove.
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Override Account window

The Override Account window displays when Override
Account is selected from the menu. This window is used for
creating an override account that allows an end user from a
master IP group to bypass settings at the minimum filtering
level. A user with an override account will be able to access
categories and service ports blocked at the minimum
filtering level, if the option to bypass the minimum filtering
level is activated.

HOME

S STEN GROUP LIBRARY RERORTING HELF GUIT —

g iEroup
[ER=: 2
© B

Override Account
Group=IP=tech>=0verride Account
Account Details

Harme cpike
Password [wanansw
Confirm Password  [##assass

Add

Current Accounts

View/Madify |
Remove |

Fig. 3:1-6 Override Account window
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NOTES: Override accounts can be created for any authorized
user. In order for a user with an override account to access cate-
gories and ports set up to be blocked at the master IP group level,
the global administrator must first activate the option to allow an
override account to bypass minimum filtering level settings.

A user can have only one override account. See the Override
Account window in Chapter 2 of the Global Administrator Section
for information on setting up a global group user’s override
account.

See Appendix D: Override Pop-up Blockers for information on
how a user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.

Add an Override Account

To create an Override Account profile:

1. In the Account Details frame, enter the username in the
Name field.

2. Enter the Password.

3. Make the same entry again in the Confirm Password
field.

4. Click Add to include the username in the list box of the
Current Accounts frame, and to open the pop-up window
containing the Current Accounts name as well as tabs to
be used for specifying the components of the override
account profile.

5. Click each of the tabs (Rule, Redirect, Filter Options) and
specify criteria to complete the override account profile.
(See Category Profile, Redirect URL, and Filter Options
in this sub-section for information on the Rule, Redirect,
and Filter Options tabs.)

6. Click Apply to activate the override account.

7. Click Close to close the pop-up window.
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Category Profile

The Rule tab is used for creating the categories portion of

the override account profile.

|
Override Account
Current Accounts
cpike

Rule | Redrect | Fiter options |

Category Profile
Group>IP=tech>Category Profile
Awvailable Filter Levels

Custom Profile - l

Minimum Filtering Level
IChild Pornogragphy
Pornography/Adult Contert

Rule Details

Categary I Pass | Allowe | Warn I Block Quntal
| Category Groups
[#- | Custom Categories

| Adutt Corterit

| Information Technology
| Instant Messaging (M)
[#- | Securit @

Uncategorized Sites [Pass % Owerall Guota |07 VI IU Mirn
Apply Close

Java Applet Window

Fig. 3:1-7 Override Account pop-up window, Rule tab

To create the category profile:

1. Select a filtering rule from the available choices in the

Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the

Category Groups tree.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-

ries belonging to that group.
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NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
Block) in the row corresponding to that category group/
library category to move the check mark to that column:

* Pass - URLs in this category will pass to the end user.

* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.

(é) TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not

” W

yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:
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* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.

TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

* The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue
creating the override account profile, or click Close to
close the pop-up window and to return to the Override
Account window.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting the user if he/she attempts to access a site or
service set up to be blocked.

Modify Override Accounts x|

Override Account
Current Accounts

cpike ﬂ

Rule Redirect | Filter Optlonsl

Redirect URL
Group=IP>tech=Redirect URL
Redirect URL

Specify a redirect URL:

" Default Block Page

& Suthertication Recuest Forrm

i Custom URL: Ihttp:f,l’www.msn.cnm

Apply Close

Java Applet Window

Fig. 3:1-8 Override Account pop-up window, Redirect tab

Specify the type of redirect URL to be used: “Default Block
Page”, “Authentication Request Form”, or “Custom URL”.

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. The user will be redirected to the
designated page at this URL instead of the block page.
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Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the override account profile.

Modify Dverride Accounts x|

Override Account
Current Accounts

cpike ﬂ
=

Rule | Redirect Filter Options |

Filter Options

Group=IP=tech>Filter Options
Filter Options
[ % Strikes Blocking
[T Google/vahoo! itsk comiaOL Safe Search Enforcement
¥ search Engine Keyword Filker Control
¥ URL Keyword Filker Control

[¥ Extend URL Keyword Filter Contral

Apply Close |

Java Applet Window

Fig. 3:1-9 Override Account pop-up window, Filter Options tab

Click the checkbox(es) corresponding to the option(s) to be
applied to the override account filtering profile:

» “X Strikes Blocking” - With the X Strikes Blocking option
enabled, if the user attempts to access inappropriate
sites on the Internet, he/she will be locked out from his/
her workstation after a specified number of tries within a
fixed time period.

NOTE: See the X Strikes Blocking window in Chapter 1: System
screen of the Global Group Section for information on setting up
the X Strikes Blocking feature.
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* “Google/Yahoo!/Ask.com/AOL Safe Search Enforce-
ment” - With the Google/Yahoo!/Ask.com/AOL Safe
Search Enforcement option enabled, Google, Yahoo!,
Ask.com, and AOL’s “strict” SafeSearch Filtering option
will be used whenever the end user performs a Google,
Yahoo!, Ask.com, or AOL Web search or Image search.

& WARNING: If this option is used in conjunction with the X Strikes
Blocking feature and the user is performing an inappropriate
Google, Yahoo!, Ask.com, or AOL Image search, the number of
strikes that user will receive is based upon the amount of time it
will take for unacceptable Google, Yahoo!, Ask.com, or AOL
images returned by the query to load on the page. The user will
receive only one strike if all inappropriate images load within the
tolerance time range of a given strike.

» “Search Engine Keyword Filter Control” - With the
Search Engine Keyword Filter Control option enabled,
search engine keywords can be set up to be blocked.
When the user enters a keyword in the search engine, if
that keyword has been set up to be blocked, the search
will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of
custom library categories.

NOTE: To set up search engine keywords in a Search Engine
Keywords window, see Search Engine Keywords window in
Chapter 2.

+ “URL Keyword Filter Control” - With the URL Keyword
Filter Control option enabled, URL keywords can be set
up to be blocked. When the user enters a keyword in the
address line of a browser window, if that keyword has
been set up to be blocked, the user will be denied access
to that site or service. URL keywords are entered in the
URL Keywords window of custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after
the "?" character in a URL.
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NOTE: To set up URL keywords in a URL Keywords window, see
the URL Keywords window in Chapter 2.

Edit an Override Account

Change the Password

To change an override account’s password:

1.

6.
7.

In the Current Accounts frame, select the username from
the list box.

. In the Account Details frame, enter the username in the

Name field.

. Enter the new Password.

Make the same entry again in the Confirm Password
field.

Click View/Modify to open the pop-up window.
Click Apply.

Click Close to close the pop-up window.

Modify an Override Account

To modify an override account:

1.

In the Current Accounts frame, select the username from
the list box.

. Click View/Modify to open the pop-up window.

Click the tab in which to make modifications (Rule, Redi-
rect, Filter Options).

. Make your edits in this tab and in any other tab, if neces-

sary.
Click Apply.

. Click Close to close the pop-up window.
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Delete an Override Account

To delete an override account:

1. In the Current Accounts frame, select the username from
the list box.

2. Click Remove.
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Group Profile window

The Group Profile window

displays when Group Profile is

selected from the group menu. This window is used for

viewing/creating the group

’s filtering profile. Click the

following tabs in this window: Category, Redirect URL, and

Filter Options. Entries in th
string for the group.

Category Profile

ese tabs comprise the profile

Category Profile displays by default when Group Profile is
selected from the group menu, or when the Category tab is
clicked. This tab is used for assigning filter settings to cate-

gory groups/library categor

HOME S STEM GROUP

ies for the group’s filtering profile.

LIBRARY RERORTING HELF QUIT

Group: tech  Current Profi

Available Filter Lev

Rule Details

%L:g Category | Redirect URL | Filter Options |
g
S Category Profile

Group=IP>tech>Category Profile

els Minimum Filtering Level
(Child Parnography
Custom Profile - Pornography fAdult Content

le:: Custemn Profile:

Category Pass | Allowe | Warn | Block | Guota
[ pass | sow [ e | |

| Catedory Groups

[+ _| Custom Categories
[ ) Aclutt Content

| Banchwicth o)
-] Intormstion Technalg )

[¥-_] Instant hessaging (M)

[#- ] Securit

Uncategorized Stes  |Pass W

Overall Quota IOffv i Miry
Apply |

Fig. 3:1-10 Group Profile window, Profile tab

NOTE: In order to use this tab,

filtering rules profiles must already

have been set up by the global administrator.
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By default, “Rule0 Minimum Filtering Level” displays in the
Available Filter Levels pull-down menu, and the Minimum
Filtering Level box displays “Child Pornography” and
“Pornography/Adult Content”. By default, Uncategorized
Sites are allowed to Pass.

@ NOTE: By default, the Available Filter Levels pull-down menu

also includes these five rule choices: Rule1 BYPASS”, “Rule2
BLOCK Porn”, “Rule3 Block IM and Porn”, “Rule4 8e6 CIPA
Compliance”, and “Block All’.

Create, Edit a List of Selected Categories

To create the category profile:

1. Select a filtering rule from the available choices in the
Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the
Category Groups tree.

@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

@ NOTE: If a category group does not display any filter setting (i.e.

the check mark does not display in any column for the category
group), one or more library categories within that group has a
setting in a column other than the filter setting designated for all
collective library categories within that group. For example, if in
the Adult Content category group some of the library categories
have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
Block) in the row corresponding to that category group/
library category to move the check mark to that column:

* Pass - URLs in this category will pass to the end user.
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* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.

TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.
@ TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.
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5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue
creating the override account profile, or click Close to

close the pop-up window and to return to the Override
Account window.

Redirect URL

Redirect URL displays when the Redirect URL tab is
clicked. This tab is used for specifying the URL to be used
for redirecting users who attempt to access a site or service
set up to be blocked at the group level.

HOME SYSTER GROUP LIBRARY REFORTING HELF QUIT —

%u"p) Cateqgory Redirect URL | Filter Optmnsl
g
- Ytech | Redirect URL

Group-IP=tech>Redirect URL
Specify a redirect URL:

 Default Block Pagel

" Authentication Request Form

{* Custom URL: Ihttp:,i,iwww‘\Ugu‘cumftech

Apply

Fig. 3:1-11 Group Profile window, Redirect URL tab

Create, Edit the Redirect URL

1. Specify the type of redirect URL to be used: “Default

Block Page”, “Authentication Request Form”, or “Custom
URL".
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If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings.
Filter Options

Filter Options displays when the Filter Options tab is clicked.
This tab is used for specifying which filter option(s) will be
applied to the group’s filtering profile.

HOME S STEM GROUP LIBRARY REFRORTING HELF QuIT

%L:g Category | Redrect URL  Filter Options
B
- Filter Options

Group=IP>tech=Filter Options
Filter Options
[ # Strikes Blacking
[ Google/¥ahoa! ek comis0L Safe Search Enforcement
[V Search Engine Kevyword Filker Contral
[ URL Keyword Filker Conkrol

I Extend URL Keyward Filksr Control

Fig. 3:1-12 Group Profile window, Filter Options tab

Create, Edit the Filter Options

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the sub-group filtering profile: “X Strikes
Blocking”, “Google/Yahoo!/Ask.com/AOL Safe Search

Enforcement”, “Search Engine Keyword Filter Control”,
“URL Keyword Filter Control”.
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2. Click Apply to apply your settings.

X Strikes Blocking

With the X Strikes Blocking option enabled, an end user who
attempts to access inappropriate sites on the Internet will be
locked out from his/her workstation after a specified number
of tries within a fixed time period.

@ NOTE: See the X Strikes Blocking window in Chapter 1: System
screen of the Global Group Section for information on setting up
the X Strikes Blocking feature.

Google/Yahoo!/Ask.com/AOL Safe Search Enforcement

With the Google/Yahoo!/Ask.com/AOL Safe Search
Enforcement option enabled, Google, Yahoo!, Ask.com,
and AOL’s “strict” SafeSearch Filtering option will be used
whenever end users perform a Google, Yahoo!, Ask.com, or
AOL Web search or Image search.

& WARNINGS: This feature is not compatible with the proxy envi-
ronment as it will cause overblocking.

An inappropriate image will only be blocked if that image is
included in 8e6’s library or is blocked by Google, Yahoo!,
Ask.com, or AOL.

If this option is used in conjunction with the X Strikes Blocking
feature and a user is performing an inappropriate Google,
Yahoo!, Ask.com, or AOL Image search, the number of strikes
that user will receive is based upon the amount of time it will take
for unacceptable Google, Yahoo!, Ask.com, or AOL images
returned by the query to load on the page. The user will receive
only one strike if all inappropriate images load within the toler-
ance time range of a given strike.

Search Engine Keyword Filter Control

With the Search Engine Keyword Filter Control option
enabled, search engine keywords can be set up to be
blocked. When a user enters a keyword in the search
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engine, if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of custom
library categories.

NOTES: Search engine keyword filtering relies on an exact
keyword match. For example, if the word “sex” is set up to be
blocked, but “sexes” is not set up to be blocked, a search will be
allowed on “sexes” but not “sex”. However, if the word “gin” is set
up to be blocked, a search on “cotton gin” will be blocked since
the word “gin” is blocked.

To set up search engine keywords in a Search Engine Keywords
window for Custom Categories, see Chapter 2: Library screen,
Search Engine Keywords window.

URL Keyword Filter Control

With the URL Keyword Filter Control option enabled, URL
keywords can be set up to be blocked. When a user enters
a keyword in the address line of a browser window, if that
keyword has been set up to be blocked, the user will be
denied access to that site or service. URL keywords are
entered in the URL Keywords window of custom library
categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after the
"?" character in a URL.

NOTE: To set up URL keywords in a URL Keywords window for
Custom Categories, see Chapter 2: Library screen, URL
Keywords window.

WARNING: If this feature is activated, use extreme caution when
setting up URL keywords for filtering. If a keyword that is entered
in a browser’s address window contains the same consecutive
characters as a keyword set up to be blocked, users will be
denied access to URLs that are not even within blocked catego-
ries. For example, if all URL keywords containing “sex” are
blocked, users will not be able to access a non-pornographic site
such as http://www.essex.com.
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Exception URL window

The Exception URL window displays when Exception URL
is selected from the group menu. This window is used for
blocking group members’ access to specified URLs and/or
for letting group members access specified URLs blocked at
the minimum filtering level.

; HOME SYSTER GROUP LIBRARY REFORTING HELF QUIT —

g Group Exception URL
sdie Group>IP>tech>Excention URL
e =ch] Elock URL
Block URLs
hkkp: f fvena, espn.com
Remove
Block LRL I Add
ByPass URL
ByPass URLs

FkEp: f g, crin, canm

Remove

ByPass LURL

Apphy
Fig. 3:1-13 Exception URL window

@ NOTE: Settings in this window work in conjunction with those

made in the Override Account window and in the Minimum
Filtering Level window maintained by the global administrator.
Users with an override account will be able to access URLs set
up to be blocked in this window, if the global administrator acti-
vates bypass settings in the Minimum Filtering Bypass Options
tab. (See the Override Account window in this section for informa-
tion on setting up an override account to allow a user to bypass
group settings and minimum filtering level settings, if allowed.)
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Block URL frame

To block the group’s access to a URL:

1. In the Block URL field, enter the URL.

2. Click Add to include the URL in the Block URLSs list box.
To allow the URL to be accessed by the group again:

1. Select the URL from the Block URLs list box.

2. Click Remove.

ByPass URL frame

To allow a URL that is blocked at the minimum filtering level
to be accessed by the group:

1. In the ByPass URL field, enter the URL.

2. Click Add to include the URL in the ByPass URLs list
box.

To block the group’s access to the URL again:
1. Select the URL from the ByPass URLs list box.
2. Click Remove.

Apply Settings

Click Apply to apply your settings after adding or removing
a URL.
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Time Profile window

The Time Profile window displays when Time Profile is
selected from the group menu. This window is used for

setting up or modifying a filtering profile to be activated at a
specified time.

HOME S STEN GROUP LIBRARY REPORTING

HELP QUIT
gf,GUD Time Profile
B P Group=IP>tech>Time Profile
-

Current Time Profiles

Mame
Tech time profile
ech2 timeprofile

Description
Daily: Every 1 day(s), Duration: 03:30 P 2008/05/01 - 04:30 P 20080501
Daily: Every 1 day(s]; Duration: 11:15 Ah 20080506 - 12:15 PM 20080508

‘ |

Add Wieneodify | Remove |

Fig. 3:1-14 Time Profile window

The Current Time Profiles list box displays the Name and

Description of any time profiles previously set up for the
entity that are currently active.

Add a Time Profile
To create a time profile:

1. Click Add to open the Adding Time Profile pop-up box:
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Adding Time Profile X|
'E Pleaze enter profile name:
LJ ItechStimeprofile
oo |

Java Applet Window
Fig. 3:1-15 Adding Time Profile

2. Type in three to 20 alphanumeric characters—the under-
score ( _ ) character can be used—for the profile name.

3. Click OK to close the pop-up box and to open the Adding
Time Profile pop-up window that displays the name of
this profile at the top of the Time Profile frame:

Adding Time Profile |

Time Profile: techStimeprofile

Recurrence | Ruke | Resivect | Fiter Options | Exception |
Recurrence duration time
start: [IBE 7] [ =] [p5ioems = ere [iz1s | [ =] srcee 7]

Recurrence pattern

& Daity Every |1 day(s)

© weekly

© Monthly
 Yearly

Range of recurrence

Start: (D806 | & o end date:
C Endby: [DSOBI0E v

Apply | Close |

Java Applet window
Fig. 3:1-16 Time Profile window Recurrence tab
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4. In the Recurrence duration time frame, specify Start and
End time range criteria:

a. Select from a list of time slots incremented by 15
minutes: “12:00” to “11:45”. By default, the Start field
displays the closest 15-minute future time, and the End
field displays a time that is one hour ahead of that time.
For example, if the time is currently 11:12, “11:15”
displays in the Start field, and “12:15” displays in the
End field.

b. Indicate whether this time slot is “AM” or “PM”.

c. Today’s date displays using the MM/DD/YY format. To
choose another date, click the arrow in the date drop-
down menu to open the calendar pop-up box:

1 April 2008 L4
SuMo TuWe Th Fr 5a
i1 4 5
6 7 & 9 10 11 12
15 14 15 16 17 18 1%
20 21 22 23 24 25 26
27 28 29 30

Today |

In this pop-up box you can do the following:

» Click the left or right arrow at the top of this box to
navigate to the prior month or the next month.

« Double-click a date to select it and to close this
box, populating the date field with that date.

» Click Today to close this box, populating the date
field with today’s date.

5. In the Recurrence pattern frame, choose the frequency
this time profile will be used:
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» Daily - If this selection is made, enter the interval for

the number of days this time profile will be used. By
default, “1” displays, indicating this profile will be used
each day during the specified time period.

If 5is entered, this profile will be used every five days
at the specified time.

Weekly - If this selection is made, enter the interval for
the weeks this time profile will be used, and specify the
day(s) of the week (“Sunday” - “Saturday”). By default,
“1” displays and today’s day of the week is selected. If
today is Tuesday, these settings indicate this profile
will be used each Tuesday during the specified time
period.

If 2 is entered and “Wednesday” and “Friday” are
selected, this profile will be used every two weeks on
Wednesday and Friday.

Monthly - If this selection is made, first enter the
interval for the months this time profile will be used,
and next specify which day of the month:

+ If Day is chosen, select from “1” - “31”.

» If a non-specific day is chosen, make selections
from the two pull-down menus for the following:

- week of the month: “First” - “Fourth”, or “Last”

- day of the month: “Sunday” - “Saturday
“Weekday”, “Weekend”.

“By default, “1” displays and today’s Day of the month
is selected. If today is the 6th, these settings indicate
this profile will be used on the 6th each month during
the specified time period.

, ‘Day”,

If 3 is entered and the “Third” “Weekday” are selected,
this profile will be used every three months on the third
week day of the month. If the month begins on a
Thursday (for example, May 1st), the third week day
would be the following Monday (May 5th in this
example).
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» Yearly - If this selection is made, the year(s), month,
and day for this time profile’s interval must be speci-
fied:

First enter the year(s) for the interval. By default “71”
displays, indicating this time profile will be used each
year.

Next, choose from one of two options to specify the
day of the month for the interval:

» The first option lets you choose a specific month
(“January” - “December”) and day (“1” - “31”). By
default the current month and day are selected.

* The second option lets you make selections from
the three pull-down menus for the following:

- week of the month: “First” - “Fourth”, or “Last”

- day of the month: “Sunday” - “Saturday”, “Day”,
“Weekday”, “Weekend”

- month: “January” - “December”.

By default, the “First” “Sunday” of “January” are
selected.

If 2 is entered and the “First” “Monday” of “June” are
selected, this profile will be used every two years on
the first Monday in June. For example, if the current
month and year are May 2008, the first Monday in
June this year would be the 2nd. The next time this
profile would be used will be in June 2010.

6. Inthe Range of recurrence frame, the Start date displays
greyed-out; this is the same date as the Start date shown
in the Recurrence duration time frame. Specify whether
or not the time profile will be effective up to a given date:

”

* No end date - If this selection is made, the time profile
will be effective indefinitely.
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* End by - If this selection is made, by default today’s
date displays using the MM/DD/YY format. To choose
another date, click the arrow in the date drop-down
menu to open the calendar pop-up box. (See the infor-
mation on the previous pages on how to use the
calendar box.)

7. Click each of the tabs (Rule, Redirect, Filter Options,
Exception) and specify criteria to complete the time
profile. (See Category Profile, Redirect URL, Filter
Options, and Exception URL in this sub-section for infor-
mation on the Rule, Redirect, Filter Options, and Excep-
tion tabs.)

8. Click Apply to activate the time profile for the IP group at
the specified time.

9. Click Close to close the Adding Time Profile pop-up
window and to return to the Time Profile window. In this
window, the Current Time Profiles list box now shows the
Name and Description of the time profile that was just
added.

& WARNING: Ifthere is an error in a time profile, the Description for
that time profile displays in red text. Select that time profile and
click View/Modify to make any necessary corrections.
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Category Profile

The Rule tab is used for creating the categories portion of

the time profile.

Adding Time Profile

Time Profile: tech3timeprofile

Recurrence Rule I Redire:tl Fitter Opt\onsl Except\onl

Category Profile

Group>IP>tech>Category Profile

Available Filter Levels

Rule Details

Minimum Filtering Level
Child Pornography
Pornography/adult Content

Category

2 | Category Groups

[E-| Custom Categories

[ ] Acult Contert

-] Bandvidth

| Infarmation Technolog

B[] Ingtanit Messaging (b

] Securit

| Pass | Allawe | Warn | Block Guotal

Uncategorized Sites  |Pass ™

Overall Guata | Ot VI ID Min

Lpply | Close

Java Applet Window

Fig. 3:1-17 Time Profile pop-up window, Rule tab

NOTE: See the Override Account window, Category Profile sub-
section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting users who attempt to access a site or service
set up to be blocked.

Adding Time Profile x|

Time Profile: techStimeprofile

Recurrencel Rule Redirect I Fitter Opﬁonsl Excapﬁonl

Redirect URL
Group>IP>tech>Redirect URL
Redirect URL

Specify & redirect URL:

" Default Block Page

" Buthertication Reguest Form

% Custom URL: [t fhwears logo com

Apply | Close

Java Applet Window

Fig. 3:1-18 Time Profile pop-up window, Redirect URL tab

NOTE: See the Override Account window, Redirect URL sub-
section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the time profile.

Adding Time Profile x|

Time Profile: tech3timeprofile
Recurrencel Rulel Redirect  Filter Options | Excepﬂonl
Filter Options
Group>IP=tech:Filter Options

Filter Options

™ Google/vahoo! itsk.comiaoL Safe Search Enforcement
™ search Engine Keyword Filter Control
I~ URL Keyword Fiter Control

[~ Extend URL keyweord Fiter Contral

Apply | Close

Java Applet Window

Fig. 3:1-19 Time Profile pop-up window, Filter Options tab

NOTE: See the Override Account window, Filter Options sub-
section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Exception URL

The Exception tab is used for allowing users to be blocked
from accessing specified URLs and/or to be allowed to
access specified URLs blocked at the minimum filtering
level.

Adding Time Profile x|

Time Profile: techStimeprofile

Recurrencel Rulel Rediredl Fiter Optians: EXCEDﬁDHI

Exception URL
Group>IP>tech>Exception URL
Block URL
Block URLs
bittp: Sy circuitcity .com
Remove | Block URL I
ByPass URL
ByPass URLs

Refmove | ByPass URL Adddd

Apply | Close

Java Applet Window

Fig. 3:1-20 Time Profile pop-up window, Exception tab

@ NOTE: Settings in this window work in conjunction with those

made in the Override Account window and in the Minimum
Filtering Level window maintained by the global administrator.
Users with an override account will be able to access URLs set
up to be blocked in this window, if the global administrator acti-
vates bypass settings in the Minimum Filtering Bypass Options
tab. (See the Override Account window in this section for informa-
tion on setting up an override account to allow a user to bypass
group settings and minimum filtering level settings, if allowed.)
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To block the group’s access to a URL:

1. In the Block URL field, enter the URL.

2. Click Add to include the URL in the Block URLSs list box.
To allow the URL to be accessed by the group again:

1. Select the URL from the Block URLs list box.

2. Click Remove.

To allow a URL that is blocked at the minimum filtering level
to be accessed by the group:

1. In the ByPass URL field, enter the URL.

2. Click Add to include the URL in the ByPass URLs list
box.

To block the group’s access to the URL again:
1. Select the URL from the ByPass URLSs list box.

2. Click Remove.
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Modify a Time Profile

To modify an existing time profile:

1.

Select the time profile from the Current Time Profiles list
box.

. Click View/Modify to open the Modify Time Profiles pop-

up window.

. Make modifications in the default Recurrence tab and/or

click the tab in which to make modifications (Rule, Redi-
rect, Filter Options, Exception).

. Make edits in this tab and in any other tab, if necessary.

Click Apply.

. Click Close to close the Modify Time Profiles pop-up

window, and to return to the Time Profile window.

Delete a Time Profile

To delete a time profile:

1.

2.

Select the time profile from the Current Time Profiles list
box.

Click Remove.
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Upload/Download IP Profile window

The Upload/Download IP Profile window displays when
Upload/Download IP Profile is selected from the group
menu. This window is used for uploading or downloading a
text file containing filtering profiles of multiple users or sub-
groups.

HOME S STEM GROUP LIBRARY REFRORTING HELF QuIT m—

&g Sroup UploadiDownload IP Profile
g Group>IP>tech=UploadDownload IP Profile
IP Profile Management

[

Upload File:

This text file upload is used to define any I or range of IPs or MAC, the filkering rules, and a redirect
block page, if one is desired, The filtering rules will override the R3000 default filtering rules only For
the IP or range of IPs or MAC, Cwverlapping definitions For IP ranges will cause unpredictable results,

Mote: The uploaded file will overwrite the existing profile and IP file, System will also remove time
profile and exception URL, Each entry of this file should contain an IP or IP/Mask or IP-IP or MAC, &
comma {,) Followed by a space, then a rule {or definition of the rule), If a redirect black page is
desired, place another comma after the rule, then a space, Followed by a redirected URL in plain text
Format. Filkering options can be specified by a comma after the redirected URL, a space, and then
the desired optians. If quota is desired, append a semicolon §;) Followed by quota string.

Synkax: <name, <IP ar IP Mask or IF range or MAC >, <rule>{, <redirect URL>, =filtering
options = H; <quota string=}

Syntax: <name:=, <IP or IP Mask or IP range or MAC >, <Port filkering definition >, <Category
filkering definition =, <flag For traffic bypassifilker /block =4, <redirect URL>, <filtering options=H;
<quota string >}

Filtering options:

0x1 = Query Exception URL

0x2 = ¥-Strike option on

0x4 = GooglejYahoo! jAsk, comfA0L Safe Search Enforcement option on
0x100 = Search Engine Keyword option on

0x200 = Keyword in URL option on

Click here to zee examples,

Upload File | Download File |

Fig. 3:1-21 Upload/Download IP Profile window

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 349



GROUP ADMINISTRATOR SECTION CHAPTER 1: GROUP SCREEN

Upload IP Profiles

1. Click Upload File to open both the refresh message
dialog box and the Upload IP Profiles pop-up window:

/3 Upload 1P Profiles - Microsoft Internet Explorer

| Fle gt view Todls  Help ‘

| ek - = - @[ A | Qoeach GFavorites @ivedia 4 | By
| Address I@;]http:HZDD.lll1EIIJ‘75:EEﬂservletﬂtnm.rSDDD.servEr‘up\Dad‘U[j @ee HLinks ”|
=

Upload IP Profiles
File Browse... Upload File

I
[&] Upload P Profiles [ [ [ meemet 4

Fig. 3:1-22 Upload IP Profiles pop-up window

NOTE: Leave the message dialog box open until the file
containing the profile has been uploaded.

2. Click Browse to open the Choose file window in which
you find and select the file containing the IP profiles to be

uploaded. This text file of user/group profiles must be
entered in a specific format.

NOTE: For examples of entries to include in a profile file, go to
http://www.8e6.com/pbahelp/files/2group_ipprofiles.html.

Once the file is selected, the path displays in File field.

m WARNING: Any existing profiles will be overwritten by the
contents of the uploaded file.

3. Click Upload File in this pop-up window to display the
message “Upload IP Profiles Successfully.”

4. Click the “X” in the upper right corner of the Upload IP
Profiles pop-up window to close it.

5. Click OK in the message dialog box to refresh the IP
groups branch of the tree.
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Download Profile

If profiles have been created and/or uploaded to the server:

1. Click Download Profile to open a browser window
containing the profiles:

/23 http://200.10.100.75:88/servlet/com.r3000.server.upload. DownloadBinal . [=] ]
| Fle Edt vew Favortes Took Help |
| dmpa - = - @ 8] @ | Qsearch [iFovorites @reda (B | By S =
| Address [@) hrep: 200, 10. 100,75 m8jservletcom. 3000 server. Lpload. DownloadBinarySerletobi=IPPrafiles | (P60 |JLmks|
testers,100.10.1580.150/32,RuleD, ,0x1;0, LCOMM:1S, COMORG:1S =
cpike,20.10.5.5, Ruled, ,0x103
cpike,00:04:21:AF:33:E1,Rule0, ,0x103
support,10.10.10.3-10.10.10.5,4,J R KDPORN EXART OBSC GPORN RRATED MT,1, ,Ox1
&] bone [ [ |4 mtermet @

Fig. 3:1-23 Download IP Profiles window

The contents of this window can viewed, printed, and/or
saved.

2. Click the “X” in the upper right corner of the window to
close it.
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Add Sub Group

Add an IP Sub Group

From the group menu:

1. Click Add Sub Group to open the Create Sub Group
dialog box:

4. Create Sub Group x|

Group Marme Itesters
ol's I Zancel |

|Java Applet wWindow

Fig. 3:1-24 Create Sub Group box

2. Enter the Group Name for the sub-group.

NOTES: The name of the sub-group must be less than 20 char-
acters; cannot be “IP”, “NT”, or LDAP”, and cannot contain
spaces. The first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I” (exclamation point),
“?” (question mark), "&" (ampersand), "*" (asterisk), “““ (quotation
mark), "" (apostrophe), "" (grave accent mark), "~" (tilde), "A"
(caret), "_" (underscore), "|" (pipe), "/" (slash), "\", (backslash)",
"\\" (double backslashes), "(" (left parenthesis), ")" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "]" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>” (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

3. Click OK to close the dialog box and to add the sub-
group to the master IP group tree.
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& WARNING: When adding a sub-group to the tree list, sub-group

users will be blocked from Internet access until the minimum
filtering level profile is defined via the Minimum Filtering Level
window. The minimum filtering level is established by the global
administrator.

Add Individual IP

Add an Individual IP Member

From the group menu:

1. Click Add Individual IP to open the Create Individual IP
dialog box:

Member Mame Icpike
Ok I Cancel |

|.Java Applet wWindaw
Fig. 3:1-25 Create Individual IP box

2. Enter the Member Name for the Individual IP address.

NOTES: The name of the individual IP address must be less than
20 characters; cannot be “IP”, “NT”, or LDAP”, and cannot
contain spaces. The first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I” (exclamation point),
“?” (question mark), "&" (ampersand), ™" (asterisk), “““ (quotation
mark), " (apostrophe), ™" (grave accent mark), "~" (tilde), "A"
(caret), "_" (underscore), "|" (pipe), "/" (slash), "\", (backslash)",
"\" (double backslashes), "(" (left parenthesis), ")" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>” (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

ssssss

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 353



GROUP ADMINISTRATOR SECTION CHAPTER 1: GROUP SCREEN

3. Click OK to close the dialog box and to add the individual
IP member to the master IP group tree.

& WARNING: When adding an Individual IP member to the tree list,

the user will be blocked from Internet access until the minimum
filtering level profile is defined via the Minimum Filtering Level
window. The minimum filtering level is established by the global
administrator.

Delete Group

Delete a Master IP Group Profile

To delete a group profile, choose Delete Group from the
group menu. This action removes the master IP group from
the tree.
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Paste Sub Group

The Paste Sub Group function is used for expediting the
process of creating sub-groups, if the sub-group to be
added has the same configuration settings as one that
already exists.

A sub-group can be “pasted”—or copied—to a group if the
Copy Sub Group function was first performed at the sub-
group level.

Paste a Copied IP Sub Group

From the group menu:

1. Select Paste Sub Group to open the Paste Sub Group
dialog box:

Paste Sub Group x|

Input sub group name

I
(] 4 I Cancell

Java Applet Window
Fig. 3:1-26 Paste Sub Group dialog box

2. Inthe Input sub group name field, enter the name of the
sub-group.

3. Click OK to add the sub-group to the group tree.
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Sub Group

Sub Group includes options for creating and maintaining the
filtering profile for the sub-group. Click the sub-group’s link
to view a menu of sub-topics: Sub Group Details, Members,
Sub Group Profile, Exception URL, Time Profile, Delete Sub
Group, and Copy Sub Group.

HOME S STEM GROUP LIBRARY RERORTING HELF e ——

—Z W T \ 3
@cEROUP «J*’ k‘ 1 Y = |

Sub Group Details

Group

Members opics for the Group section
Sub Group Prafile

section is camprised of windows and dialog hoxes used for adding and =4
Exception LRL o master IP groups or NTILDAP dormains, and for creating filtering profiles
Time Profile and users
R S G roup option, the global administrator creates master IP groups. Within
Copy 5ub Group dual group, the desighated group administrator adds sub-groups and
individual [P members, and creates their filtering profiles.

Far NT andior LDAR domains, the global administrator rmustfirst set up
authentication in the System section in orderto enable NTILDAP options. The
adrministrator then adds the domain inthis section, sets up and maintains NTILDAP
groups, and creates filtering profiles for groups and users

The control panel atthe left of the screen containg a hierarchical list of groups setup
in atree format. Atthe root of this tree is Group. The main branches of the tree
include: Global Group and 1P group, followed by NT and LDAP if authentication is
enabled. MOTE: Ifthe synchronization feature is used, an R3000 set up in the Target
mode will only include the Global Group branch ofthe tree, and group administrators
will not have access to any branches of the tree.

Double-click the branch of your selection to display the list of groupsidomains =
previously added to that branch. Keep double-clicking items in the free listto view
additional iterns.

Click an entity in the tree list to view a menu of topics or actions that can be
performed for the selected entity.
[

Fig. 3:1-27 Group screen, Sub Group menu
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Sub Group (IP Group) window

The Sub Group (IP Group) window displays when Sub
Group Details is selected from the menu. This window is
used for viewing and adding or editing details on an IP
group member.

; HOME SYSTER GROUP LIBRARY REFORTING HELF QUIT

gG“D Sub Group (IP Group)
B ' L4 tech Group=IP>tech>testers>Sub Group (IP Groupy
E‘ﬁ - f— Sub Group Details
Sub Group Mame  |testers
IP Address
IP Range |1D1D1DDQS dl
Member P 7 I ! I ﬂ
& froanana - frona0ao
MAC Address

Member MAC(S)

0:34.45:00:23:14
00:34:45:99: 2313
00:34.45.98:23:18
00:34:45:99: 2317
00:34.45:99:23:18
00:34:45:90:2319 =

Apply

Fig. 3:1-28 Sub Group (IP Group) window, view only

View IP Sub-Group Details

If the sub-group was previously defined, the fields in the Sub
Group Details frame cannot be edited. The following infor-
mation displays:

e Sub Group Name
* |IP Range

* Member IP address and netmask or IP address range.
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Add IP Sub-Group Details

If the sub-group was not previously defined, the fields in the
IP Address frame and the Apply button remain activated.

HOME SYSTER GROUP LIBRARY

RERORTING HELF QUIT m—
gG“D Sub Group (IP Group)
g P Group>IP>tech>testers>Suh Group (IP Group)
=3 ﬁ tech

Sub Group Details

Sub Group Name  |testers

IP Address

PRange  [100.10.101-100.10.10.20 =

Merber P | o] =l

o |
MAC Address

Member MACTS)

Pleaze defing members for this aroup

Fig. 3:1-29 Sub Group (IP Group) window, fields activated

1. In the IP Address frame, click the appropriate radio

button corresponding to the type of Member IP address

range to be entered: IP address with netmask, or IP
address range.

TIP: Use the IP Range pull-down menu to view the IP
address(es) that can be entered in these fields.

2. Corresponding to the selected radio button:

» enter the IP address and specify the netmask, or
» enter the IP address range in the text boxes.
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3. Click Apply to save your entries. Once applied, the

Member fields become greyed-out and the Apply button
becomes deactivated (see Fig. 3:1-28).

Members window

The Members window displays when Members is selected

from the menu. This window is used for modifying the sub-
group’s Member IP address.

HOME S STEN GROUP LIBRARY REPORTING HELF GUIT —

g.Gulg Members
E B eech Group»IP>tech>testers>Members
I el
lﬁ Add membersby IF & SubGroup

: cpike:
Modify Sub Group Member

To add or modify a member 1P, enter the IP address and netmask ar IP range in the Member fields. Use
the Calculator to calculate IP ranges without any overlaps. To add member MAC(s), highlight the MAaC

address{es) from the "Awvailable MAC(s)" list and click the left arrow. Ta remove member MAC(S),
highlight the MAC address{es) and click the right arrow. To save changes, click Modify.

IP Address
 Member P | ! I LI Calculator |
& Member IP Start [10.10.101 End fio0.0:0
MAC Address
Member MAC(S) Available MACTE)
00:34:45:99. 2314 = 00:34:45.99:2311
00:34:45:99:2315 00:34:45.99:2313
00:34:45:99:2316 00:34:45:89:23: A2
00:34:45:99: 2317 % [oo:34.45:99:23:43
00:34:45:99: 2318 00:34:45:99:23 A5

Do344500.2318 | B [oo34dsonzzar  w|

Moddify |

Fig. 3:1-30 Members window
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Modify Sub-Group Members

The Modify Sub Group Member frame is comprised of the IP
Address and MAC Address frames.

1. Inthe IP Address frame, specify whether to add or edit an
IP address range with or without a netmask by selecting
either “Member IP” or “Member IP Start / End”.

* [f “Member IP” was selected, enter the IP address and
specify the netmask in the Member IP fields.

* [f “Member IP Start / End” was selected, enter the
Member IP Start and End of the IP address range.

@ TIP: Click Calculator to open the IP Calculator, and calculate IP
ranges without any overlaps.

2. Click Modify to apply your settings.

Sub Group Profile window

The Sub Group Profile window displays when Sub Group
Profile is selected from the sub-group menu. This window is
used for viewing/creating the sub-group’s filtering profile.
Click the following tabs in this window: Category, Redirect
URL, and Filter Options. Entries in these tabs comprise the
profile string for the sub-group.

NOTE: See the Group Profile window in this chapter for informa-
tion about entries that can be made for the following components
of the filtering profile: Category Profile, Redirect URL, Filter
Options.
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Exception URL window

The Exception URL window displays when Exception URL
is selected from the sub-group menu. This window is used
for blocking sub-group members’ access to specified URLs
and/or for letting sub-group members access specified
URLs blocked at the minimum filtering level.

NOTE: See the Exception URL window in the group tree section
of this chapter for information on entries that can be made in this
window.

Time Profile window

The Time Profile window displays when Time Profile is
selected from the sub-group menu. This window is used for

setting up or modifying a filtering profile to be activated at a
specified time.

NOTE: See the Time Profile window in the group tree section of
this chapter for information on entries that can be made for the
following components of the filtering profile: Category Profile,
Redirect URL, Filter Options, Exception URL.

Delete Sub Group

Delete an IP Sub-Group
To delete a sub-group, choose Delete Sub Group from the

sub-group menu. This action removes the sub-group from
the tree.
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Copy Sub Group

The Copy Sub Group function is used for expediting the
process of creating sub-groups, if the sub-group to be
added has the same configuration settings as one that
already exists.

Copy an IP Sub-Group

To copy configurations made for a specified sub-group:
1. Choose Copy Sub Group from the sub-group menu.

2. Select the group from the tree and choose Paste Sub
Group from the group menu to paste the sub-group to the
group. (See Paste Sub Group dialog box in the Group
section of this chapter.)
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Individual IP

Individual IP includes options for creating and maintaining
the filtering profile for the Individual IP member. Click the
individual IP member’s link to view a menu of sub-topics:
Members, Individual IP Profile, Exception URL, Time
Profile, Delete Individual IP.

HOME S ST EM GROUF LIBRARY REPORTING HELF L —

. \
. \ i ?
BGROUP 42*"&‘ [ Y ==

opicsforthe Group section

Individual 1P Profile
Exception URL section is comprised of windows and dialog boxes used for adding and =
o o master IP groups or NT/LDAP domains, and for creating filtering profiles

Time Profile and users.

Delete Individual [P
rorrreoroup option, the global administrator creates master IP groups. Within
each individual group, the designated group adrinistrator adds sub-groups and
individual IP rmembers, and creates their iltering profiles.

For NT andior LDAP domains, the global administrator rmust first set up
authentication in the Systern section in orderto enable NTILDAP options. The
administrator then adds the domain in this section, sets up and maintains NTILDAP
groups, and creates filtering profiles for groups and users.

The control panel atthe left of the screen contains a hierarchical list of groups setup
in & tree format. Atthe root of this tree is Group. The main branches of the tree
include: Global Group and IP group, followed by NT and LDAP if authentication is
enabled. MOTE: Ifthe synchranization feature is used, an R3000 set up in the Target
mode will only include the Glokal Group branch afthe tree, and group administrators
will not have access to any branches of the tree.

Double-click the branch of your selection to display the list of groupsidomainsg
previously added to that branch. Keep double-clicking iterms in the tree list to view
additional iterns.

Click an entity in the tree listto view a menu of topics or actions that can be
performed for the selected entity.

Fig. 3:1-31 Group screen, Individual IP menu
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Member window

The member window displays when Members is selected
from the menu. This window is used for modifying the indi-
vidual IP member’s IP address.

HOME S STEN GROUP LIBRARY REPORTING HELF

QuUIT
g‘ Group Member
ERr .
2 ﬁ e Group>IP>tech>cpike>Member
:él testers Modify Individual Group Member
cpike To add or modify member criteria, enter an IP address and/or select 3 MAC address and click Modify,
IP Address  |2010.55
MAC Address |Mone ¥

Fig. 3:1-32 Member window

Enter the IP Address of the Member

In the Modify Individual Group Member frame:
1. Enter the IP address in the Member field.
2. Click Modify to apply your changes.
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Individual IP Profile window

The Individual IP Profile window displays when Individual IP
Profile is selected from the individual I[P member menu. This
window is used for viewing/creating the member’s filtering
profile. Click the following tabs in this window: Category,
Redirect URL, and Filter Options. Entries in these tabs
comprise the profile string for the member.

NOTE: See the Group Profile window in this chapter for informa-
tion about entries that can be made for the following components
of the filtering profile: Category Profile, Redirect URL, Filter
Options.

Exception URL window

The Exception URL window displays when Exception URL
is selected from the individual IP member menu. This
window is used for blocking the member’s access to speci-
fied URLs and/or for letting the member access specified
URLSs blocked at the minimum filtering level.

NOTE: See the Exception URL window in the group tree section
of this chapter for information on entries that can be made in this
window.

Time Profile window

The Time Profile window displays when Time Profile is
selected from the individual IP member menu. This window
is used for setting up or modifying a filtering profile to be
activated at a specified time.

NOTE: See the Time Profile window in the group tree section of
this chapter for information on entries that can be made for the
following components of the filtering profile: Category Profile,
Redirect URL, Filter Options, Exception URL.
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Delete Individual IP

Delete an Individual IP Member

To delete an individual IP member, choose Delete Individual
IP from the individual IP member menu. This action
removes the member from the tree.
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Chapter 2: Library screen

Group administrators use windows and dialog boxes in the
Library screen to look up URLs in library categories. Library
categories are used when creating or modifying filtering

profiles.

R — HOME SY ST EN GROUP LIBRARY REFPORTING HELPi QUIT
TSE—.

[_ﬁlL\brary

Library Lookup ‘
Category Groups -A ' ~

&ILIBRARY AN

Display Help Topicsforthe Library section

The Library section is comprised ofwindows and dialog boxes used by the global =
and group administrator to add and maintain library categories. Library categories
are used when creating or moditing filtering profiles. NOTE: [Tthe synchronization
feature is used, the administrator will only have access to the Updates, Library
Lookup, and CFM topics.

Alistof main topics displays in the control panel atthe left ofthe screen. Main topics
in this section include: Updates, Library Lookup, CFM, Category ¥Weight Systern,
MMTP Mewsgroup, and Group Category. Group adrministrators will only see Library
Lookup and Custom Categories created for that group.

Click Updates to display a menu of sub-topics: Configuration, Manual Update,
Additional Language Support, Library Update Log, and Emergency Update Log

Click Library Lookup, GFM, Category Weight System, or MNTP Mewsgroup to select
that topic.

Click the Group Category topic to open its tree [ist. Double-click a group category to

wigw its listof BB Supplied library categories or custom categories added by the

group administrator. Click a library category to open a menu of sub-topics: Library =
Details, URLs, URL Keywords, and Search Engine Keywards. NOTE: The S&6

Supplied Instant Messaging library categaries only contain the sub-topics Likrary

Details and URLs.

Toadd a custorn categary, click Custam Categories and select Add Category, A
custom category should be created ifyou need to add a unique library category that
does not exist in the Se6 Supplied cateqories st =l

Fig. 3:2-1 Library screen

A list of main topics displays in the navigation panel at the
left of the screen. Main topics in this section include the
following: Library Lookup and Category Groups, the latter
topic containing the Custom Categories sub-topic which is
only activated for the global administrator.
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Library Lookup

Library Lookup window

The Library Lookup window displays when Library Lookup
is selected from the navigation panel. This window is used
for verifying whether or not a URL or search engine keyword
or keyword phrase exists in a library category.

HOME S ST E GROUP LIBRARY REPORTING HELP auIT

ﬁ' Library Library Lookup
L ey Lookup Library=Library Lookup
Bl Categary Graups URL Lookup

URL

porniden corm

Lookup

Search Engine Keyword Lookup
Search Engine Keyword

Lookup
Lookup Result
Result Category
Pornographydddult Cortent:  * PORNYIDEC.COM
Pornographyitoult Cortent: 63 .87.241 .40 Remaove
Reload Library

Fig. 3:2-2 Library Lookup window

NOTE: This window is also used by global administrators, except
their permissions let them remove URLs and search engine
keywords/phrases. The reload library function is used after
making changes to the library.
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Look up a URL

1. In the URL Lookup frame, enter the URL. For example,
enter http://www.playboy.com, playboy.com, or use a
wildcard by entering *.playboy.com. A wildcard entry
finds all URLs containing text that follows the period (.)
after the asterisk (*).

The following types of URL formats also can be entered
in this field:

» |P address - e.g. "209.247.228.221" in http://
209.247.228.221

+ octal format - e.g. http\://0106.0125.0226.0322

* hexadecimal short format - e.g. http\://0x465596d2

» hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

» decimal value format - e.g. http://1180014290

» escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%4 3%54%49%4E %4
7%47%41%4D%45%53.%43%4F%4D

NOTE: The minimum number of wildcard levels that can be

entered is three (e.g. *.yahoo.com) and the maximum number of
levels is six (e.g. *.mail.attachments.message.yahoo.com).

2. Click Lookup to open the alert box asking you to wait
while the search is being performed.

3. Click OK to close the alert box and to display any results
in the Result Category list box, showing the long name of
the library category, followed by the URL.
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Look up a Search Engine Keyword

To see if a search engine keyword or keyword phrase has
been included in any library category:

1. In the Search Engine Keyword Lookup frame, enter the
Search Engine Keyword or keyword phrase, up to 75
alphanumeric characters.

2. Click Lookup to display results in the Result Category
list box, showing the long name of all categories that
contain the search engine keyword/phrase.
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Custom Categories

Custom Categories includes the ALLOW and BLOCK library
categories. Click either ALLOW or BLOCK to view a menu
of sub-topics: Library Details, URLs, URL Keywords, and
Search Engine Keywords.

HOME SYSTEM GROUP LIBRARY REPORTIMNG HE\:P_-QU\T ———

Caull ~

@ Libarary

Category Weight System FLIBRARY '\Y
NTP Meswagroun
= “Category Groups
[El-Custom Categories

Display Help Topicsforthe Libram section

The Library section is comprised of windows and dialog boxes used by the global =
and ariun adpministrator to maintain library categories. Library categories are used

dult Canter_ Likrary Details or modifsing filtering profiles.

[#-Banduwicth

I;zm::mn, URLs opics displays in the navigation panel at the left of the screen. Main

URL Keywords ection include: Updates, Likrary Lookup, Catedory Weight Systerm,

Search Enging Keywords oup, and Category Groups. Group administrators will only see the
TIOTATy LOnRap topic:

“Instart Mess
~Security

Click Updates to display a menu of sub-topics: Configuration, Manual Update,
Additional Language Support, Library Update Log, and Emergency Update Log

Click Library Lookup, Category Weight Systern, or NMTP Newsgroup to select that
topit

Click the Category Groups topic to open its tree list. Double-click a group category to
wview its list of Bef Supplied library categories or Custom Categaries. Click a library
category to open a menu of sub-topics: Library Details, URLs, URL Keywords, and
Search Engine Kewwards. MOTE: The 8ef Supplied Instant Messaging library
categories only contain the sub-topics Library Details and URLs

For help in any window, mouse-over the "?" symhol to view information about that
window, of press F1. Press F5to refresh the console

For additional information about this current section of the console, click the link o
beneath the Library banner to view Help Topics

Fig. 3:2-3 Library screen, custom library category menu

NOTE: Maintaining the list of custom category URLs and
keywords is the responsibility of the global administrator.
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Library Details window

The Library Details window displays when Library Details is
selected from the ALLOW or BLOCK library category’s
menu of sub-topics. This window is used for editing the long
name of the custom library category, and for viewing name
criteria previously entered.

HOME S ST EM GROUF LIBRARY REPORTING HELF QuIT —

(<P Library
~Updates
Libwary Lookup

Library Details
Librany=Group Category>Custom Categories>BLOCK=Library Details
Library Details

coCategory Weight System
- HNTR Nevwsgroup Group Name  |cyustom Categories
[E-Categary Groups

El-Custom Categories Deseription  [BLock

L ealLow
-0 Short Mame  [BLock
[ At Content

[#-Bandwicth
[ Information Technology

Instant Messaging (M)

[F-Security

Apply

Fig. 3:2-4 Library Details window

View, Edit Library Details

The following display and cannot be edited: Custom Cate-
gories Group Name and library category Short Name.

1. The long Description name displays and can be edited.

2. After modifying the description for the library category,
click Apply to save your entry.
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URLs window

The URLs window displays when URLs is selected from the
custom library category’s menu of sub-topics. This window
is used for viewing, adding and/or removing a URL from a
custom library category’s master URL list or master wildcard
URL list. A URL can contain a domain name—such as
“playboy” in http://lwww.playboy.com—or an IP address—
such as “209.247.228.221” in http://209.247.228.221. A
wildcard asterisk (*) symbol followed by a period (.) can be
entered in a format such as *.playboy.com, for example, to
block access to all URLs ending in “.playboy.com”. A URL is
used in a filtering profile for blocking a user’s access to a
specified site or service.

HOME S STEM GROUP

- Category Groups
El-Custom Categories
e ALLOW

A ciutt Content
“Banduwicth

Infarmation Technology
“Ihstart Messaging (M)
~Security

LIBRARY | REPORTING | HELP e —
T Library URLs
i Updates Library>Category Groups>Custom Categories>BLOCK>URLs
= Library Lookup act | i I
~Categary Weight System 001 | Wigws
- RINTP Newesoroup Edit URL List

axample | www, site, com, sike. com, bt/ www. site. com.

Edit WildCard URL List

example ! *.sike.com

Select URL(s) to apply action.
hr

*Wirtual 1P

Upload Wildcard Master

LURL Ihﬂp:ﬂ\wwwporncom P oAdd I Remave

URL Al Remove |

Upload Master | Reload Library |

Apply Action

Fig. 3:2-5 URLs window, Action tab
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View a List of URLs in the Library Category

To view a list of all URLs that either have been added or
deleted from the master URL list or master wildcard URL
list:

1. Click the View tab.

2. Make a selection from the pull-down menu for “Master
List”, or “Wild Card Master List”.

3. Click View List to display the specified items in the
Select List list box:

HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT i

(P Library URLs
poiales Library>Category Groups>Custom Categories>BLOCK> URLs
ibrary Lookup . i I
ategory Weight System Action  View
IMTP M sgroup View URL Addition/Deletion List

E Category Groups

El-Custom Categories Master List - I

elect List

- HT TP 4207 5910050/
[#-Bandwidth HTTP:4206.207 85 33
[#-Information Technology HTTP: kAR PORNYIDEOS COMI

[#-Instant Messaging ()

HTTR:i5207 89100504
#-Security

HTTPAPORNYIDEOS COM!
HTTRUSENYIDEOS COMF

HTTP: fidtif A SEXVIDEOS COME
HTTPAMUDEIDEQS.COM/

HTTP: fictif A MLIDEYIDEOS COMF

Fig. 3:2-6 URLs window, View tab
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Add or Remove URLs or Wildcard URLs

The Action tab is used for making entries in the URLs
window for adding or removing a URL or wildcard URL,
uploading a master URL list or master wildcard URL list, or
reloading the library.

Add a URL to the Library Category

To add a URL to the library category:

1. In the Edit URL List frame, enter the URL in a format
such as http://www.playboy.com, www.playboy.com,
or playboy.com.

The following types of URL formats also can be entered
in this field:

» |P address - e.g. "209.247.228.221" in http://
209.247.228.221

+ octal format - e.g. http\://0106.0125.0226.0322

* hexadecimal short format - e.g. http\://0x465596d2

» hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

» decimal value format - e.g. http://1180014290

» escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%4 3%54%49%4E %4
7%47%41%4D%45%53.%43%4F %4D

2. Click Add to display the associated URL(s) in the list box
below.

3. Select the URL(s) that you wish to add to the category.

@ TIP: Multiple URLs can be selected by clicking each URL while
pressing the Ctrl key on your keyboard. Blocks of URLs can be
selected by clicking the first URL, and then pressing the Shift key
on your keyboard while clicking the last URL.

4. Click Apply Action.
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Add a Wildcard URL to the Library Category

NOTE: Wildcards are to be used for blocking only. They are not
designed to be used for the exceptions function or the always
allowed white listing function.

To add a URL containing a wildcard to the library category:

1. Inthe Edit WildCard URL List frame, enter the asterisk (*)
wildcard symbol, a period (.), and the URL.

TIP: The minimum number of levels that can be entered is three
(e.g. *.hustler.com) and the maximum number of levels is six (e.g.
*.photo.attachments.files.hustler.com).

2. Click Add to display the associated wildcard URL(s) in
the list box below.

3. Select the wildcard URL(s) that you wish to add to the
category.

4. Click Apply Action.

NOTE: Wildcard URL query results include all URLs containing
text following the period (.) after the wildcard (*) symbol. For
example, an entry of *.porn.com would find a URL such as http:/
sex.porn.com. However, if a specific URL was added to a library
category that is not set up to be blocked, and a separate wildcard
entry containing a portion of that URL is added to a category that
is set up to be blocked, the end user will be able to access the
non-blocked URL but not any URLSs containing text following the
wildcard. For example, if http://www.sex.com is added to a cate-
gory that is not set up to be blocked, and *.sex.com is added to a
category set up to be blocked, the end user will be able to access
http://www.sex.com since it is a direct match, but will not be able
to access http://www.videos.sex.com, since direct URL entries
take precedence over wildcard entries.
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Remove a URL from the Library Category

To remove a URL or wildcard URL from the library category:

1.
2.

Click the Action tab.

Enter the URL in the Edit URL List frame or Edit Wild-
Card URL List frame, as pertinent.

. Click Remove to display the associated URLs in the list

box below.

. Select the URL(s) that you wish to remove from the cate-

gory.

. Click Apply Action.
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Upload a Master List to the Library

Upload a Master List of URLs

To upload a master file with URL additions:

1. Click Upload Master to open the Upload Custom Library
URL pop-up window:

i
J File Edit View Favorites Tools Help |
| d=geck - =& - @ [ @ | Qocach [EFavortes GMeda £F | By
| address [&] hetp:fizo0.10. 160.75:08/fservietjcom.ra000.server serv 7| | @G0 Hunks »
B
Upload Custom Library URT
File Browse... Upload File |
|®:| Upload Custom Library URL ,_,_,_‘. Internat ¥

Fig. 3:2-7 Upload Custom Library URL window

2. Click Browse to open the Choose file pop-up window.

3. Select the file to be uploaded.
@ TIP: A URL text file must contain one URL per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

NOTE: Before the file is uploaded to the server, it will first be vali-
dated.
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4. Click Upload File to display the results of the library file
content validation in the Library File Content/IP Lookup
Options pop-up window:

; Upload Custom Library URL - Microsoft Internet Explo - Ellil

File Edit Wiew Favorites Tools Help ‘ (','

Q- Q- ¥ B

Address |:§] http:/f200.10. lIJIZI‘75:83I)’serv\etjcnm‘VSDDEI‘server‘servlets.hlj Go

Valid URL Invalid URL
hitpifwww pornvideos. com/

httpf207.89.100, 50/

hitpfpormwdecs. com)

hitpedisexvideos. com/

hitpf206.207.85 33/

httpedfwranar, sexvideos. comf
hitpinudevideos. com/

httpedfwrwne nudevideos comf

>

- n
) search % Favorites  40<)
# 1§

Links >

|

IP Lookup Options

@ Upload the file with IP Lookup
© Upload the file without IP Lookup

Upload

Mote: Invalid URLs will not be uploaded. Correct these URLs and click
"Back" to attempt uploading these URLs again

Back |
=

|&] Dane [T lemkemee
Fig. 3:2-8 Library File Content/IP Lookup Options

URLSs contained in the file are listed under the column for
either Valid URL or Invalid URL.

5. If the file contains invalid URLs, click Back to return to
the Upload URL window. Another attempt to validate the
file can be made after corrections have been made to the
file.

If the file contains valid URLs:

a. Go to the IP Lookup Options section and click the
radio button corresponding to the option to be used
when uploading the file:

* “Upload the file with IP Lookup” - If this option is
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selected, IP addresses that correspond to URLs in
the uploaded file will be blocked along with the
URLs.

¢ “Upload the file without IP Lookup” - If this option is
selected, an IP lookup for IP addresses that
correspond to URLs in the uploaded file will not be
performed.

b. Click Upload to open the Upload Successful pop-up
window.

NOTE: In order for the URLs to take effect, library categories
must be reloaded.

Upload a Master List of Wildcard URLs

To upload a master file with wildcard URL additions:

1. Click Upload Wildcard Master to open the Upload
Custom Library WildCard URL pop-up window:
~lojx]

Fis FEdt ‘iew Favortes Tooks Help ‘ i

(€ L \_) - \ﬂ lELI ;‘J | /..-\: Search \;W'\}’Favorltes €‘?|

Address [{E] http://200. 10, 100, 75:88servlet/com.ra000 server.ser ¥ | [ Go |Links »

Upload Custom Library WildCard TRT.
File Browse... | Upload File |

I |
| €] Upload Custom Library WildCard URL ’7 ,7 ,7 ,7 ’7 4 Internst 4

Fig. 3:2-9 Upload Custom Library WildCard URL window

2. Click Browse to open the Choose file pop-up window.
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3. Select the file to be uploaded.

TIP: A wildcard URL text file must contain one wildcard URL per
line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

NOTE: Before the file is uploaded to the server, it will first be vali-
dated.

4. Click Upload File to display the results of the library file
content validation in the Library File Content/IP Lookup
Options pop-up window:

/3 Upload Custom Library URL - Microsoft Internet Exp 10 x|
File Edit Wiew Favortes Tools  Help ‘ ’,’
GBack - J - |_L| |§| 4 ;\J ‘ /.-jSearch \j‘\'.\/ Favorites {‘;{ | i
Address I@I http:,l’;’ZDD.10.IDD.75:Bﬂ,ffservlet)’cum.rSDDD.sarvar‘ser\,j Go | Links **
=l
Library File Content/TP Lookup Options
Valid URL Invalid URL
* sexvideos. com
* portvidens. com
* sextapes.com
* porntapes. com
Upload
Wote: Invalid URLs will not be uploaded. Correct these URLs and click
"Back" to atternpt uploading these URLs again
Back |
[
| Done ’_’_’_I_’_ # Internet v

Fig. 3:2-10 Library File Content/IP Lookup Options

Wildcard URLSs contained in the file are listed under the
column for either Valid URL or Invalid URL.

5. If the file contains invalid wildcard URLs, click Back to
return to the Upload WildCard URL window. Another
attempt to validate the file can be made after corrections
have been made to the file.
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If the file contains valid wildcard URLSs, click Upload to
open the Upload Successful pop-up window.

NOTE: In order for the URLs to take effect, library categories
must be reloaded.

Reload the Library

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the ProxyBlocker, 8e6 recommends
clicking Reload Library only after modifications to all library
windows have been made.
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URL Keywords window

The URL Keywords window displays when URL Keywords
is selected from the ALLOW or BLOCK library category’s
menu of sub-topics. This window is used for adding or
removing a URL keyword from a custom library category’s
master list. A library category uses URL keywords to block a

user’s access to Internet addresses containing keywords
included in its list.

HOME S STEM GROUP LIBRARY RERORTING HELF QuIT

ﬁ Library URL Keywords
i Updates Library=Category Groups=Custom Categories>BLOCK> URL Keywords

seLibrary Lookug Edi .
; it Keyword List
FrCategory Yeight System v
- MINTP Newesgroup Keyward Add Remave
[=l-Category Groups
El-Gustom Categories View Keyword Addition/Deletion List
o U ALLOWY
Lol IMaster List vl
Adult Cortert R
5 Banewidth Select List
Information Technalogy PORM

[FH-Instant Messaging (M)

H SEXVIDEOS
[#-Security

CViewList
Upload Master URL Keyword File Reload URL Keywords
Upload Master | Reload

Fig. 3:2-11 URL Keywords window

NOTE: If the feature for URL keyword filtering is not enabled in a
filtering profile, URL keywords can be added in this window but
URL keyword filtering will not be in effect for the user(s). (See the
Filter Options tab in the Group screen section for information
about enabling URL keyword filtering.)
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& WARNING: Use extreme caution when setting up URL keywords
for filtering. If a keyword contains the same consecutive charac-
ters as a keyword set up to be blocked, users will be denied
access to URLs that are not even within blocked categories. For
example, if all URL keywords containing “sex” are blocked, users
will not be able to access a non-pornographic site such as http./

WWW.EeSSex.com.

View a List of URL Keywords

To view a list of all URL keywords that either have been
added or deleted:

1. In the View Keyword Addition/Deletion List frame, make
a selection from the pull-down menu for “Master List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove URL Keywords

Add a URL Keyword to the Library Category

To add a URL keyword to the library category:
1. Enter the Keyword in the Edit Keyword List frame.
2. Click Add.

Remove a URL Keyword from the Library

To remove a URL keyword from the library category:
1. Enter the Keyword.

2. Click Remove.
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Upload a List of URL Keywords to the Library

To upload a text file containing URL keyword additions:

1. In the Upload Master URL Keyword File frame, click
Upload Master to open the Upload Library Keyword
pop-up window:

a Upload Library Keyword - Microsoft Internet Exple - |EI|£|
J File Edit ‘iew Favorites Tools Help |
J d=Eack - = - @) fat | Q5earch  GaFavorites  Eliveda £4 |
J Address I@ http:ff200.10, 1DD.?S:BBHSBrVIet,I’com.rSDDD.server.sej R |J Links **
Upload Library Keyword
File I Erowse... Upload File |
|@ Upload Library Keyword l_ l_l_ & Internet S

Fig. 3:2-12 Upload Library Keyword pop-up window

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

NOTE: A URL keywords text file must contain one URL keyword
per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

Reload the Library

After all changes have been made to library windows, in the
Reload URL Keywords frame, click Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the ProxyBlocker, 8e6 recommends
clicking Reload only after modifications to all library windows
have been made.
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Search Engine Keywords window

The Search Engine Keywords window displays when
Search Engine Keywords is selected from the ALLOW or
BLOCK library category’s menu of sub-topics. This window
is used for adding and removing search engine keywords
and phrases to and from a custom library category’s master
list. A library category uses search engine keywords to
block searches on subjects containing keywords included in
its list.

HOME S ST E GROUP LIBRARY REPORTING HELP auIT

P

@ Likwary
o Updates
“Likbrary Lookup
Category Weight System

Search Engine Keywords
Library>Category Groups>Custom Categories>BLOCK>Search Engine Keywords
Edit Search Keyword List

- HNTP Meswegroup Heywrord Al Rermove
[=l-Categary Groups

- Custom Categories View Search Keyword Addition/Deletion List

[

H 0K IMaster List = I

[ At Content B

Banchwicth Select List

[#-Information Technalogy SEX WIDEQS

F-Instant Messaging (M) SEX TEPES

securty PORM VIDEOS
PORM TAPES

LMEwLEt
Upload Search Keywords File Reload Search Keywords
Upload Master Reload |

Fig. 3:2-13 Search Engine Keywords window

NOTE: If the feature for search engine keyword filtering is not
enabled in a filtering profile, search engine keywords can be
added in this window but search engine keyword filtering will not
be in effect for the user(s). (See the Filter Options tab in the
Group screen section for information about enabling search
engine keyword filtering.)

386 8e6 TecHNOLOGIES, PROXYBLOCKER USeErR GUIDE



GROUP ADMINISTRATOR SECTION CHAPTER 2: LIBRARY SCREEN

& WARNING: Use extreme caution when setting up search engine

keywords for filtering. If a non-offending keyword contains the
same consecutive characters as a keyword set up to be blocked,
users will be denied the ability to perform a search using
keywords that are not even in blocked categories. For example, if
all searches on “gin” are set up to be blocked, users will not be
able to run a search on a subject such as “cotton gin”. However, if
the word “sex” is set up to be blocked, a search will be allowed on
“sexes” but not “sex” since a search engine keyword must exactly
match a word set up to be blocked.

View a List of Search Engine Keywords

To view a list of all search engine keywords that either have
been added or deleted:

1. In the View Search Keyword Addition/Deletion List
frame, make a selection from the pull-down menu for
“Master List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove Search Engine Keywords

Add a Search Engine Keyword to the Library

To add a search engine keyword or keyword phrase to the
library category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Add.
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Remove a Search Engine Keyword

To remove a search engine keyword or keyword phrase
from a library category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Remove.
Upload a Master List of Search Engine Keywords

To upload a master list containing search engine keyword/
phrase additions:

1. In the Upload Search Keywords File frame, click Upload
Master to open the Upload Library Keyword pop-up
window (see Fig. 3:2-12).

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.

TIP: A search engine keyword text file must contain one keyword/
phrase per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

4. Click Upload File to upload this file to the server.
Reload the Library

After all changes have been made to library windows, in the
Reload Search Keywords frame, click Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the ProxyBlocker, 8e6 recommends
clicking Reload only after modifications to all library windows
have been made.
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Delete Category

Delete a Custom Category

To delete a custom library category, choose Delete Cate-
gory from the menu. This action removes the library cate-
gory from the Custom Categories list.
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TECHNICAL SUPPORT / PRODUCT
WARRANTIES

Technical Support

For technical support, visit 8¢6 Technologies’s Technical
Support Web page at http://www.8e6.com/support.html,
or contact us by phone, by email, or in writing.

Hours

Regular office hours are from Monday through Friday, 8
a.m. to 5 p.m. PST.

After hours support is available for emergency issues only.
Requests for assistance are routed to a senior-level techni-
cian through our forwarding service.

Contact Information

Domestic (United States)

1. Call 1-888-786-7999
2. Select option 3

International

1. Call +1-714-282-6111
2. Select option 3

E-Mail

For non-emergency assistance, email us at
support@8e6.com
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Office Locations and Phone Numbers

8e6 Corporate Headquarters (USA)

828 West Taft Avenue

Orange, CA 92865-4232

USA

Local 1 714.282.6111

Fax : 714.282.6116

Domestic US : 1.888.786.7999

International o +1.714.282.6111
8e6 Taiwan

7 Fl., No. 1, Sec. 2, Ren-Ai Rd.

Taipei 10055

Taiwan, R.O.C.

Taipei Local : 2397-0300

Fax ;. 2397-0306

Domestic Taiwan : 02-2397-0300

International ;. 886-2-2397-0300

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 391



TECHNICAL SUPPORT / PRODUCT WARRANTIES  TECHNICAL SUPPORT

Support Procedures

When you contact our technical support department:

* You will be greeted by a technical professional who will
request the details of the problem and attempt to resolve
the issue directly.

» If your issue needs to be escalated, you will be given a
ticket number for reference, and a senior-level technician
will contact you to resolve the issue.

» If your issue requires immediate attention, such as your
network traffic being affected or all blocked sites being
passed, you will be contacted by a senior-level techni-
cian within one hour.

* Your trouble ticket will not be closed until your permission
is confirmed.
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Product Warranties

Standard Warranty

8e6 Technologies warrants the medium on which the 8e6
product is provided to be free from defects in material and
workmanship under normal use for period of one year (the
“Warranty Period”) from the date of delivery. This standard
Warranty Period applies to both new and refurbished equip-
ment for a period of one year from the delivery date. 8e6
Technologies’ entire liability and customer’s exclusive
remedy if the medium is defective shall be the replacement
of the hardware equipment or software provided by 8e6
Technologies.

8e6 Technologies warrants that the 8e6 product(s) do(es)
not infringe on any third party copyrights or patents. This
warranty shall not apply to the extent that infringement is
based on any misuse or modification of the hardware equip-
ment or software provided. This warranty does not apply if
the infringement is based in whole or in part on the
customer’s modification of the hardware equipment or soft-
ware.

8e6 Technologies specifically disclaims all express warran-
ties except those made herein and all implied warranties;
including without limitation, the implied warranties of
merchantability and fitness for a particular purpose. Without
limitation, 8e6 Technologies specifically disclaims any
warranty related to the performance(s) of the 8e6
product(s). Warranty service will be performed during 8e6
Technologies’ regular business hours at 8e6 Technologies’
facility.
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Technical Support and Service

8e6 Technologies will provide initial installation support and
technical support for up to 90 days following installation. 8e6
Technologies provides after-hour emergency support to 8e6
server customers. An after hours technician can be reached
by voice line.

Technical support information:

Online: http://www.8e6.com/support.html
Toll Free: 888-786-7999, press 3
Telephone: 1+714-282-6111, press 3

E-mail: support@8e6.com

Have the following information ready before calling tech-
nical support:

Product Description:

Purchase Date:

Extended warranty purchased:
Plan #

Reseller or Distributor contact:

Customer contact:
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Extended Warranty (optional)

The extended warranty applies to hardware and software of
the product(s) except any misuse or modification of the
product(s), or product(s) located outside of the United
States. The extended warranty does not include new
product upgrades. Hardware parts will be furnished as
necessary to maintain the proper operational condition of
the product(s). If parts are discontinued from production
during the Warranty Period, immediate replacement
product(s) or hardware parts will be available for exchange
with defective parts from 8e6 Technologies’ local reseller or
distributor.

Extended Technical Support and Service

Extended technical support is available to customers under
a Technical Support Agreement. Contact 8e6 Technologies
during normal business hours, 8 a.m. to 5 p.m. PST, at (888)
786-7999, or if outside the United States, call 1+(714) 282-
6111.
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APPENDICES SECTION

Appendix A

Filtering Profile Format and Rules
A filtering profile must be set up in a specified format,
containing the following items:
1. The username or group name
2. IP address
3. Filtering profile criteria:

* Rule number (Rule0, Rule1, etc.), or
* rule criteria:
a. Ports to Block or Filter
b. Categories to Block or Open
c. Filter Mode
4. Redirect URL (optional)
5. Filter Options (optional). For IP profiles, the code 0x1

should be placed at the end with all filter options
disabled.

6. Quotas (optional).

NOTE: Each filtering profile should be entered on a separate line
in the file.
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Rule Criteria

Rule criteria consists of selections made from the following
lists of codes that are used in profile strings:

« Port command codes:

A = Filter all ports

B = Filter the defined port number(s)

I = Open all ports

J = Open the defined port number(s)

M = Set the defined port number(s) to trigger a warn
message

Q = Block all ports

R = Block the defined port number(s)

¢ Port Numbers:

FTP (File Transfer Protocol)

HTTP (Hyper Text Transfer Protocol)
NNTP (Network News Transfer Protocol)
HTTPS (Secured HTTP Transmission)

¢ Filter Mode Values:

1

4

Default, Block Mode
Monitoring Mode
Bypassing Mode
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Category command codes:

Category command codes must be entered in the
following order: J, R, M, |. “PASSED” should either be
entered after J, R, or M, or after a string of category
codes following J, R, or M.

J = Positioned before the category/categories defined as
"always allowed."

R = Positioned before the category/categories defined as
"blocked."

M = Positioned before the category/categories defined
as containing URLs potentially against the organiza-
tion’s policies, and accompanied by a warning
message.

| = Positioned at the end of a profile string, indicating that
all other categories should “pass.”

PASSED = When positioned at the end of a string of
categories or after a category command code, this
code indicates that unidentified categories will follow
suit with categories defined by that code: J (pass), R
(block), or M (receive warning message).

Category Codes:

For the list of category codes (short names) and their
corresponding descriptions (long names), go to http://
www.8e6.com/pbahelp/files/
2group_textfile_cat.html#cat

NOTE: The list of library category codes and corresponding
descriptions is subject to change due to the addition of new cate-
gories and modification of current categories. For explanations
and examples of category items, go to http://www.8e6.com/
database-categories.html
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* Filter Option codes:

*0x1 = Exception URL Query (always enabled)
+0x2 = X Strikes Blocking

*+0x4 = Google/Yahoo!/Ask.com/AOL Safe Search
Enforcement

* 0x100 = Search Engine Keyword
* 0x200 = URL Keyword
* 0x1000= Extend URL Keyword Filter Control

NOTE: To enable multiple filter codes, add the codes together.
For example, to enable all features for an IP profile, add 1+ 2 + 4
+ 100 + 200 + 1000 = 1307, which means that 0x1307 should be
entered at the end of the profile string (unless the quota option is
used, in which case the quota should be entered at the end of the
profile string). To disable all filter codes for an IP profile, enter 0x1
for the filter option.

* Quota format

To include quotas in a profile string, enter them after the
filter options using this format: A semicolon ( ; ), Overall
Quota minutes, a comma (, ), the first library category
code, a colon ( : ), the number of quota minutes, and a
comma between each quota. For example: ;10,
EMPL:30, FINAN:30, GENBUS:30, TRADING:30,
ESTATE:30

NOTES: See http://www.8e6.com/pbahelp/files/
2group_ipprofiles.html for examples of filtering profile entries.
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Appendix B

Traveler Log Messages

Your ProxyBlocker receives 8e6 supplied library category
updates and software updates via Traveler, 8e6’s execut-
able program for updating the ProxyBlocker server. You can
run Traveler on demand via the Manual Update to 8e6
Supplied Categories window, or schedule Traveler to launch
at a specified time via the Configuration window. (See the
Library screen’s Configuration window and Manual Update
window in the Global Group Section for more information
about updating 8e6 supplied library categories.)

@ NOTE: In the Global Administrator Section: Library screen, see
the Library Update Log window for information about viewing the
library update log.

Messages in this Appendix are grouped according to the
type of activity Traveler attempts to perform:

* General Activity

* Weekly Update (7 Days Library)

* Full URL Library Update

« All Library Updates (includes all other messages)
» Patch Update

« Emergency Update
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General Activity

Startup, Finish
* Logging to: <log file>
» Start running Traveler
+ Traveler has finished running.
Command Executed More than Once
» Traveler is running, cannot start another traveler.

+ Installscript is running, cannot start another traveler.

» Traveler_Full_Download is running, cannot start another
traveler.

System Command Execution
* Run system command: <killCmd>
+ Failed in executing : <killCmd>
Temp Files
» Create tmp file.
+ getpid().
*  Write pid to tmp file.
» Traveler failed to create the tmp file:
<ServerConstants. TRAVELER_TEMP>
» Temp file deleted.

» Fail to rename <szFileUrITemp> to final <szFileUrl>
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Library Download Process

» <filename> needs to be updated.

» <filename> does not need to be updated.

* Preparing for download

* Prepare for download -- Fail

» Downloading files

* Processing downloaded files

* Processing downloaded files -- Fail

» Decrypting file...

+ Decryption success.

* A problem occurred while deleting: <filename>

* HTTPS download complete: <filename> <--For HTTPS
downloads

* File does not exist on the update server.
* Login error.
« Could not write history file! (exception)

* Could not read emergency date from: <emergency
update file>.

+ Failed to download <filename> (Exception)

* Finished updating libraries!
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Customer Feedback Module Option

+ To start CFM
+ Torun CFM
» Starting usage feedback/reporting upload

* Running usage feedback/reporting upload
Library Update Process

* Wrong Argument!

» Error occurred during the Traveler process!
» Connection is lost.

+ Finished updating library!

» Fail to download all libraries

» Failed to sort the library files!

+ Started reloading library!

* Finished reloading library!

» Library <filename> does not exist!

+ Fail to encrypt <category> library!

Printstack Trace

» PrintstackTrace - Fail to back up file for <FileUrl>
* PrintStackTrace - <java error message>
» PrintstackTrace - Fail to back up file for <category>.sew

» PrintstackTrace - Fail to copy file for merging
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Error Messages

* Running Traveler encounters an exception.

» Alert emails could not be read. "<email alert configuration
file>" does not exist.

* Reloading library encounters an exception

» Send alert encountered an exception

» Traveler exits after reaching time limit: <time limit> mins
* Log file could not be set. (Exception)

» List could not be read from file.
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Weekly Update (7 Days Library)

Download library update:

Download thread interrupted during retries.
Successfully downloaded <deleted category>
Failed to download <deleted category>
Failed to download <category> library
Successfully downloaded <category> library
Fail to unzip <category>

Weekly Update has completed.

Summary Messages

Failed to download.

File does not exist.

Failed to unzip.

Was not a primary language deletion file.
Failed to sort the library files.

Failed to merge files for <category>

File is the most current version.
Successfully updated.

Checksum verification failed.
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Full URL Library Update (URLs, URL Keywords)

» Download full library:

» Failed to download <category> library

» Successfully download <category> library!
+ Failed to unzip <category>

* Full URL Library Update has completed.

All Library Updates (includes all other msgs.)

» Download full library & keyword library all categories:
» Successfully download <category> deletion library!
» Fail to download <category> deletion library!

» Trial <itotal>: Fail to download <category> deletion
library!

* Complete Update has successfully completed.

IM and P2P Pattern File Update

» Successfully downloaded <pattern>

» Failed to download <pattern>

* IM and P2P Update has successfully completed.
Newsgroup Library Update (News)

* Download newsgroup:
* Successfully downloaded newslist
» Failed to download newslist

* Newsgroup Library Update has successfully completed.
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Search Engine Keywords Library Update

Download keyword library:

Fail to download <category> keyword library due to
connection fail!

Successfully downloaded <category>
Fail to download <category>

Search Engine Keyword Library Update has successfully
completed.

Patch Update

Download patch:

Downloading patch - Dated: <patchdate>
The patch has been downloaded already!
Successfully processed <patch>

Failed to download <patch>

Patch Update has completed.

Emergency Update

Emergency update:

Could not read emergency date from: <emergency
update file>.

Emergency Update has completed.
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Appendix C

Create a Custom Block Page

8e6 offers ways for you to customize the block page so that
the page can have a different look while retaining the infor-
mation/functionality provided in 8e6’s default block page.

NOTE: The solutions provided in this appendix will only let you
customize the Block page, not the Options page.

Part I: Modify the ProxyBlocker

1. Enable block page redirection

Select either of the following options to modify the Proxy-
Blocker. Option 1 lets you modify the back end, and Option
2 lets you modify the ProxyBlocker console.

Option 1: Modify the back end

* PROS: No need to set up the redirect URL for each

group.
* CONS: Redirect URL must be set up in the back end.

LDC_http_default_redirecturl http://<server for
block_page>[:<port for block page>]/<blockpage>

LDC_fother_default_redirecturl http://<server for
block_page>[:<port for block page>]/<blockpage>

LDC proxy_default_redirecturl http://<server for
block_page>[:<port for block page>]/<blockpage>
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Option 2: Modify the ProxyBlocker console

* PROS: Can be done from the ProxyBlocker console.
* CONS: Must be set up for each sub-group.

1. Make modifications in one of the redirect URL tabs:

* Go to: Group > IP > “Group Name” > “Sub-Group
Name” > Sub Group Profile > Redirect URL

* Go to: Group > Global Group > Global Group Profile >
Default Redirect URL

2. Set the redirect URL to: http://<server for
block _page>[:<port for block page>]/<blockpage>

NOTE: The ProxyBlocker does not accept the URL with a port
setting (:<port for block page>), so to get around this the block
page must be placed at the default HTTP port, which is 80. Since
the console may not allow certain characters (e.g. “_”), if such
characters are used in the URL a modified name must be used
instead for the <blockpage>.

As a result, the ProxyBlocker will redirect the block page
to the customized one with the following link format:

http://<server for block_page>[:<port for block page>]/
<blockpage>?URL=<blocked url>&IP=<client
IP>&CAT=<URL category>&USER=<client User Name>

2. Exclude filtering <server for block page> IP

1. Go to: GUI: Group > Global Group > Range to Detect

2. Input the IP address under “Destination IP” > "Exclude
IP”

Without excluding this IP address, the ProxyBlocker may
captureffilter/block the following redirect link:

http://<server for block_page>[:<port for block page>]/
<blockpage>?URL=<blocked url>&IP=<client
IP>&CAT=<URL category>&USER=<client User Name>
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Part ll: Customize the Block Page

1. Set up a Web server

A Web server must be set up to hold the customized block

page.

2. Create a customized block page

The customized block page must be accessible via this link:

http://<server for block_page>[:<port for block page>]/
<blockpage>

Show 8eb6’s information in the block page
(optional)

The following information is passed to the <blockpage>
through the query string:

Name

Description: Value

URL

Blocked URL: From the query string of the block page URL

P

IP that accessed the blocked URL: (see URL)

CAT

Category of the blocked URL: (see URL)

USER

User Name that accessed the blocked URL: (see URL)

410
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Implement the “further option” (optional)

The “further option” is included in 8e6’s default block page. If
used, the <block page> needs to provide a link back to
ProxyBlocker’s Options page and post the required hidden
form data (shown in the table below):

Name Description: Value

SITE Optional value: _BLOCK_SITE _

URL Blocked URL: From the query string of the block page
URL

IP IP that accessed the blocked URL: (see URL)

CAT Category of the blocked URL: (see URL)

USER User Name that accessed the blocked URL: (see URL)

STEP Required value: STEP 2

Customized block page examples

The examples in the Reference portion of this appendix
illustrate how form data is parsed and posted in the custom-
ized block page. Examples include:

1. HTML (using Java Script to parse/post form data)
2. CGl written in Perl
3. CGl writtenin C

See the Reference portion of this appendix for coding
details.

NOTE: Don’t forget to replace <ProxyBlocker IP> with the real IP
in the HTML/CGI before using these samples.

Part lll: Restart the ProxyBlocker

You must restart the unit to make your changes effective.
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Reference

HTML

<!-- Description: Sample HTML for ProxyBlocker customized block page
-—>

<!-- Replace <ProxyBlocker IP> with real IP before using -->

<!-- Revision: 1 -->

<!-- Date: 03/08/2004 -->

<html>
<head>
<script language=javascript>
function parseData(str, start, end)
{

result = "";

i = str.indexOf (start);

if (1 >= 0) {

len = str.length;

substr = str.substr(it+start.length, len -

start.length);

j = substr.indexOf (end) ;
if (3> 0)
result = substr.substring (0,

if (3 !'=0) |
len = substr.length;

result = substr.substr (0,

}
return result;
}
function getData () {
str = document.location.href;
len = str.length;
i = str.indexOf ("2");
if ( i>= 0) {
query = str.substr(i+l, len-i-1);
url = parseData(query, "URL=", "&");
document.block.URL.value = url;
ip = parseData(query, "IP=", "&");
document.block.IP.value = ip;
cat = parseData(query, "CAT=", "&");
document.block.CAT.value = cat;
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user = parseData(query, "USER=", "&");
document.block.USER.value = user;

}
function showData () {
document.write ("URL:" + document.block.URL.value + "<br>");
document.write ("IP:" + document.block.IP.value + "<br>");
document.write ("CAT:" + document.block.CAT.value + "<br>");
document.write ("USER:" + document.block.USER.value +
"<br>");
}
function do_options() {
document.block.action="http://<ProxyBlocker IP>:81/cgi/
block.cgi"
document.block.submit () ;
}
</script>

</head>
<body>

<form method=post name=block >

<input type=hidden name="SITE" value="_BLOCK_ SITE_ ">

<input type=hidden name="URL" value="">

<input type=hidden name="IP" value="">

<input type=hidden name="CAT" value="">

<input type=hidden name="USER" value="">

<input type=hidden name="STEP" value="STEP2">
</form>

<br>ProxyBlocker Customized Block Page (HTML using Java Script to
parse and post form data)<br>
<script language=javascript>
getData();
showData () ;
</script>
<br>For further options, <a
href="javascript:do options()">click here</a><br>

</body>
</html>
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CGl written in Perl

There are two methods for CGl written in Perl: One lets you
embed data in the query string to pass data to the Options
CGil, and the other lets you use Java Script to post form data
to the Options CGlI.

Embed data in query string

#!/usr/bin/perl
# Original Filename: cusp blockl.cgi

# File Type: CGI
# Description: Sample Perl script for ProxyBlocker customized
block page

# Replace the <ProxyBlocker IP> with the real IP before using.

# This script provide data to the options CGI through query string
# Revision: 1

# Date: 03/08/2004

Smethod = SENV{'REQUEST METHOD'};

if ($Smethod=~ /post/i) {

$string = <STDIN>;
} else {

$string= SENV{"QUERY STRING"};
}

Surl = $1 if ($string =~ /URL=(\S+)&IP=/1);
$ip = $1 if ($string =~ /IP=(\S+)&CAT=/1);
Scat = $1 if ($string =~ /CAT=(\S+)&USER=/1);
Suser = $1 if ($string =~ /USER=(\S+)/1i);

print "Content-type: text/html\n\n";
print "<html>\n";
print "<head>\n";
print "</head>\n";
print "<body>\n";

print "<br>ProxyBlocker Customized Block Page (CGI written with
Perl)<br>\n";

print "URL: S$Surl<br>\n";
print "IP: $ip<br>\n";
print "CAT: S$cat<br>\n";
print "USER: S$Suser<br>\n";
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print "<br>For further options, <a href=\"http://<ProxyBlocker
IP>:81/cgi/
block.cgi?URL=Surl&IP=5$ip&CAT=Scat&USER=Suser&STEP=STEP2\">click
here</a><br>\n";

print "</body>\n";
print "</html>\n";

Use Java Script to post form data

#!/usr/bin/perl
# Original Filename: cusp block2.cgi

# File Type: CGI

# Description: Sample Perl script for ProxyBlocker customized
block page

# Replace the <ProxyBlocker IP> with the real IP before using.

# This script uses Java Script to post form data to

# options CGI

# Revision: 1

# Date: 03/08/2004

$method = $ENV{'REQUEST METHOD'};

if (Smethod=~ /post/i) {
Sstring = <STDIN>;
} else {
$string= S$SENV{ "QUERY STRING"};

Surl = $1 if ($string =~ /URL=(\S+)&IP=/1);
$ip = $1 if ($string =~ /IP=(\S+)&CAT=/1);
Scat = $1 if ($string =~ /CAT=(\S+)&USER=/1);
Suser = $1 if (Sstring =~ /USER=(\S+)/i);

print "Content-type: text/html\n\n";
print "<html>\n";

print "<head>\n";

print "<script language=\"JavaScript\">\n";

print "function do_options()\n";

print "{\n";

print "document.block.action=\"http://<ProxyBlocker IP>:81/cgi/
block.cgi\"\n";

print "document.block.submit () \n";

print "}\n";

print "</script>\n";

print "</head>\n";
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print "<body>\n";

print "<form method=post name=block>\n";
print "<input type=hidden name=\"SITE\"
value=\" BLOCK SITE \">\n";

print "<input
print "<input
print "<input
print "<input
print "<input

type=hidden
type=hidden
type=hidden
type=hidden
type=hidden

name=\"IP\" value=\"$ip\">\n";
name=\"URL\" value=\"$url\">\n";
name=\"CAT\" value=\"S$cat\">\n";
name=\"USER\" value=\"$user\">\n";
name=\"STEP\" value=\"STEP2\">\n";

print "<br>ProxyBlocker Customized Block Page (CGI written with Perl
using Java Script to post form data)<br>\n";

print "URL: S$url<br>\n";
print "IP: $ip<br>\n";
print "CAT: S$cat<br>\n";

print "USER: S$Suser<br>\n";

print "<br>For further options, <a

href=\"javascript:do options()\">click here</a><br>\n";
print "</form>";

print "</body>\n";
print "</html>\n";
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CGl written in C

/*
*
*
*
*

*

cusc_block.c

Description: sample C source code of CGI for customized block page
Replace <ProxyBlocker IP> with real IP and recompile before using
Revision: 1

Date: 03/08/2004

*/
#include <stdio.h>

struct {

char *name;
char *val;

} entries[20];

char szIP[16];
char szURL[1024];
char szUserName[1024];

char szCategoryl[8];

/*function prototypes*/

void printhtml () ;

void unescape url (char *url);

char x2c(char *what);

char *makeword(char *line, char stop);

void plustospace(char *str);

char *fmakeword(FILE *f, char stop, int *cl);
int to upper (char *string);

void getquery(char *paramd, char **paramv);
void getnextquery(char **paramv);

int main(int argc, char **argv)

{

int data size; /* size (in bytes) of POST input */
int index;

char *paramd, *paramn, *paramv;

char step[120];

printf ("content-type: text/html\n\n");

/* If using the GET method */
if (strcmp((char *)getenv("REQUEST METHOD"), "GET") == 0)
{
paramd = (char *)strdup((char *)getenv("QUERY STRING"));
getquery (paramd, &paramv);
while (paramv)
{

plustospace (paramv) ;
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unescape url (paramv) ;
paramn = (char *)makeword(paramv, '=');
to_upper (paramn) ;

if (strcmp(paramn, "IP") == 0)
strcpy (szIP, paramv);
else if (strcmp(paramn, "URL") == 0)

strcpy (szURL, paramv);
else if (strcmp(paramn, "CAT"

strcpy (szCategory, paramv);
else if (strcmp(paramn, "USER") == 0)

strcpy (szUserName, paramv);

) == 0)
)

getnextquery (&paramv) ;

}
free (paramd) ;

}

else

{
/*
Read stdin and convert form data into an array; set
a variety of global variables to be used by other
areas of the program

*/
data_size = atoi(getenv ("CONTENT LENGTH"));
for (index = 0; data size && (!feof(stdin)); index++)
{
entries[index].val = (char *)fmakeword(stdin, '&',
&data size);
plustospace (entries[index].val);
unescape_url (entries[index].val);
entries[index].name = (char
*)makeword (entries[index].val, '=");

if (strcmp(entries[index].name, "IP") == 0)
strcpy (szIP, entries[index].val);

else if (strcmp(entries[index].name, "URL") == 0)
strcpy (szURL, entries[index].val);

else if (strcmp(entries[index].name, "CAT") == 0)
strcpy (szCategory, entries[index].val);
else if (strcmp(entries[index].name, "USER") == 0)

strcpy (szUserName, entries[index].val);

printhtml();

void printhtml ()
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printf ("<html>\n");

printf ("<head>\n");

printf ("<script language=\"JavaScript\">\n");

printf ("function do_options()\n");

printf ("{\n");

printf ("document.block.action=\"http://<ProxyBlocker IP>:81/
cgi/
block.cgi\"\n");

printf ("document.block.submit ()\n");

printf ("}\n");

printf ("</script>\n");

printf ("</head>\n");

printf ("<form method=post name=block >\n");

printf ("<input type=hidden name=\"SITE\"
value=\" BLOCK SITE \">\n");

printf ("<input type=hidden name=\"IP\" value=\"%s\">\n", szIP);

printf ("<input type=hidden name=\"URL\" value=\"$%$s\">\n",
szURL) ;

printf ("<input type=hidden name=\"CAT\" value=\"%s\">\n",
szCategory) ;

printf ("<input type=hidden name=\"USER\" value=\"%s\">\n",
szUserName) ;

printf ("<input type=hidden name=\"STEP\"
value=\"STEP2\">\n");

printf ("<br>ProxyBlocker Customized Block Page (CGI written
with C
using Java Script to post form data)<br>\n");

printf ("URL: %s<br>\n", szURL);
printf ("IP: %s<br>\n", szIP);

printf ("CAT: %s<br>\n", szCategory);
printf ("USER: %$s<br>\n", szUserName);

printf ("<br>For further options, <a
href=\"javascript:do options()\">click here</a><br>\n");

printf ("</form>\n");
printf ("</body>\n");
printf ("</html>\n");

/* functions to get the CGI parameters */
void unescape url (char *url)
{

register int x,y;

for (x=0,y=0;url[y];++x,++y)
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if ((url[x] = urlly]) == '3%")
{
url[x] = x2c(&url[y+1]);
y+=2;

}
url[x] = "\0"';

char x2c(char *what)
{

register char digit;

digit = (what[0] >= 'A' ? ((what[0] & Oxdf) - 'A')+10
(what[0] - '0'));

digit *= 16;

digit += (what[1] >= 'A' ? ((what[l] & Oxdf) - 'A')+10

(what[1] - '0'));
return (digit);

char *makeword(char *line, char stop)
{
int x = 0, y;

char *word = (char *) malloc(sizeof (char) * (strlen(line) +
1))
for (x=0; ((line[x]) && (line[x] != stop));x++)
word[x] = line[x];
word([x] = '\0';
if (line([x]) ++x;
y=0;

while (line[y++] = line[x++]);
return word;

void plustospace(char *str)
{

register int x;
for (x=0;str[x];x++)

if(str[x] == '+")
str(x] =" ';

char *fmakeword(FILE *f, char stop, int *cl)

420 8e6 TecHNOLOGIES, PROXYBLOCKER USeErR GUIDE



APPENDICES SECTION APPENDIX C

int wsize;
char *word;
int 11;

wsize = 102400;

11=0;
word = (char *) malloc(sizeof (char)
while (1)
{
word[1l1l] = (char)fgetc(f);

if (1l==wsize)
{
word[11+1] = '"\0"';
wsize+=102400;
word = (char
*)realloc (word, sizeof (char) * (wsize+l));

}

* (wsize + 1));

-=(*cl);
if ((word[11l] == stop) || (feof(£f)) Il (!(*cl)))
{
if (word[1ll] != stop)
11++;
word[11] = '\0';

return word;
++11;

}
/* to_upper:
* Change the string to upper case
*/
int to_upper (char *string)
{
int len;
int i;
char *tmp=NULL;

if (string && strlen(string))
{

if (! (tmp=(char*)strdup(string)))

return 0;
len=strlen(string);
for (i=0; i<len; 1i++)
{

string[i]=toupper (tmp[i]);
}
free (tmp) ;
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}

return 1;

}

void getquery(char *paramd, char **paramv)
{
if (paramd == NULL)
*paramv = NULL;
else
*paramv = (char *)strtok(paramd, "&");

void getnextquery(char **paramv)
{
*paramv = (char *)strtok(NULL, "&");
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Appendix D

Override Pop-up Blockers

An override account user with pop-up blocking software
installed on his/her workstation will need to temporarily

disable pop-up blocking in order to authenticate him/herself
via the Options page:

<} 8e6 ProxyBlocker - Microsoft Internet Explorer =10l x|

J File Edt Wiew Favorites Tools Help |

J GBack v = - (D ﬁ| Qsearch  [GFavorites £ 4History | B\ S -

| address |1 hetp:/fz00.10.100.75:81 fegifblock.cgi | @6 |JL\nks B
Bl
OPTIONS HELP

UserMachine: LOGOWDomain Admins\GLANG
IP: 20010101 140

Categony:  Alcohol
Requested URL: http: dhwowewy coors.comd

Option 1:  Click here for secure Web-hased authertication.
Option 2:  If the above profile iz incorrect or there has been an error, you can:

» Re-gtart your =y=tem and re-login or
= Iry re-authenticating your user profile

Option ¥ If you have an override account, enter your username and password.

Username: I

Pagsword: I Owerride

I¥armingt The overvide accadnt aption will not fanction i antbpapap software s instalied an
your system.

Kl

|&7 pone l_l_lo Inkernet
Fig. D-1 Options page

This appendix provides instructions on how to use an over-
ride account if typical pop-up blocking software is installed,
as in the following products: Yahoo! Toolbar, Google
Toolbar, AdwareSafe, Mozilla Firefox, and Windows XP
Service Pack 2 (SP2).
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Yahoo! Toolbar Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. D-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Add Override Account to the White List

If the override account window was previously blocked by
the Yahoo! Toolbar, it can be moved from the black list and
added to the white list so that it will always be allowed to
pass. To do this:

1. Go to the Yahoo! Toolbar and click the pop-up icon to
open the pop-up menu:

2} ¥ahan! Tralbar: Dverview - Micrasolt Tnbernet Explares =1l x|
Fia Edl Vew Faodes Took Helo =
ek - = - D3 | Qoewch Girsvortes Beeds (F | - Sl - =

subdvwss. (] bl comparion. yshoo. comicer il r— | e s

Xt -2 00000 s -l=3- Civad » @y varoet [ Gomes = 5" Porsonats = »
Pop-Lip Bincker =
YaEHoO! Toolhar Play S o P i T B tabor gk
Mext >
Ovirrvitw Swarch Amelrars L | AR P
More He...

Save time online with Yahoo! Toolbar _ Tela Friend about Pop-Lip Blacker

Fig. D-2 Select menu option Always Allow Pop-Ups From

2. Choose Always Allow Pop-Ups From to open the Yahoo!
Pop-Up Blocker dialog box:
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Yahoo! Pop-Up Blocker x|
Sources of Recently Blocked Pop-Ups:
=dit, companion, yahao,com H Allav I
Always Allow Pop-Ups From These Sources:
el com Eemave I
Help Close I

Fig. D-3 Allow pop-ups from source

3. Select the source from the Sources of Recently Blocked
Pop-Ups list box to activate the Allow button.

4. Click Allow to move the selected source to the Always
Allow Pop-Ups From These Sources list box.

5. Click Close to save your changes and to close the dialog
box.
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Google Toolbar Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. D-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Add Override Account to the White List

To add the override account window to the white list so that
it will always be allowed to pass, go to the Google Toolbar
and click the # blocked icon:

=icix]

Fle  Edt Vew  Favortes  Took el
Bk v+ - (@D [ | Dsewh [afFavortes Freda F | - S 0 - (o]

¥ T S —————— ey ]

T — ——
GOUS[E Ay

Toolbar

) o e

Clicking this icon toggles to the Site pop-ups allowed icon,

adding the override account window to your white list:

=loix]
Ex

Fle  Edt Vew  Favortes  Took el

wnk v - @ D) | Dot (aiFortes Greto 3| Dy B - )

[Chck: tris bathon b abveary's 3w POPLPS O BeE. Com

Fig. D-4 # blocked icon enabled

¥ T S —————— ey ] B
Google - ]| msenchwet « | G | BRG] Dnsee pooups showea fdoions #
N—— Fy
[ﬂo»mrxwk-uebcor
Google N
Toalbar

Fig. D-5 Site pop-ups allowed icon enabled
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AdwareSafe Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. D-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Temporarily Disable Pop-up Blocking

AdwareSafe’s SearchSafe toolbar lets you toggle between
enabling pop-up blocking (# popups blocked) and disabling
pop-up blocking (Popup protection off) by clicking the pop-
up icon.

1. In the IE browser, go to the SearchSafe toolbar and click
the icon for # popups blocked to toggle to Popup protec-
tion off. This action turns off pop-up blocking.

2. Inthe Options page (see Fig. D-1), enter your Username
and Password.

3. Click the Override button to open the override account
pop-up window.

4. Go back to the SearchSafe toolbar and click the icon for
Popup protection off to toggle back to # popups blocked.
This action turns on pop-up blocking again.
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Mozilla Firefox Pop-up Blocker

Add Override Account to the White List

1. From the browser, open the Preferences dialog box.

2. Go to the Category list box and select Privacy & Security
> Popup Windows to display the Popup Windows page:

]

Cat .
CAEY Popup Windows
Appearance |

I Navigator - Popup ‘Windows
- Histary
 Languages ¥ Block unrequested popup windows Allawed Sites, . |
Helper Applica... When a popup window has been blocked:
- Smart Browsing I Flay a sound:
i-Internet Search =, —
Tabbed Browsing J —I_-g N —I[EVIEW
*-Dawnlaads [V Display an icon in the Navigator status bar

Composer Mote: Blocking 2l popuUps may prevent important Features of some web

Mail & Newsgroups sites From working, such &= login windows For banks and shopping sites.

E Pri a5 it For detais of how to sllow spedific sites to use popups while blocking all
Tlvacy eeunty others, dick Help. Even iF blocked, sites may use other methods to show
i~ Cookies popUDS.

2 Images

i~ Passwords

Master Passw...
=
- Certificates

O I Cancel | Help
Fig. D-6 Mozilla Firefox Popup Windows Preferences

3. With the “Block unrequested popup windows” checkbox
checked, click Allowed Sites and enter the URL to allow
the override account window to pass.

4. Click OK to save your changes and to close the dialog
box.
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Windows XP SP2 Pop-up Blocker

Set up Pop-up Blocking

There are two ways to enable the pop-up blocking feature in
the |IE browser.

Use the Internet Options dialog box

1. From the IE browser, go to the toolbar and select Tools >
Internet Options to open the Internet Options dialog box.

2. Click the Privacy tab:

S

Internet Options E]

General | Secuity | Privacy | Content | Connections || Programs | Advanced

Settings

P Move the slider to select a privacy sefting for the Internet

S zone

Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that use personally identifiable
L information withaut your implicit consent

- Restricts first-party cookies that use personally identifisble

information withaut implicit consent

[ Sites... ][ Impart... ][Advancad..

Pop-up Blocker
Prevent most pop-up windows from appearing.

Block pop-ups Settings.

[ oK ][ Cancel ][ Apply ]

Fig. D-7 Enable pop-up blocking

3. In the Pop-up Blocker frame, check “Block pop-ups”.
4. Click Apply and then click OK to close the dialog box.

8e6 TECHNOLOGIES, PROXYBLOCKER USeErR GUIDE 429



APPENDICES SECTION APPENDIX D

Use the IE Toolbar

In the IE browser, go to the toolbar and select Tools > Pop-
up Blocker > Turn On Pop-up Blocker:

‘@ Microsoft Office Online: Installation Troubleshooter - Microsoft Internet Explorer

: File Edit View Favorites | Tools  Help

: Mail and News [ » -

i G Back ~ (g Iﬂ Pap-up Blacker ¥ Turn On Pop-up Blocker ogle - ] @poeachven -
Manage Add-ons F

Address [{@] http:foffica.microse) .

Synchronize... =
Links @&]8e6 @&]Source @&]{  Windows Update {&] et Channel Partners Newsletter & &) TurboPipe  &] 8e6 Website User Management

Inited State Windows Messenger

) QL
93 Office Online Sun Java Console

Internet Optians. .

Larch: Downloads ] )

Fig. D-8 Toolbar setup

When you click Turn On Pop-up Blocker, this menu selec-
tion changes to Turn Off Pop-up Blocker and activates the
Pop-up Blocker Settings menu item.

You can toggle between the On and Off settings to enable or
disable pop-up blocking.

Temporarily Disable Pop-up Blocking

1. Inthe Options page (see Fig. D-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.
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Add Override Account to the White List

There are two ways to disable pop-up blocking for the over-

ride account and to add the override account to your white
list.

Use the IE Toolbar

1. With pop-up blocking enabled, go to the toolbar and
select Tools > Pop-up Blocker > Pop-up Blocker Settings
to open the Pop-up Blocker Settings dialog box:

Pop-up Blocker Settings

Exceptions

Pop-ups are cunently blocked. You can allow pop-ups from specific
‘wieb sites by adding the site to the list below.

Address of Web site to allow:

Alloveed sites:
*.8eB.com

Femove Al
Notifications and Filter Level
Play a sound when a pop-up is blocked.
Shaw Infarmation Bar when a pop-up is blocked.
Filter Level:
Medium: Black mast automatic pop-ups £V
Pop-up Blocker FAD

Fig. D-9 Pop-up Blocker Settings

2. Enter the Address of Web site to allow, and click Add
to include this address in the Allowed sites list box. Click
Close to close the dialog box. The override account
window has now been added to your white list.

3. Inthe Options page (see Fig. D-1), enter your Username
and Password.

4. Click the Override button to open the override account
pop-up window.
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Use the Information Bar

With pop-up blocking enabled, the Information Bar can be
set up and used for viewing information about blocked pop-
ups or allowing pop-ups from a specified site.

Set up the Information Bar

1.

3.

Go to the toolbar and select Tools > Pop-up Blocker >
Pop-up Blocker Settings to open the Pop-up Blocker
Settings dialog box (see Fig. D-9).

. In the Notifications and Filter Level frame, click the

checkbox for “Show Information Bar when a pop-up is
blocked.”

Click Close to close the dialog box.

Access your Override Account

1.

In the Options page (see Fig. D-1), enter your Username
and Password.

. Click the Override button. This action displays the

following message in the Information Bar: “Pop-up
blocked. To see this pop-up or additional options click
here...”:

3 Beb Technologies :: Internet Filtering and Reporting for the Enterprise - Microsoft Internet Explorer
Fle Edt Vew Favorites Toos Heb

(€N W) B 6| P Jrrons @ (-2 E A B

L

@ Pop-up blacked. To see ths pop-up or addtonal sptons dick here...

e e s The Internet Filtering and Reparting Solution
for the Enterprise.
Contact Us | 1.BBE.786.7999

Home . Poducts- i Solutions. 3 Suppart i -Press Genter & Partners . About 86 $ Searct

Fig. D-10 Information Bar showing blocked pop-up status
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3. Click the Information Bar for settings options:

A Beb Technologies :; Internet Filtering and Reporting for the Enterprise - Microsoft Internet Explorer
Fie Edit Vew Favortes Toos  Help

B Tempararly Alow Pop-ps
Alsays Ao Fop-ups from This Site....
Sattings 3

The Internet Filtering and Reporting Selution
for the Enterprise.
Contact Us | 1.BBE.786.7999

Information Bar Help

1 -Sclubons 3. Suppart Press Center 2 Pasiners 2 Abaub 8af | & Search

Fig. D-11 Information Bar menu options

4. Select Always Allow Pop-ups from This Site—this action
opens the Allow pop-ups from this site? dialog box:

Allow pop-ups from this site?

a ‘Would vou ke to allow pop-upa from ‘www Bab com 7

Fig. D-12 Allow pop-ups dialog box

5. Click Yes to add the override account to your white list
and to close the dialog box.

NOTE: To view your white list, go to the Pop-up Blocker Settings
dialog box (see Fig. D-9) and see the entries in the Allowed sites
list box.

6. Go back to the Options page and click Override to open
the override account window.
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Appendix E

Configure ProxyBlocker for ER Reporting

When configuring the ProxyBlocker to be used with an ER
unit, the following procedures must be completed in order
for the ER to receive logs from the ProxyBlocker.

Entries in the ProxyBlocker Admin console

1. Choose Reporting > Report Configuration to display the
Report Configuration window.

2. Click the “8e6 Enterprise Reporter’ checkbox to display
the 8e6 Enterprise Reporter tab:

HOME SYSTEM GROUP LIBRARY REFORTING HELF QUIT

Report Configuration
Report=Report Configuration

Export [ 565 Enferpriss Heportas [ Other Device
@ef Enterprise Reporter | Log|
Loy File Transfer Configuration

Remote Server
1.2.3.6

Server: Add
Remove

Initiating Log Transfer
Click the button to initizte iog fransfer now. Initiate

Fig. E-1 Report Configuration window, ER tab

3. In the Log File Transfer Configuration frame, enter the
LAN 1 IP address assigned to the ER Server, and then
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click Add to include this IP address in the Remote Server
list box.

NOTE: To remove an IP address from the list box, select it and
click Remove.

4. After the ER has been configured, and logs have been
transferred from the ProxyBlocker to the ER, click the
Log tab to view transfer activity.

5. On the Log tab, click View Log to view up to the last 300
lines of transfer activity in the View Log frame.

NOTE: It is recommended you wait one to two hours after the
initial configuration so sufficient data is available for viewing.

o HOME SYSTEM GROUP LIBRARY REFORTING HELP QuIT —

Report Configuration
Report>Report Configuration

Export [¥ Bsé Enterprice Reparter [~ Other Device

86 Enterprise Reporter  Log |

View Log
Onily show the last 300 lines
shadow, loy.0030453511E6C4. 060707085959 ;I

Thu Aug 24 10:00:09 2006 (7781) Success to receive
comwand - PUT shadow. log.003045511BC4. 060707085353

Thu Aug 24 10:00:09 2006 (7781) Success to receive
cormand - PUT info.shadow. log.0030483511BC4.060707055950
Thu Aug 24 10:00:09 2006(7781) put

shadow. log.003045511EC4. 060707095959

Thu iug 24 10:00:09 2006 (7781) Success Lo receive
comwand - PUT shadow. log.0030458511BC4, 060707085959

Thu Aug 24 10:00:09 2006 (7781) Success to receive
comwand - PUT info.shadow. loy.003045511BC4.060707095353
Thu Aug 24 10:00:09 2006 (7781) Successfully frp files!
Thu Aug 24 10:00:09 2006 (7781) RREftployg finished.

=
iess Log

Fig. E-2 Report Configuration window, Log tab
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Entries in the ER Administrator console

To see if log files have transferred:
1. Access the ER’s Administrator console.

2. From the Database pull-down menu, choose Tools to
display the Tools screen.

3. From the Database Status menu, choose File Watch Log.

4. Click View to open the File Watch Status pop-up box. If
logs are being transferred, you will see an entry that
includes the date, time, and IMPORTING:
shadow.log.machine1. Once you see an entry, reporting
information will be available one hour after the timestamp
of the import listing.

@ NOTE: Transfers occur each hour.
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Appendix F

RAID Maintenance

This appendix pertains to ProxyBlocker “SL” servers and is
divided into three parts: Hardware Components, Server
Interface, and Troubleshooting—in the event of a failure in
one of the drives, power supplies, or fans.

NOTE: As part of the ongoing maintenance procedure for your
RAID server, 8e6 recommends that you always have a spare
drive and spare power supply on hand.

Contact 8e6 Technical Support for replacement hard drives
and power supplies.

Part 1: Hardware Components

The ProxyBlocker “SL” RAID server contains two hard
drives, two power supplies, and five sets of dual cooling
fans (10 in total). These components are depicted in the
diagram below:

FOWER
SUFFLES
STSTEM
WO THERBOARD

CODOLING FANS

HD @ HD @

Fig. F-1 ProxyBlocker RAID Server components
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Part 2: Server Interface

LED indicators in SL units

On an “SL” unit, the following LED indicators for software
and hardware status monitoring display on the left side of
the front panel:

(O FLTR
O LIBR
(O RAID
O upDT

* FLTR = Filtering Status

» LIBR = Library Update Status

* RAID = Hard Drive Status

* UPDT = Software Update Status
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LED Indicator Chart

Below is a chart of LED indicators in the “SL” unit:

LED e e
. Color | Condition | Description
Indicator
FLTR Green On Filtering traffic
Amber On Library being uploaded or
one or more processes
being started
Red On Not filtering traffic
LIBR Green On Library updated within the
past two days or less
Amber On Library updated more
than two days ago, but
within the past three days
Red On Library updated more
than three days ago
RAID Green On RAID mode enabled and
running
-- Off RAID mode is inactive
Red On Hard drive fault or failure
UPDT Amber On Software update detected
- Off No software update
detected
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Front control panels on SL units

Control panel buttons, icons, and LED indicators display on
the right side of the front panel. The buttons let you perform
a function on the unit, while an LED indicator corresponding
to an icon alerts you to the status of that feature on the unit.

= & O

4.
O
(]
I

ZoIN | O

ad| O

LIN | O

The buttons and LED indicators for the depicted icons func-
tion as follows:

D)
)

—

yr.

(

~
‘ E \

I|
=y

b

Overheat/Fan Fail (icon) — This LED is unlit
unless the chassis is overheated. A flashing red
LED indicates a fan failure. A steady red LED (on
and not flashing) indicates an overheating condi-
tion, which may be caused by cables obstructing
the airflow in the system or the ambient room tem-
perature being too warm.

NIC2 (icon) — A flashing green LED indicates net-

) work activity on LAN2. The LED is a steady green

with link connectivity, and unlit if there with no link
connectivity.

NIC1 (icon) — A flashing green LED indicates net-
work activity on LAN1. The LED is a steady green
with link connectivity, and unlit if there with no link
connectivity.
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~—~. HDD (icon) — In addition to displaying in the control
( ) panel, this icon also displays on the front panel on
s each hard drive carrier. Hard drive activity is indi-
cated by an amber LED. An unlit LED on a drive
carrier may indicate a hard drive failure. (See Hard
drive failure in the Troubleshooting sub-section for
information on detecting a hard drive failure and
resolving this problem.)

./, Power (icon) — The LED is unlit when the server is
-\ /)= turned off. A steady green LED indicates power is
~  being supplied to the unit’s power supplies. (See

also Rear of chassis.) (See Power supply failure in
the Troubleshooting sub-section for information on
detecting a power supply failure and resolving this
problem.)

Power (button) — When the power button is

'j\ pressed, the main power to the server is turned on.

= When the power button is pressed again, the main
power to the server is removed but standby power
is still supplied to the server.
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Part 3: Troubleshooting

The text in this section explains how the server alerts the
administrator to a failed component, and what to do in the
event of a failure.

Hard drive failure

Step 1: Review the notification email

If a hard drive fails, a notification email is sent to the admin-
istrator of the server. This email identifies the failed hard
drive by its number (HD 1 or HD 2). Upon receiving this
alert, the administrator should verify the status of the drives
by first going to the Hardware Failure Detection window in
the Administrator console.

& WARNING: Do not attempt to remove any of the drives from the

unit at this time. Verification of the failed drive should first be
made in the Administrator console before proceeding, as data on
the server will be lost in the event that the wrong drive is removed
from the unit.
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Step 2: Verify the failed drive in the Admin console

The Hardware Failure Detection window in the Adminis-
trator console is accessible via the System > Hardware
Failure Detection menu selection:

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

ﬁ System H H
= 2 Hardware Failure Detection

- ortrol System>Hardware Failure Detection
- Metwork:

Administratar

HD1: 0K

-Secure Logon HD 2 FAIL
- Disgnostics

Alert
--Patch
" Modes POWER

Authertication SUPFLIES
- MIC Mode STSTEM
- Backup/Restors B - OOARY 1. Identiy the failed diive based on the
-Reset information provided on the GU|

r

Replace the failed drive with your spare

are Failu
replacement drive

-+ Strikes Blocki

Warn Option Setting 3. Click on the "Rebuild” button on the GUI
-Customization . )
- Quots Setting A e e 4. To return & failed drive to 8ef or to order

additional replacement drives, please
| I call 8e6 Technical Suppart
He @ HD @ Rebuild
-
— 1
I [E——

Fig. F-2 Hardware Failure Detection window

The Hardware Failure Detection window displays the
current RAID Array Status for the two hard drives (HD 1 and
HD 2) at the right side of the window.

Normally, when both hard drives are functioning without
failure, the text “OK” displays to the right of the hard drive
number, and no other text displays in the window.

However, if a hard drive has failed, the message “FAIL”
displays to the right of the hard drive number.

Before taking any action in this window, proceed to Step 3.
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Step 3: Replace the failed hard drive

After verifying the failed hard drive in the Administrator
console, go to the server to replace the drive.

Hard Drive lcon

Carrier Release Button

Press the red release button to release the handle on the
carrier, and then extend the handle fully and pull the carrier
out towards you. Replace the failed drive with your spare
replacement drive.

Release Button

NOTE: Contact Technical Support if you have any questions
about replacing a failed hard drive.
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Step 4: Rebuild the hard drive

Once the failed hard drive has been replaced, return to the
Hardware Failure Detection window in the Administrator
console, and click Rebuild to proceed with the rebuild
process.

& WARNING: When the RAID array reconstruction process begins,
the Administrator console will close and the hard drive will
become inaccessible.

Step 5: Contact Technical Support

Contact Technical Support to order a new replacement hard
drive and for instructions on returning your failed hard drive
to 8e6.

Power supply failure

Step 1: Identify the failed power supply

The administrator of the server is alerted to a power supply
failure on the chassis by an audible alarm and an amber
power supply LED—or an unlit LED—on the front and rear
of the chassis.

NOTE: A steady amber power supply LED also may indicate a
disconnected or loose power supply cord. Verify that the power
supply cord is plugged in completely before removing a power

supply.

WARNING: Be sure the correct failed power supply has been
identified. Removing the wrong power supply will cause the
system to crash.

Step 2: Unplug the power cord

To prevent electrical shock to yourself and damage to the
unit, unplug the power cord from the failed power supply.
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Step 3: Replace the failed power supply

Remove the failed power supply by locating the red release
tab (1) and pushing it to the right (2), then lifting the curved
metal handle and pulling the power supply module towards
you (3).

Note that an audible alarm sounds and the LED is unlit
when the power supply is disengaged. Replace the failed
power supply with your spare replacement power supply.
The alarm will turn off and the LED will be a steady green
when the replacement power supply is securely locked in
place.

Step 4: Contact Technical Support

Contact Technical Support to order a new replacement
power supply and for instructions on returning your failed
power supply to 8e6.
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Fan failure

Identify a fan failure

A flashing red LED indicates a fan failure. If this displays on
your unit, contact Technical Support for an RMA (Return
Merchandise Authorization) number and for instructions on
returning the unit to 8e6.

A steady red LED (on and not flashing) indicates an over-
heating condition, which may be caused by cables
obstructing the airflow in the system or the ambient room
temperature being too warm. Check the routing of the
cables and make sure all fans are present and operating
normally. The LED will remain steady as long as the over-
heating condition exists.
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Appendix H

Glossary

This glossary includes definitions for terminology used in
this user guide.

8e6 supplied category - A library category that was
created by 8e6, and includes a list of URLs, URL keywords,
and search engine keywords to be blocked.

always allowed - A filter category or port given this desig-
nation will be included in the white list.

block setting - A setting assigned to a service port or library
category when creating a rule, or when setting up a filtering
profile or the minimum filtering level. If an item is given a
block setting, users will be denied access to it.

custom category - Includes the ALLOW and BLOCK
library categories maintained by an administrator, and
include URLs, URL keywords, and search engine keywords
to be passed or blocked. Group administrators manage the
ALLOW and BLOCK custom library categories for their own

group.

filter setting - A setting made for a service port. A service
port with a filter setting uses filter settings created for library
categories (block, open, or always allow settings) to deter-
mine whether users should be denied or allowed access to
that port.

global administrator - An authorized administrator of the
network who maintains all aspects of the ProxyBlocker,
except for managing master IP groups and their members,
and their associated filtering profiles. The global adminis-
trator configures the ProxyBlocker, sets up master IP
groups, and performs routine maintenance on the server.
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group administrator - An authorized administrator of the
network who maintains a master IP group, setting up and
managing members within that group. This administrator

also adds and maintains customized library categories for
the group.

group name - The name of a group set up for a domain on
an NT server. For example: “production” or “sales”.

individual IP member - An entity of a master IP group with
a single IP address.

instant messaging - IM involves direct connections
between workstations either locally or across the Internet.
Using this feature of the ProxyBlocker, groups and/or indi-
vidual client machines can be set up to block the use of IM
services specified in the library category.

invisible mode - The ProxyBlocker uses the invisible mode
to filter all connections on the Ethernet between client PCs
and the Internet, without stopping each IP packet on the
same Ethernet segment. The unit will only intercept a
session if an inappropriate request was submitted by a
client.

keyword - A word or term used for accessing Internet
content. A keyword can be part of a URL address or it can
be a search term. An example of a URL keyword is the word
‘essex” in http://www.essex.com. An example of a search
engine keyword is the entry “essex”.

library category - A list of URLs, URL keywords, and
search engine keywords set up to be blocked.

LDAP - One of two authentication method protocols used by
the ProxyBlocker. Lightweight Directory Access Protocol
(LDAP) is a directory service protocol based on entries
(Distinguished Names).

machine name - Pertains to the name of the user’s work-
station machine (computer).
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master IP group - An IP group set up in the tree menu in
the Group section of the console, comprised of sub-groups
and/or individual IP filtering profiles.

master list - A list of additional URLSs that is uploaded to a
custom category’s URLs window.

minimum filtering level - A set of library categories and
service ports defined at the global level to be blocked or
opened. If the minimum filtering level is established, it is
applied in conjunction with a user’s filtering profile. If a user
does not belong to a group, or the user’s group does not
have a filtering profile, the default (global) filtering profile is
used, and the minimum filtering level does not apply to that
user.

name resolution - A process that occurs when the Proxy-
Blocker attempts to resolve the IP address of the authenti-
cation server with the machine name of that server. This
continuous and regulated automated procedure ensures the
connection between the two servers is maintained.

net use - A command that is used for connecting a
computer to—or disconnecting a computer from—a shared
resource, or displaying information about computer connec-
tions. The command also controls persistent net connec-
tions.

NetBIOS - Network Basic Input Output System is an appli-
cation programming interface (API) that augments the DOS
BIOS by adding special functions to local-area networks
(LANs). Almost all LANs for PCs are based on the NetBIOS.
NetBIOS relies on a message format called Server
Message Block (SMB).

Network Address Translation (NAT) - Allows a single real
IP address to be used by multiple PCs or servers. This is
accomplished via a creative translation of inside “fake” IP
addresses into outside real IP addresses.
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open setting - A setting assigned to a service port or library
category when creating a rule, or when setting up a filtering
profile or the minimum filtering level. If an item is given an
open (pass) setting, users will have access to it.

override account - An account created by the global group
administrator or the group administrator to give an autho-
rized user the ability to access Internet content blocked at
the global level or the group level.

PDC - A Primary Domain Controller functions as the authen-
tication server on a Windows NT domain. This server main-
tains the master copy of the directory database used for vali-
dating users.

peer-to-peer - P2P involves communication between
computing devices—desktops, servers, and other smart
devices—that are linked directly to each other. Using this
feature of the ProxyBlocker, groups and/or individual client
machines can be set up to block the use of P2P services
specified in the library category.

profile string - The string of characters that define a
filtering profile. A profile string can consist of the following
components: category codes, service port numbers, and
redirect URL.

protocol - A type of format for transmitting data between
two devices. LDAP and SMB are types of authentication
method protocols.

proxy server - An appliance or software that accesses the
Internet for the user’s client PC. When a client PC submits a
request for a Web page, the proxy server accesses the page
from the Internet and sends it to the client. A proxy server
may be used for security reasons or in conjunciton with
caching for bandwidth and performance reasons.

quota - The number of minutes configured for a passed
library category in an end user’s profile that lets him/her
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access URLs for a specified time before being blocked from
further access to that category

Real Time Probe - On the ProxyBlocker, this tool is used for
monitoring the Internet activity of specified users in real
time. The report generated by the probe lets the adminis-
trator know whether end users are using the Internet appro-
priately.

rule - A filtering component comprised of library categories
set up to be blocked, opened, or always allowed. Each rule
created by the global administrator is assigned a number
and a name that should be indicative of its theme. Rules are
used when creating filtering profiles for entities on the
network.

search engine - A program that searches Web pages for
specified keywords and returns a list of the pages or
services where the keywords were found.

service port - Service ports can be set up to blocked.
Examples of these ports include File Transfer Protocol
(FTP), Hyper Text Transfer Protocol (HTTP), Network News
Transfer Protocol (NNTP), Secured HTTP Transmission
(HTTPS), and Other ports such as Secure Shell (SSH).

SMTP - Simple Mail Transfer Protocol is used for transfer-
ring email messages between servers.

SNMP - For the ProxyBlocker, a Simple Network Manage-
ment Protocol is a third party product used for monitoring
and managing the working status of the ProxyBlocker’s
filtering on a network.

sub-group - An entity of a master IP group with an associ-
ated member IP address, and filtering profile.

time profile - A customized filtering profile set up to be
effective at a specified time period for designated users.
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Traveler - 8e6’s executable program that downloads
updates to your ProxyBlocker on demand or at a scheduled
time.

URL - An abbreviation for Uniform Resource Locator, the
global address of Web pages and other resources on the
Internet. A URL is comprised of two parts. The first part of
the address specifies which protocol to use (such as "http").
The second part specifies the IP address or the domain
name where the resource is located (such as
“203.15.47.23” or "8e6.com").

virtual IP address - The IP address used for communi-
cating with all users who log on the network.

VLAN - Virtual Local Area Network is a network of
computers that may be located on different segments of a
LAN but communicate as if they were on the same physical
LAN segment.

warn setting - A setting assigned to a library category or
uncategorized URLs when creating a rule, or when setting
up a filtering profile. This designation indicates URLs in the
library category or uncategorized URLs may potentially be
in opposition to the organization’s policies, and are flagged
with a warning message that displays for the end user if a
URL from that library category or an uncategorized URL is
requested.

white list - A list of approved library categories for a speci-
fied entity’s filtering profile.
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