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Introduction

Prior to release 7.3, wireless LAN (WLAN) controller software ran on dedicated hardware you were expecte
to purchase. The Virtual Wireless LAN Controller (vWLC) runs on general hardware under an industry
standard virtualization infrastructure. The vWLC is ideal for small and mid-size deployments with a virtual
infrastructure and require an on—premises controller. Distributed branch environments can also benefit with
centralized virtual controller with fewer branches required (up to 200).

VWLCs are not a replacement of shipping hardware controllers. The function and features of the vVWLC offer
deployment advantages and benefits of controller services where data centers with virtualization infrastructu
exist or are considered.

Advantages of the vVWLC:

« Flexibility in hardware selection based on your requirements.

* Reduced cost, space requirements, and other overheads since multiple boxes can be replaced with
single hardware running multiple instances of controllers, network management devices (NCS) and
other servers (ISE, MSE, VSG / firewall).

 Independent and mutually exclusive instances allow administrators to use multiple virtual controllers
to manage different campuses (or even to manage multiple customer sites) using the same hardwar

« Enable features provided by the virtualization software, including High Availability, failover
protection, and ease of migration.



VMware benefits with the vWLC:

 vSphere: A virtualization infrastructure package from VMware, which includes ESX/ESXi
hypervisor, vMotion, DRS, HA, Fault Tolerance, vSphere Distributed Switch, and more.

* vCenter Server: The VMware vCenter Server (formerly VMware VirtualCenter) provides a scalable
and extensible platform that forms the foundation for virtualization management:

¢ Centralized control and visibility at every level of virtual infrastructure
¢ Pro-active management with vSphere
¢ Scalable and extensible management platform with a broad partner ecosystem

Cisco CUWN in a BOX

Prerequisites

Virtual Controller Support

* Platform: AIR-CTVM-K9

e Hardware: Cisco UCS, UCS Express, HP and IBM servers

* VMware OS: ESX/ESXi 4.x/5.x

* FlexConnect Mode: central and local switching

* Licensing: Node locked licenses to UDI (eval 60 days)

* Maximum number of access points (APs): 200

* Maximum number of Clients: 3000

* Maximum number of sites up to 200

» Throughput performance up to 500 Mbps per virtual controller
* Management with Cisco Prime Infrastructure 1.2 and above

Virtual WLAN Controller Unsupported Features

e Data DTLS

* OEAP (no data DTLS)

* Rate Limiting

* Internal DHCP server

* Mobility/Guest Anchor

* Multicast—Unicast mode

 PMIPV6

» Outdoor Mesh Access Points; an Outdoor AP with FlexConnect mode will work

Single Virtual Controller Resource Requirement

e CPU: 1 virtual CPU

* Memory: 2 GB

* Disk Space: 8 GB

* Network Interfaces: 2 or more virtual Network Interface cards (VNICS)



Suggested Hardware Recommendations for Hosting Cisco Virtual
Controllers

* UCS R210-2121605W Rack Mount Server (2 RU):

¢ 2 *Intel Xeon CPU X5670 @ 2.93 GHz
¢ 16 G memory
* IBM x3550 M3 Server:

¢ 2 * Intel Xeon 5600 series processors with 4 cores each and each core capable of doing hyp
threading which gives you 16 CPUs in total @3.6 GHz
¢ 12G memory
* ISR G2 Services Ready Engine (SRE) using UCS Express (Stretch goal):

¢ SRE 700: Single Core Intel Core Duo 1.86 GHz with 4 GB memory
¢ SRE 900: Dual Core Intel Core Duo 1.86 GHz with 4 GB memory (upgradable to 8 GB)

AP Requirement

« All 802.11n APs with required software version 7.3 are supported.

« APs will be operating in FlexConnect mode only.

« AP autoconvert to FlexConnect is supported on controller.

* New APs ordered will ship with 7.3 software from manufacturing.

 Existing APs must be upgraded to 7.3 software before joining a virtual controller.

Note: The Virtual Controller in release 7.3 uses Self Signed Certificates (SSC) as against the
Manufacturing Installed Certificates (MIC) in the traditional controller. The AP will be able to
validate the SSC certificate provided by the virtual controller before joining. See AP Considerations
in the Troubleshooting section for more details.

Components Used
The information in this document is based on these software and hardware versions:

« Cisco Catalyst Switch

* Wireless LAN Controllers Virtual Appliance

* Wireless LAN Controller 7.3 Software

« Cisco Prime Infrastructure 1.2

« 802.11n Access Points in FlexConnect Mode

* DHCP server

* DNS Server

* NTP

* Wireless Client Laptop, Smartphone, and Tablets (Apple iOS, Android, Windows, and Mac)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Topology

In order to properly implement and test the Cisco vVWLC, a minimal network setup is required, similar to the
diagram shown in this section. You need to simulate a location with a FlexConnect AP in a centrally switche
deployment, and/or with the addition of local and remote sites with local DHCP (better if there is also a DNS



and local access to Internet).
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Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Release Notes

Cisco Unified Wireless Network (CUWN) 7.3 Release Notes contain important information about this release

Internet
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== == e= Branch Data Traffic

Control Channel

Local Server

Log in to Cisco.com for the latest release notes before loading and testing software.

Virtual Controller Installation

For deployment and management of the vWLC, you will need to download any of these VMware suites to th

workstation:

« Single ESXi server management — Use VMware vSphere Client.

» Multiple ESXi servers requires vCenter — Advance features are also tied with vCenter which needs
separate licenses (vMotion, and so on).

Start the VMware vSphere Client, and log in to the ESXi server.
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Switch Interface Configuration Connected to UCS Server

This section provides a sample configuration of the Cisco Catalyst interface connection to the ESXi server f
the virtual switch as trunk interface. The management interface can be connected to an access port on the
switch.

interface GigabitEthernet1/1/2
description ESXi Management
switchport access vlan 10

switchport mode access
|



interface GigabitEthernet1/1/3
description ESXi Trunk
switchport trunk encapsulation dotlq

switchport mode trunk
end

Complete these steps:

1. Create two separate virtual switches in order to map to the virtual controller Service and Data Port.
Go to ESX > Configuration > Networking, and click Add Networking.
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2. Select Virtual Machine, and click Next.
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3. Create a vSwitch and assign a physical NIC in order to connect the vVWLC service port. The service

port does not have to be connected to any part of the network (typically disconnected/unused). As a
result, any NIC (even disconnected) can be used for this vSwitch.

y 1 ~
(D Add Network Wizard =@
Virtual Machines - Network Access
; Virtual machnes reach networks Brough Loink adapters attached 10 vSphere standard switches.
|
Connecton Type Sedect which vSphere standard switch wil handie the network traffic for this connection. You may also create a nev
Network Access vSphere standard swich using the uncdlamed network adapters Isted below.
® Create » viphere standard switch
Cisco Systems Inc Cisco VIC Ethernet NIC
¥ B o Down None
N @ vnct Down None
Intel Corporation 82576 Gigabit Network Connection
@ vl 1000 Fd 10,30.10.224-20.10. 12, 224 (VAN 11)
' Use vSwitchd
Intel Corporation 82576 Gigabst Network Connection
r W w2 1000Rd  None
Preview:
T Ware B0 Toos L CET
l VM Network 2 g_g —a i@ vroicd I
4. Click Next.

5. Provide a label (in this example, VWLC Service Port).
6. Select None (0) for VLAN ID as the service port is typically an access port.



(%) Add Network Wizard

Virtual Machines - Connection Settings
Use network labels to identfy migration compatible connections common to two or more hosts.

Coorection Type Port Group Propertes

tistwork Access

C ction Settin i Label: [VWLC Service Port

o— VLAN 1D (Optional): ione @) =l
Preview:
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VWLC Service Port 9_8—" vymnicd

7. Click Next.
8. Here, you see vSwitchl is created for vWLC Service Port. Click Add Networking in order to repeat
for the Data Port.
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9. For the new vSwitch, select the physical NIC(s) connected on a trunk port if there are multiple NICs |
portgroup assigned to an etherchannel on the switch.
10.Add the NIC.

() Add Network Wizard e

Virtual Machines - Network Access
|‘ Virtual machines reach networks through upink adapters attached to vSphere standard switches.

Select which vSphere standard switch wil handie the netwark raffic for this connection. You may also create a ne
vSphere standard switch using the undlamed network adapters ksted below.

g & Create a vSphere standard switch
Cisco Systems Inc Cisco VIC Ethernet NIC
[ @ verct Down Nooe
L
¥V B v 1000 Full 10.10.11.224-10.10.11. 224 (VLAN 11)
" Use vSwitcho
Intel Corporation 82576 Gigabit Network Connection
r @ vnc 1000Fd  None
" Use vSwitchl
Vsl Maching Pot Gronp Physcal Adastens
VM Network 2 Q_B—c- venic3

11.Click Next.
12.Provide a label (in this example, VWLC Data Port).
13.For VLAN ID, select ALL(4095) since this is connected to a switch trunk port.



(%) Add Network Wizard s

" Virtual Machines - Connection Settings

" Use network labels to identify migration compatibie connections common 0 two or more hosts,
_;l;:@ s Type Port Group Properties
Connection Settings Network Label: [ Fecosmror 1
VLAN ID (Optional): fione ©) ~

Preview:

VWLC Data Port Q_B o vonic3

|
14.Click Next until you complete the steps to add the vSwitch.

VMware Promiscuous Mode Definition

Promiscuous mode is a security policy which can be defined at the virtual switch or portgroup level in
vSphere ESX/ESXi. A virtual machine, Service Console, or VMkernel network interface in a portgroup whick
allows the use of promiscuous mode can see all network traffic traversing the virtual switch.

By default, a guest operating system's virtual network adapter only receives frames that are meant for it.
Placing the guest's network adapter in promiscuous mode causes it to receive all frames passed on the virtt
switch that are allowed under the VLAN policy for the associated portgroup. This can be useful for intrusion
detection monitoring or if a sniffer needs to analyze all traffic on the network segment.

The vVWLC Data Port requires the assigned vSwitch to accept Promiscuous mode for proper operations.

Complete these steps:

1. Locate vSwitch2 (assigned for vWLC Data Port), and click Properties.
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2. Select the VMNet assigned to the vWLC Data Port (note that the default Security Promiscuous Mode
is set to Reject), and click Edit.
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Ports | natwork Adapters |
o | ; ' Port Group Prepertes
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e e e
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Security
Promscucus Mode:
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3. In the Properties window, select the Security tab.

’@vwl.CDmPoanperﬁes
General Traﬂ\cMINICTeml
Network Label: [vWLC Data Port
VLAN ID (Optional): [ s095) |

4. Check the box for Promiscuous Mode, choose Accept from the drop—down list, and click OK.

(&) WLC Data Port Properties
General Seaurity | Traffic Shaping | NIC Teaming |
- Policy Exceptions
| [ romscs woce: v (o R ~
MAC Address Changes: I |Accept %
Forged Transmits: r IAccept v

5. Confirm the change, and click Close.

H Ports | Network Adapters |

Configuration | Summary { + Port Group Properties
i vswitch 120 Ports Network Label: VWLC Data Port

@ WiCDataPort  Virtual Machine ...| VLAN ID: All (4095)
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The virtual controller software is posted as an .ovf package in the Cisco software center. You can
download the .ova/.ovf package and install to any other virtual application. The software comes with
free 60—day evaluation license. After the VM is started, the evaluation license can be activated and &
purchased license can be automatically installed and activated later.

6. Download the virtual controller OVA image to the local disk.

File | Edit View Inventory Administration Plug-it
s * Boy DEP I
[ Deploy QYF Template... ] '
Export - g |
Report [l iocalhost Joca
Browse VA Marketplace... Getting Starteq
Print Maps » || Hardware
Exit Health Sta
| Processors

8. Browse to the location of the OVA file (downloaded from Cisco site), and click Next.

() Deploy OVF Template -

Deploy from a fie or LRL

[C:\Users\Demo Desktop\AS_CTVM_7_3_1_241.0va =] [oomse.. ]

Enter 8 URL to download and instal the OVF package from the Internet, or
specfy a location accessble from your computer, such as a local hard drive, a
network share, or 3 CO/OVD drive.

9. Click Next.



'€ Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

H
m‘ = Datastore [datastore1 (7)
Name and Location .

t Avallable space (GB): 3234.1

Network Mapping
Ready to Complete

% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

10.Provide a name for the vVWLC or accept the default, and click Next.

o R ————]

(&) Deploy OVF Template

Name and Location
Speafy a name and location for the deployed template

n Source Name:
e L
Name and Location
Disk Format The name can contain up to 80 characters
Network Mapping

Ready to Complete

11. Accept the default Thick Provision Lazy Zeroed setting, and click Next.

| &) Deploy OVF Template o
Disk Format

In which format do you want to store the virtual disks?

ml &.ﬁ" Datastore: haw¢1 %)

Name and Location s

Otsk Avadable space (GB): 3234.1
Network Mapping

Ready to Complete

| & ThikProvison Lazy Zeroed |
" Thick Provision Eager Zeroed
€ ThinProvision

L
12. Accept the Network Mapping default, and click Next.




(2 Deploy OVF Template

Network Mapping
What networks should the deployed template use?

OVE Template Detals Map the networks used in this OVF template to networks in your inventory
Name and Location

Disk Format Source Networks DestinationNetworks
Network Mapping VM Network VM Network

Ready to Complete

' Source

13. Confirm the Deployment settings, and click Finish in order to begin installation.

r
&) Deploy OVF Template =18
Ready to Complete
Are these the opbions you want to use?
|
W Source
QVF Tempiate Detade When you dick Finish, the deployment task will be started.
hame and Location Deployment settings:
Qesk Format OVEfile: C:\Users\Demo\Desktop|AS_CTVM_7_3 1 2love
detegrk Mappng Download se: 1468 M8
ity o et Sze ondisk: 8168
Name: Cisco Wireless Lan Controller
Host/Cluster: localhost.
Datastore: datastorel(7)
Disk provisicnng: Thick Provision Lazy Zeroed
’ Network Mapping: WM Network™to VM Network™

14.Click Close when Deployment is complete.

(2) Deployment
Deploying Cisco Wireless Lan Controller
Completed Successfully

Two important things to note regarding upgrading virtual controllers:

* The OVA image is needed only for first time installation.
« The .AES image can be subsequently used for upgrading/downgrading.

Virtual Controller Settings

After creating the virtual controller, configure the virtual machine settings to map networking and add a
virtual serial console.

Complete these steps:

1. Select the VWLC, and click Edit virtual machine settings.
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@ mmg&iﬁ
; 1
{ Basic Tasks
p Power on the virtual machine

&9 Edit virtugl machine settings

2. Select Network adapter 1 to VWLC Service Port (vSwitch created in ESX networking).

- US—— NS SUU—— s
{7 Cisco Wireless Lan Controller - Virtusl Machine Properties o @ -l
Hrourt|m|nm| Vietual Machne Version: |
Device Status
I™ Show Al Devices Add... I Remove r
Heroware [e— ¥ Connect at power on
M Memory S120 M8 Type
Q@ ceus : Current aciapter: E1000
@ Video card Video card - : -
VMl cevice Restricted MAC
Q SCSI controlier 0 LSI LegicPanallel [—
© Maddisk! Virtual Disk
CDfOVD drive 1 [datastocel (7)] Cisco ... @ Automatc C Marusl
o Network adapter 1 VM Network |
W Network adapter2 VM Network Drec®ath 1O
& Floppycrive: Floppy 1 Stats: Not spported ©
Network Connection
Network label:
[\ Netnere -]
[VM Network }
ey

3. Map Network adapter 2 to vVWLC Data Port.

Network adapter 2 VM Network | DrectPath 1O
Floppy drive L Floppy 1 Status: Mot apported O

é Network adapter 1 (edite.. vWLC Service Port

4. Confirm the correct mapping.

s CD/OVD drive 1 [datastorei (7)] Cisco ...
B9 Network adapter 1 (edite... vWLC Service Port

9 Network adapter 2 (edite... vWLC Data Port
Floppy drive 1 Floppy 1

Virtual Controller Console Port

The console port gives access to the console prompt of the WLC. As a result, the VM can be provisioned wi
serial ports in order to connect to these. In the absence of serial ports, the vSphere Client Console is conne
to the console on the vWLC.

VMware ESXi supports a virtual serial console port that can be added to the vVWLC VM. The serial port can
be accessed in one of these two ways:



« Physical Serial Port on the Host: The VWLC s virtual serial port is mapped to the hardware serial
port on the server. This option is limited to the number of physical serial port(s) on the host. If in a
multi-tenant vWLC scenario, this may not be ideal.

« Connect via Network: The VWLC s virtual serial port can be accessed using Telnet session from a
remote machine to a specific port allocated for the VM on hypervisor. For example, if the
hypervisor s IP address is 10.10.10.10 and the port allocated for a vVWLC VM is 9090, using "telnet
10.10.10.10 9090, just like accessing a physical WLC s console using a Cisco terminal server, the
VWLC s serial console can be accessed.

Complete these steps:

1. On the vWLC Hardware tab, click Add.

=
(%) Cisco Wireless Lan Controller - Virtual Machine Properties
l Hardware | Options | Resources |
il ™ Show Al Devices Add J Remove J
, | S b T it
| | Hardware Summary

a8 Memory $120 MB

i crus 1

(B8 video card Video card

2.0n the vWLC Hardware tab, click Add.

(5} Add Hardware ] e

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type Choose the type of device you wsh i

) Parallel Port 7

el = .

3. In this example, choose Connect via Network, and click Next.

(27 Add Hardware - o

Serial Port Type
What media should this virtual senial port access?

e Type Select the type of media you would lke the virtual serial port o access,
Select Port Type
' Serial Port Output

™ Use physical senal port on the host

~

Output to fie

-

" Connect to named pipe

'_bComect via Network

4. Go to Select Network Backing:

¢ For Network Backing, choose Server (VM listens for connection).
¢ For Port URI, enter telnet://<host>:<port> (for example, telnet://10.10.10.10:9090).



T S

U Network Serial Port Settings
How should ths senial port connect via network?

Device Type Network Backing

Select Port Type @

Select ! K Back I Server (VWM listens for connection) ]
Ready to Compiete " Chent (WM initiates connection)

Port URI: | [teinet://10.10.10.10:9090 |

5. Click Next in order to review the Options, and click Finish.

: & ———
@raavewe RN NS V
I Ready to Complete

Review the selected options and dhick Finesh to add the hardware.,

Qevice Type Options:

Select Port Type

Select Network Backing Hardware type: Serial Port

Ready omplete Sernial port type: Network serial port

g Serial port drection: Publish

Port URI: teinet://10. 10. 10. 10:9090
Use virtual serial port concentrator: No
Connect at power on: Yes
Yield CPU on poll: Yes

6. Click OK in order to complete the configured settings.

& Co/ovD drve [datastorel (7)) Cisco ... [ i I
@ Network adapter 1 (edite.. VWLC Service Port " Use named ppe:
B Network adapter 2 (edite.. VWLC Data Port
1 Elopgy 1 Poetome: |
[g New Serial Port (adding) telnet:{/10.10.10.10... || NewEnd: [t =]
¢ Far End: |A vertual machine |
" Use network

5 Server (W lstens for connection)
 Chent (VM initiates cornection)
Port LRI: [teinet://10. 10. 10.10:5090

™ Use Virtual Serial Port Concentrator

In order to enable for the serial via network, ESX must be configured to allow for such requests.
7. Navigate to the ESX, click the Configuration tab, go to Software > Security Profile, and click on
Properties.
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8. In the Firewall Properties window, select VM serial port connected to vSPC, and click OK.

By default, remote chents are prevented from accessing services on this host, and local dents are prevented from
SCCESSING Services on remote hosts.,

Select a check box to provide access t0 a service or dient. Daemons wil start automatically when therr ports are
opened and stop when all of ther ports are dosed, or as configured.

Ungrouped

[ FauktTolerance

| Label | Incoming Ports | Outgoing Ports | Protocoks | Daemon -
Required Services
Secure Shell 9
[0 S5 Server 2 TP Sopped
O ssHCliest 2 Tcp N/A

Simple Network Management Protocol

ONS Client $3 $3 UD’{PC? NiA
Sdsdd e
NTP Client 123 uoP SRopped

$100,8200 $2,8100,8200 TCPUDP  N/A -
m »

WM serial port connected to vSPC

Start up the vWLC

Complete these steps:

1. Start the vWLC, and select the console in order to observe the first-time installation process.
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Booting the kernel.
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3. Open a Telnet session to the vVWLC as shown here:

—

{41 Caaco Wiesiess Lan Contiolier on localbostlocaidoman

File View VM

(Version 6.1.7601)

icro v
M9 Microsoft Corporation.

Copyright < All rights reserved.

C:\NUsers\Denodtelnet 19.10.10.180 7890

>

4. The Telnet session will now manage the console to the vWLC.

TP

default
default
default
default

lefault

default

lefault

| default
| default
default
default
default

terminal
terminal
terminal
terminal
terminal
terminal
terminal
terminal
terminal
terminal
terminal
termninal




& Telnet 10.10.10.10 R

Cisco Bootloader (Version 7.3.1.241)

.088b. A888888b .48888. .088b. .d88hb.

dsp Yik ‘88’ 88’ YP d8P Y8 .8P ¥8.
8P a8 ‘8ho. 8P a8 88
8b 88 ‘¥8h. 8b 88 88
Y8bh d8 db 8D Y8h d8 °"8b d8’

.88.
‘Y88P’ Y888888P "8888Y’ ‘yssp’ ‘yasp’

Booting Primary Image...
Press <ESC> now for additional boot options...
Booting ’'Primary inage’

Note: Only one mode of console can be operational at any time, such as a VM console (by
key—interrupt at startup) or serial console (physical/network). It is not possible to maintain both at the
same time.

5. Continue to wait until the vVWLC has come online fully and prompts you to start the configuration tool
wizard.

net-over-iP: ok
rver: enabled in CAPVUAP
: ok

o
SHPH LSC PROU LIST: ok

ervi

ing Hotspot Services: o
i Management Services:
3 CLI: ok
: Veb Authentication Certificate not found <error). If vou cannot a
3 nent interface via HITPS please reconfigure Virtual Interface.
License fAgent: ok

(Cisco Controller)

de lcome to the Cisco Wizard Configuration Tool
se the '~' character to backup

dould vou like to terminate autoinstall? [yes]:

6. Configure the management interface address / mask / gateway. Configure Management Interface
VLAN ID if tagged. Continue with the remainder.

&N Telnet 10.10.10.10

ysten Name [Cisco_88:5b:c2] (31 characters max):
UTO-INSTALL: no interfaces registered.

INSTALL: process terminated no configuration loaded
*» Administrative User Name (24 characters max): admin

» Administrative Password (3 to 24 characters): sssssmns
e—enter Administrative Password I et

service Interface IP Address Configuration [staticlIDHCPI]:

anagement Interface IP Addre : 19.10.11.20

anagement Interface Netmask: 255.255.255.98

anagement Interface Default Router: 10.10.11.1
anagemnent Interface ULAN ldentifier (8 untagged>: 11
anagement Interface Port Num [1 to 1]1: 1

anagemnent Interface DHCP Server IP Address: 10.10.10.1

irtual Gateway IP Address: 1.1.1.1

obility/RF Group Name: demo

stuwork Name (SSID):
7. Similar to all network device(s), configuring the NTP is crucial. The virtual controller must have the
correct clock as it is possible to have an incorrect clock on the ESX host, or from manual



configuration, which may result in APs not joining in the process.

Enter Country Code list <(enter "help’ for a list of countries)> [US]:

Enable 882.11b Network [YES]Inol:
Enable 882.11a Network [YES]lInol:
Enable 802.11g Network [YESlInol:
Enable Auto~RF [YES]Inol:

*f:onf igure a NTP server now? [YESIInol: vyes
I the NTP server's—IPaddress> 1010101

a polling interval between 3608 and 604800 secs:
8. Complete the configuration and allow the VWLC to reset.

Conf iguration correct? If yes, system will save it and reset. [yes]INO]: yes

Conf iguration saved!
Resetting system with new configuration...

t\
>
sonfiguration saved!?

Resetting system with new configuration...

9. It is suggested that you ping the vVWLC management interface in order to ensure that it has come

online. Log in to the vWLC.

tarting RN ice
tarting SXp ice
tarting PMC HE: ok
tarting P §

y from 10,
fron

y fron 10, 4

vy fron 10, 24: s ¢ co Controller)

y fron 10, :

y from 10, . : nter User NMame <or "Recover-Config’ this one-time only to
19, » factory default
10. :
19,
10, 2 Paa s
19,18, : R aCTRTe
10, ] v unreachable.
10. . 224 3 vat ion hos . achable
10, 4 wat fon hos achable
18, . : | vat fow b
10, : at Lo 1
10. 2 vat lon . achable
10, wat ion hos achable
10, . wat fon hos reachable
19, ! tine ¥4 128
10, . r tined «~128

8 0 ! Lined 120

19, tine ~128

0 tined ~128

10.You can issue the show interface summary command and ping the gateway from the vWLC.

WO I 2 M
co Controller) >show interface sunm

Number of Interfaces
Interface Name Port Ulan Id IP Address

st

anagement 1 19.10.11.20

service-port N/A 8.9.0.90

irtual N/A 1.1.1.1

(Cisco Controller) Oping 10.10.11.1

Send count=3, Receive count=3 from 10.10.11.1

(Cisco Controller) >

11.Connect to vVWLC management using a web browser




(€ JBI7 1 T L) | T eem—p—— e

The server 10.10.11.20 st Cisco Controlier requires a usermame and
paiswoed.

1 adrany
“' cennens
Remember my credentials

12.Initially, there are O (zero) Access Points Supported. Enable the evaluation license in order to allow
the AP to join.

Monitor Summary
Summary 0 Access Points Supported
» Access Points
Cisco Virtual Wireless Controller
» Cisco CleanAir
» Statistics Controller Summary Rogue Summary
» CoP Management 1P Address 10.10.11.20
» R Active Rogue APs 0
ogues Service Port [P Address  0.0.0.0
Active Rogue Chents 0
Clients Software Version 7.3.1.241 adhoc B 0
Multicast Emergency Image 7.3.1.241
Version o Rogues on Wired Network ]
System Name vwiLC
T ' v
Up Time 0 days, 0 hours, 2 menutes Top WLANS
System Time Fridun 8 10:43:14 2012
Redundancy Mode NA Profile Name # of Cherts
802.11a Network State  Enabled
:S;‘;: 1v/o Enabled Most Recent Traps
Local Mobiity Group demo

13.Go to Management > Software Activation > Licenses. Select base—ap—count, and set the Priority
to High.



Management License Detail
ot Name base-ap-count
» SNMP
Type evaluation
HTTP-HTTPS .
Verson 1.
Telnet-SSH
Serial Port Comment
Local Management
Users Status EULA Not Accepted
User Sessions Expires 8 weeks, & days
» Logs Built-In License Yes
Mgmt Via Wireless Maximum Count 200
v Software Activation Counts Used °
Licenses
License Level Priority Low + Set Priority |
Commands
License Agent @3
» Tech Support

14.Click OK, and Accept the EULA in order to continue.

0 Are you sure you want to change the pricrity of this license?

Lo | W]!

End User License Agreement (EULA) %]

10 the Lmted Warranty Staternent and End User License” shall survive termsnation of ths .

mmmm»munmwum
examwne Customer’s books, records and durng Ci s normal b hours to

= with thes Agr In the event such audt discloses non-comphance with thes

yegulstions, countnes.
o comply strctly with all such regul and ack MM(MNW&W
Jicenses to export, re-export, or import Soft; and Ox 'J

umwwmmwuwmu'm
uum-mawwwﬁnv(ac:&)zxox.m
" and * a8 such

mm‘nullz.zu m-o«ruxuumooornmzvmz lw
contractusl the

meo whach ths End User License Agreement be ncorporated, may provide
Government end user or, £ thes Agreement 15 direct, Government end user will acquire, the
with only those nghts set forth in this End User License Agreement.
ether the Software or or *Qr by the Government that the
and are ger softy ¥ N cal te
~ and of the nghts and restnctions heren. Limtted -

15.Click OK, and reset the vWLC in order for the evaluation license to take effect.

A Reboot the controller in order for the priority change to take effect

e )

16.Reboot the vVWLC.



im ——
Cisco MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS MELP FEEDBACK

Download File

Upload File Waming: The configuration of the controller s
r 1 changed and not saved yet. Cick on "Save and
Reboot® to save the changes before the controler s

Config Boot or chck on "Reboot without Save® to

reboot the controller without saving the changes
Sche rboo
. heduled Reboot Please be aware that n aither case, M the
Reset to Factory connecions will be lost, To regan the
Default

onnecton
please log m agan after the controller 5 rebooted

Set Time

Login Banner

17.Log back in to the vWLC, and note that the 200 APs are now supported with the evaluation license
enabled.

MONITOR WIANs CONTROLLER WJIRELESS SECURITY MANAGEMENT CQ

sSummary

200 Access Points Supported

[:} Cisco Virtual Wireless Controller

Controller Summary Rogue Summary

Management IP Address 10.10.11.20
Active Rogue APs
Service Port IP Address 0
Active Rogue Chents
Software Version 7

. Adhoc Rogues
Emergency Image

18.Connect an AP, and monitor for the join message to occur.

19.From the browser, go to WIRELESS and confirm that the AP has joined.

MONITOR WILANs CONTROLLER WIRELESS SECURITY
—

All AP«

Current Filter None

Number of APs

AP Name AP Model

672t AIR-CAP35021-A-K9
A= J

20.Click the AP, and change the AP Mode to FlexConnect. Only FlexConnect is supported (central and
local switching) in the 7.3 release.



MONITOR WIANs CONTROLLER WJIRELESS SECURITY

All APs > Details for APf866.f267.67af
General Credentials = Interfaces  High Availability

General

AP Name APf866.f267.67af
Location default location

AP MAC Address f8:66:f2:67:67:af
Base Radio MAC 58:bc:27:92:47:d0
Admin Status Enable «

AP Mode local v

AP Sub Mode

Operational Status onito
Rogue Detector

21.1t may be useful to consider using the autoconvert function of the controller (for example, any mode
AP joining the vWLC will be converted automatically to FlexConnect). Issue this command in order
to implement:

(Cisco Controller) > config ap autoconvert flexconnect enable

Virtual Controller Management with Cisco Prime 1.2

Cisco Prime Infrastructure version 1.2 is the minimum release required to centrally manage one or more Cis
Virtual Controller(s). Management for the Cisco Virtual Controller is no different than legacy physical
controllers in comparison to Cisco WCS or NCS. Cisco Prime Infrastructure 1.2 provides configuration,
software management, monitoring, reporting, and troubleshooting of virtual controllers. Refer to Cisco Prime
Infrastructure documentation as required for administrative and management support.

1.Log in to Cisco Prime Infrastructure server as root. By default, the management view selection is
Lifecycle Theme, which is new beginning with release version 1.2. The Classic Theme (shown later)
will be more familiar to administrators who have been working in Cisco WCS and NCS.

o0 Prime

@ Infrastructure
—

Version: 1.2

Username root ]

Password [ sssssscesl ]

2. Go to Operate > Device Work Center.



Overview-General Google Earth Maps

Incidents %8 Acoiucatons anc Servces
Performance ADDIC 30N Server Managerment
Datel Dushbounde € Operational Toots

2 rk Pan Trace
Dacovery Packet Capture »
Configuration Archives Mot 2 Strears
Software Image Managerment Wirekess ®
image Dashboart
Automated Deployment Status
Network Auct

& Aarms A Events

(B Cents and Users

B wan Oppmuation
MU Segment Anaryss

3.In Device Work Center, click Add Device.

Device Group > ALL
ALL

4

B 3 Delete SSrc  Grous & Sites '1§Addl§20e & B impont
(] DeviceName  Reachability | IP Xddress | Devi

— .MW

4. Enter the IP Address and SNMP Community string (Read/Write). By default, the SNMP RW for the
controller is Private. Click Add.



| Add Device x

v General Parameters
l * IP Address | 10.10.10.5 ]l0

v SNMP Parameters
Veson [ 7]
* Retries |2 ]
* Timeout [ 10 | (secs)

* Community [seeesed | G

v Teinet/SSH Parameters
Protocol | Teinet v
Timeout | 60 | (secs)
Username
Password
Confm Password
Enabie Password
Confiem Enabie Password

v Nup Parameters '

ey | Concel |

5. Cisco Prime Infrastructure will discover and synchronize with the virtual controller. Click refresh in
order to update the screen.

Device Group > ALL
ALL

Edit 3 Delete FSync Groups & Sites v 0= Add Device [ Bulk Import

[] DeviceName = Reachability IP Address Device Type Collection Status
SteB vWLC B Reachatie 10.40.21.5 Cisco Vitusl W Managed
SteCvWLC B Rescratie 10.90.31.5 Cisco Vitusl Wi Managed

O Unknown 10.10.11.5 Synchronizing

6. When the virtual controller is discovered, it is listed as Managed and Reachable (shown in green).
Add any other virtual controller(s) at this point, if available.

Device Group > ALL
ALL

Edit 3 Delete SFSync Groups &Sites v 9= Add Device i Bulk Import

[) DeviceName =« Reachability IP Address  Device Type Collection Status
O siteAvWLC Reachable 10.10.11.5  Cisco Vitual Wireless LAN Co... Managed
O siteBvWLC Reachable 10.10.21.5  Cisco Virtual Wireless LAN Co... Managed
O siteCvwWLC Reachable 10.10.31.5  Cisco Virtual Wireless LAN Co... Managed

7. The new controller will be listed in Device Type > Cisco VIRTUAL Series Wireless LAN
Controller.
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8. Navigate to Home for a Summary view (in Lifecycle Theme) of the devices being managed.

Top NOW Utizstion ()
Total Unreachate Devece Count & .
Device Name  Dewce 9 Aveage v Madeum
ssewc wsonms [Cov ) o )
sacomc waoms (o8 ) Cow )
seawic wins [ o8 )

0 v Coreroter

B Sewcrane Unter 42

=
s =
Top N Memery Litilzation (1)
Dovcelame  Devce earce p— v Masiam Mo | Cument
SaAWWC 100108 | miwmmy .
SmCoMC 1838318 B S ) S ) BEES ] mowsos Wosmaon B7ineos Bom%.-s0%
e wmC 1030218 | wiaml siamml sl e

9. For the remainder of this guide, the Classic Theme is used to perform similar task of adding the
virtual controller, as well as updating the system image. Go to and select Switch to Classic Theme.

e, to
Preferences :
Logout

10.Go to Configure > Controllers.

Thrd Party Access Points

Ohokeposnts gu-' |
Soectrum Experts ACS View Servers
Wi TDOA Recervers TETP/FTP Servers

£ scheculed Configuration Tasks

B o Ao Provesoneg

R wips Profies

11.In order to add a new virtual controller, select Add Controllers

... from the Select a command
drop—down list.



e

12.Enter the IP Address, Read/Write SNMP Community string, and click Add.

Downioad Vendor Device Certificate

Add Controllers
Configure > Controliers > Add Controllers

General Parameters

Add Format Type Device Info +
1P Addresses 10.10.31.5 | (comma-s
() Wism Auto Add ¢
SNMP Parameters @
Version (vac ¢)
Retries 2
SNMP Timeout 10 (secg)
Community Leeseeed ]

Telnet/SSH Parameters (i

Protocol (e 9)
Username 0mn
P assword - ]
Confirm Password (v~
Teinet Timeout 60 (secs)
e, [(Gonca|
13. Cisco Prime Infrastructure will display this notification:
Add Controllers
Configure > Covolers > Add Controlers Reselt
P Addrems  Status
lmxons Controer is s02ec N wil sppes i Configure > Controlier page once v " Oen pnanh»mmmum-mmn]

14.Go to Configure > Controllers. The virtual controller will be listed as Reachable once it has been
successfully discovered and added. Otherwise, and as shown above, the device will appear in the
Unknown Device page if it was not discovered successfully.



7 Home Monitor | v | Configure ¥ | Services ¥  Reports v Administration | v

Controliers TIT
Configue > Controllers (= Select
P Address Device Name: Device Type Location SW Version Mobiity Group Name  Reachability Statws
[ 10.10.31.5 #  SteCyWLC WAL 7.3.1.57 st Raax hatle
e W W 3LS et fan "t
A W W L BR “ves Ann Natve

Upgrade the Virtual Controller

In the early steps of installation, the Cisco Virtual Controller initially required an OVA file for new virtual
appliance creation. However, maintaining virtual controller features and software upgrades require a commc
AES file downloadable from the Cisco website.

Complete these steps:

1. Download the AS*7_3*aes file to a target host (for example, the TFTP/FTP server).

m g v 53 | Search1ETP

Organize v Inchdenitrary v  Sharewth v Newfolder
S5 Faverkes Nae Imm Il‘yu ]Sio l
B Desitop L AS_CTWM_7 3.1 _S8.0es B/17/2012 354 PM AES Fle 112,574 18
5 Drepbox

L Work

2. Just as for legacy controllers, go to the web GUI of the controller > COMMANDS > Download File.
Select the File Type, Transfer Mode, IP Address, File Path, and File Name (.aes file). Click
Download in order to start the process.

il Sove Configuration  Ping  Logout Refresh
CISCO MONITOR WULANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEE

Commands Download file to Controller Clear | Download |
Download File
File Type Code
Upload File
Transfor Mode TP &
Reboot
Config Boot Server Details
» Scheduled Reboot 1P Address 10.10.10.103
Reset to Factory mumretries 110 |
Default Maximum retries 10
Set Time Timeout (seconds) 6
Login Banner fia Pach 4
File Name [AS_CTVM 7 3 1 _S8.es

3. When the process has completed successfully, you are prompted to Reboot in order for the new
software image to take effect. Click the link to the Reboot Page in order to continue.



MONITOR WILANS CONTROLLER WIRELESS SECURITY MANAGEMENT

Commands Download file to Controller Clear | Download |
Download File
Fée Type Code
Upload File
Transfer Mode TFTP
Reboot
Config Boot Server Detalls
P Scheduled Reboot 1P Address 10.10.10.100 |
Reset to Factory . —_ -
Default Maximum retries 10
R, Timeout (seconds) 6
Lok Beaaier File Path /
Fre Name AS_CTVM_7_3 1 S8.es
TFTP File transfer is sful.Reboot the vller for update to complete.Optionally,
nload the image to APs before rebooting to reduce network downtime.
For the new Code to take effect, you need to reboot system, Click Mere to get redirected to reboot page.

4. Click Save and Reboot.

Save Configuration Ping Logout Refresh
MONITOR WLANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

System Reboot [ Reboot without Save |

Warning: The configuration of the controller is
changed and not saved yet. Click on "Save and
Reboot” to save the changes before the controller is
rebooted, or click on "Reboot without Save" to
reboot the controller without saving the changes.
Please be aware that in either case, all the
connections will be lost. To regain the connection,
please log in again after the controller is rebooted.

5. Cisco Prime Infrastructure can also be useful for upgrading one virtual controller or many virtual
controllers at the same time. Go to Configure > Controllers. Select (check box) one or more virtual
controllers. Select Download Software (TFTP) from the command drop—down list. This example
uses TFTP mode for image upgrade.

¢ ~= Select & command -~
Ad¢ Controtens.
Lemowe Corerolen

Suh Update Conerorers
W P Adeem & v @ Nara. Device Type o S s MRty Crong Name Reachabity SU08  Redoot Controbiers

10.20.11.8 & Saawml Ll L ARE rures fax taby w
10.10.21.% & samvmc wie 73187 e P Pt
Down 0ad 108 Sgnicres
Downicad Curtomized WedAsth

Downicad Vendor Devce Cernficate
Downioad Vendor CA Certficate

6. Provide the Download Type, TFTP server (new if using external), IP Address, File Path, and Server
File Name (which is the .aes file type). Click Download.

10.20.31.9 & SaCwml vwLc L ARE rounec fax taba




Download Software to Controller
Configure > Contoles > Download Software to Controller
O Some TFTP servers may not support files larger than 32 MB,
Controller IP Address Current Software Version
10.10.11.5 7.3.1.57
10.10.21.5 7.3.1.57
10.10.31.5 7.3.1.57
Download Type
Download Type i @ Now ¢
TFTP Servers
File is located on O Local machine @ TFTP server
Server Name e
External TFTP Server
Server [P Address 10.10.10.103
Madmum Retries 10
Timeout 6 (secs)
File Path /
Server File Name AS_CTVM_7_3_1_58.2eq
[ ounions | concel

Cumert Diectory [C-\Jser:\ \Deskicp\TFTP ¥| Beowse

Server intedaces [10.10.10.103 >| _ShowDs

Tip Server | Loa viewes | A

F ey
File size : 115275504 45 12 1«

14242304 Bytos sert 830144 Bros/soc |45 13% 1*®

: 45 12% "
[ \As_crvv 7.3 1 st oes MR
Filo size : 115275504
15194112Bytes sert 949632 Bytes/sec

unn :
[ 3s-crvm 751 shacs to AGHORRE
Fie 520 - 115275504 |
14969320 Bytes et 939520 Bytes/sec

T [ |

8. Cisco Prime Infrastructure will update the status until the software has transferred successfully.

Coremtar P ASSwa Cumert SoMware verson Cpwon Datn
Wwas 29 TRANSITR_SUCCRSSML

1030218 7319 TRANSHER_ SUCCESSAAL
2118 72w TRANSFER_SUCTESSAL

TIT Fe tanwfer it sucomsfs. Sutoot Pe contolier for wpdate 1o complete. Optionaly, predownioed the mege
5 APY Sefom MEOORNG 15 MOLKE MmO

TYTP Foe tarter 5 aaccmnts Aot The cormder v guiate 16 (Omplete Optionaly, pre Sowriiat T mage
0 AP defom RBOOtng 1 MOuCe Seteort Sowrtme.

TYTP Fe tarafe o acceafs oot De contuler Yo pdae 1o complte. (ptonally, pre-CowTicad the mage
R S e Rt taed

9. Similar to the experience directly from the

controller, a reboot is required when the transfer is

complete. In Cisco Prime Infrastructure, go to Configure > Controllers, and select the virtual
controller(s). Select Reboot Controllers from the Select a command... drop—down list.



10. Cisco Prime Infrastructure will prompt for reboot parameters such as save configuration, and so fortt
Click OK.

Reboot Controllers
Confgure > Controlers > Reboot Controllers

Save Config to Flash 4
Reboot APs
Swap AP Image Yes . No

O Canced

L

11.Cisco Prime Infrastructure will notify the administrator that the virtual controllers are being rebooted.

Reboot Controllers
Configure > Controliers > Reboot Controllers

Please wait...

NCS is rebooting controllers with selected configurations. This operation may take a long time.

12.When complete, Cisco Prime Infrastructure will provide the results of the process.

, Reboot Controliers Result
PGt > Controlers > Reboot Controllers Result

1P Address Redoot Controller Save Config to Rash Reboot APs Swap AP Image

Troubleshooting
AP Considerations

Known Issue: AP(s) not joining VWLC — The AP must get the hash entry from a legacy controller before it
joins a VWLC.

« An AP must be at software version 7.3.1.35 and above to successfully join a virtual controller. Virtual
controllers use SSC in order to validate an AP before joining.

« An AP at version 7.3 can validate the SSC certificate provided by the virtual controller.
« After successful certificate validation, an AP will check the hash key of the virtual controller in the
list of stored keys in flash. If it matches the stored hash, validation is passed and the AP moves to th

RUN state. If hash validation fails, it will disconnect from the controller and restart the discovery
process.



« The hash validation, which is an extra authorization step, will be performed only if the AP is joining a
virtual controller. There will be a knob to turn on/off hash key validation.

« By default, hash validation is enabled, which means that the AP needs to have the virtual controller
hash key in its flash before it can successfully complete association with the virtual controller. If the
knob is turned off, the AP will bypass the hash validation and move directly to the RUN state.

» The hash key can be configured in the controller mobility configurations, which gets pushed to all the
APs which are joined. The AP will save this configuration until it successfully associates to another
controller. After which, it inherits the hash key configuration from the new controller.

« Typically, APs can join a traditional controller, download the hash keys, and then join a virtual
controller. However, if it is joined to a traditional controller, the hash validation knob can be turned
off and it can join any virtual controller. The administrator can decide to keep the knob on or off

This information is captured in Cisco bug ID CSCua55382.

Exceptions:

« If the AP does not have any hash key in its flash, it will bypass the hash validation, assuming that it i
a first time installation.

¢ In this case, the hash validation is bypassed irrespective of whether the hash validation knob

is on/off.
¢ Once it successfully joins the controller, it will inherit the mobility group member hash
configuration (if configured in the controller). After which, it can join a virtual controller only

if it has a hash key entry in its database.
« Clearing the AP configuration from the controller or on the AP console will result in the erasing of all
the hash keys. After which, the AP joins the virtual controller as if it is a first time installation.

¢ AP> test capwap erase
+ AP> test capwap restart

Time is Incorrect

« At initial install, it is possible that the time may be skewed or not properly synced. As a result, the AP
may not be able to join properly. In this instance, check the SSC validity time stamp in order to ensul
that it is correct. NTP is always recommended going forward.

(Cisco Controller) >show certificate ssc
SSC Hash validation..............ccccoeveenee. Enabled.

SSC Device Certificate details:
Subject Name :
C=US, ST=California, L=San Jose, O=Cisco Virtual Wireless LAN Controller,
CN=DEVICE-VWLC-AIR-CTVM-K9-000C29085BB8, MAILTO=support@vwlIc.com
Validity :
Start : 2012 Jun 8th, 17:52:46 GMT
End :2022 Apr 17th, 17:52:46 GMT

Hash key :bd7bb60436202e830802bel1e8931d539b67b2537

SSC Hash
* The AP is a new AP with 7.3 and does NOT have hash can join virtual WLC readily:

ap#show capwap client config



« The AP may have an older SSC hash, either from an old installation or joining other controllers. It is
possible to configure the WLC to not validate SSC, allow APs to join the vVWLC, then re—enabling the
validation again.

(Cisco Controller) >configure certificate ssc hash validation disable
« Perform the test capwap <erase/restart> command in order to clear AP capwap settings and initiate
join process.

APf866.f267.67afftest capwap erase

APf866.f267.67af#test capwap restart

restart capwap

APf866.f267.67af#

*Jun 9 12:27:22.469: %DTLS-5-SEND_ALERT: Send FATAL : Close notify Alert to
10.10.11.20:5246

*Jun 9 12:27:22.525: %WIDS-6-DISABLED: IDS Signature is removed and disabled.

*Jun 9 12:27:22.529: %LWAPP-3-CLIENTERRORLOG: LWAPP LED Init: incorrect led
state 255

*Jun 9 12:27:22.897: Starting Ethernet promiscuous mode

*Jun 9 12:27:32.903: %CAPWAP-3-ERRORLOG: Go join a capwap controller

*Jun 9 12:27:23.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent
peer_ip: 10.10.11.20 peer_port: 5246

*Jun 9 12:27:23.276: %CAPWAP-5-DTLSREQSUCC: DTLS connection created
successfully peer_ip: 10.10.11.20 peer_port: 5246

*Jun 9 12:27:23.276: %CAPWAP-5-SENDJOIN: sending Join Request to 10.10.11.20

 As part of the mobility configuration, if there is a virtual controller in the network, the administrator
needs to add a hash key of the virtual controller in all the peer controllers. If adding another peer
controller, the consideration is to add the hash (shown in the SSC output above) to the mobility grou
member.

(Cisco Controller) >config mobility group member add 10.10.11.30
(Cisco Controller) >config mobility group member hash 10.10.11.30
bd7bb60436202e830802be1€8931d539b67b2537

Related Information

* FlexConnect Feature Matrix

* Cisco LAP Documentation

* Flex 7500 Wireless Branch Controller Deployment Guide
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