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Before You Begin

Overview

The MGC Web Server Manager application is the user interface to the
MGC Web Server. It allows the user to communicate via the Web Server
with the MCU s. It provides database access via the Web pages and manages
the Web site that contains the reservation pages.

MGC Web Server Architecture

The MGC Web site is a location on a computer network. It contains
reservation information in the form of pages that can be accessed by users
logging into the site with browser applications such as Microsoft Internet
Explorer or Netscape Communicator.

The Internet client connects to the Web site located on the Internet server
and, via the MGC Web Server, gains access to the reservation pages, the
database tables, and the MCU that runs the conference.

Internet users
Access the
MGC WebCommander
site via Internet Browser

| MGC Manager
<l le Application
Public Database

MGC Manager
Application

Hosts the:
* MGC Web Server
* MGC Web Server
Manager application =
* MGC WebCommander
site 1

MGC Manager
Application

Internet Server and LAN
Database Server (optional)

1-1
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The Network Server

The network server contains the following applications:

« Database Server (SQL server or the Access application): enables
access to various database tables, such as MCU list, Users list, and
Groups

e Internet Information Services (I11S) Server: runs the Web pages and
enables users to access these pages via the Internet and make
conference reservations

+  MGC Web Server: communicates with the 11S server, the Database
server, and the MCUSs. This is the core of all the data exchange
performed in the Web site. Using the MGC Web Server Manager
application, users manage the MCUs connected to the Server, add
database accesses via the Web pages, and manage the reservation

pages.

MGC Web
Server Manager Wi QAGC
Application eb Server

Internet
Information
System

Database
Server

The SQL server and the 1S server can be installed on separate servers,
however it is recommended that all three server-applications be installed on
the same network computer.
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From the MGC WebCommander Server Manager the following tasks are
performed:

Connect/disconnect MCUs

Define access rights (Permissions) to the various modules of the MGC
Web Server Manager application

Define Groups to organize the database. Users can only access Groups
to which they are assigned. Reservation and Participant templates are
created from within a Group and can be viewed only by Users who
have access rights to that Group.

Define the MGC Web Server Manager Users and their access rights

Define the conference, participant and general system default
parameters. Users cannot modify most of these parameters if they do
not have the appropriate access rights.

This guide describes the MGC Web Server Manager features.

1-3
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About this User’s Guide

The MGC WebCommander Web Server Manager User Guide includes the
following topics:

1-4

Chapter 1 - Overview
Provides a general description of MGC WebCommander Server
Manager, its configuration and its main features.

Chapter 2 - MGC WebCommander Server Manager Basics
Includes information you need to get the MGC WebCommander
Server Manager application running and describes the application's
main window, menu, toolbar, displaying the database tables,
connecting to the MGC Web Server and connecting to MCUs.

Chapter 3 - Setting Defaults

Includes step-by-step instructions for setting up and managing default
sets for conference templates, participant templates, User Defined field
titles and various system parameters.

Chapter 4 - Options Settings

Information you need to configure the Optional Settings of the Web
Server Manager.

Chapter 5 - Administrator’s Tasks

Includes step-by-step instructions for defining new MCUs,
Permissions, Groups, Users, Labels and MGC Personal Scheduler
templates. These tasks can be performed by users with system
administrator permission only.

Appendix A - Using a Web Portal to Link with the
WebCommander

Three WebCommander conferencing features can be accessed from a
Web Portal via links that are available in the Web Portal

Appendix B - Monitoring a Conference in the WebCommander
using a URL or Form

You can open a monitoring window of a single conference in any Web-
based application by adding the conference URL to that application.



Prerequisites

MGC Web Server Manager User’s Guide

This document assumes that the user has the following knowledge:

Conventions

Familiarity with the Windows NT environment and interface
Basic knowledge of video conferencing concepts

Before using the MGC WebCommander Server Manager application, it
is important to understand the terms and conventions used in this Guide.

The term "Double-click™ is used when you need to click twice on an
entry to modify it.

The term "Select" or "Click" is used to highlight a part of the window,
dialog box or menu, to be changed with your next action.

The term "Right-click™ is used when you press the right mouse button
on an entry to open a pop-up menu.

The term "Click OK" means that you can either click the OK button
with the mouse, or press the <Enter> key on the keyboard.

Keyboard keys appear in capital letters, between these two symbols
<>, For example, the Shift key appears as <Shift>.

The plus sign (+) between two key names indicates that you must press
and hold down one key while pressing down the second key. For
example, "press <Alt>+<P> means that you press and hold down the
Alt key while you press the P key.

Bold type appearing in the text, or in a procedure indicates the word or
the character that you should type into a text box from the keyboard. It
is also used to indicate the name of the menu, button or function that
you should select.

Italic type appearing in the text or in a procedure indicates the name of
menu, dialog box or field from which an option should be selected or
into which parameters should be entered.

Tips and notes appear in a different typeface:

@ This is an example of notes that you may encounter throughout this Guide.
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MGC Web Server Manager Basics

The MGC Web Server Manager enables users access to the database. The
database is divided into two modules:

Administrative tables — the configuration tables that enable the
administrator and users who have the right to modify these tables to
define MCUs, system Defaults, Labels, Permissions, Users and Groups.
In addition, the administrator can perform maintenance and
configuration tasks relating to the database itself. The configuration is
performed through the MGC Web Server Manager application.

User Tables — This module is divided into two segments: Participants &
Conference Templates and Master Templates. The Participants and
Conference Templates segment includes the Participant and Conference
templates that are organized in Groups. Users can only manage
templates assigned to Groups to which they have access rights. The
Groups and their access rights are defined in the MGC Web Server
Manager module. The Master Templates segment includes Master
templates that are organized in Master Template Groups (usually other
than the Participants and Conference Template Groups).

Administrative
Tables

TN
=

User Tables

Labels Table

Master
Templates
Table

Permissions
Table

Participants

Table Users Table

Reservations Groups Table

\\_/

Database
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2-2
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Important!

When both the MGC WebCommander and the MGC Manager applications
use the same database, the administrator tables defined in the MGC Web
Server Manager will apply to the MGC Database Manager and vice versa.
Therefore, the various tables may include parameters that apply only to the
WebCommander and others that will apply only to the MGC Manager. Users
may access the database via the MGC Web Server Manager or the MGC
Database Manager and perform changes in the administrator tables. These
changes will apply to both applications.

This manual describes the various Web Server Manager tables and their
configurations.



MGC Web Server Manager User’s Guide

Starting the MGC Web Server Manager
Application

To start the MGC Web Server Manager application:

1. On the Start — Programs menu, click MGC Web Manager ver 9.0, and
then click MGC Web Server Manager.

Programs @ ke i’
@ Microsoft Office 3
<1 Documents L4 f.’ Babylon
@ Adobe Photoshop 7.0
g) Settings 3
I sSnaglt & 3
j_J Search 3 g Microsoft Office Communicator 2005
\*& 5K Messenger 7.0 {2}
t.’/ Il o e St @ Beyond Compare 2 3
=] Run... - ' U
anage .0 3 ;% MEC Web Server Manager
¥

The Database Login dialog box opens.
2. Enter your Login Name and Password as defined in the database.

MGC Web Server Manager Login

Lagin Mane: Iadmirﬂ

Pazsward: I

Laogin I Cancel |

The MGC Web Server Manager is installed with the following default
login names and passwords:

Table 2-1: Default Users

User Name Password Permission Type
adminl 123 Administrator
operl 123 Operator

userl 123 Moderator

2-3
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Table 2-1: Default Users

User Name Password Permission Type
user2 123 Moderator (Monitoring Only)
partl 123 Participant

These users differ in the functions they are allowed to perform and the
information they can access. For a detailed description of each of the
default permission types, see Chapter 4, Permissions.

When accessing the MGC Web Server Manager application for the first
time, it is recommended to log in as an administrator, to be able to define
various defaults, permissions and new users.

3. Click OK.

The MGC Web Server Manager window opens.

List of the
databases
registered in the
ODBC (even if
the database is
not registered in
the Web Server
Manager
Database)

The MGC Web Server. The Web Server is
currently disconnected from MGC Web
Server Manager application

PMGC Web Server Manager ¥ersion 6.00.16 {Server Version: 6.00.12; Professio
File |Edt View Options Help

=10l x|

Mlamme [ selected Defaul [
1 AccordoB Global

——#- |5 AccordDB

Ready

|Data Base Name: 4

Now you can add/modify entries in the various databases tables, such as
MCUs, Defaults, Groups, Permissions, Users, Master Groups and

Labels.
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When Secure Mode is enabled for the WebCommander environment, the
Secure Mode is indicated by a lock icon that appears in the right corner
of the Status bar of the Web Server Manager application.

4] | 21l | b
Ready [ | |Data Base Name: MCLI's From all databases ; Server Name is: LocalHost | hom |

histare || (] @ S || i Regetry Edeor |[FEm6C web server Man.. Ete e [l

Secure Mode indication

To connect or disconnect MCUs to/from the MGC Web Server Manager
application you must first connect to the MGC Web Server. For more
information, see “Connecting to the MGC Web Server” on page 2-12.
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The Web Server Manager Toolbar

The following buttons appear in the Web Server Manager toolbar:

Icon Name Description
Copy Copies the selected record from a Web Server
= Manager table to the clipboard.

I:E Paste Pastes an entry from the clipboard to the selected
table. This option is enabled when the table
category is selected in the Browser area.

Small Lists each of the table entries using a small icon

Icons and the entry name. The list is displayed
horizontally.

nos- List Lists each of the table entries using a small icon

and the entry name. The list is displayed
vertically.

Details Click this button to show the details of each of the
table entries. The details are displayed in a table
format allowing you to sort the list according to a
selected column.

Help Displays the About window indicating the version
number of the Web Server Manager application.

=]

Up one Use to move one level up in the database tree.
level

Refresh Updates the databases list used by the system
Database when a database was added to the ODBC list via
List the Control Panel and not from within the Web

Server Manager application.

Refresh Use to view changes that were made to the
Database database by other users, or via the MGC
Database manager, particularly when modifying
the Groups table.

v

2-6



MGC Web Server Manager User’s Guide

Upgrading from a Previous Version

When upgrading from a previous version of the MGC Web Server Manager,
the old database is saved during the installation procedure. If there are
discrepancies in the number of fields between the old and the new databases,
the system queries whether to update the existing database to the new format.

To upgrade the MGC Web Server Manager:

1.
2.

Start the MGC Web Server Manager application.

Log in as described in “Starting the MGC Web Server Manager
Application” on page 2-3.

When logging in the first time after the installation, the system prompts
you whether to update the databases installed in the system.

previous version, the language tables will not be upgraded. In such a case,

: § Windows 95/98 do not support Unicode, therefore when upgrading from a

3.

perform the upgrade from a computer where Windows NT/2000 is installed.

Select Yes to automatically update the database (recommended), or No to
leave the database unchanged. If you select No, new entries to the
database via the MGC Web Server Manager will not be saved.

If you have selected Yes, a dialog box opens, informing you that it is
recommended to backup the database before updating them (as
precaution in case the update process fails for any reason).

Manager ¥ersion 5.00.107 ﬂ

‘Warning! it is strongly recommended to Backup vour db befor updating.
Do you want to continue with update?

fes Mo |

(Optional) Backup the database. (The backup process is described in the
MGC WebCommander Release Notes document).

To continue with the update process, click Yes.

If you select No, the update process will be aborted and you will have to
restart once you are ready.
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The Update Databases dialog box is displayed, indicating which
databases require updating.

I o/
The following dB's are not updated with the new MGC Database. Please choose the dB's that pou want ta
Update.

[WlAccordDB - Sye DSM (C:\Program Files\MGC ‘web Manager ver 4. B\Database’dccordbocess.mdb)

Apply I Stop | Cloze |

It is recommended to update all the databases you intend to use.
To cancel the update of a database, clear the check box next to that
database name.

6. Click the Apply button to update the selected databases.
The updating process may take time, depending on the size of the
database. At the end of the process, the Update Database Results dialog
box opens, listing the fields that were updated.

Update DataBase Results x|

DataBase OIdDB is Updated in the following tables:

Table [ NewField# [ NewField -
Label

MCUs

Permission

PatylnRes

PartyResLink

Reservation

Party

ResDefines

German.
Deutsch.
Deutsch
Deutsch.
GermanString.

PaityDefines
Dictionarny
PartyHeaders
StatusT able
StingT able
DefaultParty
DefaultMizcellaneous -
Defaultfes
User
EutraDetails
Layouts
UndateTime
4

2-8
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: § The Update Database Results dialog box is displayed only in Windows 95/98

environment. It is not displayed when the Operating System is Windows 2000/
NT.

7. Click OK to return to the Update Databases dialog box.

When you open the MGC Web Server Manager for the first time after an
@ upgrade and you have not yet updated the database, you can do it later using

the Add/Remove Connection to the ODBC from the Options menu.
8.

In the Update Database dialog box, click Close to exit the update
process.

2-9
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Displaying the Database Tables

2-10

In the MGC Web Server Manager window, click the plus [+] icon next to the
icon of the database whose tables to display.

Browser Area Status Area

%MEE Web Server Marager Yersion 8.0.0.10 {Server Yirsion: 8.0.0.10; Professional edition )

File Edt Wiew Options| Help

hame: [ Status [1p [ Login | Passward

[T Major 172.22.188... ACCORD ACCORD
i mcu Major 172.22.188... ACCORD ACCORD
Wl Product Management  Minor 172.22.188... ACCORD ACCORD
Database [l product Management ... Minar 172.22.188... ACCORD ACCORD
A, permissions
Tables %Usm

Groups
Personal Schedulsr Templates
S meeerdsgr

< |

|Data Base Mame: MCU's From all databases ; Server Name is: |

Ready [

These tables are displayed only when an
administrator is logged in

The database tree is displayed. The tree categories, which represent the
database tables, change according to the permission assigned to the user who
logged into the database. If the user does not have a permission to read and
write all tables, the user will only be able to view and modify the Default
tables that s/he owns. Users with full access rights to the database
(administrators) will be able to view and add new entries to all database
tables. These tables can then be used by all the database users.

The following tables are available in the database tree:

«  Defaults — Enables users to define conference, participant and general
system default parameters. In addition, you can define whether the User
Defined fields will appear in the MGC Manager and WebCommander
applications, and if yes, the titles of these fields in the MGC Manager
application. Users with permission to modify the database (Database
Configuration option is checked in the Permissions dialog box) can
define default settings to be used by all the MGC Web Server Manager
users. Users without the permission to modify the database tables can
define private default sets, for their exclusive use.
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Labels — Used to define labels. The labels may be assigned to
conferences and participants, mainly for sorting purposes. Only users
with the permission to configure the database may manage the Labels
table.

MCUs — Enables the definition of MCUs that handle the multipoint
video conferencing. Only users with the permission to configure the
database may manage the MCUs list.

Permissions — Used to define the access rights to various modules of the
MGC WebCommander and the MGC Web Server Manager applications
and perform various tasks. Only users with the permission to configure
the database may define or modify Permissions.

Users — Enables the definition of the MGC WebCommander and the
MGC Web Server Manager users. Each user is assigned the appropriate
permissions, which defines his/her access rights to the system functions.
The User definition is also used for Ad Hoc conferencing when the
WebCommander is used as the external database for conference creation
and conference access authentication. In addition it enables you to assign
access rights to the various groups defined in the Groups table. Only
users with the permission to configure the database may manage the
Users table.

Groups — Enables the definition of groups to which users are assigned.
The conference templates and participant templates are also assigned to a
Group and can be viewed, modified, deleted or used to start a conference
only by users who have access rights to that Group. The Groups enhance
the system security, giving the user access only to data that s/he is
allowed to view.

Personal Scheduler Templates - Enables the definition of Personal
Scheduler Reservation Templates which are used by users of the MGC
Personal Scheduler application. The MGC Personal Scheduler
application is a plug-in to Microsoft Outlook, enabling users to schedule,
via Microsoft Outlook, conferences on the MCU in the same manner as
scheduling regular meetings.
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Connecting to the MGC Web Server

The MGC Web Server Manager application is the link between the MCUs
and the MGC Web Server. Therefore, the MGC Web Server Manager
application must first connect to the MGC Web Server before the connection
to the MCU may be initiated.

To connect to the Web Server:

1. Inthe Browser area, right-click the Server icon, and then click Connect
Server.

3% F
Conneck Setver.... FB&
Select Server
Tetminate Server ChrlDE|

When the MGC Web Server is connected to the MGC Web Server
Manager application, the X is removed from the Server icon and a
blinking green LED indicates that the server is active.

-E’E Server

2-12
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Connecting/Disconnecting to/from an MCU

Once the MCUs are defined in the database, you can connect to an MCU.
This step is mandatory in order to run conferences, and it can be performed
only after the MGC Web Server Manager is connected to the MGC Web
Server. If all MCUs or the MGC Web Server are disconnected, remote users
cannot run conferences via the Web. For more details on how to define a new
MCU, see Chapter 5, “Defining an MCU” on page 5-1.

Connecting to an MCU

To connect to an MCU:

1. Inthe Browser area, click the Server icon to display the list of MCUs
currently defined in the MGC Web Server Manager application.
LEIMGC Web Server Manager Yersion 8.0.0.10 (Server Yersion: 8.0.0.10; Professional edition ) =1al x|
File Edit Wew Options Hslp
I
2 Mlamme [ status [1p [ Login [Password | Database | order
£ 5] DataBase WMCU Major 172.22.188... ACCORD ACCORD AccordsQL z
=B Accordds o Major 172.22.188... ACCORD ACCORD AccordDB 2
gf:g;“s‘ts Wl Product Management  Minor 172.22,188... ACCORD ACCORD AccordDB 1
&S—MCUS WPmductMar\agamantm Minor 172.22.1688... ACCORD ACCORD AccordSQL 1
% E:rer:sussuuns
=-+0H Groups
! Personal Scheduler Templates
[l AccordsqL
| Kl | | »
Ready [ [ [Data Base Name: MCU's from all databases ; Server Name is: LocalHost A
The MCUs list contains all the MCUs currently defined in all the
databases set in the Web Server Manager application. If the same MCU
is defined in two databases, it will appear twice in the MCUFs list.
2. Inthe Status area, right-click the MCU icon and then click Connect.

Propetties

The system connects to the selected MCU. The MCU status that appears
in the Status area changes first to Connecting, during the connection
procedure and then to Normal at the end of the connection procedure.

2-13
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MCU Statuses
The possible MCU statuses are described in the following table:

Table 2-2: MCU Status Options

Status Description

Connecting Connection in progress.

Normal The connection is OK and the MCU is in the Normal state.
Start-up The connection is OK and the MCU is starting up.
Resetting The MCU is resetting.

Low Memory The system has used up all its memory resource. In such

a case, disconnect all running conferences and reset the
MCU.

Bad Connection

The connection between the MGC Manager and the MCU
is lost due to LAN problems.

Major

A major error occurred, such as a card was removed from
the MCU. Consult the system administrator.

Minor

A minor error occurred. Consult the system administrator.

Disconnecting from an MCU

2-14

To disconnect from an MCU:

1.

In the Browser area, click the Server icon to display the list of MCUs

currently defined in the MGC Web Server Manager application.

Propetties

Right-click the MCU icon and then click Disconnect.

The system disconnects the selected MCU and the MCU status that
appears in the Status area changes to Disconnected.
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Setting the Communication Parameters

Sometimes there may be a communication problem between the Web Server
and the MCUs. One of the options to overcome this problem may be to

change the communication parameters between the MCUs and the Web

Server. Use discretion and consult your support engineer before modifying
these parameters.

To modify the Communication parameters:

1.

On the Options menu, click Communication.

%MEE Web Server Manager Yersion 7.5.0.6 (Server Yersion: 7.5.0.6; Professional edition )

File Edit Wiew | Options Help

Server
Enable logger

Web Configuration...
Auto Cascade Configuration, .
Communication....

&l Accore
&l Accore

E-mail Format, ..
Automatic Email Crash Motifications. ..
Administrator Email Motification Settings...

dBis b Lindate. .
Refresh di (FS)
Refresh b List (Chrl + F5)
Add/Remove connection to ODBC. .

L1

=10l x|

[ Status [1p [ Login [ Password | Database | ord
Major 172.22.186... ACCORD ACCORD AccordDB 1
.. Major 172.22.188... ACCORD ACCORD fccordsQL 1

3

‘Data Base Mame: MCU's from all databases ; Server Name is: LocalHost

4

The Communication dialog box opens.

Communication

x|

r— Default Times

Meszage Timeout: [BE  Sec.
Refresh Period: |2 Sec/2.
hax Replies Miss: |3_
Connection Retries: |3_
Connection Timeout: |5 Sec.
ak. I Canicel |

2-15
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2. Define the following parameters:

Table 2-3: Communication Parameters

Field

Description

Message Timeout

If no message is received from the MCU for the time
period specified in this field, an error is triggered.
Default value is 25 seconds. A higher value should
be entered when the connection is slow or all the
slots in the MCU are occupied. In these cases, the
recommended value is 120 seconds.

Refresh

The frequency at which the MCU information in the
MGC Manager screen is updated. The refresh rate
is half of the seconds entered here. The default
value is 2, which means that the information is
refreshed every second (2/2=1).

Max Replies Miss

The number of messages that are sent and not
received before a connection problem is triggered
and the system considers the connection as lost.

Connection
Retries

The number of times the Web Server attempts to
establish a connection with an MCU following a
disconnection, or connection loss. Minimum value
should be 1.

Connection
Timeout

The number of seconds the MGC Manager will wait
after each connection attempt for connection
confirmation. Default value is 5. If the connection is
slow, the recommended value is 25.

3. Click OK.
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Setting Defaults

The MGC Web Server Manager application and MGC Manager — Database
Manager application enable users to customize their system to their needs
by defining default values for reservations, participants and general system
parameters. The default sets may be stored in a centralized database or in a
local database.

When the WebCommander user defines a new conference (reservation, On
Going or a template) or a new participant, each parameters displays the
default value taken from the active Defaults set. It minimizes the need to
define all the parameters and it allows users to modify specific parameters,
as needed.

Default sets may be defined for the following categories:
e Conference Defaults — A list of all the conference parameters.
e Participant Defaults — A list of all the participant parameters.

»  MGC Manager Defaults — General system parameters that apply only
to the MGC Manager. These parameters can also be defined in the
MGC Web Server if the same database is used by both applications.

»  User Defined Fields — These parameters are used to define whether to
show the User Defined fields in the conference and participant
properties and the titles of these fields to be loaded in the MGC
Manager application.

The MGC Web Server Manager includes five default templates which are
stored in the Default Group. These templates are in addition to the
Reservation Defaults and enables end users to further automate the
conference scheduling process. For more details, see Chapter 5, “Defining
Groups” on page 5-45.
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To display the defaults categories:

1. Onceyou are logged into the MGC Web Server Manager, click the plus
[*+] icon to expand the database tree.

2. Click the plus [+] icon next to the Defaults icon to display the Defaults
categories.

ZEIMGC Web Server Manager Yersion 8.0.0.10 (Server Yersion: 8.0.0.10; Professional edition ) -1o] x|
Fle Edt Wew Optons Help

hame: [ Status [1p [ Login [Password [ Database | order
[ Major 172.22.186... ACCORD ACCORD AccordSoL 2
| e Major 172.22.188... ACCORD ACCORD fccordoB 2
[Erroduct Management  Minor 172.22.186... ACCORD ACCORD AccordDB 1
IlProduct Management ... Minar 172.22.188... ACCORD ACCORD fccordsQL 1

LI User Defined Defaults
B Conference Defaults

Participant Defauits
MGC Manager Defauts

Labals

Permissions
Users

T Groups
L Personal Schedulsr Templates
B AccordsqL

| | »
Ready [Data Base Name: MCU's from all databases ; Server Name is: LocalHost A
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Defining Conference Defaults

The Conference Defaults are used to define the default values of new
conference templates created via the WebCommander application.

To define the Conference Defaults:

1. Right-click the Conference Defaults icon, and then click Add New
Conference Default.

MY Corference Defaulks

&dd Mew Conference Default, ..

The Conference Properties — Settings1 dialog box opens.

x
Settings1 |Semngsz|
Fres Hame: Defaul COF Media Supported Metwork
I— 1 hudio 1P H323)
Canf. Entrp Password & Yiden, Audin & |P[H323), 150N,
Web/Chairperson Password: I ATH. MPI
Nurmeric |d: I User Defined 1: I
Billing: I User Defined 2: I
User Defined 3 I
Remarks: I
Pro-totion: [Mone] I
Line Rate: |3B4kbs 'I
nenae P Dual Stream Mode: | [None] 52
Audio Alg: IAulU 'I
Video Format: IAuln i
[~ WT=1000 ™ Restricted ™ SilencelT Frame Fiate: IAulo -
Wideo Protocol: IAuIU 52
‘ v Canference On Part ‘ =Tl IAU.D :Iv
= &nnesl T &nmenP Tl Annen F
T120 Rate: INnne ~
FECCALSD Rate: INnne =

Chair Cantrak: INone hd
Cascade: INone =
Yideo Session: IEnnlinunus Presence | Master Name: INUnE

Layout in C.F:

oo oo o
D-DDvI:I-DD-QEK

™ ol Cal
¥ Entry Tone ¢/ Roll Call announcement

[¥ End Time Tane |5 3: HMin
¥ Exit Tane

co_|

2. Inthe Res Name box, enter the name of the Reservation Defaults set
being created.
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3. Define the following fields:

Table 3-1: Reservation Defaults - Settings1 Parameters

Option

Description

Conf. Entry
Password

Enter a numeric password that will be used by the
conference participants to connect to the
conference.

It is recommended to leave this field blank to let
the WebCommander user to enter the password,
or MCU to automatically allocate a numeric
password.

Web/Chairperson
Password

Enter a numeric password that will be used by the
meeting organizer/chairperson to connect to the
conference (special privileges may be available to
the conference chairperson). The same password
is also used to view the conference properties
using the Web browser, once the conference is
started (in the Meeting Director module).

It is recommended to leave this field blank to let
the WebCommander user to enter the password,
or MCU to automatically allocate a numeric
password.

Numeric ID

A Numeric ID is a unique number assigned to a
conference identifying it to the system. It can be
used by the participants to be routed and to access
the conference.

It is recommended to leave this field blank, to let
either the WebCommander user or the MCU
assign one, otherwise, all conferences and Entry
Queues will the same default number, resulting in
error messages. If you assign a number, the MCU
cannot automatically assign one instead.

Billing

The conference billing code as assigned to the
conference by your reservation system or
allocated to the conference chairperson or contact
person.

Itis recommended to leave this field blank, to allow
the WebCommander user enter a unique billing
code during the conference initiation.
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Table 3-1: Reservation Defaults - Settingsl Parameters (Continued)

Option

Description

Remarks

Using up to 300 characters, you may enter any
text regarding the conference. This text will be
included with the conference properties and is also
saved to the CDR file as part of the conference
record to be retrieved later.

Media

Select whether the default conference is an Audio
only conference using the VoicePlus features or an
Video, Audio conference that may include both
audio only and video participants.

The selection of the media affects the availability
of options during the conference template
definition.

If Audio Look and Feel is configured in the Web
Configuration function, the Media is automatically
set to Audio.

Network

Select whether the participants in the conference
use IP only or may different networks. When
selecting IP only, the Software CP option is
enabled in the Video Session box.

User Defined 1-3

The three User Defined fields enable you to enter
general information for the conference, such as
the company name, the contact person name, the
contact person’s E-mail or telephone number, or
any required information.

The titles of the User Defined fields can be

modified in the Database Manager -> Defaults ->

User Defined Defaults and loaded to the MGC

Manager application.

When starting a conference from the New Meeting

window you cannot define these fields (unless they

were defined in the template used to start the new
conference), however can define this information
during the On Going conference.

Notes:

* The User Defined fields are displayed only if
the Show User Defined Fields in Conference
Parameters box is selected in the Server
Manager -> Defaults ->User Defined Defaults.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

User Defined 1-3
(con’t)

* If you have modified the titles of the User
Defined fields the new titles cannot be
displayed in the WebCommander application/
You can manually modify these titles in the
appropriate table (language) in the Access or
SQL database application.

Line Rate

Specify the transfer rate in Kbps.

In a Video Switching conference, you must select
the highest transfer rate common to all
participants. For example, if two participants can
connect at a transfer rate of 384 Kbps and one
participant can connect at a transfer rate of 128
Kbps, set the Line Rate to 2B or 128 Kbps (2B in
Bonding mode). In a conference with participants
from mixed networks (ISDN and H.323), the line
rate defined for the ISDN participant is the line rate
that will be used for the H.323 participant. The line
rate currently supported for H.323 is E1. In high
rates, the capacity of the H.323 Network card
changes. For more details, see the MGC
Hardware and Installation Guide, Chapter 4.

In Transcoding and Continuous Presence
conferences, the line rate is defined for each of the
participants separately. The conference line rate
apply only to those participants whose Line Rate
was set to Auto. In such a case, set the conference
line rate to the highest transfer rate possible by the
endpoints connecting in Auto mode. Maximum
transfer rate in Transcoding and Continuous
Presence modes is 1920 Kbps (E1). In Software
Continuous Presence (SWCP) the Line Rate is set
for conferences and represents the transmission
rate from the MCU to the endpoint (combined
video rate and audio rate). For more details
regarding the Line Rate settings for Software CP
conferences, see MGC Manager User’s Guide
Volume II, Chapter 1.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Line Rate (con't)

Note: The high line rate transmission is enabled
with the standard video card (version 1.43 and up)
or with the Video+ card. The line rate of incoming
ISDN/H.323 calls can be automatically detected
and the participant can be connected according to
his/her capabilities, without prior setting of the
endpoint’s line rate during conference setup. In
such a case, the conference Line Rate is the
maximum rate for the participant connection. For
more details, see MGC Manager User’s Guide
Volume Il, Chapter 1.

Audio Alg

Select the preferred audio algorithm. The available

audio algorithms are: 8 (G.729/G.723.1), 16

(G.728/Siren7), 24 (Siren14/G.722.1/Siren7), 32

(Siren14/G.722.1/Siren7), 48 (Siren14/G.722/

G.711), 56 (G.722/G.711), or 56 (G.711).

Siren 7 and Siren14 are Polycom proprietary audio

algorithms. Siren14 can be used only if the MCU is

configured to Wideband.

To support Sirenl14, The system must include:

* The appropriate Polycom settings to support
Sirenl4.

¢ An Audio+ card must be installed in the MCU.

If the conference is set to Siren14 and the
endpoints cannot connect in Sirenl4, G.722.1 is
used instead.

The option 8 (G.729/G.723.1) is available only in IP
Only (VOIP and video) conferences.

In Video Switching conferences, all of the
participants must use the same audio algorithm.
Participants with endpoints that do not support the
algorithm selected for the conference are
connected as Secondary (Audio only). If the
conference line rate is set to 2B or 128 Kbps, to
achieve the best audio and video quality select the
appropriate audio algorithm for all the participants
in the following order: G.728, G.722, G.711.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Audio Alg (con't)

When Siren7 (16, 24 or 32 hit) is available, select
the audio algorithm in the following order: Siren 7
(16), G.728, G.722, G.711, Siren7 16 bit and G.728
algorithms are interchangeable, and a participant
using either one will be fully connected when one
of them is selected as the audio algorithm.

If the conference line rate is higher than 128 Kbps,
to achieve the best audio and video quality, select
the audio algorithm in the following order: G.722.1
(32), G.722.1 (24), G.722 | G711.

In Transcoding or Continuous Presence
conferences, you can set the audio algorithm to
any of the available audio algorithms as in a Video
Switching conference.

In Transcoding or Continuous Presence
conferences, you can set the audio algorithm to
any of the available audio algorithms as in a Video
Switching conference. If set to "Auto", the system
will try to connect the participants using the best
possible audio algorithm selecting it in the order
described for Video Switching conferences.

In Audio Only conferences, the default algorithm is
G.711 (56).

In a VOIP (Audio Only, IP Only) conference, you
can choose between the default G.711 (56) and
the G.729/G.723.1 (8) audio algorithm.

VTX1000

The VTX 1000 is a high quality, Wide Band PSTN
conference phone that can be used with the
Polycom MCU. During endpoint capabilities
exchanges a modem is used and the G.722.2
algorithm implemented. the VTX 1000 users are
allocated resources during the conference.
Select the checkbox when using VTX1000
endpoints.

Note: The system.cfg flag, VTX1000=YES and the
Entry Queue must be enabled in the MGC
Manager.
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Table 3-1: Reservation Defaults - Settingsl Parameters (Continued)

Option

Description

Restricted

Select this option if all the participants are using
Restricted lines whose Line Rate for each channel
is 56 Kbps instead of 64 Kbps.

If not all the participant use restricted lines, the
Restrict option should be selected only in the
participant settings.

SilencelT

Select the Silence IT check box to enable this
feature. When a noisy line is detected and an
Audio participant is muted, a message is played,
informing the other participants that one of them
was muted due to the noisy line. Silence IT must
be enabled in the IVR Service to be enabled for
new conferences. If Silence IT is not enabled in
the IVR the conference definition is rejected.

Conference On
Port

Select the Conference On Port setting, when you
want conferences to use a single video port on the
MCU. It enables the selection of a video layout for
the conference, but all the conference participants
see the same layout and the same participants,
that is, also the speaker can see himself/herself.
Personal layout selection is not available in this
mode and the video quality is determined by the
highest common video parameters and video line
rate.

The following modes are not available for
conferences set to Conference On Port.

* Lecture Mode

* Personal Layout
* Cascading

For more information, see MGC WebCommander
User's Guide, Chapter 7.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

T.120 Rate

Select the desired T.120 data transfer rate. The
lower the rate the slower the transfer rate and the
response time.

The same T.120 rate must be set for all the
conference participants. The highest rate common
to all participants should be selected.

Select None to disable the T.120 mode.

If the conference Line Rate is set to 2B, the
following T.120 rates are available for selection:

¢ MLP-6.4k

e MLP - 14.4k
e MLP - 16k

e MLP -22.4k
e MLP - 24k

e MLP - 30.4k
e MLP - 32k

e MLP - 38.4k
e MLP - 40k

e MLP - 46.4k
e MLP - 14.4k
e MLP - 62.4k
Note:

Selecting a higher T.120 rate when the conference
Line Rate is 2B or 128 Kbps, results in a loss of
video quality.

If the conference is set to a higher Line Rate, the
following T.120 rates are available:

e HMLP - 64k

* HMLP - 128k

FECC/LSD Rate

Using certain video cameras and their
accompanying software, a participant may control
a far-end camera. This field is used to define the
LSD mode.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Video Session

Select the appropriate Video Session:

Video Switching - To set a conference in which all
the participants use the same video and audio
formats, by setting the communication parameters
to the common capabilities. Whenever a
participant starts to speak, he/she appears on all
screens as the conference is a voice activated
video switching conference. All participants view
the participant who is the speaker. Up to 16 or 30
participants (if at least one Audio Bridge is set to 1/
30) can take part in a Video Switching conference
using the standard Audio card. Up to 100
participants at 128Kbps can take part in a
conference running on the Audio+ card.
Transcoding - To set a conference in which
participants use different video, audio and data
formats, maintaining the highest video and audio
capability each participant can achieve with his/her
codec. Like Video Switching, the current speaker
is displayed on all terminals.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Video Session
(con’t)

Continuous Presence (CP) - A Continuous
Presence conference is a conference in which
several participants can be viewed simultaneously.
Each participant uses their own endpoint’s
capabilities, thus maintaining the highest video,
audio and data capability that can be achieved. If
the number of participants is less than or equal to
the number of participants displayed, each
participant can see all of the other participants.
When selecting Continuous Presence the
following layout options are available:

* Classic

e Quad Views
e Software

Classic - Classic Continuous Presence used the
standard Video card. 21 video layouts are
available in this mode.

Quad Views - The Quad Views mode requires the
Video+ card. It includes layouts for large video
conferences. This mode should be selected when
the conference includes 10 par tic pants or more.
Software - Software Continuous Presence is
implemented in IP networks only and is a software
solution that resembles the Continuous Presence
feature in terms of functionality, without using
video card resources. Software CP combines four
incoming QCIF streams with fixed video bitrate
from four different participants into one outgoing
CIF stream. In Software CP conferences only two
types of Video Layout formats are available: 2x1
and 2x2. If the conference includes less than 5
participants, one of the participant's layout
windows is grayed out.

For more details, see MGC Manager User’s Guide
Volume Il, Chapter 1.
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Table 3-1: Reservation Defaults - Settings1l Parameters (Continued)

Option

Description

Pro-Motion

Pro-Moation is enabled only in the Video Switching
mode.

Pro-Moation is a video encoding mechanism that
improves the video quality in Video Switching
conferences, set to NTSC or PAL (4CIF)
resolution. Select either 50 Fields (PAL) or 60
Fields (NTSC).

Pro-Motion is sent to the endpoint at 60 Fields Per
Second (FPS) for NTSC and 50 FPS for PAL
systems. The interlaced video mechanism takes
two separate video frames and merges them into a
single frame.

Note:

When a conference is set to any Pro-Motion
option, endpoints sending a Pro-Motion video
resolution (for example, NTSC instead of PAL or
vice-versa) or that do not send a Pro-Motion
resolution, connect as Secondary (Audio Only).
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Table 3-1: Reservation Defaults - Settingsl Parameters (Continued)

Option

Description

Dual Stream Mode

In this mode, one of the endpoints sends two video
streams: Video and data. The video streams are
handled differently by the receiving endpoint. The
different streams may be shown on separate
screens.

Select one of the following options:

None - The Dual Video mode is unavailable. In
such a case Video Protocol is set to Auto.

H.239 and People+Content - H.239 and
People+Content are very similar in function, but
differ in the type of signaling used for each
protocol. People+Content is the Polycom
proprietary protocol while H.239 is the industry
standard. When an endpoint can support both
H.239 and People+Content protocols, H.239 is
selected as the preferred communications
protocol.

In the Reservation Template Settings - Dual
Stream mode drop down box, three H.239
People+Content (H.239/P+C) Video streaming
formats are available:

Graphics - for standard graphics

Hi-res Graphics - for high quality display or highly
detailed graphics

Live Video - for video clips or live video display
128 Kbps is the minimum Line Rate setting for a
H.239/People+Content conference. When the
Content channel opens, the required bit rate is
taken from the video channel bit rate, and may
affect the quality of the transmitted video quality.
The bit rate allocated to the Content channel
depends on the conference type and the
conference line rate, where the minimum is

64 Kbps, and increases in multiple of 64 Kbps. The
bite rate allocation is dynamic and when the
Content channel closes, the video bit rate is
restored to its maximum.

People+Content in a Cascading conference is
enabled only for Video Switching IP Only
conferences, in a Star Cascaded topology.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Dual Stream Mode
(con’t)

H.239 and People+Content supports the following
features:

* Entry Queues
* Highest Common Phase 2
e H.264
* ACIF
* Encryption
+ FECC (H.320 and H.323)
Limitations
* In Continuous Presence conferences -
Software and Quad View modes are disabled
* H.239is not supported in:
* |ISDN (H.320) calls
* H.320 Cascading conferences
* MIH Cascading conferences
* Simple cascading conferences
e T.120 conferences
* Double Gateway configurations

Using this feature the People video stream and the
Content video stream are treated differently by the
endpoints. For more information, see
WebCommander User Guide Chapter 7, “Dual
Stream Mode” on page 7-11.

People and Content VO - Polycom proprietary
technology that works mainly with PictureTel
endpoints. Content, Annex N, Annex P and Annex
F are automatically checked by default.

DuoVideo - Dual Stream mode available with
Tandberg endpoints in which one conference is set
as the video conference and the other as the
presentation conference. Select this option to
define the presentation conference.

Polycom Visual Concert PC/FX - Available with
Polycom Viewstation or Viewstation FX endpoints.
Select this option to enable the Visual Concert
option for the conference. Annexes can be
selected.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Video Format

CIF and QCIF are video formats used in video
conferencing systems. Video Format specifies the
data rate (in number of frames per second) and
the resolution of each frame (number of lines in a
frame and the number of pixels in each line).
Video Format is enabled only in Video Switching
mode and when the Video Protocol is set to H.261
or H.263.
CIF (Common Intermediate Format) - Each frame
contains 288 lines and 352 pixels per line. The
data rate is up to 30 frames per second (FPS)
QCIF (Quarter Common Intermediate Format) -
Each frame contains 144 lines and 176 pixels per
line (it is one-fourth the resolution of CIF).
This field is disabled if the Video Protocol field is
set to Auto.
* Using the H.261 protocol, you can select Auto,
QCIF, or CIF.
Select Auto to allow the system to select the
video format for the conference according to
the participants' capabilities and enable the
dynamic adjustment of the highest common
video resolution. In such a case, the system
will connect all the participants in CIF format.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Video Format
(con’t)

If one of the participants' endpoints does not
support CIF, the conference video format will
change to QCIF for all the participants.

* Using the H.263 protocol, you can select one
of the following options: Auto, QCIF, CIF, 4CIF,
16CIF, VGA, SVGA, XGA and NTSC.

4CIF - High Quality 4CIF video resolution available
in Continuous Presence conferences running at
512 Kbps or higher line rates. In this mode, the
endpoints transmit CIF (or QCIF) and receive 4CIF
images from the MCU. In full screen layout (1x1),
endpoints that can send 4CIF images will also
receive and view 4CIF images from the MCU.

In 4CIF CP conferences, you can select the
Quality of the screen display depending on the
video transmission:

Sharpness - Optimized for details. The video
picture does not change frequently, but it includes
details that you want to display in higher
resolution. For example, when displaying still
images, presentations, or capturing people.
Motion - Optimized for motion. The video pictures
change frequently and display movement, for
example, a sporting event where the camera is
moved around, people moving around, etc.

NTSC (National Television Standards Committee)
- Each frame contains 525 lines and up to 16
million colors.

VGA (Variable Graphics Array) - 640 x 480
resolution

SVGA (Super Variable Graphics Array) - 800 x 600
pixel resolution

XGA (eXtended Graphics Array) - 1024 x 768 pixel
resolution

VGA, SVGA, XGA and NTSC options are
important for displaying content when selecting the
People and Content mode. Typically the People
resolution is CIF with a frame rate of up to 30
frames per second, while the Content resolution is
VGA, SVGA, XGA or NTSC.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Frame Rate

The Frame Rate is enabled only in Video
Switching mode and the Video Protocol is set to
H.261 or H.263. If you have selected QCIF, CIF,
ACIF, 16CIF, VGA, SVGA, XGA, or NTSC, select
the number of frames per second rate to define the
quality of the video transmission. 7.5 indicates a
video quality of lower than 30 frames per second.
Select Auto to enable the dynamic adjustment of
the conference frame rate to the highest common
rate.

This field is disabled if the Video Format field is set
to Auto.

Video Protocol

The Video Protocol, Video Format and QCIF
Frame Rate are parameters that determine the
highest common video used by all the conference
participants. The Video Protocol determines the
video compression standard used by the
endpoints.

Auto - Select this option to let the system
automatically select the appropriate compression
method and enable the dynamic adjustment of the
highest common video algorithm. In such a case,
when a participant leaves the conference, the
MCU adjusts the common video to the highest
level for the remaining connected participants.
This setting overrides the Video Protocol settings
in the Participants Properties - Advanced dialog
box as the dynamic mode settings are forced by
the MCU.

H261 - The video compression standard
mandatory to all endpoints.

H263 - A compression standard that provides
improved video quality at a line rate lower than 384
Kbps. This standard is not supported by all
endpoints. If H.263 is selected in Video Switching
conferences, all participants must be connected
using this protocol. Participants whose endpoint
does not support H.263 are connected as
Secondary.
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Table 3-1: Reservation Defaults - Settingsl Parameters (Continued)

Option

Description

Video Protocol
(con’t)

H264* - H.264* incorporates DCT (H.263)
compression principles, but is provided at half the
bit rate. H.264* provides CIF/4CIF video using low
bit rates and implements a fixed video rate when
the video stream of the endpoint becomes active
("people™). The endpoint that supports H.264* is
iPower.

H264 - The H.264 standard provides better

compression of video images in lower line rate

connections and is part of the Highest Common
mechanism in Video Switching conferences.

When the conference line rate is up to 384 Kbps,

and the Video Protocol is set to Auto (in both VSW

and CP conferences) the system tries to connect
the participant using H.264 video protocol first.

Only if the endpoint does not support H.264, the

system tries to connect the participant using H.263

or H.261.

When H.264 is selected, the Video Format is

disabled and set to Auto.

Notes:

* When selecting the H.261 or H.263, the system
regards it as a fixed format and disables the
dynamic adjustment of the highest common
video.

* The dynamic adjustment of the video protocol
applies only to H.320 (ISDN) participants.

The dynamic adjustment of the video protocol

supports only 30 frames per second in CIF format.

All other H.263 capabilities are disabled.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Annexes

Annexes are additions to the Video Format when
using H.263 Video Protocol, increasing the quality
of the video display.

Annexes N, P and F are enabled only when you

are in Video Switching mode and the Video

Protocol is set to H.263. The Video Format may be

set to QCIF, CIF, 4CIF, 16CIF, VGA, SVGA, XGA,

or NTSC.

When Video Format is set to Auto, the system

selects the appropriate annexes according to the

endpoint's capabilities. The annexes are required
in the Dual Stream mode, but may also be
selected independently.

* Annex F - Advanced Prediction Mode. This
annex enables the transmitting encoder to use
four motion vectors for every macro block (one
motion vector per block). A macro block is a
piece of the picture that contains four blocks.
Without this annex, the transmitting encoder
can only choose one motion vector for optimal
prediction of the macro block.

* Annex N - Reference Picture Selection Mode.
This annex enables the conference to recover
efficiently after transmission errors have
occurred in the macro blocks, and reported via
a relevant message to the speaker encoder.

* Annex P - Reference Picture Re-sampling.
This annex enables the transmitting encoder to
apply a re-sampling process to the previous
decoded reference picture in order to generate
a warped picture, for use in predicting the
current picture. The main purpose of this annex
is to support the relationship of the current
picture to a previous picture, which had a
different source format, such as CIF, QCIF,
4ACIF, etc.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Chair Control

Chair Control is an option that enables an endpoint
to control the conference and other conference
participants. This option is used to enable the
Chair Control. This option is enabled when the
Cascade field is set to None.

Cascade

Cascade is an option that enables you to run a
conference that is connected directly to other
conferences (these conferences are not
connected directly to each other). The conferences
may run on different MCU'’s or on the same MCU
(for large conferences that exceed the maximum
number of participants per conference). This
option is used to enable and select the cascading
mode.

Master Name

When setting a Slave conference, the Cascading
option should be set to Slave, and the name of the
participant that acts as the link to the Master
conference is selected from the Master drop-down
list.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option

Description

Roll Call

Roll Call is a feature of the IVR Message Service
used to record the participants name and play it
back when entering and leaving a conference.
The chairperson can request the system to play
the names of all connected conference
participants at the beginning of the conference, or
at any time during the conference.

This option may be enabled only when the Roll
Call option is enabled in the IVR Service assigned
to the conference. When enabled for the
conference, the participant records his/her name
upon connection to the conference and the
chairperson may request a roll call in which the
recorded names of all conference participants are
played back to the conference.

If Entry Tone and Exit Tone are enabled for the
conference, participant name is played when the
participant enters or leaves the conference.

If Roll Call option is disabled for the conference but
enabled in the assigned IVR Service, the
participant name is recorded as the Roll Call may
be enabled during the on going conference, but roll
call cannot be requested.

Entry Tone

Select this option to enable the Entry Tone, which
is played when a participant (audio or video)
connects to the conference. This tone is heard by
all the participants currently connected to the
conference (but not by the connecting participant).
The tone is embedded in the MCU software.
Note: If Roll Call is enabled for the conference, the
Entry Tone is replaced by a playback of the
recorded participant name.
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Table 3-1: Reservation Defaults - Settings1 Parameters (Continued)

Option Description
End Time Tone Select this option to enable the End of Conference
n Min reminder tone to be played once, to all the

connected participants, n minutes before the end
of the conference. This tone is different from other
tones. The tone is embedded in the MCU's
software.

Note: If the automatic extension of the conference
is enabled for the MCU in the “confer.cfg” file,
selecting this option also enables the automatic
extension of the conference duration for this
conference. For more details see the MGC
Administrator’s Guide, Chapter 5.

Exit Tone Select this option to enable the Exit Tone, which is
heard by all the connected participants when a
participant leaves the conference. This tone is
different from other tones. It is embedded in the
MCU's software.

Note: If Roll Call is enabled for the conference, the
Entry Tone is replaced by a playback of the
recorded participant name.
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4.

5.

3-24

Click the Settings2 tab to display additional parameters.

Conference Properties 5[

Seftings]  Settings2 I

Attended: Mone

£ Msg Name: | Audio Mix Depth: [3 ] Sites

hd Talk Hold Time: 1.5 32 Sec.

¥ Auta termination Lecture Type: | Presentation Mode | ™
Before First Joir: |5 33 tin IV Timer Interval: |5 3: Sec.
After Last Quit |1 H: Min Lecturer name:

| Game Layout
= Suto Layout

V¥ Enty Queue Lccess

Entry Queue Hame: | Duration: |2 3: [Howr] [0 3: [Min]

v Mest me per conf [tin |0 3: Parties | ¥ Dial Dut Manually

Owarer: I

W' Encryption

[V Auto add.

ax Participants: lﬁ IV Lack ¥ Enable Party
v Mesting Room ¥ OnHold

[V Limited Sequences H [V Mute Meet Me' Parties

¥ Start Conf. Requires Chairpersan Background -j

W' Teminate After Chairperson Esits ¥ Layout Border -j

¥ Speaker Motation I j

—Recording
¥ Enable Recording

Recording Link Name:

Start Recording

IHEcUrding il
I\mmediataly 'I

Cancel |

The Attended and AV Msg Name fields change to IVR and IVR Msg
Name if Audio is selected as the Media in the Settings1 tab.

Define the following parameters:

Table 3-2: Reservation Defaults - Settings2 Parameters

Option

Description

Attended

Select one of the following options:
None - No Attended services are used during the
audio only conference.
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Attended (cont.)

Welcome (No Wait) - Select this option for a Greet
& Guide conference in which the participant is
greeted by an audio message and after a pre-
defined period, and automatically connects to the
appropriate conference.

Attended (Wait) - Select this option for a attended
conference in which a participant is greeted by an
audio message, and then is assisted by the
operator who connects him/her to the appropriate
conference.

IVR - The IVR Service enables control over the
conference from the participant or chairperson
endpoint using touch-tone codes (DTMF).

Select this option to assign an IVR Service to the
conference. This option can only be selected if an
Audio+ card is installed on the MCU.

If the IVR Service check box is cleared and the
Entry Queue Access check box (in the General
tab) is checked, the participant connects to the
conference directly from the Entry Queue.

If both the IVR check box and the Entry Queue
Access check box (General Tab) are cleared, dial-
in participants can only connect to the conference
once dialing the conference dial-in number (Meet
Me conference) or if they are defined prior to the
conference start. When you enable the IVR field
the following parameter check boxes become
available:

* Start Conf. Requires Chairperson

* Terminate After Chairperson Exits

* Enable Invite

e Roll Call
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option Description
AV Message If you have selected the IVR Service in the
Name Attended field, type the name of the IVR Service. If

left blank, the system uses the default IVR Service.
If you have selected a Welcome (No Wait) or
Attended conference, type the name of the AV
Service. The AV Service is defined in the MGC
Manager application. If left blank, the system uses
the default AV Message Service.

Auto Termination

Select this check box to automatically terminate

the conference by the MCU when:

* No participant has connected to the conference
during a predefined time period

Or

* All the participants have disconnected from the
conference and the conference is idle for a
predefined time period

Before First Join x
Min

This option is enabled when the Auto Termination
option is selected.

Enter the number of minutes that should pass from
the conference start time without any connected
participant, before the conference is considered as
idle. If no participant has joined the conference
during this period, it will be automatically
terminated by the MCU.

After Last Quit x
Min

This option is enabled when the Auto Termination
option is selected.

Enter the number of minutes that should pass from
the time the last participant disconnected from the
conference, before the conference is considered
as idle. If the conference remains idle and no other
participant joins in during this period, the
conference will be automatically terminated by the
MCU.
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Entry Queue
Access

An Entry Queue is a special routing lobby queue to
which one or more dial-in numbers are assigned.
When callers dial the assigned number, they
access a queue where they wait to be connected to
the conference. While waiting in the queue, they
hear the audio messages and prompts, and
interact with the system using touch-tone signal
(DTMF codes). The participants may be connected
automatically to the conference if they have
provided the required conference password, or
they will wait for the Operator’s assistance if
enabled for the Entry Queue and if requested by
the caller.

Select this check box to force participants to
access the conference via an Entry Queue. When
selected, the participant must dial the Entry Queue
dial-in number and enter the correct conference
password in order to be transferred to this
conference.

Note: If this conference is also set as Meet Me Per
Conf to which a separate dial-in number is
assigned, the participant can also connect directly
to the conference using this number.

To save the dial-in number, do not select Meet Me
Per Conf.

Meet Me Per Conf

Select this check box to enable the Meet Me Per
Conference option. When selecting this option, the
Meet Me Per Conference tab appears.

The Meet Me Per Conference option allows
“undefined” participants to connect to a conference
by dialing a pre-defined conference number.
“Undefined” participants are participants that were
not defined prior to the conference start.

Auto Add

This option is enabled when the Meet Me Per Conf
option is selected. It allows dial-in participants to
automatically connect to the appropriate
conference, without prior setting of the participant
parameters.
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Min x Parties

Available only when the Meet Me Per Conf. and
Auto Add options are checked. It lets you reserve
resources for the specified number of dial-in
participants. This number includes the defined and
undefined participants. Additional participants
(defined and undefined) will be able to connect to
the conference as long as there are available
resources or the Max Parties limit is met.

Max Parties

This option is used to control the number of
participants that can connect to a conference.
Select the maximum number of participants that
can automatically connect to the conference. If you
select Auto, the number of participants that can
connect to the conference is limited only by the
availability of the MCU resources and the
maximum number of participants per conference.
This option is useful in “Meet Me Per Conference”
with “Auto Add” participants.

Meeting Rooms

Select this option to set the reservation as a
Meeting Room.

Limited
Sequences

This option is enabled when the Meeting Room
option is selected. Select this check box to limit the
number of times the Meeting Room will be
activated. When the check box is cleared, the
conference will remain in “sleep mode” indefinitely,
and can always be activated. When this option is
selected, select the number of times the Meeting
Room can be activated. Entering 2 means that the
Meeting Room may be activated twice, but it will
remain passive during the period of inactivity.
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Chairperson

Option Description
Start Conf. Select this check box to indicate that the
Requires conference will only start when the Chairperson

connects to the conference. Participants that
connect to the conference before the chairperson
are placed on hold and hear background music.
Once the chairperson connects to the conference,
the participants are automatically connected to the
conference.

When the check box is cleared, the conference
starts at its predefined time or when the first
participant connects to it.

Terminate after
Chairperson Exits

Select this check box to automatically terminate
the conference once the conference Chairperson
disconnects from the conference.

Encryption

Encryption is a process of disguising information

into “ciphertext,” or data that will be unintelligible to

an unauthorized person attempting access to the

media.

In the WebCommander the behavior of the system

at a conference and participant level is dependant

on MCU system.cfg flag settings set in the MGC

Manager.

In the Web Server Manager encryption must be

enabled in the Default -Conference Defaults by

selecting the Settings2 - Encryption box. In the

Participants Defaults - Settings2 you can select the

appropriate Encryption default setting - Auto/On/

Off.

Encryption supports all types of audio and video

conferences including ISDN and IP participants.

The following guidelines apply to encryption:

* Encrypted can be enabled at the conference or
participants level

* Endpoints must support both AES 128
encryption and DH 1024 key-exchange
standards to encrypt and to join an encrypted
conference
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Encryption
(continued)

* Encrypted conferences with ISDN participants
require the installation of MUX+ card on the
MCU

* Encrypted conferences with IP participants
require the installation of IP+ card on the MCU

* The encryption feature supports all conference
types, including: Cascading, People and
Content, Operator, Meeting Rooms, Entry
Queues, and Ad Hoc conferences

* In acascaded encrypted conference it is

important that the Link between the
conferences is encrypted

Talk Hold Time

Indicate the minimum period, in seconds, that a
participant has to speak to become the main
speaker. During this period, no other participant is
allowed to become the main speaker. This
parameter is designed to prevent participants from
becoming the main speakers by coughing or
laughing, and to avoid fast and frequent changes of
the main speakers.

Audio Mix Depth

Indicate the number of the loudest voices speaking
at the same time that will be heard. The value 3
indicates that the three loudest participants
speaking at the same time will be heard.

Lecture Type

Select the Lecture Modes from the drop-down list:
* None - Select this option to disable the Lecture
Mode option.

* Lecture Mode - Enables the speaker to be
seen by all other participants in full screen.
While the lecturer is speaking, the system
automatically switches between participants in
a predefined time interval, showing them
sequentially on his/her endpoint monitor.
Note: Lecture Mode is disabled when Same
Layout is selected.
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Lecture Mode
(con't.)

Lecture Show - One-way communication
mode in which conference participants see and
hear the conference lecturer, however they are
not seen or heard by the lecturer (one way
communication).

Notes:

* Lecturer selection is mandatory at the
reservation stage and Lecture Show is
enabled only when one is selected. The
lecturer cannot be changed or deleted
during the On Going conference.

Full screen (1X1) format is the only video layout
that can be selected for Lecture Show.

Presentation Mode - In Continuous Presence
conferences the system automatically displays
the active speaker full screen on all the
conference participant monitors while the
layout of the current speaker displays the
previous speaker of the conference. When
another participant starts talking, the
Presentation Mode is cancelled and conference
returns to its predefined video layout.

In a COP conference, when the speaker
becomes the conference presenter, the
conference layout is automatically set to 1x1
(full screen) and all participants including the
active speaker view this layout.

* If the speaker is an Audio Only participant
(in a video conference), the Presentation
Mode is disabled for that participant.

* Video Forcing apply while the conference is
in normal speaker mode. When
Presentation Mode is activated, only the
lecturer can set the video forcing and it
applies only to the conference layout.

During an On Going conference set to
Presentation Mode that is running on the
standard Video card, asymmetric conference
layouts are unavailable for selection.
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Lecture Mode
(con't))

* When a conference set to both Auto Layout
and Presentation Mode is run on the Standard
Video card, the definition of the layouts
selected for Auto Layout changes. For more
details, see MGC Administrators Guide,
Chapter 5.

Timer Select this check box to activate the automatic
switching of the participants displayed in the video
windows shown on the lecturer screen. It also
enables the Interval option.

Interval Enter the number of seconds a participant is

displayed in the video window on the lecturer
monitor before switching to the next participant.

Lecturer Name

Used to select the Lecturer name. This option is
not applicable during the defaults definition.

Same Layout

Select this check box to enable the Same Layout
feature.

Same Layout is a feature that “sets” and imposes
an identical video layout for all participants. During
the reservation stage, the moderator is able to
select a specific layout of his choice and apply the
selected layout settings to all conference
participants. It allows conference participants to
view his/her own video image.

When Same Layout is enabled during the
reservation stage, conference participants can
view his/her own video image to ensure that image
projection is of a reasonable quality (for example:
distance, focus, lightning, posture, and
presentation).
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Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Auto Layout

In Auto Layout the system automatically selects
the conference layout based on the number of
participants participating in the conference. With
Auto Layout, when a new video participant is
connected/disconnected, the conference layout
automatically changes format to reflect the new
number of video participants. Audio Only
participants do not affect the selected layout.
* Software CP conferences cannot be set to Auto
Layout.

* The Auto Layout feature can be used with
Lecture Mode (for the lecturer display), but
cannot be enabled with Lecture Show.

e Auto Layout can be used with Same Layout
and Conference on Port (COP). In this mode,
the system selects the layout as if one
additional participant was added to the
conference to show the self view of the
speaker.

Owner The name of the user who has created the Defaults
set or to whom the administrator has assigned the
default set.

Duration Enter the conference length using the format

HH:MM. For example, to define a duration of 30
minutes, enter 0:30 and to enter the duration of 90
minutes, enter 01:30.

Dial-Out Manually

Select this check box to designate an operator-
controlled dial-out conference connection. If Dial-
Out Manually is checked, the operator monitoring
the conference needs to manually connect each of
the participants to the conference. The participants
remain on standby until the operator finishes
connecting all the participants to the conference,
otherwise, the participants will connect at the same
time when the conference starts and becomes an
On Going conference.

3-33




Chapter 3 - Setting Defaults

3-34

Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Lock

Select this check box to lock the conference and
prevent dial-in participants from joining the
conference once the conference has started. Clear
this check box to unlock the conference and allow
dial-in participants to join the conference. A locked
conference can be unlocked during an On Going
conference.

On Hold

Select this check box to place the conference on
hold when it is started.

When a conference is on hold, all participants hear
background music. When selected at the
reservation stage, once the conference is started, it
is automatically placed on hold and the participants
hear music upon connection to the conference.

A conference can be also be placed on hold and
released during an on going conference from the
Meeting Director window or by the chairperson
using the appropriate DTMF code from his/her
touch-tone telephone.

Mute “Meet Me”
Parties

Select this check box to mute undefined dial-in
“Meet Me” participants.

Once connected to the conference they are
automatically muted by the MCU to prevent
background noises until all the participants are
connected. In addition, if a lecture takes place it
assures that late arrivals will not disrupt the lecture.
The Mute “Meet Me” Parties option may be
disabled and enabled during the on going
conference (in the Meeting Director window) or via
the telephone using the appropriate DTMF code.

Enable Party

Select this option to enable the Invite feature
during an on going Audio Only conference. It
enables the chairperson to request a line and dial-
out to invite participants to join the conference.




MGC Web Server Manager User’s Guide

Table 3-2: Reservation Defaults - Settings2 Parameters (Continued)

Option

Description

Background/
Layout Border/
Speaker Notation

If the conference is handled by the Video+ card,
you can add visual effects such as borders and
colors, to the video layouts display on the
endpoints.

The following modification options are available:

* Background color - the color displayed when a
video layout is empty. This may happen when
the video layout contains more windows than
connected participants.

* Layout Border - the borders frame of each
window in the video layout. The thickness of
the border is fixed.

* Speaker Indication - you can use a different
color for the border to highlight the window of
the current speaker.

Recording -
Enable Recording

Enables the recording of audio in a audio or video
conference by an external recorder. The setting in
the Default Reservation/ Start Recording define
when the conference recorder is activated when
the conference is On Going.

Select this check box to enable the conference
recorder.

Recording Link
Name

The name of a recording link defined in the MGC
Manager.

Start Recording

Select one of the following settings for activating
the a recorder:

* Immediately
* Upon Request

When set to Immediately the first participant to
enter the conference, activates the conference
recorder.

When Upon Request is the selected default the
conference chairperson or the Operator can
manual activate the conference recorder from the
On Going Conference recording pane. For more
information see
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6. Click OK to confirm and store the new Conference Defaults set.

Defining Participant Defaults

The Participant Defaults are used to define the default values of parameters
in the new participant templates created in the WebCommander application.
To define the Participant Defaults:

1. Right-click the Participant Default icon, and then click Add
Participant Defaults.

I JFFarticipant Defaults
© Add Mew Participant Defaults. .. |

The Party Properties-Settings1 dialog box opens.
x

Settings1 | Settings2 |

Mamne
I
Interface Type Connection

150N | [pidin |

Participant Phone

MCL Mumbers

Participant Bonding et me per
l— vI

User Defined 1: User Defined 2

User Defined 3: User Defined 4

User |dentifier String sent to Recording spstem:

olume(5) Listening Yolume{5]

DWI’VEI‘IIII‘I‘III‘I‘I‘I
I—I_VIP

Cancel

2. Inthe Name box, enter the name of the participant defaults set.
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3. Define the following parameters:

Table 3-3: Participant Defaults - Settingsl Parameters

Option Description

Name Enter the participant’s name using numerals and
characters only. You must give each participant a
distinct name.

Interface Type Select the Interface Type. Select ISDN if the
participant connects via ISDN lines, T1-CAS if the
participant connects via T1-CAS lines, ATM if the
participant is using the ATM network, H.323 or SIP
if the participant is connected via LAN, and MPI if
the participant is connected via serial connection.
Note: SIP participants require the IP+ card series,
hardware version 4.24 or above.

Connection Type Select the appropriate connection type from the
drop-down list.

The MGC WebCommander allows you to set up
conference dialing according to three connection
types:

Dial-in - The participant phones the MCU at
conference time. You inform the participant of the
MCU'’s phone number. When selecting this option,
the Meet Me Per options are enabled.

Do not select this option if your default
participant’s connection type is T1-CAS as only
undefined T1-CAS participants can connect to
conferences.

Dial-out - The MCU calls the participant at
conference time. The participant's phone number
may be entered later, when setting up the
conference.

If the Manual Dial Out option in the Schedule tab
of the conference settings is cleared, the MCU
automatically calls the participant at conference
time. If this option is checked, the operator calls
the participant.

Direct - The participants are connected directly to
the MCU through an ISDN leased line. No dialing
is required for direct connections.
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Table 3-3: Participant Defaults - Settings1l Parameters (Continued)

Option Description

Participant Phone This field applies to the ISDN/T1-CAS, Dial-out
Numbers connection type, or to ISDN, Dial-in Meet Me Per
MCU option (when selected). Type the
participant’s phone number (including country and
area codes when required) to be dialed by the
operator when connecting the participant to the
conference. Add a semicolon (;) between
numbers when several numbers are to be
assigned to a participant. For example,
92511111;9251112;....;XXXX.

If the Meet Me Per MCU option is selected, type
the phone number by which the participant is
identified (CLI number). This number is used by
the MCU to route the caller to the appropriate
conference.

MCU Numbers This field applies only to the ISDN, Dial-in, Meet
Me per MCU-Conference connection type. Enter
the phone number the participant should dial to
connect to the MCU.

If left blank, the MCU automatically assigns a dial-
in number (from the list of dial in numbers defined
in the Network Service) when the conference

starts.
Participant This field applies only to the ISDN, Dial-out
Bonding connection type, and should be used only if
Bonding is the selected Aggregation type for the
participant.

Enter a single number for all the aggregated
channels. The system will automatically assign
the appropriate phone numbers to the remaining
channels.

If left blank, the MCU automatically assigns the
first number that appears in the Participant Phone
Number field when the conference starts.
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Table 3-3: Participant Defaults - Settings1l Parameters (Continued)

Option Description

Meet me per This field applies only to the ISDN, Dial-in
connection type.

Party - The participant dials a unique dial number
for each group of channels he will use.

Channel - The participant dials a different dial
number for each channel.

MCU — A single phone number is assigned to all
the conferences running on a certain MCU. The
MCU phone number is entered in the Network
Service — Span and Phones dialog box.

The participants are routed to the appropriate
conferences according to their phone numbers
(CLI) which are entered in the Participant Phone
Numbers. When a participant dials in to the
conference using the MCU number, the PBX
identifies the originating party number and routes
the participant to the appropriate conference
accordingly.

This option should be used only with PBXs
supporting the CLI (Caller ID) option.

User Defined 1-4 There are 4 User Defined fields that enable you to
enter general information for the participant, such
as the participant’s: E-mail address, telephone
number, company name, location, or any required
information.

The titles of the User Defined fields can be
modified in the Database Manager/Web Server
Manager-> Defaults -> User Defined Defaults and
can be loaded only to the MGC Manager
application.

Note: The User Defined fields are displayed only
if the Show User Defined Fields in Participant
Parameters box is selected in the Web Server
Manager -> Defaults ->User Defined Defaults.
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Table 3-3: Participant Defaults - Settings1l Parameters (Continued)

Option

Description

User Identifier
String sent to the
Recording system

Enter the string sent to the Recording System via

DTMF codes that identifies the recording. This

identifier string is used later by the user

connecting to the conference recorder Web site to

identify the recording and retrieve it.

You need a unique User Identifier String for each

recording. The User Identifier String can consist of

one of the following options:

e aseries of numbers. In such a case all the
recordings will have the same number
assigned to them

* n - Enter n to assign the conference Numeric
ID or the Conference password to the
recording as the identifying string.

* | - Enterito assign the conference
Chairperson password to the recording as the
identifying string.

* b - Enter b to assign the conference billing
code to the recording as the identifying string.

Volume

Select the volume in which the participant’s audio
is transmitted to the conference. The volume
scale is from 1 to 10, where 1 is the weakest and
10 is the strongest. The volume of each endpoint
at the time of connection is 5. One movement of
the volume slider increases or decreases the
volume by one unit. Each unit is equivalent to 3db.

Listening Volume

Select the volume in which the conference audio
is heard by the participant. The volume scale is
from 1 to 10, where 1 is the weakest and 10 is the
strongest. The volume of each endpoint at the
time of connection is 5. One movement of the
volume slider increases or decreases the volume
by one unit. Each unit is equivalent to 3db.
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Table 3-3: Participant Defaults - Settings1 Parameters (Continued)

Option Description

Owner Displays the name of the user to whom the default
set is assigned. This field is disabled for users
without permission to modify (write) database
tables. Users with Administrator rights (that can
read and write database tables) can assign the
defaults set to any registered user. The Owner
name may be used for filtering.

VIP Click this check box to designate the participant
as VIP. This status is used to indicate (an icon)
participants who need special attention during the
conference.

4. Click the Settings?2 tab to display additional parameters.
The Party Properties — Settings2 dialog box opens.

x
Seftings]  Settings? |

Agaregation Mumber of Channels
Auto =

Video protacal Woice

IAulu j IDala j
Recardi

[ Auto Detect el
Mone =

[ Enhancedviden Encrpption

¥ AGC ad
™ Restrict Orly

—H323 Participant
Participant [P Signaling Port
[o.o0.0.0 [70

Alias Mame Alias Type

| [H3231d =l
SIP Address: 5IP Address Type:

| [s1P OR |

ideo Bit Rate KBits/Sec:

Auta 3: [V &utoYides Bit Rate

™ Enable PSTN Dialin

Service Name Sub-Service Name
Node Type Murm Type:
ITE"“i"‘a‘ j ITakan fram service j
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5.

Define the following parameters:

Table 3-4: Participant Defaults - Settings2 parameters

Option

Description

Aggregation

This field applies to ISDN connections only. Select
the aggregation method:

H221 — The standard communication protocol, in
which a different phone number is assigned to
each channel.

Bonding - A communication protocol that
aggregates from two up to thirty 64-kbps B
channels together to look like one large bandwidth
channel.

Multi-Rate — A communication protocol in which
channels are aggregated to form one dedicated
line. The MGC Manager currently supports
aggregation of 6 channels to form one line of 384-
Kbps rate (64 X 6=384). In such a case, the
network ensures that all six channels are
synchronized and there are no intervals between
the arrivals of the data packets.

Auto — Click this option to connect the participant
according to his/her capabilities. When connecting
to the conference, the endpoint and the MCU
exchange capabilities. During this exchange, the
MCU identifies the aggregation mode used by the
endpoint and connects it accordingly.

Number of
Channels

This field applies only to ISDN/ATM connections.
Indicate the number of channels the participant
uses for the connection.

Select “auto” to use the conference’s Line Rate
setting. This is also the mode recommended for
ATM conferences.

Select the appropriate number of channels to
force the system to use the participant settings.
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Table 3-4: Participant Defaults - Settings2 parameters (Continued)

Option Description

Video Protocol Select the Video compression standard:

H261 — The video compression standard
mandatory to all codecs.

H263 - A compression standard that provides
improved video quality at a line rate lower than
384 Kbps. This standard is not supported by all
codecs.

Auto - select this option to use the conference’s
Video Protocol settings.

Voice This field applies to ISDN and H.323 connections.
Select Data for data, audio and video transmission
(using the H.221 protocol).

For audio only transmission, select Voice. This
option is automatically selected for T1-CAS
participants.

Recording You can designate one participant designated as a
recording port (that is, a telephone to which a
recording device may be connected). The
recording port is used to record the audio
conference.

Select None for a standard participant.

Select Dial-up to designate this participant as a
recording port.

Auto Detect This field applies only to ISDN connections. Check
this option to enable the automatic detection of the
line rate of incoming ISDN calls by the MGC
WebCommander and connect the participant
accordingly without prior settings of the line rate
during conference setup. The participant can be
connected in a line rate of up to the line rate set for
the conference.
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Table 3-4: Participant Defaults - Settings2 parameters (Continued)

Option Description

Enhanced Video The MGC Manager can provide high quality video
(30 frames per second for incoming and outgoing
video streams) for line rates up to T1/ E1 in
Transcoding and Continuous Presence
conferences. This is done by allocating two video
codecs to the participant instead of one. One of
the video codecs is used for encoding, while the
other is used for decoding the incoming video
stream.
Select this check box to enable the high quality
video feature for the participant.
Note:
* To work with 30 frames per second the High
Frame Rate flag in the system.cfg must be
enabled.

* To work with bit rates higher than 768 Kbps,
the High Bit Rate flag in the system.cfg must
be enabled.

AGC The Auto Gain Control (AGC) is the system
default.

Clear this check box to disable the Auto Gain
Control (AGC) for the participant.

The Auto Gain Control mechanism regulates
noise and audio volume by keeping the received
signal to all participants balanced. Different
endpoints and phones produce different types of
source noise and volume. The Auto Gain Control
mechanism can be applied to all incoming audio
streams prior to mixing, thereby dynamically
changing the amplification of the input signal
providing a constant output amplitude.
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Table 3-4: Participant Defaults - Settings2 parameters (Continued)

Option Description
Encryption In the Participants Defaults - Settings2 you can
select the appropriate Encryption default setting -

Auto/On/Off.

Choose any of the following Encryption options:

* Auto - When participants connect to a
conference, the conference/Entry Queue
encryption settings are automatically applied
to the participant. For example, when a
conference/Entry Queue is set to encryption
the participant is also encrypted (if the flag in
the MGC Manager
ALLOW_ENCRYPT_IN_PARTY_LEVEL is set
to YES).

e On - enables encryption at the participant
level (if the flag MGC Manager
ALLOW_ENCRYPT_IN_PARTY_LEVEL is set
to YES).

« Off - disables encryption

Note: Undefined participants are connected with

the Participant Encryption option set to Auto,

inheriting the Conference/Entry Queue encryption
setting.
Restrict Only This field applies only to ISDN connections. Select

this check box if the participant is using a
restricted line whose transfer rate per channel is
56 Kbps (instead of 64 Kbps). This option is valid
for a Transcoding or Continuous Presence
conference only.

H323 Participant -
Participant IP
Address

Enter the default IP address for endpoints.

H323 Participant -
Signaling Port

This field should not be modified unless a different
signaling port was configured during installation
and connection to the network.

H323 Participant -
Alias Name

Select the participant’s alias type and then enter
the alias of the endpoint.
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Table 3-4: Participant Defaults - Settings2 parameters (Continued)

Option

Description

H323 Participant -
Alias Type

Select the format of the alias from the drop down
list. Only E.164 and H.323 ID are supported.

SIP Address

sip: [user name]@ [domain].

Note that the SIP URI adheres to URI rules: no
spaces or special characters such as commas,
guotation marks, inverted tags and so forth either
in the user name or in the domain part.

[To compare to H.323, which uses the endpoint location
for identifying the participant, in SIP participants can
change locations but still be addressed as long as they
continuously refresh their registrations with the proxy.
The proxy forwards invitees to their current location.

SIP Address
Type

SIP URI: A SIP URI uses the format of an email
address, typically containing a username and a
host name, sip:user@host. For example,
sip:dan@polycom.com.

TEL URL: "Tel" means that a voice call is opened.
TEL URL may be used when the UA does not
wish to specify the domain that should interpret a
telephone number that has been input by the user.
Rather, each domain through which the request
passes would be given that opportunity. As an
example, a user in an airport might log in and send
requests through an outbound proxy in the airport.
If they enter "411" (this is the phone number for
local directory assistance in the United States),
that needs to be interpreted and processed by the
outbound proxy in the airport, not the user's home
domain. In this case, tel:411 would be the right
choice.

H323 Participant -
Video Bit Rate
KBits/sec

This option is enabled if the Auto Video Bit Rate
option is cleared. It allows you to specify the
specific video transfer rate (multiples of 100 bits/
sec is recommended) for the participants. This
option defaults to the conference setting when
adding a new participant during an On Going
conference.
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Table 3-4: Participant Defaults - Settings2 parameters (Continued)

Option

Description

H323 Participant -
Auto Video Bit
Rate

Select this option to use the video transfer rate
defined for the conference.

Enable PSTN Dial-
in

PSTN participants are able dial-in into an H.323
Meet Me Per Conference using the ISDN Meet-
Me Service number. For example, by calling
9251437, the ISDN’s Meet-Me Service number, a
3G cellular phone PSTN participant can connect
as a H.323 dial-in participant to the Meet Me Per
Conference.

However, when the participant dials the IP service
prefix using the gatekeeper he/she can enter the
Numeric ID (NID), conference name, or Meet Me
Per Conference ISDN number and connect as an
H.323 video participant.

Service Name

Type the name of the participant’s service provider
exactly as it is defined in the Network Service
function (the system is case sensitive).

If left blank, the default Network Service is used,
depending on the selected Connection Type. If the
selected Connection Type is ISDN, the default
ISDN Network Service is used. If the selected
Connection Type is H323, the default H323
Network Service is used.

Sub-Service Name

This field applies only to ISDN connections.

If a sub-service is used, type the sub-service
name exactly as it appears in the Network Service
definition.

If left blank, the default sub-service is used.

Node Type

This option is always set to Terminal.
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Table 3-4: Participant Defaults - Settings2 parameters (Continued)

Option

Description

Num-type

This field applies only to ISDN connections.
Select the program type from the drop-down list.
The available options are Unknown, National,
International, Network Specific, Subscriber,
abbreviation and Taken from Service. These
options represent the programs provided by the
carrier and are defined in the Network Service.
Select Taken from Service to indicate that the
program should be taken from the Network
Service definition.

6. Click OK to confirm the new set.
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Defining MGC Manager Defaults

To define the MGC Manager Defaults:

1. Right-click the MGC Manager Defaults icon, and then click Add
MGC Manager Defaults.

----- @ MGC Manager Defaults
Add MGC Manager Defaults. .. |

The MGC Manager Defaults dialog box opens.
x|

Mame I

Owner |

— General Default
[~ Save Participant

[ Linked Party
[ Linked Party Message

r— Conference Templates |n DB
[~ Show Time In DB Conference Templates
™| b Fast Time & Current Time:

()8 I Cancel |

2. In the Name box, enter the name of the defaults set.

3. The Owner field displays the name of the user to which the default set
is assigned. This field is disabled for users with no permission to
modify (write) database tables. Users with Administrator permission
(can read and write all database tables) can assign the defaults set to
any registered user.

4. Define the following parameters:

Table 3-5: MGC Manager Defaults parameters

Option Description

General Defaults Save Participant — When enabled, the Save
Participant checkbox will appear in the Participant
Properties dialog box enabling the user to save
the participant properties to a User Template file.
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Table 3-5: MGC Manager Defaults parameters (Continued)

Option Description

General Defaults Linked Party — When enabled, the Linked Party
(cont.) checkbox will appear in the Participant Properties
dialog box enabling the user to save the
participant properties to the database. When
disabled, participants defined during conference
definition will be embedded participants only. For
more details regarding linked and embedded
participants, refer to Chapter 3 of the MGC User’s
Guide.

Linked Party Message — When enabled, the
system will display a warning message when
closing the Properties dialog box of a linked
participant without saving the parameters to the
database.

Conference Show Time in DB Conference Templates —
Templates in DB When enabled, the system will display the
Schedule tab in the Properties dialog box of a
Conference template defined in the database. This
enables the user to add the time that the
conference should start. This option may later be
used to filter conferences that should start on a
specific day. Note that this date and time are not
used to automatically start the conference from the
database template on the scheduled date.

Show Past Time as Current Time — When
enabled, the system will automatically update the
start date and time of an existing Conference
template to the current date (even if the original
start date and time are in the past). Note that when
filtering conferences according to the start date
and time, the conference will retain the past date
and time unless it is updated. This option is
enabled only when the Show Time in DB
Conference Templates check box is checked.
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User Defined Defaults

You can select whether to display the User Defined fields in the conference
and participant properties dialog boxes in the MGC Manager and the
WebCommander applications.

You can define the titles of the User Defined fields. These titles replace the
default titles (User Defined 1, 2 and 3) when the Database Manager
Defaults are loaded to the MGC Manager application. These titles do not
appear in the WebCommander unless they were modified directly in the
Language database (via the database application; Microsoft Access or

SQL).

The User Defined fields are saved to the CDR file using the default names.
@ The new titles that you define in the Database Manager -> User Defined
Defaults are for display purposes only.

To define the User Defined Defaults:

1. Expand the Defaults tree, right-click the User Defined Defaults icon,
and then click the Add User Defined Default.

E-E AccordDB

L:_|l='5f Defaulks

e @ MiEC Manager Defaults
-] Participant Defaults
R o

; e ———
----- % Users
=+ Groups
-+ Master Reservations(Groups)
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The User Defined dialog box opens.

User Defined x|
M arme
Cwne Iadmirﬂ

v Show Reservations User Defined Fields
¥ Show Participants User D efined Fields
— Rezervation Titles [To Appear In MGC Manager]

dzer Defined 1: ICnnlact Perzon

zer Defired 2 ICDmpan_l,J Mame

Uzer Defined 3 IEmaiI Address

— Participant Titles [To Appear In MGC Manager]

dzer Defined 1: IEmaiI Address

Uzer Defined 2 |
Uzer Defined 3 I
Uzer Defined 4: I

ak. I Cancel

2. Define the following parameters:

Table 3-6: User Defined parameters description

Field Description
Name Enter the name of the User Defined default set.
Owner Enter the name of the owner of this set. Only the

owner and the administrator with the appropriate
permission will be able to modify this set.

Leave this field blank to assign this set to the current
logged in user.
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Table 3-6: User Defined parameters description (Continued)

Field

Description

Show
Reservations User
Defined Fields

Select this check box to display the User Defined
fields in the Conference Properties - General dialog
box. If you clear this check box, all three User
Defined fields will be hidden.

Show Participants
User Defined
Fields

Select this check box to display the User Defined
fields in the Participant Properties - Identification
dialog box. If you clear this check box, all four User
Defined fields will be hidden.

Reservation Titles

User Defined 1, 2 and 3 - using up to 25 characters
enter the text to be displayed as the title of the User
Defined fields in the Conference Properties -
General dialog box. These titles replace the default
titles (User Defined 1, etc.) If left blank, the default
titles are displayed.

Note: The titles of the User Defined fields appear
only in the MGC Manager application. In the
WebCommander application, only the default titles
are shown.

Participant Titles

User Defined 1, 2 and 3 - using up to 25 characters
enter the text to be displayed as the title of the User
Defined fields in the Participant Properties -
Identification dialog box. These titles replace the
default titles (User Defined 1, etc.) If left blank, the
default titles are displayed.

Note: The titles of the User Defined fields appear
only in the MGC Manager application. In the
WebCommander application, only the default titles
are shown.
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3. Click OK.
The new User Defined Defaults set is added to the list.
%DatahaseManager Yersic 10l =|
File Edit WYiew Options Help
S 5 5
E||§ AccordDB ame | Selected Default |
= | ===
= Defaults L John DDA
i Q MEC Manager Defaulks L John QOS
Til Participant Defaults I
Y Conference Defaults
-l User Defined Defaults
[-+08 Master Reservations(Groups)
Ready |Data Base Mame: AccordDB - Sys DSN (C:iProgram FilesiMGC Mar 2

which only you can use. If you have administrator rights you can designate one
set as a public set. This set may be loaded to the MGC Manager application by
all the Web Server Manager and Database Manager users.

§ You can define several sets. All the sets are considered to be personal sets
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Managing the Default Sets

The MGC Web Server Manager application is installed with an embedded
Defaults set. If no Defaults set is defined as the Global Defaults set, the
embedded Defaults set is active.

A Defaults set may be set as Private or Global Defaults. A Global Defaults
set is a default set that will apply to all the database users. A Private
Defaults set applies only to users whom it is specifically allocated as the
Private Defaults set, and is used instead of the Global Defaults set.

The administrator can select one of the default sets defined in the database
as the Global Defaults set. However, the database users can also define one
of their default sets as Private Defaults set. In such a case, the user will be

able to use this set instead of the Global Default set.

Only one Defaults set may be defined as Private Defaults set. Selecting
another Defaults set as Private Defaults Set automatically cancels the
current Private Set. One set may be defined as both Global and Private
Defaults set.

The selection of the Global and Private Default set is done separately for
each Defaults category.

If more than one database is installed, the system loads the Private defaults
from the database designated as Private and the Global Defaults from the
database designated as Global. Therefore you must define the database
from which you want to load the Private Defaults set as Private and the
database from which you want to load the Global default set as Global. You
may define the same database as both Global and Private. In that case, the
Global Defaults set and the Private Defaults set will be taken from the same
database.

You can also designate a database as Private Default and another database
as Global Default. When a user loads the Global or the Private defaults, it is
loaded from either the Private or Global Default database according to the
selected Default set. For example, if you select to load the Private Default
set, it will be loaded from the database designated as the Private Defaults
database.

Using the right-click pop-up menu you can also delete a default set or
change the default set parameters.
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To define Default set as Private set:

» Inthe Status area, right-click the icon of the Defaults set, and then click
Set As Private Default.

Copy
Copy As...
Delete
Properties

Set As Global Default

The appropriate indication appears in the Status area and a check mark
appears next to the Set As Private Default option.

Defining a Default Set as Global Defaults Set

Only the administrator can define a set as Global default.

To define a Default set as Global:

« Inthe Status area, right-click the Defaults set icon, and then click Set
As Global Default.

Set As Private Default

Set Default ko Users,..  Alk+D
Copy

Copy As...

Delete

Properties

Set Az Global Defaum

The appropriate indication appears in the Status area and a check mark
appears next to the Set As Global Default option.
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Assigning a Default Set to other Users

Only the administrator can assign default sets to other participants.

To assign a Default set to other users:

1. Inthe Status area, right-click the icon of the default set to be assigned
to other participants, and then click Set Default to Users.

Set As Private Default

Set Default ko Users,..  Alk+D
Copy

Copy As...

Delete

Properties

Set As Global Default

The Add Default to Users dialog box opens.
x|

[C1ACCORD [Administrator]

[JadminT [Administrator]

[loper] [Operator]

[Cpart1 [Participant]

[Cuserl [Moderator]

[user [Moderator(without Initiating]]
[ 1'w'ebOffice [Administrator)

Select Al | ok | cancel |

The system displays the list of users currently defined in the database.

2. Select the check boxes of the users to which to assign the default set.
To select all users, click the Select All button.

3. Click OK.
The appropriate indication appears in the Status area.
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Designating a Database as the Private or Global Default
Database

Only the administrator can assign a Private or Global Default Database.

1. Inthe Browser area, right-click the database icon to be designated as
the Private or Global Default database.
A pop-up menu appears.

] E Accord

Sek As Private Default

v Set As Global Default
Remove dB connection

2. Click Set As Private Default to designate this database as the source
for the Private Default set, or click Set As Global Default to designate
this database as the source for the Global Default set.

3. A check mark next to the selected option indicates which option is
active.

To define the database as both Private and Global, select both options
repeating steps 1 and 2.

Default Conference Templates

Five Conference templates, representing each of the main types of
conferences, are included the Default Group in the database that is shipped
with the WebCommander. The parameters defined in each of these
conferences represent the most commonly used properties for the specific
type of conference.

For more information about Default Conference templates, see Chapter 5,
“Default Group” on page 5-50.
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Options Settings

In the Web Server Manager Options menu, the following topics are listed:

Web Configuration - For further information, see the MGC Web
Manager, Installation and Configuration Guide, Chapter 5.

Auto Cascade Configuration - see “Auto Cascade” on page 4-2.
Redundancy Configuration
Backup Configuration

Personal Scheduler Configuration - For further information, see the
MGC Personal Scheduler, Quick Start Guide, Chapter 2.

Communication - For further information, see Setting the
Communication Parameters in Chapter 2 of this manual.

Polycom Datastore Settings - For further information, see the MGC
Web Manager, Installation and Configuration Guide, Chapter 5.

Automatic Email Format - see Customize e-mail settings.

Automatic Email Crash Notifications - see Send Debugging
information to your next level of support.

Administrator Email Notification Settings - see Send an email to the
administrator after an Reservation, New Meeting or Conference is
created.
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Auto Cascade

The Auto Cascade feature enables automatic cascading of conferences. Both
audio only and video conferences can be cascaded.

The automatic cascading of conferences is beneficial in distributed MCU
environment, when MCUs are installed in different locations. A maximum of
six conferences can be Auto Cascaded into one conference. The MCU
network can support multiple Auto Cascaded conferences simultaneously.

Auto Cascading Mechanisms

4-2

The Ad Hoc Cascade is part of the Central Server Service that is installed as
part of the MGC Web Server Professional installation. The Central Server
Service monitors all the MCUs that are defined and connected in the MGC
Web Server Manager. When two or more MCUSs are running a conference
with the same Conference Numeric ID, the Central Server Service checks if
the conferences are already cascaded. If there are no connected cascading
links, it will automatically connect the conferences using pre-defined
cascading links. If at a later stage an additional MCU running a conference
with the same Numeric ID is identified, it will add this conference to the
cascaded conferences.

The links between the MCUs and other configuration parameters are defined
using the MGC Web Server Manager. A primary link is defined between each
pair of MCUs to be included in the Auto Cascade. A secondary link can
optionally be defined for use as a backup if the primary link fails.

Selection of the Master Conference

The conferences are cascaded in a star configuration - one master and up to
five slaves. The master conference is selected when cascading first takes
place between two or more conferences.

If chairperson activation is enabled in the Auto Cascade configuration in the
MGC Web Server Manager, then the master conference is determined as
follows:

« If one of the conferences has a participant who is defined as a
chairperson, and none of the other conferences has a chairperson, the
conference with the chairperson will be assigned as the master
conference.



« If none of the conferences has a chairperson, then the conference that is
running on the MCU which is highest in the MCUs table in the Web
Server Manager will be assigned as the master conference.

« If there is more than one conference with a chairperson, then the
conference with a chairperson that is running on the MCU which is
highest in the MCUs table in the Web Server Manager will be assigned
as the master conference.

If chairperson activation is disabled, then the conference that is running on

the MCU which is highest in the MCUs table in the Web Server Manager will

be assigned as the master conference.

Chairperson Activation

If chairperson activation is enabled in the Auto Cascade configuration in the
MGC Web Server Manager, then the cascaded conference can implement the
“Start when the chairperson connects”, and “Terminate conference after the
chairperson exits” features, provided these options are selected in the
individual conferences.

Starting the Conference to be Cascaded

If the “Start only when the chairperson connects” option is implemented,
participants in all conferences will be placed on hold until a chairperson joins
one of the conferences.

Terminating a Cascading Conference

If the “Terminate conference after the chairperson exits” option is
implemented, all conferences will be terminated when there is no longer a
chairperson connected to a conference. In addition, the system will terminate
a slave conference when it no longer has any live participants, and will
terminate the master conference when no participants are connected and no
slave conferences with connected participants are still connected to it.

Implementation of Chairperson DTMF features

The following chairperson DTMF actions are implemented across the MCUSs:

e Mute all but me

e Terminate the conference

e  Place the conference on hold

»  Lock and unlock the conference

e  Secure the conference and release a secured conference
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Auto Cascading Guidelines

To enable the Auto Cascading, the Conference Numeric ID routing mode
is required, therefore the system.cfg flag in the GREET AND GUIDE/
IVR section - QUICK_LOGIN_VIA ENTRY_QUEUE must be set to
NO on all MCU:s.

H.239/People + Content is not supported with Auto Cascading.

The Auto Cascade feature can only be implemented for the database
assigned as the Global Default in the Web Server Manager. To assign a
database as the Global Default, right-click on the database and select the
Set as Global default option.

The MGC Manager and WebCommander monitoring is per MCU,
therefore cascaded conferences are monitored as separate conferences
and not as one large conference

Operator assistance is per MCU.

The following chairperson actions are not implemented across MCUSs:
Voting, Question and Answers, Replay Roll Call, Change password.

All the MCUs must have IVR/DTMF licenses.

In Continuous Presence conferences, the layout must be set to full
screen.

For H.263 4CIF and H.264 Continuous Presence conferences, the link
will be defined as H.263 CIF.

Auto Cascade Configuration

4-4
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The configuration of the Auto Cascading environment involves configuration
in both the MGC Web Server Manager and in the MGC Manager application.

MGC WebCommander Professional installation is required. You are required to
install and configure the WebCommander and Web Server Manager application.
On the MGC Manager you are required to configure the Entry Queue for Ad Hoc
Cascading.

In the MGC Web Server Manager application, define the properties of
Cascading Links between the MCUs in the Auto Cascade configuration
table.



23

¢ Inthe MGC Manager application, for each MCU define an Ad Hoc Auto

Cascade Entry Queue. The cascaded link is established when one MCU
dials the connection string of the Entry Queue defined on the second
MCU followed by the Conference Numeric ID. Calls to Auto Cascade
Entry Queues will be considered as MCU calls and no IVR will be
played.

For more information refer to the MGC Manager User’s Guide Volume
I, Ad Hoc Cascading.

It is recommended to set up identical Ad Hoc Entry Queues and Profiles on each
MCU, so that the cascaded conferences will have the same properties.

Configuring the Cascading Links using the Web Server Manager

The Web Server Manager is used to set up the properties of the primary and
optionally, the secondary links between MCU’s.

Before configuring the Cascading Links, you must define all the MCUs that will
be included in the Auto Cascading environment.

To Configure the MCU Cascade Links:
1. Inthe main Web Server Manager window, select the database assigned as
the Global Default.

2. On the Options menu, click Auto Cascade Configuration.
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The Cascade Links List dialog box opens.

23 cascade Links List - Taken From AccordSOL x|

1~ Enable Cascade Links %

Wﬁource MCU | Direction | Destination MCU | Metwork Type | Connectian Sting

Redial Attempts: |2 3:

I Chaimerson dctivation

0K I Cancel |

3. Select the Enable Cascade Links check box.

When enabled, the system displays the list of primary and secondary
links between each two MCUs defined in the MCUs table of the Web
Server Manager.

%Cascade Links List - Taken From AccordDB 5‘

¥ Enable Cascade Links

Lirk Prioiity | Source MCU | Direction | Destination MCU | Metwork Type | Connection §
Primary Link. Product Management [172.22.188.40 é?." Field[172.22188.211] |IP = | 9251000
Secondary Link  Product Management [172.22.188.40. % Field172.22188.211] IF
Primary Link Product Management [172.22.188.40; Beta[172.22188.21001 ISDN
Secondary Link  Product Management [172.22.188.40 % Beta[172.22188.2100  ISDN

B2

)
)
)
)

Primary Link, Field (172.22.188.211) Beta[172.22188.210]  ISDN
Secondary Link Field [172.22.188.211) Beta[172.22188.210)  ISDN

4| | o
Redial Attempts: |3 33

IV Chairperson Activation

Cancel |
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4. Define the cascaded link parameters for the primary links, and optionally
for the secondary links. For each cascaded link define the following

parameters:

Table 4-1: Cascaded Link Parameters

Column Description

Link Priority Indicates whether this row contains a primary or
secondary link definition.

Source MCU The name and IP address of the first MCU.

Direction Contains an icon indicating the dialing direction of the

link between the MCUSs, as follows:
& The destination MCU dials to the source MCU.
& The source MCU dials to the destination MCU.

Click the icon to reverse the link direction.

Destination MCU

The name and IP address of the second MCU.

Network Type

Select the type of the network to be used to connect the
two MCUs from the list: ISDN, IP (H.323), MPI, SIP or
T1-CAS.

Connection String

Enter the string that will be used to connect to the Auto

Cascade Entry Queue on the second MCU as follows:

* For ISDN and MPI, specify the Entry Queue dial-in
number.

* For H.323 and SIP specify the Network Service
Prefix followed by the Entry Queue Numeric ID.

5. Inthe Redial Attempts field, specify the number of attempts to reconnect
to the destination Auto Cascade Entry Queue when the connection fails.

6. Select the Chairperson Activation check box to enable the chairperson
features “start only when the chairperson connects” and “terminate
conference after the chairperson exits” in Auto Cascaded conferences.

7. Click OK.

4-7



Chapter 4 - Options Settings

MCU Redundancy

The Central Server Service is designed to monitor the activity of assigned
pairs of MCUs, so if one MCU in the pair encounters a problem that prevents
it from running conferences, the other MCU will take over smoothly.

In Central Server Service environment, as described in Figure 4-1, MCU A
and MCU B are both registered in the gatekeeper with the same prefix and
they are designated as backup to each other in the WebCommander Central
Server Service.

The Central Server Service monitors both MCUs. When a new on going
conference is created on one MCU (for example, MCU A), the Central Server
Service automatically copies this conference to the second MCU (for
example, MCU B) with the prefix *bck_. In the same way, when new
reservations and Meeting Rooms are created on one MCU they are
automatically copied to the second MCU.

Gatekeeper PBX (ISDN)
MCU A Prefix - 70 Routes the calls from MCU A to MCU B
MCU B Prefix - 70

Conferences list
Meeting Rooms list
Reservations list

Primary MCU (A) 1@ Backup MCU (B)
MCU Prefix in GK - 70 E MCU Prefix in GK - 70
On Going Conference abc WebCommander  On Going Conference *bck_abc

(central server)

Figure 4-1: Central Server Service Environment

4-8



When one MCU is down (for example, power shortage), the gatekeeper will
identify that one MCU (A) is unavailable and will automatically forward the
calls to the second MCU (B). The participants are connected to the
conference that was copied from MCU A with the same name.

When the first MCU (A) is up and running again, the gatekeeper will connect
the participants to conferences running on MCU A. If a conference with the
same ID is how running on both MCUs (for example, if MCU A recovered
quickly, participants that connected later were connected to MCU A), the
system will automatically cascade both conferences (using the Auto Cascade
feature) to create one conference. This will eliminate the need to disconnect
and reconnect participants to a single conference.

If the origin conference is terminated on one MCU its backup conference will
be automatically terminated on the second MCU.

In the same way, if ISDN PBX is configured to route calls from one MCU to
another according to MCU availability, the same behavior will occur.

& The Central Server Service is disabled in Secure Mode.

Redundancy Guidelines

e ISDN and IP Network Services must have the same configuration (for
example, MCU Prefix in gatekeeper, dial-in numbers range, etc.) on both
MCUs.

e Conference Profiles, Entry Queue and IVR Services must be identical on
both MCUs.

»  Entry Queues must be identical on both MCUs.

«  The following conference parameters are copied from the source MCU
to the target MCU (backup):

— Conference duration

— Passwords (chairperson and conference entry)
— User Defined fields

— Billing Code

— Lecture Mode parameters

— Layout and Auto Layout
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«  The following conference parameters are NOT copied:
— Remarks and Remarks History

— Lecturer Name (as the backup conference does not include
participants)

— Video Forcing (as the backup conference does not include
participants)

« Ifanew conference is started or scheduled on one MCU, and the MCU
failed before the conference was backed up on the second MCU, this
conference will not be backed up.

»  Defined participants are not copied between MCUs and they must be
added manually to the backup conferences.

. If the conference is cascaded, it cannot be monitored as one conference.

« If the parameters of one conference are updated, they will be
automatically updated also in the backup conference.

«  The CDR files are separate on each MCU. A backup conference is
identified by its prefix and when activated it will contain participants.

When MCU Redundancy is enabled, do not enter data in the field “User Defined
3" as it is reserved for the Central Server Service internal use.

MCU Redundancy Configuration

1. Click Start-Programs > MGC Web Manager ver 9.0 > MGC Web
Server Manager.
The Login window is displayed.

2. Enter your User Name and Password and click OK.
MGC Web Server Manager window opens.

If required, add new MCUs to the list.

On the Options menu, click Redundancy Configuration.
The system displays a list of paired MCUs currently defined in the Web
Server Manager.
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5. Select the MCU pair(s) that you want to use to backup each other.

5:-_:!_Redundancy Configuration {AccordDB) ﬂ
[ MCLT [ IR [
r 17222188211 17222188210
r 172.22.188.40 17222188210
I~ 172.22.188.40 17222188211
()8 I Cancel |
6. Click OK.

From this point on, all conferences, Meeting Room and Reservations will
be mirrored between the MCUs in the select pairs.
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MCU Backup

The Central Server Service enables you to schedule automatic system backup
of selected MCUs. The automatic backup includes:

«  System configuration (including Network Services and IVR Services)
«  Meeting Rooms

*  Reservations

«  Conference Profiles

e Entry Queues

Defining the Backup Parameters

The backup interval and target path are defined once. It is important to
connect the WebCommander Server and MCUs prior to the definition of the
backup parameters as the first backup is performed when the definition is
completed.

To define the Backup parameters:

1. Click Start-Programs > MGC Web Manager ver 9.0 > MGC Web
Server Manager.
The Login window is displayed.

2. Enter your User Name and Password and click OK.
MGC Web Server Manager window opens.

If required, right click the Server icon and then click Connect Server.
If required, add new MCUs to the list and connect them to the server.

On the Options menu, click Backup Configuration.
The Backup configuration dialog box is displayed.

x
Interval : |24 [Hours |
Target Folder : ID:\Training Browse... |
()8 I Cancel
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Select the Interval in which the backups will be performed.

In the Target Path, click the Browse button to select the destination disk/
folder where the backed up files will be stored.

Click OK.

The system automatically performs the first backup of all the connected
MCU.

The information is saved to the selected target path (disk), creating a
folder whose name is derived from the MCU IP address. For each
backup, the system creates a folder with the suffix _generation _n where
n is the backup number and in which the dat, cfg and msg folders are
stored. If the backup fails for any reason (for example, if the MCUs are
not connected or the WebCommander server is not active), the suffix
Corrupted is added to the backup folder name in the format _generation
_n_corrupted.

= 12 Training
=) 172_22_185_40

I 172_22_188_40_Generation_1
I} 172_22_186_40_Generation_1_Corrupted
I 172_22_186_40_Generation_2
I 172_22_186_40_Generation_2_Corrupted
I 172_22_186_40_Generation_3

I} 172_22_186_40_Generation_3_Corrupted
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Automatic Email Language Formatting

In the MGC Web Server Manager you can customize the language and default
email format of a new Meeting, configuring the email settings for the
WebCommander and Personal Scheduler.

You can customize the language and the text of the e-mail sent to participants
with the conference invitation. The customization applies to Meeting
invitations sent from the WebCommander and Personal Scheduler.

To change the format of an email:
1. Inthe MGC Web Server Manager, Options menu, select E-mail Format.

Options  Help

Server L4
Enable logger

Web Configuration. ..

Auto Cascade Configuration, ..
Personal Scheduler Configuration. ..
Communication. ..

Polycom Datastore settings. ..

E-mail Farmat. ..
Autamakic i cations. ..
Administrator Email Motification Settings. ..

dB's ko Update, .

Refresh dB (F5)
Refresh dE List {Ctrl + F5)
Add/Remove connection to ODBC. .,
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The E-mail Format dialog box is displayed.

HE—mail Format =

E-mail format -
French Default
German Default
Chinese Default
Japanesze Drefault
Traditional_Chinese Drefault
Portuguese Drefault
Spanizh Drefault
Morwegian Drefault
Russian Default
Italian Default
Swedizh Default
Croatian Default
Hungarian Drefault -

Folizh Default
Slanal Maf A4
Restore Default Farmat Customize Format... |

¥ &dd the mesting organizer ta the &-mail recipient list

v Usze Fixed Sender Email Address

Fixed Email Address: Iconferences@services.pol_l,lc:om.

()8 I Cancel |

2. Select the language to customize and then click the Customize Format
button.

The language setting for the Meeting invitation can be selected in the
WebCommander - Login screen and in the MGC Personal Scheduler - Polycom
Office page.

The Customize E-mail Format - English dialog box opens.

You can define the language of the email by clicking E-mail Format from the
Options menu.
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This is con-
ditional text

Text that appears in the
body area of the email,
and lists conference
details

Text that appears
in the subject area
of the email

Subject (webCdmmander Only):

Listing of parameters
that can be added to the
Body text

Confience parameters:

IAutnmatm e-mdl send by the [Meeting Organizer) *

Start-time in logal time}Start-time in GMT time}
{E nd-time in loca! time}H{E ndime: in GMT time}
{Entry password}

[This is conditional text: {List of parties and their phones/ip's}]

Addition for recuirent reservalions orly:

IP dial in rumber
= Corference ID
Recurtent reservations pattem
Mumber of recurrent reservations™

St cmm |

End Cordiional Tex

* - This Parameter applies only to
\webCommander

Subject: [WebCommander Only} \

The text marked as conditional will not

IAulnmanc e-mail send by the (Meeting Organizer]
Body:

be included in the E-mail message if the
parameter is empty.

[Annual Meeting

28/10/2004 13:3428/10/2004 05:34
26/10/2004 15:3428/10/2004 07:34
123456

This is conditioral text; John Smith Diakout  1234-539645

Text that appears
in the subject area
of the email

An annotation sent for a
recurrent conference

Not all Conference Parameters listed will appear in the Personal Scheduler
appointment body. There are a number of “time” fields marked by an asterisks
(*) in the Customize E-mail Format window. These fields can be enabled by the
administrator in any Personal Scheduler E-mail by selecting the Include time
fields in E-mail Format option in the Web Server Manager - Personal
Scheduler Configuration window. for more information see, “Enabling the
“time” fields in the Web Server Manager:” on page 4-31.

3. Change the email notification format by using the following options:

Table 4-1: Email notification format parameters

Option

Description

Subject

In the subject box enter the text that is to appear in the

4-16

subject line of the email. The email is sent with
conference details.

Note: This field only appears in the WebCommander




Table 4-1: Email notification format parameters

Option Description

Body In the body, subject and recurrent reservations fields,
enter the in the text that you want to appear in the body
area of the email. The email contains Conference
parameters. The body, subject and recurrent reservations
fields can be composed of two elements - free text and
the appropriate parameter, that consists of a value
entered automatically by the MCU.

Add Click this button or double - click a parameter to add a
selection from the Conference Parameters list to be part
of the email template:

* Inthe Conference parameters list, select (one or more
in the list) and then click the < - Add button.

Each selection appears in the Body list and forms the text

of the email.
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Table 4-1: Email notification format parameters

reservations only

Option Description
Conference In the Conference parameters box, select the desired
parameters parameter and then click the < - Add button. The
parameter is added to the text, where the cursor is. For
example: To enter the conference date and time you need
to select the Conference parameter Start-time in local
time and then click the < - Add button. This section
contains a list of parameters that can be added to the
email's Body:
* Name - conference name.
* Start-time in local time - The conference start time in
local time.
* Start-time in GMT time - The conference start time
indicated in GMT.
* End-timein local time - The local time when the
conference will terminates.
e End-time in GMT time - The GMT time, when the
conference will terminate.
* Duration - The conference duration.
* Entry Password - The conference’s entry password.
* List of parties and their phones/IP’s - A listing of
defined participants with their phone number or IP
address.
* |ISDN dial in number - A listing of defined ISDN
participants and their dial-in numbers.
* [P dial in number - A listing of defined IP participants
and their IP addresses.
* Conference ID - The conference numeric ID used for
routing from the Entry Queue to the conference.
* Recurrent reservations pattern - The frequency
pattern of the recurrent reservation.
Number of recurrent reservations - The number of
recurring reservation.
Addition for Insert text that is to appear in the Recurrent Reservation.
recurrent This text can be regular or conditional text.




Table 4-1: Email notification format parameters

Option

Description

Start Conditional
Text

Click the Start Conditional Text button. A bracket [can be
placed in the Subject, Body or Addition for recurrent
reservations only field, prior to the inclusion of a
parameter. Any parameter entered between the bracket(s)
becomes conditional text. Also, see End Conditional Text
listed below.

End Conditional
Text

Click the End Conditional Text button. The Parameter
placed between the Start Conditional Text and End
Conditional Text button (brackets: [parameter]) becomes
conditional text. If the parameter is empty, text marked as
conditional text will not be included in the email message.

Preview

Displays the format of the email based on the selected
customization:

Subject (WebCommander Only) - The subject heading of
the email.

Body - The text selected by the user, using the
Conference parameters.
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4. Click OK.
The new settings are applied to the customized language format as
shown in the E-mail Format dialog box.

HE—mail Format =

E-mail format -
French Default
German Default
Chinese Default
Japanesze Drefault
Traditional_Chinese Drefault
Portuguese Drefault
Spanizh Drefault
Morwegian Drefault
Russian Default
Italian Default
Swedizh Default
Croatian Default
Hungarian Drefault -

Folizh Default
Slanal Maf a4
Restore Default Farmat Customize Format... |

[V Add the meeting organizer to the e-mail recipient list

v Use Fixed Sender Email Address ——————————

Fixed Email Address: Iconferences@services.pol_l,lc:om.
()8 I Cancel |

If customization was selected for a language, the appropriate indication
appears in the E-mail format column.

— Repeat steps 2 to 5 to customize additional languages.

— To cancel customization and use system default format, select a
language and click the Restore Default Format button.

5. Click OK.
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Configuring the Sender’s & Meeting Organizer’s
Default E-mail Addresses

You can set the WebCommander to use a fixed e-mail address that is
automatically added in the From field when sending a conference invitation.
When this options is enabled, the fixed Email addresses added to the From
field cannot be replaced.

To configure a fixed sender’s e-mail address:
1. From the Web Server Manager’s Options menu, select E-mail Format.
The E-mail Format window opens.

2. Select the Use Fixed Sender Email Address check box.
When this option is enabled the WebCommander user cannot change the
sender email address.

ﬂE—mail Format =
Language | E-mail format | -
English Drefault
French Default
German Default
Chinese Default
Japanesze Drefault
Traditional_Chinese Drefault
Portuguese Drefault
Spanizh Drefault
Morwegian Drefault
Russian Default
Italian Default
Swedizh Default
Croatian Default
Hungarian Drefault -
Folizh Default
Clewral Tiafault LI
Restore Default Farmat | Customize Format... |

[V Add the meeting organizer to the e-mail recipient list

¥ Uz Fived Sender Email Address 9—
Fixed Email Address: Iconferences@services.pol_l,lc:om.

()8 I Cancel |

3. Enter the sender’s Fixed Email Address used for all conference
invitations that are sent from the WebCommander to conference
participants.
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Click OK.

When the conference invitation is sent, the email address defined in the
Fixed Email Address field appears in the From field and cannot be

altered.

Add the meeting organizer’s e-mail address to the e-mail recipient list:

From the Web Server Manager’s Options menu select E-mail Format.

Select the Add the meeting organizer to the e-mail recipient list check

The E-mail Format window opens.
box.
HE—mail Format =
E-mail format -

French Default

German Default

Chinese Default

Japanesze Drefault

Traditional_Chinese Drefault

Portuguese Drefault

Spanizh Drefault

Morwegian Drefault

Russian Default

Italian Default

Swedizh Default

Croatian Default

Hungarian Drefault -

Folizh Default

Clewral Tiafault LI
Restore Default Farmat Customize Format... |

C [V Add the meeting organizer to the e-mail recipient Iist)
v Use Fixed Sender Email Address ——————————
Fixed Email Address: Iconferences@services.pol_l,lc:om.
()8 I Cancel
3. Click OK.
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Fixed Email Address Meeting Organizer Email Address

3 E-mail Conference Partiripants - Micrasoft Internet Explarer

duke knoopBpolycom co il noa levin@polycomcoif )
sonferences@senices polycomead )

Conference invitation-Default_COP_admin1_B85241',17/08/2006 17:36:00(local)-17/08/2006 14:36:00 (GMT)

fou are invited to a conference named "Default_COP_admin1_85241"
at 17082006 17:36:00 (local) - 17/08/2006 14:36:00 (GMT)

Conf. Entry Password:070682
Conference ISON dialin number is: 2002
Conference IP dial in number is: 23450250

Conference 1D is: 0250

Figure 4-2: Sample email with Fixed Sender Email and Meeting Organizer email
addresses

4-23



Chapter 4 - Options Settings

Application Error Information

In the WebCommander, the user is able to send Debugging information to his
next level of support. When an exception occurs in the MGC Manager or
WebCommander, the operator/administrator can send an email to support
with information that will help analyze the source of the problem.

In the Web Server Manager you can enable/disable the email notifications
function in the Options menu.
To enable/disable email crash notifications:

1. Inthe MGC Web Server Manager Options menu, select Automatic
Email Crash Notification.

Options  Help

Server L4
Enable logger

Web Configuration. ..

Auto Cascade Configuration, ..
Personal Scheduler Configuration...
Carnraunicakion, ..

Polycom Datastore settings. ..

E-rnail Eorrma
Autarmatic Email Crash Motifications. .
AdrministratorEmaitHotificationm Settings. ..

dels bo Update,

Refresh dE (F5)
Refresh dE List (iCkrl + FS)
Add/Remove connection to ODEC. ..

The Automatic Email Crash Notification dialog box opens.
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2. Enable the Automatic Email Crash Notification box.
When enabled other options are displayed.

Automatic Email Crash Notifications... x|

¥ Automatic Email Crash Matifications...
Target E-mail Address:

IPolycomM geSupportEpalycom. com

r— Contact information - Optional
E-mail &ddress:

| Company Mame: I
M ame: I Phone Mumnber: I

Cancel | oK I %

If the Automatic Email Crash Notification box is disabled, the system disables
the Application Error Window dialog box and the report is not mailed.

Edit the email format using the following options:

Table 4-1: Email format parameters

Option Description
Target Email Enter the email address of the recipient.
Address

Contact information - Optional

Email Address Enter your email address or that of the person to
contact.

Company Name Type the company name.

Name Enter your name or that of the person to contact.

Phone Number Add the telephone number to contact.
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Administrator Email Notification Settings

When an Reservation, On Going conference in WebCommander or new
Meeting in Personal Scheduler is created, an optional email can be sent to the
system administrator. The system administrator has the option to configure
the WebCommander and Personal Scheduler by enabling the system to
automatically send an email.

The administrator is able to customize the email, but if the administrator
chooses not to configure the email, the default settings are taken from the
template.

To enable administrator emails in the WebCommander and Personal
Scheduler:

In the MGC Web Server Manager the system administrator can select whether
to enable e-mails from the WebCommander and Personal Scheduler.

When a conference/reservation is updated or changed no email notification is
sent.

1. Inthe MGC Web Server Manager Options menu, select Administrator
Email Notification Settings.

Options  Help

Server L4
Enable logger

Web Configuration. ..

Auto Cascade Configuration, ..
Personal Scheduler Configuration. ..
Communication. ..

Polycom Datastore settings. ..

E-mail Farmat. ..
Autamati i no
Administrator Email Motification Settings. ..

dB's ko Update, .

Refresh dB (F5)
Refresh dE List {Ctrl + F5)
Add/Remove connection to ODBC. .,

The Administrator Send Email Configuration dialog box opens.

4-26



2. Click the Send Email Notification box.

Administrator Send Email Configuratiol

v Send Email Motification

Admin Email Address:

Restore Default Farmat Costumize Format...

Mote: the administrator Email is where the email notifications
after Reservation is created, will be sent ta.

“r'ou are able to choose whether Email notification will be sent
while creating a reservation through the web commander or
throgh Personal scheduler or both.

Cancel | oK I

3. Inthe Admin Email Address box leave the default type your email
address.

* In MGC Personal Scheduler this is the e-mail address of the user that
organized the Meeting or Appointment.

* In the WebCommander the login name of the user that organizes the
conference. With NT authentication, the login name of the user is used.

% The default email address of the meeting organizer appears.

4. If you have changed the email notification format and want to restore
default settings, click Restore Default Format.

You can define the language of the email by clicking E-mail Format from the
Options menu.
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Text that appears in the
body area of the email,
and lists conference
details

Text that appears
in the subject area
of the email

Listing of parameters
that can be added to the
Body text

This is con-
ditional text

Subject (webCdmmander Only):

Confience parameters:

IAutnmatm e-mdl send by the [Meeting Organizer) *

Start-time in logal time}Start-time in GMT time}
| time}{E nofime: in GMT timet
{Entry password}

[This is conditional text fList of parties and their phones/ip's}] 1P dial in umber

-] Canference ID

Recunient reservations patterm®
Mumber of recurrent reservations™

Addition for recuirent reservalions orly:

St cmm |

End Cordiional Tex |

* - This Parameter applies only to
\webCommander

Subiect: (webCommander Drly: \ The test marked as candiional wil nat
JRuteratic e mail send by the (Meeling Orgarizer] E:,[;‘,ﬁg‘ifi‘gmtﬁE e
Body:

[Annual Meeting -
28/10/2004 13:3428/10/2004 05:34

28/10/2004 15:3428/10/2004 07:34
123456

This is conditioral text; John Smith Diakout  1234-539645

il el

N
Text that appears

in the subject area
of the email

An annotation sent for a
recurrent conference

There are a number of “time” fields marked by an asterisks (*) in the Customize
E-mail Format window. These fields can be enabled by the administrator in any
Personal Scheduler E-mail by selecting the Include time fields in E-mail Format

option in the Web Server Manager - Personal Scheduler Configuration window.

For more information see, “Enabling the “time” fields in the Web Server
Manager:” on page 4-31.

5.

Table 4-1: Email notification format parameters

Change the email notification format by using the following options:

Option

Description

Subject

In the subject box enter the text that is to appear in the
subject line of the email. The email is sent with
conference details.
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Table 4-1: Email notification format parameters

Option Description

Body In the body box enter the text that you want to appear in
the body area of the email. The email contains
Conference parameters. The text is composed of two
elements - free text and the appropriate parameter, that
is a value entered automatically by the MCU.

Add Click this button to add a selection from the Conference

Parameters list to be part of the email template:

* Inthe Conference parameters list, select (one or
more in the list) and then click the < - Add button.

Each selection appears in the Body list and forms the
text of the email.

Conference In the Conference parameters box, select the desired
parameters parameter and then click the < - Add button. The
parameter is added to the text, where the cursor is. For
example: To enter the conference date and time you
need to select the Conference parameter Start-time in
local time and then click the < - Add button. This
section contains a list of parameters that can be added
to the email’'s Body:

e Name - conference name.

e Start-timein local time - The conference start time
in local time.

e Start-timein GMT time - The conference start time
indicated in GMT.

e End-timein local time - The local time when the
conference will terminates.

e End-timein GMT time - The GMT time, when the
conference will terminate.

e Duration - The conference duration.

e Entry Password - The conference’s entry
password.

* List of parties and their phones/IP’s - A listing of
defined participants with their phone number or IP
address.

* ISDN dial in number - A listing of defined ISDN
participants and their dial-in numbers.
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Table 4-1: Email notification format parameters

Option

Description

Conference
parameters (con'’t)

e [P dial in number - A listing of defined IP
participants and their IP addresses.

e Conference ID - The conference numeric ID used
for routing from the Entry Queue to the conference.

* Recurrent reservations pattern - The frequency
pattern of the recurrent reservation.

* Number of recurrent reservations - The number
of recurring reservation.

* Meeting Organizer - The email address of the
meeting organizer.
In the MGC Personal Scheduler, this is the e-mail
address of the user that organizes the Meeting or
Appointment.
In the WebCommander, the login name of the user
that organizes the conference. With NT
authentication, the login name of the Windows user
is used.

* Meeting Initiator - The email address of the user

who is using another person’s email account in
Outlook (on behalf of the Meeting Organizer).

Addition for
recurrent
reservations only

Insert text that is to appear in the in Recurrent
Reservation. This text can be regular or conditional
text.

Start Conditional
Text

Click the Start Conditional Text button. A bracket [can
be placed in the Body or Addition for recurrent
reservations only field, prior to the inclusion of a
parameter. Any parameter entered between the
bracket(s) becomes conditional text. Also, see End
Conditional Text listed below.

End Conditional
Text

Click the End Conditional Text button. The Parameter
placed between the Start Conditional Text and End
Conditional Text button (brackets: [parameter])
becomes conditional text. If the parameter is empty,
text marked as conditional text will be not included in
the email message.
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Table 4-1: Email notification format parameters

Option

Description

Preview

Conference

Displays the format of the email based on the selected
customization:
Subject (WebCommander Only) - The subject heading

of the email.
Body - The text selected by the user, using the

parameters.

6.

Click OK.

Enabling the “time” fields in the Web Server Manager:

1.

2.

Click the Include time fields in E-mail Format option.
This field enables the selected “time” E-mail Format parameters to
appear in the Personal Scheduler meeting invitation (e-mail).

MGC Personal Scheduler Configuration

Database: IAccoldSQL j
User. admiril

Templates Group: lm
IP Address: W
Port Number: I‘SDDE—

Preferencs
¥ Enable MCU Selection
¥ Enable Dial Out

I Enable Mumeric Conference Name

¥ Allov Undefined Users
PreConference Activation: |1 3: Min

Enable Limit Recurences —————
Limt Fecurences number: (0 3: e
¥ Enable Dialin Endpairts/Phones

15 Wideo Auto Connect

< ¥ Include time fields i E-mail Famat

v Allawr

Default Language: vl

i~ Customi

Meeting Request Menu Name:

IPnchﬂm Meeting Request

Appointment Menu Mame:

IPnchﬂm Appaintment

Message Header Title:

IScheduIed Meeting/Appaintment |nfarmation

Menu Icon Path:

<< Customize
0K I Cancel |

I Browse... |

x|

Click OK.
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Administrator’'s Tasks

This chapter describes the tasks that can be performed only by users with the
administrator’s permission (configure the database).

Defining an MCU

To be able to run conferences, you must establish the connection between
the MCU and the MGC Web Server in the database.

To define a new MCU:
1. Inthe Browser area, right-click the MCU icon, and then click Add New
MCU to dB.
----- 2
Add MNew MCU to dB. ... |

The MCU Properties dialog box opens.
x|

Name: I ISDM Prefis: I
lpAddess: | O . 0O . 0 . O H323 Prefix:l

L IPDLYEDM First Mumber: I'IDDD
Password: IPDLYED'\"" Last Mumber: I‘ISSS
Order: |2

()8 I Cancel | Advanced > |
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2. Define the following parameters:

Table 5-1: MCU Properties

Option

Description

Name

Type the name of the MCU. Specify a name that
clearly identifies the MCU.

IP Address

Type the IP Address of the MCU.

Login

Enter the login name that will be used when
connecting to the MCU.

Password

Enter the password that will be used when
connecting to the MCU.

In Secure Mode configuration, the password is
hidden by a series of asterisks (****). The password
is automatically encrypted by the OperSrv and is
stored in the database.

ISDN Prefix

The first digits of the MCU dial-in numbers that are
added at the beginning of the dial-in number
allocated to the end users by the MCU. The full dial-
in number is allocated by the service provider that
supplies the line. As the call passes through the
PBX, the MCU truncates part of the dial-in number.
This option is applicable to ISDN dial-in calls.

H.323 Prefix

Optional. The H.323 Network Service Prefix defined
in the MCU and in the gatekeeper with which the
MCU is registered. This prefix is used for undefined
dial-in H.323 participants and for board-hunting for
H.323 dial-in participants.

First Number

Type the first phone number in the range of ISDN
dial in numbers allocated by the MCU. These
numbers are added to the Prefix number to compose
the complete number dialed by participants when
connecting to the MCU. For example if you enter
1000, and the prefix is 97865, the first dial in number
in the range will be 978651000.
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Table 5-1: MCU Properties

Option

Description

Last Number

Type the last phone number in the range of dial in
numbers allocated by the MCU. These numbers are
added to the Prefix number to compose the
complete number dialed by participants when
connecting to the MCU. For example if you enter
9999, and the prefix is 97865, the last dial in number
in the range will be 978659999.

Order

Define the order in which the MCUs are selected to
handle a new conference when two or more MCUs
are connected. When a new conference is started,
the system will try to establish it on the MCU
numbered as 1.

The MCU listening port is set by default to 5001. You can modify the
default setting by click the Advanced button to select a new port

number.

In the Port Number list, select 1205 (the IANA assigned port to MCUs)
or select Auto Discovery to activate the auto port discovery mechanism.
When selecting Auto Discovery the Port Number list is disabled.

x

Name: I ISDM Prefis: I
IpAddress: | O . H323 Prefis: I

Login: IAEEDHD First Mumber: I'IDDD
Password: IAECDHD Last Murnber: I‘ISSS

Order: IB
¥ Automatic discovery Port Mumber: |5UU‘I 'l
()8 I Cancel |

In Secure Mode, the MCU port is set to Secured Port (port 443) and this
setting cannot be changed.
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5. Click OK to confirm and add the MCU to the MCUs list.

Viewing the MCUs List

« Inthe Browser area, click the Server icon.
The MCUs list is displayed in the Status area.

e
Fle Edit Wew Options Help
g 5|
= Hame [1p [ Login [ Password
El-I Datsbase s MDD 03 172.22,138... ACCORD ACCORD
-1 Accords few Alpha 12 172,22.138,.. ACCORD ACCORD
Bl Defalits R Product Management 172,22.138... ACCORD ACCORD
H £ MEC Manager Defaults
{ifl] Participant DeFaults N
P Conference Defaults
Ul User Defined Defaults
-39 Labels
HCUs
Permissions
Users
0§ Groups
Master Reservations{Groups)
“[) Personal Scheduler Templates
| | »
Ready [Data Base Mame: MCU's from all databases ; Server Name is: LocalHost 7

The system displays in a table format the MCU Name, MCU Status
(which is displayed only if the Server is connected to the Web Server
Manager), MCU IP address, Order, the Login Name and Password used
to connect to the MCU, Order, the ISDN Prefix of the MCU dial-in
number, the H.323 prefix, the First Dial-in number and the last Dial-in
number. For an explanation of these fields, see the MCU definition on
page 5-2.

Sorting the MCUs List

You can sort the MCUs according to any of the fields by clicking on the
appropriate column heading.
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Defining a New Label

Labels may be used to group reservation or parties templates. Labeling
enables the remote user to filter conferences or participant templates when
accessing the database to schedule or monitor conferences.

To define a new Label:
1. Inthe Browser area, right-click the Labels icon, and then click Add New

Label to DB.

Add Mew Label to dB. ... |

The Label Properties dialog box opens.

x
M ame: I
coes |

2. Inthe Name box, enter the label name. This label may be used to filter
the conferences or parties stored in the database.

3. Click OK to confirm and add the new Label to the database.

5-5



Chapter 5 - Administrator’s Tasks

Viewing the Labels List

In the Browser area, click the Labels icon.
The Labels list is displayed in the Status area.

The system displays the Label Names in a table format.

%MGE Web Server Manager Yersion 8.0.0.10 (Server ¥Yersion: §.0.0.10;

File Edit Yiew Options Help

=10l x|

il E.n% Server (LocalHost)
= DataBase
=& AccordDB
EI';': Defaults
User Defined Defaults
Y Conference Defaults

Participant Defaults

MEC Manager Defaults
..... | &
----- S Permissions
..... Users
-+ Groups
-ft Personal Scheduler Templates
-8 AccordsqL

Mame |

“ pccord
% Palycam
% Sales

Ready

|Data Base Mame: AccordDB - Sys DSP 2

Sorting the Labels List

You can sort the labels alphabetically by name in ascending or descending
order by clicking on the Name column heading.
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Permissions define the access rights to various functions of the MGC
WebCommander, MGC Web Server Manager and MGC Database Manager (a
module of the MGC Manager application). You can define various permission
types according to your needs, creating a wide range of user types. Once
defined, the permission is assigned to a user, setting the user rights to various

functions.

The database includes five default permission types. These permissions are
detailed in “Predefined Permissions™ on page 5-19.

To define a new Permission:

1. Inthe Browser area, right-click the Permissions icon and then click Add

New Permission to DB.

”ﬁ Permissions
Add Mew Permission to dB.... |

2. The Permission Properties-Settingsl dialog box opens.
x
Settingl ISEtt\ng2|
Permission name: IMUdEfﬁlUlM\thu[ Initiating]
[ Database configuration Modify defaults in Manager: | Jwned 'I

~I~ Enable Meeting Scheduler [f4/sh Only)

Start Conference

Parameters view: | Failial 4

™ Show saved bime

= Start immediately
= Start At + Res. Recurence
[T Start [by saved time]

T Enable Reservation Calendar [web Only]

I e AL resenvations in calendar

— Enable Meeting Rooms List [web Only)

I™ “iew ALL reservations it Meeting Boorms izt

— On Going Participants Headers Order

¥ Custorn Headers Order Select Headers Order |

o |

Cancel Apply

5-7



Chapter 5 - Administrator’s Tasks

3. Define the following options:

Table 5-2: Permission Properties - Settingsl Parameters

Option

Description

Permission Name

Enter the name for this set of options determining
the access rights to various functions. This set will
be assigned to users and will determine their access
rights.

Database
Configuration

Determines whether the user will be able to
configure the administrator’s tables (Defaults,
MCUSs, Labels, Permissions, Users and Groups) in
the database via the Web Server Manager or the
MGC Database Manager (in the MGC Manager
application), when both applications use the same
database. This option should be enabled for a
Permission that will be assigned to an Administrator.

Modify Defaults in
Manager

Determines whether the user will be able to read the
various default sets from the database, add new
defaults to the database or modify the existing
default sets in the database from the MGC Database
Manager or the MGC Web Server Manager
applications.

Owned — The user will be able to view and/or modify
(while saving to database) the default sets assigned
to him/her.

All - The user will be able to view and/or modify
(while saving to database) all the default sets in the
database.

Enable Meeting
Scheduler (Web
Only)

Select this check boxto let the participant access the
Meeting Scheduler module and schedule
conferences. When this check box is cleared, the
WebCommander user will not be able to access the
Conference templates and start a new conference.
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Table 5-2: Permission Properties - Settingsl Parameters (Continued)

Option

Description

Parameters view

From the drop-down list, select one of the following
options:

Partial — The user will be able to see only a limited
set of reservation parameters. In such a case, the
remaining parameters are taken from the reservation
default settings.

Full — The user will be able to view and modify all
the reservation parameters.

Show saved time

When enabled, two additional fields (Start Date and
Start Time) are displayed in the Conference —
Schedule dialog box. Using these fields, the users
will be able to add to the conference template a time
indication to when the conference should start.
However, the conference will not start automatically
at this time (it is only used as a reference or as a
filtering option).

Start Conference

Indicates whether the user will be able to initiate
conferences from the Meeting Scheduler module.
You can select one or all of the following options:
Start Immediately — The user will be able to start an
on going conference at the end of the conference
definition.

Start At + Res Recurrence — The user will be able
to define the conference start date and time at which
the conference will be automatically started by the
MGC WebCommander. In addition, the user will be
able to define recurrent reservations.

Start (By Saved Time) — The user will be able to
start the conference using the Start Date and Start
Time parameters to schedule the conference. This
option is enabled only when the Show Saved Time
option is enabled.
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Table 5-2: Permission Properties - Settings1l Parameters (Continued)

Calendar (Web
Only)

Option Description
Enable Select this check box to enable users to access the
Reservation Calendar and view the scheduled conferences/

Meeting Rooms in the Calendar.

When cleared, the user will not be able to access the
Calendar.

View ALL Reservations in Calendar — Select this
check box to allow the user to view all reservation in
the Calendar, including reservations made by other
users. If this check box is cleared, the user will be
able to see only the reservations s/he scheduled.

Enable Meeting
Rooms list (Web
Only)

Select this check box to enable users to access the
Meeting Rooms list and view the active and passive
Meeting Rooms.

When cleared, the user will not be able to access the
Meeting Rooms list.

View ALL Reservations in Meeting Rooms List —
Select this check box to allow the user to view all
Meeting Rooms in the Meeting Rooms list, including
reservations made by other users. If this check box
is cleared, the user will be able to see only the
Meeting Rooms s/he scheduled.

Custom Headers
Order

Select this check box to enable the display columns
not displayed in the Participant Details pane of the
On Going Party Headers list. The Selected On
Going Party Headers list displays the columns that
would appear in the ongoing conference pane. The
order in which the columns are listed is the order in
which they appear in the ongoing conference pane.
To display a column, in the On Going Party Headers
list, select the column name to be added and then
click the double right arrow button [>>].

The column is added to the Selected On Going Party
Headers list.

To hide a column, in the Selected On Going Party
Headers list, select the column name to hide, and
then click the double left arrow button [<<]. The
selected column) is moved to the On Going Party
headers list.
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Click the Settings2 tab.

Permission Properties E

Seftingl  Setting2 |
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¥ Enable Mesting Director [web Only)

[¥ Change conference end time

v Extend conference end time

idea Layaut selection

Conference lock

Place conference on-hold

Diesignate exclusive speaker

Mute 'Meet Me' parties

Control the voting session

Change Web/Chairperson Password
Change Conference Entry Password
odify User Defined Conference fields
Recording Control

Add/Femove participants from DkA queue

Change participnats’ position in Q&& queus

¥ “iew Patticipants
¥ Delete participants from a conference
¥ Connect/disconnect participants
¥ Mute participants
¥ Add participants from database
¥ Create new participants
¥ Modify participant's propertizs
¥ Modify participant's volume
¥ Wideo forcing
I Tum an/aff AGC
¥ Change to chairperson
¥ Madify participant's listening volume

¥ View ALL ongoing conferences in
Main Menu

I Moderators Chat
¥ Piint/E xport ongoing participants

Control Questioner Session

I
—General

Wiew mode
' Administrator
" Basic

IV igw MCU name
[ Change Password
[¥ Modify Canference Biling Code

I Allow remote Client acoess to
Server Manager (Secure Mode)

™ Always prompt for conference password
™ Limit maximum number of participants [1 24657
¥ Dial Dut to Irwite new participants

v Send Emaill
[~ Panty phone number/IP address in email
Allovs connection types changes:
’V ¥ Digin W Diatout [¥ Direct

o |

Cancel | Lpplp |

This dialog box enables you to set the access rights to the
WebCommander’s Meeting Director module and to perform various
tasks while monitoring on going conferences. In addition, general user
behavior may be defined.

Define the following parameters:

Table 5-3: Permission Properties - Settings2 Parameters

Option

Description

Enable Meeting
Director (Web
Only)

Select this check box to allow users to access the
Meeting Director module and monitor On Going
conferences via the MGC WebCommander
application. When cleared (disabled), the Meeting
Director module will not be displayed in the
WebCommander application.
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Table 5-3: Permission Properties - Settings2 Parameters (Continued)

Option

Description

Change
conference end
time

Select this check box to let the user change the
conference duration (extend or terminate it) by
modifying the conference end time.

Extend conference
end time

Select this check box to enable the user to activate
the automatic extension of a conference feature.
When enabled, the system will automatically extend
an On Going conference when participants are still
connected, up to a maximum extension time
predefined for the MCU (in the MGC Manager
“system.cfg” file).

Terminate
conference

Select this check box to enable the user to manually
terminate the conference at any given time.

Video Layout
selection

Select this check box to let the user select a different
video layout for an On Going Continuous Presence
conference.

Conference lock

Select this check box to allow the user to lock the
conference for dial-in participants in order to save
system resources. When a conference is locked, dial
in participants will be rejected from the conference.

Place conference
on-hold

Select this check box to allow the user to place an
Audio Only conference on hold. While the
conference is on hold, the participants hear music.

Designate
exclusive speaker

Select this check box to let the user designate a
participant in an audio only conference as the
conference speaker/lecturer while automatically
muting all other participants.

Mute “Meet Me”
parties

Select this check box to let the user enable or
disable the Mute Meet Me Parties option during an
On Going conference.

Control the voting
session

Select this check box to enable the user to control
voting/polling sessions during on going Audio Only
conferences.
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Table 5-3: Permission Properties - Settings2 Parameters (Continued)

Option Description

Change Web/ Enables you to change the password used by the
Chairperson participant to identify himself/herself as the
Password conference chairperson. The password is also used

to access the conference properties and to monitor
the conference in WebCommander.

Change Conf.
Entry Password

Enables you to change the password used by the
participant to access the conference.

Modify User
Defined
Conference fields

Select this check box to allow the WebCommander
user to modify User Defined fields for a conference.

Recording Control

Check this box to allow the user to activate and
control a recorder.

Add/Remove Select this check box to enable the user to add or
participants from remove participants from the Question and Answers
Q&A queue queues during On Going conferences. When
checked enables the following icons & drop-down
menus:
* Add participant to Q&A
* Remove participant from Q&A
Change Select this check box to enable the user to change

participants
position in Q&A
queue

the participants position from the Question and
Answer queues during On Going conferences.
When checked enables the following icons & drop-
down menus:

* Move Participant Position Up in Q&A

* Move Participant Position Down in Q&A

* Move Participant to First Position in Q&A

* Move Participant to Last Position in Q&A
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Table 5-3: Permission Properties - Settings2 Parameters (Continued)

Option

Description

Control Questioner
Session

Select this check box to enable the user to control
the questioner session from the Question and
Answer queues during On Going conferences.
When checked enables the following icons & drop-
down menus:

* Stop questioner session

* Next questioner

View Participants

Select this check box to enable the user to view
participant properties while monitoring an On Going
conference. When disabled (cleared), the user will
not be able to view or modify the participant
properties.

Delete participants
from a Conference

Select this check box to enable the user to be able to
delete participants from an On Going conference.

Connect/
disconnect
participants

Select this check box to let the user connect or
disconnect participants from an On Going
conference.

Mute participants

Select this check box to enable the user to mute the
participant audio and/or video channels during an
On Going conference.

Add participants
from database

Select this check box to let the user add new
participants from the Participants database to an On
Going conference.

Create new
participants

Select this check box to allow the user to define new
participants during an On Going conference.

Modify Select this check box to allow the user to modify the

participant’s participant properties during an On Going

properties conference, before the participant connects to the
conference.

Modify Select this check box to enable the user to change

participant’s the volume of the participant’s audio transmitted to

volume the conference during an On Going conference.
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Table 5-3: Permission Properties - Settings2 Parameters (Continued)

Option

Description

Video forcing

Select this check box to allow the user to video force
(select a specific participant to appear in a given
video window) participants to various video layout
windows.

Turn on/off AGC

The Auto Gain Control mechanism regulates noise
and audio volume by keeping the received signal to
all participants balanced. Different endpoints and
phones produce different types of source noise and
volume. The Auto Gain Control mechanism can be
applied to all incoming audio streams prior to mixing,
thereby dynamically changing the amplification of
the input signal providing a constant output
amplitude.

Auto Gain Control mechanism regulates:

* Measured energy of an input signal

* Characterization of an input signal — voice or
noise (to a constant and desired output level).

Select this check box to enable the AGC function.

Change to
chairperson

Select this check box to let the WebCommander
user change the participant status to Chairperson.

Modify
participant’s
listening volume

Select this check box to let the WebCommander
user to modify participants’ listening volume.

View ALL ongoing
conferences in
Main Menu

Select this check box to let the user view the list of
all the On Going conferences currently running on all
the connected MCUs. The list will include all the
conferences including those assigned to other users
(these conferences will appear with a lock icon next
to them). To monitor On Going conferences
assigned to other users, the appropriate password
must be entered by this user.

Moderators Chat

Select this check box to let the user chat using text
messaging during an On Going conference.
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Table 5-3: Permission Properties - Settings2 Parameters (Continued)

participants

Option Description
Print/Export Select this check box to enable the ongoing
ongoing conference’s participants list be printed or exported

to an .xIs (Excel) formatted file.

General

View Mode

Set the View Mode to Administrator to allow the
user to access Conference Reservation Templates
and Participant Templates.

Set the View Mode to Basic for users who do not
require access to Conference Reservation or
Participant templates.

View MCU Name

Select this check box to let the user view the MCU
name in the On Going Conferences List.

Change Password

Select this check box to allow the user to change his/
her password to the WebCommander site from the
Main Menu pane of WebCommander.

Modify Conference
Billing Code

Select this check box to allow the WebCommander
user to modify the conference Billing code during the
On Going conference.

Allow remote
Client access to
Server Manager
(Secure Mode)

In Secure Mode, any NT Authenticated user that is
added to the WebCommander Users list is
automatically given default user's permission.
Select this option to modify the default user
permission and grant the users added to the
WebCommander the right to add an MCU to the
database or modify the MCU password.

Always prompt for
Conference
password

Select this check box when you require the partici-
pant to be prompted for the conference password.
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Table 5-3: Permission Properties - Settings2 Parameters (Continued)

Option Description

Limit Maximum The number of participants a user can add to a
number of Video or Audio Only conference in the
participants WebCommander site can be limited. When this

option is enabled, the user cannot start a conference
in which the number of participants exceeds the limit
defined in his/her permissions. If the maximum
number of participants is exceeded, an appropriate
error message is displayed.

When no limit is set (when this check box is cleared),
the default maximum number of participants is
allowed.

Select this check box and then enter the required
number of participants in the text box.

Dial out to Invite During an On Going Audio Only conference, a user
new participants may request to invite a participant to join the
conference. The request is sent via the telephone
using DTMF codes.

Select this check box to enable the user to invite
new participants during an On Going Audio Only
conference.

Send Email The e-mail address of the participant. When you opt
to send and e-mail during the conference definition,
recurring reservation or update the e-mail address is
used to send an e-mail to the participant.

Party phone Select this check box to add the participant’'s phone
number/lp address | number or IP address in an e-mail sent after the
in email conference definition, recurring reservation or

update of a reservation.
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Table 5-3: Permission Properties - Settings2 Parameters (Continued)

Option

Description

Allow Connection
Type Changes

A user may start a conference in the
WebCommander site that includes Dial-In, Dial-Out
and/or Direct participants, and add new participants
of Dial-In, Dial-Out and/or Direct connection type.
The user is able to define participants of all
connection types in the participants database or in
the conference templates, but will not be able to
launch such templates if he/she does not have the
appropriate permission. For example, if a Dial-In
participant is added to an On Going conference but
the user does not have permission for Dial-in, an
error message appears.

Select or clear the Dial In, Dial Out, or Direct check
boxes to indicate the connection type of participants
that can be added to the conference.

6. Choose OK to confirm and add the new Permission to the database.

Viewing the Permissions List

1. Inthe Browser area, click the Permissions icon.
The Permissions list is displayed in the Status area, in a table format.

%MGE Web Server Manager ¥ersion 8.0.0.10 (Server ¥ersion: §.0.0.10; Profi =10]x]
File Edit Yiew Options Help
By i 55
o E.n% Server (LocalHost) ame | Scheduler | Monitaring ... | DataBase Config
= DataBase =3 administrator Yes Yes Yes
.:g .:lccordDB =BMaderator ‘fes ‘fes Mo
Bl Defaults fined Defaul *_'GModerator(Without In.. Mo es Mo
N u\ gserf Define DDFE aE ks =3 Cperator Yes Yes Mo
L Conference Defaults *_'GParticipant Mo ‘fes Mo

----- % Permissions
..... Users

-+ Groups

-8 AccordsqL

. Participant Defaults
------ MEC Manager Defaults

-ft Personal Scheduler Templates

| »

Ready

|Data Base Mame: AccordDB - Sys DSM (C:\Prograr 2

5-18




MGC Web Server Manager User’s Guide

The system shows, for each Permission, the currently defined access
rights to three main modules.

»  Define/Initiate Conference — indicates whether the user has access to
the Meeting Scheduler module. This option is not relevant to the
MGC Manager users.

*  Monitoring Conference — indicates whether the user has access to
the Meeting Director module. This option is not relevant to the

MGC Manager users.

» Database Configuration — indicates whether the user will have
access to the administrator tables of the database.

Sorting the Permissions List

You can sort the Permissions alphabetically, according to their Name, by
clicking on the Name column heading.

Predefined Permissions

The system includes five default permission types, which define the access
rights for various system modules. These permissions are: Administrator,
Operator, Moderator, Moderator (without initiating) and Participant. The
following table lists the access rights to the various functions of the default
permission types defined in the system:

Permission
Tvoe! Admin- Moderator
ype| / Operator |Moderator| (without | Participant
Istrator initiating)

Operation 9
Database v x x x x
Configuration
Modify defaults in All Owned Owned Owned Owned
Manager
Enable Meeting v v v x %
Scheduler
Parameters View Full Full Partial x X
Show Saved Time X X x x X
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Permission
Tvoe Admin- Moderator
ype / Operator |Moderator| (without | Participant
Istrator initiating)
Operation 9
View Participants v v x x x
Start Immediately v v v X X
Start At + Res. v v v % %
Recurrence
Start (by saved X X X X X
time)
Start a Requested X X X X X
Meeting
Enable v v v % %
Reservation
Calendar
View ALL v % X X X
reservations in the
Calendar
Enable Meeting v v v v x
Rooms List
View ALL v % X X X
reservations in
Meeting Rooms list
Enable Meeting v v v v v
Director
Change conference v v v v x
end time
Extend conference v v v v X
end time
Terminate v v v v X
conference
Video Layout v v v v x

Selection
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Permission
Tvoe! Admin- Moderator
ype| / Operator |Moderator| (without | Participant
Istrator initiating)
Operation 9
Conference lock v v v v x
Place conference v v v v x
on hold
Designate exclusive v v v v x
speaker
Mute “Meet Me” v v v v x
Parties
Control the voting v v v v v
session
Change web/chair v v v v x
person password
Change conf entry v v v v x
password
Modify User Defined v X X X X
Conference fields
Recording Control v v v v x
Add/Remove v v v v x
participants from
Q&A queue
Change participants v v v v v
position in Q&A
queue
Control Questioner v v v v v
Session
View Participants v v v v v
Delete participants v v v v x
from a conference
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Permission
Tvoe Admin- Moderator
ype| / Operator |Moderator| (without | Participant
Istrator initiating)
Operation 9
Connect/Disconnect v v v v x
participants
Mute participants v v v v v
Add participants v v X X X
from database
Create New v v X X X
Participants
Modify participant v v v v v
Properties
Modify participant’s v v v v v
Volume
Video Forcing v v v v x
Turn On/Off AGC v v v v x
Change to v x x x x
chairperson
Modify participant's v x x x x
listening volume
View ALL ongoing v x x x x
conferences in Main
Menu
Moderators Chat v v X X X
Print/Export v v v v v
ongoing participants
View Mode Admin- Basic Admin- Basic Basic
istrator istrator

General - View v X X X X

MCU Name
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Permission
Tvoe! Admin- Moderator
ype| / Operator |Moderator| (without | Participant
Istrator initiating)
Operation 9
Change Password v v v v v
Modify Conference v X X X X
Billing Code
General — Always X x x x X
Prompt for
conference
password
General — Limit X X x x '
maximum number
of participants
Dial out to Invite Dial-in v Same as v v
new participants Dial-out Admin-
direct istrator
Send E-mail v v v x x
Participant Phone X X x x X
Number/IP address
in E-mail
Allow Connection v v v v v
Type Changes
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Defining a New User

5-24

The database includes the list of all users that can access the database via the
MGC Web Server Manager or the WebCommander.

Depending on the permission assigned to the user, access to the Meeting
Scheduler, Meeting Director and Database configuration may be denied and/
or various fields and operations may be disabled. NT authenticated users
added to the database automatically inherit the permissions of the default
user.

The User definition is used in Ad Hoc conferencing when the
WebCommander is used as the External database application for conference
initiation and conference access validation. For more details, see “*Ad Hoc
Conferencing and Conference Access Using WebCommander for
Authentication” on page 5-36.

To define a new User:
1. Inthe Browser area, right-click the User icon, and then click Add New
User to DB.

-

Add Mew User to dB.... |

The User Properties dialog box opens.

User Properties x|

Narne: ||
Password: I

Confirm Password: I—
Peimission IAdmlnlstralor 'I

Email Address: I
‘whebOffice URL: I

Directary Mame: I

™ Custarm MCU Select MCs |

Creation & Authentication >> |
oK I Cancel |

"MEUS per User
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Define the following parameters:

Table 5-4: User Properties

Option Description
Name Enter the name of the user.
Password Enter the password to be used by the user when

accessing the database via the MGC Web Server
Manager, the WebCommander and the MGC
Database Manager. The password is hidden to
increase system security.

Confirm Password

Confirm the password by re-typing it. The password
is hidden to increase system security.

Permission

Select the Permission (access rights) type for the
user from the drop-down list. The permission type is
defined in the Permissions table. It defines the
modules the user can access and the functions s/he
can perform.

E-mail Address

If the e-mail option is enabled in the Permission
selected for the user, enter the user’s e-mail
address. This address will be used when an e-mail is
sent from the user when scheduling a reservation.

Web Office URL

If the user has a WebOffice URL, enter it here. When
starting a new meeting, the URL will appear on the
WebCommander web page. Conference participants
can click on the URL link and enter the meeting. For
more information on WebOffice, refer to the
WebOffice User’s Guide.

MCU per User —
Custom MCU

The system administrator can select the MCUs on
which the user may schedule reservations or start
On Going conferences.

Select this check box to assign the MCUs to the
user. When cleared, the user will be able to run
conferences on all the MCUs defined in the MGC
Web Server.

Select MCUs

Click this button to designate the MCUs on which the
user can run conferences.
The MCUs per User dialog box opens.
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3.

4.

Click the Creation & Authentication button to display additional

parameters.

User Properties

M ame:

Password:

Confirm Password:

Permission:

Email Address:
webOffice URL:

Directory Mame:

MCUs per Usger:
’7 [~ Custom MCU

I Billing Code:

I Entry Pazsword: I

l— ‘wieb/Chairperson l—
Password:

IAdministrator = l

I Conference Mumeric 1D I
I Conference [nformation:

— Conference Creation

Ad-Hoc confersnce

Farticipant Authentication

FIM Code: I

Select MELs | Farticipant Information:

| << Creation & Authentication I I~ wiIP

0K

Cancel |

Define the following parameters:

Table 5-5: Conference Creation and Authentication Parameters

Option

Description

Conference Creation

Billing Code

Enter the billing code that will be added to the
conference parameters when starting a new on
going conference from the New Meeting window or
from the MGC Personal Scheduler (Outlook’s Add-
on application).

In Ad Hoc conferencing, when the MCU is
configured to use the WebCommander Server
Manager as the External database application for
authentication, the billing code defined here
overwrites the billing code defined in the Ad Hoc
Profile.
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Table 5-5: Conference Creation and Authentication Parameters (Continued)

Option Description

Entry Password Enter the conference entry password the participants
will have to enter to connect to the conference. This
password is assigned to the conference scheduled
or started from the New Meeting window or from the
MGC Personal Scheduler (Outlook’s Add-on
application).

In Ad Hoc conferencing, when the MCU is
configured to use the WebCommander Server
Manager as the External database application for
authentication, the Conference Entry Password
defined here overwrites the Conference Entry
Password defined in the Ad Hoc Profile. This
password becomes the conference password for the
conference initiated by this user.

Web/Chairperson Enter the Chairperson password the participants will
Password have to enter to connect to the conference as
chairperson or to view the conference properties
from the WeCommander Web site. This password is
assigned to the conference scheduled or started
from the New Meeting window or from the MGC
Personal Scheduler (Outlook’s Add-on application).
In Ad Hoc conferencing, when the MCU is
configured to use the WebCommander Server
Manager as the External database application for
authentication, the Chairperson Password defined
here overwrites the Chairperson Password defined
in the Ad Hoc Profile. This password becomes the
Chairperson password for the conference initiated
by this user.
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Table 5-5: Conference Creation and Authentication Parameters (Continued)

Option

Description

Ad Hoc Conferences

Numeric ID

In Ad Hoc Conferencing, the Numeric ID is used for
authentication purposes. When a participant
connects to an Ad Hoc-enabled Entry Queue, which
is configured to access the WebCommander as the
external database application, the Numeric ID is
used to verify whether the participant is authorized to
start a new on going conference.

If the Numeric ID exists in the WebCommander
database, a new conference is started and this
Numeric ID is assigned to the conference. The
Participant who has started the On Going
conference is automatically created and added to
the conference.

If the Numeric ID does not exist in the external
database, the participant is disconnected from the
MCU.

Conference
Information

Enter the Contact Information for the conference.
This parameters overwrites the User Defined 1 field
information in the Profile.

Participant Authentication

PIN Code

Enter a personal code to be assigned to this user.
This PIN code is used to find the participant in the
WebCommander database - Users table, when the
IVR Service is configured to access the external
database for conference access authentication. This
code can replace the conference Entry Password
when the conference access is validated for each
conference participant individually (and not at the
conference level using one password for all
participants.

Participant
Information

Enter general information about the participant. The
information in this field replaces the information
defined in the User Defined 1 field of the Participant
properties when connecting to the conference.
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Table 5-5: Conference Creation and Authentication Parameters (Continued)

Option Description

VIP Select whether this user will be set as VIP when
connecting to the conference. This field overwrites
the VIP definition of the Participant properties for this
user when connecting to the conference.

Click OK.

To designate MCUs for a user, in the Properties window, select the
Custom MCU check box, and then click the Select MCUs button.

The MCUs Per User dialog box opens.

x
MCUs: Selected MClL s
MCU Mame MCUs in Selected In Order
Engineering
Local
IS
Sales
> |
<4 |
4] | 4] 2]
()8 I Cancel |

The MCUs list shows all the currently defined MCUs that were not
assigned to the user. The Selected MCUFs list shows the MCU currently
assigned to the user.

To assign MCUs to the user, in the MCUEs list, click the MCU name(s)
and then click the Add [>>] button. Multi-selection is available using
standard Windows conventions.

The selected MCUs appear in the Selected MCUs list.
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The order of the MCUEs in the Selected MCUs list determines the order in
which the system will look for a free MCU to run a conference scheduled
by this user.

To cancel the assignment of MCUs to the user, in the Selected MCUs list,
click the MCU name(s) and then click the Remove [<<] button. Multi-
selection is available using standard Windows conventions.

The unassigned MCUSs appear in the MCUs list.

8. Click OK to return to the User Properties dialog box.
Click OK to confirm and add the User to the database Users table.

Viewing the Users List

To view the Users list:

« Inthe Browser area, click the Users icon.
The Users list is displayed in the Status area.

-"tTJ]MGE Web Server Manager ¥ersion 8.0.0.10 {Server ¥ersion: 8.0.0.10; Professiol gl x|
File Edit Yiew Options Help
BER-HETIAS S
E.ri Server {LocalHost) [Mame |Permission |Director Mame | Entry Password |Chairperson Password
[ DataBase Ghaccorp Administrator  ACCORD
El @ f\ccurdDB ﬁadm\nl Administrator  adminl
E':C I:jfauults Defined Defa: QMDdZ Administrstor - Mad2
ser Derines Erauits
EE Conference Defaults QDDE” Opera.tor operl
Participant Defaults QPOLVCOM Administrator - POLYCOM
g MGC Manager Defaults Quserl Moderator userl
52 Labels QuserZ Moderator...  userZ
g% MCUs QWebOFFice Administrator  WebOffice
s Permissions
g Users
=+ Groups
-l Personal Scheduler Templates
[ I§ AccardS0L
Ll | »
Ready Data Base Mame: AccordDE - Sys DSN (C:iProgram FlesiMae v
%

The system displays in a table format the User Name, Password and
Permission as defined for each User.

Sorting the Users List

You can sort the users according to Name or Permission by clicking the
appropriate column heading.
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Automatically Adding Authenticated Windows Users to the
Users List

Users registered in the Windows domain may be automatically added to the
Users list, based on their Windows user Name and Password and parameters
defined in the Participant Defaults. The users are added to the Users table in
the database if the Automatically add authenticated Windows users to
WebCommander Users list is selected in the Web Configuration window.
Once the user is added to the Users list in the MGC Web Server Manager, you
can add the user E-mail address, WebOffice URL and modify the user’s
permission.

@ Windows Authentication is not supported by Netscape browser.

To modify the Properties of a Windows Authenticated User in the Web
Server Manager application:

1. Expand the database tree.
2. Click the Users icon to display the Users list in the Status area.

3. Inthe Status area, double-click the icon of the user to modify.
The User Properties dialog box opens.

4. Enter the User E-mail address, WebOffice URL and modify the user’s
permission. Do not change the user name and password as they are taken
from the Windows domain.

5. If required, enter the Creation and Authentication parameters as
described in “Conference Creation and Authentication Parameters” on
page 5-26.

6. Click OK.
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Manually Adding Windows Users to the Users List

In the MGC Server Manager application, define the users that are authorized
to access the MGC WebCommander Web site based on their Windows login
name and password.

To manually add Users when working in Windows Authentication mode:
1. Expand the database tree.

2. Inthe Browser pane, right-click the Users icon, and then click Add New
User to dB.

The User Properties dialog box opens.

User Properties x|

Mame: I

Pazsword; I

Canfirm Fassword: I

Permission: IAdministrator j

Email &ddress: I

wiebOffice UAL: |

Directony Mame: I

"MEUS per Uzer:

[ Custom MCU Select MELs |

Conference Creation »> |

ak. I Cancel |

Define the user Name as it is registered in the Windows domain.

4. Leave the Password field blank as the password will be taken from
Windows Authentication.

5. Select the user’s Permission from the list.
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6. Itis recommended to enter the user’s E-mail address, if the conference
default name format will be configured to include the E-mail address.

7. If the Ad Hoc Conferencing is configured on the MCU and
WebCommander users may start on going conferences using Ad Hoc
conferencing, define the Conference Creation properties as described in
“Conference Creation and Authentication Parameters” on page 5-26.

8. Click OK.

Assigning Users to Groups

Groups are used to increase the system security by allowing users to view
reservation and participant data only from groups to which they have access
right.

Once the Groups are created, you may define the access rights of users to
each of the existing Groups in the group hierarchy. The definition can be done
either per Group or per User. When defining the access rights per user, you
select the groups that the user will be able to access. When defining the access
rights per group you select the users that will be able to access a certain
group. For more details regarding the Groups table and the assignment of
access rights to a Group, see “Defining Groups™ on page 5-45.

To assign Users to Groups:

1. Inthe Browser area, click the Users icon to list the currently defined
users.
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2. Right-click the icon of the user whose access right to define, and then
click Assign groups to user.

-}'{MGC ¥Web Server Manager Yersion 8.0.0.10 (Server Yersion: 5.0.0.15; Professional e 10l x|
Fille Edit Wiew Options Help

B S 5
: E.v% Server (LocalHosk) MName | Permission | Directory N... | Entry Pass... | Chairperso...

=-H Database Ghaccorp Adriristrator ACCORD
EQ AccordDB

-5 Defaults ﬁModZ Capy
¢ el User Defined Defaults ﬁoperl Copy A5...
Ll Conference Defaults

Modz
operl

ﬁ Delete
g Participant Defaults POLV;COM Bropertia POL\;COM
H user Peaal user
. MEC Manager Defaulks ﬁusarZ Assign groups bo user, ser?

ﬁWebOFF\ce ¥ Set As Default User WebOffice

: Permissions
Users

-+ Groups

EE Roat

L Personal scheduler Templates
@15 AccordsaL

4| | »

The <User Name> Group Assignment dialog box opens, listing the
Groups to which the user has access rights.

adminl Group Assignment ﬂ
Group Path | Conference | Participant | Fequest Meeting | Wiew MCL Conferences |
“Root R R Mone Mone

Reservation Templates : [V Read V¥ wiite Add Assignment... |

Participant Templates @ [ Read v wiite

Delete Assi t |
Fequested Meetings ™ Pead ™ Wit elele Azzignmenl
Wiew MCU Conferences Mo - _ﬁ

The list displays the groups currently assigned to the User with the
access rights the user has to each of these groups.
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You may modify the user’s access rights to a specific group by clicking
the group and then selecting the appropriate Read and Write properties.
For more details, see the assignment of new groups, next.

To assign additional groups to the user, click the Add Assignment
button.

To remove an assigned group, select the Group you wish to delete and
then click the Delete Assignment button.

If you have selected to Add Assignment, the following dialog box opens.
x|

Drefault
UserGroups
-E@ ACCORD
Ea admint
Ea operl
Ea partl
Ea user]

ga uger?
R webffice

Feservation Templates: [~ Read [ ‘wiite
Patticipart Templates : [~ Read [ ‘Wwiite Carisz] |

Requested Meetings ™ Read [ ‘wiite

“iew MCU Conferences : [Ma A

— Click the group to assign to the user. If needed, click the plus [+]
icon to expand the Groups tree until the desired group is shown.

— Define the user ability to view, create new and/or modify conference
and participant templates.

— Select the Read check box to enable the user to view the templates
assigned to the Group without modifying them or adding new
templates to the group.

— Select the Write check box to enable the user to view, add, remove
and modify templates assigned to the group. When selecting this
option, the Read check box is automatically selected.

Leaving the Read and Write check boxes cleared means that the user
will not be able to view, modify or create new Participant or
Conference templates.
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In the View MCU Conferences, select one of the following options:

No — The user will not be able to view the reservations, Meeting
Rooms and On Going conferences assigned to other users of the
same Group, even if the View All options are enabled in the
Permissions assigned to this user.

Enter with Password — The user will be able to view Reservations,
Meeting Rooms and On Going Conferences scheduled by other
users assigned to this group, if the appropriate password will be
entered upon their selection.

Enter without Password — The user will be able to view all
Reservations, Meeting Rooms and On Going Conferences
scheduled by other users assigned to this group without any
restrictions.

4. Click OK.
The system returns to the User Assignment to Group dialog box and adds
the group to the list of groups to which the user has access rights.

5. Add additional groups or click the Close button to complete the
assignment procedure.

Ad Hoc Conferencing and Conference Access Using
WebCommander for Authentication

The Ad Hoc conferencing is configured in the MGC Manager application.
For more details on the configuration and requirements of Ad Hoc
conferencing in the MGC Manager application, see the MGC Manager User’s
Guide, Volume I1, Chapter 3.

The MGC WebCommander can also be configured to work as the external
database application for Ad Hoc conferencing and conference access
authentication.

There are several Ad Hoc conferencing and conference access authentication
scenarios in which the MCU sends queries to the external database
application (in this case the WebCommander) for authentication:

e Conference Initiation - Numeric ID authentication

«  Conference Access - Conference Entry Password authentication

«  Conference Access - Chairperson Password authentication
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Conference access authentication can be part of the Ad Hoc conferencing
flow (conference initiation authentication), or independent of Ad Hoc
conferencing. In this case each participant’s connection to a conference is
validated by the external database application (such as the WebCommander
server).

When Ad Hoc conferencing for conference creation is the first stage in the
flow, the Entry Queue is configured to Ad Hoc conferencing with the
conference parameters defined in a Profile assigned to it. The Entry Queue
Service assigned to the Ad Hoc-enabled Entry Queue is usually configured to
access the External Database application for conference creation
authentication.

In the WebCommander - Web Server Manager application, in the Users
Properties table, you must define all users with rights to start a new
conference using Ad Hoc conferencing. For each user defined in the Web
Server database, you enter the PIN Code, conference Numeric 1D, Conference
Entry Password and Chairperson Password (when applicable), billing code
and Conference general information (corresponding to the User Defined 1
field in the Profile properties). In addition each user is assigned a PIN code,
and his/her VIP status may be defined.

The user definitions are used for authentication: who can start an On Going
conference from an Ad Hoc-enabled Entry Queue, and in some configurations
who can join the conference as a participant and who as a chairperson.

Conference access authentication can be independent of Ad Hoc conferencing
(conference initiation authentication). In this case, each participant connection to
a conference is validated with the WebCommander server.

Ad Hoc Conferencing using WebCommander Server as the External
Database Application for Conference Initiation Authentication

To increase the system security and ensure that only authorized users/callers
can start a new conference, the WebCommander application is used for
authentication.

The procedure to initiate an On Going conference is as follows:
1. The participant dials into an Ad Hoc-enabled Entry Queue.
2. The participant is requested to enter the target conference Numeric ID.

3. The participant inputs the conference Numeric 1D using the endpoint
remote control or telephone using DTMF codes. If there is currently an
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On Going conference with this numeric 1D, the participant is moved to
that conference and another authentication process may occur, depending
on the conference IVR Service configuration.

4. If there is no On Going conference with that Numeric ID, the MCU

sends the Numeric ID to the WebCommander Web Server to verify if its
database contains a user with this assigned Numeric ID and if this user is
allowed to initiate new conferences.

5. If the WebCommander Web Server finds such a user, it sends a

confirmation to start the conference back to the MCU. The new
conference is started based on the Profile assigned to the Entry Queue.

6. In addition to the confirmation to start the conference, the

WebCommander Web Server sends the MCU the conference parameters
that are part of the user definition in the database Users table:

— Conference Entry Password
— Chairperson Password
— Billing Code
— Conference Information (corresponding to conference User Defined
1 field)
These parameters overwrite the conference Profile definitions for these
fields.
If no information is included in the Users table of the database, the
information is taken from the Profile.
If the Profile does not contain definitions for these fields, they remain empty, and
participants will be able to connect to the conference without entering the

conference entry password or chairperson password (depending on the IVR
Service configuration).

The conference is derived from the User name as defined in the
WebCommander Server Manager-Users table and the conference
numeric ID in the following format: user name_numeric ID.

7. Once the conference is started, the participant who initiated the

conference is moved to the conference. If no IVR Service is assigned to
the conference, or if the IVR Service is configured without conference
Entry Password or without chairperson password prompts and
functionality, the participant is connected directly to the conference.
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If the new On Going conference is assigned an IVR service with
conference entry password and chairperson password functionality but
without External database authentication and prompts, the participant is
requested to enter these passwords in order to connect to the conference.
The passwords the participant enters are checked only against the
passwords defined for the conference and the participant connects to the
conference as an undefined chairperson or a standard participant.

On Going Conference

B

kgl

A

External

MAELT %] “Confe_rence
— 9937 Numeric ID?
999

Numeric ID: 1234
Canstarta
new conference? Ej

Database

AN YES

'l[!ﬂ —1234 ™ on coiﬁg‘*

(L'Lq’ Entry Queue

9251222, 1200} Conference NS °
1[!" 300l no [

q,

ke,

Profile New Conference
Parameters Numeric ID: 1300

Figure 5-1: Ad Hoc Conferencing with Conference Numeric ID Authentication

To enable this workflow, the following components must be defined in the
system:

An Entry Queue Service configured to access the WebCommander server
for conference initiation authentication with the appropriate Numeric 1D
request messages.

An Ad Hoc-enabled Entry Queue with an assigned Profile and the
appropriate Entry Queue Service.

In the WebCommander Web Server Manager application-Users table,
definition of users who have the right to start a new conference using the
Ad Hoc conferencing mechanism and for each user the appropriate
conference Entry Password, Chairperson Password and Billing code that
will be assigned for each conference. For more details on User definition,
see “Conference Creation and Authentication Parameters” on page 5-26.

The MCU is configured to access the external database by setting the
appropriate flags in the *“system.cfg”. For more information, see the
MGC Manager User’s Guide, Volume I1, Chapter 3.
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Conference Access Authentication Request using WebCommander
as the External Database Application

An additional security measure of verifying the conference entry password
can be added to the Ad Hoc conference initiation. Which mean participants
with valid passwords can connect to the conference.

Conference access authentication can be independent of Ad Hoc conferencing
(conference initiation authentication). In this case each participant’s connection
to a conference is validated by the WebCommander server.

1. If the conference is started using the Ad Hoc conferencing mechanism,
follow steps 1 to 7 of the Ad Hoc Conferencing using WebCommander
Server as the External Database Application for Conference Initiation
Authentication flow.

2. The On Going conference is assigned an IVR Service, which is
configured to access an External database application for conference
Entry Password authentication with the appropriate Entry Password
request messages. When the participant is moved from the Entry Queue
to the conference 1VVR queue, the participant is prompted for the
conference Entry Password.

3. At this point, the participant can enter:

— His/her personal PIN Code, as defined in the Users table

— The conference password as defined for the conference either in the
Profile, or by the parameters sent from the external database
application to the MCU at the conference start time

4. The MCU sends the WebCommander server the conference numeric 1D
and the participant’s request for the conference entry password.

5.  The WebCommander searches its database for a User matching the PIN
code sent from the MCU.

— If auser matching the PIN code is found, the WebCommander
checks whether the Conference Numeric ID sent from the MCU is
identical to the Numeric ID defined for the User in the database. If
yes, the participant is connected to the conference as the
chairperson, replacing the participant temporary name with the
name defined for the User in the database. In addition, the
participant VIP state and Participant Information parameters are
taken from the Users table and they overwrite these parameters in
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the Participant Properties in the MGC Manager application or the
WebCommander Web site.

— Ifauser with this PIN code is found, but the conference numeric ID
is not identical to the numeric ID defined for the User, the
participant enters the conference as an identified standard
participant; the participant name, VIP state and Participant
Information (corresponding to the User Defined 1 field in the
Participant Properties definition) are taken from the Users table.

— If the participant has entered the correct conference Entry Password
instead of his/her personal PIN Code, the participant cannot be
found in the database but he/she is allowed to enter the conference;
the participant enters the conference as an undefined participant.

— If the participant enters the wrong conference password or the PIN
code does not exist in the database, the participant is either moved to
the Participants Queue for Operator’s assistance (MGC Manager
application), or is disconnected from the conference.

...............
Correct Password? || “Conference On Going Conference
Password?” Numeric ID: 1234
Can initiate p
new conf? " n/
2 =
¥ ¥ 7
External .F' |Ei . , 7
Database Lid <
Conf IVR
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“Conference ‘
[r— 9 Numeric ID?”
-_—— 957
9?9 ‘

222 2
9251 > ol el

I__{!'J :|_with this ID?” : =
%ntw Queue /
) ;
kel 9 {ﬁ% e
i

R[] o]

—
On Going vES VES
K

- —

i\“

p Profile New Conference
arameters Numeric ID: 1300

Figure 5-2: Ad Hoc Conferencing with Conference Numeric ID and Conference
Entry Password Authentication

This workflow works after the same components as for the Ad Hoc
Conferencing using WebCommander Server as the External Database
Application for Conference Initiation Authentication workflow are defined in
the system with the following additions are implemented:

+ The IVR Service assigned to the destination conference must be
configured to check the external database server for the Conference
Entry Password for each participant connecting to the conference. If the
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conference is created via Ad Hoc-enabled Entry Queue, the IVR Service
must be assigned to the Profile used for the Ad Hoc Conferencing.

«  The WebCommander Server Manager-Users table must include the
Participant PIN Code for each user. The Participant Information and VIP
state may also be defined. For more details on User definition, see
“Conference Creation and Authentication Parameters” on page 5-26.

Conference Access - Chairperson Password Authentication Request
using WebCommander as the External Database Application

An additional security measure may be added to the Ad Hoc conference
initiation by verifying the chairperson password. In this case, standard
participants connect to the conference without entering the conference Entry
Password. Only a participant that wants to join the conference as a
chairperson is verified with the WebCommander server.

Chairperson access to the conference can be validated independent of the Ad
Hoc conferencing. In such a case, each participant that identifies himself/herself
as the conference chairperson upon connection to a conference is validated
with the WebCommander server.

Initiating a conference using this method:

1. If the conference is started using Ad Hoc conferencing mechanism,
follow steps 1 to 7 of the Ad Hoc Conferencing using the
WebCommander Server as the External Database Application for
Conference Initiation Authentication flow.

2. The On Going conference is assigned an IVR Service that is configured
to access an External database application for Chairperson Password
authentication and with the appropriate Chairperson Password request
messages. In this case, the IVR Service does not include prompts for
conference Entry Password. When the participant is moved from the
Entry Queue to the conference IVR queue, the participant is prompted
for the Chairperson identifier key and if one is entered, the participant is
prompted for the Chairperson Password.

— If no Chairperson identifier key is entered, the participant enters the
conference as a standard, undefined participant.
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At this point, the participant that identified himself/herself as the
conference chairperson can enter:

His/her personal PIN Code, as defined in the Users table

The chairperson password as defined for the conference. If Ad Hoc
conferencing was used to initiate the conference, the Chairperson
Password is either defined in the Profile, or by the parameters sent
from the external database application to the MCU at the conference
start time

The MCU sends the WebCommander server the conference Numeric 1D
and the participant input to the chairperson password request.

The WebCommander server searches its database for a User using the
PIN code sent from the MCU.

If a user with this PIN code is found, the participant is connected to
the conference as the chairperson, replacing the participant
temporary name with the name defined for the User in the database.
In addition, the participant VIP state and Participant Information
parameters (corresponding to the User Defined 1 field in the
Participant Properties definition) are taken from the Users table and
they overwrite these parameters in the Participant Properties in the
MGC Manager application or the WebCommander Web site.

If the participant has entered the correct conference Chairperson
Password instead of his/her personal PIN Code, the participant
cannot be found in the database but he/she is allowed to enter the
conference as chairperson; the participant enters the conference as
an undefined chairperson.

If the participant enters the wrong Chairperson Password or the PIN
code does not exist in the database, the participant is either moved to
the Participants Queue for Operator’s assistance (MGC Manager
application), or disconnected from the conference.

5-43



Chapter 5 - Administrator’s Tasks

5-44

External
Database

Can initiate
new conf?

o

Y

Enters the
conference
as standard
participant

il “Conference
9 Numeric ID?”|
937?92 ‘

1234 —_— H
9251 222 "!]"—' On Going- YES Ve Enters :rh:;:;nference
@ I__‘[!r.l - wlth this ID? L=l =
q, 1300 .
q,‘ll Entry Queue l Esnl(e:Lsa::\:ef:g;erence
52 :
T \
4| | o = 1 [ [ e —— >
@ Skl
e
—
Profile New Conference
Parameters Numeric ID: 1300

Figure 5-3: Ad Hoc Conferencing with Conference Numeric ID and Chairperson
Password Authentication

To enable this workflow, the same components as for the Ad Hoc
Conferencing using WebCommander Server as the External Database
Application for Conference Initiation Authentication workflow must be
defined in the system with the following additions:

«  The IVR Service assigned to the destination conference must be
configured to check the external database server for the Chairperson
Password for each participant connecting to the conference as a
chairperson. If the conference is created via Ad Hoc-enabled Entry
Queue, the IVR Service must be assigned to the Profile used for the Ad
Hoc Conferencing.

«  The WebCommander Server Manager-Users table must include the
Participant PIN Code for each user. The Participant Information and VIP
state may also be defined.

The IVR Service can be set to send queries to the external database application
server either for Conference Entry Password or Chairperson Password
authentication. The MCU can query only one password per conference.
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Defining Groups

The User Tables (Participants and Reservations Tables) are organized in
Groups. The Groups increase the system security, as they limit the access to
conferences and participant data to authorized users only. The Groups are part
of the administrative tables.

Participants Table
Participant Template 1

Group 1 —
Participant Template 2

Participant Template 3

Participant Template 4

Group 2 Participant Template 5

Participant Template 6

Root
Participant Template 7

Group 3 Participant Template 8

Participant Template 9

Participant Template 10

Group 4 Participant Template 11

Participant Template 12

Reservations Table

Reservation Template 1

Group 1 -
Reservation Template 2

Reservation Template 3

Reservation Template 4

Reservation Template 5

Group 2 Reservation Template 6
Root

Reservation Template 7

Group 3 Reservation Template 8

Reservation Template 9

Reservation Template 10

Group 4 Reservation Template 11

In the Groups table, you define the various groups and their hierarchy.

5-45



Chapter 5 - Administrator’s Tasks

Users are assigned access rights to specific Groups. The users can add or
modify only Participant templates and/or Conference templates that are
assigned to Groups to which they have access rights.

One user may be assigned to many Groups and one Group may be assigned
many users.

New Conference and Participant templates are created within the selected
Group and they are automatically assigned to that Group. Although the
Participants table and the Conference table are separate entities, they are both
organized by the same Group hierarchy.

Only users with permission to configure the database can define the Groups
hierarchy and the access rights of users to the various groups in the MGC
Web Server Manager.

Defining a New Group

To define a new Group:
1. Login to the MGC Web Server Manager and list the Database categories.

2. Expand the Groups tree by clicking the plus [+] icon next to the Groups

icon.
-'-::J]MGE Web Server Manager Yersion 8.0.0.10 {Server ¥Yersion: 8.0.0.10; Professional =0 ll
File Edit Wiew Options Help
B riEEE T Ao S
: E%Server {LocalHost) Tame |Perm|ssmn |D|re:tnr Mame | Entry Password |Cha\rpersnn Password |
El-|El DataBase Ghiuccoro Administrator - ACCORD
B Ig f\cmrdDB ﬁadm\nl Administrabor  admini
e [I)JEFTJUIG Dfined Dol Ghviodz Administrakor  Modz
H ser Defined Defaults
-,j'__‘ Conference Defaults QDDE” Operator operl
: Particinant Defaults QPOLVCOM Adrinistrator  POLYCOM
g MGC NTanagar Defaults ﬁuserl Maderator userl
5 Labels auserZ Moderator,,,  userZ
Q%M QWEEOFHEE Administrabor  WebOFfice

Permissions

LIsers:

=+ Groups

=] EE Root
-E Default
--E Polycom Datastare
-ER Weboffice

-1 Personal Scheduler Templates

m-ld Accor

Ready \ |Data Base Mame: AccordDB - Sys DSM (C:\Program Files\MGC Web 2

3. Ifthe list already includes several groups, expand the tree until the group
to which you wish to add a sub-group is seen.
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On first entry, only the Root group is listed when expanding the Groups
tree.

When upgrading from a previous version that did not support Groups, the
Update Database process automatically performed by the Web Server Manager
will create a group for each of the listed users, and will assign access rights to
that group.

Participant and Conference templates are automatically assigned to the
appropriate user group according to the user name that appears in the Owner
field. If no Owner is defined, they will be automatically assigned to the Root
group. Therefore, only users who have access rights to the Root group (usually
administrators) will be able to view these conferences. The templates can be
moved to the appropriate group in the Groups tree in the MGC Manager —
Database Manager module using Copy and Paste (drag & drop is unavailable).

4. Right-click the Root icon to which to add a subgroup, and then click Add
New Group to DB.

Add Mew Group ko dB...

Setk Users Rights. ..
Copy

Delete

Propetties. ..

The Group Properties dialog box opens.
x|
Wame: |

5. Enter the group name and click OK.
The new group is added to the Groups tree.
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Setting the Access Rights to the Group

To set the access rights to a Group:

1.

5-48

In the Browser area, right-click the icon of the group whose access right
to define, and then click Set Users Rights.

Add Mew Group o
Set Users Rights...
Copy

Delete
Properties...

>

The Set Users Rights dialog box opens.
x|

Setthe user Access rights on the group

ferences

Conference | Participant | Request Meetin

Wiew MCU Conf
R/ R/ [Nore | Wi

thoul

Withou
R Mane ‘without password
None None Mone
Nane MNaone Mane
None MNone Mone
None None Mone
w/ebOffice None None Mone
4| | »
Reservation Templates: [ Read IV wirite
Patticipant Templates © ¥ Read IV wiite
Requested Mestings © [~ Read [~ wiite
“Wiew MCU Conferences | Enter without passware ™

Clase |

This dialog box lists all the currently defined users. It also displays their
current Read and Write permissions to the Conference and Participant
templates assigned to this group.

RW — indicates that the user may view (Read) and add, delete or modify
(Write) templates.

R — indicates that the user may only view (Read) templates.
None — indicates that the user has no access rights to this group.
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2. To set or modify the access rights of a user to the group:

— Click the user name(s) (multi selection is available using the
standard Windows conventions)

— Select the Reservation Templates Read and Write check boxes to
enable/disable the user to view (read) and/or add (write) conference
templates to the Group. Select the Write check box to automatically
select the Read check box.

— Select the Participant Templates Read and Write check boxes to
enable/disable the user to view (read) and/or add (write) Participant
templates to the Group. Select the Write check box to automatically
select the Read check box.

— Select the Requested Meetings Read and Write check boxes to
enable/disable the user to view (read) and/or add (write) requested
conferences to the Group. Select the Write check box to
automatically select the Read check box.

Leaving the check boxes cleared means that the user has no access to the
Conference and Participant templates assigned to this Group (it will
appear as None in the list).

— Inthe View MCU Conferences list, click one of the following
options:
No — The user will not be able to view the Reservations, Meeting
Rooms and On Going conferences assigned to other users of the
same Group, even if the View All options are enabled in the
Permissions assigned to this user.

Enter with Password — The user will be able to view Reservations,
Meeting Rooms and On Going conferences scheduled by other users
assigned to this group, if the appropriate password will be entered
upon their selection.

Enter without Password — The user will be able to view all
Reservations, Meeting Rooms and On Going conferences scheduled
by other users assigned to this group without any restrictions.

3. Click the Close button to complete the Access Rights definition and exit
this dialog box.
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Default Group

5-50

Five Conference templates, representing each of the main types of
conferences, are included in the database that is shipped with the
WebCommander. The parameters defined in each of these conferences
represent the most commonly used properties for the specific type of
conference. A new Group - Default - is included with the database and it
stores the default conference templates.

22MGE Web Server Manager Yersion 8.0.0.10 {Server Yersion: §.0.0.10; Professional = 0] x
3
File Edit View Options Help
B G 5|
Erg Server (LocalHost) Mare IPermlsslnn |D|rectnr Mame | Entry Password | Chairperson Password |
=&l DataBase Ghnccorn Administratar - ACCORD
el I§ :QccnrdDE Qadminl Adrministrator  admini
B i’jr‘rlts Defined Defaut Sz administrator  Mod2
H iser Defined Defaults
-t} Conference Defaults QDDEH Operator oper
T et Defns hroLrcoM Administrator  POLYCOM
g MGC D’Tanager Defauls Qusarl Moderator userl
.5 Labels Quser Moderator,,,  user2
‘ebOffice iministrator  WebOffice
22 maus webOFfi Administratar  WebOff
~~Sgr% Permissions
€3 Default
Folyrom Datastore
L EE WebOffice
12 Personal Scheduler Templates
[ E Accord30L
Ready | \Data Base Mame: AccordDE - Sys D3N (C:\Program FilesiMEC Web 2

The Conference templates in the Default Group include:

o Default COP

Default Video

Default Audio

«  Software Continuous Presence (for H.323-only conferences)
»  Video Switch

Default templates are useful for providing the with ready-made conferences
that require no modification. The Default Group is displayed in the New
Meeting window when a user logs into the WebCommander site for the first
time.

It is recommended to assign at least Read rights for this group to all users.
When defining new users, make sure that you define their access rights to the
Default group.
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From the MGC WebCommander application, users with the appropriate
permissions may:

e Add new conference templates to the Default Group
*  Modify the system Default conference templates

New Private Groups

The Web Server Manager application can be configured to automatically add
a new group for users who have been automatically added to the
WebCommander Users table of the database. The new Group can be used by
the user as a private address book to which personal contacts can be added.

Users can be automatically added to the WebCommander Users table when:

»  The user accesses the WebCommander application pages from the Web
Portal. If the user has the right to access the WebCommander application
pages, the user is automatically added to the WebCommander Users table
and his or her properties are imported from a table also shared by the
Web Portal.

e The user accesses the WebCommander database for the first time, using
Windows login name and password. At the end of the authentication
process, a new user is created in the User table of the WebCommander
database, copying the parameters from the User table of the SQL Server.

The name of new private group that is created is taken from the user name.
The Read/Write permissions to the new Group are identical to those defined
for the Default User.

To automatically add private groups:
1. From the Web Server Manager Options menu, click WebConfiguration.
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The Configuration dialog box opens.

x
Highest MCU Wersion lm —Automatic Maming of Conferences——————————

I Audio Look&Fesl & TemplateMame_Userame_R andomMumber

it B T et s | : " TemplateMame_lserE mail_RandomMumber

T Secure Mode — Ongoing Participants Mames Display

Encryption Key Path: ICZ\ Browse... | ' Custom Length |11  Full Mame

r— Language database for the web site

Database: IDefauItDatabase [Recommended) j Feload DE | Party Headers Order... |

— Databazes accessible from the web site

[ClaccordDB - Sys DS [C:\Program Files\MGC Manager ver 705D atabase\Accord Select &l |

1| | i

- o 3 ebCommander Users list

v Create private groups for automatically added users

()8 I Cancel |

2. Select Create private groups for automatically added users check box
and then click OK.
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Once the new Private Group is created, it can be displayed in the New
Meeting window, enabling the users to add new contacts to this personal
address book and invite contacts from the Private Group to the new meeting.

aul asp7Rnd=0.7223334757240685

® cotendar

Reservation
® Templates
@ participant Termplates

@ meeting Rooms

@ configuration

® Looie

Dstbaze: AccordDE

2

New Meeting

S

Search

Default-Participant |

=
{#wrebCommanders

Delete Participants:
Add to favorites:

Private Group selected for
creating and using a personal
address book

Mesting

Template Group Defaut ~
Template Defall_CoP ~

1 TR

|

O irvitees.

stwtimecicy [l schee |

[ [ [EfLecalintranet
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Defining Personal Scheduler Templates

A user who has the MGC Personal Scheduler plug-in installed on his/her PC
can schedule new conferences directly from his/her Microsoft Outlook
application.

The parameters of the possible types of conferences are defined in the MGC
Web Server Manager, in the Personal Scheduler Templates area.

-‘ﬁ'T:J]MGC Web Server Manager Yersion 8.0.0.10 {Server Yersion: 8.0.0.10; Professional ;Iglzl
Filz Edit View Options Help
E-EEfas s
E.%Server (LocaHost) Mame |Perm|ss|nn |D|rectnr Mame | Entry Passward |Cha|rpersnn Password |
E- & DateBase Qaccorn aAdministrator - ACCORD
el I§ :QccnrdDE Qadminl Adrministrator  admini
B3 Defaults Ghrtodz Administrator  Mod2
LI User Defined Defaults Quperl Operator aper!
E:ﬂfjiﬁeo?z\u&s hrorcom  administrator  POLYCOM
g " Qusarl Moderator userl

MGC Manager Defaults
Qusarz Moderator,,,  user2

38 mous QWebOffice Administratar  WebOFfice

% Permissians

M Groups

=-PF Root

£3 Default

£ Polycom Datastore

Ready | \Data Base Mame: AccordDE - Sys DS (C:|Program FilesiMGC Web 2

To create a new Personal Scheduler Template:

1. Inthe Browser area, right-click the icon of the Personal Scheduler
Templates, and then click Add New Personal Scheduler Res.

B ¥ Personal schedulsr Templates
#Add Mew Personal Scheduler Res. .. |

The Reservation Properties — Settings1 dialog box opens.
3. Follow steps 3-7 in “Defining Conference Defaults” on page 3-3.
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Refreshing the Database List

Databases can be added to the database list used by the MGC Web Server
Manager externally, via the Control Panel — Data Source (ODBC). In such a
case, you need to refresh the database list to gain access to that database from
the MGC Web Server Manager application.

To refresh the database list in the MGC Web Server Manager:
On the Options menu, click Refresh dB List.

-‘-'T:J]MGE Web Server Manager Yersion 8.0.0.10 (Server Yersion: 8.0.0.15; Professio =100 x|
File Edit Wew | Options Help
B2 .- im0 Server 4
e EreB LeE e | Status | Ip | Lagin | Pasgword
DataBase ‘web Canfiguration. .. Mormal 172,22.188... ACCORD ACCORD
Auto Cascade Configuration... Normal 172.22.168... ACCORD ACCORD
Personal Scheduler Configuration, . enk Majar 172.22.188,., ACCORD ACCORD
Communication, .. ent ... Major 172.22.188... ACCORD ACCORD

Polycom Dataskore Settings. ..

E-mail Format...
Automnatic Email Crash Natifications. ..
Administrator Email Motification Settings. ..

DE's bo Update,.,
Refresh DB

AddiRemove-ConmeckionTo
| I>“'I | r

[ |Data Base Mame: MCU's From all databases ; Server Narm 2

The database list in the MGC Web Server Manager window is refreshed and
the new databases are listed.
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Refreshing the Database

Databases may be accessed by several users concurrently from the MGC Web
Server Manager application as well as from the MGC Database Manager
module of the MGC Manager application. In such cases, the information that
you see in the MGC Web Server Manager window may not be updated with
the latest changes performed by other users. It is recommended to refresh the
database to make sure that the latest data is displayed.

To refresh the database:
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e On the Options menu, click Refresh dB.
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Appendix A: Using a Web Portal to
Link with the WebCommander

HTTP Links to the
WebCommander
pages

Customer’'s Web/ ____|

Portal

Three WebCommander conferencing features can be accessed from a Web
Portal via links that are available in the Web Portal:

»  Calendar - for conference reservations

2} Frames Example - Microsoft Internet Explorer

WebCommander New Meeting pane inserted

into the Web Portal

On Going Conference - for monitoring ongoing conferences
New Meeting - for starting on going conferences

_iol x|
File Edt Miew Favorites Tools Help ‘
dgack - = - () [8] A Qoearch Giravorees Fimeds B | - S - 15
Address |@ CiiProgram Files|MGC Web Manager ver 8.04CorfSiteexamples|Fames. hrl - @ ‘ Links ”|
Calendar
Ongoing
| Conferences
Hew Meeting Drectory | |
Participant Group: [testtest 0 - Termplate Group: [Defaut -
Search: Template: Defeut -
ml % | CIE \
r MO 2 I =
r NOA_3
- NOA_4 E=m
— r NOA_test
|
0 invitees
[ :’
|&] Done

[ [ iZ My Computer 4

Figure A-1: Web Portal Sample

A-1



Appendix A: Using a Web Portal to Link with the WebCommander

A-2

In this configuration, the Web Portal users are automatically registered with
the WebCommander application and if they have the appropriate permission,
they can access any of these WebCommander pages. The automatic login for
both Web Portal and WebCommander is enabled by transferring user data
from the Web Portal to the WebCommander.

The WebCommander database includes a users table (CustomerUser) that is
shared with the Web Portal. When users register to the Web Portal, their
information is automatically or manually transferred and added to the
CustomerUser table of the WebCommander. The user parameters in the
CustomerUser table includes the permission to access the WebCommander.
The information in the CustomerUser table, is then imported into the
WebCommander Users table.

When a user tries to access the WebCommander page from the Web Portal,
the Web Portal sends the request with the user ID to the WebCommander
application that checks whether the user is defined in the WebCommander
Users table.

« Ifthe user is defined in the Users table, and has permission to access the
WebCommander, the appropriate page is displayed. In addition, the
WebCommander checks whether the parameters were updated in the
CustomerUser table, and if yes, updates the user properties in the
WebCommander Users table accordingly.

«  If the user ID does not exist in the WebCommander Users table, the
WebCommander checks the user permission to access the
WebCommander in the CustomerUser table. If the user has the right to
access the WebCommander, the user properties are copied from the
CustomerUser table to the WebCommander Users table where a new
WebCommander user is automatically created. This WebCommander
user inherits all the permissions and default settings from the default user
defined in the WebCommander.

In addition (depending on system configuration), a new Group can be
created and assigned to the new user, enabling the user to create a
personal address book with a private list of endpoints and participants
that can be added to conferences.

«  If the user has no right to access the WebCommander, his/her parameters

are not transferred to the WebCommander Users table and the user
request is denied.



Embedding the WebCommander in the Web Portal

To embed the WebCommander in the Web Portal and allow the use of the
portal’s login and authentication system for accessing the WebCommander
application, the following configurations must be performed:

»  Optional. In the WebCommander Web Server application, define the
appropriate Permission to be assigned to the default user and modify the
Default User properties. These properties are inherited by all users that
are automatically created when accessing the WebCommander from the
Web Portal for the first time. For more details, see the WebCommander
Web Server Manager User’s Guide, Chapter 5, “Defining Permissions™
and “Defining a New User™.

e Optional. Enabling the Create private groups for automatically added
users option in the Web Server Manager application, to automatically
create a personal address book for the newly created user. For more
details, see Chapter 5, “New Private Groups” on page 5-51”.

e  Creating a database table with authorized users list that is dynamically
updated. This table will be shared by the Web Portal and the
WebCommander.

e Creating the HTTP links from the Web Portal to the appropriate
WebCommander pages.
Creating the CustomerUser Table

The CustomerUser table shared by the Web Portal and the WebCommander
databases must be created with the following fields:

Required Fields

ID

(Internal
Auto
Numbering)

uUiD Name | Surname | Phone | Email | CostCenter | WebCPermission

(User (billing (A number - Byte
ID) code) 0=No
1=Yes)

When a new user who is defined in the CustomerUser table accesses the
WebCommander, the parameters are transferred to the WebCommander Users
table, and a the new user is created. The new WebCommander user inherits
the default user permission, and the UID becomes the user PIN code. The PIN
code is used to identify the user in the Optional. WebCommander Users table.
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The name of the user is derived from the User Name, Surname and UID.
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Figure A-2: User Properties (Web Server Manager)

Creating the Links from the Web Portal to the WebCommander

Up to three URL links can be included in the Portal page as hyper-links:

»  Calendar/Reservation
«  OnGoing Conferences
*  New Meeting

The HTTP header must include the User ID ("UID") in a server variable
called: “HTTP_X-uid”. The Web Portal server must be configured to send the

UID in the HTTP header.
URL Link Format

The URL link includes the following components:
e |P address of the WebCommander Server

e The string: linkedwebcommander



The string:

default.asp?URL=DirectAccess.asp?Target=1D&Ilang=ID,

where Target includes the code of the WebCommander page and Lang is

the code for the language in which the page is displayed.

Table 1: URL Variable Specification

Parameter

Variable

Target ID

0 - Calender
1 - Ongoing Conferences
2 - New Meeting

Lang ID

0 - English

1 - French

2 - German

3 - Chinese

4 - Japanese
5 - Chinese Traditional
6 - Portuguese
7 - Spanish

8 - Norwegian
9 - Russian

10 - Italian

11 - Swedish
12 - Croatian
13 - Hungarian
14 - Polish

15 - Slovak
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The link is created in the following format:

http://Server /linkedwebcommander/default.asp?URL=
DirectAccess.asp? Target=targetiD&lang=IlanglD

For example, the http link to the New Meeting page in German would appear
as:

http://172.22.172.162/linkedwebcommander/
default.asp?URL=DirectAccess.asp?Target=2&lang=2.

& NavExample-html - Notepad — ol x|

File Edit Format Help

<HTML> -
<HEAD:> J
<TITLE>< /TITLE=

< /HEAD

<BODY bgcolor="pink">

<Pr<a href="http://172.22.172.162/11nkedwebcommander /default. aspPURL=Directaccess. asp?Target=0&lang=0"
<pr<h href="http://172. 22 172.162/1inkedwebcommander /default. asp?URL=DirectAccess. asp?Target=1&lang=0"

<pr<h href="http://172.22,172.162/1inkedwehcommander /default. aspPURL=DirectAccess. asp?Target=2&lang=0"

</BODY

</HTML>

1 | t 4
WebCommander WebCommander WebCommander Language,
server IP Address http Link page ID, 0 = English

Target = page

Figure A-3: Sample URL Formats
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Appendix B: Monitoring a
Conference in the WebCommander
using a URL or Form

In version 6.0, a single conference can be monitored from any browser
based application by entering the URL that includes the user login name and
password to the WebCommander site. In this mode, the user name and
password were not secured and appeared in the recent URL.

In version 7.5 & 8.0, the user name and password can be sent separately,
using the HTTP Form method, hence increasing the connection security.

plain text and they can still be detected by a network sniffer. To secure the connection,

Although the WebCommander login name and password are hidden, they are sent as
E it is recommended to use the SSL authentication and data encryption layer.

You can open a monitoring window of a single conference in any Web-based
application by adding the conference URL to that application.

The conference URL must include the appropriate variables to allow
connection to the WebCommander site and identify the conference on the
appropriate MCU. The WebCommander user name and user password can
be sent as part of the URL itself or send them separately using the HTTP
Form method.

Optional Parameter Scenario Description

1. When the user name (Param?2) and password (Param3) are sent in the
URL (see Table B-1 on page B-2 for parameter descriptions):

a. Inthe Web Server Manager, Permissions - Settings2 tab, if the
user’s permission "Always prompt for conference password" check
box is selected and the correct conference entry password is sent as
part of the URL, the user is granted access to the conference.
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When an incorrect conference password is sent, the user is prompted
for the conference entry password prior to being granted access the
conference.

When the user’s permission "Always prompt for conference
password™ is not selected, the user enters the conference without
having to enter the conference entry password (and therefore it does
not have to be included in the URL).

2. When the user name (Param2) and password (Param3) are not sent as
part of the URL.:

a.

The user connects to the conference using the default user name and
password defined in the WebCommander database. If the correct
conference entry password is sent as part of the URL, the user enters
the conference without being prompted.

If no conference entry password or an incorrect conference
password is sent, the user is prompted for the conference entry
password regardless of the user’s permission settings for "Always
prompt for conference password" parameter.

URL Format

The URL should be of the following format:

"http://Server name or IP/confsitev8_0/MonitorConf.asp"

In the http://Server name or IP script you can either include the Server name or
Server IP.

In addition, the URL must include the parameters that identify the MCU and

the conference. Additional parameters can also be included. These variables

are described in the Table B-1, "Variable Definitions."

Table B-1: Variable Definitions

Variable Description

Required variables:

Confld

The conference ID.

ConfName The name of the On Going conference.




Table B-1: Variable Definitions (Continued)

Variable

Description

MCUIp

The IP address of the MCU.

Optional variables:

LoginFromForm
(available in
version 6.01)

LoginFromForm=1 must be entered as part of the URL to
indicate that the Form method is used when transferring
the user name and user password.

Paraml The conference entry password of the On Going
WebCommander conference.
Param2 The user name used to access the WebCommander.
Param3 The user password (this parameter is required if the user
name is sent) used to access the WebCommander.
lang The numeric code specifying the required language.
The following languages with their codes are available in
the WebCommander:
0 English
1 French
2 German
3 Chinese
4 Japanese
5 Chinese_traditional
6 Portuguese
7 Spanish
8 Norwegian
9 Russian
10 Italian
URL example:

http://Server name or IP/confsitev8 0/
MonitorConf.asp?MCUIp=127.0.0.1&ConfName=Video-S
witch&ConfId=11211
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Appendix B: Monitoring a Conference in the WebCommander using a URL or Form

Form example:

<form method="POST" action="http://127.0.0.1/
confsitevs 0/

MonitorConf .asp?LoginFromForm=1&MCUIp=127.0.0.1&
ConfName=Video-Switch&ConfId=11211">

<input name="name" type=hidden value="UserName">

<input name="password" type=hidden
value="UserPassword">

</form>
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