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About this Book

The Perle 833IS User Guide is intended for users ranging from novice to
experienced LAN Administrators. It is designed to help you install, configure and
manage the 833IS.

Users

Novice

Experienced

Novice Users can rely on the Guide to provide them with simple and easy to
understand steps. The extensive indexing, cross-referencing, illustrations and full
glossary are not only intended to help set up the 833IS, but also realize its full
potential. Take advantage of the Quick Install Chapter to get an overview of what's
ahead. Make sure you familiarize yourself with the Icons used to convey important
information.

To meet the different needs of more experienced users, the Guide provides a Quick
Install Chapter. Brief and to the point, it gives a complete overview of the
installation and configuration process.

Once you have successfully installed the 8331S, turn to Section 3: Management, to
learn about the management features. If you still have any questions, turn to our
extensive index for help.

How to Use This Guide

Assumptions

This Guide is divided into three sections: Installation, Configuration, and
Management. Each section has a number of chapters that highlight a unique aspect
of that section. The order of the sections and the chapters within comprise a series of
stepsthat will lead to the successful installation and operation of the Perle 833IS.

This Guide assumes that Users have at least a basic knowledge of LAN Theory and
terminology. It also presumes that some users will have extensive experience and
may wish to customize their configuration. To meet this need, we have included a
comprehensive discussion of features and parameters that can be customized along
with simpleinstructions on how perform them.
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What's in the Guide

Icons

Whilethe Guide assumes LAN familiarity, we also assume that first time users want
simple explanations that provide context. Further, we believe that our new users
want to understand as much as they can, so we have provided a glossary to explain
any new terminology.

Y ou will find Icons throughout this guide. Use them to quickly locate useful and im-
portant information.

Procedure: Indicatesaseries of stepsthat you need to performin order to set
3 up or configure the 8331S

Warning: Indicates vital information you need to know in order to protect
your hardware or software.

Information: Provides important information that will make use of the
@ 833ISeasier.

What's in the Guide

Viii

Installation

Configuration

Chapter 1: Quick Installation Overview: Although intended for the experienced
user, this chapter can assist the novice by previewing the steps ahead. Provides an
overview of installation and configuration.

Chapter 2: Site Preparation: This chapter provides a complete description of the
Electrical, Environmental and Cable Requirements of the 833IS.

Chapter 3: Setting Up and Installing the Perle 833IS. Familiarize yourself with the
unit’s physical appearance as well as the basic functions. Make the LAN
connections and verify its correct operation.

Chapter 4:Using the Perle 8331S Manager: This chapters describes the
requirements, function and features of the Manager Software.

Chapter 5: Configuring the Perle 833IS Learn about Dial-In and Dial-Out access
and how configuration can help you fully exploit the potential of the 833IS.

Chapter 6: Configuring the Interfaces: Describes the unique characteristics and
requirements of each Interface.

Chapter 7: Configuring the Protocols: Learn about the various communication
protocols supported and how to use them.
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Management

About this Book

Chapter 8: Configuring the User Database: Learn how to custom define the user to
your system. Describes the various ways of identifying users and limiting their
access.

Chapter 9: Configuring the Server: Describes the parameters not related to Feature
Cards, protocols or users. Provides information about Security, Groups, Servers,
and more.

Chapter 10: Managing the Perle 8331S: Intended for experienced users. L earn about
Manager Statistics, Front Panel, and the Event Log. Also learn about upgrading your
software.

Appendix 1: Menu Descriptions: Gives the user aquick overview of the Front Panel
Menu Descriptionsin table format.

Appendix 2: AT Command Set: Describes the commands that the Modem will
respond to as well the parameters applicable to each.

Appendix 3: Specifications: A detailed description of the physical parameters of the
833ISaswell asits performance capabilities.

Appendix 4: RADIUS Server Attributes
Appendix 5: Cisco Mode

Glossary: This section provides a brief explanation of terms found in this Guide.
While the explanations are not exhaustive, they are intended to provide context to
their usage in the Guide.

Perle 833IS User Guide ix



What's in the Guide

X Perle 833IS User Guide



Contents

INtrOAUCTION ...t 1

LANAO-LAN ......oovoeteees s sssseesssees 3
Section 1: Installation..........ccceeeeeuveererrinene. 5
Chapter 1: Quick Installation Overview............... 7
Preparing the Site 7

Setting up and Installing the 833IS Hardware.................. 8
Setting up the LAN Connection....

Configuring the 833IS.... .
Attaching to the Telephone Network.... .10
Verifying Correct Operation..............c.ueeneene 10

Chapter 2: Site Preparation
Site Preparation Overview

Electrical Requirement 12
Environmental Requirements 13
Placement 13

Cable Planning and Requirements

LAN Cabling.
Ethemet
Token Ring
Telephony Cabling........ 19
SIT TErMINALON. .....corvreereneeerererireeseesseeseeeesseseseseens 19
Chapter 3: Setting Up and Installing................... 21
What's in the box? 21
Unpacking the 833IS..........c.ornenersiresissesiesis 22
Familiarize Yourself with the Unit..............ccoceveenrenveninnns 23
833IS Views 23
833IS Chassis DESCHPLON.......ccceereerieeeeireesireerenns 24
Feature Cards. 25
SYSEM CAd.....coeeeeeceeeeeereire s ssessessessessseens 25
Expansion Card............... 26

Interfaces.
Serial Number Label
Power Switch
Assembling the Hardware.............cocoeevrerreneeneeneereenneens 27
Connect the Power Cord 27
Attaching the Rack MOUNL.............c.veereerrereneeeeenn 28
Factory Default Mode 29
Attaching the LAN Cable..........ccrureerrerreerireeireeniineinenns 29
EthErMet.....c.coveeicressee e 29
Token Ring......... 30
Setting up the 833IS LAN Connection.............c.weeeeeen. 31

IPX Connection to the Manager ..
IP Connection to the Manager
Set up the basic parameters...........covvveneereereereens
Verifying Connection.........
Manager Status
LAN Status
IP Status.
IPX Status ..
Configuring the 833IS
Using the Manager....
Using Cisco Mode......
Attaching to the Telephone Network
What's next?

Chapter 4: Using the Perle 833IS Manager......43

Overview 43

System REQUIFEMENLS........c.vweeereereereereesneeseeseessessessseens 44
LAN Connection .44
WAN Connection

Installing the Manager Software.............c..cocceeeuneirieinenae 45
Setting up for Connection

IPX Connection

Perle 833IS User Guide Xi



IP CONNECHON. ..ottt sesssees 45

Connecting to the Server.

Using IPX

Using IP..............

Troubleshooting

Dial-In Connection....

Completing the CONNECHON...........cccurvererereeercrerenenns 49
Using the Manager Main SCreen ... 51

MENU BAY.......coevnreeeerirererererrenieeenes 52

Tool Bar.. 56

Off-Line Configuration 57
Loading FiMMWAE ..........cveerereeerereeseeereessesesesssessaeesans 58

Download via Manager................. 58

Download via TFTP 59
Section 2: Configuration..........ccceeevieunen. 61
Chapter 5: Configuring the Perle 833IS............. 63
How the 833IS WOIKS..........coueeeereeeenieerinernerereeeenenns 63

Dial-In Access 63

Dial-OUL ACCESS.......comirmermrirererieereesesissesesssesesaesenenns 66
Configuration OVEIVIEW............c.ceeereerererneeriesseressesseneenees 67
Using Configuration Files 68

(2= 13T PPN 68

OPENING......coriviireeitiesreseiesesssessesese s ss s s 68

Uploading

Saving
Downloading
Configuration Main Window.

REMOVING.....ooirereiirrereeresisestseeriseresesseesseessessssenens
Setting the Date and TIMe.........c.ccccuveieernresnirneresenennens 74
Chapter 6: Configuring the Interfaces............... 75
OVEIVIEW ..ot ssssssssssssssssssssessnns

Editing
Configure the Ethernet LAN Interface

Configure the Token Ring LAN Interface...........ccooveuuee. 78

Configure the ISDN BRI Line Interface............cc.coveeeene
Overview
ISDN BRI U Interface Configuration...............cceeeee.
ISDN BRI S/T Interface Configuration......................

Configuring the Perle DSP Modem Interface.
V.90 MOUEMS......oocvueeecrirenieenere e sesssesseeseesessens

Chapter 7: Configuring the Protocols............... 89
Overview

Configuring the Protocols ..

Configuring IP Protocol... 92
WAN 94
WAN Network AJdress ........cveerneeneeniseneeseensennes 94
WAN [P AJArESSES......curerevieireieisieesersesisesessesnees 96
DHCP ..o 98
IP Pool........ 99
Server IP AAress..........ceeeneineeneeressesssssssenees 101
DNSWINS......ooooieeniineieeineiesiseesessesssassssssssesen 103
Routing

RIP Setup
Static Routes. 106
Add/Edit IP Static ROULES .........cccvverreerreeecrrresene 108
IP FHET ..ot ees 109
Filter Definition 110
Add/Edit IP Filter Definition 112
Filter ASSIGNMENL......c..ovrveeeeererereereeseeseeseniseeenens 113
Configuring IPX. 114
IPX Protocol 115
{00110 OSSR 117
Static Route, 117
Add/Edit IPX Static Routes. 120

IPX SAP Table List 121
Add/Edit IPX SAP Entries... . 122
Filter Definition 123

Add/ Edit IPX Filter Definition
Filter Assignment.

124
. 125

Xii Perle 833IS User Guide



Configuring the Bridge Function (BCP) ..........c.ccccruue.. 126
Protocol Filter
Configuring PPP .
APPIE PPP.....ioiitiireteeseereeesissie s siseenenns
Using AppleTalk..........
USING NEtBEUL.........ooririererriseeisesiscsesesssssesinisens

Chapter 8: Configuring the User Database...135
Overview of the User Database...........cceveereeeeerereeene 135

Internal User Database 136
. 137
137

Configure the Internal User Database
User Main

Add/Edit User. 139
User Profile. 141
Protocols...........c.eeeneen. 143
USEr CallDackK .........cueeueeeemeeenirerireinerseiseeseesseessenns 145
Lan To Lan 147
Routing Information 148
LAN to LAN Connection TIMErS.........c.cveeereereene 148
Authentication.......... 149
Dialing the router ......... 150
Lan To Lan Configuration.... 151
Remote System Login 151
Phone NUMDEXS.........ccoveeeeniierineinenseiseeseesseessenns 151
Connection 152
Configure Virtual Connection.. 152
RIP Setup.....coveiiriciiiisiseresisieseisis 154
Standard Profile .. 155
IP Filter Assignment 159
IPX Filter Assignment 160
Shared User Database...........c.cceeenerereeenerneeenes 160
Chapter 9: Configuring the Server.................... 163
OVEIVIEW .....oovrrerereereseeseessesssaessse e sssessessssesessessssssssens 163
Configuring the Server . 164
To configure the Server 164
DHAFOUL ....cererreeeesersseesseeseseseessse st sbss st sesessssssnens 166

Trigger CharaCters.........eernerrnereeerseerenseseeens 168
Security.
Overview

Configuring User Authentication Security.................... 171
User Database
Netware Bindery.
RADIUS

SecurlD
NT DOMAIN. ...ovirimrerererineereesseesersenseesessssesessessssenee
GIOUP SEHINGS.....ouvveererrrereeereessereresssereseresesssessseseeens
Group Main
Add/Edit Group
Group Advanced
User Standard Profile - Group ..
PPP = GIOUP ..ot
Dial-Out - Group
Bridge Filter - Group
SNMP..ortrnirrererieene
SNMP Configuration...........c.eeeeeermeeemeeeseeseeeeeenens
Community and Community Tables............ccc...... 191
Logging Configuration...............ceeeeeemereeereereerenes 192

Section 3: Management.........cocveeeereens 197

Chapter 10: Managing the Perle 833IS........... 199

833IS Manager StatiStiCs ..........vrereereeerieneereaniereeeees 199
Viewing Statistics
Accessing Interface Statistics ...
Ethernet Interface...........
Token Ring Interface
ISDN BRI Line Interface
Perle DSP Modem Interface.........ccorreneensineenenns
IP Protocol........cccccuveenne.
IPX Protocol........cccoeveerieererieessensennnns
User Statistics

EVENELOQG ......cecrreeeeirecieiree et

Perle 833IS User Guide Xiii



833IS Front Panel
Front Panel Modes.
Navigating the Front Panel
Editing Felds..........ovveneerernerreereerseeseeeeseenens

Appendix 1: Menu Descriptions and Maps...223

Front Panel Main SCreen...........cvweereeneerseeseeseesseeneens 223
Front Panel Main Screen Map..........cocewveeerereeereeneens 223
CONMTOL....ooeeeeecereere et 224
Control Menu Map.....
Status...
Status Menu Map
Card StAIUS ......coeveeeererseeeset e
Card Status continued
Card Status continued..
Card Status Menu Map.....
Network Status DISplay...........c..cvreererenreerererseenereneens 232
Network Status Display Menu Map............c.cceeerveneen. 234
Factory Default Mode ...
Factory Default Setup...
Factory Default Mode and Setup Map..........ccceveereene 236
Factory Default Mode ... 237
Factory Default Mode Menu Map...........ccceererceereeneen. 239
Appendix 2: AT Command Set .......cccccvvvennnee 241
AT COMMANGS......coverrrreirreeernereneserrenseeens 241
AT& Commands....
AT% Commands... 253
AT\ COMMANGS ..o 254
AT+ COMMANGS......corrrerremererererereerensnens 255

S-Registers.....
S-Register Definitions... 263
AT Command Set SUMMAY ........ccrereereeerereerenerenes 266

Basic AT COMMaNds..........c.eeeverreernueeseressesessens 266
ECC Commands.
MNP 10 Commands...
FAXCIaSS 2.....uceveeerererieessissseessstssssssessesssssssssesans

Appendix 3: Specifications
DiMENSIONS........ccvveeeeeerernennes

Physical/Electrical Specifications............ccoeereuereneen. 271
CRESSIS......coeeeeeeerieeere e neens
Memory.........

LAN Interfaces

ISDN BRI Interface

PerleDSP Modem Interface..........c..ocevenreereenernereneene 274
APProvals........cocceveveeerenns 275
Protocols Supported 276
LAN ENVIFONMENTS.....couvmreererererenseeseeseeesseseeseesessenens 276
Dial In Clients Supported 277
DAl OUL......ocoreereeieeeeieeeeeisererises e eesssssenens 277
SECUMLY..cvervvrereerireseesseee s s ssessssssssesesssssssessseneas 277
ManNagEMENLE ..........cccovriiirrinire e 277
RFCS SUPPOMEU ...t seessseenees 278
Appendix 4: RADIUS Server Attributes.......... 279
Account Request MESSAgES..........cuueereereeesiensenenns 279
Access-Accept Messages..........owweenn. 280
ACCOUNLING MESSAJES .......evvererireereieineseesesseiessessesennes 282
Appendix 5: Cisco Configuration Mode......... 285

Introduction to Cisco Configuration Mode....
Overview of 833IS

Differences Between 833IS and Cisco Products........ 288
ComMMANT OVEIVIEW..........oveeereereereeneesessessessesseessesnes 291
Installation and Configuration of 833IS with Cisco

Configuration MOGE...........ccereuerereereeeenreernerseenenenens 291
Monitoring the 833IS ... 296
Differences between 833IS Manager and Cisco

Configuration MOGE...........ccureeirnreessecrisriseeseeens 296

Xiv Perle 833IS User Guide



Glossary

Perle 833IS User Guide

XV



XVi Perle 833IS User Guide



Dial- In Access

Dial- Out Access

BRI Support

Introduction

The Perle 833IS...Reliability and Flexibility
About the Features of the 833IS

The 833IS lets Remote Users access the LAN (Local Area Network) via the
telephone network asif they aredirectly attached to it. Remote Users can then access
file servers, Email, Mainframes, application servers, or any other server on your
LAN. It can be teamed with a remote control package such as PC Anywhere or
Carbon Copy to allow auser to use alocally attached PC remotely. It can even act as
aDial-In gateway to another network, such asthe Internet.

With Perle Dial-Out Client software, LAN attached PCs can use the PerleDSP
Modem and lines as Dia -Out modems. To the PC application, the PerleDSP Modem
and line attached to the 833IS look like a modem connected to the PC COM port.
Most PC applications that require a modem are supported. With appropriate
software, users can connect to a BBS, Internet provider, or any other service
accessi ble by the telephone network. When used with Fax software such as WinFax
Pro, users can send faxes from their PC.

Calls are brought into the 8331S by an Integrated Services Digital Network (ISDN),
Basic Rate Interface (BRI) line. Using digital technology provides for a higher
reliability and the ability to transfer data at rates of up to 64kbps per channel. ISDN
also greatly increases the speed at which calls can be established and torn down. The
unit can support as many as 8 ISDN, BRI lines. Each BRI line can support up to 2
simultaneous phone calls allowing for a total of 16 simultaneous sessions. |SDN
provides for remote access from conventional modems, ISDN BRI cards or
Terminal Adapters.

There aretwo basic types of BRI interfaces availabletoday. The“U” interfaceisa?2
wire interface which connects a Network Termination (NT) device to the central
office (CO). Thisiscommon in North Americawhere the customer suppliesthe NT
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Multiprotocol Support

device. The“S/T” interface is a4 wire interface which is used to connect a“NT”
device to a Terminal Endpoint (TE) device. In this type of configuration, the user
can connect up to 8 TE device on one S/IT bus. Thistype of configuration is more
common in Europe where the network normally providesthe “NT” device.

Multiprotocol There is direct support for IP (Internet Protocol), IPX (Internet Packet eXchange),

Support Netbeui, and AppleTalk routing protocols in their native form. They do not require
workarounds and special settings (such as Netbeui over |P) to be used. Logical Link
Control (LLC) bridging is supported for use in IBM Mainframe and Midrange
environments.

Multiple Dial In Included with the 8331 S are the Perle Remote Dial-1n Clientsfor DOS and Windows

Client Support 3.1. Microsoft Dial Up Networking Clients are supported for Windows 95, 98, 2000
and Windows NT. For the Macintosh user, the 833IS is compatible with Apple
Remote Access.

In addition to these standard clients, many other third party clients can be used with
the 833IS.

Advanced User The 833IS supports access protection by individual User ID and passwords.

Security Optionally, an external RADIUS or Novell server can be used for centralized access
management. Token authentication access systems such as Security Dynamics
Securl D and Axent can work with the 8331'S to meet high security requirements.

The internal database of the 833IS supports up to 500 users, each with their own
password.

Fixed Callback and Roaming Callback are supported to meet both security
reguirements and toll management.

Grouping The 833IS's powerful grouping functions lets you:

= Allocate connections for specific departments or have a connection aways
availablefor the MIS (Management | nformation System) department.

= Set up agroup of modems that are compatible with older Dial-In modems that
require special settings.

= Split connectionsinto Dial-In only and Dial-Out only lines.

= Set one group of users with a maximum Dial-In time of one hour, and another
with unlimited accesstime.

2 Perle 833IS User Guide



LAN-to-LAN

Expandable
System

Flexible Modem
Support

Manager

Cisco™ style
Configuration Mode

High
Performance
Architecture

Introduction

The 833IS LAN-to-LAN feature lets you establish IP/IPX connections to remote
Routers. These connections can be initiated by either the 833IS or the remote
Router. The Virtual Connection feature can be used to provide cost effective
connections between two LANS.

You can size the hardware of the 833IS to meet the needs of your business. The
833IS supports the addition of an expansion card. As your remote access needs
grow, thiscard can be used to address the added demand. An expansion card can add
an additional 4 ISDN BRI ports to your unit or an additional 4 ISDN BRI ports as
well as an additional 8 modems. This capability allows the 833IS to grow to atotal
of 8 ISDN BRI ports and 16 modems.

The 833IS modems support al the standard modem modulations, including V.90
and 56K flex. Class 2 Fax support alows the use of the modems for Fax Dial-Out
when used with Fax Software such as WinFax Pro. The modem initialization string
can be customized for each modem to meet special requirements.

The 833IS Manager is a Windows based application used to configure and manage
the 833IS. You can connect to the 833IS by a LAN or Dial In connection, using
either IP or IPX. The configuration process is entirely GUI based - no editing of
complex configuration files is needed. The Manager also displays the operational
status of the 8331S. Key statisticsare provided for all interfacesto enable monitoring
of normal operation and assist in network troubleshooting if necessary.

The 833IS containsa Cisco™ style setup and configuration modefor userstrainedin
the installation and configuration of Cisco™ products. The familiar Cisco
Command Line Interface can be used along with applicable Cisco commands to set
up and manage the 8331 S.

The 8331S was designed for high performance, even when handling the maximum
number of incoming calls. Atitsheartisahigh speed PowerPC Reduced Instruction
Set Computer (RISC) CPU, which is optimized for communications. The
expansion card containsits own PowerPC processor. Thisenablesthe 833ISto grow
the number of sessions supported without degrading the level of performance.
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High Reliability Design

High Reliability There are no moving storage devices such as floppy or hard drivesin the 833IS. All
Design program storage is on Flash Read Only Memory (ROM).
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Section 1: Installation

Chapter 1: Quick Installation Overview
Chapter 2: Site Preparation

Chapter 3: Setting Up and Installing
Chapter 4: Using the Perle 833IS Manager
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Chapter 1: Quick Installation Overview

About Installation

This chapter provides an overview of how to install, setup and configure the 8331S.

These are the major steps:

Preparing the Site for the 833IS

Setting up and Installing the 833IS Hardware
Setting up the 833ISLAN Connection
Configuring the 833IS

Attaching the 833! S to the Telephone Network
Verifying Correct Operation of the 8331S

The 833IS can be set up either using the 8331S Windows Based Manager or by
following a "Cisco mode" setup procedure. The Quick Installation Overview will
cover installation via the 833IS Manager. For information on Cisco mode
installation and operation, please refer to "Appendix 5: Cisco Configuration Mode".
Thismodeisintended only for advanced users previously trained on the operation of
Cisco equipment.

Preparing the Site

For detailed instructions, see“ Chapter 2: Ste Preparation” .

Beforeinstalling, prepare the site for the 8331S by:

Arranging the installation of telephone services by the carrier.

Locating the 833ISin an areawhere:

= Thereissufficient clearancesin thefront and rear of the unit for ventilation.
= Power cords and cables are out of traffic areas.

= TheFront Panel iseasily visible and accessible.

Identifying the PC that will be used for installation of the 32 bit Windows
Manager. This PC must be attached to the LAN.

Extending all telephony and LAN wiring to thelocation where the 8331 Swill be
installed.
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Setting up and Installing the 833IS Hardware

Setting up and Installing the 8331S Hardware
For detailed instructions, see “ Chapter 3: Setting Up and Installing” on page 21.
3 To Install the 833IS Hardware:
1. Unpack the 833IS.
2. Setupthe833IS. See*Unpacking the 8331S’ on page 22.

3. If theunitisto be rack mounted, install the Rack Mount Kit and place the unit
in the rack.

4. Connect and plug in the power cord.

It is not recommended that you attach the LAN or the telephone network wiring at

A this time. If the 833|S is powered up with a configuration that does not match the
carriers requirements, errors could be generated at the Central Olffice. Some
carriers will disable or disconnect the service if excessive errors are encountered.
Also, if you are in a Token Ring LAN environment and the speed setting is incorrect,
beaconing could occur, disrupting the service of others on the LAN.

5. Power on the 833IS.
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Chapter 1: Quick Installation Overview

Setting up the LAN Connection
For more details, see* Set up the basic parameters’ on page 33.
3 To Set up the 833ISLAN connection:
1. Setthebasic configuration from the Front Panel.

Some parameters may have to be set from the Front Panel to allow the Manager
to connect to the 8331'S. Depending on the LAN type and network protocol used
by the Manager (IP or IPX), this step may not berequired. See“ Set up the basic
parameters’ on page 33.

Power off the 833IS.

Attach the LAN cable to the appropriate connector, based on your LAN type
and mediatype. See“ Configuration for the Manager is now complete.” on page
36.

Power on the 833IS.

Verify that the 8331S can see LAN network traffic. See“Verifying Connection”
on page 37.

Configuring the 833IS
For detailed instructions, refer to Section 2: Configuration

Y ou configure the 833IS with the 8331S Manager. The Manager Software must be
installed on a 32 bit Windows PC that is LAN attached. The PC must also have IP or
IPX network software installed and set up. This network software is built into
Windows 95, 98, 2000 and NT.

Perle 833IS User Guide 9



Attaching to the Telephone Network

Attaching to the Telephone Network

=

See“ Attaching to the Telephone Network” on page 42.

Now that the 833IS is configured, the telephone cables can be attached to the unit.
To attach the telephone line:

1. Power down the 833IS.

2. Attach the cable(s) from the phone network to the appropriate interface(s) on
the 833IS.

Power up the 833IS.
4. Verify that the 833IS can operate correctly with the telephone line.

Verifying Correct Operation

10

For details, see” Verifying Connection” on page 37.

At this point, installation is complete. Now you can verify that remote users can dia
into the 8331 S and access the services. Also, you can install Perle Dial-Out software
on LAN PCsand verify that the Dial-Out is functioning correctly.

If you are using Perle Remote Client software, please see the Perle Remote User’s
Guide for details on software installation and operation.

If you areusing Perle Dial-Out software, please see the Perle Dial-Out User’ s Guide
for details on software installation and operation.
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Chapter 2: Site Preparation

About Site Preparation

In this chapter you will read abouit:

=« Site Preparation Overview

= Electrical Requirements

= Environmental Requirements

=« Cabling Planning and Reguirements
=« Telephony Cabling

Site Preparation Overview

The following is a checklist of recommended tasks that should be completed before
installing the 8331S. Some may not apply to your installation, or you may wish to
add new items.

Identify and contact the following individuals:
O __ Network supplier.
0 __ Remote Installation Planner.
0 __ Cabling supplier.

then,

O__ Anayzethesite's electrical requirements. See “Electrical Requirements’
on page 12.

O__ Anayzethe site's environmental requirements. See “ Environmental
Requirements’ on page 13.

O __ Determine the future location of the 8331S that will meet the placement
needs of the unit. See “Placement” on page 13.

Determine your cabling needsfor:
0O __ LAN cabling. See“LAN Cabling” on page 14.
O __ Telephone network cabling. See “ Telephony Cabling” on page 19.
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Electrical Requirements

then,
0 __ Order the ISDN BRI lines required.

0 __ Order the reguired cabling. See “ Cable Planning and Requirements” on
page 14.

0 __ Ensurethat the electrical outlets have been installed and are properly
grounded.

Electrical Requirements

Voltage Selector Switch
Electrical Specification
115 230
Voltage 100 - 125 VAC 200 - 240 VAC
Phases 1 1
Current .5 A (Maximum) .25 A (Maximum)
Power 62.5 W (Maximum) 60 W (Maximum)

The 833IS should not share electrical circuits with equipment that can cause
electrical noise and interference.

For your safety, you must connect equipment only to aproperly wired and grounded
outlet. An improperly wired outlet can place hazardous voltage on the accessible
metal parts of the unit.
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Environmental Requirements

Placement

The 833IS is designed to operate in a normal office environment. The following
condition must be met and maintained.

Condition Temperature Range Relative Humidity

Operating 0°-40°C 0% - 95%
3201049 F non-condensing

The 833ISisdesigned for either 19" rack mount or table top placement.
Locate the 833ISin an areawhere:

= Power cord and cables are out of traffic areas.
= Thefront panel isaccessible.

Sufficient clearances must be maintained at both sides of the unit to allow proper air
flow to the internal fans.

For rack mounting, the 833ISrequires 1.5 rack mount spaces (i.e. the 833IS height
is 1.5U). It is not necessary to leave empty spaces above or below the unit in the
rack.

Mounting of the equipment in the rack shall be such that a hazardous condition does
not occur due to uneven mechanical loading. Heavier equipment should be located
at the bottom of the rack, and the rack should be loaded such that the bottom slots
are used first (fill fromthe bottom up).

Circuits supplying power to the rack must be sufficient to safely supply power to all
equipment within the rack based on the equipment nameplate rating. Power
distribution to all equipment in the rack must have proper grounding. Particular
attention should be given to supply connections other than direct connections to the
branch circuit (e.g. power strips).
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Cable Planning and Requirements

Cable Planning and Requirements

LAN Cabling Depending on the type of system card inserted into the 833IS, the unit can support
either an Ethernet or aToken Ring interface. Thetypeof LAN cabling you will need
will depend on the following factors:

= Thetypeof LAN.
= Thetype of hub (Ethernet) or Media Access Unit (Token Ring).
= Thetypeof cabling used inthe existing LAN network.

Ethernet Thefollowing physical interfaces are available for Ethernet:
« 10Base-T/100Base-TX - uses an RJ-45 connector

100 Base-TX

A Ethernet/LAN Cable Connection
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Chapter 2: Site Preparation

10Base-T:
= Uses22t026 AWG unshielded twisted pair (UTP) cable.
= Terminated with RJ-45 plugs.

» Cablesarestraight wired —pin 1 of one end of the cableiswired to pin 1 on the
other end.

« Category 3,4 and 5 UTP cableis acceptable.

= For best results, Category 4 and 5 cable is recommended.

» Cablesareattached to a 10Base-T hub in astar configuration.
= Maximum length from 833ISto hub is 100m (328 ft.).

E]
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10 Base-T Hub Category

|:| ‘ ET_J EF 0 T ‘ 345UTP

A 10 Base-T Network
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Cable Planning and Requirements

100Base-TX:
= Uses Category 5 unshielded twisted pair (UTP) or Type 1 shielded twisted pair
(STP) cable.

= Terminated with RJ45 plugs.

= Cablesare straight wired —pin 1 of one end of the cableiswired to pin 1 on the
other end.

= If youareusing STP cable, make sure that all cables and connection points are
shielded.

= Cablesareattached to a 100Base-TX hub in a star configuration.

= Maximum length from 8331Sto hub is 100m (328 ft.).

Category 5 UTP
Type 1 STP

A 100BaseTX Network

There are other cabling typesthat are available for Ethernet:

« 10Base5 (AUI).

=« 100Base-T4.

= 100Base-FX.

= If you areusing any of these types of cabling, you will require an adapter. See
your network equipment supplier to obtain this adapter.
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Token Ring The following physical interfaces are available for Token Ring:
=« STP(Shielded Twisted Pair).
«  UTP (Unshielded Twisted Pair).
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Cable Planning and Requirements

18

STP

Uses STPwiring, Types1, 2, 6, and 9.

Terminated with IBM style universal data connectors.
Cables are attached to aMedia Access Unit (MAU) in astar configuration.

uTtP

Uses UTP wiring, Category 3, 4 or 5.
Terminated with RJ-45 plugs.

Cables are attached to aMAU in astar configuration.

®|
)

e T mme o

J

-

©

Type 1 or Type 3 MAU

g
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Telephony Cabling

S/T Termination

The connection to the ISDN network is made viaan RJ-45 connector. The 833ISis
shipped with the appropriate cables required to connect to the telephone network.
These cables are standard UTP cables.

e

A UTP Cable

The carrier brings the ISDN BRI service to a "Demarcation Point" (also known as
Demark or Demarc), and assumes responsibility for wiring and equipment up to the
Demarc. You are responsible for the wiring from the Demarc to the 833IS.
Depending on the carrier, the Demarc may either be brought to the 833IS or it may
terminate some considerable distance from the unit. Y ou will need to work with the
carrier in advance to determine where the ISDN BRI service will be brought, and if
necessary, arrange for the wiring from the Demarc to the 833IS.

A BRI S/T interface requiresline termination. Sometelcos require that this 100-ohm
termination be provided within the customer equipment. Check with your telco to
seeif it isnecessary for the 833 S to provide this termination.

An improperly terminated BRI line may cause line errors on the BRI line. This
would typically be seen asadid in client abnormally losing connection.

The 833IS ships with termination enabled. Termination is enabled or disabled by
using jumpers on the System Card and (if installed) Expansion Card. Thereis one
pair of jumpersfor each interface:

« JP250-BRI 1

=« JP350-BRI 2

=« JP450-BRI 3

= JP550- BRI 4
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Telephony Cabling

To enable termination, use the supplied jumpers (attached to the jumper block) to
jumper the two top jumpers together and the two lower jumpers together.

A Enable 100 termination - Jumper block

To disable termination, remove the jumpers.

A Disable 100 termination - Jumper block

Notethat aBRI U interface has no user adjustable termination.
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What's in the box?

Rack Mount
Kit

Power Cord

ISDN Cables

Documentation

Software

Chapter 3: Setting Up and Installing

About Setting Up and Installing

In this chapter you will read abouit:

= Unpacking the 8331S

« Familiarize Y ourself with the Unit

«  Assembling the Hardware

« Factory Default Mode

= Setting up the 833ISLAN connection

=« Attachingthe LAN Cable

« Verifying that the 833IS can see LAN Traffic
= Configuring the 833IS

The 833I'S shipping carton contains the following:

= 833IS
= Rack Mount Kit
= Power Cord

= |SDN Cables
= Documentation Package
«  Software Package

The Rack Mount Kit allows you to mount the 833IS into a standard 19" equipment
rack.

The appropriate power cord for your location is provided.

Standard UTP cables with an RJ-45 connector used to connect the ISDN interfaces
to the termination point provided by the service provider.

Thefollowing documents are available:

= Perle833ISUser Guide
= Perle Remote User's Guide
= PerleDia-Out User's Guide

The Software contains the following:
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Unpacking the 833IS

= Perle RAS Manager
=« 833ISFirmware

= Perle Remote Client
= PerleDia-Out Client

Unpacking the 833IS
To Unpack the 833IS:
3 1. Open the shipping carton.

Accessory Tray

——

Foam

Endcaps

4—— Shipping Carton

<« Unpacking the 833IS

Remove Accessory Tray containing the Power Cords.

Remove the Documentation and Diskette packets from the side cavity between

the unit and outer carton.
4. Lift the 833IS out of the shipping carton.
Remove the packing material.
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Familiarize Yourself with the Unit

833IS Views The diagrams below show the major hardware components of the 833IS.

===l
=~ == Il ) 9.F.=,

E
-
A Back Panel
Power Switch
EnterKey«I rfg‘ger
— i - e S
T \%4 ? ?“ 833IS
 — | I ] —
LCD Ammow ESC System
A Front Panel

Keys Key LED

The card(s) in your unit may be slightly different, depending on the type of card(s)
you purchased. Slot 2 may not be occupied on your unit.
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Familiarize Yourself with the Unit

833IS Chassis Operator Panel LCD
Description The operator panel has a 2 line by 16 character LCD that displays status for the
833IS.

Operator Panel Keypad
Usethe keypad to navigate the LCD menus and enter data. The keysare:

Menu Description
A ”
v Down
' Left
I Right
Enter Start selected function or confirm entered data.
Esc Escape. Returns to the previous submenu or cancels the
current command.

Operator Panel LEDs

Menu Description
Power Indicates that the 833IS is powered up.
System Active Blinks continuously when the 833IS is operational.

Blinking will start after System initialization is complete.
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Feature Cards

System Card

The 833IS can hold up to two Feature cards. The card in Slot 1 is called the System
card, and the card in Slot 2 is called the Expansion card. The system card must be
present in the 833IS, but the Expansion card is optional. Both cards come with
different interfaces as described below.

The System card is the main processing card for the 833IS. It is aways located in

Slot 1.

The following system cards are currently supported:

Card name Interfaces supported

BRIUS6E 4 ISDN BRI U-interface, 8 56K modems, 10/100 Mbit
Ethernet

BRIU56T 4 |SDN BRI U-interface, 8 56K modems, Token Ring

BRIS56E 4 ISDN BRI S/T-interface, 8 56K modems, 10/100 Mbit
Ethernet

BRIS56T 4 1SDN BRI S/T-interface, 8 56K modems, Token Ring

BRIUE 4 ISDN BRI U-interface, 10/100 Mbit Ethernet

BRIUT 4 1SDN BRI U-interface, Token Ring

BRISE 4 ISDN BRI S/T-interface, 10/100 Mbit Ethernet

BRIST 4 I1SDN BRI S/T-interface, Token Ring

Perle 833IS User Guide
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Feature Cards

Expansion Card

The 833IS is an expandable unit and therefore provides for the insertion of an
optional expansion card in slot 2. The following expansion cards are currently
supported:

Card name Interfaces supported

BRIU56 4 ISDN BRI U-interface, 8 56K modems
BRIS56 4 ISDN BRI S/T-interface, 8 56K modems
BRIU 4 ISDN BRI U-interface

BRIS 4 ISDN BRI S/T-interface

Interfaces

26

LAN Interface

Ethernet

Token Ring

ISDN interface

These cards alow the user to double the number of ISDN ports as well as doubling
the number of modems available in the system. If the unit was purchased with an
expansion card, it will come already installed in the unit.

The LAN interface is available for an Ethernet or Token Ring attachment to the
LAN.

The Ethernet interface supports a 10 Mbps or 100 M bps connection, through the RJF-
45 (supports 10Base-T and 100Base-TX) interface type. Thereisaso aLink LED
associated with the interface which flashes when the interface is connected to the
LAN and datais being received.

The Token Ring interface supports a4 Mhz or 16 Mhz connection. It contains two
physical interfaces. A DB9 connector providesthe STP interface used to connect to
aMediaAccess Unit (MAU) which utilizesthe IBM style universal connectors. An
RJ-45 connector provides the UTP interface used to connect to a MAU using
Unsheilded Twisted Pair wiring. A LAN LED is provided to indicate successful
connection to the Ring and to identify activity on the interface.

There are two types of ISDN interfaces supported. A “U” interface (most common
inNorth America) and an“S/T” interface (most common outside of North America).
The type of interface you purchased should match the type of connection provided
by your Telephone network provider.
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Modem
Interface

Serial Number
Label

Power Switch

Chapter 3: Setting Up and Installing

The card may include 8 central site modemson board. These modemswill support a
rate of up to 56K using the V.90 or 56K flex protocol. These modems can be used to
accept incoming analog calls or to establish outgoing calls.

Please take a moment to identify the type of cards present in your 833IS.

This label contains such information as the name and model of the unit, the serial
number for the unit, power requirement information as well as the various types of
approvalsregistered for theunit. The serial number label can be found on the bottom
of the unit.

This switch is used to turn off all power to the unit. When the power is cycled, the
unit will restart its power up sequence. The 8331S can maintain its program and log
information event when no power is applied to the unit.

Assembling the Hardware

Connect the Power

Cord

Connect one end of the supplied power cord into the 8331 S power connection and the
other end into aproperly grounded electrical outlet.

For safety, this equipment is designed to be electrically grounded. The 833IS must
be connected to a three wire grounded outlet only. The power cord supplied include
a third (grounding) pin. If you are unable to insert the plug into an outlet, contact
an electrician to replace the outlet with a properly grounded outlet.
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Assembling the Hardware

Attaching the Rack
Mount

28

The Rack Mount Kit provided can be used if you wish to install the 833ISin a
standard 19" equipment rack. Use the screws included in the Rack Mount Kit to
attach the Rack Mount brackets to the 833IS.

A Rack Mount

You require 4 Rack Mount screws (2 per side) to mount the 833IS in the Rack. Do
not install the 833IS in the Rack with fewer screws. For rack mounting, the 833IS
requires 1.5 rack mount space (i.e. the 833IS height is 1.5U). It is not necessary to
leave empty spaces above or below the unit in the rack.

Sufficient clearances must be maintained at both sides of the unit to allow proper air
flow to the internal fans.

Mounting of the equipment in the rack shall be such that a hazardous condition does
not occur due to uneven mechanical loading. Heavier equipment should be located
at the bottom of the rack, and the rack should be loaded such that the bottom slots
are used first (fill from the bottom up).

Circuits supplying power to the rack must be sufficient to safely supply power to all
equipment within the rack based on the equipment nameplate rating. Power
distribution to all equipment in the rack must have proper grounding. Particular
attention should be given to supply connections other than direct connectionsto the
branch circuit (e.g. power strips).

Perle 833IS User Guide



Chapter 3: Setting Up and Installing

Factory Default Mode

The operating Firmware and configuration for the 8331 Sis downloaded to the Server
from the Manager, or optionally viaTFTP and Telnet. Beforethis occurs, the 833IS
isin Factory Default mode, or smply Factory mode. In Factory mode, you use the
Front Panel to configure any parameters needed for theinitial download connection.
Factory mode also provides statuses on the Front Panel to help diagnose
communication problems with the initial download connection. Front Panel
operation in thismode is detailed in "Factory Default Mode" on page 235.

Once the 833IS has Firmware and is fully configured, the unit isin Normal mode.
The unit can be restored to Factory mode from the Manager (“ Configure Menu” on
page 53) or Front Panel (“Control” on page 224).

Attaching the LAN Cable
Youwill need aLAN cableto attach the 833l S to the network connection.

Ethernet Y ou will need the appropriate cable to attach the 8331 S to the Ethernet:

« 10Base-T: UTP, Category 3,4 or 5
= 100Base-TX: Category 5 UTPor Typel STP

For acomplete discussion on Ethernet cable requirements, see“ Cable Planning and
Requirements’ on page 14.

To attach the cable:
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Attaching the LAN Cable

3 1. Ensurethat the 833ISis powered off.

100 Base-TX

A Ethernet/LAN Cable Connection

No configuration is needed for the Ethernet physical port. The cableisautomatically
sensed.

2. Attach the cable as shown.
3. Power on the 833IS.

Token Ring If you are attaching the 8331 Sto a Token Ring network, you will need either:

= A UTPcable(Type3wiring), or
= A STP (Shielded Twisted Pair) adapter cable (DB9 to either Type 1 or Type 6
Token Ring wiring).

To attach the cable:
3 1. Ensurethat the 833ISis powered off.
2. Attach the cable as shown:
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No configuration is needed for the Token Ring physical port. The cable is
automatically sensed.

A Token Ring/LAN Cable Connection
3. Power onthe 833IS.

Setting up the 833IS LAN Connection

This step sets the parameters needed for the initial download configuration. During
installation, a LAN connection is used to talk to the 833IS. Once fully configured,
you can manage the 833 S across the LAN or from a Dial-in connection.

The Manager communicates with the 833IS by either IP or IPX protocols. Thereis
no difference in the Manager's capability in either environment. Y ou may choose
whatever protocol is most appropriate for your network or set up the 833IS to
support both IPX and IP.

If you are using the Cisco mode setup procedure, follow the steps for an IP
connection. 1PX isnot supported for the Cisco mode setup.

The 833IS can be connected to the LAN via an Ethernet or Token Ring connection
depending on the specific system card purchased with the unit.

If your unit is equipped with a Token Ring interface, you must set the interface speed
using the front panel. Thevalid options are 4 or 16Mbps. (see page 33)
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Setting up the 833IS LAN Connection

IPX Connection to
the Manager

IP Connection to
the Manager

32

No configuration is required for the Manager to communicate with a 8331S using
IPX. By listening to the traffic on the LAN, the 8331 S learns about all the networks
that it can reach. It automatically discovers the IPX network numbers for the
networks and all supported frame types on the network.

IP networks require devices to be configured with unique addresses. Depending on
network topology, other parameters may have to be set. Most organizations have a
department or individual responsiblefor | P address management. Consult with them
to get the correct values.

If there is a router between the 833IS and the management connection, the 833IS
will need to know the address of this router.

The 833IS requires the following | P parameters be established:

IP Address

This address uniquely identifies the unit to the IP network. The 833IS provides the

following ways of acquiring this | P address.

= You can configure an | P address from the Front Panel.

= If you are managing your network |P addresses on either a BOOTP (Boot
Protocol) or RARP (Reverse Address Resolution Protocol) server, you can set
thelPaddressthere. The 833| Sattemptsto acquirethe | PaddressfromaBOOTP
or RARP server by default. You will need the MAC address of the 8331Sto do
this. This address can be obtained from the Front Panel.

If you do not configure an |P address and do not get the address from an Address
server, the 8331S will be unable to communicate with the manager using the IP
protocol.

This IP address will need to be explicitly defined in the Manager as detailed in
"Using IP" on page 47.

IP Subnet Mask

An P network can be partitioned into subnetworks, or subnets. For IP networkson a
single LAN segment, there are likely no subnets defined. If you have a larger IP
network with | P routers, you likely have subnets defined.

If your IP network has not been partitioned, the IP subnet mask will default to the
correct value. If you have set up subnets in your IP network, set the mask as
instructed by your |P Network Administrator.
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Set up the basic
parameters

Using the
Front Panel
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IP Default Router Address

If the IP network path to the Management Connection passes through an |P router
(gateway), enter the I P address of the router that is on the same LAN segment asthe
833IS and is responsible for forwarding the I P packets to the network to which the
Management PC is connected.

The LAN cable should not be connected to the 833IS at this time. Power up the
833IS by turning on the power switch at therear. The power LED should belit.

The Front Panel will display:

Perle 833IS

After 5 seconds, the display will changeto:

No Manager

Thisindicates that the 8331 Sis not communicating with aManager.

When the 833IS is received from the factory there is no configuration within the
unit. The Front Panel isin "Factory mode", and lets you:

= Set the parameters needed for communication with the Management PC
= Monitor the 8331 S'soperation on the network to verify correct configuration and
provides information to diagnose network problems.

Y ou navigate through the Front Panel screens as follows:

Left 4 , Right } Keys

Selectsamenu.

Up A , Down v Keys

View entries within amenu.

Enter 4—' Key

If an item can be edited, enables the item to be edited.

ESC
Return to the previous screen.
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Setting up the 833IS LAN Connection

When editing afield, the keys behave as follows:

Left 4 , Right > Keys

Selects amenu. Position the cursor to the correct editing position.

Up A .Down W Keys

View selections within a menu or change values at the cursor position.
Enter 4—' Key
Accept changes and exit edit mode.

Esc Key
Discard changes and exit edit mode.
To configure the basic parameters:

Press >

Manager Setup

Press W

IP Address

If you wish to configure an | P address, enter the value here.
Do not enter an addressif you are:

= Using an IPX connection with the Manager.

= Using an address server to acquire the | P address.

To enter an | P address, press Enter to go to Edit mode.

IP Address
233.233.233.011

Use 4 > to select the digit to change. Use A v to change the digit.
When complete, press Enter to accept the new address and exit Edit mode. If you
wish to discard your changes, press Esc.
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Press W

IP Subnet Mask
255.255.255.000

Enter the | P subnet mask if required. The IP subnet mask will display noneif none
has been configured. When noneis displayed, the 833IS will use the default subnet
for the network class (i.e. for a Class C IP address, the IP subnet mask of
255.255.255.0 will be used).

Press W

IP DefaultRouter
000.000.000.000

Enter the I P address of the default router if required.

Press v

LAN Speed
Auto Detect

Set thevalueto match your LAN speed, set to 4 or 16 Mbpsfor Token Ring or set to
Auto, 10 or 100 Mbpsfor Ethernet.

Press W

Port
RJ45

If you have an Ethernet interface on the card installed in slot 1, this panel may be
displayed.

Some versions of the 8331S contain aBNC Ethernet interface in addition to the R345
interface. For these units, you can use this panel to override the auto port detect
feature of the 8331S. Once set, the 833IS will no longer try to auto detect this port,
even after arestart of the unit. The only way to re-enable the auto detect feature is
viathis menu item.

Set the value to the desired port (RJ45, BNC, or Auto Detect).
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Press W

Save Config

If you wish to save your configuration to NVRAM then press Enter.

Save Config
Confirm

Press Enter again to confirm the saving of this configuration.

@ This configuration takes affect immediately and does not require an IPL of the
833Is.

Note: if the 833ISis powered off before the 833IS Firmware is downloaded this
manager setup configuration will have to be repeated.

If you are using an |P address server, determine the MAC address of the 833IS by
doing the following:

Press the A key until you see this front panel:

Manager Setup

Press >

Status

Press v

MAC Address
020000044444

Provide this address to your |P Network Administrator.

Configuration for the Manager is now complete.
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Verifying Connection

OntheLAN card, thereisaLink LED which flashes to indicate network activity. If
this LED does not flash, check the physical cabling between the 833IS LAN adapter
and the Hub or MAU (Multistation Access Unit).

The Front Panel provides status information that allows you determine whether the
833IS basic configuration is correct. The menu structure for the Front Panel in
Factory mode is shown in the diagram below.

Manager Manager
Status Setup

Status |

| IP Address

v

Status Status Status
LAN IP IPX

| IP Subnet Mask

MAC Address

IP Frames Rx IPX Frames Rx

Y

v v v

| IP Router Addr Port IP Frames Tx IPX Frames Tx
v v v v

|LAN Speed Speed # RIP Entries # RIP Entries
{ v v v

| Port LAN l;r:mes Address Found | # SAP Entries

By

! { v

I Save Config ‘ | LAN irxames ‘ | IP Address |

Front Panel Factory Mode A

 Can be configured only when the unit includes Ethernet interface.

Status Fields are listed in the following section. A complete description of Front
Panel Factory Modeisfound in “Factory Default Mode” on page 235, and “ Factory

Default Mode” on page 237.
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Displays one of the following messages:

No Manager
Displayed if thereis no Manager connected to the 833IS.

Manager IP/IPX

Displayed if the Manager is connected to the 8331S and which protocol is used for
communication

Ping #

IP address

If the 833IS receives an |P ping command in Factory Default mode, this message
will display the address of the device that sent the ping command. The count (#) will
increment for each ping received. If you experience difficulty in communicating
with the 8331 S from the Manager or Telnet/FTP, you can send aping command from
adevice and verify that the 833ISisreceivingit.

MAC Address
Displaysthe burned in MAC address of the 833ISLAN adapter.

Port
Only displayed for an Ethernet interface. Displays the physical port being used to
communicate to the hub. Valid options are: RJ45, BNC.

The BNC optionisvalid only for versions of the 833ISthat contain a BNC port.

Speed
Display the operating speed of the interface. For Token Ring the valid options are
4Mbpsor 16Mbps. For Ethernet, the valid options are 10Mpbs or 100M pbs.

LAN Frames RX

Displays the number of frames received by the 8331S LAN adapter. This should
increment as the unit receives broadcast messages from the network.

LAN Frames TX

Displays the number of frames transmitted by the 833IS LAN adapter. This should
increment as the unit responds to the broadcast messages from the network.
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Overruns

Displays the number of frames that were discarded by the 833IS LAN adapter
because of a receive overrun state. This condition indicates that the 833IS has
received such a large burst of traffic that it is temporarily out of free internal
resources. This number should be zero, or very small in proportion to the LAN #
frames RX. If this number is large there is a problem on the existing network that is
causing excessive broadcasts to be sent.

IP Frames RX

Displays the number of IP frames received by the 833IS. This should increment on
an |P network as the unit receives | P broadcasts from the network. If thisremains at
0, there is likely a problem with the configured settings or you are not running IP
broadcasts (for example, RIPs) on your network.

IP Frames TX

Displaysthe number of IPframestransmitted by the 8331 S. This should increment as
the unit generates and responds to network | P broadcast messages.

# RIP (Routing Information Protocol) Entries

This number will be non-zero if the 8331S has received RIP broadcasts from other
subnetworks.

Address Found by

Displays what mechanism was used to acquire the 833IS |P address. The value will
be BOOTP, RARP, Configured, or None. If None is displayed, it indicates that the
833IS could not acquire an IP address or the IP protocol is not used. If you were
using an Address server and Default is displayed, check the setup of the Address
Server.

IP Address
Displaysthe I P address used by the 833IS.

IP Subnet Mask
Displaysthe configured | P subnet mask.

Perle 833IS User Guide 39



Verifying Connection

IPX Status

40

IPX Frames RX

Displaysthe number of IPX framesreceived by the 833IS. This should increment on
an IPX network asthe unit receives | PX broadcasts from the network. If thisremains
at 0, there is likely a problem with the configured settings, or you are not running
IPX on your network. The Manager will not connect using IPX unless the 833IS
receives | PX broadcast messages.

IPX Frames TX

Displaysthe number of IPX frames transmitted by the 833IS. This should increment
asthe unit generates and responds to network |PX broadcast messages.

#RIP Entries
Displays the number of entries within the 833IS's IPX RIP table. There will be one
RIP entry for each IPX router detected.

Note that a Novell file server defines an "internal" network within the server itself,
so there will be aRIP entry for each Novell file server. If the number of RIP entries
is0, no routes or file servers can be seen by the 833IS.

# SAP (Service Advertising Protocol) Entries

Displays the number of entries within the 833ISs IPX SAP table. There will be one
SAP entry for each service advertised. If the number of SAP entriesis 0, no servers
can be seen by the 833IS.
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Configuring the 833IS

Using the Manager

Using Cisco Mode

Refer to Section 2: "Configuring the 8331S" for detailed instructions on the
configuration process.

During this configuration process, you will:

= Connect the Manager with the 833IS. See “Chapter 4: Using the Perle 833IS
Manager” .

= Download the 833IS System software.

«  Setuptheparametersfor theinterfacesonthecardsinstalled inyour system. See
“Chapter 6: Configuring theinterfaces” .

= Configure the network parameters for the protocols that your remote users will
use. See “Chapter 7: Configuring the Protocols” .

= Set up thetype of security that you wish to use to control remote access to your
network. See “ Security” on page 169.

» Ifyouselect"User Database" asyour method of security, add userstothe833IS's
user database and set their access rights and capabilities. See “Chapter 8:
Configuring the User Database” on page 135.

= Download the configuration to the 8331 S. See“ Downloading” on page 69. This
download will cause the Front Panel operation to change from Factory mode to
Normal mode.

In order to minimize the amount of configuration, defaultsare provided that work for
most installations. The 833IS Manager also provides a great deal of flexibility to
meet the needs of special network requirements. However, most sites will not
require these advanced capabilities.

Y ou can take advantage of the Group featuresto allocate different lines and services
to different groups of people. (See “Group Settings’ on page 182). However, to
simplify installation, it is recommended that Groups be set up after basic installation
is complete and operation verified.

For information on Cisco mode installation and operation, please refer to " Appendix
5: Cisco Configuration Mode". This mode is intended only for advanced users
previously trained on the operation of Cisco equipment.

Even if you are planning to use the Cisco mode for day to day operations, you may
wish to use the Manager for initia configuration. The GUI Manager makes it very
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easy to create a successful initial configuration. This configuration can then be
modified using the Cisco style commands via Telnet.

You will need the appropriate cable to attach the 833IS to the telephone network.
The ISDN BRI interface uses an RJ-45 connector. The required telephone network
cables are shipped with your 833IS unit.

1. Ensurethat the 833ISis powered down.

2. Attach the cable between the ISDN BRI interface port and the line termination
point. For aU interface, thiswill bethe LT (Line Termination) point. For an &
T interface, thiswill bea NT (Network Termination) point.

At this point, installation is complete. Proceed to Chapter 4 for instructions on
loading Firmware and " Section 2: Configuration” for instructions on configuring the
833IS, You can now verify that remote users can dia into the 833IS and access the
services. Also, you can install Perle Dial-Out software on LAN PCs, and verify that
the Dial-Out isfunctioning correctly.

If you are using Perle Remote Access Client software, please see the Perle Remote
User’s Guide for detail s on software installation and operation.

If you are using Perle Dial-Out software, please see the Perle Dial-Out User’s Guide
for details on software installation and operation.

Perle 833IS User Guide



Chapter 4: Using the Perle 833IS Manager

About Using the Manager

This chapter describes how to install and use the 8331S Manager program.
Y ou will read about:

= Overview

= System Requirements for the Manager

« Installing the Manager software

= Connecting to the Server

=« Manager Main screen

« Loading Firmware

Overview

The 833IS Manager is a 32 bit Microsoft Windows application that configures,
monitors and manages 833IS Servers. The Manager performs the following
functions:

= Downloads Firmwareto an 833IS.

= Creates Configuration Files to be downloaded to an 833IS.

=« Will upload a configuration file from an 833IS. This uploaded file can be
modified, saved on the Manager PC, or downloaded to another 833IS.

» Displays Statistics for an 833IS.

» Displaysthe Event Log of an 833IS.

These functions can be performed for all 833IS Servers that have valid network

connections to the Manager. The network connection between the Server and

Manager is done via IP or IPX protocols and is often referred to as an "in-band"

connection. Note that the Manager can connect either from the 833IS LAN

connection, or dialed in from the WAN.

The Manager isnot supported under Windows NT Server. Itisfully supported under
Windows NT Workstation.
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nts

The minimum PC requirements for the 8331S Manager software are:
= Harddrivewith at least 4 MB free storage space.

= Windows 95 or 98, or

= Windows NT 4.0 workstation, or

= Windows 2000

= Windows compatible mouse.

The Manager software requires IP or IPX network facilities to be available on the
Manager PC.

= Foran|P connection, aworking | P connection to the LAN isrequired. IPisbuilt
into Windows.

= For an IPX connection, aworking IPX connection to the LAN isrequired. The
8331S Manager works with Microsoft Windows IPX stacks.

For adial up connection, you require:

= Did UpClient.

= Dia Up (Modem or ISDN) interface.

= If external interface, serial port and modem cable.

= Connection to phone network.

Dial-Up Networking functionality must be provided on the Manager PC if you are
connecting viathe WAN. The following Dial-Up Clients have been approved for use
with Manager:

= Microsoft Windows 95/Windows 98 Dial-Up Networking Client.

= Microsoft Windows NT Version 4.0 Dial-Up Client.

= Microsoft Windows 2000 Dial-Up Client.

A dial upinterfaceisaso required. This can be an analog modem or an ISDN Basic

Rate Interface. These are available as both interna (a card in the PC) or external
interfaces.

If you are using an external interface, you require an unused serial (COM) port onthe
Manager PC. A buffered serial port (for example, one that uses a 16550 UART) is
strongly recommended. An unbuffered serial port supports alower maximum baud
rate than a buffered port. Serial ports on older devices are usually not buffered. You
will also require aserial cable to connect the interface to the serial port.
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Installing the Manager Software

=

Setting up for
Connection

IPX Connection

IP Connection

Toinstall the 833IS Manager software, follow these steps:

Start Microsoft Windows.
Click the Start button.

Click Run.

1
2
3
4. TypeD:\RAS Manager\Setup where D: isthe diskette drive | etter.
5. PressEnter.

6

To complete installation, follow the prompts that appear on the screen.

You can connect to the Manager vialP or IPX protocols. If you are connecting the
Manager for the first time, you must connect viathe LAN. Thisis because the Dial
in portsare not yet configured.

No configuration is required for the Manager to communicate with a 8331S using
IPX. By listening to the traffic on the LAN, the 833IS learns about all the networks
that it can reach. It automatically discovers the IPX network numbers and all
supported frame types on the network.

IP networks require devices to be configured with unique addresses. Depending on
network topology, other parameters may haveto be set. For aninitial connection, you
must set these parametersfrom the Front Panel. See“ Set up the basic parameters’ on
page 33.

If the 833IS is on the same physical LAN segment as the Manager, you need only
configure the | P address.

Most organizations have a department or individual responsible for IP address
management. Y ou should consult with them to get the correct values. The 833IS
requires the following | P parameters to be established:

IP Address
This is the address that uniquely identifies the unit to the IP network. The 833IS
supports anumber of ways of acquiring this |P address:

= If you are managing your network |P addresses on either a BOOTP or RARP
server, you can set the | P address there. Y ou will need the MAC address of the
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833ISto do this. The MAC address can be obtained from the Front Panel.
= You can configure an | P address from the Front Panel.

IP Subnet Mask

An P network can be partitioned into subnetworks, or subnets. For |P networkson a
single LAN segment, there arelikely no subnetsdefined. A larger P network with |P
routerswill likely have subnets defined.

If your IP network has not been partitioned, the IP subnet mask will default to the
correct value. If you have set up subnetsin your IP network, set the mask as defined
by the IP Network Administrator.

IP Default Router Address

If the IP network path to the Manager passes through an IP router, enter the IP
address of the router that is on the same LAN segment asthe 8331S.

Perle 833IS User Guide



Chapter 4: Using the Perle 8331S Manager

Connecting to the Server

Using IPX To connect to the 833ISvialPX, start the Manager. The Manager will automatically
search for all 8331S Servers on the network.
Using IP The IP address of the 8331 S needs to be defined to the Manager. To do this, perform

thefollowing steps:

1. Start the Manager. The following screen will be displayed:

Select a Perle 833 Server Ed
 Server Connection

Mame Model | Tupe Address |

83315 ISP 83315 1P E5E11954:004002881100

Linu ISDN 83315 P 0267 2456:0040028C8041

MASTERIS 8335 | P, 00000053: 0040028811 3F
FMESTEHID P 162 N

PERLE 83315 83315 IP 1721611350

katrinal 83315 IP 101.104.101.57

Add [P Server | Connect I Cancel Help

2. Fromthe Server Ligt, click on Add | P Server.

IP Addresses for

Server Name: IP &ddress:

| c e e ]
katrinal 100.704.101.57 =
MASTERIS 172161131 ik
PERLE 23315 1721611250

Ok

Cancel

Help

3. The Add IP Server screen will display. Enter the name of the Server in the
Server Namefield.
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=

4. Enter the |P address of the Server inthe | P Addressfield.

5. ClickonAdd.

The 833ISisnow defined to the Manager. When the Manager connectsvialP, it will
check for the defined Servers.

If you are using Domain Name Servers (DNS) on the Manager PC, you can enter the
name of the 833IS. The Manager will resolve this name to an IP Address.

The 8331S will appear in the Server list if the 833IS is correctly connected. See
“Completing the Connection” on page 49 for details.

If the 8331 S does not appear in the Server List:

The link LED on the Ethernet or Token Ring card will flash if the physical
connection is OK. If this does not flash, check the 833IS LAN cable and the
connection to the Ethernet hub or Token Ring MAU.

Verify your client protocol configuration. If your PC can see other file and print
servers on the network, the protocol configurationislikely OK.

If you are connecting via IP and must pass through one or more routers to
communicate with the server, verify that a Gateway address has been configured
on the PC's LAN adapter. This Gateway address should be the address of the
router that is on the same LAN segment as the Management PC.

To establish aDial-In Connection:

1.
2.

Install the Manager on your PC.
Using your Dial-up Client, set up adial-up Network connection:

« Enableeither IPor IPX.

» If youareusingan | P connection, your client requires an | P address. Most
clients provide the option to configure the | P addressin the Client, or usean
IP address supplied by the Server. If you have disabled "Allow client
specified |P addresses" in the 833IS configuration, set the | P address
supplied by the Server. See“ Allow Client Specified |P Addresses’ on page
96.

»  Usethehighest baud rate supported by your modem and serial port.

Set up your modem or ISDN interface.

Start up the Dial-up session. Enter the User ID and Password for the Server.
The dial-up connect sequence should start.
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5. Oncethe Dia-up session is connected, start the 8331S Manager.

When the 833IS Manager connectsto the network, it automatically locatesall 833IS
IPX Serversand all defined 8331 S|P servers on the network and displaystheminthe

Server List window.
To complete the connection to aserver:

Select a Perle B33 Server

~ Server

Connection

Address ‘

Name Model Type
83315 ISP 83315 1P B5E11954:0040025E1100
Linu [SDN 83315 1P 0267 2456:0040028C80417
MASTERIS 83315 | 00000053: 0040028611 3F
PERLE 83315 315 IP 1721611350
katrinal 83315 P 101.104.101.57

Add [P Server | Connect I Cancel | Help |

1. Highlight the Server that you wish to connect to and click Connect. The L og
On dialog box will appear. If you are connected by IP and the Server does not
appear in the list, you may need to define it to the Manager. See "Using IP" on

page 47.

2. Enter the User ID, Password and Server Password if configured for the

selected Server and click OK.

Log on MASTERIS

User 10

Usger Password

Server Password

[l K
I Cancel

I—

The default User ID for an unconfigured 833ISis “ superusr”, with no password.
The User ID is case sensitive.

This User ID and password is valid for an unconfigured 833IS only. You will be
required to set up a User ID with Administration privileges or configure a server
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password when you configure the Server. This will not be required if you select
“RADIUS’ asyour security method.
3. |If the User ID and Password are valid, then the Manager main screen is

displayed.

4. If thisisthefirst timethat this833ISis connecting to the Manager you will have
to download Firmware to the 833IS. If the 833IS has Firmware, the Manager
checksthe Firmwarelevel. If the Firmwareisat an older revision level, you will
be prompted to update the Firmware. See “Loading Firmware” on page 58.

Only one Manager can be connected to a Server at atime.
The Manager is not supported under WindowsNT Server. It isfully supported under
Windows NT Workstation.
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Using the Manager Main Screen
The Perle 8331S main screen contains menus and the following tools and windows:

i
I
| |
| |
R

Menu Bar

Contains menus that are used to control the Manager and configure Perle 833IS
servers. The Menu bar contains the following menus—File; View; Configure;
Statistics; Event Log; Window; and Help.

Tool Bar
A quick way to use the main functions of Perle 833IS. Each function is represented
by abutton.

Status Bar
Gives information about menus and menu items when they are selected, and about
the status of some keys on the keyboard.
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Menu Bar The menu bar contains all of the menus available when running the Manager. Each
menu contains a list of options that drop down from the Menu title. Some of the
menu items are only active when a configuration fileis open.

File Menu  Thefollowing options appear under the File menu:

Mew...
Dpen... Al+0
Cloze
Server List..
Save Al+S
Save Az
Print. Alt+P
Print Preview
Fiint Setup...
Recent File
Exit

New

Create anew configuration.

Open
Open an existing configuration.

Close
Close the selected configuration file.

Server List
Show all Perle 8331S servers found.

Save
Save the currently selected configuration file.

Save As
Save the currently selected configuration fileasanew file.

Print
Print the currently selected configuration file.

Print Preview
Display the currently selected configuration file asit would be printed.
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Print Setup
Select adifferent printer or change the printer setup.

Recent File List

The most recent files that were opened are listed here. Select afile from the list to
open that file.

Exit
Quit Perle 8331S Manager. If unsaved changes have been madeto any files, you will
be prompted to save or cancel the changes.

Thefollowing options appear under the View menu:
w Toobar |
v Status Bar

Tool Bar
Togglesthetool bar off and on.

Status Bar
Togglesthe status bar off and on.

The Configure menu is enabled when the Manager is connected to an 833IS server.
The following options appear under the Configur e menu:

Get Configuration
[rownload Configuration. ..
Beset the server...

Set Date and Time..

Set Lock Front Panel ..

D ownload Eirrmesare..
Set to Factamy Mode...

Get Configuration

Upload the configuration from the connected server and display it in the
Configuration File window.

Download Configuration
Download aconfiguration file to the Perle 833IS.
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Statistics

Event Log

Reset the Perle 833IS
Reset the Perle 833IS. Any sessions handled by the Server will be terminated.

Set Date and Time
Set the system date and time on the Perle 833IS.

Set Lock Front Panel

Enables/Disables the Front Panel Access Lock. If enabled, the password must be
entered at the Front Panel to gain access.

Download Firmware
Download anew version of operating code (Firmware) to the Perle 8331 S.

Set to Factory Mode
Delete the current configuration and sets the server to Factory Default Mode.

This option is available on the Statistics menu:

Get Statistics ‘

Get Statistics

Display the System Statistics window. The System Statistics window gives
information about the Perle 8331 S to which the Manager is connected.

The following options appear under the Event L og menu:
Get Event Log
Change Lag Filter...

Clear Event Log..
FPPF Debug »

Get Event Log

Thiswill get the event log file from the connected Perle 8331S and display the data
inascrollable window. The columnsin the table are date, time, event and user name
if applicable.

Change Log Filter

Thiswill letsthe user select any of the event typesrecorded by the 8331S. Only those
events will be recorded.

Clear Event Log
Thiswill clear al the datafrom the connected server’slogfile.
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PPP Debug

This popup menu displays the following PPP Debug options. Enabling any of the
following options, displays PPP level information in the Event Log for each dial-in
connection.

Authentication
Negatiation
MP

CBCP
Packet
Enar

LK

Authentication
Displays al PPP authentication packetsin the Event Log

Negotiation

Displays PPP packets that are transmitted and received during PPP startup(i.e. LCP
and NCP options) in the Event Log.

MP

Displays Multilink PPP protocol messagesin the Event Log.

CBCP
Displays Callback (CBCP) protocol message in the Event Log.

Packet
Displaysin the Event Log all PPP packets being transmitted and received

Error

Displays protocol errors and error statistics associated with PPP connection
negotiation and operation in the Event Log.

Thefollowing operations appear under the Windows menu:

Cazcade
Tile
Arrange lcons

Open 'Window List
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Cascade
Resize and overlap al open windows so that their title bars are visible.

Tile
Resize and arrange all windows across the work space with no overlap.

Arrange Icons

Appliesonly when at least one configuration window has been minimized, making it
into an icon. Choose this option to arrange all icons nestly, starting in the lower left
corner.

Open Window List
Liststhewindows that are currently open. Select awindow to makeit active.

The following options appear under the Help menu:

Index
Using Help

About Perle BAS Manager

Index
Displaysthe Perle 833IS Manager Help index.

Using Help
Displays general information about using Windows Help.

About Perle RAS Manager

Display the version number of the Perle RAS Manager program and a copyright
notice.

The tool bar provides point and click shortcuts to many of the most frequently used
menu commands.

O New File

Mew

Create anew configuration file with default values.

E

=
Open

Open an existing configuration file.

Open File
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H | saveFie

Save

Save the currently selected configuration file.

& Print

Print
Print the current configuration information.

Server List

Servers

Display the list of Perle 833IS remote access servers. Select a server to make a
connection.

& . .
Uplosd Get Configuration

Get the current configuration from the connected Perle 8331 S.

Ml | Get Statistics

Stahishics

Get the Statistics data from the Perle 833IS and display it in the System Statistics
window.

Get Event Log

Events

Get the event log from the Perle 833IS.

Help

Help
Display the Perle 833IS Manager Help I ndex.

Off-Line The Manager can create or edit a configuration without being attached to a Server. If
Configuration you wish to do this, click the Cancel button on the Server List Window and select
either New or Open from the Tool Bar.
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Loading Firmware

Firmware is the basic operating code of a833IS. A new 8331S must have Firmware
downloaded before it is fully functional. This Firmware is shipped with the

Installation disks.
Download via If you wish to install a new version of Firmware in your 833IS, you can download
Manager the Firmware from the Manager. You will be prompted to update your Firmware

when you connect to a Server under these conditions:
= If the Manager detectsthat thereis no Firmware.
= Iftheexisting Firmwareisat an older revision level.

Note that you can choose not to update the Firmware if the current Firmware meets
your reguirements.

The Firmware upgrade must first be installed on the PC on which you are running
the Manager. Follow the instructions included with the Firmware upgrade to install
the Firmware on the PC.

The new Firmware will not take effect until the 833ISisrestarted.

To download Firmware:

0

1. Using the 833IS Manager, connect to the 8331 S that you wish to download.
2. If theManager detectsthat the Firmware download should be done, adial og box

will appear:
Wersion: 07.10
Created: Thu Jul 05 00:06:57 2001
Copyright (] 1994-2000 Perle Systems Limited and it Suppliers.
QK Cancel |

Click OK to continue, Cancel to cancel the download.

You can also start a download by selecting Download Firmware from the
ConfigureMenu.
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3. A window box will appear displaying the Firmware version that you are about
todownload. Confirm thedownload by clicking“OK". Thedownload will begin
and the TFTP Server window is displayed indicating the progress of the
download.

Transmitted 260096 bytes,

4. After the download had completed, the Manager will display “Download
complete”. Thefollowing dialog box will appear:

Firmware upgrade %]
& Perle 83315 Fimware upgrade complete
oK

5. For the Firmware to teke effect, the 833IS must be restarted. When the Server
hascompleteditsrestart, it will appear inthe Server List Window. If you choose
to restart the 8331S, any existing sessionswill be abruptly terminated.

Note: After the firmware download is completed, you can download the
configuration before restarting the 833IS.

The download should nat be interrupted. If the download does not complete, do not reset the
A 8331 S Redart theManager and download the Firmwar e again.

If the 833IS is reset before the download completes, the target 833IS will revert to
Factory Default Mode.

Although you can download the Firmware from a Dial-In connected Manager, it is
strongly recommended that this be done from aLAN connected Manager.

Download viaTFTP  Firmware can be downloaded to the 833IS via TFTP. For details, please refer to
“Appendix 5: Cisco Configuration Mode”.
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About Configuring the Perle 833IS

This chapter describes how to configure the 833IS. Y ou will read abouit:
=« How the 833IS Works.

= Configuration Overview.

=« Using Configuration Files.

= Setting the Date and Time.

How the 8331S Works
The 833I'S supports two main modes of operation - Dial-In and Dial-Out.

Dial-In Access The 833IS lets a user Dia-In with a PC from a remote location to gain access to a
LAN. To the remote user, the PC behaves as if it is directly connected to the LAN.
Thistype of connection is known as remote node.

LAN Servers, @
Windows NT, Novell,
Appleshare, UNIX,

08/2, IBM etc.

Ethernet or
Token Ring LAN

+ Notebook with '
1 V.34 PCMCIA
© Modem

A Dial-In Access

MOBILE USER TELEWORKER HOME USER
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Incoming Call
Handling

Client
Handling

Remote users can accessfile servers, Email, Mainframes, application servers, or any
other server that ison the LAN.

When acall comesin on achannel of one of the BRI lines, the system identifies the
type of cal asbeing either adigital or analog call. At this point, acheck is made to
seeif the resources required to handle the call are available. For example, amodem
isrequired if itisan analog call.

The System assigns the needed resources to the call. Resources are allocated on a
round robin basisto ensurethat all resources are used equally. The resource does not
have to reside on the same physical card as the one on which the call camein. Once
the required resources have been identified, the call is accepted and is forwarded to
the appropriate resource. The calls are moved about in the system via a special bus
used for this purpose.

As an example, acal originating from a modem can come in on channel B2 of the
ISDN BRI line connected to the first port of the card in slot 1. Thistype of call will
require amodem. The system may locate an available modem on the card in slot 2.
The call would then be switched to this modem. All physical datawould be sent and
received over the BRI line connected to port 1 of thefirst card but internally, the data
would be handled by the modem on the second card. This flexibility alows the
833ISto dlocateits available resourcesin an effective and efficient manner.

The Perle Server can support three types of clients. All can be supported
simultaneously by the Server.

Router Client

This client operates with the Server as a router. Perle Remote and Microsoft
Windows clients are examples of this type. They connect using their own remote
access capabilities. When communicating to the Perle Server, the client PC can be
set up to use either IPX, NetBEUI or IP protocol.

For messages originating from the client PC, the routing client will encapsulate the
IP, NetBEUI or IPX protocol in a PPP frame. The Server will remove the PPP
header, process the IP, NetBEUI or IPX header, and based on the addressing
information supplied at the protocol level, attach the appropriate MAC header. The
frameisthen forwarded to the LAN.

For messages coming from the LAN and intended for a client PC, the Perle Server
will removethe MAC header, processthe | P, NetBEUI or IPX headers and based on
the addressing information at the protocol level, forward the frame to the appropriate
client PC by encapsulating the message within a PPP frame.
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Bridge Client

Thisclient operates with the Server asabridge. The Perle Remote Client can operate
asabridging client aswell asarouting client.

The Client establishesaWAN connection to the Server. Once a connection has been
established with the PC Client, the Perle Server encapsulates LAN frames destined
for the PC in PPP. It then transmits them to the PC client software over the WAN
connection. The PC client strips off the PPP and delivers the frames to the NDIS or
ODI (Multilink Interface Driver - MLID) Client software which then deliver the
frames to a higher level protocol. In turn, higher level protocols on the PC deliver
frames to the Perle supplied NDIS or ODI (MLID) client software which
encapsulates them in PPP and transmits them to the Perle Server over the WAN
connection. The Server strips off the PPP and transmits the frame over the LAN
connection.

Apple Remote Access Client

The network protocol, AppleTalk, and the WAN protocol, Apple Remote Access
(ARA) are specific to the Apple network environment.

For messages originating from the Macintosh client, the routing client will
encapsulate the AppleTalk protocol in an ARA frame. The Server will remove the
ARA header, process the AppleTalk header, and based on the addressing
information supplied at the protocol level will attach the appropriate MAC header.
Theframeisthen forwarded to the LAN.

For messages coming from the LAN and intended for a Macintosh client, the Perle
Server will remove the MAC header, process the AppleTalk headers and based on
the addressing information at the protocol level, forward the frame to the appropriate
Macintosh client by encapsulating the message within an ARA frame.
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Dial-Out Access

66

With Perle Dial-Out Client software, LAN attached PCs can use the PerleDSP
Modem and lines of the 833IS as Dial-Out modems. To the PC application, the
PerleDSP Modem and line attached to the 8331 S ook |ike amodem connected to the
PC COM port. Most PC applications that require a modem are supported. With
appropriate software, users can connect to a BBS, Internet provider, or any other
service accessible by the telephone network. When used with WinFax Pro, users can
send faxes from their PC.

—
LAN attached =
workstation

e

Perle 833IS

CENTRAL SITE Internet/Intranet
fax, BBS, On-Line
Services

The Dia-Out client communicates with the 8331S using either IP or IPX protocol.
When the Dial-Out client starts, he locates all 833IS servers on the network which
are available for Dial-Out. For each Server, alist of lines that can be used for Dial-
Out are displayed.

The 833IS works with the Dial-Out client to emulate an external modem connected
toaCOM port at the PC. Thisis supported using the following interfaces:

DOS
= INT14
= Novell NASI/NACI
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Windows 3.x/95/98/NT, Windows 2000
= Windows Communication Interface (COM port redirection)

Dial-Out will use the internal PerleDSP Modems of the 8331S and a channel of the
ISDN BRI line. Although there are significant differences between making acall on
an ISDN line and a standard phone line, the 8331S will make all the necessary
conversions. The application on the Dia-Out PC issues standard "AT" commands.
See“Appendix 2: AT Command Set” on page 241.

Configuration Overview

The 833ISisavery flexible Server and the Manager allows you to fully exploit this
potential. To simplify the configuration process, the Manager has been designed
with intelligent defaults that will meet the needs of the majority of installations.
These defaults are provided for most parameters that must be configured. Any
configurations that you need or want to make must be made within a Configuration
File.

For all installations, you must configure:
=« TheCardsinstalled in your 833IS.
= Server name.

= Server password.

= Server MAC address.

« Dateandtime.

= |SDN line parameters.

For all installations, you can optionally configure:
= SNMP parameters.

= Groups.

=« LAN-to-LAN connections.

For Dial-In, you must configure:

=  Parametersfor the protocolsthat you will use.
»  Userrecords.

= Security parameters.
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For Dial-Out, you must configure:
= Diaout parameters.
= Server IPor IPX parameters.

Using Configuration Files

Creating

=

Opening

=

Uploading

68

=

@

The Configuration file contains all the system and user configurations for the 8331S.
Once afile has been created, it can be used to set the configuration for one Server or
as abase for any number of Servers.

To create anew configuration file:

1. From the Manager File menu, select New.
2. TheConfiguration File window will appear.

If you are NOT currently connected to a server, the New Configuration window will
appear and prompt you to choose which server type you wish to configure.

To open an existing configuration file:

1. From the Manager File menu, select Open.

2. Select the Configuration file from thefilelist and click "OK".
3. TheConfiguration File window will display the selected file.

To upload aconfiguration:

1. From the Manager File menu, select Server List.
2. TheServer List window appears. Select an 833IS from the list.

3. The Log On dialog box appears. Enter a User ID, Password and Server
Password if configured, and click OK. If aServer Password isnot configured
then the User must have administrative privileges to proceed.

The default administrative name for an unconfigured 833ISis: User ID: superusr,
no password and no server password.

4. From the Manager Configure menu, select Get Configuration. Or, click the
Get Configuration from the Server quick button.
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5. Theconfigurationwill be uploaded from theserver. A TFTP dia og window will
be displayed indicating the upload process of the configuration file.

6. The Configuration File window will display the uploaded configuration file.

The configuration file should be stored on the Manager PC for backup.

To save the configuration file:

1. Fromthe Manager File menu, select Save.
« If the configuration file already exists, the changes will be saved to the
existing file.
« If thefileisnew, enter afile namefor the new configuration, and click OK.
» If youwishto createacopy of aconfiguration, fromthe Manager File menu,
select Save As.

The configuration file needs to be downloaded to the 833IS for the parameters to
take effect.

For system changes to take effect, the 833IS must bereset. If asystem reset isdone,
all sessionswill be terminated.

The only changes which do not require a system reset to take effect are changes to
the user database. These can be downloaded at any time and will take immediately.
However, changes made to a user who is currently connected to the server will only
take effect the next time the user attempts to connect. For example, if a user is
disabled in the configuration and is currently dialed in, the user will not be
disconnected.

To download a configuration:

1. Connect the Manager to the target 833IS.
2. Open the configuration file that you wish to download

3. From the Configure menu, select Download Configuration.
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Configuration Main
Window
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4. TheDownload Configur ation dialog box appears. Click theradio button beside
one of the following options:

MASTERIS - Select Download Dptions

Download:

£ User List

Download I Cancel Help

= Entire Configuration: The entire configuration (system and user) will be
downloaded.

= User List: Theuser list will be downloaded.

5. Click the Download button. The TFTP server dialog window will be displayed
as the configuration is downloaded:

6. When the download is complete, the Reset dialog box will appear if the entire
configuration was downl oaded.

7. Atthispoint you will be prompted to Cancel or Reset.

On power up, the 833 S automatically detects which Feature cards areinstalled. If a
valid configuration has been defined for a Feature card, that card will be started.

The 833IS reports to the Manager which cards are installed, allowing you to
determine which cards require configuration. If you are not connected to the 8331S
that you are configuring (configuring off-line), you can add Feature cards to the
configuration.

A card does not haveto beinstalled to be configured. If you plan on adding a Feature
card in the future, you can pre-configure it. This pre-configuration will have no
adverse effect. When you receive the card, install it and power up the unit. The pre-
configuration will be used and the card will be operational.

Perle 833IS User Guide



Card

Chapter 5: Configuring the Perle 8331S

The Configuration Main Window is the main window for the configuration facility
of the Manager.

oI Configl - Perle 83315 8 [=] 3
Server Mam Asset D
|V Ferle 83315 | |V |

- Card

| T heie e

Type | Slot ‘ Inztalled |
] Empty 1
1 Empty 2

- Interface
Slot Type

EGIT |

Server | | Pratocol | | User | | Save | | LCloze

Server Name

The configured name of the Server. This name a so appearsin the Server List, and
the Front Panel of the 833IS.

AssetID

The configured Asset ID of the Server. This can be used to display a tracking
identifier such as the serial number of the Server.

This areadisplays information about the type of cardsin this833IS. It alsoisused to
add and remove cards.

Type
The type of Feature Card installed in thisslot.

Slot
The slot of the Feature Card.
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Installed

Indicates whether the Feature Card isinstalled in this slot.

If the Manager is currently attached to the 8331 S being configured, the Card list will
display all cards detected by the 833IS as well as any slots that have Feature card
configurations. If the Manager is off-line, the Card list will be based on Feature card
configurations only.

Available Cards
Used to add and remove Feature cards to the configuration.

Adding To add anew Feature Card to the Manager:

3 1. Click and release the Available Cards button to display alist of available cards
that can be added to the configuration.

ol Configl - Perle 83315 (O] =]
Server Nam Agset D
|7 Perle 83315 | |7 ‘
~ Card
Type | Slot | Installed ‘
[ Empty 1
"] Emply 2
~ Interfac:
Slot. Tppe [ BRISE
e BRISSET
ERIST
feruss x|
Server I | Pratacal I ‘ Uger I | Save I | Cloze |

2. Click and drag the Feature card you wish to configure over an "Empty" slot in
the Card area.

The card isnow added. All interfaces associated with the new card will appear in the
interface window below.
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To remove a Feature Card from the Manager:

1. Click and drag the card you wish to remove over to the Available Cards area.

The card is now removed from the configuration.

This area displays information about the Interfaces in this 833IS. It also is used to
select an Interface to configure.

Slot
Thedlot of the Interface.

Type
Thetype of Interfaceinstalled in this slot.

Edit
Edits the configuration of the currently selected I nterface.
Please refer to Chapter 6 on page 75 for details on "Configuring the Interfaces’.

Server

Provides settings for the entire server. See “Chapter 9: Configuring the Server” on
page 163.

Protocol
Accessthe protocol settings. See* Chapter 7: Configuring the Protocols’ on page 89.

User

Access the configuration for the User Database. See “Chapter 8: Configuring the
User Database” on page 135.

Save
Saves the configuration.

Close

Closes the configuration file. If you have made changes, you will be asked if you
want to save them.

Help
Displays Help for this configuration window.
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Setting the Date and Time
The date and timeis used to time stamp 8331 S log messages.
3 To set the 833IS Server date and time:

1. FromtheConfiguremenu, select Set Dateand Time. Thefollowing dialog box
appears:
Set Server Date and Time x|

Date Time | 0K I
-z O

2. Set the date and time, and click OK. The new date and time take effect
immediately.
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About Configuring the Interfaces

In this chapter, you will read about:

= Overview of Interface Configuration

« Interface selection screen

= Configuring the Ethernet LAN interface

= Configuring the Token Ring LAN interface
=« Configuring the ISDN BRI U interface

= Configuring the ISDN BRI S/T interface

= Configuring the PerleDSP Modem interface

Overview

The 833IS has been designed to provide a highly integrated platform for remote
access. Depending on your specific needs, the 8331S can support a variety of
specificinterfaces. Thefollowingisalist of theinterface currently supported by the
833IS product family. Please note that not all of the interfaces listed below will
necessarily be present on your 833IS unit.

LAN Interface

=« 10 Mbps Ethernet via RJ-45 connector

= 100 Mbps Ethernet via RJ-45 connector

= 4or 16 Mbps Token Ring via DB-15 (AUI) connector
= 4or 16Mbps Token Ring via RJ-45 connector

Line Interface
= |ISDN BRI, U-interface via RJ-45 connector
= |ISDN BRI, S/T-interface via RJ-45 connector

Modems
= V.90 or K56flex modems with no external connector required
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For each of the above interfaces there is a default configuration available which
attemptsto satisfy the common environment. Please check the configuration over to
ensure that it has been configured correctly for your specific environment.

Interface Selection Screen

@l Configl - Perle 83315 =] B |
Server Name Azzet ID
|7 Perle 83315 ‘ [ |
~ Card r -
& |E A tards
[ Type | Slat | Installed |
[£ BRIUGEE 1
[ Empty 2
~ Interfac
Slot Type
1 Ethernet it
1 BRIU |—|
1 Perle DSPE
| Server | | Pratocol | | User I ‘ Save I | LClose |

The interface selection screen will display all interfaces present on each slot.

3 To Edit an interface on the Manager:
1. Inthelnterfacearea, highlight the interface you wish to edit. Click Edit.
2. Theconfiguration screen for the selected interface will appear.
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Configure the Ethernet LAN Interface
The Ethernet LAN interface configuration screen is as follows:

Ethernet - Slot 1 x|
Server Mac Address:
 Wss bumed in address PR
= Dveride Mac address

[yenide adiess: | H20000000000

I™ Enabls BCP/MEtBEU Address Pool

Base MAE Addess; 020000000000

[ ok ] | caea | | Hee |

Server MAC Address
This specifies the MAC address used by the Ethernet interface for the server.

Use Burned In Address

The burned in MAC address was allocated from arange assigned to the 833IS. It is
guaranteed to be unique from all other burned in MAC addresses. In most
installations this address should be used.

Override MAC Address

If you wish to explicitly assign the MAC address, select Override MAC address and
enter the address in the field below. The address format is 12 characters hex. This
address will be restricted by the Manager to a Locally Administered Ethernet
address. This address has bit O of the most significant byte set to 0 and bit 1 of the
most significant byte set to 1. For example, addresses starting with 02, 06, OA, OE,
12, 16... arelegal.

Enable BCP/NetBEUI MAC Address Pool

Certain protocols require that the 833IS emulate a LAN adapter and supply aMAC
address on behalf of the Dial-In Client. This option alows you to define apool of 16
MAC addresses, starting at the Base M AC Addr ess defined below.

If you are using NetBEUI, you must enable this pool. For more details, see “Using
NetBEUI” on page 133. If you are using BCP, the Client MAC address can be
obtained from the User record or the pool. See “Configuring the Bridge Function
(BCP)” on page 126 for more details.
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Base MAC Address

This is the base address for the MAC Address Pool. The address is a 12 hex digit
value that ends in 00. The legal values are 020000000000 to 02FFFFFFFFOO for
Ethernet. You can use the default provided from a special manufacturer's range.
However, all Perle 833IS units share this default range, so the value should be
changed if you are using multiple units on your network that have Enable BCP/
Netbeui MAC Address Pool enabled.

Configure the Token Ring LAN Interface

78

The Token Ring LAN interface configuration screenisasfollows:

Token Ring - Slot 1 | x|
Server Mac Address
 Use bumed in addrese
 Ovenide Mac address

ermide addiess I4UUUUDUUDDDD

I~ Enable BCP/NEtBEUI Address Poal

Base MAL Address: I400000000000

[k ] | cenes | | Hep |

Server MAC Address
This specifiesthe MAC address used by the Token Ring interface for the server.

Use Burned In Address

The burned in MAC address was allocated from a range assigned to the 833IS. It is
guaranteed to be unique from all other burned in MAC addresses. |n most
installations this address should be used.

Override MAC Address

If you wish to explicitly assign the MAC address, select Override MAC address and
enter the address in the field below. The address format is 12 characters hex. This
address will be restricted by the Manager to a Locally Administered Token Ring
address. This address has bit 7 of the most significant byte set to 0 and bit 6 of the
most significant byte set to 1. For example, addresses starting with 40, 50, 60, 70, 41,
51... arelegal.
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Enable BCP/NetBEUI MAC Address Pool

Certain protocols require that the 8331S emulate a LAN adapter and supply aMAC
address on behalf of the Dial-In Client. This option allows you to define apool of 16
MAC addresses, starting at the Base M AC Addr ess defined below.

If you are using NetBEUI, you must enable this pool. For more details, see “Using
NetBEUI” on page 133. If you are using BCP, the Client MAC address can be
obtained from the User record or the pool. See “Configuring the Bridge Function
(BCP)” on page 126 for more details.

Base MAC Address

This is the base address for the MAC Address Pool. The address is a 12 hex digit
value that ends in 00. The legal values are 400000000000 to 40FFFFFFFFOO0 for
Token Ring. Y ou can use the default provided from a special manufacturer's range.
However, all Perle 833IS units share this default range, so the value should be
changed if you are using multiple units on your network that have Enable BCP/
Netbeui MAC Address Pool enabled.
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Configure the ISDN BRI Line Interface

Overview

80

An ISDN, BRI lineisadigital transmission link with a capacity of 160Kbps. This
bandwidth is split up into 2*64Kbps “B” channels which carry user data and a
16Kbps“D” channel used to transfer control information for such tasks as setting up
and tearing down calls. From the user perspective, each “B” channel looks like an
individual phonelinewith its own phone number. Each“B” channel can carry either
puredigital dataor digitized analog data. If the call originatesfrom an ISDN type of
adevice(eg. aTerminal Adapter), the B channel will contain puredigital data. If the
call originates from an analog device (eg. a modem), the B channel will contain a
digital representation of the analog data. The latter type of traffic will require a
digital modem to handle the data.

TheISDN interfaceisavailablein two types: A U interfaceand an S/T interface. To
find out which type of interface you have follow this procedure.

= Look at thecard name. Thiscan befound ontheback of the card or see “ Feature
Cards’ on page 25.

= Thefirst 3 letters should be BRI

= ThefourthletteriseitheraU oran S.

If the fourth letter of the card nameisaU, thisisaU interface ISDN card. Ifitisan
S, thisisan S/T interface ISDN card.

The typeof information which will be required for the line interface depends on the
Network provider you have selected and the type of 1SDN interface they provide.
Different Telephone companies use different switches to handle the ISDN BRI lines
which in turn require different parameters to be set up. In general, your ISDN
provider should provide you with the information you will need to correctly
configurethelineinterface. Some of the fields on the screen may not berequired for
your specific environment.

If you are unsure about any of the fields, ask your ISDN provider for the correct
value for the field in question. |f your ISDN provided has no information on a
specificitem, leave the field blank.

The 833IS needs to synchronize with the ISDN line. All BRI lines connected to an
833IS must be driven from the same clock. In most applications, the 833IS is
connected to the telco network, and al clocks from the telco are guaranteed to be
derived from the same clock. If you are connecting the 8331Sto aPBX, ensure that
the PBX is providing the line clock.
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An ST line can be ordered (or configured, if on a PBX) such that clocking is not
supplied unless acal is active on the S/T line. It is strongly recommended that at
least one S/T BRI line always provide line clock.

The 8331S will synchronize to the lowest number BRI line that provides clocking.
When clocking is lost, it will switch to an internal clock while it looks for another
BRI line providing clocking. Although this processis quick, callson other BRI lines
that are active while this clock is resynchronizing could experience data errors.

A BRI line will be assigned a phone number per B channel. However, it is not safe
to assume that the phone number is tied to the channel. When a call comesin, it
signals on the D channel what B channel the call is on, and what phone number is
used. Thusit ispossibleto get acall on the first B channel from the second phone
number.

TheISDN BRI U interface configuration screen is as follows:

BRI U -Slot 1
Metwork Pratacol: IUS HI-1 j
BRI SPID1 SPID 2 Directory number 1 Directory number 2
t | I |
2 | I |
2] | | |
4] / I /
A N B - Name
R e 2 T TS
2 e N 5 Fa—
N rF F R ER
' [ I I N T
s .~ & & FwE
8 [l Y R N =
7 r r i FooF e
8 [l R R B T —
Network Protocol

Specifies the network protocol used by the carrier. These network protocols are
supported:
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= USNI-1
»  AT&T5ESS
= Northern Telecom DMS 100

SPID (Service Profile Identifiers)

The Service Profile Identifier is a string assigned to an interface or channel by the
service provider. The SPID configured on the 8331 Sis sent to the service provider at
start-up. Thisisused by the service provider to assign class of serviceto achannel.

Depending on the Service Provider you may be assigned 1 or 2 SPIDS. If your
Service Provider has only provided you with 1 SPID, leave the SPID2 field blank.

Directory Numberl, Directory Number 2

To have the router verify a called-party number in the incoming setup message for
ISDN BRI calls, the directory numbers need to be configured. For the US-NI-1 and
DMS-100 switch types, both directory numbers must be set. For the 5ESS switch
type, you may need to set none, one, or both directory numbers depending on your
ISDN subscription. For the NET3 and NTT switch-types, al incoming calswill be
accepted if the directory numbers are not specified.

BRI/Channel
Indicates the interface number and channel number.

Disabled

Channel is disabled. Incoming calls on this channel will not be processed and this
channel will not be used for dial out or callback.

Used By Group

Thisisadisplay only field. This field will be checked if you have defined a group
that includes this channel. A channel assigned to agroup hasthedial in, dial out and
callback attributes defined by the group. For moreinformation, see“ Group Settings’
on page 182.

Dial-In
When checked, channel will accept dial in calls.

Dial-Out
When checked, channel isavailable for dial out calls.
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Callback
When checked, channel is available for callbacks.

Name

Name of the channel. This name is for reference only and will appear in the
following places:

= 833ISManager Statistics
= 833ISFront Panel

Maximum length is 16 characters. The default name is automatically generated as
SxIFyz, where x = slot number, y = interface number and z = channel number.

ThelSDN BRI S/T interface configuration screen is as follows:

BRI 5/T - Slot 1
Mebwork Protocal: IETS‘ Net3 [Europe) j

BRI Tei Topology Tei Number Directory number 1 Directory number 2

T [Fees = I |

2 [Fied =0 | |

3 IFmed j |D I I

4 IFIHEd j |D I I

Channel Dizabled UEE[‘:,ESJ D|i.?‘ %iz\t BEaac"k M ame
1 r r I I v IW ™ Minitel enabled
2 rF F & FFEz
S R T N N S
4 rF F K~ &z
s O~ & & Fw
8 [l Y R N =
R N o R R - = e
8 [l Y R N T a—

Network Protocol

Specifies the network protocol used by the carrier. These network protocols are
supported:

= USNI-1
= AT&T5ESS
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= Northern Telecom DMS 100
= ETSI Net3 (Europe)
= NTT INSnet64 (Japan)

TEI Topology
The Termina Endpoint Identifier (TEI) can be configured to either:

= Automatic - The Terminal Endpoint Identifier (TEl) is negotiated
automatically between the 8331S and the carrier.

=« Fixed- TheTerminal Endpoint Identifier isconstant whosevalueisbetween
0and 63. Thisinformation is supplied by the carrier.

Directory Number1, Directory Number 2

To have the router verify a called-party number in the incoming setup message for
ISDN BRI calls, the directory numbers need to be configured. For the US-NI-1 and
DMS-100 switch types, both directory numbers must be set. For the 5ESS switch
type, you may need to set none, one, or both directory numbers depending on your
ISDN subscription. For the NET3 and NTT switch-types, all incoming callswill be
accepted if the directory numbers are not specified.

BRI/Channel
Indicates interface number and channel number.

Disabled

Channel is disabled. Incoming calls on this channel will not be processed and this
channel will not be used for dial out or callback.

Used By Group

Thisisadisplay only field. This field will be checked if you have defined a group
that includes this channel. A channel assigned to agroup hasthedia in, dial out and
callback attributes defined by the group. For moreinformation, see* Group Settings’
on page 182.

Dial - In
When checked, channel will accept dial in calls.

Dial - Out
When checked, channel isavailablefor dial out calls.
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Callback
When checked, channel is available for callbacks.

Name

Name of the channel. This name is for reference only and will appear in the
following places:

= 833ISManager Statistics

«  833ISFront Panel

Maximum length is 16 characters. The default name is automatically generated as
SxIFyz, where x = slot number, y = interface number and z = channel number.

Minitel Enabled

When checked, support for Minitel serversisenabled. Thisisaspecia feature used
by Minitel Serversto allow the first 3 minutes of a connection to be free (i.e billing
starts when the call is connected, but the CONNECTED message is delayed for 3
minutes using acaveat in the Q.931 specification.
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No configuration is necessary for the modems to operate in the 833IS. The modem
configuration screen allows you to:

= Disableamodem on the card.

= Change the name of the modem from the default name.

= Customize the modem initialization string.

The following parameters can be set:

Modem - Slot 2

Used
Modem  Enable Mame by group b odify Modem Initialization String

T e

<

<

3

ol

Kl

ol
B i i I Bt i |
A i i i i |

Kl

—| | Carcel I | Help

Enable

Check to enable the modem. If you suspect that there is a problem with a particular
modem, you can disable it by clearing the check box. The modem will then be
removed from the modem pool.

Group

Thisisadisplay only field. This field will be checked if you have defined a group
that includes this modem. A modem assigned to agroup hasthedial in, dia out and
callback attributes defined by the group. For moreinformation, see“ Group Settings’
on page 182.
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Name
Name of the modem. This name is for reference only and will appear in the
following places:

= 833ISManager statistics.
= 833ISFront Panel.
=  SNMP Modem MIB, field mdmIDProductDetails.

Maximum length is 16 characters. The default name is automatically generated as
SxMy, where x = slot number of the Modem card, and y = Modem number.

Modify

Check this box if you wish to override the default modem initialization. Y ou may
wish to do this if you have users dialing in with old modems that cannot negotiate
correctly with current modems.

Modem Initialization String

Enter the modem initialization string here. This string will be attached to the end of
the default modem initialization. Please note that the base modem initialization will
have reset the modem. It is not recommended that you do another modem reset (do
not perform an AT&F), because there are additional parameters required for the
correct operation of the 833I'S. Y ou should minimize the changesto only thoseitems
required for your environment. All commands must be valid AT commands as
defined in Appendix 2.

Be very careful if you are overriding the default modem string. Setting this
improperly could prevent the modem from receiving incoming calls entirely. It is
strongly recommended that you place any modems with modified initialization into
a separate modem group. See section see “ Group Settings’ on page 182.

The modem behaves differently from a stand-alone modem because it does not
directly interfaceto the telephoneline. Phone call handling is done by the ISDN BRI
interface. Oncethe call isestablished it isswitched to the modem. Therefore, modem
commands that do line control (such as ATA, ATH) may behave dightly different
then they would in the case of amodem which is connected to atelephone line.
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A V.90 modem obtains its high data rates by treating the analog data line as an
imperfect digital line. This"digital line" appears to the modem as having a number
of impairments, and the modem during negotiation attempts to determine what
impairments exist, then compensate for them. Certain connections (for example,
some GSM modem connections) can trick this negotiation. If thisoccurs, either the
modems will not negotiate, or they will connect, but the data error rate will be so
high as to make the connection impractical.

If these problems are encountered, it is necessary to prevent the modems from
attempting to negotiate V.90. Modems have parametersthat can be set to disable the
V.90 modem. This can be done either in the client modem or by setting the Modem
Initialization String in the 8331S modem.
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About Configuring the Protocols

In this chapter you will read abouit:

= Overview of Protocol Configuration

=« Configuring IP

= Configuring IPX

=« Packet Filtering

= Configuring the Bridge Function (BCP)
=« Configuring PPP

= Using Apple Remote Access (ARA)

« Using NetBEUI

Overview

The Perle 833IS supports a variety of different communication protocols. The
protocols are used on the communication line to transport data between different
devices. Protocolsin the 8331S are used for the following functions:

Networking

Protocols are used between the Dial-In client and service that the Dia-In client is
accessing. Some examples of Networking protocols are:

« |IP

= IPX

= NeBEUI

= AppleTak (ARA)
= BCP

The 833IS supports IP, IPX, NetBEUI, ARA and BCP as routed protocols. Other
protocols are handled by bridging. See“Client Handling” on page 64 for details.

WAN Transport

Protocols are used to transport data across the dial in connection between the client
PC and the 833IS or between the 833IS and a router on another LAN. These
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protocols are designed to optimize transmission across a WAN connection. The
networking protocol is encapsulated within the WAN transport protocol. Protocols
supported for WAN transport by the 833IS are:

« PPP
« ARA

833IS Management

Protocols are used between the 8331S Manager and 833IS. Protocols supported for
managing the 833IS are:

= IP
= IPX

Protocol configuration is organized on a per-protocol basis. For example, all
parametersrelated to | P are grouped on the IP screen, all IPX parameters on the IPX
screen, etc. You will need to configure all protocols that you will be using. To
simplify this task, defaults are provided wherever possible. If you are not using a
protocol, you do not have to set up that configuration. However, the network traffic
processed by a server can be reduced if you disable protocols not being used.

Since IP and IPX are used for management of the 833IS, you have to define the
833ISitself as anode on the IPX or IP network. This requires setting up IP or IPX
address parameters for the 8331 Sitself.

Clients dialing into the 833IS require protocol addresses. This will typically be
provided by the client. With | P, the 8331 S can provide an | P address or an |P address
can be assigned from an address server.

The 833IS can act as aBridge. Bridging is used to transport protocols other than IP,
IPX, NetBEUI and ARA. Most commonly, it is used to connect a PC to an IBM
Mainframe or Midrange computer to get a 3270 or 5250 display session. Logical
Link Control 2 (LLC2) protocol is used. Client software must support Bridge
Control Protocol (BCP) for this function to work. Perle Remote Client software
included with the 8331 S supports BCP.

No configuration isrequired for ARA.
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Configuring the Protocols
To configure the Protocols:
From the Configuration File window, click on Protocol

The Protocol screen appears. Thefieldsare asfollows:

Protocol
Fratocals
B

[ 4RA
[ ok | caneel | Hep | PP |

Disable any Protocols that the server does not need to process. A protocol is
disabled by removing the mark in the checkbox. Only the P and I PX protocols are
enabled by default.

Please note the following:

» IfthelPor IPX protocol isdisabled, then any other configuration item that
uses this protocol will not be accessable.

= If asecurity feature that uses the IP or IPX protocol has aready been
configured, you will not be allowed to disable the protocol .

BCP
To configure Bridge Control Protocol, click the BCP button.

P
To configure | P, click the | P button.

IPX
To configure I PX, click the IPX button.

PPP
To configure PPP, click the PPP button.

Perle 833IS User Guide 91



Configuring IP Protocol

Configuring IP Protocol

92

IP networks require devices to be configured with unique | P addresses. Depending
on network topology, other parameters may have to be set. Y ou will have to set up
the IP parameters for the 8331S itself and establish |P parameters for the WAN
client'sdialing in to the 833IS.

For IP, the 833IS looks like a router between two networks. The first network is

comprised of the devices on the LAN. The second network, referred to as the

"Internal WAN network", is comprised of all IP clients and routers that are dialed

into the WAN ports. Setting up a basic 8331S IP configuration requires the

following:

= Defining the network on the LAN side, and defining the address of the LAN
router port.

= Defining the network on the WAN side, and defining the address of the WAN
router port.

All clientsdialed into the WAN, see the same address for thisWAN router port.

= Eachclientdialinginrequiresaunique P address. The833IS supports multiple
methods for defining and supplying | P addresses to clients.

For the 8331 S router to be able to route | P packets, it has to know how to reach the

destination. The 833IS supports the following methods:

= RIPV1andRIPV2.

»  Default gateway.

= Static routes.

= Proxy ARPs.

It may bedesirableto restrict certain IPtraffic. The 833IShasthefollowing features

that can be used to do this:

= Staticrouters.

= |PPacketfilters.

The 833IS has the ability to forward the address of a DNS or WINS server to adia
inclient.
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In general, it isrecommended to define the Internal WAN network distinct from the

LAN network. It ispossibleto define the Internal WAN network as a subnet of the

LAN network, but there are limitations:

= Routersonthe LAN using RIP V1 cannot discover the Internal WAN network,
and will not be ableto routeto thedial in clients on the Internal WAN network.

» DHCPisnot supported for dial in clientsin this mode.

Defining the Internal WAN network as a subnet can still be useful if:

= Routers on the LAN use RIP V2. RIP V2 sends subnet information and any
routerson the LAN network using RIP2 will be learned.

= All WAN traffic uses the configured default gateway.

= Static routes are defined.

= The"Enable Proxy ARP" setting is used.

Directed IP traffic from adial in client will reach another dia in client in the same
833IS. However, IP broadcasts from adial in client will not reach another dial in
client. Most applications will work, but IP applications that rely on broadcast or
multicast messages (such as NetBEUI over |P) are not supported.

If arouter dialsin to the WAN, the 833IS can route traffic from the dial in router to
the LAN. Thisfeatureisreferredto as"LAN-to-LAN". Notethat it isnot possible
to route from thisdial inrouter to aclient or router on the Internal WAN network.

Most organizations have a department or individual responsible for IP address
management. Consult with them to get the correct values.
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ThelP Protocol - WAN screenisasfollows:

ol IP Protacol X]
WAN | Server IP Address | DNS/AWINS | Fouting | 1P Filter |

WAN Network Addre:

pagdess [ . . . ]
Subnet Mask: l:l

™ Enable Proxy ARP

‘WA IP Addresse:
& No default

 DHCP DHER
= Use interal pool {| AR

™ Allow client specified IP addresses
I™ User Database Overide

Cancel | Help

Clients dialing in to the 833IS must be assigned | P addresses on an Internal WAN
Network. This section defines the Internal WAN Network used by the 833IS and
should be completed after consulting with your IP Network Administrator. The
address of this Internal WAN Network must be different from the address of the
LAN segment network, although the Internal WAN Network may be a subnet of the
LAN segment network.

All dial-in client IP addresses, regardless of how they are acquired, must belong to
the network defined by this |P Address and Subnet Mask.

All dia in 1P devicesthat are dialed into the WAN appear asif they are on their own
IP network. Thisnetwork isreferred to asthe "Internal WAN Network". The833IS
also requires one address on this network for the router port.

In general, it isrecommended to define the Internal WAN network distinct from the

LAN network. It is possible to define the Internal WAN network as a subnet of the

LAN network, but there are limitations:

= Routersonthe LAN using RIP V1 cannot discover the Internal WAN network,
and will not be ableto route to thedial in clients on the Internal WAN network.

= DHCPisnot supported for dial in clientsin this mode.
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Defining the Internal WAN network as a subnet can still be useful if:

= Routers on the LAN use RIP V2. RIP V2 sends subnet information and any
routers on the LAN network using RIP2 will learn about the Internal WAN
network.

= Static routes are defined.

=« The"Enable Proxy ARP" setting is used.

To set the WAN Network Address, the following fields must be defined:

IP Address

Enter the |P address that will be used by the 8331S on the Internal WAN Network for
itsrouter port. Be careful to ensure that this address does not conflict with any dial-
inclient IP addresses.

Subnet Mask
Enter the subnet mask for theinternal WAN network

Enable Proxy ARP

Devicesthat are connected on the same | P network discover each other by sending a
message on thelocal network known as an ARP (Address Resolution Protocol). On
the 833lIS, the Internal WAN network is usually defined as a different network from
the LAN network, and ARPs are not used. If the Internal WAN network is defined
as asubnet of the same LAN network (as described in"WAN Network Address' on
page 103z), Proxy ARPs can be enabled so that adevice on the LAN can discover a
dial inclient. There are some limitations associated with Proxy ARP:

= [P broadcasts will not be forwarded in this mode. Most applications will work,
but I P applications that rely on broadcasts or multicasts (such as NetBEUI over
IP) arenot supported.

=« Thereisasmall performance penalty if Proxy ARPs are enabled.

Check the “ Enable Proxy ARP” filed to enable Proxy ARP.
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Clients dialing in to the 833IS using the I P protocol need their own IP address. All

clients are assigned | P addresses on the Internal WAN Network that has a subnet

address distinct from the subnet address of the 833IS LAN port segment. The 8331S

will route packets between the LAN port segment and the Internal WAN Network.

The Perle 833IS can manage the client |P addresses using a number of different

schemes:

= You can define an internal pool of 1P addresses in the 8331S. A user dialing in
will be assigned an unused address from this pool.

= If your network uses a DHCP server to manage |P addresses, the 833IS can
obtain an addressfor adial in client from this server.

= Theclient dialing in can provide the | P address.

= You can configure an |P address for each user in the User database. If you are
using an external user database that supports the configuration of 1P addresses
(such as RADIUS), the 833I'S can use that address.

= Youcanuseapool or server to get the | P address but allow the user to override
itif thereisan address supplied by the user database or the client.

In all of the above cases, the |P addresses assigned to the dial-in client must be
within therange defined for the Internal WAN Network. See " Enter the |P address of
the Secondary WINS server. Blank indicates no Secondary WINS server." on page
104 for more details.

The following parameters control the assignment of the WAN | P addresses:

No Default

Select No default if you do not want to assign a WAN |P address from the internal
pool or aDHCP server.

DHCP
Select DHCP to use a DHCP server on your network to assign WAN |P addresses.

Use Internal Pool

Select Use Internal Pool if you wish to define an internal 1P address pool. The IP
addresses will be assigned from this pool.

Allow Client Specified IP Addresses

When checked, the client supplied IP address will be used if available. This address
will override all other WAN |P addresses. (user database, internal pool or DHCP
server).
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User Database Override

When checked, the IP address will be supplied by the user database (internal or
RADIUS) if it is configured for that user. This address will override WAN [P
addresses supplied by the internal pool or DHCP server.

Be careful, as you can set these parameters so that some users dialing in will not be
assigned an | P address. For example, if:

» thereisno default source of IP addresses. (internal pool or DHCP)

» thereisno IPaddressin the user'srecord.

» theclient does not supply an |P address.

...there will be no IP address assigned and the connection will not be established.

DHCP

By default, the 8331S will look for all DHCP servers on the network. If you wish to
configure the addresses of the DHCP servers or change the |lease parameters, click
on the DHCP button. For details on DHCP configuration, see the next section.

IP Pool

If you have selected Use Internal Pool, you must configure the IP Pool. To access
the IP Pool configuration, click on this button. For details on |P Pool configuration,
see“IP Pool” on page 99.
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DHCP (Dynamic Host Control Protocol) permits the management of IP addresses
and IP options from a centralized location. DHCP servers are used to assign
addresses to devices that do not require a fixed IP address. When an IP address is
required, the 833IS will request an address from the DHCP server. This address is
used for the duration of the connection. Thisisreferred to as an address|ease.

If DHCP is enabled, the 833IS will give the dial in client an |P address that was
leased from the DHCP server. When the 833IS |eases an address from the DHCP
server, it specifies the length of time of the lease. However, the 833I1S will
automatically renew the lease to make sure that the client does not lose the use of the
address.

In DHCP, a*“scope’ isdefined as“ An administrative grouping of computers running
the DHCP client.” These computers are grouped according to a range of 1P
addresses. Simply put, al dial-in clients on 8331 S share the same scope, namely the
range of addresses defined for the Internal WAN network.

On the DHCP server, you must define a scope that matches the | P address range for
the dia-in clients on an Internal WAN network. Ensure that the |P address of the
Internal WAN network itself is excluded from the scope, so the DHCP server does
not attempt to assign this addressto adial-in client.

The 833IS cannot obtain its own |P address from the DHCP server using DHCP.
However, most DHCP servers can act asaBOOTP server.

The DHCP configuration screen allows you to set the characteristics of DHCP
support. The configuration screenisasfollows:

DHCP [x]

DHCP Server
|7(' Discover £ Specify
|P sddress:

101,101 102 11 << fdd I

10110110211 »» Remave |
Help |

Leaze Duration: IZD minutes

I™ Reconnect Enatle

0K | Cancel |
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Discover
Select Discover to allow the 8331Sto find any DHCP servers on the local network.

Specify
Select Specify to configure the | P addresses of the DHCP servers. Up to 4 DHCP
server addresses can be configured.

IP Address
To add a DHCP server, enter the addressin the | P Addressfield, and click Add.

To remove a DHCP server, highlight the address in the |P address list, and click
Remove.

Lease Duration

This field specifies the length of time that the DHCP server will allow the 833IS to
use the leased | P address on behalf of the client. The range is 1 to 65535 minutes.
Longer lease times will increase the chances that the client can reconnect to the
833IS and get the same | P address.

Reconnect Enable

Click on this check box to alow adial in user to disconnect and then reconnect at a
later time and retain the same leased IP address. This feature requiresthat all dial in
users have a unique User ID. Note that if the client disconnects and the reconnect
time expires, the lease will end. Also, if the lease expires, then another user may
have been assigned that address.

You can set up apool of |P addresses for dial in clients. The first available address
will be assigned to the client when a client connects. Typically, you would want to
have an | P address available for each simultaneous user that can dial in.
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The I P Pool screenisasfollows:

IP&ddiess: [101 102 103 . 10 Caurt: IT
Address: Caunt:
<¢ Add
> Bemove

Pool Size: 10

(1.4 I Cancel Help

IP Address
The IP address field specifies the base address of arange of |P addresses.The count
field specifies the number of addresses to be added, starting at the base.

To add IP addresses to the IP pool, enter the address in the IP Address field and
count and click Add.

The address must be in the range xxx.xxx.xxx.001 through xxx.xxx.xxx.254. Y ou
must ensure that the IP addresses conform to the subnet mask set for the Internal
WAN Network..

A maximum of 16 |P Addresses can be added.

Count

Specifies the number of addresses to be added, starting at the base address. If no
count is specified, a count of onewill be used. If the count would cause anillegal IP
address to be generated (exceeding xxx.xxx.xxx.254), the count will be reduced to
ensurethat itislegal.

IP Pool display
Displays the base address and count for the IP Pool entries.

To remove | P addresses from the pool, highlight the entry in the | P Pool display and
click Remove.
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Pool Size

Displaysthe actual number of |P addresses that have been defined for the IP Poal. |f
this count islessthan the number that you have entered, you have address rangesthat
overlap.

Server IP Address The IP Protocol - Server |P Address screen has the following settings:

g/ IP Protocol

WM Sewver IP Addiess | DHSAMINS | Routing | 1P Fier |

Server IP Addr

W i
¥ Lse BARP

[ Specify an IP address

Frgsee L
st | ]

T Usecelatgmensy [ . . . ]

Cancel Help |

The Server requires an | P address that uniquely identifies the unit to the I P network.

The Perle 8331 S supports anumber of ways of acquiring this | P address:

= Youcanconfigurean |P address.

= If you are managing your network |P addresses on either a BOOTP or RARP
server, you can set the IP address there. The Perle 833IS can acquire the IP
address from a BOOTP or RARP server if it has been configured from within
these servers. Y ou will need the MAC address of the Perle 833ISto do this. This
address can be obtained from the Front Panel.

Use BOOTP

When checked, the 833IS will attempt to acquire the Server IP address from a
BOOTP server.
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A DHCP (Dynamic Host Configuration Protocol) server that supports BOOTP may
also be used. Many DHCP servers support BOOTP for the permanent assignment of
addresses for servers on the network.

Use RARP

When checked, the 833IS will attempt to acquire the Server |P address from a
RARP server.

Specify an IP Address

When checked, the 8331S will use the |P address defined in the | P address and
subnet mask fields.

IP Address

Enter avalid | P addressin this field. See your IP Network Administrator for this
information.

IP Subnet Mask

An IP network can be partitioned into subnetworks, or subnets. |P networks on a
single LAN segment are not likely to have subnets defined. However, larger IP
network with IP routers are likely to have subnets defined.

If your IP network has not been partitioned, the IP subnet mask will default to the
correct value. If you have set up subnetsin your IP network, set the mask as defined
by the IP Network Administrator.

Use Default IP Gateway

When checked, |ets the 8331S access external IP networks via a Default 1P Router.
Routers can be used to separate your |P network from external IP networks. It is
common to have one router that provides a controlled link to these outside networks
(such as the Internet). This router is known as the Default IP router. It also may be
referred to as the Default router or Default gateway .

If you have enabled Use Default | P Gateway, enter the | P address of therouter in this
field. Seeyour IP Network Administrator for thisinformation.
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The 833IS can forward the address of a Domain Name Server (DNS) or Windows
Internet Name Server (WINS) to adial in client. If DHCP is enabled, the DHCP
server can provide these addresses. Y ou can also configure DNS and WINS
addresses. If DHCP is not enabled, the 8331S will forward the configured values.
ThelP Protocol - DNS/WINS configuration screen isasfollows:

2l IP Protocol E

WAN | Server IP Addiess  DNSAWINS | Routing | 1P Fiter |
—~ DMS Server

pimayons: [ . . . ]
Secondary DNS I:l

—WINS Server

Pimaypens: [ . . . ]
Secondary WINS: |:|

Cancel | Help |

Primary DNS

Enter the | P address of the Primary DNS server. Blank indicates no Primary DNS
Server.

Secondary DNS

Enter the | P addr ess of the Secondary DNS server. Blank indicates no Secondary
DNS server.

Primary WINS

Enter the | P address of the Primary WINS server. Blank indicates no Primary WINS
Server.
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Enter the | P addr ess of the Secondary WINS server. Blank indicates no Secondary
WINS server.

Routing The | P Protocol - Routing screen has the following settings:

g/ IP Protocol

WAN | Server IP Address | DNSAVING Fiouting | P Fiter |

i~ IP Dynamic: Routing

“wihen |P Dynamic Routing is checked, the Server will uze
the IP RIP table built from RIF messages received from
ather routers to determine how ta route a message.

¥ Enable dynamic routing on LAN

P Static Routing

“wihen [P Static Rauting is configured, the Server will use
the configured IP static routes table to determine how to

route a message.
Static Routes

Cancel Help |

Enable Dynamic Routing on LAN

When checked, the 833I1Swill usethe |P RIP table built from RIP messages received
from other routersto determine how to route a message.

RIP Setup The 833I'S supports both version 1 and version 2 RIP. To configure RIP properties,
click RIP Setup.
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The RIP Configuration screen has the following settings:

RIP Setup

RIF Send Type: RIF Receive Type:

[FiIFy | [RIFYT o FIPY2 |

Authentication Protocol
&% No Authentication

" Plain text password

" Keyed Message Digest

oK I Cancel Help

RIP Send Type

From the pulldown list select the type of RIPsto be sent over the LAN connection.
The available choices are asfollows.
= NORIP Do not send RIPs
« RIPV1 Send version 1 RIPs
» RIPV1COMPATIBLE Send version 2 RIPs(no multicasts) so asto be
version 1 compatible
«  RIPV2 Send version 2 RIPs

RIP Receive Type

From the pulldown list select the type of RIPs to be received over and processed
from the LAN connection. The available choices are as follows.

= NORIP Do not process received RIPs

= RIPV1 Processreceived version 1 RIPSs

= RIPV1lorRIPV2 Processreceived version 1 or version 2 RIPs
= RIPV2 Processreceived version 2 RIPs

Authentication Protocol

If either the Send or Receive type RIP protocol chosen includes RIPv2, you havethe
option of choosing the form of authentication protocol to be used when processing
RIPv2 messages. If RIPv2 is not being used at all then the Authentication Protocol
defaultsto the only valid selection which is No Authentication.
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If RIPv2 is being used, you may decide to use either Plain Text Password
authentication or Keyed Message Digest. If either of these options are selected, only
theinput fields for the chosen option will be displayed. Y ou may also chooseto have
No Authentication when using RIPv2.

If you choose Plain Text Password authentication, two additional fieldsappear. You
must enter the password into the first field and then confirm it in the second. The
values typed into these fields are not displayed but rather asteriks are shown as keys
aretyped. The password can be up to 16 characters.

If you choose Keyed Message Digest authentication, you will have alist of five (5)
keys that can be set. To set a particular key, highlight the key and press the Setup
button.

WAN Port RIP Operation operatesin asimilar fashion to the LAN ports, but can be
individually configured for each WAN port (see user profile- “LAN to LAN")

When dynamic routing is enabled, the Perle 8331 S knows the structure of connected
networks (both the local network and those accessed through LAN-to-LAN
connections) by receiving RIP messages from other routers and creating an |IP RIP
Tablefor the networksit knows about.

Thereisroom in this table to keep entries for 600 routers. If there are more routers

than thisin the networks to which your 833IS is connected (both local and LAN to

LAN), some of the RIP table entries will be overwritten and unavailable.

For most networks, there is no benefit to disabling |P dynamic routing. Y ou may

wish to disableif:

= Youhaveavery largeloca IP network

= RIPmessagesarenot used to exchange network information. An exampleof this
would be an | P network that used only OSPF.

= You have adefined a dial-on-demand LAN-to-LAN connection to a router on
another network

= Youhavedefined aLAN-to-LAN connection to arouter on another network that
does not use RIP.

By defining IP static routes and disabling dynamic routing, the network
administrator can configure the Perle 8331S with the addresses of only the routers
needed to reach the desired routes and the Routing Table will not change.

The static routing feature can aso be used to restrict which hosts (servers) can be
accessed from the 833IS. Note, however, that even when IP Dynamic Routing is
disabled, if a default gateway is defined, it will still be used to attempt to route
messages that cannot be routed by paths defined in the | P static routing table.
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Defined | P Static routesare al so of benefit when using LAN-to-LAN connections. If
you do not wish to maintain a permanent connection to the remote router and only
wish to dial it on demand, then adding it as a static route will keep the route in the
Routing Table even if it is not actively used for a period that would normally result
init being aged out.

Also, a Static Route for a remote router that does not support RIP would allow that
remote router to be included in the Routing Tables of the 833IS and of all other
routers on the network that support RIP.

Each entry in the | P static route table contains the following information:

IP Static Routes
IP &ddiess Subnet Mask Destination Type Destination Port Router IP Address

ag, I Add Edit Bemove Help

IP Address
The | P address of this network.

Subnet Mask
The subnet mask of this network.

Destination Type
Specifieswhether the destination type is Network or Host.

Destination Port

Specifies whether the destination is to be reached through the local network or
through a LAN-to-LAN connection.
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Router IP Address
The | P address of the router that will be used to reach the destination.

Add
To configure anew static route, click on the Add button.

Edit
To edit an existing entry, select an entry from the table, and click the Edit button.

Delete
To delete an existing entry, select an entry from the table, and click the Delete
button.

The Add/Edit | P Static Route screenisasfollows:

Add IP Static Route
|P Address: ... o |
Canicel
Subet Mk I

Help
Destination Type: INElwnlk 'I

Destination Paort

& LA Router P ddiess: | . . . |
LN B

IP Address
The IP address of the network that you wish to reach. Although this must be a
complete | P address, any bitsthat are masked by the subnet mask are treated as 0.

If you have selected Destination type as Host, enter the | P addr ess of the host you
wish to reach.

Subnet Mask

The subnet mask of the network that you wish to reach. If destination typeishost, the
subnet mask is automatically set to 255.255.255.255 to ensure that the host address
isuniquely defined.
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Destination Type
Specifies whether the destination type is Network or Host. If destination type is
Network, the entry will define aroute to a single network.

If destination type is host, the entry will define aroute to asingle host.

Destination Port

Specifieswhether the destination isreached viathe 833IS'sLAN port or viaaWAN
port through a LAN-to-LAN connection. If the destination is to be reached via the
LAN port, click on LAN and enter the IP address of the router that will be used to
reach the destination. To specify a WAN port, click on WAN and then select the
desired LAN-to-LAN connection from the drop-down menu.

IP Filter

The P Protocol - I P Filter screen hasthe following settings:

WAN | Server IP Address | DNS/WINS | Routing 1P Fiter |

— Filter Definition

‘r'ou can create and manage the list of up to 50 filkers for the
IF protocol. [P filters can specify the Address, Mask,
Sub-Protocol and Port of the IP packet.

fer Diefiriion

i~ Filter Assignment

You can assign up ko 101P fiters to the server. The server
will process these filters from the top down, $o the order may

be importart.
Filter Assignment |

ak | Cancel Help

The Packet Filtering feature allows the Perle 833IS Server to accept or reject
incoming data packets that match an entry on alist of defined filters. Thefilters are
based on protocol and packet addresses.

After the filters have been defined, up to 10 IP and/or 10 IPX filters can be assigned
to the Perle 833IS or to each user or to both.
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Filterswill be used by the Perle 8331S Server in the following way:

1.

The user record for the dial-in user will be checked. If the record has been
configured to Disable Server Filters, then only the user assigned filters will be
checked. Proceed to point 4.

Incoming data packets are compared with the filters assigned to the server
starting with the first filter in the Server Filter Assignment list. As soon as the
packet matches one of the filters, then the packet is accepted or rejected and no
further checking is done.

If the packet does not match any of thefilters assigned to the server, then the user
recordwill bechecked. If thereareno user assignedfilters, thenthe server default
action will be carried out to accept or reject the packet and no further checksare
done.

The incoming data packet will be compared to the filters assigned to the user,
starting with the first filter in the User Filter Assignment list. As soon as the
packet matches one of thefilters, then the packet will be accepted or rejected.

If the packet does not match any user assigned filters, then the user default action
will be carried out to accept or reject the packet.

Packet filtering worksin conjunction with theRADIUS and Shar ed User Database
security systems.

Shared User Database

Filters can be configured and assigned to a user record on the Remote Perle 833IS.
These records will be sent to the Local Perle 8331Swhen auser dialsin and makesa

connection.

RADIUS

To use packet filtering with the RADIUS security server:

1. Definethefilters on the Perle 8331S Server.

2. Configurethe user record on the RADIUS server with the names of thefiltersto
be assigned to the User.

3. When auser diasinto the Perle 8331S, the name of the filterswill be sent from

the RADIUS server to the Perle 833IS.

Up to 50 filters can be assigned for the P protocol. | Pfilters can specify the Address,
Mask, Sub-Protocol and Port of the IP packet. The filters can accept or reject
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incoming packets based on source and destination addresses. After you click the
Filter Definition button in the IP Protocol - IP Filter screen, the IP Filter
Definition window appears. The fields are as follows:

IP Filter Definition

Marme Filter Source Destinatior Pratocol
Action Address Mask Address Mask

[ ok | | add | | Edt | | Deee | | Hep

Add

To add afilter defintion, click Add. The Add IP Filter Defintion window will
appear. See“ Add/Edit | P Filter Definition” on page 112 for details on how to create
afilter definition.

Edit

To edit a filter definition, select afilter from the list and click Edit. The Edit IP
Filter Definition window will appear. See “ Add/Edit IP Filter Definition” on page
112 for details on how to modify the filter definition.

Delete

To delete afilter definition, select a filter from the list and click Delete. The filter
definition will be removed.
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To complete or modify the filter definition, enter the information in the following
fields:

Add IP Filter Definition
Hame:
Filter Action » L
* Reject —

Protocol

Fl

Name

Thefilter name can be up to 8 charactersin length. Y ou will use the name to assign
filtersto the server or user. The name can also be used when adding filters to a user
record on aRADIUS security server.

Filter Action

Select whether to Accept or Reject incoming |P packets if the packet matches al
parameters defined in thisfilter. The default setting is Rej ect.

Source Address

Thisfield isthe IP address of the station that is sending the |P packet. The address
should be entered in dotted decimal notation.

Source Mask

Thisfeature masks off both the filter source address and the packet source address by
using the Boolean AND function. If the two results are equal, then the address
matches.

Destination Address

This field is the IP address of the station to which the IP packet is being sent. The
address should be entered in dotted decimal notation.
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Destination Mask

This feature masks off the filter destination address and the packet destination
address by using the Boolean AND function. If the two results are equal, then the
address matches.

Protocol

The entriesin this pull-down list are None, TCP, UDP, ICMP, and Other.

» If you select TCP or UDP, the Port Number section appears. Enter the
Sour ce and Destination in the corresponding fields.

» If you select Other, make an entry in the Protocol field.

Once you have entered the correct information, click OK to save your changes.

Upto 10 IPfilters can be assigned to the server. The server will process these filters
from the top down, so the order may be important. To change the order of the
assigned filter, select the IP filter to move and while holding down the left mouse
button, drag the entry to the new location. See “IP Filter” on page 109 for more
details on how the filters are used.

To assign IP filters for the 833IS, click Filter Assignment. The Server Filter
Assignment window appears. Thefieldsare asfollows:

Server Filter Azsignment x|

-IP

Defined Filters |PFilter 'l

Agzigned Filters

Add

Hemove

Detault &ction: ' Accept
" Reject

I ak I | Cancel I | Help
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Defined Filters
Thisisapull-down list for previously defined packet filters.

Assigned Filters

This area can contain a list of up to 10 IP filters to be assigned to the 833IS for
processing.

Add

Select afilter name from the Defined Filters pull-down list and click Add to add the
filter to the Assigned Filterslist.

Remove

You can delete a filter assignment by selecting a filter name from the Assigned
Filterslist and clicking the Remove button.

Define

If you need to define morefilters, click the Define button. The I P Filter Definition
dialog box appears.

Default Action

Set the Default Action to betaken if apacket does not match any assigned filter. The
choices are to Accept or Reject.

Configuring IPX
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The 833IS has been designed to connect to an IPX network without needing an 1PX
configuration. It is recommended that you take advantage of this during the initial
install. However, the 833IS is able to set IPX parameters to handle special
conditions.

IPX networks allow devices to be added without the need of assigning IPX
addresses. |PX networks use either the Ethernet or Token Ring interface MAC
addressto uniquely identify devices.

An IPX network can consist of a single LAN or an internet of two or more
interconnected LAN subnetworks. Each subnetwork has its own network address
that is assigned by the IPX network administrator.

IPX can be transported over a number of different frame types. For Ethernet, IPX
can be transported over these frame types:
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= 8023

= Ethernetll

= SNAP (Subnetwork Access Protocol)
« 8022

For Token Ring, IPX can be transported over these frame types:

= SNAP

= 8022

It is not necessary to run more than one frame type. However, it may not be possible
to standardize on one frame type on a LAN subnetwork because some LAN
interfaces are restricted in the choice of frametype. If there are multiple frame types
on a subnetwork, they behave asif they are on separate subnetworks and a network
addressis required for each.

The IPX Protocol - IPX Protocol screen has the following settings:

;.i IFX Protocol

IF< Protacol |F|outing| Filters I

i~ IP= Frame Type
Metwork Humbers

8023 |Auto Detected 'I I—
Ethemet II: |Auto Detected vI I—
SNAP: | Auto Detected 'I l—

[l uto Detect=d

Dial - In Metwork Mumber: Metwork Mumber

Auto Detected 'I I

Cancel Help |

For each available frame type, you can select:

Auto Detected

The 8331Swill monitor the LAN to seeif there are any frames of that type. If it does,
it determines the network number from the frame number.

If you do not have any Novell servers on the subnetwork or the servers are removed
from service on aregular basis, you should configure the network number.
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Configured

The network number for the frame type is set by configuration and is entered in the
Network Number field. This guarantees that the Networ k Number will always be
available and lets the 833IS connect to the network faster by eliminating repetitive
searches.

If you enabl e static routing, you must configure the network number.

Disabled
All frames of the frame type will be ignored.

Network Number

The Network Number is entered if the frame type was set as Configured. It must
match the network number that is used on the subnetwork. See your IPX Network
Administrator for thisinformation.

The Network Number isformatted as 1 to 8 hex digits. The numbers FFFFFFFF and
O arereserved.

Dial-In Network Number

Peopledialing in to the Perle 8331 Slook like they are on asubnetwork separate from

the LAN. This subnetwork requires its own network number. The following options

are available from the drop box:

= Auto Generated: The 833IS will automatically choose a network number at
power up time. Although the network number may change on the next power up,
thiswill have no effect on the dial in connections.

= Configured: Thedial in network number is set by configuration and isenteredin
the Network Number field. If you are using tools to monitor your network it is
preferable to have a constant network number.

Network Number

The Network Number is formatted as 1 to 8 hex digits. The numbers FFFFFFFF
and O are reserved.
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The I PX Protocol - Routing screen has the following settings:

4l IPX Protocol ']

IF Protocal - Routing |F\Ilers |

P Dynaric Routing

‘when I Dynamic R ouling is checked. the Server will use the
|F:= RIP table built from RIP messages received from other iouters
to determine haw to route a message:

I¥ Enable dynamic rauting on LAN,

P Static Routing

‘when [P Static Routing iz configured, the Server will use the
configured 1P static routes table to determing how to route a

messags.
Static Routes

Cancel Help

Enable Dynamic Routing on LAN

When checked, the 8331S will use the IPX RIP table built from RIP messages
received from other routers to determine how to route a message.

IPX Static Routing

When checked, the 8331Swill usethe configured I PX static routestableto determine
how to route amessage. |f both dynamic and static routing are enabled, then both the
IPX RIP table and the configured IPX static routes table will be used to route
messages. Enabling only IPX Static Routing may be required if you have a very
large IPX network. You can also restrict the servers that can be accessed from the
WAN. Seethe next section for details on thisfeature.

The Perle 8331 S knows the structure of the IPX network by receiving RIP messages
from other routers. It also knows what services are available on the IPX network by
receiving SAP messages from all servers (One server may support multiple
services).

A router has an entry for each and every service that can be reached through it. Asa
result, the RIP and SAP tables can be very large for large networks. Thereisroomin
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the Perle 833IS IPX routing tables to store 250 RIP entries and 500 SAP entries. If
your network has more routers and services than this, some of the table entries will
be overwritten and those routes and services will be unavailable.

Static routing lets the network administrator configure the Perle 833IS with the
addresses of only the routers and services required. Dynamic routing is disabled and
the Routing Tableswill not change.

Static routing can also be used to restrict which services can be accessed from the
WAN. Only those services that are entered in the SAP table will be available to dial
in users.

The IPX Static Routes table contains the routing entries. Y ou must have an entry for
every subnetwork that you wish to access. An entry specifies the network number of
a subnetwork that you wish to reach and the address of the router on the local
network that will forward the messages to that network.

Each entry in the IPX static route table contains the following information:

IPX Static Aoutes x|

Network Number Destination Port Router IP= Address:

[ ok || ad | [ Edt | | Remove | | stPLw | | Heb

Destination Network Number

Specifies the destination network that you wish to reach. The Network Number is
formatted as 1 to 8 hex digits.

Destination Port

Specifieswhether the destination isreached viathe 8331S'sLAN port, or viaaWAN
port through a LAN-to-LAN connection. If the destination is to be reached via the
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LAN port, click on LAN and enter the network and node address of the router that
will be used to reach the destination. To specify a WAN port, click on WAN and
then select the desired LAN-to-LAN connection from the drop-down menu.

Router IPX Address

This consists of two components - the network number of the local router and the
node (MAC) address of the local router.

= Network Number: Specifies the network number for the local router. This must
be one of the network numbers that was configured in the IPX Frame Type
section on the previous screen.

= NodeAddress: Specifiesthe MAC addressfor the local router. It isformatted as
12 hex digits.

Add
To configure anew static route, click on the Add button.

Edit
To edit an existing entry, select an entry from the table, and click the Edit button.

Delete

To delete an existing entry, select an entry from the table, and click the Delete
button.

SAP List

Displays the SAP list for the selected entry. For each IPX Static Route table entry,
you must configure the services you wish to have available. One server may have
multiple services on it, and you need to have a separate SAP entry for each one.
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Add/Edit IPX Static The following dialog box will appear if you are adding a new IPX static route, or
Routes editing an existing I PX static route.

Add IPX Static Route X |

Destinatiar

Metwork Mumber: Il
Cancel

Help

Destination Port:
&+ LAN Router [P Address

M etwork, Mumber:

Mode Address:

L Pl

L] :I'

Destination Network Number

Enter the network number for the destination network that you wish to reach. The
Network Number isformatted as 1 to 8 hex digits.

Destination Port

Specifieswhether the destination isreached viathe 8331S'sLAN port or viaaWAN
port through a LAN-to-LAN connection. To specify a WAN destination, click on
WAN and then select the desired WAN connection from the drop-down menu. TO
specify a LAN destination, click on LAN and select anetwork number and enter a
node address.

Network Number

Specifiesthe Networ k Number for thelocal router. Thismust be one of the network
numbers that was configured in the IPX Frame Type section on the previous screen.

Node Address
Specifiesthe MAC addressfor the local router. It isformatted as 12 hex digits.
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The IPX SAP Table list displays the static SAP entries that have been configured.
Fieldsareasfollows:

SAP Table List x|
i~ Server Name: Server Type Server [P Address:

[ ok ] | & | | E&t | | Bemwe | | Heb

Server Name
The server name of the IPX server.

Server Type
Thetype of IPX server. Thisisrepresented as 4 hexidecimal digits.

Server IPX Address

The IPX address of the server. Consists of the Network Number and the Node
Address of the server.

Add

To configure anew SAP entry, click on the Add button.

Edit

To edit an existing entry, select an entry from the table, and click the Edit button.

Delete

To delete an existing entry, select an entry from the table, and click the Delete
button.
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The Add/Edit IPX SAP Entry screenisasfollows:

Add SAP Entry

Cancel

Server Name: [

Server Type: Help

IIH
st
%]

Server P Addr

Network Nurmber: |1234
Node Address: I

Socket Mumber:

Server Name
The server name of the IPX server. The name can be up to 48 characterslong.

Server Type
Thetype of IPX server. Thisisrepresented as 4 hexidecimal digits.

Network Number

The network number for this server as defined in the IPX Static Routes table entry.
This cannot be changed from the SAP screens.

Node Address
Specifiesthe MAC address for the server. It isformatted as 12 hex digits.

Socket Number

Servicesin an IPX network communicate with the requester using sockets. Thisfield
specifies the socket number of the desired service. It isformatted as 4 hex digits.

If Satic Routing is enabled and the Manager is not on thelocal subnetwork, then the
route to the Manager's network must be defined. A SAP entry is not created for the
Manager.

If you are using any security servers configured for IPX (i.e. Novell Bindery, Axent,
NT Domain) to provide 833IS security, you must set the routing path and SAP
entries for these servers.
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Filter Definition

Usethiswindow to create and managethelist of up to 50 filtersfor the|PX protocol.
IPX filters can specify the Network, Node, Socket and Sub-Protocol. The filters can
accept or reject incoming packets based on source and destination network and node
addresses and socket numbers. Thefieldsareasfollows:

IPX Filter Definition
Mame Filter Source Destinatian Packet
Action Type

Network Node Socket Metwork Node Socket

| ok | [ ew | [TEE] Do | | Heb

Add

To add afilter definition, click Add. The Add I PX Filter Definition window will
appear. See “Add / Edit IPX Filter Definition” on page 124 for details on how to
create afilter definition.

Edit

To edit afilter definition, select afilter from the list and click Edit. The Edit IPX
Filter Definition window will appear. See “Add / Edit IPX Filter Definition” on
page 124 for details on how to modify afilter definition.

Delete

To delete afilter definition, select a filter from the list, and click Delete. The filter
definition will be removed.
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To complete or modify the filter definition, enter the information in the following
fields:

Add IPX Filter Definition
Marne: I |LI
Filter Action: i Accept

& Reject
Source Netwark: l— Packet Type:
Source Node I INDne ﬂ
Source Socket: l—
Destination Metwork: l—
Destination Mode l—
Destination Sacket:

Name

The filter name can be up to 8 charactersin length. Y ou will use the name to assign
filterstothe server or user. The name can be used when adding filtersto auser record
on aRADIUS security server.

Filter Action

Select whether to Accept or Reject incoming IPX packets if the packet matches all
parameters defined in thisfilter. The default setting is Reject.

Source Network Address

The address of the network that contains the station that is sending the IPX packet. It
can be up to 8 characterslong.

Source Node Address

Enter the node address of the station that is sending the IPX packet. It consists of 12
hexadecimal characters.
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Source Socket Number

The socket number on the station that is sending the IPX packet. The socket number
can be up to 4 hexidecimal characters.

Destination Network Address

The address of the I|PX network that the IPX packet is being sent to.

Destination Node Address
The node address that the IPX packet is being sent to.

Destination Socket Number
The socket number that the IPX packet is being sent to.

Packet Type
The entriesin the pull-down list are None, RIP, SAP, SPX, NCP, and Other.

» If you select Other, make an entry in the Typefield. Thefield can be up to
3 numeric characters.

Once you have entered the correct information, click OK to save your changes.

Thiswindow allows you to assign up to 10 IPX filters to the server. The server will
process these filters from the top down, so the order may be important. See “IP
Filter” on page 109 for more details on how thefilters are used.
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Toassign IPX filtersfor the 833IS, follow these steps, click Filter Assignment. The
Server Filter Assignment window appears.

Server Filter Assignment x|
)

Defined Filters IIF’XFiIl e

Azsigned Filkers

Add

Default Action: " Accept
"~ Reject

0K I | Cancel | | Help I

See “Filter Definition” on page 110 for information about the fields and buttons.

Configuring the Bridge Function (BCP)

Bridging is used to transport supported protocols other than IP, IPX, NetBEUI and
ARA. Most commonly, it is used with LLC2 protocol to connect a PC to an IBM
Mainframe or Midrange computer to get a 3270 or 5250 display session.

The MAC address of the LAN identifies devices on the network and is passed from
one end to the other. A WAN client dialing in emulates a LAN adapter and this
emulated adapter requires aMAC address that is provided by the server. The 8331S
has these schemes for providing that address:

= YoucanassignaMAC addressto the user record. Thisshould bedoneif the user
needsto know what the MA C addressisor the MAC address hasto befixed. For
example, an IBM host may not establish asession withaPC if theMAC address
had changed from the previous session.

= You can create an interna pool of MAC addresses. The MAC address will be
assigned at thetimethat the PPP sessionisestablished. Therelationship between
the channel of the incoming call and the MAC address is not fixed. Using the
internal pool isagood choice:

126 Perle 833IS User Guide



Protocol Filter

Chapter 7: Configuring the Protocols

« If theprotocol on the Client PC does not need the MAC address at the time
the PC is started.

= Ifitisnot important that the user always has the same MAC address.

= You can enter the MAC addressin the user database for some users and use the
internal pool for the others.

The 833ISLAN adapter will seeevery MAC addressthat is present onthe LAN. For
best performance, the Ethernet and Token Ring LAN adapters incorporate an
Address Filter. This filter will pass through only those addresses destined for the
833IS. All other addresses will be discarded in hardware.

When a user connects with Bridge Control Protocol (BCP) to the 833IS, the MAC
address isloaded into the Address Filter. If the user record does not containaMAC
address, the next available free MAC address from the pool will be used.

To use the MAC address pool, it must be enabled within the LAN Feature Card
configuration. See “Configure the Ethernet LAN Interface” on page 77 and
“Configure the Token Ring LAN Interface” on page 78.

The BCP screenisasfollows:

Bridge Contiol Protocol (BCP)

I~ Aliow Client Speciied Mac Addiesses

Protocol Filker

¥ Filter Broadcast ¥ Filter Multic:ast

ak. I Cancel Help

Allow Client Specified Address

When checked, the Client Specified MAC Address will be used if available.
Usually, MAC Addresses are centrally administered, and it isrecommended that the
Client Specified MAC Addresses are not allowed.

This option can be used to independently filter out LAN broadcasts and multicast
frames so they are not passed on to the WAN client. With LLC2 protocol, no
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filtering should be set. The filter settings have no effect on Routing clients such as
Perle Remote or Windows Dial Up Networking clients.

Pratocol Filter

¥ Filter Broadeast ¥ Filter Multicast

Filter Broadcast

When checked, the 833IS will not pass any broadcast messages received from the
LAN tothe WAN client.

Filter Multicast

When checked, the 833IS will not pass any multicast messages received from the
LAN tothe WAN client.
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Configuring PPP

Time-outs

Compression

PPP is used for communication between the Dial-In PC and the 833IS. These
settings will apply to all clients (except ARA) dialing in, regardless of whether the
LAN protocol isIP, IPX, NetBEUI, or Bridge. The defaults should work in almost
all situations. It is recommended that you do not change these values during the
initial installation of the 833IS.

When aclient dialsin to the 833IS, the PPP stacks on each side attempt to negotiate
acommon set of operating parameters. Modern clients can typically handle awide
range of operating parameters and will successfully negotiate with the 833IS.
However, some older clients may have restrictions in their PPP stacks and may
reguire specific settings for the compression and maximum counts parameters.

PPP is not used with Apple Remote Access (ARA) clients. PPP settings have no
effect on the dial out function.

The PPP screen isasfollows:

PPP - Main Group | x|
Riestart timer [Seconds] ;|3
Compression
¥ Protocol ¥ IP Header [~ STAC [Analog call]
W &ddress ¥ P Header ¥ STAC [Digital call]

¥ Enahle Multiink PPP

I ak I | Cancel I | Async Contral | | Help

Restart timer

When the 833I'S connects with the client, they negotiate operational values between
them. It is possible that the client will not respond to an 8331 S negotiation message.
This timer sets the maximum time the 8331 S will wait for a response to negotiation

messages.

Protocol

When checked, the 833IS will attempt to negotiate protocol compression during
connection.This reduces the size of the PPP header. For protocol compression to be
used, both the 8331 S and the client must negotiate this option.
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Address

When checked, the 833IS will attempt to negotiate address compression during
connection. This reduces the size of the PPP header. For address compression to be
used, both the 8331 S and the client must negotiate this option.

IP Header
When checked, the 833IS will attempt to negotiate | P header compression.

IPX Header
When checked, the 833IS will attempt to negotiate |PX header compression.

STAC (Analog Call)

When checked, the 833IS will attempt to negotiate STAC compression (software
compression) for al analog calls.

STAC (Digital Call)

When checked, the 833IS will attempt to negotiate STAC compression (software
compression) for al digital calls.

Enable Muliilink PPP
By default, Multilink PPPis enabled for all dial in clients. To disable
Y ou may wish to disable Multilink PPPif:
= Youwanttorestrict dia in clientsto asingle PPP session
= Thedial inclient you are using does not support the negotiation of Multilink
PPP. On connect, the 8331S will check with the client to seeif it wishes to

use Multilink PPP. Someclients (for example, MacPPP) do not support this
negotiation and will fail to connect.

Async Control
Click this button to access the Async Control screen.

Thisisan advanced feature of PPP that lets you select any control charactersthat are
not allowed to be transmitted on the network. Whenever a selected control character
appears in the data stream, it is preceded by an escape sequence and changed into
non-control characters. The destination then converts these characters back to the
original value.

With an ISDN BRI connection to the phone network, al control characters may be
transmitted by the 833IS. On the other hand, the client may be using network
equipment that requires some control charactersto be masked off. The client should
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negotiate these characters with the 8331S, and no control characters should need to
be set in the 8331S Async Control map. If you are using older clients that cannot
successfully negotiate this map, you will need to set the control characters in the
Async Control map.

For best performance, select only those characters that must be masked off. Any
selected control characters are translated to multiple characters, degrading
performance.

ASYNC Control Map - Main Group x|

Send escape before selected contial characters

[T OoNUE T ogese [ 10DLE [ 180eM
™ msoH ™ 09HT ™ ool [~ 19EM

™ 0251 ™ oaLF [~ 12pC2 [~ 145UE
™ 03ETR I~ 0BYT I~ 13DC3 [~ 1BESC
I 04EDT ™ OCFF [~ 14DC4 [ 1CEs

™ 05END I” 0D CR ™ 15 NAK M 1DGS

™ OBACK I CESO [~ 165YN [T 1ERS

I 07 BEL I~ oF sl [~ 17ETE [ AFUs

| oK I ‘ Cancel | ‘ Help |

PPP was originally available on the Mac using freeware PPP stacks. The two most
popular were FreePPP and MacPPP. In Mac OS 7.6, Apple introduced a PPP client
which has evolved to the current Remote Access Client.

Recent versions of this client also supports PPP transport of AppleTak, known as
MaclP. MaclPisnot supported by the 833IS.

On connect, the 833IS will check with adial in client to see if it wants to use
Multilink PPP.

MacPPP does not support this negotiation and will fail. To resolve this, disable
Multilink PPP on the PPP configuration screen.
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The native protocol for the Apple Macintosh is AppleTak. AppleTalk isatransport
layer protocol, providing similar functionality to IP. This protocol is used for
connecting to native Apple file servers (known as AppleShare), other Macintoshes,
and to printers. A remote Macintosh user connects using Apple Remote Access
Protocol (ARAP), which provides similar functionality to PPP. Unlike PPP, ARAP
can transport only one protocol, namely AppleTalk.

Until recently, a Macintosh user that wished to use ARA would have to purchase
Apple Remote Accessclient. Thisisnow bundled with PPPinasingleclient called
"Remote Access Client", included with the Mac OS. Thisclient supportsversion 2.1
of ARA.

ARAP cannot betransported "asis" acrossadigital (ISDN) dial up connection butis
supported using V.120 rate adoption.

The Perle 833IS has built-in support for the AppleTak networking protocol and no
specia configuration isrequired. Thisallowsan Apple Remote Access (ARA) client
running on a Macintosh to dial in to the 8331S and access the AppleTalk network.
AppleTalk is supported on both Ethernet and Token Ring connected Perle 8331 Ss.
Both ARA Version 1 and 2 clients are supported.

It is recommended that you use Version 2 ARA client software. If you are using a
Version 1 ARA client, you must change the modem initialization settings for the
Perle 833IS. Version 1 ARA software requires that the modem does not negotiate
compression or error correction. Other dial in clients and protocols will still work in
most cases, but performance for these clients could be degraded. If you require
modems that support Version 1 clients, it is recommended that these be placed in a
separate group.

If you are using a Version 2 ARA client, the modem settings as shipped by Apple
may not work. As with the Version 1 client you may disable error correction in the
server. However, you can retain your server settings by changing the modem
configurations used with the ARA software. See your modem vendor for these files.
Also, the Apple Remote Access Modem Toolkit Version 2.0 available from Apple
will permit you to create custom modem configurations.

The client name and password configured in the ARA client must match the name
and password within the 833IS. This name and password will be used solely to
access the 833I'S, and do not correspond to names and passwords used to access any
other Macintosh.
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Fixed callback is supported by the ARA client.

The Perle 833IS supports the NetBEUI (NetBIOS Extended User Interface)
protocol. This permits clients such as the Windows 95 and Windows NT Dial up
Networking clients to be used in a NetBIOS environment.

NetBEUI requires that the client dialing into the 833IS emulate aLAN adapter. The
833IS suppliesaMAC address from an address pool for thisemulated LAN adapter.
Although this MAC address must be unique on your network, it does not have to
remain constant every time a client connects.

The MAC address pool is defined in the LAN Feature card configuration. By
default, this MAC address pool is disabled. See “Configure the Ethernet LAN
Interface” on page 77 and “ Configure the Token Ring LAN Interface” on page 78
for details on defining the pool.

Because the Perle 833I'S supports up to 10 sessions per connection using NetBIOS
the maximum number of sessionsin the client's NetBEUI configuration must be set
to10or less.

Perle 833IS User Guide 133



Using NetBEUI

134 Perle 833IS User Guide



Chapter 8: Configuring the User Database

About Configuring the User Database

In this chapter you will read abouit:

= Overview of User Database
=« Configuring the Internal User Database
= Configuring the Standard Profile

Overview of the User Database

For a user to gain access to the 8331S, the user must be defined to the system. You
can do thisin anumber of different ways:

833IS Internal Database

Y ou can define the user in the internal database of the 833IS. The internal database
lets you set up the following for each user:
=  UserlD.

= User password.

=« Administration privileges.

=« Fixed MAC address, if required.

« UserIPaddress, if required.

= Inactivity time-out.

= Amount of connect time.

»« Callback.

= Protocols

= Compression

= Packet Filtering

=« LanTolLan

Shared User Database

Access to an 833IS can be controlled by using the Internal Database that is
configured in a Remote 8331 S server.
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External Security Systems

The 833IS can use network security servers to control access to the 8331S. The
servers supported are: Novell Bindery, RADIUS, Axent, SecurlD and NT
Domain.

Certain features may not be available when using any of the external security
servers, because these databases do not contain all the information in the internal
database. To remove this limitation, the 833IS lets you establish standard profiles
for information that is common to a group of users. You can also set up an internal
user record even if the user is entered in the external database. This strategy makes
sense if you have a small number of usersthat require the special services.

The internal user database of the 8331S can store user records for 500 users. These
user records are used:

= For password authentication if the 8331 S has been configured for User Database
security. See“ Configuring User Authentication Security” on page 171.

= Toassign either afixed MAC address for Bridging clients, or aUser IP address
for IPclients.

= Toprovideinformation on Callback options, connect time and inactivity time-
outs.

To reduce the amount of configuration required, the user record has been split into
two screens. Thefirst screen sets basic access security and administrative privileges.
The Use Standar d Pr ofile checkbox on this screen tellsthe 8331 S to use the settings
for callback, inactivity time-outs and connect time limits that were defined in the
Standard Profile.

If you wish to use different settings from the Standard Profile for this user,
deactivate Use Standard User Profile. Y ou can then get three additional tabs, User
Profile, Protocols and User Callback presented, in order to change additional
parametersfor this user.
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Configure the Internal User Database
From the Configuration File window, click on User.

User Main The User main screen appears. Fields are asfollows:
User ID Departrment Access Use Standard
Edi
Tatal O Usars | Standard Profile I | Cancel |
~User Database Acce
 Public {+ Private | Shared Database I ‘ Help I
User

This areadisplays information about all the users configured in the User Database.

User ID
The name of the user.

Department
Department to which the user belongs.

Access

Displays whether a user's accessis enabled or disabled, and if enabled, whether the
user has administration privileges.

Use Standard
Displays whether the user is using the Standard profile.

Add
Adds auser to the database.
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Edit
Enables editing of the user currently highlighted in the User list.

Remove
Removes the user currently highlighted in the User list from the database.

Standard Profile
Editsthe Standard Profile.

User Database Access
Options for access to the User Database. The options are Public and Private.

Public

The User Database on this server will be accessible to any Perle 833IS on the LAN
which has been configured for Sear ch Remote.

Private

The User Database will be accessible only to users that connect to this local Perle
833IS. However, thelocal Perle 833IS can access the user databases on other Perle
833ISserversonthe LAN if thelocal server is configured for Sear ch Remote.

Shared Database

Click this button to configure the 833IS to access other servers with shared User
Databases.
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The Add/Edit User screen is used to enter permissions and user parameters for a
user.

At least one user record with administration privileges must be entered in the
internal database. This allows access by the 833IS Manager for configuration and
monitoring.

The Add/Edit User - User screenisasfollows:

Ol Add User ]

User |
[~ User Disabled
User |D: ||

Department: I

" Egpires: |

[~ Administration Privileges

Set Paszword

Password I

Lonfirm: I

¥ Use Standard User Profile

Cancel | Help |

User Disabled

A user record is enabled by default. If you want to prevent a user from accessing the
833lIS, but do not want to del ete the user from the database, click on this checkbox.

User ID

Enter the name of the user. The User ID field is case sensitive. Maximum length is
32 characters. The name is used in combination with the password for Local
security.

Some clients may restrict User ID length to lessthan 32 characters.

Perle 833IS User Guide 139



Configure the Internal User Database

140

@

Set Password

@

Department

The department name is a 16 character long text field that can be used to describe
users. It is used solely as a display field within the Manager, and is not used for
granting privileges or access.

Expires

Select this option if you wish to disable this user record on a specific date. Enter the
Dateinthefield in yy/mm/dd format.

Y ou can aso click on the Drop button on the datefield to display acalendar. Usethe

scroll buttons at the top of the calendar to select the M onth, then click on the Day to
select.

Administration Privileges

Select this option to grant this user Administration Privileges. A user with
administration privileges can use the 833IS Manager to configure and monitor this
833IS.

It is recommended that at least one user record be created with administration
privileges for each 833ISto allow access by the Manager.

The password is used to authenticate the user if Local security is used. The
Password field is case sensitive. Maximum length is 32 characters. Enter the
password in both the Password and Confirm fields.

Some clients may restrict password length to less than 32 characters.

If you are using RADIUS or Bindery external databases, or a third party security
device such as SecurlD, this password is not used unless the user has been given
administration privileges.

All userswith administration privilegeswill be required to enter a valid password.

Use Standard User Profile

When checked, the valuesin the Standard Profilewill be used for this User. If you
wish to use Fixed Callback (i.e. callback from the 8331S to a number stored in the
user database), the Standard Profile cannot be used.

When cleared, additional Tabs will be shown, allowing these values to be
customized for the user.
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User Profile

The extended user parameters on the User Profile screen allow you to set values for
Lan To Lan, Inactivity Time-out, Connect time, and Client Virtual Connection for
thisuser. These values will override the values set in the Standard Profile.

The User Profile screenisasfollows:

O Add User E3

User  User Prafile I F‘lolocols' User Eal\back'
Lan To Lan
[ I™ Enable LanTo Lan ‘

i~ Inactivity Timeout
& Disabled

 If Inactive inutes

i~ Connect Time
@ Unlimited

i Magimum I Minutes

- Client Virtual Connection

I™ Enable Virtual Connect

Cancel Help

Enable Lan To Lan

When checked, this option allows a remote Router to access the 833IS. Enabling
thiswill bring up aLan To Lan tab that allows parametersfor the remote router to be
set. Refer to the Lan To Lan section on page 147 for more detail on these
parameters.

Inactivity Timeout

This feature will disconnect a dial in user if there has been no activity on the link
during atime out interval. The default is to disable this feature and let the user stay
connected until they disconnect.

To configure an Inactivity time out:

1. Click the If inactive button.
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2. Enter atimevaluein minutes.

Note that bridged protocols may generate data traffic even though the user may not
be performing any functions. This may cause the connection to remain open even
when the user isinactive.

Use caution when setting thisoption. A user that is connected to anetwork when this

timer expires will be disconnected, which may adversely affect the operation of
certain applications.

Connect Time
This feature will disconnect a dial in user after a preset time limit, regardless of
activity. The default isto alow the user Unlimited connect time.

To configure atime limit:
1. Click the Maximum radio button.

2. Enter avaluefor connect timein minutes.

Thisfeature is can be used by remote I[P or IPX dial in clients to save on connection
charges. With client virtual connect enabled, the client can drop the physical
connection, but the 8331 Swill keep the session active. The client can then reconnect
and the 833ISwill reassign the same session, and client | P address.

The Inactivity Timeout and Connection timers affect the virtual connection in the

following manner:

= Inactivity Timeout
If thereisno datatransfer on thelink for the duration set in thistimer, the client
session drops and the physical connection drops. Timeinthevirtual connection
stateisincluded. If "disabled" is set for inactivity timeout, the session will be
released after 10 minutesinthevirtua state. Thisisto prevent an unused session
from being tied up permanently.

= Connect Time

The client will be disconnected and the session will be dropped after the time
limit set in thistimer, regardless of activity. Timeinthevirtua connection state
isincluded.

If you are using Radius as your authentication server, you can configure the Radius
server to set the Inactivity Timeout and Connect Time.

To be effective, the dial in client should support virtual connect. It should have a
mode that:
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= Drops the physical connection if inactive, but not notify the application of
disconnect
= Automaticaly reconnectsif dataisto be sent

Reconnect to the 8331 Sisdriven solely by theclient in thismode. The 8331S cannot
redial theclient. In practicethisisnot areal limitation, as serverswill typicaly only
send datain response to arequest from the client. However, if you are using aclient
application that supports unsolicited data from a server, you can configurethe LAN
to LAN featurefor usewith adia in client.

Enable Virtual Connection
Click on thisbox to enable aclient virtual connection.

This feature is used by remote Dial-in clients to save packet charges. The client
drops the physical link to the 833IS when the line is idle but maintains the logical
end-to-end connection (1P/1PX). The client reestablishes the physical link whenever
there is end-to-end data to send. This feature must be supported by the Dial-In
Clients.

The Protocolsscreenisasfollows:

o Add User E

User I User Profile  Protacols |L|ser Eallha:kl

r~ Protocal

W iB I~ HEtBEL I~ BCR
B R
i~ Compression
¥ IP Header
™ IP% Headsr

il
lter

I™ Disable Server Filters

[ PRl || xR |

- Addresse:

™ Fixed MAC Address

Cancel | Help
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Protocols

Disable any Protocolsthat the user should not have accessto by removing the check
inthe check box. IPand IPX protocols are enabled by default. However, if the server
has any protocols disabled, then that protocol cannot be enabled for the User.

Compression

Enable Protocol compression for IP and IPX for a specific user. If enabled,
compression will be done on the protocol headers.

Filters

Disable Server Filters:

To override the server-assigned filters and use only the user-assigned filters, click
thisbox.

IP Filter:

Toassign I Pfilters for the user, click this button to open the User Filter Assignment
window.

IPX Filter:

To assign IPX filters for the user, click this button to open the User Filter
Assignment window.

Addresses

User IP address:

A user can be assigned a specific |P address by checking this field. The addressis
entered in dotted decimal format (for example XxX.XXx.XxX.xxx). The network
portion of this address must be the same as the network portion of the server's IP
address.

Fixed MAC Address:

The Fixed MAC Addressfield is used to assign a specific MAC addressto adial-up
user. When the user connects using a BCP or native NetBeui client, the MAC
address defined will be assigned to the user. If the MAC Addressis not specified,
one will be taken from the pool defined on the server or it may be specified by the
dial-up client. If the user is on an Ethernet lan, the valid address range is
020000000000 - 02FFFFFFFFO00. If the user is on a Token Ring lan, the valid
address range is 400000000000 - 40FFFFFFFFOO.
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With User Callback enabled, when a user dials into the 833IS, the 8331S will
disconnect the call and then callback the user.

This can be used:

=« For additional security. The user record can contain a phone number to be used
for callback. Only if the user is at that phone number will access be permitted.

=  For centralized billing. With callback enabled, the dial in session is charged to
the server. The user paysonly for the short initial connection to the 833IS.

Callback can be either Fixed or Roaming.

«  With Fixed callback, the callback numbersare stored in the user database. Inthe
833IS database, two phone numbers can be stored — a main and an alternate
callback number. Duringtheinitial connection, the client asksfor acallback, and
can optionally specify whether to callback the main or the aternate phone
number. (If no number is specified, the main number is used). The actual phone
number is never transmitted on the phone line. If you are using a RADIUS
databasefor user records, asinglecallback number can beset. RADIUS Callback
ID is not supported.

= With Roaming callback, the client suppliesthe callback number at connect time.
Theclient must support the Callback Control Protocol (CBCP). Thisissupported
by the Perle Remote Client, the Microsoft Windows 95 and NT Dial in clients,
aswell as some other third party clients. Roaming callback is also supported by
the Apple Remote Access client, using Apple'sdial in protocol.

You can enable both roaming and fixed callback for a single user. If both are
enabled, the 833ISwill callback the roaming number if it is supplied at connect. If it
isnot supplied, fixed callback will be done.The dial-in client must support both fixed
and roaming callback for thisto work.

Callback is available both analog and digital ISDN BRI connections. After
connection, you may wish to send DTMF tones for special functions. For example,
the callback may need to navigate through a PBX. You can use the Post Dial
character in the callback phone number. All numbers after this character will be sent
as DTMF tones regardless of how the number was dialed. For more information on
thistopic, seethe AT command “Dn - Dia” on page 243.

Perle 833IS User Guide 145



Configure the Internal User Database

146

The User Callback screenisasfollows:
Lser I User Prnfilel Protocols  User Callback I
I Enable Boaming Calback

™ Enable Fixed Callback

= Piefered Eallbachk Group
IMa\n Fool j 7| sz erclusively

-~ Fixed Callback.
Callback Frone Wumbers

f i I
Altemate: I

Cancel | Help |

Enable Roaming Callback

When checked, this option will enable Roaming Callback. If a client asks for
roaming callback during connect, the 8331S will callback with the number supplied
by the client. If a client does not request roaming callback, the session will be
established asif roaming callback was not checked.

If this option is not checked, any roaming callback requests will be rejected at
connect time. Client behavior will be dependent on the client —the client may either
continue the session without callback, or end the session.

Enable Fixed Callback

When checked, fixed callback will aways be performed for this user when dialing
in. If you are using the internal database, the callback will be done to the main phone
number, or optionally to the alternate phone number if requested by the client. With
RADIUS, the callback will be made to the phone number provided by the RADIUS
Server.
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Preferred Callback Group

By default, a callback will be performed on the next available line that has been
enabled for callback. If you wish to allocate a specific group of channelsfor callback
by this user, select the group in the drop box. The callback group must have been
previously defined.

Use Exclusively

If you check Use Exclusively, the callback will occur only if thereis afree channel
available in the selected group. If Use Exclusively is not checked, the callback will
use another channel enabled for callback if achannel from the preferred group is not
available.

Callback Phone Numbers

These are the phone numbersthat are used by fixed callback. Each number can be up
to 32 characters long. If you have enabled fixed callback, you must enter a Main
phone number. The Alternate phone number is optional.

Lan To Lan

TheLANto LAN featuresallowsarouter todial intothe833IS. The network onthe
router's LAN can then communicate with the network onthe 833ISLAN using IP or
IPX.

Note that the communication is strictly between the router's LAN and the 833ISLAN
for this connection. If a second router dials into the same 833IS, it cannot
communicate with thefirst router.

The 833IS provides flexibility in the connection:

=« Thedial inrouter can originate the connection

=« The 833IS can originate the connection on power up or if it loses contact with
thedial in router

=« A virtua connection” can be established between the dial in router and 8331S.
Tosavetoll charges, it may be desirableto keep thelink established between the
dia in router and the 833IS only if there is data traffic. You can configure a
"virtual connection” in the 8331S, which will keep the dial in session alive but
drop the physical link if thereis no datatraffic. When thereis datato be sent to
the dia in router, it is dialed automaticaly and the data is then sent. This
automatic reconnect issometimesreferred to as"dial ondemand". Similarly, the
dial in router can drop the connection, and reconnect to the same session when
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it has datato send.

Thedid in router and the 833IS need to learn about each other's network. This can

be done by:

= Using dynamic routing. The routers exchange routing information (using RIPs
for IP, or RIPs and SAPs for |PX) when they connect, and periodically refresh
their routing information when they are connected.

= Usingstaticrouting. Static routescan bedefined inthe833IS. Notethat routing
information can still be sent to the dial up router if static routes are defined.

If avirtual connection has been established, but the physical link has been dropped,
thelink isreestablished if the 833ISreceives datathat it knowsthat it has to send to
thedial inrouter. It makesthis decision based on the routing information that it has
for the dial in router. With dynamic routing, the learned routes are stored for 12
hours. If thereisapossibility that the dial in router and the 833ISwill be physically
disconnected for greater than 12 hours, you should:

= Usedtatic routes, or

= Enableauto reconnect. Thisfeaturewill force the 8331Sto reconnect to thedial
in router based on the time set in the "Reconnect Every" field.

For IP, by default the 833IS will send RIP V2 with no multicasts so asto be RIP V1
compatible, and receive RIPV1or RIPV2. Thiscan bechangedinthe LAN to LAN
RIP Setup submenu. For IPX, routing information isalways sent foraLAN to LAN
connectionif IPX isenabled. IPX (aswell asother protocols) can be disabled for the
LAN to LAN connection in the User Profile.

Note that no routing information is sent for adial in client that is not defined asLAN
to LAN.

It is strongly recommended that the dial in router use a fixed IP address. If a
dynamic |P addressis supplied (for example, from the Internal 1P pool) inconsistant
behaviour could result after aphysical disconnect/reconnect.

There are timers that affect the LAN to LAN connection behavior, if virtual
connectionis not enabled:

= Inactivity Timeout

If thereis no datatransfer on thelink for the duration set in thistimer, the LAN
to LAN session drops and the physical connection drops.

Note that any routing information exchanged between the 8331S and the dial up
router will not be considered activity.
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= Connect Time

The dia up router will be disconnected after the time limit set in thistimer,
regardless of activity.

If virtual connectionisenabled, the Inactivity Timeout and Connect Time apply
to the virtual session. Timers that affect the LAN to LAN connection when
virtual connection is enabled are:

= Inactivity Timeout (User profile)

If thereisno datatransfer on the link for the duration set in thistimer, the LAN
to LAN session drops and the physical connection drops. Time in the virtual
connection state is included.

=« Connect Time (User profile)

Thedia up router will be disconnected and the session will be dropped after the
timelimit set in thistimer, regardless of activity. Timein thevirtual connection
state isincluded.

= Disconnect If Inactive (LAN to LAN, Virtual Connection)

If thereisno datatransfer onthelink for theduration set inthistimer, the physical
connection is dropped, but the LAN to LAN session ismaintained. Thistimer
isin effect only after the "Connect a Minimum of" timer expires.

=« Connect aMinimum of (LAN to LAN, Virtual Connection)

When the physical connection is established, thistimer sets the minimum
durationthat thephysical link staysactive. A minimum durationmay berequired
if dynamic routing is used (to allow the exchange of routing information).

= Reconnect Every (LAN to LAN, Virtual Connection)

Thistimer can be used to ensure that the physical link is periodically
reestablished so that routing information is exchanged.

If you are using Radius as your authentication server, you can configure the Radius
server to set the Inactivity Timeout and Connect Time.

A dial in router is authenticated in the same manner as any other dial in user. The
user 1D and password must be set up in the authentication database that has been
defined in the Security settings of the 833IS. Authentication that relies on token
security (Securel D, Axent) cannot be used with the LAN to LAN feature, asthedial
in router has no mechanism for responding to the security challenge. The 833I1Swill
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send out PAP and/or CHAP requests as defined in the security settings, and the dial
in router PAP/CHAP settings must match.

If the 833ISis calling the dia up router, the dial up router may need to authenticate
the 833IS. Thelogin (user) ID and password for the dial in router are entered in the
Remote System L ogin section of the LAN to LAN screen. On connection thedial in
router may request from the 833IS:

= AloginID
= AloginID and password
= Neither alogin ID and password

Fill inthefields as required by the dial in router. The 833IS supports both PAP and
CHAP authentication requests from the dial up router in this mode. Some routers
(for example, some Cisco routers) can be configured to request alogin ID evenif the
router is calling the 833IS. If the router calls the 833IS and requests a User ID and
Password, the 833ISwill send aUser ID of "P833" and a Password of "PERL". This
will not compromise security, as the 8331S must still authenticate the remote router
against the User ID and Password in the User Record before a connection can be
established.

If the 833ISis configured to call thedial up router, the phone number of therouter is
configured in the " Primary Phone Number" field. When the 8331S needsto dial out,
it will use an available channel that is enabled for dial out. Y ou may wish to ensure
that the 8331 S always has a channel to dial the router. This can be done by enabling
"Reserve Channel" and selecting the reserved channel from the drop down menu.

If the call type is defined as analog, a modem enabled for callback will also be
required. If no modem isavailable, thedia out will not occur.

If "Enable Multilink PPP" is enabled, the 833IS will use two channels to connect to
thedial out router. Enter the phone number for the second channel in the " Secondary
Phone Number" field.

Callback should not be used to have the 833IS call the dial in router. If callback is
used, the router will be treated as a standard dialup client. Routing information will
not be exchanged, and the LAN to LAN connection timerswill not be used. Always
usethedia out parametersreserved for the LAN to LAN function.
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Thefollowing list of parameters are used for Lan To Lan connections.

o Add User E3

Uszer | User F'mf\lal Plnlnculsl User Calback LanTolan I

—Remote Spstem Login

BIP Setup
Login ID: l— ;I
Pazzwaord:

Confirrm: l—
r~ Phone Mumber

I Enable Muliink PFP Ea"gﬂgiﬁjm
PFrimary Phone Mumber: I

[~ Reserve Channel m

Secondsrny Bhene Humbern I

I | Reserve Channel Im

Cornection
’VI_ Enable £uto Connect ‘

Cancel Help

This section is used to setup the parameters for establishing the connection to the
remote router. These include the dialing and authentication parameters:

Login ID

Thisisthe Login ID for the remote router. Maximum length is 16 characters. The
833ISwill appear to the remote router asthis|D.

Password

This password is used to authenticate with the remote router. The Password field is
case sensitive. Maximum length is 16 characters. Enter the password in both the
Password and Confirm fields.

Enable Multiink PPP

The 8331S uses Multilink PPP to support up to two physical links for each remote
router connection. Each physical link has a unique phone number.
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Phone Number

This field is used to enter the phone number of the remote router. The calls can be
made on reserved channel numbers if necessary. The phone number fields are only
required if the connection is initiated from the 833IS or virtual connection is
enabled.

Call Type

Select thetypeof call totheremoterouter. Digital isused to call arouter that hasan
ISDN BRI connection. Analog is used to call arouter that has amodem connection.

Reserve Channel

When the Reserve Channel is enable, a user can be assigned a specific channel.
Available channels will be listed in the drop down list and one may be selected for
the particular user.

Enable Auto Connect

When this option is selected, the 833IS maintains a permanent connection to the
remote server. The 833IS initiates this connection at bootup and will automatically
retry if the link goes down. The Inactivity Time Out and the Maximum Connect
Time parameters are disabled when Auto Connect is active.

This allows the setting of timing parameters for a virtual (spoofing) connection.

Virtua connections may beinitiated by:

= Adefined LAN-LAN profilewith the Enable Auto Connect flag set and with the
Enable Virtual Connection flag set.

= A defined static route being brought up on demand and which hasa LAN-LAN
profile which has the Enable Virtual Connection flag set.

= Anincomingcall whichlogsinto auser profilefor whichaLAN-LAN profileis
defined having the Enable Virtual Connection flag set.
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The Configure Virtual Connection screenisasfollows:

Configure Yirtual Connection | X|
¥ Enable ¥ittual Connection

Disconnect If Inactive inutes

l—
Connect & Mirimum OF : l— Minutes

Minutes

Recannect Every

I 0K I | Cancel | ‘ Help

Enable Virtual Connection

When enabled, the 833IS will take down the physical links to the remote router but
maintain the virtual connection at the protocol level (IP or IPX). The remote router
must be setup to support virtual connection. The 833IS will simulate the RIPs,
SAPs, and watchdogs messages when the virtual connection is enabled.

Disconnect If Inactive

This specifiesthelongest continuoustimeinterval of inactivity (except for RIP, SAP
and IPX Type 20 packet exchange) allowed before the virtua link is brought down.

Connect a minimum of

This specifies the shortest continuous time interval in seconds allowed for a virtual
connection. This setting is useful for setting a time period required to ensure the
exchange of routing information on connection establishment.

Enable Auto Reconnect

When checked, this allows the 833I'S to re-establish the virtual connection after a
specified period of time defined by the Reconnect Every field.

Reconnect Every

This field specifies the maximum downtime allowed on alink before thelink is re-
established. This option is used to perodically reconnect for exchange of dynamic
routing and other information between peer networks.
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RIP Setup

RIF Send Type: RIF Feceive Type:

RIPVT COMPATIBLE | [RIP1 or FiIPy2 =l

Authentication Protocol

' No Authentication
) Flain et passward

) Keyed MEessans Digest

Ok I Cancel Help

RIP Send Type
From the pulldown list, select the type of RIPs to be sent over the Lan To Lan
WANCconnection. The available choices are asfollows:
= NoORIP Do not send RIPs
= RIPV1 Send version 1 RIPs
= RIPV1Compatible Sendversion 2 RIPs(no multicasts) so asto be
version 1 compatible
= RIPV2 Send version 2 RIPs

RIP Receive Type

From the pulldown list, select the type of RIPs to be received over and processed
from the Lan To Lan WAN connection. The available choices are as follows:

= NoRIP Do not process received RIPs

= RIPV1 Processreceived version 1 RIPs

= RIPV1Compatible Processreceived version 1 or version 2 RIPs
= RIPV2 Process received version 2 RIPs
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Standard Profile
From the User Main screen, click on Standard Profile.

The Standard Profile screen appears. Fields are as follows:

;i Usger Standard Profile - Main Gioup E

Standard Profile | Protocols/Filters |

- Inactivity Timeout

& Disabled

 |finactive I— minutes
r Connect Time

& Unlimited

£ Magimum I— minutes

- Uzer Callbacks:
[ Enable Boaming Callback

IMaim Paal j 7| Uz erclusively

" Freferred|Calback Eraug

- Client Virtual Connection

[~ Enable Yirtual Connect

Cancel | Help

Inactivity Timeout

This feature will disconnect a dial in user if there has been no activity on the link

during atime out interval. The default disables this feature and lets the user stay

connected until they disconnect. To configure an Inactivity timeout, click the If

inactive button, and enter atime value in minutes.

Use caution when setting this option. The operation of certain applications may be

adversely effected when a user connected to the network is disconnected when the

time expires.

Bridged protocols may generate data traffic even though the user may not be
@ performing any functions. This may cause the connection to remain open even when

the user isinactive.
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User
Callbacks

Connect Time

This feature will disconnect a dial in user after a preset time limit, regardless of
activity. Thedefault isto allow the user Unlimited connect time. To configure atime
limit, click the M aximum radio button and enter avalue for connect timein minutes.

For acomplete discussion on callback, See*User Callback” on page 145.

Enable Roaming Callback

When checked, this option will enable Roaming Callback. If a client asks for
roaming callback during connect, the 8331S will callback with the number supplied
by the client. If a client does not request roaming callback, the session will be
established asif roaming callback was not checked.

If this option is not checked, any roaming callback requests will be rejected at
connect time. Client behavior will be dependent on the client —the client may either
continue the session without callback, or end the session.

Preferred Callback Group

By default, a callback will be made on the next available line that has been enabled
for callback. If you wish to allocate a specific group of channels for callback, select
the group in the drop box. The callback group must have been previously defined.
See “User Callback” on page 145.

If you check Use Exclusively, the callback will occur only if thereis afree channel
available in the selected group. If Use Exclusively is not checked, the callback will
use another channel enabled for callback if achannel from the preferred group is not
available.

Client Virtual Connection
Click on thisbox to enable aclient virtual connection.

This feature is used by remote Dial-in clients to save packet charges. The client
drops the physical link to the 833IS when the line is idle but maintains the logical
end-to-end connection (IP/IPX). The client reestablishes the physical link whenever
there is end-to-end data to send. This feature must be supported by the Dial-In
Clients.

Thisfeature is can be used by remote IP or IPX dial in clients to save on connection
charges. With client virtual connect enabled, the client can drop the physical
connection, but the 8331Swill keep the session active. The client can then reconnect
and the 833ISwill reassign the same session, and client | P address.
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The Inactivity Timeout and Connection timers affect the virtual connection in the
following manner:

= Inactivity Timeout

If thereisno datatransfer on thelink for the duration set in thistimer, the client
session drops and the physical connection drops. Timeinthevirtual connection
state isincluded. If "disabled" is set for inactivity timeout, the session will be

released after 10 minutesinthevirtual state. Thisisto prevent an unused session
from being tied up permanently.

= Connect Time

The client will be disconnected and the session will be dropped after the time
limit set inthistimer, regardless of activity. Timeinthevirtual connection state
isincluded.

If you are using Radius as your authentication server, you can configure the Radius
server to set the Inactivity Timeout and Connect Time.

To be effective, the dial in client should support virtual connect. It should have a
mode that:

= Drops the physical connection if inactive, but not notify the application of
disconnect
=« Automatically reconnectsif dataisto be sent

Reconnect to the 833ISisdriven solely by the client in thismode. The 8331S cannot
redial theclient. In practicethisisnot areal limitation, as serverswill typically only
send datain response to arequest from the client. However, if you are using aclient
application that supports unsolicited data from a server, you can configure the LAN
to LAN featurefor usewith adia in client.
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Protocols

Filters

The User Standard Profile - Protocolg/Filtersscreenisasfollows:

O User Standard Profile - Main Group

Standard Profile  Protocols/Fikers I

i Pratacal
Vg I~ | et I~ BoP
¥ IEx I~ A8k

I~ Disable Server Filters
IF Filter |F:= Filter

Cancel Help

Disable any Protocolsthat the user should not have access to by removing the check
in the check box. If the server has any protocols disabled, then that protocol will
show as disabled for the User.

For adiscussion on protocol filters and how to define them, see “IP Filter” on page
100.

Disable Server Fliters

To override the server filters and only use the user-assigned filters, click the check
box on the Disable Server Filtersfield.

IP Filter

To assign I Pfilters for the user, click this button to open the User Filter Assignment
window.

IPX Filter

To assign IPX filters for the user, click this button to open the User Filter
Assignment window.
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IP Filter To assign an IP filter, click on I P Filter. The IP User Filter Assignment window
Assignment appears. Up to 10 IP filters can be assigned to the user record. The server will
process these filters from the top down, so the order may be important.

User Filter Assignment

T

Defined Filters | PFilter b
Assigned Filters

Deefault Actior: i Accept

" Reject

| ak. I | Cancel I ‘ Help I

For instructions on how to define IPfilters, see “Filter Assignment” on page 113.
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IPX Filter To assign an IPX filter, click on IPX Filter. The IPX User Filter Assignment
Assignment window appears.
User Filter Assignment
P
Defined Filkers <
Azeigned Filters
Drefault Action: i+ Aceept
" Peject
| oK I | Cancel | | Help |

For instructions on how to assign IPX filters, see “Filter Assignment” on page 125.

Shared User The Shared User Database feature allows the Perle 833IS to access the User
Database Database of specified remote Perle 833IS serverson the LAN. Two Remote Servers
can bedefined for thelocal server. When auser connectsto the Perle 8331S, asearch
for the user record will occur in the following order:
1. Loca User Database.
2. User Database on Remote Server 1.

3. User Database on Remote Server 2.

This option will work only if the remote Perle 833IS servers defined below have
@ been configured for Public User Database Access.
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To configure Shared User Databases, elect or open the proper configuration file.
From the Users section of the Configuration File window, click the Shared
Databases button. The Shared User Database dialog box appears. Thefieldsare as

follows:

Search Remote

Shared User Database

~ Remote Server 1
&P IRz

sgess [ ]

r~ Remote Server 2
P (i1

LCancel

Help

IID
2
1]

Set the check box of the Sear ch Remote field to enable the Perle 8331Sto search on

remote servers.

Remote Server 1, Remote Server 2

Specify the location of Remote Server 1 and optionally Remote Server 2 by
selecting the Protocol supported by the remote server. The optionsare | P and | PX.

Perle 833IS User Guide

If IP is selected, enter the IP Address of the remote server. The address
should bein dotted decimal notation.

If IPX isselected, enter the Name of the remote server. The name can be up
to 15 apha-numeric characters.
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About Configuring the Server

In this chapter you will read abouit:

Overview

Configuring the Server

Dial-Out

Security

Configuring User Authentication Security
Group

SNMP

= Logging

Parameters not related to Feature cards, protocols or users are contained within the
Server screens. The following functions are configured by the Server screens:

Server ldentification

n Dia-Out
= Security
= Grouping
=  SNMP

= Logging

For most installations, parametersin this section do not have to be configured for the
833IS to work. However, it is recommended that you configure the Server
identification.

Dial-Out contains advanced settings that do not need to be changed for most
installations.

The 833IS supports a number of different types of user authentication security. If
you are using the password security provided in the Internal 8331S User database,
you do not need to change these settings.

Grouping is an advanced feature that allows you to select specific channels and
modems and give them their own configuration. It is not necessary to configure
groupsin order to use the Server.
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If you will be using an SNMP Manager such as HP OpenView to monitor the 8331S,

you will need to set the SNMP parameters.

If youwill beusing aSysLog Server to receive the 8331 S event log information then

you will need to up the syslog parameters.

Configuring the Server

To configure the
Server

164

The Server screens contain the settings that apply to the entire server. For most
installations, the defaults provided will work and no further settingswill be required.

From the Configuration File screen, click on Server.

The Server main screen appears. Fields are asfollows:

Gerver Hame: [Ferle 83315
N —
I™ Enatls front panel password SHMP
i~ Set front panel password ;
Password: I Logaing
—Set Server password
Password: I
Confirm: I

™ Encrypt Passwords

o | |

Cancel

Server Name

Enter the name you want to assign to the Server. Maximum length is 16 characters.
Thisnameis used for reference only and appears within the Manager and the Front

Panel of the 833IS.

AssetID

If you wish to assign an Asset | D for the Server, enter it here. Maximum lengthis 16
characters. Some companies assign an Asset ID to permit them to track their
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equipment. Thisnameisused for reference only and appears within the Manager and
the Front Panel of the 833IS.

Enable Front Panel Password
When checked, the Front Panel password is enabled.

The Front Panel can be password protected to prevent unauthorized persons from
accessing it. It isrecommended that you enable the Front Panel password becauseit
is possible to perform commands from the Front Panel that can disrupt operation.

Password

The Front Panel password is entered in this field. Maximum length is 8 numeric (0-
9) characters. The same password must be entered in the Confirm field.

Confirm
Re-enter your password.

Set Server Password

The Server Password provides an additional layer of security for users accessing the
server via the manager or telnet. Maximum length is 32 characters. Enter the
password in both the password and confirm fields.

If the server password is defined on the server then the Server Password field aswell
as the User ID and User Password field will have to be entered on the Manager
Login screenin order to gain accessto that server.

If the server password is defined on the server then a user accessing the server with
this password does not have to have administration privilegesto gain full accessto
the server.

Both Front Panel Password and Server Password are encrypted when stored in the
configuration file.

Encrypt Passwords

When checked, all defined user passwords will be encrypted when stored in the
configuration file. The default isnot to encrypt user passwords.

Dial-Out
To access the Dial-Out settings, click this button. See page 166.

Security
To access the Security settings, click this button. See page 169.
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Group
To access the Group settings, click this button. See page 182.

SNMP
To access the SNM P settings, click this button. See page 189.

Logging
To access the syslog and internal logging settings click this button. See page 192.

Dial-Out

166

This screen allows you to customize the Dial-Out settings. The Auto dial on attach
setting can be used to automatically dial a phone number when a Dial-Out client
acquires a Dia-Out connection.

The Flow Control and Data Forwar ding settings have defaults that work for most
installations and should only be changed if you have special regquirements.

The Dial-Out screenisasfollows:

Dial Dut - Main Group
I™ vt disl on attacki Bhinrie numbes I
Flow Contral ——————————————— Data Forwarding
Mo flow contral Packet size: | 140 bz
(o
Hardware flow control Chagscles timeout: |50 e
" mondHoff flow contral
Packet timeaut: | 720
- IW— & Decinal acket timeoul ms
) Hey
Hoft: |19 Trigger Characters
| ak. I ‘ Cancel | | Help |
Auto Dial On Attach

When checked, the 8331S will automatically dial the number in the Phone Number
field when the Dial-Out client acquires a Dial-Out connection.

Phone Number
Enter the phone number to be dialed in thisfield if Auto Dial On Attach ischecked.
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Flow Control regulates theinternal flow of data between the 8331S software and the
modem.The 833IS has been set up to use hardware flow control and this value
should not have to be changed. However, if you enable software flow control in the
modem (viathe modem initialization strings), you may need to modify these values.

No Flow Control
When set, the 833ISwill ignore any flow control indication from the modem.

Hardware Flow control
When set, the 833ISwill use hardware flow control with the modem.

Xon/Xoff Flow Control

Also known as software flow control. When set, the 833IS will use characters
received from the modem to flow control. The Xon/Xoff fields display industry
standard values.

In order to optimize the connection to the Dial-Out client, the 833IS will collect
individual charactersreceived from the modem into a packet and forward this packet
to the client. The parametersin this section dictate the conditions that will cause the
packet to be forwarded.

Packet Size

Enter the maximum number of characters that the 833IS will collect before
forwarding the packet to the Dial-Out client. The default setting is 140 characters.
The minimum vaueis 1 character, and the maximum is 512 characters.

Setting the number lower increases the frequency of network transmissions because
the packets are always sent when they are full. Thisresultsin higher LAN traffic. If
you change the packet size, review the setting for the Packet Time Out.

Character Timeout

The maximum time that can elapse between characters received by the modem. If
thistimelimit is exceeded, the packet will be forwarded to the Dial-Out client. Enter
the duration of the Character Time Out in milliseconds. The default value is 60
milliseconds, with a maximum value of 65535 milliseconds. The value should be
lower than the Packet Timeout.

This number can be decreased to improve the response at the client. It can be
increased to reduce the frequency of network transmissions.
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Packet Timeout

The maximum time that a packet will wait for characters from the modem before it
issent. If this time limit is exceeded, the packet will be forwarded to the Dial-Out
client. Enter the duration of the packet Timeout in milliseconds. Thedefault valueis
720 milliseconds, with a maximum value of 65535 milliseconds.

Reducing this value may improve the response of the client if the typical data
transmission is smaller than a packet.

Trigger Characters
To accessthe Trigger Character s screen, click on this button.

A trigger character is a character that forces the transmission of a network packet.
This can provide optimum performance if you are transmitting certain types of data
to the Dial-Out client. For example, if you are transferring files and each block of
transmitted data ends with a consistent and unique character, you can define the end
character asatrigger.

Dial Dut Trigger Characters - Main Group x|

i~ Trigger Character

Enter up to 16 trigger characters in decimal or hes farmat :

% Show tigger characters in decimal format

£ Show trigger characters in hex farmat

N e S Y
3 Y S Y
a[— w[ [ | e
S R S Y

I 0K I | Cancel I Help |

There is provision for up to 16 trigger characters. Enter the trigger character in
decimal (range 0-255). Y ou can also enter the trigger in hexadecimal by setting the
display to hexidecimal.

Perle 833IS User Guide



Chapter 9: Configuring the Server

Security

Overview

It isimportant that you manage access to your network by Dial-In Remote Users. In
particular you should:

= Control who can connect to the 833IS.

= Control who can access your network resources such asfile servers.

= Control who can configure and manage the 8331 S.

The 833IS has facilitiesfor controlling al the above.

User Authentication

When auser dialsin, the 8331 S ensures that the user is authenticated before allowing
asession to be established. This authentication can be done by:

= Using a password. At the time of connect, the user must provide auser 1D and
password. If the password is incorrect, the call is disconnected. The password
can be set upinthe833ISInternal User database, or an external database such as
Novell Bindery or RADIUS.

= Using a token authentication scheme such as Security Dynamics SecurlD or
Axent. A token can take the form of a software key or an electronic card that
provides a constantly changing number. At the time of connect, the user reads
the current number from the software key or electronic card, and entersit in
addition to the password and user I D. Token authentication providesfor ahigher
level of security asthe user must both possessthe token and know the password.

PAP and CHAP

The Password Authentication Protocol (PAP) and the Challenge-Handshake
Authentication Protocol (CHAP) are utilized in PPP security. They provide a secure
mechanism to authenticate a user name and password. The 833IS Loca security
service as well as some third party security services require that the Dial-In Client
software support PAP or CHAP.

CHAP provides a higher level of security than PAP and should be used wherever
possible.
Callback

Y ou can enable the Fixed Callback feature of the 833IS to enhance security. With
Fixed Callback, the user record contains a phone number to be used for callback.
Once the user is authenticated, the call is dropped. The 833IS then calls back using
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the number stored in the User database. Only if the user is at that phone number will
access be permitted.

Callback isdetailed in“ User Callback” on page 145.

Once a dia up session has been established, then the user is bound by the same
network security as a user that is directly on the LAN. Although the 8331 S does not
control LAN security, in some cases you can restrict which networks and servers are
availableto the 833IS.

Administration Privileges

To manage the 833IS, a user must have Administration privileges set in their user
record in the 833IS Internal database. If you are using RADIUS, you must set the
“Administrative” (value=6) or the “ Administrative and Callback” (value=11) in the
RADIUS Service-Type parameter in order to grant a user permission to manage the
unit. If you are using Netware Bindery, Axent, SecurlD or NT Domain, you till
must create a user record for anyone with Administration privileges.See “ Add/Edit
User” on page 139.

Front Panel Password

The Front Panel Password restricts access to the control functions of the Front Panel.
It is recommended that you enable the Front Panel Password (See “Enable Front
Panel Password” on page 165). Thereis a Reset to Default function that deletes the
current configuration. Once deleted, it is possible to create a new configuration to
gain access. With the Front Panel password enabled, this function is restricted to
only those people that have the password.

If the Front Panel Password is enabled, itis still possible to use the 8331S Manager
to change settings. However, if for some reason the Manager cannot access the
unit, it will not be possible to reset the unit without the Front Panel password.
There is no "secret method" to circumvent this.

Static Routing

A server in an IPX network learns which networks and serversit can see. However,
by using the Static Routing Table feature of the 833IS, you can explicitly specify
which IPX servers and networks can be accessed. See “ Static Route” on page 117.

You can use the IP Static Routing Table feature to restrict which IP networks and
hoststhat remote users can access. See “ Static Routes” on page 106. Notethat if you
specify an |P Default Gateway in the configuration, the 8331S will attempt to use it
to route to any addresses not specified in the Static Routing Table.
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Configuring User Authentication Security

User Database

To access the Security Screen:

1. From the Configuration File screen, click on Server.
2. Fromthe Server Screen, click on Security. The Security mainscreenwill appear.

Security

Authentication I s I

Method:

3. Choose the Authentication method from the drop list. Click Configure to edit
the configuration.

User Database Security uses the user 1D and password stored within an 8331S User
database. This database could be configured on the Loca 833IS or on a remote
833IS. When the remote Client connects, it communicates with the 833IS using
either the CHAP or PAP security protocols. If the user ID and password provided by
the client matches the user 1D and password within a Perle User database, the user
will be granted access. The User Database Security configuration screen is as
follows:

User Database | X|
Authentication Protocol
~ CHAR
I B4

Help I

Authentication Protocol

Click on the check box to enable CHAP or PAP authentication protocols. If both are
checked, the 833IS will first attempt to authenticate using CHAP. If CHAP is not
supported by the client, the 8331Swill then use PAP.
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@

The Netware Bindery is a user profile database that is stored on a Novell Netware
server. The Bindery controls access to resources on the Netware network. A user
defined on the Bindery is granted privileges for access to specific servers, file
directories on the servers, etc. The Bindery also has the concept of a user group. A
user belonging to agroup is granted all access privileges given to that group.

8331S Bindery support can also be used with Novell Directory Service (NDS) to
control password access to the 8331S. NDSsupports Bindery requestsif the Bindery
option is enabled within the NDS configuration. Consult the appropriate Novell
documentation for details. Please note that the 8331 S does not support native NDS
messages.

The 833IS can use the Bindery to control password access to the 833IS. On the
Bindery server, a group is created containing all users that can access the 833IS.
When the remote Client connects, it will communicate with the 8331 S using the PAP
protocol (Bindery does not support CHAP). If the user ID and password provided by
the client matches the user ID and password within the Bindery, the 833ISwill grant
access.

Users will be given the privileges granted in the Standard User Profile. See
“Standard Profile” on page 155. However, you can add a user record to the Internal
833IS User database to define unique privileges. The User ID field must match the
user |D stored in the Bindery. The password in the Internal User database will not be
used unless the user is requesting administration privileges.

The Netware Bindery screen contains the following:

—
Cancel
Hovell Group Mame: I
Help

Server Mame:

Server Name
The name of the Netware server where the Bindery resides.

Netware Group Name
The name of the Netware group to which the authorized users belong.

Thisfield is optional. If left blank, auser will be granted access based solely on the
user 1D and password.
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ARA clients are not supported in this mode.

RADIUS (Remote Authentication Dial-In Users Services) is an open standard
network security protocol. It can be used to centralize the authentication and
accounting functions for any number of RAS (Remote Access Server) units. A
RADIUS server authenticates users by matching the user name and password with a
user record initsinternal database.

When the remote client connects, it will communicate with the 833IS using the
CHAP or PAP protocol. Regardless of the protocol used to exchange the password
information with the client, the 833IS will always ensure that the password is
encrypted before it is sent to the RADIUS server. If the user ID and password
provided by the client matches the user ID and password within the RADIUS server,
the user will be granted access to the 833IS. If any additional parameters were
specified for the user on the RADIUS server, they will be forwarded to the 833IS at
thistime.

If RADIUS authentication has been configured on the 8331S, all users who attempt
to gain access to the 833IS will have to have records on the RADIUS server. The
local user database will not be used to authenticate users. This includes users who
have administrator privileges. Y ou can add a user record to the internal 833IS user
database to define attributes not supported within RADIUS. The user ID field must
match the user |S stored in RADIUS, the password in theinternal user database will
not be used. If alocal user database entry exists for auser, it will only be used after
the user has been successfully authenticated by the RADIUS server.

Sequence of events for RADIUS authentication:

1. PCdiasinandisprompted for auser name and password. User enters the
information which is then forwarded to the 833IS.

2. The833ISwill forward the user name and password to the RADIUS
authentication server. |f necessary, the password isfirst encrypted by the 833IS.

3. TheRADIUS authentication server indicates to the 833ISiif the user is
authenticated. If authentication is rejected, the 8331S will notify the user.

4. If the user isauthenticated, the 833IS|ooks for alocal user record for the user.
If oneisfound, itisloaded into theworking user record. If nolocal user isfound,
the standard user record will be used.

5. The RADIUS server may return some configured parameters for the user. If it
does, these parameters will take precedence over existing parametersin the
working user record.
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A backup RADIUS authentication server can be optionally configured on the 8331S.
This server will be used if the main authentication server isnot available.

A RADIUS accounting server can be optionally configured on the 833IS. This
server can be used to keep accounting information for sessions. The type of
information collected by aRADIUS server includesitems such as:

= Indication that the user haslogged on

= Number of bytes, packets sent by the user

= Number of bytes, packetsreceived by the user

= Total amount of time for which the user waslogged on
= Indication that the user had been logged of f

= Reason why the user was logged off

A backup RADIUS accounting server can be optionally configured on the 833IS.
This server would be used if the main if the main RADIUS accounting server was
not available. If no RADIUS accounting server is defined, the accounting
information will be sent to the RADIUS authentication server.

In order to provide Radius with full authentication authority over the 833ISunit, the
local database will no longer be used to authenticate "administration” users (users
who are authorized to manage the 8331S) when the 8331S is communicating with
either a primary or backup Radius server. Customers using Radius as the
authentication method will need to ensure that they have configured a user with
"administrator" capabilities on their Radius server (Service-Type =
Administrative).

In previous releases, a user record in the local data base was used for this purpose.
Now, a record in the local database will only be used if the 833IS cannot
communicate with a Radius Server. Do not put a record in thelocal databaseif you
want to ensure that Radius authentication is used under all conditions for
administration.

Itisrecommended that alocal database record isused duringinitial setup to prevent
being locked out because of a misconfigured Radius setup.
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The RADIUS configuration screen contains the following:

ol Radius Servers E
Backup Authentication | Backup Accounting I
Frimary &uthentication | Primary Accounting
Paddess [ .. . |
UDP Por:

Secret;

Timeaut value: seconds

—
—

Murnber of retries:

Authentication Protocal st et ID minutes
¥ CHAP
W pap

Cancel Help

Authentication server

Click on the Primary Authentication tab to configure the main RADIUS
authentication server. Click on the Backup Authentication tab to configure the
backup RADIUS authentication server.

Accounting server

Click on the Primary Accounting tab to configure the main RADIUS accounting
server. Click on the Backup Accounting tab to configure the backup RADIUS
accounting server.

Host Retry

The length of time in minutes after which the 833IS should retry a RADIUS host
which had previously become unreachable. At the expiration of thisretry time, the
833IS will attempt to communicate with the RADIUS host. If no response is
received, the RADIUSwill remainin an off-line state. The next attempt by the 8331S
to re-establish communications with this RADIUS host will occur when the time
specified by the parameter elapses. The default valueis 60 minutes.
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Authentication Protocol

Selects the Authentication protocol to be used between the 8331S and the RADIUS
server. Click on the check box to enable CHAP or PAP authentication protocols. If
both are checked, the 833ISwill first attempt to retrieve the user name and password
using CHAP. If CHAP isnot supported by the client, it will then use PAP.

IP Address
The Internet Protocol address of the RADIUS server.

UDP port

The UDP port to be used to communicate with the RADIUS server. The default is
1812 for an authentication server and 1813 for an accounting server.

Secret

The secret key that is shared between the 8331S and the RADIUS server to encrypt
the data. Thiskey must match the key configured on the RADIUS server.

Timeout Value

The length of time in seconds for the 833IS to wait for areply from the RADIUS
server. The default is 3 seconds.

Number of Retries

The number of times the 833ISwill retry arequest if no answer isreceived from the
RADIUS server. Thedefault valueis 2.

The user is not required to configure a backup RADIUS authentication server, a
RADIUS accounting server or a backup RADIUS accounting server. If an
accounting RADIUS server is not configured, the accounting information will be
forwarded to the authentication RADIUS server.

For acomplete list of the RADIUS server attributes supported by the 833IS, please
refer to “ Appendix 4: RADIUS Server Attributes’.

Axent (previously known as Assurenet or Digital Pathways) is a software based
security server that provides user authentication with SecureNet Key cards. When
the remote Client connects, the 8331S will ask the Axent server to start the
authentication process. The 833IS then acts as a path between the remote Client and
the Axent server. The remote Client entersa TTY or terminal mode. The Axent
server will then prompt the Dial-In user for their user ID and security token from the
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key card. If the user D and token are authenticated by the Axent server, the user will
be granted access.

A remote Client must support terminal mode to use Axent security. Client
configuration may be required to enable this mode.

Users will be given the privileges granted in the Standard User Profile. See
“Standard Profile” on page 155. However, you can add a user record to the Internal
8331S User Database to define unique privileges. The User ID field must match the
user ID in the Axent server. The password in the Internal User Database will not be
used unless the user is requesting administration privileges.

The Axent screen contains the following:

PI(D'I'OC;EIP/IF' & IPRISFR
[ e o]
Agent Key:
LConfim Agent Kes:
Agent D FERLE
Primary Server Addiess————————————— Backup Server dddiess
Network: l— MNetwork: I—
MNode: l— Mode: l—
Socket: |4545— Sacket, |4545—

Protocol

Select |PX/SPX or TCP/IP as the protocol used to communicate with the Axent
server. The protocol chosen will change the Primary and Backup Server Address
fields described below.

Agent Key

Enter the Agent Key for the 833IS. Thisis a1 to 16 digit hexadecimal value and
must match the Agent Key configured on the Axent server. This key is used to
authenticate the 833IS as avalid Axent agent.

Confirm Agent Key
Re-enter the Agent Key in thisfield for confirmation.
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Primary
Server
Address (IPX/
SPX)

Primary
Server
Address (TCP/
IP)

Backup Server
Address

AgentID

Enter the Agent I D for the 833IS. Thisisa 1 to 16 digit hexadecimal value and must
match the Agent I D configured on the Axent server. Thiskey is used to identify the
833ISasavalid Axent agent.

These fields specify the address for the Primary Axent server connected via IPX/
SPX:

Network

The Network number isan 8 digit hexadecimal value which identifiesthe network to
which the Axent server is connected.

Node

The network nodeisa 12 digit hexadecimal value which identifies the network node
to which the Axent server is connected.

Socket

The socket number for the Axent Security service. Thisis a 4 digit hexadecimal
number. The default is 4545.

Thesefields specify the address for the Primary Axent server connected viaTCP/IP:

IP address
The | P address of the Axent server.

TCP port

The TCP port number of the Axent Security Service. Thisis a4 digit hexadecimal
number. The default is 2626.

If you have abackup Axent server, configure the address using these fields.
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SecurlD enables the 8331 S to use the ACE/Server from Security Dynamics for user
authentication. The ACE/Server is a software based security server that provides
user authentication with a memorized personal identification number (PIN) and a
code generated by the Securl D token. When the remote Client connects, the 8331S
will ask the ACE/Server to start the authentication process. The 833ISthen actsasa
path between the remote Client and the ACE/Server. Theremote Client entersaTTY
or terminal mode. The ACE/Server will then prompt the Dial-In user for their user
ID and passcode from the Securl D token. If the user ID and token are authenticated
by the ACE/Server, the user will be granted access.

A remote Client must support terminal mode to use SecurlD security. Client
configuration may be required to enable this mode.

Users will be given the privileges granted in the Standard User Profile. See
“Standard Profile” on page 155. However, you can add a user record to the Internal
8331S User Database to define unique privileges. The User ID field must match the
user 1D in the ACE/Server. The password in the Internal User Database will not be
used unlessthe user is requesting administration privileges.

The ACE/Server screen contains the following:

SecurlD =
Master IP Addiess: | . . _ | | oK I
Slave P Address: 3 i i

Help

taster UDP Port: 5500
Slave UDP Port: 5500

Encryption Type: Client/Server Protocal:
’V " DES & 50| ’]7 Wersion 2.3 Enhancement

¥ Reset Mode Secret

Master IP Address
The |P address of the Master SecurlD server.
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Encryption
Type

Client/Server
Protocol

Master UDP Port

The UDP port number of the SecurlD service on the Master server. Thisisa 4
character decimal number. The default is 5500.

Slave IP Address
The | P address of the Slave Securl D server.

Slave UDP Port

The UDP port number of the SecurlD service on the Slave server. Thisis a4
character decimal number. The default is 5500.

Click the type of data encryption to be used when communicating with the Securl D
server. The choicesare DES or SDI.

Version 2.3 Enhancement

Check this box to enable the 833IS to use the Security enhancements of the Client/
Server communication protocol offered in Version 2.3 of the ACE/Server software.
Thisisthe default setting.

If you are using an ACE/Server with Version 2.2 software then remove the check
from this box.

Reset Node Secret

The Node Secret is a pseudo-random string that is sent to the 833IS server by the
SecurlD server the first time the 833IS sends an authorization request. The Node
Secret is used to encrypt the data that is sent between the 833IS and the SecurlD
Server.

Do not check this box unless there is a mismatch between the node secret in the
833IS and the SecurlD server and you must reset the Node Secret to blank. This
would occur if a833ISis moved to another network with anew SecurlD server.

If the Node Secret isreset, or the 833ISisreset to factory defaults, then the SecurlD
server must be configured to resend the Node Secret to the 833IS.
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NT Domain enablesthe Perle 833IS to use aWindows NT’s domain user database
for dial-in user authentication. The Perle 833IS server will collect the userid and
password from the dial-in client and will forward an authorization reguest to the
Primary Domain Controller (PDC). This feature will work with the Perle Remote
Client as well as other PPP clients such as Windows 95 and NT. The clients must
support the Password Authentication Protocol (PAP).

Users will be given the privileges granted in the Standard User Profile. See
“Standard Profile” on page 155. However, you can add a user record to the Internal
833IS User Database to define unique privileges. The User ID field must match the
user ID inthe NT Domain Server. The password in the Internal User Database will
not be used unless the user isregquesting administration privileges.

TheNT Domain dialog box contains the following:

NT Domain x|
Pratocol Default Domait
o
1 Dramain Mame: I
R

™ Allow User Specified NT Domain

| oK I ‘ Cancel | ‘ Help

Select the network protocol which will be used to communicate with the PDC. The
choicesare IPX and IP.

Domain Name

Identify the NT domain by entering the Domain Name. The Domain name can be up
to 16 characterslong.

IP Address

If the network protocol used to communicate with the PDC is IP then enter the
PDC's IP address. This value must be configured if the PDC is not on the same IP
subnet asthe Perle 833IS.
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Allow User Specified NT Domain

Click the check box to allow a dial-in user to specify adomain to which they belong.
The Perle 8331S server will send the authorization request to this domain instead of
the default domain. A user would enter their userid in the format “ domain\userid”.

Group Settings
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The powerful grouping feature of the 833IS lets you select specific channels and

modems and give them their own configuration. Some examples of uses for

grouping include:

= Allocate connections for specific departments or have a connection aways
availablefor the MIS department.

= Set up agroup of modems that are compatible with older Dial-In modems that
require special settings.

= Set one group of users with a maximum Dial-In time of one hour, and another
with unlimited accesstime.

The 833IS treats channels and modems as pools of channels and modems. A

channel, by default, appears in the main channel pool. The channel can be enabled

for Dial-In, Dia-Out, and/or callback. (Note that by default Dial-In, Dia-Out and

callback are enabled, but any of these functions can be disabled in the ISDN BRI

Interface configuration screen).

When aDial-In call comesin, the833ISwill allocate the next available modem from

the main modem pooal.

For a discussion on the main channel and modem pool, please See “ Channels’ on

page 186.

If a channel is added to a group, that channel is removed from the main pool. A

channel can appear within only one group.

If amodem is added to a group, that modem will be removed from the main pool.

However, amodem can appear in multiple groups.

How agroup is selected is based on the mode of operation.
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Dial-in

When acall comesin, the 833IS checks to seeif the channel is assigned to a group.
If it is, the group profile for that call is used. Based on this profile, the 833IS will
alocate one of the modems assigned to the group. Also, other settings can optionally
be defined for this group:

»  User standard profile.

= PPPprotocol settings.

= Bridgefilter.

Dial-Out

Groups enabled for Dial-Out will appear in the "Available Pools" list of the Perle
833 Dial-Out client. A user selects a group from the list and is then assigned a
channel and modem that is defined to the group. Also, Dia-Out settings for flow
control, autodial, and packet forwarding can be customized for this group.

Callback

The Callback group is determined by an entry in the user record. A channel and
modem assigned to the group will be used when callback is required. There are no
optional group settings for Callback.

It is possible to enable a group for more than one mode of operation. That is, one
group can be enabled for Dial-In, Dia-Out, and Callback.
If agroup is enabled for multiple modes, it will behave...

« asabDia-Ingroupif aDia-In call isreceived.
=« asaDial-Out group if selected from the Dial-Out client.
»« asaCallback groupif callback isrequired.

...if Dia-In, Dial-Out, and callback are enabled.
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Group Main The group main screen lists all the currently defined groups and whether agroup is
enabled for Dial-In, Dia-Out, or callback. Fields are asfollows:

Group
Group Dial - Irn Dial - Ot Callback 'TI
Add
0 Groups

Group
Name of the group.

Dial-In
Displays whether thisgroup is enabled for Dial-In.

Dial-Out
Displays whether this group is enabled for Dial-Out.

Callback
Displays whether this group is enabled for callback.

Add
To create anew group, click on Add.

Edit
To edit an existing group, highlight that group and click on Edit.

Remove
To remove an existing group, highlight that group and click on Remove.

184 Perle 833IS User Guide



Add/Edit Group

Lines

Chapter 9: Configuring the Server

The Add Group and Edit Group screens allow you to set the parameters for the
group. Fieldsare asfollows:

Add Group x|
Group Name: Enable group for
|| ’7|7 Dial - In v Dial - Out ¥ Calback ‘

r Lines
W Use main pool

Chanmels i areup Chatmels
* S1IFT1 ﬁl
* 31IF12
* 51IF21
* $lIF22 =l
~ Modems
¥ Uz main pool
I melers it araun: I aderns
® S1MT il
* 51M2
* 51M3
* S1h4 =l

oK I Cancel | Advanced Help |

Group Name
Enter the name you want to assign to the Group. Maximum length is 16 characters.

Enable Group For

These settings allow you to enable agroup for:
= Did-In.

« Dia-Out.

=« Callback.

The enable group settings override the settings for any channels and modems
explicitly included in the group.

Use Main Pool

When enabled, the channels for this group will be allocated from the main channel
pool. If achannel is required for Dial-Out or callback, the channel attributes that
were defined in the ISDN BRI Line configuration will be used. For example, if a
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Modems

channel is required for Dial-Out for this group, the 8331S will select the next
available channel from the main pool that has been enabled for Dial-Out.

When disabled, the next available channel that appears in the Channels In Group
box will be used.

Channels In Group

Lists the channels by name that have been allocated to this group. If a channel
appearsinthisgroup, it will not appear in either the main pool or any other group. To
remove a channel from this group, click on the Remove button.

Channels
Lists the channels that are available to be added to this group. To add a channel to

this group, click on the Add button. The name of the channel is defined in the
channel section of the ISDN BRI Interface configuration.

Use Main Pool

When enabled, the modems for this group will be allocated from the main modem
pool. If amodem isrequired for Dial-In, Dia-Out, or callback, the modem attributes
defined in the Modem configuration will be used. For example, if a modem is
required for Dial-In for this group, the 833IS will select the next available modem
from the main modem pool that has been enabled for Dial-Out.

Modems In Group

Lists the modems that have been allocated to this group by name. If a modem
appears in this group, it will not appear in the main pool. It may, however, be
allocated to another group. To remove a modem from this group, click on the
Remove button.

Modems

Liststhe modemsthat are available to be added to thisgroup. To add amodem to this
group, click on the Add button. The name of the modem is defined in the modem
section of the Modem configuration.

Advanced
To access the Advanced group settings, click on this button.
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The advanced settings allow you to customize these settings on a per group basis:
= User standard profile.

= PPPprotocol settings.

= Did-Out settings.

= Bridgefilter settings.

Group Advanced -

Far this group. change these settings:

PP

Dial - Ot
Erdas

oK | Cancel | Help |

Click the checkbox for any settings that you wish to modify. If you do not modify a
setting, the system settings for these values will be used.

The Group Standard Profile will replace the system Standard Profile for any Dial-In
callsreceived on thisgroup. If auser record is set to not use the Standard profile, the
Group Standard Profile will not be used.

The parameters for the User Standard Profile - Group setting are the same as the
main Standard Profile setting. For details on these settings see “Configuring the
Standard Profile” on page 155.

The PPP settings will replace the system PPP settings for any Dial-In calls received
on thisgroup. Thismay be useful for providing compatibility with older PPP clients.
Some older clients may have restrictions in their PPP protocol implementation and
may require specific settings for the compression and maximum counts parameters.

The parameters for the PPP Group settings are the same as the main PPP settings.
For details on these settings, see“ Configuring PPP’ on page 129.

The Dial-Out settings will replace the system Dial-Out settings for any Dial-Out
sessions using this group. The parameters for the Dial-Out Group settings are the
same as the main Dial-Out settings. For details on these settings, see “ Dial-Out” on
page 166.
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These protocol settings will replace the system Bridge Control Protocol (BCP)
protocol settingsfor any Dial-In callsreceived on thisgroup. This option can be used
to independently filter out LAN broadcasts and multicast frames so they are not
passed on to the WAN client. With LLC2 protocol, no filtering should be set. See
“Chapter 7: Configuring the Protocols’ on page 89.

Fieldsare asfollows:

Bridge Control Protocol Filter - Group

Pratocol Filter

W

¥ Filter Multicast

08 I Cancel Help

Filter Broadcast

When checked, the 833IS will not pass any broadcast messages received from the
LAN tothe WAN client.

Filter Multicast

When checked, the 833IS will not pass any multicast messages received from the
LAN to the WAN client.
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SNMP

SNMP, or Simple Network Management Protocol, is a command/response protocol
used for managing | P devices on a network.

An SNMP Manager such as HP OpenView® is used to issue requests for status,
performance, and configuration information to an IP device on the network.

An SNMP compliant |P device responds to commands issued by the SNMP
Manager. The code that responds to the SNM P request isknown asan SNMP Agent.
Depending on the source and access privileges of the request, the Agent may or may
not issue the requested information. Access levelsrange from:

= NoAccess-the SNMP Manager doesnot have accessprivileges.

»  Read-only - the SNMPManager can read theinformation only, but cannot modify it.
»  Read/Write- the SNMP Manager can read and edit theinformation.

SNMP is an open standard and the capabilities are defined in specifications known

as RFCs. The 8331 S supports the following RFCs:

= RFC1157- A SimpleNetwork Management Protocol. (SNMP)

» RFC1213- Management Information Basefor Network Management of TCP/IP
Internets MIB II.

« RFC1471- The Definitions of Managed Objects for the Link Control Protocol of
Point-to-Point Protocol.

» RFC1573- Evodlution of thenterface Groupsof MIB-II.

» RFC1643- Definitionsof Managed Objectsfor Ethernet-like Interface Types.

» RFC1659- Definitions of Managed Objects for RS-232-like Hardware Devices
using SMIv2.

« RFC1696- Modem Management Information Base (MIB) usng SMIv2.

=« RFC1742- AppleTdk Management Information Basel1.

» RFC1743- |EEE8025MIBusing SMiv2.

= RFC2127- 1SDN Management Information Baseusing SMIv2.

The833IS Agent supports read access of the SNMP information only. Configuration and
control isperformed viathe 8331 S Manager.

The 8331 Scan be controlled by an SNMP Manager that hasdialed intothe 833IS.
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The SNM P Configuration screenis used to set parametersrelated to SNMP. Fields
areasfollows:

SMNMP Configuration
MName: ||
LContact: I
Location: I
i Trap Host
Prazese [ B
™ Enabled S
[Eermmunity: IPUbliC hd
r~ Communi
Marne Access
Add..
Ok I | Cancel | ‘ Help |

Name

Enter the namethat the Server will be known asto the SNMP network. Thisnameis
not tied to the Server name that is defined on the main Server configuration screen.
Maximum length is 255 characters.

Contact
Enter the name of the person responsible for managing the 8331 S. Maximum length
i5 255 characters.

Location
Enter adescription of the physical location of the 8331S.

When the SNMP Agent in the 833IS detects a serious condition or activity, it will
send a message known as atrap. A Trap Host is an IP workstation that is set up to
receive SNMP trap messages. The Trap Host must be a member of a community
which isknown to the SNMP Agent.

The 833I'S sends trap messages.

= Whenthe unit restarts.
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=  Whenaninvalidlogin is detected.

Enabled
Click on the box to enable the Trap Host.

IP Address
Enter the | P address of the Trap Host in dotted decimal format.

Community
Select acommunity that the Trap Host belongs to from the drop box.

Not everyone on the IP network should be permitted to access the information
controlled by an SNMP Agent. SNMP access to the 833IS is restricted through the
use of communities and community tables.

A community isagroup of users having adefined Name and adefined Accesslevel.
The 833IS supports up to five SNMP communities. The default community is
"public".

Community tables act like passwords by controlling SNMP access. They list all
SNMP communities and their corresponding access levels.

When the SNMP Agent on the 833I'S receives arequest for information, it looks for
the name of the requester in the community table. If it is not found, the request is
denied and an error is returned to the user. If the access level of the community is
equivalent to or greater than the access level of the request, it is accepted.

The list of currently defined communities is displayed in the Community table. To
add a new community, click Add. To edit an existing community, highlight the
community and click Edit. The Community configuration screen will appear.
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To delete an existing community, highlight the community and click Delete. You
cannot delete the "public" SNMP community. However, its access level can be
changed.

M arne: ||
Acce
’7 & Mo Access " Read
| oK I | Cancel I ‘ Help

Name
Enter the SNM P community namein thisfield.

Access

Click on No Access if you want to prevent members of this community from
receiving responses to their SNMP requests. Click on Read if you wish to grant
Read access permission to members of this community.

The 833IS can be configured to direct Event Log messages to either and internal
Event Log or a Syslog server.

Syslog

The 833IS can send Event Log messages in real time to a Syslog server. Messages
sent to Syslog are assigned an error level that indicatesthe severity of the condition.

Some of the benefits of using the Syslog feature are the following:

= OneSyslog Server can beused for theretrieval and storage of Syslog messages
from multiple 833IS Servers and other devices that support Syslog in your
network.

= Syslog Servers can store alarge number of Syslog messages.

= Youcandisplay thereceived Syslog messages based on time, hosthame or order
received.
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The L ogging-Syslog screenisasfollows:

Logging

Syslog | Evert Log I
I Enatle Spslog

Syslog Servers

Paddesst: [ . . ]
Paddesss | . . . |
Paddesss [ . . . |

Error Levwel IDebugging j

Cancel Help

Enable Syslog

Click on the box to enable the sending of Event Log messages to the configured
Syslog Servers.

Syslog Servers
IP Address 1-4
Enter the I P address of the Syslog Serversthat will receive the logging messages.

Error Level

Event Log Messages are assigned an error level (0 - 7), that indicates the severity of
the event.

Thelevelsare asfollows:

0: Emergencies - System unusable

1. Alerts- Immediate action needed

2: Critica

3: Errors

4: Warnings

5: Notifications- Normal but significant condition
6: Informational - Informational messages only
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7: Debugging - For Perle use only

Selecting a certain error level will cause all events of that Error Level and all events
@ with an error level lower than the one selected to be sent to the Syslog Server.

Event Log
The Logging - Event L og screenisasfollows:

Logging

Spslog  EventLog |

I Enable Evert Log

Errar Lewel:  |/nioimational ﬂ

Cancel Help

Enable Event Log

Click on the box to enable the storing of Event Log messages to an internal Event
Login NVRAM.

This Event Log is circular in nature, so newer messages overwrite older messages
after the Event Log isfilled.

Error Level

Theerror levelsare asfollows:

. Emergencies - System unusable

. Alerts - Immediate action needed

. Critical

. Errors

. Warnings

a A W N P O

. Notifications- Normal but significant condition

194 Perle 833IS User Guide



Chapter 9: Configuring the Server

6: Informational - Informational messages only
7: Debugging - For Perle use only
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About Managing the Perle 833IS

This chapter provides information related to managing the 8331S. You will read
about:

= 833ISManager Statistics

=« 833ISSyslog

= 833ISFront Panel

= 833ISEvent Log

All 833IS Statistics are also available via a Telnet connection. For details, please
refer to the “ Appendix 5: Cisco Configuration Mode.

833IS Manager Statistics

Viewing Statistics

Built into your 8331S Manager is afacility that provides information about the:

= Operational status of theinterfacesin the unit.

= Number of LAN transmission and receive errors encountered.

= Networksand Serversthat can be reached by the 8331S on an IPX connection.
«  Statusof current calls, and what modems and lines are used by those calls.

To view the statistics of an 833IS, connect to the server and choose Get Statistics
from the Statistics menu. Please See “Connecting to the Server” on page 47 for
details on how to connect to aserver.

The main System Statistics screen will appear. This screen provides a high level
view of the status of the server. It also allows you to access more detailed
information about an interface or protocol.
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Server  Thefollowing general information about the Server is displayed:

Information
System Statistice | x|
[ Server
MName:  MASTERIS Firrnware Version: 07.17G
AgsetID: CERTIS BIOS Version: 01.20
Time: 2007408421 17:31:47
Up Time: 0 days 7 hours 33 minutes
Slat: Interface: Resource In use:
1 Ethemet 1 Interface
1 BRIS/T 8 1 —
12 EEI‘IESETSPE g g IF Protocal
2 Pere DSPE B 1
IF& Protocol
I Cancel I ‘ Help

Name
Name of this 8331 S as defined in the Server configuration.

Asset ID
Asset 1D of this833IS as defined in the Server configuration.

Time
The current time as set within this833IS.

Up time
Time elapsed since the 833ISwas |ast started or reset.

Firmware Version
Version number of the 833IS operating Firmware.

BIOS version
Version number of the 833IS BIOS.

Interface  Theinterface display provides basic information about each interfaceinstalled in the
Display  833IS. Thefollowing information is displayed for each interface:
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Slot
Slot number of the interface.

Interface

Type of interfaceinstalled in the slot. Valid interface types are:
= Ethernet

=« TokenRing

= ISDN BRI U

= |ISDN BRI ST

=« PerleDSP8

Resources

The total number of resources available for this interface. A resource is a genera
term for the number of enabled modems or channels available on an interface. If a
channel or modem has been disabled via configuration, that resource will not be
included in thetotal .

In Use
The number of resources for the interface that are currently in use.

Interface
Click on this button to access the Statistics for thisinterface.

IP Protocol
Click on this button to accessthe | P Protocol Statistics.

IPX Protocol
Click on this button to accessthe | PX Protocol Statistics.

Perle 833IS User Guide 201



833IS Manager Statistics

Accessing To access the statistics for an interface:
Interface 3 . } -
Statistics 1. Bring up the main System Statistics screen.

2. Highlight the interface you are interested in, and click on the I nter face button.
The next screen displayed will be based on the interface selected.

System Statistics
—Server
MName:  MASTERIS Firrnware Version: 07.17G
AssetID: CERTIS BIOS Yersion: 01.20
Time: 2001408421 17.31:47
Up Time: 0 days 7 hours 33 minutes
Slat: Interface: Resource I use:
1 Ethemet 1 Irterface
1 ERI'S/T 2 1
12 EE‘I‘IESETSPS g g IP Protocal
2 Peile DSPE E 1
|P Protocol
I Cancel I ‘ Help
Ethernet Interface
Main/Ethermnet

Connection: 108 aseT
Mac Address:  0040028CH041
Bytes Feceived: 1955 MB
Bytes Transmitted:  4.94 MB

Overuns: 0

Tgancel | Help |

Connection
The physical connection used for the Ethernet on the 8331S.

MAC Address
The MAC address configured for this Ethernet connection.
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Bytes Received

The total number of bytes received by this Ethernet connection for the 833IS since
|ast start or reset.

Bytes Transmitted

Thetotal number of bytestransmitted by the 833IS on this Ethernet connection since
|ast start or reset.

Overruns

The number of timesthat heavy LAN traffic caused aframeto belost by the Ethernet
interface. Overruns result in frames having to be retransmitted.

Token Ring
Speed, 1BMbps
Mac Address:  00024031FAFF
Bptes Received:  4B.E2 KB
Bptes Transmitted:  4.92 KB

Overuns: 0

) | s i

Speed
The speed configured for this Token Ring interface.

MAC Address
The MAC address configured for this Token Ring interface.

Bytes Received

The total number of bytes received by this Token Ring connection for the 8331S
since last start or reset.

Bytes Transmitted

The total number of bytes transmitted by the 8331S on this Token Ring connection
sincelast start or reset.

Perle 833IS User Guide 203



833IS Manager Statistics

Overruns

The number of times that heavy LAN traffic caused aframe to be lost by the Token
Ring interface. Overrunsresult in frames having to be retransmitted.

ISDN BRI Line The statistics screen displayed is identical for both the BRI U and the BRI S/IT
Interface interfaces.
BRI 5/T - Slot 1 x|
Interface In In In Unknawn Out Out
ERI: shatug: Discards: Errars: Pratocols: Dizcards: Errars:
1 Connected 0 ] 0 2 0
2 Connected 0 ] 0 0 0
3 Disconnected 0 ] 0 0 0
4 Connected 0 ] 0 0 0
Channel Mode: Status: Type: Azzighed:
Idle Idle -
2 Idl I—
15104
15108 Idle Idle b
15106 o] Idle Idle
15107 NISMIAACR 1l 1l =l
r Call Statuz: 1510
User: lyn
Department: |P Address:
Group: IF= Addiess:  83735EE
Eytes Rix: 1958 KB MAC Address: 021212121200
Bytes TH: 3B.67 KB Time connected [hhomm]: 0047
Cancel I | Help I

BRI
Indicates the interface number.

Interface Status

Status of the physical layer. The possible values for this field are connected or
disconnected.

In Discards

The total number of received frames which have been discarded. The possible
reasons are: buffer shortage.
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In Errors

The number of inbound frames that contained errors preventing them from being
deliverableto LAPD.

In Unknown Protocols

The number of frames with known TEI, but unknown SAPI (Service Access Point
Identifier).

Out Discards
The total number of outbound frames which were discarded. Possible reasons are:
buffer shortage.

Out Errors
The number of frames which could not be transmitted due to errors.

Indicatestheinterface number and channel number. For each channel, the following
information is displayed:

Mode

Displays the current mode for the selected channel.

If the channel isidle, the configured values for the channel will be displayed:
=« DI-Dia-In.

= DO-Diad-Out.

» CB- Calback.

» Disabled.

If the channdl isin use, the valid modes are:
=« Dia-In.

=« Dial-Out.

»« Callback.

Status

Displaysthe current status for the selected channel. Valid statuses are;
« Idle- Channel isnotin use.

= Connecting - Channel is attempting to connect.

= Active- Channel is connected.

= Disabled - Channel isdisabled in configuration.
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Assigned

Call Status

Type

Displaysthetype of call for the selected channel. Valid types are:

= ldle- Channel isnotinuse

= |SDN Digital - Call isan ISDN digital call. A modem is not used.

= |ISDN Analog - Call is an ISDN analog (also known as ISDN voice) cal. A
modem isrequired.

= Disabled - Channel isdisabled in configuration.

If the current call is an ISDN analog call, this field will display the name of the
modem assigned.

Thisareadisplays User and Session information for the current call.

User
The name of the user dialed into the 8331S. Valid for dial inonly.

Department
The department as configured in the User record. Valid for dial in only.

Group

If this channel has been configured to be part of agroup, the group nameisdisplayed
here.

Bytes RX
The number of bytes received on this channel.

Bytes TX
The number of bytes transmitted on this channel.

IP Address

If 1P protocol is being used in this connection, the IP address of the client is
displayed here. Valid for dia in only.

IPX Address

If IPX protocol is being used for this connection, the IPX address of the client is
displayed here. Valid for dial in only.

MAC Address
The MAC address used by the client. Valid for dial in only.
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Time Connected
Thetime since the start of the current call.

Perle DSP Modem
Interface

Modem Status

This screen displays statistics for the Perle DSP Modem interface.

Modem Stalistics X |
Up Time: 1 days 0 houre 43 minutes
Incoming Butes Bytes
Modem: Assigned: Aftempts:  complete: Fail Rx: TX: Retrains:
152001 Idle K] 1 2 488203 74479 0
Idle i] i i 12403 4704 i
3 2 1 i
152004 Idle 0 1] 1] 12272 4491 0
152005 Idle 0 1] 1] 13190 321452 0
152006 Idle 0 0 0 13466 329396 0
152007 Disabled 0 0 0 0 0
152008 Disabled 0 0 0 0 0 0
r—Last Call: 1520
Transmit Rate: 33600 Eps Receive Rate: 26400 Eps Modulation: [TU .34
r~ Call Status:
User: IP Address:
Department: IP¥ Address.  B3735EG
Group: MAC Addiess:
Cancel | ‘ Help

This area displays a detailed status for each modem on the Feature Card. For each
modem, the following information is displayed:

Modem
Displays modem number and name as defined by configuration.

Assigned
Thefollowing statuses are valid:

= Channel: The name of the channel to which the modem is currently assigned.
= Ildle Themodemisnot currently assigned to acall.
» Disabled: The modem isdisabled via configuration.

Attempts
Number of incoming call attempts for this modem since card start or reset.
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Incoming Complete

Number of successful incoming attempts for this modem since system reset. The
count is incremented when the modem has completed the training sequence
successfully and has indicated to the 8331 Sthat the carrier is active.

Fail

Number of unsuccessful incoming attempts for this modem since system reset. The
count is incremented if the modem does not complete its training sequence. This
could be due to modem incompatibility, an incorrect call type (voice, fax), or aline
disconnect before the training sequence compl etes.

Bytes RX
Number of bytes presented to the modem since system reset.

Bytes TX
Number of bytes transmitted by this modem since system reset.

Retrains
Number of retrains experienced on connections with this modem since system reset.

LastCall Thisareadisplaysstatusfor thelast call received by the modem currently selected in
Status  the Modem status window.

Transmit Rate
The transmit speed used by the modem for the last call in bits per second.

Receive Rate
The receive speed used by the modem for the last call in bits per second.

Modulation
The modulation scheme used by the modem for the last call.

Call Status  This area displays User and Session information for the selected modem in the
modem status window.

User
The name of the user dialed into the 833IS. Valid for dia in only.
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Department
The department as configured in the User record. Valid for dial in only.

Group
If thismodem has been configured to be part of agroup, the group nameisdisplayed
here.

IP Address
If IP protocol is being used in this connection, the IP address of the client is
displayed here. Valid for dial in only.

IPX Address
If IPX protocol is being used for this connection, the IPX address of the client is
displayed here. Valid for dial in only.

MAC Address
The MAC address used by theclient. Valid for dial in only.

Time Connected
Thetime since the start of the current call.

Bytes RX
The number of bytes received on this modem during the current call.

Bytes TX
The number of bytes transmitted on this modem during the current call.

To access the statistics for the | P protocol, from the main System Statistics screen,
click on I P Protocol. Thefollowing screen is displayed:

Server IP Protocol x|

Server IP
Address: 172161131
Subret: 255.255.0.0

Aequired by: Configuration

[FPAP] | corcel | [ Hel
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Address
The | P address of the Server.

Subnet
The subnet of the Server.

Acquired By

The method used to acquire the IP address. Valid values are:
= BOOTP: Addresswas acquired from aBOOTP server.

= RARP: Addresswas acquired from a RARP server.

= Configuration: Address was configured in the 833IS.
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IPRIP  To display the contents of the IP RIP table, click on the |P RIP button on the IP
Protocol screen. Thel P RIP screen will be displayed.

IP RIP
Metwork Mumber: Hops:

10,000 2 P

127001 0

1721600 1

172161131 1]

17217.0.0 2

1921.1.0 2

192 1RE N N 4 |

Update I | LCancel I | Help |

Fieldsareasfollows:

Network Number
The network number of the network that can be accessed.

Hops
The number of routers that are between this network and the network that the 8331S
ison.

Update
This button will display the updated number of RIPS in the table.
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Toaccessthe statisticsfor the | PX protocol, from the main System Stati stics screen,
click on IPX Protocol. Thefollowing screen is displayed

Server IPX Protocol x|
Server [FX
IF% Network Mumbers: Lzl
TYPE Il |F SAP

SMAP: 350
8023 &0

a0z.2: 250

Dial - In Network Number 8373566

Type Il

The network number for Ethernet Type |l frames. Field is blank if Ethernet Type Il
frames are not used.

SNAP

The network number for Ethernet or Token Ring SNAP frames. Field is blank if
Ethernet or Token Ring SNAP frames are not used.

802.2

The network number for Ethernet or Token Ring 802.2 frames. Field is blank if
Ethernet or Token Ring 802.2 frames are not used.

802.3

The network number for Ethernet 802.3 frames. Field is blank if Ethernet 802.3
frames are not used.

Dial-In Network Number
The network number of the Dial-In network.
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IPXRIP  To display the contents of the IPX RIP table, click on the IPX RIP button on the
IPX Protocol screen. Thel PX RIP screen will be displayed.

IPX RIP
Metwork Number: Hops: Ticks:

11223344 2 -

12345678 2 2

12344BCD 2 2

1745 2 2

1780 2 2

2275FF1 4 19

R0 1 1R LI

Update | ‘ LCancel I | Help I

Fieldsareasfollows:

Network Number
The network number of the network that can be accessed.

Hops
The number of routers that are between this network and the network that the 8331S
ison.

Ticks
The amount of timein ticks to reach the network. A tick is equal to 55 milliseconds.

Update
This button will display the updated number of RIPSin the table.
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IPXSAP  To display the contents of the IPX SAP table, click on the |PX SAP button on the
main Protocol screen. The | PX SAP screen will be displayed.

IPX SAP
Metwork Node
Server Name: Type: Hops: address: addiess: Socket:
007083548FDCA00D  30C 250 00108384BFDC A00C =
001083548FDCE100 300 350 0071083548FDC 400C

(001083548FDCB300  30C
(O0E0B025AACE00CR  30C
O0E0BCOACOZAEOSCY  30C
(00302709023108EP 3FB
(800030F23CC0OCH  30C
OMDAY B40
1ral |l RN

50 00108384BFDC 400C
AQ0ABO0DE O0B0B 028AACE 400C
42 O0B0BACOZAE 4ooc
42 003027090231 o788
A004B00E 0200030F23CC 4ooc
42 O0CO4F4583C3 Eg85
&NNARNNR NNRMNS97RMA731 FRRR

(S SENENEAE R XX

LCancel | ‘ Help

Thefieldsare asfollows:

Server Name
The name of the Novell Server described in this entry.

Type

Type of Novell Server. These numbers are defined by Novell. Some common types
of serversare:

= 3 - PrintQueue

= 4 - FileServer

= 5 - JobServer

= 7 - PrintServer

= 9 - ArchiveServer

= 24h - RemoteBridge Server
= 47h- Advertising Print Server

The Perle 833IS server usesthe number “26h” asits server type.

Hops

The number of routersthat are between this Server and the network that the 833ISis
on.

Network Address
The network address of this Server.
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Node Address
The node address of this Server.

Socket
The IPX socket number that is used to communicate with this Server.
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User Statistics From the statistics screen of the manager, the administrator will be able to view the
session statistics on a per user basis.

TheUser Statisticsscreenisasfollows:
User Statistics

Transmit Recaive
Rate: Rate:

- Call Status: lpn
Department: IP &ddress:
Group: callback IF= Addiess:  83735EE
Eptes Ai: 19.58 KB MAC Address: 021212121200
Bytes T 3867 KB Time connected:  00:48

LCancel I | Help

User
The name of the user dialed into the 8331S. Valid for dial in only.

Modem
Displays modem number and name as defined by configuration.

Type
Displaysthetype of call for the selected channel.
Idle
Channel isnotin use
Analog
Call isananalog call, received on achannelized T1. A modem isrequired.
ISDN Digital
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Call isan ISDN digital call. A modem is not used.
ISDN Analog
Call isan ISDN analog (also known asISDN voice) call. A modem isrequired.

Channel
Displays channel number, and channel name as defined by configuration.

Department
The department as configured in the User record. Valid for dial in only.

Group

If thismodem has been configured to be part of agroup, the group nameisdisplayed
here.

Bytes RX

The number of bytes received on this modem during the current call.

Bytes TX
The number of bytes transmitted on this modem during the current call.

IP Addr

If 1P protocol is being used in this connection, the IP address of the client is
displayed here. Valid for dial in only.

IPX Addr

If IPX protocol is being used for this connection, the IPX address of the client is
displayed here. Valid for dial in only.

MAC Addr

The MAC address used by theclient. Valid for dial in only.

Time Connected
Thetime since the start of the current call.

Disconnect User

Select auser with your mouse and click on the Disconnect button. This user will be
disconnected from the 833IS.
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The 833IS has a non-volatile Event Log that is used to track key activities in the
833IS. This user log can be uploaded to the 833IS Manager for display or printing.
Thefollowing types of events are recorded:

= User access (log on, log out, and failed log on activity)

= Configuration changes through the Manager or Front Panel

«  Systemrestarts

= Internal 833ISerrors

To access the Event Log, the 8331S Manager must connect to an 833IS Server. The

following operations are supported and are accessed through the Manager's Event
Log menu.

Get Event Log
Change Log Filter. .
LClear Event Log...
FPFF Debug 3

Get Event Log

This will get the event log from the connected 833IS and display the datain a
scrollable window. The columns in the table are date, time, event and user ID if
applicable.

Change Log Filter

This command will allow you to change the filtering of the type of events recorded
by the 833IS.

These changes take effect immediately but are not maintained if the 833IS is
powered off. For details on configuring Event Log Filters see page 194.

Clear Event Log
Thiswill clear al thelog data from the connected 833IS.
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PPP Debug
This popup menu displays the following PPP Debug options. Enabling any of the
following options, displays PPP level information in the Event Log for each dia-in
connection.

Authentication
Negatiation
MP

CBCP

Packet

Enar

LS U U U S 4

Authentication
Displays all PPP authentication packetsin the Event Log

Negotiation

Displays PPP packets that are transmitted and received during PPP startup(i.e. LCP
and NCP options) in the Event Log.

MP

Displays Multilink PPP protocol messagesin the Event Log.

CBCP
Displays Callback (CBCP) protocol message in the Event Log.

Packet
Displaysin the Event Log all PPP packets being transmitted and received

Error

Displays protocol errors and error statistics associated with PPP connection
negotiation and operation in the Event Log.
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The Front Panel consists of akeypad and LCD display at the front of the 833IS. Itis
used for theinitial setup of the 8331S and monitoring the operational status.

LCD — Enter Key<| — Power LED
:l] 4 p2 -7

Navigation Keys |
A 833IS Front Panel ESC Key

The elements of the Front Panel are:

= 2Xx 16 character backlit LCD display
= 6keykeypad. Keysare:
= Navigation keys (l€ft, right, up, down)

= Enter key
Power LED

Indicates that the 8331Sis powered up.

System LED
Blinks continuously when the 8331 Sis operational.

The Front Panel operatesin two different modes, Factory Default and Normal.

If the 8331 Shas not yet been configured, the Front Panel isin Factory Default mode.
In Factory Default mode, you have access to commands and statuses that you may
reguire to communicate with the 8331S Manager.
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Oncethe 833I'S has been fully configured, the Front Panel isin Normal mode. Inthis
mode, many of the statistics that are available from the 8331S Manager can be
displayed on the Front Panel. Y ou also have access to these control functions:

= Resettheentire 833IS.
= Reset the 833ISto Factory Default mode.
= SetthelPandIPX address of the 833IS.

These control functions can be password protected to prevent unauthorized access.

Press Enter to confirm your choice.

The keypad is used to navigate through the Front Panel displays, and edit a Front
Panel field.

The front panel menu structure is provided in Appendix 2. For navigation, the keys
behave asfollows:

Left 4 , > Right Keys

Selectsamenu.
Up A , v Down Keys
View entries within amenu.

Enter Key
If an item can be edited, enables the item to be edited.

ESC
Return to the previous screen.

When editing afield, the keys behave asfollows:

Left 4 , > Right Keys

Position the cursor to the correct editing position.

Up A , v Down Keys

View selections or change values at the cursor position.
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Enter Key
Accept changes and exit edit mode.

ESC Key
Discard changes and exit edit mode.
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Appendix 1: Menu Descriptions and Maps

About Menu Descriptions and Maps

In this chapter you will read abouit:
= Front Panel Main Screen

= Control
n Status
»  Card Status

= Network Status Display
= Factory Default Mode
= Factory Default Status

Front Panel Main Screen

Menu Description

Control Indicates the start of Control displays. Control is organized
into System, Card, and Network control displays.

Status Indicates the start of Status displays. Status is organized
into System, Card, and Network Status displays.

Front Panel Main Screen Map

Perle 833IS

> Control > Status

v v

Control Menu Descriptions on page 224.
Status Menu Descriptions on page 226.
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Control

Indicates the start of control displays. Control is organized into System, Card, and
Network control displays.

Menu Description

Control Indicates the start of Control displays. Control is
organized into System, Card, and Network control
displays.

Password If the panel lock has been defined in the Manager, the
password must be entered here to access further control
screens.

System System Control Displays.

Save Config Saves your current configuration to NVRAM.

System Reset

Causes system to restart same as the power up.

Reset to Default

Deletes current configuration, sets server to factory default
mode.

View Resources

Enables display of internal resources.

Network Network Control Displays.
IP Select IP Settings.
IP Address Set IP address of unit.

IP Subnet Mask

Set IP Subnet Mask of unit.

Default Gateway

Set address of Default Gateway.

IPX Select IPX Settings.

IPX Network Set WAN (internal) Network Number.

Number

LAN

Interface Select Enable or Disable to enable or disable yor LAN
Enable/Disable connection.

Speed Set your LAN speed. Select Auto Detect, 10 Mb or 100 Mb

for Ethernet. Select 4 Mb or 16 Mb for Token Ring LAN.
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Control Menu Map

o]

Password
v
Som e o
v v v
Save Config C",”P”°' Nl C?Q;ml Ena:ET:/rlfDaizzble
{ v v v
System Reset IP Address IPX Network # Speed
v v
Reset to Default IP Subnet Mask
v v
View Resources Default Gateway
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Status
Indicates the start of the Status Displays. Status is organized into System, Card, and
Network Status Displays.
Menu Descriptions
Status Indicates the start of Status displays. Status is
organized into System, Card, and Network Status
displays.
System System Status displays.
Name Server name as defined in configuration.
Asset ID Asset ID as defined in configuration.
Start Date Date unit last Start-up.
Up Time Elapsed time since last Start-up.
Firmware Revision of operational Firmware.
BIOS Revision of BIOS.
Card Card Status Displays.
Card Number Select which card number to view.
Card Type Indicates Card Type selected card number.
Card Status Indicates the start of Card Status displays. Card Status is
organized into LAN, Line, and Modem displays.
Network Indicates the start of Network Status displays. Network
Status is organized into IP, IPX, BCP, NetBEUI, and ARA
displays.
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Status Menu Map

Lo ]

Status Status Status
System Card Network

| Name | | Card Number
| Asset ID | | Card Type |

| Start Date | | 'Card Status

BIOS

fCard Status descriptions on page 228.
"Network Status descriptions on page 232.
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Card Status

Status specific to each card type is detailed below.

Menu

Description

Card Status

LAN Status

LAN Type

Indicates whether the unit is configured for Ethernet or
Token Ring.

Connection

Indicates if the card is connected to the Ethernet network.

MAC Address

MAC address of Ethernet card.

Port

Indicates one of the following ports, if the card is connected
to the Ethernet network. This panel is only displayed for
versions of the 833IS with a BNC Ethernet interface in
addition to the RJ-45 interface.

s RJ45

= BNC

Speed

Indicates one of the following speeds, if the card is
connected to the Ethernet network:

s 10 Mbps
= 100 Mbps
or

Indicates one of the following speeds, if the card is
connected to the Token Ring network:

= 4 Mbps

= 16 Mbps

Frames RX

Number of frames received since last Start-up.

Frames TX

Number of frames transmitted since last Start-up.

Overruns

Number of receive overruns since last Start-up.

Card Type Menu Description continues on page 229.

228
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Card Status continued

Menu Description

Line Status Statuses are available for each BRI interface on the
card. Useright and left arrow for each BRI interface
selection.

BRI n Connection Indicates whether the BRI interface is connected to the

Yes/No telephone network or not.

BRI n Status Indicates status of each B channel. Channel number
followed by an Up or Down arrow or X for disabled
(eg. 11 2X).

Topology n Indicates one of the following line topology for each BRI
interface:

= Point to point
= Point to multipoint

In Octets n Indicates the total number of octets received on this
interface.
In Discards n Indicates the total number of received frames which have

been discarded. The possible reasons are: buffer shortage.

In Errors n Indicates the number of inbound frames that contained
errors preventing them from being deliverable to LAPD (D
channel data link layer).

Out Octets n Indicates the total number of octets transmitted on this
interface.
Out Discards n Indicates the total number of outbound frames which were

discarded. Possible reasons are: buffer shortage.

Qut Errors n Indicates the number of frames which could not be
transmitted due to errors.
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Card Status continued

Menu

Description

Modem Status

Statuses are available for each modem on the card.
Use right and left arrow for each modem selection.

Modem n Indicates whether the modem is enabled or disabled via

Enabled/Disabled configuration. The left and right keys will select the modem
for the following: (n= the modem chosen)

Attempts n Number of incoming call attempts for this modem since card

Start-up.

Completions n

Number of successful incoming attempts for this modem
since card Start-up. The count is incremented when the
modem has completed the training sequence successfully,
and has indicated to the router that carrier is active.

Failures n

Number of unsuccessful incoming attempts for this modem
since card Start-up. The count is incremented if the modem
does not successfully complete its training sequence. This
could be due to the modem incompatibility or an incorrect
call type (voice, fax).

Bytes Tx n

Number of bytes presented to the modem since Start-up.

Bytes Rx n

Number of bytes received from this modem since Start-up
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Card Status Menu Map

* Display only when the unit includes both aBNC and RJ-45 Ethernet interface.

Perle 833IS User Guide

LAN Status  13,] Line Status Modem Status
v v y
Lantype || FUETRET | | enaplermsatie
v v v
Eng:)tlizrlflgi(:able BRI n Status Attempts n
v v v
Connection Topology n Completions n
Yes/No
v v v
MAC Address In Octets n Failures n
v v v
Port* In Discards n Bytes TX n
v v v
Speed In Errors n Bytes RX n
' v
LAN Frames RX Out Octets n
v '
LAN Frames TX Out Discards n
v v
Overruns Out Errors n




Network Status Display
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Network Status Display

Menu Description

IP

IP Enable/Disable Indicates whether the IP is enabled or disabled.
IP Address IP address of the 833IS.

IP Subnet Mask

IP subnet mask of the 833IS.

Address found by

Indicates how the IP address was determined:
= BOOTP

= RARP

= Configured

RARP Indicates whether RARP will be sent at startup to attempt
to acquire the 833IS IP address.

BOOTP Indicates whether a BOOTP request will be sent at startup
to attempt to acquire the 833IS IP address.

# RIP entries Current number of IP RIP entries.

IPX

IPX Enable/Disable Indicates whether the IPX is enabled or disabled.

IPX Type Il By: Indicates how the Network Number for Type Il IPX frames
was determined:
= Automatically from network.
= Configured
= None (Type Il disabled)

IPX Type Il # Type Il IPX frame network number.

IPX SNAP by: Indicates how the Network Number for SNAP IPX frames
was determined:
= Automatically from Network.
= Configured
= None (SNAP disabled)

IPX SNAP # SNAP IPX frame network number.
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Menu

Description

IPX 802.2 by:

Indicates how the Network Number for the 802.2 IPX
frames was determined:

= Automatically from Network.

s Configured

= None (802.2 disabled)

IPX 802.2 #

802.2 IPX frame network number.

IPX 802.3 by:

Indicates how the Network Number for the 802.3 IPX
frames was determined:

= Automatically from Network.

= Configure

= None (802.3 disabled)

IPX 802.3 #

802.3 IPX frame network number.

IPX Network Number

WAN (internal) Network Number.

#RIP entries Current number of IPX RIP entries.
#SAP entries Current number of IPX SAP entries.
BCP

BCP Enable/Disable

Indicates whether the BCP is enabled or disabled.

NetBEUI

NetBEUI Enable/
Disable

Indicates whether the NetBEUI is enabled or disabled.

ARA

ARA Enable/Disable

Indicates whether the ARA is enabled or disabled.
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Network Status Display Menu Map

Status
Network

Status Status Status Status Status
P IPX BCP NetBEUI ARA
P PX BCP NetBEUI ARA
Enable/Disable Enable/Disable Enable/Disable Enable/Disable Enable/Disable
| IP Address | | IPX Typell By: |
IP Subnet
| Mask | | IPX Typell # |
| Add’eSEfyF"“”d | IPX SNAP By: | | IPX 802.3 By: |
| RARP | | IPX SNAP # | | IPX 802.3 # |
| BOOTP | | IPX 802.2 By: | | IPX Network # |

| #RIP Entries

| IPX 802.2 # |
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v

#RIP Entries

#SAP Entries
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Factory Default Mode

Menu Description
Perle 833IS Appears for 5 seconds on power up.
Manager Status Indicates whether the Perle 833IS Manager is

communicating with the server and which protocol is used
for communication. If the 833IS receives an IP ping
command in Factory Default mode, this message will
display, with the address of the device that sent the ping
command.

Factory Default Setup

Provides the base configuration for the 833IS so that it can communicate with the
Manager.

Menu Description
Manager Setup Indicates the start of the Factory Mode Setup displays.
IP Address Set IP address of the unit. Will indicate “none” if none has

been configured. When none appears, the 833IS will
attempt to acquire an IP address by BOOTP or RARP.

IP Subnet Mask Set IP subnet mask of unit. Will indicate “none” if none has
been configured. When none appears, the 833IS will use a
subnet mask of 255.255.255.0

Default Gateway Set IP default router address for the 833IS. This will be
required if the 833IS is not on the same segment as the
833IS Manager.

LAN Speed Options are 4 Mbps, 16 Mbps. Will indicate “not set” if the
speed has not been set by this configuration. If the speed
has not been set, the 833IS will not attempt to get on the
ring.
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Menu Description

Port Options are BNC, RJ45, Auto Detect. This panel is only
available for versions of the 833IS with a BNC Ethernet
interface in addition to the RJ45 interface.

Factory Default Mode and Setup Map

Mgnager ly| Manager | Continues with “Factory Default Mode Menu Map” on
tatus Setup page 239

v

IP Address

'

IP Subnet Mask

'

IP Router Addr

'

LAN Speed

!

Port *

!

Save Config

T Can be configured only when the unit includes both BNC and RJ-45 Ethernet interface.
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Factory Default Mode
Indicates start of Factory Default Mode Displays.

Menu

Description

LAN

MAC address

MAC Address of the LAN adapter.

Port Port type. Display only when the unit includes both BNC
and RJ-45 Ethernet interfaces.
Speed Speed of LAN. Display only when the unit includes Token

Ring interface.

LAN Frames Rx

Number of frames received by the LAN adapter since last
Start-up.

LAN Frames Tx

Number of frames transmitted by the LAN adapter since last
Start-up.

Overruns Number of receive overruns detected by the LAN adapter
since last Start-up.

IP

IP Frames Rx Number of IP frames received since last Start-up.

IP Frames Tx Number of IP frames transmitted since last Start-up.

# RIP Entries Current number of IP RIP entries.

Address Found By

Indicates how the IP address was determined:
= BOOTP

= RARP
= Configured
= Default

IP Address

IP address of the 833IS.

IP Subnet Mask

IP subnet mask of the 833IS.

IPX
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Menu

Description

IPX Frames Rx

Number of IPX frames received since last start-up.

IPX Frames Tx

Number of IPX frames transmitted since last Start-up.

# RIP entries

Current number of IPX RIP entries.

# SAP entries

Current Number of the IPX SAP entries.
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Factory Default Mode Menu Map

Continued from“Factory
Default Mode and Setup > Status
Map” on page 236. ¢
Status Status Status
LAN IP > IPX
MAC Address IP Frames Rx IPX Frames Rx
Port* IP Frames Tx IPX Frames Tx
Speed # RIP Entries # RIP Entries
LAN Frames
R Address Found # SAP Entries
X By
LAN F
rames IP Address
TX
Overruns IP Subnet Mask

* Displayed only when the unit includes both BNC and RJ-45 Ethernet interfaces.
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AT Commands

A/ - Re-execute
Command

Appendix 2: AT Command Set

About AT Command Set
In this chapter you will read about:

= AT Commands

= Error Detection and Data Compression Commands

= S-Registers

= S-Register Definitions

= AT Command Set Summary

The modem will respond to the commands detailed below. Parameters applicable to
each command are listed with the command description.

A single command string can be up to 40 charactersin length, including the “AT”.

The modem behaves differently from a stand-alone modem because it does not
directly interface to the telephone line. Phone call handling is by the Line Interface.
Once the call is established it is switched to the modem. Therefore, modem
commands that do line control (such as ATA, ATH) are not handled solely by the
modem. Although there are significant differences between making a call on an
ISDN line and a standard phone line, the 833IS will make all the necessary
conversions.

The modem behaves as though the last command line had been re-sent by the DTE.
"A/l" will repeat al the commands in the command buffer.

The principal application of this command is to place another call (using the Dial
command) that failed to connect due to a busy line, no answer, or awrong number.
This command must appear alone on acommand line. This command should not be
terminated by acarriage return.
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AT=x - Write to
Selected S-Register

AT? - Read Selected
S-Register

A - Answer

Bn - CCITT or Bell

Cn - Carrier Control

242

Thiscommand writesthe value x to the currently selected S-Register. An S-Register
can be selected by using the ATSn command. All of the S-Registers will return the
OK response if x is a number. Some registers may not be written due to country
specific PTT limitations.

Result Codes
OK For all arguments.

This command reads and displays the selected S-Register. An S-Register can be
selected by using the ATSn command.

Result Codes:
OK For all arguments.

The modem will go off-hook and attempt to answer an incoming call if correct
conditions are met. Upon successful completion of answer handshake, the modem
will go on-line in answer mode. Operation is also dependent upon +FCLASS
command and country-specific requirements.

When the modem is configured to allow either option, the modem will select Bell or
CCITT modulation for aline speed connection of 300 or 1200 bps according to the
parameter supplied. Any other line speed will use a CCITT modulation standard.

BO Selects CCITT operation at 300 or 1200 bps during Call Establishment
and a subsequent connection. (Default for W-class models.)

B1 Selects BELL operation at 300 or 1200 bps during Call Establishment
and a subsequent connection. (Default for US models.)

Result Codes:

OK n=0or 1l

ERROR Otherwise.

This command is included for compatibility only, and has no effect other than
returning aresult code. The only valid parameter is 1.

Result Codes:

OK n=1.

ERROR Otherwise.
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Appendix 2: AT Command Set

This command directs the modem to go on-line, dial according to the string entered
and attempt to establish a connection.

Dial Modifiers

Thevalid dial string parameters are described bel ow. Punctuation characters may be
used for clarity, with parentheses, hyphen, and spaces being ignored.

0-9
A-D

T

O

DTMFdigits0to 9.

DTMFdigitsA, B, C, and D. Some countries may prohibit sending of these
digitsduring dialing.

Select dialing: dial the numbers that follow until the next command is
encountered. Method of dialing (tone, pulse) will be based on the
configuration of the 833IS.

Select dialing: dial the numbers that follow until the next command is
encountered. Method of dialing (tone, pulse) will be based on the
configuration of the 833IS.

This command will be accepted, but not acted on.

Did pause: the modem will pause for atime specified by S8 before dialing
thedigitsfollowing",".

Return to command state. Added to the end of adial string, this causes the
modem to return to the command state after it processes the portion of the
dial string preceding the ";". This allows the user to issue additional AT
commands while remaining off-hook. The additional AT commands may
be placed in the original command line following the ";" and/or may be
entered on subsequent command lines. The modem will enter call progress
only after an additional dial command is issued without the";" terminator.
Use"H" to abort the dia in progress, and go back on-hook.

Ignored: may be used to format the dial string.
Ignored: may be used to format the dial string.

<space> Ignored: may be used to format the dial string.

<i>
/

F*

Invalid character: will beignored.

The ‘post dia’ character. The modem will wait for a phone call connect
before sending the characters following “/” using DTMF signaling.

The'star' digit. Valid only after the post dial character.
The'gate' digit. Valid only after the post dial character.

Wait for dial tone: the modem will wait for dial tone before dialing the
digits following "W". If dial toneis not detected within the time specified,
the modem will abort the rest of the sequence, return on-hook, and generate
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En - Command
Echo

Hn - Disconnect
(Hang-Up)

an error message. Valid only after the post dial character.

@ Wait for silence: the modem will wait for at least 5 seconds of silencein the
call progress frequency band before continuing with the next dial string
parameter. If the modem does not detect these 5 seconds of silence before
the expiration of the call abort timer (S7), the modem will terminate the call
attempt with a NO ANSWER message. If busy detection is enabled, the
modem may terminate the call with the BUSY result code. If answer tone
arrives during execution of this parameter, the modem handshakes. Valid
only after the post dial character.

& Wait for credit card dialing tone before continuing with the dial string. If
the toneis not detected within the time specified by S7 (US models) or S6
(W-class models), the modem will abort the rest of the sequence, return on-
hook, and generate an error message. Valid only after the post dial
character.

The modem enables or disables the echo of characters to the DTE according to the
parameter supplied.

EO Disables command echo.

El Enables command echo. (Default.)
Result Codes:

OK n=0or 1

ERROR Otherwise.

This command initiates a hang up sequence.

This command may not be available for some countries dueto PTT restrictions.

HO The modem will release the line if the modem is currently on-line, and
will terminate any test (AT&T) that is in progress. Country specific,
modulation specific, and error correction protocol specific processing is
handled outside of the HO command.

H1 If on-hook, the modem will go off-hook and enter command mode. For
US models, the modem will remain off-hook. For W-class models, the
modem will return on-hook after a period of time determined by S7.

Result Codes:

OK n=0or 1l

ERROR Otherwise.
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Nn - Automode
Enable

On - Returnto On-
Line Data Mode

Qn - Quiet Results
Codes Control

Sn - ReadMWrite S-
Register

Appendix 2: AT Command Set

This command enables or disables automode detection.

NO Automode detection is disabled (equivalent to setting the +MS
<automode> subparameter to 0).

N1 Automode detection is enabled (equivalent to setting the +MS
<automode> subparameter to 1). (Default.)

Result Codes:

OK n=0or1.

ERROR Otherwise.

This command determines how the modem will enter the on-line data mode. If the

modem is in the on-line command mode, the enters the on-line data mode with or

without a retrain. If the modem is in the off-line command mode (no connection),

ERROR isreported.

00 Enters on-line datamode without aretrain. Handling is determined by the
Call Establishment task. Generally, if a connection exists, this command
connects the DTE back to the remote modem after an escape (+++).

01 Enters on-line data mode with a retrain before returning to on-line data
mode.

Result Codes:

OK n=0or 1 and aconnection exists.

ERROR Otherwiseor if not connected.

The command enables or disables the sending of result codes to the DTE according
to the parameter supplied.

Qo0 Enables result codesto the DTE. (Default.)
Q1 Disablesresult codesto the DTE.

Result Codes:

OK n=0or1.

ERROR Otherwise.

The modem selects an S-Register, performs an S-Register read or write function, or
reports the value of an S-Register.

n Establishes S-Register n asthelast register accessed.
n=v Sets S-Register nto thevaluev.
n? Reports the value of S-Register n.
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Vn - Result Code

Form

Whn - Connect

Message Control
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Xn - Extended
Result Codes

The parameter n can be omitted, in which case the last S-Register accessed will be
assumed. The S can be omitted for AT=and AT?, in which case the last S-Register
accessed will be assumed.
For example:

ATSY establishes S7 as the last accessed register.

AT=40 sets the contents of the last register accessed to 40.

ATS=20 setsthe contents of the last register accessed to 20.

This command selects the sending of short-form or long-form result codes to the
DTE.

VO Enables short-form (terse) result codes. Line feed is not issued before a
short-form result code.

V1 Enableslong-form (verbose) result codes. (Default.)

Result Codes:

OK n=0or 1l

ERROR Otherwise.

This command controlsthe format of CONNECT messages.

WO Upon connection, the modem reports only the DTE speed (eg.,
CONNECT 19200). Subsequent responses are disabled. (Default.)

w1 Upon connection, the modem reports the line speed, the error correction
protocol, and the DTE speed, respectively. Subsequent responses are
disabled.

w2 Upon connection, the modem reports the DCE speed (e.g., CONNECT
14400). Subsequent responses are disabled.

Result Codes:

OK n=0,1,o0r2.

ERROR Otherwise.

This command selects which subset of the result messages will be used by the
modem to inform the DTE of the results of commands.

Blind dialing is enabled or disabled by country parameters. If the user wishes to
enforce dial tone detection, a"W" can be placed in the dial string (see D command).
Note that the information below is based upon the default implementation of the X
results Table 1. indicates the messages which are enabled for each X value.

If the modem isin facsimile mode the only message sent to indicate a connection is
CONNECT without a speed indication.
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X1

X2

X3

X4
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Disables monitoring of busy tones unless forced otherwise by country
requirements; send only OK, CONNECT, RING, NO CARRIER,
ERROR, and NO ANSWER result codes. Blind dialing is enabled/
disabled by country parameters. If busy tone detection is enforced and
busy tone is detected, NO CARRIER will be reported. If dial tone
detection is enforced or selected and dial tone is not detected, NO
CARRIER will be reported instead of NO DIAL TONE.

Disables monitoring of busy tones unless forced otherwise by country
requirements; send only OK, CONNECT, RING, NO CARRIER,
ERROR, NO ANSWER, and CONNECT XXXX (XXXX =rate). Blind
diaing enabled/disabled by country parameters. If busy tone detectionis
enforced and busy tone is detected, NO CARRIER will be reported
instead of BUSY. If dial tone detection is enforced or selected and dia
toneis not detected, NO CARRIER will be reported instead of NO DIAL
TONE.

Disables monitoring of busy tones unless forced otherwise by country
requirements; send only OK, CONNECT, RING, NO CARRIER,
ERROR, NO DIALTONE, NO ANSWER, and CONNECT XXXX. If
busy tone detection is enforced and busy toneis detected, NO CARRIER
will be reported instead of BUSY. If dial tone detection is enforced or
selected and dial tone is not detected, NO DIAL TONE will be reported
instead of NO CARRIER.

Enables monitoring of busy tones; send only OK, CONNECT, RING,
NO CARRIER, ERROR, NO ANSWER, and CONNECT XXXX. Blind
diaing isenabled/disabled by country parameters. If dial tonedetectionis
enforced and dial toneisnot detected, NO CARRIER will be reported.
Enables monitoring of busy tones; send all messages.

Result Codes:

OK

n=0to4.

ERROR Otherwise.
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Result Codes

Short Form |Long Form n Value in ATXn Command

0 1 2 3
0 OK X X X X
1 CONNECT X X X X
2 RING X X X X
3 NO CARRIER X X X X
4 ERROR X X X X
5 CONNECT 1200 1 X X X
6 NO DIALTONE 3 3 X X
7 BUSY 3 3 3 X
8 NO ANSWER X X X X
9 CONNECT 0600 1 X X X
10 CONNECT 2400 1 X X X
11 CONNECT 4800 1 X X X
12 CONNECT 9600 1 X X X
13 CONNECT 7200 1 X X X
14 CONNECT 12000 1 X X X
15 CONNECT 14400 1 X X X
16 CONNECT 19200 1 X X X
17 CONNECT 38400 1 X X X
18 CONNECT 57600 1 X X X
19 CONNECT 115200 1 X X X
20 CONNECT 230400 X X X X
22 CONNECT 75TX/1200RX 1 X X X
23 CONNECT 1200TX/75RX 1 X X X
24 DELAYED 4 4 4 4
32 BLACKLISTED 4 4 4 4
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Result Codes

Short Form |Long Form n Value in ATXn Command

33 FAX X X X X X
35 DATA X X X X X
40 CARRIER 300 X X X X X
44 CARRIER 1200/75 X X X X X
45 CARRIER 75/1200 X X X X X
46 CARRIER 1200 X X X X X
47 CARRIER 2400 X X X X X
48 CARRIER 4800 X X X X X
49 CARRIER 7200 X X X X X
50 CARRIER 9600 X X X X X
51 CARRIER 12000 X X X X X
52 CARRIER 14400 X X X X X
53 CARRIER 16800 X X X X X
54 CARRIER 19200 X X X X X
55 CARRIER 21600 X X X X X
56 CARRIER 24000 X X X X X
57 CARRIER 26400 X X X X X
58 CARRIER 28800 X X X X X
59 CONNECT 16800 1 X X X X
61 CONNECT 21600 1 X X X X
62 CONNECT 24000 1 X X X X
63 CONNECT 26400 1 X X X X
64 CONNECT 28800 1 X X X X
66 COMPRESSION: CLASS 5 X X X X X
67 COMPRESSION: V.42 bis X X X X X
69 COMPRESSION: NONE X X X X X
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Result Codes

Short Form |Long Form n Value in ATXn Command
70 PROTOCOL: NONE X X X X
77 PROTOCOL: LAPM X X X X
78 CARRIER 31200 X X X X
79 CARRIER 33600 X X X X
80 PROTOCOL: ALT X X X X
81 PROTOCOL: ALT-CELLULAR | x X X X
84 CONNECT 33600 1 X X X
91 CONNECT 31200 1 X X X
150 CARRIER 32000 X X X X
151 CARRIER 34000 X X X X
152 CARRIER 36000 X X X X
153 CARRIER 38000 X X X X
154 CARRIER 40000 X X X X
155 CARRIER 42000 X X X X
156 CARRIER 44000 X X X X
157 CARRIER 46000 X X X X
158 CARRIER 48000 X X X X
159 CARRIER 50000 X X X X
160 CARRIER 52000 X X X X
161 CARRIER 54000 X X X X
162 CARRIER 56000 X X X X
165 CONNECT 32000 X X X X
166 CONNECT 34000 X X X X
167 CONNECT 36000 X X X X
168 CONNECT 38000 X X X X
169 CONNECT 40000 X X X X
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&Cn - RLSD (DCD)
Option

&F - Restore
Factory
Configuration
(Profile)

&FRestore Factory
Configuration

Appendix 2: AT Command Set

Result Codes

Short Form |Long Form n Value in ATXn Command

170 CONNECT 42000 X X X X X

171 CONNECT 44000 X X X X X

172 CONNECT 46000 X X X X X

173 CONNECT 48000 X X X X X

174 CONNECT 50000 X X X X X

175 CONNECT 52000 X X X X X

176 CONNECT 54000 X X X X X

177 CONNECT 56000 X X X X X

+F4 +FCERROR X X X X X
Notes:

An'x'inacolumn indicates that the message (either thelong formif verbose, or the value only for short
form) will be generated when that particular value of 'n' (shown at the top of the column) has been
selected by theuse of ATXn. If the columnisblank, then no message will be generated for that x option.
A numeral indicates which less explicit message (verbose or short form) will be output for that X
option.

The modem controls the RLSD output in accordance with the parameter supplied.
&CO RLSD remains ON at all times.

&C1 RLSD followsthe state of the carrier. (Default.)

Result Codes:

OK n=0or1.

ERROR Otherwise.

The modem loads the factory default configuration (profile). The factory defaults
areidentified for each command and in the S-Register descriptions. A configuration
(profile) consists of asubset of S-Registers.

Result Codes:
OK
ERRORIf the modem is connected.
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&Rn - RTS/CTS
Option

&V - Display
Current

Configuration and
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Stored Profiles

This selects how the modem controls CTS. CTS operation is modified if hardware
flow control is selected (see & K command).

&R0 In sync mode, CTS tracks the state of RTS. In async mode, CTS is
normally ON and will turn OFF only if required by flow control.
&R1 In sync mode, CTSisalwaysON (RTStransitions areignored). tracksthe

state of RTS; In async mode, CTSisnormally ON and will turn OFF only
if required by flow control.

Result Codes:

OK n=0or 1

ERROR Otherwise.

Reports the current (active) configuration. Note that there will be settings displayed
that are reserved. Y ou should not attempt to change the reserved settings.

Result Code:
OK

Example:
AT&V
ACTIVE PROFILE:

BOE1ILIMIN1IQOTV1IWOX4Y0&C0O&DO&G2 &J0 &K3 &Q5&R1 &S0
&T4&X0&YO0

S00:002 S01:000 S02:043 S03:013 S04:010 S05:008 S06:002 SO7:030 S08:002
S09:006

$10:014 S11:255 S12:050 S18:000 S25:005 S26:001 S36:007 S37:000 S38:020
$46:138

$48:007 S95:000

OK
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Connection
Statistics

AT% Commands

%En - Enable/
Disable Auto-
Retrain or Fallback/
Fall Forward

Appendix 2: AT Command Set

Displays the last connection statistics in the following format (shown with typical
results):

Termination Reason Link Disconnect Or Local Request
LAST TX datarate 33600 BPS

HIGHEST TX datarate 33600 BPS

LAST RX datarate 28800 BPS

HIGHEST RX datarate 28800 BPS

Error correction PROTOCOL LAPM

Data COMPRESSION V42Bis

LineQUALITY 030

Highest SPX RX state 068

Highest SPX TX state 067

Controls whether or not the modem will automatically monitor the line quality and
request aretrain (%E1) or fall back when line quality isinsufficient or fall forward
when line quality is sufficient (%E2).
If enabled, the modem attempts to retrain for a maximum of 30 seconds.

%EO Disable auto-retrain.

%E1 Enable auto-retrain.

%E2 Enable fallback/fall forward. (Default.)

Result Codes:
OK n=0,1,or2.
ERROROtherwise.
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\Kn - Break Control
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Controls the response of the modem to a break received from the DTE or the remote
modem or the \B command according to the parameter supplied.

Theresponse is different in three separate states.

Thefirst state is where the modem receives a break from the DTE when the modem
isoperating in data transfer mode:

\KO
\K1
\K2
\K3
\K4
\K5

Enter on-line command mode, no break sent to the remote modem.

Clear data buffers and send break to remote modem.

SameasO.

Send break to remote modem immediately.

SameasO.

Send break to remote modem in sequence with transmitted data.
(Default.)

The second case is where the modem is in the on-line command state (waiting for
AT commands) during a data connection, and the \B is received in order to send a

break to the remote modem:

\KO Clear data buffers and send break to remote modem.

\K1 Clear data buffers and send break to remote modem. (Same as0.)

\K2 Send break to remote modem immediately.

\K3 Send break to remote modem immediately. (Same as 2.)

\K4 Send break to remote modem in sequence with data.

\K5 Send bresk to remote modem in sequence with data. (Same as 4.)

(Default.)

Thethird caseiswhere abreak is received from aremote modem during a non-error
corrected connection:

\KO Clears data buffers and sends break to the DTE.

\K1 Clears data buffers and sends break to the DTE. (Sameas0.)

\K2 Send abreak immediately to DTE.

\K3 Send abreak immediately to DTE. (Same as 2.)

\K4 Send a break in sequence with received datato DTE.

\K5 Send a break in sequence with received data to DTE. (Same as 4.)
(Default.)

Result Codes:

OK n=0to5.

ERROR Otherwise.
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This command controls the preferred error correcting mode to be negotiated in a

subsequent data connection.

\NO Selects normal speed buffered mode (disabl es error-correction mode).

\N1 Same as\NO.

\N2 Selects reliable (error-correction) mode. The modem will first attempt a
LAPM connection and then an MNP connection. Failure to make a
reliable connection results in the modem hanging up.

\N3 Selects auto reliable mode. This operates the same as \N2 except failure
to make a reliable connection results in the modem falling back to the
speed buffered normal mode.

\N4 Selects LAPM error-correction mode. Failure to make an LAPM error-
correction connection results in the modem hanging up. Note: The -K1
command can override the \N4 command.

\N5 Selects MNP error-correction mode. Failure to make an MNP error-
correction connection results in the modem hanging up.

Result Codes:

OK n=0tob5.

ERROR Otherwise.

This extended-format command selects the modulation, optionally enables or
disables automode, and optionally specifies the lowest and highest connection rates
using one to three subparameters.

+MS= <od> [,[<automode>][,[<min_rate>][,[<max_rate>][,[ ]]]]]<CR>
Notes:

Subparameters not entered (enter a comma only or <CR> to skip the last
subparameter) remain at their current values.
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Reporting Selected
Options

Reporting
Supported Options
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The modem can send a string of information to the DTE consisting of selected
options using the following command:

+MS?
Theresponseis:
+MS: <mod>,<automode>,<min_rate>,<max_rate>

There may be additional values displayed after the <max_rate> field, but they are
not applicable.

For example,

+MS: 56,1,300,56000

The modem can send a string of information to the DTE consisting of supported
options using the following command:

+MS=?

Theresponseis:

+MS: (list of supported <mod> values), (list of supported <automode> values), (list
of supported <min_rate> values),
(list of supported <max_rate> values)

For example,
+MS: (0,1,2,3,9,10,11,56, 64,69),(0,1),(300-33600),(300-56000)

There may be additional values displayed after the <max_rate> field, but they are
not applicable.
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1. <mod> = A decimal number which specifies the preferred modulation
(automode enabled) or the modulation (automode disabled) to usein originating
or answering a connection. The options are:

<mod> |Modulation Possible Rates (bps) 1 Notes
0 V.21 300
1 V.22 1200
2 V.22 bis 2400 or 1200
3 V.23 1200 See Note 2
9 V.32 9600 or 4800
10 V.32 bis 14400, 12000, 9600, 7200, or 4800
11 V.34 33600, 31200, 28800, 26400, 24000,
21600, 19200, 16800, 14400, 12000,
9600, 7200, 4800, or 2400
56 K56flex 56000, 54000, 52000, 50000, 48000, [default]
46000, 44000, 42000, 40000, 38000,
36000, 34000, 32000
12 V.90 56000, 54667, 53333, 52000, 50667,
49333, 48000, 46667, 45333, 42667,
41333, 40000, 38667, 37333, 36000,
34667, 33333, 32000, 30667, 29333,
28000
64 Bell 103 300
69 Bell 212 1200
Notes:
1. See optional <automode>, <min_rate>, and <max_rate> subparameters.
2. For V.23, originating modes transmit at 75 bps and receive at 1200 bps; answering modes transmit
at 1200bps and receive at 75 bps. The rate is always specified as 1200 bps.

The modem may also automatically switch to another modulation (automode),
subject to the following constraints:

a

Themodem may not be ableto automatically switch from the current modul ation
(specified by <mod>) to some other modulation. For example, there is no
standard way to automode from Bell 103 to V.23.

The DTE may disable automode operation (see <automode> below).
The DTE may constrain the range of modulations available by specifying the
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2,

lowest and highest rates (see <min_rate> and <max_rate> below).

<automode> is an optional numeric value which enables or disables automatic
modulation negotiationusing V.8 bis/VV.8 or V.32 bisAnnex A. The optionsare:

<automode> |Option Selected Notes

0

Automode disabled

1

Automode enabled using V.8 bis/V.8 or V.32 Annex A | Default

The default value is 1, which enables automode. Note, however, there are
modulations for which there is no automatic negotiation, e.g., Bell 212 (<mod> =

69).

For <automode> = 0 (automode disabled, i.e., fixed modulation):

a

If <max_rate> is within the rates supported by the selected modulation, the
selected rate is that specified by <max_rate>. For example:
+MS=10,0,1200,4800 selects V.32 bis 4800 bps fixed rate.

If <max_rate> is greater than the highest speed supported by the modulation
specified by <mod>, the starting rate is the highest rate supported by the
selected modulation. For example:

+MS=10,0,2400,14400 selects V.32 bis 14400, 12000, 9600, 7200, or 4800 bps.
To select fixed mode operation, specify the <max_rate> and <min_rate> both
to be the (same) requested speed, and <mod> to be the modulation for that
speed. For example:

+MS=11,0,16800,16800 selects V.34 16800 bps fixed mode
+MS=10,0,12000,12000 selects V.32 bis 12000 bps fixed mode

For <automode> = 1 (automode enabled, i.e., automatically selected speed and
modulation):

The modem connects at the highest possible rate in accordance with V.8 big/
V.8, or V.32 bisAnnex A if V.8 bis/V.8 isnot supported by the remote modem.

If <max_rate> is greater than the highest rate supported by the modulation
specified by <mod>, the modem automodes down from the highest rate of the
selected modulation. For example:

+MS=10,1,1200,24000 sel ects automoding down from V.32 bis 14400 bps.
<min_rate> is an optional number which specifies the lowest rate at which the
modem may establish aconnection. The valueis decimal coded, in units of bps,

e.g., 2400 specifies the lowest rate to be 2400 bps. The default is 300 for
300Ebps.
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<max_rate> is an optional number which specifies the highest rate at which the
modem may establish aconnection. The valueis decimal coded, in units of bps,
e.g., 14400 specifies the highest rate to be 14400 bps. The default is 28800 for
28800 bps.

Error Detection and Data Compression Commands

AT% Commands

%C - Enable/
Disable Data
Compression

AT\Commands

\An - Select
Maximum MNP
Block Size

\Bn - Transmit
Break to Remote

Enables or disables data compression negotiation. The modem can only perform
data compression on an error corrected link.

%CO0 Disables data compression.

%C1 Enables MNP 5 data compression negotiation.

%C2 Enables V .42 bis data compression.

%C3 Enables both V.42 bisand MNP 5 data compression. (Default.)

Result Codes:

OK n=0,1,20r3.

ERROR Otherwise.

The modem will operate an MNP error corrected link using a maximum block size
controlled by the parameter supplied.

\AO 64 characters.

\Al 128 characters. (Defaullt.)
\A2 192 characters.

\A3 256 characters.

Result Codes:

OK n=0to 3.

ERROR Otherwise.

In non-error correction mode, the modem will transmit a break signal to the remote
modem with alength in multiples of 100 ms according to parameter specified. If a
number in excess of 9isentered, 9isused. The command worksin conjunction with
the \K command.
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-Kn - MNP Extended
Services

--SEC=n - Enable/
Disable MNP10-EC

260

In error correction mode, the modem will signal a break through the active error
correction protocol, giving no indication of the length.

\B1-\B9Break length in 100 ms units. (Default = 3.) (Non-error corrected mode
only.)

Result Codes:

OK If connected in data modem mode.

NO CARRIERIf not connected or connected in fax modem mode.

Note: When the modem receives a break from the remote modem, break is passed to
the DTE asfollows: In non-error correction mode direct, the break length is passed;
in non-error correction mode normal and in error correction mode, 2300 msbreak is
passed.

Enables or disables conversion of a V.42 LAPM connection to an MNP 10
connection.

-KO Disables V.42 LAPM to MNP 10 conversion. (Defaullt.)
-K1 Enables V.42 LAPM to MNP 10 conversion.
-K2 Enables V.42 LAPM to MNP 10 conversion; inhibits MNP Extended

Servicesinitiation during V.42 LAPM answer mode detection phase.
Result Codes:
OK n=0or2.
ERROR Otherwise.

Enables or disables MNP10-EC operation. The command format is:
-SEC=n,[<tx level>]where <tx level> isthe optional transmit level sub parameter.
-SEC=0 Disable MNP10-EC;

-SEC=1,[<tx level>]Enable MNP10-EC; the transmit level will be defined by the
sub parameter <tx level> range 0 to 30 (0 dBm to -30 dBm)

Result Codes:
OK n=0, 1, or 1 and <tx level>=0t0 30
ERROR Otherwise

Example: AT-SEC=1,18 enables MNP10-EC and setsthetransmit level to-18 dBm.

Note: If AT-SEC=0, the modem will automatically set AT-SEC=1 if the remote
modem indicates Cellular in the V.8 bis/V.8 phase or if a Cellular Driver isloaded
and the Cell Phoneis attached.

Inquiries
AT-SEC?Retrieves the current -SEC command settings, e.g., 1,18.
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S-Registers

The S-Registers are summarized in along with their default values. Registers or
register fields quoted as “reserved” are reserved for current or future use by the
Firmware, or are permanently overridden by PTT limitations.

Register Summary

Register |Function Range |Units Saved |Default**
S3 Carriage Return Character 0-127 ASCII 13
S4 Line Feed Character 0-127 ASCII 10
S5 Backspace Character 0-255 ASCII 8
S6 Wait Time for Dial Tone 2-255 S * 2
S7 Wait Time for Carrier 1-255 S * 50
S8 Pause Time for Dial Delay 0-255 S * 2

Modifier
S9 Carrier Detect Response Time | 1-255 0.1s * 6
S10 Carrier Loss Disconnect Time | 1-255 0.1ls * 14
S11 DTMF Tone Duration 50-255 0.001s |* 95
S12 Reserved
S13 Reserved
S14 Reserved
S15 Reserved
S16 Reserved
S17 Reserved
S18 Reserved
S19 Reserved
S20 Reserved
S21 Reserved
S22 Reserved
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Register Summary

Register | Function Range |Units Saved |Default**
S23 Reserved

S24 Reserved

S25 Reserved

S26 Reserved

S27 Reserved

S28 Reserved

S29 Reserved

S30 Reserved

S31 Reserved

S32 Reserved

S33 Reserved

S34-S35 Reserved

S36 LAPM Failure Control - - * 7
S37 Reserved

S38 Reserved

S39 Reserved

S40 Reserved

S41 Reserved

S42-S45 Reserved

S46 Data Compression Control - - * 138
S48 V.42 Negotiation Control - - * 7
S86 Call Failure Reason Code 0-255 - -
* Register value may be stored in one of two user profiles with the & W command.

262
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S-Register Definitions

S3-Carriage Return
Character

S4-Line Feed
Character

S5 - Backspace
Character

S6 - Wait Time for
Dial Tone Before
Blind Dialing, or

After “W’ Dial

Modifier (W-Class

Models)

Sets the command line and result code terminator character. Pertains to WAN
operation only.

Range:  0-127, ASCII decimal

Default: 13 (Carriage Return)

Sets the character recognized as a line feed. Pertains to WAN operation only. The
Line Feed control character is output after the Carriage Return control character if
verbose result codes are used.

Range:  0-127, ASCII decimal
Default: 10 (Line Feed)

Sets the character recognized as a backspace. Pertainsto WAN operation only. The
modem will not recognize the Backspace character if it is set to avaluethat is greater
than 32 ASCII. This character can be used to edit a command line. When the echo
command is enabled, the modem echoes back to the local DTE the Backspace
character, an ASCI| space character and a second Backspace character; thismeansa
total of three characters are transmitted each time the modem processes the
Backspace character.

Range:  0-32, ASCII decimal
Default: 8 (Backspace)

1. Setsthelength of time, in seconds, that the modem will wait before starting to
dia after going off-hook when blind dialing. This operation, however, may be
affected by some ATX options according to country restrictions. The "Wait for
Dial Tone” call progressfeature (W dial modifier inthedial string) will override
the valuein register S6.

2. For W-classmodels, S6 setsthe length of time, in seconds, that the modem will
wait for dial tone when encountering a“W” dial modifier before returning NO
DIAL TONE result code.

The modem aways pauses for a minimum of 2 seconds, even if the value of S6is
less than 2 seconds.

Range:  2-255 seconds
Default: 2
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S7-Wait Time For
Carrier After Dial,
For Silence, or For
Dial Tone After “W”

S8 -

Dial Modifier

Pause Time For
Dial Delay

S9 - Carrier Detect

Response Time

S10- Lost Carrier To

Hang Up Delay

S11-DTMF Tone

264

Duration

1. Setsthe length of time, in seconds, that the modem will wait for carrier before
hanging up. The timer is started when the modem finishes dialing (originate),
or 2 seconds after going off-hook (answer). In originate mode, the timer is reset
upon detection of answer tone if alowed by country restrictions.

2. Sets the length of time, in seconds, that modem will wait for silence when
encountering the @ dial modifier before continuing with the next dial string
parameter.

3. For USmodels, S7 setsthe length of time, in seconds, that the modem will wait
for dial tone when encountering a“W” dial modifier before continuing with the
next dial string parameter.

Range:  1-255 seconds

Default: 50

Sets the time, in seconds, that the modem must pause when the "," dial modifier is
encountered in the dial string.

Range:  0-255 seconds

Default: 2

Setsthetime, in tenths of asecond, that the carrier must be present before the modem
considersit valid and turns on RLSD. Asthistimeisincreased, thereis less chance
to detect afalse carrier due to noise from the telephone line.

Range:  1-255 tenths of asecond

Default: 6 (0.6 second)

Sets the length of time, in tenths of a second, that the modem waits before hanging
up after alossof carrier. Thisallowsfor atemporary carrier losswithout causing the
local modem to disconnect. When register S10is set to 255, the modem functions as
if acarrier isalways present.

Theactual interval the modem waits before disconnecting isthe valuein register S10
minus the value in register S9. Therefore, the S10 value must be greater than the SO
value or else the modem disconnects before it recognizes the carrier.

Range:  1-255 tenths of asecond
Default: 14 (1.4 seconds)

Setsthe duration of tonesin DTMF dialing.

Range:  50-255 milliseconds
Default: 95 (95 milliseconds)
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Control

S46 - Data
Compression
Control

S48-V.42
Negotiation Action

Appendix 2: AT Command Set

Default: 7 (00000111b)

Bits0-2 This value indicates what should happen upon a LAPM failure. These
fallback options areinitiated immediately upon connection if S48=128. If
aninvalid number is entered, the number is accepted into the register, but
S36 will act asif the default value has been entered.

0= Modem disconnects.

= Modem stays on-line and a Direct mode connection is established.
2= Reserved.
= Modem stays on-line and a Normal mode connection is established.
= An MNP connection is attempted and if it fails, the modem disconnects.

5= An MNP connectionisattempted and if it fails, a Direct mode connection
is established.

6= Reserved.

7= An MNP connection is attempted and if it fails, a Norma mode

connection is established. (Default.)
Bits3-7 Reserved

Controls selection of compression. The following actions are executed for the given
values:

Range: 136 0r 138

Default: 138

$46=136 Execute error correction protocol with no compression.

$46=138 Execute error correction protocol with compression. (Default.)

The V.42 negotiation process determines the capabilities of the remote modem.

However, when the capabilities of the remote modem are known and negotiation is

unnecessary, this process can be bypassed if so desired.

Range: 0O, 7, or 128 If an invalid number is entered, it is accepted into the S
Register, but S48 will act asif 128 has been entered.

Default: 7
$48=0 Disable negotiation; bypass the detection and negotiation phases; and
proceed with LAPM.

$48=7  Enable negotiation. (Default.)

$48=128 Disable negotiation; bypass the detection and negotiation phases; and
proceed at once with the fallback action specified in S36. Can be used to
force MNP.
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S86 - Call Failure  When the modem issues a NO CARRIER result code, a value is written to this S-
Reason Code  Register to help determine the reason for the failed connection. S86 records the first
event that contributesto aNO CARRIER message. The cause codes are:

Range:
Defaullt:
S86=0
S86=4
S86=5

S86=9
S86=12
S86=13

S86=14

0,4,5,9 12,13, 0r 14

Normal disconnect, no error occurred.

Lossof carrier.

V.42 negotiation failed to detect an error-correction modem at the other
end.

The modems could not find a common protocol.

Normal disconnect initiated by the remote modem.

Remote modem does not respond after 10 re-transmissions of the same
message.

Protocol violation.

AT Command Set Summary

Basic AT Command

Commands

Al
A

BO
B1
C1
Dn
EO
El
FO
F1
F2
F3
F4
F5
F6
F7
F8

266

Function

Re-execute command.

Go off-hook and attempt to answer acall.

Select V.22 connection at 1200 bps.

Select Bell 212A connection at 1200 bps.

Return OK message.

Dia modifier.

Turn off command echo.

Turn on command echo.

Select auto-detect mode (equivalent to N1). (RC144)
Select V.21 or Bell 103. (RC144)

Reserved. (RC144)

Select V.23 line modulation. (RC144)

Select V.22 or Bell 212A 1200 bpsline speed. (RC144)
Select V.22 bisline modulation. (RC144)

Select V.32 bisor V.32 4800 line modulation. (RC144)
Select V.32 bis 7200 line modulation. (RC144)

Select V.32 bisor V.32 9600 line modulation. (RC144)
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Select V.32 bis 12000 line modulation. (RC144)
Select V.32 bis 14400 line modulation. (RC144)

SPEAKER ON DURING ANSWERING.

NO
N1
00
o1
Qo0
Q1
Sn
sn?
=V
?

T
VO
V1
WO
w1
w2
X0

X1

X2

X3

X4

&CO
&C1

Turn off automode detection.

Turn on automode detection.

Go on-line.

Go on-line and initiate aretrain sequence.

Allow result codesto DTE.

Inhibit result codesto DTE.

Select S-Register as default.

Return the value of S-Register n.

Set default S-Register to valuev.

Return the value of default S-Register.

Force DTMF dialing.

Report short form (terse) result codes.

Report long form (verbose) result codes.

Report DTE speed in EC mode.

Report line speed, EC protocol and DTE speed.

Report DCE speed in EC mode.

Report basic call progress result codes, i.e., OK, CONNECT, RING, NO
CARRIER (aso, for busy, if enabled, and dia tone not detected), NO
ANSWER and ERROR.

Report basic call progress result codes and connections speeds (OK,
CONNECT, RING, NO CARRIER (also, for busy, if enabled, and dia
tone not detected), NO ANSWER, CONNECT XXXX, and ERROR.
Report basic call progress result codes and connections speeds, i.e., OK,
CONNECT, RING, NO CARRIER (aso, for busy, if enabled, and dial
tone not detected), NO ANSWER, CONNECT XXXX, and ERROR.
Report basic call progress result codes and connection rate, i.e.,, OK,
CONNECT, RING, NO CARRIER, NO ANSWER, CONNECT XXXX,
BUSY, and ERROR.

Report all cal progress result codes and connection rate, i.e, OK,
CONNECT, RING, NO CARRIER, NO ANSWER, CONNECT XXXX,
BUSY, NO DIAL TONE and ERROR.

Force RLSD active regardless of the carrier state.

Allow RLSD to follow the carrier state.
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&F Restore factory configuration.

&R0 CTStracks RTS (async) or acts per V.25 (sync).
&R1 CTSisawaysactive.

&S0 DSRisawaysactive.

&V Display current configurations.

&V1 Display connection statistics

%EO Disable line quality monitor and auto retrain.

%E1 Enableline quality monitor and auto retrain.
%E2 Enable line quality monitor and fallback/fall forward.
\Kn Controls break handling during three states:

= When modem receives a break from the DTE:

\K0,2,4 Enter on-line command mode, no break sent to the remote modem.

\K1 Clear buffers and send break to remote modem.

\K3 Send break to remote modem immediately.

\K5 Send break to remote modem in sequence with transmitted data.
= When modem receives\B in on-line command state:

\K0,1 Clear buffers and send break to remote modem.

\K2,3  Send break to remote modem immediately.

\K4,5  Send break to remote modem in sequence with transmitted data.
= When modem receives break from the remote modem:

\KO,1 Clear data buffers and send break to DTE.

\K2,3  Send abreak immediately to DTE.

\K4,5 Send abreak with received datato the DTE.

\NO Select normal speed buffered mode.

\N1 Select direct mode.

\N2 Select reliable link mode.

\N3 Select auto reliable mode.

\N4 Force LAPM mode.

\N5 Force MNP mode.

+MS  Select modulation.
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MNP 10 Commands

FAX Class 2
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%CO0 Disable data compression.

%C1 Enable MNP 5 data compression.

%C2 Enable V.42 bis data compression.

%C3 Enable both V.42 bisand MNP 5 compression.

\AO Set maximum block sizein MNP to 64.

\Al Set maximum block sizein MNP to 128.
\A2 Set maximum block sizein MNP to 192.
\A3 Set maximum block sizein MNP to 256.

\Bn Send break of nx 100 ms.

-KO Disable MNP 10 extended services.

-K1 Enable MNP 10 extended services.

-K2 Enable MNP 10 extended services detection only.

-SEC=0 Disable MNP10-EC.

-SEC=1,[<tx level>]Enable MNP10-EC and set transmit level <tx level> 0to 30 (0
dBmto -30 dBm).

+FCLASS=nServiceclass.

+FAA=n  Adaptive answer.

+FAXERR Fax error value.

+FBOR Phase C data bit order.

+FBUF?  Buffer size (read only).

+FCFR Indicate confirmation to receive.
+FCLASS= Serviceclass.

+FCON Facsimile connection response.

+FCIG Set the polled station identification.
+FCIG: Report the polled station identification.
+FCR Capability to receive.

+FCR= Capability to receive.

+FCSI: Report the called station ID.

+FDCC=  DCE capabilities parameters.

+FDCS:  Report current session.

+FDCS=  Current session results.

+FDIS: Report remote capabilities.

+FDIS=  Current sessions parameters.

+FDR Begin or continue phase C receive data.
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+FDT= Datatransmission.

+FDTC:  Report the polled station capabilities.
+FET: Post page message response.
+FET=N  Transmit page punctuation.
+FHNG  Call termination with status.
+FK Session termination.

+FLID= Loca ID string.

+FLPL Document for polling.
+FMDL?  Identify model.

+FMFR?  Identify manufacturer.
+FPHCTO Phase Ctime out.

+FPOLL  Indicates polling request.
+FPTS: Page transfer status.

+FPTS=  Pagetransfer status.

+FREV?  Identify revision.

+FSPL Enable polling

+FTSI: Report the transmit station I1D.

270 Perle 833IS User Guide



Appendix 3: Specifications

Appendix 3: Specifications

Dimensions

Height x Width 67 x 430 x 310 mm
xDepth 5 64 16.9x 122 inches

Weight 5.5kg/ 12 Ibs maximum

Physical/Electrical Specifications

Operating 0°-40°C
Temperature 320. 104° F

Relative Humidity 0% - 95%, non condensing

Power 100-125VAC, 50-60Hz, 0.5A
200- 240 VAC, 50 - 60 Hz, 0.25A

BTU Output 100 BTU/hour maximum
MTTR 30 minutes

MTBF 100,000 hours
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Chassis

Chassis

= 19" rack mountable, 1.5U high

= 2dlots, rear loading

= 1Systemcard

= Optional expansion card can double number of BRI and modem resources

Power Supply =«  Auto sensing power supply
= ON/OFF switch

LCDPanel & 2rowsby 16 characters backlit display
Keypad « 6keysused for system setup and statusinquiry.

StatusLEDs « Power
= SystemActive
= LAN status

Memory

SystemCard « 8megRAM in SIMM sockets for RAM expansion.
= 4 megFlash for Firmware storagein SIMM sockets.
= 128K nonvolatilelog

ExpansionCard « 4 megRAM in SIMM socketsfor RAM expansion.

LAN Interfaces

Ethernet «  10/100 Mbps Ethernet Network interface with hardware MAC address range
filtering.

Protocols Supported
=« 10Base-T
=« 100Base-TX
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Connectors
= RM5

LAN Wiring Supported
» 10Base-T: Category 3, 4, 5 Unshielded Twisted Pair

» 100Base-TX: Category 5 Unshielded Twisted Pair or Type 1 shielded
twisted pair

= 4/16 Mbps Token Ring Network interface with hardware MAC address range
filtering.

Protocols Supported
« Early tokenrelease at 16 Mbps

Connectors
= DB15(AUI)
= RM5

Token Ring LAN Wiring Supported
»  Shielded twisted pair types 1, 2, 6,9
» Unshielded twisted pair type 3, 4,5

ISDN BRI Interface

Physical
Connection

Framing Formats

Line Formats

[ Cable

= Uinterface: 2 Wire

= ST interface: 4 Wire

= Network connectors - four, RJ3-45

= Uinterface: 2B1Q
= S/Tinterface: 1.430

= 2B1Q
= STinterface: Pseudo Ternary
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PerleDSP Modem Interface

ISDN Network =« USNI-1
Protocols . AT&T 5ESS
Supported , NT DMS100
= Japan INSnet64 BRI
= EurolSDN ETSI Net3

.
PerleDSP Modem Interface

Data Modulations « V.90
Supported . 56K (K56flex, Central Site mode)
= 56K modulation will be supported for dial in applications only. Maximum baud
ratefor dial out applicationsis 33.6K
»  V.34(28.8K)
= V.34 Annex 12 (33.6K)

= V.32

[} V.32 his
= V.22his
= V.22A/B
= V.23

« V.21

= Bel 212A
= Bell 103

Fax Modulations « V.17
Supported . V.21 channel 2

= V.29
= V.33

Other Modem « V.42 LAPM error correction
Protocols . MNP Class2-4 error correction
= MNP 10error correction
= V.42 bisdatacompression
= MNP Class5 datacompression
= T.30 Fax protocol
= FacsimileClass2
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Other

Approvals
CE Mark

Safety

Emissions

Telephony

Appendix 3: Specifications

U-Law and A-Law Supported
DTMF Signaling Supported

Canadian Standards Association (CSA)

CAN/CSA-C22.2, No. 950-95, Third Edition

Underwriters Laboratories (UL)

UL Standard for safety for Information Technology Equipment, UL1950, Third
Edition

Europe Laboratories (UL)

IEC 950, Amendments 1-4

TUV Rheinland (GS Mark)

EN60950:1992+A1+A2+A3

IEC 950 (1991) Second Edition with Amendments 1, 2, 3and 4

USA

FCC Part 15, ClassA

Canada

Industry Canada | CES-003, Issue2, Class A
Europe

EN 55022, CISPR 22

Australian and New Zealand approval
AS/NZS 3548 Class A

Japan

VCCI Class 1

EN 50082-1: 1992 (EMC Directive 89/336/EEC)

Europe

European Harmonized Standard CTR3

USA

FCC Part 68

Canada

IC CS03

Australian Communications Authority Technical Standard: TS-031 (1997)
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Protocols Supported

Network = IPX

= SPX

= |IP

= TCP

= UDP

= Netbeui
= LLC2

Note: Other protocols (example - Lantastic) can be supported by bridging viaLLC2

WAN « PPP
= Link Control Protocol
= Network Control Protocols: IPCP, IPXCP
= Header Compression Protocols: IP-VJ, CIPX
= MP
= ARA

Security = Password Authentication Protocols (PAP/CHAP)

LAN Environments
= Novell Netware 3.x and 4.x
= WindowsNT Advanced Server
= Windowsfor Workgroups
= IBM OS2 LAN Server
= Microsoft LAN Manager

= UNIX
= |BM Hosts (AS/400, Mainframe)
=« Lantastic

= Appleshare Server
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Dial In Clients Supported

Perle Remote

Microsoft Dial Up Networking

Apple Remote Access

Any PPP client compliant with PPP standardsin " Supported RFCs"

Dial Out

Emulated Interfaces =

Perle Dia Out Client Supported

DOS

INT14

Novell NASI/NACI

Windows 3.x/95/98

Windows Communication I nterface (COM port redirection)

Security

PPP .

Authorization =
Servers

Token =
Authorization

PAP, CHAP
Callback authentication
Password aging function

Novell Netware Bindery, NDS
RADIUS
Windows NT Domain

Security Dynamics Securel D
Axent

Management

833IS Manager connected vialPX or | P enables configuration and management
through LAN and dial up
Manager supported on Windows 95/98/NT/2000 Workstation
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RFCs Supported

SNMP support

Cisco mode management viaTelnet and TFTP

DHCP support

IP address pooling

MAC address pooling

DNS/WINS remote user assignment

Static and dynamic | P and IPX routing tables supported.

RFCs Supported

278

RFC 1144 - Compressing TCP/IP Headers for Low-Speed Serial Links.

RFC 1157 - A Simple Network Management Protocol. (SNMP)

RFC 1213 - Management Information Base for Network Management of TCP/
IP Internets: MIB 1.

RFC 1332 - The PPP Internet Protocol Control Protocol. (IPCP)

RFC 1334 - PPP Authentication Protocols.

RFC 1471 - The Definitions of Managed Objects for the Link Control Protocol
of Point-to-Point Protocol.

RFC 1541 - Dynamic Host Configuration Protocol.

RFC 1552 - The PPP Internetwork Packet Exchange Control Protocol. (IPXCP)
RFC 1553 - Compressing | PX Headers Over WAN Media. (CIPX)

RFC 1570 - PPP LCP Extensions.

RFC 1573 - Evolution of the Interface Groups of MIB-I1.

RFC 1638 - PPP Bridging Control Protocol. (BCP)

RFC 1643 - Definitions of Managed Objects for Ethernet-like Interface Types.
RFC 1659 - Definitions of Managed Objectsfor RS-232-like Hardware Devices
using SMIv2.

RFC 1661 - The Point-to-Point Protocol. (PPP)

RFC 1696 - Modem Management Information Base (M1B) using SMIv2.

RFC 1742 - AppleTalk Management Information Baselll.

RFC 1743 - |EEE 802.5 MIB using SM1v2.

RFC 1990 - The PPP Multilink Protocol. (MP)

RFC 2127 - ISDN Management | nformation Base using SM1v2.
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Account Request Messages

This section describes the attributes which will be included by the 8331S when re-
questing authentication from a RADIUS server.

Number
1
2

30
31

32
60
61

Name
User-Name

User-Password

CHAP-Password
NAS-Port

Called-Station-Id
Calling-Station-Id

NAS-Identifier
CHAP-Challenge
NAS-Port-Type

Description
The name of the user to be authenticated.

The password of the user to be authenticated
when using PAP.

The encrypted password when using CHAP.
Port number of connection being authenticated.
The phone number that the caller used.

The phone number from which the call
originated.

The name of 833IS making the request.
CHAP challenge sent to client by the 833IS.
Identifies the type of connection the user has.
Support types include:

0 = Async (Analog connection)

2 = ISDN Sync (Digital, PPP connection)

3 =ISDN Async V. 120 (Digital connection)
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Access-Accept Messages

This section describes the attributes which will be accepted by the 833IS from a
RADIUS authentication server in response to an authentication request. The values
returned will override any values currently in use. Thisincludes values derived from
arecord in the local user database or from the default user record.

Number Name Description

6 Sevice-Type The type of service to be provided. Supported
values include:
2 = Framed

4 = Callback Framed
6 = Administrative
11 = Callback Administrative

7 Framed-Protocol The link layer protocol to be used by this user.
Supported values include:
1=PPP

8 Framed-IP-Address The IP address to be assigned to this user.

9 Framed-IP-Netmask The subnet to be assigned to this user.

10 Framed-Routing Indicates how RIPS will be handled if user is

defined as a LAN-to-LAN node. Supported
values include:

0 = None

1 = Send routing packets

2 = Listen for routing packets

3 =Send and listen

11 Filter-ID The name of a filter to be applied to this user.
13 Framed-Compression ~ Compression protocol to be used on the link.
Supported values include:
0 = None

1 =VJ TCP/IP header compression
2 = IPX header compression

19 Callback-Number The number at which the user should be called
back.
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Number
22

25

27

28

Name

Framed-Route

Class

Session-Timeout

Idle-Timeout

Description

Routing information to be configured for the
user. This would identify any networks that can
be reached by this node. The format of this
field is: nn.nn.nn.nn [/yy] vw.vv.vv.vv m

nn = destination network

yy = number of bits to use for subnet (optional)
vv = router IP address (0 = use address
assigned to router by 833IS)

m = hop count

This value is sent to the accounting server un-
modified by the 833IS.

Maximum number of seconds the user will be
allowed to stay logged on.

Maximum number of consecutive seconds with
no link activity before the connection is
terminated.
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Accounting Messages

This section describes the attributes which will beincluded by the 8331S when
sending an accounting message to the RADIUS server.

Number Name Description

40 Acct-Status-Type Indicates if this is the beginning or end of a
session. Supported values include:
1 = Start
2 = Stop

41 Acct-Delay-Time Number of seconds the 833IS has been

attempting to send this accounting event.

42 Acct-Input-Octets Number of bytes which were received from the

client during this session.!

43 Acct-Output-Octets Number of packets which were transmitted to

the client during this session.!

44 Acct-Session-ID A string which identifies the session. The
same string must be used in the start and stop
messages.

45 Acct-Authentic Method used to authenticate the user. Sup-
ported values include:
1=RADIUS

46 Acct-Session-Time Number of seconds for which the user has
been connected in this session.®

47 Acct-Input-Packets Number of packets which were received from
the client during this session.!

48 Acct-Output-Packets Number of packets which were transmitted to

the client during this session.!

282 Perle 833IS User Guide



Appendix 4: RADIUS Server Attributes

49 Acct-Terminate-Cause  Indicates how the session was terminated.
Supported values include:?
1 = User Request
2 = Lost Carrier
3 = Lost Service
4 = |dle Timeout
5 = Session Timeout
14 = Port Suspended
16 = Callback

1 This attribute is only valid in an accounting message where the Acct-Sta-
tus-Type is set to Stop.
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Appendix 5: Cisco Configuration Mode

In this manual you will read about:

= Introduction to Cisco Configuration Mode

= Overview of 833IS

= Differences between 8331S and Cisco Products

= Command Overview

= Installation and Configuration of 8331Sin Cisco Configuration Mode
= Monitoring the 833IS

= Differences between 8331S Manager and Cisco Management

Introduction to Cisco Configuration Mode

The Cisco Configuration Modeis designed to allow personnel, trained ininstallation
and configuration of Cisco™ products, to manage and configure the 833IS using the
same techniques applied to similar Cisco units. Information within this manua is
aimed towards people who are thoroughly trained in installations of Cisco products.
For others, it is strongly recommended that you follow the standard installation and
configuration procedures to manage the 8331 S unit.

The Cisco Configuration Mode was designed to present a familiar model and
concepts similar to Cisco products. The same procedures and commands that are
used to manage the installation and configuration of a Cisco device can be used to
configure and manage the 833IS. For example, access to the program storage on
flash on a Cisco router is handled like adisk drive. The firmware and configuration
storage on the flash on the 833IS can also be accessed like a disk drive through
various Cisco commands.

Although the Cisco Configuration Mode for the 833ISis similar to managing Cisco
products, there are several unique features of the 833IS that the user should be
mindful of. Initial configuration of the 8331Sis performed on the front panel instead
of adirect serial connection to establish LAN connections. Also, the 833IS unit
powers up in a factory default mode from the bootFlash volume. This volume is
read-only and protects the unit from any modifications to the factory default
firmwarefilesin flash memory.
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Overview of 833IS

Similar procedures and commands for managing the installation and configuration
of Cisco products are incorporated into Cisco Configuration Mode. Familiar key
sequences and Cisco commands, wherever possible, are used to manage and
configure the 8331S through a Command Line Interface accessed via Telnet. Perle
commands, similar in format to Cisco commands, can be used whenever Cisco
commands are not applicable for configuring the 8331 S unit.

In Cisco Configuration Mode, simple raw commands are required to configure the
833IS unit. However, there is no equivalent Cisco “Setup” script to initially
configure the unit. Therefore, it is recommended that the 833IS Manager, a
Windows-based application, be used to create an initial configuration for the 833IS.
This Manager software has intelligent defaults that will meet the needs of most
installations. The configuration can then be customized and updated using Cisco
Configuration Mode.

Regardless of the method with which you configure the 8331 S unit, you can view the
statistics and current status of the 8331 Svia Telnet. Using standard Cisco commands
and/or a Syslog server, events occurring on the 833IS can be monitored and
analyzed.

Overview of 833IS

286

The 833IS allows Remote Users access to the LAN viatelephone lines. The Remote
Users can then accessed network file servers, printers, e-mail or any other serverson
the LAN. It can even act as a Dial-In gateway to another network, such as the
Internet.

The 833IS unit is designed with the following features:
= 10/100 Mbps Ethernet or 4/16 Mhz Token Ring LAN connection
= upto8ISDN, BRI lineswith either ‘U’ or ‘S/T" interface, each supporting

up to 2 simultaneous phone calls (analog or digital) allowing for atotal of
16 simultaneous calls.

= designed with 4 MB flash memory with a512K bootFlash volume (ROM)
and flash (Read/Write) volume.

= NVRAM ontheunit hasa64K nvramvolumewhich the* startup-config” is
stored.
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Similar to Cisco products the dial topology for the 833IS is illustrated by the
following diagram.

Interface @

group-async

Fast Ethemet/
Token Ring
Interface

Routing and
switching engine

Interface dialer
controlling D channels

83318

PC Workstation

Initially, the 833I'S unit powers up using the bootFlash volume which contains the
factory default firmware for the unit. The factory default firmware is the limited
code required for the unit to function. This factory default firmware would be
equivalent to Cisco’ s bootstrap system software.

The flash volume is a Read/Write flash memory where versions of firmware or
configuration filesfor the 8331S can be stored.

The 8331 S can be updated by downloading anew rel ease firmware imageto theflash
volume using the 833IS Manager or TFTP. The release firmware filename
convention that is used for the 833IS are asfollows:

pcc6600s.img :BRI Linewith ‘S/T’ interface
pcc6600u.img :BRI Line with ‘U’ interface
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The startup configuration is a text file stored on the nvram volume on the 833IS.
Similar to Cisco products, the “startup-config” is applied upon bootup of the unit.
Downloading configuration files using the 8331S Manager will update the “ startup-
config” file but requires the user to reboot the unit for the configuration changes to
be applied. However, through a Telnet session, any dynamic changes to the
configuration are stored in the run-time configuration or “running-config” and most
modifications take effect immediately. In order to save these new configuration
parameters for bootup, the file must be saved to the “ startup-config” file.

The 833IS can hold up to two Feature cards. The card in Slot 1 is called the System
card and the card in Slot 2 is called the Expansion card. The system card isthe main
processing card and must be present in the 833ISin Slot 1 but the Expansion card is
optional.

The 833IS has amaximum of 8 BRI lines with 4 BRI lines on the System card and
optionally another 4 BRI lines on the Expansion card. Each of these interfaces are
mapped to a specific number. The interface mapping is 0 based, from 0 to 7, with 0
being the first interface on the System card and 4 being the first interface on the
Expansion Cardin Slot 2.

The Interface dialer condenses the configuration process and applies common
configuration parameters to all BRI interfaces. The 833IS's group-asynchronous
interface also applies generic configuration parameters as a single entity to all
asynchronous interfaces. Thismethod is used instead of individual configuration for
each asynchronous interface on the 833IS.

Individual users can be configured and authenticated upon each dial-in connection.
The user configuration can organize users based upon department and allow
individual users specific privileges. User features like expiration date and inactivity
timers can a so be specified for each user.

Differences Between 833IS and Cisco Products

288

Although the design concepts and dial-in topology between the 8331S and Cisco
router products are similar there are specific differences that the users should be
aware of.

As explained in the Overview section, the 833IS is powered up and initially has a
default Factory firmware and configuration. Although various firmware versions
can be stored in flash memory, the default Factory firmware is stored in the
bootFlash (read-only) volume which users cannot modify. This protects the 8331S
unit from any corruption to the factory firmware. For instance, if a user deletes al
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firmware versions from flash volume, the 833IS will then still run in factory mode
upon bootup.

Instead of initial configuration being performed over a direct serial connection, the
833IS configures | P parameters through the front panel of the unit. The 833ISisable
to configure the IP Address, gateway, subnet mask and LAN speed from the front
panel enabling connections to be established across the LAN (Ethernet or Token
Ring). The 833I'S can then be accessed by a console through a Telnet session.

Although Cisco products allow access to internal resources such as queues and
buffer sizes, Perle has protected these internal resources and restricts users from
modifying them to maintain theintegrity and quality of the product.

Theinterface mapping on the 8331 S differs from that on the Cisco router. The card's
BRI interfaces are 0 based from O to 7 (e.g. the first 4 BRI interfaces are located on
card 1 mapped 0-3, the second 4 BRI interfaces are on card 2 mapped 4-7). On the
833IS, commandsthat are applied to aspecific interface will be applied al interfaces
that reside on the card. When interactively executing commands to a specific
interface, notification messages are displayed indicating which interfaces have been
modified. For example, the following command at the global configuration level
will set al interfacesin the router to Northern Telecom DM S-100 switch type:

isdn switch type basic-dnms100

The following commands will set the BRI interfaces 4-7 to DMS-100 and sets
interfaces 0-3 to 5ESS sincethei nterface bri 0 command applies to all
interfaces residing on the same card.

isdn switch type basic-dns100

interface bri 0

isdn switch type basic-5ess

A notification message will be displayed indicating what interfaces have been
modified:

“Parameter change applies to all interfaces numbered from 0-3.”
The 833IS handles WAN interfaces differently than Cisco products. Cisco
configures | P parametersfor each individual WAN interface on the unit. Each WAN
interfaces on a Cisco product is considered an individual entity connected to arouter
which then routesto adeviceonaLAN.
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For IP, the 833IS looks like a router between two networks. The first network is
comprised of the devices on the LAN. The second network, referred to as the
"Internal WAN network", is comprised of all IP clients and routers that are dialed
into the WAN ports.

WAN

Router LAN

Branch Office Internal
WAN
Network

Setting up a basic 8331 S | P configuration reguires the following:

= Defining the network on the LAN side, and defining the address of the LAN
router port.

»  Defining the network on the WAN side, and defining the address of the WAN
router port.

All clients dialed into the WAN, see the same address for thisWAN router port.

= Eachclientdialinginrequiresaunique | P address. The833IS supports multiple
methods for defining and supplying | P addresses to clients.

If arouter dialsin to the WAN, the 833IS can route traffic from the dial in router to
the LAN. Thisfeatureisreferred to as"LAN-to-LAN". Notethat it isnot possible
to route from thisdial in router to aclient or router on the Internal WAN network.

290 Perle 833IS User Guide



Appendix 5: Cisco Configuration Mode

Command Overview

Cisco commands used to configure and manage the 833IS are based upon the
command structure of Cisco IOS™ version 12. Equivalent Cisco commands may
have additional parametersthat are not present in the 8331 S version. If the additional
parameters are included with the command and are executed from a file no error
messages will be displayed. Depending upon the parameter entered, one of the
following scenarios occurred:

= anintelligent default has been used for the additional parameter
= thecommand isnot supported and was not executed
= thecommand was executed, however, the additional parameter wasignored

However, if commands are entered interactively through a Telnet session, an error
message will be displayed indicating the action taken and/or corrections necessary to
execute the command. Some Cisco commands may require additional Perle
parameters. These Perle parameters can easily be identified as they start witha“_”
(underscore) character.

The Cisco command set does not accommodate all the configuration and
management features for the 833IS. Therefore, Perle commands have been
developed to modify these features on the 833IS unit which are not present in a
Cisco environment. The Perle commands use a similar syntax as Cisco commands
but are uniquely identified by the “_" (underscore) character preceding the
command. A complete set of supported Cisco and Perle commands can be found on
Perle Systems L td. website www.perle.com.

Installation and Configuration of 833IS with Cisco Configuration Mode

The 833I'S unit can be configured using the 8331S Manager. It is recommended that
this Windows application be used to initially setup the 833IS for standard
configurations required by most installations.

Initially, the 833IS is in Factory Default mode, or simply Factory mode, and is
running afactory default configuration which hasal WAN interfaces disabled. The
operating firmware and configuration for the 8331S must be downloaded to the
Server from the 8331S Manager or through a Telnet session.

However, before the operating firmware and configuration can be downloaded the
LAN parameters must be configured. In Factory Default mode, the Front Panel lets
you:
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= Set the parameters needed for communication with the Management PC or
Telnet/TFTP session

= Monitor the 8331 S'soperation on the network to verify correct configuration and
provides information to diagnose network problems.

To navigate through the Front Panel screens the following keys are used:

Left 4 , Right > Keys

Selects amenu.

Up A , Down v Keys

View entries within amenu.
Enter <—| Key
If an item can be edited, enables the item to be edited.

ESC
Return to the previous screen.

When editing afield, the keys behave as follows:

L eft 4 , Right > Keys

Selects amenu. Position the cursor to the correct editing position.

Up A , Down v Keys

View selections within a menu or change values at the cursor position.

Enter 4—' Key

Accept changes and exit edit mode.

Esc Key
Discard changes and exit edit mode.
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To configure the basic IP Address:
Press >

Manager Setup

Press W

IP Address

To enter an |P address, press Enter to go to Edit mode.

IP Address
233.233.233.011

Use 4 } to select the digit to change. Use A v to change the digit.

When completed, press Enter to accept the new |P Address and the 8331 S unit new
IP configuration takes effect immediately

Press v

IP Subnet Mask
255.255.255.000

Enter the | P subnet mask if required. The IP subnet mask will display none if none
has been configured. When none is displayed, the 8331S will use the default subnet
for the network class (i.e. for a Class C |P address, the IP subnet mask of
255.255.255.0 will be used).

Press v

Default Gateway
000.000.000.000

Enter the I P address of the default router if required.
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Press W

LAN Speed

Set the value to match your LAN speed set to 4 or 16 Mbps for Token Ring or set to
Auto, 10 or 100 Mbpsfor Ethernet.

Press W

Port
RJ45

If you have an Ethernet interface on the card installed in slot 1, this panel may be
displayed. Some versions of the 833IS contain aBNC Ethernet interface in addition
totheRM5interface. For these units, you can use this panel to override the auto port
detect feature of the 8331S. Once set, the 833ISwill no longer try to auto detect this
port, even after arestart of theunit. The only way to re-enable the auto detect feature
isviathismenuitem.

Set the value to the desired port (RJ45, BNC, or Auto Detect).

Once the IP parameters have been changed, the 833IS is now running with a
minimum configuration containing the new |P Address. You will be prompted to
save this configuration as the startup configuration file so it will beloaded each time
the unit is rebooted. This minimum configuration is required to establish a Telnet/
TFTP session and for downloading firmware and/or configuration files.

Press W

Save Config

If you wish to save your configuration to NVRAM then press Enter.

Save Config
Confirm

Press Enter again to confirm the saving of this configuration.
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This configuration takes affect immediately and does not require an IPL of the
833IS

At this time you can connect to the 8331 S through a Telnet session on your PC. The
front panel of the unit can be used to verify that communications between the PC and
the server are operational. A simple ping command to the unit’s IP Address will
display the following text on the front panel of the 833IS:

Ping 5
172.017.006.016

Thistext onthefront panel indicatesit hasreceived 5 ping requests from the PC with
the IP Address of 172.017.006.016. If you send ping requests from the PC and do
NOT receive any replies to these requests, you can check the front panel to see
whether the 833IS received any of the ping requests. If the front panel does not
display your PC’s 1P Address, then no ping requests were received and modification
to the network configuration on your PC is required in order to communicate with
the unit. However, if the unit displays the P Address of the PC originating the ping
reguests then the default gateway and/or subnet mask on the 833IS unit isincorrect.
Changes to these IP configuration parameters can be made through the front panel
for your network configuration.

Once connected to the 8331S through a Telnet session, only the necessary set of
commands are available and are listed in the help of your Telnet session by
executing the ? command.

At thistime, you can download the operating firmware from the 8331S Manager or
TFTP server. For example, with a TFTP server running on the PC with IP Address
172.17.6.16, the following command will download the new firmware image file
pcc6600u.img from your PC to the flash volume on the unit:

router #copy TFTP://172.17.6.16/pcc6600u.img flash:new_firmware.img

Modification to the 8331 S configuration by using various Cisco and Perle commands
can now be executed through the Command Line Interface via Telnet. Configuration
text files and versions of firmware can be stored in flash and accessed similar to
other Cisco products.

The new firmware image can now be loaded from the flash volume using the
command

router (config)# boot system flash <filename>
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Thiscommand is used by the router to determine which image <filename> to load at
startup or when ther el oad command is executed.

Monitoring the 833IS

In Cisco Configuration Mode, you are able to monitor statistics and the status of the
833IS. During your Telnet session, you can execute the show commands which
retrieve the latest statistics and are displayed on your Telnet interface.

The 833IS can also send Event Log messagesin real time to up to 4 Syslog servers
concurrently. These Syslog servers can be attached to either the LAN or the WAN
interfaces. Configuration of the Syslog servers can be performed through the 8331S
Manager or using the following Cisco command:

| oggi ng <sysl og host >

To trap specific event messages such as critical or informational events you can use
the following Cisco command:

logging trap <trap |evel >
For further detailed information regarding the logging Cisco commands, pleaserefer

to the complete set of supported Cisco and Perle commands found on Perle Systems
Ltd. website www.perle.com.

Differences between 833IS Manager and Cisco Configuration Mode

The 833IS Manager is a Windows software application designed specifically to
configure and manage the 8331S unit. However, the Cisco Configuration Mode
provides an easy transition for personnel trained in Cisco configuration to manage
and setup the 833IS. Some of the methods and procedures used by the 833IS
Manager are handled differently than commands used in Cisco Configuration Mode.

In Cisco Configuration Mode, the onboard flash is treated as a disk drive. Firmware
images and configuration files are written to the flash as files and are managed with
TFTP commands. This allows the full capacity of the flash to be utilized with
multiple configuration and firmware images. However, once files have been written
to flash it cannot be erased unless the entire flash volume is erased. Although,
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through Cisco commands you can del ete files from the flash, the files are hidden and
still consume space on the flash volume. Until the entire flash is erased, the memory
isstill consumed by the hidden files.

If configuration of the 8331Sis performed using the 8331 S Manager, maintenance on
theflash volumeisnot necessary. The Manager storesasingle firmwareimageinthe
flash volume and a single configuration file in the nvram volume. If the Manager
detects additional filesin the flash volume, awarning message is displayed and you
will be given the option to erase the entire flash volume or abort the download.

When configuration is performed in Cisco Management Mode, thereisnot extensive
checking done on the new configuration parameters. As each command is executed,
the configuration changes takes effect immediately. The advantage of building up a
configuration interactively is having each modification take immediate effect.
However, these command actions have no validity mechanism to ensure a logical
configuration is operating and not causing any disruption to the online session.

When the 8331 S Manager downloads a new configuration to the 8331Sit performs a
validity check on the configuration file beforehand. This prevents illogical
configuration parameters from being downloaded to the unit. Once a valid
configuration is successfully downloaded, the unit isrequired to be rebooted in order
for the new configuration to take effect. Unlike the dynamic interaction of the
configuration of 8331S using Cisco Configuration Mode, the 833IS Manager
maintains the unit’ sintegrity through validation methods.

Telnet sessions is the means of modifying and managing the 833IS in Cisco
Configuration Mode. Although this method is effective there are certain limitations
that Telnet has, which can affect the capability of certain Cisco and Perle commands.
Telnet restricts the text to characters that are supported by the 7 bit ASCII character
set. This restriction prevents the ability of entering “double byte’ characters used in
the Japanese language and accented characters presented in many other languages.
This means that user names and passwords MUST contain only characters that are
availableinthe ASCII character set.

The 833IS Manager was designed with many language versions to handle this
scenerio. This Windows based application isavailablein 2 versions:
1) English Single Byte Character Set version whichisavailablefor all coun-
tries except Japan.
2) English Double Byte Character Set version which supports text field en-
try of Japanese Kanji characters and is only available for Japan.

The Manager is able to enter, view and download accented and “ double byte”
characters. However, when these characters are viewed through a Telnet session
they will beincorrectly displayed.
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3270

A class of IBM terminals and printers used in SNA
Networks.

5250

A class of IBM terminals used in mid-range environments.
e.g. AS/400

Analog

Refers to telecommunication and/or switching that is not
digital. e.g. voice communication over the phone.
Computers require digital, therefore computers require
modems to communicate over voice grade telephone lines.

ANSI

American National Standards Institute

ARA (Apple Remote Access)

Apple’s dial-in client software for Mac users allowing them
remote access with other servers.

Asset ID
A way to identify a server.

Async Control

Allows you to select control characters that are prohibited
from transmission. A technique where control characters
are converted into non-control characters for transmission
and then converted back at the destination.

AT command

Also known as the Hayes Standard AT Command Set. A
language that allows PC communication software to get a
WAN and Hayes-compatible modem to do what you want it
to.

ATP (AppleTalk Transaction Protocol)

A transport level protocol that provides reliable, connection
oriented, and sequenced data transfer.

AUI (Autonomous Unit Interface)

Refers to the 15 pin D type connector and cables that
connects single and multiple channel equipment to an
Ethernet transceiver.

Axent

A software based security server that provides user
authentication using their SecureNet Key cards.

Base MAC Address

This is the base address for the address range filter. The
address is a 12 hex digit value that ends in 00. The legal
values are 020000000000 to 02FFFFFFFFOO for Ethernet,
and 400000000000 to 40FFFFFFFFOO for Token Ring.

Beacon

A Token Ring frame that has been sent by an adapter after
it has detected a serious problem on the ring. i.e. a broken
cable. see Beaconing

Beaconing

When a Token Ring adapter has sent a beacon frame
indicating a serious network problem, it is said to be
beaconing. See beacon

Bindery

A Novell NetWare database that contains information about
users, servers, groups and other elements.

BNC (Bayonet-Neill-Concelman connector)

A small coaxial connector with a half twist locking shell that
is used on the Ethernet.

BOOTP (BOOTstrap Protocol)

A single BOOTP message specifies many of the items used
at start-up, including IP address, the address of the
gateway, and the address of the server.

BRI (Basic Rate Interface)

One of two interfaces in ISDN. Also called the 2B+D
interface. Consists of 2 bearer B channels and a data D
channel. See ISDN and PRI

Bridge

A Network Device that connects two networks so that
devices on one network can communicate with devices on
the other network. Sometimes called a Filtering Bridge. See
Router.
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Burned In Address

An address installed at the time of manufacture that cannot
be altered.

Callback

A Security feature where the Perle 833IS calls back the
User at a predetermined number defined in the User’s
account. See Fixed and Roaming Callback

CBCP (Callback Control Protocol)
A callback protocol defined by a RFC.

Central Site

A generic term that refers to the Perle 833IS that you are
using.

Channel

Usually what you rent from the Telephone Company. Acts
like an individual telephone line and has a defined
frequency response, gain, and bandwidth. Also known as
circuit, facility, line or link.

Channelized

The division of a channel into smaller channels so that it can
carry more information.

CHAP (Challenge Handshake Authentication
Protocol)

Standard authentication protocol for PPP connections. It
provides a higher level of security than PAP and should be
used whenever possible. see PAP

Community
A community is a group of users having a defined Name
and a defined Access level.

Compression

A method of reducing the representation of information
without reducing the information itself. Saves transmission
time.

Configure
The method of arranging hardware and software to

determine what the system will do.

CSU (Channel Service Unit)

A device that connects a digital telephone line to a
multiplexer, bridge or router.

Database

A collection of information or data organized in an efficient
way to allow quick and easy access to that information.

Default
Refers to the factory set software settings and
configurations.

Demark Point

The point of demarcation and connection between the
telephone company’s communication hardware and the
hardware of the subscriber. Also know as demarcation
point.

DHCP (Dynamic Host Configuration Protocol)
A TCP/IP protocol that provides static and dynamic address
allocation and management.

Dial In
The process of attaching to a local network from a remote
client that is using dial-in software.

Dial Mode
Either Tone or Pulse.

Dial Out

The process of attaching to a remote server from a local
device that is using dial-out software.

Digital

On and Off signalling. A form of Binary Code where On is
represented by 1 and Off by 0. All computer communication
is in digital form. Other forms of communication not in digital

must be converted to digital before they are accepted by the
computer. Digital is the opposite of Analog. See Modem

Disabled

No longer functioning.

DTMF Tones (Dual Tone Multi-Frequency)
Touch-tone dialing.

Dynamic
Refers to Hardware or Software that can respond instantly
to changes as they occur.

Emulation

When a piece of hardware or software acts like another in
order to allow a program written for one computer to work
on another computer.
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Encapsulate
The carrying of frames of one protocol as data in another.
TCP/IP is an encapsulating protocol.

Errored Seconds
Number of seconds within the current interval (a 15 minute
period) that errors have occurred.

Ethernet

A high-speed (10Mbps,100Mbps) cable technology that
connects devices to a LAN, using one or more sets of
communication protocols.

Feature Card

An optional circuit board addition that increases the
capabilities of the 833IS. The card can be installed by the
reseller. Available cards are Token Ring, Ethernet, ISDN
BRI U, ISDN BRI S/T and PerleDSP Modem.

Fixed Callback
A method where the number used for callback is contained
within the 833IS database.

Frame

A group of data bits organized in a specific format. These
groups are sent serially and contain flags at each end to
indicate the beginning and end of the frame.

Framing
An error control procedure. Used on digital multiplexed
channels.

Gateway

Can be described as an entrance and exit to a Network. A
Gateway has its own processor and memory and is used to
connect two or more networks at the upper protocol layers
of the OSI reference model. The networks can use different
protocols and different physical media.

IEEE (Institute of Electrical and Electronic
Engineers)

A standard setting body that sets specifications for and
relating to LAN’s.

Internal Pool
A database contained within the memory of the Perle
833IS.

IP (Internet Protocol)
A protocol that manages the routing of data packets
between stations on the same or different networks.

IPX (Internet Packet eXchange)
A network transfer protocol from Novell, Inc.

ISDN (Integrated Services Digital Network)

A public telecommunications network that supplies end to
end digital telecommunications services that can be used
for both voice and non-voice data. See BRI.

IP Subnet Mask
see subnet mask

LAN (Local Area Network)

A Network system that does not use Long Distance
carriers. A LAN is usually limited by cable length
restrictions.

Logical Link Control (LLC)

The IEEE 802.2 Standard that corresponds to the 1SO
model’s Data Link layer. LLC covers station-to-station
connections, generation of message frames, and error
control.

Local Security
Uses the user ID and password stored within the 8331S
User database. When the remote Client connects, it will
communicate with the 833IS using either the CHAP or PAP
security protocols.

MAC (Media Access Code)

The lower half the data link layer specified in 802.3. It
contains the specification for the LAN frame format and the
rules for accessing the hardware of the network.

MAU (Multistation Access Unit)

A wiring concentrator used in LAN's. It allows PCs’, printers,
and other devices to be connected in a star-based
configuration to a Token Ring or Ethernet.

Modem (MODulate/DEMmodulate)

A device that translates digital signals to a modulated form
so that it can be transmitted over a telephone line. The
modem can also reverse this process and receive signals.

Modem Initialization String

A series of commands sent to the modem by a
communications program at start up and before a number
has been dialed. These commands tell a modem how to set
itself up in order to communicate easily with another
modem.
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Multicast
The broadcasting of messages to a specified group of
workstations on a LAN, WAN, or internet.

Multiplexing
The transmission of two or more signals over a single
channel.

NAK (Negative Acknowledgment)

A communication control character sent by the receiving
destination indicating that the last message was not
received correctly.

NDIS (Network Driver Interface Support)

A device driver specification that supports both MS-DOS
and OS/2. By offering protocol multiplexing it allows
multiple protocol stacks to coexist on the same host. see
protocol stack

NetBEUI (NetBIOS Extended User Interface)
A transport layer driver often used by Microsoft's LAN
Manager, Windows for Workgroups and Windows NT.

NetBIOS (Network Basic/Input Output System)

A Software system originally developed by IBM and Sytek
that links network software to network adaptors. For a non-
IBM network operating system to run an application that
works with NetBIOS, it must have a NetBIOS emulator. see
emulation

Network Broadcast Address

Network broadcast messages are used to inform systems
on the network about the structure of the network. The
Network Broadcast Address is the address used to send
and receive these messages.

Network Number
The part of an Internet Address that indicates the network
that the host belongs to.

OSI (Open Systems Interconnection model)
A model developed by the ISO used to define network
architecture.

Packet
A unit of data transmitted on a network. Sometimes referred
to as a frame.

PAP (Password Authentication Protocol)
Standard authentication protocol for PPP connections. see
CHAP

PBX (Private Branch eXchange)

A smaller version of the telephone company’s switching
network for voice and data that is located on the customers
site and owned by the customer.

PPP (Point to Point Protocol)

A form of transmission using telephone lines. It provides
router to router and host to network connections. These
connections can be over either synchronous or
asynchronous circuits.

PRI (Primary Rate Interface)
One of two interface’s in ISDN. Consists of 23B, or bearer
channels and one D, or data channel. see BRI and ISDN

Protocol
A set of rules for exchanging data across a network.

Protocol Filter
Allows a network bridge to be programmed to send or reject
transmissions according to specified protocols.

Protocol Stack

A set of protocol layers that provides reliable
communication between one computer and another or a
network. see protocol

Rack Mount
Supplied with the unit. Allows the 833IS to be mounted on a
rack.

RADIUS (Remote Authentication Dial In Users
Services)

An open standard network security server that
communicates in both CHAP and PAP protocols.

RARP (Reverse Address Resolution Protocol)
A low level TCP/IP protocol used by a workstation to obtain
the logical IP address of a node.

Remote Node Support
The ability of the 833IS to treat a remote user as if they were
in "the office". By dialing in they become part of the LAN.

RFC (Request for Comment)
Standards, procedures and specifications for various TCP/
IP protocols.

RIP (Routing Information Protocol)
A protocol that allows gateways and hosts to exchange
information about various routes to different networks.
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RISC (Reduced Instruction Set Computer)

A microprocessor architecture that simplifies the operating
commands of a device to enable it to operate at high
speeds.

RJ11
The most common telephone jack in the world. Used for
voice transmissions.

RJ-45
A jack used for data transmissions over a standard
telephone wire.

RJ-48C

An 8 position keyed plug used for connecting T-1 circuits.

Roaming Callback
A method where the client supplies the number for callback
when they dial in.

Router

A device that connects Lans’ at the network level and
directs calls to applications. Like a bridge except that it can
examine network addresses and determine the most
efficient path for a frame to reach its destination. See Bridge

SAP (Service Advertising Protocol)
A protocol used by Novell NetWare devices to broadcast
their names, addresses, and current state on the network.

Security Dynamics SecurlD
A third party Token system security device.

SNAP (Subnetwork Access Protocol)

This is an Internet protocol that lets you use non-standard
protocols. It is a mechanism that will distinguish one
protocol from another.

SNMP (Simple Network Management Protocol)
A protocol for managing network devices.

Sockets
An interface for communicating between a user application
program and TCP/IP.

SPID (Service Profile Identifiers)

The Service Profile Identifier is a numeric string assigned to
an interface or channel by the service provider. The SPID
configured on the 833IS is sent to the service provider at
start-up. This is used by the service provider to assign
class of service to a channel.

Standard Profile
Used to define the user and their access to the network.

Static Routing

A route that you have manually entered in your routing
table. This route then takes precedence over any dynamic
routing protocol.

STP (Shielded Twisted Pair)

Twisted pair wiring that is enclosed in a metal foil sheath to
limit interference.

Subnet Mask

The IP network mask. Identifies the device’s IP address,
which portion constitutes the network address and which
portion constitutes the host address.

Support

A term that indicates that a particular piece of hardware or
software is either included with your computer or will work
with it.

TCP (Transmission Control Protocol)

A protocol that organizes packets, manages their
transmission and ensures their accurate delivery to the
receiving station. Usually combined with IP to produce
TCP/IP.

TCP/IP

A protocol suite developed by the U.S. Department of
Defense. Used to connect different types of computers
while providing data correction, security, and reliability.

Thinnet
A term used to describe thin Ethernet coaxial cable.

Time Division Multiplexing

A method of transmitting a number of different data types
(voice, video or data) together over one communications
medium. The various data types are reconstructed at the
destination end of transmission as separate and distinct
signals. This method saves money by using fewer phone
lines.

Token Ring

A LAN that conforms to the IEEE 802.5 Token Ring Access
Method standard.

Perle 833IS User Guide 303



Glossary

Trigger Character

A character that force the transmission of a network packet.
Data characters accumulate in packets when they are
received from the phone line or sent from a modem. A
packet is sent out when a trigger character is encountered,
when a character time-out or packet time-out occurs, or
when a packet is filled.

UTP (Unshielded Twisted Pair)

A cable that has one or more pairs of twisted insulated
copper conductors bound inside a single plastic sheath.

WAN (Wide Area Network)

A communication network that connects geographically
separated areas.
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Numerics

100Base-TX 16
10Base-T 15

A

Access-Accept Messages 280
Accessing
Card statistics 202
Security Screen 171
Accounting Messages 282
Account Request Messages 279
add new Feature Card 72
Addresses
Fixed MAC Address 144
User IP address 144
Use Standard Profile 140
Agent ID 178
Agent Key 177
AlS 299
Ambient, Temperature 271
Analog 206
ANSI 299
Assemble
Hardware 27
Rack Mount 28

Asset ID 164, 299
AssureNet 176
Async Control 299
AT% Commands 253, 259
AT& Commands 251
AT+ Commands 255
AT command 299
AT Commands 241
ATP 299
Attach
Ethernet Cable 29
Token Ring Cable 30
Attempts
Modem 207
AUI 16, 299
Autonomous Unit Interface see AUI 299
Axent 176

B

B8ZS 299
Basic Rate Interface see BRI 299
Bayonet-Neill-Concelman Connector
see BNC 299
Beacon 299
Beaconing 299
BIOS
version 200
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BNC 299
BOOTP 39, 299
BOOTstrap Protocol see BOOTP 299
BRI 1
Bridge Filter 188
broadcast filter 188
BTU Output 271
buffered port 44
Burned In Address 77, 78, 300
Bytes
received 203
transmitted 203

c

Cable
Attach
Ethernet 29
Token Ring 30
Ethernet 14
Planning 14
Telephony 19
Token Ring 17
Cable Requirements 14
Call 206, 208
Type 206
Call Back 146, 183, 300
Enable Fixed 146
Enable Roaming 146
Phone Numbers 147
Preferred 147
Roaming 303
Card
statistic
Ethernet 202
Modem 207
Token Ring 203
Card Statistics
Accessing 202

CBCP 145, 300
Central Site 300
Channel 300

Mode 205
Channels

in group 186

main pool 185
Channel Service Unit see CSU 300
CHAP 169, 176, 300
characters, Trigger 168
Chassis

Specifications 272
Chassis Description 24
Client Handling 64

Apple Remote Access Client 65

Bridge Client 65

Router Client 64
Commands

AT 241, 254, 259, 279

AT% 253, 259

AT& 251

AT+ 255

Basic AT 266

ECC 269

MNP 10 269

Set Summary 266
Compression 300
Configuration, Off-line 57
Configuration File

Creating a new 68

Downloading 69

Opening 68

Saving 69

Uploading 68

Window 70
Configure 300

Menu 53
Configuring 75, 120, 122

Feature Card 75
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Protocols 89

Security 171

Static Route Services 122
Connection

Ethernet 202
Connect Time 156

Setting limit 142
CRC4 300
Creating

new configuration file 68
CSU 300

D

Database 300
Date and Time
Setting 74
DB9 30
Default
gateway 300
Defaults
Factory 54
Delay Start 300
Demarcation Point 19
Demark Point 300
DHCP 96, 102, 300
Dial in
Bridge filter 183
PPP protocol setting 183
User standard profile 183
Dial Modifiers 243
Dial Out 166
Character Time Out 167
Packet Size 167
Trigger characters 168

Digital 300
Digital Pathways Assurenet 2
Dimensions 271
Disabled 300
Diskette Packet 21
Display

IP RIP Table 211

IPX RIP Table 213
Download 69

a configuration to an 833IS 69
DSX-1 300
DTMF 300

Dual Tone Multi-Frequency see DTMF

300
Dynamic 300

Dynamic Host Configuration Protocol

see DHCP 300

E

E & M 300
edit 76
Feature Card’s configuration 76
el 82,84
Emulation 300
Enable 301
enable
roaming call back 156
Errored Seconds 301
Ethernet 29, 77, 202, 301
Cabling 14
Override MAC Address 77
Overruns 202
Server MAC Address 77
Use Burned In Address 77
Ethernet Il 115
Event Log 54
Change Filter 54
Clear 54
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Get 54 FXS 301
viewing 54
G
F G
ateway 102, 301
FAX Class 2 269 Ground Start 301
FDL 301 Group 163
Feature Card 301 About 166
add 72 advanced
Configuring 75 bridge filter settings 187
display 200 dial out 187
Edit 76 PPP protocol 187
Feature Cards 75 User standard profile 187
File Menu advanced settings 186
Manager 52 Call back 185
Filter 110 Dial in 183, 185
Bridge 188 Dial out 183, 185
broadcast 188 Enable 185
multicast 188 Name 185
Firmware 58 group
Download 54 preferred call back 156
download 43 Grouping 2
loading 43 Group Settings 166
upgrade 58
Flow Control 166 H
Hardware 167
No 167 Hardware _
Xon/Xoff 167 Assembling 27
Erame 301 LAN cable 29
frames Power Cord 27
RX 38 Help
TX 38 Manager 56
Framing 301
Front Panel 199, 220
Editing Fields 221
Modes 220
Navigating 221
Password 165
setup 33
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History 207

Hot Swappable 301
HP OpenView 189
Humidity, Relative 271

IEEE 301
Incoming Call Handling 64
Installation 7
Installing
Manager Software 45
Institute of Electrical and Electronic Engi-
neers see |IEEE 301
Integrated Services Digital Network see
ISDN 301
Interface 203
Internet Packet eXchange see IPX 301
Internet Protocol see IP 301
IP 45
# Frames TX 39
# RIP entries 39
Address 39
address 32
connection
Manager 32
requirements 32
Default Router 102
frames
TX 39
Server Address 101
static routing 45
Status 39
subnet mask 32
WAN Address 96
IP Filter Definition 110
IP RIP, Display contents 211
IPX 45, 114
# Frames RX 40

# Frames TX 40
# RIP Entries 40
# SAP Entries 40
AppleTalk 132
connection
Manager 32
Dial in Network Number 116
Frame Type 115
Netbeui 133
RIP 213
SAP 214
Static Routing 117
Status 40
IPX Fliter 160
IPX RIP
Display contents 213
ISDN 204
analog 206
digital 206

L

184
LAN 44
Cabling 14
frames
RX 38
TX 38
MAC Address 38
Overruns 39
Port 38
Speed 38
Status 38
Using 43
LAN cable
Attaching 29
Ethernet 29
Token Ring 30
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Lantastic 89
LAN-to-LAN 161
List, Server 49
Loop Start 301

M

MAC 301
Main Screen
Manager 51
Main screen 51
Manager
Connection
IP 45
IPX 45
Setting up 45
functions 43
Installing 43
LAN Connection
Requirements 44
requirements 43
software 43
Statistics 199
Accessing Card Statistics 202
Call Status 205
Channel Status 205
Ethernet 202
Modem 207
Protocol 209
Server Information 200
Token Ring 203
Viewing 199
System requirements 43
WAN Connection
Requirements 44
Manager software
installing 45
menu descriptions 52

MAU 37, 48, 301
Media Access Code see MAC 301
Menu
Configure 53
File 52
View 53
Menu Bar 52
Menu Descriptions
Card Type 224, 291
Control 224, 291
Factory Default Mode 235
Factory Default Status 237
Network Status Display 232
Setup 235
Status 224, 291
Microsoft
Windows NT Version 3.5 44
Mode
Channel 205
Modem 207
Assigned 207
Initialization String
Modify 87
initialization string 301
Name 87
Modem Initialization String 301
Modems
group 186
main pool 186
MODulate/DEMmodulate see Modem
301
MTBF 271
MTTR 271
multicast 302
Filter 188
multiplexing 302, 303
time division 303
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Multistation Access Unit see MAU 301

N

NAK 302

NDIS 65, 302

nel 82

NetBEUI 129, 133, 302

NetBIOS 64, 133, 302

NetBIOS Extended User Interface see

Net BEUI 302

Network
Broadcast Address 302
Number 302

network address 214

Network Basic/Input Output System
NetBios 302

Network Bindery
Netware Group Name 172
Server Name 172

Network Driver Interface Support
NDIS 302

Novell
Server Types 214

NT Domain 181

0]

ODI 65, 302
Off-line Configuration 57
Opening

existing configuration file 68
Open Systems Interconnection Model-
see OSI 302
Operator Panel 24

keypad 24

LCD 24
0OSI 302
Overruns

Ethernet 203

Token Ring 204

P

Packet 302
PAP 169, 176, 302
Password
Front Panel 165
Front panel 165
PBX 302
PC requirements 44
Perle 833IS
Features 1
Lan connection 29
system statistics 54
Placement, Unit 13
Point to Point Protocol see PPP 302
ports
serial 44
Power
Specifications 271
switch 27
Power Cord 7, 27
Connect 27
Power Switch 27
PPP 129, 302
Compression 129
Time-outs 129
PRI 80, 130, 302
Primary Rate Interface see PRI 302
Print 52
Preview 52
Setup 53
Private Branch eXchange see PBX 302
Protocol 302
Filter 302
Statistics 209
Protocols
Configuring
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AppleTalk 132

Bridge 126

1P 92

Netbeui 133

PPP 129
Protocol Stack 302

Q

Quick Buttons 51

R

Rack Mount 302
Assembling 28
Attaching 28
Radius 2, 96, 173, 302
Security 173
RADIUS Server Attributes 279
RARP 39, 302
Recent File List 53
Reduced Instruction Set Computer
RISC 303
Relative Humidity 13, 271
Operating 13
Remote Authentication Dial In Users
Services see Radius 302
Remote Node 63, 302
Removing
Feature Card 73
Request for Comment see RFC 302
Requirements
Cable 14
Reverse Address Resolution Protocol
RARP 302
RFC 189, 302
RIP 302
entries 39

RISC 303
RJ11 303
RJ-45 14, 303
RJ-48C 19, 303
Roaming Call Back 303
enable 156
Router 303
Routing Information Protocol see RIP
302

S

SAP 40, 117, 214
Save 52
configuration file 69
Save As 52
SecurlD 2, 179, 303
Master IP Address 179
Security 179
Security 2, 169
AssureNet 176
Call Back 169
Capabilities 169
CHAP 169
Configuring 171
Local 171
Netware Bindery 172
Network Bindery 172
PAP 169
Radius 173
SecurlD 176, 179
Static Routing 170
User Authentication 169
Security Screen
Access 171
Serial Number label 27
Server 163, 200-??
Asset ID 200
Connecting 47
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Dial-Out 163
Group 163
Group Settings 166
Main Screen 164
Name 200
Novell
Advertising Print Server 214
Archive Server 214
File Server 214
Job Server 214
Print Queue 214
Print Server 214
Remote Bridge Server 214
Up time 200
Server List 49
Service Advertising Protocol see SAP
303
Setting, Date and Time 74
Setup
Front Panel 33
Perle 833IS 8
Print 53
Shared User Database 160
Shielded Twisted Pair see STP 303
Simple Network Management Protocol
see SNMP 189
Simple Network Management Protocol
see SNMP 303
SNAP 115, 212
SNMP 169, 303
Agent 189
Community 191
Manager
No Access 189
Read/Write 189
Read-only 189
RFC Supported 189
Trap Host 190

Sockets 122, 303
Speed
Modem transmit, receive 208
Token Ring 203
S-Register Definitions 263
S-Registers 261
Standard Profile 303
Start
Delay 300
Static Route Services 122
Statistics
Accessing Card 202
Get 54
menu 199
Protocol 209
Viewing 199
Status 205-206, ?7—-208
Call 206, 208
Channel 205
Lan 38
Modem 207
Status Bar 51
STP 30, 303
Token Ring 18
Subnet mask 303
Subnetwork Access Protocol see SNAP
303
Support 303
Switch
Power 27
System
Active 24, 25
Card 25
System Requirements 44
Manager 44
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T

Tables, Community 191
TCP 303
TCP/IP 44, 303
Telephone
Attaching line 10, 42
Temperature Range 13
Operating 13
Thinnet, Defintion 303
Time Division Multiplexing
Defintion 303
Time Out 141
Inactivity 155
setting inactivity time out 141
Token Ring 30, 203, 303
Cable 17
Server MAC Address 78
STP 18
UTP 18
Tool Bar
Commands 56
Transmission Control Protocol see TCP
303
Trap Host 190
Trigger Character 304
Type 206
Type, Call 206

U

Unit Placement 13
Unpacking 8, 22

contents of box 21
Unshielded Twisted Pair see UTP 304
Uploading

a configuration from an 833IS 68
User

Call Backs 145, 156

disabled 139

Password 304
Records 136
Standard Profile 187
User Authentication 169
User ID 2
User Profile 141
UTP 30, 304
Token Ring 18

\%

ventilation 7
version

BIOS 200

Firmware 200
View Menu 53
Views 23

Perle 833IS 23

W

WAN 44, 304

Weight 271

Wide Area Network see WAN 304
Window Menu 55

Windows 95 44

Wink Start 304
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