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Safety, Care and Regulatory Information
Important safety instructions

Read and follow all instructions marked on the product and in the documentation before
you operate your system. Retain all safety and operating instructions for future use.

The product should be operated only from the type of power source indicated on the
rating label.

The plug-socket combination must be accessible at all times because it serves as the
main disconnecting device.

All products hipped with a three-wire electrical grounding-type plug only fits into a
grounding-type power outlet. This is a safety feature. The equipment grounding should
be in accordance with local and national electrical codes. The equipment operates
safely when it is used in accordance with its marked electrical ratings and product
usage instructions

Do not use this product near water or a heat source.

Set up the product on a stable work surface or so as to ensure stability of the system.
Openings in the case are provided for ventilation. Do not block or cover these openings.
Make sure you provide adequate space around the system for ventilation when you set
up your work area. Never insert objects of any kind into the ventilation openings.

To avoid electrical shock, always unplug all power cables and modem cables from the
wall outlets before removing covers.

Allow the product to cool before removing covers or touching internal components.
Use only the power cord and batteries indicated in this manual. Do not dispose of
batteries in a fire. They may explode. Check with codes for possible special
disposal instructions.

Precautions for Products With Modems, Telecommunications, or Local Area Network

Options
Observe the following guidelines when working with options:

Avoid using a telephone (other than a cordless type) during an electrical storm.
There may be a remote risk of electric shock from lightning.

CAUTION - To reduce the risk of fire, use only No. 26 AWG or larger
telecommunication line cord.

Do not plug a modem or telephone cable into the network interface controller (NIC)
receptacle.

Disconnect the modem cable before opening a product enclosure, touching or
installing internal components, or touching an uninsulated modem cable or jack.

Do not use a telephone line to report a gas leak while you are in the vicinity of the
leak.

Do not use this product near water, for example, near a bathtub, washbowl, and



kitchen sink or laundry tub, in a wet basement or near a swimming pool.
Federal Communications Commission (FCC) Statement
Note: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct
the interference at his own expense.
Properly shielded and grounded cables and connectors must be used in order to meet FCC
emission limits. Neither the provider nor the manufacturer are responsible for any radio or
television interference caused by using other than recommended cables and connectors or
by unauthorized changes or modifications to this equipment. Unauthorized changes or
modifications could void the user's authority to operate the equipment.
This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:
(1) This device may not cause harmful interference, and
(2) This device must accept any interference received, including interference that may
cause undesired operation.
The antenna(s) used for this transmitter must not be co-located or operating in conjunction
with any other antenna or transmitter

/ For European users only /

European Community Directive Conformance Statement

This product is in conformity with the protection requirements of EC Council Low Voltage
Directive (Safety) 73/23/EEC, EMC Directive 89/336/EEC on the approximation of the laws
of the Member States relating to electro-magnetic compatibility.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. In order to avoid the possibility of exceeding the FCC radio frequency
exposure limits, human proximity to the antenna shall not be less than 20cm (8 inches)
during normal operation. Proposed RF exposure safety information to include in User’s
Manual.
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1. Introduction

Thank you for using Gigabyte GN-BR404W Wireless-G Broadband Router with VPN. This
product comes with high-performance transmission rate and compatible wireless
connectivity for either your home or business and will allow you to access the data
whenever you want. You will be able to enjoy the freedom that wireless networking delivers.

The IEEE 802.11g standard is designed as a higher-bandwidth - 54M bit/sec - successor to
the popular 802.11b, or Wi-Fi standard, which tops out at 11M bit/sec. An 802.11g router
will support 802.11b and 802.11g clients.

The GN-BR404W Wireless-G Broadband Router lets you connect IEEE 802.11g or
IEEE802.11b devices to the network. With its high-speed data transmissions of up to 54
Mbps, you complete a lot of work in a short amount of time. Network users can share a
broadband Internet connection, access e-mail, download large files, videoconference, and
distribute and play digital images, videos, and MP3 files. And with up to 152-bit WEP
encryption, you can feel relieved that your wireless network communications are private.

It also provides firewall and Virtual Private Networking(VPN) features to protect your local
area network when connecting to the Internet. Additionally, GN-BR404W enables you to
easily setup all procedures in no time before using this product.

1-1. Contents of Your Shipment

Before the installation procedures, please ensure the components are not damaged during
the shipping. The shipment of the GN-BR404W includes:

- One GN-BR404W Wireless-G Broadband Router

- One AC Power Adapter (5V/2A)

- One User Guide

- Two RJ45 cable (one normal ; one crossover)

- An embedded GN-WMAG 802.11b/g wireless LAN card
- One Cradle and Wall Mounting kit

Please contact your local distributor or authorized reseller immediately for any missing or
damaged components. If you require returning the damaged product, you must pack it in
the original packing material or the warranty will be voided.



1-2. Physical Interface

¢ Four Ethernet LAN Port
RJ-45, Auto-sensing and Auto-MDI/MDIX for 10/100M Ethernet LAN connection
* One Ethernet WAN Port
RJ-45, Auto-sensing for 10/100M Ethernet WAN connection
+ Init Bottom
Initial reset (Init to factory default)
* Power
The power port is where you connect the power adapter.
+ External PCMCIA Card Slot
Support the Gigabyte GN-WMAG and the GN-WLMA101 Wireless PCMCIA Card.

1-3. LED Indicators

¢ Status
Green light|Power on
Red light [The device is damaged.

¢ WAN (Green light)
On |ADSL/Cable Modem is connected to WAN port.
Blinking |Transmit or receive data via the WAN port.

¢ LAN1-LAN4 (Green Light)
On  |10/100 Mbps Network Connection
Blinking [{10/100 Mbps Data Transmission Rate

+ Wireless (Green Light)

On The PCMCIA Card is plugged in.

Blinking Package transmit

Off The green light off means No PCMCIA Card installed.




1-4. Key Features

B Two option of plug in wireless card
% Gigabyte GN-WMAG Wireless LAN Card
%  Gigabyte GN-WLMA101 Wireless LAN Card
B Very High WAN-LAN FTP throughput up to 89.5 Mbps
Support UPnP and Windows Messenger
B Advanced Smart Setup Support
%  Smart Installation — Automatically detects and connects to your ISP
%  Smart Detection — Automatically detects and changes LAN side IP when
LAN-WAN IP conflicts
%  Smart Wizard — Easy set up with interactive install tutorial
B Advanced Network Management support
%  Dynamic IP, Static IP, PPPoE, PPPoE Unnumbered
% PPPoOE Multi Session
% DHCP server with static and dynamic style
B Advanced Wireless Security support
%  Wi-Fi Protected Access (WPA)
% 802.1x Secure Wireless Access
64/128/152-bit WEP encryption
%  Access Control List (ACL)
B Advanced Firewall and Parental Control support
%  Stateful Packet Inspection (SPI)
% Denied of Service (DoS) Protection
%  URL Access Filtering
%  Virtual Server, Stealth Mode, Exposed Host (DMZ)
B Advanced Log Management support
*  Firewall/lUPnP/WAN Connection Log
B Advanced Web Management support
%  WAN side Remote Management
% Web based Firmware upgrade
%  Backup and Restore System Setting
B Extended Distributed Wireless Systems (EDWS) support
%  Wireless Distribution System (WDS) support (Point to Multi-Point and
Point to Point)
%  Simultaneous operation of AP and WDS functions
B Virtual Private Network (VPN) Support
% IPSec, L2TP, PPTP NAT traversal (VPN pass-through)



% IPSec support remote access VPN (client-to-site), site-to-site VPN

B DNS Relay and

Dynamic DNS support

B Static & Dynamic Routing (RIPv1, RIPv2) support

1-5. Specification

System

Standards

IEEE 802.3 (10BaseT), IEEE 802.3u (100BaseTX), IEEE 802.11b/g (Wireless)

Operating Range

Wireless - Open space: 100 — 300m; Indoor: 30 - 100m

RF —802.11b

Frequency Band

2412 ~ 24835 MHz (subject to local regulation)

Modulation Technology

DSSS (Direct Sequence Spread Spectrum)

Modulation Techniques

DBPSK, DQPSK, CCK

Data Rates

11, 5.5, 2, 1 Mbps, auto fallback

Output power

18 dBm @ Nominal Temp Range

Receive Sensitivity

-85 dBm @ 11 Mbps date rate at nominal temperature

Antenna

1 internal antenna support diversity

RF — 802.11g (backward

compatible to 802.11b)

Frequency Band

2412 ~ 24835 MHz (subject to local regulation)

Modulation Technology

OFDM and DSSS

Modulation Techniques

64QAM, 16QAM, QPSK, BPSK, DBPSK, DQPSK, CCK

Data Rates

54, 48, 36, 18, 12, 11, 9, 6, 5.5, 2, 1 Mbps, auto fallback

Output power

18 dBm @ Nominal Temp Range

Receive Sensitivity

-68 dBm @ 54 Mbps date rate at nominal temperature

Antenna

1 internal antenna support diversity

Regulatory and Environmental Compliance

EMC certification

FCC part 15 (USA)

CE (Europe)

Temperature Range

Operating: 0 ~ 40 degree C, Storage: -20 ~ 65 degree C

Humidity

10% ~ 85% Non-condensing

Mechanical

LED indicator

Power/Status LED
Wireless LED

LAN Port LED x 4
WAN Port LED x 1

Power Supply

5V DC 2A




Gross Weight

320g 15¢g

Dimension

178 mm * 132 mm * 43 mm




2. System Connection & Installation

The following lists the requirements for the hardware installation.

2-1. ADSL/Cable Modem Requirements

It needs to have ADSL/Cable Modem with RJ-45 connectors.

2-2. PC Hardware Requirement at the PC End

It needs a PC with Ethernet card connection or a PCMCIA wireless adapter.

2-3. Connection for Ethernet User

Step 1. Please prepare an Ethernet cable (RJ- 45) first.

Step 2. Connect the Ethernet cable to the WAN port of the GN-BR404W.

Step 3. Connect an end of the network cable to the ADSL/Cable Modem of the Ethernet
connection port.

Step 4. Connect any port of the area network LAN1, 2, 3, & 4 of the GN-BR404W to your
PC.

Step 5. Connect the adapter to the power connection slot of the GN-BR404W.

Step 6. Insert the adapter to the power socket.

Step 7. The connection procedure is completed.

2-4. Connection for PCMCIA Wireless Adapter User

Please repeat Steps 1~3 of Section 2-3.

If you use wireless connection, please refer to the wireless card manual which provided by
your wireless card manufature. After installing and setting the PCMCIA Wireless Adapter,
refer to PC configuration section in Chapter 3, follow the instruction step by step to finish
the TCP/IP Protocol setting (Setting PC) .

\_éi SSID of the PCMCIA Wireless Adapter should be the same as the SSID of
GN-BR404W. The default value is “gigabyte” (or “any”, if your Wireless LAN Card can
support.), please do notice the form of the SSID value whether is capital or not.



3. Configuration

3-1. Preparation

Generally speaking, using the GN-BR404W for Internet connection needs the ADSL or
Cable service. We assume that you have already obtained the ADSL/Cable service from
the local telephone company or the ISP Company, and get the related connection data
ready.
Such data include :

a.IP address provided by ISP

b.Subnet mask

c.Default gateway IP address

d.Domain Name System (DNS) Server IP address
- The ISP Company provides the above data.

3-2. Setup at Your PC End

An easy-to-use web page setup interface is designed on the GN-BR404W, and the user
can perform the setup by the browser. The Gigabyte GN-BR404W Broadband Router
presets the IP address as “192.168.1.254”, and preset as a DHCP server Please follow the
step below to perform the setup under the TCP/IP network environment. Please confirm
the TCP/IP communication protocol is installed in your computer (Windows 95/98/Me/NT).
If you have not installed the TCP/IP communication protocol, please install it now, and then
select your operating system for the setup.

® For Windows 2000, please jump to 3-2-1.
® For Windows 95/98/Me, please jump to 3-2-2.
® For Windows XP, please jump to 3-2-3



3-2-1. The Settings Under Windows2000

Step 1. Click “Start” in the desktop of the Windows to select “Settings”, and then click
“Control Panel”.

Mew Office Document
Open Office Docurment
Windows Update

My Bluetooth Places

Prograns 4

Documents L4

L [ Sl

Settings

R Metwork and Dial-up Connections
Printers
Help a Taskbar & Skark Menu. ..

Search

2000 Professional

Rurn. ..

T @ &

Shut Down,.
Eﬂ:art |J o & H

Step 2. Double click the “Network and Dial-up Connections”.

B3 Control Panel ==
File Edit View Favorites Tools Help ‘
+=Eack v = v (1| @search TuFolders BHstory [ W X = | Ev

Address [E control Parel =] #oo|
i 7 = i B -
= B B 5 B 9 R Y
Accessbilty AddfRe.. AddfRe.. Administr... Aronet BOE Bluetooth  Date/Time Disc Display Fax Folder Forts
Opticns  Hardware Programs Tools  Clent Uity Administr... Configur... Detector Cptions

4 % & = C @5 4 e i 9B @

Game Intel®) Internet  Keyboard — Mouse Phone and  Power Printers PRISM Regional  Scanners  Scheduled
Controllers PROSetll  Cptions Modern ... Optons Settings Options  and Ca... Tasks

& d %
Sounds System  Users and
and mul... Passwords

Connects to other computers, networks, and the Internet



Step 3. Double click the “LAN CONNECTION".

[ Network and Dial-up Connections

J File Edit ‘Wiew Favorbes Tools  Advapced  Help

=10l x|

J dmEack - = - | Qisearch [ Folders ¢ #Histary |% PR | Ei

J Address I Mekwork and Dial-up Connections

j ﬁGo

cf

Netwﬁrk and Dial-
up Connections

Make Mew
Connection

LAN CONNECTION
Type: LAN Connection
Status: Enabled

#Acckon EN1207D-Tx PCI Fast
Ethermet Adapter #2

| v

Acckon EM12070-Ty PCI Fask Ethernet Adapter #2

R

Step 4. Click “Properties” in the box under LAN CONNECTION Status.

Local Area Connection Status

2|

General |
— Connechion
Statuiz Connected
Druratian: 0o 43:38
Speed: 100.0 Mbpz
— Achivity =
Sent —— 'I —— Received
L4
Packets: 114 I 1]
{ Properties | Dizable |

Cloze |




Step 5. Double click “Internet Protocol (TCP/IP)".
2|x]

General |Sharing|

Connect using:

I Cisco Systems 350 Series PCMCIA Wireless LAN Adapter

Configure |
Components checked are used by this connection:

W T ALAN Transport :I
175 AWLAN PACKET Protacol
internet Pratocal (TCP/IF)

Install... Uninstall | Froperties I

—Description

Transmission Control Protocol/internet Protocol. The default wide
area network protocaol that provides communication across
diverse interconnected networks.

[ Shaow icon in taskbar when connected

oK | Cancel |

Step 6. Please select “Obtain an IP address automatically” and “Obtain DNS server
address automatically”, and then press “OK”.

Internet Protocol (TCP/IP) Properties 2 x|

General |

You can get IP settings assigned automatically if yvour network supports this
capahility. Otherwise, you need to ask your network administrator for the
appropriate IP settings.

& Obtain an IF address automatically

—{" Uzge the following IF addrass:

P address: I

Sukinet mask: I

Default gateway: I

& Dbtain DNS server address automatically:

—" Use the following OME server addresses:

Ereferred DS server: I

Alternate DNE sener: I

Advanced... |
oK I Cancel |

@ Now, the computer will obtain an IP address automatically from the
GN-BR404W then you can go to “Step11” directly. If you would like to obtain an
IP address manually, please refer to Step7~Step10.

10



Step 7. Click “Start” at the desktop of the Windows, and then “Program”, “Accessories”,
and “Command Prompt” in sequence.

Run. ..

Shut Diown, ..

E EH: e s Zommand Prompt
E _ Microsoft FrontPage %’ Paint
; = { Documents /] Microsoft Waord 3] windows Explarer
Acrobat Distiller 5.0 ¥
_% Settings a
E [} Adobe Acrobat 5.0
S @ Search 3 Iy Bluetooth Places
¢ “
& & rel .
lp

Hstart || 1] @ <3|

Step 8. Key in the command “ipconfig/release” in DOS mode, and then enter.

ommand Prompt

Microsoft Windows 2000 [Uersion 5.88.2183]
(C» Copyright 1985-1999 Microsoft Corp.

C:\>ipconfig/release

Windows 28688 IP Configuration

[P address successfully released for adapter “"LAN CONNECTION"

No operation can be performed on adapter Gigabyte as this connection has its med|

iascable disconnected.

Cavon

11



Step 9. Key in the command “ipconfig/renew” in DOS mode, and then enter.

‘":3{ If the IP address of the GN-BR404W is 192.168.1.254, the IP address of your
computer must be 192.168.1.X (where “X” is a number between 1 and 253.
Each computer on your network must have a different IP address within that
range where “X” represents a number between 1 and 253.) The default
gateway must be 192.168.1.254.

Command Prompt

Microsoft Windows Z0PA [Version 5.00.21831
(C» Copyright 198%-199% Hicroszoft Corp.

C:sripeconf igsrelease
Windows 2888 IF Configuration
IP address successfully released for adapter “LAN CONMECTION"

C:s>ipconf ig-/renew

Windows 2888 IF Configuration
Ethernet adapter LAN CONMECTION:

Connection—specific DMES Suffix . :

IP Address : 192.168.1.3
Subnet Mask : 255.255.255.8
Default Gateway : 192 .168.1.254

Step 10. Key in the command “exit” in DOS mode, and then enter.

[#]Command Prompt

Microsoft Windows 200@ [Uersion 5.88.21831
¢G> Copyright 1985-199% Microsoft Corp.

G:\>ipconf igsrelease
Windows 28B@ IP Configuration
IP address successfully released for adapter “"LAN CONMECTION"
G:\>ipconfig/renew
Windows 2888 IP Configuration
Ethernet adapter LAN CONNECTION:
Connection—specific DNS Suffix . :
IP Address. . . . . . . . . . . . 192.168.1.3

Subnet Maszk = 255.255.255.8
Default Gateway : 192.168.1.254

Civrexit

12



Stepll. Inyour “Internet Explore” Browser select “Internet Options” under “Tools”.

J File Edit Wiew Favorites | Tools  Help

J dmEack -« mp - @ e Mail and MNews b L
" Synchronize. .. —
J.ﬁ._ i Windows Update
Show Related Links
MetzPhone

Internet Cptions. ..

Step 12. In this dialogue box, please click “Connections” in the “LAN Settings”.

Internet Options e |

General | Security | Content Connections |Pru:u;|rams | Advanced |

Ize the Inkernet Connection Wizard ko
y  connect your computer to the Internet,

—Dial-up settings

add...

Remove

d

Setkings. .

% Mever dial a conmeckion
£ Dial whenever & network conneckion is not present
£ pliways dial my default conmeckion

Zurrent [ome Set Defaulk

—Local Area Metwork (LAMN) settings

il

LAN Settings. ..

13



Step 13. Please DO NOT tick all of the selection boxes. Press “OK” after finishing with
the setup, and refer to Section 3-3 for setup of broadband router.

Local Area Network (LAN) Settings ed |

—#utomatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

[~ Automatically detect settings

[ Use automatic configuration scripk

Address I

—Proxy server

Address: I Borks I fdwanced, .. |

I”  Evpass prowy server For local addresses

K I Cancel |

@ If your ISP Company has a designated Proxy setting, key in the setting after
you complete the GN-BR404W configuration.

Now, please jump to Section 3-3 to setup broadband router.

14



3-2-2. Setup Under the Windows 95/98/Me

Step 1. Click “Start” at the desktop of the Windows, and select “Settings”, and then the
“Control Panel”.

@ YWindows U pdate

Programs L4

Favortes L4

Control Panel

Printers

Tazkbar & Start Menu...
Enlder Optiokz. ..

Active Deskiop L4

C ISt Y B

YWindows pdate. ..

Log Off GIGAEYTE...

Windows9S8

Shut Crovan...

at | AESY ||

Step 2. Double click “Network”.

E3 Control Panel MEE
J File  Edit View [Go Favortes Help |
L R R 4 | X
Back Fonyar! Up Cut Copy Paste Unda Delete  Properties Wiews
JA_ddrEsS I@ Control Panel j
e = B 5 e
. e ) = 2
Accessibility AddMew  Add/Hemove  Date/Time Display Fonts Game
Optiohs Hardware Programs Controllers
Control Panel
Network ’
Configures network harduare Intel® |ntermet Kephoard Modsrns Mouse Mulimedia Fetvvark)
and software, Graphics .. Options
Microsoft Horne @ % R&: @ @ g\
Technical Support ODBC Data Passwords Power Printers Regional Sounds System
Sources [32bit) Management Settings
Telephony Users
|Ecmf|gures network hardware and software. ‘WEJ My Computer

15



Step 3. Under Network, double click the “Configuration”, and choose your appropriate
setting “TCP/IP -> and your network card” below.

Metwork K1 Ed

Configuration | Identificatinnl Access Eontroll

The follovang network, components are ingtalled:

Microzaft Family Logon
B8 Accton EN1207D Series PCI Fast Ethemet Adapter Please choose

=3 Dial-Up Adapter " the TCP/IP and

(4~ TCPAP - Dial-Up Adapter - the name of
1| |

your network
Add... | Remave | Properties card.

Primary Metvaork, Logarn:
ticrazaft Family Logan j

Filz and Print Sharing... |

Dezcription

TCPAP iz the protocol you uze to connect to the Internet and
wide-area networks,

] I Cancel

Step 4. Select “IP Address” tab. Please select “Obtain an IP address automatically”
then click “Gateway” tab.

TCP/IP Properties EHE

Bindings | Advanced | NetBl0s |
DMS Configuration I Gateway I 'WINS Configuration 1P Address

A IP address can be automatically assigned to this computer,
If your netwark. does naot automatically assign P addresses, ask.
your network administrator for an address, and then ype it in
the space below.

" i0btain an |P addiess automaticalls

™ Specify an [P address:

B ediess: | | | i |

Spmet asks | i | i |

ok I Cancel

16



Step 5. In the window of “Gateway”, please clear all installed gateways and do not fill any
of the blanks, and then click “DNS Configuration” tab.

TCP/IP Properties

I EmmvE

Step 6. In the window of “DNS Configuration”, please select “Disable DNS” and then
press “OK”.

TCFP/IP Froperties

17



Step 7. Please press “Yes”, and reset the computer screen as follows:

System Settings Change E2

@ Y'ou must restart pour computer before the new settings will take effect.

[o you want ko restart your comprter now'?

@ After booting the computer, the computer will obtain an IP address
automatically from the GN-BR404W then you can go to “Step11” directly. If
you would like to obtain an IP address manually, please refer to
Step8~Stepl0.

Step 8. After booting the computer, please click “Start” and choose “Run”.

% Wiindows Update
Programs 4
Favarites L4
@ Docurments L4
% Settingz 4
@ Find L4
@

4]

% ]

5

-E & Log Off GIGABYTE...

.E Shut Dawn...

=]

AESY |

Step 9. Key in “winipcfg”, and press “OK”.
Run |

Type the name af a program, folder, dacument, ar |nternet
rezource, and YWindaows will open it far pou.

Open: |m =]
| k. I Cancel | Browsze. . |

18



Step 10. In the pulled down menu, select your network card, press “Release All”, then
press “Renew All”, and then press “OK”.

@ If the IP address of the GN-BR404W is 192.168.1.254, the IP address of your
computer must be 192.168.1.X (where “X” is a number between 1 and 253.
Each computer on your network must have a different IP address within that
range where “X” represents a number between 1 and 253.) The default
gateway must be 192.168.1.254.

m IP Configuration M=l 3 |

— Ethernet Adapter Information

Accton EM1 2070 Seres MDIS &

Adapter Address | 00-10BE-AF-78EF
IP Address | 192.168.1.1
SubnetMask | 2552552560
Default Gateway | 1321681254

k. I Releaze | R enew |

Releaze Al | Renew Al | Mare Infa > |

Stepll. Please select “Internet Options” under “Tools” of your IE Browser.

a http://192.168.1.254/ - Microsoft Internet Explorer

| Eile Edit \iew Favortes | Took Help
N ) @ tail and Mews 3
Back Faniatand Stop i','-ﬂchanIZE...
Windows Update
J Address @ http: /4192, 168.1.254

Show Belated Links

Internet Options. ..

19



Step 12. In this dialogue box, please select “Connections” in the “LAN Settings”.

Internet Options ﬂﬂ

General I Security I Conkent  Conneckions |Programs I F\dvancedl

Use the Inkernet Connection Wizard ko
3 connect wour compuker ba the Internet,

—Dial-up settings

fdd...

Remove

i

Sethings, ..

% Mever dial 2 conmeckion
£ Dial whenever, a network conmection is nok present
£ Always dial my defaulk conmection

Current [ane Sek Defaulk

—Local Area Metwark (LAN) settings
LAN Setkings...

g

QK | Cancel | apply |

Step 13. Please DO _NOT tick all of the selection boxes. Press “OK” after finishing with
the setup, and refer to Section 3-3 for setup of broadband router.

Local Area Network (LAN) Settings i B

— Aukomatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[~ Automatically detect settings

™ Use automatic configuration script

Address I

—Proxy server
I
Address: I Park: I Advanced, .. |

[™ Evpass proxy server for local addresses

et

ol4 I Cancel |

@ If your ISP Company has a designated Proxy setting, key in the setting after
you complete the GN-BR404W configuration.

Now, please jump to Section 3-3 to setup broadband router.
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3-2-3. Setup Under Windows XP

Step 1. Click the “Start” at the desktop of the Windows, and select the “Control Panel”.

’ Internet ') My Documents
Internet Explorer -
\S}.‘] E-mail b My Recent Documents #

Cklonk Express )
‘9 My Pickures
v M3 Explorer ;.5‘, My Music
1‘& Paint
@ Windows Media Player

et .

|3 Printers and Faxes
@ Windows Movie Maker L=

@ Help and Support
l@ Tour Windows KP

- Files and Settings Transfer

o Wizard 77 Run..

all Programs D

@| Log Off |E| Turn OFf Computer

4 start

Step 2. Double click the “Network Connections”.

¥ Control Panel EEX

Fle Edt Vew Favortes Tools Help

Oiai uﬁ) Lj? piearth [ Folders | [FEE)-
address |G Control Panel -

E’ Control Panel G ’§ j‘) @ E/

Accessiblity  Add Hardware  addor  Administrative Dateand Tme  Display  Folder Options

B Switchto Categary View Options Remav... Tools
D e b
Mouse .

R HeL
¢ud

See Also 2 Jj E

Forts Game Internet  Keyboard Phare and
& vwindows Update Cantrollers Options Madem ...
@) Help and Support f \ 2 =

% L e 8 9 9 §

- 4
Power Options Printersand  Regionaland  Scannersand  Scheduled  Soundsand  Speech
Faxes  language...  Cameras Tasks  Audio Devices
System  Taskbarand  Liser Accounits
Stark Meru
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Step 3. Double click the “Local Area Connection”.

" Network Connections |‘;I |§| ‘E‘

Eile Edit ‘iew Favaorites Tools Advanced Help |""

Dok - () (T seach [ rolders [T

Address |e_ Network Connections

v|GD

| LANor High-Speed Internet
Network Tasks 2

Create 5 new

connection

%) Setup a home or small
~ office network.

& Disabls this network
device

&, Repair this connection
) Rename this connection

& View status of this
connection

Change settings of this
connection

Other Places

B Contral Panel

W My Hetwork Places
() My Documents

d Iy Camputer

Details A
Local Area Connection

LA ot High-Speed Internet
Eadled

Step 4. Click the “Properties” in the box under Local Area Connection Status.

—- Local Area Connection Status

General | Suppurt|

Cornection

Statuz Connected
Druration: 00:36:00
Speed: 100.0 Mbps

Achivity

Packets: 184 I ]
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Step 5. Double click the “Internet Protocol(TCP/IP)”.

-+= Local Area Connection Properties

General | Authentication | Advanced

Connect uzing:

Thiz connection uzes the fallowing items:

% Client for Microzoft MHetworks

.@ File and Printer Sharing for Microsoft Metwarks
BQDS Packet Scheduler
 Internet Protocol [TCPAIR)

[Dezcription

Tranzmizsion Contral Protocol/lnternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[C] 5how icon in natification area when connected

Step 6. Please select the “Obtain an IP address automatically” and “Obtain DNS
server address automatically”, and then press “OK”.

Internet Protocol (TCP/IP) Properties

General | Altermate Configuration

W'ou can get P settings assigned automatically if your network, supports
thiz capability. Otherwise, you need to ask your network. administrator for
the appropriate [P settings.

(®)0btain an |F address autamaticall

(7 Uze the Fallawing IF address:

(%) Obtain DMS server address automatically

(D) Use the fallowing DNS server addresses:

[
]

[ oK H Cancel ]

@ Now, the computer will obtain an IP address automatically from the
GN-BR404W then you can go to “Stepl1l” directly. If you would like to obtain an
IP address manually, please refer to Step7~Stepl10.
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Step 7. Click the “Start” at the desktop of the Windows, and then the “Accessories”, and
then the “Command Prompt”.

[ ommand Prompk
- ) Motepad
e) Internet ___J My Documents & Hotepa
7 Internet Explorer Y Paint
)
@5 E-mail #) My Recent Doc ©) Program Compatibilicy Wizard
2 Outlook Express - .
:'J My Pictures € Synchronize
1'; e N & Tour windows xP
i _—
1 B Wind Catal
v e |5y Windows Explaorer

% windows Update

Al windows Movie Maker
A wiordPad

a

\’ M5M Explorer

@ Windows Media Play:

R
(WepL windows Mavie Make

M Games
@) Startup vk
& Internet Explorer
Y M Explorer

@ Tour Windows XP

[€) Outlook Express

QJ Files and Settings Tr.

. Remote Assistance
275 Wizard

C
& windows Media Player

All Programs I -}\‘i Windows Messenger
!] g0 ﬁ Turn

Step 8. Input the “ipconfig /release” in the box of Command Prompt, and then enter.

Command Prompt

Microsoft Windows HF [Uersion 5.1.26001
(C» Copyright 1985-2001 Microsoft Corp.

C:“\Documents and Settings>5>ipconfig-release
Windows IP Configuration
IP Address for adapter Local Area Connection has already been released.

C:~Documents and Settings~bh>
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Step 9. Input “ipconfig/renew” in the box of Command Prompt, and then enter.

‘":3{ If the IP address of the GN-BR404W is 192.168.1.254, the IP address of your
computer must be 192.168.1.X (where “X” is a number between 1 and 253.
Each computer on your network must have a different IP address within that
range where “X” represents a number between 1 and 253.) The default
gateway must be 192.168.1.254.

e+ Command Prompt

Microsoft Windows HF [Uersion 5.1.26001
(C» Copyright 1985-2001 Microsoft Corp.

C:“\Documents and Settings>5>ipconfig-release

Windows IP Configuration

IP Address for adapter Local Area Connection has already been released.
C:sDocuments and SettingssSripconfig-renew

Windows IP Configuration

Ethernet adapter Local Area GConnection:

Connection—specific DHNS Suffix .

IP Address. . . - - . . . - . - . 1922.168.1.1
Subnet Mask . . . . . . . 255.255.255.8
Default Gateway . . . . . 192.168.1.254

C:xDocuments and Settings>5r_

Step 10. Input “exit” in the box of Command Prompt, and then press enter.

e+ Command Prompt

Microsoft Windows HF [Uersion 5.1.26001
(C» Copyright 1985-2001 Microsoft Corp.

C:“\Documents and Settings>5>ipconfig-release

Windows IP Configuration

IP Address for adapter Local Area Connection has already been released.
C:sDocuments and SettingssSripconfig-renew

Windows IP Configuration

Ethernet adapter Local Area GConnection:

Connection—specific DHNS Suffix .

IP Address. . . - - . . . - . - . 1922.168.1.1
Subnet Mask . . . . . . . . 255.255.255.8
Default Gateway . . . . . . 192.168.1.254

C:xDocuments and Settingss5rexit
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Step 11. Please select “Internet Options” under “Tools” of your IE Browser.

File Edit ‘ew Favorites | Tools  Help
- % Mail and Mews L4
Back - | ~ | X 2
\—) ‘-—f"l |—l Synchronize. ..

Address Windows Update

Show Related Links

Inkternet Options...

Step 12. In this dialogue box, please select “Connections” in the “LAN Settings”.

Internet Options 2lx]
Generall Securit_l,ll F‘rivac_l,JI Content  Connections | F'rograrnsl Advancedl

i Tosetup an Internet connection, click
| Setup.

r Dial-up and Virtual Private Network, settings

Add...

Bemove

il

Choose Settings if vou need to configure & proxy Sethings..
server for a connection,

& Wever dial a connection
") Dial whenever a netwark connection iz not present

) Slways dial my default connection

Current ! [e]p=! Sef Default

i~ Local Area Network. [LAM] settings

LAn Setkings do not apply to dial-up connections, LAM Settings...
Choose Settings above for dial-up settings.,

i

Ok | Cancel | Apply |
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Stepl3. Please DO NOT tick all of the selection boxes. Press “OK” after finishing with
the setup.

Local Area Network (LAN) Settings i B

— Aukomatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[~ Automatically detect settings

™ Use automatic configuration script

Address I

—Proxy server
I s s "
Address: I Park: I Advanced, .. |

[™ Evpass proxy server for local addresses

r

ol4 I Cancel |

@ If your ISP Company has a designated Proxy setting, key in the setting after
you complete the GN-BR404W configuration.

Now, please jump to Section 3-3 to setup broadband router.
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3-3. Setup for Broadband Router

The GN-BR404W provides Web based configuration. You can configure your GN-BR404W
through your Internet Explorer browser or Netscape Communicator.

Step 1. Key in the preset IP address®192.168.1.254” in the address column in the
browser, and then press enter.

J Eile  Edit “iew Favortes Toolz Help

@D fal
Back f=ariard Stop Refresh  Home

J Addres=

@ If you have more than one router or IP conflict problem on the same subnet,
please follow the IP change priority table shown as below.

priorityl "192.168.1.254" "255.255.255.0" "192.168.1.1" "192.168.1.33"
priority2 "192.168.2.254" "255.255.255.0" "192.168.2.1" "192.168.2.33"
priority3 "172.16.1.254"  "255.255.255.0" "172.16.1.1" "172.16.1.33"
priorityd "172.17.1.254"  "255.255.255.0" "172.17.1.1" "172.17.1.33"
priority5 "10.1.1.254" "255.255.255.0" "10.1.1.1" “10.1.1.33"
priority6 "10.2.1.254" "255.255.255.0" "10.2.1.1" "10.2.1.33"

Step 2. The dialogue box will appear as shown in the following diagram, and key in the
default user name “admin” for the wideband network GN-BR404W and the
default password “admin”, and then press “OK”.

Enter Metwork Password 2l

Pleaze twpe your uzer name and pazzword.
Site: 192.168.1.254

Fealm framdisk

Uszer Mame Iadmin

Pazzword I *****

] I Cancel
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Step 3.

The homepage of the GN-BR404W will appear as shown below. If you are the first
time to configure the router and you have connected to the WAN port, the system
will detect your wan type automatically through the “Smart Setup” function.
Please refer to the instruction of the “Smart Setup”.

If you want to configure the wan type manually, you can click the “Setup Wizard”
on the screen, and such Setup Wizard will guide you to complete the necessary
steps for the setup on screen as follows.

2} BR404W - Microsoft Internet Explorer =1

J File Edit Wiew Favorites Tools Help |
| sBack ~ = - @ 7t | @search [GiFavortes (Aristory | BN Shomd
| Address [&] hip:j192. 168, 1.254 | @ae HLinks »

GIGABYTE |

TECHNOLOGY

] .
Welcome to the Router Configuration
— ced ' 1 The "Smart Setup” will guide you to through the

" internet connection setup autom atically

Network Configuration
Wireless Configuration
Routing Table
Virtual Server
Firewall Rule
DNS Configuration
URL Blocking
YPN Configuration

The &quo tSetup Wizard” will guide you to through the

& internet connection setup manually

3 The "Status” will show some basic setup information of
" the Router.

Using "ADVANCED Configuration” to manage the
Router with more authority.

4,

5 The “Management Tool” offer the other service of the
" Router for you.

PPP Monitor
Reboot
Initialization

Change Password
Channa WAN MAC

& [ [ mtemet

29



Smart Setup

If you are the first time to configure the router and you have connected to the WAN port, the
“Smart Setup” function can detect your wan type automatically through the Internet
connection. And it will guide you to complete the wan setting step by step.

System automatic detection:

Stepl. The system is detecting the WAN connection type, and will show the detective
result later.

<3 BR404W - Microsoft Internet Explorer (5]

J File Edit Wiew Favorites Tools Help ‘
| wBak - = - @D it | @search GaFavorites Btistory | By S o
| Address [@] hitp:/192.168.1 254 ~| Pae |JLinks »

GIGABYTE

TECHNOLOGY -y AT -, f"*—’ Upprade Yoar Life

" Advanced Setup

- Network Configuration
Wireless Configuration

~ Routing Tahble

~ Virtual Server

- Firewall Rule

 DNS Configuration

~ URL Blocking

~ YPN Configuration

Detecting Now ... gh the

Now, system is detecting the connection
type of WAN port, please wait 14 seconds.

close |

tion of

f the

~ PPP Monitor
~ Reboot
~Initialization

Change Password
Channo WAN MAC

& [ [ [ termet

30



Step2. If you are the PPPOE user, the screen will appear as shown below. Please enter
the User ID and Password information that your ISP provided you.

<3 BR404W - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J Back ~ = - ) 7t | Qhsearch  [GFavorites  CAHistary | E-SwmE
| Address [@] hitp:/192.168.1 254 ~| Pae |JLinks »

GIGABYTE"

TECHNOLOGY

" Advanced Setup P P P 0 E
The GN-BR404W has detected the wan connection is "PPPoE" ty|
please fill below settings.

User ID: |
e Password: |
* Management Tool —Iear

= monnn

& l_ l_ | mternet

Step3. If you are the dynamic IP address user, the device will save the configuration
and there is no necessary to reboot the device. Please click “OK” button.

<3 BR404W - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help ‘

J Back ~ = - ) 7t | Qhsearch  [GFavorites  CAHistary | E-SwmE
| Address [@] hitp:/192.168.1 254 ~| Pae |JLinks »

GIGABYTE"

TECHNOLOGY

Welcome to the Router Configuration

x|
The GM-BR404W has detected the wan connection 15 DymamicIP Address Mode and the setup has
completed.

MUULET WU VIS auuiuiig.

The “Management Tool” offer the other service of the
" Management Tool " Router for you.

= monnn

l_ l_ |4 nternet

31



Step4.

If you are the Static IP address user, the screen will appear as shown below.
Please enter the WAN IP address, WAN subnet mask, WAN gateway, and DNS
information that your ISP provide you.

<3 BR404W - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J Back ~ = - ) 7t | Qhsearch  [GFavorites  CAHistary | E-SwmE
| Address [@] hitp:/192.168.1 254 ~| Pae |JLinks »

GIGABYTE"

TECHNOLOGY

Static IP Address

= - The GN-BR404W has detected the wan connection is "static ip” type,
Advanced Setup please fill below settings.

WAN IP Address: |

WAN Subnet Mask: |

WAN Gateway: |

Primary DNS: |

*Managament ToaT Secondary DNS: |

Clear |

l_ l_ |4 nternet
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Click Smart Setup manually:

Step 1. The system is detecting the WAN connection type, and will show the detective

Step2.

result later.

J File Edit Wiew Favorites Tools Help |
| ek - = - @D | @search GaFavories CAHstory | By S 2
| Address [@] hitp:/192.168.1 254 | @ “Links =

GIGABYTE

TECHNOLOGY

" Advanced Setup

Detecting Now ...

Now, system is detecting the connection type of
WAN port, please wait 13 seconds.

" Management Tool

|é°”3 [ [ @ meernet
If you are the PPPOE user, the screen will appear as shown below. Please enter

the User ID and Password information that your ISP provided you.

<3 BR404W - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J Back ~ = - ) 7t | Qhsearch  [GFavorites  CAHistary | E-SwmE
| Address [@] hitp:/192.168.1 254 ~| Pae |JLinks »

GIGABYTE"

TECHNOLOGY

" Advanced Setup PPPoE

The GN-BR404W has detected the wan connection is "PPPoE" ty|
please fill below settings.

- User ID: |
AL Password:l
" Management Tool %I

l_ l_ |4 nternet
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Step3.

Step4.

If you are the dynamic IP address user, the device will save the configuration
and there is no necessary to reboot the device.

<3 BR404W - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help
| wBak - = - @D fat | Qisearch GEFavortes Chrisory | B S o 5]
| Address [@] hitp:/192.168.1 254 ~| Pae |JLinks »

GIGABYTE"

TECHNOLOGY

Setup Completed and Restarting!

The GN-BER404W has detected the wan connection is "Dynamic IP Address"
— —— = and the setup has completed. The Router is rebooting now, please wait 30
Advanced Setup seconds. The following information was the wan status.

WAN IP Address: 192.168.10.1
WAN Netmask: 255.255.255.0
WAN Gateway: 192.168.10.254

Primary DNS: Unavailable

Secondary DNS:: Unavailable

" Management Tool

& l_ l_ | mternet

If you are the Static IP address user, the screen will appear as shown below.
Please enter the WAN IP address, WAN subnet mask, WAN gateway, and DNS
information that your ISP provide you.

<3 BR404W - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J Back ~ = - ) 7t | Qhsearch  [GFavorites  CAHistary | E-SwmE
| Address [@] hitp:/192.168.1 254 ~| Pae |JLinks »

GIGABYTE"

TECHNOLOGY

Static IP Address

= - The GN-BR404W has detected the wan connection is "static ip” type,
Advanced Setup please fill below settings.

WAN IP Address: |

WAN Subnet Mask: |

WAN Gateway: |

Primary DNS: |

*Managament ToaT Secondary DNS: |

Clear |

l_ l_ |4 nternet
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Note: If the device can not detect the WAN Ethernet link signal, it will show the error
message. Please check the physical connection between GN-BR404W and cable

or DSL modem.

<3 BR404W - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J Back ~ = - ) 7t | Qhsearch  [GFavorites  CAHistary | E-SwmE

| e |[unks >

| Address [@] hitp:/192.168.1 254

GIGABYTE"

TECHNOLOGY

| Smart Setup |
_ Logout |
Error!

There is no connection to the Internet, please check the
physical connection hetween the WAN port of BR404W
and cable or DSL modem.

" Advanced Setup

" Management Tool

l_ l_ |4 nternet
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Setup Wizard

Stepl. “LAN Setup” is shown in the diagram. Each setup item of the local area
network is default setting, and is not necessary to make change to it for normal
operation. Please input the settings on your own if change is needed.

DHCP Setup:
"enable” indicates that the DHCP function of the GN-BR404W is initialized,

and you configure the computers on your network to “Obtain an IP address
automatically”, then when you turn your computer “On”, it will automatically
load the proper TCP/IP setting from GN-BR404W. (Configure the DHCP
starting address and the DHCP allocation number on your own.)

- ‘“disable” indicates that it will not automatically load proper TCP/IP setting
from the GN-BR404W. You will have to configure all the TCP/IP setting for
your network manually. (It is not necessary to configure the DHCP starting
address and the DHCP allocation number.)

DHCP Start Address / End Address :
When the DHCP setting is “enable”, the GN-BR404W uses this allocable
range of the IP address as the initial value to assign the IP to the PC connected
to the LAN end.

For example:
The DHCP start address is 192.168.1.1 and the end address is 192.168.1.50 .

The IP allocable range of the DHCP is from 192.168.1.1 to 192.168.1.50.

Qﬂ The LAN IP address “192.168.1.254" is the default IP address of the
GN-BR404W.

Click “Next”, and the following screen will appear:
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43 BR404W - Microsoft Internet Explorer =121l
J File Edit ‘Yiew Favoribes Tools Help
| wBack - = - @ ot | @search Garavories (Btistory | By S md
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »
W = q' )
IS oAt
GIGABYTE _ S
N i 1 e
TEcHNOLOGY Ny ) Vil :_imﬁ e Hpprde Your Life
Smart Setup
Setup Wizard
Status
Logout
LAN Setup
LAN IP Address: |192.168.1.254
Network Configuration
Wireless Configuration LAN Subnet Mask: |255.266.256.0
Routing Table
Virtual Server DHCP Setup: @ enable © disahle
Firewall Rule
DNS Configuration Start Address: |192.168.1.2
URL Blocking = . l—
VPN Configuration End Address: |[192.1658.1.33
| Clearl
PPF Monitor
Reboot
Initialization
Change Password
Channo WIAN MAC =
& [ [ mternet

Step 2. Choose your desired wide area network mode.

B “PPPoE”: If you are using the hourly rate for the ADSL, please select this
item. And then please follow Step 3

B “Dynamic IP Address”: If you use the wideband fixed connection of
ADSL/Cable Modem, but do not have a static IP, please select this item.
And then please follow Step 7

B “Static IP Address”. If you use the wideband fixed connection of

ADSL/Cable Modem, but have a static IP, please select this item. And then
please follow Step 11

“PPPoE Unnumber”: If you are the user of the PPPoE Unnumber, please
select this item. And then please follow Stepl5.

After your desired wide area network mode is selected, please press “Next”.
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<3 BR404W - Microsoft Internet Explorer 1B

J File Edit Wiew Favorites Tools Help |

| ek - = - @D | @search GaFavories CAHstory | By S 2
| Address [@] hitp:/192.168.1 254 | @ “Links =

GIGABYTE

TECHNOLOGY

Advanced Setup WAN Type Select
& PPPoE

" Dynamic IP Address
 Static IP Address

" PPPoE Unnumber

<< Previous |

Management Tool

|&] Done [ [ meernet

Step 3. If you select “PPPoE” under the WAN TYPE SELECT, key in the User ID and

password. The wideband company provides the above data, and press “Finish”
to go to next step.

‘{K PPPoE User ID and Password:
The “User ID” and “Password” are your ISP assigned to you.

<3 BR404W - Microsoft Internet Explorer 1B

J File Edit Wiew Favorites Tools Help |

| ek - = - @D | @search GaFavories CAHstory | By S 2
| Address [@] hitp:/192.168.1 254 | @ “Links =

GIGABYTE

TECHNOLOGY

Advanced Setup

PPPoE
User ID: I—
Password: l—
<< Previous | M

Management Tool

[ [ meernet
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Step 4. Press “Reboot” to go to next step.

<3 BRA04W - Microsoft Internet Explorer

JE\Ie Edit Yiew Favorites Tools Help

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

Advanced Setup

Setup Completed!

Please reboot the Router now.

Management Tool

&7 Done [ [ mternet

Step 5. Please wait a moment.

-3 BR404W - Microsoft Internet Explorer =& =]
| e Edit

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

Wiew Favorites  Tools  Help |

L Hopice Your Lo

Advanced Setup

Restarting!

The hrowser will automatic connect the Router after 30 seconds. If
not, you can click the following HTTP address.

hitp: /1921631254

Management Tool

‘@ Timer 1sec

[ [ mternet
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Step 6. The IE browser will be automatically connected to the main menu, and your setup
has completed by then. Please use your IE connect to Internet.

“{g If you can connect to the Internet , the setting is completed. If you use the
Wireless Lan Card connection or need further setting, please continue to
section 3-4 Advanced Setup.

<3 BRA04W - Microsoft Internet Explorer =121l
J File Edit ‘Yiew Favoribes Tools Help |

| wBack - = - @ ot | @search Garavories (Btistory | By S md
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE ©

TECHNOLOGY

] .
Welcome to the Router Configuration
— ced Setup 1 The “Smart Setup” will guide you to through the

" internet connection setup autom atically

Network Configuration
Wireless Configuration
Routing Table

Virtual Server
Firewall Rule

DNS Configuration
URL Blocking

VPN Configuration

PPF Monitor
Reboot
Initialization
Change Password
Chanaa WIAN MAC

& [ [ [ temet

The &quo tSetup Wizard” will guide you to through the

2 internet connection setup manually

3 The “Status” will show some basic setup information of
" the Router.

Using “"ADVANCED Configuration” to manage the
" Router with more authority.

The “Management Tool” offer the other service of the
" Router for you.
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Step 7. If you select the “Dynamic IP Address” in the WAN TYPE SELECT, the

following screen will appear. Please key in the Host Name if your ISP has
provided. And then press “Finish” to go to next step.

<3 BRA04W - Microsoft Internet Explorer SR
J File Edit ‘Yiew Favoribes Tools Help |

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

T

r;‘" : Hpprde Your Life

Advanced Setup

Dynamic IP Address

Host Name: |

<< Previous Clear |

Management Tool

‘@ Done

l_l_l. Internet
Step 8. Press “Reboot” to go to next step.

JE\Ie Edit Yiew Favorites Tools Help |

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

Advanced Setup

Setup Completed!

Please reboot the Router now.

Management Tool

[ [ mternet
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Step 9. Please wait a moment.

3 BRAD4W - osoft Internet Explorer

JE\Ie Edit Yiew Favorites Tools Help

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

Advanced Setup

Restarting!

The hrowser will automatic connect the Router after 30 seconds. If
not, you can click the following HTTP address.

hitp: /1921631254

Management Tool

‘@ Timer 1sec

[ [ mternet
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Step 10. The IE browser will be automatically connected to the main menu, and your
setup has completed by then. Please use your IE connect to Internet.

“{g If you can connect to the Internet , the setting is completed. If you use the
Wireless Lan Card connection or need further setting, please continue to
section 3-4 Advanced Setup.

<3 BRA04W - Microsoft Internet Explorer =121l
J File Edit ‘Yiew Favoribes Tools Help |

| wBack - = - @ ot | @search Garavories (Btistory | By S md
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE ©

TECHNOLOGY

] .
Welcome to the Router Configuration
— ced Setup 1 The “Smart Setup” will guide you to through the

" internet connection setup autom atically

Network Configuration
Wireless Configuration
Routing Table

Virtual Server
Firewall Rule

DNS Configuration
URL Blocking

VPN Configuration

PPF Monitor
Reboot
Initialization
Change Password
Chanaa WIAN MAC

& [ [ [ temet

The &quo tSetup Wizard” will guide you to through the

2 internet connection setup manually

3 The “Status” will show some basic setup information of
" the Router.

Using “"ADVANCED Configuration” to manage the
" Router with more authority.

The “Management Tool” offer the other service of the
" Router for you.
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Step 11. If you select “Static IP Address” in the WAN TYPE SELECT, please key in the
data provided by the wideband company in the following fields as shown below.
And then press “Finish” to go to next step.

‘{K If your wideband company gives you more than one IP address, then select
one of them to fill in the column in the following fields.

<3 BRA04W - Microsoft Internet Explorer

JE\Ie Edit Yiew Favorites Tools Help |

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

| SmartSetup |
| Logout |
Static IP Address
_ Advanced Setup WAN IP Address: [
. WAN Subnet Mask:
WAN Gateway:
Primary DNS:
Secondary DNS:
PIE e geonT o << Previaus Clear |

‘@ Done

[ [ [ meernet
Step 12. Press “Reboot” to go to next step.
J File Edit ‘Yiew Favoribes Tools Help |
J SBack + = - (D 7at | Qhsearch (G Favorites £ AHistory ‘ E-SmE
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

" Advanced Setup

Setup Completed!

Please reboot the Router now.

" Management Tool

@ Done

[ [ mternet
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Step 13. Please wait a moment.

<3 BRA04W - Microsoft Internet Explorer

JE\Ie Edit Yiew Favorites Tools Help |

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

" Advanced Setup

Restarting!

The hrowser will automatic connect the Router after 30 seconds. If
not, you can click the following HTTP address.

hitp: /1921631254

" Management Tool

‘@ Timer 1sec

[ [ mternet

Step 14. The IE browser will be automatically connected to the main menu, and your
setup has completed by then. Please use your IE connect to Internet.

‘{X If you can connect to the Internet , the setting is completed. If you use the
Wireless Lan Card connection or need further setting, please continue to
section 3-4 Advanced Setup.

<3 BR404W - Microsoft Internet Explorer (5]

J File Edit Wiew Favorites Tools Help |

| ek - = - @D | @search GaFavories CAHstory | By S 2
| Address [@] hitp:/192.168.1 254 | @ “Links =

GIGABYTE

TECHNOLOGY

| SmartSotup |
| Logout | . .
Welcome to the Router Configuration

" Advanced Setup 1 The "Smart Setup” will guide you to through the
" internet connection setup autom atically

2 The &quo tSetup Wizard” will guide you to through the
" internet connection setup manually

3 The “Status” will show some basic setup information of
" the Router.

4 Using "ADVANCED Configuration” to manage the
" Router with more authority.

5 The “Management Tool” offer the other service of the
" Management Tool " Router for you.

[ [ meernet
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Step 15. If you select “PPPoE Unnumber” in the WAN TYPE SELECT, please key in the
data provided by the wideband company in the following fields as shown below.
And then press “Finish” to go to next step.

‘{K If your wideband company gives you more than one IP address, then select
one of them to fill in the column in the following fields.

<3 BRA04W - Microsoft Internet Explorer

JE\Ie Edit Yiew Favorites Tools Help |

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

= Advanced Sefup PPPoE Unnumber
User ID: l—
Password: li
WAN IP Address: | |
WAN SubnetMask: [
<< Previous M

" Management Tool

‘@ Done

[ [ [ meernet
Step 16. Press “Reboot” to go to next step.
J File Edit ‘Yiew Favoribes Tools Help |
J SBack + = - (D 7at | Qhsearch (G Favorites £ AHistory ‘ E-SmE
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

" Advanced Setup

Setup Completed!

Please reboot the Router now.

" Management Tool

@ Done

[ [ mternet
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Step 17. Please wait a moment.

<3 BRA04W - Microsoft Internet Explorer

JE\Ie Edit Yiew Favorites Tools Help |

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

" Advanced Setup

Restarting!

The hrowser will automatic connect the Router after 30 seconds. If
not, you can click the following HTTP address.

hitp: /1921631254

" Management Tool

‘@ Timer 1sec

[ [ mternet

Step 18. The IE browser will be automatically connected to the main menu, and your
setup has completed by then. Please use your IE connect to Internet.

‘{X If you can connect to the Internet , the setting is completed. If you use the
Wireless Lan Card connection or need further setting, please continue to
section 3-4 Advanced Setup.

<3 BRA04W - Microsoft Internet Explorer

JE\Ie Edit Yiew Favorites Tools Help |

| wBack - = - @ it | @search GaFavores RHstory | BN S omd [H
| Address [@] hitp:jf192.168.1 254 ~| e |JLinks »

GIGABYTE

TECHNOLOGY

| SmartSetup |
| Logout | ] .
Welcome to the Router Configuration

" Advanced Setup 1 The "Smart Setup” will guide you to through the
" internet connection setup autom atically

7 The &quo tSetup Wizard” will guide you to through the
" internet connection setup manually

3 The “Status” will show some basic setup information of
" the Router.

4 Using “"ADVANCED Configuration” to manage the
" Router with more authority.

5 The “Management Tool” offer the other service of the
" Router for you.

" Management Tool

[ [ mternet
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3-4. Advanced Setup

This section will show you the advanced setup of the GN-BR404W if you need require
special configuration.

3-4-1. Network Configuration

The Network Configuration function allows you to access to the LAN Configuration, WAN
Confguration and Multisession Configuration.

B LAN Configuration

43 BR404W - Microsoft Internet Explorer =1l
J File Edit Yiew Favorites Tools Help |

J GBack o= - (D 72t | Qisearch [3Favorites & AHistory ||%v =¥
| Address [@] hitp:/192.168.1 254 | @ “Links =

GIGABYTE |

TECHNOLOGY

PN o Hapride Yoar Liffe
WAN Configuration | Session Configuration .;

LAN Configuration

LAN IP Address  LAN Subnet Mask ~ DTCP Start Address Ei
Setup
192.166.1.254 255.255.255.0 [enable =] [192.168.1.2 1921

" Advanced Setup

Network Configuration
Wireless Configuration
Routing Table
Virtual Server

Force IP-MAC Mapping

Firewall Rule No Enable IP MAL Mo Enable IP
DNS Configuration i - i -
URL Blocking " |discle [ | | 17 [disable ] |
WPN Configuration 2 Idigab|ej | I 18 Idisablej I
s [disable =] | | 12 [disable =] |
PPP Monitor 4 |disab|ej | | 20 |disab|ej I
Reboot
Initialization s |disable 7| | | 21 [disable 7| |
Change Password _lll
Chanao WAN MAC MKl | r
|&] Done [ | mternet

€ LAN Configuration
From this table, you can modify the LAN setting if it necessary.

® Force IP-MAC Mapping
This Function allows you to assign a specific IP address to one specific PC.

Verify the desired setting and then click the “Submit” button to set the value into
GN-BR404W.
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WAN Configuration
REIE

J File Edit “ew Favorites Tools Help |

J GaBack v = - @ ot | aSearch (3] Favorites @H\stury “%v =1 E

| address [] htp:y192.168.1.254/ | P “L\nks »|
GIGABYTE" e
TECHNOLOGY e Hpprade Foum Liffe
- LAN Confi i WAN Configuration | Session Configuration .
Smart _ _
WAN Configuration
Stat ISP Ho.  Session ISP Name WAN Type Edit Delete
Lrogout 1 Main Session SmartSetup  DynamiclPAddress  Edit Delete |
2 No Selected Edlit Delete |
3 No Selected Edit Delete |
4 No Selected Edit Delete |
@7 Rt /192, 168, 1,254/ hkdacs NetwarkSetup2 Hem [T i reemet

This page is the further configuration of the WAN connection. You can setup up to 4
WAN connection entries. Each entry may has it's own connection type (PPPOE,
PPPoE Unnumber, Dynamic IP address, Static IP address) and some other properties.
For example, when you click the “Edit” button of the ISP No.1 (WAN Type: Dynamic IP
Address) on the table then there will appear the screen as follows.

/3 BR404W - Microsolft Internet Explorer == x|

J File Edit “ew Favorites Tools Help |

J <mBack v = - @ ot | aSearch (3] Favorites @H\stury “%v =1 E
| address [] htp:y192.168.1.254/ | P “L\nks »|

GIGABYTE"

TECHNOLOGY

— WAN Type Select
ISP No: 1
 PPPoE
@ Dynamic IP Address
Static IP Address
¢ PPPoE Unnumber

¢ Presdous | -

" Management Tool

|aﬂﬂe [ [ tntermet
Click “Next”.
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RE
J File Edit “ew Favorites Tools Help ﬁ
J sHBack + = - @ tat | aSearch (5] Favorites @H\stury ‘ %v =1 E
| address [] htp:y192.168.1.254/ | P “L\nks »|
bt / e I .
GIGABYTE [ /O s
TECHNOLOGY é},g-‘, L 'g,‘ <2 G _‘..._-.y‘ " Uppeade Foum Life
Smart Setup
Setup Wizard Dynamic IP Address
Status ISP No: 1
Logout ISP Name: |SmartSetup
Host Name:

Network Configuration Gateway

Wireless Configuration i

Routing Table Manual DNSA:

Virtual Server l—

Firewall Rule Manual DNS2:

DHS Configuration : . li

URL Blocking | DNS Domain Name:

VPN Configuration MTU: [1500  (Bytes)(1000 - 1500)

NAT Setup: " Disable ¢ Enable  UPnP&NAT

PPP Monitor UPnP Delete time: |unlimited *

Reboot =

Initialization << Previous | | Clear |

Change Password

Channa AN MAC =
|&] pore l_l_la Inkernet

&

ISP Name, Host Name, Gateway, DNS1 and DNS2 Address, DNS Domain
Name
Those information are provided by your ISP company.

MTU(Maximum Transmission Unit)

This defines the maximum size of the packets sent from your computer onto the
network. Any messages larger than the MTU are divided into smaller packets
before being sent. Leave this on the default value(1500) unless you have a
particular reason to change it.

NAT Setup

The Internet is expanding at an exponential rate. As the amount of information and
resources increases, it is becoming a requirement for even the smallest
businesses and homes to connect to the Internet. Network Address Translation
(NAT) is a method of connecting multiple computers to the Internet (or any other IP
network) using one IP address. This allows home users and small businesses to
connect their network to the Internet cheaply and efficiently.

Universal Plug and Play (UPnP) is an architecture for pervasive peer-to-peer
network connectivity of PCs and intelligent devices or appliances, particularly
within the home. UPnP builds on Internet standards and technologies, such as
TCP/IP, HTTP, and XML, to enable these devices to automatically connect with
one another and work together to make networking - particularly home networking
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- possible for more people.

Normal user please select “NAT enable” or “UPnP&NAT” then connect to the
Internet in general.

©® UPnP Delete Time
This variable determines the time to live in hours of a port-mapping lease when the
value of Lease Time is 0.

Note: If the WAN IP address which got form a DHCP server and the LAN IP address
are on the same subnet, the LAN IP address will be changed to another subnet

automatically and reboot the device.

Verify the desired setting and then click the “Finish” button to set the value into
GN-BR404W.

@ Other WAN Type of the WAN configuration:

PPPoE
L3
J File Edit Wiew Favorites Tools Help ﬁ
J =Back - = - @ 7l | @Search (] Favorites @Histury | %v =3 E
| address [&] hitp:jy192.168.1.254 -] @ HL.nks »
GIGABYTE = / = Ao
TECHNOLOG Y, A.' ‘ FE AR d_&_uﬁ ’:rf’h Upprade Four Life
Smart Setup PPPOE
Setup Wizard ISP No: 1
Status
ISP Name:
Logout
User ID:
Password:
Network Configuration Service Name: l—
Wireless Configuration .
Routing Tahle AC Name:
Virtual Server ’
Firewall Rule Manual DNS1:
DHS Configuration
URL Blocking - Manual DNS2:
VPN Configuration
DNS Domain Name:
Authentication Type: & Auto " CHAP " PAP =
PPP Monitor .
Rehoot Connection: * Automatic " Manual
Initialization
Change Password MTU: 1500 (Bytes)(576 - 1500)
Channo WAN MAC = ——— S =
|&] Done l_l_le Internet

© ISP Name, User ID, Password, Service Name, AC Name, DNS1 and DNS2
Address, DNS Domain Name
Those information are provided by your ISP company.
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€ Authentication Type
You may choose between “Auto”, “CHAP” and “PAP”. The default is set to “Auto”.

Challenge Handshake Authentication Protocol(CHAP). This is the preferred
method of authentication for PPP dialup links. With CHAP, the server sends a
challenge to which the remote router sends an encrypted reply containing a secret
key.

Password Authentication Protocol(PAP) is a simple authentication protocol for PPP
allowing a router to identify itself with another router by sending a simple name and
password combination. PAP is defined in RFC1334.

€ Connection
“Automatic” It connects to an ISP without delay when the router is turned on. If
connection is disconnected by something troubles, connection have
to retry to connect automatically.
“Manual” It connects to an ISP when user presses the “connection” button. If
connection is disconnected by something troubles, connection have
to stop.
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Static IP Address

2} BR404W - Microsoft Internet Explorer

J File Edit Wiew Faworites Tools Help

=la1x|

J GmBack - = - (2 el | Bisearch  [lFavorites £ AHistory ||%v =3

| Address [@] hetp:r192.168.1.254f

=] Peo HLinks »

GIGABYTE’

Static IP Address

ISP Ho: 1

ISP Name: l—

WANIP Address: [ |
WAN SubnetMask: [
WAN Gateway: l—
ManwalDNst: [
ManualDns2: [

DNS Domain Name: l—

MTU: [1500 | Bytes)(576 - 1500)

Network Configuration
Wireless Configuration
Routing Tahle

Virtual Server
Firewall Rule

DNS Configuration

URL Blocking
VPN Configuration

PPP Monitor
Rehoot UPnP Delete time: |unlimited 'I
Initialization

<< Previous | Finish C\Barl

Change Password
Chanaa WAN MAC

TECHNOLOGY -V L) . L_,.g Upprade Four Liffe

NAT Setup:  Disable ¢ Enable & UPnP&NAT

|&] Done |_|_|0 Internet

® ISP Name, WAN IP Address, WAN Subnet Mask, WAN Gateway, DNS1 and

DNS2, DNS Domain Name

Those information are provided by your ISP company. If your ISP company gives
you more than one IP address, and then select one of them to fill in the above

form.
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PPPoE Unnumber

PPPoOE unnumbered is a kind of PPPOE service provide by ISP. Using PPPoe
unnumbered, customer could having more than 1 global IP address. Maybe 8 or 16, or
more, it's all depend on ISP's server policy. One of these address should use for
router's wan IP address, others could be use behind the router.

/3 BR404W - Microsolft Internet Explorer =& x|
J File Edit ‘“ew Favorites Tools Help |

J s=Back + = - @ t | @Search [l Favarites @H\stury ‘ %v =1

| address [@] hep:/f192. 168.1 254 ~| P “L\nks £

GIGABYTE 8/
rrenmotocy S S N lppeads Yo L

1
- -

|»

PPPoE Unnumber

ISP Ho: 1
ISP Name:
User ID:

" Advanced Setup Password: [
Network Configuration Service Name: li
Wireless Configuration )

Routing Tahle AC Name: li

Virtual Server
Firewall Rule
DNS Configuration
URL Blocking
VPN Configuration

Manual DNS1: [
Manual DNS2: [

DNS Domain Name: l— e
WAN IP Address: [
WAN SubnetMask: [

Authentication Type: @ Auto © CHAP © PAP

PPP Monitor
Reboot
Initialization

Change Password
Channo WAN MAC

|&] Done |_|_|' Inkernet

© ISP Name, User ID, Password, Service Name, AC Name, DNS1 and DNS2,
DNS Domain Name, WAN IP Address, WAN Subnet Mask
Those information are provided by your ISP company.
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Multisession Configuration

The Multisession

configuration allows you to setup the priority of WAN connection after

you complete the WAN configuration. In our PPPoE multi-session, three connections
will be established in three visual interfaces. Each interface owns ip address, gateway
and netmask belong each sub network. So we can use a set of rule to routing packet.

Which packets al

I information is matched of rules, it will be routing to different gateway.

43 BR404W - Microsoft Internet Explorer (5]
J File Edit Wiew Favorites Tools Help ﬁ

| ek - = - @D ot | @search GaFavories (Amistory | By S

| Address [@] hitp:/192.168.1 254

| Peo ||nks >

GIGABYTE

TECHNOLOGY

Smart Setup
Setup Wizard
Status

Logout

Network Configuration
Wireless Configuration
Routing Table

Virtual Server
Firewall Rule

DNS Configuration

J
I ]

N Upprade YoarLife
WAN Configuration =

WAN Multi-Session Select

Main Session

ISmartSetup j

Backup Session

I Flease select below ISPj

Sub 1 Session

URL Blocking Ploasa seloct below 5P x|
Sub 1 Multi-Session Condition

PPP Monitor

Reboot Source IP Address |

Initialization L

Change Password Destination IP Address | subl

Change WAN MAC ”

Upgrade Firmware 54 Protocol :I =
& [ [ [ rtermet

On the PPPOE connection when established one connection peer to peer is call
session. If we have multi PPPoE connect at the same time. We must have way to
manager each session.

€ Backup Session

User can set
In addition, if
session.

For example,

the alternate session to the main session as the backup session.
main session is fail to connection a backup session is replace main

The main session could not connect to an ISP.

Further the backup session could not connect too, the main session
Automatic : main -> backup->main->backup.......

Manual : main->backup (Backup tries to connect once only.)

Session keep alive was no response after the main session connected. Subl or
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Sub?2 session have no backup sessions. Backup session can be set the main
session only.
Note: The backup session can be specified LAN type connection.

© Our priority of rule

SUB2 > SUB1 >MAIN

In other words, every packets pass thought the router would be matching SUB2
rule first. If it is match, packet next hop will be change to SUB2 session gateway. If
it is not, the Router check packet information matched with SUB1 rule. If it still not
matched that will be route to main session gateway.

Note:

1. Rule could be overlap for any condition.

2. All of rule in one session must be match.

3. Check order is SUB2->SUB1->MAIN, if any session rules matched. It will
jump out the check order.

4. Main session is default session. All of packets match fail will be group under
main session.

Exception:

1. If sub session connection fail, the rule also to break down. Another session
route path is alive. Packet will pass thought this session. It seems backup the
sub session use main or subl.

2. If main session is unlink or connection fail, sub1 and sub2 still by pass the
match packet.

3. Each session are independent with NAT address translation.

€ The method of setting IP address:

IP Address Description
* All IP address
192.168.1.3 Specific IP address
192.168.1.0/24 Network address(24bit netmask)
Range assigned
192.168.1.3-192.168.1.33

Separated by “~” ; no space
To allocate

192.168.1.3,192.168.0.8

Separated by comma “,” ; no space
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No assigned Ignored

€ The method of setting Host Name: (The destination IP can be assign to the IP
address or Host name)
For example as follows:

Host Name

Aw

.com.tw

www.gigabyte.com.tw
hostl.www.gigabyte.com.tw

WWW.*.com.tw

No assigned

€ The method of setting Port:

IP Address Description
* All ports
80 Specific port
Range assigned
80-110
Separated by “~” ; no space
To allocate
80,8088
Separated by comma “,” ; no space
No assigned Ignored
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3-4-2. Wireless Configuration

B Wireless LAN Configuration

~isix
J File Edit Yiew Favorites Tools Help ﬁ
J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v =N |
| Address |@ hitp: /{192, 168,1,254] | @a HLinls =
a o
GIGABYTE = /. -
Tecwnotooy SR s s Yo L
= MAC Access Control 02, 1x WwDs
Smart Setup
Setup Wizard - - o
p A Wireless Lan 802.11g Configuration
Status
Region: North America
Logout
HW Info: Atheros ARSK 802.11 Wireless LAN
RF Type: IBDZ.Hg 'l
Network Configuration Channel: |6 'l
Wireless Configuration
Routing Table SSID: IGIGAEIYTE
Virtual Server
Firewall Rule Rate: [autofbest =] Mbps
DNS Configuration . ) -
URL Blocking || Hidden SSID: |enable I
VPN Configuration Authentication
Type: Iopen system j
WEP Encryption: |disable 'I
PPP Monitor
Reboot Clear
Initialization
Change Password
Channa WAN MAC hd|
|&] pore | | mkernet
€ Region

Because of the different region has a different open channel regulation, please
check whether the default region value is your local area. If it did not appear
properly region please contact your local distributor or authorized reseller
immediately.

® HW info
The information of the Wireless Lan Card.

©® RF Type
The option of the RF type is depend on your WLAN Card. If your WLAN Card
supports the network standards of IEEE 802.11b and 802.11g, then the option will
have two setting you can select.

©® Channel

Please choose the channel, which you can get best performance. Normally, it
doesn’t need to change. The default value is channel 6.
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SSID

The SSID is the name represent the router in the wireless network. This SSID
string is case sinsitive of up to 32 ASCIl characters. The default value is
“GIGABYTE", if the setup value is the default value, like “router”. Only can accept
the computer connection, which use the wireless card SSID (or ESSID) set up, is
“router”.

Rate
You can select one of the rates among 1M, 2M, 5.5M and 11M based on your need.
The default value is “auto/best”.

Hidden SSID
This setting allows you to hide the SSID in wireless transmission. Those who don’t
know the SSID will be able connect to the router. The default value is “disable”.

Authentication Type

You may choose between “Open System”, “Shared Key”, “WPA Radius with
802.1x" and “WPA Pre-shared key”. The Authentication Type default is set to
“‘Open System”.

Open System, in which the sender and the recipient do NOT share a secret key.
Each party generates its own key-pair and asks the receiver to accept the
randomly generated key. Once accepted, this key is used for a short time only.
Then a new key is generated and agreed upon.

Shared Key is both the sender and the recipient share a secret key.

If the “Shared Key” option is selected, and then the option “disable” of the WEP
will be disabled.

WPA adius with 802.1x, if you have been using Wi-Fi for a while, you are probably
familiar with the 802.1X authentication protocol. This protocol allows users to
authenticate into a wireless network by means of a RADIUS Server. In standard
Wi-Fi, 802.1X authentication is optional. However, 802.1X authentication is a
requirement for WPA. If your environment does not have a RADIUS server in place,
you can still use WPA in spite of the 802.1X requirement. As an alternative to
RADIUS, WPA supports the use of a preshared key.
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WPA Pre-shared key, One of the biggest drawbacks to traditional WEP security is
that changing the encryption key is optional. Even if you do switch encryption keys
from time to time, there is no option for globally rekeying all access points and all
wireless NICs.

Instead, rekeying is a tedious manual process and is completely impractical for
large organizations. After all, the instant you rekey an access point, none of the
clients will be able to access it until they are also rekeyed.

But with WPA, the rekeying of global encryption keys is required. In the case of
unicast traffic, the encryption key is changed after every frame using Temporary
Key Integrity Protocol (TKIP). This protocol allows key changes to occur on a
frame by frame basis and to be automatically synchronized between the access
point and the wireless client. Global rekeying works by advertising the new keys to
wireless clients.

The TKIP is really the heart and soul of WPA security. TKIP replaces WEP
encryption. And although WEP is optional in standard Wi-Fi, TKIP is required in
WPA. The TKIP encryption algorithm is stronger than the one used by WEP but
works by using the same hardware-based calculation mechanisms WEP uses.
The TKIP protocol actually has several functions. First, it determines which
encryption keys will be used and then verifies the client's security configuration.
Second, it is responsible for changing the unicast encryption key for each frame.
Finally, TKIP sets a unique starting key for each authenticated client that is using a
preshared key.

WEP Key

Protects your information with the highest level of industry-standard WEP
encryption: 64/128/152-bit for 802.11b standard, and up to 152-bit for 802.11g
standards. When the “Disable” is selected there is no WEP encryption. When
“64bits”, “128bits” or “152bits” selected there is encrypted date transfer to prevent
unauthorized user to access the wireless network.

There are three levels of encryption 64 bits, 128 bits and 152bits. The 64 bits
encryption is referenced as a lower level encryption. The 152 bits encryption is
referenced as a higher level encryption.

The 64 bits WEP encryption use 40 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. These two
portions plus together is 64 bits encryption. Some other vendor’'s product might
refer as 40 bits encryption. It is the same thing.
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The 128 bits WEP encryption use 104 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. These two
portions plus together is 128 bits encryption. Some other vendor’'s product might
refer as 104 bits encryption. It is the same thing.

The 152 bits WEP encryption use 128 bits as a secret key, which can controlled by
user, and 24 bits as the initialize vector, which user can not control. The 152 bits

WEP encryption spawns a KEY ID containing 32 HEX digits.

B MAC Access Control of the Wireless

SE
J File Edit Wiew Favorites Tools Help ﬁ
| ek - = - @D ot | @search GaFavories (Amistory | By S
| Address [@] hitp:/192.168.1 254 | @ “Links =
] m
GIGABYTE B/ S oy
TECHNOLOGY i A&?“;'L:""",KM *I,I-"-*_f\p‘ Upprade Yoar Life
= $02.71g 802.1x wDs =
Smart Setup
Ea MAC Access Control
Status
scgaut @« Disable  Enable
Network Configuration H
Wireless Configuration MAC SEttlng
Routing Table
Virtual Server b
Firewall Rule I 17 I
DNS Configuration
URL Blocking = I 18 I

VPN Configuration

1
[ o
o o[
5
6

PPP Monitor

Reboot I 21 I

Initialization

Change Password I— 22 I—

Chanaa WAN MAC = e e [~ |
& [ [ [ rtermet

The MAC Access Control allows the router to define up to 32 hosts which are allowed
to access to the WAN port. To disable the MAC Access Control function, keep the
default value, Disable. To set up a MAC setting, click Enable.
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B 802.1x
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802.1x authentication for server-based

athentication of end users.

wireless LANs provides centralized,

2 o Eﬁ’@

Router Authentication
server

1) A client sends a “start” message to a router, which requests the identity of the
client.

2) The client replies with a response packet containing an identity, and the router
forwards the packet to an authentication server.

3) The authentication server sends an “accept” packet to the router.

4) The router places the client port in authorized state, and traffic is allowed to
proceed.

© RADIUS server IP
Please assign a IP address to the RADIUS server IP(authentication server).

© RADIUS server Port
The setting range is 1~65536.
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© Shared sercet
This filed can key in up to 256 character.

® Rekey
Under this option two setting are possible: “enable” or “disable”. The default value
is “enable”.

® WDS

Wiring is headache and complex problem on the Networking environment all the time.
The Wireless Access Point solves the connection problem between end-users and the
backbone of the network. But it still is requiring establishing a wired backbone network
on this framework.

Wireless Distribution System (WDS), the technology provide a method that use
“Wireless” to take place of the wired backbone networking, allows several of the
access points to compose a wide Wireless LAN network. However, even if the general
business or home use, the access point with WDS function has decreased the
difficultly of the wired wiring. On the real network environment, it is still need to use
wired method to connect router and access point when they want to link ISP to
Internet.

In order to built an entire wireless solution to get rid of the wiring problem. Integrate the

technology of the WDS and Routers that connect the routers and access points

through the WDS has created the concept of the Wireless Distribution.

Advantage:

1. Convenience Environment: It gets rid of the wiring problem and allows all devices
to connect through the Wireless LAN except the connection between the ISP and

routers on the networking environment.

2. Strong expansibility: It can expand the network just add new access point directly
where needs to have the network.
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WDS could be used for extend wireless ambit for router. For example, router locate at
floor 1, but the radio’'s range can't reach floor 3. In this case, customer can deploy a
access point at floor 2 and then enable WDS function of router. Then, user at floor 3
can connect to rooter at floor 1 though access point at floor 2.
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3-4-3. Routing Table
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B RIP Configuration

RIP(Routing Information Protocol) is a dynamic internetwork routing protocol primary
used in interior routing environments. A dynamic routing protocol, as opposed to a
static routing protocol, automatically discovers routes and builds routing tables.

B Static Routing Table

Under some of Internet environments, some of the subnet do not go through the
default gateway. Users can add those routing information to Static Routing Table
themselves.

©® Destination IP
The Destination IP address is the address of the network or host to which the
static route is assigned.

© Netmask

The Netmask determines which portion of a destination LAN IP address is the
network portion, and which portion is the host portion.
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©® Gateway
This is the IP address of the gateway device that allows for contact between the
router and the network or host.

® Metric
Type a numeber between 1 and 15 as the Metric value. This represents the
number of routers between your network and the destination. Usually, a setting of
2 or 3 works, but if this is a direct connection, set is to 1. The default value is 1.

Verify the desired setting and then click the “Submit” button to set the value into
GN-BR404W.
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3-4-4. Virtual Server

Virtual server setting split into two different case. Case 1 is router having only 1 global IP
address, PPPoE/DHCP/Static is this case. Case 2 is router having more than 1 global IP
address, normal having 8 or 16 IP address, PPPoE unnumbered is this case. In case 1,
virtual server only need to configure LAN host information, because WAN IP address
always the same, but in case 2, virtual server also need to configure which WAN IP address
need redirect to internal LAN host.

B DMZ Support of the Virtual Server
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If you have a computer that cannot run an Internet application (e.g. internet game,
vedio conferencing, or VPN connections) properly from behind the NAT firewall, or set
up a server which can connect to the Internet in the Intranet then you can open the
computer up to unrestricted two-way Internet access.To use the DMZ, you have to set
a static IP address for the computer. The IP Address (such as 192.168.1.2) of the
computer at the LAN terminal can be used to input to the field of LAN IP Address.

Verify the desired setting and then click the “Submit” button to set the value into
GN-BR404W.
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B PPPoE/DHCP/Static Type of the Virtual Server
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Virtual Server provides a way to let the PC at the WAN end connect to a server of a PC
at the LAN end. Taking the IP address 192.168.1.1 of a PC on a FTP at the LAN for
example:

* Protocol: TCP

» Port: 21

+ Vitrual Server IP: 192.168.1.1
+ Enable: enable

The PC at the WAN end can connect to the internal FTP server at the IP address
192.168.1.1 via the WAN end of the IP address of the FTP BR404W.

@ Interface : * means “all”,
1 means “Main session”,
2 means “Subl session”,
3 means “Sub2 session”
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PPPoOE Unnumber Type of the Virtual Server
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The PPPoE Unnumer user may have multiple global IP addresses, therefore each IP
address needs to setup specifically.

@ Your ISP may provides you a group of the Global IP,
e.g. 61.222.10.1 ~ 61.222.10.7(But only can use 61.222.10.2~61.222.10.6)

Taking the IP address 192.168.1.1 of a PC on a FTP at the LAN for example:

+ Global IP: 61.222.10.2

* Protocol: TCP

» Port: 21

+ Vitrual Server IP: 192.168.1.1
+ Enable: enable

The PC at the Global IP 61.222.10.2 can connect to the internal FTP server at the IP
address 192.168.1.1 via the WAN end of the IP address of the FTP BR404W.
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3-4-5. Firewall Rule

The Firewall Rule allows you to configure your own security policy to prevent unauthorized
Internet users from accessing private networks or corporate LAN’s and Intranets.

B Security Configuration

The security configuration provides a security list for you configure, includes Security
One-Touch Setting, Stealth Mode, and Unlawful Computer Access Detection.
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From this security setting list, you can check which you want and then click “Submit”
button to set the value into GN-BR404W.

Note: "URL Blocking" function will not work when any of the item from "Security

one-touch setting" as well as the" The full state packet inspection is used"
under "Unlawful computer access detection"” function is clicked.
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VPN Pass Through
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Virtual private networks (VPN)are secured private network connections, built on top of
publicly-accessible infrastructure, such as the Internet or the public telephone network.
VPNSs typically employ some combination of encryption, digital certificates, strong user
authentication and access control to provide security to the traffic they carry. They
usually provide connectivity to many machines behind a gateway or firewall.

GN-BR404W supports Internet-industry standards technology to provide customers
with open interoperable VPN solutions such as Internet Protocol Security (IPSec) and
Layer 2 Tunneling Protocol (L2TP) as well as Point-to-Point Tunneling Protocol
(PPTP).

€ PPTP Pass Through setting
PPTP stands for Point-to-Point Tunneling Protocol. It basically allows you to
establish a connection to a corporate network and you can share files and other
data as if your machine were actually on that local network.

@ IPSec Pass Through setting
IPSec stands for IP Security. It provides authentication and encryption over the
Internet. It functions at Layer 3 and thus secures everything on the network. It has
become a standard protocol used for virtual private networks (VPNS).

71



€ L2TP Pass Through setting

L2TP stands for Layer 2 Tunneling Protocol. It is an extension of the Point-to-Point
Tunneling Protocol and is also used to establish virtual private networks.

Enable/Disable VPN pass through. If administrator configure a host to enable VPN
pass through, router will automatically setting virtual server and firewall setting for this
host. All VPN packets will be transparent and will redirect to this host. VPN pass
side or VPN server locate at WAN
1 host can be configured as pass

through works, either VPN server behind the LAN
side. For different VPN pass through setting, only
through.
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This screen allows you to edit the firewall rule table

table, there will appear the screen as shown below.
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manually. It helps protect your local
network against attack from outside and provides a method of restricting users on the
local network from accessing the Internet. Additionally, it can filter out specific packets
to trigger the router to place an outgoing connection. Please click “Add” to edit the rule
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© Rule Number (No.)
From 1~64, rule 1 has highest priority, rule 64 has lowest priority

® Policy
Under this option two settings are possible: “accept” or “drop”.

® Direction
Sets the direction of packet flow. For the Data Filter:

a. W->L, WAN to LAN, specifies the rule for filtering incoming packets.
b. L->W, LAN to WAN, specifies the rule for filtering outgoing packets.

® Protocol

Specifies the protocol(s) this static rule will apply to. Under this option eight
settings are possible: “TCP”, “UDP”, “TCP & UDP”, “TCPEST”, “ICMP”, “GRE”,

HES P"’ “*".

©® Log
Enable or disable the log function for this rule.

Verify the desired setting and then click the “Submit” button to set the value into

GN-BR404W.
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3-4-6. DNS Configuration
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B DNS Replay

The default value of the DNS replay is “Enable”. The DNS query packets will send
through the router. When a DNS query packet enters the router, and the router will
sends an answer to the host that sent the DNS query packet. And then users have to

set the IP address of the router as the IP address of the DNS.

B Dynamic DNS

The Router offers a Dynamic Domain Name Server service. The Dynamic DNS allows
you to assign a fixed host and domain name to a dynamic Internet IP address. It is very
useful when combined with the “Virtual Servers” feature. It allows Internet users to
contact to your virtual severs using a URL, rather than an IP address. Before you to
use this feature, please register for an account with one of the dynamic DNS service at

http://www.dyndns.orq.

a s wbdhe

You can Disable or Enable the Dynamic DNS service.

Select the name of your dynamic DNS service provider.
Type the Domain Name(or Host Name) that your dynamic DNS provider gave you.
Type the login Name(or Username) and Password for your dynamic DNS account.
If your dynamic DNS provider allows the use of wildcards in resolving your URL,

you may select the Enable wildcard to active this function.


http://www.dyndns.org/

3-4-7 URL Blocking Configuration
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The Router allows you to restrict access based on web address and web address
keywords.

1. To disable the URL Blocking function, keep the default value, Disable. To set up a
URL Blocking setting, click Enable.
2. To type a keyword or domain in the Keyword box.

Verify the desired setting and then click the “Submit” button to set the value into
GN-BR404W. Or you can click “Reset URL Blocking” to reset the URL Blocking
configuration.

After you configure the URL Blocking, please reboot the Router.
Note: "URL Blocking" function will not work when any of the item from "Security

one-touch setting" as well as the " The full state packet inspection is used" under
"Unlawful computer access detection” function is clicked.
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3-4-8 VPN Configuration

A VPN is a secure, private communication tunnel between two or more devices across a
public network (like the Internet). These VPN devices can be either a computer running
VPN software or a special device like a VPN enabled router. It allows your home computer
to be connected to your office network or can allow two home computers in different
locations to connect to each over the Internet.

Clients and Servers

A VPN server is a piece of hardware or software that can acts as a gateway into a whole
network or a single computer. It is generally ‘always on’ and listening for VPN clients to
connect to it.

A VPN Client is most often a piece of software but can be hardware too. A client initiates a
‘call to the server and logs on. Then the client computer can server network can
communicate. They are on the same ‘virtual’ network. Many broadband routers can 'pass’
one or more VPN sessions from your LAN to the Internet. Each router handles this
differently.

The Gigabyte router is a IPSec VPN which support following function:
1. Groups for Diffie-Hellman key negotiation - group 2, modp 1024-bit
2. Encryption transforms - Triple DES

3. Authentication transforms -HMAC using MD5

sl
J File Edit Wiew Favorites Tools Help ﬁ
| ek - = - @D ot | @search GaFavories (Amistory | By S

| Address [@] hitp:/192.168.1 254 | @ “Links =

[+
I

Gl N Upprade Your Liffe

GIGABYTE

TECHNOLOGY
Setup Wizard

Status

Logout

Network Configuration
Wireless Configuration
Routing Tahle VPN Configuration
Virtual Server
Firewall Rule

: @ Dj o
bie Configuration [ wen | @ Disable € Enable
URL Blocking Destination
VPN Configuration ‘ Ho ‘ Hame ‘ Latzvavilk ‘ Subnet
| 1 [ et [ 19512703 |[ 255255550
PPP Honitor | N ceer| [
Reboot
Initialization —
Change Password
Change WAN MAC
Upgrade Firmware
BackUp/Restore
Log Information
C‘.—ug.n MAlvtnm s LI
@7 http:{f192.168. 1.254/cgi-bin{SetData. cgirshowyPHL [ [ meernet
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Click “Add” button to add a new VPN.

43 BR404W - Microsoft Internet Explorer _[&lx
J File Edit Yiew Favorites Tools Help ﬁ

J GBack o= - (D 72t | Qisearch [3Favorites & AHistory ||%v =¥

| Address [@] hitp:/192.168.1 254/

| Pe ||nks >

TECHNOLOGY

Smart Setup
Setup Wizard
Status

Logout

Network Configuration
Wireless Configuration
Routing Table

Virtual Server
Firewall Rule

DNS Configuration
URL Blocking

VPN Configuration

PPP Monitor
Rehoot
Initialization
Change Password
Channo WAN MAC

GIGABYTE"

=l

st

ATV
e sk s AR AR

Uppride Your Life

ADD VPN Configuration
Name: Itest

Source Subnet/Netmask: |255 2RR2RR0 ;|255 ZRR2RR0

& Gateway to Gateway Mode

Remote IP |195 127.03
Destination Address: Remote Gateway |1 95127.0.253

SubnetNetmask [255.255.2550  ;[255.255.256.0
" Host to Gateway Mode

Authentication Type: IPreshare Key 'l
Key: |123\
<< Previous | I Clear |

|@ Done

[ [ @ meernet

Name You can give a name for the VPN.

Source Subnet/Netmask Enter the router’'s subnet.

Destination Address
® Gateway to Gateway Mode, allows you to setup the connection of the router to

another router. Please enter the remote(router2) IP address, Gateway address
and subnet netmask.

® Host to Gateway, allows the PCs connect to the router.

Authentication Type (Preshare Key) Please enter a key for the router to authorize each

other.

Verify the desired setting and then click the “Submit” button to set the value into

GN-BR404W.
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Click the VPN hyperlink to edit the VPN configuration.

3 BRADAW - osoft Internet Exnplorer

J File Edit Wiew Favorites Tools Help

| ek - = - @D | @search GaFavories CAHstory | By S 2
| Address [@] hitp:/192.168.1 254 | @ “Links =

GIGABYTE

TECHNOLOGY

Advanced Setup

VPN Configuration

| VPH: & Disable ¢ Enable
Destination . .
‘ No ‘ MName ‘ Gateway IP ‘ Subnet CIICk to edlt the
Management T60] | 1 | test [ 19512703 |[ 255255255 . .
| Clor | At VPN configuration.

[ [ meernet

J File Edit Yiew Favorites Tools Help |

J Back + = - B 7t | Qisearch [3Favorites & AHistory ||%v S m =
| Address [@] hitp:/192.168.1 254/ | @ “Links =

GIGABYTE"

TECHMNOLOGY

Edit VPN Configuration
Name: Itest

Advanced Setup Source Subnet/Netmask: |255 2RR2RR0 ;|255 ZRR2RR0

& Gateway to Gateway Mode

Remote IP |195 127.03
Destination Address: Remote Gateway |1 95127.0.253

SubnetNetmask [255.255.2550  ;[255.255.256.0
" Host to Gateway Mode

Authentication Type: IPreshare Key 'l
Management Tool Key: |1 23

&1 Done [ [ meernet
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3-5. Management Tool

This section will show you how to use the management tool to manage and maintain your

wireless broadband router.

3-5-1. PPP Monitor

The PPP Monitor will show you the WAN connection status. We can disconnect ppp
anytime by pressing the “disconnection” button. We also can connect to an ISP again by
pressing the “connection” button. When each session connects to an ISP again, each
session, which are main, sublor sub2, inherits the attribute of previous connection.

43 BR404W - Microsoft Internet Explorer

=181

J File Edit Yiew Favorites Tools Help

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v =N |

| address |1 hitp:/f102.168.1 254/

| @a HLinls =

LS M %::}'-’.-.-f,ﬂﬂ \‘"“l‘i{,;;_\ "

Setup Wizard |

Status

Logout

PPP Monitor

Main Session
Network Configuration ISP Name® Unused

Wireless Configuration
Routing Table Connection Status:  Unused
Virtual Server

Upprade Yoar Liffe

Connection

Disconnectian

Firewall Rule
DNS Configuration Sub 1 Session
URL Blocking
VPN Configuration ISP Mame:  Unused

Connection Status:  Unused

Connection

Disconnection

PPP Monitor .
Reboot Sub 2 Session
Initialization s ISP Mame:  Lnused

Change Password

Change WAN MAC Connection Status: Unused

Upgrade Firmware

Connection

Disconnection

BackUp/Restore
Log Information =

e Lo

|@ Done

79

| | mkernet



3-5-2. Reboot

This function allows you to restart the GN-BR404W.

43 BR404W - Microsoft Internet Explorer =]

J File Edit Yiew Favorites Tools Help |

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v SxE

| Address |@ hitp: /{192, 168,1,254] | @a HLinls =

GIGABYTE"

TECHHNOLOGY

Advanced Setup

Reboot V!

You can push the Reboot button to reboot the Router
now.

M t Tool
lanagement ool

| | mkernet
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3-5-3. Initilization

You can use this function to initial the router to factory defult value. Or you can press the
“init” botton on the GN-BR404W about 5sec, then the router will be restart and the system
setting will restore to the factory default value.

43 BR404W - Microsoft Internet Explorer =]

J File Edit Yiew Favorites Tools Help |

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v SxE

| Address |@ hitp: /{192, 168,1,254] | @a HLinls =

GIGABYTE"

TECHHNOLOGY

" Advanced Setup

Initialization !

You can push the Initialization button to initial the Router
to factory default.

M ment Tool tializati
lanagement Too! Initialization

| | mkernet
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3-5-4. Change Password

User can change the administration password of the GN-BR404W to prevent other user
access to the GN-BR404W. Please enter the account and a new password and confirm the
password and then click “Submit”. You have to enter this new password to log in when you
want to configure the GN-BR404W next time.

43 BR404W - Microsoft Internet Explorer _[&lx

J File Edit Yiew Favorites Tools Help |

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v =N |

| Address |@ hitp: /{192, 168,1,254] | @a HLinls =

GIGABYTE |

TECHNOLOGY - fl .:-"‘(' Upprade Foar Life

Network Configuration
Wireless Configuration
Routing Table

Virtual Server
Firewall Rule

DNS Configuration

Change Administrator Password

Account:

URL Blocking New P o
VPN Configuration ew Fassword:
* Management Tool Confirm Password:
Submit Cl
PPP Monitor _Iear
Reboot
Initialization

Change Password
Change WAN MAC
Upgrade Firmware
BackUp/Restore
Log Information

e Lo

[& [ | 4 tnternet
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3-5-5. Change WAN MAC

If your ISP company asks you to use the original MAC address. You can select the “Assign
WAN MAC” and enter the “New WAN MAC Address”. The MAC address is from your
Network Interface Card (NIC) that you registered with your ISP company. If you want to
restore to the factory default value, please select “Restore Default WAN MAC”. Verify the
desired setting and then click the “Submit” button.

%3 BR404W - Microsoft Internet Explorer

J Eile Edit Wiew Faworites Tools  Help |

J <Back - = - (D ot | iQhsearch (G| Favorites £ #History | B-S =
| Address @ http: 192, 165.1.254] ~| oo “Links »

GIGABYTE'

TECHNOLOOGY

Change WAN MAC Address

% Restore Defalut WAN MAC  © Assign WAN
MAC

" Management Tool

MAC Type: XXX 00300 XX XX
New WAN MAC Address: |

2002 Gagabyte Technology Co., Ltd.
All rights reserved.

@] [ [ [ mntermet
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3-5-6. Upgrade Firmware

This tool allows you to upgrade the latest firmware of the GN-BR404W using a file provided
by Gigabyte. You can download the upgraded firmware version from Gigabyte website.
Please click “Browse” and select your desired upgrade file (firmware version), and then
click “Upgrade”.

43 BR404W - Microsoft Internet Explorer _[&lx

J File Edit Yiew Favorites Tools Help |

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v =N |

| Address |@ hitp: /{192, 168,1,254] | @a HLinls =

GIGABYTE |

TECHHNOLOGY

ST Yo Yiar Life

" y auun
Wireless Configuration
Routing Table
Virtual Server
Firewall Rule
DNS Configuration
URL Blocking
VPN Configuration

PPP Monitor
Reboot
Initialization
Change Password
Change WAN MAC
Upgrade Firmware
BackUp/Restore
Log Information
Save Maintenance
Help

Ping

About

Upgrade Firmware
Please select the firmware file you want to upgrade.

I Browse...
Upgrade

[& [ | 4 tnternet
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3-5-7. BackUp Restore

The “BackUP” button allows you to save the configuration of the GN-BR404W to a temp file

on your PC. You can then click the “Restore” button to restore the saved backup
configuration file.

43 BR404W - Microsoft Internet Explorer =]

J File Edit Yiew Favorites Tools Help |

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v SxE

| Address |@ hitp: /{192, 168,1,254] | @a HLinls =

GIGABYTE"

TECHHNOLOGY

A : Hpprade Yoar Life

BackUP

Backup system configuration to file.

BackUP

" Management Tool

Restore
Please select the file to restore system configuration.

I Browse... |

2002 Gigabyte Technalogy Co., Ltel.
All rights reserved.

| | mkernet
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3-5-8. Log Information

From here, you can veiw the record of the firewall log, WAN connection and the UPnP log.
If you want to reload the data of the log list, please click “Check Again” button.

B Firewall Log

a BR404W - Microsoft Internet Explorer =& il

J File Edit ‘“ew Favorites Tools Help |

J dBack + = - (D t | @ search [l Favorites & #History ‘I%- =3 BE|

| address [@] hetp:/r192.168.1 254

GIGABYTE"

TECHNOLOGY

j et “L\nks &

s
WAN Connectio

Firewalf Log

Firewall Log List
0-0 (Totaloy

q 0o q .. Sender Sender Receiver Receiver q
No Session Description Policy Direction P Port P Port Protocol Tim«

1

Check Again Clear |

" Management Tool

2002 Gigalbyke Technology Co., Lid.
Al rights reservad.

|

| 5
lilil. Internet
B WAN Connection
ZBR404W Microsoft InternetExplorer e = [

J File Edit Wew Favorites Tools Help |

J dBack - = - tat | Qsearch  GelFavories  (#History ‘%v =1 BE|

| address [@] htp:/f192.168.1,254)

GIGABYTE" Sy,

TECHNOLOGY _"";"_I((W%-Zﬁﬂ

j 6o |JL\nks £

a'f

- Firewall i og WAN Connection | UPnP Log .
Smart A ;
— WAN Connection Log List
Status 1-5 (Totala)
e No Time Connection Type Event
1 1016 19:27:33 DHCP ACK(10.1.2.20)
2 1016 19:27:33 DHCP REQUEST
3 1016 19:27:33 DHCP OFFER(10.1.2.20)
4 1016 19:27:33 DHCP DISCOWER
a 10416 19:27:32 Power On
1
Check Again Clear
|&] Dore [ [ |4 mtermet
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m  UPnP Log

/3 BR404W - Microsolft Internet Explorer =12

J File Edit ‘“ew Favorites Tools Help |

J dBack - = - t | B 5earch [l Favorkes ¢ #History “%v =N BE|

| address [@] hep:/f192. 168.1 254 ~| P “L\nks £
GIGABYTE" = m
TECHNOLOGY il Uppeade Your Life
et Firewall Log WAN Connection | UPrP Log .
Smart B
—_ UPnP Log List
Status 0-0 (TotalO)
" LAN External
L
ogout No Time Status LAN IP Port Protocol Port
1
Check Again Clear
|&] Done |_|_|. Inkernet

3-5-9. Save Maintenance

Please save the log and the status information if you have the support requirement. And
then send this file to Gigabyte supporting team for further investigation your question.

a BR404 Microsoft Internet Explorer i

J File Edit Yiew Favorites Tools Help |

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v SxE

| Address |@ hitp: /{192, 168,1,254] | @a HLinls =

GIGABYTE"

TECHHNOLOGY

" Management Tool

Save Maintenance Information

If you have support request, please push the "SAVE"
button to save the Log and Status information. You can
send this file to our supporting team for further
investigation your question. Thank You.

2002 Gigabyte Technalogy Co., Ltel.
All rights reserved.

| | mkernet
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3-5-10. Ping

This “Ping” tool allows you to verify the status of the IP address on the network. Please
enter a IP address then click “Ping”.

43 BR404W - Microsoft Internet Explorer =]

J File Edit Yiew Favorites Tools Help |

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v SxE

| Address |@ hitp: /{192, 168,1,254] | @a HLinls =

GIGABYTE"

TECHHNOLOGY

Management Tool

IP Address:

m Clear |

2002 Gigabyte Technalogy Co., Ltel.
All rights reserved.

| | mkernet
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3-5-11 Help

The Help tool can guide you the configuration information of the router.
=1E] ]

J File Edit Wiew Favorites Tools Help |

| #=Eack - = - @ ot | @search GaFavories (Amistory | By S

| Address |@] hitp:/f192. 168.1.254/othersjHelp. Englsh. htm

| Peo ||nks >

-

Help
Setup Wizard
Status
Logout
Advanced Setup Network Configuration

Wireless Configuration Static Routing Table

Virtual Server Firewall Rule DHS Configuration

URL Blocking
Management Tool PPP Monitor Reboot Initialization
Change Password Upgrade Firmware Backup/Restore
Log Information Save Maintenance Ping
About
Setup Wizard
Setup wizard could guide you to complete the necessary steps for the setup, which include LAM setting am
WWAN setting. -
4 | _»I_I
|&] ’_l_la Internet

3-5-12 About

This page show you the product name and firmware version.

3 BRAO4W - Mi net Explorer

J File Edit Wiew Favorites Tools Help

=181

| ek - = - @D ot | @search GaFavories (Amistory | By S

| Address [@] hitp:/192.168.1 254

| Peo ||nks >

TECHNOLOGY
o y auun
Wireless Configuration
Routing Table
Virtual Server
Firewall Rule
DNS Configuration
URL Blocking
VPN Configuration

PPP Monitor
Reboot
Initialization
Change Password
Change WAN MAC
Upgrade Firmware
BackUp/Restore
Log Information
Save Maintenance
Help
Ping
About

About Router
Product: BR404WY

Firmware Version: 1.051

|@ Done
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3-6. Status

You can use this status screen to view the router’s current connection status.and
configuration. The main menu includes LAN information, DHCP information, WAN
configuration information, LAN Ethernet Status, WAN Ethernet Status, Wireless Status,
ARP Table, DHCP Lease Table, Routing Table and UPnP Mapping Table.

43 BR404W - Microsoft Internet Explorer _[&lx
J File Edit Yiew Favorites Tools Help |

J dBack - = - B i | Qisearch [FFavorites {4Histary ||%v =N |
| Address |@ hitp: /{192, 168,1,254] | @a HLinls =

GIGABYTE"

TECHHNOLOGY

Hpprade Yoar Life

Smart Setup

Status

LANIP 1 Address :  192.168.1.254
LAN Netmask 1: 255.255.255.0
LAN IP 2 Address :
LAN Metmask 2 :

Network Configuration
Wireless Configuration
Routing Table

Virtual Server
Firewall Rule

DNS Configuration
URL Blocking

VPN Configuration

PPP Monitor
Reboot
Initialization

Change Password
Thannao WAN MAT

|&] pore | | mkernet

LAN DHCP Status : Enable

LAN DHCP StartIP :  192.168.1.2

LAN DHCP End IP :  192.168.1.33

Session Name: Main{Backup) Session

ISP Humber: 1
ISP Name: SetupWizard
WAN Type: PPPoE Unnumber
WAN IP Address: Unavailahle

B LAN Ethernet Status
151

JE\\E Edit View Favorites Tools  Help ‘

| ek - = - D A | @search [CelFavarkes (HHstory | By S H

| address [&] http:192.168.1.254) =] @oo [|unks >

GIGABYTE'

TECHNOLOGY . Wime ’ IV r___,.t', Upprade Your Life

LAN Ethernet Status
MAC: 00:20:ED:00:00:00
MTU: 1500

RX packets: 245

TX packets: 348

RX bhytes : 30522

Network Configuration
Wireless Configuration
Routing Table

Virtual Server
Firewall Rule

DHS Configuration

URL Blocking TX hytes: 204391
VPN Configuration

PPP Monitor

Rehoot

Initialization

Change Password
Chanaa WAN MAC

&7 bane [ [ [4@ ternet
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MAC  This field displays the MAC address being used by the LAN port of the router.

MTU  The maximum size of the packets sent from your computer onto the network.

Rx packets  The number of the packets received on this port since reset or manual
clear.

Tx packets The number of packets transmitted on this port since reset or manual
clear.

Rx bytes The current reception bandwidth used on the LAN ports.

Tx bytes The current transmission bandwidth used on the LAN ports.

WAN Ethernet Status

/3 BR404W - Microsoft Internet Explorer =1=]x]
J Elle Edit Wiew Favortes Tools Help ‘
| wgack - = - (@ [ | Dsearch GaFavortes CHistory | By Somd 2]
| address [&] htep:f192.185.1.259/ x| @a |JLin>s &

GIGABYTE | /| e

SEEOUGLRET J:f.'_ﬁ a/ e ‘;_«.—w‘ v;d’ X Upprade Your Life

Smart Setup [
Setup Wizard
Status
Lagout WAN Ethernet Status
MAC: 00:20:ED:1C:2E:08

Network Configuration MTU: 1500

Wireless Configuration RX packets: 60

Routing Table

V.irlual Server TX packets: 25

E:;?;L;Ri;:ﬁalinn RX hytes : 6835

URL Blocking . | TX bytes: 5197

VPH Configuration

| <cProvious |

PPP Monitor

Rehoot

Initialization

T =
&7 0o [ [ tmternet
MAC  This field displays the MAC address being used by the WAN port of the router.
MTU  The maximum size of the packets sent from your computer onto the network.
Rx packets  The number of the packets received on this port since reset or manual

clear.

Tx packets The number of packets transmitted on this port since reset or manual

clear.

Rx bytes The current reception bandwidth used on the WAN ports.
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Tx bytes The current transmission bandwidth used on the WAN ports.

Wireless Status

From this page, you can get the current Wireless LAN connection information.

/3 BR404W - Microsoft Internet Explorer (=15

J Eile Edit wiew Favorites Tools Help ‘i
| wpak - =5 - @D [H A Bsearch GaFevortes (Ao | By Sl 2

| address [£] hep:/192.168.1.254]

GIGABYTE'

TECHNOLOGY

x| @a HLin»s »

Wireless Status

Type: 11y
ESSID : GIGABYTE
"~ Management Tool Channel: 6
RTS Threshold : 2346
Fragment Threshold : 2346
WEP Encryption : off

MAC: 00:20:ED:83:E7:75
RX packets: 20385
TX packets: 142
1719490
TX bytes : 16674

<<Previous

RX bytes :

2002 Gagabyrs Technalegy Ce., Liel.
All rights resesved

[T i rternet

ARP Table

The ARP Table will show you the mapping of the IP address and MAC address of the
PCs.

<3 BR404W - Microsoft Internet Explorer (5]

J File Edit Wiew Favorites Tools Help |

| ek - = - @D | @search GaFavories CAHstory | By S 2

| Address [@] hitp:/192.168.1 254

GIGABYTE

TECHNOLOGY

| Peo ||nks >

ARP Table

" Advanced Setup

IP Address MAC Address

192.168.1.2 00:20:ED:01:9E:94
10.1.2.253 00:08:A4:D0:4C:CA
10.1.2.37 00:50:FC:20:BD:31

<<Previous

" Management Tool

[ [ meernet
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B DHCP Lease Table

From this table, you can get the information of the IP assignment.

JE\\E Edit  Wiew Favortes Tools  Help ‘

| wgack - = - (@ [ | Dsearch GaFavortes CHistory | By Somd 2]

| address [&] htep:f192.185.1.259/ x| @a |JLin>s &

GIGABYTE'

TECHNOLOGY

" Advanced Setup

DHCP Lease Table

IP Address MAC Address TTL
192.168.1.2 00:20:ed:01:9e:94 4 hours,56 minutes,44 seconds

<<Previous

"~ Management Tool

&7 bane [ [ [4@ ternet

m  Routing Table
The Routing table can show you the routing information of the router.
icrosoft Internet E == x|
| Fle Edt View Favortes Took Help

| gack - = - (D [H 43| Qsearch GgFavortes AHstory | By S w5

| Address |@ http://192.168.1,254/ x| P |JLin>s »

GIGABYTE'

TECHNOLOGY

[ amart sotup
ST

Routing Table

" Advanced Setup

Destination Netmask Getway Metric Interface

192.168.1.0 255.255.255.0 = o LAN
10.1.2.0 255.255.255.0 = 0 WAN
Default 0.0.0.0 10.1.2.253 0 WAN

<<Previous

" Management Tool

|&] pane [ [ |4 mternet
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m  UPnP Port Mapping Table

From this table, you can get the UPnP Port Mapping information of the router.
B omsoss -Mirosoftimemet porer T

| Ble Edt View Favortes Toos Help ‘

| gack - = - (D [H 43| Qsearch GgFavortes AHstory | By S w5

| Address |@ http://192.168.1,254/ x| P |JLin>s »

GIGABYTE'

TECHNOLOGY

| SmartSetup
. Logout

“Advanced Setup UPnP Port Mapping Table
& Port Mapping usage: 0/128
UPnP Auto Delete Time: indefinite

A External Internal Remote Host Lease Create
No. Status Client IP Protocol Port Port P Timae  Time

<< Previous Clear

" Management Tool

e

|&] pane [ [ |4 mternet
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3-7. Logout

As you finished the configuration of the GN-BR404W, please choose “Logout”.
@ After 5 minutes idle time, the system will be logout automatically.
=l

Thank you for using Router Web Management

Enjoy the internet!!
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4. Troubleshooting

This chapter gives information about troubleshooting your wireless broadband router. Read
the descriptions below to help you diagnose and solve the problem.

Q: What to do if you forget your password or forget the IP address of the router?
A: Please press the “init” bottom on the router. The router will be restart and the system
setting will restore to the default value.

Q: Unable to connect to the Internet?
A: 1. Please confirm whether or not the power cord is connected properly, and the
power indicating light of the router is normal.
2. Please confirm whether or not all of the settings described in this manual are
set.
3. Please confirm if ADSL or Cable Modem operates properly, and if the ISP
network service expires.
4. Please confirm if your network cable is connected properly, and the LED status
is normal.
Q: What is the IEEE802.11b standard?
A: It also referred to as 802.11 High Rate or Wi-Fi. It is an extension to 802.11 that
applies to wireless LANS and provides 11 Mbps transmission (with a fallback to 5.5,
2 and 1 Mbps) in the 2.4 GHz band. 802.11b uses only DSSS. 802.11b was a 1999
ratification to the original 802.11 standard, allowing wireless functionality
comparable to Ethernet.
Q: Unable to access the router’s Web Configuration Interface?
A: 1. Please check the Ethernet connection between the PC and the router is
correctness.
2. Make sure your computer’s IP address is on the same subnet as the router.
3. Make sure you are using the correct login information.
Q: Where is the router installed on the network?
A: In atypical environment, the router is installed between the ADSL or Cable Modem

and the LAN. Plug the router into the Ethernet port of the ADSL or Cable Modem.
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> Q

> Q

> Q

Can the router act as DHCP server?
Yes. The router has the DHCP server function built-in.

What is WEP?

Wired Equivalent Privacy. Security mechanism defined within the 802.11 standard
designed to make the link integrity of the wireless medium equal to wired cable. Data
privacy mechanism based on a 40 bits (128 bit optional ) shared key algorithm, as
described in the IEEE 802.11 standard.

What is the IEEE802.11g standard?

IEEE 802.119g standard specifies data rates of up to 54 Mbits/s in the 2.45-GHz

band. It uses orthogonal frequency division multiplexing (OFDM), mandatory
provisions have been made within the standard to make it inherently compatible with
the well-established 802.11b standard at 11 Mbits/s, which uses complementary code
keying (CCK) modulation. Both .11g and .11b operate at ranges of up to 300 feet.
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Appendix A: Glossary

ADSL

Asymmetric digital subscriber line (ADSL) is a new modem technology that converts
existing twisted-pair telephone lines into access paths for high-speed communications of
various sorts.

Auto-MDI/MDIX

On a network hub or switch, an auto-MDI/MDIX port automatically senses if it needs to act
as a MDI or MDIX port. The auto-MDI/MDIX capability eliminates the need for crossover
cables.

Auto-negotiate
To automatically determine the correct settings. The term is often used with
communications and networking.

DHCP

The Dynamic Host Configuration Protocol (DHCP) is an Internet protocol for automating the
configuration of computers that use TCP/IP. DHCP can be used to automatically assign IP
addresses, to deliver TCP/IP stack configuration parameters such as the subnet mask and
default router, and to provide other configuration information such as the addresses for
printer, time and news servers.

DMZ

In computer networks, a DMZ (demilitarized zone) is a computer host or small network
inserted as a "neutral zone" between a company's private network and the outside public
network. It prevents outside users from getting direct access to a server that has company
data. Typically, the DMZ contains devices accessible to Internet traffic, such as Web (HTTP )
servers, FTP servers, SMTP (e-mail) servers and DNS servers.

DNS

The Domain Name System (DNS) is a distributed Internet directory service. DNS is used
mostly to translate between domain names and IP addresses, and to control Internet email
delivery. Most Internet services rely on DNS to work, and if DNS fails, web sites cannot be
located and email delivery stalls.
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Dynamic IP Address
An IP address that is automatically assigned to a client station in a TCP/IP network,
typically by a DHCP server.

Firewall

A system designed to prevent unauthorized access to or from a private network. Firewalls
can be implemented in both hardware and software, or a combination of both. Firewalls are
frequently used to prevent unauthorized Internet users from accessing private networks
connected to the Internet, especially intranets. All messages entering or leaving the intranet
pass through the firewall, which examines each message and blocks those that do not
meet the specified security criteria.

Gateway
A device, usually a router, that connects hosts on a local network to other networks.

IP Address
Every machine on the Internet has a unique identifying number, called an IP Address. A
typical IP address looks like this: 216.27.61.137

IPSec

IPSec stands for IP Security. It provides authentication and encryption over the Internet. It
functions at Layer 3 and thus secures everything on the network. It has become a standard
protocol used for virtual private networks (VPNS).

MAC Address
On a local area network (LAN) or other network, the MAC (Media Access Control) address
IS your computer's unique hardware number. Usually written in the form 01:23:45:67:89:ab

MTU
The size in bytes of the largest packet that can be sent or received.

NAT
A technique by which several hosts share a single IP addree for access to the Internet.

Ping (Packet Internet Groper)

A utility to determine whether a specific IP address is accessible. It works by sending a
packet to the specified address and waiting for a reply. PING is used primarily to
troubleshoot Internet connections.
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SSID
The SSID is the name represent the router in the wireless network.

PPPOE
Point-to-Point over Ethernet is a protocol for connecting remote hosts to the Internet over
an always-on connection by simulating a dial-up connection.

Router

A device that forwards data packets along networks. A router is connected to at least two
networks, commonly two LANs or WANSs or a LAN and its ISP network. Routers are located
at gateways, the places where two or more networks connect.

Subnet Mask

A mask used to determine what subnet an IP address belongs to. An IP address has two
components, the network address and the host address. Subnetting enables the network
administrator to further divide the host part of the address into two or more subnets.

TCP/IP
TCP/IP (Transmission Control Protocol/Internet Protocol), the suite of communications
protocols used to connect hosts on the Internet.

VPN

Virtual private networks are secured private network connections, built on top of
publicly-accessible infrastructure, such as the Internet or the public telephone network.
VPNSs typically employ some combination of encryption, digital certificates, strong user
authentication and access control to provide security to the traffic they carry. They usually
provide connectivity to many machines behind a gateway or firewall.

WAN

Wide Area Network, a communication network that covers a relatively large geographic
area, consisting of two or more LANs. Broadband communication over the WAN is often
through public networks such as the ADSL or Cable systems, or through leased lines or
satellites. In its most basic definition, the Internet could be considered a WAN.

WEP

WEP (Wired Equivalent Privacy) is a data privacy mechanism based on a 64/128-bit shared
key algorithm, as described in the IEEE 802.11 standard.
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Appendix B: General Public License

Licensing Information

This product includes copyrighted software license owned by third-party under terms of the GNU General Public License. Texts of the GPL are included with
every CD shopped with our product. All future firmware updates will also be accompanied with their related source code on our website.

Please refer to the following GNU General Public License for further details of this License.

Specially, the parts of this product listed below are subject to the GNU General Public License.
. The Linux operating system kernel

1
2. The iptables packet filter and NAT software

3. The busybox swiss army knife of embedded linux
4. The udhcpd DHCP client/server implementation
5. The rp-pppoe PPPOE client implementation

6. The pppd PPP daemon implementation

7. The ez-ipupdate ddns implementation

8. The zebra routing daemon implementation

9. The iproute2 implementation

10. The PCMCIA card manage implementation

11. The freeswan VPN implementation

The Copyright for All listed Software packages are owned by their respective authors, please refer to the source code via our website for further details.

Availability of Source Code

Gigabyte Tech. has provided the full Source Code of the GPL Licensed Software on our website. All future firmware updates will also be accompanied with
their related source code.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General Public License is intended to
guarantee your freedom to share and change free software--to make sure the software is free for all its users. This General Public License applies to most of
the Free Software Foundation's software and to any other program whose authors commit to using it. (Some other Free Software Foundation software is
covered by the GNU Library General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that you have the freedom
to distribute copies of free software (and charge for this service if you wish), that you receive source code or can get it if you want it, that you can change the
software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights. These restrictions
translate to certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that you have. You must make
sure that they, too, receive or can get the source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission to copy, distribute and/or
modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this free software. If the software
is modified by someone else and passed on, we want its recipients to know that what they have is not the original, so that any problems introduced by others
will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free program will individually
obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free
use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be distributed under the terms of
this General Public License. The "Program”, below, refers to any such program or work, and a "work based on the Program" means either the Program or
any derivative work under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without limitation in the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of running the Program is not
restricted, and the output from the Program is covered only if its contents constitute a work based on the Program (independent of having been made by
running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the
absence of any warranty; and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and copy and distribute such
modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:
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a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program or any part thereof, to be licensed
as a whole at no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started running for such interactive use in the most
ordinary way, to print or display an announcement including an appropriate copyright notice and a notice that there is no warranty (or else, saying that you
provide a warranty) and that users may redistribute the program under these conditions, and telling the user how to view a copy of this License. (Exception: if
the Program itself is interactive but does not normally print such an announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program, and can be reasonably
considered independent and separate works in themselves, then this License, and its terms, do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as part of a whole which is a work based on the Program, the distribution of the whole must be on
the terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.
Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to exercise the right to control
the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the Program) on a volume of a storage or
distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the terms of Sections 1 and 2
above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost of physically performing source
distribution, a complete machine-readable copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This alternative is allowed only for noncommercial
distribution and only if you received the program in object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work, complete source code means all the
source code for all modules it contains, plus any associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not include anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component itself
accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent access to copy the source
code from the same place counts as distribution of the source code, even though third parties are not compelled to copy the source along with the object
code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any attempt otherwise to copy, modify,
sublicense or distribute the Program is void, and will automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or distribute the Program
or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license from the original licensor to
copy, distribute or modify the Program subject to these terms and conditions. You may not impose any further restrictions on the recipients' exercise of the
rights granted herein. You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent issues), conditions are imposed
on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution of the Program by all
those who receive copies directly or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is intended to apply and the section
as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any such claims; this section has
the sole purpose of protecting the integrity of the free software distribution system, which is implemented by public license practices. Many people have
made generous contributions to the wide range of software distributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces, the original copyright holder who
places the Program under this License may add an explicit geographical distribution limitation excluding those countries, so that distribution is permitted only
in or among countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies to it and “any later version”,
you have the option of following the terms and conditions either of that version or of any later version published by the Free Software Foundation. If the
Program does not specify a version number of this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to the author to ask for
permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for
this. Our decision will be guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY
WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to make it free software which
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everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively convey the exclusion of
warranty; and each file should have at least the "copyright" line and a pointer to where the full notice is found.

one line to give the program's name and an idea of what it does.

Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program; if not, write to the Free Software

Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details

type ‘'show w'. This is free software, and you are welcome

to redistribute it under certain conditions; type “show c'

for details.

The hypothetical commands ‘show w' and “show ¢' should show the appropriate parts of the General Public License. Of course, the commands you use may be
called something other than “show w' and “show c'; they could even be mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for the program, if necessary. Here is
a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright
interest in the program “Gnomovision'

(which makes passes at compilers) written

by James Hacker.

signature of Ty Coon, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a subroutine library, you may consider

it more useful to permit linking proprietary applications with the library. If this is what you want to do, use the GNU Lesser General Public License instead of this
License.
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Limited Warranty

1-Year Warranty

Gigabyte warrants to the original consumer/purchaser that the product free from defects
in material and workmanship for no limited time from the original manufactory shipment
date. This warranty does not cover the product if it is damaged in the process of being
installed or improperly used.

Gigabyte may replace or repair the product with either new or reconditioned parts.
Repaired or replaced products will be returned to you at the same revision level as
received or higher at Gigabyte’s option. Gigabyte reverses the right to replace
discounted products with an equivalent generation product.

KEEP THIS STUB FOR YOUR PURCHASING RECORD

Customer:

Phone No:
Address:

Email:

Model:

Serial:

Date of Purchase:
Place of Purchase:
From Whom:

Distributor:

Customer Satisfaction

GIGA-BYTE TECHNOLOGY CO., LTD.
No.6, Bau Chiang Road, Hsin-Tien, Taipei Hsien, Taiwan, R.O.C.
Tel: 886-2-89124888
Fax:886-2-89124007
http://www.gigabyte.com.tw

Technical Support
E-mail: networksupport@gigabyte.com.tw

104


mailto:networksupport@gigabyte.com.tw

	Precautions for Products With Modems, Telecommunications, or
	Federal Communications Commission (FCC) Statement
	European Community Directive Conformance Statement
	Introduction
	1-1. Contents of Your Shipment
	1-2. Physical Interface
	1-3. LED Indicators
	1-4. Key Features
	1-5. Specification

	System Connection & Installation
	2-1. ADSL/Cable Modem Requirements
	2-2. PC Hardware Requirement at the PC End
	2-3. Connection for Ethernet User
	2-4. Connection for PCMCIA Wireless Adapter User

	3. Configuration
	3-1. Preparation
	3-2. Setup at Your PC End
	3-2-1. The Settings Under Windows2000
	3-2-2. Setup Under the Windows 95/98/Me
	3-2-3. Setup Under Windows XP

	3-3. Setup for Broadband Router
	3-4. Advanced Setup
	3-4-1. Network Configuration
	PPPoE
	PPPoE Unnumber
	Host Name



	3-4-2. Wireless Configuration
	3-4-3. Routing Table
	3-4-4. Virtual Server
	3-4-5. Firewall Rule
	3-4-6. DNS Configuration
	3-4-7 URL Blocking Configuration
	3-4-8 VPN Configuration
	Destination Address


	3-5. Management Tool
	3-5-1. PPP Monitor
	3-5-2. Reboot
	3-5-3. Initilization
	3-5-4. Change Password
	3-5-5. Change WAN MAC
	3-5-6. Upgrade Firmware
	3-5-7. BackUp Restore
	3-5-8. Log Information
	3-5-9. Save Maintenance
	3-5-10. Ping
	3-5-11  Help
	3-5-12 About

	3-6. Status
	3-7. Logout

	4.  Troubleshooting
	Appendix A: Glossary
	ADSL
	Asymmetric digital subscriber line (ADSL) is a new modem tec
	Auto-MDI/MDIX
	Auto-negotiate
	DHCP
	DMZ
	DNS
	Firewall
	Gateway
	IP Address
	IPSec
	MAC Address
	MTU
	NAT
	SSID
	PPPoE
	Router
	Subnet Mask
	TCP/IP
	VPN
	WAN
	1-Year Warranty

	KEEP THIS STUB FOR YOUR PURCHASING RECORD







