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Notice

This publication is protected by federal copyright law. No part of this publication may be copied or distributed,
transmitted, transcribed, stored in a retrieval system, or translated into any human or computer language in any form or
by any means, electronic, mechanical, magnetic, manual or otherwise, or disclosed to third parties without the express
written permission of Paradyne Corporation, 8545 126th Ave. N., Largo, FL 33773.

Paradyne Corporation makes no representation or warranties with respect to the contents hereof and specifically
disclaims any implied warranties of merchantability or fithess for a particular purpose. Further, Paradyne Corporation
reserves the right to revise this publication and to make changes from time to time in the contents hereof without
obligation of Paradyne Corporation to notify any person of such revision or changes.

Changes and enhancements to the product and to the information herein will be documented and issued as a new
release to this manual.

Warranty, Sales, Service, and Training Information

Contact your local sales representative, service representative, or distributor directly for any help needed. For additional
information concerning warranty, sales, service, repair, installation, documentation, training, distributor locations, or
Paradyne worldwide office locations, use one of the following methods:

m Internet: Visit the Paradyne World Wide Web site at www.paradyne.com. (Be sure to register your warranty at
www.paradyne.com/warranty.)

m  Telephone: Call our automated system to receive current information by fax or to speak with a company
representative.
— Within the U.S.A., call 1-800-795-8004

— Outside the U.S.A., call 1-727-530-2340

Document Feedback

We welcome your comments and suggestions about this document. Please mail them to Technical Publications,
Paradyne Corporation, 8545 126th Ave. N., Largo, FL 33773, or send e-mail to userdoc @paradyne.com. Include the
number and title of this document in your correspondence. Please include your name and phone number if you are
willing to provide additional clarification.

Trademarks

Acculink, ADSL/R, Bitstorm, Comsphere, DSL the Easy Way, ETC, Etherloop, FrameSaver, GranDSLAM, GrandVIEW,
Hotwire, the Hotwire logo, iMarc, Jetstream, MVL, NextEDGE, Net to Net Technologies, OpenLane, Paradyne, the
Paradyne logo, Paradyne Credit Corp., the Paradyne Credit Corp. logo, Performance Wizard, ReachDSL, StormPort,
TruePut are registered trademarks of Paradyne Corporation.

Connect to Success, Hotwire Connected, JetFusion, JetVision, MicroBurst, PacketSurfer, Quick Channel, Reverse
Gateway, Spectrum Manager, and StormTracker are trademarks of Paradyne Corporation.

All other products or services mentioned herein are the trademarks, service marks, registered trademarks, or
registered service marks of their respective owners.
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A Important Safety Instructions
1. Read and follow all warning notices and instructions marked on the product or included in the manual.

2. Slots and openings in the cabinet are provided for ventilation. To ensure reliable operation of the product and to
protect it from overheating, these slots and openings must not be blocked or covered.

3. Do not allow anything to rest on the power cord and do not locate the product where persons will walk on the power
cord.

4. Do not attempt to service this product yourself, as opening or removing covers may expose you to dangerous high
voltage points or other risks. Refer all servicing to qualified service personnel.

5. General purpose cables are used with this product for connection to the network. Special cables, which may be
required by the regulatory inspection authority for the installation site, are the responsibility of the customer. Use a
UL Listed, CSA certified, minimum No. 24 AWG line cord for connection to the Digital Subscriber Line (DSL)
network.

6. When installed in the final configuration, the product must comply with the applicable Safety Standards and
regulatory requirements of the country in which it is installed. If necessary, consult with the appropriate regulatory
agencies and inspection authorities to ensure compliance.

7. Arare phenomenon can create a voltage potential between the earth grounds of two or more buildings. If products
installed in separate buildings are interconnected, the voltage potential may cause a hazardous condition. Consult
a qualified electrical consultant to determine whether or not this phenomenon exists and, if necessary, implement
corrective action prior to interconnecting the products.

8. Input power to this product must be provided by one of the following: (1) a UL Listed/CSA certified power source
with a Class 2 or Limited Power Source (LPS) output for use in North America, or (2) a certified transformer, with a
Safety Extra Low Voltage (SELV) output having a maximum of 240 VA available, for use in the country of
installation.

9. In addition, since the equipment is to be used with telecommunications circuits, take the following precautions:
— Never install telephone wiring during a lightning storm.
— Never install telephone jacks in wet locations unless the jack is specifically designed for wet locations.

— Never touch uninsulated telephone wires or terminals unless the telephone line has been disconnected at the
network interface.

— Use caution when installing or modifying telephone lines.

— Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a remote risk of
electric shock from lightning.

— Do not use the telephone to report a gas leak in the vicinity of the leak.

CE Marking

When the product is marked with the CE mark on the equipment label, a supporting Declaration of Conformity may be
downloaded from the Paradyne World Wide Web site at www.paradyne.com. Select Library — Technical Manuals —
CE Declarations of Conformity.

FCC Part 15 Declaration

An FCC Declaration of Conformity may be downloaded from the Paradyne World Wide Web site at www.paradyne.com.
Select Support -> Technical Manuals -> Declarations of Conformity.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device
may not cause harmful interference, and (2) this device must accept any interference received, including interference
that may cause undesired operation.

The authority to operate this equipment is conditioned by the requirement that no modifications will be made to the
equipment unless the changes or modifications are expressly approved by the responsible party.
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This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

m  Reorient or relocate the receiving antenna.
®  Increase the separation between the equipment and receiver.
m  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

m  Consult the dealer or an experienced radio/TV technician for help.

Notice to Users of the United States Telephone Network
The following notice applies to versions of the modem that have been FCC Part 68 approved.

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the Administrative Council for
Terminal Attachment (ACTA). On the bottom side of this equipment is a label that contains, among other information, a
product identifier in the format US:AAAEQ##TXXXX. If requested, this number must be provided to the Telephone
Company.

This equipment is intended to connect to the Public Switched Telephone Network through a Universal Service Order
Code (USOC) type RJ11C jack. A plug and jack used to connect this equipment to the premises wiring and telephone
network must comply with the applicable FCC Part 68 rules and requirements adopted by the ACTA. A compliant
telephone cord and modular plug is provided with this product. It has been designed to be connected to a compatible
modular jack that is also compliant.

The Ringer Equivalence Number (or REN) is used to determine the number of devices that may be connected to a
telephone line. Excessive RENs on a telephone line may result in the devices not ringing in response to an incoming
call. In most but not all areas, the sum of RENs should not exceed five (5.0). To be certain of the number of devices that
may be connected to a line, as determined by the total RENs, contact the local Telephone Company. The REN for this
product is part of the product identifier that has the format US:AAAEQ##TXXXX. The digits represented by ## are the
REN without a decimal point. For example, 03 represents a REN of 0.3.

If the modem causes harm to the telephone network, the Telephone Company will notify you in advance that temporary
discontinuance of service may be required. But if advance notice is not practical, the Telephone Company will notify the
customer as soon as possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is
necessary.

The Telephone Company may make changes in its facilities, equipment, operations or procedures that could affect the
operation of the equipment. If this happens, the Telephone Company will provide advance notice in order for you to
make necessary modifications to maintain uninterrupted service. If trouble is experienced with the modem, refer to the
repair and warranty information in this document.

If the equipment is causing harm to the telephone network, the Telephone Company may request that you disconnect
the equipment until the problem is resolved.

The user may make no repairs to the equipment.

Connection to party line service is subject to state tariffs. Contact the state public utility commission, public service
commission or corporation commission for information.

If the site has specially wired alarm equipment connected to the telephone line, ensure the installation of the modem
does not disable the alarm equipment. If you have questions about what will disable alarm equipment, consult your
Telephone Company or a qualified installer.
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Notice to Users of the Canadian Telephone Network

NOTICE: This equipment meets the applicable Industry Canada Terminal Equipment Technical Specifications. This is
confirmed by the registration number. The abbreviation IC before the registration number signifies that registration was
performed based on a Declaration of Conformity indicating that Industry Canada technical specifications were met. It
does not imply that Industry Canada approved the equipment.

NOTICE: The Ringer Equivalence Number (REN) for this terminal equipment is labeled on the equipment. The REN
assigned to each terminal equipment provides an indication of the maximum number of terminals allowed to be
connected to a telephone interface. The termination on an interface may consist of any combination of devices subject
only to the requirement that the sum of the Ringer Equivalence Numbers of all the devices does not exceed five.

If your equipment is in need of repair, contact your local sales representative, service representative, or distributor
directly.

A\ CANADA - EMI NOTICE:

This Class B digital apparatus meets all requirements of the Canadian interference-causing equipment regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du reglement sur le matérial brouilleur du
Canada.

Japan Notices

ZOEEIL. FRUBEESEFEESIRABES (VCCI) 0EiE
ICEDLK 7S XA BHEREMERTY. COXBIX. FERBETHEATSIZ L
EENELTVETY, ZOEBNSIARTFLED 3 D 2EBICHERELT
FHINZ L, ZEEELIIESEITIENHDET.

HRGARBICH O TELVERDENWELTTFE N,

This is a Class B product based on the standard of the Voluntary Control Council for
Interference from Information Technology Equipment (VCCI). If this is used near a radio or
television receiver in a domestic environment, it may cause radio interference. Install and use
the equipment according to the instruction manual.
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About This Guide

Document Purpose and Intended Audience

This guide contains detailed information about the 6218-11 router. It is intended for

all users of the router.

Document Summary

6218-A2-GB23-00

Section

Description

Chapter 1, Introduction

Describes the features of the router.

Chapter 2, Hardware
Installation and PC Setup

Shows how to connect the router and set up your PC to
manage the router.

Chapter 3, Device Information

Explains how to use the web interface to obtain
statistics and other information about the router.

Chapter 4, Quick Setup

Describes the Quick Setup configuration process.

Chapter 5, Advanced Setup

Describes configuration of the advanced router
features.

Chapter 6, Diagnostics

Describes the test screen.

Chapter 7, Management

Describes the management functions of the router,
including backing up and restoring configuration
settings, viewing the system log, configuraing access
control, and upgrading software.

Appendix A, Specifications

Lists the specifications of the router.

Index

Lists key terms, concepts, and sections in alphabetical
order.

A master glossary of terms and acronyms used in Paradyne documents is
available online at www.paradyne.com. Select Support — Technical Manuals —

Technical Glossary.
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About This Guide

Product-Related Documents

Complete documentation for Paradyne products is available online at
www.paradyne.com. Select Support — Technical Manuals.

To order a paper copy of a Paradyne document, or to speak with a sales
representative, please call 1-727-530-2000.
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Introduction

Introduction

Features

6218-A2-GB23-00

Congratulations on becoming the owner of a 6218 wireless router.

This User’s Guide will show you how to set up the router, and how to customize its
configuration to get the most out of this product.

The 6218 router has the following features:

m  Built-in Asynchronous Digital Subscriber Line (ADSL) modem which offers
G.dmt, G.lite, T1.413, ADSL2, Annex L, and ADSL2+ to meet different linking
speeds from your Internet Service Provider (ISP)

m  Four 10/100BaseT Ethernet ports to provide Internet connectivity to
computers on your Local Area Network (LAN)

m  802.11g Wi-Fi wireless support to provide Internet connectivity to all wireless
devices on your LAN

m  Easy-to-use configuration program accessible through a standard web
browser
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1. Introduction

System Requirements

Parts List

1-2

In order to use the 6218 wireless router for Internet access, you must have the
following:

ADSL service subscription from your ISP

A PC with:

An Ethernet 10/100BaseT network interface card
A processor equivalent to or faster than a Pentium Il 133 MHz
32 MB RAM or greater

Windows 95b, 98, 98SE, 2000, ME, NT, or XP (Note: Windows 95 requires
the installation of the Winsock program, not included.)

(Optional) An Ethernet hub or switch, if you wish to connect the router to
several computers on an Ethernet network.

For system configuration using the supplied web-based program: a web
browser such as Internet Explorer Version 6.0 or later. Netscape is not
supported.

In addition to this document, your 6218 wireless router should come with the

following:

B 6218 wireless router

m  Power adapter

m  Ethernet cable (RJ45, straight-through type)
m  Phone cable (RJ11)
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1. Introduction

Front Panel

6218-A2-GB23-00

The front panel contains LED indicators that show the status of the unit.

M
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Figure 1-1.  Front Panel LEDs

Table 1-1. Front Panel Label and LEDs

Label Color Function

xDSL LNK Green On: ADSL link is established.

Flashing: ADSL link is established and active.
Off: No ADSL link.

xDSL ACT Green Off: No PPP connection is established or the connection is
not used.

Blinking: a PPP connection is being attempted.

Solid: A PPP connection is established.

Flickering: There is activity over the link.

LAN 1-4 Green On: The Ethernet interface is successfully connected to a
device through the LAN port.

Flashing: Data transfer at LAN connection

Off: No LAN link

ALARM Red On: ADSL is not connected.

Off: ADSL is connected.

POWER Green On: Unit is powered on.

Off: Unit is powered off.
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1. Introduction

LAN4 LAN3 LAN2 LAN1

LINE

SO w @ |

05-17714

The rear panel contains the ports for the router's data and power connections.

Table 1-2. Rear Panel Labels and Connectors

Function

Connects to your ADSL line

Connects the router to Ethernet devices on your LAN, such
as your PC's Ethernet port, or the uplink port on a hub or
switch

To reset the router to its default settings

Connects to the supplied power adapter

Rear Panel
ON/OFF POWER
OF =
[+)
DEFAULT
Figure 1-2. Back Panel
Label
LINE
LAN 1-4
RESET/DEFAULT
POWER
1-4
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Hardware Installation and

PC Setup

Overview

6218-A2-GB23-00

This chapter provides basic instructions for connecting the router to a computer or
a LAN and to the Internet using DSL. The first part provides instructions to set up
the hardware, and the second part describes how to prepare your PC for use with
the router.

It is assumed that you have already subscribed to DSL service with your Internet
service provider (ISP).
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2. Hardware Installation and PC Setup

Connecting the Hardware

2-2

Shut down your PC and any other equipment before connecting it to the router. To
connect your router:

p Procedure

1. Verify that the router’s power switch is in the Off (outward) position. Verify that

any PCs and other LAN devices you will attach (such as hubs or switches) are
turned off.

. Use the provided modular phone cable to connect the LINE jack of the router

to your RJ11 wall jack.

. Use the provided Ethernet cable to connect your computer to the router.

Attach one end of the Ethernet cable to one of the LAN ports on the back of
the router and connect the other end to the Ethernet port or Network Interface
Card (NIC) in your PC.

Connect any other PCs, hubs, and switches to the remaining LAN ports. Either
a crossover or a straight-through Ethernet cable can be used: the router
determines the type of signal required.

. Connect the cylindrical power plug into the POWER connector on the back of

the device. Next:

— If you have a wall-mount adapter, plug the AC adapter into a wall outlet or
a power strip.

— If you have a table-top adapter, use the AC power cord to connect the
adapter to a wall outlet or power strip.

The supplied power adapter may look different than the one illustrated here.

5. Turn on your PC and any other LAN devices, such as hubs or switches.
6. Turn on the router using its power switch.

7. Verify that the router's LEDs are illuminated as shown in Table 2-1.
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2. Hardware Installation and PC Setup

6218-A2-GB23-00

D

ON/OFF POWER

LAN4 LAN3 LAN2 LAN1 LINE \

” RE
@ IEI S cowson.s
DEFAULT

Figure 2-1. Hardware Installation

Table 2-1. LED Indicators

This LED... Should be:

POWER Solid green to indicate that the device is turned on. If this light is not
on, check if the power adapter is attached to the router and plugged
into an AC power source.

STATUS Solid green to indicate that the router can communicate with your ISP
via ADSL, or flashing when the router is trying to connect to your ISP.

ACTIVITY Flashing when the device is sending or receiving data over the ADSL
connection.

LAN Solid green to indicate that the device can communicate with your PC

via Ethernet, or flashing when the router is sending or receiving data
over Ethernet.

If the LEDs are illuminated as expected, the router is working properly.
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2. Hardware Installation and PC Setup

Configuring Your Computer

Before you can access the router over the LAN you have to configure your PC's
TCP/IP address to be 192.168.1.x (where x is any number between 3 and 254),
with a subnet mask of 255.255.255.0. Your router's default IP address is
192.168.1.1.

If you know the version of Windows that you use, go to the appropriate section
below to learn how to set the IP address of your PC. To determine the version of
Windows running on your PC, click on the Windows Start button, then click on
Run... in the Start menu. Type winver in the Open selection box and click on OK.

= Type the name of a program, folder, document, or
5 Internet resource, and Windows will open it for you.

Open: | virver, b |

[ DKD@J[ Cancel | | Browse... |

Figure 2-2. Windows Run Dialog

The Windows version is displayed.

About Windows

Copyright € 1985-2001
Microsoft Corporation

Microsoft & Windows
Version 5.1 (Build 2600, xpsp_sp2_gdr.050301-1519 ; Service Pack 2)
Copyright © 1981-2001 Microsoft Corporation

This product is licensed under the terms of the End-User
License Agreement to:
Bruce

Physical memory available to Windows: 523,248 KB

Figure 2-3. Windows Version
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2. Hardware Installation and PC Setup

Windows XP

6218-A2-GB23-00

1. In the Windows task bar, click on the Start button, and then click on Control
Panel.

2. Double-click on the Network Connections icon.

3. In the LAN or High-Speed Internet window, right-click on the icon
corresponding to your network interface card (NIC), and select Properties.
(Often this icon is labeled Local Area Connection). The Local Area Connection
dialog box displays with a list of currently installed network items.

4. Ensure that the check box to the left of the item labeled Internet Protocol
(TCP/IP) is checked, and click on Properties.

‘_g I"jl.o:lﬂtl_tlr_ Connections - =101 %]
Fie Edt Vew Favortes Tools Advanced Help | &
Ov - © - §| Pmen s |15 5 X 9|
Agnifess Iﬂ_; Metwork Connections j =

LAN or High-Speed Internet

Wizard

F ol Mew Connection Wizard ﬁ Metwork Setup Wizard
| w3 "
| G

Figure 2-4. Network Connections (Windows XP)
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2. Hardware Installation and PC Setup

L Local Area Connection 2 Properties 2| x|
Authentication | Advanced |

Connect using:

I 58 Intel(R) Pro/100 VM Network Adapter

Configure... I

This conrnection uses the following items:

1 12 Chent for Microsoft Networks

v .|§I File and Printer Sharing for Mictosoft Networks
=

Internet Protocal [TCP/P)

Install.. Drinstat Properties
| (Ca==_)

~ Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network, protocol that provides communication

actoss diverse interconnected networks.
|

[ Show icon in notification area when connected

oK Cancel |

Figure 2-5. Local Area Connection Properties (Windows XP)

5. In the Internet Protocol (TCP/IP) Properties dialog box, click on the radio
button labeled Use the following IP address. Type an address between
192.168.1.3 and 192.168.1.254 in the IP Address field (192.168.1.20 is shown
here as an example) and 255.255.255.0 in the Subnet Mask field.

Internet Protocol (TCP/IP) Propetties o 21|

General |

*fou can get [P zettings assigned automatically if your nebwork suppoarts
thiz capability. Otherwize. pou need to ask vour network. administrator for
the appropriate [P settings.

{ i tic:ally

—{% Uze the following IP address:J
1P address:
Subnet mask: i TRl R T |
Diefault gateway: l—

" [Ohtain DS server address automatically

—{% Lge the following DNS server addresses:

FPreferred DMS zerver: l . . .
Alternate DNS server: I . . .

Advanced... |
ak I Cancel |

Figure 2-6. TCP/IP Properties (Windows XP)

6. Click on OK twice to confirm your changes, and close the Control Panel.
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2. Hardware Installation and PC Setup

Windows 2000

10.

11.

12.

Windows ME

6218-A2-GB23-00

. In the Windows task bar, click on the Start button, point to Settings, and then

click on Control Panel.
Double-click on the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click on the Local Area
Connection icon, and then select Properties.

The Local Area Connection Properties dialog box display a list of currently
installed network components. If the list includes Internet Protocol (TCP/IP),
the protocol has already been enabled; skip to Step 10.

If Internet Protocol (TCP/IP) does not appear as an installed component, click
on Install.

In the Select Network Component Type dialog box, select Protocol, and then
click on Add.

. Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click

on OK.

You may be prompted to install files from your Windows 2000 installation CD
or other medium. Follow the instructions to install the files.

If prompted, click on OK to restart your computer with the new settings.

After restarting your PC, double-click on the Network and Dial-up Connections
icon in the Control Panel.

In Network and Dial-up Connections window, right-click on the Local Area
Connection icon, and then select Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol
(TCP/IP), and then click on Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click on the radio
button labeled Use the following IP address. Type an address between
192.168.1.3 and 192.168.1.254 in the IP Address field and 255.255.255.0 in
the Subnet Mask field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.

. In the Windows task bar, click on the Start button, point to Settings, and then

click on Control Panel.
Double-click on the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click on the Network
icon, and then select Properties.

The Network Properties dialog box displays a list of currently installed network
components. If the list includes Internet Protocol (TCP/IP), the protocol has
already been enabled; skip to Step 11.
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2. Hardware Installation and PC Setup

10.

11.

12.

13.

If Internet Protocol (TCP/IP) does not appear as an installed component, click
on Add.

In the Select Network Component Type dialog box, select Protocol, and then
click on Add.

Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click
on OK.

You may be prompted to install files from your Windows Me installation CD or
other media. Follow the instructions to install the files.

If prompted, click on OK to restart your computer with the new settings.

After restarting your PC, double-click on the Network and Dial-up Connections
icon in the Control Panel.

In Network and Dial-up Connections window, right-click on the Network icon,
and then select Properties.

In the Network Properties dialog box, select TCP/IP, and then click on
Properties.

In the TCP/IP Settings dialog box, click on the radio button labeled Use the
following IP address. Type an address between 192.168.1.3 and
192.168.1.254 in the IP Address field and 255.255.255.0 in the Subnet Mask
field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.

Windows 95 and Windows 98

2-8

1.

In the Windows task bar, click on the Start button, point to Settings, and then
click on Control Panel.

Double-click on the Network icon.

The Network dialog box displays a list of currently installed network
components. If the list includes TCP/IP, the protocol has already been
enabled. Skip to step 9.

If TCP/IP does not appear as an installed component, click on Add. The Select
Network Component Type dialog box appears.

Select Protocol, and then click on Add.
The Select Network Protocol dialog box appears.

Click on Microsoft in the Manufacturers list box, and then click on TCP/IP in
the Network Protocols list box.

. Click on OK to return to the Network dialog box, and then click on OK again.

You may be prompted to install files from your Windows 95/98 installation CD.
Follow the instructions to install the files.

. Click on OK to restart the PC and complete the TCP/IP installation.
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2. Hardware Installation and PC Setup

10.
11.

12.

Windows NT 4.0

11.

6218-A2-GB23-00

After restarting your PC, open the Control Panel window, and then click on the
Network icon.

Select the network component labeled TCP/IP, and then click on Properties.

If you have multiple TCP/IP listings, select the listing associated with your
network card or adapter.

In the TCP/IP Properties dialog box, click on the IP Address tab.

Click in the radio button labeled Use the following IP address. Type an address
between 192.168.1.3 and 192.168.1.254 in the IP Address field and
255.255.255.0 in the Subnet Mask field.

Click on OK twice to confirm and save your changes. You will be prompted to
restart Windows. Click on Yes.

. In the Windows NT task bar, click on the Start button, point to Settings, and

then click on Control Panel.
In the Control Panel window, double click on the Network icon.
In the Network dialog box, click on the Protocols tab.

The Protocols tab displays a list of currently installed network protocols. If the
list includes TCP/IP, the protocol has already been enabled. Skip to Step 9.

If TCP/IP does not appear as an installed component, click on Add.

In the Select Network Protocol dialog box, select TCP/IP, and then click on
OK.

You may be prompted to install files from your Windows NT installation CD or
other medium. Follow the instructions to install the files.

After all files are installed, a window appears to inform you that a TCP/IP
service called DHCP can be set up to dynamically assign IP information.

Click on Yes to continue, and then click on OK, if prompted, to restart your
computer.

After restarting your PC, open the Control Panel window, and then double-click
on the Network icon.

In the Network dialog box, click on the Protocols tab.

In the Protocols tab, select TCP/IP, and then click on Properties.

. In the Microsoft TCP/IP Properties dialog box, click on the radio button labeled

Use the following IP address. Type an address between 192.168.1.3 and
192.168.1.254 in the IP Address field and 255.255.255.0 in the Subnet Mask
field.

Click on OK twice to confirm and save your changes, and then close the
Control Panel.
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2. Hardware Installation and PC Setup

Logging in to Your Router

This section shows how to connect to the router's web interface, configure
settings, and observe some statistics of your Internet connection.

1. Open your Web browser, and type the following URL in the address/location
box, and press Enter:

http:/192.168.1.1
This is the default IP address for the LAN port on the router.

A login screen appears.

Enter Network Password 2 x|

Fleaze type yaur user name and paszsword.

Site: 19216811
R ealm DSL Router
zer Mame ||

Pazzwaord I

[ Save thiz pazzword in your password list

] Cancel

Figure 2-7. Login Screen

If you have problem connecting to the router, verify that your PC is properly
configured within the subnet of the router's default IP address 192.168.1.1.
Setup is described in Configuring Your Computer on page 2-4.

2. Enter your user name and password, and then click on OK to display the home
page of the router's web interface. There are two default user name and
password combinations:

Table 2-2. Default User Names and Passwords

User Name Password Capability

user user Can display device status, but cannot change or save
configuration options.

admin admin Can perform all functions.

You can change the passwords at any time.
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2. Hardware Installation and PC Setup

The home page is shown in Figure 2-8.

/7 ADSL Router - Microsoft Internet Explorer

, =181
Fle Edt Vew Favortes Tools Hep

peck - =5 - @ A A | Qoearch GFavortes Freda B EN- S

Address |&] http:/[192,168.1.1/

PARADYNE

@G0 | Links **

& welcome Device Info
-] Device Info
[ Quick Setup This information reflects the current status of your DSL connection.
_J Advanced Setup
@ V\f"‘”egl Line Rate - Upstream (Kbps): 800
[] Diagnosties -
(1 Management Line Rate - Downstream (Kbps): |8000
Software Version: 2-20-02-0300. 42pB017b.d15
Bootloader {CFE) Version: 1.0.37-5.16
LAN IP Address: 192.166.1.1
Default Gateway:
Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.166.1.1
{&] Dane

[ [ [ e ntemnet

Figure 2-8. Web Interface Home Page
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Device Information

Status Summary

6218-A2-GB23-00

Display the general status report for the router by clicking on Summary under

Device Info (Figure 3-1).

& welcome

Route
[ arp
----- [[] Ouick Setup
-] Advanced Setup
-] Wireless

----- [] Diagnostics
=-] Management

£ Device Info
-] Summary
] waAN

Device Info

Board ID:

WLl

Software Yersion:

3-00-03-0200.42pR018b2.d15h

Bootloader (CFE) Yersion:

1.0.37-0.7

Wireless Driver Yersion:

3.91.41.0

This information reflects the current status of your DSL connection.

Line Rate - Upstream (Kbps):

Line Rate - Downstream (Kbps):

LAN IP Address: 192.168.1.1
Default Gatewray:

Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.1

Figure 3-1.

Status Summary
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3. Device Information

WAN

Display the WAN status report from the by clicking on WAN under Device Info

(Figure 3-2).

(& welcome
=143 Device Info
i[5 Summary
- Owan
B3 Statistics
[ LAN
[ wian
[JaTM
[ apsL
[ Route
[ ARP
[ Quick Setup
&1 Advanced Setup
& (] Wireless
- D Diagnostics
-1 Management

WAN Info

State |Status

P
Address

Service

Con.
Name

)

Category

VPI/VCI

Interface

Name

Protocol

IGMP | QoS

Figure 3-2.

WAN Status

When a WAN connection is configured, the screen looks like Figure 3-3.

i Warlcome
= i hewien bedo
':l Sauminiany
_1TWAN

= Seatistics
CLam
_]eWAN
_1ATM
L]ansL
] Rty
L] AAP
o Quiizk Seduip
W3 Advamced Sedup
B Wirsess
o Mainescs o
3 Management

WA Info
S vice

B g sty st

WL It
aMa JEF:

et Tacs
i

popos_3 201 | pop 3 401

Profacs | e

FFRCd,

S | Sate

Dizshied | Dieabied | Eratisd

Satus | 1P Addiiress

Up 120734131

Figure 3-3.

WAN Status with WAN Connection

September 2005

6218-A2-GB23-00



3. Device Information

L AN Statistics

Display LAN statistics by clicking on LAN under Statistics (Figure 3-4).

(& welcome Statistics -- LAN
E-Z3 Device Info

. B %Ar:lmary Interface Received Transmitted
£l Statistics Bytes |Pkts [Errs |Drops Bytes |Pkts Errs |Drops
D LAN

D WAN Ethernet (22107 661 |0 u] 156210 (660 |0 0

|:| ATM Wireless (7363 B9 |0 u] 183306 |12z |0 u]
-[3 ADSL

-[] Route

-[] ARP

----- [1 Quick Setup Reset Statistics
-] Advanced Setup

-] Wireless

----- [ Diagnostics

#-1 Management

Figure 3-4. LAN Statistics

WAN Statistics

Display WAN statistics by clicking on WAN under Statistics (Figure 3-5).

& welcome WAN Statistics
ElZ3 Device Info
E \?\If:;rimaw [service[vP1/YCIProtocol [nterface| Received [ Transmitted |
53 Statistics | | ‘ | PvtesttsFrrspropspvtespktsFrrsprops|
: D LAN

D WAN

E gg‘L Reset Statistics |

; Route

[ ARP

[ Quick Setup
B[] Advanced Setup
B[] Wireless

-] Diagnostics
&[] Management

Figure 3-5. 'WAN Statistics
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3. Device Information

ATM Statistics

Display ATM statistics by clicking on ATM under Statistics (Figure 3-6).

S welcome Statistics — ATM
£33 Device Info
% a;l‘;:‘maw ATM Interface Statistics
=43 Statistics n | ow | I In |InHec Ir:,".“:,a'.'d TEP D':I In P11 anrI' I"TD freuit :r:;j&“; In GFC
~[JLAN Octets |Octets |Errors [Unknown | Errors pivel ot BNt ppors o yRe Errors
Errors Errors Cells | Errors Errors
o o o o a o a a o a o o
AALS Interface Statistics

[ Quick Setup lln Dctetsput Dctetsl[n Ucast Pktsbut Ucast Pktshn Errursbut Errursl[n Discardsput Discardsl
-] Advanced Setup [ o o [ o [ o [ ] o | o | o |
B[] Wireless

Diagnaostics AALS VCC Statistics

&[] Management

[WP1/VCICRC Errors[SAR TimeoutsDversized SDUs[Short Packet Errarsiength Errnrs‘

Reset Statistics |

Figure 3-6. M Statistics

ADSL Statistics

Display ADSL statistics by clicking on ADSL under Statistics (Figure 3-7).

& welcome Statistics -- ADSL
=143 Device Info
[ Summary ode: 18
[ wiaN
54 Statistics Type: k)
B Lan Line Coding: TS
5 waN Status: Link Dawin
S Link Power State: Lo
1 ApsL
D Route
B ArP DownstreamUpstream
[E] Quick Setup SNR Margin (dB): 74 I
* DA“_W"C"'" Setup lattenuation (dB): 7 7
-1 Wireless
[ Diagnostics Dutput Power (dBm): 1 1S
&1 Management |Attainable Rate (Kbps): I RS
Rate (kKbps):
K (number of bytes in DMT frame): T 18
R (number of check bytes in RS code word ):[N/4 I/
5 (RS code word size in DMT frame): 178 /e
D (interleaver depth): ) I/
Delay (msec): 8 /8
Super Frames: /8 /o
Super Frame Errors: 178 /e
RS Words: /8 /o
RS Correctable Errors: 178 /e
RS Uncorrectable Errors: /8 /o
HEC Errors: /8 /o
DCD Errors: Y I/
LCD Errors: /8 /o
Total Cells: 74 e
Data Cells: /i [y
Bit Errors: 74 e
Total ES: 74 e
Total SES: 178 /o
Total UAS: 74 e
ADSL BER Test Reset Statistics

Figure 3-7. ADSL Status
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3. Device Information

ADSL BER Test

The ADSL Bit Error Rate (BER) test determines the quality of the ADSL
connection. The test is performed by transferring idle cells containing a known
pattern and comparing the received data with this known pattern to check for any
errors (Figure 3-8 and Figure 3-9).

P> Procedure

To run a BER test:
1. Click on the ADSL BER Test button.
2. Select the test duration and click on Start
3. Check the result.

43 http://192.168.1.1/berstart.tst?berstate = =]

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by fransferring idle cells containing a known
pattern and comparing the received data with
this known pattern to check for any errors.

Select the test duration below and click "Start",

Tested Time (sec): IZD vl
Startl Close |

Figure 3-8. ADSL BER Test — Start

3 http://192.168.1.1/berstop.tst - Microso 5 ]

ADSL BER Test - Result

The ADSL BER. test completed successfully.

Test Time (sec): 20
Total Transferred Bits: 144005855

Total Error Bits: ]

Error Ratio: 0.00e+00

Close |

Figure 3-9. ADSL BER Test — Result
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3. Device Information

Route

Obtain the Routing status report by clicking on the Route item under Device Info
(Figure 3-10)

ELE_J,WeIcnme Device Info - Route
B4 Device Info
i [1 Summary Flags: U -up, ! - reject, G - gatewsay, H - host, R - reinstate

D - dynamic {redirect), M - modified {redirect),

Destination |Gateway | Subnet Mask |Flags | Metric | Service | Interface

192.1658.1.0 |0.0.0.0

255,255,.255.0 (U o bro

[ Quick Setup
&1 Advanced Setup
&[] Wireless

- Diagnostics
&-] Management

Figure 3-10. Route Information

ARP

Display the ARP status report by clicking on ARP under Device Info (Figure 3-11)

& welcome Device Info — ARP

=42 Device Info
|:| Summary :
I waN IP Address |Flags HW Address Device
SR=] Sllllalt_g:lcs 192,162.1,5 | Complete |00:07:40:F0:1C:F9 | brO

-] Quick Setup
-] Advanced Setup
-1 Wireless

-] Diagnostics
&-(] Management

Figure 3-11. ARP Status
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Quick Setup

Quick Setup with Auto-Connect Enabled

Auto-connect will automatically detect the first usable PVC and automatically

detect PPPoE, PPPoA, and Bridge Protocol (with DHCP Server available). To use
auto-connect:

P Procedure

1. Select Quick Setup. The Quick Setup initial screen appears.

&.{m"u Ouick Setup

F?HE E“':m:;l":" This Guick Sahep will guide you throush $a steps recessary o configure your OSL Bossr,
- uick Sulup

HE mvalnc.ad Setup AT PV Configuration

m reless

[ Mannnsties Silact the chack b Biskw 1o snabis DEL AulD-cornect process
-] Plm angus e il T LT

Meaxt

Figure 4-1.  Quick Setup Initial Screen
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4. Quick Setup

2. Select DSL Auto-Connect, then click on Next. The progress information
screen appears.

Qwell:nme DSL Router Auto-connection Progress Information
&3 Device Info
[ Quick Setup The DSL Router Auto-connect is in progress.
(] Advanced Setup
1 wireless

DEL Router is trying PYC (0/32).
El Diagnostics
-1 Management Please wait...

Cancel

Figure 4-2.  Detecting Available PVC

EWE'CDT"E DSL Router Auto-connection Progress Information

‘3 Device Info

; D Quick Setup The DSL Router Auto-connect is in progress.

Advanced Setup

Wireless DSL Router can be connectsd using PYC (2/41) with PPPOE protocol,
i-[] Diagnostics

{JManagement

Cancel

Figure 4-3. Detecting available PVC — Available PVC Detected
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4. Quick Setup

Quick Setup with Auto-Connect Disabled

P> Procedure

1. Select Quick Setup. The Quick Setup initial screen appears.

2. Verify that DSL Auto-Connect is not selected. Entry boxes for VPI and VCI
appear when DSL Auto-Connect is not selected.

3. Specify VPI and VCI as directed by your ISP.

& wielcome Quick Setup
‘3 Device Info
[ Quick Setup This Quick Setup will guide you frough the steps necessary to configure your DSL Router,
1 Advanced Setup
Ll Wireless ATM PYC Configuration
Diagnostics
& Management Select the check box below to enable DSL Auto-connect process,

T DSL Auto-connect

The Virtual Path Identifier (PI) and Yirtual Channel Identifier (YCI are needed for setting up the ATM PYC, Do nat
change YPI and YCI nurmbers unless your ISP instructs you otherwise.

WP [0-255] 0

YOIk [32-65535] [35

Enable Quality Of Service

Enabling QoS for a PYC improves performance for selected classes of applications. However, since QoS also consumes

systerm resources, the number of PYCs will be reduced consequently. Use Advanced Setup/Quality of Service to
assign priorities for te applications.

Enable Quality Of Service [T

[

Figure 4-4.  Specifying VPI and VCI

4. Click on Next. The Connection Type screen appears.

(=TT Dt Type
—i Davice Infa
-] Summary Seiect the type of network promool and encapsulytion mode over the ATM PYC Tk your 159 has nstnucied you 1o use.
] WAR
=l Slatistios
o LAN
sk -
T ATH 1 PPP cwer Etemat (FRRCE)
J ADSL
_1 Rouse ' MAC Encapsulation Routing (§+ER)
1 ARP
1 Cuick Seemp 1 [P e AT {IP08)
= fulvanced Setup
_]WAK
-] LaN
u ZIMAT
¥ ] Firewall
] Port Mapping Encapsuiation Mode

1
1 thuallty of Senvice WAL x
¥ 1 Anusing
=l DS
] DN Sarunr Eack [ st}
_] Iynaméic ONE
o AlSL
__'I Diagnosics
& Managomaent

& PR over ATH (PP

© prgng

Figure 4-5. Connection Type

5. Select the protocol and encapsulation type required by your ISP.
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4. Quick Setup

6. Click on Next. Further parameters for the selected protocol are presented. For
example, if you selected PPPoA, the PPP Username and Password screen
appears.

PPE lsaihand s Padswinbd
| Whahiaitis
g'_ﬂnﬁulm‘c Iadinn PR usualy racpares: That you hasa & wser nams #d pessword D astainksh your connection. [n tha boees bedow, anier
Jgummaw = e name and paszword that your 159 hae provided o you
Jwrn
=l Siatistlics
Juom
Jan FRR Lsarname: { Do rat usa *<3 L)+, 06 )
h ﬂ ADSL PR Fagzword: { Do rotusa "<=w5 ]+ =900 )
] Poisa AuferiCanon AaTa =
L1ARP Mithod:
1] Ok Sedup
=g Advanced Sclup
WIRH

1 LAN
o ZINAT
B Farewall
ﬂ pmhsssine I 4al o e (Wi ks Himecat i)
ality of Se
1l 1 Rawting
B DRS
1 ONS Server
1 Dynaenic DHS [ PPe P daliior
o _JADSL
Diagnostcs
“-_ 1 Mansqement [T Ecop e

T s iha Toliosing dalauit gatewy:
F Uz P sddross:
T Uk s Tvierface: E

Back | Hesz|

Figure 4-6. PPP Username and Password

7. Click on Next. The Network Address Translation Settings screen appears.

EWioene satwnek Ackiress Tearslation Settings
=4 Dmwice Info
) Summary Metwork Address Trarslation (MAT) allows you 10 share one Wide &rea Metwork (WAl [P address for multiple
1 wnH computens on your Local Area Mebwork (LAN)
=i $atistles
LI LAM
L1WAN
ATH il Firewsl
ﬂ o Enalie Frewall ™
1 Route
j Eﬂlﬂg&lull Enable 1640 Mudticast, ancl WAN Service
=i Audwanced Srbap
I iAH Enabile [P Mukicast [
]
4 C1HAT Enable AN Servica R
] Firewall
1Port Magping Servioe Hame: Prpoa_d 40 1
1 Duality of Sendce
21 Raiting

oS
|1 DNS Server ilﬂ
U1 Dynamic DS
I ADSL

[ Disgngstica
= I Managriment

Enaba MaT W

Figure 4-7. NAT Settings
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8. Enter the settings specified by your ISP and click on Next. The Device Setup
screen appears.

Welcome
%ﬁ Device Info
..... B Summary
..... D WAN
e

Device Setup

Configure the DSL Router IP Address and Subnet Mask for Lam interface.

IP address: |192. 168.1.1
Subriet Mask: |255.255.255.D

 Disable DHCP Server
& Enahle DHCP Server

----- [ Quick Setup
B+ Advanced Setup
..... D WAN

-1 NAT
-] Firewall
----- [ Port Mapping
----- [ Quality of Service
#-(] Routing
23 DNS
] DNS Server
~-[] Dynamic DNS
..... D ADSL
----- A Diagnostics
&1 Management

Start IP Address:
End IP Address:

|192. 168.1.2
|192. 168.1.254
Leased Time (hour):|24

M Configure the serond 1P Address and Subnet Mask for LAN interface

Figure 4-8.

Device Setup

9. If desired, configure configure the DSL Router IP address and Subnet Mask
for the LAN interface to correspond to your LAN's IP Subnet. If you want the

DHCP server to automatically assign IP addresses, then enable the DHCP

server and enter the range of IP addresses that the DHCP server can assign

to your computers. Disable the DHCP server if you would like to manually
assign IP addresses.

If you have a second IP address and subnet mask for the LAN interface, click
on the checkbox to configure it.

September 2005
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4. Quick Setup

10. Click on Next to continue. The WAN Setup Summary screen displays all WAN
settings that you have made. Check that the settings are correct before
clicking on the Save / Reboot button. Clicking on Save / Reboot saves your
settings and restarts your router.

Ewelcome WAN Setup - Summary
£ Device Info
E Summary Make sure that the settings below match the settings provided by your ISP,
L1 WAN
2+ Statistics VPI/ VEI: 3/40
. D LAN -
[ wian Connection Type: |PPPoA
! B gB“S"L Service Name:  |pppoa_3_40_L
] Route Service Category: |UER

] Quick Setup

E-3 Advanced Setup

1P Address:

Autornatically Assigned

Service State:

Enabled

Owan NAT: Enabled
(Lan
- HAT Firewall: Disahled
&1 Firewall IGMP Multicast: Disabled
-] Port Mapping
[ Quality of Service Quality Of Service: |Disabled

-1 Routing
[—]a DNS Click "Save/Reboot" to save these settings and reboot router, Click "Back” to make any modifications,
i[] DNS Server NOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot,
DD Dynamic DNS
L] ADSL Back Save/Reboot |
e Diagnostics —I

-] Management

Figure 4-9. WAN Setup - Summary
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Advanced Setup

WAN

6218-A2-GB23-00

Set up WAN parameters as directed by your ISP.

[ Quick Setup
=4 Advanced Setup
D WAN

D LAN

-1 NAT

1 Firewall

[ Port Mapping
|:'| Quality of Service

-1 Routing
=[1DNS

D ADSL
1] Wireless

Diagnostics

#-(] Management

2 welcome WAN Setup
=43 Device Info
Summary Choose Add, Edit, or Rernove to configure WWAN interfaces,
EI@ gﬂt’i‘sﬁm Choose Finish to apply the changes and reboot the system.
[ LAN
[ wan ‘VPIIVCI |E|:|n. D |Eategury ‘Service |lnterface ‘Prutucul |IGMF' ‘QDS ‘State |Remuve ‘Edit |Actiun |
am
-] ADSL
~[] Route Addl Firish
[ ARP

Figure 5-1. 'WAN Setup Screen
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5. Advanced Setup

Add Function - ATM PVC Configuration

5-2

If you want to add a new rule for the WAN interface, click on the Add button. The
ATM PVC Configuration screen appears. The ATM PVC Configuration screen
allows you to configure an ATM PVC identifier (VP and VCI) and select a service

category.
& welcome ATM PYC Configuration
: This screen allows you to configure an ATH PYC identifier (WPT and YCT) and select a service category. Otherwise
=3 Device Info i oy fi dentrf d d sel gory. Ot
- [ Summary choose an existing interface by selecting the checkhox to enable it
~[3 waAN
E'@_E‘”ﬁ:‘* wnpessl o |
E :‘ﬁ;‘ var: [a2-65535] [p5
[ apsL
01 Route Service Category:| UBR Without PCR. =
O are =
[ Quick Setup UBR Without PCR
=3 Advanced Setup UBRWith FCR
[ waN CBR
on Realtime
OLan Naon Realtime YBR
CINAT Reslime VBR
-1 Firewall . 5
-3 Port Mapping Enable Quality Of Service
Quality of Service
-1 Routing Enahling packet level oS for a PYC improves performance for selected classes of applications. QoS cannot be set
-1 DNS for CBR and Realtirme YBR. QoS consurmes system resources; therefore the number of PYCe will be reduced, Use
-] ADSL Advanced Setup;/Quality of Service to assign priorities for the applications,
=] Wireless
-] Diagnostics
ez | Management Enable Quality Of Service [T

Figure 5-2. ATM PVC Configuration Screen

Verify th
m VPI
m VCI

e following values with your ISP before you change them.
(Virtual Path Identifier) — The valid range is O to 255.
(Virtual Channel Identifier) — The valid range is 32 to 65535.

m  Service Category — Five classes of traffic defined are defined:

UBR Without PCR (Unspecified Bit Rate without Peak Cell Rate)

UBR With PCR (Unspecified Bit Rate with Peak Cell Rate) — UBR service
is suitable for applications that can tolerate variable delays and some cell
loss, such as data transfer, messaging, distribution, and retrieval, and
remote terminal applications such as telecommuting.

CBR (Constant Bit Rate) — Used by applications that require a fixed data
rate that is continuously available during the connection time. It is
commonly used for uncompressed audio and video information such as
videoconferencing, interactive audio (telephony), and audio and video
distribution and retrieval.

Non-Realtime VBR (Non-Real-time Variable Bit Rate) — Can be used for
data transfers that have critical response-time requirements such as
airline reservations, banking transactions, and process monitoring.

Realtime VBR (Real-time Variable Bit Rate) — Used for time-sensitive
applications such as real-time video. Rt-VBR service allows the network
more flexibility than CBR.
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Connection Type Screen

1. Select the type of network protocol and encapsulation mode over the ATM

PVC that your ISP has instructed you to use, then click on Next button.

=)

-

-

QW&Icume Connection Type
=3 Device Info
: O a:&;'{'"aw Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP has instructed you to use.
! ‘3 Statistics
[ LAN € PPP aver ATM (PPPo&)
[ wan
""" Dam € ppp aver Ethernet (PPPoE)
..... [3 ADSL
Rout
_____ E A;II; ° € MaC Encapsulation Routing (MER)

[ Quick Setup
-2 Advanced Setup
[ wan

U"'l% hﬁ# @ Bridging

-] Firewall

----- [ Port Mapping

[ Quality of Service Encapsulation Mode
#-_] Routing l’—Ll
=01 DNS LLC/SNAP-BRIOGING

..... [ ADSL

1 Wireless

Back | MNext
El Diagnostics _I_I

1 Management

€ 1P over ATM (IPDA)

Figure 5-3.  Connection Type Screen

2. Select a connection type and click on Next. In this example, the Bridge Service

Screen appears.

B

-

& welcome

-2 Device Info

----- E %Arr':lmary Unselect the check box below to disable this WAN service

£ Statistics
Enable Bridge Service: W

Service Mame: Ibr_D_35

-[] Quick Setup

-1 Firewall

----- [ Port Mapping

----- [ Quality of Service
-] Routing
=-]1DNS

..... D ADSL

E-C] Wireless

[ piagnostics

&-] Management

{3 Advanced Setup Back | Nextl
..... D WAN

Figure 5-4. Bridge Service Screen

3. Enter or select the parameters presented for the service type, and click on

6218-A2-GB23-00

Next. The WAN Setup - Summary screen appears.
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5. Advanced Setup

WAN Setup - Summary

1. Make sure that the settings on the WAN Setup - Summary screen match the
settings provided by your ISP. If all settings are correct, click on the Save
button to save these settings; if not, click on the Back button to make any
modifications. If you want to change any item after saving, click on the Edit
button to make any modifications.

& welcome WAN Setup - Summary
21 Device Info
] Quick Setup

Make sure that the settings below match the settings provided by your ISP,
= E!‘iuanced Setup
[ LaN VPL / VCI: 0/35
=-1 NAT - N
= Fireweall Connection Type: |Bridge
--[ Port Mapping Service Name: br_0_35
--[] Quality of Service -
&-C1 Routing Service Category: |UBR
%‘ gggL 1P Address: Mot applicable
=H Wireless Service State: Enabled
¥ :B E:‘::rw NAT: Disabled
--[] MAC Filter Firewall: Disabled
--[] Wireless Bridge
--[ Advanced IGMP Multicast: Mot Applicable
EZI B ﬂi:r?:;:tr:l[jnl Quality Of Service: |Disabled

Click "Save" 0 save these settings. Click "Back” to make any modifications.
MOTE: You need to reboot to activate this Wan interface and further configure services over this interface.

Back | Save |

Figure 5-5.  'WAN Setup Summary

2. Activate this WAN interface by clicking on the Finish button and further

configuring services over this interface. The router supports up to five WAN
connections.

Remove Function

If you want to delete a connection from the listed WAN setup, click in the Remove
check box next to the item, then click on the Remove button.

S welcome WAN Setup
1 Device Info

Choose Add, Edit, or Remove to configure WaN interfaces,
5= ‘H‘ﬁ:ﬁeu Setup Choose Finish to apply the changes and reboot the systam,

~[LaN

g %Eﬁl—wall WPI/VCI E:I:' Category |Service Interface Protocol [IGMP | QoS | State |Remove | Edit |Action

[ Port Mapping
[ Quality of Service 0/35 1 LBR br 035 | nas_0_35 | Bridge | M/A |Disabled |Enabled r Edit

-1 Routing

&-C]DNS

[ ADSL
& £ Wireless Add | Rerove | Finish
2 D Basic
| Security
[ MAC Filter
2 D Wireless Bridge
-] Advanced
D Diagnostics
#-(] Management

Figure 5-6. 'WAN Setup List
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5. Advanced Setup

WAN Setup Finish

6218-A2-GB23-00

After you change any item in WAN Setup, click on the Finish button to apply the
changes and reboot the system.

& welcome

[ Device Info

[ Quick Setup

£+ Advanced Setup
[ wan

D LAN

=1 NAT

-1 Firewall
Port Mapping

-1 Routing
CIDNS
[ AapsL
B3 Wireless
-] Basic
E Security
[3 mAC Filter
D Wireless Bridge
-[] Advanced
| Diagnostics
-] Management

~[] Quality of Service

DSL Router Reboot

The DSL Router has been configured and is rebooting,

Cloge the DSL Router Configuration window and wait for 2 minutes before reopening your web browser, If necessary,
reconfigure your PC's TP address to match your new configuration,

Figure 5-7.

WAN Setup Reboot Message
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5. Advanced Setup

Local Area Network (LAN) Setup

You can configure the DSL Router IP address and Subnet Mask for the LAN

Figure 5-8.

interface to conform your LAN's IP Subnet.

The Save button only saves the LAN configuration data. The Save/Reboot button
saves the LAN configuration data and reboots the router to make the new
configuration effective.

= welcome:
21 Device Info
[E1 Quick Setup
B Advanced Setup
..... D WAN
AN
=1 NAT
=21 Firewall
----- [ Port Mapping
3 quality of Service
®=-[_1 Routing
=1 DNS
3 apsL
B3 Wireless
..... [ Basic
----- B Security
[ MAC Filter
D Wireless Bridge
----- D Advanced
B Diagnostics
-] Management

Local Area Network (LAN) Setup

Configure the DSL Router IP address and Subnet Mask for LAN interface, Save button only saves the Lan
configuration data. Save/Reboot button saves the LaN configuration data and reboots the router to make the new

configuration effective,

IP Address: 192.168.1.1
Subnet Magk: 255,255.295.0

Save Sawe/Reboot

LAN Setup

September 2005
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5. Advanced Setup

NAT

Virtual Servers

6218-A2-GB23-00

You can configure the Virtual Server, Port Triggering, and DMZ Host when NAT is

enabled.

A virtual server allows you to direct incoming traffic from the WAN side to a specific
IP address on the LAN side. Click on the Add button to add a virtual server.

Ewelcome
&1 Device Info
[ Quick Setup
B3 Advanced Setup
[ wan
D Lan
E-{ NAT
[ 7 Virtual Servers
-1 Port Triggering
-] DMZ Host
& [ Firewall
[] Port Mapping
B Quality of Service
#-(_1 Routing
=1 DNS
[ apsL
23 Wireless
D Basic
D Security
[ MAC Filter
D Wireless Bridge
[ Advanced
D Diagnostics
&[] Management

NAT -- Virtual Servers Setup

Wirtual Server allows you o direct incoming traffic from YAl side(identified by Protocol and External port) to the
Internal serverwith private IP address on the L&l side. The Internal port is requiredonly if the external port needs o
be converted to a differentport number used by the server on the LAN side. Maximum 32 enfries can be configured.

Server
Name

External Port
Start

External
Port End

Protocol

Internal
Port End

Server IP

Remove
Address

Figure 5-9.

NAT Virtual Server Setup
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5. Advanced Setup

You can select a Service or make new one. Enter the Server IP Address, then click
on Save/Apply to submit your configuration.

= welcome
Device Info
[l Quick Setup
=23 Advanced Sewp
1 wan
Bl Lan
01 &3 HAT
i [] Virtual Servers
-1 Port Triggering
[E] nmM7 Hast
=21 Firewall
----- Port Mapping
Quality of Service
- Routing
- DNS
E1aDSL
=23 Wireless
[ Baslc
----- [ secwity
[5] MAC Filter
[5] Wircless Bridge
[21 Advanced
[ piagnostics
@-[21 Management

NAT -- Virtual Servers

Select the service name, and enter the server 1P address and click "Save/apply" to forward IP packets for this service
tn the sperified sereer. NOTF: The "Tnternal Port Fnd” cannnt he changed. Tt is the same as "Fxternal Port
Fnd" nnrmally and will he the same as the "Tnternal Port Start” nr "Fxternal Port Fnd” if pither nne is

modified.
Remaining humber of entries that can be configured: 32

Sorvor Marmeo:

@ Select a Service: ISEIEUOHE

€ Custom Server: |

Server IP Address:  |102.162.1
Sawetspply

External Port StartExternal Port End| Protocol  [Internal Port Startinternal Port End
TCP =
TP =]
TCF =
TrR =
TCR =
TCP =l
TCP =]
TCP =l
TP =]
TCP =
TCR =
TCP =l

Save/apply

Figure 5-10. Virtual Server Add Screen

On this screen you can view and delete servers. Click in the check box under
Remove and click on the Remove button to delete selected virtual servers.

& welcome

1 Device Info

[ Quick Setup

=43 Advanced Setup
L) waN

O LaN

£33 NAT

D Virtual Servers

[ Port Triggering

NAT -- ¥irtual Servers Setup

Wirtual Server allows you to direct incoming traffic from Wan sidefidentified by Protocol and External port) to the
Internal serverwith private IP address on the LAN side. The Internal port is requiredonly if the external port needs to
be comverted to a differentpart number used by the server on the LAN side. Maxirmum 32 entries can be configured.

Add | Remove

[ DMZ Host
B Firewall Server External Port | External protocol Internal Port | Internal Server IP Remove
-[]] Port Mapping Name Start Port End Start Port End Address
E Quality of Service
-1 Routing Active
& 51 DRS Wors 2000 3000 TCp 3000 3000 192,168.1.100 r
[ ADSL o
23 Wireless SR = 5670 TP 5670 5670 152.168.1.100 Il
[ Basic Worlds
- D Security
[ MAC Filter m""z 7777 7777 Tep 7777 7777 192,168.1,100 Il
-] Wireless Bridge Wiorlds
[ Advanced active
D Diagnostics orld Fooo F0o0 TCR Fooo J000 192.168.1.100 r
-1 Management orids
Figure 5-11. Removing Selected Virtual Servers
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Port Triggering

Click the on the Add button to add Port Triggering for your Internet application.

& welcome NAT - Port Triggering Setup
#-(] Device Info
[ Quick Setup Some applications require that specific ports in the Router's firewall be opened for access by the remote parties, Port
=) Advanced Setup Trigger dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates 2 TCPAJDR
AN connection to & remote party using the 'Triggering Ports'. The Router allows the remate party fram the WaN side to
establish new connections back to the application an the LaN side using the 'Open Ports', Maximum 32 enfries can be
[ Virtual Servers configured.
[ 7' Port Triggering
[ DMZ Host acd
- Firewall —
[ Port Mapping Application Trigger Open Remove
[ Quality of Service
-] Routing Name Protocol |Port Range | Protocol |Port Range
[]D DHS Start ‘ end Start | End

E Diagnostics
-] Management

Figure 5-12. Port Triggering Setup Page

You can select an application every time or create new one for your application.
Then click on Save/Apply to save your settings.

NAT -- Port Triggering

Welcome
% (1 Device Info Some applications such as games, video conferencing, remote access applications and others require that specific
Quick Setup ports in the Router's firewall be opened for access by the applications. You can configure the port settings from this
213 Advanced Setup screen by selecting an existing application or creating your own (Custom application)and click "Save/apply" to add it.
B ‘Ii‘ﬂl“ Remaining number of entries that can be configured:32
B2 NAT
[ Virtual Servers Application Narme:

~[ Port Triggering & Select an spplication: [Select One =
[1 DMZ Host -
=1 Firewall Custorn application:

2 Port Mapping

D Quality of Service = tonl
-1 Routing 4“2” R

=-C1 DNS
B apsL [Trigger Port Start[Trigger Port End[Trigger ProtocolOpen Port StartOpen Port End Open Protocol
B3 Wireless
[] Basic e j TCcP j
-[E1 Security Top = T =
[ mAc Filter H H
-] wireless Bridye TCP =l TCP =l
Advanced
[5] Diagnostics TCP = TP £
B[] Management = j — j
I I
I TP 5]
I TP ]

Siawe fhpply

Figure 5-13. Port Triggering Add Page

6218-A2-GB23-00 September 2005 5-9




5. Advanced Setup

The Port Triggering list screen appears after you save your selections. You can

delete an entry by clicking in the Remove column then clicking on the Remove
button.

& welcome
1 Device Info

~[7] Quick Setup
-3 Advanced Setup
..... [ wan

[ LaN
= NAT

[] DMZ Host
=-[] Firewall
[1 Port Mapping

-1 Routing
#-(1 DNS

..... D ADSL
=3 Wireless

..... D Basic

D Security
----- [] MAC Filter
D Wireless Bridge
----- [ Advanced
El Diagnostics
-1 Management

: [ Virtual Servers
i-[] Port Triggering

----- [1 Quality of Samvice

NAT -- Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by the remote parties, Port.
Trigger dynarmically opens up the 'Open Ports' in the firewall when an application on the LAN initiates 2 TCPAUDP
connection to a remaote party using the 'Triggering Ports'. The Router allows the remate party fram the WaN side to
estahlish new connections back to the application on the LaM side using the 'Open Ports'. Maximum 32 entries can be

configured.
4dd | Remoye

Application Trigger Open Remove
Name Protocol | Port Range | Protocol | Port Range
Start | End Start | End
Aim Talk TCP 4039|4000 | TCP 5131|5191 [

Figure 5-14. Port Triggering List

DMZ Host

You can define the IP address of the DMZ Host on this screen. Enter the IP
address and click on Save/Apply.

[

& welcome

1 Device Info
[ Quick Setup
= Advanced Setup
b [] wAN
~[JLAN
B4 NAT
|:'| Virtual Servers
[ Port Triggering
-1 DMZ Host
-] Firewall
[31 Port Mapping
[ Quality of Service
#-(_] Routing
-1 DNS
--[] ADSL

£+ Wireless

Basic

2 D Security

-] MAC Filter

-] Wireless Bridge
Advanced

D Diagnostics

#-(_] Management

NAT -- DMZ Host

The DEL router will forward IP packets from the WAN that do not belong to any of the applications configured in the
Wirtual Servers table to the DMZ host cormputer,

Enter the computer's IP address and click "apply" to activate the DMZ host,

Clear the IP address field and click "apply" to deactivate the DMZ host,

DMZ Host IP Address:
Sawe/apphy |

Figure 5-15. DMZ Host Setup

5-10
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5. Advanced Setup

Firewall
For security reasons, firewall options can be configured only from the LAN side of
the router.

IP Filtering — Outgoing

The outgoing filter will block the traffic from the LAN side to the WAN side. Click on
Add to create filters.

EWelcnme Dutgoing IP Filtering Setup
(1 Device Info
Quick Setup By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filtkers,
=143 Advanced Setup
[ wan
B LAN |Name ‘Protocul ‘Source Address / Mask |Suurce Port ‘Dest. Address / Mask |Dest. Port ‘Remove ‘
- NAT
£ Firewsall
= _3JIP Filtering Add
|1 Outgaing
Incoming

[*1 MAC Filtering
[5] Port Mapping
[ Quality of Service
-1 Routing
&1 DNS
[3 ApsL
143 Wireless

Basic
B Security
[3 mAC Filter
[ Wireless Bridge
[ Advanced
E Diagnostics
-] Management

Figure 5-16. IP Filtering — Outgoing Filter Setup

Input the filter name, source information (from the LAN side), and Destination
information (from the WAN side). Then click on Save/Apply.

& welcome Add IP Filter -- Outgoing
(1 Device Info
[] Quick Setup

The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filker name and at least
=143 Advanced Setup

one condition below, Al of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click

E m" 'Save/spply' to save and activate the filter,
E-CINAT
£ Firewall Filter Mame:

£33 IP Filtering

E .
B Incoming Protocal: -

[ MAC Filtering
[ Port Mapping

D Quality of Service
&1 Routing

& (I DNS

2 AapsL

{3 Wireless

Basic

Saurce IP address:

Source Subnet Mask:

Source Port (port or port:port):

Destination 1P address:

Destination Subnet Mask:

E ;;%12% Destination Port (port or port:port):
ilter
[ Wireless Bridge
Save/spply

D Advanced
D Diagnostics
-] Management

Figure 5-17. IP Filtering - Outgoing Filter Add Page
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IP Filtering — Incoming

5-12

Incoming filter filters the traffic from the WAN side to the LAN side. Click on Add to
add incoming filter settings.

S welcome
&1 Device Info
[ Quick Setup
£+ Advanced Setup
- [] WAN
QLAN
& NAT
43 Firewall
=3 IP Filtering
i i [] Outgoing
: E Incoming
i [] MAC Filtering
[] Port Mapping
- Quality of Service
&-(] Routing
& (] DNS
- [ ADSL
B Wireless
~[] Basic
D Security
[ mAcC Filter
D Wireless Bridge
D Advanced
e | Diagnostics
&1 Management

Incoming IP Filtering Setup

By default, all incoming IP traffic friom Wial is blocked when firewall is enabled, but some IP traffic can be ACCEPTED
by setting up filers.

Source Address / Source Dest. Address / Dest.
Name |¥PI/VCI | Protocol Mask Port Mask Port Remove
Add

Figure 5-18. IP Filtering — Incoming Filter Setup Page

Enter a filter name, information about the source address (from the WAN side),
and information about the destination address ( to the LAN side). Select the
protocol and WAN interface. Then click on Save/Apply to add the setting.

Add 1P Filter —- Incoming
S welcome
1 Device Info The screen allows you to create a filter rule to identify incoming 1P traffic by specifying a new filter name and at least
-] Quick Setup one condition balow. Al of the specified conditions in this filter ruls must be satisfied for the rule to take effect. Click
= Advanced Setup ‘Sawe/Apply' to save and activate the filter,

&1 NAT Filter Name:
=23 Firewall

E-43 IP Filterin I_

B Ou(guigg Protocol: =
Incoming Source 1P address:
[ mac Filtering
[ Port Mapping Saource Subnet Mask:
----- 11 Quality of Service

Source Port (port or port:port):
-1 Routing P portiporh)

-] DNS Destination 1P address:
55y VE\;IirTIJeSsI; Destination Subnet Mask :
""" [ Basic Destination Port (port or port:port):
[ security
----- [ MAC Filter . i i
[ Wireless Bridge WAN Interfaces (Configured in Routing mode and with firewall enabled only)
..... [ Advanced Select at least one or multiple Wal interfaces displayed below to apply this rule.
|| Diagnostics
#-_] Management ¥ Selact all

Save/spply

Figure 5-19. IP Filtering - Incoming Filter Add
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Firewall — MAC Filtering

6218-A2-GB23-00

MAC filtering can forward or block traffic by MAC address. You can change the
policy or add settings to the MAC filtering table using the MAC Filtering Setup

screen.

& welcome

1 Device Info

&[] Quick Setup
£ Advanced Setup
-] waN
~[JLAN
(1 NAT
=43 Firewall

B3 IP Filtering

[5] Qutgoing

: D Incoming
- [IMAC Filtering
[] Port Mapping
e Quality of Service
-1 Routing
=-C1DNS
[ apsL
-3 Wireless
Basic
- [B] Security
[ MAC Filter
-] Wireless Bridge
D Advanced
e Diagnostics
-] Management

MAGC Filtering Setup

MAC Filtering Global Palicy: FORWARDED

Change Paolicy

MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that all MAC layer
frarmes will be FORWARDED except those matching with any of the specified rules in the following table, BLOCKED

rmeans that all MaC layer frames will be BLOCKED except those matching with any of the specified rules in the
fallowing table.

Choose Add or Remove o configure MAC filkering rules.

|VPI/VIDI |Protucul |Destinatiun MAC |Suurce MAC |Frame Direction |Remnve |

Add

Figure 5-20. IP Filtering - MAC Filtering Setup

If you click on Change Policy, a confirmation dialog lets you verify your change.

& welcome
(1 Device Info
D Quick Setup
-3 Advanced Setup
D WAN
D LAN
-0 NAT
B3 Firewall
B IP Filtering
D Outgoing
[ E Incoming
-[3] MAC Filtering
(] Port Mapping
D Quality of Service
-] Routing
-3 DNS
- ADSL
=3 Wireless
D Basic
Security
-] MAC Filter
-] Wireless Bridge
-] Advanced
[] Diagnostics
&-[] Management

Change MAC Filtering Global Policy

WARNING: Changing from one global policy to another will cause all defined rules to be REMOVED
AUTOMATICALLY! You will need to create new rules for the new policy.

Are you sure you want to change MAC Filtering Global Policy from FORWARDED to BLOCKED ?

Figure 5-21. 1P Filtering - MAC Filtering Policy Change Confirmation
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5-14

If you want to add a setting to the MAC filtering table, enter the Source and
Destination MAC address, and select protocol type, frame direction, and WAN
interface. Then click on Save/Apply to save it.

& welcome

&-(1 Device Info

[ Quick Setup

B3 Advanced Setup
[ wan

D LAN

B (I NAT

=43 Firewall
E-43IP Filtering
- [ Outgoing
i [ Incoming

[¥] MAC Filtering

~[ Port Mapping
[3 Quality of Service

-1 Routing

&1 DNS

[ ADSL

B4 Wireless
[ Basic

D Security
[ MAC Filter

] Wireless Bridge
D Advanced

e | Diagnostics

#-(1 Management

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below, If multiple conditions are
specified, all of them take effect, Click "apply" to save and activate the filter,

Protocal Type: -
Destination MAC Address:
Source MAC Address:

Frame Direction: LAN<=>WAN =

WaAN Interfaces (Configured in Bridge mode only)

M selectall
W br_0_35/has_0_35

Save/apply

Figure 5-22. IP Filtering - MAC Filtering Add Page
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Port Mapping

Use the Port Mapping screen to map multiple ports to a PVC and create bridging
groups. Each group will perform as an independent network.

= welcome Port Mapping -- A maximum 16 entries can be configured

-] Device Info

Quick Setup Port Mapping supports multiple port to PYC and bridging groups. Each group will perform as an independent netwark.
=0 Advanced Setup To support this feature, you must create mapping groups with appropriate LAMN and WaM interfaces using the Add

E ‘LALANN button, The Remove button will remove the grouping and add the ungrouped interfaces to the Default group

&I NAT

=+ Firewall T Enable virtual ports on |20

£33 IP Filtering

. [1 outgoing
Incoming
i [] MAC Filtering Group Name |Interfaces IGMP Snooping | Remove | Edit

-7 Port Mapping
[ Quality of Service Default ethd, nas_0_35, Wireless |N Edit

&1 Routing

&-C1DNS

-] ADSL Add | Remove
=23 Wireless —I

Basic
D Security
-] MAC Filter
D Wireless Bridge
Advanced
----- D Diagnostics
-1 Management

Figure 5-23. Port Mapping

To create a new mapping group:

1. Click on Add. The Port Mapping Configuration screen appears.

gWelcume Port Mapping Configuration
(21 Device Info
: Quick Setup Tocreate & new mapping group:
2@ ‘Efl"\”:g':fd Setup 1. Enter the Group name and select interfaces from the available interface list and add it to the grouped interface list
using
B E_‘ h‘:# the arrow buttons to create the required mapping of the ports. The group name must be unique,
E-43 Firewall
E-4Z3 IP Filtering 2. Click Save/apply button to make the changes effective immediately
B Qutyoing
Incoming Note that the selected interfaces will be removed from their existing groups and added to the new
D [Z1 MAC Filtering group.
-] Port Mappin
[ Quality EFSegnrice
-1 Routing Group Name:
& DNS
bay \E‘ii?fsl; [ Enable IGMP Snooping
-8 Ezil:rity Grouped Interfaces Available Interfaces
-] MAC Filter
[5] wireless Bridge ethll
- 3] Advanced nas_0_35
[l Diagnostics Wireless

-1 Management
El
E

Save/apply

Figure 5-24. Creating a Port Mapping Entry

2. Enter a unique Group name.

3. Select interfaces from the available interface list and add them to the grouped
interface list using the arrow buttons to create the required mapping of the
ports.

4. Click on Save/Apply.
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Quality of Service

You can configure the Quality of Service to apply different priorities to traffic on the
router.

(& welcome Quality of Service Setup

&1 Device Info

Quick Setup Choose Add or Rermove to configure netwaork traffic classes.

=3 Advanced Setup
[ wan
O Lan MARK TRAFFIC CLASSIFICATION RULES

CINAT

& S Firewall Source Dest.

-3 IP Filterin, .

i a [ gu(gni.gg Name |Priority :":’ECECIEHI:E ;\;E:i:; ;\IJJAZ’TJIP :;z:t Protocol |Address / gg:{m Address / I[:');:tt B802.1P |Remove

Incoming Mask Mask

8 [F1 MAC Filtering
Port Mapping

[/ Quality of Service Add

#-_1 Routing

&-C1DNS

[ ApsL

143 Wireless

[ Basic

& Security

(] mAC Filter

[J wireless Bridge

D Advanced

B Diagnostics

-1 Management

SET-1 SET-2

Figure 5-25. Quality of Service Setup

Click on Add and the Add Network Traffic Class Rule screen appears. To add a
rule:

1. Give a name to this traffic class.
2. Assign a priority level-low, medium, and high-to this traffic class.
3. Select an IP precedence from the range of 0-7.
4. Enter an IP Type of Service from the following selections-
— Normal Service
— Minimize Cost
— Maximize Reliability
— Maximize Throughput
— Minimize Delay

5. Last, enter the traffic conditions for the class such as the protocol (TCP / UDP,
TCP, UDP, or ICMP) to be used.

6. Click on Save / Apply to save the settings.

5-16 September 2005 6218-A2-GB23-00



5. Advanced Setup

& welcome
#-(1] Device Info
3 Quick Setup
B3 Advanced Setup
[E1 wan
FLan
-] NAT
EfCD Firewall
[1 Port Mapping
[1 Quality of Service
-1 Routing
&0 DNS
[E1 apsL
223 Wireless

Basic
D Security
|51 MAC Filter
|:| Wireless Bridge
D Advanced
B Diagnostics
&[] Management

Add Network Traffic Class Rule

The screen creates 3 traffic class rule o classify the upstrearn traffic, assign queuing priority and optionally overwrite
the IP header TOS byte. & rule consists of a class name and at least one condition below, All of the specified
conditions in this classification rule must be satisfied for the rule to take effect. Click 'Save/apply' to save and activate
the rule,

Traffic Class Mame:

Assign Priority and/or IP Precedence and/ or Type Of Service for the class

If non-blank value is selected for 'IP Precedence’ and/for TP Type Of Service', the corresponding TOS byte in the IP
header of the upstream packet will be overwritten by the selected value,

Priority:

IP Precedence:

1P Type Of Service:

[0 [

Specify Traffic Conditions for the class
Enter the following conditions either for 1P layer or for the IEEE 802, 1p priority.

Proftocal: -

Source 1P Address:
Source Subnet Mask:
Source Port (port or port:port):

Destination TP Address:

Destination Subnet Mask:

—
—

802, 1p Priority: -
Save/apply

Destination Port (port or port:port):

Figure 5-26. Quality of Service Add Screen

Routing — Default Gateway

You can change the Default Gateway on the Routing - Default Gateway screen. By
default the Enable Automatic Assigned Default Gateway box is checked.

Ewelcome
1 Device Info
[] Quick Setup
£+ Advanced Setup
D WAN
[JLan
B (] NAT
& Firewall
~[] Port Mapping

E-4 Routing

i [] Static Route
Enl
&-1DNS
[ ApSL
223 Wireless
D Basic
B Security
-] MAC Filter
[] wireless Bridge
D Advanced
E Diagnostics
&[] Management

[ Quality of Service

: D Default Gateway

Routing -- Default Gateway

If Enable Automatic Assigned Default Gateway checkbo is selected, this router will accept the first received default
gateway assignment from one of the PPPoA, PPPOE or MER/DHCP enabled PMC(z). IF the checkbox is not selected,
enter the static default gateway AND/OR a WAN interface. Click 'Save/apply' buthan to save it

NOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboot the router o
get the automatic assigned default gateway.

[ Ensble Automatic Assigned Default Gateway

Save/apnly

6218-A2-GB23-00

Figure 5-27.

Default Gateway Setup
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If you want to specify the default gateway address, then uncheck the box as seen
below. Enter the default gateway address and, optionally, the WAN interface you
will use. Click on Save / Apply to save the settings.

If you add or change the default gateway address, you must reboot the router to
put the new default gateway IP address into effect.

Q_}.Wel:nme Routing -- Default Gateway
@1 Device Info
[ Ouick Setup If Enahle Automatic Assigned Default Gateway checkbox is selected, this router will accept the: first received default
B4 Advanced Setup gateway assignment from one of the PPPoA, PPPOE or MER/DHCP enabled PYC(s). If the chedkbo is not selected,
E WAN enter the static default gateway AND/OR 2 WAN interface. Click 'Save/4pply' button to save it
LAN
2 % EAT " MOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboat the router 1o
[ irewal

get the automatic assigned default gateway.
[] Port Mapping

E Quality of Service

E“3 Routing [T Enable Automatic Assigned Default Gateway
D Default Gateway

[ Static Route

e
®-C1DNS ¥ Use Default Gateway IP Address  [135.154.13.254
EJ-ﬁVDViQIIJeSs; I use Interface prpoa_3_40_1/ppp_3_40_1 =
Basic
[ security
[ MAC Filter Save/apply
D Wireless Bridge
Advanced
D Diagnostics

&[] Management

Figure 5-28. Default Gateway Setup

Routing - Static Route

Use the Routing - Static Route screen to add a static route to the routing table.

EWEl[:I]mE
"I:l Device Info
] Quick Setup

Routing -- Static Route (A maximum 32 entries can be configured)

553 Advanced Setup Destination | Subnet Mask ‘Eateway |Wan Interface |Remnue |
B WAN
-1 NAT At
-] Firewall

-] Port Mapping
[ Quality of Service
=43 Routing
[ Default Gateway
= D Static Route
D RIP
&1 DNS
-] ADSL
=43 Wireless
[ Basic
D Security
-[] MAC Filter
[ Wireless Bridye
-] Advanced
E| Diagnostics
-1 Management

Figure 5-29. Static Route Setup
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Enter the route information and click on Save/Apply to make it active. No reboot is
required.

QW&Icume Routing -- Static Route Add
&1 Device Info

[ Quick Setup Enter the destination network address, subnet mask, gateway AND/OR available Wan interface then click "Save/apply"

= Advanced Setup 10 add the snitry o the routing table.
[ wan

..... GLan

-1 NAT

-] Firewall Destination Network Address:
[] Port Mapping

----- [ Quality of Service

=3 Routing

B gg;g':lg:":way [ Use Gateway IF Address
...... RIP

-0 v -
& C1DNS M Use Interface I

..... [ ADSL

=3 V[‘f‘i’;m_ﬁ Sawe/Apply
..... asic

D Security

----- [ MAC Filter

D Wireless Bridge
----- [] Advanced

El Diagnostics

-1 Management

Subnet Magk:

Figure 5-30. Static Route Add

Routing — RIP

If RIP is enabled, the router operation can be configured as Active or Passive.

& welcome Routing -- RIP Configuration
&[] Device Info
- [] Ouick Setup To activate RIP for the device, select the 'Enabled’ radio buttion for Global RIP Mode. To configure an individual
23 Ad‘ﬁ;‘;‘e" Setup interface, select the desired RIP version and operation, followed by placing a check in the ‘Enabled' checkbox for the
D LAN interface. Click the '&pply' button to sawe the configuration, and to start or stop RIP based on the Global RIP mode
SINAT selected,
1 Firewall
E Port Mapping Global RIP Mode @ Disabled © Enabled
Quality of Service
=2 Routing

Interface ¥PL/¥Cl| Version | Operation Enabled

~F) Defautt Gateway oo [y [ 2 =] Jaawe & T

4

Apply

=43 Wireless
Basic

D Security

] MAC Filter

D Wireless Bridge
----- D Advanced
- D Diagnostics
&-] Management

Figure 5-31. RIP Setup
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DNS Server

Use the DNS Server screen to request automatic assignment of a DNS or to
specify a primary and secondary DNS.

& welcome DNS Server Configuration
&[] Device Info
[ Quick Setup

If ‘Enable Automatic Assigned DNS' checkbaox is selected, this router will accept the first received DNS assignment fram
B~ Advanced Setup

0 one of the PPPoA, PPPOE or MER/DHCP enabled PYCEE) during the connection establishment. If the checkbox is not
0O ‘If‘:\ANN selected, enter the primary and optional secondary DNS server IP addresses, Click 'Save' button to save the new
- NAT configuration. You must reboot the router to make the new configuration effective,
- Firewall

----- [ Port Mapping
""" [71 Quality of Service
&-1 Routing
-3 DNS
D DNS Server
- E] Dynamic DNS
..... [7 ADSL
£ Wireless
..... [ Basic
D Security
..... D MAC Filter Save
----- D Wireless Bridge
[ Advanced
----- D Diagnostics
-] Management

¥ Enable sutornatic Assigned DNS

Figure 5-32. DNS Setup

Dynamic DNS

Use the Dynamic DNS screen to alias a dynamic IP address to a static hostname,
allowing your router to be easily accessed from anywhere on the Internet.

& welcome Dynamic DNS
1 Device Info

[ Quick Setup The Dynamic DNS service allows you o alias & dynamic 1P address to a static hosmame in any of the many domains,
B3 Advanced Setup

[ wAN allowing your DSL router to be more easily accessed from various locations on the Internet,
[+ E hg# Choose 4dd or Remave to configure Dynarmic DS,
&[] Firewall
-L1 Port Mapping
[E] Quality of Service
-] Routing
=43 DNS
[(1 DNS Server
-[] Dynamic DNS
-1 ADSL
B3 Wireless
‘[ Basic
[1 Security
[ mAC Filter
-1 Wireless Bridge
[ Advanced
-[] Diagnostics
-1 Management

|Hustname ‘Username |Servi|:e ‘Interfal:e |Remuve |

Figure 5-33. Dynamic DNS
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To set up a Dynamic DNS entry:
1. Click on Add. The Add Dynamic DNS screen appears.

B welcome Add dynamic DDNS
5] Device Info
[ Quick Setup
=43 Advanced Setup This page allows you to add & Dynamic DNS address from DynDNS.org or TZ0,
CIwan
BN D-DMS provider
[ cuality of Service
g g;‘g"“” Hastame
[ DNS Server Interface mer_0_35/nas_0_35 T
[ Dynamic DNS
B »SDSL” . DynDNS Settings
- ort Mapping
L S Wireless Vsernams
--[5] Basic Password
[ Security
[2 MAC Filter
[5] Wireless Bridge
3 Advanced
[ Diagnostics

1-(1 Management Save/anply

Figure 5-34. Adding a Dynamic DNS Entry

2. Select a D-DNS Provider from the drop-down list.
3. Enter the Hostname you have selected for the interface.
4. Select the router Interface from the drop-down list.

5. Enter the information you used to register with the dynamic DNS service: for
DynDNS, enter your Username and Password; for TOZ, enter your E-mail
address and Key.

6. Click on Save/Apply.
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ADSL

Modulation Methods

Phone Line Pair

5-22

There are three major items in the ADSL settings.

& welcome

#-[Z] Device Info

-] Quick Setup
B3 Advanced Setup

[ waN
D LAN
=] NAT
&[] Firewall
--[1] Port Mapping
- []] Quality of Service
-] Routing
123 DNS
D DNS Server
-] Dynamic DNS
D ADSL

-3 Wireless

-] Basic

|:'| Security

-] MAC Filter

--[] Wireless Bridge
|:'| Advanced

-] Diagnostics
t-[1Management

DSL Settings

Select the modulation below.
[# G.Dmt Enabled
¥ G.lite Enabled
¥/ T1.413 Enabled
¥ apsLz Enabled
¥ arnesL Enabled
[V sDSL2+ Enabled

¥ &nnexii DISABLED

Select the phone line pair below.
& Inner pair

' Outer pair

Capability
¥ Bitswap Enable

[T SRe Enable

Savefapply Advanced Settings

Figure 5-35. DSL Settings

The following modulation methods are supported by the 6218 wireless router:

G.dmt Enabled

G.lite Enabled

T1.413 Enabled
ADSL Enabled
Annex L Enabled

ADSL2+ Enabled.

Do not change this setting unless so directed by your ISP.

The 6218 wireless router supports phone lines on pins 2 and 3 or pins 1 and 4 to
connect your ADSL line. If your phone system uses pins 2 and 3, attach a normal
RJ11 cable to the router and select "Inner pair" on the screen; if your phone
system uses pins 1 and 4, attach the phone with the supplied RJ11 cable and
select "Outer pair" on the screen.
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Capability

The following are included under Capability:

m  Bitswap Enable
m  SRA (Seamless Rate Adaptation) Enable

Do not change these settings unless so directed by your ISP.

DSL Advanced Settings

6218-A2-GB23-00

Do not change the DSL Advanced Settings unless so directed by your ISP. To view
the DSL Advanced Settings screen, click on the Advanced Settings button on the
DSL Settings screen (see Figure 5-35).

(&l welcome

-

1 Device Info
[3] Quick Setup

£ Advanced Setup

..... D WAN

o [ Virtual Servers
- [] Port Triggering
[] DMZ Host
rewall

IP Filtering

------ [31 MAC Filtering

----- [ Port Mapping

----- [] Quality of Service
=4 Routing

o [] Default Gateway
--[] Static Route

B3 Wireless

..... D Basic

----- Bl Security

----- [] MAC Filter

----- [] Wireless Bridge
----- [ Advanced

B Diagnostics

&-[] Management

DSL Advanced Settings

Select the test mode below,

& Marmal
 Reverb
 Medley
© Ma refrain

L3

Apply

Tone Selection

Figure 5-36. DSL Advanced Settings

There are five test modes between the router and your ISP:

Normal test: Puts the router in a test mode in which it only sends a Normal

signal.

Reverb test: Puts the router in a test mode in which it only sends a Reverb

signal.

Medley test: Puts the router in a test mode in which it only sends a Medley

signal.

September 2005
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Tone Selection

5-24

®  No Retrain: In this mode the router will try to establish a connection as in
normal mode, but once the connection is up it will not retrain if the signal is
lost.

m | 3: Puts the router into the L3 power state.

Select a test mode and click on Apply. Then click on Tone Selection.

To view the ADSL Tone Settings screen, click on the Tone Selection button of the
DSL Advanced Settings screen (see Figure 5-36).

The frequency band of ADSL is split up into 256 separate tones, each spaced
4.3125 kHz apart. With each tone carrying separate data, the technique operates
as if 256 separate modems were running in parallel. The tone range is from 0 to 31

for upstream and from 32 to 255 for downstream.

Do not change these settings unless so directed by your ISP.

Vo
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¥ 43
V&4
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¥ os

1
W17

W 23
¥ 43
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¥ =0
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¥z
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V51
Va7
v a3
¥ og

¥ 4
W20

26
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V¥ ea
Vg4

Vs
V21

vl a7
¥ 53
¥ e
¥ as

/#192.168.1.1 /adslcfgtone.html - Microsoft Internet Explorer

ADSL Tone Settings
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Downstream Tones
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W a3
¥ 73
as
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Check all | Clear All | Apply' C|DSB|
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Figure 5-37. Tone Settings
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Wireless

Wireless - Basic

Wireless - Security

6218-A2-GB23-00

The Wireless screens let you configure the settings for wireless access, security,
and protocols.

The Wireless - Basic screen lets you enable or disable Wi-Fi capability in the
router. The default setting for wireless is enabled. From this screen you can also
hide the access point so others cannot see your ID on the network.

gWelcnme Wireless — Basic
(1 Device Info

[ Quick Setup This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the wireless
=43 Advanced Setup

D LaM interface, hide the network from active scans, set the wireless netwark name (also known as SSI0) and restrict
\WAN the channel set bazed on country requirements,
OLan ¥ req
SINAT Click "apply" to configure the basic wireless options.
(I Firewall
E Z“ﬂl!‘:;rl;‘is"ﬂ . ¥ Enable Wireless
uality of Service
g Routing [T Hide Access Point
= DNS
D DNS Server 55I0: Iwwe\eas
D Dynamic DNS
[7ADSL BSSID:  02:50:C9:08:88:08
=13 Wireless
[ Basie Country: IALL j
D Security
[ MAC Filter
[ wireless Bridge

[ Advanced Sawe/apphy
B Diagnostics

-1 Management

Figure 5-38. Wireless — Basic

The next screen is the Wireless - Security screen which allows you to select the
network authentication method and to enable or disable WEP encryption. Note
that depending on the network authentication that is selected, the screen will
change accordingly so additional fields can be configured for the specific
authentication method.

Network authentication methods include the following-

m  Open — Anyone can access the network. The default is a disabled WEP
encryption setting.

m  Shared — WEP encryption is enabled and encryption key strength of 64-bit or
128-bit needs to be selected. Click on Set Encryption Keys to manually set the
network encryption keys. Up to 4 different keys can be set and you can come
back to select which one to use at any time.

m  802.1X — Requires mutual authentication between a client station and the

router by including a RADIUS-based authentication server. Information about
the RADIUS server such as its IP address, port and key must be entered.
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5-26

WEP encryption is also enabled and the encryption strength must also be
selected.

WPA (Wi-Fi Protected Access) — Usually used for the larger enterprise
environment, it uses a RADIUS server and TKIP (Temporal Key Integrity
Protocol) encryption (instead of WEP encryption, which is disabled). TKIP
uses 128-bit dynamic session keys (per user, per session, and per packet
keys).

WPA-PSK (Wi-Fi Protected Access - Pre-Shared Key) — WPA for home and
SOHO environments using the same strong TKIP encryption, per-packet key
construction, and key management that WPA provides in the enterprise
environment. The main difference is that the password is entered manually. A
Group Re-Key Interval time is also required.

WPA2 (Wi-Fi Protected Access 2) — Second generation of WPA, which uses
AES (Advanced Encryption Standard) instead of TKIP as its encryption
method. Network Re-Auth Interval is the time in which another key needs to be
dynamically issued.

WPA2-PSK (Wi-Fi Protected Access 2 - Pre-Shared Key) — Suitable for home
and SOHO environments, WPA2-PSK uses AES encryption and requires you
to enter a password and a re-key interval time.

Mixed WPA2 / WPA — During transitional times for upgrades in the enterprise
environment, this mixed authentication method allows upgraded users and
users not yet upgraded to access the network via the router. RADIUS server
information must be entered for WPA as well as a group re-key interval time.
Both TKIP and AES are used.

Mixed WPA2 / WPA-PSK — Useful during transitional times for upgrades in the
home or SOHO environment, a pre-shared key must be entered along with the
group re-key interval time. Both TKIP and AES are also used.

QW&Icnme Wireless -- Security
-1 Device Info

B3 Advanced Setup

£-23 Wireless

7-1 Management

~[7 Quick Setup This page allows you to configure security features of the wireless LaM interface, You can sets the network

authentication method, selecting data encryption, specify whether a network key is required to authenticats to this
E E\LANN wireless network and specify the encrvption strength,
-1 NAT Click "apply" to configure the wireless security options,
&-1 Firewall
[] Pont Mapping Metwiork Authentication:
D Quality of Service
-1 Routing
-3 DNS
+-[] DNS Server
‘[ Dynamic DNS
[ ADSL

-[1 Basic

-8 Security

-] MAC Filter

D Wireless Bridge
Advanced

D Diagnostics

Mixed WRAZMPA -FEK

WWEP Encryption: Disahbled +

Figure 5-39. Wireless — Security
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Wireless - MAC Filter

6218-A2-GB23-00

The MAC filter screen allows you to manage MAC address filters. Add the MAC
addresses that you want to manage and then select the mode that you want to use

to manage them. You can disable this feature or you can allow or deny access to
the MAC addresses that you add to the list.

Ewelcome

E % Device Info
[ ] Ouick Setu .

=3 Advanced getup MAC Restrict Mode:

D WAN

D LAN

-1 NAT

-] Firewall MAC Address | Remove
[ Port Mapping

[ Quality of Service

-1 Routing

=3 DNS Add ml
--[C] DNS Server

e Dynamic DNS
D ADSL

=3 Wireless

D Basic

[ Security

- 1'MAC Filter

[ wireless Bridge
D Advanced

e Diagnostics

&[] Management

Wireless -- MAC Filter

@ Disabled O allow © Deny

Figure 5-40. Wireless - MAC Filter

The following screen appears when you want to add a MAC address to the filter.
Enter a MAC address in the form xx-xx-xx-xx-xx-xx where each xx is a two-digit

hexadecimal number (for example, 00-05-13-ba-c8-01), then click on the Save /
Apply button.

| welcome
1 Device Info
[ Quick Setup Enter the MAC address and click "apply" to add the MAC address to the wireless MAC address filers,
E-d Advanced Setup
[ wan
- LAN MAC Address:
E-(1 NAT
-] Firewall
[ Port Mapping Savefhpply
[ Quality of Service

-] Routing

Wireless — MALC Filter

[ Dynamic DNS
D ADSL

B3 Wireless

-] Basic

[ Security

[ MAC Filter

[] wireless Bridge
|7 Advanced

[ Diagnostics

-] Management

Figure 5-41. Wireless — MAC Filter Add
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Wireless - Bridge

Wireless - Advanced

5-28

The Wireless - Bridge screen lets you determine whether the router acts as an
access point or a wireless bridge.

Q._J,Welcome Wireless - Bridge
#-(1 Device Info
[ Quick Setup This page allows you to configure wireless bridge features of the wireless LANInterface. You can select Wireless
= Eﬂvanced Setup Eridge (also known as Wireless DistributionSystem) to disables acess point functionality, Selecting Acess Point
-0 &ANN enahlesaccess point functionality. Wireless bridge functionality will still beavailable and wireless stations will be able to
[ CINAT associate to the AP, SelectDisabled in Bridge Restrict which disables wireless bridge restriction. anywireless bridge will
#-C1 Firewall be granted access. Selecting Enabled or Enabled{Scan)enables wireless bridge restriction. Only those bridges selected
[ Port Mapping infermote Bridges will be granted access.
[ Quality of Service Click "Refresh” 1o update the remote bridges. Wait for few seconds to update,
-1 Routing Click "Save/Apply" to configure the wireless bridge options,
B DNS
i +[X] DNS Server
P i AP Mode: Access Point +
D Dynamic DNS
D ADSL
23 Wireless Bridge Restrict: | Disahled j
- [] Basic
Security
-] MAC Filter
D Wireless Bridge
-] Advanced
D Diagnostics
-1 Management

Refresh Savefapply

Figure 5-42. Wireless — Bridge

The Wireless - Advanced screen lets you configure advanced features of the
wireless LAN network:

AP Isolation — If you select enable, then each of your wireless clients will not
be able to communicate with each other.

Band — The default setting is 2.4GHz - 802.11g

Channel — 802.11b and 802.11g use channels to limit interference from other
devices. If you are experiencing interference with another 2.4 Ghz device such
as a baby monitor, security alarm, or cordless phone, then change the channel
on your router.

Multicast Rate — The rate at which a message is sent to a specified group of
recipients.

Basic Rate — The set of data transfer rates that all the stations will be capable
of using to receive frames from a wireless medium.

Fragmentation Threshold — Used to fragment packets which help improve
performance in the presence of radio frequency (RF) interference.

RTS Threshold (Request to Send Threshold) — Determines the packet size of
a transmission through the use of the router to help control traffic flow.

DTIM Interval — Sets the Wake-up interval for clients in power-saving mode.

Beacon Interval — A packet of information that is sent from a connected device
to all other devices where it announces its availability and readiness. A beacon
interval is a period of time (sent with the beacon) before sending the beacon
again. The beacon interval may be adjusted in milliseconds (ms).
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m  Xpress Technology — A technology that utilizes standards based on
framebursting to achieve higher throughput. With Xpress Technology enabled,
aggregate throughput (the sum of the individual throughput speeds of each
client on the network) can improve by up to 25 percent in 802.11g only
networks and up to 75 percent in mixed networks comprising 802.11g and
802.11b equipment.

m 549 Mode — 549 is a proprietary Wi-Fi technology that provides higher speed,
reach, and security.

m 549 Protection — The 802.11g standards provide a protection method so
802.11g and 802.11b devices can co-exist in the same network without
"speaking" at the same time. Do not disable 549 Protection if there is a
possibility that a 802.11b device may need to use your wireless network. In
Auto Mode, the wireless device will use RTS/CTS (Request to Send / Clear to
Send) to improve 802.11g performance in mixed 802.11g/802.11b networks.
Turn protection off to maximize 802.11g throughput under most conditions.

m WMM (Wi-Fi Multimedia) — WMM provides QoS functionality for Wi-Fi
multimedia applications by prioritizing traffic demands from different
applications on the network.

6218-A2-GB23-00

(& welcome Wireless -- Advanced
#-(] Device Info
Quick Setup This page allows you to configure advanced features of the wireless LAN interface. You can select a particular channel
pag ¥ g P
= Advanced Setup on which to operate, force the transmission rate to a particular speed, set the fragmentation threshold, set the RTS
B e P e g
""" & m" threshold, set the wakeup interval for clients in power-save mode, set the beacon interval for the access point, set
-1 NAT ¥Press mode and set whether short or long preambles are used.
-] Firewall Click "apphy" to configure the advanced wireless aptions.
----- [] Part Mapping
----- B Quality of Service AP Tsalation: Off =
-1 Routing
53 DNS Band: 24GHz-80211g =
[ DNS Server Channel: 1n -
B Dynamic DNS )
[ ADSL Rate: Auto I~
=23 EHEIES Multicast Rate: Edthbps =
..... Basi =
..... B Sgil:my Basic Rate: Default j
""" B MAC Filter Fragmentation Threshold: 2346
Wireless Bridge
[ Advanced RTS Threshald: 2347
E Diagnostics . l—
% (3 Management DTIM Interval: 1
Beacon Interval: 100
¥Press™ Technology Disabled ~
F4g™ Mode: B4y Performance
54 Protection: Auto =
WWMMOA R Mutimedia): Disabled

Savefbpply

Figure 5-43. Wireless — Advanced
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Testing the DSL Connection

The diagnostics screen allows you to run diagnostic tests to check your DSL
connection. The screen shows test results for three connections:

m  Connection to your local network
m  Connection to your DSL service provider

m  Connection to your Internet service provider

Use the Test and Test with OAM F4 buttons to retest if necessary.

pppoa_3_40_1 Diagnostics
= welcome
-] Device Info

"7 Guick Setup Your modem is capable of testing your DSL connection. The individual tests are listed below. If a test displays a fail

: status, click "Rerun Diagnostic Tests" at the battorn of this page to make sure the fail status is consistent. If the test
@l Advanced Setup il click "Help? znd fillow the ouiesh e
O Diagnostics cantinues ta fail, click "Help" an 0w the troubleshooting procedures.
=3 Management
: Settings Test the connection to your local network
O glr'lsl\‘nl:’m tos Test your Fthernet Connection: |PASS |HQIE|
: D Internet Time
#-_] Access Control Test the connection to your DSL service provider
[ Update Software P
H D Reboot Router Test ADSL Synchronization: PASS Help
Test ATM DAM F5 segment ping: PASS  |Heln
Test ATM DAM F5 end-to-end ping: PASS  |Help

Test the connection to your Internet service provider

Test PPP server session: PASS Help
Test authentication with ISP: PASS  |Heln
Test the assigned IP address: PASS  |Help
Ping default gateway: PASS Help
Ping primary Domain Name Server: PASS  |Heln

Mext Connection
Testl Test With OAM F4

Figure 6-1. Diagnostics
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Saving and Restoring the Configuration

The configuration of your router can be backed up to a file, and also can be
restored from a file. You can also restore the router to its factory default
configuration.

Backing Up Configuration Settings

To back up your settings, select Management -> Settings -> Backup Settings.

& weicome
L1 Device Info

Settings - Backup

[ Quick Setup

E-“3 Advanced Setup

WAN

[ Ouality of Service
1 Routing
C1DNS

[ apsL
D Diagnostics

£ 31 Management

=3 Settings
[/ Backup Settings
D Restore User Settings
[ Restore Default
B System Loy
(1 Access Control
D Update Software
[] Reboot Router

Backup DSL router configurations. You may save your router configurations to a file on your PC.

Backup Settings

Figure 7-1.

6218-A2-GB23-00

Back Up Settings Screen
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Verify that you would like to save the file.

File Download x|

2)

Some files can harm pour computer. |F the file information below
looks suspicious, or you da not fully trust the source:, da not open or
save this file,

File name: backupsettings. conf

File twpe:

From: 192.168.1.1

Would you like to open the file or zave it to your computer?

Open | Cancel Mare Info

¥ &lways ask before opening thiz tpe of file

Figure 7-2. Backup Settings Upload Confirmation

Select the location where you want to save the file.

- « &ckE-

21

@ My Pictures

File name: Ibackupsettings j Save I

Save as lupe: I .conf Dacument j Cancel /l
o

Figure 7-3.  Backup Settings File Location

7-2
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Restoring Configuration Settings

To restore saved settings, select Management -> Settings -> Restore User
Settings.

@Welcnme Tools -- Update Settings
(1 Device Info
[ Quick Setup
£ Advanced Setup
[ waN

Update DSL router settings. You may update your router settings using your saved files,

Settings File Name: l— Browse
[JLAN
L NAT
. @0 Firewall Update Settings
[ Quality of Service
1 Routing

C1DNS
i [ ADSL
: B Diagnostics
E-“3 Management
£ Settings
-B Backup Settings
-] Restore User Settings
D Restore Default
[ System Log
[_J Access Control
D Update Software
[ Reboot Router

Figure 7-4.  Restore User Settings Screen

Select the backup file you want to restore and click on Update Settings

Look jr: I@ My Documents j 4= EF '

My Pictures
[l cor

File name: Ittt

j Open |
- Cancel |
J ancel A

Files of type: | & Files =)

Figure 7-5. Restore Settings File Location
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The router will restore settings and reboot to activate the restored settings.

Ewelcome
1 Device Info
<[] Quick Setup
£d Advanced Setup
[ waN
‘B LaN
CINAT
1 Firewall
[] Ouality of Service
C1Routing
1DNS
[ apsL
D Diagnostics
=3 Management
=3 Settings
[5] Backup Settings
-[5] Restore User Settings
D Restore Default
[ System Log
1 Access Control
B Update Software
D Rehoot Router

DSL Router Update

Uploading is in progress. The DSL Router will reboot upon completion, This process will take about 2 minutes,

=3

Figure 7-6.

Upload in Progress Screen

September 2005
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7. Management

Restoring Default Settings
Restore Default will erase all current settings and restore the router to factory
default settings.

To restore the router to factory default settings, select Management -> Settings ->
Restore Default.

gWelcome Tools -- Restore Default Settings

-1 Device Info
-[ Quick Setup Restore DSL router settings to the factory defaults.
-1 Advanced Setup
-] Wireless
~[] Diagnostics
=3 Management
£+ Settings
-] Backup Settings
-] Restore User Settings
"] Restore Default
-[7] System Log
-[] SNMP
[ Internet Time
-] Access Control
[ Update Software
“-[] Rehoot Router

Restore Default Settings

Figure 7-7.  Restore Default Settings Screen

Reply OK to the confirmation dialog.

Microsoft Internet Explorer x|

@ Are wau sure you wank ko restore Factory defaulk settings?
Cancel |

Figure 7-8.  Restore Default Confirmation Dialog

6218-A2-GB23-00 September 2005
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7. Management

The router will restore the default settings and reboot.

(& welcome DSL Router Restore

&-(2] Device Info

[] Quick Setup The DSL Router configuration has been restared o default settings and the router is rebooting.

£ Advanced Setup

WAN Close the DEL Router Configuration window and wait for 2 minutes before reopening your web browser. If necessary,

----- AN reconfigure your PC's [P address m matrh your nesw configuration.

B[] NAT

-] Firewall

""" [ Quality of Service

-] Routing

-] DNS

[ ApsL

E| Diagnostics

B3 Management

E-3 Settings

-] Backup Settings
[ Restore User Settings

i [7] Restore Default

System Loy

21 Access Control

----- D Update Software
[ Reboot Router

Figure 7-9. Restore Default Settings Reboot

System Log

The System Log dialog allows you to view the System Log and configure the
System Log options.

{Ewelcome System Log
&1 Device Info
‘[ Quick Setup The Systern Log dialog allows you t0 view the System Log and confiqure the System Log options.
{_1Advanced Setup
[CdWireless
D Diagnostics
=3 Management )
£-£3 Settings Click "Configure System Log" to configure the System Log options,
| Backup Settings
-] Restore User Settings
-] Restore Default
[ System Log
[ snmp
] Internet Time
&=-[2] Access Control
[1 update Software
D Reboot Router

Click "iew Systern Log" to view the System Log,

View Systam Log Configure Systerm Log

Figure 7-10. System Log
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7. Management

View System Log

6218-A2-GB23-00

Click on the "View System Log" button to check the log file.

System Log

Date/Time |Facility [Severity Wessage
Jzn 100:00:16|syslog |emerg  |BCMB9E345 started: BusyBox v1.00 (2005.06,15-04:25+0000%
Jan 1 00:00:17 kern |crit kernel: ethO Link LP.
Jan 1 00:00:24 kern |crit kernel: ADSL 5,994 fraining
Jan 1 00:00:29 kern |crit kernel: ADSL 5,992 started
Jzn 1 00:00:31 kern [crit kernel: ADSL G992 channel analysis
Jan 1 00:00:36 kern |crit kernel: A0SL link up, fast, us=800, ds=8000
Jan 1 00:00:39 kern |crit pppd[285]: PPP LCP P,
Jzn 1 00:00:40 kern |crit pppd[285]: Received valid IP address from server. Connection UP.
Jan 1 00:02:49 kern |crit kernel: OiaM loopback response not received on WPTAYCT 3741,
Jan 1 00:02:50 kern |crit kernel: O loopback response not received on YPIAYCT 3741,
Jan 1 00:03:01 kern |crit kernel: Ok loopback response not received on YPLAYCT 373,
Jan 1 00:03:03 kern |crit kernel: OaM loopback response not received on WPIAYCT 374,

Refresh | CIDsel

Figure 7-11. View System Log

September 2005
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7. Management

Configure System Log

If the log is enabled, the system will log selected events: Emergency, Alert, Critical,
Error, Warning, Notice, Informational, and Debugging. All events above or equal to
the selected log levels will be logged (maintained in the system log file) and
displayed.

If the selected mode is Remote or Both, events will be sent to the specified IP
address and UDP port of a remote system log server. If the selected mode is Local
or Both, events will be recorded in the local memory.

QW&Icume System Log -- Configuration

(1 Device Info

Quick Setup If the log mode is enabled, the system will begin to log all the selected events, For the Log Level, all events above or
£ Advanced Setup equal to the selected level will be logged. For the Display Level, all logged events abowe or equal to the selected level

% ‘I::iam:;?lils will be displayed. If the selected mode is 'Remote’ or 'Both,' events will be sent 10 the specified 1P address and UDP
== Mar?agemem port of the remote syslog server. If the selected mode is 'Local' or 'Both,' ewents will be recarded in the Iocal mermary,
£33 Settings
[} Backup Settings Select the desired values and click 'Save/apply' to configure the system log options,
i [] Restore User Settings
D SD RestnLre Default Log: € Disable ® Enable
-[’] System Log
[ shmp
[ Internet Time Log Level; Dehugging =
#-{] Access Control Display Level: Errar -
[ Update Softw Fe
pdate Software
[ Reboot Router Marte; Local =

Save/apply

Figure 7-12. System Log Configuration

Select the desired values and click on the "Save/Apply" button to configure the
system log options.
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7. Management

SNMP

6218-A2-GB23-00

Simple Network Management Protocol (SNMP) allows a management application
to retrieve statistics and status from the SNMP agent in the router. Use the SNMP
screen to set up parameters for SNMP access.

& welcome
(1 Device Info
- [7] Quick Setup
1 Advanced Setup
Ll wireless
. [ Diagnostics
£ Management
=423 Settings
- [] Backup Settings
i-[7] Restore User Settings
] Restore Default
[] System Log
[1snmp
~[] Internet Time
] Access Control
El Update Software
~[7] Reboot Router

SNMP - Configuration

Simple Network Management Protocal (SNMPY allows 2 management application to retrisve statistics and status from

the SHMP agent in this device,

Select the desired values and click "apply" to configure the SNMP options,

SHMP Agent & Disable © Enahle

Read Cormrmunity lpubhc—
Set Community: Iprwahai
System Nams: [rrame
System Location: W

System Contact: Lo

Trap Manager IP: 0.0.0.0

Figure 7-13. SNMP Screen

September 2005

Select the desired values and click on Save/Apply to configure the SNMP options.



7. Management

Internet Time

Use the Internet Time screen to specify whether the router uses Simple Network
Time Protocol (SNTP) to obtain the time of day from NTP servers on the Internet.

To set up the router to obtain time from an NTP server:

1. Select “Automatically synchronize with Internet time servers”. The SNTP fields

appear.
Eweicome Time settings
-] Device Info
Quick Setup This page allows vou to the moderm's time configuration,
1 Advanced Setup
g Diagnostics 7 summatically synchronize with Internet time servers
=43 Management
Settings . ; . =
[ Backup Settings First NTP time server: ICIUCkfmt he.net JI
E Restore User Settings Second NTP time server: |Nune j|
Restore Default
E gm‘:’m Log Time zone offset: I(GMT—T 2:00) International Date Line YWest d

[ Internet Time
1 Access Control

[ Update Software Save/Apply |
i--[] Reboot Router

Figure 7-14. Internet Time Screen

2. Select NTP servers.

3. Specify the time zone offset for your router’s location.

4. Click on Save/Apply.
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7. Management

Access Control — Services

You can enable or disable some services of your router by LAN or WAN. If no WAN
connection is defined, only the LAN side can be configured.

@_}.W&Icume Access Control -- Services
-] Device Info
[] Quick Setup A Service Confrol List ("SCL") enables or disables services from being used.
1 Advanced Setup
[ Diagnostics
=43 Management
=4 Settings service | LAN WAN
D Backup Settings
-] Restare User Settings FTP W Ensbled | I Enabled
“-[] Restore Default
--[] System Log HTTP | ¥ Enabled | T Enabled
[ SNMP
[ Internet Time ICHP ¥ Ensbled | I Enabled
=+ Access Control
Services SNMP | W Enabled | T Enabled
IP Add
B e S5H | ¥ Erabled | T Enabled
E gsgz:ﬁ ggl;l::?re TELMET | M Enabled | [T Enabled
TFTP ¥ Ensbled | T Enabled
Apply |

Figure 7-15. Services Setup

Access Control — IP Addresses

Web access to the router can be limited when Access Control Mode is enabled.
The IP addresses of allowed hosts can be added using Access Control -> IP
Address.

QWelcnme Access Control -- 1P Address
1 Device Info

[ Quick Setup The IP Address Access Control mode, if enabled, permits access to local management services from IP adresses
(0 Advanced Setup contained in the Access Control List, If the Access Control mode s disabled, the system will not validate IP adresses

a WHEIE§. for incoming packets, The services are the system applications listed in the Service Control List
D Diagnostics

=23 Management
EZ3 Settings Access Control Mode & Disabled € Enabled
[ Backup Settings
: D Restore User Settings
*- [ Restore Default

B System Log IP Address |Remove
b SHMP

[3 Internet Time

E“2l Access Control A
L Services

D IP Addresses

H D Passwords

[ Update Software

*[] Reboot Router

Figure 7-16. IP Address Setup
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7. Management

To assign the IP address of the management station that is permitted to access

the local management services, enter the IP address in the box and click on the
Save/Apply button.

Welcome Access Control
(21 Device Info
[ Quick Setup Enter the IP address of the management station permitted to access the local management services, and click
[ Advanced Setup ‘Save/apply.’
1 wireless
Diagnostics
2423 Management IP Address:
=43 Settings

i[] Backup Settings
i [] Restore User Settings SRRl
' [] Restore Default

~[] System Log

~[] SHMP

-] Internet Time

£ Access Control

[ Services

EI IP Addresses

i [] Passwords

[[] update Software

D Reboot Router

Figure 7-17. Access Control — IP Address Add Screen

Access Control — Passwords

Use Access Control -> Passwords to change a password. Select an account and
enter the current password and the new password. Then click on Save/Apply.

& welcome Access Control -- Passwords
(1 Device Info

[1 Quick Setup
1 Advanced Setup
0 Wireless

Access to your DSL router is controlled through three user accounts: admin, support, and user.

[ Diagnostics The user name "admin® has unrestricted access o change and view configuration of your DSL Router,
£l Management
=23 Settings The user name "support” is used to allow an ISP technician to access your DSL Router for maintenance and to run
[ Backup Settings dizgnostics.

[ Restore User Settings

i.[] Restore Default The uger name "user" can access the DSL Router, view configuration settings and statistics, as well as, update the

B System Log router's software,

SNMP

Eg g‘;i;‘g'&:mfﬂl Use the fields below t enter up to 16 characters and click "apply" to change or create passwords. Note: Password
[ Services cannat contain a space.

7 Passwords Username: -

D Update Software
D Reboot Router Old Password:

Mew Password:

Confirm Password:

Save/apphy

Figure 7-18. Access Control — Passwords Screen
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7. Management

Update Software

6218-A2-GB23-00

If your ISP releases new software for this router, follow these steps to perform an

upgrade.

1. Obtain an updated software image file from your ISP.

2. Enter the path to the image file location or click on the "Browse" button to
locate the image file.

3. Click on the Update Software button once to upload the new image file.

& welcome
0 Device Info

[ Quick Setup
®-(] Advanced Setup
-] Wireless

-8 Diagnostics
£ Management
1 Settings
i.-[7] Backup Settings
[ Restore User Settings
[ Restore Default
[ System Log
[ sHmp
D Internet Time
=41 Access Control
[ Services
|:'| IP Addresses
D Passwords
; D Update Software
i []] Rehoot Router

Tools - Update Software

Step 1: Obtain an updated software image file from your 15P,
Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file.
Step 3: Click the "Update Software” button once to upload the new image file.

MOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot,

Software File Mame: Browse

Update Software

Figure 7-19. Update Software

Note

The update process takes about two minutes to complete, and your router will
reboot automatically.

September 2005
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7. Management

Reboot Router

Select Management -> Reboot Router to reboot the router using the web interface
The router will save the current configuration and reboot itself using the new
configuration. The rebooting process takes about two minutes to complete.

& welcome
&[] Device Info
[ Quick Setup
-] Advanced Setup
"I:I Wireless
i[] Diagnostics
B3 Management
-] Settings
-[] System Log
-[] SNMP
-[1] Internet Time
] Access Control
: Update Software
‘| ] Reboot Router

Click the button below to save and reboot the router.

Save/Reboot |

Figure 7-20. Reboot Router Screen

September 2005

6218-A2-GB23-00



Specifications

Specifications are subject to change without notice.

Table A-1. 6218-I1 Specifications

Specification

Criteria

DSL Protocol Support

ANSI T1.413 (Full Rate ADSL)
ITU G.992.1 (DMT)

ITU G.992.2 (G.lite)

ITU G.992.3 (ADSL2)

ITU G.992.5 (ADSL2+)

ITU G.994.1 (G.hs)

ITU G.997.1

Environment

Operating Temperature: 32° F to 104° F (0° C to 40° C)
Storage Temperature: —4° F to 149° F (-20° C to 65° C)
Humidity: 5% to 95%, non-condensing

Interfaces

DSL Line: RJ11
Ethernet: 10/100BaseT, RJ45
Wireless: 802.11b, 802.11g

Power

100 VAC, 50 Hz
110 VAC, 60 Hz
220 VAC, 50/60 Hz

Size

1.2" High x 6.5" Wide x 4.4" Deep
(3.0 cm High x 16.5 cm Wide x 11.2 cm Deep)

Weight (Shipping)

1.5 Ibs (0.7 kg)

6218-A2-GB23-00
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