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Configuring the WS 5000 and Applying a WEP-128 Policy

Before using this quick setup guide, be sure to complete the tasks in the WS 5000 Wireless
Switch Quick Install Guide (QIG).

This document is written for the network installer or administrator who is familiar with their
Ethernet IP network but who is not necessarily trained on Symbol Technologies equipment. The
goal of this document is to show this user how to: (1) Connect the WS 5000 in a basic, flat switch
network topology and verify that it is properly connected, (2) Configure the WS 5000 to support
the network topology and (3) Apply a basic WEP 128 policy.

Step 1: Connect Hardware & Ping Step 2: Set IP Address of WS-5000 Step 3: Config Secure WLAN
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Figure 1: The WS 5000 Setup Steps

When the user has completed this setup guide, the WS 5000 switch will be able to support their
WLAN with the basic, minimum configuration recommended by Symbol Technologies, Inc. The
time required to complete these three steps is normally less than an hour.

Step 1: Connecting the WS 5000 to the Network

This step should take less than 15 minutes to complete.

Refer to Figure 2 for cabling details and specific device configurations (required for the ping test).
All the wireless LAN (WLAN) devices are connected to Layer-2 switch A and all the wired LAN
devices are connected to Layer-2 switch B. Connect Layer-2 switch A to Ethernet port 1 on the
WS 5000 (labeled WLAN 0) to connect the wireless traffic, and connect Layer-2 switch B to
Ethernet port 2 on the WS 5000 (labeled LAN 1) to connect the wired LAN ftraffic.



Wireless Client
XXX XHK XK
Configure with
Default ESSID: 101
No encryption
No authentication

Terminal Emulation
Settings:
VT-100
19200 bps
8-data bits
1-stop bit
No parity

No flow control

Null Modem Cable
(included) to Serial Port

WS5000 | e [ Lew o

l

Ethernet Ethernet
Port 1 Port 2

AP 100

Ping: OK

4munnnm)

Computer
XXX XX OO YYY

Figure 2: The Network Topology

Verifying the Connections

If the WS 5000 is connected correctly, devices on the wireless LAN should be able to connect to
devices on the LAN. To test the connection between the wireless client device and the computer
shown in Figure 2, from the wireless client, enter:

C. > ping

64 bytes
64 bytes
64 bytes
64 bytes

C >

Pl NG xxX.

XXX, XXX. XXX. YYY
XXX. XXX. YYY (XXX.XXX.XXX.Yyyy): 56 data bytes

from xxx. xxx.xxx.yyy: icnp_seq=0 ttl =127 tinme=0.39 s

from xxx. xxx. xxx.yyy: icnp_seq=1 ttl=127 tine=0.327 ns
from xxx. Xxx. Xxx.yyy: icnp_seq=2 ttl =127 tinme=0.33 s

from xxx. xxx. Xxx.yyy: icnp_seq=3 ttl =127 time=0.309 ns

- - - XXX.XXX.XXX.YYyy ping statistics ---
4 packets transnitted, 4 packets received, 0% packet |oss
round-trip mn/avg/ max = 0.309/0.338/0.39 ns

Because the wireless client was able to connect to a computer on the network through the switch,
the network connections are functioning properly. If the ping test fails, make sure the target
computer is turned on, connected to the network, and is configured with the IP address used in

the ping.




Step 2: Initial Configuration Using the CLI

This step should take less than 10 minutes to complete.

Note: In this guide, MAC and IP addresses have been changed to protect actual devices from
unauthorized access.

To configure the WS 5000 with site-specific IP addressing and network policies, connect the
administrative PC to the WS 5000 with the serial cable (as discussed in the QIG). Once the basic
WS 5000 network configuration is complete, administrators can create a policy as discussed in
“Basic WS 5000 Configuration.”

The terminal emulation window will display the Wireless Switch login screen (if the login prompt
does not display, press <Enter> until the Command Line Interface (CLI) appears:

Wreless Swi tch...
useri d:

Enter admi n at the userid prompt:

useri d: adm n<enter>

Enter synbol at the password prompt:

passwor d: synbol <enter>

The system displays the following:

Retrieving user and systeminfornation...

Setting user permssions flags..
Checki ng KDC access pernissions...

Wl cone. . .

System i nformation. ..

Syst em Name : W55000

Descri pti ons : W5 5000 Wrel ess Network
Sof t ware Ver. :1.1.4.30

Li censed to . Synbol Technol ogi es

Copyri ght : Copyright (c) 2000-2003. Al rights reserved.
Seri al Number : 00AODXXXXXXXX

Nurmber of Licenses : 30

Max Access Port : 30

Max Mobile Cients : 4096

Active Switch Policy . Default Wreless Switch Policy
Emer gency Switch Policy : Not defined

Switch Uptine : 00d: 00h: 0Om

# of Unassigned Access Ports : 0

W55000>

Verify that the software version shown in the Sof t war e Ver . field is the current version by
comparing this value with that on the Symbol website at:

http://www.symbol.com/services/downloads/download switchwireless.html

If the WS 5000 software version is older than what is on the Symbol Technologies, Inc. website,
then refer to the Release Notes for this WS 5000 for instructions on upgrading the software.

The following steps create a typical network configuration. Modify this configuration as necessary.



http://www.symbol.com/services/downloads/download_switchwireless.html

Configuring Ethernet Ports

W55000>conf i g<enter>

The system enters into the configuration mode and displays the following prompt:

WS5000. ( Cf g) >

To change Ethernet port 2 configuration:

W55000. ( Cf g) >Et her net <enter>

The system enters into Ethernet configuration mode. To configure the Ethernet port parameters,
enter the following:

W55000. (Cf g) . Et her net > 2<enter>

Where: 2 is the port being configured. Only port 2 needs to be configured for this procedure.

To disable DHCP:

W55000. (Cf g) . Et hernet . [ 2] >set dhcp di sabl e<enter>

Symbol recommends assigning static IP addresses for Ethernet ports.

To change the Ethernet port 2 IP address:
This step is required to manage the WS 5000.

W55000. (Cf g) . Et her net . [ 2] >i paddr ess <addr ess><net _nask><enter>

Where: <address> is the IP address assigned to this port.
Where: <net_mask> is the subnet mask for this port.

For example:

WB5000. ( Cf g) . Et her net . [ 2] >i paddr ess 192. 168. 123. 102 255. 255. 255. 0

To configure a gateway:

W55000. (Cf g) . Et hernet . [ 2] >set gat eway <addr ess><enter>

Where: <address> is the IP address for the gateway device.

To specify a DNS server:

W55000. (Cf g) . Et hernet . [ 2] >set dns <addr ess><enter>

Where: <address> is the |IP address of the DNS server.




To verify information about an Ethernet port:

W55000. ( Cf g) >show et her net 2<enter>

The system displays information about Ethernet port 2 (as opposed to port 1):

Name

Network Interface Card #
Descri ption

MAC Addr ess

St at us

Online

Speed

DHCP st at us

| P Addr ess

Net wor kK Mask
Port type (trunk/non-trunk)
VLAN Tags seen
Up- Ti e
Transmt packets
Recei ved packets
Gateway details
1. 192.168.91. 2.
DNS details
1. 192.168.95. 1.
2. 192.168. 95. 229.

WS5000. ( Cf g) >

W55000. (Cf g) > show et hernet 2

Et hernet 2

2

Et hernet Adapter
00: AD: XX: XX XX: XX
Enabl e

Yes

100

Di sabl e

192. 168. 91. 153
255, 255. 255. 0
Non- Tr unk

None

00d: 00h: 16m

852

12783

After the Ethernet port has been configured and verified, type exit to return to the Console

command prompt.

The switch installation is complete. The serial cable can be disconnected from the administrative
PC. The next section describes a basic switch security policy configuration using the browser
interface of a PC connected to the same subnet as Ethernet port 2 on the WS 5000.




Step 3: Creating a Policy Using the GUI

This step should take less than 15 minutes to complete. When you finish this step, the WS 5000
will be operating with a WEP 128 security policy.

The WS 5000 GUI simplifies creating policies. To use
the GUI, start a web browser on a computer
connected like the computer on the wired LAN in
Figure 2. Direct the browser to the secure connection
at 'https://nnn.nnn.nnn.nnn’, (not http://) where
nnn.nnn.nnn.nnn is the IP address of the Ethernet
port 2 on the WS 5000. (In the example in “To
change the Ethernet port 2 IP address:” this IP
address is 192.168.123.102.) The browser should be
able to connect immediately, and display the login
screen as shown here.

WS 5000

Wireless Switch

Enter the User ID adni n, and Password synbol . (Both are case-sensitive.) Then click the Login
button. The WS 5000 main window appears.

WS 5000 wicies swier

VWiew Create Madify System Settings  Help

On the left panel of this

e rault BRI | switch Policy
Fishnad i main window, notice
El é;ﬁiﬁ?:ﬁiﬁ Pt Prlicy Policy Mame |DefauHWire\eas Switch Policy j Properties... that the Defau”
ém?;?;‘tj\:i.t? Country: United States 'I Adoption List... ereless SWItCh PO/IC-y

e |[Unassigned Access Ports]

[Wireless Switch

Mame:

Description:

Status

WE5000

WIS 5000 Wireless Netwark

0 Access Ports Currently Active

Type Primary

[ License

Software Versio

Serial Number:

n: 1.1.4.30

00ADFE

License Level:

Adoption Level:

0 Access Ports, 4086 MUs

0 Access Ports

. i

Apply | | Undo C‘hangesl Help Lngnutl

Connected

(] UUWUAMPSTI £ g0

(highlighted) includes a
Default Ethernet Policy,
which applies to both
Ethernet ports, and a
Default Access Port
Policy which applies to
any connected Access
Ports.

This section will explain how to replace the Default Wireless Switch Policy and the Default Access
Port Policy with a new switch-level WEP 128 policy. (The Default Ethernet Policy does not need
to be changed.) To do this, users will need to create a Security Policy and define a WLAN that will
use this new Security Policy. The policy wizard will guide the user through the procedures.

Basic WS 5000 Confi

guration

The following steps to enable WEP 128 security for a new ESSID are simple yet powerful. The
WS 5000 GUI can also be used to create a wide variety of complex network policies. Using the
GUI to create these advanced policies requires a thorough understanding of concepts that are
beyond the scope of this document. For a complete explanation of WS 5000 policies, see the

System Reference Guide included on the WS 5000 CD.



These instructions apply to WS 5000s with the Type value set to Primary. If this WS 5000 is
configured as Standby, no Access Ports will be adopted and no policies will be applied.

To change the Type setting:

1. From the toolbar, select System Settings — Standby Management...

2. Click Primary for the Wireless Switch Mode selection.

3. Click Apply, then click Close.

The main screen should now show the Type as Primary.

To create a new WLAN and a security policy:

1. On the main WS 5000 window, select the Default Wireless Switch Policy from the tree

view on the left panel of the main screen.

2. Click Properties on the upper right corner of the main screen. The Wireless Switch
Policy Manager screen appears.

| ss Switch Policy Manager

[@]

—Faolicy Setting

Wireless Switch Policy Manager
Active Polic Default Wireless Switch Policy

MName: IDefauIthreless Switch Palicy

Descriptior IDefauIt ‘Wireless Switch Policy

Country: United States | x

Adoption List...

Channel: |11 = Access Port Policies —;
inerLevel]uu j vy Default Access Pol
[ Emergency
Ethemet Palic 4 _’I
. N Default Ethemet x Add / Delete
Create | Delete | Aclivalel Save | Close | Help |
|Waming Applet Window
ss Switch Policy Wizard [x]

|

Create a New Wireless Switch Policy Wizard

To create a Mew Witeless Switch Policy. enterthe Name and Description of
the Policy you wish to create. To choose an existing Policy as atemplate.
check the box below and select an existing policy.

MName: IOSG ‘Wireless Switch Policy

Des:mpnnniOSG firstwireless switch policy]

I Use an existing YWireless Switch Policy as atemplate
Default \Wireless Switch Policy j

(Backl Next > | Finiety | Cancell Help |

Wwarning: Apalet Yindow

3. From the Wireless Switch Policy

Manager screen, click Create.

The Create a New Wireless Switch
Policy Wizard screen appears.

4. On the Create a New Wireless Switch

Policy Wizard screen, enter a Name
and (optional) Description for the
Wireless Switch policy. In this
example, the Name is QSG Wireless
Switch Policy and the Description is
the First wireless switch policy. Click
Next to display the Wireless Switch
Policy screen.



reless Switch Policy Wizard

|

Wireless Switch Policy: Q5G Wireless Switch Policy
How dio you want to configure your‘Wireless Switch? Select Country,

Default Channel. Power Level for Access Ports. and the Ethernet Port Policy
to be used. You can also create a new Ethernet Port Policy by clicking an

Cauntry: United States ¥
Channel 1 B
PowerlLevel |1 x| mW

I Emergency

Ethemet Port Folicy IDefau\l Etheret Polic x|  Create

<E|ack| INext > | Finish | Cance\l Help |

| ¥Warning: Applet Yvindow

eless Switch Policy Wizard [x]

B

Wireless Switch Policy:QSG Wireless Switch Policy

‘Which Access Port Policies do yaou wantto apply to this Wireless Switch
Policy? ‘You can create a new Access Port Policy by clicking an the
"Create..." buttan below.

Access Port Policy

Awvailable: Selected
Default Access PartF

>

Create a New Access Port Policy Wizard

To create a Mew Access Port Policy, enterthe Name and Description of
the policy vou wish to create

To choose an existing policy as atemplate, check the box below and selec
exisiting policy.

Enter a name and description for your new Access Port Paolicy.

MName: |GSG Access Port Policy

Description: IFlrsI access port policy

[C Use an existing Access Port Palicy as atemplate.

Default Access Port Policy j

<Bac'n| Next)l it | Cance\l Help |

|Warning: Applet Window

On the Wireless Switch Policy
screen, select the appropriate
Country. The Channel and Power
Level settings adjust to the country
selected. Click Next to display
available Access Port policies.

6. On this Wireless Switch Policy

screen, click Create to define a new
Access Port policy. The Create a
New Access Port Policy Wizard
screen appears.

On the Create a New Access Port
Policy Wizard screen, enter a Name
and (optional) Description for this
Access Port policy. In this example,
the Name is QSG Access Port Policy
and the Description is First access
port policy.

Click Next to start the process of
creating a WLAN for this Access Port

policy.



cess Port Policy Wizard [x]

Access Port Policy : QSG Access Port Policy
/gj e WLANs oy vartto syt e Accees PPl Yo con 8. O.n this Access Port Policy screen,
click Create. The Create a New
WLAN WLAN Wizard screen appears.

Available Selected

Private Access
Public Access

Secure Access LI
Symbol Default

Craate

<Elack| Next > | FEirist] | Caﬂce\l Help |

WWarning: Applet Window

LAN Wizard [x] ;
| 9. On the Create a New WLAN Wizard
Create a New WLAN Wizard _ screen, enter a Name and (optional)
Lo f\gﬁgﬁé‘ieﬁﬁeﬁi‘ﬁﬁwﬂﬁ2“532?3@?5 R Description for this WLAN. For this
Enter a name and description for the WLAN. example’ the Name IS QSG FIrSt
Neme: [5G FratWiAN WLAN and the Description is First
Wireless LAN.

Description IF\rsthe\ess LA

™ Use an existing WLAN as a template. ;vgnem] b CI|Ck Next to d|Sp|ay the WLAN
[pautest E 80211 = details screen.

80211 FH

C Bluetooth

<Eack| Next)l Rz | Cance\l Help |

YWarning: Applet YWindow

WLAN : QSG First WLAN .
How do you want to configure your YWLAN? To configure ywour WLAN, enter 10' Enter an ESSID ln thls example’ the

0
- {DJ the ESSID you want to assign to this WLAN. Additional configuration ESS'D |S QSGESS/D

settings can be enabled or dissbled from the boxes below. You can
configure advanced settings for your WLAN by clicking on the Advanced..

Click Next to define the security policy

ESSID; [0SGESSID

= for this WLAN.
Mex MU 100 3 DefeultRoute| 0 . 0 . 0 . 0
¥ AcceptAny ESS Metrnask: e il
I¥ Shart Preamt ACL: |{unassigned) x| _Create
™ MU to MU Disal [ Enable ACL Advanced

<Eack| Next)l Rz | Cance\l Help |

YWarning: Applet YWindow




AN Wizard

WLAN : QSG First WLAN
Wiéhich Security Policy do you wantto apphy to this WLAN?

Choose an exisiting Security Policy from the drop down menu or create ane

clicking on the Create... button below.

I¥| Enable Securi

Security Policy: |Delau|l j Create..

Kerberos Mame: Q5G ESSID

Kerberos Password I

<E|ack| Next)l il I Cance\l Help |

‘Wammq Applet Window

Policy Wizard

@

Create a New Security Policy Wizard!

Use this wizard to create a new Security Policy. First choose ifyou
wantwireless trafficto be encrypted

MNarme IGSG First Security Policy

Des:rlpnnniFirsl security policy

Encryption
[ None
¥ WEP (to support 80211 \WEP encryption)

" KeyGuard-MClto enable Mohile Computer Mode of TKIF)
™ WPA-TKI (dynamic encryptian)
[ AES-CCh

<Elack| ext > | st | Cﬁmcell Help |

‘Waming Applet Window

curity Policy Wizard

@)

Select Encryption Key Management
Choose how you want to authenticate users and obtain encryption keys

—Authentication/ Key Management
¥ Manually Pre-Shared Key:
o manually enter WEF keys or WA Pre-Shared Keys(PS
" Kerberos
-to authenticate users using a kerberos KDC Server

[ 802.1x EAP
o authenticate users using a 802.1x/EAP and a remate R

(30-B5538

Broadcast Key Rotatir
Use 802.1x to update WhA Group/Broadcast Hi seconds

<Back| [t > | FEifirEt I Cﬁmcall Help |

Warning: Applet Yvindow

10

11. On this WLAN screen click Create to
define a new security policy. The
Create a New Security Policy Wizard
screen appears.

12. On the Create a New Security
Policy Wizard screen, enter a
Name and (optional) Description
for this new security policy. In this
example, the Name is QSG First
Security Policy and the Description
is First security policy.

13. Click the WEP checkbox to enable
encryption of wireless traffic and
click Next. The Select Encryption
Key Management screen appears.

14. On this Select Encryption Key
Management screen, click
Manually Pre-Shared Key and
click Next to display the WEP
Encryption Key Settings screen.



curity Policy Wizard %]

WEP Encryption Key Settings
1@ Your Policy supports Mobile Units using pre-shared{manually
fixed) WEP keys. Entar WEP keys values below.

WEP

Key Size—————
© A0 bitke & 128 bit Ke

Pass Ke [0SGfirst pass key

Enter any string to create a set of WEP keys compatible with all

@ Key # [s98D8772096DEA0AS 9COEILED

© Key # [20212223242526272 029242820

FesetKeys

© Key #: [503132333435363738393A3B3C

© Key # [10414243444546 474849484840

40-bit Enter 5 ASCll or 10 hexadecimal
characters. 126-hit. Enter 13 ASCll or 28

(Backl et > | it | Cancell Help I

“Warning: Applet YWindow

curity Policy Wizard kd

‘ WEP Encryption Key Settings

,@ “our Policy supports Mohile Units using pre-shared{manually
fixed) WEP keys. Enter WEF keys values belaw

WEP
Key Size —————
£ 40 hitKe & 128 hitKe
Fass Ke [ Generate

Enter any string o create & set of WEP keys compatible with all

@ Key#‘|2adz30091c3f5132he773fe54c

© Key # [z02122252425252728209202B20

ResetKeys

© Key # [3031323334353637 9830343630

© Key # [404142434445 454745494846 40
40-hit: Enter 58 ASCIl or 10 hexadecimal
characters. 128-hit: Enter 13 ASCll or 26

<Back | 1o | Freh | cancel | Help |

Warning: Applet Window

surity Policy Wizard [x]

ﬁ QSG First Security Policy

Security Policy created successfullyl

Click Finish to sawve and exit

<Eack| Naxt>| Finish | Cancall Help |

Wwarning: Applet Yindows
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15. For wireless clients using Symbol

Technologies adapters, enter a
Pass Key value and click
Generate. Remember this Pass
Key as it will be needed to
configure wireless clients. Click
Next and skip to step 17.

16. For wireless clients using non-Symbol

Technologies adapters, enter a 26-
character hexadecimal value for
Key#1. Remember this 26-character
value as it will be needed to configure
wireless clients. Click Next to display
the Security Policy confirmation
screen.

17. From this Security Policy

confirmation screen, click Finish to
save the policy and exit the
Security Policy Wizard and display
the WLAN Wizard screen. The
newly created security policy will
now be attached to the WLAN.



WLAN : QSG First WLAN

Which Security Policy do you want to apply to this WLAN?
Choose an exisiting Security Policy from the drop down menu or create ane
clicking on the Create... button below,

I7 Enable Securi

Security Policy: |Default El Create.

Default

Kerberos Name

WEP128 Default
Kerberos PasswiyE P40 Default

<Back | Next> | Frich | Cansel|  Help |

YWarning: Applet YWindow

LAN Wizard [x]

WLAN : QSG First WLAN

Which Security Policy do you wantto apply to this WLAN?
Choose an exisiting Security Policy from the drop down menu or create ane
clicking on the Create... button below

| Enable Securi

Security Policy: |QSG First Security Folicy j Create..

Kerberos Mame: A5G ESEID

Kerberos Pasgsward: I

<Eack| ext > | Firigh | Cance\l Help |

Warning: Applet YWindow

WLAN Created Successfullyl

You hawe successfully created the WLAN: QSG First WLAN

Click Finish to save and exit

(Eackl Nexl)l Finish | Cancell Help |

|Warmng: Applet Window
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18. From the WLAN Wizard screen,
select the security policy just created.
In this example, this is QSG First
Security Policy. Click Next to display
the next WLAN Wizard screen.

19. From this WLAN Wizard screen, click
Next to display the WLAN creation
confirmation screen.

20. From this WLAN Wizard confirmation
screen, click Finish to save the
WLAN policy and exit the WLAN
Wizard.

The Access Port Policy Wizard
screen appears which allows the
newly created WLAN to be attached
to the Access Port policy.



scess Port Policy Yvizard [x]

B

Access Port Policy : QSG Access Port Policy

Which WLANs do you wantto apply to this Access Port Policy? You can
create a new WLAN by clicking on the 'Create..." button below.

[ WLAN

Awailable Selected:

Private Access

Create...

<Back| Naxl)l it | Caﬂce\l Help |

|Warn|nq Applet Wyindaow

s Port Policy Yizard [x]

F

YWarning: Applet Window

Access Port Policy : QSG Access Port Policy

Withich \WLANs do you want to apply to this Access Port Policy? You can
create anew WLAN by clicking on the 'Create...' button below.

LA

Awailable:

Selected:
OSG FirstWLAN

Private Access
Public Access

Secure Access
Symbol Default

[»]
[

Create..

(Backl MNext > | s | Cancell Help I

;cess Port Policy Wizard [x]

‘ Access Port Policy : QSG Access Port Policy
l@J “hich Metwaork Policy do you wantto apply to each WLAN in this Access
Fort Policy? Choose an existing policy from the drop down menu or create a
new policy by clicking on the 'Create..." button below.
QBG First\WLan

ESSID QSGESSID

Security Policy: Detfault

Metwork Policy: [inone) | Cre;tel

(Elackl Ne)d)l st | Cance\l Help |

Warning: Applet Window
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21.

22.

23.

On the Access Port Policy Wizard
screen, select the WLAN policy just
created and click the >> button to
move the policy from the Available
box to the Selected box. The Access
Port Policy Wizard screen redisplays
showing the WLAN policy in the
Selected box.

From this Access Port Policy Wizard
screen, click Next to apply the
Network Policy to this WLAN.

Click Next without making any
changes to the settings on this
Access Port Policy Wizard screen.
The Bandwidth Allocation screen
appears.



-ess Port Policy Wizard [x]

2

Access Port Policy : QSG Access Port Policy

What percentage of the total bandwidth do you wantto assign to each of the
WLANS in this Access Port Policy? Assigning Bandwidth will allow you to

contral the Wireless Switch resources for each of these WLANs.
Bandwichth Allocation

QSG First WLAN 100 o %

Total 100 %%

(Eackl Next)l Firiisti | Cance\l Help |

‘Warmng. Applet Window

xcess Port Policy Wizard [ ]

ﬂ Access Port Policy Created Successfullyl

You hewve successfully created the Access Pont Policy: OSG Access Port Po

Click Finish to save and exit.

<Ba:k| Next>| Finish | Cance\l Help |

|Waming Applet Yindouy

eless Switch Policy YYizard [x]

Wireless Switch Policy: Q5G Wireless Switch Policy

Which Access Port Policies doyou wantto apply to this Wireless Switch

Palicy? “You can create a new Access Port Palicy by clicking on the
"Create..." button below.

Access Port Policy

Availahle: Selected:

Create...

<Back| Next)l Rz | Cance\l Help |

Warning: Applet Window
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24. Click Next without making any
changes to the bandwidth settings on
this Access Port Policy Wizard
screen. The Access Port Policy
confirmation screen appears.

25. On the Access Port Policy
confirmation screen, click Finish to
save this Access Port policy and exit
the Access Port Policy Wizard. The
Wireless Switch Policy Wizard screen
appears to allow the newly created
Access Port Policy to be attached to
the switch policy.

26. From the Wireless Switch Policy
Wizard screen, select the Access Port
Policy just created (in this example,
QSG Access Port Policy) and click the
>> button to move the policy from the
Available box to the Selected box.
The Wireless Switch Policy Wizard
screen redisplays showing the Access
Port Policy in the Selected box.



¥ireless Switch Policy Wizard [x]

®

Wireless Switch Policy. QSG Wireless Switch Policy

Which Access Pont Policies doyouwant to apply to this Wireless Switch
Policy? You can create a new Access Port Policy by clicking on the
"Create " button below.

Access Fort Policy

Selected:
QSG Access PortPaol

Available

Detault Access PotF
>

e

<
| — [
Create... I

<Back| Next > | FEmish | Caﬂce\l Help |

Warning: Applet Window

¥ireless Switch Policy Wizard [x]

3

Wireless Switch Policy. QSG Wireless Switch Policy

Which Access PortsfAccess Points do youwantto allow on this Wireless
Switch Policy? Enter the MAC addresses of allowed Access Ports/Access
Puoints and assign the appropriate Access Paort Paolicy. The MAC

Adoption List: Allo

StatMAC | EndMAC | AccessPotPolicy |

Add I Delete

<Elack| Nex|>| FEirizh | Cﬁmce\l Help |

“Warning: Applet Yindow

¥ireless Switch Policy Wizard [x]

@

Wireless Switch Policy QSG Wireless Switch Policy

Which Access Pons/Access Points do wou want to disallow on this
Wireless Switch Palicy? Enter the MAC addresses of disallowed Access
Pors/Access Points. The MAC addresses can be entered individually or

Adoption List: Disallo

StatMAC | EndMAC |

Add Delete

<Back | Next> | Frist | cancel | Hel |

YWarning: Applet Yindow

15

27. From this Wireless Switch Policy

Wizard screen, click Next to display
the Adoption List Allow screen.

28. Click Next without making any

290.

changes to this Wireless Switch Policy
Wizard screen. The Adoption List
Disallow screen appears.

Click Next without making any
changes to this Wireless Switch Policy
Wizard screen. The Unknown Access
Ports/Access Points screen appears.



ireless Switch Policy Yvizard

Wireless Switch Policy: QSG Wireless Switch Policy

‘“What do wou want to do with any unknown Access Forts/Access Foints that

are detected on the network? You can choose to Deny Adoption. or
choose the Access Port Palicy to Allow Adogtion.

Unknaown Access Ports/Access Paoints

 Deny acoption

@ Allow adoption and use Access PotPo |Q2G Access Port Pox

[ Bend SHMP Trap

(Backl MNext > | iz I Cance\l Help I

‘Wammg Applet Window

eless Swiich Policy Wizard

@ Wireless Switch Policy Created Successtully!

<Eack| [t | Finish | Cancell Help |

*rou have successfully created the Wireless Switch Policy: QSG
‘Wireless Switch Policy. Click "Finish" to sawve and exit.

“Warning: Applet Yindow

reless Switch Policy Manager

Wireless Switch Policy Manager
@ Active Polic Default Wireless Switch Palicy

—Palicy

Diefault Wireless

Settings

[Name: IOSG ‘Wireless Switch Policy

Channel: 1 =

Descriptior IThe firstwireless switch policy

Country: United States =

Adoption List,

Access Fort Palicies—

F’DwerLevel] j vy QSG Access Portk
™ Emergency
Ethernet Polic Al LI
lm Add f Delete
L
Create | Delete | Ar:tlvatel SEVE | Close | Help |

YWarning: Applet YWindow
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30. Click the Allow adoption and use
Access Port Policy button and click
Next to display the Wireless Switch
Policy confirmation screen.

31. From this Wireless Switch Policy

confirmation screen click Finish to
save this Wireless Switch policy and
exit the Wireless Switch Policy
Wizard. The Wireless Switch Policy
Manager screen appears.

32. From the Wireless Switch Policy
Manager screen, select the
Wireless Switch Policy just created
(in this example, QSG Wireless
Switch Policy) and click Activate. A
warning box appears.



Warning!

This will activate the Wireless Switch Policy

33. From the Warning box, click OK. The Wireless Switch

Policy Manager screen reappears.

QK Cance\:

|Warnmg Applet Window

¢less Switch Policy Manager [x]
Wireless Switch Policy Manager
@ Active Polic Q5G Wireless Switch Palicy
ettings
Name: IOSG “Wireless Switch Policy

Descriptior IThe first wireless switch policy

Country: United Statas | Adoptian List I

Channal: |1 = Access Port Palicies —
Power LevelW j iy QS5G Access PortF
[ Emergency

Ethernet Palic 0 I
Default Ethemet = Add / Delste

Create. | Delete I Ad\vaiel Save I Close | Help I

WWarning: Applet YWindow

34. From the Wireless Switch Policy
Manager screen, click Close. The
WS 5000 main screen reappears.

ws 5000 Wireless Switch

View Create Modify Systern Settings  Help

E-3 Q56 Wireless Switch Policy [ | Switch Pelicy

= ¢@Default Ethemet Policy

L galethemet] [Palic

: ‘falethemet2
=-¢BUBG Access Port Policy
L D 00ANFE:

i~ w3Mobile Units

Palicy Marme: IDefau\t Wireless Switch Policy

Country: United States el Adoption List... |

ﬂ Propetties:

----- __|[Unassigned Access Ports]

[Wireless Switch

Mame. Ww35000 Type:

Description: WS 5000 Wireless Netwark

Primary

Status: 1 Access Ports Currently Active

License
Software Version:  1.1.4.30 License Level 30 Access Ports, 4096 MUs
Serial Mumber: DO0ADFS Adaption Level: 30 Access Ports

ol |—f Apmyl Undo Changesl Help Luguull

Gonnected [T [nsareuest | & @ @

35. Notice that the policy tree on the left panel of the WS 5000 main screen shows the new
policy (QSG Wireless Switch Policy), which makes WEP 128 active for this WS 5000
(and all attached Access Ports and Mobile Units). Notice that the new switch-level policy
also includes the newly created QSG Access Port Policy, which in turn controls the QSG

First WLAN policy with the new ESSID.
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To verify that the new policy is working:

1. Reconfigure wireless clients to match these new settings (ESSID, etc.) as shown in

Figure 2.

2. Reissue the ping test done in “Verifying the Connections” to confirm that a wireless client
can still reach the wired LAN. Or, use the GUI to confirm connectivity with mobile units.
To verify the connectivity of mobile units using the GUI, click Mobile Units (highlighted)
on the left panel of the WS 5000 main screen (shown below). The MU View screen

appears.

WS 5000 wicies s

View Create Modify Swstern Settings  Help

3. Select a mobile

EFF2 QA5G Wireless Switch Policy j
= yltest
L L Eaethemett

o Access Pors]

. [l

unit and click
MU View Properties. The
MU Detal MU Properties
WLAN: [ @50 FirstwLan | ¥ Include MUs which are Away

screen appears.

MAC Address
IF8:

Typa)

<

IP Address |

ISG Firat WLAN

| i

WLAN FFState | Auth

MU Count: 1

Prupemesl Refreshl

Help Logautl

Connecled

Type: Data

MAC Address:  00:AD:FE:

IP Address: 192168123103
SALAN QSG First WyLAN
FF State: Associated

Authentication St Authenticated
Authentication Mett Open
Encryption Metho Open

Access Port 00:AD:FE:
Current Tx Rate: 11 Mbps
Supported Rates 1. 2.5.5. 11 Mbps
RS5L: 42

FSP(PowerMod  CAM mode
Interface: RF
Agsociation Uptime: 1009 seconds
Session Tkt Expirecd

Session Username

Packets Sent 20

Packets Received: &7

Bytes Sent 15752

Bytes Received: 17611

Last Activity: 0

WLAM |D: ot using WLAN

C\Usel Help |

‘Wamimg Applet YWindowy

Conclusion

[ ozteamesr | & 09 @

From the MU Properties screen, the identity and
connection status of the selected mobile unit
can be verified. Notice the wide variety of
identification, status, and traffic information
available for this mobile device.

The WS 5000 is now fully operational and secured with WEP 128. No additional configuration is
required unless desired. To create additional policies, refer to the System Reference Guide on
the CD included with this WS 5000.
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