Overview

CHAPTER 2

Generating Certificates

Revised: March 27, 2006, OL-8880-01

This chapter provides a general overview of the stepsinvolved in generating RSA keys and certificates
without reference to specific tools. Following the overview, the sections Generating Certificates with
OpenSSL, page 2-2 and Certificate Generation with Windows CA, page 2-6 provide examples based on
OpenSSL and Windows Certificate Authority.

The actual mechanics of certificate generation are highly dependent on the tools used aswell asthe local
security policies in effect. Some tools and policies might condense the three steps shown below into
fewer (possibly one) steps or expand them into more steps. The degree of automation and direct user
involvement also varies greatly and can range from a simple web form-based model with automatic
certificate distribution to a more complicated procedure with multiple user interactions. Some CAs are
set up to support online operations including certificate production while others might operate strictly
offline and require more manual involvement.

RSA Key Generation

RSA keys have certain mathematical and cryptographic properties that require special software tools for
the generation. Some tools will ask you to type on the keyboard during generation to create a source of
randomness. This is because RSA keys are based on large random numbers.

RSA key pairs have two essential parameters that must be specified during creation. The first parameter
isthe key typewhich isalways RSA. The second parameter isthe key length in bits which can vary from
512 to 4096 bits (or even more). The key length is usually specified as part of the customers’ security
policy and it is difficult to give a generally applicable recommendation for it.

Certificate Request Creation

A Certificate Request (CR) is information packaged with the public key that specifies the type and
general content of the desired certificate. It is usually packaged in a format based on PK CS#10 (one of
the PKCS standards documented by RFC 2986) or Certificate Request Message Format (CRMF), an
emerging standard from the IETF. The format of the CR is usually not important aslong as the tools used
to create and process it are compatible.
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The CR usually contains the following:
» AnRSA key-pair
» Subject name (possibly in DN format)
« Desired lifetime of the certificate
« Name or identification of the issuing (signing) CA
« Certificate extensions

PEAP and EAP-TLSrequire server certificatesto include an extendedK eyUsage extension of TLS Server
Authentication and client certificates to include an extendedK eyUsage extension of TLS Client
Authentication. The method used to specify extensions and their values depends on the tool. The
extendedK eyUsage extension contains one or more Object Identifier (OID) values which are specified
as strings of dot-separated decimals. The appropriate values are shown below:

Table 2-1 Required Values of extendedKeyUsage

Server or Client OID Value Meaning

Server 1.3.6.1.55.7.3.1 TLS Server Authentication
Client 1.3.6.1.5.5.7.3.2 TLS Client Authentication

Certificate Generation

The CR is submitted to the CA to generate the actual certificate. This might happen immediately, upon
request (such as using a web form) or there might be delays if the CA is operated offline or requires
manual management approval to issue certificates.

Generating Certificates with OpenSSL

This section provides example of creating certificates with OpenSSL. The OpenSSL open source project
includes a command line tool, openssl, used to create keys and certificates. OpenSSL has many other
useful capabilities. For more information about the OpenSSL open source project, check their website:

http://www.openssl.org

The examples create an extremely simple certificate hierarchy consisting of two levels and three
certificates. First a self-signed root certificate is created and then used to sign a server certificate and a
client certificate. Most realistic certificate hierarchies contain one or more levels of intermediate CA
certificates.

The following steps assume a Linux or BSD-style shell is active, but the commands for most other
command line environments are similar.

The openssl.cnf Configuration File

The openssl command tool uses a configuration file usually named openssl.cnf for various parameters
and other information related to creating certificate requests.

There are two ways to make the openssl.cnf file available to the command tool:
» Using the OPENSSL_CONF environment variable
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export OPENSSL _CONF /opts/open/openssl.cnf
- Specifying the —config option on the command line
openssl <additional parameters> config ./openssl.cnf

The CA and CA_Default sections of the openssl.cnf file are particularly important because they specify
information related to the configuration of a CA. Figure 2-1 shows an example of an openssl.cnf file,
from the OpenSSL distribution.

Figure 2-1 Example openssl.cnf File

R A R R
[ ca]
default_ca = CA _default # The default ca section

R A R R R R
[ CA default ]

dir = ./ca # Where everything is kept

certs = $dir/cert # Where the issued certs are kept
crl dir = $dir/crl # Where the issued crl are kept
database = $dir/index.txt # database index file.
new_certs_dir = $dir/newcerts # default place for new certs.
certificate = $dir/root-cert.pem # The CA certificate

serial = $dir/serial # The current serial number

crl = $dir/crl.pem # The current CRL

private_key = Sdir/private/root-key.pem # The private key

RANDFILE = $dir/private/.rand # private random number file
x509_extensions = usr_ cert # The extentions to add to the cert

# Comment out the following two lines for the "traditional" (and highly broken) format.
name_opt = ca_default # Subject Name options
cert_opt = ca_default # Certificate field options

# Extension copying option: use with caution.
# copy extensions = copy

# Extensions to add to a CRL. Note: Netscape communicator chokes on V2 CRLs
# so this is commented out by default to leave a V1 CRL.

# crl extensions = crl ext

default_days = 365 # how long to certify for
default crl day s= 30 # how long before next CRL
default md = md5 # which md to use.
preserve = no # keep passed DN ordering

# A few difference way of specifying how similar the request should look
# For type CA, the listed attributes must be the same, and the optional
# and supplied fields are just that :-)

policy = policy match

[ oL-8880-01
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Required Certificate Extensions

PEAP and EAP-TLSrequire server certificatesto include an extendedK eyUsage extension of TLS Server
Authentication and client certificates to include an extendedK eyUsage extension of TLS Client
Authentication. These extensions can be placed in a configuration file referenced on the openssl|
command line.

The following is an example of the required certs-exts.cnf extensions file:

[ server exts ]
extendedKeyUsage = 1.3.6.1.5.5.7.3.1
[ client_exts ]

extendedKeyUsage

1.3.6.1.5.5.7.3.2

Creating Test Certificates and Keys

Use the openssl command line tool to create certificates and keys for testing PEAP. The following
sections provide examples of how to create a simple certificate hierarchy that consists of a single CA
certificate, asingle server certificate, and asingle client certificate. Additional certificates and keys can
be produced as needed for testing purposes.

l\?: L ong commands are shown on multiple lines, and some of the commands will prompt you for additional
input.
Creating a CA Directory
To create a CA directory, enter the following commands as a root user:
mkdir ca
cd ca

mkdir certsprivate regs
echo ‘01’ > serial

touch index.txt

chmod 0700 private

cd ..

Creating a Self-signed CA Root Certificate and RSA Key

Use the following command sequence to create a self-signed CA root certificate and RSA key.

openssl req -x509 -newkey rsa: 1024 —keyout ./ca/private/root-key.pem -keyform PEM
-out ./ca/certs/root-cert.pem -outform PEM -config ./openssl.cnf

WLSE Express AAA Server Certificate Configuration Guide
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Use the following command to display the certificate:

openssl x509 —in ./ca/certs/root-cert.pem —text

Converting a CA Certificate to PKCS#12

Use the following command sequence to convert a CA certificate to PK CS#12 format. This processis
useful for importing a CA certificate to a Windows PC for testing purposes.

cat ./ca/certs/root-cert.pem ./ca/private/root-key.pem > ./ca/private/root-all.pem

openssl pkcsl2 -export -in ./ca/private/root-all.pem -out ./ca/certs/root-cert.pl2

Creating a Server Certificate Request and RSA Key

Use the following command sequence to create a server certificate request and RSA key.

openssl req -newkey rsa: 1024 -keyout ./ca/private/ser ver-key.pem -keyform PEM
-out ./ca/reqs/server-req.pem -outform PEM -config .Jopenssl.cnf

Creating a Server Certificate from the Request

Use the following command sequence to create a server certificate from the request and reference the
certificate extensions file and required server certificate extension.

openssl x509 -req -days 365 -in ./ca/reqs/server-req.pem -CA ./ca/certs/root-cert.pem
-CAkey ./calprivate/root-key.pem -CAserial ./ca/serial -extfile ./ca/cert-exts.cnf
-extensions server_exts -out ./ca/certs/server-cert.pem

Use the following command to display the server certificate:

openssl x509 —in ./ca/certs/server-cert.pem —text

Creating a Client Certificate Request

Use the following command sequence to create a client certificate request.

openssl req -days 365 -newkey rsa: 1024 -keyout ./ca/private/client-key.pem -keyform PEM
-out ./ca/regs/client-req.pem -outform PEM -config ./openssl.cnf

Creating a Client Certificate from the Request

Use the following command sequence to create a client certificate from the request and reference the
certificate extensions file and required client certificate extension.

openssl x509 -req -days 365 -in ./ca/reqs/client-req.pem -CA ./ca/certs/root-cert.pem
-CAkey ./ca/private/lroot-key.pem -CAserial ./ca/serial -extfile ./ca/cert-exts.cnf
-extensions client_exts -out ./ca/certs/client-cert.pem

WLSE Express AAA Server Certificate Configuration Guide
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Use the following command to display the server certificate:

openssl x509 —in ./ca/certs/client-cert.pem —text

Converting a Client Certificate and Private Key to PKCS#12

Use the following command sequence to convert a client certificate and private key to PKCS#12. This
process is useful for importing a client certificate to a Windows PC for testing.

cat ./ca/certs/client-cert.pem ./ca/private/client-key.pem > ./ca/private/client-all.pem

openssl pkcsl2 —export —in client-all.pem —out client-all.p12

Certificate Generation with Windows CA

Note

This section provides examples of creating certificates using the Windows Certificate Authority
(Windows CA). The Windows CA provides a web-based interface for requesting and retrieving
certificates. Theweb forms permit you to create anew key pair or use an existing key, specify the desired
certificate fields and attributes, and to submit the request to the CA for processing.

The Windows CA component is only available on Windows Server OS, not on client OS (such as
Windows 2000 Pro or Windows X P). To generate certificates you will need a Windows Server set up and
the Windows CA configured.

Usually an administrator will be required to manually review and grant or deny the request before the
certificate can be accessed. (Windows CA can also be configured to automatically grant requests without
administrator intervention.) The Certification Authority snap-in of the Microsoft Management Console
(MMC) isused to review certificate requests and take the appropriate action. It can also be used for other
purposes such as certificate revocation, renewal, etc.

After a certificate has been issued by the Windows CA it must be exported to afile so that it can be
transported to the machine where it will be used. Although Windows can export certificatesin DER or
PEM format, if the corresponding private key isrequired (asit is for server and client certificates) then
the certificate and private key will be bundled into a PK CS#12-formatted file. Since the required format
for our purposes is PEM, the PKCS#12 content must be reformatted appropriately.

The following examples show an extremely simple certificate hierarchy consisting of two levels and
three certificates. Most realistic certificate hierarchies will contain one or more levels of intermediate
CA certificates. Sincetheroot-level certificateis created when the Windows CA product isinstalled and
configured, those steps are not shown here. The examples assume that the Windows CA has been
configured for standal one operation, but the steps are essentially the same for other configurations.

The following examples assume that the Windows Certificate Authority product has been installed and
configured. Since the exact installation steps vary depending on the version of Windows Certificate
Authority and its configuration, those steps are not shown here. Refer to the appropriate Microsoft
documentation for information about how to install Windows Certificate Authority.

WLSE Express AAA Server Certificate Configuration Guide
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Generating a Server Certificate

This section describes how to generate a server certificate.

Stepl  Useyour browser to access the Windows Certificate Services web form using a URL like the following:

http://server-name/certsrv. In the example below, the server name is w2ks.

Figure 2-2 Windows Certificate Services Form

‘A Microsoft Certificate Services - Microsoft Internet Explorer

=101 %]

File Edit View Favorites Tools Help ﬁ

GBack + = - (2 at | Qysearch [Favorites G Media @l By S

Address I&j http:ff127.0.0,1: 9458 cartsr]

| @ee |Links 2

Microsoft Certifica

YWelcome

ou use this web site to request a certificate for your web browser, e-mail client, or other secure program.
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web, sign

your e-mail messages, encrypt your e-mail messages, and more depending upon the type of certificate you
request.

Select atask:

¢ Retrieve the CA certificate or certificate revocation list
& Reqguest a certificate
© Check on a pending certificate

Mext = |

w

148230

’_ ’_ ’_ |4 Tmternet

Step2  Select Request a Certificate and click Next.
The next window enables you to select the type of certificate request.

WLSE Express AAA Server Certificate Configuration Guide
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Figure 2-3 Selecting Certificate Request Type

‘A Microsoft Certificate Services - Microsoft Internet Explorer

=10l x|
File Edit Miew Favorites Tools Help ﬁ
Back - = - &) at | Qhsearch [ Favorites P Media @l By S
Address I@ htkpeff127.0.0.1:9488  certsrycerkrqus. asp

Choose Request Type

Flease selectthe type of request you would like to make:

< User certificate request:

E-Mail Protection Certificate

& Advanced request

|@ Done

N K

1459231

’_ ’_ ’_ |4 mternet

Step3  Select Advanced request and click Next.

The next window enables you to select the method used to request the certificate.

Il \WLSE Express AAA Server Certificate Configuration Guide
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Figure 2-4 Advanced Certificate Requests

‘A Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Miew Favorites Tools Help

Back - = - &) at | Qhsearch [ Favorites P Media @l By S

Address I@ httpeff127.0.0.1:94 58 cartsrv/rertrgad. asp j 6>Go | Links **

Microsoft Cerifica

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Mote
that the policy of the cerification authority (CA) will determine the certificates that you can obtain.

& Submit a certificate request to this CA using a form.

€ Submit a certificate request using a basebd encoded PKICS #10 file or a renewal request using a basebd
encoded PHCS #7 file.

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must havie an enroliment agent cerificate to submit 2 request for another user,

Mext = |

N K

140232

=] [ [ [ |4 mtermet

Step4  Select Submit a certificate request to the CA using a form, then click Next.

The Advanced Certificate Request form, Figure 2-5, allows you to specify some of the certificate's
information content. You need only specify afew items; use the default values for the others.

In the Identifying Infor mation section, Name is usually the name of the server. Use the default values of
the other fields.

In the Intended Purpose section, select Server Authentication Certificate.
In the Key Options section, select Mark keys as exportable.

WLSE Express AAA Server Certificate Configuration Guide
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Step 5

Note

Figure 2-5 Advanced Certificate Request Form

HBack = = - @ A | @Search [3e] Favwarites @Media 8 | I%- =h

File Edit Wiew Favorites Tools Help ﬁ

Address Iﬂj hibp: 127.0.0. 19455 cart spv cartrgma. asp j Pao | Links **

Advanced Certificate Request

ldentifying Information:

Marme: |w2ks

E-tail: Icensn@yourmachine.com

Company: IEngineering

Department: IIT

City: |San Jose
State: |CA

Country/Region: IUS

Intended Purpose:

ISer\rerAuthenticatiDn Certiﬂc:atej

Key Options:

CsP: |Micmsoﬂ Base Cryptographic Provider v1.0 j
Key Usage: € Exchange © Signature Bath

f _I Min: 324 A
KE}-’ Size: [1024 Y — (common key sizes: 512 1024 )

" Create new key set
" Set the container name
" Use existing key sat

™ Enable strong private key protection

¥ Mark keys as exportable
™ Export keys to file
™ Use local machine store

You must be an administrator to generate
a key in the Jocal machine store.

[

[} Done [ [ [a meermet

After you provide the information required for the form, click Submit to submit the request.

A
149233

Depending on your configuration, you might be asked to confirm your request.

The next window acknowledges receipt of the request and advises you to check back later to retrieve the

certificate.
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Figure 2-6 Certificate Pending

“ Microsoft Certificate Services - Microsoft Internet Explorer =]

File Edit Wiew Fawvorites Tools Help
Back - = - (2 fat | Qhsearch  [GefFavorites GfMedia £4 | By S

address I&j htp:ff127.0.001:9458 cartsry cartfrnsh. asp j PrEn | Links ¥

=

Microsoft Certificate 3 S - Home

Certificate Pending

Your certificate request has been received. Howewer, you must wait for an administrator to issue the
certificate you reguested.

Flease return to this web site in a day or two to retrieve your certificate.

Note: You rmust return with this web broveser within 10 days to retrieve your cerificate

| K

149235

| &) Dore l_ l_ l_ |4 Internet

Step6  Click Home (near upper right corner of form) to return to the Certificate Services home page.

Generating a Client Certificate

The procedure to generate a client certificate is very similar to the procedure to generate a server
certificate. The only significant differences are the value of the Name field and the Intended Purpose on
the Advanced Certificate Request page.

Because thisis a client certificate, the Name field should contain the user ID if the certificate is for an
individual or the machine name if the certificate is for a computer. The value of the Intended Purpose
field must be set to Client Authentication Certificate.

Figure 2-7 shows an example of the Advanced Certificate Request form for requesting a client
certificate.

WLSE Express AAA Server Certificate Configuration Guide
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Figure 2-7 Example of Client Certificate Request Form

“ Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Faworites Tools Help

L=
= |

Back - = - (2 fat | iQhsearch  [IFavorites GfMedia £# | EN- S

Address I@ http:ff127.0.0,1:9488 /certsrv/certrgma, asp

Microsoft C

Advanced Certificate Request

| @eo [Liks »

ldentifying Information:

Mame: |Larry

E-tail: Itest@somewhere.com

Company: IEngineering

Department: IIT

City: |San Jose
State: |CA

Country/Region: IUS

Intended Purpose:

ICIient Authentication Certificate j

Key Options:

CsP: |Micmsoﬂ Base Cryptographic Provider v1.0
Key Usage: © Exchange © Signature & Bath

f _I Min: 224 N
KE}-’ Size: 512 W ase A024 (commaon key sizes: 512 1024 )

" Create new key set
[ Set the container name
" Use existing key sat
™ Enable strong private key protection

¥ Mark keys as exportable
[ Export keys to file

| &) Dore l_ l_ l_ |4 Irternet

| K

149236
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Certificate Retrieval
From the Certificate Services home page, select Check on a pending certificate.

Figure 2-8 Example of Check Pending Certificate Request

‘3 Microsoft Certificate Services - Microsoft Internet Explorer i ] |
File Edit Wew Favorites Tools Help ﬁ
<Back - = - (2 tat | QhSearch [GFavorites §fMedia £4 | BN S

Address |g“|http:mz?.u.u.l:9488;certsrv,f j et |Links »

Microsoft Cerificate

Home

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other
secure program. Once you acquire a certificate, you will be able to securely identify yvourself to
other people over the web, sign your e-mail messages, encrypt your e-mail messages, and
more depending upon the type of cerificate wou request.

Select a task:
" Retrieve the CA cerificate or certificate revocation list
" Request a certificate
& Check on a pending certificate

[&] hetp:y1127.0.0.1:9488 certsry [ [ [ [q mnternet

[~
/
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Step7  Click Next to proceed.

Figure 2-9 shows an example of the pending certificates requests.
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Figure 2-9 Check Pending Certificate Requests

“} Microsoft Certificate Services - Microsoft Internet Explorer o |m] |
File Edit Wiew Favorites Tools Help ﬁ
dBack ~ = - Z) al | Qhsearch (lFavorites GliMedia 4 | By S

Address I&j hitp:127.0.001: 9488 cartsry carbckpn, asp j a0 | Links **

Microsoft Cerifica - Home

Check On A Pending Certificate Request

Flease selectthe certificate request you want to check;

Server Authentication Cerificate (Monday Movernber 14 2005

Mext > |
[&) pone l_ l_ l_ |4 mkernet

N L

149215

Step8  Select the appropriate request from the list and click Next.

If the certificate you request has not yet been granted, the Certificate Pending window displays as shown
in Figure 2-10. This window provides a button to remove the certificate request.

Figure 2-10 Certificate Pending with Remove Option

“} Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

dBack ~ = - Z) al | Qhsearch (lFavorites GliMedia 4 | By S

Address I&j htbp:fi127.000,1:9455 / cartsry fcartfnsh, asp j a0 | Links **

B

Microsoft Cerificate Ces - Home

Certificate Pending

Your certificate requestis still pending. You must wait for an administrator to issue the
certificate you reguested.

Flease return to this web site in a day or two to retrieve your certificate.

Note: You rmust return with this web broveser within 10 days to retrieve your certificate

Rernove |— Remowe this request from your list of pending requests. [—

[&) pone l_ l_ l_ |4 mkernet

KO

149216

Assuming that the certificate request was approved, the server displays the Certificate |ssued window
shown in Figure 2-11.
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Figure 2-11 Certificate Issued

“} Microsoft Certificate Services - Microsoft Internet Explorer =]
File Edit Wiew Favorites Tools Help |

dBack ~ = - Z) al | Qhsearch (lFavorites GliMedia % | BN S

Address I@ htbp:fi127.000,1:9455 / cartsry fcartfnsh, asp j a0 | Links **

Microsoft Cerifica

Certificate Issued

The cerificate you requested was issued to you.

Install this cetificate

L

149217

|&) pone l_ l_ l_ | miernet

Step9  Click Install this certificate to continue.

Note  Depending on your configuration, you might be asked to confirm your request.

Figure 2-12 shows a confirmation of successful certificate installation.

WLSE Express AAA Server Certificate Configuration Guide
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Figure 2-12 Certificate Installed Confirmation

‘3 Microsoft Certificate Services - Microsoft Internet Explorer o =[S
File Edit Wiew Fawvorites Tools Help |

Back - = - (2 fat | Qhsearch  [GefFavorites §fMedia £# | EN- S

address I@ hitp:ff127.0.001:9488 cartsry cartrmpn. asp j PrEn | Links ¥

Microsoft Certificate 3

Certificate Installed

Your new certificate has been successiully installed.

L

149219

|&] Done l_ ’_ l_ |4 Internet

Exporting Server and Client Certificates

The certificate and private key must be exported from Windows before they can be installed on another
machine. The easiest way to do thisis to use the browser. This example uses Internet Explorer version
5.0. The procedure is the same for server and client certificates.

Navigate to the Certificates dialog box with these steps:

Stepl  Open the Tools menu.
Step2  Select Internet Options...
Step3  Click the Content tab.
Step4  Click Certificates.

The Certificates dialog box will display the certificates installed on this computer, as shown in
Figure 2-13.
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Figure 2-13 Certificates Dialog

Certificates 2]

tntended purpose: | - |

Persanal IOther Fenople | Inkermediate Certification Authatities I Trusted Rook CertiFicatiorLI_’

Issued To | Issued B | Expiratio... | Friendly Marne: |
[= administr atar Administrakar 03112104 <Mone>
Elar Test AR Test 10/06/2006  <Mone:=
[Elbbsm AR Test 110g/2006  <Mores
[EB =] AR Test 10/06/2006  <Mone’
=l 1en AR Test L10&2006  <Monex
Ewaks AR Test 1142006 <Mone:=

Import... Export, .. REmove Advanced. .. |

Certificate intended purposes

Wiew |

149220

Step5  Select the appropriate certificate to export and click Export... to initiate the Certificate Export Wizard
as shown in Figure 2-14.

Figure 2-14 Certificate Export Wizard

Certificate Export \'! x|

Welcome to the Certificate Export
Wizard

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists From a certificate
store bo your disk,

A certificate, which is issued by a certification autharity, is
a confirmation of ywour identity and conkains information
used ko protect data or to establish secure nebwork
connections. & certificate store is the system area where
certificates are kept.

To conkinue, click Mext,

= Back Cancel |

149221

Click Next to continue. The Export Private Key window displays as shown in Figure 2-15, which enables
you to export the private key with the certificate.
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Figure 2-15 Export Private Key

Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate,

Private keys are password pratected, IF you want ta export the private key with the
cettificate, you must type a password on a later page.

Do wou wank to export the private key with the certificate?

@& ¥es export the private keyi

" No, do not export the private key

< Back I Mext = I Cancel

Step6  Select Yes, export the private key and click Next to continue.

149222

The next window allows you to select the format of the certificate file. Since we are exporting both the

certificate and the private key, the only format permitted is PK CS#12.

Figure 2-16 Export File Format
Certificate Export Wizard x|
Export File Format
Cettificates can be exported in a wariety of file Farmats,
Select the format vou wank ko use;
" DER encoded binary #.509 (L CER)
" Base-64 encoded ¥.509 (. CER)
" Cryptographic Message Syntax Standard - FEES #7 Cerbificates (,P7E)
I™ Include all cettificates im the cettification path if possible
¥ personal Information Exchange - PKCS #12 { PR
™ Include all certificates in the certification path if possible
¥ Enable strong protection frequires IE 5.0, NT 4.0 5P4 or above)
[ Delete the private key if the expart is successful
< Back I Mext = I Cancel

Step7  Click Next to continue.

149223

The next screen prompts you to enter the password used to protect the PK CS#12 content.
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Figure 2-17 Export Wizard Password

Certificate Export Wizard

Password

To maintain security, you must probect the private key by using a password,

Type and corfirm a passward.

Password;
I*****

Confirm password:
I*****

< Back IHCXTI

Cancel

Certificate Generation with Windows CA W

149224

After entering the password, click Next to continue.

The next screen prompts you to specify (or browse to) the name of file to export.

Figure 2-18 File to Export

Certificate Export Wizard

File to Export
Specify the name of the file you wank ko export

Eile: name:

Dihserver.pfx

< Back | Mext =

Cancel

Step8  After entering the file name, click Next to continue.

149225

Figure 2-19 shows the settings selected through the Certificate Export wizard.
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Figure 2-19

Certificate Export Wi

Completing the Certificate Export

Completing the Certificate Export
Wizard

ou have successfully completed the Certificate Export
wizard,

¥ou have specified the Fallowing settings:

File Mame Diisery
Export Keys es
Include all certificakes in the certification path Mo
File: Forrnat Persan.
d| | 2

<Back |"Finish

Cancel

Step9  Click Finish to complete the export operation.
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If successful, the message shown in Figure 2-20 displays to indicate a successful export.

Figure 2-20

X

The export was successful,

149227

Exporting CA Certificates

Successful Export

The procedure shown in Exporting Server and Client Certificates, page 2-16, can also be used to export
CA certificates. In the Certificates dialog box, click the appropriate tab for either Intermediate
Certification Authorities or Trusted Root Certification Authorities and scroll the list to locate the
certificate you want to export. (Other categories might also be present depending on how the certificate

storeis configured.)

Figure 2-21 shows an example of the certificates to export window.

Il \WLSE Express AAA Server Certificate Configuration Guide
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Figure 2-21 Certificates to Export
Certificates 2 x|
Intended purpose: Iiﬂll) j
Intermediate Certification Authorities  Trusted Root Certification Autharities I LI_P
| Issued To | Issued B | Expiratio. .. | Friendly Mame |;|

5 CertPlus oo
[Eldass 1 Public Prima...  Class 1 Public Primary ... OSM01/20258  werigign Class 1... __|
[EClass 1 Public Prima...  Class 1 Public Primary ... 01/07/2020  VeriSign Class 1 ...
Elass 2 Primary CA Class 2 Primary Ty 07/06/2019  CertPlus Class 2 ...
[Z]class 2 Public Prima...  Class 2 Public Primary ... OLJ0792004  WeriSign Class 2 ...
[E class 2 Public Prima...  Class Z Public Primary ... 08/01f2028 WeriSign Class 2 ...
Eldass 3 Prirnary CA Class 3 Primaty Ca 07/06§2019  CertPlus Class 3 ...
[ Class 3 Public Prima...  Class 3 Public Primary ... 08/01)2028 WeriSign Class 3 ...
[ Class 3 Public Prima...  Class 3 Public Primary ... O0LJ0702004  YeriSign Class 3 ... ;I

Import... | Export... Remove ﬂdvanced...l

Certificate intended purposes

Secure Email, Server Authentication

View |
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The rest of the procedure is the same as for server and client certificates except that usually the private
key of CA certificates are not exported. In that case, the enabled exported certificate file format options
will be alittle different. Instead of just PKCS#12, the two formatswill be DER or Base-64 encoded DER
as shown in Figure 2-22.

Figure 2-22 Export File Formats

Certificate Export Wizard x|

Export File Format
Cettificates can be exported in a wariety of file Farmats,

Select the format vou wank ko use;

' DER encoded binary ¥.509 (LCER:

€ Base-64 encoded X.509 {.CER)

" Cryptographic Message Synkax Standard - FKCS #7 Certificates (,P7E)
I™ Include all cettificates im the cettification path if possible

€ personal Information Exchange - PRCS #12 (PR
™ Include all certificates in the certification path if possible
™ Enable strong protection (requires IE 5.0, KT 4.005P4 or aboye)

I Delete the private key if the expott is successtul

< Back I Mext = I Cancel
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Converting PKCS#12 to PEM

A certificate and private key that have been exported from Windows will generally be encapsulated in a
single filein PKCS#12 format. Before they can be installed on WL SE, they must be reformatted into
PEM formatted files. It isagood security practiceto store the certificate and private key in separatefiles.
You can use the openssl command line tool from the OpenSSL open source project to do this.

Most Windows systems will not have the openssl tool installed, so it isusually easier to copy the
PKCS#12 certificate file to a computer that does support OpenSSL .

There are two steps involved:

Stepl  Convert the PKCS#12 file to PEM format using openssl.
Step2  Split the resulting PEM file into separate certificate and private key files (optional).

The following command line converts the content of server.pfx from PKCS#12 to PEM and places the
result into server.pem:

openssl pkcsl2 —in server.pfx —out server.pem
If the PKCS#12 file has been password protected, openssl will prompt you for the password. If the

conversion succeeds, the server.pem file will contain the certificate and private key in PEM format. An
example of a converted PEM file follows:

WLSE Express AAA Server Certificate Configuration Guide
m. oL-8880-01 |
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Bag Attributes

localKeyID: 01 00 00 00

1.3.6.1.4.1.311.17.1: Microsoft Base Cryptographic Provider v1.0

friendlyName: 9191ccb399024e88287768944c8053cc_e0808bcl-0ea6-4702-85a9-1ccdee37a5c7
Key Attributes

X509v3 Key Usage: 10

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,B22C8Cl19F46F9824

CcZ1Y5B5wu0l13bs/4wCv01Rut RBLaRMdWb4QyRf Pt 6CpWnxZDkgvDVRyXnLiaw+g
75zYbWCMFMLsLiUeDr7yp0gSjpsOihwpdY4MEZL3V35iGIB1l/dx0Z0dhywz8YoCo
D1XGQXBPTu3Uun/tZeyxISQDQFeGKopglRvIzZCACEEF3hlg9bIWEfFNuRhIOlvZoV
KeEO1TjsqtbHOhZTUyLHOdzfsix+xEw4Assc03KB4bEse+6Uk4Q3H7gFSwQON1uxM
8zLpXMcIXSEOI+1i90dLbshUwBhKuW9/ksvvmneual7GCQRVVY]+QQmzAFPmOgYch
zDdBm+E86P8+J2/K1xXxEBWrFSpbgwpr6wM5SmgETH6VOIy2xaT+VTspDnp2jtdfyl
2/£f0rG4Vv2njxuutQfGKIS2W49uVicploss6iF4e7hVIY0+Glc/6LS8QFcQJoLbmw
ymmFRgi 8] 0jYGQWNpJ 7Awax+2Bpa+0wulWb/teCMX77/HRIJna+r8J0FbSWm3Z2JV
HAAvMtx08SDJIpuWSid1AVp7CFPESSpQHHY 7 7dSFnGN3GBDMQTgUonbdN1ESCIMBM
LBIbaokDRt2HuoJXCaWad9vot2ssimidY1z0sOoTO2hHr8ai0dQErDGao5jAFzTGq
drKf+jA04G0agjknMfrNAfnnsOUlrKJAeW00a24Z3YLepOLNhrf 5HOZuvrbDmv5x
KB1gCONUNNDcUEffjY6£f/9MVpZX6dM807jtD71xE/GROONUCSOhFTIZWGLSTIPSO
pP3wxFswLNmgB2cWZgUifYX+UcQxkjb5quEeAghY2UJujGu+yP12s9A==

Bag Attributes

localKeyID: 01 00 00 00
subject=/C=US/ST=WA/L=Seattle/O=Engineering/0OU=IT/CN=Server
issuer= /C=US/ST=WA/L=Seattle/O=Engineering/OU=IT/CN=Root CA

MIIDyzCCA3WgAWIBAgIKYbFeTwAAAAAAAZANBgkghkiGO9wOBAQUFADBhMQswCQYD
VQQGEwJVUzZELMAKGA1UECBMCVOEXEDAOBgGNVBACTB1IN1YXRObGUxFDASBgNVBAOT
COVuz21luzZWVyaW5nMQswCQYDVQQLEwJJVDEQMA4GA1UEAXMHUMOvACBDQTAeFwOw
NTASM]jkxNzE4NTRaFwOwNjASMjkxNzI4NTRaMGAXCzAJBgNVBAYTAIVTMQswCQYD
VOQIEwIXQTEQMA4GA1UEBXMHU2VhdHRSZTEUMBIGA1UEChMLRW5naW51 ZXJpbmex
CzAJBgNVBAsSTAk1UMQ8wDQYDVQQDEWZTZXJ2ZXIwgZ8wDQYJKoZIhveNAQEBBQAD
gYOAMIGJAOGBALMJ4 jD5IPDHS36RAmemhL.CP0Q14bQzE8ngcFPcIsUY7YeK28tw2
GejsiAIE+kTEUdgPtVhgLT7NAQQyYkZ]jIzGNRpyiNUEJYDDsBow6J/SnHAPhTMAGT
X0+YgCQdgb+3N6£SAOAVOAPVCcIY1/aN7cGhrSbYH4F11N10sfUSWLC1ZAgMBAAG]
ggHKMI IBxjAOBgNVHQS8BAf8EBAMCBPAWEWYDVRO01BAwwCgYIKwYBBQUHAWEWHQYD
VROOBBYEFMo+Uu+Kxo8h/RWVtBLKTAIgxSC8MIGaBgNVHSMEgZIwgY+AFKD7phoy
OoLwEDhG6IWO+1IrZZd9ioWWkYzBhMQswCQYDVQQGEWIVUZELMAKGAIUECBMCVOEX
EDAOBgNVBACTB1N1YXRObGUxFDASBgNVBAOTCOVUZ21uZWVyaW5nMQswCQYDVQQL
EwJJVDEQMA4GA1UEAXMHUM9vACBDQYIQEKPt5J02DJ9J/drIolnjrjBjBgNVHREE
XDBaMCggKKAmhiRodHRwOi18vdzJrcy9DZXJIORW5yb2xsL1Jvb3Q1MjBDQS5j cmww
LKAgoCiGImZpbGU6Ly9cXHcya3NcQ2VydEVUcm9sbFxSb290JTIWQOEUY3JsMH4AG
CCsGAQUFBWEBBHIwcDA1BggrBgEFBQcwAoYpaHROcDovL3cya3MvQ2VydEVucm9s
bC93Mmt zX1Jvb3Q1MjBDQS5] cnQwNwY IKwYBBQUHMAKGK2 ZpbGU6Ly9cXHcya3Nc
Q2VydEVucm9sbFx3Mmt zX1Jvb3Q1MjBDQS5j cnQwDQYJKoZIhveNAQEFBQADQQDT
mBDMuK10ZR7p8TtsEGH8G3ga7QnHt PGEEtaW5iFg72eqyQNx0lys7s1361iY/+S98
we3L02Vyo9QegXLm5tv9

You might want to split the certificate and private key into two separate PEM files for security purposes.
Since PEM isatext format, you can use any common editor (such asvi or emacs) to derive, for example,
server-cert.pem and server-key.pem from server.pem.

WLSE Express AAA Server Certificate Configuration Guide
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