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Unpacking the CenturyStack 8100 Managed Hub
Check that the following components have been included:

e 8100 SeriesHub

* Rack Mount Bracket and Hardware

* Rubber Feet

o Cascade Cable

» Power Cord

e Ingtalation & User Guide (this manual)

Your order has been provided with the safetest possible packaging. |nspect
it carefully. If your discover any shipping damage, notify the carrier and
follow their instructions for damage and claims. Be sure to save the
original shipping carton if return or storage of the unit is necessary.

Overview of the CenturyStack 8100 Managed Hub

The CenturyStack® 8100 Series Hubs are auto sensing, dual speed,
manageable and stackable hubs. The CenturyStack 8100 Series Managed
Hubs consist of masters and managed slaves with 12 or 24 ports. The
features and functions of the CenturyStack 8100 Managed Series makes it
apowerful, cost-effective solution for large campus networks and rapid
growth companies.

All modelsin the CenturyStack 8100 Series Managed Hubs accept dide-in
expansion modules, adding more power and versatility, such as: bridging
10Mbps and 100M bps segments and extending distances up to 2 kilometers.

Dual Speed CenturyStack Managed Hub 8112-01-M/S
The CenturyStack twelve port models are 8112-01-M (master) and the
8112-01-S (managed dave).

The 8112-01-M master model shown below includes a Network
Management Unit (NMU), Mini-Console, 12 dual-speed auto sensing
ports, 2 MDI-II ports and a switch module expansion slot.

10/100 Mbps Dual Speed Ethernet Hub

m— B LI llLlLlLIITIL].

Dual Speed CenturyStack Hub 8112-01-M (Master with NMU)
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The 8112-01-S managed slave model shown below, includes an LED
panel, 12 dual-speed auto sensing ports, 2 MDI-II ports, and a switch
module expansion slot. The 8112-01-S can be fully managed by any
master model.

——————————— 10/100 Mbps Dual Speed Ethernet Hub

e — 1]
P

4
[

Dual Speed CenturyStack Hub 8112-01-S (Managed Slave)

Dual Speed CenturyStack Managed Hub 8124-01-M/S
The CenturyStack twenty-four port models are 8124-01-M (master) and
8124-01-S (managed slave).

The 8124-01-M master model shown below includes a Network
Management Unit (NMU), Mini-Console, 24 dual-speed auto sensing
ports, 2 MDI-II ports and a switch module expansion slot.

10/100 Mbps Dual Speed Ethernet Hub
13 e asc  aec a1 190 « ax o mx  ax

@

REinTminL

Dual Speed CenturyStack Hub 8124-01-M (Master with NMU)

The 8124-01-S Managed Slave model shown below, includes an LED
panel, 24 dual-speed auto sensing ports, 2 MDI-II ports, and a switch
module expansion slot. The 8124-01-S can be fully managed by any
master hub model.

10/100 Mbps Dual Speed Ethernet Hub
P ™ o  am  mx  ax  o

Dual Speed CenturyStack Hub 8124-01-S (Managed Slave)

CenturyStack® 8100 Managed Hub




Key Features
The CenturyStack Dual Speed Managed Hub Series has many advanced
features:

10/100M bps Auto Sensing Ports

All portsin the CenturyStack 8100 Series are dual speed auto sensing,
including the MDI-II ports. Hubs automatically detect the transmission
speed and set the port accordingly.

Stackability
Every model in the CenturyStack 8100 Series is compatible, and can be
configured in the same stack with up to 6 hubs, using cascade cables.

Expansion Slots

Every model in the CenturyStack 8100 Series has one slot for adding
expansion modules, see below. The lower slot accepts switch expansion
modules. See Chapter 2: Using Expansion Modules for more information.
The upper dot isfor the Network Management Unit (NMU) only.

Slot for Network Management Unit (NMU) only

G] ®
v ® ‘ ® e

Expansion Module Slot

Expansion Slot

M anageability
The CenturyStack 8100 Series Hubs provide extensive management
capabilities including: Mini-Console Management for device level
management, Console Management using aVT-100 terminal emulator,
Web-Based Management using a Web Browser or SNMP network
management.

¢ Mini-Console Management

* Local Console/Remote Telnet

¢ Out-of-Band Management

*  Web-Based Management

¢ SNMP Management

Introduction



RMON Probe Capability

The Remote Network Monitoring (RMON) praobe is an instrument that
exists for the purpose of managing a network. The goals of the RMON
praobe are described in the following sections: Offline Operation, Proac-
tive Monitoring, Problem Detection and Reporting, Value Added Data,
and Multiple Managers. The CenturyStack 8100 Managed Series Hubs
support RMON group (1) statistics, group (2) History, group (3) Alarm,
and group (9) Event.

Offline Operation: This allows a probe to be configured to
perform diagnostics and to collect statistics continuously,
even when communications with the management station
may not be possible or efficient.

Proactive Monitoring: The monitor can notify the manage-
ment station of failure and can store historical statistical
information about the failure. The management station can
play this historical information back in an attempt to
perform further diagnosis into the cause of the problem.

Problem Detection and Reporting: The monitor can be
configured to recognize conditions, most notably error
conditions, and to continuously check for them. When one
of these conditions occurs, the event may be logged, and
management stations may be notified in a number of ways.

Value Added Data: By highlighting those hosts on the
network that generate the most traffic or errors, the probe
can give the management station precisely the information
it needs to solve a class of problems.

Multiple Managers: Remote monitoring can deal with
multiple management stations using its resources
concurrently.

10 CenturyStack® 8100 Managed Hub



Redundant Link Capacity

Redundant links can be configured enabling up to 24 pairsin a
CenturyStack. For each pair of redundant links one port must be set as the
primary and active, the other as backup and isolated. If the primary port
fals, it isisolated and the backup port is set to primary and active.

Address Tracking Capability

CenturyStack provides MAC Address based tracking capability for traffic
analysis to diagnose network problems such as Intrusion. This function
records the source MAC address of each data packet received by the port
and provides the filter for dataanalysis. Up to 15 source MAC addresses
can be detected on each port.

Source Address Sear ch Capability

CenturyStack provides Source Address Search Capability. This active
address tracking capability is used to watch for a given MAC address and
report on which port it was seen. This capability can be used to collect the
necessary information for mapping the topology of a network. Upto 8
MAC addresses can be searched simultaneously. You can configure
address search parameters including Source MAC address and Address
Search Status with local console management, Web-Based Management
or SNMP management.

Security Intrusion Control Capability

CenturyStack provides MAC Address based Security Intrusion Control
Capability to prevent any unauthorized nodes access to the network. You
can configure the hub to take various actions when aviolation is detected.
Actionsinclude: no action, sending a trap message or partitioning a port.

Broadcast Storm Detection and Protection Capability

CenturyStack provides Broadcast Storm Detection and Protection
Capability by periodically monitoring the broadcast counters of each port
to detect a broadcast storm. Ports detected causing a broadcast storm are
automatically partitioned, atrap is sent to the network manager, or no
action is taken, depending on the configuration.

Introduction
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Front Panel Overview: Managed Slaves

An LED panel, 12 dual-speed, auto sensing ports, switch module installed
LED, and 2 MDI-II shared ports are on the front panel of the unit.

See below.

An LED panel, 24 dual-speed, auto sensing ports, switch module installed
LED, and 2 MDI-II shared ports are on the front panel of the unit.
See below.

The Switch Module Installed LED ison if aswitch moduleisinstalled in
the hub.

MDI-II Ports

LED Panel Hub ID

MDI-X Ports

[~ 10/100 Mbps Dual Ipeed Ethernet Hub ————— woi

10/100 Mbps Dual Speed Ethernet Hub
1 e s aec  am e o 2 zx o o

Front Panel 8112-01-S (12 Ports)
Front Panel 8124-01-S (24 Ports)
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LED Indication
The hub’s LEDs indicate status information for the device, its ports for
both segments (10Mbps and 100M bps), and switch status.

LED Indicators 12 Port

Lancast
CenturyStack “
P - r Link/RX 3
ower 1234567 88101112
100M 10M oo ecoeooooeoeoees
Collision | ‘ D
Forward CONEECEC Ext.
L _J Switch
Int.
Switch
8112-01-S
Lancast
CenturyStack ”
P - r Link/RX \
ower 13141516 17 18 192021 22 23 24
Collision | 1234567891011120p
Forward CHONCEO) Ext. = ® @ ® S S*sseses
L _J Switch
Int.
Switch
8124-01-S

LED Indicators 24 Port

e Power: The Power LED ison when the power cableis
plugged into the hub and awall socket.

e Link/Rx: The Link/Rx LED ison for each connected port
and blinks for ports receiving transmissions.

» Callision: Collision LEDs indicate collision for either
segment (10Mbps and 100Mbps). If thereiscollisionin a
segment the LED for that segment ison.

e Forward: Packet forwarding is active via the switch module
connecting both 10Mbps and 100M bps domains. Forward
LED indicates the packet forward status through the switch
modules. Forward for both segments (10Mbps and
100Mbps) isindicated in the table on the next page.
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Forwarding LED* indicator meaning

Forward
LED

Status

Int
Switch

Ext
Switch

Meaning

100M

On

On

off

A 10Mbps transmission
being received by
100Mbps segment
through the internal switch

100M

On

Off

On

A 10Mbps transmission
being received by
100Mbps segment through
the external switch

10M

On

On

Off

A 100Mbps transmission
being received by 10Mbps
segment through the
internal switch

10M

On

Off

On

A 100Mbps transmission
being received by 10Mbps
segment through the
external switch

100M

A 10Mbps transmission
being received by 100Mbps
segment through the internal
switch and through the
external distance extender
(Modules 8103-01-X and
8103-03-X only)

10M

On

On

On

A 100 Mbps transmission
being received by 10Mbps
segment through the internal
switch and through the
external distance extender
(Modules 8103-01-X and
8103-03-X only)

*NOTE: Collision LED is amber. All other LEDs are green.
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* Internal Switch (Bridge): The Internal Switch LED is
always on when the internal switch (bridge) function is
active and forwarding the data.

« External Switch (Bridge): The External Switch LED ison
when datais being forwarded from one segment to another
segment through the external switch port.

e HubID: Each linked hub is automatically assigned a hub
ID number and this number isindicated in the ID indicator.

Front Panel Overview: Master Units
The front panel for model 8112-01-M supports the Mini Console, switch
moduleinstalled LED, 12-10/100 ports, and 2-MDI-I1 ports.

The front panel for model 8124-01-M supports the Mini Console, switch
moduleinstalled LED, 24-10/100 ports, and 2-MDI-I1 ports.

The switch moduleinstalled LED ison if aswitch moduleisinstalled.

Console Keys MDI-II Ports

Mini Console Hub ID

MDI-X Ports

oo T T

[—————————— 10/100 Mbps Dual Ipeed Ethernet Hbp ———————————  woul

Switch Module Installed LED

Lancast 10/100 Mbps Dual Speed Ethernet Hub
CenturyStack 13x 14x 15¢ 16x 17x 18x 19x 20¢ 21x 22¢ 23x 24x

e

Front Panel CenturyStack 8112-01-M (12 Port)
Front Panel CenturyStack 8124-01-M (24 Port)
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Mini Console

The Mini Consoleis ahigh definition display with console keys that
enables you to easily monitor and configure the system. The Mini
Console provides watch diagnostic functions, including port settings,
status monitoring, traffic utilization, collision, and error rate.

With the Mini Console, you can configure each device in a CenturyStack
hub and al of its ports. For more information see Chapter 3: Managing
Through the Mini Console.

Lancast’
CenturyStack *

K9 [1][2] (3] [4] (5] (6] [7] [&] (9] [10] [11] [12] (3] [14] [15][G-A] o Prev
80w [GB]
2om Heze
1o 5

Master | C¥_ Next

www

N i e

8124-01-M

Mini Console

Rear Panel Overview

The rear panel of each hub in the CenturyStack 8100 Series supports
2-expansion slots, two cascade ports and an AC power socket.

The cascade ports are used for cascading hubs (stacking hubs); the Up
port of one hub must be connected to the Down port of the other hub.

Up Link NMU Module Slot AC Power Socket

( ‘ ( ‘ z Z [

EET - Tt

Down Link Expansion Module Slot
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Installation

Choosing a L ocation

The CenturyStack location should be less than 100 meters from servers,
workstations, or switches. The CenturyStack can be desk mounted or rack
mounted.

CAUTION: Category 5 UTP/STP cables are environmentally
sensitive. Make sure that the cable route is not too close to
electrical noise sources such as power lines or fluorescent lights.

Stacking

The CenturyStack Managed Series are stackable in standard 19" racks.
Up to six hubs can be stacked with cascade cables. One master and up to
five daves can make up a stack. The master can be positioned anywhere
in the stack, so you can add to a stack without re-positioning the hubs.

Rack Mounting
Rack mounting brackets are included to mount hubs in a standard EIA
19-inch racks.

Align the mounting brackets on the sides of the unit with the dlit over the
holes. Secure the screws tightly to fix the bracketsto the device. Then,
place the device into the 19" rack and affix it properly. Please ensure that
the ventilation holes on the unit are not blocked.

Using Cascade Cables

You can stack the CenturyStack 8100 Series hubs using cascade cables.
The master hub can be placed anywhere in the stack. By cascading the
hub stack, each hub is automatically identified and assigned an ID number
according to its position in the stack.

Installation
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Cascading hubs with cascade cables to make a stack isas simple as
connecting theUp port of onehub tothe Down port  of another hub as
illustrated below.

e

Fitever

= OO0 ¢ T

ssssss

Cascade Ports

NOTE: To connect the cascade cable, the Up port on one hub connectsto
theDown port  of another hub.

Constructing a Management Hub Stack
A stack can be constructed with up to six hubsin total. One master hub
and up to five slave hubs can exist in one stack.

Position within the Stack
The master hub can be positioned anywhere in a stack and automatically
assignsthe ID of each hub according to its position in the stack.

Master Hub Role
The master is used to manage and configure other hubs in the stack and
supplies the stack with additional ports (12/24) and an additional expan-
sion module slot. The master hub can also be used as a stand-alone
intelligent hub. Managing the hubs can be accomplished with the master
hub’s versatile management capabilities, such as:
* Mini ConsoleManagement
Refer to Chapter 3: Managing Through the Mini Console

18 CenturyStack 8100 Managed Hub



¢ CongdeManagament
Refer to Chapter 4: Console Management

*  Web-BassdManagement
Refer to the CenturyStack Network Management Guide

e S\NMPManagement
Refer to the CenturyStack Network Management Guide

Slave Hub Role

Slave hubs supply the stack with additional ports (12/24) and an addi-
tional expansion module slot. Slave hubs can be positioned above or
below the master hub. The 8112-01-S and 8124-01-S can also act as stand
alone unmanaged hubs.

Hub ID

The master hub and slave hubs can be positioned anywhere in the stack
and each hub’s ID is automatically assigned based on its position (in the
stack).

Segmenting Hubs

CenturyStack hubs can isolate one or both segments (10 Mbps and 100
Mbps segments) from the other hubsin a stack. When a segment is
isolated it does not repeat to the other segmentsin the hub or to other
segmentsin the stack.

Connecting Devices

The dual speed CenturyStack can connect to 10Mbps, 100M bps, or
10/100M bps devices due to its auto sensing capability. CenturyStack will
auto sense the connected port speed and set its port to match the speed of
the connected port.

Cables

CenturyStack ports accept Cat 3, 4 and 5 cables with RJ-45 connectors
for 10Mbps connections and Cat 5 cables with RJ-45 connectors for
100Mbps connections. The maximum length of cables, between hub and
workstationsis 100 meters. The maximum length of cables, between hub
and hub is 5 meters for 100Mbps connections and 100 meters for

Installation
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10Mbps connections. All ports are hot pluggable. It is recommended you
label each cableto identify the device or port at each end.

il x X x x x x x x
Shared Ports N\ Shared Ports

Connecting Devices

Connecting Workstations

Install either a 1I0BASE-T or a 100BASE-TX Fast Ethernet Network
Interface Card into each workstation if not already installed. Using a
UTP/STP cable, connect the Ethernet card (in the workstation) to a
CenturyStack port.

Connecting Ethernet Hubs or Devices

Connect 10Mbps devices using UTP/STP Cat 3, 4 or 5 cables with R}-45
connectors, enabling sending/receiving to or from other 10M bps devices.
By default, each port is set in auto sensing mode. CenturyStack can detect
a10BASE-T device and transmit/receive information to/fromit.

[’ - [m oM enturyStack 81XX

10Mbps

[IDDDDDDDDDL’]DD‘ [IDDDDDDDDDDDD

Connecting Ethernet Hubs
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Connecting Fast Ethernet Switching Hubs

Connect 100Mbps devices using UTP/STP Cat 5 cables with RJ-45
connectors, maximum length 5 meters, enabling sending/receiving to
other fast Ethernet switching hubs. By default, each port is set to auto
sensing mode. CenturyStack can detect a connected 100BASE-TX device
and transmit/receive information to/from it. The distance between
switching hubs can be extended up to 2km by connecting two hubs
through expansion modules using fiber cable.

up to 2km Fiber
u L ID OO0 00T O ‘

u — ID@D mamans enturyStack 81XX
~—

100Mbps

[IDDDDDDDDDL’]DD‘ QDDDDUDDDDDDD

Connecting Fast Ethernet Hubs

Connecting the Other Dual Speed Hubs

Other dual speed hubs can be connected to the ports of the CenturyStack
Hubs. Each port can auto sense the connected port speed and set its speed
to match the connected port. The maximum distance between devicesis 5
meters using Cat 5 UTP/STP cable. To increase the distance between dual
speed hubs you must use fiber cable and connect using an expansion
switch module. For more information about expansion switch modules,
refer to Chapter 2: Using Expansion Modules.

E’ - l@ mnaus] enturyStack 81XX

QDDDDDDDDDL’]DD‘ QDDDDUDDDDDDD

10/100Mbps Hub 10/100Mbps Hub

Connecting Other Dual Speed Hubs to a CenturyStack Hub
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Using Expansion Modules

Expansion Module Overview
Expansion modules provide additional functions such asinternal bridging
of 10Mbps and 100M bps segments and extended distances between
devices. The available modules are:
¢ Module8102-01-X: 2 port Bridgeor 10/100BASE-TX
Switch Module
¢ Module8102-03-X: 2port Bridge or 100BASE-FX
Fiber Distance Extender Switch Module
¢ Module8103-01-X: 3port Bridgeand 10/100BASE-TX
Switch Module
e Module8103-03-X: 2 port Bridge and 100BASE-FX
Fiber Distance Extender Switch Module

With CenturyStack, the software setting for Bridging Module Admin Sate
(external distance extender function and internal function) is disabled by
default. The Admin State of a bridge module must be configured using
Console or Web-Based Management after installation.

Internal Bridge Function

The Internal Bridge Function is used for bridging 10Mbps and 100Mbps
segmentsin ahub or in a stack. Only oneinternal switch can be enabled
in a CenturyStack, more than one will cause network |ooping.

IMPORTANT: There can only be one internal switch enabled in a
CenturyStack, however multiple external bridges are allowed. Therefore,
if more than one module exists in a CenturyStack, ensure that only one
module has itsinternal bridge enabled.

External Bridge Function

The external bridge function is used to extend the distance between
100Mbps hubs or stacks from the normal limitation of five metersto one
hundred meters with TX modules using RJ 45 cable. With FX modules
using fiber cable, you can expand the distance between hubs or stacks up
to 2km.

Using Expansion Modules
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Backpressure (flow control)

When packets are passed from 100M bps segments to 10M bps segments
the flow is restricted due to the lesser capacity of the 10Mbps segment
causing backpressure and resulting in dropped packets. With flow control
or backpressure enabled, packets are made to wait until the flow is
unrestricted before being sent, reducing the number of dropped packets.

Installing a Bridge Module

Power down CenturyStack before installing a bridge module. Bridge
modules have both hardware and software configuration settings. The
hardware configurations must be made before you physically install the
module and the software configurations must be made using a master hub,
after the moduleisinstalled and before the bridging functions take effect.
Please read this section carefully before installing modules.

IMPORTANT:
» These modulesare not hot swappable. You must remove
power from the hub beforeinstalling or replacing a
bridge module.

* You should enable theinternal bridge on only one bridge
module when you have multiple bridge modulesinstalled
in a CenturyStack. This prevents a network loop
condition.

» Threebridge modulesare shipped with the Internal
Bridge function enabled (8102-01-X, 8103-01-X and
8103-03-X), only the 8102-03-X is shipped with the
Internal Bridge function disabled. All models ship with
the backpressure function disabled.

To install these modules, perform the following steps. Use static sensitive
precautions.

1. Set the bridge function and backpressure function by moving
the appropriate jumpers. See the following sections for the
bridge module model that you areinstalling and set the
jumpers accordingly.

24 CenturyStack 8100 Managed Hub



. Remove the power from the hub by disconnecting the power
cable from the AC outlet.

. Removetheinstalled bridge module or blank cover of the
expansion module slot (not the NMU dlot, only the bottom
dot isavailable) by turning the two knobs on the front
counterclockwise as shown bel ow.

Removing the Blank Module Panel

. Insert the new module, ensuring that the edges slide through
the guides, as shown bel ow.

4

R

Insert the Module

. Turn the two knobs on the new bridge module until they are
securely attached to the hub.

. Connect the appropriate communication cable to the new
module.

. For stand aone slave models the installation is compl ete,
just connect AC power.

. If your adding this hub to an existing stack, connect the hub
to the stack. Refer to Chapter 1: Using Cascade Cables.

. Reconnect the AC power cord to the wall outlet.

Using Expansion Modules
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10.For ahub stack with a master present, you must configure

the software for the installed bridge modul e to enable the
internal bridge function because the software default setting
is disabled. The default software setting will not allow the
internal bridge function to enable. The software must be
configured using a master hub.

11. Start a Console or Web-Based Management session and set

the software configuration for the new module. For
information on starting a console session, refer to

Chapter 4: Console Management. For information on
Bridge Module configuration, refer to Chapter 4: Console
Management: Controlling Devices.

TX ModuleLED Indicators
The LEDs on each module indicate port activity. All LEDs are green.

Link: On, indicatesalink is up.

TX: On, indicates atransmission in progress.

RX: On, indicates receiving data.

100M:  On, indicates the 100 Mbps segment is linked.
Off, indicates the 10 Mbps segment is linked
when TX or RX LED isalso on. (NOTE: if there
is no cable connected to the module, the LED is
on by default)

FDX: On, indicates the port is set to full duplex.
Off, indicates the port is set to half duplex.

Collision: On, indicates collision occurring.

2 [3Ports

Switch Module

LNK@ @ 100M
Link up 7’ ;§8 %EDOT § 100Mbps Segment

Transmit Full Duplex
Receive / \ Collision

TX Module LEDs
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FX Module LED Indicators

The LEDs on each module indicate port activity. All LEDs are green.

Link: On, indicates alink is up.

TX: On, indicates atransmission in progress.
RX: On, indicates receiving data.

FDX: On, indicates the port is set to full duplex.

Off, indicates the port is set to half duplex.

Callision: On, indicates collision occurring.

2 [3Pors

Switch Module

LINK @
. / TX@® @ FDX
Link up / RX@® @ coL \
Transmit / \ Full Duplex
Receive Collision
FX Module LEDs

NOTE: Fiber Modules support 100Mbps only.
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Module 8102-01-X
Module 8102-01-X is either an internal bridge for bridging the internal
10Mbps and 100M bps segments or an external 10/100BASE-TX distance
extender with MDI-X and MDI-II interfaces using an RJ-45 cable. Only
one of these functions can be enabled at onetime. The internal or external
bridge must be enabled or disabled with on board jumpers before installa-
tion. Module flow-control (backpressure) can be enabled or disabled by
setting the on board jumpers before installation. The default settings are
asfollows:

» Bridge Function setting: Internal (Default)

» Backpressure setting: Disabled (Default)

Module 8102-01-X Bridge Jumpers

The default jumper setting of the 8102-01-X moduleisinternal bridge
enabled. To disable the internal bridge and enable the external bridge,
change the jumpers (JP1~JP16) from 1&2 to 2& 3.

Jumpers JP1~JP16
* 1&2 connected = internal bridgeis enabled (Default)
» 2&3 connected = external bridge is enabled

M odule 8102-01-X Backpressure Jumpers
The default jumper setting for backpressure is disabled. To enable the
backpressure function, change JP18 jumper to 2& 3.

Jumper JP18
* 1&2 =disabled (Default)
o 2&3=enabled

‘ 7
[dddddddddddd’
MZ [J 3Ports
Switch Module
®®
LIEE% 8%%_"’1 ﬂ 100BASE-TX @
MDI-X MDI-II
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Module 8103-01-X
Module 8103-01-X is a 3-port bridge module with atwo port internal
bridge for bridging 10M bps and 100M bps segments and an external
10/100BASE-TX distance extender with MDI-X and MDI-II interfaces
using an RJ-45 cable. Both of these functions can be enabled at one time,
in fact, the distance extender is always enabled. The internal or external
bridge must be enabled or disabled with on board jumpers before installa-
tion. Module flow-control (backpressure) can be enabled or disabled by
setting the on board jumpers before installation. The default settings are
asfollows:

» Bridge Function setting: Internal and External enabled

(Default)
» Backpressure setting: Disabled (Default)

Module 8103-01-X Bridge Jumpers
The default jumper setting of the internal bridge of Module 8103-01-X is
enabled. The external distance extender is always enabled. To disable the
internal bridge, change the jumpers (JP2, J4 ~ JP6) from 2& 3 to 1& 2.
Jumpers JP2, JP4 ~ JP6
* 1&2 connected = internal bridge is disabled
» 2&3connected = internal bridgeis enabled (Default)

Module 8103-01-X Backpressure Jumpers
The default jumper setting for backpressure is disabled. To enable the
backpressure function, change JP1 and JP7 jumpersto 2& 3.

Jumpers JP1, JP7

* 1&2 =disabled (Default)

o 2&3=enabled

. 1
[ddddddddddddy
02 E{spons
Switch Module
LINK@® @ 100M
TX@ @ FDX ﬂ‘ @ 100BASE-TX @)
RX@ @ coL
MDI-X MDI-II
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Module 8102-03-X
Module 8102-03-X provides atwo port internal bridge for bridging
10Mbps and 100M bps segments or 100BASE-FX distance extender with
SC type connectors for fiber cable. The internal bridge must be enabled
with on board jumpers before installation. The external distance extender is
enabled by default. Module flow-control (backpressure) can be enabled or
disabled by setting the on board jumpers before installation.
The default settings are as follows:

» Bridge Function setting: Internal disabled (Default)

» Backpressure setting: Disabled (Default)

Module 8102-03-X Bridge Jumpers
The default jumper setting of the Module 8102-03-X isinternal bridge
disabled. To enable the internal bridge and disable the external bridge
change the jumpers (JP2~JP17) from 2& 3 to 1& 2.

Jumpers JP2~JP17

e 1&2 connected = internal bridgeis enabled

e 2&3 connected = external bridge is enabled (Default)

8102-03-X Duplex Jumper
When the Module 8102-03-X internal bridge is enabled, the duplex jumper
should be set to Half Duplex.

Jumper JP1

e 1&2 = half-dulex enabled

e 2&3=full-duplex enabled

M odule 8102-03-X Backpressure Jumpers
The default jumper setting for backpressure is disabled. To enable the
backpressure function, change JP19 jumper to 2& 3.

Jumper JP19

* 1&2 =disabled (Default)

e 2&3=enabled

1
[dddddddddddd’

MZ [ 3 Ports

e ® rox K)’ rr)q ’ @

RX@ @ coL
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Module 8103-03-X
Module 8103-03-X provides atwo port internal bridge for bridging
10Mbps and 100M bps segments and 100BASE-FX distance extender with
SC type connectors and fiber cable. The internal bridge must be enabled or
disabled with on board jumpers before install ation. The external distance
extender is always enabled. Module flow-control (backpressure) can be
enabled or disabled by setting the on board jumpers before installation. The
default settings are as follows:

» Bridge Function setting: Internal enabled (Default)

» Backpressure setting: Disabled (Default)

Module 8103-03-X Bridge Jumpers
The default jumper setting of the Module 8103-03-X isinternal bridge
disabled. The external distance extender is always enabled. To enable the
internal bridge, change the jumpers (JP3 & JP5~JP7) from 1&2 to 2& 3.
Jumper JP1—Duplex Jumper (JP1)
e 1&2 = half duplex
o 2&3=full duplex

Jumpers JP3 & JP5~JP7
» 1&2 connected = internal bridgeis disabled (Default)
» 2&3connected = internal bridgeis enabled

M odule 8103-03-X Backpressure Jumpers
The default jumper setting for backpressure is disabled. To enable the
backpressure function for the external port and internal 100M bps segment,
change JP2 jumper to 2& 3. To enable the backpressure function for the
internal bridge change JP8 jumper to 2& 3.

Jumpers JP2, JP8

* 1&2 =disabled (Default)

* 2&3=enabled

71
[dddddddddddd’

Oz Q{3 Ports

G ) @

RX@® @ coL
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NOTE: JP2 isused to control the distance extender port and internal
100Mbps-segment backpressure function. JP8 is used to control internal
bridge backpressure function.
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Managing Through the Mini Console

Mini Console Overview

The Mini Consoleis ahigh definition display panel that provides brilliant

text and graphics. It displays information about the system, port status or
other information depending on the menu selected. Extensive configura-
tion settings can be viewed and configured with the Mini Console. The
Mini Consoleis only available for the CenturyStack master units.

Features
» High definition display panel (text and graphics)
e Message Zone

e Gauge Bars

* % Indicators

« Port Indicators

» Port Frame Indicators

* Console Keys

e HubID

e Group Indicators

e Symbols (Lock, Caution, WWW, SNMP & OOB)

Mini Console Display Panel

Console Keys

Port Frame

' Group Indicators

0121 31 5] (6] (71 (3] (o] [10] (31 [12] (3] [14] [15] [G-A]

Port Number Indicator

Lancast
CenturyStack *

A

Lock Symbol

8124-01-M

Message Zone Gauge Bars Caution Symbol

Mini Console

Management

Managing Through the Mini Console
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VFD Display
The Vacuum Florescent Display (VFD) shows the following port and
system information:

%: The relative percentage of utilization or collision.

Port Number Indicators:  Indicatesthe number of aport, and by
brightness, indicates status information. See the next table.

PortIndicator Frame: Indicateswhich portsaredisabled and
partitioned.

MessageZone: TheMessage Zone displaysthe menu items of
the menu tree, port information and system information
including self-diagnostic tests and error messages.

GaugeBars: Displaysinformation such as utilization, port
status, and serves as an indicator for groups or ports.

Lock Icon: Indicatesthat the control panel configurationislocked.
G-A: Port group indicator displays status of ports 1 to 12.
G-B: Ports13to 24.
Master: Indicatesthishubisamaster hub.
WWW: Indicates the Web-Based Management feature is enabled.
SNMP: Indicatesthe hub is SNMP manageable.
OOB: Indicatesthat out-of-band is enabled.
Observing Basic Port Information
The basic port information, such as link up, link down, receive activity,
enabled and disabled, and auto partition can be easily viewed through the
gauge bar, Message Zone and Port Indicators located in the first row of the

Mini Console. The gauge bars below each linked port ascend and descend
in relation to the amount of traffic through the ports.
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Port Indicator Definition

The port number indicators define the port status and activity by the way
they areilluminated, such as ON, OFF, flashing and with a frame around
the numbers.

The following table summarizes the definition of the port indicators.

Port Indicator Definitions

Port No. (Green)| Frame (Amber)| Indicates

Normal OFF Port is available but link is down.

Bright OFF Port is available and link is up.

Bright ON The Link is up and the administrator has
disabled the port.

Normal ON The Link is down and the administrator
has disabled the port.

Flashing OFF Link is up and receiving data.

Normal BLINKING The port is partitioned by the machine
itself due to errors.

Console Keys
The Console Keys are used to cycle through the menu tree, to make
selections and settings. The Prev Key and the Next Key cycle one
position in the same level, and the Enter Key makes a selection. To move
up the menu tree toward the root, select BACK or MAIN MENU in the
menu tree structure.

BACK: Selecting BACK movesback up onelevel inthe
menu tree.

MAIN MENU: Selecting MAIN MENU moves directly to the
main level in the menu tree.

Managing Through the Mini Console
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The following summarizes the Console Key functions.
Prev: Cyclesback through the current menu level.
Next: Cyclesforward through the current menu level.

Enter: Selectsthe displayed menu item or when pressed and
held changes a setting. Holding down the Enter key changes the
default setting and places an “*” before the item indicating it is
the current default.

Menu Tree
The menu tree consists of these seven main level menus:
o Utilization
» Group Select
» Statistics
e Port Status
» Port Configuration
» Unit Configuration
» System Information

The Main Menu items and their sub menus are outlined bel ow.

UTILIZATION Press “ENTER” to toggle port menus 1-12 or 13-24
GROUP SELECT GROUP 1~GROUP N
STATISTICS PORT 1~PORT N READABLE FRM
READABLE OCT
FCS ERRORS

ALIGN ERRORS

FRM TOO LONG

SHORT EVENTS

RUNTS

COLLISIONS

LATE EVENTS

VERY LONG EN

RATE MISMTCH

AUTO PART

TOTAL ERRORS
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PORT STATUS ALL PORTS 10M PORTS
100M PORTS
LINK UP
LINK DOWN
POLAR NORMAL
POLAR REVERS
NO AUTO PARTS
AUTO PART
ENABLE
DISABLE
PORT 1~PORT N Press “ENTER” to show
the status applied to the
port
PORT CONFIG SYS LOCKED *rxx PSW
ALL PORT ENABLED
PORT 1~PORT N DISABLED
AUTO-NEGO
10BASE-T
100BASE-X
UNIT CONFIG CONSOLE LOCK LOCK
NETWORK CONFIG IP ADDRESS
SUBNET MASK
DEF GATEWAY
SET PASSWORD
SYS RESTART CONTINUE
CANCEL
SYS DEFAULT CONTINUE
CANCEL
EIA232 CONFG BAUD RATE| 2400
4800
9600
19200
BACK
SYSTEM INFO HW VER HW version displays
SW VER SW version displays
IP ADDRESS IP Address displays
SUBNET MASK Subnet Mask displays
DEFAULT GATEWAY Default Gateway displays

Managing Through the Mini Console
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Observing Network Traffic

You can observe the network traffic in the Mini Console with the Utiliza-
tion menu. Seven columns of gauge bars, which shift continuously from
left to right as time elapses, represent the utilization rate of each segment.
The gauge bar columns on the left are for the 10Mbps segment and the
gauge bars on the right are for the 1700M bps segment. Each column of
gauge barsis ahistorical view of the total utilization in the 10Mbps
segment and the total utilization in the 100Mbps segment at the time the
statistics were taken by the hub. Thetotal utilization history, represented
by the seven columnsin each segment is over a three-second time frame.
“UTILIZATION” and “10M  100M” display in the Message Zone
interchangeably at intervals of several seconds as shown below.

K9 [1] (2] (3] 4] (57 (61 (7] (81 [o] [10] [11] (12] (3] [14] (L5 [G-A] |
8o»-
D

o 1
20m-
g = ]

Master

Utilization per Port

10Mbps Segment 100Mbps Segment
Utilization Utilization

1 |
|
e S

EEEEE. == Master

Utilization per Segment
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Selecting a Group

You can select a group to monitor and configure when there are managed
hubs cascaded to the master hub. “ Group” refersto ahub in the stack, the
range is 1~6 when the maximum number of hubs exist in the stack. You
can manage each hub using the Mini Console. To select a group:

1. From the main menu press <Next> until
“GROUP SELECT” displaysin the Message Zone.

2. Press<Enter>. Severa bars under the Port number indicate
the current group, as shown below.

%---m-@--@------m

40»
i —
10

3 Master

04 6% 6 6 B &K 5 B 05 B 08 o8

Group Select

3. Press <Next> until the group number you wish to monitor
displaysin the Message Zone as shown below.

K9 [1] 2] (3] (4] (5] (6] [7] (8] (o] (0] [11] (22] [13] 1] [15] [G-A] I
80™ =

e —

20 |
10 L]

Sp— D

3 Master
1m

Group 2

K9 [1] 2] (3] (4] (5] (6] (7] (8] (] (0] [11] (22] [13] 1] [15] [G-A] I
80™ =

e —

20 |
10 L]

Sp— D

3 Master
1m
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Monitoring Port Statistics

You can monitor statistics of individual ports or all ports simultaneously
using the Statistics Menu. The table, “Port Statistics Counters” lists the
available counters that can be monitored.

Port Statistic Counters

Counter Type

Displayed

READABLE FRAMES

The total number of frames received on the hub port.

READABLE OCTETS

The total number of octets of data received on
the hub port.

FCS ERRORS

The total number of packets received by the port
that had bad Frame Check Sequence.

ALIGN ERRORS

The total number of packets received that have bad
FCS with a non-integral number of octets.

FRM TOO LONG

The total number of packets received that were
longer than 1518 octets (including FCS octets
but excluding framing bits) and were otherwise
well formed.

SHORT EVENTS

The total number of packets received that were
less than 64 octets (including FCS octets but
excluding framing bits) and were otherwise well
formed.

RUNTS The total number of packets received that were less
than 64 octets due to collisions or activity duration
was greater than the ShortEventMaxTime event
and less than the ValidPacketMinTime event.

COLLISIONS Total collisions.

LATE EVENTS

Total events received by the port where the activity
duration is greater than the LateEventThreshold.

VERY LONG EVENTS

Total events received by the port where the activity
duration is greater than the MAU Jabber Lockup
Protection timer TW3.

RATE MISMATCH

Total frames received by the port with no collisions
and the activity duration greater than the
ValidPacketMinTime event and also frequency
(data rate) is mismatched from the local frames
mismatch frequency.
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AUTO PART Total number of times the port was auto-partitioned.

TOTAL ERRORS Total errors received by the port including FCS
errors, Align errors, Frame Too Long, Short Events,
Late Events, Very Long Events and Rate Mismatch.

SdectingaPorttoMonitor
1. Press <Next> until Statistics displaysin the Message Zone.

K9 [1] (2] (3] (4] (5] (6] [7] (8] (9] [10] [11] [12] [13] 1] [LE] [G-A] |
?}8: = [GB] i
208 L1
0w [GD]
e D
3 Master
i
':_ _'. __, _’_ I ':_ _‘. I ‘__ C-
i S o S 2N 28 QY 2N

Statistics

2. Press Enter to go to the port selection menu and select a port
for viewing. In the port selection menu, six units of the
gauge bars, below the port number, indicate the current port.
The current port number displaysin the Message Zone, as
shown below.

“Port Cursor” Current Port Indicator

[71 (81 (o] [10] [11] (12] [13] [14] [(LE] [G-A] |
E|
[EHEN } G

Master
-
J
CZ

Port Number

Port Indicator Gauge Bars
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3. Press <Next>to move the “port cursor” to the desired port,
the port number displaysin the Message Zone, as shown
below.

Ko [1] [2] =] (4151 [e]1 7] 8] [e][To] [21] [22] (3] [14] (Z5] [G-A] I

80> =

s —

20 '
ID

PORT 3

Scrolling to a Port

W“v"
I

4. Press <Enter> to confirm the selection of the port; and go to
the counter type selection menu. The name of the port
statistics counter “READABLE FRM” displaysin the
Message Zone as shown below.

80
it | exen|
20w

0w [GD]

5

K%IZIIEIEI I
> =
ID

Master

RERDABLE FRM

Readable Form

5. Press Next to scroll through each type of counter.

6. PressEnter to view the value of the current counter
(currently displayed in the Message Zone), the value of the
counter displaysin the Message Zone.

K9 [1][2][3] (4] (5] (6] 7] (8] [o][10] [11] [12] (3] [14] (18] [G-A] GA
80> =
40
o=
bl ID
3p- = Master
= =
N LJ L-

Statistic Counter Value
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Monitoring Port Detail Information

You can monitor detailed port information for all ports at once or for

individual ports using the Port Status menu.

Monitoring All PortsStatus
To view all port status:

1

Ports 13 -24

Press <Next> until “PORT STATUS’ displaysin the
Message Zone. The current selected group isindicated by
the group cursor under the port ID indicator, as shown
below.

80»

40m-
20
10>

3> Master

T LTI
ORT S5TH]

%-----@--E------m
ID

- -
n_l v
—

Port Status

Press <Enter>. “ALL PORTS’ displaysin the Message
Zone. When monitoring all ports, the gauge bar columns are
divided into 24, one for each port. The upper row of
columns represents ports 13~24 and the lower row of
columns represents ports 1~12.

Ports 1 —-12

All Ports Status
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3. PressEnter to view al the ports' status at once. The figure
below illustrates 10Mbps ports 1, 2, 3, 4, 7, 10, 13,
14, 15, 16, 19 & 22.

K%Ellzl |
L
L |
== [G-D |
V_ ID

Master

H--il\/l
Mol

10Mbps Ports

4. Press <Next> to view the status of other ports. 100Mbps
ports status displays. In the figure below, ports 5, 6, 8, 9, 11,
12,17, 18, 20, 21, 23, & 24 areindicated as 100M ports.

K9 [1] 2] (3] (4] (5] (6] (7] (8] (o] (10] [11] [12] (23] [14] (5] [G-A] |
il = | G-B ]
L |
= L]
< ID

Master

100Mbps Ports

5. Press<Next> to view other port statusinformation. The
status information that is availableis listed in the next table.

ALL PORTS Status Information

10M PORTS Indicates all 10M ports.

100M PORTS Indicates all 100M ports.

LINK UP Indicates all Link up ports.

LINK DOWN Indicates all Link down ports.

POLAR NORMAL The receive (Rx) polarity of the port
is normal.
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POLAR REVERSE

The receiver (Rx) polarity has been
automatically crossed by the hub.

NO AUTO PART

Indicates all ports not auto partitioned.

AUTO PART Indicates all Auto Partitioned ports.
ENABLED Indicates all Enabled ports.
DISABLED Indicates all Disabled ports.

Monitoringl ndividual Port Status

To view the status of individual ports:

1. Press<Next> until “PORT STATUS’ displaysin the
Message Zone.

2. Press <Enter> to go to the port selection menu.
“ALL PORTS’ displaysin the Message Zone.

3. Press<Next> to select an individual port. “PORT 1"

displaysin the Message Zone. After aslight delay, the status

of Port 1 isautomatically cycled through, displaying the
status of Port 1.

K9 [1] [2] (3] (4] (5] 61 [71 (81 (9] [1o] (] [12] [13] [14] [15][G-A]

80w
0w ezen
1om 1
?:; Master
1ETANA 207
(N N L _l I \j

|
|

Port Status
4. Press <Next> to view port status of the next port. After a
dlight delay the status of the selected port is automatically
cycled through, displaying the status of the selected port.

5. Press <Next> to view port status of other ports.
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Configuring Ports

The PORT CONFIG menu enables you to configure individual ports or all
ports at one time. You are prompted to enter the password when the
consoleislocked. The ports must be configured to match the devices at
the other end of the link. Settings such as speed must be identical. All
ports are set to default to AUTO NEGO. When the AUTO NEGO modeis
set, the highest speed supported by both ends is negotiated by the port and
the device at the other end.

In the Port Setting menu, “PORT CONFIG” displays in the message zone
and the currently selected hub is indicated by the “group cursor” under the
port number indicator, as shown below.
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Port Configuration

Configuring ALL PORTS
1. With“PORT CONFIG” displayed in the Message Zone,
press Enter to go to the port selection menu. “All PORTS’
displaysin the Message Zone.

2. Press<Enter>. Thefirst of the configuration itemsfor all 24
portsisindicated in the Message Zone. Press <Next> to
scroll through all the configuration options. The figure
illustrates the ports that are set to Auto Negotiate enable,
indicated by the columns that have 6 gauge bars, specifically
ports5, 6, 8, 12, 17, 18, 20, 24. Columnsthat have only 3
gauge bars indicate the ports that are not set to the configu-
ration displayed in the Message Zone. To change the
configuration, scroll to the desired setting and press and
hold the ENTER key. The new setting displays 6 gauge
barsfor al ports.
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Auto Negotiate Ports
3. Press <Next> to scroll through each configuration item.

4. Press Enter to apply the configuration displayed in the
Message Zone to all the ports.

Configuringasingleport

1. With“PORT CONFIG” displayed in the Message Zone,
press <Enter> to go to the port selection menu.

2. Press <Next>to select an individua port.

3. Press<Enter>. The configuration of the selected port
displaysin the Message Zone. Six gauge bars below the port
number indicate the current port. 3 gauge bars (group
cursor) directly under the port number indicate the current

group.
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4. Press <Next> to scroll through each configuration item.

5. Press <Enter> to apply the currently displayed configuration
to the port.

The applied configuration is indicated by an asterisk sign displayed before
the name of the configuration in the Message Zone as shown below,
otherwise, the asterisk sign does not appear.
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Current Port Configuration (single port)

Thetable liststypical default settings and the possible optional settings
for aport. An “*” appears before each current setting. To change a setting,
press and hold down Enter until an “*” appears before the desired setting,
the “*” isremoved from the previous setting.

Port Setting

Default Optional Settings
*AUTO-NEGO 10BASE-T/100BASE-X
*ENABLE Disable

Unit Configuration

You can configure the hub using the Unit Configuration Menu. For
security reasons you are prompted for the password when the device is
locked. Without the password users cannot enter the Unit Configuration
menu in order to change any unit configurations. When the deviceis
unlocked, no password verification is required to change the unit configu-
rations. The password entry is described in “ Set Password.”
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ConfiguringtheUnit
1. Select UNIT CONFIGURATION from the Main Menu.
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Unit Config Main Menu
2. Press <Enter>to go to the UNIT CONFIGURATION menu.
3. Press <Next> to scroll through each configuration option.
4. Press<Enter>to go to the next level of the configuration menu.

The following lists Unit Configuration options:

Unit Configuration Options

Console Lock | Lock

Network Config| IP Address, Subnet Mask and Default Gateway

Set Password | Set new password

System Restart| Restart hub

System Default] Reset hub to factory configuration

EIA232 Config | Baud Rate

LockingtheMini Console

In the console lock configuration menu, the text string “LOCK” displaysin
the Message Zone. If the deviceis currently locked, alock symbol also
displays on theright side of the Mini Console.
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Unlocked State
1. Select UNIT CONFIGURATION from the Main Menu.
2. Press <Enter> to go to the UNIT CONFIGURATION menu.
3. Console Lock displaysin the Message Zone.
4. Press<Next> to toggle to lock.

5. Press<Enter> to set the configuration, alock sign appears

in the display.
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Locked State

UnlockingtheMini Console

Once unlocked, a password is not required to make configuration settings
with the Mini Console. The console will return to the Lock State after 15
minutes of no key activity. The default password is “0000". To unlock the
Mini Console:

1. Select UNIT CONFIGURATION from the Main Menu.

2. Press <Enter> to go to the UNIT CONFIGURATION menu.

54

CenturyStack 8100 Managed Hub




3. You are prompted to enter the password.

4. Enter the password. The console is unlocked.

Network Configuration

The Network Configuration menu allows setting the hub’s IP Address,
Subnet Mask and Default Gateway. The hub’s Network Configurations
must be set to compatible settings with LAN configurations to make

connections to the hub.

Network Configuration

Configuration Default

IP ADDRESS 000.000.000.000

SUBNET MASK 000.000.000.000

DEFAULT GATEWAY 000.000.000.000
| PAddressConfiguration

1. Select “UNIT CONFIG” and press <Enter>.

2. Press <Next> until “NETWORK CONFIG” displaysin the

Message Zone.

3. Press<Enter>. IPADDRESS displays in the message zone.

4. Press<Enter>. The current |P address displaysinthe IP
address configuration menu. The first digit is blinking.

NOTE: The IP addressistoo long to be fully displayed and
it moves to the left as digits are entered.
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IP Address
5. Press<Prev>toincrease the digit (“0" ~*“9").

NOTE: Use“ 0" for a blank space, for example: entering
“000” equals“0” or entering “ 022" equals“22".

6. Press Enter to set the digit and move the cursor to the next
digit. The current digit is blinking.

7. Repeat steps1 & 2 until the entire IP address is entered.
8. Press <Enter> to confirm.

Since the Message Zone can not contain the whole | P address, the digits
will shift to the left to make room for the last digits. When setting the IP
addressis complete, the system will validate the IP address. If the IP
addressisvalid, the display will show the IP address, and the system will
apply the setting. Otherwise, the system will reject it, and a message
“INVALID IP" displays for afew seconds, and theinvalid IP address
displays again to allow modification to it.
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SubnetMask
Select the SUBNET MASK option and follow the same procedure for
setting an 1P Address.

Default Gatenay
Select the DEFAULT GATEWAY option and follow the same procedure
for setting an IPAddress.

Out-of-Band Configuration
You can set the Out-of-Band configuration with the EIA232 Config
Menu, which allows setting the baud rate for the EIA232 port. Possible
baud rates are 2400, 4800, 9600, or 19200.

1. Scroll to UNIT CONFIG and press Enter.

2. Scroll to EIA 232 CONFIG and press <Enter>.

3. Scroll to BAUD RATE and press <Enter>.

4. Press <Next> until the baud rate that you want to set
displaysin the message zone.

5. Press<Enter> to set the new baud rate. An “*” appears
before the set baud rate.

6. Press<Next> until BACK displaysin the message zone.
7. Press Enter to move back up the menu tree one level.

Securing the Hub

The hub can be secured with the use of a password and the console lock.
When it islocked, no configuration settings can be made, alock icon
displaysin the Mini Console panel and it can only be unlocked by
entering the correct password. The default password is*0000".

Setting the Password
The current password displaysin the password setting menu. The pass-
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word displays as four asterisks. The current digit blinks, indicating it can
be configured.

1

Scroll to UNIT CONFIG and press <Enter>. You are
prompted to enter the password, **** PSW appearsin the
message zone and the first “*” flashes. Press <Next> to
increase the digit.

Unlock the control panel by entering the default password
0000, one digit at atime by pressing <Next> once and
<Enter> once to progress to the next digit.

Repeat Step 2 three times. The control panel is unlocked.
Scroll to SET PASSWORD and press <Enter>.

Enter a new password and press Enter to exit the password
configuration, SET PASSWORD displays in the message

Zone.

Press <Next> until MAIN MENU displays in the message
zone and <Enter> to exit to the main menu.
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Cancelling the Password
The password can be cancelled only by entering a new password or by
setting each digit to “*”.

In Case You Forget Your Password

If you forget your password, use the Console Management program to
read the password setting. See Chapter 4: “ Connecting the Console
Interface” and “ User Authentication” for more information.

58

CenturyStack 8100 Managed Hub




Restarting the Hub
The hub will use your configurations to set up the system when it restarts.
Restart the system with the Restart Menu using the following steps:

1

2.

Scroll to UNIT CONFIG and press <Enter>.
Scroll to SYS RESTART and press <Enter>.

Press <Enter> at “CONTINUE”" or press <Next> to abort
the action at the menu option “CANCEL”.

Press <Enter> to confirm.
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Restoring System Default Setup

The factory default configurations are selected from the SYS DEFAULT
menu, a sub menu of the Main Menu item “UNIT CONFIG”. The factory
defaults are the settings that were set at the factory before shipping the
hub. Restore the default settings with the following steps:

1

Press Enter at the“SYS DEFAULT” menu option.
“CONTINUE”" displaysin the Message Zone.

Press <Enter> to restore factory defaults or press <Next> to
scroll to CANCEL and press Enter to cancel the operation.

CAUTION: Restoring the system default settings overwrites
all custom settings, including password, port configurations,
and unit configurations.
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System Information Menu

The System Information menu displays information about the device
version, the device software version, and the network configuration
settings (IPAddress, Subnet Mask and Default Gateway).

System Information
The following system information is cycled through in the Mini Console:

System Information

HW VER Hardware Version
SW VER Software Version
IP ADDDRESS IP Address
SUBNET MASK Subnet Mask
DEF GATEWAY Default Gateway

60

CenturyStack 8100 Managed Hub



Master Hub Configuration
and Console Management

This Chapter isonly for CenturyStack Master Hub configuration and
management. When installing CenturyStack the first time, it is necessary to
configure the hub through the Console Interface.

Connecting to the Console Interface

You can set up a management session by connecting a direct RS-232 cable
between the management port on the CenturyStack and the communication
port of your PC or terminal.

To connect alocal terminal to the CenturyStack, do the following:

1. Install aterminal emulation application such as Windows
Hyperterminal on your PC.

2. Configure the terminal emulation application as follows:
Baud rate ....... 9600

Parity .............. None

Data bits.......... 8

Stop bits ......... 1

Flow Control ... None
VT-100 ........... Configuration

3. If you are using Microsoft Windows terminal emulation,
disable the “ Use Function, Arrow, and Ctrl Keysfor Windows”
option in the Terminal Preferences menu under Settings.

4. Connect the console management port on the CenturyStack
to your PC or DTE device using a serial cable. The
CenturyStack has a 9-pin, female connector.

Network Management Unit
(NMU) Module

= 00 &

—-
- % %S L.i@ M|

RS-232 Management Port
9-pin Female Connector

Connecting the Console Interface
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5. Press<ENTER> 2 or 3 times and the login panel to the
management interface and login menu appears as shown
below. See Menu Convention in the next section to
understand the menu fields and commands of the console
management interface.

Menu Convention
This section describes the types of fields and commands of console
management menus and their usage.

Menu Title

CenturyStack — System Downl oad Menu
( x ) Bootp Request
Fil e Downl oad Request: <In-Band/ Qut-of -Band> Downl oad Toggle Input Item
Boot Server |P Address: || 4 Selected Item
( x ) Configuration Downl oad
Configuration File Nane: | |
Check Box -( X ) System Sof t ware Downl oad F Text Input Area
|

System Software File Name: |

( x ) Web-Pages Database |nformation Downl oad

Save Exit To Main Menu  Help ‘ Command Line

Illegal File Name: "Unknown.xyz"

t

Message Line

Menu Conventions
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You can move the cursor between items in menus using the Tab key or
arrow keys. Console Management Menu conventions are listed below:

Menu T itle: Themenu title briefly describes the purpose of
the menu.

Check Box: Usetosetaconfigurationitemthatisenclosedin
parentheses “(')”. You can toggle this field to checked or not
checked. Checked items are enabled and the procedure
associated with thisfield will be performed.

Togglelnput Item:  Usethe space bar to toggle between options
that are enclosed in angle brackets “< >".

TextInput Item: Text fields appear between square brackets
“[ 17, and the text of the selected item can be edited or entered
from the keyboard.

Item Selected:  Itemsthat are selected are highlighted. Usethe
Tab key to select adifferent item.

CommandLine: Availablecommandsfor agiven menu, once
highlighted, are executed with the Enter key.

MessageLine:  Displaysmessages prompting youto confirman
action or advise that an action cannot be performed.
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Using the Console Program

Ensure that the VT-100 compatible terminal parameters are set. Start the
VVT-100 compatible terminal and connect power to the hub. If the hubis
already powered, press <Enter>, one or more times to bring up the login
menu. The login menu appears similar to the illustration bel ow.

LoggingIn

When logging in for the first time, enter the User Name “LANCAST,”
password and press <Enter>. User Names and Passwords are not case
sensitive.
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Login Menu

For security reasons, you can change the login User Name and Password.
For more information about setting user names and passwords, see “User
Authentication”.
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Main Menu

The management functions of CenturyStack are available from the Main
Menu. A management function is selected by pressing <Tab> or Up/Down
Arrow keysto highlight the function of interest and pressing Enter. The
Main Menu appears with the first item highlighted as below.
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Main Menu
The Main Menu has six major selectable items: System Information,
Management Setup, Device Control, Network Management, User
Authentication, and System Utility.
System Information:  Allowsyoutoview general system
information as well as specifying location and contact
information.

Management Setup:  Allowsyouto view and specify
management configurations.

DeviceControl:  Allowsyouto monitor and configure hubs.

Network Monitor: Allowsyouto monitor statistic counters.
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User Authentication: Allowsyouto configure user namesand
passwords.

System Utility: ~ Allowsyou to configure software downloads,
restart options, and Telnet session timeout intervals.

Monitoring System Infor mation

The System Information Menu displays information about the system.
You can view the system software and hardware information and config-
ure the system configurations as shown below.
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System Information

You can specify up to 48 alphanumeric characters each for the System
Name, Contact, and L ocation to provide useful information to all users
concerning the Hubs. The information on this panel should be kept
current so that persons requiring assistance know who to contact.

NOTE: You must select <Save> to save any changes you have made.
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SystemDescription: A textual description of theentity. This
also includes the name and version identification of the
system’s hardware type, software operating system, and
networking software.

System Object ID:  ThisID isthevendor’sauthoritative
identification of the network management subsystem contained
in the entity. Thisvalue is allocated within the SMI enterprises
subtree (1.3.6.1.4.1) and provides an easy and unambiguous
means for determining what kind of device is being managed.

SystemUpT ime Thetimesincethe network management
portion of the system was last restarted or powered on.

System Contact:  You can enter anameor other description of
who to contact in case of network problems. You can enter a
character string up to 48 bytes.

SystemName:  You can enter aname or other description of the
hub or stack. You can enter a character string up to 48 bytes.

SystemLocation:  You can enter aname or other description

of the physical location of the hub, for example the building or
address, the city, etc. You can enter a character string up to

48 bytes.
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Setting up for Management
The Management Setup Menu is used to configure CenturyStack for the
available management functions.
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Management Setup Menu

Network Configuration:  Allowsyouto configurethelP
Address, Subnet Mask, Default Gateway, and SLIPAddress.

Serial Port Configuration:  Allowsyou to configurethe serial
port connections.

SNMP Community Setup:  Configure community namesand
accessrights.

TrapReceiver:  Setup community trap addresses.

Management Capability Setup: Enableor DisableWeb access
and Out-Of-Band Management.

Trap Filter: Enableor disabletrapfilters.
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Network Configuration
There are several ways or Network Interfaces that you can use to config-
ure the hub. You must set up the hub using Local Console management to
enable the other management capabilities:

e Mini Console (see Chapter 3)

» Loca Console/Remote Telnet

e Web-Based Management

¢ SNMP Management

The Network Configuration Menu allows setting up Ethernet and SLIP
connections to the hub. Network Interface <1> is used to configure
Ethernet connections and Network Interface <2> is used to configure
SLIP connections.

L ocal Console/Remote Telnet-Ether net

An Ethernet connection allows you to monitor and configure the hub with
alLoca Console viaTelnet Session, aWeb browser or SNMP
management. You need to configure the IP Address and Subnet Mask to
work with your LAN settings before you can make an Ethernet
connection.
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In-Band Ethernet Configuration Menu
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Interface: Thecurrent interface number; 1=Ethernet, 2=SLIP
InterfaceT ype: Theinterfacetype— Ethernet or SLIP

MAC Address: Displaysthe hub’sMAC Address, for example:
00-E0-95-00-00-05.

IPAddress: Thedotted decimal addressassigned tothe
CenturyStack.

Subnet Mask: Thedotted decimal subnet mask assigned to the
CenturyStack.

Default Gateway: Thedotted decimal |Paddress of the default
gateway assigned to CenturyStack. CenturyStack must be
restarted before the I P address, subnet mask, and default
gateway can take effect. To ensure that the new information is
correct, a“ping” should be done from another device connected
to the CenturyStack.

NOTE: The hub does not respond to ping packages that are
greater than 1484 bytes.

L ocal Console/Remote Telnet-SLIP

SLIP connections enable monitoring and configuring the CenturyStack
remotely with a modem. To make SLIP connections use Network
Interface <2> and set the configurations shown bel ow.

NOTE: The SNMP agent, TCP/IP stack and the Web engine are
implemented on the 10Mbps bus of the master hub. Therefore the 10Mbps
segment must be used for WWeb-Based Management in the absence of a
switch module.
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Qut-of-Band Serial Configuration Menu

The baud rate, character size, parity, and stop bits are read only and not
configurable.

Baud Rate: Thecurrent seria port baud rate that can be
configured from the Serial Port Configuration Menu.

Character Size:  8bitscharacter size
Parity: None
StopBits:  1stophit

IPAddress. Thedotted decimal addressassignedtothe SLIP
interface of CenturyStack

Subnet Mask: Thedotted decimal mask assigned tothe SLIP
interface of CenturyStack.
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Serial Port Configuration

The Serial Port Configuration Menu is used to configure Console Mode
connectionsto aVT-100 terminal emulator and Out-of-Band serial
connections to a modem.

ConsoleMode

To view the Console Mode settings, select “Console” Mode in the Serial
Port Configurations. Console Mode settings are read only. Use the
settings as shown below.
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Console Operation Mode

Out-of-BandMode
Out-of-Band mode enables setting up serial port configurations for
making a connection to the hub using a modem.

To make Out-of-Band serial connections use the Out-of-Band operation
mode in the Serial Port Configurations Menu shown on the next page.
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Out-of-Band Operation Mode

Baud Rate: Thebaud rate can be configured as one from
2400bps, 4800bps, 9600bps, 19200bps. The default is 9600.

Character Size:  8hitscharacter size
Parity. No parity.
StopBits.  1stophit

Select <Save> to retain the new configuration. The new configuration
takes effect if Out-of-Band management is enabled.

When SLIPis enabled, the EIA 232 port can be used for SLIPonly. The
EIA 232 port cannot be used to gain access to a management session via
VT100 terminal emulation. If the SLI1P connection is malfunctioning, you
can disable SLIP by rebooting and pressing <Enter> when the Abort
message appears. The message will appear for only 10 seconds. OOB also
appears on the lower right side of the Mini Console. You can also
establish a Telenet session and modify the seria port configuration.

Master Hub Configuration & Console Management

73



SNM P Community Setup

The SNMP Community Setup Menu is used to set up SNMP communi-
ties. Up to six Community Names, Access Rights, and Status can be
configured.

You can add, delete, or edit SNMP community names, set the access
rights and status. Community names are case sensitive, Private and
private are considered different. You cannot enter the same name more
than once; an error message appears at the bottom of the panel. Press the
<Esc> key to continue.
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SNMP Community Setup
Community Name:  Text string up to 16 characters.
AccessRight
* ReadOnly: The SNMPmanager canonly view the status
of the hub.

* Read/W rite: The SNMPmanager can view and configure
the hub.

Status:  The SNMP Community isenabled or disabled.
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Toaddacommunityname:
1. Highlight an index number and press <Enter>. An editable
panel is presented, “ SNMP Community Menu -2”.
2. Enter anamein the Input field.

3. Set the access right and status.

4. Highlight ADD, and press <Enter>, the new nameis
entered and displayed.

Toeditacommunityname:
1. Enter an existing namein the Input field and press <Enter>.

2. Change the access right and status.

3. Highlight Delete and press <Enter> to delete an
existing name.

4. Highlight Update and press <Enter>.
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Trap Receiver Setup

Traps are messages sent across the network to an SNMP Network
Manager. These messages alert the network manager for network manage-
ment purposes. You can set up six trap receivers.

You can configure the following:

CommunityName:  Theauthorized SNM P community string
of the remote network manager. (maximum 16 characters)

IPAddress. ThelPAddressof theremote network manager
station to which traps should be sent.

Status: A community name can be active or inactive.
Community names that are set to active receive traps.
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Trap Receiver Setup
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Tosgtupatrapreceiver communityname:
1. Select a Trap Community Name and press <Enter> to open
the configuration menu for the selected index as shown below.
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Configuring a Community Name

The Community Name can be edited, the |P Address can be configured,
and the Status can be set to Active or Inactive. Communities that are set to
Inactive do not receive traps, until their statusis reset to Active. Select
Update and press <Enter> to save changes.
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Web-Based M anagement Configuration

The Management Capability Setup Menu allows enabling or disabling
Web-Based Management and Out-of-Band Management. Use the space
bar to toggle between settings. Select Save and press <Enter > to save the
setting.
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Management Capability Setup Menu

This menu lets you enable or disable Web-Based Management and Out-
of-Band Management.

Web-BasedManagement:  Youcanenableor dissble
Web-Based management. The new configuration takes effect
after executing SAVE.

Out-of-Band Management Status: Displaysthe current status.
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Out-of-Band Management Control
You can enable or disable Out-of-Band management.
*  When connecting with local console, this setting takes effect

immediately.
* When connecting with Telnet, the system must be restarted
before the setting takes effect.
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Web-Based Management Configuration
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Trap Filter
Selecting this option presents the Trap Filter Menu as shown bel ow.
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Trap Filter Menu

This menu lets you enable or disable trap filters for those traps defined by
RFC1215 and RFC1516. Marking atrap filter disables the trap and no
traps are sent for the specified trap. The default isall traps enabled.
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Controlling Devices
The Device Control Menu displays the configurable device sub menus.
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Device Control Menu

Repeater Group Control/Status ~ : Allowsyoutoread and
configure al the hubsin a stack.

Repeater Port Control/Status: Allowsyoutoread and
configure ports on any hub in a stack.

2/3-Port BridgeModuleControl/Status: Allowsyoutoset up
any Bridge (Switch) Modules such as Module 8102-01-X,
Module 8102-03-X, Module 8103-01-X, and Module
8103-03-X in astack.

Redundant Link Control:  Allowsyouto set up asmany as
24 redundant link pairs.

SecurityIntrusion: ~ Allowsyouto set up Security.
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Repeater Group Control/Status

The Repeater Group Control/Status displays status information for groups
and allows enabling or disabling a group as well as naming and resetting

the group.
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Repeater Group Control/Status

GroupNumber: ThelD number of ahubinthe stack;

therangeis 1~6.

GroupSatus

Port Capacity:  Themaximum number of portsthat can be

contained within the group (12/24).

Repeater T ype: Therepesater type of the group.
(10/2100 Mbps Class 1)

GroupRole: Describesthe Hub'srole as either master or dlave.

HWRevision: Thehardware version of the CenturyStack Hubs.

Group Serial Number:  Theserial number of the hub, for

example, 21564.
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GroupLastChanged:  Thevalueof system uptimesinceany of

the following conditions occurred:

* hub cold or warm-started

 thisinstance of group was created (such as, when adevice
or module was added to the system)

» achangein the value of hub operational status

» portswere added or removed as members of the group
(such as, group admin. enabled or disabled)

« any of the counters associated with this hub that have
been reset.

GroupPartitionedPorts:.  Thetotal number of partitioned ports
in the group.

GroupOperational Satus
* Operational: Thehubisconnected to the stack.
e NotPresent: Thehubisnot present.

GroupControl
Lists the configurable functions and provides option fields. Use Ctrl + S
to toggle between options.

Group Admin State:  Allowsyou toisolate oneor both
segments from the other hubsin a CenturyStack. When a
segment is disabled, the segment cannot repeat to the other hubs
in the stack. The default value is Enabled 10Mbps and

100M bps.

¢ Enable10-100 (Default):  Both 10Mbpsand 100Mbps
segments of a given hub are connected to the backplane of
the stack. Thisisthe default.

* Disable10-100: Both 10Mbpsand 100M bps segments of
the hub are isolated from the stack.

« Enable10: Onlythe 10Mbpssegment of agivengroupis
connected to the backplane of the stack. The 100 Mbps
segment of a given group isisolated from the stack.

* Enable100: Only the 100Mbpssegment of agivengroupis
connected to the backplane of the stack. The 10Mbps
segment of a given group isisolated from the stack.

Master Hub Configuration & Console Management



GroupRet

All, some or none of the group’s function can be changed by selecting one
of these options:
NOTE: The selected option takes effect after SAVE is executed.

NoReset: Noneof thesearereset.

Reset All: Thefunction logic and counters of the group will
bereset. Thisisidentical to cold restart.

Reset Function LogicOnly:  Thefunction logic of the group
will be reset. The counters will be held static and will not be
reset. This reset operation will reset the link status of each
port to ‘Link Down'’. That will cause aLink Status Change
event to be raised.

Reset CountersOnly:  Thecountersof each port will be
reset to 0, but the function logic will be held static and will
not be reset.

GroupName: Thenameassigned to thishub.

GroupLag ChangeNatify

Enable: Sendsout atrap when the value of thisfield
changes.

Disable: Doesnot send out atrap when the value of this
field changes.

Tochangethesdtingof agiven group:

1.

2.

3.

Select the group by number.

Set the new value to the Group Admin State.
Set reset request to the Group Reset field.
Type in the name of the Group Name field.
Set Group Last Change Notify field.

Select <Save>.
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Repeater Port Control/Status

The Repeater Port Control/Status displays status information for each
port, of each linked repeater, and allows enabling/disabling, setting the
speed, and enabling/disabling link status change notification for ports.
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Repeater Port Control/Status

The Repeater Port Control/Status menu provides information about the
hub's port status. A hub can be selected with the PREV GROUP and

NEXT GROUP commands and its ports selected with the PREV PORT
and NEXT PORT commands. The selected port state can be configured.

Group Number: The CenturyStack ID assignedtothehubin
the stack. (1 to 6)

Port Number: The port number (1~24) of the hub specifiedin
the Group Number.

Port Status:  Displaysthecurrent read only settings.
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Link Status: Thecurrent link status of the port.

e Link Down: Link pulsesare not detected on thisport.

e Link Up: Link pulsesare being received on this port.
NOTE: When the port link test function is disabled, the Port
Link Status always returns Link Up for ports.

Polarity Status:  Thecurrent polarity link status of the port.

* RxPolarityNormal: Thereceive polarity of the given port
is not reversed.

* RxPolarityReversed:  Thereceivepolarity of thegiven
port is reversed and has been automatically crossed by
the repeater.

Auto Partition:  The current partition status of the port.
e Not AutoPartitioned:  Theportisnot partitioned
e AutoPartitioned: Theportispartitioned

Speed: Thisisthecurrent speed of thisport. Thedefaultis

Auto Negotiate.

« AutoNegotiatee Theport speed isautomatically negotiated
to the fastest speed with the device connected to the port.

e Forcel0-TP: Theportisforcedto operateat 10Mbpsonly,
and can only pass data with 10Mbps devices.

e Forcel00-TP: Theportisforcedto operateat 100Mbps
only and can only pass data with 100Mbps devices.

| solate Status (100M bpsPort Only): Indicateswhether this
100Mbps port is currently isolated by the repeater.
» Isolated: The port isisolated.
» Interface Type: Theinterface type of the port.
(TP port interface type)

PortControl
Lists the configurable functions and provides option fields, use Ctrl + S
to toggle between options.

Admin State:  The current administration state of the port.
(enable/disable)
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Link Test: Enableor disablelink testing.

Speed Control:  Theport speed. The port automatically connects

to the 10Mbps or 100Mbps segment based on its port speed.

* AutoNegotiate: Thespeed isdetected and the duplex mode
isforced to half duplex.

e Forcel0-TP: Theport speedisforcedto 10Mbps.

e Forcel00-TP: Theport speedisforcedto 100Mbps.

Link StatusChangeNatify

* Enable: Thetrapissent.

« Disable: Thetrapisnot sent.
NOTE: Whenever the Port Link Statusis changed, the
“ hubPortLinkStsChgTrap” will be raised by the hub.

2/3 Port Bridge Module Control/Status
This menu displays settings and allows configuring a bridge (switch)
module in agiven hub in the stack.
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2/3 Port Switch Module Control/Status Menu
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GroupNumber: Thehub ID number assigned to the
stack. (1to 6)

BridgeModuleStatus:  Displaysthe current read only settings.

BridgeDescription: A description of the characteristics of this
bridge module.

» 8102-01-X Bridgeor 10/100BASE-TX Distance Extender

e 8103-01-X Bridgeand 10/100BASE-TX Distance Extender
e 8102-03-X Bridgeor 100BASE-FX Distance Extender

» 8103-03-X Bridgeand 100BASE-FX Distance Extender

External PortInterfaceT ype: Indicatestheinterfacetypeof
the external port for a given module.

* TPportwith RJ-45interface

* Multi-modewith SCtypeinterface

External PortLink Status:  Thecurrent link status of the
installed module. Read only

» LinkUp

e LinkDown

External Port Speed:  Themodul€ sexternal port speed.
Read only.

» Half Duplex 10Mbps

* Full Duplex 10Mbps

» Half Duplex 100Mbps

» Full Duplex 100Mbps

Hardware Status:  Indicatesthe operation status of thismodule.

» Operateas|nternal PlusExternal Bridge: Theinternal
bridge function and the external distance extender function
are enabled.

» OperateasExternal BridgeOnly: Theinternal bridge
function of a given bridge module is disabled viathe
hardware configuration.

* NotPresent: Thereisnobridgemoduleinstalledinthe
given group.
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BridgeModuleControl
This control lists the configurable functions and provides option fields;
use Ctrl + Sto toggle between options.

External Function Admin Statee Thedefault valueisDisable.

Enable: Enablestheexternal bridgefunction.

Disable: Disablesexternal distance extender function of a
given module. Once the distance extender function is
disabled, you must enabled it to restore external distance
extender operation.

Internal Function Admin State: Thedefault valueisDisable.

Enable: Enablestheinternal bridge function. Theinternal
hardware Jumper switch must also be enabled for the
internal bridge to function.

NOTE: Theinternal bridge must be enabled in hardware
with the Jumper switch settings before the Admin state
can be enabled. Refer to Chatper 2: Using Expansion
Modules.

Disable: Disablestheinternal bridge function. Oncethe
internal bridge function is disabled, then you must enable
it to restore internal bridge operation.

NOTES 1. These modules are not “ hot-swappable” .

You must remove power from the hub before installing

or removing the modules. 2. You should enable the internal
bridge on only one switch module if you have multiple
bridge modulesinstalled in the stack. This prevents a
network loop condition.

External Port Link StatusChangeNotify: Whenenabled, a
trap is sent to the receiver when link status of the port changes.

Enable: Thetrap issent tothetrap receivers.
Disable: Notrapissent.
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Redundant Link Control

The Redundant Link Control menu allows configuring up to 24 pairs of
redundant links. A redundant pair consists of any two physically linked
portsin the stack, where oneis the primary link port and the other isthe
secondary link port. The primary link is the active link between two
devices and the secondary is a backup and is set to inactive to prevent
looping. In the event that the primary link fails, the secondary link
becomes active. The secondary link stays active even if the primary link
recovers. You must manually reset the primary link statusto activein
order to re-instate the redundant pair.
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Redundant Link Control

You configure aprimary link by assigning a specific port on a specific
hub to aLink Pair Index. You assign a secondary link by assigning a
specific port on a specific hub to the same Link Pair Index.

Link Pair Index: Thenumber identifying the redundant link
pair. (1to 24)

PrimaryLink Group: Thisobjectidentifiesthehub ID of the
primary link for a given redundant link pair.
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PrimaryLink Port: Thisobject identifiesthe port number of
the primary link for a given redundant link pair.

SecondaryLink Group:  Thisobjectidentifiesthehub ID of
the secondary link for a given redundant link pair.

SecondaryLink Port:  Thisobjectidentifiesthe port number
of the secondary link for a given redundant link pair.

ActiveLink: Thisobject indicatesthe current statusfor agiven
redundant link pair.

e Primary: Theportiscurrently the active primary link.

e Secondary: Theportiscurrently the secondary port.

e Bothfail: Boththe primary and the secondary failed.

Link Switch Over Notify:  If thelink statusof theactivelinkis
down for more than five seconds then the active link failureis
detected and “port switch over” is performed and atrap is sent
to the trap receivers.
« Enable: A trap is sent to the trap receiversif aswitch
OVer occurs.
» Disable: Notrapis sent to the trap receiversif a switch
OVer occurs.

Status: You can enable, disable or suspend the operation of

specific redundant link pairs.

« Enable: Theredundant link pair isinthe normal operation
mode.The primary port is active and the secondary port is
disabled.

« Disable: If you disablethe active port, the status of this
link pair is changed to the suspend state and indicates that
the active port has been disabled and the redundant link
function is temporarily suspended. If you enable the active
port later on, the status of this redundant link pair is changed
to enabled.

NOTE: Setting the redundant link to disable does not cause
the ports to be switched over.
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Suspend: Indicatesthat the active portsare disabled and the
redundant link function is temporarily suspended until you
Set its state to enable.

NOTE: The suspend state does not cause the port to be
switched over.

Invalid: Purgethe configuration of aredundant link pair
from the system database.

Return-to-primary:  Selecting thisoption and pressing enter
re-assigns the primary link as the active link again. A trap is
sent to the trap receiversif the status of the redundant link is
enable. If the status is suspend, then the link pair is
reactivated, but no trap is sent.

ConfiguringLink Pairs

1

Select aLink Pair. (1-24) Use NEXT PAGE to select pairs
13 through 24.

Enter the Primary Link Group (1 to 6).

Enter the Primary Link Port (1 to 12/24).

Enter the Secondary Link Group (1 to 6).

NOTE: You can configure and save the Secondary Link
Group and the Primary Link Group as the same hub,
however, thiswill be of no use in the event of a hub failure.
Enter the Secondary Link Port (1 to 12/24).

Enable the Link Switch Over Notify. (Optional)

Enable the Status.

Select <Save> to update the new Linked Pair. Repeat these
steps for each Link Pair.
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Configuring Redundant Link Control

EditingaLink Pair

You can edit aLink Pair by entering the Link Pair number (of an existing
Link Pair) and reconfiguring the rest of the columns, then select Save, the
Link Pair is updated to the new settings.

DdetingaLink Pair

You can delete a Link Pair by entering the Link Pair number (of an
existing Link Pair) and setting the Status to Invalid, then select <Save>;
the Link Pair is removed.
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Security Intrusion
The Security Intrusion Control/Status Menu allows setting up security
features.
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Security Intrusion Control/Status Menu

Theintrusion control enables you to set up secure ports that allow access
by a single authorized MAC address.

GroupNumber: Thehub ID number that isassigned tothe
CenturyStack hub (1-6).

Port Number: The port number of the hub that is specifiedin
the Group Number (1-12/24).

Intruson Satus

» Enable: Enablethe security intrusion control for the
current port.

» Disable: Thesecurity intrusion control of agiven port
is disabled.
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« Invalid: Purgethe security intrusion control configuration
for the current port from the system database.

Intruson Authentication Address AutolLearn

* Enable: Thehublearnsthe MAC address of thefirst device
from which this port receives data. After learning the MAC
address, the auto learn function is disabled and the recorded
MAC addressis the authorized MAC address. This address
displaysin the Intrusion Authentication MAC addressfield.

» Disabled: Autolearnoperationisdisabled.

Intruson Authentication MAC Addresss Thelntruson
Authentication MAC addressis the MAC address of adevice
that is allowed to connect with this particular port.

Intrusion Action: Thisistheactionthat isperformed whenthe

hub detects an intrusion of an unauthorized MAC address.

* No Action: Noactionwill betaken.

e SendT rap: Atrapissenttothetrap receivers.

e Partition Port: Theportispartitioned.

e Send-T rap-and-Partition-Port:  Theport ispartitioned and
atrap is sent to the trap receivers.

IntrusonV iolation

* Detected: TheMAC addressthat caused theintrusionis
written to the Intrusion Violated MAC Address field.

¢ No-Detected: Nointrusion has been detected.

IntrusonV iolated MAC Address: DisplaystheMAC address
of the last unauthorized device to send to this port.

NOTE: If another hub or unrouted switch is attached to a port
with Security Intrusion enabled, then only one of possibly many
MAC addresses will be allowed to pass data.

Master Hub Configuration & Console Management

95



Monitoring the Network
Statistic counters can be monitored for each repeater group and its ports.
The Monitoring Network Menu displays the monitoring sub menus.
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Monitoring Network Menu

Repeater Satigtics| nformation: ContainsHub statisticssuch
as Tx collisions, total frames and total errors and total octets for
both 10M bps segment and 100M bps segment.

Repeater Group Statistics| nformation: Displaysthedtatistic
counters for each hub.

Repeater Port Statistics| nformation: Displaysthestatistic
counters for a selected port.

AddressT rackinglnformation: Providesaway for anetwork
management application to passively gather information about
which network addresses are connected to which ports of a hub.

AddressSearch Information:  Activeaddresstracking
capability is used to watch for a given MAC address and report
on which port it was seen.
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Broadcast Storm Protection: Monitor the broadcast counters of
each hub port to detect if broadcast storming existsin the
network.

Broadcast Storm Detected: Each hub port or optional module
port which causes the broadcast storm displays.

Repeater Statistics Information
Selecting this option presents the Repeater Statistics Information Menu as
shown below.
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Repeater Statistics Information Menu (Absolute)
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You can monitor the statistics in Absolute or Relative counters. The
default is Absolute counters.
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Repeater Statistics Information Menu (Relative)

Total Tx Collisions:  The number of transmission collisionsthat
have occurred in this hub.

Total Frames: Thenumber of framesreceivedinthishub.
Total Errors. Total errorsreceived by the port including FCS
errors, Align errors, Frame Too Long, Short Events, Late

Events, Very Long Events and Rate Mismatches.

Total Octets:  Thenumber of octetscontained inthevalid
frames that have been received by this hub.
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Repeater Group Statistics Information
The Repeater Group Statistics Information Menu displays statistics
counters for each group.
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Repeater Group Statistics Information Menu (Absolute)

Statistics information counters for the current hub (Group Number).
Counters are displayed in Absolute or Relative values by toggling the
display mode. Absolute values represent the value collected since system
start. You cannot clear absolute counters using the CLRCNT. Absolute
counters are reset by either Group Reset-All or Group Reset Counters
only. Relative counters represent the values collected since the relative
mode was selected. You can reset the relative counters to zero by chang-
ing to Absolute Mode then changing back to Relative Mode.
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Rdative
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Repeater Group Statistics Information Menu (Relative)

Total Frames: Thenumber of frames of valid framelength that
have been received on the ports of this hub and not including
FCS Error and Collision Event.

Total Octets:  Thetotal number of octets contained inthevalid
frames that have been received on the ports of this hub.

Tx Collisons: Thetotal number of transmission collisionson
this hub.

Total Errors: Total errorsreceived by the port including FCS
errors, Align errors, Frame Too Long, Short Events, Late
Events, Very Long Events and Rate Mismatch.
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Repeater Port Statistics Information
The Repeater Port Statistics Information Menu shows statistics in
Absolute and Relative values.
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Repeater Port Statistics Information Menu (Absolute)

The Repeater Port Statistics Information Menu displays counter informa-
tion for the current port of the current hub. A hub can be selected with the
PREV GROUP and NEXT GROUP commands and its ports can be
selected with the PREV PORT and NEXT PORT commands.
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Rdative
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Repeater Port Statistics Information Menu (Relative)
DisplayMode: Relative countersrepresent the values collected
since the relative mode was selected. Absolute values represent
the value collected since system start.

Group Number: ThelD number of ahubinthestack. (1to 6)
Port Number: Port number of selected group. (1to 12/24)
DisplayMode: Display countersinAbsolute or Relative values.
ReadableFrames.  Total readableframesreceived by the port.
Broadcast Packets:  Thetotal number of good packetsreceived
which were directed to a broadcast address. Note that this does
not include multicast packets.

Multicast Packets.  Thetota number of good packetsreceived

which were directed to a multicast address. Note that this
number does not include packets directed to the broadcast address.
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FCSErrors: Thetotal number of packets received by the port
that had a bad Frame Check Sequence.

Alignment Errors:  Tota Alignment Errorsframeswithinthe
proper size (64 to 1518 octets) received by the port.

FrameT ooLong: Tota framesreceived by the port that were
longer than 1518 octets (excluding framing bits, but including
FCS octets).

Short Events:  Total framesreceived by the port that were
shorter than 64 octets or activity duration was shorter than the
event, ShortEventMaxTime. (74 to 82 bit times)

Runts: Thetotal number of packetsreceived that were less than
64 octets due to collisions or activity duration that was greater
than the ShortEventMaxTime event and less than the
ValidPacketMinTime event.

Collisons: Total collisons.

LateEvents: Total eventsreceived by the port wherethe
activity duration is greater than the LateEventThreshold.

VeryLongEvents:  Total eventsreceived by the port wherethe
activity duration is greater than the MAU Jabber Lockup
Protection timer TW3.

Data RateMismatches:  Tota framesreceived by the port with
no collisions and with an activity duration that was greater than
the ValidPacketMinTime event. Also frequency (datarate) is
detectably mismatched from the local frames mismatch
frequency.

Auto Partitions:  Total number of timesthe port was
auto-partitioned.

| solates(100Mbpsonly):  Total isolatesfor 100Mbps
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transmissions. This counter is incremented by one each time
that a port automatically isolates as a consequence of false
carrier events. The conditions which cause a port to
automatically isolate are defined by the transition from the
False Carrier state to the Link Unstable state. The port
automatically recovers.

Symbol Errors(100Mbpsonly): Tota symbol errorsfor
100Mbps transmissions. This counter is incremented by one for
each valid length packet received at the port with at least one
occurrence of an invalid data symbol. This can increment only
once per valid carrier event. The approximate minimum time
for rollover of this counter is 7.4 hours at 100M bps.

Total Errors. Total errorsreceived by the port including FCS
errors, Align errors, Frame Too Long, Short Events, Late
Events, Very Long Events and Rate Mismatch.
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Address Tracking Information

The Address Tracking Information Menu provides per port based node
tracking capability (MAC address based). This capability providesthe
basic traffic analysis function to diagnose network problems, such as
Intrusion. The node tracking function records the source MAC of each
data packet and provides the filters for data anaysis.
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Address Tracking Menu

Source AddressChanges:  Thiscounter isincremented by one
for each time that the Last Source Address for this port changes.
This may indicate whether alink is connected to asingle device
or another multi-user segment. The approximate minimum time
for roll-over of this counter is 81 hours.

Last Source Address: Indicatesthe SourceMACAddressof the
last readable frame received by this port. If this port has
received no frames since the hub began monitoring the port
activity, anull string displays.

SourceMAC AddressT rackingList: Alistof sourceMAC
addresses that were recently received on this port. The first

Master Hub Configuration & Console Management

105




Source MAC Address (00-E0-95-00-00-00 for example) in the
tracking list contains the value that is given by the Last Source
Addressfor this port. Thislist can contain 15 entries. The list
does not age out, the first entries are deleted to accommodate

new entries when the list isfull.

[ [# ¥en [ [wrew Hel

|

L& BruriLack
= dddvann Treackisg [eforess ise Rasu -

“reup Hmbeed mn i

Fori Hamber: |80

Baeris Pddiress Changees: SAE1FP
Sercs AL Addrsar Tescking LEzct
'1!‘"’"#'!]'

Laat Besirie Addesss: @0-48-57-10

=

Fiiiant
IF5=EEEREE

FIENEEFEEERRREE
PisEzsizasssis
iadglel
S
SESGIS RS
RSERS

- dﬂ“‘-"v!’"

TR HESD PO EXIT i e

iL-R4

HELF

O BH Hs

Address Tracking Information Menu (list)
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Address Search Information
Selecting this option presents the Address Search Information Menu as
shown below.
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Address Search Information Menu

The CenturyStack provides per segment based source (MAC address)
matching capability. The active address tracking capability is used to
watch for a given MAC address and report on which port it was seen.
This capability can also be used to collect the necessary information for
mapping the topology of a network. Up to 8 MAC addresses can be
searched simultaneously.

AddressSearchIndex:  Identifiesthesourceaddressto be
searched in the system for which this entry contains
information. (1-8)

AddressSearch Lock: Used by amanagement station asan
advisory lock for a search entry. The search lock increments by
1if the addressis available. The number increments to the
maximum value of integer type and then roles over to zero.
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AddressSearch Satus

e InUse A management station has obtained ownership.

¢ NotinUse: Noother management station has obtained
ownership.

A management station first retrieves the values of the
appropriate instances of the Address Search Lock and
Address Search Status objects, periodically repeating the
retrieval if necessary, until the value of Address Search
Statusis ‘Not In Use'. The management station then tries to
set the Address Search Lock In Use. If the set operation
succeeds, then the management station has obtained
ownership of the entry, and the value of Address Search
Lock isincremented to 1. Failure of the set operation
indicates that some other manager has obtained ownership
of the entry.

AddressSearched:  Specify MAC addressfor search.

Address Search State; Thecurrent state of the MAC address
search on this hub.
« Single: The hub detects the address on one port only.
e Multiple: The hub detects the address on more than
one port.
* None: The hub does not detect the address of any port.

AddressSearch Group: ~ Thegroup number received whose
source address is the same as the address searched.

AddressSearch Port:  Theport number received whose source
address is the same as the address searched.

AddressSearchOwner:  Theentity that currently has
ownership of this search entry
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Broadcast Storm Protection

The Hub periodically monitors the broadcast counters of each hub port to
detect a broadcast storm condition. If a hub port is detected to be causing
abroadcast storm, it is automatically partitioned and atrap is sent to the
network manager. The Hub continually monitors those ports that have
been partitioned to check if the broadcast storm condition still exists. The
partitioned hub port is auto recovered to normal operation once the
broadcast storm condition is released.
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Broadcast Storm Protection Menu

You can configure the broadcast threshold value for each port, each
segment, and each optional module. The Segment Rate Threshold, Port
Rate Threshold, and Optional Module Rate Threshold determines whether
the broadcast storm exists or not.

Segment ID: Identifiesthe 10Mbps segment or the 100Mbps
segment.

Segment Broadcast Packet Rate Threshold: Thenumber of
broadcast packets received on a given segment per second. The
range is 0 to 14,880 packets per second.
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Optional ModuleBroadcast Packet Rate Threshold: The
number of broadcast packets received on a given optional
module per second. Therangeis 0 to 14,880 packets per
second.

Port Broadcast Packet Rate Threshold: Thenumber of
broadcast packets received on a given port per second. The
range is 0 to 14,880 packets per second.

Broadcast Alarm Action: Onceabroadcast stormisdetected on
agiven port, the Alarm Detection Status will be set to Detected,
and the proper action shall be performed based on the value
specified by its Broadcast Alarm Action.

» Partition: Theport will bedisabled. Onceaportis
partitioned due to broadcast storm, the Broadcast Storm
protection function will continue to monitor the port based
on the following rule:

a) Theportisdisabled for 15 seconds, enabled again for
5 seconds.

b) If the storm exists for 2 minutes, the port is disabled and
not monitored.
NOTE: It isup to the user to enable the port once the
source of the broadcast storm has been handled.

e SendT rapandPartition: Theportwill bedisabledanda
trap will be sent.

e SendT rap: Atrapissent.

* No Action: Noactionwill betaken.

Broadcag AlarmStatus

» Enable: Enablethe broadcast monitoring and protection
function on this segment

» Disable: Disablethebroadcast monitoring and protection
function on this segment

» Invalid: Purgethe broadcast monitoring and protection
setting for this segment
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Formulafor calculating Broadcadt packet rate
Broadcast packet rate = Broadcast packet received Sampling
Interval in Seconds

Broadcast Storm Detected
Thismenu displays alist of ports with a detected Broadcast Storm.
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Broadcast Storm Detected Menu

Each broadcast storm is detected and the hub and port number are listed
in this menu. If there have been no storms detected, this menu is empty. A
maximum of 32 broadcast storms can be displayed, 16 per page. The list

isupdated on afirst in, first out basis when the maximum of 32 detections
isreached.
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UserAuthentication

The User Authentication Menu is used to assign user login names,
passwords and read/write privileges. The Mini Console password can be
configured in the User Authentication Menu.
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User Authentication Menu

To define each user authentication, select an index number and press
<Enter>.

Use the ADD command to add a name. A user name and password can be
deleted using the DELETE command. Select the EXIT command to
return to the previous screen and view the results.

NOTE: You can configure the user Authentication information (password)
of the Mini Console with Local Console or Remote Telnet. The factory
default Mini Console password is* 0000" .
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User Authentication Menu (editable)
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User Authentication Menu (updated)

Select the index number first and press Enter. Enter a user name of up to
12 characters and a password of up to 6 characters, specify read/write
privilege and then press <Enter>.
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System Utility

The System Utility Menu lets you download microcode, restart the Hub,
reset the Hub to the factory default, set the login time-outs, configure the
upload settings and request an upload.
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System Utility Menu

System Download: System downloads are used to update system
software or replace existing software that has become corrupted.

System Restart: The system can be restarted at any time and is
required after certain configuration settings are made.

Factory Reset: The system can be reset to the original settings,
however all custom settings will be lost.

Login Timeout I nterval: Set the amount of time before a Telnet
automatically logs out, when requesting an upload.

Configuration Upload Setting: Set the IP Address of the server
and the file name to be uploaded.

Configuration Upload Request/Status: Submit arequest for a
configuration file upload.
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System Download

The System Download Menu enables reading Boot Sever Information
from aremote BOOTP Server and to download system configuration
files, Web Server database information and system software from a
remote TFTP Server. To download software check Bootp Request, select
the appropriate download function, enter the filename with the full path,
save the configuration and finally, restart the device from the System
Restart Menu.
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System Download Menu
This menu lets you perform a BootP request and a TFTP code download.

To request an |P address, subnet mask, and a default gateway address
from your BootP server, perform the following steps:

1. Select Bootp request
NOTE: Not all DHCP servers support basic BOOTP

services. If you experience a problem check your DHCP
server manual.
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2. Perform acold restart on the system.
You should perform a code download only to update
existing software or if existing code has become corrupted.
Before performing a system download, make sure that you
know the IP address of your TFTP server and the location of
the files on the server.

NOTE: Use the following naming convention:

e Boot ROM Code download - 110Vxxx.BT

e Web Pages Database | nformation Download —
110Vxxx.WEB

e System Software Download - 110Vxxx.RT
where, xxx is the version number.

To download TFTP code, perform the following:
1. Enter the |P address of the TFTP server.

2. Select the downloads that you want to perform.

3. Enter the path and file name for each of the downloads you
have selected (for example, C:\microcode\110V 101.BT).

4. Save the configuration.

5. Restart the system.

System Restart
The System Reset Menu allows the user to reset the system with a Cold
or Warm reset.
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System Restart Menu

You can restart the system at any time without losing configuration
settings, except in the case of a download. When you select Execute and
then select <Enter>, a warning message informs the user that system
restart is going to be performed right now.

Warm: A warm restart restarts the hub at the runtime code.
For most cases, awarm restart is sufficient, except in the case
of aBootP request or code download.

Cold: A coldrestart restarts the hub at the BOOTROM level
and is the same as unplugging and re-plugging power to the
hub. A cold restart is needed when the user performs a BootP
reguest or code download.
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Factory Reset

The Factory Reset Menu allows resetting CenturyStack to the original

factory settings. All user configurations will be lost. A Confirm Messages

displays before the hub is reset so the user can abort the factory reset.

il rrma

e £ Yo [ Juedn oo

Dlo| | 3] 0iFs] o

mm“m—f..h
Paitdirg Ragsr [

Hebuark {anF bgwral faos 2

LT

Fariary Bofanlil
IF Bddroayé
Eubsgi Ragki

Factary Dafaalr:

Il aule Catamay!
Hasp dwthent leptien Cand dguire

foain

-1

iHan Reat

Bt Hans Passwnrd Priellogs
Eymten Comsale : LinaAET IR Readedrite
Garirel Parol e Bradwrite
EXETUTE EdIT HATH HEB HELF
Coavecisd 11475 WTIN D 1 s

Factory Reset Menu

The Factory Reset Menu lets you return al Hub settings to the original

default settings.

When you issue afactory reset, al of your custom settings are overwritten.

To perform the factory reset, do the following steps:
1. Select how the user wants network configuration processed

during afactory reset:

Not Reset:  Current configurationissaved.
ResetfromBootP:  Request anew network
configuration from the BootP server.

Resettofactory default: Current network configuration
isreset to factory defaults.
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2. Select how the user wants the user authentication
configuration processed during a factory reset:
* NotReset: Current user authentication configuration
is saved.
* Resttofactorydefault: Current user authentication
configuration returns to factory defaults.

3. Select Execute and press <Enter>.

When Execute and Enter are selected, a warning message informs the user
that system configuration datawill be reset.

Login Timeout Interval
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Login Timeout Interval Menu

This menu lets you select the time after which an established Telnet
session is automatically logged out if inactive. The rangeis zero to 60
minutes. The default is five minutes. If you specify zero, the session
remains logged in regardless of how long it isinactive.
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Configuration Upload Setting

CenturyStack network management provides the capability to upload the
hub configuration data to the remote server in binary format. You can
upload your configuration files and save as a backup in case you need to
restore your system settings.
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Configuration Upload Setting Menu

Enter the TFTP Server IPAddress and the chosen file name (for example:
filename.CFG) and the path where the files will be uploaded on the
server. Select Save to save your configuration settings, and then request
the upload using the Configuration Upload Request Menu.

TFTPServer IP Address: ThelPaddressof theserver where
the configuration files are to be stored.

Configuration FileName:  Thenameof theconfigurationfile
and the full path.
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Configuration Upload Request/Status
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Configuration Upload Request

This menu enables you to submit arequest for a configuration file upload
and view the status of a download. Select Submit to make the Upload
Request.

TFTPServer IP Address. ThelPaddressof theserver where
the configuration files will be uploaded.

Configuration FileName:  Thenameof theconfigurationfile
and the full path.

Current State:  When the configuration filedownloadis
complete, Completed displays.

TimeElapsed: Thetimeelapsed since starting the upload
request.
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Upload Status:  Thestatusof the datatransfer with regard

to errors.

e NoError: Theupload was successfully stored inthe
specified configuration file.

* No-Such-File: The path specified inthe Configuration
Filename field cannot be found on the TFTP Server.

* AccessV iolation: Thefilespecified Configuration Filename
field is Write Protected.

« Disk Full: Thedisk specified Configuration Filenamefield
isfull.

« Timeout: TheTFTPupload timeoutsexpired at 20 seconds.
A progress bar displays in the menu showing the progress.

e Other: Other errorsthat are defined by the system.

Once you have uploaded your configuration files, you can download them
if necessary. See “ System Utility”, for information about downloading
configuration files.

SNMP Management

Managing viaMIB File

CenturyStack’s built in Management Information Base allows it to be
managed by any MIB file browser. For more detailed information on
SNMP management see the software manual.
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Technical Information

Product Specifications

Standards Compliance

Number of Ports

Display Panel
Master:

Save:

Media Interface Exchange

Stacking

NMU Slot

Expansion Sot

|EEE 802.3 10BASE-T, 10BASES5 Ethernet
|EEE 802.3u 100BASE-TX Ethernet

12/24 auto-sensing 10/100M Ethernet
(RJ-45) ports

Vacuum Fuorescent Display (VFD) providing
extensive network status information
utilization graphs and statistics at aglance
Rich diagnostic LEDs indicate

Link/Rx per port;

Forwarding indicator for both 10/100Mbps
segments

Coallision indicator for both 10/200Mbps
segments

10/100M bps indicators with internal /external
switch module activities

2 10/100Mbps Uplink ports (MDI-I1) shared
with port 1 & port 12 respectively

6 hubs per stack

SCS cascade

Automatic Unit ID numbering
Management data on serial cascade
Class || repeater

1 dot for network management unit
(Master only)

1 dot for optional switch module

Technical Information
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Smart Mini Console Configuration, device/port management, and
network statistics monitoring (Master only)
Three keys on the front pand to perform for
all the Mini Console functions
VFD (Vacuum Fluorescent Display) panel
displaystext & graphic information

Key Management Festures
(through Web and SNMP)  Master/Slave management architecture
Per port address tracking
Per stack source address search capability
Network traffic monitoring
Duplicated | P detection
Intrusion control per port security
24 pairs of redundant link
Broadcast storm protection

BOOTP/TFTP software download supported

Console/Telnet Management VVT-100 terminal interface supported
Loca console management viaRS-232
(DB-9) port
I n-band/out-of-band remote telnet management
Web-Based Management
Complete web server embedded in device
Integrated HTML forms and Java™ applets
Standard web server security to total network
protection
Photographic quality GUI to configure/monitor
Management from anywhere and any platform

SNMP Management Supporting standard RFC 1213 MIB 1l, RFC
1516 Repesater MIB, and proprietary MIBs
Supporting RFC 1757 RMON Group 1, 2, 3,9
In-band/Out-of-Band management
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Power Requirements

Environment

Safety Regulations

EMI Certifications

Dimensions
Weight
Mounting

Ordering Information
8112-01-M/8124-01-M

8112-01-5/8124-01-S
Optiona Modules
Module 8102-01-X
Module 8102-03-X

Module 8103-01-X

Module 8103-03-X

100 - 240 VAC, 50/60 Hz
Internal universal power supply

Operating Temperature: 10°to 40° C

Storage Temperature: -25° to 70° C

Operating Humidity: 8% to 80% non-condensing
CUL (UL & CSA)

CE Mark

FCC ClassA

VCCI Class 1

WxDxH:17.3"x 87" x 2.2"

6.31b

Standard EIA 19" rack mount

12/24 ports auto sensing 10/200Mbps
Master Hub with Local console/Remote
Telnet management, SNMP, Web-Based
Management & Mini-Console Management

12/24 ports auto sensing 10/200Mbps Slave Hub
Bridge or 10/100BASE-TX Distance Extender
Switch Module (MDI-X & MDI-II interface)

Bridge or 10/100BASE-FX Distance Extender
Switch Module (SC-type connector)

Bridge and 10/100BASE-TX Distance Extender
Switch Module (MDI-X & MDI-II interface)

Bridge and 10/100BASE-FX Distance Extender
Switch Module (SC-type connector)
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Agency Compliance
Product Safety and Compliance Statements
This equipment complies with the following reguirements:
« UL
+ CA
« TUV
» ENG60950 (sefety)
* FCC Part 15, ClassA
» EN55022 ClassA (emissions)
» EN50082-1 (immunity)
» |EC 825-1 Classification
» Class1 Laser Product

This product shall be handled, stored and disposed of in accordance with
all governing and applicable safety and environmental regulatory agency
reguirements.

Radio Frequency Interference Statements

FCCRadioFrequency I nterference Statement

This equipment has been tested and found to comply with the limits for
ClassA digita device, pursuant to Part 15 of FCC Rules. These limits are de-
signed to provide reasonable protection againgt harmful interference when
the equipment is operated in acommercia environment. This equipment
generates, uses and can radiate radio frequency energy, and if not installed
and used in accordance with the instruction manual, may cause harmful in-
terference to radio communication. Operation of this equipment in ares-
dentia areaislikely to cause harmful interference in which case the user will
be required to correct the interference at his own expense.

CAUTION: Changes or modifications to this equipment not expressly
approved by the party responsible for compliance could void the user’s
authority to operate the equipment.

Canadian Radio Frequency | nterference Statement
This Class A digital apparatus meets all requirements of the Canadian
Interference-Causing Equipment Regulations.

Cet appareil numérique de la classe A respecte toutes les exigences du
Réglement sur le matériel brouilleur du Canada.
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Warranty and Servicing Information

METRONility Optical Systems, Inc. warrants the CenturyStack 8100 Managed
Hub to be in good working order for a period of THREE Y EARS from the date of
METRONility shipment. Should the unit fail anytime during said three-year
period, METRObility will, at its option, replace or repair the product. This
warranty islimited to defects in workmanship and materials and does not cover
damage from accident, disaster, misuse, abuse or unauthorized modifications.
Under no circumstances will METROAbility be liable for any damages incurred by
the use of this product including, but not limited to, lost profits, lost savings, and
any incidental or consequential damages arising from the use of, or inability to use,
this product.

If the product was purchased from an authorized METRObility dealer, limited
warranty service may be obtained by returning the product to the dealer. Return
the product in its original shipping container (or equivalent), pre-insured, and with
proof of purchase.
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Troubleshooting the Network

Q:

A:

Thelocal-console ‘login screen’ does not come up sometimes when a
terminal (PC running terminal emulation) is connected to already
booted master hub. Why?

The screen must be refreshed, when CenturyStack is running and the
terminal emulator is started. Pressing Ctrl + R refreshes the screen
and the login menu appears.

Users of the 100Mbps segment cannot use Web-Based Management,
however 10Mbps segment users can. Why?

A: The SNMP agent, TCP/IP stack and the Web engine are implemented

on the 10Mbps bus of the master hub. Therefore the 10Mbps
segment must be used for Web-Based Management in the absence
of aswitch module.

Even though the switch module with internal bridging has been
installed, the 10M bps segments can’t communicate with the
100M bps segments. Why?

: The switching function is disabled by default in the software, there-

fore even though the internal function is enabled with the on board
jumpers, 10Mbps and 100M bps segments cannot communicate. The
internal switch must be enabled using local console management
through connections from the RS-232 port on the hub to a serial port
on aPC. Select Device Control from the main menu and then 2/3 port
bridge module control/status. Enable the internal switch.

With regards to CenturyStack modules: Users will need to use Web
or Console management to enable the module, however, what if users
only have aslave modd in their LAN and want to install a 8102-01 as
an internal switch or have a8103-01 as both internal and external, or
have another slave model in the stack and one 8102-01 as an external
switching port?

In the case of 8112-01-S only, (whether single or multiple stacked),
the switch module will function straightaway when installed. The
mode (“internal” or/and “external”) can be set on the module PCB
using the jumpers provided. When the master hub is present, we need
to additionally enable the modul€’s function in the management
software (through Local Console or Web-Based Management/SNM P
Management).
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Isthere aloop detection and isolation feature available in
CenturyStack, in case two switch modules (internal bridging enabled
on the hardware) are installed in the same stack?

No. The stack will go into aloop even before the software has booted.
Therefore, the only control is on hardware (jumpers on the PC board)

In Web-Based Management, the Hub's front panel is not displayed.
For Netscape users, you need to clear the memory cache. To clear
memory cache, from the Netscape menu bar, select Edit, select
Preferences from the drop down list, click the + sign beside Advanced
and then select Clear Memory Cache.

| do not see the graphic of the unit when | use Internet Explorer
asmy browser.

If you are using Internet Explorer version 4.72 or newer, you will
need to modify the Java settings. From the task bar, select View,

then Internet Options, then Security. Set security to Custom, then go
into Settings. From here, scroll down to Javaand click Custom. A
Java Custom Settings box displaysin the lower left corner. Select this
box, highlight Permission Given to Unsigned Content, then select the
Edit Permission tab. Finally, select Enable under Run Unsigned
Content.
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