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Introduction

1.1 An Overview of BIPAC 7100SV

BIPAC 7100SV VolP ADSL Modem/Router provides a high-speed Ethernet port for high-speed Internet
browsing. It can support downstream transmission rates of up to 8Mbps and upstream transmission rates
of up to 1024Kbps. It is compliant with Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (G.992.1);
G.lite (G992.2); G.hs (G994.1)).

The product supports PPPoA (RFC 2364 — PPP (Point-to-Point Protocol) over ATM Adaptation Layer 5),
RFC 1483 encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA
(RFC1577) to establish a connection with ISP. The product also supports VC-based and LLC-based
multiplexing.

It is the perfect solution to connect a small group of PCs to a high-speed broadband Internet connection.
Multi-users can have high-speed Internet access simultaneously.

This product also serves as an Internet firewall, protecting your network from being accessed by outside
users. Not only provide the natural firewall function (Network Address Translation, NAT), it also provides
rich firewall features to secure user's network. All incoming data packets are monitored and filtered.
Besides, it can also be configured to block internal users from accessing to the Internet.

The product provides two levels of security support. First, it masks LAN users’ IP addresses which are
invisible to outside users on the Internet, making it much more difficult for a hacker to target a machine on
your network. Secondly, it can block and redirect certain ports to limit the services that outside users can
access. For example, to ensure that games and other Internet applications will run properly, user can
open some specific ports for outside users to access internal services in network.

Integrated DHCP (Dynamic Host Control Protocol) services, client and server, allow multiple users to get
their IP addresses automatically on boot up from the product. Simply set local machines as a DHCP
client to accept a dynamically assigned IP address from DHCP server and reboot. Each time local
machine is powered up; the router will recognize it and assign an IP address to instantly connect it to the
LAN.

For advanced users, Virtual Service function allows the product to provide limited visibility to local
machines with specific services for outside users. An ISP (Internet Service Providers) provided IP
address can be set to the product and then specific services can be rerouted to specific computers on the
local network. For instance, a dedicated web server can be connected to the Internet via the product and
then incoming requests for HTML that are received by the product can be rerouted to the dedicated local
web server, even though the server now has a different IP address. In this example, the product is on the
Internet and vulnerable to attacks, but the server is protected.

Virtual Server can also be used to re-task services to multiple servers. For instance, the product can be
set to allow separated FTP, Web, and Multiplayer game servers to share the same Internet-visible IP
address while still protecting the servers and LAN users from hackers.

BIPAC 7100SV serves as a Public Switched Telephone Network (PSTN) handset-to-Ethernet adaptor
that enables traditional telephone devices to operate as Internet Protocol (IP) devices. It is the interface
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between the PSTN world and the IP world acting as a residential gateway, eventually providing Internet
Telephony capability. Cost savings and ease of developing and integrating new services motivate most of
the interest in Internet telephony. Internet telephony integrates a variety of services provided by the
current Internet and the PSTN infrastructure.

BIPAC 7100SV extracts the maximum benefit from Voice over IP (VolP) technology. It interfaces analog
telephones with IP-based telephony networks. The integration of VolP technology and ADSL
Modem/Router is undoubtedly the most economic and practical solution to modern society.

1.2 Package Contents

1
2
3
4.
5
6

Billion BIPAC 7100SV VolP ADSL Modem/Router
One CD-ROM containing online manual

One Quick Start Guide

One RJ-11 ADSL/telephone cable

One CAT-5 straight LAN cable

One power adapter (12V DC 1.2A)

1.3 BIPAC 7100SV Features

BIPAC 7100SV ADSL Modem/Router provides the following features:

ADSL Multi-Mode Standard: Supports downstream transmission rates of up to 8Mbps and
upstream transmission rates of up to 1024Kbps. It is compliant with Multi-Mode standard (ANSI
T1.413, Issue 2; G.dmt (G.992.1); G.lite (G992.2); G.hs (G994.1)).

Multi-Protocol to Establish A Connection: Supports PPPoA (RFC 2364 - PPP over ATM
Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or routed), PPP over Ethernet
(RFC 2516) and IPoA (RFC1577) to establish a connection with ISP. The product also supports VC-
based and LLC-based multiplexing.

Quick Installation Wizard: Supports a WEB GUI page to install this device quickly. With this wizard,
an end user can enter the information easily which they from the ISP, then surf the Internet
immediately.

Universal Plug and Play (UPnP) and UPnP NAT Traversal: This protocol is used to enable
simple and robust connectivity among stand-alone devices and PCs from many different vendors. It
makes network simple and affordable for users. UPnP architecture leverages TCP/IP and the Web
to enable seamless proximity networking in addition to control and data transfer among networked
devices. With this feature enabled, users can now connect to Net meeting or MSN Messenger
seamlessly.

Network Address Translation (NAT): Allows multi-users to access outside resource such as
Internet simultaneously with one IP address/one Internet access account. Besides, many application
layer gateway (ALG) are supported such as web browser, ICQ, FTP, Telnet, E-mail, News, Ping and
others.

Domain Name System (DNS) relay: Provides an easy way to map the domain name (a friendly
name for user such as www.yahoo.com) and IP address. When local machine sets its DNS server
with this router’s IP address. Then every DNS conversion request packet from the PC to this router
will be forwarded to the real DNS in outside network. After the router gets the reply, then forwards it
back to the PC.
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Dynamic Domain Name System (DDNS): The Dynamic DNS service allows you to alias a dynamic
IP address to a static hostname. This dynamic IP address is the WAN IP address. For example, to
use the service, you must first apply an account from this free Web server http://www.dyndns.org/.
There are more than 5 DDNS servers supported.

PPP over Ethernet (PPPoE): Provides embedded PPPOE client function to establish a connection.
Users can get greater access speed without changing the operation concept, sharing the same ISP
account and paying for one access account. No PPPoE client software is required for local
computer. The Automatic Reconnect and Disconnect Timeout (ldle Timer) functions are provided,
too.

Virtual Server: User can specify some services to be visible from outside users. The router can
detect incoming service request and forward it to the specific local computer to handle it. For
example, user can assign a PC in LAN acting as WEB server inside and expose it to the outside
network. Outside user can browse inside web server directly while it is protected by NAT. A DMZ
host setting is also provided to a local computer exposed to the outside network, Internet.

Firewall: Supports SOHO firewall with NAT technology. Automatically detects and blocks the Denial
of Service (DoS) attack. Packet filtering is also supported. The hacker’'s attack will be recorded
associated with timestamp in the security logging area. More firewall features will be added
continually, please visit our web site to download latest firmware.

Dynamic Host Control Protocol (DHCP) client and server: In the WAN site, the DHCP client can
get an IP address from the Internet Server Provider (ISP) automatically. In the LAN site, the DHCP
server can allocate multiple clients IP addresses and distribute them including IP address, subnet
mask as well as DNS IP address to local computers. It provides an easy way to manage the local IP
network.

Rich Packet Filtering: Not only filter the packet based on IP address, but also based on Port
numbers and MAC address. It will increase the performance in LAN and WAN, also provide a
higher-level security control

SNTP: An easy way to get the network real time information from an SNTP server.
Web based GUI: Supports web based GUI for configuration and management. It is user-friendly

and comes with on-line help. It also supports remote management capability for remote users to
configure and manage this product.
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1.4 BIPAC 7100SV Application

Firewall




Using Billion VolP ADSL Modem/Router

2.1 Cautions for Using Billion VolP ADSL Modem/Router

Do not place the router under high humidity and high temperature.

Do not use the same power source for the device with other equipment.

Do not open or repair the case yourself. If the device is too hot, turn off the power

immediately and have a qualified serviceman repair it.

Avoid using this product and all accessories outdoors.

Place the product on the stable surface.

Q> Only use the power adapter that comes with the package.

2.2 The Front LEDs

PWR Lit green when power adapter is connected.

SYS When flash, it indicates that the device is working properly.

Phone Lit green when the phone is off hook.

LAN Lit green when the LAN link is connected.

When lit, it indicates that the ADSL (Line) port is connected to the DSLAM

ADSL and working properly.
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2.3 The Rear Ports

4 E

I- S T L1
iml
[

e =L

OO O

Dt e S J{— i

T

Power Switch | A Power ON/OFF switch
Power Jack Connect the supplied power adapter to this jack.
Reset Press it to restore the factory default setting back.
Connect RJ-11 cable to this port when connecting to an analog phone
VolP set
Connect the supplied Ethernet cable to this port when connecting to a
LAN NIC (Network Interface card) in PC.
(RJ-45
connector) Connect an UTP Ethernet cable to this port when connecting to a LAN
such as an office or home network.
LINE ) ) )
Connect the supplied RJ-11 cable to this port when connecting to the
(RJ-11 ADSL
connector)

2.4 Cabling

The most common problem associated with Ethernet is bad cabling or ADSL line. Make sure that all
connected devices are turned on. On the front of the product is a bank of LEDs. As a first check, please
verify that the PWR, LAN and ADSL LEDs are lit and SYS LED is blinking. If they are not, verify that you

are using the proper cables.

So long as the cables are connected and the LEDs are lit normally, follow “Chapter 3 Configuration”

below to modify the network settings.




Configuration

BIPAC 7100SV can be configured with your Web browser. The web browser is included as a standard
application in following operation systems, UNIX, Linux, Mac OS, Windows 95/98/NT/2000/Me/XP, etc.
The product provides a very easy and user-friendly interface for configuration.

3.1 Before Configuration

This section describes the configuration required by LAN-attached PCs that communicate with BIPAC
7100SV, either to configure the device, or for network access. These PCs must have an Ethernet
interface installed properly, be connected to BIPAC 7100SV either directly or through a hub, and have
TCP/IP installed and configured to obtain an IP address through a DHCP server or a fixed IP address
which must be in the same subnet of BIPAC 7100SV. The default IP address of router is 192.168.1.254
and subnet mask is 255.255.255.0. The best and easy way is to configure the PC to get an IP address
from BIPAC 7100SV.

Please follow the steps below for PC’s network environment installation. Before taking the first step,
please check your PC’'s network components. If your PC connects the ADSL Modem/Router through
Ethernet port, the TCP/IP protocol stack and Ethernet network adapter must be installed. If not, please
refer to MS Windows relative manuals.

”orﬁ‘ Any TCP/IP capable workstation can be used to communicate with or through
BIPAC 7100SV. To configure other types of workstations, please consult the
manufacturer’'s documentation.

Configuring PC in Windows XP

1. Goto Start / Control Panel (in

F Control Panel |Z||E|g|
Classic VIeW)- In the Control Panel, File Edit Wiew Favorites  Tools  Help :F
double-click on Network &) O-3 J,ﬂ s Folders | (T3]~
Connections. Address ;G' Control Panel v G0

2. Double-click Local Area Connection. ,_.
ﬂ"' Control Panel A

I:} Swikch ko Cateqory Wiew Ca
See filso = _ai ﬁ

; Printers and  Regional and  Scanners and
ﬁ Wwindows Update Faxes Language ... Carmetras

(7)) Help and Support ) -
92 9@ &

Scheduled Sounds and Speech
Tasks Audio Devices

%

Phone and  Power Options
Modem ...
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3. Inthe Local Area Connection

Status window, click Properties.

4. Select Internet Protocol (TCP/IP)

and click Properties.

I Local Area Connection Status

General Support

Connection
Status:
Druration:

Speed:

Activity

Sent E"“l

Bytes: 1.403

Connected
00:05:34
100.0 Mbps

Recered

1,745

Cloze

L | ocal Area Connection Properties

| General | Authentication | Advanced|

Connect uzing:

B D-Link DFE-530Tx PCl Fast Ethemet Adapter [rev.B]

Thiz connection uzes the following ikems:

% Client for Microsoft Metworks

BQDS Facket 5cheduler
o Internet Protocol [TCPAAR]

.@ File and Printer Sharing for Microsaft Metworks

Install...

Dezcription

acrozs diverse interconnected networks.

Croin D

Transmizzion Contral Protocol/Internet Protocol. The default
wide area network, protocol that provides communication

[] Show icon in notification area when connected

(] ] [ Cancel
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Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

Click OK to finish the configuration.

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration |
You can get IP settings assigned automatically if wour network supports

thiz capability. Otherwise, you need to azk pour netwark, adminiztratar for
the appropriate [P zetiings.

(%) Obtain an |P address automatically
) Use the following IP address:

=) Obtain DMS server address automatically

() Use the following DMS server addreszes:

[ OFK. H Eance; ]

Configuring PC in Windows 2000
[l

1.

Go to Start / Settings / Control
Panel. In the Control Panel, double-
click on Network and Dial-up

Connections.

Double-click Local Area Connection.

J File Edit “ew Favorites Tools Advanced Help i
J i Back - = - | I@Search L Folders @Histnr‘f |HE' 2%

J Address IIEI Metwork and Dial-up Connections

= [ Tee ) —, ; 7

@ U
. Make Mew

Network and Dial- Connection

up Connections

Local Area Connection

Type:! LAN Connection

Statns: Frahled LI
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3. Inthe Local Area Connection

Status window, click Properties.

4. Select Internet Protocol (TCP/IP)
and click Properties.

Local Area Connection Status 21xl

General I
— Connection
Statis: Connected
Ciuaratian: 05:54: 27
Speed: 10.0 Mbps
—Activity =
Sent =—— 'I = Received
L4
FPackets: 300 I 138
Dizable |

Cloze |

Local Area Connection 2 Properties

el .4
General | Sharing |

Connect using:

I B3 Fealek BTL3139[4] PCI Fast Ethernet Adapter

Components checked are uzed by this connection:

T MwiLink IP%/SP/MHetBI0S Compatible Tranzport F'ru:utu:u;l
W MetBEU Protocal
F|nternet Pratocal [TCPAR)
-
4 r
Install... | Urinztall Properties
— Description S —
Trangmizzion Control Protocol/Internet Protocol. The default
wide area netwark, protocol that provides communication
acrozz diverse interconnected netwarks,
[ Show icon in taskbar when connected
OF. Cancel

10
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5. Select the Obtain an IP address
automatically and the Obtain DNS

General |
server address automatically radio
Y'ou can get 1P settings assigned automatically if your network supports
buttons. thiz capability. Otherwize, pou need to azk your network, administrator for
. o . . the appropnate [P settings.
6. Click OK to finish the configuration.

L ‘Obtain an IP address automatically
—{" Usze the following IP address:

|F address: |

Subret mask: I

[etault gateway I
,

5}: Oftain DMS server address automatically

—" Usze the following DMS server addresszes;

Erefermed DS semwern I

Altermate DM S semer I

Advanced... I
0k l Cancel |

Configuring PC in Windows 95/98/ME
1. Goto Start/ Settings / Control

Hetwork - E3 |
Panel. In the Control Panel, double- - -
|dentification I Access Control I

click on Network and choose the
The fallowing network, components are installed:

=5 ME 2000 Compatible =]
2. Select TCP/IP -> NE2000 i MetBEUI -+ Dial-Jp Adapter

MetBEUI -> ME 2000 Compatible

Configuration tab.

Compatible, or the name of your

TCRAP -» Dial-Up Adapter

Network Interface Card (NIC) in your
PC.

3. Click Properties. Add... Femave Froperties i

Frimany Metwork, Logon:

IEIient for Microzoft Metworks LI

File and Frint Sharing... |

Dezcription

TCPAP iz the protocal pou use to connect o the Internet and
wide-area networks.

Ok, Cancel

11
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4. Selectthe IP Address tab. In this

) .
page, click the Obtain an IP address

. . Bindingz I Advanced I MetB |0 I
automatically radio button. —— S
[OMS Configuration I Gateway I WNS Configuration €_IF Address

An IP address can be automatically azzigned to thiz computer.
If wour network. does not automatically azzign IP addreszes, ask
wour netwark, administrator for af address, and then tepe it in
the zpace below.

* Obtain an |P address automaticalls

—{ Specify an IP address:

[P Address: | . . . |
Subret b azk: | . . . |
] I Caticel |
5. Then select the DNS Configuration
TCP/IP Properties K Ei

tab.

6. Select the Disable DNS radio button — I Advanced I  NetEls
DNS Configuration Y Gateway | WINS Configuration | 1P Address

and click OK to finish the configuration.
—1{" Enable DNS F:‘\_

Hmst: I } [omair: I

[ Semer Search Mrder

[
(o
=)

Bemove

[Marmain Suffiz Search Drder

| Hemove

] Cancel |

AN

12



Chapter 3 Configuration

Configuring PC in Windows NT4.0

1. Goto Start/ Settings / Control
Network EE3

Panel. In the Control Panel, double-
Identification | Services ~Protocols I.ﬁ.daptersl Bindings |

click on Network and choose the
Metwork Protocols:

Protocols tab.
. U~ NetBEUI Protocal
2. Select TCP/IP Protocol and click = Nw/Link IPX/SPX Compatible Transport

Properties. - Nw/Link NetBIOS
‘3% TCP/IP Protocol

Add... Bemove I |Update l

- Description:

Transport Control Protocol/Intemet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

| oK I Cancel

13
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3. Select the Obtain an IP address
from a DHCP server radio button
and click OK.

Microsoft TCP/IP Properties |

IP sddiess | DNS | wiINS Address | Routing |

An IP address can be automatically azzigned to this netwark card
by a DHCF server. IF your network, does not have a DHCP server,
azk your nebwork, administrator for an addrezs, and then tope it in
the zpace below.

Adapter:

L Dbtain an [P address from a DHCP server

— " Specify an IP address

[Fddiess; |

SibnetiEsies

| P A AT ey R
[efaulbEaterEy !

Advanced... I
Ok l Cancel | Ft w1 I

3.2 Factory Default Settings

Before you configure this device, you need to know the following default settings.

1. Web Configuration
Password: There are two levels of password protection, Administrator Level and User Level.

User Name Password
Administrator Level admin password
User Level user password

2. Device IP Network settings in LAN site

IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0

3. ISP setting in WAN site
Virtual Circuit 0: 1483 Routed IP LLC

4. DHCP server

DHCP server is enabled.
IP address pool from IP Address: 192.168.1.100 to IP Address: 192.168.1.199

14
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3.2.1 Password

The default username and password are admin and password respectively.

Q> If you ever forget the password to log in, you may press the RESET button up to 2
seconds to restore the factory default settings.

3.2.2 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown below.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 Obtain an IP address
DHCP server function | Enabled automatica”y_ ISP assigns

100 IP addresses continuing from | this IP address.
192.168.1.100 through 192.168.1.199
(Actually, it can supports up to 253 users.)

IP addresses for
distribution to PCs

3.3 Information from ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) what kind of
service is provided such as PPPoE, PPPoA, RFC1483, IPoA, or PPTP-to-PPPOoA Relaying.

Gather the information as illustrated in the following table and keep it for reference.

VPI/VCI, VC-based/LLC-based multiplexing, Username, Password, Service
PPPoE Name, and Domain Name System (DNS) IP address (it can be

automatically assigned by your ISP when you connect or be set manually).

VPI/VCI, VC-based/LLC-based multiplexing, Username, Password, and
PPPOoA Domain Name System (DNS) IP address (it can be automatically assigned

by your ISP when you connect or be set manually).

RFC1483 Bridged | vpi/vClI, VC-based/LLC-based multiplexing to use Bridged Mode.

VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
RFC1483 Routed Gateway address, and Domain Name System (DNS) IP address (it is fixed
IP address).

15
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VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
IPoA Gateway address, and Domain Name System (DNS) IP address (it is fixed
IP address).

3.4 Configuring with Web Browser

The ADSL Modem/Router can be configured with your Web browser. The web browser is included as a
standard application in following operation systems, UNIX, Linux, Mac OS, Windows
95/98/NT/2000/Me/XP, etc. The product provides a very easy and user-friendly interface for configuration.

Open the web browser, enter the local port IP address of the ADSL Router, which default at
192.168.1.254, and click “Go” to get the login page.

23 ADSL Router - Microsoft Internet Explorer

J Eile Edit Wiew Fawontes Toolz Help ‘-

- = @ N @ @ @ I B S B

Hachk Eontand Stop  Refresh  Home Search Fawortez  Histom il Print Edit Digouzs

| Address |1 hitp://192.168.1.254/ ~| @6 |J Links >

There are two levels of password protection. The first level is for administrator and the second one is for
user.

Enter Hetwork Paszsword [ 2] |
Please type your user name and pazsword.
Site: 192.168.1.254
Realm Home Gateway
Uzer Hame I

Pazsword I

[T Save this password in pour password list

()4 I Cancel

If you want to configure the device with administrator level, type admin in the username field and
password in the password field. Then, click “OK” to log in. You can modify these passwords for security
and management purpose.
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Enter Hetwork Paszsword EH |

@ Pleaze type your user name and pazswornd.
Site: 192168.1.254

Realm Home G ateway

Uzer Mame Iuser

Pazsword I ********

[~ Save this pazsword in pour password list

QK I Cancel

At the configuration homepage, the left navigation pane where bookmarks are provided links you directly
to the desired setup page, including:

»  Status (ADSL Status, LAN Status, PPP Status, Learned MAC Table, Routing Table, System Log,
Security Log)

»  Quick Start

»  Configuration (WAN, LAN, VoIP, System, Firewall, Virtual Server, Advanced)

3.4.1 Status

The Status section provides and contains many items including device H/W and S/W information, LAN,
WAN, Port status and all defined interfaces. It also provides useful information for users to review the
status of device.
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System Status
Device Info

Firrmweare Wersion:

Custorer Software
Yersion:

WAN
IP Address
192.168.241.101

LAN
IP Address
192.168.1.254

DHCP Clients

CxBZi0c_4.1.0.9_B2143

4109 BiE214a 1

Subnet Mask
255,255 2550

Subnet Mask
265255 2660

IP Address

1 192.168.1.123

3.4.1.1 Status — ADSL Status

MAC Address
00:04: ED:00:07:71

MAC Address
00:04: ED:00:07:70

MAC Address

00:00:88:18:53:91

SAVE CONFIG RESTART

Displays the status of your ADSL connection. It will refresh every two seconds.

Tahle

ADSL Status

Information

Showtime Firrware
“ersioh

Line State
tadulation
Annex Mode
Startup Attempts
hlax Tx Power
0O Vendaor
Elaspsed Time

SHR Margin
Line Attenuation
Errored Seconds
Loss of Signal
Loss of Frame

MR Frrars

330

ACTIVATION
NAA
ANNEX_A

0

-38 dBr/Hz

UNUSED WENDOR_O

0 days 0 hours 7 minutes 51 seconds

Downstrearm
A
A

o
a
a
a

SAVE CONFIG RESTART

Upstream

T, dB
el dB
a

o

a

=
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3.4.1.1.1 ADSL Status — WAN Status

WAN Status
Select Virtual Circuit
“irtual Circuit
Information
IP Address Subnet Mask MAC Address
192.168.241.101 2552552550 00:04:ED:00:07:71

3.4.1.1.2 ADSL Status — ATM Status

ATM STATUS
Statistic
Transmit Receive

Bytes 0 0
Cells 0 0
HELC Errors MAA, 0
hgmt Cells 0 0
CLPO Cells 1] 0
CLP1 Cells ] 0
Errars 0 0
Wisrouted Cells T/A, 0
[ Reset Counters
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3.4.1.2 Status — LAN Status

Displays the status of your Local Area Network (LAN) connection.

LAN Status
Information
IP Address Subnet Mask MAC Address
192.165.1.254 2552052050 00:04:ED:00:07:70
e [ Restart
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3.4.1.2.1 LAN Status — TCP Status

TCP Status
Statistic

Total Packets Sent 2549

Data Fackets Sent 1705

Data Bytes Sent 1194464
Learned MAC Total _F'an:kets 1994

Received

Packets Received in- 285

SEfUENCE

Bytes Received in- 108919

SEfUENCE

Ot of Order Packets 272

Out of Order Bytes 0

Packets disgarded for 0

bad checksum

Packets disgarded for 0

bad header offset

Packets disgarded 0

because too short

Connections Initiated 0

Connections Accepted 285
E LG 0

— SAVE CONFIG RESTART

3.4.1.3 Status- PPP Status

Displays the status of your PPP connection. It will refresh every ten seconds.

PPP Status

If a * appears under Mode column, you need to check the WAN
configurationmake sure the VC has the correct encapsulation.

]

Connection £

Information
Connection Pkts  Pkts  Bytes Bytes
g Marne ldaes | g BU0E Sent  Rovd  Sent Rovd

B SAVE CONFIG RESTART
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3.4.1.4 Status- Learned MAC Table

Aging Timeout: Enter the time period for the router to memorize MAC addresses.

Learned MAC Table

Parameters
Aging Timeout Seconds
Information
MAC Address Expiration
00:00:3a: 18:53:91 100
-

3.4.1.5 Routing Table

Display the current routing paths of BIPAC 7100SV.
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3.4.1.6 System Log

Routing Table

Parameters
Destination Metrnask Gateway Interface
192.168.1.0 2552552550 192.168.1.254 bl
192.168.241.0 2552552550  192168.241.101  ss0
127.0.0.1 255.0.0.0 127.0.0.1 [o0

SAVE CONFIG RESTART ]

Display the system logs cumulated till the present time. You can trace the historical information through

this function.

System Log
Current Time: THU JAN 01 00:20:01 1970

If you would like to save the log to a text file, right click here and

select "Save Target As ..."

0170141970 00:00:00 CfzMzr: ‘Atafpp.out' module loaded.
0170141970 00:00:00 CfzMzr: 'Washer.dlz' module loaded.
0140141970 00:00:00> Na Static 3esslon Information 1s
defined.

0140141970 00:00:00> WAT/NAPT Session Start: Interface
ss0, WAN IP is 192, 168.241.101

0170141970 00:00:00> CfzMzr: 'Shtm.dlz' wodule loaded.
0170141970 00-00:00» Initialized Dynamic NAPT.
0170141970 00-00:00> ATM: Setting up wocl, VPI=0, WCOI=34

| >

SAVE CONFIG RESTART
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3.4.1.7 Security Logs

Display the information of security logs. If hacker attacks your sever, he will be isolated by the firewall
function and the router will record related information. Hence, you know where the hacker comes from.

Security Log
If you would like to save the log to a text file, right click here and
select "Save Target As ..."

Confi g

SAVE CONFIG RESTART

3.4.2 Quick Start

If you use this device to access the Internet through the ISP, this web page is enough for you to configure
this router to access the Internet and enable VolIP service without a problem.

3.4.2.1 ADSL Quick Start

Please check Chapter 3.3 (Information from the ISP), then enter the proper values into this web page,
click the Apply button and then click the Save Config button to save all of the configuration parameters
to FLASH. After the router reboot, you may check the Status web page to check whether the router is
connected to the ISP or not. In most cases, you can access the Internet immediately. If not, please refer

to the sections below for more information.
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ADSL Quick Start

Pvc 0

Per VC Settings
“Wirtual Circuit

Connection
Encapsulation
Bridge
WPl
W

Static IP Settings
IP Address
Subnet Mask
Gateway

Account Setup
Usemame

Password

Automatic Reconnect

Subrmit Reset

3.4.2.2 VoIP Quick Start

VoIP Quick Start

SIP Parameters
SIP Registration
Local SIP Port
Start Media Port (RTR)
User |D

Password

Service Provider Parameters

Semice Pravider
Registrar Address
Registrar Paort

Enabled +

|1483 Bridged IP LLC

b 1

192.168.241.101

\255.255.255.0

0.00.0

SAVE CONFIG RESTART

() Enable O Disahle

5060

5000

89722

DEFAULT

|f-Nd.puI\rer.c:nm

5060

If you have a VoIP SIP account, you may configure it to enable this service. Please refer to the sections
(VolP configuration) below for more information.

Mote: The SIF Parameters fields should be changed when a different Service Provider is

chosen.

SAVE CONFIG RESTART
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3.4.3 Configuration

When you click this item, you get following sub-items to configure BIPAC 7100SV.

LAN, WAN, Firewall, System, VPN, Virtual Server, Advanced and Help

3.4.3.1 WAN

The screens below contain settings for the WAN interface toward Internet.

Select Adapter

Select Adapter

Select the item of PVCs you want to configure. Then, press the Submit button.
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WAN Configuration

Pvcl][ Change Adapter l

Virtual Circuit
Yirtual Circuit
Bridge
IGF
Encapsulation

ATM
WP
Y|
Service Category
Peak Cell Rate
Sustainable Cell Rate

Max Burst Size
DHCP Client
DHCP Client
Host Mame
MAC Spoofing
MAC Spoofing
Mac Address
Static IP Settings
IP Address
Subnet Mask
Gateway
PPP
FFF
Service Name
Username
Passward
Disconnect Timeout
MWRL
M TLI
WSS

Lcp Echo Interval

Lcp Echo Maximum
Consecutive Failure

Authentication

Autormatic Reconnect

Submit Reset

Enabled
Enabled +
Disabled +
1483 Bridged IP LLC W

i

2
LUBR b

el

kbps

RN

Dizsabled +

i

Dizgabled »
00:00:00:00:00:00 |

1192.188.241.101 |
\256.256.255.0 |
0000 |

Advanced PPF configuration

o minutes (Max 32767)

1492

432

seconds

| [==1—=
[ P
[4s]

]

Auto w

[0 PPP Disconnect Timer Canfig

SAVE CONFIG RESTART

Virtual Circuit

Virtual Circuit: Enable/Disable the settings of this VC.

Bridge: If you set this device to be bridge mode, select Enable; if not, please select Disable.

IGMP: You can Enable or Disable this function.
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Encapsulation: There are eleven ways — PPPoE VC-Mux, PPPoE LLC, PPPoE None, PPPoA VC-Mux,
PPPoA LLC, 1483 Bridged IP VC-Mux, 1483 Bridged IP LLC, 1483 Routed IP VC-Mux, 1483 Routed IP
LLC, Classical IP over ATM, Native ATM — for the device to have a public IP address and then to access
Internet. You have to check with your ISP about which way is adopted.VPI: Consult the telephone
company to get the Virtual Path Identifier (VPI) number. The default value is 0.

ATM
VPI: Consult the telephone company to get the Virtual Path Identifier (VPI) number. The default value is 0.

VCI: Consult the telephone company to get the Virtual Channel Identifier (VCI) number. The default value
is 32.

Service Category: Select UBR or CBR.
DHCP Client

DHCP Client: Check to enable the DHCP client function if you want the device to get an IP address
automatically from your ISP.

Host Name: Enter the name of your work group.
MAC Spoofing

MAC Spoofing: The MAC Spoofing is for solving the scenario when the ISP only recognizing the
specified MAC address.

Static IP Settings

IP Address: Enter the information provided by your ISP.

Subnet Mask: Enter the information provided by your ISP.

Default Gateway: Enter the gateway address provided by your ISP.

PPP

If your encapsulation is set to be PPPoOE or PPPOA, the following fields must be entered.

Service Name: This item is for identification purpose. If it is required, your ISP will provide you the
information. Maximum input is 31 alphanumeric characters.

Username: Enter the username provided by your ISP.

Password: Enter the password provided by your ISP.

Disconnect Timeout 1 seconds: Auto-disconnect the ADSL Router when there is no activity on the
line for a predetermined period of time. You can input any number from 0 to 32767. The default value is 0
seconds.

MRU: Maximum Receive Unit indicates the peer of PPP connection the maximum size of the PPP
information field this device can be received. The default value is 1492 and is used in the beginning of the
PPP negotiation. In the normal negotiation, the peer will accept this MRU and will not send packet with
information field larger than this value.
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MTU: Maximum Transmission Unit indicates the network stack of any packet is larger than this value will
be fragmented before the transmission. During the PPP negotiation, the peer of the PPP connection will
indicate its MRU and will be accepted. The actual MTU of the PPP connection will be set to the smaller
one of MTU and the peer’'s MRU. The default value is 1492.

MSS: Maximum Segment Size is the largest size of data that TCP will send in a single IP packet. When a
connection is established between LAN client and a host in the WAN side, the LAN client and the WAN
host will indicate their MSS during the TCP connection handshake. The default value is 1492.

Authentication: Default at “Auto”.

Automatic Reconnect: Check to enable this device to automatically re-establish the PPPOE session
when disconnected by ISP.

3.4.3.2 LAN

This screen contains settings for LAN interface attached to the LAN port.

LAN Configuration

Device IP address

IP Address 1192.168.1.254 |
Subnet Mask \255,255.255.0 |
DHCP Server

DHCP Server Enabled +

DHCP address pool |User R v|

selaction
User Defined Start
A 1192.168.1.100 |
Lser Defined End
e 192.168.1.199 |
DHCP Gateway @
Selection
User Defined | |
Gateway Address
|1 ||:Iays |D |h'3'-|f5 |D |minutes

Lease Time
o geconds

User Mode Multi-lUser V|

Ethernet Mode Setting

W SAVE CONFIG RESTART

Device IP Address

IP Address: Default at 192.168.1.254.

This is the device IP address in LAN site. If you plan to change it to another IP address to a different
range of IP subnet. Please make sure your PC is also located at the same IP subnet. Otherwise, you may
not be able to access the router.

Subnet Mask: Default at 255.255.255.0.

DHCP Server
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DHCP Server: Check DHCP Server to enable the router to distribute IP Addresses, subnet mask and
DNS setting to computers. Hence, the following fields will be activated. If you do not check this selection,
remember to specify a static IP address, subnet Mask, and DNS setting for each of your local computers.
Be careful not to assign the same IP address to different computers.

DHCP address pool selection: Auto or User Defined. If select the AUTO, router will assign an IP
address back to PC’s IP request. If User Defined, please specify the IP pool range.

User Defined Start Address: Enter the start address of this local IP network address pool. The pool is a
piece of continuous IP address segment. The default value is 192.168.1.100.

User Defined End Address: Enter the last address of this local IP network address pool that you want
the DHCP server to assign IP addresses to. The default value is 192.168.1.199.

With this case, the DHCP pool is from 192.168.1.100 to 192.168.1.199. Therefore, the local computer will
get an IP address located at this range randomly.

Lease Time: Set the lease time you required.

User Mode: There are two selections, Single User and Multi-User, for this setting.

3.4.3.3 VoIP

The screens below contain settings for the VolP module. This will create the telephone like service in the
Internet. Most of VoIP services are free when surfing in the Internet.

VolP
@TA*.“‘ Sl ATAApp 1.00.10
ersion:
S 2.33.06_RC built on May 31 2004, 17.03:43
Brsion:
—

VolIP: Enable/Disable the settings of VolP module
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3.4.3.3.1 Configuration

This screen contains settings for configuring VolP SIP module.

Configuration

SIP Parameters
SIP () Enable O Disable
SIP Registration (*) Enahle O Disahle
Local SIP Port 5050 |
Start Media Port (RTP) 5000 |
User ID 89722 |
FPassword |""u |
Authorization User D 89722 |

|

Display Mame |Cunexant Ataa

DEFAULT »

Service Provider

Mote: The SIP Parameters fields should be changed when a different Sernice Provider is
chosen.

Ri ]

EIM

SIP: Enable/Disable to use SIP as VolIP call signaling protocol.

SIP Registration: Enable/Disable to register a SIP account in the SIP server (refer Service Provider
section below) or not.

LocalSIPPort: Enter the local SIP port which device listens incoming request. (range from 5000 to 65535,
default value is 5060)

MediaBasePort: It is known as RTP port, provide the based value from the media (RTP) ports that are
assigned for various endpoints and the different call sessions that may exist within an end-point. (range
from 5000 to 65535, default value is 5000)

UserlID: This parameter holds the registration ID of the user within the SIP registrar.
Password: This parameter holds the password used for authentication within SIP registrar.
AuthorizationUserID: Same as UserID.

DisplayName: This parameter will be appeared on the Caller ID.

G.711U: Set the priority of voice compression to be used in the voice codec. Priority 1 owns the first
priority and so on.

G.711A: Set the priority of voice compression to be used in the voice codec.
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G.729A: Set the priority of voice compression to be used in the voice codec.

Please be noted. Then codec priority is selected using a drop-down box. If two codec type are assigned
the same priority, then the priority is assigned in the order as G.711U > G.711A > G.729A in the
decreasing order or priority. For example if the user selects 1, 2, 2 for G.711U, G.711A, and G.729A
respectively, the application will assign priority as 1, 2, 3 for G.711U, G.711A and G.729A respectively.

3.4.3.3.2 Service Provider

This screen contains settings for register to get VolP service from SIP service provider.

SIP Service Provider Configuration

Parameters

YWorking Service Pravider DEFAULT +

Mew Serice Provider | |

Registration Interval |SD |59[;|jn|:|5
Authentication Method

Registrar Address |fwd.pulver.|:nm |

Registrar Port |SDBD |

Proxy Address |fwc|.pu|ver.cnm |

Proxy Port 5060 |

Outbound Proxy Address |fwd.pulver.cnm |

Cutbound Proxy Port |5E|5EI |

Service Provide Action |List Current Service Provider Rules

Registration Interval: specify the re-registration interval in seconds.
Authentication Method: specify the authentication method, currently MD5 is supported only.
Registrar Address: indicate the SIP registrar IP address

RegistrarPort: specify the port of the SIP registrar on which it will listen for register requests from VolP
device.

ProxyAddress: indicate the SIP proxy server IP address.
ProxyPort: specify the port of the SIP proxy server on which it will listen for messages.

OutbondProxyAddress: indicate the SIP outbound proxy server IP address. This parameter is very
useful when VolIP device is behind a NAT.
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OutbondProxyPort: specify the port of the SIP outbound proxy on which it will listen for messages.

3.4.3.3.3 Phone Book

This screen contains settings for creating phone book for speed dial. You can dial the “#0” to inform VolP
device to dial the VolP number in the entry 0 of phone book.

Phone Book

10 entries for speed dialing

Abstract Description Remaote UserlD IP Address / Dormain

&3]
I%%i’ﬁ%‘i@%ﬁﬁﬁﬁﬁgﬁ

111 ]
SAVE CONFIG RESTART

Speed Dial: There are ten entries from 0 to 9. When you dial “#0” mapping to entry O in the phone book.
Abstract Description: indicate the purpose or useful information for this entry.
Remote UserlID: This is the UserID you want to contact. Refer UserID in VoIP -> Configuration -> UserID.

IP Address / Domain: indicate remote user’s IP address or domain name if this remote user does not
register in the SIP server. If remote user is registered in the SIP server, this field is related to the SIP
server’'s IP / Domain name.

For examples:

If your friend Tim gives you a SIP URL as sip:89755@192.246.69.223 then you can enter the Phone book
as: Remote UserlD: 89755

IP Address / Domain: 192.246.69.223
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If your friend Felix gives you a SIP URL as sip:felix@iptel.org then you can enter the Phone book as:
Remote UserlD: felix

IP Address / Domain: iptel.org

If your friend Greg gives you an IP address "192.246.56.56" only, then you can enter the Phone book as:
Remote UserlD: (leave blank, don't fill anything)

IP Address / Domain: 192.246.56.56

3.4.3.3.4 Dial Plan

Dial Plan Configuration

Parameters
Working Serice Praovider
Rule Mumnber |EI |
Prefix | |
Prefix Timer |EI |msecs
Mat Allowed First Digits |
Long_MumDigits |EI |
Long_Timer |EI |msec:5
Short_MurmDigits 0 |
Short_Timer |D | msecs
Suffix | |
Dial Plan Action |DP_CALL v/
Dial Plan Rule Action | Add New Rule v/

LI | >

SAVE CONFIG RESTART

3.4.3.3.5 Call Feature

This screen contains settings for configuring the call feature.
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Call Feature Configuration

Parameters
Call Forwarding [ CallFarwarding Unconditionally
[ CallFarwarding On Busy
[ CallFarwarding On Mo Ans
Call Forwarding Mumber |?9595
Call Waiting & Yes O Mo
Call Return ) Y¥es O Mo

CallForwarding:

Check CallForwarding Unconditionally: VolP device will forward all incoming call to the forwarding
number.

Check CallForwarding On Busy: VolP device will forward all incoming call to the forwarding number
when user is already on the phone talking to someone.

Check CallForwarding On No Answer: VolP device will forward all incoming call to the forwarding
number when user is unavailable to pick up the phone.

CallForwardingNumber: specify the number to be used when user enable any type of call forwarding.
CallWaiting: Enable/Disable the call waiting feature.

CallReturn: Enable/Disable the call return feature.
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3.4.3.3.6 PTM

3.4.3.3.6 Ring Tone

PTM Configuration
Configure Caller ID Info
Madulation
Delay
FSsk AMP O
Fsk AMP 1
Configure VAD
WA

Configure Echo Cancellation
Enable Echo Cancellation

Configure DTMF Relay
DTMF Relay

Configure Hook Flash Time
Hook Flash Max Time

Configure Debounce Time

Debounce On-0ff Time

CID_BELLZ0Z2 »

550

|msecs

4098

4096

(O Disable wAD

(O Enable %40 with Camfort Moise
(& Enable ¥AD with Standard SID
() Enable ¥AD and Suppress SID

&) Yes O Mo

() Maone (In Audio) & RFC 2833

1000

|msecs

300

| [ gl=3 =Y pi=4

SAVE CONFIG | RESTART

This screen contains settings for creating different ring tone patterns.

Ring tone Configuration

Country Specific Ring Tone
Warking Country

Mewe Country |

Ring Parameters

Ring Parameters 125,2000,4000,0,0 |
Tone Parameters

Dial Tone 350,440,1000,0,0,0

Busy Tone 480,520,500 500,00

RingBack Tone 440,480 2000 ,4000,0 0

CalMyaiting Tone

|440 A40 300,10000,0,0

Alerting Tone

|35I3,EI,1DEI,1DD,1EIEI,1DD

Caongestion Tane

|48|] B20 250,250,000

Recall Tone

|350 A40,1000,0,100

Stutter Dial Tone

|350 A440,1000,0,100

Ring Tane Action

Country

SAVE CONFIG | RESTART
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Working Country: This selection is a drop-down box, which allows user to select the country for which
the VolP device must work. When a country is selected, the country parameters are automatically
displayed. Current supported countries are USA and UK. New country can be added and defined by user

New Country: a text-field where you can enter the new country to add or modify some existing string.
Please also refer below about Ring Tone Action to add, display, edit, or delete.

RingParameters: Defined by five fields, Frequency, On Timel, Off Timel, On Time2, Off Time2.
Frequency is given in hertz. Time is given in milliseconds.

DialTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2, Off Time2.
Frequency is given in hertz. Time is given in milliseconds.

BusyTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2, Off Time2.
Frequency is given in hertz. Time is given in milliseconds.

RingBackTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2, Off
Time2. Frequency is given in hertz. Time is given in milliseconds.

CallwaitingTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2, Off
Time2. Frequency is given in hertz. Time is given in milliseconds.

AlertingTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2, Off
Time2. Frequency is given in hertz. Time is given in milliseconds.

CongestionTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2, Off
Time2. Frequency is given in hertz. Time is given in milliseconds.

RecallTone: Defined by five fields, Frequencyl, Frequency2, On Timel, Off Timel, Duration. Frequency
is given in hertz. Time and Duration are given in milliseconds.

StutterDialTone: Defined by five fields, Frequencyl, Frequency2, On Timel, Off Timel, Duration.
Frequency is given in hertz. Time and Duration are given in milliseconds.

Ring Tone Action: a drop-down selection (Display, Add, Edit, Delete)
Display -> display the selected country in the working country field after clicking submit button.

Add -> add a new country after clicking submit button according to the value that appears in the
New Country field. This field must not be empty.

Edit -> rewrite the selected country (working country field) with current parameters after clicking
submit button. The New Country field is optional and need to be filled only when the country code
also has to be changed.

Delete -> delete the selected country (working country field) from the country list.
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3.4.3.3.7 Timer

This screen contains settings for timers (all are given in seconds) in system level.

Timer Configuration

Parameters
Predial Timer |1E |secund8
Alert Timer |ED |secund8
Disconnect Timer |1D |secund8
RingBack Tirmer |ED |secunds
CallFrogress Tirmer |EEI |secunds
CallvWaiting Timer |4EI |secunds
CallFwdNoAns Timer Ex seconds

SAVE CONFIG RESTART

RedialTimer: indicate the time period through which the dial tone is heard once the phone is lifted off the
hook. At the end of this period, if no digits have been pressed, VolP device will start playing fast-busy
tone.

AlertTimer: indicate the time for which VolP device will play the ring when an incoming call has arrived
and phone is on-hook. After this time period, the VoIP device will stop the ring automatically and reject
the incoming call.

DisconnectTimer: indicate the time for which the fast-busy tone is played once a call has been
disconnected by remote end. At the end of this time, the Warble tone will be played until the user hangs
up the phone.

RingBackTimer: Indicate the time period for which the VolP device will wait while the ring back tone is
been played for the final response from the other end point once an outgoing call has been made and the
initial response has been received.

CallProgressTimer: indicate the time period for which VolP device will wait for initial response from the
other end point once an outgoing call has been made.

CallwaitingTimer: indicate the time period for which the call-waiting tone will be played when an
incoming call arrives in the connected state.

CallFwdNoAnsTimer: indicate the time period for which the call will be forwarded when no answered by
anyone. This timer is applicable when “call forward on no answer” is enabled.
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3.4.3.4 System

There are five items under the System section: Password, Time Zone, Upgrade, Factory Setting and
Restart.

3.4.3.4.1 Password

In factory setting, the default password is password, and that for user is also password. You can change
the default password to ensure that someone cannot adjust your settings without your permission. Every
time you change your password, please record the password and keep it at a safe place.

Please note that the minimum input for password is 8 alphanumeric characters long. Since it is case
sensitive, be sure that you remember whether a letter is in upper or lower case and make sure that your
Caps Lock is off. Moreover, please do not use the sign “&” in the passwords.

Admin Password Configuration

The password for Admin should be at least 8 characters. Do not
use '&’ in the password.

Admin Password | |

Retype Password | |

SAVE CONFIG ] RESTART
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3.4.3.4.2 Time Zone

User Password Configuration

Do not use '&" in the password.

Lser | |
FPassword
Retype | |
Pasgwaord

SAVE CONFIG RESTART

BIPAC 7100SV does not have a real time clock on board; instead, it uses the simple network time
protocol (SNTP) to get the current time from the SNTP server in outside network. Please choose your
local time zone and click Submit. You will get the correct time information after you really establish a
connection to Internet. The current time of selected time zone will be shown in the Status — System

window.

Time Zohe

Choose
your local Autornatically adjust clock for daylight saving changes
time zone

Tirne Zohe |(GMT+D1:DD) Brussels, Copenhagen, Madrid, Paris, Wilnius A

SNTP
Server P | |
Address
Resync

Interval
| Submit | [ Cancel |

SAVE CONFIG RESTART
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Automatically adjust clock for daylight saving changes: It is optional for different time zone area.

SNTP Server IP Address: Specify the IP address if you want to use your familiar SNTP server.

3.4.3.4.3 Upgrade

Upgrade

Click Image Download to start a Code Image Update. After Image
Download is clicked, it will take a few seconds before you can
select the file to be downloaded.

[ Image Download ]

SAVE CONFIG RESTART

Upgrade

Select File to be downloaded or Select Cancel Download to
cancel download process.

| |[@W Upload

[ Cancel Download J

SAVE CONFIG | RESTART
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To upgrade the firmware of BIPAC 7100SV, you should download or copy the firmware to your local
environment first. Press the “Browse...” button to specify the path of the firmware file. Then, click

“Upgrade” to start upgrading. When the procedure is completed, BIPAC 7100SV will reset automatically
to make the new firmware work.

3.4.3.4.4 Factory Setting

If for any reason, you have to reset this router back to factory default settings, be careful that the current
settings will be lost and the settings are reset back to its default value. The factory default values is
detailed in the section 3.2 “'Factory Default Settings’'.

Factory Setting
Reset settings to factory default and reboot.

3.4.3.4.5 Restart

In case the router stops responding correctly or in some other way stops functioning, you can perform the
restart. Your setting won’t be changed. Performing the restart, click on the Submit button.
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Restart

Rehoot modem without saving settings.

SAVE CONFIG ] RESTART

3.4.3.5 Firewall

User can decide to enable this firewall function including Packet Filter, Block Hacker Attack, and Block
WAN request features for better security control or not. But be noted, it wastes network processor
computation power. The performance will be lower about 10% to 15%. More firewall features will be
added continually, please visit our web site to download latest firmware.

3.4.3.5.1 Packet Filtering

Packet filtering function enables you to configure your router to check specified internal/external user (IP
address) from Internet access, or you can disable specific service request (Port number) to /from
Internet. This configuration program allows you to set up different filter rules up to 6 for different users
based on their IP addresses or their network Port number. The relationship among all filters is “or”
operation, which means the device checks these different filter rules one by one, stating from the first rule.
As long as one of the rules is satisfied, the specified action will be taken.
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Packet Filtering
Parameters

Solice P Source Destination  Dest.
Rule Active Elow Packet i Bt - ==
Mo, Type

from to  from  to  from to fram

[ Delete ] |ND rule, please add your rule %

< il | »

.
Add: Click this button to add a new packet filter rule. After click, next figure will appear.
Edit: Check the Rule No. you want to edit. Then, click the “Edit” button.

Delete: Check the Rule No. you want to delete. Then, click the “Delete” button.

Packet Filter
Parameters
Rulel (% Qutgoing ) Incoming
bt
Action
Log her
Matched
Source IP Address Destination IP Address
From | | Frorm | |
Packet Filtering T | | T | |
Bridgs Filtaring Source Port Destination Port
Intrusion Detection e |:| Eo |:|
Blo Reguest To I:I To I:I
LIRL Blockineg -
St [ Submit ] [ Cancel ]
YWirtual

®© Outgoing @ Incoming: Determine whether the rule is for outgoing packets or for incoming packets.
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Active: Choose “Yes” to enable the rule, or choose “No” to disable the rule.
Packet Type: Specify the packet type (TCP, UDP, ICMP or any) that the rule will be applied to.

Select TCP if you want to scope for the connection-based application service on the remote server using
the port number. Or select UDP if you want to scope for the connectionless application service on the
remote server using the port number.

Log: Choose “Yes” if you want to generate logs when the filer rule is applied to a packet.
Action When Matched: If any packet matches this filter rule, Forward or Drop this packet.
Source IP Address: Enter the incoming or outgoing packet’s source IP address(es).

Source Port: Check the TCP or UDP packet's source port number(s).

Destination IP Address: Enter the incoming or outgoing packet's destination IP address(es).
Destination Port: Check the TCP or UDP packet's destination port number(s).

If the DHCP server option is enabled, you have to be very careful in assigning the IP
addresses of filtered private IP range in order to avoid conflicts because you do not know
which PC in LAN is assigned to which IP address. The easiest and safest way is that the
filtered IP address is assigned to specific PC that is not allowed to access outside
resource such as Internet. You configure the filtered IP address manually to this PC, but it
is still in the same subnet with the router.

3.4.3.5.2 Bridge Filtering

Bridge Filtering
Enable Bridge Filtering () Yes () Mo
1D Src MAC* Dest MAC* Type™

Information

() Block
1 Add
| | | | | ) Farward
* MAC address. Should look like 000002fa6fab.
** Ethernet type. Should look like a5ff.

Intrusion Detection
Blo
LIRL Blocking

- SAVE CONFIG RESTART
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Enable Bridge Filtering: Check Yes to enable this function or check No to disable.
Src MAC: Enter the source MAC address.

Dest MAC: Enter the destination MAC address.

Type: Enter the Ethernet type.

® Block ® Forward: Check Block if you want to block requests from the source MAC address sending
to the destination MAC address. Check Forward if you want to forward requests from the source MAC
address sending to the destination MAC address.

3.4.3.5.3 Intrusion Detection

Check “Enable” if you want to detect invader sneak in your computer without permitted .The ADSL Router
can automatically detect and block the DoS (Denial of Service) attack if user enables this function. This
kind of attack is not to achieve the confidential data of this network; instead, it aims to crush specific
equipment or the entire network. If this happens, the users will not be able to access the network
resources. There are few samples of hacker patterns implemented as below.

IP Spoofing

Ping of Death (Length > 65535)

Land Attack (Same source / destination IP address)

IP with zero length

Sync flooding

Smurf Attack (ICMP Echo with x.x.x.0 or X.X.x.255)

Snork Attack

UDP port loop-back
TCP NULL scan
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Intrusion Detection

Parameters

Intrusion Detection ) Enable &) Disahble

Alert hail [] Enable

Your E-mail

Recipient's E-mail

SMTP Server
[ Submit | [ Cancel |

SAVE CONFIG RESTART |

3.4.3.5.4 Block WAN Request

Check “Enable” if you want to exclude outside PING request from reaching on this router.

Block WAN Request

Parameters
Bilock WWAN Request () Enable ) Disable

[ Submit | | cancel |

SAVE CONFIG RESTART
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3.4.3.6 Virtual Server

Virtual Server Configuration

Use the following form to add special port that you want to be opened for your special applica
Fublic

Public Map  Host IP Private
& ot Part (Ta) il Ta Address Part
(Frarm)
| I | @TcPOUDP > | | |
Information
FPublic : :
Puhblic Map  Host IP Private
I3 Pm Port (Ta) Rl T Ta Address Part
(Frorm)
< | b2

SAVE CONFIG RESTART

Being a natural Internet firewall, the ADSL Router protects your network from being accessed by outside
users. When it needs to allow outside users to access internal servers, e.g. Web server, FTP server, E-
mail server or News server, this product can act as a virtual server. You can set up a local server with
specific port number that stands for the service, e.g. Web (80), FTP (21), Telnet (23), SMTP (25), POP3
(110), DNS (53), ECHO (7), NNTP (119). When an incoming access request to the router for specified
port is received, it will be forwarded to the corresponding internal server.

For example, if you set the Public Port number 21 (FTP) to be mapped to the IP Address 192.168.1.100,
then all the ftp requests from outside users will be forwarded to the local server with IP address of
192.168.1.100.
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Virtual Server Configuration
Use the following form to add special port that you want to be opened for your special ap
Fublic

1D Fart Ezg“(el'o) Fart Type _llﬂ_fluap Host IP Address Erﬂi\rrtate
(From)
l+  BE | | | ®TCPOUDP > IR
Information
1D Ezghc Eza“(ﬁ.o) Part Type [‘lx_ﬂoap Host IP Address Erﬂi\rrtate
(From)
21 21 e | e 192.168.1.50
2 &0 &0 TGP > 182168.1.100
23 23 Upp > 192168.1.150
< | *

SAVE CONFIG RESTART

Public Port (from) & Port (To): Enter the public port number & range you want to configure.

Port Type: Select TCP if you want to scope for the connection-based application service on the remote
server using the port number. Or select UDP if you want to scope for the connectionless application
service on the remote server using the port number.

Host IP Address: Enter the IP address of certain internal server to which requests from the specified port
is forwarded.

3.4.3.7 Advanced

There are eight items under the Advanced section: ADSL,DNS. Dynamic DNS, NAT. RIP. Static Routing,
MISC Configuration and Diagnostic Test.

3.4.3.7.1 ADSL
Trellis: Default at Enabled.

Handshake Protocol: Default at Autosense — G.dmt first. You can also choose other protocols, such as
Autosense — T1.413 first, G.dmt/G.lite, T1.413, G.dmt, G.lite.

Wiring Selection: Default at Tip/Ring. Select Auto or A/Al if necessary.
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ADSL Configuration
Parameters
Annex Mode Config User Selected ¥
User Selected Annex
Trellis Enabled
Handshake Pratocal |Autusense - Godmt first v
Wiring Selection Tip/Ring *
Bit Swapping (Mo
system reboot Digabled »
needed)

paed ' - SAVE CONFIG RESTART
e h i

3.4.3.7.2 DNS

A Domain Name System (DNS) contains a mapping table for domain name and IP address. In the
Internet, every host has a unique and friendly name such as www.yahoo.com and IP address. The IP
address is so hard to remember that you may just enter the friendly name www.yahoo.com and then the
DNS will convert it to its equivalent IP address.

You can obtain Domain Name System (DNS) IP address automatically if ISP provides it when you logon.
Or your ISP may provide you with an IP address of DNS. If this is the case, you must enter the DNS IP
address.
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= i i bl

3.4.3.7.3 Dynamic DNS

DNS Configuration

Parameters
DMS Proxy Selection
Auto Discovery
User Configuration -
DNS Server ! | Add v

DS Advanced configuration

Information

\ # | DNS Server's IP

Mumber of Lser Defined DMS Proxy O

SAVE CONFIG | RESTART |

With Dynamic DNS service, a domain name can be translated into a dynamic IP address, which is often
issued by ISP for dial-up service. A local server, such as Web server, Email server or FTP server, can
then be easily accessed without knowing the changing IP address.

Dynamic DNS
Parameters
Dynamic DNS () Enable &) Disahle
|www.dynclns.nrg {dynamic) Vl
Host | |
User Mame | |
Passward | |
Period 4 |
Day(s) *

[ Submit H Zancel ]

SAVE CONFIG | RESTART |
ket R
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Check the “Enable” button to access the Dynamic DNS service. You may sign up Dynamic DNS service
at http://www.dyndns.org and there you can also register domain names.

Host: Enter one domain name you have registered.

User Name: Enter the username used for sign-up.

Password: Enter the password used for sign-up.

Period: Set the time period for the Router to exchange information with the DDNS server. In addition to
update periodically according to this period setting, BIPAC 7100SV will take the same action
automatically whenever the assigned IP changes

3.4.3.7.4 NAT

The NAT Configuration page allows the user to set the configuration for the Network Address
Translation.

NAT Configuration

Parameters

hode Dynamiﬁf-\ﬁ »

Session Name User's IP Action

| N BT

Session Mame Configuration

Information
# l Session Name -: User's IP

IAvaiIahIe Sessions

# | Session Name 1 Interface

SAVE CONFIG RESTART

Dynamic NAPT: It provides dynamic Network Address Translation capability between LAN and multiple
WAN connections, and the LAN traffic is routed to appropriate WAN connections based-on the
destination IP addresses and Rout Table. This eliminates the need for the static NAT session
configuration between multiple LAN clients and multiple WAN connections.

NAT (Static): This option maps single WAN IP address to the local PC IP address. It is peer-to-peer
mapping, one-to-one. For each WAN interface, only one local PC IP address can be associated with each
WAN interface. Click the link Session Name Configuration to add the session name for WAN interface.

NAPT (Static): This option maps the single WAN IP address to many local PCs IP addresses, one-to-
many. It is the multiple-mapping mechanism. For each WAN interface, more than one local PC can be
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associated with one WAN interface. Click the Session Name Configuration to add the session name for
WAN interface.

Session Name: Enter the desired session name.
User’s IP: Allows the user to assign the IP address to map the corresponding NAT/NAPT sessions.

Session Name status will be displayed at the middle of this page to show the corresponding Session
Name with its IP address.

Click Session Name Configuration, the following screen displays.

NAT Session Name Configuration

Session Mame Interface Action

| | lpPecov| | Al v

5o back ta MNAT Configuration

# Session Name Interface

SAVE CONFIG RESTART ]

Session Name: Enter the desired session name.

Interface: This field allows the user to choose specific WAN interface (PVC or PPP Session) for NAT
session.

NAT allows only one entry (User IP) per session, NAPT allows many entries (User IPs) per session.

Select Add or Delete and then press the Submit button to add or delete any NAT session name setting
to/from the following table.

Go back to the previous page, NAT Configuration, to continue further settings.
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3.4.3.7.5RIP

Parameters
RIP
Border Gateway
Supply Interval
Expire Timeout

Garbage Timeout

Advanced

RIP: Default is Disabled.

Border Gateway: Default is Enabled.

RIP Configuration

Disabled
Enabled
1l
a0
120

Advanced Configuration

Supply Interval (1 seconds: The default value is 30 seconds.

Expire Timeout [1seconds: The default value is 180 seconds.

SAVE CONFIG | RESTART

Garbage Timeout [1 seconds: The default value is 120 seconds.
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3

RIP Advanced Configuration

RIP Per Interface Configuration
Interface Enabled? Supplier Listener
lp Ethemet 0 %|  |No v/ Disabled ¥ |1 |
Back to RIF Configuration

Current RIP Settings

# Interface Enabled? Eﬂﬂpelier Hitdeener
1 Ip Ethernet O Mo W2 BC W2
2 Ip sk O Mo W2 BC W1 42
3 lp Pvc O Mo Digabled W HV2
4 lp Pwe 1 Mo Dizabled W2
& lp Pwc 2 Mo Digabled W2
B lp Pvc 3 Mo Digabled W2
7 lp P 4 Mo Dizabled W2
8 lp Pwc 5 Mo Digabled W2
g lp Pvc B Mo Disahled WTHV2
10 lp Pwc 7 Mo Dizabled W2
L In Pricdrahdine
—

3.4.3.7.6 Static Route

If you have another router with a LAN-to-LAN connection, you may create a static routing on the router
that is the gateway to Internet.

System Default Gateway Configuration

Parameters
) Mone
Address Poal © Auto
Selection O Select Interface
O Specify IP| |

_ Static Route Configuration
Destination Metrmask Gateway

O]
| | | | Specify |
IP

O
Select Ip Ethemet 0+

Interface

|A|:||:| v|[ Subrnit ] [Reset ]

Manually Configured Routes

# Destination Netmask Gateway
L€ | >
— [ save conFic )
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Add: Click this button to add a new static routing. When you click this button, the next figure appears.
Delete: Check the item you want to delete. Then, click the “Delete” button.

Destination / Subnet Mask / Gateway Address: Fill in these fields required by this Static Routing
function.

3.4.3.7.7 MISC Configuration

A Miscellaneous Configuration

Parameters

HTTP Serer Access O All® Restricted
LA
VAN Specify [P 10.0.0.3 |

Subnet Mask  (255.0.0.0 |
HTTP Senver Port 30 |
Potaction
FTF Semer

Disable WAM side FTP access

TFTP Server
DMZ Host IP 0000 |
DHCP Rlay REIaﬁONE (%) DHCP Server O DHCP
|F.DHCP Relay Target |D.D.EI.D |
IGMP Proxy
PPP Half Bridge
‘Fﬁ'IJ:'“F:IRnecnnnect on Ei;b_led_\'|

SAVE CONFIG RESTART

HTTP server access: Default at Restricted.

HTTP server port: Default at 80.

FTP server: Default at Enabled.

TFTP server: Default at Disabled.

DMZ: Regarding the DMZ Host, it is a local computer exposed to the Internet. Therefore, an incoming
packet will be checked by NAT algorithms in the ADSL Router, then passed to the DMZ host when the
packet is not sent by hacker or not limited by the virtual server list.

DMZ HOST IP: Enter the IP address of the DMZ host.

DHCP Relay: Default at DHCP Server.

DHCP Target IP: Default is 0.0.0.0

IGMP Proxy: Default at Disabled.
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PPP Half Bridge: Default at Disabled.

PPP reconnect on WAN access: Default at Disabled. Select Enabled if you want to automatically re-
establish the PPPoE/PPPOA session when disconnected by ISP.

3.4.3.7.8 Diagnostic Test

As soon as you enter the test program, all tests will run automatically to diagnose the connection status of
the device.

Results

Diagnostic Test
Checking LAN Connection
Testing Ethernet LAN connection PASS HELH
Checking ADSL Connection
Testing ADSL Synchronization FAIL HELF
Checking Circuit 0 for Network Connection
Test ATM OAM Segment Loop Back SKIPPED ~ HELF
Test ATM OAM End-to-End Loop Back SKIPPED  HELF
Test Ethernet connect ta AT SKIPFED  HELF
Test IP connect to Ethernet SKIPFED  HELF
Testing Internet Connection
Fing primary DS SKIPFPED  HELF
Cluery DMNS for wasw. google. com SKIPFED  HELF
Fing wanw. google.com SKIPFED  HELFP

SAVE CONFIG RESTART

Checking LAN Connection

Testing Ethernet LAN connection
This test passes if the Ethernet LAN interface is working properly.

Checking ADSL Connection

Testing ADSL Synchronization

This test checks your DSL modem to see if it can successfully negotiate and establish a DSL connection
with your service provider's central office equipments. The test returns PASS if a DSL connection is
established.

If this test returns FAIL, please try the test again a few minutes after this test is completed. Since your
DSL modem need a couple of seconds to a few minutes to establish the DSL connection depending on
your phone line quality. If this test returns FAIL, make sure your phone line is connected to your DSL
modem securely, and also check with your service provider to see if your service is activated.
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If this test returns FAIL, all other tests will be skipped.

Checking Circuit 0 for Network Connection

Test ATM OAM Segment Loop Back

This test sends ATM OAM F5 Segment loop back request cells to the central office equipments through
your DSL connection. This test will pass if response cell is received. Since your service provider might not
support this test, your DSL modem could still work even if this test fails.

If this test fails consistently and your DSL modem seems not working, check to make sure the VPI and
VCI are configured correctly.

This test returns FAIL if the DSL synchronization test failed.

Test ATM OAM End-to-End Loop Back

This test sends ATM OAM F5 End-to-End loop back request cells to the central office equipments
through your DSL connection. This test returns PASS if response cell is received. Since your service
provider might not support this test, your DSL modem could still work even if this test fails.

If this test return FAIL consistently and your DSL modem seems not working, check to make sure the VPI
and VCI are configured correctly.

This test returns SKIPPED if the DSL synchronization test failed.

Test Ethernet connect to ATM

This test returns PASS if the ATM AAL5 module is loaded correctly in your DSL modem. If this test
returns FAIL, an internal error has occurred.

This test returns SKIPPED if the DSL synchronization does not return PASS.

Test IP connect to PPP

This test returns PASS if your DSL modem has been assigned a valid IP address by your service
provider through DHCP or your DSL modem is assigned a valid IP address statically.

If this test returns FAIL, run this test again a few minutes after this test is completed. If this test returns
FAIL consistently and DHCP client is turned on in your DSL modem, check with your service provider. If
this test returns FAIL consistently and your DSL modem is statically assigned an IP address, make sure
the IP address is the correct one assigned by your service provider.

This test returns SKIPPED if “Ethernet connect to AAL5” test does not return PASS.

Test Internet connection

This test returns PASS if the gateway can be reached through ping request. The gateway is assigned by
your service provider, or obtained from your service provider by PPP negotiation or DHCP negotiation.
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If this test returns FAIL, run this test again a few minutes after this test is completed. If this test returns
FAIL consistently and your DSL modem seems not working, check to make sure your statically assigned
IP address is configured correctly or DHCP client is turned on with the current VC.

This test returns SKIPPED if "IP connect to PPP" or "IP connect to Ethernet" test does not return PASS.
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3.4.4 Save Config

Click the Submit button to write settings to flash. Then, the system will reboot for changes to take effect.

Save Config

Save settings and reboot

— SAVE CONFIG RESTART
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Troubleshooting

If the ADSL Router is not functioning properly, you can refer first to this chapter for simple troubleshooting
before contacting your service provider. This could save your time and effort but if the symptoms persist, then
consult your service provider.

Problems Starting Up the ADSL Router

None of the LEDs are on | Check the connection between the adapter and the ADSL Router.
when you turn on the | If the error persists, you may have a hardware problem. In this
ADSL Router. case, you should contact technical support.

Problems with the WAN Interface

T G

Ensure that the cable is connected properly from the ADSL port to
the wall jack. The ADSL SYN LED on the front panel of the ADSL
Router should be on. Check that your VPI, VCI, type of
encapsulation and type of multiplexing settings are the same as
what you collected from your telephone company and ISP.

Initialization of the PVC
connection failed.

Reboot the ADSL Router. If you still have problems, you may need
to verify these variables with the telephone company and/or ISP.

Problems with the LAN Interface

e s S

Check the LAN LNK LED on the front panel. The LED should be
on for a port that has a station connected. If it is off, check the

o . cables between your ADSL Router and the station.
Can’t ping any station on

the LAN.

Verify that the IP address and the subnet mask are consistent
between the ADSL Router and the workstations.

Problems Connecting to a Remote Node or ISP

Check section 3.4.1.3 “Status — PPP status” to verify the line
Can’t connect to ISP. status.




Product Support and Contact Information

Most problems can be solved by referring to the Troubleshooting section in the User's Manual. If you cannot

resolve the problem with the Troubleshooting chapter, please contact the dealer where you purchased this
product.

Contact Billion

AUSTRALIA
http://www.billion.com.au/
Hotline: 1300 139 159, 7 days a week.

©2004 Billion Electric Co., Ltd. PC Range P/L. All Rights Reserved.

WORLDWIDE

http://www.billion.com/
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