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1 Introduction

This document describes how to use the Network Management Card Firmware Ultility software
(Mupgrade) to discover, upgrade and configure Network Management Cards linked to the
network.

The following functions are available:

- Auto-discovery of your installed base (Model card, IP address, MAC address, firmware
card release embedded...)

- Direct link to the card Web interface.

- Firmware upgrade (single card or multicards)

- Import, modify, save, export Network Management Card configuration (single card or
multicards)

- Export/ import the list of the installed UPS base.

2 Installation

Mupgrade program is available from the www.apc.com Web site,
or on the Solution-Pac 2 CDROM.

Run the Setup.exe file and follow the instructions.
A shortcut is placed in the program menu in the group « Schneider Electric »

Note:

If you have UNIX or Linux platform, you cannot use this software but upgrading is possible
through TFTP command. Read the Network Management Card user manual to get more
information on this function.

# tftp <Entrer>

tftp> node octet

tftp> verbose

tftp> put nnt_gb. bin upgrade@asswor d@ser nane <Entrer>

Sent 779120 bytes in 85.3 seconds [ 73096 bits/s]

tftp> quit <Entrer>

Note: TFTP upgrade is only working 66074 products.

3 Best environment to use it

This software utility has the best performance if it is principally used in INTRANET
architecture. If used in EXTRANET, some limitations can be discovered because of firewalls
existence.

Compatible with Microsoft platforms:
Windows 2000

Windows 2003

Windows XP

Windows Vista

Windows 2008

Window Seven
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4 Compatibility

4.1 Cards compability
MUPGRADE is compliant with following cards:

66074 < FB 66074 > FB 66123 and 66124

Discovery Yes Yes Yes
Internet link Yes Yes Yes
Firmware upgrade Yes Yes No ¥
Configuration management No Yes No
Export / import list of Yes Yes Yes
installed base

Notes.

(8] : the firmware upgrade is available directly from the card web page. Mupgrade not

necessary
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4.2 Firmware compability

For the 66074 NMC, there is and lost of compability between hardware and firmware.

Sc

’

66074 Technical
Level <12
Green PCB

66074 Technical
Level > 12
Blue PCB

Firmware upgrade

Last firmware
release: GF

First firmware
release: HA

n

eider

Electric

So it is not possible to upgrade an 66074 NMC at technical level < 12 (green PCB), with a
firmware equal or upper release HA.

Firmware Upgrade | Remote

Configuratia

e EERE R =l Old hardware 66074 NMC,
with firmware GF

Warnning message for the
not compatible firmware /

hardware

¢ Show All Informations

~Image Information
Yersion No |lA

File Name ID:'\,EBBH31 5\

M, : : :
chnelder Electric -- Information

Image is not compatible with following card[s] !

10.216.135.105

The card(s] will not be upgraded !

~ Metwork Management Cards [NMC] |

IP Address | cad | uPs/sTS.. [UPS/STSLo..| MAC Addess | ConfigwationID | Filmware 1D | Usemame
&10.21 E134112  Metwork M.  MGE Galawy.. Zone 34 NS -..  00-06-23-00-d6-40 AD MGEUPS

8 10.216.134.45 SHMP Card Unknown Unknown P Unknown MGEUPS
&10.21 E13443  MNMC Trans.. unknown Computer Room  00-20-d3-0d-6f-29 12 MGELIPS
& 10216135143 NMC Trans..  Exteme 700C  Computer Room  00-e0-d3-ff-a6-d 12 MGELIPS
& 10.216.134.46 MMC Tranz... MGE Upsilo..  Computer Room  00-e0-d8-0d-Bf-28  Access Control 14 MGEUPS
@10.21 6135105  MWMC Trans.. Galasy 3000.. Multiglot Bas 00-e0-d8-0a-01-1e NTP GF MGEUPS
%10.21 E135136  Metwork M. MGE Galasy.. Computer Room  00-06-23-00-60-5¢ Ab MGEUFS
dncacagen  w il S

IR
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5 Operations description
5.1 Start and Stop Mupgrade

Schneider

&

Electric

Once installed, use the Mupgrade shortcut placed in the program menu to launch the

software.
The following window is displayed :

Il Schneider Electric -- Network Management Cards upgrade utility B4 -2 x|
Firmware Upgrade |Remute Cunfiguratiun'
— Network Management Cards [NMC)
IP &ddress | UPS #5T5 Mame | UPS /STS anationl Configuration [D | Firmware |D | Username | Password |
I~ Show All Informations Import | Export | Browse Add | Modify | Remove | Discover |
—Image Infor i
VYersion No I Date Codel File Sizel Upgrade |
File Name | Open |
Quit |
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5.2 Discovering the Network Management Cards
Autodiscovery is based on a TFTP broadcast. Access to cards which belong to another group

can be limited by routers and switches configuration.

C

Click on the button Discover and wait the end of the research. To see more information about
the cards select Show All Informations box. Once this research is completed all the Network

Management Cards or SNMP cards connected to your WAN are displayed as follow:

]

Firmware
Upgrade tab. | Schneider Electric -- Network Manage =
Firmware Upgrade |Flemote Configurationl
— Network Management Cards [NMC]
l... | UPS /5TS Mame | UPS /5TS Locationl ConligurationIDl Firmnware |0 | Ll zernamne | FPazzword |
@1. MGE Galaxy 70...  GMZ office - NMT.. AD MGELFS
@ 1. Upszilon 5TS Simulator gmz office 14, MGELPS
. 1. unknown Computer Room 14 MGEUPS
UPS / STS list ~—L €1 MBEUpsionsTS  Computer Fioom 14 MGELIPS
X P Singl... Computer Raam 14, MGEUPS
@1. MGE Upsilon 5T... Computer Room 14 MGELUPS
@1. Galaxy 3000 30... Multizlot Bas NTP GF MGELFS
61. MSTaR 30000 GMZ office - Unit iI
Import & N
P ™~ &5 Looking for UPS{STS, please wait ...
Export =
UPS / STS list
I~ Show All Informations Import | Export | Browse | Add | Modify | Femove | Discover |
Firmware ~
Upgrade ~Image Information
information Yersion No I Date Codel File Sizel Upgrade |
area.
File Name I Open |

Quit |
To open a card Web interface, select a card and then click on Browse button.

Add button allows to add cards to the list for those which can not be reached with the
discovery function.

Remove button allows to delete from the list all cards you don’t want to perform any action

with.
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5.3 Display the NMC Card by class (66074, 66123, 6 6124)

neider

Electric

For displaying the king of NMC card, it is necessary to click on the “Show All information” box.

The differents NMC cards :
=  NMC transverse, for 66074
= Network Management Card & Modbus/Jbus, for 66123

Different NMC
cards :
66074, 66123,
66124

= Network Management Teleservice Card, for 66124

I Schneider Electric -- Network Management Cards upgracde utility DA

Click on Show

All
Informations

L. | Card |__UPS/STSName | UPS /STS Lo.. | MAC Addiess | Configuration 1D | Fimware 1D [ |
@ 1. Metwork Management Card & ModBus/lbus MSTAR 30000 GMZ office - ... 00-06-23-00-60-5c AD |
@ 1. Metwork banagement Teleservice Card MGE Galasy 7000 U...  GMZ office - ... 00-06-23-00-d6-3a Al |
@ 1. MMC Transverse Upzilon 5T5 Simulator gmz ... | 00-e0-d3-0d-Bf-2c 14 |
@ 1. MMC Transverse MGE Upsilon 5TS Computer Room | 00-e0-d3-0d-6f-28 14 |
@ 1. MMC Transverse Galasy P Singled? | Computer Boom  00-e0-d8-0d-6f-2b 14 |
@1. MMC Transverse MGE Upsilon 5TS 2., Computer Room  00-e0-d8-0d-6f-2a 14 |
@ 1. NMC Transverse Galaxy 3000 30 kW& Multiglot Bas  00-e0-d8-0a-01-1e WNTP GF |
4 | o]

Show All Informations  Import | Export | Browse Add | Modify | Remowve I Discover |
—Image Information

¥ersion No I Date Codel File Sizel Upgrade |

File Name I Open |

Quit |
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5.4 Enter Username and Password

For a single card : Select a line and click on « Modify » or double click on the line

For several cards : Select all the cards you need by using the keys : CTRL, SHIFT, TAB,
SPACE and click on the title area of the column Username and Password to enter
Username and Password

By default, Username/Password is MGEUPS/MGEUPS.

1 - Select the lines
corresponding to
the cards to be
modified

2 - Click on
the top of the
column.

| Schheider Electric -- Network Manage - =] x|

Firmware Upgrade |Flemote Conﬁgurationl

— Netwgrk Management Cards [NMC]
l... | NF’S £ 5TS Mame | LUPS /5TS Locationl EonfigurationIDl Firmware |D | L zername | Fazsword |

&1 MSTAR 30000 GMZ office - Unita... AD MGELIPS
&1 MBE Galawy 70, GMZ affice - NMT.. AD MGELIPS
@ 1. Upzilon 5TS Simulator gme office 14 MGEURS
&1 MBE Upsion 575 Caronoter Foara 1 MGELIPS
kT e Schineider Electric =B %||MGEUPS
&1 MGE Upsion5T..  Ca MGELIPS
&1, Galawy 3000 30 b MGELIPS

Password: ||
OK I Cancell

3 — Enter the password.

Default is MGEUPS

‘I_Showml Informations  Import | Export | Browse Add | Modify I Removel Discoverl

Image Information

Yersion No I Date Codel File Sizel Upgrade |
File Name I Open |

Quit |

6 Import and export installed UPS / STS list
Export Save the UPS/ STS list (all NMC of your UPS / STS base), as a csv with all informations

included.

Import button allows to load a list of IP address from a csv file, missing or uptodate information from
UPSs are automatically updated.

Mupgrade -
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7 Upgrade the Network Management Card firmware

Download the last firmware release from the www.apc.com Web site.

To upgrade the card firmware:

Lo

2. Verify you have loaded the good release in the « Version No » window.
3. Select the card(s) you want to upgrade.
4. Check that Username and Password are filled in.

3 - Select the lines
corresponding to the cards

4 — Enter Username and Password.

to be modified.. actric -- Network Management Cards upgrade utility

TIITWaTe Upygraue | Remote Configurationl

— Metwork Managemeht Cards [NMC]

n

=8| %]

IP Address I IXard

| UPS /575 .. | UPS /5TSLa.. |  MAC Address

I Configuration |0 I Firmware 1D I Usemame I\F‘assword I

@10.215.135.138 Netwdrk, b,
£1D.215.134.182 MNetwotk b...

2 — Check the
firmware release
of the .bin file.

¥ Show All Infdymations

£1D.215.135.133 NMC Thars...
£1D.21E.134.4B MNMC Tranes...
£1D.21E.134.45 MNMC Trans...
@10.218.134.48 MNMC Trans...
£1D.21B.135.?9 MNMC Trans...

MSTAR 300...  GMZ office -...  00-06-23-00-60-5c
MGE Galaxy... GMZ office -...  00-06-23-00-d6-3a

Upsgilon 5TS  Simulator gmz ... 00-e0-d8-0d-Ef-2c
MGE Upszilo... Computer Boom  00-e0-d8-0d-Bf-28
Galawy P ... Computer Boorm 00-e0-d8-04d-Bf-2b
MGE Upsilo...  Computer Room  00-e0-d3-0d-6f-2a
Galasy 3000..  Multislot Bas 00-e0-d8-0a-01-1e

Import | Export | Browse

AD
AD
14
14
14
14
NTP GF

Add | Modify |

MGELIPS
MGELIPS
MGELIFS
MGELIPS
MGELIPS
MGELIPS
MGELIPS

Remove | Discover

\

~Image Information\

Version No IIA

Date CodelFeh 11, 2010

File Name ID:\EBBH31 S\Mes documents\ComTrans- gothard\BINVG340036661A.BIN

File Sizel1,l]24,523 Upgradg

1-—

/

Load the new firmware J

/

5 — Click on Upgrade.

/

eider

Electric

Load the new firmware file by clicking on Open button inside the « Firmware Upgrade » page.
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5. Click on Upgrade button and after on OK to send the new firmware to the cards.
Upgrading . . .

10.216.135.133

BB

10.216.134.46

=T

10.216.134.45

B

10.216.134.48

| EX

6. Upgrading leaves about 30 seconds / card (depend on traffic network). When it is finished, the
card restarts and a similar pop-up appears :
Schneider Electric -- Information x|

SUMMARY

10.216.134.45 OK.
10.216.135.133 OK.
10.216.134.46 OK.
10.216.134.48 OK.

Note:

1. You can select a large number of UPSs at the same time, Mupgrade will manage download
operation by group of 4 UPSs.

2. Check on the firmware release note if specific operations are needed after a firmware upgrade.
(Factory reset, Trap receivers subscription,..)

3. If the download operation fails for any raison, correct the problem (restart PC running Mupgrade,
check network connectivity, ..) and retry a download operation without resetting the card  during
that time.

4. |If the card is no more accessible after a problematic download operation, use the MsUpgrade.exe
another utility available from your Customer Care Center

Mupgrade - User Manual 34003662EN/CA Page 11/18
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8 Remote Configuration

The Remote configuration function allows you to import, modify and export configuration (settings)
from and to Network Management Cards.

Four steps to configure all your Network Management Cards:

1. Configure a Network Management Card located on the network through the html interface to
create a master configuration. Refer to the Network Management Card user manual for details.

2. Import this configuration from the master card.

3. Edit and change some parameters and select the fields whose must be overwritten in the
destination cards and save the new configuration in a file.

4. Export the new configuration to other cards which have same firmware release than the master
card

This feature is available starting card firmware release FB:
There is no compatibility limitation depending on the UPS model used or on the Network Management

Card model. A configuration file is compatible with all the other cards which have the same firmware
revision.

Mupgrade - User Manual 34003662EN/CA Page 12/18
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8.1 Import configuration

This function permit to import (upload) all the parameters managed in the Network Management Card

Web interface:
1 - Select the Remote
Configuration tab.
chneider Electric -- Network Manaociment Cards upgrade utilivy = =il
il Schneider Elect Network M t Card e util =
Firmware Upgrade Remote Configuration |
- Network Management Cards [NMC]
2 — Select the card that will be ard | uPs /875 ... | UPS #5TSLo.. | MACAddiess | Configuation 1D | Firmnware 1D | Uzemname |
the master Braement Card .. MSTAR 300 GMZ office - ... 00-06-23-00-60-5c &b MGEUPS
Trangverze unkrowmn Computer Room — 00-e0-d8-0d-6f-29 14, MGELPS
B 10210 13540 ML TranzXerze Galawy P ... Compuoter Room  00-e0-d8-0d-6F-2b 14, MGELUPS
ﬁ1ﬂ.218.134.48 MMC Transwese MGE Upsilo..  Computer Room  00-e0-d8-0d-6F-28 14, MGELIPS
£1D.2‘I 6135158 MMC Transverde MGE Upsilo...  Simulator gz .. 00-e0-d8-0d-6f-2c 14 MGELPS
10.2 a MMC Trans 3 MGE Upzila... 00-e0-d8-0 2a MGELIPS
ﬁm.m 6.135.79 WMC Transverse Galaxy 3000..  Mubtislot Bas | 00-e0-d8-0a-01-1e NTF GF MGELPS
£1D.21 B134.182  MNetwork Management Tele...  MGE Galawy... GMZ office - ... 00-06-23-00-d6-3a 1] MGEUPS
4| | 2l
¥ Show All Informations Browse | Add | Modify | Remove | Discowver |
3 — Click on “Browse” to open the
card Web interface and make the
changes you want. . .
ges ¥ figuration |D| Export | mport | Edit |
Then save your modifications Open |

4 — Click on “Import " to
upload the configuration file,
from the master card.

When import is finished, the following notification appears:

Mupgrade D& x|

\lj) Receive Finished!

O

Mupgrade - User Manual 34003662EN/CA
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8.2 The configuration editor
At end of the import, the configuration editor opens automatically. It allows you to edit, change or mask
some parameters to prepare your configuration to be exported to your installed UPS / STS base.

The names of the items are the same than in the Network Management Card Web interface.
The following syntax is used:
[ Box is not checked: the page / data will not be overwritten when exporting the file.

_ 8 Box is checked: the page / data in the uploaded card is overwritten when exporting the file.
= Indicate a page with fields separately selectable. None of the fields in the page are
selected
Indicate a page with fields separately selectable. All the fields in the page are selected.

=8 ndicate a page with fields separately selectable: Some of the fields in the page are
selected.

Proceed as following to personalize your configuration.

1. Import a configuration from a programmed card or open an existing file.
2. Select which parameters need to be duplicated in all your cards.

3. Save your configuration and close the editor.

1.UPS configuration editor

You can attribute an identifier to the configuration.

& RemoteConfig - UPS.cfg |
Check the box, to duplicate the setting in all your cards.

-k “Tanfiguration 10

] URS Contral Q
-0 WM Network Settlngs
] Shutdovn Paramets
] Email Matification
#-k Email message Settings
IP Address o] Define all the parameters set in the UPS
Control Web page.
Subnet ask IE .p 9 . .
Change for this settings can only be done in
Telnet Cannection Gateway Address IH the UPS Control Web page.
BootP/DHCP Hostmame |¥ (need to re-import configuration after)
Metwork Upgrade .
prmery DS Domain Name |¥ Check the box to duplicate the UPS Control
secondary DNS Telnet Connection E - . P
SMTP Server | settings in all your cards.
Authentication BootP/DHCF IH
Authentication Llzer
Network T d En|
----- Authentication Passwe € v parade I_
-k Spstem Settings Primary DINS 0.0
-] Motified &pplications Second DNS IEl 000
-kl Central Shutdown Configur ary .
-k Access Contral SMTP Server Ismtpserver.domajn.com
&-fA Time .. .
] Erwironment Settings Authentication |D1sable ;I
Authentication User IMGEUPS
Authentication Password IMGEUPS
N o
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2.ST S configuration editor

Sciyider

*a RemoteConfig - STS.cfg =10 %]
File
=-kA Schneider Electic
-k Configuration 1D
----- [ Email Notification -4
E-RA Email message Settings Ne‘:work SEttlngs
=-f {HE i
-] 1P Address
-] Subnet Mask
] Gateway sddress
-] Hostname
-] Domain Mame
10216.134 .48
kel Telnet Connection I
] BootP/DHCP Subnet Mask I25 S—
Network Upgrade Gateway Address T Sam_e feat_ure than UPS
Primary LN configuration.
Secondar DMS Hostname ﬁ
SMTP Server .
Authentication Domain Name [sl Only present, global
Authentication Uzer Telnet Connecton E NMC settings.
-ofr] Authentication Passwe
el Systm Settings BootDHER E All the specifics settings
----- [ Maotified &pplications Network U d E
5.5 Accsss Contol ehwork Upgrace B for UPS are absents.
w54 Time Primary DINS [t
----- [ Envimonment Settings Secondary DIVS Iﬁ
SMTP Server [t
Authentication | Disable |
Authentication User |MGEUPS
Authentication Password |MGEUPS
. [ ol
Mupgrade - User Manual 34003662EN/CA Page 15/18
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Export configuration

Sciyider

This function permit to export (download) all the parameters managed in the Network Management

Card Web interface.

Be sure, you are inside the Remote Configuration page.

I Schneider Electric -- Network Management Cards upgracde utilit

Firmware Upgrade Remote Configuration |

=8l x|

|— Network Management Cards [NMC]
— : Card | UPS/STSMName | UPS/S5TSLo.. | MACAddess | Configuration 1D | Fimnware ID | Usemame |
3 - Select the lines unknotn Computer Fioom | (0-20-d8-0d-61-23 4 MEELFS
corresponding cards to be MSTAR 30000 GMZ office - . D0-06-23-00-60-5c 4D MGELIPS
configured. MGEUPS ||
Cormnputer Roam MGEUPS I
. Simulstor gmz ... | 002 0d-E-2c tHGELPS I
10216134182 Metwork Man..  MGE Galawy 7000UUPS .. GMZ office -.. | O0-05-23-00-d6-3a AD MGELIPS
ﬁ 10.216.134.45 MMC Trangve... Galaxy P Singlel/ Computer Room — 00-e0-d2-0d-6f-2b 18, MGEUPS
E1021613579  NMCTransve..  Galawy 3000 30 ks Multisiot Bas  00-e0-d8-0a-01-Te NTP GF MGELIPS
<] | !
¥ Show All Informations Browse | Add | Modify | Remove | Discover |
—Image Information
Date Code IMar 4,  File Size IBB,?EIE Configuration Bﬁccess Control | Export I Import | Edit |
]
File Name |D:'I|,EBBH31 BiMes ducumems\MUPGm%\&cesscuntml.m‘g I Open |

Quit |

4 — Click on Export ,
to download the
configuration file

2 — Check the configuration information.

The configuration ID, also. It will be

display after the end of export phase.

1 - Load the new
configuration file

Mupgrade - User Manual 34003662EN/CA
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Upgrading . ..

10.216.134.48

10.216.134.46

10.216.135.158

B e

6. Export leaves about 5 seconds / card (depend on traffic network). When it is finished, the card
restarts and a similar pop-up appears :

Schneider Electric -- Information

SUMMARY:

10.216.134.46 OK.
10.216.134.48 OK.
10.216.135.158 OK.

The configuration file
are now applied, with
the Configuration ID

Firmware Upgrade Remote Configuration |

I Schneider Electric -- Network Management Cards upgrade utility D

=8| x|

— Network Management Cards [NMC)
IP Address | Card | UPS/STSName | UPS/5TSLo. | MACAddiess | Confiduration 1D | Fimnware 1D | Username

ﬁ 10.216.134.45 M C Transverse unknowh Computer oo 00-e0-d3-0d-6f-23 £ MGEUPE
@ 102161385136 Metwork Manage. .. MSTAR 30000 GMZ office - ... 00-06-23-00-60-5¢c AD MGEUPS
@10.215.134.48 MMC Transverse MGE Upsilon STS 250 4 Test aea 00-e0-d8-0d-Bf-2a  Access Control 18, MGELIPE
@ 10.216.134 46 MMC Transverse MGE Upsilon STS Computer Room 00-e0-d8-0d-6f-28  Access Control 12 MGEELIF=
@ 10216135158 MMC Transverse MGE Upsilan STS Simulator gmz ... 00-e0-d8-0d-Bf-2c  Access Control 14 MGELRE
@ 10216134182 Metwork Manage...  MGE Galaxy 7000 UPS ... GMZ office -...  00-06-23-00-d6-3a AD MGEUPS
ﬁ 10.216.134.45 MMC Trangverse Galary P Single// Computer Room | 00-e0-d8-0d-6f-2b 14, MGELPE
B 10.216.135.79 SMP Card Unlknown Unknown RN E RN RN Y Unknown - MGEUPE

Note:

You can select a large number of UPSs at the same time.

Mupgrade will manage download operation by group of 4 UPSs.
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9 Miscellaneous
9.1 Icon description in the UPS list

The icon on the left part of the UPS List gives an indication of the model card and its status:

Icon Definition

& - Web compliant

- The card is ready to upgrade

- Upgrade image is suitable for this card
- (Note: The background color is white)

ﬁ - Web compliant

- The card’s ‘Network Upgrade’ setting is set to “Disabled». See HTML page
Network Settings

- The card is not ready to upgrade or can not be upgraded

- Upgrade image is not suitable for this card

- (Note: The background color is yellow)

] - Network communication is lost with the card

] - Not Web compliant

- The card’s UFTP setting is set to “Disabled”

- The card is not ready for upgrade or can not be upgraded
- Upgrade image is not suitable for this card

= - Not Web compliant
- The card is ready for upgrade
- Upgrade image is suitable for this card
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