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Preface

This EtherneTV Portal Server Administrator Guide is written for anyone who will be using
or evaluating the VBrick EtherneTV Portal Server. This includes system administrators,
software developers, network technicians, and others. The ETV Portal Server is a web-based
portal for accessing and managing video assets including both live or stored audio and video
files. The ETV Portal Server is a key component in VBrick's EtherneTV Media Distribution
System. The ETV Portal Server provides a simple, intuitive interface that auto-discovers
available media assets in your network. Key components in VBrick's EtherneTV solution
include:

*  EtherneTV-NXG Video-on-Demand Server — Provides all standard Video-on-
Demand (VoD) features including support for MPEG-1, MPEG-2, and MPEG-4 for
maximum flexibility.

*  EtherneTV-STB Set-Top Box — Leading edge digital set-top box that provides a low-
cost standalone decoder for DVD-quality MPEG-1, MPEG-2, and MPEG-4 videos.

*  VBrick Hardware Encoders/Decoders — Rugged, reliable video appliances that can

reside anywhere on your network to provide either distributed or high-density centralized
encoding/decoding of MPEG-1, MPEG-2, and MPEG-4 video.

Organization

Introduction — provides an overview of the application including server and desktop
requirements and an overview of features and functionality.

Administration — provides detailed explanations of all ET'V Portal Server global settings and
configuration options, as well as diagnostics and status windows.

Access Control — explains how to configure the system for access control. It explains how to
create users and groups with specific permissions and access to resources.

Configuring for SSL — explains how to securely configure the system using the Secure Sockets
Layer.

Auto Content Ingestion — explains auto content ingestion. This is the process whereby video
content is automatically populated on the portal server.

Font Conventions

Arial bold is used to describe dialog boxes and menu choices, for example: Start > All
Programs > VBrick

Courier fixed-width font is used for code elements (C++, HTML) as well as
filenames, directories, etc.

Bold Courier fixed-width font is used to indicate user input in keyboard
commands, scripts, etc.

Web addresses ate displayed as hypetlinks in the format: http://www.VBrick.com

Italics are used to emphasize specific words or phrases.

ETV Portal Server Administrator Guide vii



Related Documents

The following documents describe key components in the EtherneTV Media Distribution
System.

EtherneTV Portal Server User Guide

EtherneTV Portal Server Release Notes

EtherneTV-STB Admin Guide

EtherneTV-STB Quick Start Guide

EtherneTV-NXG 1&2 VoD Quick Start Guide

Printer-Friendly

Click on the following link to print a hard copy of the document. For best viewing, open and
resize the document using the magnification box at the bottom of the Acrobat Reader
window.

ETV Portal Server Administrator Guide

V¥V To save or print a PDF document:

1. Click once to open the PDF document in Acrobat Reader.

2. On the Acrobat Reader toolbar, click Save or Print.

e
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Chapter 1

Introduction

Overview

VBrick's EtherneTV Media Distribution System consists of a group of products that includes
the EtherneTV Portal (ETV Portal Server), EtherneTV Encoders, the EtherneTV-NXG
Video-on-Demand Server, EtherneTV Set-Top Boxes and StreamPlayer software. This
integrated system delivers both live and on-demand audio and video over an IP-based
infrastructure. The ETV Portal Server functions as a video portal, permitting end users to
view live and on-demand MPEG-1, MPEG-2 and MPEG-4 and other streams on a PC,
Macintosh, or Set-Top Box. The ETV Portal Server comes as software-only solution that can
be installed on a Windows Server or as a pre-configured hardware/software combination.

Downloaded Components

For Windows-based PC users only, ETV Portal Server uses VBrick StreamPlayer software-
based components to decode video streams on the user desktop. The Portal Server
downloads these components to each user machine the first time you access the Portal Server.
No download is necessary for subsequent access. If this is a new installation, you must answer
Yes to security requests to download these components. The EtherneTV Portal Server may
require the installation of up to five components. If you check the box Always trust content
from VBrick Systems Incorporated, any required components will be automatically
downloaded the next time they are needed. You don’t have to restart your computer.

The standard method to download these components is by using CABs. When a user
connects to the Portal Server for the first time, the CABs are downloaded automatically to the
user computer. In certain circumstances however, the use of CABs is not allowed or
impracticable. In these cases, VBrick provides an .ms1i installer called
VBrickComponents.msi. This installer installs the same components and allows end-users
who cannot use CABs to gain full Portal Server functionality. This installer is located in the
utils directory under Portal Server. Go to Program Files\VBrick\McS\utils to run this
utility.

Topics in this chapter

Overview

MySQL

ETV Portal Server

Additional ETV Components
Additional Portal Server Components

Portal Server License Files
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MySQL

EtherneTV Portal Server is shipped with MySQL™ as the database. The MySQL database is
installed as part of the Portal Server installation package. If the hardware/software
combination was purchased from VBrick, MySQL will already be installed on your machine;
the default user name is root. To protect the integrity of the database, you should change the
default password (vbrick_18) after initial installation and periodically thereafter.

Note MySQL Query Browser is an Open Source front-end that provides a graphical
interface to the MySQL database. MySQL Query Browser is available free of charge
under the free software GNU General Public License. Go to http://

www.mysgl.com for details.

v To change the MySQL password:

Open a Command Prompt window.

2. Atthe C: prompt type cd program files\mysgl\mysgl server 4.1\bin and press
Enter.

3. Typemysql -uroot -pvbrick_18 and press Enter.

Type set password for 'root'@'localhost'=password ('new password') ; (Where
'new_password' in single quotes is the new password) and press Enter.

5. Type exit.

ETYV Portal Server

The VBrick EtherneTV (ETV) Portal Server is a web-based portal for accessing Live and On-
Demand audio and video files. A key component of VBrick's EtherneTV Media Distribution
System, the ETV Portal Server provides a simple interface to easily locate available media
assets on your network. Upon accessing the main portal page, users can navigate or search for
specific videos, select the video, and immediately begin viewing up to DVD quality video. For
on-demand videos, users can Fast Forward/Rewind and Seek to specific points in the video.
Standard access control functionality provides restriction of certain content to particular
users, user groups, or set-top boxes. An optional scheduling module allows users to schedule
devices to send video, receive video, record video, or to initiate a two-way conference.

2 © 2005 VBrick Systems, Inc.
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Figure 1. EtherneTV Media Distribution System

Server Requirements

The minimum server requirements include:

*  Windows 2000 Server or Windows 2003 Server (with Service Pack 1).

*  Pentium IV or Xeon Processor 1.26 GHz Minimum (2 GHz or higher recommended).
* RAM 512 MB Minimum (1 GB or more recommended).

*  Hard Drive 36 GB Minimum (larger for frequent recording).

Note VBrick has tested the ETV Portal Server on Windows 2000 Web Server and
Windows 2003 Server Web Edition. Note also that ETV Portal Server also will not
operate correctly on a server that is configured as a primary domain controller or
with other network-related services and software.

Desktop Requirements

Windows-based PC and Macintosh users access the ETV Portal Server through a web
browser. For Windows-based PCs, on the first access to the server, VBrick StreamPlayer
software is automatically downloaded to the PC. StreamPlayer software lets end users select a
stream and view TV-quality video directly on a PC. Macintosh users view MPEG-4 video
through the QuickTime player.

ETV Portal Server Administrator Guide 3



Windows PCs

Windows 98, 2000, XP (SP2) or above. XP SP2 has been tested and is supported.
300 MHz Pentium II processor for MPEG-1 streams.
500 MHz Pentium III processor for MPEG-2 streams.

500 MHz (minimum), 750 MHz Pentium III processor (recommended) for MPEG-4
streams.

128 MB RAM.

SVGA video card 640x480, 256 colors, video card acceleration recommended.
Windows-compatible sound device.

Minimum 10 MB hard disk space for installation.

Microsoft Internet Explorer 6.0 or higher.

DirectX Media Version 8.1 and higher.

Macintosh PCs

Mac OS X with Safari 1.0 (or higher) or FireFoX for Mac 1.0.4; QuickTime Player 6.0 or
higher. (Internet Explorer is no longer supported.)

End User Features

Simple, intuitive user interface and unified portal for live and on-demand streams.

Windows-based PCs, Macintoshes, or STBs (connected to televisions or display
monitors) can all access the Portal Server. Mac support is for MPEG-4 only.

Users can view video at Full Screen for a television-like user experience.

Users can view Video-On-Demand assets with full VCR/DVD control, including Play,
Pause, Stop, Fast Forward, Rewind, and Seek.

Video can be viewed in a preview window or launched in an external, re-sizeable player
window (PC and Macintosh).

Set-Top Box users can use familiar Channel Up/Down keys and other hot keys on the IR
remote control to navigate through video listings.

Users can search through the list of Live or On-Demand videos by Title, Keyword,
Description, or other custom fields defined by an ETV Portal Server administrator.

Users can record and store videos on the EtherneTV-NXG Video-on-Demand server via
ETV Portal Server.

Users can publish pre-recorded content and thumbnails directly to the EtherneTV-NXG
Video-on-Demand server.

Users can view closed caption text (Windows-based PCs and set-top boxes only).

Users can launch pre-configured emergency broadcasts. (Optional. Requires Scheduling
module.)

Users can schedule future recordings or broadcasts. (Optional. Requires Scheduling
module.)

© 2005 VBrick Systems, Inc.
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Administrative Features

*  Access Control - allows administrators to allow/deny access to specific functions of the
ETV Portal Server server. Access control functionality can use the local ETV Portal
Server database or authenticate to an LDAP directory server.

*  Clustering support — multiple EtherneTV-NXG Video-on-Demand servers can be
clustered to increase total throughput. The ETV Portal Server will automatically load
balance all servers defined in ETV Portal Server; no additional configuration is necessary.
See Servers on page 17 for more.

*  SSL/TLS security — the ETV Portal Server server can be set up to provide encrypted
access to the Administrative pages, the Login pages, or all pages. See Configuring for SSI,
on page 61.

*  Customer defined URLSs — can be entered into the system and displayed in the ETV
Portal Server interface. The URLSs can point to video assets or other assets such as PDFs
or PowerPoint documents.

*  Autoingestion to the EtherneTV-NXG server — content placed in autoingestion folders
on the ETV Portal Server will be automatically transferred and ingested into the
EtherneTV-NXG server.

*  Customized global messages can display on the ETV Portal Server interface.

*  Channel numbers can be assigned to live streams.

*  Define a startup channel for STBs — the STB will automatically tune into this channel
when users select the Live TV option.

*  Emergency broadcasts — can define pre-configured emergency broadcast templates that
can be launched instantaneously. See Emergency Broadcast on page 32 for more.

*  Status window — shows the status of videos being added, recorded, or ingested.

*  Diagnostics window — displays a complete log of system events by source, time, and IP
address.

*  Custom fields and streams — the ability to add customized information and search
parameters to live and stored streams.

Additional ETV Components

EtherneTV Video-on-Demand Server

The EtherneTV Video on Demand (VoD) server provides the ETV Portal Server with a list
of available video content organized in folders. The VoD content is displayed on the ETV
Portal Server, along with the duration of the video and associated descriptions, key words, and
other custom information entered by an administrator. The user plays content from the VoD
server by selecting it by program name from the ETV Portal Server interface. The ETV
Portal Server currently supports NXG and VOD-W on demand servers. The configuration is
essentially the same (see Servers on page 17) and there is no difference in functionality for
end users.

EtherneTV-STB Set-Top Box

EtherneTV-STBs access the ETV Portal Server through a web browser within the Set-Top
Box. Using the Set-Top Box remote control, users can navigate and search for specific on-

ETV Portal Server Administrator Guide 5



demand content or live video streams, select a stream, and begin viewing television-quality
video. Set-Top Box users can also record video directly on the ETV Portal Server using the
remote control or the wireless keyboard.

VBrick Encoders/Decoders

VBrick's VB4000-5000-6000 Seties MPEG-2 network video appliances provide DVD quality
video and CD quality audio at 1-15 Mbps of bandwidth. MPEG-2 is the wotld's most
popular digital compression technology and is used to encode DVDs as well as Digital Cable
and Digital Satellite broadcasts. VBrick's VB4000-5000-6000 Series MPEG-4 encoders and
decoders are versatile and reliable video appliances for one or two-way interactive
communications over low or medium bandwidth IP networks. The VBrick MPEG-4
encoder/decoder can be used for webcasting, multicasting, transcoding, and two-way

interactive video. Designed for streaming over the Internet at lower bit rates (56K, 128K,
384K0 and over a LAN at higher rates (1Mbps and above).

Additional Portal Server Components

The ETV Network Video Recorder and the ETV Live Portal Server are optional components
that are purchased and installed separately. They have different license files that must be
installed separately. See Portal Server License Files on page 7.

ETYV Network Video Recorder

The ETV Network Video Recorder lets you off-load all recording tasks from the ETV Portal
Server machine to a separate "recorder servet" machine. This optimizes recording
performance as well as ETV Portal Server performance. The Network Video Recorder uses
ETV Portal Server components and requires two machines: the ETV Portal Server is installed
on one machine; the Network Video Recorder software is installed on a different machine.
Once installed, the NVR machine is used for all ET'V Portal Server recording tasks. The NVR
has no GUI and runs continually as a background service. You simply install the NVR
software and change the Recorder Server configuration to match the new server. See the
ETV Network Video Recorder Release Notes for more details and installation instructions.

Note A standard ETV Portal Server permits two concurrent recording operations. If you
purchase and install a Network Video Recorder, the number of concurrent
recording operations is fixed by the terms of your licensing agreement with VBrick.

ETYV Live Portal Server

The ETV Live Portal Server provides ETV functionality that is limited to scheduling and
viewing live streams. It does not integrate with a VoD server and there is no functionality for
browsing the video library.

6 © 2005 VBrick Systems, Inc.
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Figure 1. Live Portal Server User Interface

Portal Server License Files

You are prompted to install a license (.1ic) file as part of the ETV Portal Server installation
process. Different Portal Server functionality is available depending on the type of license you
purchase and install. (For example if you do not install a Scheduler license, you will not see a
"Scheduled Programs" option in the Portal Server client application.) After initial installation

you can install a different license as necessary by using Add or Remove Programs.

v To install or modify a Portal Server license file:

1. Go to Start > Control Panel > Add or Remove Programs > VBrick Media Control

Server Suite.

Click Change/Remove and select the appropriate license file type (see below).

3. Click Next, then browse to the file and click Open.

When done, manually close the window and launch the application. There is no need to

restart the host machine.

ETV Portal Server Administrator Guide



¥Brick Media Control Server Suite - InstallShield Wizard =

V¥Brick Media Control Server Suite

Specify an operation:

& {nstall/Replace the EtherneT Live Portal Server or Portal Server license file:

" Install’Replace the Player license fils for the EthemeT' Portal Server.
" Install/Replace the EthernaTY Scheduler licenzs file.

" Install/Replace the EthemaTy NVR license fils.

" Modify EtherneTY Partal Server Host Name/IP address.

" Uninstall Media Control Server Suite. [You will be given the chance to save the databass]

IrnztallShield

< Back | Mest » I

Cancel

License File

Description

License Etrrotrs

Live Portal Server
or Portal Server

Either a standard ETV Portal Server license file
or a Live Portal Server (see ETV Live Portal
Server on page 6.) license file.

If not installed, error page
displayed at login.

Player The embedded Windows Media Player has If not installed, a popup
restrictions on the number of licensed users. Use | message is displayed when
this option to select a license file that modifies the |you try to launch a
number of allowed users for various MPEG-1, stream.

MPEG-2, and MPEG-4 streams.

Scheduler Enables the broadcast or recording of future If not installed, the Add
events. See the ET'V” Portal Server User Guide for |option will not be shown
more information. on Scheduler page.

Network Video A Network Video Recorder is a standalone If not installed, there will

Recorder recorder option that can speed up recording be a "record" failure for
operations and/or enhance Portal Server more than two concurrent
performance. (See ETV Network Video Recorder | record requests.
on page 6.)

Modify Host Name | Lets you auto-detect or manually change the Not applicable.

or IP Address Portal Server Host Name. This name must match
the machine name on which ETV Portal Server is
installed. If you change the host machine name,
use this option to change the Portal Server Host
Name.

Uninstall Media Remove all ETV Portal Server components. You | Not applicable.

Control Server Suite

are prompted to save the database as desired.

© 2005 VBrick Systems, Inc.



Chapter 2

Administration

Overview

The ETV Portal Server can be administered from Windows-based PCs using Internet
Explorer 6.0 or higher. The Administrative pages are best viewed at 1024x768 resolution.
Administration is not supported from Macintoshes or Set-Top Boxes.

Topics in this chapter
Overview

Global Settings
Modify VOD Content

Access Control

Diagnostics
Status

Help
Logout

Administrator Login

In order to access the administrative functions enter the following address in the Internet
Explorer browser of the PC where myserveraddress is the host name or IP address of the
ETV Portal Server . The session will timeout after 20 minutes of inactivity. admin is both the
default user name and password.

http://myserveraddress/admin/

Note Asastandard best practice, VBrick recommends changing the default administrator
User Name and Password.

Administrator Options

Login to the ETV Portal Server Admin pages with a valid user name and password to display
the following window. This window provides access to all admin configuration options.

ETV Portal Server Administrator Guide 9
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a Main - Microsoft Internet Explorer provided by ¥Brick Systems ;IEIEI
J Fle Edt Wiew Favortes Tools Help | i
Q Back = &) - ¥] & « “ Address |@'| http:f172.22.2, 73 adminfMain/AdminMain . asps j H Links

Mv

Getting Started

Global Settings

Madify V0D Cantent

Diagnostics

Access Control

Welcome to the Media Control Server Administrative Pages =

The Media Control Server (MCS) Administrative Pages have been designed to let MCS Administrators
guickly and easily set up and rmanage the MCS systern. All MCS functionality is available from these
pages and the information below provides a brief description of the function tabs on the left side of this
page. (Mote that the function tabs for Users, User Groups, and Resource Groups are only displayed if
Access Control is enabled.) For more information about any feature or function, click on the Help
Status button and search the Administrator Suide for the information you need. These MCS Administrative
Pages are best viewed at 1024 3 768 or higher screen resolution using Mormal size (35 DPI) fonts

-

Users

Getting Started

Returns you to this MCS splash page

User Groups

Global Settings

Provides configuration parameters to connect to ¥Brick encoders and
“WoD servers as well as to customize the look of the MCS portal page.

Resource Groups

Modify %00 Content

Frovides the ability to Maove, Rename, or Delete content on the
EthetneTV-NAG Video-on-Demand server (not supported on sorme —

Provides the ability to limit access to the MCS systemn to different

Displays system log messages by source, time, and (generally) IP

Help
legacy NXI5 servers)
Access Control
users or groups of users
Logout
Diagnostics
address
|@ Done

R Y S

Table 1. Administrator Options

Option

Description

Getting Started

The ETV Portal Server splash page shown above.

Global Settings Provides system-wide configuration parameters to connect to VBrick
encoders and VoD servers as well as to customize the look of the
ETV Portal Server pages.

Modify VOD Provides the ability to Move, Rename, or Delete assets on the

Content EtherneTV-NXG Video-on-Demand server. (Not supported on some
legacy NXG servers.)

Diagnostics Displays system log messages by source, time, and (generally) IP
address.

Status Shows the status of events in progress including recordings, Add

Video commands, ingestion to the NXG server, and FTP downloads.

Access Control

Provides the ability to limit access to the ETV Portal Server system to
different users or groups of users.

Userst Used in conjunction with Access Control to limit access to the ETV
Portal Server system to different users.
User Groupst Used in conjunction with Access Control to limit access to the ETV

Portal Server system to different groups of users.

Resource Groupst

Used in conjunction with Access Control to group resources which
can then be provided to users or user groups.

Help

Displays the ETV Portal Server online help system in a new window.

© 2005 VBrick Systems, Inc.



Administration

Option Description

Logout Logs out the user who is currently logged in.

T Users, User Groups, and Resource Groups are only displayed if Access Control is enabled.
See Access Control on page 45 for a description of these functions.

Global Settings

Global Settings include configuration settings and parameters that apply to the entire system.
Global Settings include:

Global Assignments
Custom Fields

Customize Streams
Servers

VBricks

Set Top Boxes
Recorders

Script Devices

Scripts

Emergency Broadcast

Global Assignments

Global Assignment are listed below. Most are self-explanatory and consist of text boxes
where you enter appropriate values.

ETV Portal Server Administrator Guide 11
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a Main - Microsoft Internet Explorer provided by ¥Brick Systems - |EI il
J File Edit VWiew Favortes Tools Help | :,'
|Qeak - D - ¥ & | & “ Address |@'| http: {f172.22,2, 73fadminiMain/ AdminMain  aspx = H Links
| Google - | =HliEl -
Ether -
therne
LI MEDIA BISTRIBUTION SYSTEM
2| -
Betting Started =l ¢#»  Assign a Global Message
iw  Define Set Top Box Startup Channel
-Global Settings
i»  Ghange Admin User Name
i»  Change Admin Password
Custom Fields . .
i»  Define FTP User Name
Eustamize Streams ¢» Define FTP User Password
SETYErS i»  Define a Record Duration
WErioks i»  Ghange MCS Title
Set Top Boxes iw»  Change Announcement Addresses
Recorders i»  Change Announcement Filter
. . i»  Assign Multicast Address Range
Seript Devices
iw»  Assign YOD Polling Interval
Soripts
i»  Assign VoD Gontent Ingestion Maximum
URLs
iw  Assign Presentations
Emergency Broadeast
-
|@ Done ,7’7’7,7,7 & Internet 4

Table 2. Global Assignments

Function

Description

Assign a Global Message

The global message will be displayed in the message area of
the Portal Server user interface, when there is no program
information available. Enter the message text and click
Submit. Example: There will be an all hands meeting today at
4:00 p.m. in the boardroom. Note that if you are running the
Portal Server on a Set Top Box, the message area will not
display more than 4 lines of text.

Define Set Top Box Startup
Channel

When an STB (in ETV Portal Server Start mode) accesses the
"Watch live broadcasts" page, it can be set to automatically
play a defined channel in the Preview Window. Highlight that
channel from the list and click Submit. If there are no
channels listed, channels must first be defined as Customized
Live Streams.

Change Admin User Name | Change the default admin user name of admin.
Change Admin Password | Change the default admin password of admin.
Define FTP User Name ETYV Portal Server is defaulted for "anonymous" FTP access,

which is configured in Windows IIS Default FTP Site. If a
more secure FTP access is desired, the User Name can be
changed in IIS (please reference the Windows Server
documentation for instructions on how to change the FTP
User Name). The same User Name should be entered here.

© 2005 VBrick Systems, Inc.
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Function

Description

Define FTP User Password

ETYV Portal Server is defaulted for “anonymous” FTP access,
which is configured in Windows IIS Default FTP Site. If a
morte secure FTP access is desired, the Password can be
changed in IIS (please reference the Windows Server
documentation for instructions on how to change the FTP
User Name). The same Password should be entered here.

Define a Record Duration

Applies to the on-demand Record pushbutton only (not to
scheduled recording). Defines the maximum duration (default
120 minutes) allowed for a continuous recording, Maximum
record duration limited only by size of hard drive.

Change Portal Server Title

Changes the text that is displayed on the upper left hand
corner of the Portal Server User Interface.

Change Announcement

Addresses

Changing these from the defanlts is highly disconraged and should
only be done if advised by a V'Brick technician or Network
Administrator. Changes the multicast address on which
Announcements (SAPs) are received. By default all VBrick
devices are set to the same addresses and ports as the defaults
in ETV Portal Server. These have to match on all devices for
proper functionality.

Change Announcement
Filter

Filters SAP announcements so that only the specified IP
addresses are shown in ETV Portal Server. Wildcards are
allowed. For example 255.*.* * displays only those addresses
in the range 255.0.0.0 — 255.255.255.255.

Assign Multicast Address
Range

Defines the current multicast IP address range and port
range. The default multicast IP range is 225.1.1.0 —
239.128.255.255. The default port range is 1040 — 65534.

Assign VOD Polling
Interval

Not generally changed. Defines the interval at which the
Portal Server polls the NXG server(s) for new content
(default 120 minutes). This is only used to poll for content
added to the NXG from an interface other than ETV Portal
Server. When adding a server, use Sync Now to sync the
program listings on the client Browse Video Library page
with the content on the new server.

Assign VoD Content
Ingestion Maximum

Defines the maximum number of simultaneous video files
that can be ingested to the NXG Video-on-Demand server.
The default is set to 2. Increasing the default may increase the
speed at which files will be transferred to the NXG server,
but may result in playback issues from the NXG Video-on-
Demand server. VBrick recommends keeping the defaults.

ETV Portal Server Administrator Guide
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Function Description

Assign Presentations The Presenter is a VBrick multimedia presentation
application that can be launched from the Portal Server. This
field defines the directory where presentations are stored. If
this folder is present and contains a valid index. asp file, View
Presentations will be shown as a option on the Portal
Server Home page and will launch the Presenter in a
separate window.

Custom Fields

Custom fields are used to add additional fields to the Info & pages associated with stored
videos and live broadcast streams. All stored videos, and those live streams that have been
"customized," have an Info icon. By default, the Info page has fields for Description and
Keywords. The Custom Fields funtionality lets you add additional "custom" fields that are
appropriate to your business or application. This lets you provide more information on the
page and it also makes it easier to search for specific streams. (All defined fields are listed in
the dropdown list box next to the Search button.) When you add a custom field using this
function, the field is available to administrators as a selection in the Customize Streams
window. It is also available to end users as the Modify Info button on the Info pages
associated with stored videos (if they have content publishing permissions).

¥ To create a Custom Field:

1. Go to Global Settings > Custom Fields.

a Main - Microsoft Internet Explorer provided by ¥Brick Systems - D|L|

|F\|e Edit Wiew Favortes Took Help ||','
Qe -0 - R @ @

U 1 MEBIA BISTRIBUTION SYSTEM

-

Getting Started = Custom Field Name (Field Type)

stom Figld---

-Global Settings

Global Assignments

Custom Fields

Customize Streams

Field Name: |

Servers

VEricks Field Type: © Text [free-form text entry)

@ Dropdown [pick an itern from a list of choices)
STEs

Dropdown ltems
Recorders

Soript Devices

Add ltem Ivlodify [tem [elete ltem

Scripts

—Mew Dropdown ltem-—-
URLs

Emergancy Broadcast

Modify Assets

Access Control

2. Enter a Field Name and a Field Type. If you select Dropdown, you can add items one at a
time followed by Add Item. These items will populate a dropdown list box on the
Customize Streams page.
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3. When done, click Add Custom Field. The field will be added to the panel at the top of
the window; it will also be available as an option when you are customizing a stream.

Custom Field This panel shows the existing custom fields that have previously
Name (Field Type) |been defined.

Field Name The field name you want to display on the Info page for this
stream or video.

Field Type This determines how the field will be displayed on the Customize
Streams page, cither as a text field or as a dropdown list box.

Customize Streams

Customizing streams refers to changing the way live streams are displayed in the ETV Portal
Server. (VoD streams are customzed by end users rather than by administrators.) Customizing
a live stream allows you to change the displayed Program Name, assign a Channel number,

and enter a Description that displays in the Messages area of the window. You can also enter

Keywords for searching, and values for any custom fields that have been defined (see Custom
Fields above).

The ETV Portal Server auto-discovers live streams on the network by listening for
announcements, also known as SAPs (Session Announcement Protocols). On a network with
many live streams, the administrator can keep the stream list organized by assigning channel
numbers. This also provides an environment for end users that is similar to television.

V¥ To customize a stream:

1. Go to Global Settings > Customize Streams:

a Main - Microsoft Internet Explorer provided by ¥Brick Systems - E||£|
J File Edit View Favorites Tools  Help | 1','
|Qeck - D - | €
7 "
) U 1 MEDIA DISTRIBUTION SYSTEM
| Available Live Streams Customized Live Streams
Getting Started
' CD-MPE (Ch.1) Andy MP1
-Blobal Settings ' CD-MPEG2H3-52 [ (Ch.2) AndyM-MP2 Program 1
. ' CD-MPEG4-200-620 (Ch.3) AndydualEnc Program 1
Global Assignments 1ScottR_MP2 (Ch.d) 1-CHN 2
P, BruceOfficeB620 Prograrm 1 [Ch.5) 1-MSNBC
ustam Rislas BSB-Artnyn [Ch B) 1-FOX_MEWS
Customize Streams BSE-Clerment [Ch.7) BSB-Varitek-Slat1
B5B-Cromwell-Slot2 x| [Ch.11) BSB-Crom51-ISMA-cor
Servers
Ve Program Name: | CD-MPEG2-9352
ricks
Original SAP Name: ' (0 PEGE-9352 Address: 2302212304
STBs
Channel: I
Recorders
: : Description:
Seript Devices
Soripts &
URLs Keywords:
Emergency Broadcast
Modify Assets
Links: =
Access Control |4 v
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Choose an Available Live Stream (one that has not been customized), enter an optional
Channel numbert, and click Add Customization. This moves the customized stream to
the panel on the right.

3. Optionally, add a Description of the channel that will be displayed in the Messages area
on the broadcast list page and on the Info page.
4. You can also add Keywords and Links (see below) that are displayed on the Info pages
associated with a stream. They make it easier to search for specific content.
Program Name Required. Name that will display in the directory of Live
Broadcasts.
Channel Optional. Unique number that will display in the directory.
Description Optional. Description that will display on the Info page.
Keywords Optional. Enter each searchable keyword(s) separated by commas
or spaces.
Links Optional. Add hyperlinks that will display on the Info page.
Add Link

This feature lets you add a hyperlink to the page you get by clicking the Info icon i

associated with each live stream.

v

a AddNewLink - Microsolt Internet Explorer provided by ¥Brick Sysk;

Link Title: I

Link Type:

'To add a link to a customized stream:

Highlight a stream in the Customized Live Streams panel.
Click Add New Link and enter a Link Title and Link Type.

Click Add Link when done. Repeat as many times as necessary.

Add New Link

(Enter Title thatwill be displayed in th

@ Web Page URL |

(Enter URL or ste URL from er)

# Uploaded File

Link Title The title actually displayed on the Info page, for example

"Additional Information."

© 2005 VBrick Systems, Inc.
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Link Type * Web page URL — Enter a valid URL or copy and paste one
from your web browser.

* Uploaded File — Browse to select an upload file. This can be a
PowerPoint, an image, or any file you want to make available to
end users. The file is automatically uploaded to the Portal
Server, and the Portal Server creates a URL for end users to
access it.

Servers

Use the Servers page to add/modify VoD servers or to add/modify VoD content foldets.
Note that you can cluster multiple servers to increase throughput. The ETV Portal Server will
automatically load balance all servers defined on the Servers page; no additional
configuration is necessary. If there are multiple servers configured, ingested content is written to
all the servers for which a user has access.

Add/Modify Video On-Demand Setrvers

Add one or more EtherneTV-NXG Video-On-Demand Server(s) to the system. If the
network supports Windows 98 users, you zust use the IP address of the On-Demand
Server—not the host name.

/3 Main - Microsoft Internet Explorer provided by ¥Brick Systems =] |
Flle Edt ‘iew Favorites Tools Help | 'l','
Qb - - [{ & | &
Address |€| httpi /172,22, 2,89/ admin/Mainfddmintain, aspx j ‘Links » (;OOSIQ'I j‘ » |y -
™ Etherne °
i % VBRICK PORTAL SERVER
Getting Startad =t » Add/Modify YoD/FTP Servers =
sEleEa] Saiings IP or Domain Server Description FTP User Name Server Type
EllIEE) FESIES 1723211525 Ibrickuser NG
Custam Fislds 172 22 13020 |aﬂonym0us I\/OD—W
Customize Streams
Servers
NXG =
VEricks I I I J
FTP Password: I
Set Top Boxes
o Confirm Password: I
Recorders
Soript Davices Publishing Point Local Path: INbrick

Soripts Publishing Point Directory: INbrick

URL=s
Add | Wodiy || Delete | clear |

Emergency Broadoast

] pone T (e
IP or Domain This is the IP address or Host Name of the On-Demand Server. The

Server Name or IP address entered into the ETV Portal Server must
be accessible by the ETV Portal Server. (If the network supports
Windows 98 users, you must use the IP address.)

Server Description | This allows the administrator to define a descriptor such as location.
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FTP User Name This is the FTP user name that the Portal Server Server uses when
publishing content to the server. This FTP User is vbrickuser by
default. If nothing is entered, the Portal Server will automatically use
vbrickuser. This refers to a user account that already exists on the
server. If the FTP User Name is changed on the NXG server, it must
be changed here as well.

Server Type * NXG — Kasenna VoD server.
* VOD-W - InfoValue VoD server.

* FTP — Use FTP only if you want to copy from the Recorder server
to another FTP server in which case it records to ftp: \root.

FTP Password This is the FTP password that corresponds with the FTP user above.
The password is vbrickuser by default. If the FTP Password is
changed on the server, it must be changed here as well.

Publishing Local | Maps the Publishing Directory to the physical location on the VoD
Path server.

Publishing Used for Add Video, FTP, or Record. The logical path to a folder
Directory under FTP root. This is the staging area on the VoD server from which
files are ingested to the destination folder.

Note It may take up to 20 minutes for a new server to be displayed in ETV Portal Server.
Once added, any new content on any server is displayed immediately.

Add/Modify On-Demand Content Folders

The Add/Modify On-Demand Content folders can be used to autoingest content into a
particular NXG Video-on-Demand server. The Portal Server periodically polls certain folders
for presence of content and if found ingests the content onto multiple NXG servers. Any
files are FTP'd into a particular folder in the Autoingest folder will automatically be ingested
into the corresponding folder on the NXG server(s). You have to add these folders using the
window shown below. (See Auto Content Ingestion on page 65 for more about auto-

ingestion.)

© 2005 VBrick Systems, Inc.



Administration

/3 Main - Microsoft Internet Explorer provided by ¥Brick Systems =10] x|
| File Edit View Favorites Tooks Help | 'l','
|Q Back v ) - [x] [2] ,\J ‘ & | Address I@ hittp: ffdoowop 1 fadminMain/ Admintain, asp j

U 1 MERBTA BISTRIBUTION SYSTEM

= ir  Add/Modify video On-Demand Servers

Getting Started
i Add/Modify On-Demand Content Folders

© New @ Modify

-Global Settings

Global Assignments Add/Modify Folders on
Folder Selected Servers
Custom Fislds | -
¢
Customize Streams M172.22.419.120 Note: This funct
|,fAndyM—Fotder applicable for A
sarvars |fAutoIngest—Fotder - not for Record o
172.22.19.121 features.

WEBricks |fbr1‘an

S5TE= |i‘r':r|

[ Skt

Recorders

Soript Devices

Scripts
URLs
Emergancy Broadcast

Modify Assets

Access Control

This function is useful for VBrick VBSTAR appliances to easily transfer content from their
hard drives to the NXG server. (This feature can also be used for users who acquire content
outside of the ETV Portal Server, for example StreamPlayer Plus.) When a folder is created,
you must check a box in Add/Modify Folders on Selected Servers to associate the folder
with a server for autoingestion. ETV Portal Server checks these folders every 5 minutes and
ingests new content if present. This feature only applies to Autoingest; it does not apply to
Record or Add Video.

As the folder structure is created in this section, autoingest folders will be created in the FTP
root path. For example, if the FTP root path is c: \inetpub\ ftproot, then folders that are
created in the Add/Modify On-Demand content folders, will also be created in the
c:\inetpub\ftproot\mcs\autoingest folder.

Autoingested content can go into any folder that has been associated with a server or servers
using the Add/Modify Folders on Selected Servers check boxes shown above. If using a
VBStar, be sure to associate a folder with a server for autoingest. This enables the folder that
the VBStar will FTP files into. This function is not associated with a user or group
permission, and is controlled only by the Administrator. See Auto Content Ingestion on
page 65 for a more detailed description of the Auto-ingestion functionality.

Note Existing folder structures on an NXG server will be mirorred in the Portal Server.
However you will still need to associate those folders with other server(s) if the file
is to be auto-ingested onto multiple servers.

VBricks

All VBricks must be configured in ETV Portal Server before they can be managed and used
for scheduled events. (Brick configuration is only required if you be using the Scheduled
Programs feature.) Once configured, all VBricks in the system are shown on the following
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window. In the ETV Portal Server, SAP (Session Announcement Protocol) announcments
are sent to the Portal Server by network-connected VBrick devices (encodets and/or
decoders). The Select VBrick panel in the next screen shows VBrick appliances (encoders
and decoders) that have announced their presence on the network but have not been
configured for use in ETV Portal Server. (Note that if you delete a VBrick from the Currently
Configured VBrick List, it will not be shown as available until you logout and log back in to

the Admin pages.)
v To add a VBrick configuration:

1. Go to Global Settings > VBricks.

a Main - Microsoft Internet Explorer provided by ¥Brick Systems - |EI il
J File Edit VWiew Favortes Tools Help | .','
] @Bk - 2 - ¢ & \ £ “F\ddressIEhttp:H172.22‘2‘73,|’adm\n,iMa|nJ‘Adm\nMam.aspx j HLinks >

kTS

Getting Started

Use this page to manage the VBricks Configuration of the system. Here you can: —

-Global Sattings
Global Assignments
Custom Fields
Customize Streams
Servers
Sat Top Boxes
Recorders
Seoript Devices
Soripts
URLs
Emergency Broadeast

Madify V0D Cantent

@ add vBricks

or you can select an operation to perform
{i.e. Maodify or Delete), select item[s] fram the

Currently Configured ¥Brick List

list located to the right and click the Submit ¥Brick Host Name

IP Address

button, andydualEnc

AndyM-MP2
AndyMP1
AndyMP4-2
ApuMPZEncDec2
BoardRoorm
BruceMPEGZ
BruceOfficevBa20
BSB-Arroyo
BSB-Clement

' Modify VBricks

€ Delete vBricks

BSB-Crommwell

|@ Done:

T emenet

172.22.2.4
172.22.162
172.22.162
172.22.162
172.22.116
172.16.2.2(
172.22.2.3
172.22.2.9¢

172.22.127
172.22.127
172.16.127

2. Select Add VBricks and click Submit.
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Administration

3 Main - Microsoft Internet Explorer provided by ¥Brick Systems ;IEIZI
J File Edit Yiew Favorites Tools  Help | 1','
| @Bk - -H A | & “nddress [&] hetpjj172.22.2.73fadminjmaingadmintain.aspx =

a a

Betting Started i select ¥Brick

sEleEa] Saiings VBrick Host Name IP Address Model Number il

Glabal Azsignmants P AndyhP 1 172221628  910X-3ZH0HHX

o I AndyMPa-2 1722216266 914X 530K
I AndyVBSTAR 172221402 91IXBZOC1HXO0

fustomize Stresm= I ApuMPZEncDec? 172221162 91 TABZC 100K

Servers I™__EobbGen1 1722212810 911XBZ0C10 | =

Clear ALL Selection | Check ALL Selection

i»  ¥Brick Configuration
Host Mame [ AndyhP1
IP Address [ 172.22. 1628

Set Top Boxes

Recorders

Soript Devices

User hame [private
Scripts

User Password [ssssssssss
URL=s

Confirm Password |
Emergency Broadeoast

Software Revision |
Modify V0D Content

tanagement Port |

Access Contral

= Erick Model |MPEG-1 Encoder / Decoder - =

3. InSelect VBrick, select one or more existing VBricks for which a SAP has been received.
If you select one VBrick, this populates the VBrick Configuration panel. (If you select
multiple VBricks, it does not populate the panel; if you need to configure the VBricks,
you must add them one at a time.)

4.  Complete or modify the fields in VBrick Configuration as necessary and click Submit.
This adds the new configuration to the list of configured VBricks shown on the previous

page.

Note The only time you will manually complete the VBrick Configuration fields is when
you are defining the configuration for a VBrick that will be added to the network at
a later time. In this case, you will need to know the configuration data in advance.

Host Name Required. Host name of VBrick.
IP Address Required. IP address of VBrick.
User Name Defaults to system-defined value if blank.
User Password Defaults to system-defined value if blank.

Confirm Password | Defaults to system-defined value if blank. Must match User Password
if entered above.

Software Revision | Optional. To get the Software Revision in Integrated Web Server
(IWS), go to Status > System Information > Release Revision.

HTTP Port Optional. To get the HTTP Port in Integrated Web Server (IWS), go
to Configuration > System > Securit y > IWS Server Port.

VBrick Model Select from dropdown. Advanced settings are enabled if you select an
encoder or a VBStar.
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Advanced Settings

Advanced settings are enabled if you select a VBrick encoder or a VBStar. Note that the Portal
Server will attempt to retrieve and autofill the Multicast IP addresses and Port numbers. You can
modify these fields as necessary.

a Main - Microsoft Internet Explorer provided by ¥Brick Systems - D|L|

|F\Ie Edit Wiew Favortes Tooks Help |"'l
inks >

|© Back = &) + [¥] (2] L,\J ‘ £ |Addrass IEhttp:;’,l’doowoplfadmim’MainiAdminMa\n.j |Goog[ev| dl » ||
{ &

-

e 1 MEDIA BISTRIBUTION SYSTEM

Getting Started . . .
i»  ¥Brick Configuration

=Elekal SaEings i»  Advanced Settings
Global Assignments

Mote: Systermn will automatically assign multicast IP and Ports for any blank fields

Custom Fields

Customiza Straams ‘ ‘ Slat1

Servers [ Dest1 | Dest2

N |Mu|ticast P |zz5.1.1.87 [225.11.88

P |Video Port [asss 444
lAudio Port 4448 2238

Recorders

|CC Port  Jaass 4448

Clear | Revert

Script Devices

Seripts

URLs

Emergency Broadoast

Modify Assets

|@ Done ’7’7’7,7,7 g Local inkranet 7

Note The following values are stored in the Portal Server database only. Depending on
how a scheduled event is configured, they may be saved and written back to the
VBrick device after the scheduled event runs.

Multicast IP Destination multicast IP address.

Video Port Destination video port.

Audio Port MPEG-4 devices only. Destination audio port.
CC Port MPEG-4 devices only. Closed captioning port.

Set Top Boxes

All STB (Set Top Boxes) must be configured in ETV Portal Server before they can be
managed and used for scheduled events. Once configured, all STBs in the system are shown
on the following window. The Select STB panel in the next screen shows STBs that have
announced their presence on the network but have not been configured for use in the Portal
Server.

v To add an STB configuration:

1. Go to Global Settings > STBs.
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icrosoft Internet Explorer provided by ¥Brick Systems

File Edit Yiew Favorites Tools Help

-10ix]
| &

Qe -0 -HE @

I

| address [ heepsjdoowop fadminwaingacinrain. | | Google - | =l ks >
Ethern

MEDIA DISTRIBU!

_ Use this page to manage the STBs Configuration of the system. Here yo-l
[Sisssisatines | @ add sTES
| alobal Assignmants
_ or you can select an operation to STB List
perform (1.e, Modify or Delete), select
_ itern[s] from the list located to the STB Host Name  IP Addres.
_ right and click the Submit button. DamianSTB-56 172.22.16%
_ EricsSTB 172.22.16:
© Modify 5TBs aregtSTE 17222112
¢ Delete 5TBs kaushik-sTB 172.22.13z
_ localhost 172.22.15¢
[ seript Deviees | _| MACOD076602ee6e 172.22.2.4
_ McoCoySTE 172.22.5.2
NM-STB 172.22.16-_1
_ NM-STB-V370P 172.22.2.1
| Emergency Broadeast patcoffice 172.22.5.2
_ Q4-5TB-1 172.22.2.1 -
»

| Done ’7’7’7,7,7 g Local intranet v

2. Select Add STBs and click Submit.

a Main - Microsoft Internet Explorer provided by ¥Brick Systems

File Edit Yiew Favorites Tools Help

k YN Dbzl
Al #» select STB

_ STB Host Name IP Address Model Number start Mode |~

_ ¥  BSB-ETB 172.16.127.103 B000-0044-0001 Mes
_ [T EthemneTy_STB 172.22.10.51 8000-0044-0000 mMes
_ I ETvaTR4 1722210147 8000-0044-0001 Mes -

™ kaushik-STB 17222237 £000-0044-0001 Mes

_ ™ localhost 172222115 B000-0044-0001 oS =
_ Clear ALL Selection | Check ALL Selection
_ iw  STB Configuration

sTE= Host Name [ESE STB

IP Address 17215127 103

User Name [ root

User Password I sssessnese

—! Corfirm Pasgword |

Software Revision [MCs
STB Model [ETV-5TE revision C
Start Mode [MCS

Ll 1<

3. In Select STB, select one or more existing STB for which a SAP has been received. This
populates the STB Configuration panel. (If you select multiple STBs, it does not populate
the panel; if you need to configure the STBs, you must add them one at a time.)

4. Complete or modify the fields in STB Configuration as necessary and click Submit. This
adds the new configuration to the list of configured STBs shown on the previous page.
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Note The only time you will manually complete the STB Configuration fields is when you
are defining the configuration for an STB that will be added to the network at a later
time. In this case, you will need to know the configuration data in advance.

Host Name Required. Host name of STB.
IP Address Required. IP address of STB.
User Name Defaults to system-defined value if blank.

User Password

Defaults to system-defined value if blank.

Confirm Password

Defaults to system-defined value if blank.

Software Revision

Optional.

STB Model Select from the dropdown.

Start Mode Select from the dropdown: ETV Portal Server, Local, or Local-
Fullscreen

Recorders

A Recorder server enables recording by Portal Server users. If a recorder server is not created
here, any attempt to record a live stream or a stored video will fail. Once enabled, users must

also be assigned the appropriate permissions (see Allow Content Recording on page 55).

Note By installation default, all recordings are stored on the D: drive. If you install ETV
Portal Server on a system without a D: drive, you must subsequently go to Global
Settings > Recorders and change the record path as necessary. Also, the Max
Recording field shows the default number of concurrent recording sessions
allowed. If you exceed 2, you must purchase a record license.

¥ To add a Recorder configuration:

1. Go to Global Settings > Recorders.
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File Edit Wiew Favarites Tools Help

Etherne

MED! RIBLITI

4| Use this page to manage the Recorders Configuration of the system. Here you can:

@ Add Recorders

or you can select an operation to perform (i.e. Recorder List
Modify or Delete), select item[s] from the list
located to the right and click the Submit button, Address Path

172.22.2.54 ciyInetpubiftprootyMCs

 Modify Recorders

' Delete Recorders

Recorders

osoft Internet Explorer pro iz EL)_CI
File Edit ‘iew Favortes Tools Help

[Qek -0 -8 Ge

|-nddresS'I_§E http: fidoawop1 fadming™Main/Admintain. aspx _j

Ether

MEDIA DISTAIBUTION

Recorder Configuration

Recorder Server [172.222.54

Recard Path  [cinetpubitprootiMCS

Max. Recording |2

FTPF User Name |anunymuus

FTP Password [essessssse

Confirm Passwaord |

Claar | Revert

Recorders

3. Complete the fields in Recorder Configuration and click Submit. This adds the newly
configured recorder to the previous window.

Recorder Server IP address or host name of recorder server. Defaults to localhost if
recorder server is on the same machine as ETV Portal Server.
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Record Path

Path and folder where all recording are stored. By default, recordings
are stored on the D: drive. If you install ETV Portal Server on a
system without a D: drive, you must change the path. Also, in order to
record multiple streams, the Record Path must be under FTP root. For
example, if root is C:\Inetpub\ftproot the Record Path must be
C:\Inetpub\ftproot\<your folder>

Max. Recording

The default number of concurrent recording sessions allowed is 2. If
you exceed 2, you must purchase a record license. Without a license,
any attempt to record more than 2 concurrent sessions will fail.

FTP User Name

FTP user name in operating system of Recorder server.

FTP Password

FTP password in operating system of Recorder server.

Confirm Password

FTP password in operating system of Recorder server.

Script Devices

Script devices work with scripts. Script devices are VBricks, STBs, or non-MPEG-1, 2, or 4
devices (like cameras or VCRs) that ate identified in the Portal Server database. Once defined
in the network, they can be subsequently controlled by a script (see Scripts on page 27) and
launched from ETV Portal Server. A script device must be physically connected to the
network (or to a VBrick or Set-Top Box) and must be available at the runtime of a scheduled
event. Script devices are controlled through a TCPIP port. For example, PTZ cameras
respond to pan, tilt, and zoom commands; these commands can be scripted and executed
from ETV Portal Server.

Vv To add a Script Device configuration:

1. Go to Global Settings > Script Devices.

a Main - Microsoft Internet Explorer provided by ¥Brick Systems - D|L|
| Flle Edt Miew Favoritkes Tools  Help | ."'l

|@ Back = &) + x| 2] ,\J ‘ £ |Addrass I@ http:;’,l’doowoplfadmim’MainiRdminMa\n.j |Goog[ev| dl » | Links

Getting Started

-Global Settings

Global Assignments

Custom Fields

Customize Streams

Servers

WEBricks

STEs

Recorders

Soript Devices

Seripts

URLs

Emergency Broadoast

Modify Assets

Etherne

MEDIA BISTRIBUTION SYSTEM

el
|

Ljse this page to manage the Script Devices Configuration of the systeral

& Add Script Devices

or you can select an operation to Script Device List

perform (i.e. Modify or Delete), select -

itern[s] from the list located to the Device Name Addres
right and click the Submit button. ChicoTest 172,22,

© Modify Script Devices

© Delete Script Devices

[T oames
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2. Select Add Script Devices and click Submit.

3 Main - Microsoft Internet Explorer provided by ¥Brick Systems = Ellll
| File Edit View Favorites Tools Help | w"
|Q Back - ) - x| 2] 4 @ | addvess [@] hetpfidoowep fadminaingadminitan. | | Google - | =] ks >
e
| Etherne

\ A MEDIA DISTRIBUTION SYSTEM

Script Device Configuration

chlze=lietinos Device hame |
EELE Address |
Custom Fialds | Port |

Clear | Revert

Seript Devices

o [T Rvames

3. In Script Device Configuration, complete the following fields and click Submit. This
adds the newly configured script device to the list of devices shown in the previous
window. To modify a Script Device, first delete the device and then repeat these steps.

Device Name Any user-defined name.

Address Hard-coded device IP address. This can be the address of the
VBrick or Set-Top Box to which the script device is connected.

Port TCPIP port number.

Scripts

Scripts work with script devices. Scripts are used to control the operation of MPEG-1, 2, or 4
devices or to control non-MPEG devices like cameras and VCRs. (MPEG devices are added
to ETV Portal Server as VBricks. non-MPEG devices ate added as Script Devices.) For
MPEG devices, you select the device and build a script by selecting parameters from a
dropdown list—the parameters vary depending on the type of device you select. For non-
MPEG (Other) devices, you write a script from scratch using the native language for that
device. This is for advanced users only. Note that if you are scheduling an event, any device
for which you write a script must be available to the network at runtime.

Vv To add a Scripts configuration:

1. Go to Global Settings > Scripts.
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icrosoft Internet Explorer provided by ¥Brick Systems - Ellﬂ
File Edit Yiew Favorites Tools Help | #

|°Back -0 -2 b | @ | address [ hepidoowop facminmaingaciinmtan. | | Google - | =l ks >
' Etherr

MEDIA DISTRIBL

~| Use this page to manage the écripts Configuration of the system. Here 14

3

& Add Scripts

or you can select an operation to Script List

perform (1.e, Modify or Delete), select - -
item[s] from the list located to the Script Name Script
right and click the Submit button, Andy MP2 Script WBAOT

© Modify Scripts

© Delete Scripts

Soripts

»

4
-

| Done ’7’7’7,7,7 g Local intranet v

2. Select Add Scripts and click Submit.

a Main - Microsoft Internet Explorer provided by ¥Brick Systems

File Edit Yiew Favorites Tools Help

Ethern

MEDIA DISTRIBL

|

Script Gonfiguration

Script Name |

Device Type |[MPEGT =~
Select Device

AndyWPT (17222 162 &)
DemoMP1 (172.22.10.32)
MACOOO7 01 268 (172.22.166. | wu
NMMP1 (172.16.119.59)
ScottsMPEGT-1 (17222532) | <<

Clear | Revert |

Seripts Script Content
1 Parameter Name Parameter Yalue
|Se|ect a Parameter MName jl

3. InScript Configuration, enter a Script Name and select a Device Type (MPEG1, MPEG2/
MPEG4, or Other) from the dropdown list and wait a few seconds for ETV Portal Server
to populate the panel with an appropriate list of devices.

4. In Select Device, highlight one or more devices and use the arrow buttons to populate
the right panel with the selected devices.

5. Create the Script Content.
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a. For MPEG devices, select a Parameter Name from the dropdown, enter a Parameter
Value, and click Add. Repeat as many times as necessary and click Submit when
done. Note that the order in which you add parameters is critical. This is the order in
which they will be executed at runtime.

b. For non-MPEG (Other) devices, write the script in a native language compatible with
the device and click Submit when done.

URLs

Add/Modify a URL for a Live Video Stream

Administrators can manually enter URLs to live video streams that will not automatically be
displayed by the Portal Server. For example, the administrator may wish to have the
Announcements (SAPs) disabled on the VBrick encoders for security purposes. Or the
Administrator may want to enter the address of an off-network stream such as an MPEG-4
Stream from an Apple Darwin Server or a stream coming from a hosting provider.
Additionally, this feature leys you enter the addresses of non-MPEG streams such as
Windows Media and Real streams. Note that the Access Control feature Allow Viewing by
Content Type does not apply to manually added URLs.

Note For any non-MPEG video, the correct player (such as Windows Media Player or
Real Player) must be present on the desktop for the client to be able to receive the
stream. Set Top Boxes will not be able to receive non-MPEG streams because the
Set Top Box only includes decoders for MPEG-1, MPEG-2, and MPEG-4.

The following examples show valid URL syntax for live video streams. The syntax must be
accurate and there is no internal validation of user input:

Valid for Types MPEG-1 and MPEG-2

vbricksys://ip=239.1.1.1&port=4444

Where 239.1.1.1 is the multicast IP address and 4444 is the multicast port.

Valid for Type MPEG-4

rtsp://172.1.1.1/vbrickvideol
vbrtsp://172.1.1.1/vbrickvideol

Where 172.1.1.1 is the source IP address and vbrickvideol is the program name.
vbhttp://172.1.1.1/vbs2dl.sdp

Where 172.1.1.1 is the source IP address and vbs2d1.sdp is the SDP file name.

Valid for Type Other
ASX Files

http://172.1.1.1/file.asx
http://myHost/file.asx
http://www.myCompany.com/files/file.asx

MP3 and WMA Files

http://172.1.1.1/file.mp3
http://myHost/file.mp3
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http://172.1.1.1/file.wma
http://myHost/file.wma

WMV Files

http://www.myCompany.com/files/file.wmv
mms : / /www.myCompany.com/files/file.wmv

¥ To add a URL for a live video stream:
1. Enter the URL or IP address in the URL field.
2. Enter the Type and Title and click Add to add the URL to the list of streams shown.

3 Main - Microsoft Internet Explorer provided by ¥Brick Systems =13l x|
J File Edit WView Favorites Tools  Help | l','
| @eock = ) - 40 @ 0| @ || addess [E] tpoyie. 22.2.73 schvinMaingidminbain.sspx |

Getting Started
-Global Settings
Glabal Assignments
Custom Fialds
Customize Streams
Servers
VEricks
Set Top Boxes
Recorders
Script Devices

Scripts

Modify wOD Content

Access Control

Emergency Broadoast

-

|»

> Add/Modify a URL for a Live Video Stream

select entered Live Stream to update:

N ntto:fAvnany adobe.com

Add or Update:
URL:

Type: [MPEG-1 =]

Title: |

Add | Wedify || etz

> VYoD Content hd

URL Enter a valid URL or IP address.

Type Choose MPEG-1, MPEG-2, MPEG-4 or Other (Other must be selected
for non-MPEG streams).

Title

Title is what will display to clients in the ETV Portal Server viewing pages.

VOD Content

Administrators can manually enter URLs to VoD content that will not automatically be
displayed by the Portal Server. These URLs can be to content that is located on a non-NXG
Video-on-Demand server, such as the QuickTime/Darwin server, a Windows Media server,
or a Real server. This is valuable if it is desired to enter an off-network stream such as an
MPEG-4 Stream from an Apple Darwin Server or if there is Windows Media or Real content
that needs to be displayed through the Portal Server interface. Examples of Syntax could be:

rtsp://ipaddress/programname
mms : //ipaddress/videoname . wmv
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/& Main - Microsoft Internet Explorer provided by VBrick Systems =10l x|

Fle Edt Wiew Favorktes Tools Help i

AL G I
U % MEDIA DISTRIBUTION SYSTEM

- -

Eoiling) S0 »  Add/Modify a URL for a Live Video Stream

-Global Settings » YoD Content

Glabal Assignments

Select entered WOD Content to update:

Custom Fields hitpeiiws yahoo.com
rsp172.22.119.1 200brianThe-Others
Customize Streams URLitest dac

vhrtsp2:172.22.119.1 20¢brianEvil- Dead-Trilogy
vhrtsp2:172.22.119.120¢brianiPlanet-Of-The-Apes

Servers

WEBricks

STes Add or Update:

Recorders URL:
Script Devices I‘
Seripts Type: IMF'EG'1 d
URLs - Title: Folder: |J j
Emergency Broadcast Keywords: I ﬂ
Modify Assets : ||
Add || wediy | B2k |
Access Contral
-
Diagnostios -] 4 »

Type Choose MPEG-1, MPEG-2, MPEG-4 or other (user Other for non-
MPEG streams).

Title Title is what will display to clients in the ETV Portal Server viewing
pages

Folder Folder is the folder on the VoD server in which the video will be
displayed.

Keywords Enter keywords that can be searched.

Press Add to add the VoD content to the list. VoD content also can be Modified or Deleted.
Simply select the VoD content, make modifications (if required), and click Modify or Delete.

Non-Video to Content (PC Users Only)

In the VoD Content section, Administrators can also link to external documents such as PDF
tiles, PowerPoint files, web pages, or anything that can be displayed in a browser or other
external program. For content that needs to loaded in a specific program (for example,
PowerPoint slides), the application must be present on the desktop for that file to be viewed.

These URLSs can point to a web servers or local drive. The Portal Server server can act as the
web server for this content, if the content is placed in the c:\program files\vbrick\mecs
directory on the ETV Portal Server (or in any subdirectory you create, e.g.

mcs\test_files\test.doc). A local path or network shared path also can be entered.
Content accessed from a local drive (or network shared path) needs to be entered in the
format c: /path/file (it will fail if you use back slashes, for example c:\path\£file). Also,
this drive needs to be accessible by those that have access to the link.
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Emergency Broadcast

These pages are used to create emergency broadcast templates that Portal Server users can
subsequently use to launch an emergency broadcast. An emergency broadcast is a schedule
that can be executed by Portal Server users with appropriate permissions. This schedule
broadcasts a live ot stored video to specified VBricks or STBs in case of an emergency. The
schedule is executed instantly, for a specified duration or indefinitely. When done (or manually
stopped) all preempted schedules automatically resume.

An emergency broadcast template pre-defines all parameters for the broadcast so that it can
be launched immediately; it pre-empts all other broadcasts. Very simply, you define the source
stream (live or stored) and the downstream targets (VBricks or STBs) and then save the
template for future use.

Note Live and stored broadcasts, in this context, refer to content that is being streamed
over your IP multicast-enabled network. This does not mean there is IP
broadcasting to your entire network.

v To add an Emergency Broadcast Template:

1. Go to Global Settings > Emergency Broadcast. This page shows a list of previously
defined templates (if any).

a Main - Microsoft Internet Explorer provided by ¥Brick Systems Y =] 5‘
J File Edit Wiew Favorites Tools  Help | #
| Qeack - -6 & 0| & Hnddress IT@http:p’,il?Z‘22‘2‘73fadm|nfMalandm\nMaln.asDx =] Hum »

| Google - | EllE -]

Use this page to manage the Emergency Broadcast Templates. Here you can:

|»

N

& Add Template

ey or you can select the Modify/Delete option Emergency Broadcast Templates
below, select an item from the list located to

Customize Streams the right and click the Submit button,

S

SEGEE  Maodify/Delete Template

Set Tap Boxas

Saript Devices

Emergency Broadoast

Mocity YOD Sortart. -

2. Select Add Template and click Submit to display the following window.
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a Main - Microsoft Internet Explorer provided by ¥Brick Systems ;IEIZI
J Fle Edit View Favorbes Tools  Help | l:'
] Qeack - ) - [* 2 (0 | Ee Hnddress |@ http:{i172,22,2,73 fadminMainj admintain. aspx j “Lwnks 2%

| Google- | =g -

MEDIA BISTRIBUTION SYSTEM

Schedule Live Broadcast

Betting Started.
I Templa

-Global Settings

Global Assignments.

This is the introduction Help for the Emergency

Eustom fields Schedule Type Template utility for the VBrick Media Control Sy,

Husianies St O Live Broadcast

T To Create a new template, click the Next > buttc
o

R ® Stored Broadcast
YEBricks

Set Tap Boxes
Recorders
Script Davices
Scripts

URLs

Emergency Broadcast

Modify ¥OD Content

~ K

3. Enter a Template Name, select a Schedule Type, and click Next. (Duplicate template
names are allowed but not recommended.)

Each Schedule Type subsequently has a different wizard depending on the selections
you make but basically, you select the source stream (which can be a live or stored
broadcast), the downstream targets (VBricks or STBs) to which it will be broadcast, and
configure any Advanced Settings (see note below) for the VBricks or STBs. When done
the template you created is available to authorized Portal Server users as an Emergency
Broadcast template. See the ETV Portal Server v3.1 User Guide for more information.

Note Advanced Settings are available to configure VBricks and STBs with exceptional
configuration parameters. It is unlikely you will ever need to change these settings.
In all cases you can safely ignore the Advanced Settings and use the defaults
provided by ETV Portal Server.

Template name Alphanumeric characters or spaces. No special characters.

Schedule Type Live Broadcast

* VBrick — Select a live stteam by VBrick Name. Then select the
destination VBricks or STBs.

* Program Name — Select a live stream by Program Name from all
available. Then select the destination STBs.

* Enter Manually — Select an MPEG source residing at a specified IP
address. Then select the destination STBs.
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Stored Broadcast

¢ VoD Name — Select an NXG server and a source video. Then
select the destination VBricks or STBs.

* VBrick Name — Select a VBrick (or VBStar) and a source video.
Then select the destination VBricks or STBs.

Configure Advanced Settings for VBricks and STBs as necessary. As noted, it is unlikely

you will ever need to change these settings. In all cases you can safely ignore these settings
and use the defaults provided by ETV Portal Server.

These settings generally set configuration options for source devices and destination
devices (VBricks and STBs) so that they are configured propetly (e.g. transmit/receive
enabled/disabled) at the beginning and end of an emergency broadcast. All required
devices must be present and enabled for a successful emergency broadcast. The settings
differ depending on the device (e.g. MPEG-2 or -MPEG-4) you select and will include
some or all of the fields shown in the table below.

a Main - Microsoft Internet Explorer provided by ¥Brick Systems - D|L|
J File Edit View Favorites Tools  Help | 1','

Getting Started
Modify ¥OD Content
Access Control

Diagnostics

Status

Users

User Broups

Resource Groups

Logout

JeBack LS EARRE) 7S | £ “Address I@ hitkpeff 172, 22,2, 73  adminMain/adminiain, aspx j

MEDIA BISTRIBUTION SYSTEM

» Advanced Settings

Host Mame: AndydualEne IP Address: 172.22.2.4

Schedule Start Options -

Program Name: [ | Template: | LAN
IDestinatinn 1 ‘I Destination Address (IP or Host Name): |239.22.152.22
Video Paort: |4446 Audio Port: | 4646 Closed Captioning

Transmmit - Video: |Enabled 'I Audio: |Enabled = Closed Captig

Schedule End Options -

Transmit - Video: IDisahIed -

Audin: IDisahIed -

e ———
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Schedule Start Enter values that describe the device state at schedule start.

Options .

Program Name — Program name selected above.

Template — MPEG-4 only. Screen varies for MPEG-1, 2, or 4.
Destination — Destination 1, Destination 2, RTSP Server.
Destination Address — Enter value.

Video Port — Enter value.

Audio Port — Enter value.

Closed Captioning Port — Enter value.

Video — Enabled, Disabled, As Configured.

Audio — Enabled, Disabled, As Configured.

Closed Captioning — Enabled, Disabled, As Configured.

Schedule End Enter values that describe the device state at schedule end.

Options .

Video — Enabled, Disabled, As Configured.
Audio — Enabled, Disabled, As Configured.
Closed Captioning — Enabled, Disabled, As Configured.

Click Next to page through each wizard.

Click Finish when done.

Verify the information and click Create Schedule when prompted (or use the Back
button to make changes). When finished, the template is added to the list of Emergency

Broadcast Templates available to ETV Portal Server users from the Portal Server
application. See the ET'V Portal Server v3.1 User Guide for more information.

a EmergencyBroadcast - Microsoft Internet Explorer provided by ¥Brick Systems =0 ﬂ
J File Edit View Favorites Tools  Help ‘ 3-‘1‘
J QBack 3~ €] A ;:‘! | £ “Address IEhttp:,i,i172‘22.2.73J‘Emargency8madcast‘asDx j

VBrick Systems

Template_1 VVBrick
Template_2 Program Name
Template_3 Manual

o —

Emergency Broadcast Templates

Maximum Emergency Broadcast Duration:
© No Limit (Stop Manually) @ m Minutes
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Modify VOD Content

(NXG Video on Demand Servers only.) Administrators and authorized users can modify and
delete content located on their video on-demand servers. Administrators can filter the
displayed assets by filtering on Keyword, Title, or All. Use the Purge button to remove the
artifacts of failed Delete operations. Also, a user with publishing permissions can delete
content by clicking the Info button and then Delete Video. To disable this user option, disable
the uset's content publishing permissions (see Allow Content Publishing on page 55).

Note

You cannot rename or otherwise manage VOD files stored on some legacy NXG

servers. This feature is supported on NXG2 servers and on all servers currently
being shipped with ETV Portal Server 3.1.

/3 Main - Microsoft Internet Explorer provided by ¥Brick Systems =1a] x|
J File Edit View Favaorites Tools  Help | l';'
| @eock ~ 0 - 4 @ 0| @ || addess [E] etpoyire. 22.2.73/sciminMaingacminMain. sspx |

YN

Getting Started

-Global Settings

Global Assignments

Custom Fields

Customize Streams

Servers

WEricks

Set Top Boxes

Recorders

Script Devices

Scripts

URL=s

Emergency Broadoast

Modify wOD Content

Access Control

All

EEP

Modify ¥OD Content

=

Filter Pattern: |

/1-CHN_Z.mpg
J1-FOX_NEWS. mpg
/1349 _frag188_removed

Refresh Furge |

=

Operation

ATCNNZ T2 07 151734 03.mpy
1_CNMNZ_D2_07_D5_17_39_17.rmpg
A_CNNZ_02_11_05_15_08_28.mpg
/1_CNMZ_02_15_05_11_12_07.mpg

A_CNNZ 0215 05_11_15_42.mpg

A_CNNZ_02_15 05_11_16_54.mpg
A_CNNZ_D3_17_05_11_08_25.rmpg
A_CNN2_03_17_05_11_29_14.mpg

Falders Filename
[/ =

Submit [ Delete |

To modify VoD Content:

Click on the content to be changed.

characters and cannot contain embedded spaces.

To delete a file, select the file and click Delete.

Access Control

Enter a new filename and/or path for that file. Note that the file must be alphanumeric

Under the Access Control section, administrators have the ability to enable Authentication
and Authorization which requires users to login and be authenticated. By default Enable
Authentication and Authorization is unchecked which allows everyone to access all content
and all functions (recording, publishing, etc.). When Access Control is enabled, Users, User
Groups, and Resource Groups are shown on the navigation bar. Access control determines
what functionality is available to each user. For example some users may have unlimited

36
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access, while others can only view certain live channels and may not have permission to
record live channels or add videos to the VoD server.

Access control also lets you specify which folders are used when individual users record live
broadcasts, add videos, or autoingest content. If you do not enable Authentication and
Authorization, all of these actions default to the root folder (which can quickly get cluttered).

a Main - Microsoft Internet Explorer provided by ¥Brick Systems - D|L|

J File Edit View Favorites Tools  Help | 1','
JeBack LS EARRE) .\J | £ “Address I@ hitkpeff 172, 22,2, 73  adminMain/adminiain, aspx j “L\nls =

| Google - | =Gl -

u % MEDIA DISTRIBUTION SYSTEM

This page defines the system's authentication and Authorization. et

¥ Enable Authentication and authorization

Getting Started
Glabal Settings

If "Enable authentication and Authorization" is selected the WBrick datahase and/or the
Modify ¥OD Content LD&P database must be selected. Detailed description is located in MCS manual,

o se Verick detabase
Access Contral
¥ Use LDAP database

Di=gnostics

If you plan on using an LDAP directory other than Microsoft’s Active Directory,

Status Note: WBrick strongly recommends using SSL to encrypt the communication between
"[the MCS server and the LDAP directory. Please consult your LDAP directory
Users vendor for instructions on how to configure SSL.
User Broups ||7 LDAP Server is Microsoft Active Directory
Resource Broups ||_ Use Integrated Windows Authentication (MCS Single Sign-on}
‘LDAP path: [coAp:s

Attribute for ‘
Usermames:
attribute for
Groups:

Logout

Note As soon as you check Enable Authentication and Authorization, users will be
prompted for User Names and Passwords. VBrick recommends configuring the
system prior to user access or during off hours when the network is idle.

Administrators have the option of using the onboard VBrick database for authentication,
using an LDAP database, or using both. "Brick supports major LDAP vendors but only
Microsoft Active Directory, Novell eDirectory, and Openl.DAP are fully tested and supported. 1f
authenticating against Microsoft's Active Directory, check the LDAP Server is Microsoft
Active Directory check box and enter the path to the LDAP server in the LDAP Path box. If
authenticating against a directory other than Microsoft Active Directory, do not check LDAP
Server is Microsoft Active Directory. LDAP (Lightweight Directory Access Protocol) is a
standardized method to access directories from multiple vendors. A complete discussion of
LDAP is beyond the scope of this document.

Enable Authentication and | Enable authentication and authorization which requires users
Authorization to login and be authenticated. If not checked, all users have
access to all functionality and content.

Use VBrick database Use the VBrick (non LDAP) database provided with ETV
Portal Server.
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Use LDAP database

Use an LDAP database. VBrick supports major LDAP
vendors but only Microsoft Active Directory and Novell
eDirectory are fully tested and supported.

LDAP Server is Microsoft
Active Directory

Check only if using Microsoft Active Directory.

Use Intengrated Windows

Use "single sign-on." This means that once you login to your

Authentication local network, you can open ETV Portal Server without re-
entering your login credentials. See below Using Single Sign-
On.

LDAP Patht Reguired by ETV Portal Server. Case sensitive. Must begin

with Lpap: // Points to a specific position in the LDAP tree
and also includes the machine IP address (or Domain name)
on which the server is running, For example use LDAP: //
myLDAPServer with Microsoft Active Directory; use LDAP: //
myLDAPServer:636 with Novell eDirectory. For more
information, see Installing the Root Certificate on page 40.

Attribute for Usernamest

Reguired by ETV Portal Server. Attribute to identify a user.
The following sample username attributes are widely used but
refer to a specific LDAP schema:

¢ Microsoft Active Directory: sAMAccountName

* Novell eDirectory: uid

Attribute for Groupst

Reguired by ETV Portal Server. Attribute to identify the
group to which a user belongs. The following sample group
attributes are widely used but refer to a particular LDAP
schema:

* Microsoft Active Directory: memberOf

* Novell eDirectory: groupMembership

User Base DN

Base distinguishing name (DN) of user nod and/or the Base
DN for the Master Username.

Username Prefix

Used in non-Active Directory environments where the user
name is prefixed with a specific string such as uid= or cn=.
The following sample prefixes are widely used but refer to a
specific LDAP schema:

®* uid=

® cn=

Master Username

Required for single-sign-on. User name that has admin
permission to browse the LDAP tree. Used to browse the
LDAP tree to get user groups.

Master Password

Required for single-sign-on. Password for Master Username.

T ETV Portal Server required field. All others are optional.
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Note The Softerra LDAP Browser 2.6 provides an Explorer-like LDAP client you can use
to browse the LDAP tree. It is available for Windows only and can be downloaded

free of charge from Softerra at http://wwwldapbrowser.com

Using Single Sign-On

If the LDAP server is Microsoft Active Directory, you can select Integrated Windows
Authentication to enable "single sign-on." This means that once you login to yout local
network with your assigned credentials, you can open ETV Portal Server without re-entering
your login credentials. ETV Portal Server uses your assigned credentials to authenticate and
authorize your defined permissions within the application. When configuring for Integrated
Windows Authentication, keep the following points in mind:

* Integrated Windows Authentication is only valid when using LDAP Authentication with
Microsoft Active Directory. ETV Portal Server enforces this as a business rule.

* Integrated Windows Authentication only works seamlessly with Microsoft Internet
Explorer browsers (Windows and Macintosh). When accessing ETV Portal Server, you
will get a popup login window o7/y if you have not previously logged in to the network.

*  When using Integrated Windows Authentication, all single-sign-on users must have an
Active Directory account and the Portal Server server must be part of the Windows
domain.

*  When using Integrated Windows Authentication, Microsoft Internet Explorer's default
behavior is that it will zo# prompt for an ID/password when the server is in the Local
Intranet Zone. (By default, Internet Explorer assumes a URL without a petiod (.). This
means http://yourserver/ is in the Local Intranet Zone while http://
yourserver.yourcompany .com (or http://199.88.7. 11)) is in the Internet Zone.

¥ To use single-sign-on (and avoid username/password prompts), you must do one of the
following:

*  Access the Portal Server server by the alphanumeric name (for example http://
yourserver/).
*  Access the Portal Server server by the IP address in which case you must also:

*  Add the Portal Server server to the Local Intranet Zone (Internet Options >
Security > Sites). This setting can be pushed company-wide by an administrator
using security policies.

*  Change Internet Exploret's default settings to allow Automatic Logon for non-
Intranet zones (Internet Options > Security Tab > Customize Level > User
Authentication).

Note If using an LDAP directory other than Microsoft's Active Directory, VBrick
strongly recommends using SSL to encrypt the communication between the Portal
Server server and the LDAP directory. Please consult your LDAP vendor
documentation for instructions on how to configure SSL.
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Using LDAP Servers with SSL

Installing the Root Certificate

If the LDAP server requires SSL for authentication, you will need to install the certificate

locally on the ETV Portal Server.

v To install the root certificate locally on the ETV Portal Server:

Open Internet Explorer.

2. In the address bar type https://LDAPSERVER: 636 where LDAPSERVER is the address of
the LDAP Server associated with Certificate Authority (See Resolving Other Security
Alerts on page 42) and 636 is the SSL port used to authenticate with the LDAP Server.

3. The Security Alert window should appear allowing you to install the Root Certificate

from your Local CA.

Note All three items in the Security Alert window below must be in compliance. The first
item can easily be installed using these instructions; for the middle item, the local
CA will need to create a new certificate if it is out of date; for the last item, the name
of the certificate will need to match the address entered in the address bar of your

browset.

Security Alert x|

Information you exchange with this site cannot be viewed ar
changed by athers. However, there is a problem with the site's
security certificate.

& The security certificate was issued by a company you have
tot chosen to trust. View the certificate to determing whether
you wank ko tust the cerlifping authority.

o The security certificate date is valid.

The security certificate has a valid name matching the name:
of the page you are tying to view,

Do you want to proceed?

Wiew Certificate

Click View Certificate.

A Certificate window will open, click on the Certificate Path tab.

In the Certificate Path choose the root certificate by selecting the Zop-most certificate. 1f

there is only one certificate, go to Step 8.
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Genarall Details  Certification Path I

[~ Certification path

@ ©Organizational CA
e edirldap . wh.loc

View Certificate

Certificate status:

IThis CA Root certificats is not trusted because it is not in the Trusted Root
(Certification Authorities store,

oK |

7. Click the View Certificate.
8. Choose the General tab. and click Install Certificate.
9. Click Next.

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept,

Wwindows can automatically select a certificate store, or you can specify a location For
¥ Automatically select the certificate store based on the type of certificate
1~ Place all certificates in the Following store

Certificate store:

Bravise. ..

< Back. I et = I Cancel |

10. Click Place all certificates in the folowing store.
11. Click Browse.

select Certificate Store 21x|

Select the certificate store you want to use,

{22 Personal a
=142 Trusted Rookt Certification Autharities

{1 Renistry
{1 Local Computer
[0+ Enterprise Trust

lri-f"l Trtermnadiate Certificatinn |rhnnrin|:_'ﬂ
4 »

v show physical stores

12. Check Show physical stores check box.

13. Click the plus sign (+) next to Trusted Root Certificate Authorities.
14. Select Local Computer and click OK.

15. Click Next and Finish when done.
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Cettificate Import Wizard x|

Completing the Certificate Tmport
Wizard

Wou have successfully completed the Certificate Import
wizard,

Wou have specified the Fallowing settings:

Certificate Stare Selected by User  Trusted Root Certific.
Contkerkt Certificate

[l | |

< Back I Finish I Cancel |

16. Click OK and back out to the Security Alert window. Click No on Security Alert window.

17. Click Go on the address bar in your browser. If any warnings are present, go to the next
section.

Resolving Other Security Alerts

If you are receiving any other Security Alerts you will need to identify the problem as either
"out of date" or The name on the security certificate is invalid. If the certificate has an
invalid name, follow the steps below to determine the valid name. If the certificate has an
"out of date" error, a new certificate must be created.

¥ To determine the valid certificate name:

Click View Certificate.

2. The General tab shows who the Certificate is issued to; the address shown is the address

that will need to be used in the browser address bar, as well as in the configuration of the
LDAP Server.

For example: if the information is edirldap.vb.loc then the address bar should read
https://edirldap.vb.loc:636 and the LDAP Path should read Loap://
edirldap.vb.loc:636 To find out if the address is accessible, ping the address given in a
command prompt. If the address is not accessible you must create or add a DNS entry to the
Host file on the local server or generate a new certificate with the correct information.

Diagnostics

This window displays information about Scheduler events only. It displays system log
messages by source and time and (generally) IP address. Use Clear All to empty the log.
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in - Microsoft Internet Explorer provided by ¥Brick Systems ;IEIEI
J File Edit View Favorites Tools  Help | ﬁ
J Qback » O~ [¥] A l{h | £ “Address I@http:,i,i172‘22.2.73J‘admim’Ma\n,mdminMain.aspx j
k. YN ERET.
_ Scheduler S/EQQTESAM The underlying connection was closed: Unable to connect
_ Scheduler gfggzggsAM The underlying connection was closed: Unable to connect
T
_ Scheduler S/EQZESSAM The underlying connection was closed: Unable to connect
Scheduler Sfiizggsﬂ\m The underlying connection was closed: Unable to connect
_ Scheduler gfjézggsp\m The underlying connection was closed: Unable to connect
_ Scheduler g@’fggim The underlying connection was closed: Unable to connect
=
_ Scheduler gfggzggi\m The underlying connection was closed: Unable to connect
Scheduler Sﬁ’fggsﬂm The underlying connection was closed: Unable to connect
Scheduler gfgizggi\m The underlying connection was closed: Unable to connect
_ Scheduler g'/?'fggspM CapturelD is not found
Clear All =

Status

This window shows the status of videos being added or recorded. Use Refresh and Purge as
necessaty. Use the tree controls on the left to expand (or contract) individual entries. Click the
Cancel icon & to the left of each to cancel a recording or ingestion in progress. This also
cancels the recording on the Live Broadcasts page.

<} Main - Microsoft Internet Explorer provided by ¥Brick Systems =1a] x|
J File Edit View Favaorites Tools  Help | #
| @eock ~ 0 - 4 @ 0| @ || addess [E] etpoyire. 22.2.73/scminMaingacminMain. sspx |

Etherne

MEDIA DISTRIBUTION SYSTEM

||r|gt-: - TSTETTTEST

= exfinetpub/ftproot/MCS/Record/1_FOX_NEWS_06_08_05_13_17_26.mpg (Record Stream)

RzeEd- localhost e

c:finetpubdftproot/MCE/Record1_FOX_NEWS_06_05_05_13_17_26.mpg Ret
Ingest - Waiting for
/StanA_FOX_WEWS_06_08_05_13_17_26.mpg ‘ r222 11828 ‘ Ingest

Status

<
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Help

This command launches the ETV Portal Server online help system in a new window. This
online help system provide fast full-text search and makes it easy to find the information you
need. To navigate in the help window, use the tree controls on the left to expand a topic and
the navigation buttons at the top to move to a different page. Go to About this Help > Using
this Help for information about how to Print pages and use the full text Search feature.

Fle Edit Wiew Favorites

a ¥Brick EtherneT¥ Help - Microsoft Internet Explorer provided by ¥Brick Systems

Tools

Help

QBack = ) ~ [x] 2] CI\J‘@

@ About this Help
@ WS User Guide
W MCS Admin Guide
@ Freface
@ Introduction
@ sdministration
@ sccess Contral
& Configuring for 350

@ MOS Release Nates
@ =T Admin Guide

@ 5TB Release Notes
@ =7E Quick Start

@ 1KG Quick Start

® Troubleshooting Guide
@ EtherneTV PDFs

|

Address I@ CAETYHelp3, 1. WETYHelphwwhelplvwhimpljs| htmlywwhelp, htm

@ Auto Content Ingestion

| ]l

VBrick Systems

DELIYERING & MANAGING VIDES OVER IF METWORKS @ Search | Library | N

HOME COMPANY PRODUCTS SOLUTIONS ALLIANCES RESELLERS

Welcome

This online help is best viewed with Internet Explorer 6.0 (or Firefox 1.0.4 on a Macintosh) ata
minimum screen resolution of 1024x763 using Mormal size (86 DRI fonts. (The pages may not display
of function properly with earlier versions or other browsers.) For best results, please take a few minutes
to upgrade your browser from the update pages at Microsoft or Mozilla,

Copyright @ 2005 VBrick, Inc. All rights reserved. Last updated: Movernber 2, 2005

EtherneTV Online Help

This online help system provildes access to all current Vbrick EtherneTV documentation. It has a
powetul search engine soyou can get answers to technical guestions in seconds; it also has the
complete documentation setin PDF farmat if you heed hard-copy. Our publications team is committed
tn nrowiding first-rata dacnrmentatinn and wnir faadhack is imnadant fa s mflm. find arrars ar

il

TT LT e

Logout

This command logs you out of the application and lets you log back in as a different user.
This may be necessary to gain access to certain functionality. For example, some users may
not be allowed to create thumbnails and you may want to login as a user who has the
permissions to do this.
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Chapter 3

Access Control

Overview

Adding the EtherneTV system to a network provides many benefits in the form of increasing
access to rich media. However, because of the sensitive nature of some video assets, many
customers want to limit access to different users or groups of users. VBrick's EtherneTV
Portal Server allows Administrators to setup the system in just this manner. The ETV Portal
Server makes it easy to provide different Users or User Groups access to different resources.
The ETV Portal Server Access Control system allows administrators to allow/deny access to
the portal server for Windows-based PCs, Macintoshes, and Set-Top Boxes:

*  Viewing of certain Live Channels

*  Viewing of stored content from specific VoD folders

*  Publishing content to specific VoD folders

*  Recording content to a specific VoD folder

*  Allow the viewing of content from only specific VoD servers on the network

*  The ability to place bandwidth restrictions for viewing content

*  The ability to limit certain users to only access Multicast or RTSP (unicast) content

*  The ability to group content tesources (Live Channels and/or VoD content) into
Resource Groups, which allows the setup and modification of the Access Control
functionality to take place much more easily.

The ETV Portal Server is permissive by default, meaning, authentication is not enabled and
access to the entire functionality of the server is allowed. However, to follow good security
practices, once the Access Control functionality is enabled on the Portal Server, all resources
are by default #oz available to any users. Administrators need to provide access to resources to
different users or user groups.

Topics in this chapter

Overview

STB Authentication

Usets

User Groups
Resource Groups

Definitions
The ability to provide different users different access to resources on a network is typically

referred to as access control, authentication and authorization, and/or access management.
VBrick refers to this functionality as Access Control. In order to fully understand the range of
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functionality of the ETV Portal Server Access Control system, it is beneficial to define some
of terms that will be used throughout the remainder of this document.

Authentication

Authentication is the process of identifying an individual, usually based on a username and
password. In security systems, authentication is distinct from authorization (see below), which is
the process of providing individuals access to resources based on their identity.
Authentication merely ensures that the individual is who he or she claims to be, but says
nothing about the access rights of the individual.

The ETV Portal Server Access Control system allows administrators to authenticate users
against the ETV Portal Server database or authenticate users against an LDAP directory.
More details on the different authentication databases are given below.

Authorization

Authorization is the process of granting or denying access to a network resource. Most
computer security systems are based on a two-step process. The first stage is authentication,
which ensures that a user is who he or she claims to be. The second stage is authorization,
which allows the uset access to various resources based on the uset's identity. In the ETV
Portal Server, all authorization is done directly on the ETV Portal Server, through the ETV
Portal Server database.

LDAP

LDAP stands for Lightweight Directory Access Protocol which is a set of protocols for
accessing information directories. The LDAP standard defines both a network protocol for
accessing information from the directory and an extensible structure for defining how the
information is organized in the directory. The advantage of using an LDAP directory is
centralized management of users. For example, a new user needs only to be entered once into
the LDAP directory and all future modifications to that user can be done in the same central
location. Different applications can authenticate and/or authorize users against the LDAP
directory.

There are numerous LDAP directory products on the market today, but the most popular are
Microsoft Active Directory, Novell eDirectory, Sun iPlanet, and OpenLDAP. I”'Brick supports
major LDAP vendors but only Microsoft Active Directory and Novell eDirectory are fully tested
and supported.

VBrick Database

The ETV Portal Server server ships by default with the MySQL database, which is a fully
ODBC-compliant database. (Open Database Connectivity is a standard database access
method.) For those environments that have not migrated to an LDAP directory-based user
management system, all of the authentication functionality can be done directly in the ETV
Portal Server database itself. Also, for those environments that are using LDAP directories for
Authentication, all of the Authorization functionality also takes place in the ETV Portal
Server database. Additionally, to reduce the chance of system lockout, all Administrative
Users are located in the ETV Portal Server database.

Resources and Resource Groups

In the ETV Portal Server, providing a user with Resources refers to providing them access to
a particular functionality of the EtherneTV system. These include the ability to view Live
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Channels, to view VoD content, to publish content to the VoD, and to record content or
schedule a recording. A unique feature of the ETV Portal Server software is the ability to
group Resources into Resource Groups. This allows the administrator to quickly and easily
assign several resources at once to specific Users or User Groups.

STB Authentication

There are two ways (STP IP address or user PIN) to authenticate and authorize Set-Top
Boxes in the ETV Portal Server. STB access control is slightly different from PC and
Macintosh-based authentication (which uses the commonly employed User Name and
Password mechanism). The two methods are outlined in the table below.

Method Description User Interaction Comment

User PIN If Access Control is When the user logs This implementation is appropriate
enabled, but the STB is not |into the system, they for environments where multiple
defined in the system, then | will be prompted for users with different privileges will be
Access Control works based | their PIN. The user accessing the same STB. An example
on a User PIN. This PIN is | simply enters the PIN | of this would be a shared classroom,
defined on a Per User (not | with the remote where multiple teachers are accessing
Per STB) basis, so that control or the wireless | the STB at different times.
Users need to be setup in keyboard, and can then
the system for this to work. |access the video.

STP IP The ETV Portal Server No user interaction is | This implementation is similar to a

Address or system determines the required. The user cable TV setup, e.g. if the cable plan

Host Name content that the STB can simply turns on the does not include CNN, then that

view based on its IP
Address or Host Name.

STB, and only the
content that the STB
user can view displays.

channel cannot be viewed. This
implementation is easiest for end
users because you do not have to
remember user names or PINSs. It is
appropriate for environments where
one or few people with the same
privileges access the same STB.

Authentication by PIN

When an end user accesses the ETV Portal Server via a STB, the Portal Server takes the

following steps to authorize users.

1.

It determines if there is Authentication/Authorization information associated with the
Host Name of the STB. If so, based on the STB Host Name, the ETV Portal Server will
present the STB with the information appropriate to its privileges. Note that the ETV
Portal Server uses the least restrictive settings when providing access to the system.

If there is no Authentication/Authorization information associated with the Host Name
of the STB, the user will be prompted for a PIN. A PIN is a user-based mechanism to log
onto the STB. When the user enters his ot her PIN, the ETV Portal Server authenticates
the user against the Portal Server database.

Once the user is authenticated, the ETV Portal Server will check the User Groups and/or
Resource Groups that the User is associated with and the privileges associated with those
groups.
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4. After checking the Groups privileges, the ETV Portal Server will check for any individual
user privileges above the group privileges.

5. The user will be presented with the information appropriate to their privileges. Note that
the ETV Portal Server uses the least restrictive settings when providing access to the
system.

If Authentication and Authorization is enabled, but the STB is not defined in the system, then
Access Management works based on a User PIN. This PIN is defined on a Per User (not Per
STB) basis, so Users need to be setup in the system for this to work. When the user accesses
the ETV Portal Server through the STB, they will be prompted for their PIN. The user simply
enters the PIN with the remote control or the wireless keyboard, and can then access the
video for which they have privilege. This implementation is appropriate for environments
where multiple users with different privileges will be accessing the same STB. An example of
this would be a shared classroom, where multiple teachers are accessing the STB at different
times.

Authentication by IP Address

The ETV Portal Server determines the content that the STB can view based on its IP
Address or Host Name. No user interaction is required. The user simply turns on the STB,
and only the content that the STB user can view displays. This implementation is similar to a
Cable Television setup — for example, if the plan does not include HBO, then that channel
cannot be viewed. This implementation is easiest from the end user perspective because end
users do not have to remember user names or PINs. This implementation is appropriate for
environments where multiple people can access the same STB.

The following steps provide best practices for properly configuring the Access Control
section of the ETV Portal Server.

1. Setup and Configure the EtherneTV System

The following products need to be setup and propetly configured prior to configuring Access
Control.

1. ETYV Portal Server — The ETV Portal Server needs to be properly setup and configured
on the network. The following items should be configured in the Portal Server interface:

— If there is a VoD server(s) in the system, the proper addresses for these servers need to
be entered into the Portal Server Administrative pages and connectivity to those servers
should be ensured.

— The folder structure on the VoD server should be defined (even if there is no content
in these folders) as folders are how the Access Control functionality provides access to
end users to view VoD content, publish content, and record content. When setting up the
folder structure, the Administrator should be thinking about how they plan to provide
access to different groups of users. For example, if a corporation wanted to provide
certain content to the Engineering group and certain content to the Marketing group,
then they would want to set up an Engineering folder and a Marketing folder on their
VoD server.

— If there are live streams on the network, then those streams should be provided a
channel number if the Administrator wants to provide access to live streams via channel
number.
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— If security is a concern, SSL should be turned on between clients and the ETV Portal
Server server. This allows User Names and Passwords to be encrypted between the client
and the server. See the section Configuring for SSI. on page 61 for instructions on how
to configure this.

2. VBrick — If there are VBricks in the network, they are auto-discovered but still need to
be added to the Portal Server database.

3. VoD Server — If there are VoD servers in the network, again they need to have
connectivity to the Portal Server and the folder structure needs to be configured.

4. Set-Top Boxes — If there are STBs to be deployed in the system, they should be
configured with a Host Name, and should be configured to point to the ETV Portal
Server.

Additionally, if an LDAP server is going to be used to authenticate users, then the
administrator should know the address of the server, the group structures on the LDAP
server, and the Context (if the server is not Microsoft's Active Ditectory).

Note In order to scan the Groups available in Microsoft's Active Directory, in Windows
Explorer, go to Tools > Folder Options. On the General tab, make sure that the
Show common tasks in folders is selected. Then go to Start > My Network Places
and select Network Tasks > Search Active Directory.

2. Choose an Authentication Method

Select one of the following methods:

ETV Portal Server The native ETV Portal Server user database provides local
User Database authentication for users and administrators.

LDAP Directory Enables the ETV Portal Server to authenticate against, and
Server retrieve user and group data from, an existing LDAP server.

Both methods can be used simultaneously. If LDAP authentication is enabled, the ETV
Portal Server will attempt to authenticate against the LDAP server first, and if this is
unsuccessful, will attempt to authenticate against the local ETV Portal Server User Database.

VBrick Database

If authentication is enabled, you must select a database (either VBrick or LDAP). The VBrick
(ETV Portal Server) user database contains uset, group, and resource information that
provides the Portal Server with information to allow it to provide the appropriate privileges
to users and Set-Top Boxes that are accessing the system. Administrators should authenticate
users with the native Portal Server user database if:

*  User authentication is required, but the organization does not have an LDAP server.

*  For STBs, the organization wishes to use User PINs. Since User PINs are not available in
the LDAP directory, the users need to be created in the ETV Portal Server database
(Note: only those users that need PINs to access STBs need to be created in the ETV
Portal Server database. PC or Mac users can still be authenticated against LDAP).
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LDAP Directory Server

An LDAP directory server contains User and Group information which the ETV Portal
Server can authenticate against to verify Uset's identities. The Portal Server then uses this
information to authorize users to access the system. Administrators should authenticate users
with an LDAP Directory server if:

*  The organization has an LDAP server that they actively manage to allow products to
authenticate.

*  The ETV Portal Server administrator can obtain the necessary configuration information
from the LDAP administrator to allow the authentication to occut.

Using LDAP reduces the amount of administrative time necessary to add and modify users
from the ETV Portal Server system. VBrick Systems encourages customers who have LDAP
directories implemented to use them for authentication with the ETV Portal Server.

3. Create User Groups on the Portal Server

Grouping users is common practice and makes administering access to the ETV Portal Server
less complicated than administering access by individual user. The ETV Portal Server allows
the administrator to create groups, specify group memberships for users, and set access
privileges for the group. A user can be a member of one group or multiple groups. Group
access privileges also can be set and modified on a per group basis.

If an LDAP directory is being used for Authentication, the same group information that is
available in the ditrectory can be used to Authorize end users to access the ETV Portal Server.
For example, if the organization has three User Groups in its LDAP directory—Marketing,
Engineering, and Sales—they can simply create these groups in the ETV Portal Server
system, and assign privileges to the groups.

4. Create Resource Groups on the Portal Server

In the Portal Server software, providing a user with Resources refers to providing them access
to a particular functionality of the EtherneTV system. These include the ability to:

e View Live Channels.

*  View VoD content.

e Publish content to the VoD.

*  Record content or schedule a recording.

*  Launch an emergency broadcast.

A unique feature of the Portal Server software is the ability to group Resources into Resource
Groups. This allows the administrator to quickly and easily assign several resources at once to
more than one User or User Groups. This also makes the ongoing management of this
content for these Users or User Groups much easier.

For example, if the organization has three User Groups — Marketing, Engineering, and Sales —
they might create four resource groups. These Resource Groups would be Full Access, which
are resources that everyone can see, and one Resource Group for each of the user groups.
Full Access would be assigned to all user groups, and the Marketing Resource Group would
be assigned to the Marketing User Group, the Engineering Resource Group to the
Engineering User Group, and the Sales Resource Group to the Sales User Group.
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Resource Groups provide the added bonus that they allow the Administrator to quickly
provide access to new content to Users and User Groups. For example, if the organization
originally had ten Live Channels on the network, and another Live Channel was added, the
Administrator would simply need to add that Channel to the appropriate Resource Groups
and the channel would be available.

5. Create Users on the ETV Portal Server

Creating users is an optional step that can be completed for the following reasons.

*  The organization needs to provide a single user with additional privileges above and
beyond what is available to his or her User Group or Resource Group.

*  The organization wants to authenticate STB users using a PIN.

*  Users can be assigned to multiple User Groups.

6. Assign Resources to Users or User Groups

The final step is to provide access to Resources to Users and/or User Groups. The
administrator can assign individual resources to Users or User Groups, or can assign
Resource Groups (if created) to Users or User Groups. Detailed information on the steps to
configure access control and provide access to resoutces to Users and/or User Groups is
provided in the following sections.

Users

There are several different ways to provide privileges to different User and User Groups with
the ETV Portal Server. The easiest way is to use the group structure of an existing LDAP
database. LDAP User Groups can be added to the ETV Portal Server system and assigned
permissions (see User Groups below). All of the users in this group will have the same
permissions. For ease of implementation, VBrick recommends configuring User Groups and
Resource Groups (see these sections below), prior to configuring users.

However, if further individual permissions need to be assigned, administrators can add them
as a user. Under the users section, administrators have the ability to add, modify and delete
users. Submit may be pressed at anytime during the process or can be done when everything
has been added/modified. Users will have the permissions of the group as well as the
additional permission that are assigned to them. The ETV Portal Server is additive in its
permissions, meaning that it takes all of the permissions that are provided to a particular user
and provides all of these to the user.

Users can be added by using the VBrick Database if LDAP authentication is not available or
desired. Finally, in order to assign user PINs to access Set-Top Boxes, a user assignment is
needed (see Set-Top Box Authentication section below). Note that STB PIN access is
dependent on the VBrick Database being enabled. See Access Control on page 36 for details.
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/Z Main - Microsoft Internet Explorer provided by ¥Brick Systems =101 x|
File  Edit ‘View Favorites Tools  Help | #
ek - L) - u @ ‘ ﬁ Favartes ‘ Address [&] Hepiifirz.22.2.87 sdminit 7| [ G0 | Google - | inks @ -
’ Etherne  °
JA WAEDIA BIETRIAUTION SYETEM
Getting Started i»  Add/Modify User Information
S i»  add/Modify User's Group Assignments
= — i»  Add/Modify User's Resource Group Assignments
Modify assats
- — e Add/Modify Live Channel Privileges
Siearsonito] i»  allow Access To Specific YOD Servers
. Dizgnastics i»  allow Access To Specific VOD Gontent
g i»  Allow Yiewing By Content Type
i»  Allow Content Publishing
C22iE i»  allow Gontent Recording
User Groups {»  Default Content Recording
Resource Groups i»  Allow ¥Brick Access
‘ i»  STB Access
i»  Schedule Privileges
i»  Emergency Broadcasting Privileges
Logout
Clear All | Revert Al
|&] one [ ] [ [ [ g nternet v
Submit Save changes and/or navigate to the next window.

Add New | Takes the administrator to the Add New User, User Group, or Resource
Group screen (depending on which section you are in)

Clear All | Clears any entries that have been entered in the individual sections.

Revert All |Returns all entries to the last state entered in the database. This selection is
important if a mistake is made during entry.

Cancel Cancels out of the page. Changes are not saved.
Clear Clear eliminates or de-selects any entries in the particular section.
Revert Returns the selection to the last state entered in the database. This selection is

important if a mistake is made during entry.

Once all selections have been made, you can press Submit in the bottom right hand corner of
the screen (or any of the other buttons shown above) to submit the information to the
database. User privileges include the following options:

Add/Modify User Information
Add/Modify User's Group Assignments

Add/Modify User's Resource Group Assignments
Add/Modify Live Channel Privileges
Allow Access to Specific VOD Servers

Allow Access to Specific VOD Content

Allow Viewing by Content Type
Allow Content Publishing
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Allow Content Recording

Default Content Recording

Allow VBrick Access

STB Access

Schedule Privileges

Emergency Broadcast Privileges

Add/Modify User Information

To add or modify users, select Users from the navigation bar on the left.

User

User — Use this option if the EtherneTV system will be accessed by a
PC or Mac user, or if Users will be authenticated to STBs via PIN
numbers. This access is not limited to a specific PC or STB.

Set Top Box — Use this option if the EtherneTV system will be
accessed via a STB attached to a television or other video display. If
Set-Top Box is selected, then the privilege to the system will be on a
per STB basis. The authentication will take place automatically, so no
end user interaction is required. When choosing STB, the STB's host
name or IP address must be entered, as well as an optional location/
description of the STB.

Username

To authenticate using an LDAP database, the user name must match
exactly what is in the LDAP database (the Portal Server is case
sensitive). A new user can also be assigned (if using the VBrick
database option) that does not exist in the LDAP database.

Password

For LDAP authentication a password is not needed (the user will use
their normal network login password). If using the VBrick database a
password must be entered (passwords are case sensitive).

STB Pin

Optional. A PIN number can be assigned to a user that allows them to
access their content from any STB, regardless of the STB's privilege
level. This works well when an STB is going to be a shared resource.
Note: STB PIN access is dependent on VBrick Database being
enabled.

First Name

Optional. User First Name.

Last Name

Optional. User Last Name.

E-mail address

Optional. User e-mail address.

Location

Optional. User location.

Assigning Privileges to Users

There are three ways to assign privileges to users:

*  Assign the User to a User Group that has privileges assigned to it.

*  Assign the User to a Resource Group that has privileges assigned to it.

*  Individually assign resources to the User.
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These methods all can be combined. For example, to provide a User with access to the
resources provided to a User Group but also provide them access to additional resources, the
administrator can a) Assign the User to that Resource Group and b) Individually assign the
additional resources to that user. Each of these methods is discussed below.

Add/Modify User's Group Assignments

Users can be assigned to specific User Groups, and they will inherit the privileges of that
group. If no User Groups appear, then none have been defined. Click User Groups in the
main navigation to the left to create User Groups.

Add/Modify User's Resource Group Assignments

Users can be assigned to specific Resource Groups, and they will inherit the privileges of that
Resource Group. If no Resource Groups appear, then none of been defined. Click Resource
Groups in the main navigation to the left to create Resource Groups.

Add/Modify Live Channel Privileges

A list of available live video streams will be displayed. A user can be provided access to all live
streams or specify individual streams.

Note For live streams that have channel assignments, both the Channel Number and the
Program Name will appear in the Channel list. If the Channel number is selected,
the ETV Portal Server will always provide access to the particular channel (for
example, Channel 1) even if the Program Name of that channel changes. If the
Program Name is selected, the ETV Portal Server will always provide access to the
Program Name (for example, CNN), even if the channel that it is associated with
changes (for example, from Channel 2 to Channel 4).

Allow Access to Specific VOD Servers

Choose from a list of available NXG On-Demand Server(s) to which a user can have access.
A user can have access to multiple servers. This feature is particularly useful when VoD
servers are located in different physical locations that are separated by low bandwidth links.
For example, if a company has offices and VoD servers in both New York and Chicago, and
these offices are separated by a T-1 link, then they would want to limit the users in the
Chicago office to the Chicago VoD server and those in New York to the New York VoD

SErvet.

Note When a user is provided access to particular NXG Video-on-Demand server(s), and
they are given the privilege to Publish or Record to a particular folder, when they
Publish or Record, the video will be Published or Recorded to each server that they
have access to. This is important for clustering purposes.
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Allow Access to Specific VOD Content

Choose from a list of folders to which a user can have access. A user can have access to
multiple folders on multiple servers. If the user has access to multiple VoD servers, and the
folder names are the same on both servers, only one folder name will show up in the list.

Allow Viewing by Content Type

The Administrator can limit the types of content that a user can view and/or limit the
bandwidth that specific users can view. Note that this setting does not apply to URLs that
were manually added by an administrator (see URLs on page 29).

Do Not Allow This will limit users that are on a non-multicast capable part of the
Multicast viewing network from trying to view multicast video.

Restrict Multicast to This will limit users to only viewing multicast streams that are a
Kbps certain size or smaller. This works well to maintain bandwidth

utilization over a particular WAN port.

Do Not Allow RTSP | This will limit users from viewing RTSP Unicast Streams from
viewing MPEG-4 Encoders and from accessing RTSP unicast streams
from a Video-on-Demand server MPEG-1, MPEG-2, or
MPEG-4). This works well to maintain bandwidth utilization over
a particular LAN or WAN port.

Restrict RSTP viewing | This will limit users to only viewing RTSP streams that are a
to Kbps certain size or smaller. This works well to maintain bandwidth
utilization over a particular LAN or WAN port.

Allow Content Publishing

Administrators can allow a user the ability to publish content to folder(s) on an NXG Video-
On-Demand Server. This function allows the user access to the Add Video page, where users
can add pre-recorded video content to a VOD. It also allows users to (1) create (and upload)
Thumbnails for video files in the folders to which they can publish, to (2) delete video
content from the VOD server, and (3) to add keyword and description data using the Modify
Info button. To prevent users from deleting content, be sure this option is disabled.

Note If users are provided access to more than one VoD server, when they publish
content, it will be published to each of the servers to which they have access. This is
important for clustering purposes.

Allow Content Recording

Used for scheduled recording. Administrators can allow a user the ability to schedule the
recording of live content to a specific folder(s) on an NXG Video-On-Demand Server. They
cannot record content to any other folder(s). You must select a folder here to enable Default
Content Recording below. If there is no schedule license, Allow Content Recording is not
shown as an option and Default Content Recording lets you select any folder. If you add a
schedule license later (using Start > Control Panel > Add or Remove Programs), Allow
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Content Recording will be shown as an option with all folders selected. You may want to
unselect specific folders in order to restrict recording privileges.

Default Content Recording

Used for on-demand recording. You must select a folder above for Allow Content Recording
before you can make a folder selection here. Administrators can allow a user the ability to
record live content to a specific default folder on an NXG Server by pressing the Record
push button below the Preview Window. For ease of use, the Administrator can only assign
one default folder where a particular user can record content. This allows one button
recording on the ETV Portal Server and is particularly important for Set-Top Box users, who
may not be able to enter a recording path with their IR remote control.

Allow VBrick Access

Administrators can allow a user the ability to access all VBricks or only specific VBricks when
scheduling events. When scheduling an event, users will see only those VBricks for which they
have been granted access.

STB Access

Administrators can allow a user the ability to access all STBs or only specific STBs when
scheduling events. When scheduling an event, users will see only those STBs for which they
have been granted access.

Schedule Privileges
Users may have full, partial, or no permission to schedule VBrick event. Users with full

privileges can modify all configuration parameters in a schedule. Users with partial privileges
cannot modify Advanced Settings.

Emergency Broadcast Privileges

Administrators can specify whether ot not a user can launch Emergency Broadcasts.

User Groups

56

Grouping users is common practice and makes administering access to the ETV Portal Server
less complicated than administering access by individual user. The ETV Portal Server server
allows the administrator to create User Groups, specify group memberships for users, and set
access privileges for the group. A user can be a member of one group or multiple groups.
Group access privileges also can be set and modified on a per group basis.

If an LDAP directory is being used for Authentication, the same group information that is
available in the directory can be used to Authorize end users to access the ETV Portal Server.
For example, if the organization has three User Groups in its LDAP directory—Marketing,
Engineering, and Sales—they can simply create these groups in the ETV Portal Server
system, and assign privileges to the groups.
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Add/Modify Group Information

If LDAP is being used for authentication, then the group name has to exactly match the
group name in the LDAP directory. If LDAP is not being used, Group Names can be entered
directly into the ETV Portal Server database. If Microsoft's Active Directory is used, to find
the available list of active groups in Windows XP, browse to My Network Places and click on
the left-hand menu Search Active Directory. A new window will open. Click Find now to see
all available groups. In Windows 2000, go to My Network Places > Entire Network >
Directory, the domain, and Users.

Note Windows XP needs to be configured to Show Common Tasks in Folders. To
configure this, in My Network Places, go to Tools > Folder Options. In the General
> Tasks section, select the radio button called Show common tasks in folders.

Add/Modify Group's User Assignments

Users can be assigned to specific User Groups, and they will inherit the privileges of that
group. If no Users appear, then none have been defined. However, if LDAP is being used for
Authentication, no users need to be defined. When a user Authenticates to the system, the
Authentication process will return the Uset's group information. The user will receive the
privileges that are provided to that group.

Add/Modify Group's Resource Assignments
Resource groups can be assigned to User Groups, and the User Group will inherit the

privileges of that Resource Group. If no Resource Groups appear, then none of been defined.
Click Resource Groups in the main navigation to the left to create Resource Groups.
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Note The remaining options for User Groups (beginning with Add/Modify Live Channel
Privileges) are the same as those described earlier for individual Users on page 51.
The only difference is that the descriptions will apply to groups of users rather than
to individual users.

Resource Groups

58

In the ETV Portal Server software, providing a user with Resources refers to providing them
access to a particular functionality of the EtherneTV system. These include the ability to view
Live Channels, to view VoD content, to publish content to the VoD, and to record content. A
unique feature of the ETV Portal Server software is the ability to group Resources into
Resource Groups. This allows the administrator to quickly and easily assign several resources
at once to more than one Users or User Groups. This also makes the ongoing management of
this content for these Users or User Groups much easier.

a Main - Microsoft Internet Explorer provided by ¥Brick Systems iy =] ﬂ
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i
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For example, if the organization has three User Groups—Marketing, Engineering, and
Sales—they might create four resource groups. These Resource Groups would be Full
Access, which are resources that everyone can see, and one Resource Group for each of the
user groups. Full Access would be assigned to each user group, and the Marketing Resource
Group would be assigned to the Marketing User Group, the Engineering Resource Group to
the Engineering User Group, and the Sales Resource Group to the Sales User Group.

Resource Groups provide the added bonus that they allow the Administrator to quickly
provide access to new content to Users and User Groups. For example, if the organization
originally had ten Live Channels on the network, and another Live Channel was added, the
Administrator would simply need to add that Channel to the appropriate Resource Groups
and the channel would be available.
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Add/Modify Resource Group Information

Add the Resource Group Name that is relevant for the Resource Group being created.

Add/Modify User's Resource Assignments

Users can be assigned to specific Resource Groups, and they will inherit the privileges of that
Resource Group. If no Users appear, then none have been defined. Click on the Users section
to add Users.

Add/Modify Group's Resource Assignments

User Groups can be assigned to Resource Groups, and the User Group will inherit the
privileges of that Resource Group. If no User Groups appear, then none have been defined.
Click User Groups in the main navigation to the left to create User Groups.

Note The remaining options for Resource Groups (beginning with Add/Modify Live
Channel Privileges) are the same as those described earlier for individual Users on
page 51. The only difference is that the descriptions will apply to resource groups
rather than to individual users.
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Chapter 4

Contiguring for SSL

Overview

Whenever there is concern regarding confidentiality and integrity of data being sent between
ETV Portal Server web server and external clients, the ETV Portal Server web server login
page and all administration pages should be configured with a digital X.509 certificate to
enable SSL encryption. Secure Sockets Layer (SSL) is a set of cryptographic technologies that
provides secure communications. SSL can be used between client browsers and ETV Portal
Server web server to create a secure communication channel. It should also be used between
the ETV Portal Server and any LDAP directory server that is not Microsoft's Active
Directory. Because the Portal Server software runs on a Windows 2000 or Windows 2003
server, the communication between the ETV Portal Server and Active Directory is
automatically secured using Microsoft's security scheme.

However, communications between the ETV Portal Server and other LDAP directories is not
automatically secured. Please refer to the LDAP server documentation for instructions on
how to setup SSL between the ETV Portal Server server and the LDAP directory server.

Vv To set-up SSL for client access to the ETV Portal Server web server:

Generate a Certificate Request
Submit a Certificate Request

Install the Certificate on the ETV Portal Server web server

o=

Configure Resources to Require SSL Access

Generate a Certificate Request

If your company does not have an X.509 certificate, or does not have one for the ETV Portal
Server web server, a new certificate request must first be created.

Vv To generate a certificate request:

1. From the ETV Portal Server web server Macintosh, start the Microsoft Internet
Information Service (I1IS) Manager.

Expand the server name and select the web site for which the certificate will be installed.
Right-click the web site, and then click Properties.
Click the Directory Security tab.

ARl

Click the Server Certificate button within Secure communications to launch the Web
Server Certificate Wizard.

Click Next on the welcome dialog box.
Click Create a New Certificate and then click Next.

If Create a New Certificate is unavailable, the certificate has probably been installed
already. If that is the case, skip the rest of steps, and go to the Configure Resources to
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10.

11.

12.

13.

14.

15.

Require SSL Access section. If it is desired to create a new certificate for ETV Portal
Server web server, click Remove the current certificate to remove the certificate first,
and then restart the procedure.

Click Prepare the request now, but send it later and then click Next.

Type a descriptive name for the certificate in the Name field, type a Bit length for the key
in the Bit length field, and then click Next.

Type an organization name (such as VBrick) in the Organization field and type an
organization unit (such as Sales Department) in the Organizational unit field, and click
Next.

This information will be placed in the certificate request, so make sure it is accurate. The
Certificate Authority will verify this information and will place it in the certificate. A user
browsing the ETV Portal Server web server will want to see this information in order to
decide if they should accept the certificate.

In the Common name field, type a common name, and then click Next. (Important: The
common name is one of the most significant pieces of information that ends up in the
certificate.)

Enter the appropriate information in the Country/Region, State/province, and City/
locality fields, and then click Next.

Enter a file name for the certificate request. The file contains information similar to the
following,

————— BEGIN NEW CERTIFICATE REQUEST -----
MIIDZJjCCAS......

This is a Base 64 encoded representation of the certificate request. The request contains
the information entered into the wizard and also your public key and information signed
with your private key.

Click Next. The wizard displays a summary of the information contained in the certificate
request.

Click Next and then click Finish to complete the request process.

Submit a Certificate Request

If a CA-signed Certificate from a trusted Certificate Authority (such as VeriSign or Thawte) is
going to be purchased, the certificate request can now sent to a CA for verification and

processing. After the certificate response is received from the CA, the installation process can
continue on the ETV Portal Server web server. Purchasing a CA-signed certificate adds to the
security of the system, but also adds costs. Non-CA signed certificates will cause a security
alert in the browser upon the first access to the server.

Install the Certificate

Sl SIENC R |

To install the certificate on the ETV Portal Server web servet:

Start Internet Information Setvices, if it's not already running.

Expand the server name and select the web site for which the certificate will be installed.
Right-click the web site, and then click Properties.

Click the Directory Security tab
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Click Server Certificate to launch the Web Server Certificate Wizard
Click Process the pending request and install the certificate and then click Next.

Enter the path and file name of the file that contains the response from the CA, and then
click Next.

8. Examine the certificate overview, click Next, and then click Finish.

A certificate is now installed on the ETV Portal Server web server.

Configure Resources for SSL

After installing the certificate on the ETV Portal Server web server, the ETV Portal Server
can now be configured to require SSL access.

v To configure ETV Portal Server for SSL access:

Start Internet Information Services, if it's not already running.
Right click on Default Web site. Select Properties.
Go to the Directory Security tab.

b=

Under Secure communications, click Edit.

If the Edit button is not available, the certificate may not have been installed correctly. Go
back to Install the Certificate on the ETV Portal Server web server section, and verify
that the certificate is installed.

Click Require secure channel (SSL) check box.
Client's browsing to file must now use HT'TPS protocol.
Click OK, and then click OK again to close the Properties dialog box.

S R

Alternatively, if only the Logon pages and the admin pages need to be secured, right-click
the following files, one at a time, and then click Properties.

Login.aspx (Select File Security rather than Directory Security)
Admin

9. Repeat Steps 3—6 for both files for all required ETV Portal Server resources configured.

10. Close Internet Information Services.
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Chapter 5

Auto Content Ingestion

Topics in this chapter

Overview

Removing Closed Captions

Overview

It is possible to FTP prerecorded content or copy prerecorded content to the ETV Portal
Server for easy ingestion to the NXG server. The ETV Portal Server periodically (every 5
minutes) polls certain folders for presence of content and if found ingests the content onto
multiple NXG servers. This process is called Awutomatic Content Ingestion or Auto-ingestion. The
content can come from a VBrick VBSTAR or a file recorded with StreamPlayer Plus.

The content should be placed in a pre-defined sub-folder (mes\autoingest) under the FTP
root folder. This pre-defined folder is called the auto-ingest root folder. For example, if the FTP
root is at c: \inetpub\ ftproot, the content could be placed anywhere under
c:\inetpub\ftproot\MCS\AutoIngest. In this example the auto-ingest root is
c:\inetpub\ftproot\MCS\AutoIngest.

& C:\Inetpub’ftprootiMCS =(alx|

File Edit ‘ew Favortes Tools Help ﬁ

saBack = = - | @Search L Folders @ | B0 x w5 | [EH~

Address I[:I C\Inetpub\ftproct\MCS j @GD
1 -1 Mame / | Size | Type | Madified |
I-D I [ ] Autalngest File Folder 71302004 10:05 AM
- [CJRecord File: Folder 7130{2004 10:07 AM
MCS

Note The default FTP path may be on a different drive, refer to the IIS default FTP
configuration to confirm.

Content that is placed under the auto-ingest root folder on the ETV Portal Server will be
ingested into the root video folder on the NXG server provided that it is configured using the
ETV Portal Server Administrator interface. If it is desired to place content on a subfolder in
the NXG server, that same folder would have to be created and configured using the ETV
Portal Server Administrator Interface as described below.

Go to Global Settings > Servers > Add-Modify On-Demand Folders. Here an existing or
new folder can be associated with select NXG Servers for auto-ingestion. The folders are
listed on the left with the path relative to auto-ingest root. The NXG servers are listed on the
right inside the Add-Modify Folders on Selected Servers box. Select the desired folder and
then select the target NXG servers to ingest content. Press Submit. The folder is now created
under the auto-ingest root folder and configured.
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Example: If under the root video folder on the NXG Server you had a folder (or want to
create a folder) called Training and you wanted trainingvideo.mpg to be placed there.

& C:“InetpubftprootMCS" AutoIngest =10 x|

File Edit Miew Favorites Tools Help |
< Back = = - | G search ) Folders @l g e = | EH-

Address I[:l i Inetpubtfproot MCS AutoIngest LI FGU

J_-' [ MName  + | Size I Tvpe | Modified |
ﬁ I—i [ sherri File Folder Fi30fz004 10:19 AM

e &3 Training File Folder 8/11/2004 11:42 AM
AutoIngest Q

FTP the file to the Portal Server into
<drive:>\inetpub\ftproot\mcs\autoingest\training)\

& C:\Inetpub’,ftprootMCS" AutoIngest' Training - | Ellll
File Edit View Favorites Tools  Help |

= Back ~ = - | @ search [ Folders ®| fg O3 ¢ = | EH-

Address I[:I ChInetpub’ftprooti MC S Autalngest! Training j @GD
— e — Mame | Size: | Type | Modified |
L@ I—i G}]trainingvideo.mpg 4,050 KE  Movie Clip /1112004 11:44 AM
s
Training by

The ETV Portal Server will then ingest the file automatically into the folder on the NXG
server(s) that this folder is associated with. The file trainingvideo.mpg would be displayed
on the ETV Portal Server user interface in the Training Folder.

VBrick Systems

- o

. Training

VBrick Systems

L .

E Folder Up

trainingvideo.mpg
6sec Key Words: trainingvideo.mpg

Removing Closed Captions

MPEG-4 files with closed captions cannot be added to the EtherneTV-NXG Video-on-
Demand server until the closed caption track is removed. The ETV Portal Server will display
an error message if you try to add such files. VBrick provides a utility to remove the closed

captions track from an MPEGH4 file if necessary. It is installed with ETV Portal Server in
c:\program files\vbrick\utils
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v To remove the closed captions track from MPEG-4 files:

Go to c:\program files\vbrick\utils and double-click ccTrackRemover . exe

2. Enter an MPEG-4 File Name and click Remove CC Track. Depending on the size of the
file it may take a few moments to complete.

3. When done, you can add or autoingest the video file as necessary.
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