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Federal Communication Commission Interference Statement
This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is

encouraged to try to correct the interference by one or more of the following measures:
1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.

3.Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution:

To assure continued compliance.(example-use only shielded interface cables when connecting to
computer or peripheral devices). Any changes or modifications not expressly approved by the party

responsible for compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the Following two
conditions: (1) This device may not cause harmful interference, and (2) this Device must accept any

interference received, including interference that may cause undesired operation.



Federal Communication Commission (FCC) Radiation Exposure
Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In
order to avoid the possibility of exceeding the FCC radio frequency exposure limits, human proximity

to the antenna shall not be less than 20 cm(8 inches) during normal operation.

R&TTE Compliance Statement
This equipment complies with all the requirements of DIRECTIVE 1999/5/CE OF THE EUROPEAN

PARLIAMENT AND THE COUNCIL OF 9 March 1999 on radio equipment and telecommunication

terminal Equipment and the mutual recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal

Equipment and Satellite Earth Station Equipment) As of April 8,2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However,
special attention must be paid to the dangers of electric shock and static electricity when working with
electrical equipment. All guidelines of this and of the computer manufacture must therefore be allowed

at all times to ensure the safe use of the equipment.

WEEE regulation

To avoid the potential effects on the environment and human health as a result of the
presence of hazardous substances in electrical and electronic equipment, end users of
electrical and electronic equipment should understand the meaning of the crossed-out
wheeled bin symbol. Do not dispose of WEEE as unsorted municipal waste and have to

collect such WEEE separately.
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Chapter 1 Introduction

Thank you for purchasing WRT-414. This manual guides you on how to install and properly use the

WRT-414 in order to take full advantage of its features.

1.1 Package Contents

Make sure that you have the following items:

® One WRT-414

® One AC Power Adapter

® One User's Manual CD

®  One Quick Installation Guide

® One External Dipole Antenna

Note: If any of the above items are missing, contact your supplier for support.

1. 2 Features

o Compliant with 802.11g / 802.11b standard

o Allow multiple users to share a single Internet connection

[ Internet Access via Cable or xXDSL modem

[ Access Private LAN Servers from the Public Network

o AP / AP Client / WDS / Bridge modes supported

o Equipped with four LAN ports (10/100M) and one WAN port (10/2100M), Auto-MDI/MDI-X supported

) Support DHCP Server for easy setup

o System status monitoring including Active DHCP Client, Security Log and Device/Connection
Status
Easy to use Web-based GUI for configuration and management purposes

° Remote Management allows configuration and upgrades from a remote site (over the Internet)

[ DHCP/PPPoE/PPTP/L2TP/Fixed IP allocation

) MAC/IP filter access control, URL blocking

o SPI firewall + DoS prevention protection

o Support UPnP function

o Supports 64/128-bit WEP, WPA-PSK, WPA, WPA2 Encryption to protect the wireless data

transmissions

1.4 Specification

Standard IEEE 802.119/802.11b Compliant
Signal Type DSSS (Direct Sequence Spread Spectrum)
Modulation OFDM/ QPSK /BPSK / CCK




WAN Port 1 x 10/100Base-TX, Auto-MDI/MDI-X
LAN Port 4 x 10/100Base-TX, Auto-MDI/MDI-X
Antenna Dipole Antenna * 1

Data Encryption

64 bit / 128 bit WEP, WPA-PSK, WPA, WPA2

Frequency

2.4GHz - 2.484GHz

Sensitivity

11g @ PER < 10%
54Mbps: -71.46 dBm
48Mbps: -73.1 dBm
36Mbps: -75 dBm
24Mbps: -77 dBm
18Mbps: -79.1 dBm
12Mbps: -81.1 dBm
9Mbps: -83.5 dBm
6Mbps: -85.52 dBm

11b @ PER < 8%
11Mbps: -82 dBm
5.5Mbps: -85.7dBm

2Mbps: -87 dBm
1Mbps: -91.5 dBm

Data Rate

Up to 54Mbps (with automatic scale back)

LED Indicators

PWR, WLAN
LAN: LNK/ACT * 4, 10/100Mbps * 4
WAN: LNK/ACT * 1, 10/100Mbps * 1

Power Requirement

12v DC, 1A

Power Consumption

TX power consumption: <650mA
RX power consumption <350mA

Temperature Operating :0 ~ 55 degree C
Storage: -20 ~ 70 degree C
Humidity Operating: 0 ~ 90%
Storage: 0 ~ 95% Non-Condensing
Dimensions 190 x 98 x 35 mm

Output Power

18dBm




Chapter 2 Hardware Installation

Before you proceed with the installation, it is necessary that you have enough information about the

WRT-414.

2.1 Hardware Connection

: L] ©

RESET WAN

1. Locate an optimum location for the WRT-414. The best place for your WRT-414 is usually at
the center of your wireless network, with line of sight to all of your mobile stations.

2. Adjust the antennas of WRT-414. Try to adjust them to a position that can best cover your
wireless network. The antenna’s position will enhance the receiving sensitivity.

3. Connect RJ-45 cable to WRT-414 LAN port. Connect one of the LAN ports on WRT-414 to your
LAN switch/hub or a computer with a RJ-45 cable.

4. Connect RJ-45 cable to WRT-414 WAN port. Connect xDSL/Cable Modem to the WAN port on
WRT-414. Usually, this cable would be provided with your modem. If no cable was supplied with
your modem, please use a RJ-45 Ethernet cable

5. Plug in power adapter and connect to power source. After power on, WRT-414 will start to

operate.

Note: ONLY use the power adapter supplied with the WRT-414. Otherwise, the product may be
damaged.
If you want to reset WRT-414 to default settings, press and hold the Reset button over 5
seconds and release. And then wait for WRT-414 restart.

Reset Button This button has two functions:

To Reboot machine without Clearing Existing Configurations:

Press the reset button with a pencil tip (for less than 5 seconds),

machine will re-boot itself, the existing configurations will be kept.

To Clear All Data and restore the factory default values:
Press the reset button for longer than 5 seconds and the router will
reset itself to the factory default settings (warning: your original

configurations will be replaced with the factory default settings)




2.2 LED Indicators

O w 54Mbps Wireless Broadband Router e e —
LNEACT
WRT-414 YR WLAN 1T a4
LED Color STATE MEANING
On Device power on
PWR Green Off Device power off
Blinking During boot up procedure.
. Transmitting or receiving data through the
Blinking )
WLAN Orange Wireless LAN
Off Wireless LAN is no function
On WAN port is connected at 100Mbps
10/100M Green
Off WAN port is connected at 10Mbps
WAN
On Link is established
LNK/ACT | Green
Blinking Packets are transmitting or receiving
On LAN is connected to 100Mbps device
10/100M Green
Off LAN is connected to 10Mbps device
LAN On Link is established
LNK/ACT | Green Blinking Packets are transmitting or receiving
Off LAN port is not connected




Chapter 3 Web Login

Web configuration provides a user-friendly graphical user interface (web pages) to manage your
WRT-414. A WRT-414 with an assigned IP address will allows you to monitor and configure via web
browser (e.g., MS Internet Explorer or Netscape).

1. Open your web browser.

2. Enter the IP address of your WRT-414 in the address field (default IP address is http://192.168.0.1).
3. A User Name and Password dialog box will appear. Please enter your User Name and Password

here. Default User Name and Password are both “admin”. Click OK.

Enter Network Password el |

Flease type your user name and password.
Site: 192168.01

Fiealm Default: admindadmin

Uzer Name I

Password I

[~ Save this password in your password list

ar. I Canicel

4. Then you will see the WRT-414 main page as below.

internet Broadband Router

Quick Setup Wizard
Thit Chaschk Sotup Wizard providos anly the necossany confgurations 10
comnect your Beosdband router o your Intemil Serace Prowider (2P
through an extemal cable or & DSL modem

General Setup

The Broadhand router supports advanced functions Bos Virtual Sever,
Agcers Conbrol, Backer Altack Detection and DMI W highly
recommiend you keep the defaull sellmgs

Status Information

The Broadhand router's status infomnation peovides the following
infarmation aboat your Broadhand router Hardwart/Fimmwans wirsion,
Senal Mumber, and M3 curnerd operaling stalus

Tools

Beosadbiand rouber Tools - Tooks include Configueation tools, Fimmean
upgrade and Resel. Conhguralion lools alow you 1o Backup, Restore, or
Restone 1o Factory Defsuli setting for your Brosdband router. The
Fimwant upgeads taol allows you 10 upgrade your Braadband rauar's
firmreciee, The REZET 100l allows you o resl your Bxgadbard router

The left panel provides four options, Quick Setup, General Setup, Status Information and Tools.

Section Description

Quick Setup Select your Internet connection type and then input the configurations needed



http://192.168.0.1/

to connect to your Internet Service Provider (ISP).

General Setup This section contains configurations for the Broadband router’s advance
functions such as: Port Forwarding, Virtual Server, Access Control, Hacker
Attack Prevention, DMZ, Special applications and other functions to meet your

LAN requirements. You can also configure the wireless detail settings here.

Status Information This option provides you the system information, Internet Connection, Device

Status, Security Log and DHCP client Log information.

Tools This option contains Configuration tools, Firmware Upgrade and Reset

functions.




Chapter 4 Quick Setup

This section describes the basic configuration of the WRT-414 and allows you to connect to Internet

easily.
4.1 Time Zone

The time information is used for Log entries and Firewall settings. You can keep the default Time

Server address or set a new IP address for your router to synchronize its time. Click “Next” to continue.

() PLANET

E— internet Broadband Router

1.Time Zone

o 1. Time fone Sat the time zene of the Breadband router. Thie infoemation e ueed for log entnes and feewall setlinge

& 2. Broadband Type
® 1. IP Address Infa

I -
Time Server Address : | (el kit PRI

~ . B [ Enable Function
R s

Mext
Parameter Description
Set Time Zone Select the time zone of the country you are currently in. The router will
set its time based on your selection.
Time Server Address Remain it as default or, you can manually assign an IP address of the

Time Server. The information of Timer Server can be found in the

following URL link: http://www.eecis.udel.edu/~mills/ntp/servers.html or

http://www.ntp.org.

Enable Daylight Savings The router can also take Daylight savings into account. To enable this
function, checki/tick the “Enable Function” box and select the which days

this function will work .

Click “Next” button to proceed to the next step.



4.2 Broadband Type

Before establishing the Internet connection, please be sure to check with your ISP, and obtain all

necessary information from them.

o 1. Time fone
+ 2. Broadbhand Type
® 1. P Address Info

internet Broadband Router

2. Broadband Type
Specdy 1he WAN connecton Lype regured by your Intemel Serace Provwdes, Specify o Cable modem, Fingd-IP xD3L,
PPFoE x05L or PPTF :DSL conneclion

O Cable Modem

A connaction theaugh a cable modem mauens minimal corfigueation. When pou $81 up an acoount with your Cable provider,
the Cable promder and your Brosdband muter will astomalically establieh & conmechon, S0 you probably do nol need b
enter anything more

O FheedIP xDSL

Som ¥DEL Inbemat Serice Prowidors may assign a Fived 12 Address for pour Broadband router, B you hive haen provmded
wilh e informalien, choose (hes oplion @nd enler Lhe sssigned 1P Address, Subnel Mask, Galeway I[P Address and ONS
IP Address for your Broadband router

O PPPoE xDSL
¥ you conrect 10 the Intéenet using an xDESL Modemn and your ISP has prowdied you with a Pasiwond and a Semce Name,
then your 5P uees FPPOE 1o establieh 3 comnecison. You muel choose thie oplion snd enter the required infarmation

O PPTP xDSL

¥ you conmect 10 the Intémat using an xDEL Mades and your ISP has provided you with a Passwaord, Lacal IP Addmss,
Hernole IP Addeess and a Conrection 10, then your ESF uses PPTF o establsh a conneclion. You must choose this oplean
and enter the requeed miomation

O L2TP xDSL

Layer Twd Tunnéding Protacal is & common connaction mathod usad in aDSL connections

+ Telstra Big Pond
¥ your Intemsf semce & provided by Teleirs Esg Pond in Australia, you will reed o enler your mdsrmation balow, Thie
infarmation is peowidad by Taistea BigPond

)

Broadband Description

Cable Modem ISP will automatically give you an IP address. Please refer to section
4.2.1 for details.

Fixed-IP xDSL ISP has given you a fixed IP address already. Please refer to section
4.2.2 for details.

PPPoE xDSL ISP requires you to use a Point-to-Point Protocol over Ethernet (PPPOE)
connection. Please refer to section 4.2.3 for details.

PPTP xDSL ISP requires you to use a Point-to-Point Tunneling Protocol (PPTP)
connection. Please refer to section 4.2.4 for details.

L2TP XDSL This is not widely used. You need to know the PPTP Server address as

well as your name and password. Please refer to section 4.2.5 for

details.

Telstra Big Pond

This option is for Australia only. Please refer to section 4.2.6 for details.




42.1 Cable Modem

With Cable Modem connection, the ISP will automatically give you an IP address. Some ISP may also

require you to fill in additional information such as Host Name and MAC address (see screen below).

Note: The Host Name and MAC address section is optional and you can skip this section if your ISP

does not require these settings for you to connect to the Internet.

.:jj) PLANET T

bt el Internet Broadband Router

3IP Address Info 3

1. Time fone

Cable Modem

Hosd Hame :
MAC Address : [O0000000000

Clone Mac Address |

+ I Broadband Type
< 1 IP fAddress Info

e

Parameters Description

Host Name Type in the host name provided by your ISP if any; otherwise, just leave it blank.

MAC Address To connect to Internet, your ISP will require a MAC address from your PC. Type in this
MAC address in this section or use the “Clone MAC Address” button to replace the

WAN port MAC address with the your PC’s. To find out the PC's MAC address, see

Appendix A. (also see Glossary for an explanation on MAC address).

When the configuration finished, click “OK” to next step or click “Back” to previous step. After press
“OK”, you will see a web screen to prompt you the configurations save successfully. Please refer to

section 4.2.7 for the information of this screen.



4.2.2 Fixed-IP xDSL

Select Fixed-IP xDSL if your ISP has given you a specified IP address. Your ISP should provide all the

information required in this section.

() PLANET e T——T—

—t internet Broadband Router

3. P Address Info ¢

& 1. Time Fone

Fixed-IP xDSL
Enber the IP Addross, Subnet Mask, Galoway IP Address and DNS 1P Addrass petwidad 10 you by your 159 in the
o d. I Address Info appropnate felds

« 2. Droadband Typa

1P addvess assigmed by your Service Provider I
Subnel Mask : I
Senvice Provider Gatoway Addrnss I

(Back ) (oK )

Parameters Description

IP address assigned by your The IP address that your ISP should provide you.

Service Provider

Subnet Mask Enter the Subnet Mask provided by your ISP (e.g. 255.255.255.0).
DNS Address The IP address of ISP’s DNS (Domain Name Service) Server.
Service Provider Gateway The ISP’s IP address gateway.

Address

Please consult your local ISP about the information above.
When the configuration finished please click “OK” to next step or click “Back” to previous step. After
press “OK”, you will see a web screen to prompt you the configurations save successfully. Please refer

to section 4.2.7 for the information of this screen.

-10 -



4.2.3 PPPoE xDSL

Select PPPoE if your ISP requires the PPPoE protocol for Internet connectivity. Your ISP should

provide all the information like user name, password required in this section.

() PLANET

L

o 1. Time Zone
« 2. Broadband Type
& 1L IP Address Info

ias | T
internet Broadband Router

3.IP Address Info 2

PPPOE

Ertir 1 Ligor Name and Paseword requined by your ISP in the appropriate fields, T your ISP has provided you
with & “Serace Mame™ anier i inthe Senvice Mame field, olthersee, beave it blank

Use PPPoE Authentication
tzar Name @

Password: [
Servico Name: [
MTu: [1382 Er2esmTU Viheds1492)
Connection Type : [Cormnuowe =) et | |
e Time: [0 (11000 minutes)

( Back 3 ( OK )

Parameters Description
User Name Enter the User Name provided by your ISP for the PPPOE connection.
Password Enter the Password provided by your ISP for the PPPoOE connection.

Service Name

This is an optional parameter. Leave it blank unless your ISP requires it.

MTU

This is an optional parameter. You can specify the maximum size of transmission
packet to the Internet. The range of the MTU will be from 512 to 1492. You can also

consult you ISP for the optimal MTU as well. Default: 1392.

Connection Type

If you select “Continuous”, the router will always connect to the ISP. If the WAN line
breaks down and links again, the router will auto-reconnect to the ISP.

If you select “Connect On Demand”, the router will auto-connect to the ISP when a
client in LAN want to use the Internet and keep connected until the WAN idle
timeout. The router will close the WAN connection if the time period that no one is
using the Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only when you click “Connect”
manually from the Web user interface. The WAN connection will not disconnected
due to the idle timeout. If the WAN line breaks down and latter links again, the router

will not auto-connect to the ISP. Default: Continuous.

Idle Time

You can specify an idle time threshold (minutes) for the WAN port. This means if no

-11-




packets have been sent (no one using the Internet) during this specified period, the
router will automatically disconnect the connection from your ISP.

Note: This “idle timeout” function may not work due to abnormal activities of some
network application software, computer virus or hacker attacks from the Internet. For
example, some software sends network packets to the Internet in the background,
even when you are not using the Internet. So please turn off your computer when
you are not using it. This function also may not work with some ISP. So please make
sure this function can work properly, especially when your ISP charges you by time

used.

When the configuration finished, click “OK” to next step or click “Back” to previous step. After press
“OK”, you will see a web screen to prompt you the configurations save successfully. Please refer to

section 4.2.7 for the information of this screen.

4.2.4 PPTP xDSL

Select PPTP if your ISP requires the PPTP protocol to connect to the Internet. Your ISP should provide

all the information required in this section.

ME | Gipns
internet Broadband Router

3. IP Address Info 4

< 1. Tima fonn FRTP

Puoiré-10-Pgint Tunnefing Protecal is a common conrection method wsed in sDEL connections

o & Broadbamd Type

< 3. P Baldvess Info

= WAH Imerface Sellings
& Dltain an 1P address avinmasically @

™ Ut the Bollowing I address @
Tr—

= PEPTP Sedings

[ mi2ehTy valup==1432)
I™ Enable (fos BEZEC netwonk in ISRAEL use snly)
e o | R T

(B )y ()

-12 -




Parameter

Description

Obtain an IP address

Select it if the ISP requires you to obtain an IP address by DHCP automatically.

Host Name

Type in the host name provided by your ISP if any; otherwise, just leave it blank.

MAC Address

To connect to the Internet, your ISP will require a MAC address from your PC.
Type in this MAC address in this section or use the “Clone MAC Address”
button to replace the WAN port MAC address with the MAC address of that PC.
To find out the PC’'s MAC address, see Appendix A. (also see Glossary for an

explanation on MAC address).

Use the following IP

address

Select it if the ISP provides you a static IP to connect to the PPTP server.

IP Address

This is the IP address that your ISP has given you to establish a PPTP

connection.

Subnet Mask

Enter the Subnet Mask provided by your ISP (e.g. 255.255.255.0)

Gateway Enter the IP address of the ISP’s Gateway.

User ID Enter the User Name provided by your ISP for the PPTP connection.
Sometimes called a Connection ID.

Password Enter the Password provided by your ISP for the PPTP connection

PPTP Gateway

If your LAN has a PPTP gateway, enter that PPTP gateway’s IP address here. If

you do not have a PPTP gateway, enter the ISP’s Gateway IP address above.

Connection ID

This is the ID given by ISP. This is an optional parameter.

MTU

This is an optional parameter. You can specify the maximum size of
transmission packet to the Internet. The range of the MTU will be from 512 to

1492. You can also consult you ISP for the optimal MTU as well. Default: 1392

BEZEQ-ISRAEL

Select this item if you are using the service provided by BEZEQ in Israel.

Connection Type

If you select “Continuous”, the router will always connect to the ISP. If the WAN
line breaks down and links again, the router shall auto- reconnect to the ISP.

If you select “Connect On Demand”, the router will auto-connect to the ISP
when a client in LAN wants to use the Internet and keep connected until the
WAN idle timeout. The router will close the WAN connection if the time period
that no one is using the Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only when you click
“Connect” manually from the Web user interface. The WAN connection will not
disconnected due to the idle timeout. If the WAN line breaks down and latter

links again, the router will not auto-connect to the ISP. Default: Continuous.

Idle Time

You can specify an idle time threshold (minutes) for the WAN port. This means
if no packets have been sent (no one using the Internet) throughout this
specified period, the router will automatically disconnect to with your ISP.

Note: This “idle timeout” function may not work due to abnormal activities of
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some network application software, computer virus or hacker attacks from the
Internet. For example, some software sends network packets to the Internet in
the background, even when you are not using the Internet. So please turn off

your computer when you are not using it. This function also may not work with

some ISP. So please make sure this function can work properly, especially

when your ISP charges you by time used.

When the configuration finished please click “OK” to next step or click “Back” to previous step. After

press “OK”, you will see a web screen to prompt you the configurations save successfully. Please refer

to section 4.2.7 for the information of this screen.

4.2.5 L2TP xDSL

Select L2TP if your ISP requires the L2TP protocol to connect to the Internet. Your ISP should provide

all the information required in this section.

Internet Broadband Router

3. IP Address Info 4

LITP

Laryér Twesd Tusaaling Prodocal i & Conmen conndction methad uied in WDSL conraclinng 4

& WAN Interface Sotings
 Obdaln am IF sddress ssomatically ©

T

[t Tim 0w (11000 minstes)
CEay &)

Parameter

Description

Obtain an IP address

Select it if the ISP requires you to obtain an IP address by DHCP automatically.

Host Name If your ISP requires a Host Name, type in the host nhame provided by your ISP;
otherwise, just leave it blank.
MAC Address To connect to the Internet, your ISP will require a MAC address from your PC.

Type in this MAC address in this section or use the “Clone MAC Address”
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button to replace the WAN port MAC address with the MAC address of that PC.
To find out the PC’s MAC address, see Appendix A. (also see Glossary for an

explanation on MAC address.

Use the following IP

address

Select it if the ISP provides you a static IP to connect to the L2TP server.

IP Address

This is the IP address that your ISP has given you to establish a L2TP

connection.

Subnet Mask

Enter the Subnet Mask provided by your ISP (e.g. 255.255.255.0)

Gateway Enter the IP address of the ISP’s Gateway.

User ID Enter the User Name provided by your ISP for the L2TP connection.
Sometimes called a Connection ID.

Password Enter the Password provided by your ISP for the L2TP connection

L2TP Gateway

If your LAN has a L2TP gateway, enter that L2TP gateway’s IP address here. If

you do not have a L2TP gateway, enter the ISP’s Gateway IP address above.

MTU

This is an optional parameter. You can specify the maximum size of
transmission packet to the Internet. The range of the MTU will be from 1492 to

512. You can also consult you ISP for the optimal MTU as well. Default: 1392

Connection Type

If you select “Continuous”, the router will always connect to the ISP. If the WAN
line breaks down and links again, the router shall auto- reconnect to the ISP.

If you select “Connect On Demand”, the router will auto-connect to the ISP
when someone want to use the Internet and keep connected until the WAN idle
timeout. The router will close the WAN connection if the time period that no one
is using the Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only when you click
“Connect” manually from the Web user interface. The WAN connection will not
disconnected due to the idle timeout. If the WAN line breaks down and latter

links again, the router will not auto-connect to the ISP. Default: Continuous.

Idle Time

You can specify an idle time threshold (minutes) for the WAN port. This means
if no packets have been sent (no one using the Internet) throughout this
specified period, then the router will automatically disconnect the connection
with your ISP.

Note: This “idle timeout” function may not work due to abnormal activities of
some network application software, computer virus or hacker attacks from the
Internet. For example, some software sends network packets to the Internet in
the background, even when you are not using the Internet. So please turn off
your computer when you are not using it. This function also may not work with
some ISP. So please make sure this function can work properly, especially

when your ISP charges you by time used.
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When the configuration finished please click “OK” to next step or click “Back” to previous step. After
press “OK”, you will see a web screen to prompt you the configurations save successfully. Please refer

to section 4.2.7 for the information of this screen.

4.2.6  TelstraBig Pond

Select Telstra Big Pond if you are live in Australia and your ISP requires this protocol to connect to the

Internet. Your ISP should provide all the information required in this section.

D

Internet Broadband Rouler

3. IP Address Info 9§

« 1. Time Fane ~ .

S, Telstra Big Pond [Australia Only)
<Ll . i If wour Irdamiol Sardcs is priwided by Talstes Big Pond in Australia, you will nead 10 anber your infomation bélow,
o & IF Address Info Thug inforenateee i3 provded by Terstra BigPond

T
| —

I User decide login arear manually

Login Sarear

CEa ) (oK)

Parameters Description
User Name Enter the User Name provided by your ISP for the connection.
Password Enter the Password provided by your ISP for the connection.

User Decide login |If you ISP has provide the login server IP address to you, please check this box and

server manually enter the Login Server IP address below.

Login Server Please enter the Login Server IP address here.

When the configuration finished please click “OK” to next step or click “Back” to previous step. After press
“OK”, you will see a web screen to prompt you the configurations save successfully. Please refer to

section 4.2.7 for the information of this screen.

4.2.7  Save Settings Successfully

When you press “OK” in above configuration, the settings will be saved and the screen appears as below.
Before WRT-414 restart, the settings are saved, but not function yet. You can also click “Continue” to
configure other settings, this web page will appear when you save the settings in each configuration

screen. Press “Apply” to restart the WRT-414 for the change to take effect immediately.
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internet Broadband Router

Save satting successfully!

o 1. Tima Tona You mray pregs CONTIMUE bulton 1o conlinue conhigunng olber setlings o press AFELY bulbon (o reglan 1he
< 2. Broadband Type system for changee to take affect

o L IP Address Info

[ Centinue Y ([ Apply )
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Chapter 5 General Setup

After click on the “General Setup” button at the main Page, you should see the screen below.

internet Broadband Router

General Setup

The Brosdband rouler suppors advanced furclions bice Yidual Serer, Access Conlrol, Hacker Altack
Diatection and DT
Wi highly recommend you keep 1he defaull Sulmgs

& MAT
® Firewall

The General Setup contain advanced features that allow you to configure the router to meet the
network’s needs such as: Wireless, Port Forwarding, Virtual Server, Access Control, URL Blocking,

Special Applications, DMZ and other functions.

51 System

This section shows how to setup the Broadband router’s system Time Zone, Password and Remote

Management Administrator.
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Internet Broadband Router

System Settings

This page includes the basic confiquration tonls for the Broadband router's remote managemsnd access
fungigm

& Firewwal
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51.1 Time Zone

The Time Zone allows WRT-414 to allocate its time on the settings configured here, it will affect log

display functions such as Security Log and Firewall settings.

Wireless Broadband Router

Time Zone 3

St the time zone of the Broadband muter. This wlsrmation i used for bog entries and frewall 2tlings

mahle Function
Naylight S N []Enat [l
imes From 1]

( Apply Y [ Cancel )

Parameter

Description

Set Time Zone

Select the time zone of the country you are currently in. The router will set its time

based on your selection.

Time Server Address

You can keep the default IP address or enter a new Time Server Address for this
device to synchronize its time. You can also refer to the web site

http://www.ntp.org to find a nearest time server.

Daylight Savings

The router can also take Daylight savings into account. Select the check box to
enable your daylight saving configuration. You can set the days that you wish to

start and stop daylight Savings Time.

After the setup completed, please click “Apply” to save the settings. After press “Apply”, you will see a

web screen to prompt you the configurations save successfully. You may refer to section 4.2.7 for the

information of this screen.
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http://www.ntp.org/

5.1.2 Password Setup

This screen allows you to change the management password.

a5 |
internet Broadband Router

Password Settings ¢

You can change the password requirad 1o log into the brosdband reulers sysbem wab-based managemunl. By
default, th passwond isadmin So please assion & password 10 1he Administrataor a5 S00n as possible, and store
it in & sale place. Passwonds can cordain O Lo 30 alphanumenc characlers, and ane case sensilme

Curnant Password :
Hew Password :
Confirmed Pasosnrd :

® Firewall (_Apply ) ([ Cancel )

Parameters Description

Current Password Enter your current password for the remote management administrator to

login to your Broadband router.

New Password Enter your new password.

Confirmed Password Enter your new password again for verification purposes.

After the setup completed, please click “Apply” to save the settings. After press “Apply”, you will see a
web screen to prompt you the configurations save successfully. You may refer to section 4.2.7 for the

information of this screen.

Note: If you forget the password, please reset the WRT-414 to the factory default by press reset button

(on WRT-414's rear panel) over 5 seconds.
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513 Remote Management

You can specify a Host IP address that can perform remote management from Internet.

Internet Broadband Router

Remote Management ¢

The remole meanagement funclion aliews you 1o desigrate @ hol im b Inbemed Lo i
management’configuralion access to the Broadband router fom a remole sie. Enter the designated host IP
Addross in ths Host IP Address Seld

o] por | v

I I r

( Appty Y ([ Cancel )

Parameters Description

Host Address The IP address of the host on Internet that will have management / configuration
access to the Broadband router. Leave it to 0.0.0.0 means anyone can access the
router’s web-based configuration from any remote location.

Click the Enabled box to enable the Remote Management function.

Note: When you want to access the web-based management from a remote site, you
must enter the router’'s WAN IP address (e.g. 10.0.0.1) into your web-browser followed
by port number 8080, e.g. 10.0.0.1:8080 (see below). You'll also need to know the
password set in the Password Setting screen in order to access the management

pages.

After the setup completed, please click “Apply” to save the settings. After press “Apply”, you will see a
web screen to prompt you the configurations save successfully. You may refer to section 4.2.7 for the

information of this screen.

5.2 WAN

The WAN Settings screen allows you to specify the type of Internet connection. The WAN settings offer

the following selections for the router’s WAN port, Dynamic IP, Static IP, PPPoE, PPTP, L2TP, and
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Telstra Big Pond. Please select one of the connection types and click “More Configuration” button or

select the option on the left window for configurarion.

¢ )

WAN Settings
& System
= Dymamic P

= Static IP Address
" PPPol

© PPTP

LT

T Tulstra Big Pond

=
Internet Broadband Router

The Broadband router can be connected 10 your Semce Prowdor theough the following mthods;

Obtaing an IP Address automatically from your Serdcs Providar

Liees & SHabc I Address. Your Serace Frovder gves 3 Static IF
Address to SCC0SS Infemat Sericns

F#P ovar Ethemet te 3 commen connection method ueed in xDSL
connachiong

Powit-do-Foint Turniehng Protocol i a comenon cormeclmn melbod
weed in xDEL connections

Layer Two Turmehng Footocol rs a common cormecion melbod used
in kDS connections.

Tetstra By Pord 15 & Inbemet semce & proaded i Ausirabia

Mare Configuration
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5.2.1 Dynamic IP
If Dynamic IP is selected, your ISP will automatically give you an IP address. Some ISP’s may also
require that you fill in additional information such as Host Name, Domain Name and MAC address.

Please refer to the section 4.2.1 for more settings of this option.

internet Broadband Router

Dynamic IP ¢

The Host Mame s oplional, bul may be requied by some Semce Proaders. The defaoll MALC Addeess 15 sel
to the 'WaN physical interface on the Broadband router. H required by your Sersce Frowder, you can uge the
“Clong MAC Address® bution to copy the MAC Addmss of the Network Interface Card instaled in your PC and
rivplach Ehi WAN MAC Addrass with this MAC Address

Hoeat Hame @ I—
HAC Address - [O0000C000C0

Clono Mac Addross |

CRepy ) (Canen )
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5.2.2  Static IP

If Static IP is selected, your ISP should provide all the information required in this screen. Please refer

to the section 4.2.2 for more settings of this option.

Internet Broadband Router

Static IP ¢

If your Semice Provider has assagnad a Fooed 1P address; enter the assagnad IP Address, Subnot Mask and
the Galeway IP Address prowded

IF address assigned by your Sendce Provider ; | [EelekecRe]

(_Apply ) (_Cancel )
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5.2.3 PPPoE

Select PPPoE if your ISP requires PPPOE protocol to connect to the Internet. Your ISP should provide

all the information required in this section. Please refer to the section 4.2.3 to know the detail settings

of this option.

internet Broadband Router

PPPOE 1

Enter ihe FFFOE Ueser Name and Fassword assigned by your Serace Frovder. The Service Name 18 nomally
optional, but may be required by some Serdce Providers, Enger a ldle Time (in minutes) to define 2 maxinmum
poncd of tlimi for which the Intamat connetlion is mamtained dunng inactsty, Hiks connbction is inactim for
leniger than (ke Maxsnun ke Tene, then (he conreclon will be dropped. You can enable the Comnect on
Demand option 1o sutomatically re-gstablish ihe conmection & 2000 83 You atlempd to accees the Intemel
again

If your Intamint Senice Provider raquings thi uss of PPPGE, enber the infarmation halow,

eerName: [
Password : [—
Service Mama : [—
MTU: [182 (G12e=MTU Values=1492)
Connection Type : [Cortinuouz =) resl | et |
Idbe Time : (11000 mirties)

T T
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524 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect to the Internet. Your ISP should provide

all the information required in this section. Please refer to section 4.2.4 for more settings of this option.

Internet Broadband Router

PPTF 7
Foint-bo-Foml Tunnefing Frolecol 15 & common connection method used i 2050 conmections

+ WAN Imerace Setings
& Obtaln an IP address automatlcally -

I, oo _ciwatie

" Usa the following IP address :

BT
| E—
o |

+« PPTF Setings

PITIP Gateway : E 0oo
M owom
BT [ e voeni

[{F: D ELULTIR T Enatle (for BEIEQ network in ISRAEL use only)

[ e oo | TP

( Back ) ([ OK )
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525 L2TP

Select L2TP if your ISP requires the L2TP protocol to connect to the Internet. Your ISP should provide

all the information required in this section. Please refer to section 4.2.5 for more settings of this option.

internet Broadband Router

LITP 7

Layer Twa Tussehng Probocsd i3 & edenmon conneclion melbed uied m (0SL connectiong

» WEAN Imindace Setings
= (ibitaim an P address autamatically ;

—
']]]]]II[[[[I Clonn Mac

© Lga the lellewing 1P addies

s |
| E—

» LITF Seriings

—
—
E—

(B mize=MTU Valup==14337)
Tl T 11000 minues)

CEa ) (oK)
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5.2.6  Telstra Big Pond

Select Telstra Big Pond if your ISP requires the Telstra Big Pond protocol to connect you to the Internet.

Telstra Big Pond protocol is used by the ISP in Australia. Your ISP should provide all the information

required in this section. Please refer to section 4.2.6 for more settings of this option.

() PLANET

—H— internet Broadband Router

Telstra Big Pond [Australia Only) 2

i your Intermet serdce is provided by Teleira Big Pond in Ausiralia, you will need fo ender your information
betbirey, This infioemiation is providad by Taistra BigPond

o oo |
[ o | —

[T User decide login server manually

[ o sovor | I

®LAN

* Wireless [ Apply ) (_ Cancel )
LInli}

AT

& Firewall
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5.2.7 DNS

A Domain Name System (DNS) server is like an index of IP addresses and Web addresses. If you type
a Web address into your browser, such as www.router.com, a DNS server will find that name in its
index and the matching IP address. Most ISPs provide a DNS server for efficiency and convenience. If
your Service Provider connects you to the Internet with dynamic IP settings, it is likely that the DNS

server IP address is provided automatically. However, if there is a DNS server that you would rather to

use, please specify the IP address of that DNS server here.

internet Broadband Router

DNS 9

A Domain Hame System (DNS) seoer is like an index of IP Addresses and Wah Addresses. if you type a 'Wab
wddreEs inbo your brgwser, such % www, broadbardiotor.com, @ DNE sereer will Bred thal name in €5 index and
find the matching IF address. hMoel ISPs provde 3 DNS servar for spesd and conveniance. SINCe your Semce
Priwider may conne<l you o thi Wamat theough dynamic 1P settings, i is Bkely 1hat the DNS senr [P Addenss
15 aleo pronded dyramically. However, of there 15 8 DNS server thal you would ralber use, you need lo specdy 1he
IP Addrass of that DMS gerver. The primary DRS will be weed for domain name access fiest, in case the pimary
DME access filures, The secondary DNE will b uged

Hag your Inlernal sarace providar givan you 8 DNS addess?

Damain Hame Senoer [DHS) Address
®LAN Secondary DHS Address (optional) :

* Wireless

( Apply ) ([ Cancal )

* Firewall

Parameters Description

Domain Name Server (DNS) [This is the ISP’s DNS server IP address that they gave you; or you can

Server specify your own preferred DNS server IP address.

Secondary DNS Address This is optional. You can enter another DNS server’'s IP address as a
(optional) backup. The secondary DNS will be used when the above primary DNS

fails.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.
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5.2.8 DDNS

DDNS allows you to map the static domain name to a dynamic IP address. You must get an account,

password and your static domain name from the DDNS service providers. This router supports

DynDNS and TZO.

a5 |
internet Broadband Router

DDNS ¢

DONS slows ueers 1o map the slatic damain name to & dynamic IF sddreee. You muel get 8 sccownl, paseward
and your static domain name fom the DONS senice prosiders, Our products ke DDRS support for
whanw dymidng, ong and www, [20,00m Niw

(CUETITALES Enable = Disable
Paswwrord | Key : I

T

® Firewall

Parameters Description

Dynamic DNS Enable/Disable the DDNS function of this router.

Provider Select a DDNS service provider. The default setting is “DynDNS”.
Domain name Your static domain name that use DDNS.

Account / E-mail The account that your DDNS service provider assigned to you.
Password / Key The password you set for the DDNS service account above.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

5.3 LAN

The LAN Port screen below allows you to specify a private IP address for your router’s LAN interface.
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() PLANET one | wers

e f— Infernet Broadband Router

LAN Settings 1

Wou can enable the Broadband router's DHCP soneer to dynamically allocate IR Addresses 1o your LAN ol
PCe. The bresdband reuler must have an IF Address for the Local Ares Network

LAN IP

LA
*MNAT

1P Subnen Mask ; Ry
0 Ad Spanning Tras ; | [LEEELES

e

DHCP Server

e
BT
oo —

& Firewal

CRpy ) (Canesi )

Parameters Description
LAN IP
IP Address Designate the Access Point’'s IP Address. This IP Address should be unique in

your network. The default IP Address is 192.168.0.1.

Subnet Mask Specify a Subnet Mask for your LAN segment. The Subnet Mask of the Access
Point is fixed and the value is 255.255.255.0.

802.1d Spanning Tree|If it is enabled, this router will use the spanning tree protocol to prevent from

network loop happened in the LAN ports.

DHCP Server Enable or disable the DHCP Server.

Lease Time The DHCP Server will temporarily assign IP addresses to LAN clients. In the
Lease Time setting you can specify the time period that the DHCP Server lends
an IP address to your LAN client. The DHCP Server will change your LAN client’s

IP address when this time threshold period is reached.

IP Address Pool

Start IP/End IP You can designate a particular IP address range for your DHCP server to issue IP
addresses to your LAN Clients. By default the IP range is from: Start IP
192.168.0.100 to End IP 192.168.0.200.

Domain Name You can specify the Domain Name for your Access Point.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a

screen to prompt you the settings are save successfully. You may press “Continue” for configure other
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settings or “Apply” to restart WRT-414 with new configuration.

54 Wireless

This screen allows you to Enable/Disable WRT-414 wireless function.

Internet Broadband Router

Wireless Settings

The gateway can bhe quickly configured as a wirelese access point for roaming clients by setting the access
identifier and chaneel nuenber. | 3l supports dald encryplson ard client iReneg

Enabla or disable Wieslass moduls function © ™ Enable ¢ Disable

® Firewall

Apply
Parameters Description
Enable/Disable You can select to “Enable” or “Disable” the Wireless interface. After
selected, please click “Apply” to make the settings effect.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.
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5.4.1 Basic Settings

WRT-414 supports not only Access Point function, but also provides Station, Bridge and WDS mode.
Please Refer to “Chapter 6 Wireless Configuration” know the details settings of wireless Basic

Settings. In Default, WRT-414 will work with AP mode.

:f) PLANET

B Internet Broadband Router

Wireless Setting

Thiz page allows you to defne ESSID, and Channal for the wireless connaclion. These parsmetars are used for
the wirsless stations 1o connect to the Access Point

I L

I
3
Y soviecime |

® Flrewall

([ Apply ) ( Gancel )

5.4.2  Advance Settings

You should not change the parameters in this screen unless you know what effect the changes will

have on WRT-414. When configuration finished, please click “Apply” to save the settings.
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internet Broadband Router

Advanced Settings

Theas setlings are ondy for more techmically sdvanced users who have & sulicient knewledge sbout wareless
LAN These seitings should not be changed undess you know what effect the changes will have on your
Broadband routar

Comsyain iy @i
T
Ca—

| eacon e | R TR

* Long Preamble ¢ Shart Preamble

= Enabled " Dizabled
I - Eravled © Disabled

" Enabled  Disabled

e

* Firewall

( Apply ) ( Cancel )

Parameters Description

Authentication Type |Normally, you can leave this at “Auto”, so that Wireless Stations can use either
method ("Open System" or "Shared Key".).

If you wish to use a particular method, select the appropriate value - "Open
System" or "Shared Key". All Wireless stations must then be set to use the same

method.

Fragment Threshold |“Fragment Threshold” specifies the maximum size of packet during the
fragmentation of data to be transmitted. If you set this value too low, it will result

in bad performance.

RTS Threshold When the packet size is smaller the RTS threshold, the access point will not use

the RTS/CTS mechanism to send this packet.

Beacon Interval The interval of time that this access point broadcast a beacon. Beacon is used to

synchronize the wireless network.

Data Rate The Data Rate is the rate of data transmission. The WRT-414 will use the highest

possible selected transmission rate to transmit the data packets.

Preamble Type Preamble type defines the length of CRC block in the frames during the wireless
communication. “Short Preamble” is suitable for high traffic wireless network.

“Long Preamble” can provide more reliable communication.

Broadcast ESSID If you enable “Broadcast ESSID”, every wireless station located within the
coverage of this access point can discover this WRT-414 easily. If you are

building a public wireless network, enabling this feature is recommended. In
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private network, disabling “Broadcast ESSID” can provide better security.

IAPP

If you enable “IAPP”, the access point will automatically broadcast information of
associated wireless stations to its neighbors. This will help wireless station
roaming smoothly between access points. If you have more than one access
points in your wireless LAN and wireless stations have roaming requirements,
enabling this feature is recommended. Disabling “IAPP” can provide better

security.

802.11g Protection

This is also called CTS Protection. It is recommended to enable the protection
mechanism. This mechanism can decrease the rate of data collision between
802.11b and 802.11g wireless stations. When the protection mode is enabled, the
throughput of the AP will be a little lower due to many of frame traffic should be

transmitted.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a

screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

5.4.3 Security

WRT-414 provides complete wireless LAN security functions, includes WEP, 802.1x, 802.1x
with WEP, WPA-PSK and WPA RADIUS. With these security functions, you can prevent your

wireless LAN from illegal access. Please make sure your wireless stations use the same

security function. In default, the security function is “Disable”.

Internet Broadband Router

Security

Thig page @loss you selup Ihs varsless secuty. Tum en 'WEP or WPA by usrsg Entrypten Feys could
prevenl any unaulhonzed aceess o your winaless nefwink

™ Enahln B2, 12 Aushanticatian

(_Apply ) (_Cancel 7}
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5431 WEP
When you select 64-bit or 128-bit WEP key, you have to enter WEP keys to encrypt data. You can

generate the key by yourself. You can enter four WEP keys and select one of them as default key.
Then the access point will just allow the clients that with the same encryption keys connected. You
can use WEP encryption in “AP mode”, “Station-Ad Hoc mode”, “Station-Infrastructure mode” and
“AP Bridge-WDS mode”.

If you would like to enable 802.1x Authentication also, please check the “Enable 802.1x Authentication”

and refer to section 5.4.3.2 for the detail of 802.1x settings.

internet Broadband Router

Security

Thie page allows you eelup the wireless sacunty. Ten on WEF or WA, by ueing Encryplion Keys could
prevent any unauthonzed access to your wisless natwork

® AN

=g

F  Enable BI2.1x Authentication

RADINS Server [P address : || [N
HADIUS Server Poit : IW-J-

RADIIS Sanear Passenand : I

( Apply ) ( Cancel )

Parameter Description
Encryption Please select “WEP” in this option.
Key Length You can select the 64 or 128-bit key to encrypt transmitted data. Larger

WEP key length will provide higher level of security, but the throughput

will be lower.

Key Format You may select to select ASCII Characters (alphanumeric format) or
Hexadecimal Digits (in the “A-F”, “a-f" and “0-9” range) to be the WEP

Key.

Default Tx Key Select one of the four keys to encrypt your data. Only the key you select

it in the “Default key” will take effect.

Encryption Key 1 - Key 4 The WEP keys are used to encrypt data transmitted in the wireless
network. Fill the text box by following the rules below.

64-bit WEP: input 10-digit Hex values (in the “A-F”, “a-f" and “0-9”

range) or 5-digit ASCII character as the encryption keys.
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128-bit WEP: input 26-digit Hex values (in the “A-F”, “a-f* and “0-9”

range) or 10-digit ASCII characters as the encryption keys.

Enable 802.1x Authentication |Check this box if you want to enable 802.1x authentication with WEP
encryption. You may refer to section 5.4.3.2 to enter the correct setting

of the fields.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

5432 802.1x
IEEE 802.1x is an authentication protocol. Every user must use a valid account to login to this Access

Point before accessing the wireless LAN. The authentication is processed by a RADIUS server. This
mode only authenticates user by IEEE 802.1x, but it does not encryption the data during communication.

It is suggested to enable 802.1x and WEP at the same time.

(JPLANET
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Thie page allows you eelup the wireless sacunty. Ten on WEF or WA, by ueing Encryplion Keys could
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BT

F  Enable BIZ.1x Authentication

RADIUS Server [P address : || IR
o
RADIUS Server Pacsword : || IR

[ Apply ) ( Cancel )

* Firewall

Parameter Description

Encryption If you want to use 802.1x only, keep this setting in “Disable”.

Enable 802.1x Authentication |Please check this option to enable 802.1x function.
Enter RADIUS Serer |IP address.

RADIUS Server IP Address

RADIUS Server Port Leave the default port setting or assign a new port number for this

option.

RADIUS Server Password Please enter the password that is configured in RADIUS Server.
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After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

5433 WPA-PSK
Wi-Fi Protected Access (WPA) is an advanced security standard. You can use a pre-shared key to

authenticate wireless stations and encrypt data during communication. It uses TKIP or CCMP (AES) to
change the encryption key frequently. So the encryption key is not easy to be broken by hackers. This

can improve security very much.

internet Broadband Router

Security

This page allows you Setup the wirless secunty, Tien on WEP or WPA by using Encryplion Keys could
provenil any ursaulhon2ed Sccess 10 your windess network

IS [ =
A
e |

([ Apply ) ( cCanced )

* Firewall

Parameter Description

Encryption Please select “WPA pre-shared key” in this option.

WPA (TKIP)  |TKIP can change the encryption key frequently to enhance the wireless
LAN security.

WPA Unicast |WPA2 (AES) |This use CCMP protocol to change encryption key frequently. AES can

Cipher Suite provide high-level encryption to enhance the wireless LAN security.

WPA2 Mixed |This will use TKIP or AES based on the other communication peer

automatically.

Pre-shared Key Format You may select to select Passphrase (alphanumeric format) or
Hexadecimal Digits (in the “A-F”, “a-f" and “0-9” range) to be the

Pre-shared Key.

Pre-shared Key The Pre-shared key is used to authenticate and encrypt data
transmitted in the wireless network. Fill the text box by following the

rules below.

-39-



Hex: input 64-digit Hex values (in the “A-F", “a-f” and “0-9” range) or at

least 8 character pass phrase as the pre-shared keys.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

5434 WPA RADIUS
You can use a RADIUS server to authenticate wireless stations and provide the session key to encrypt

data during communication. It uses TKIP or CCMP (AES) to change the encryption key frequently.

() PLANET
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Parameter Description

Encryption Please select “WPA RADIUS” in this option.

WPA (TKIP)  |TKIP can change the encryption key frequently to enhance the wireless

LAN security.

WPA Unicast |WPA2 (AES) |This use CCMP protocol to change encryption key frequently. AES can

Cipher Suite provide high-level encryption to enhance the wireless LAN security.

WPA2 Mixed |This will use TKIP or AES based on the other communication peer

automatically.

RADIUS Server IP Address Enter RADIUS Serer IP address.

RADIUS Server Port Leave the default port setting or assign a new port number for this

option.

RADIUS Server Password Please enter the password that is assigned in RADIUS Server.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a

screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.
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5.4.4 Access Control

WRT-414 provides MAC Address Filtering, which prevents the unauthorized users from accessing your

wireless network.

— internet Broadband Router

MAC Address Filtering

For securly reason, the Access Poml fealures MALC Addmess Fillenng thal only alloes authonzed MAC
Addresses associaling to the Access Poinl

&AM

T » MAC Address Filtering Table
¥

B alows 1o entry 20 sels addeess only
(o[ Wchiaes | Comnen—[Sana

* 005
*hAT
# Firewall [T Enahble Wireless Access Control

H | MAL Address: | Commient EI EI

([ Apply ) ( Cancel )

Parameters Description

Enable Wireless Enable or disable the MAC Address Filtering function.

Access Control

Add MAC Address [In the bottom “New” area, fill in the “MAC Address” and “Comment” of the wireless
to the control table |station and then click “Add”. Then this wireless station will be added into the “MAC

Address Filtering Table” above.

Remove MAC If you want to remove some MAC address from the “Current Access Control List”,

address from the  |select the MAC addresses you want to remove in the list and then click “Delete

table Selected”.
Delete All If you want remove all MAC addresses from the list, just click this button.
Reset Click “Reset” will clear your current selections.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

5.5 QoS

Quality of Service (QoS) refers to the capability of providing better service to selected network traffic. The
primary goal of QoS is to provide priority including dedicated bandwidth, controlled jitter and latency

(required by some real-time and interactive traffic), and improved loss characteristics. When using this
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feature, it is important to make sure the rules are not conflicted with each other.

internet Broadband Router

QoS

Chaally of Senace ([035) refers to the capabilily of & metwork Lo provde betler serace Lo selected network

traffic. The primary geal of QoS5 e to prevede prionty mcluding dedicated bandwidth, controlled ptier snd kstency
(required by some reaktime and interactive traffic), and Empeoved Inse charactenstics. Also imporiant iz making
sur that premding prcety for ond or moed Aows doss nod make ofher Sows fail

¥ Enable Oo%
Current Qo5 Table:

Do lnad
mmw R

ﬂll&ﬂl | BlEte £ I Mwul..lnl Mmbo'ﬂnl R;anetl

* Firewall

([ Apply Y ([ Canced )

Parameters Description

Add When you want to add a new QoS rule, press this button and refer to section

5.5.1 to add a new QoS rule.

Edit When you want to edit the existing QoS rule, press this button and refer to

section 5.5.1 to edit QoS rule.

Delete Selected Select the QoS rule which you would like to delete , then press this button to
delete.

Delete All When you want to delete all the QoS rules, you just need to press this
button.

Move Up Select a QoS rule and press this button to assign higher priority.

Remove Down Select a QoS rule and press this button to assign lower priority.

Reset Click “Reset” to clear your current selections.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

551 Add/Edit QoS Rule

You can assign packet classification criteria by its source IP range, destination IP range, traffic type,
protocol, source port range and destination port range parameters. The parameters that you leave as
blank will be ignored. The priority of this rule will be applied to packets that match classification criteria of
this rule. You can limit bandwidth consumed by packets that match this rule or guarantee bandwidth

required by packets that match this rule.
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After press Add or Edit button in QoS screen, you will see the web screen below for user to setup their

QoS rule.

internet Broadband Router

Qos

Thiz page allows ysers o sdd'medity the QoS nle's setlinge
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I | |

I |
I | |
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® hAT

* Firewall

St Resnt I

Parameters Description

Rule Name Please give a hame to the QoS Rule

Bandwidth You can limit the maximum bandwidth consumed by this rule by selecting
“Maximum”. You also can reserve enough bandwidth for this rule by
selecting “Guarantee”. The unit of bandwidth is Kbps. When we download
data from Internet, the unit of download screen shows is KBps. 1KBps is
equal to 8Kbps. When you enter the bandwidth, please make sure the
number you enter is correct. For example, if you want to limit users
download speed to 50KBps from Internet, you will need to enter 400Kbps in

the configuration.

Local IP Address Please enter the IP address of the local PC.

Local Port Range Please enter the port range.

Remote IP Address Please enter the IP address of the PC from remote site.

Remote Port Range Please enter the port range.

Traffic Type Select the traffic type of the packets that this rule will apply to. We list some

popular applications here to ease the configuration. You also can get the
same result by using other parameters, for example source or destination

port number, if you are familiar with the application protocol.

Protocol Please select the protocol TCP or UDP in the list.

After configuration complete, please click “Save” to save the settings. Or you may press “Reset” to clear

the settings to enter again.

5.6 NAT

-43-



Network Address Translation (NAT) allows multiple users at your local site to access the Internet via a

single legal IP Address. NAT provides Firewall protection from hacker attacks and has the flexibility to

allow you to map Private IP Addresses to Public IP Addresses for key services such as Websites and

FTP. If NAT is disabled, all LAN side workstations must have legal IP addresses for Internet access. If

the router is used for routing application, not for Internet access, the NAT function can be disabled.

Internet Broadband Router

MAT Settings

Matwork Addrass Translation (MAT) alliees nulliphs wears at your local site 10 accase tha ameat through a
smgly Publc 1P Addness ar mulliple Pubic (P Addiegses. NAT peowvidies Finewall profection from backer
allacks and ks the Nexibilily 1o allow you o map Prvale P Addresses 10 Pubbs IP Addresses for key
EBMCEE EUch a8 the Web or FTP.

Enakle cr dizable MAT medule function : & Enable © Disable

Parameters

Description

Enable/Disable

You can select to enable or disable the NAT function. After selected, please

click “Apply” to make the settings effect.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a

screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

- 44 -



5.6.1 Port Forwarding

The Port Forwarding allows you to re-direct a particular range of service port numbers (from the

Internet/WAN Ports) to a particular LAN IP address. It helps you to host some servers behind the

firewall.

internet Broadband Router

Port Forwarding 2

Erdries in this table allow you to sutomatically redeect common network senices to a specific machine behind
1hit BMAT firgwall, Thess Soltings ard only nacessany if you wish to host Some son of Sorer Bkt & webh Soreer or
miail Sereir on the private bocal notwork Behind your Gateway's NAT firgeall

™ Enable Port Forwarding

L Pibentp ] Twe | PotRenss ] Comewt |
|

[ezn =] [ |
Resel
® Firewall Curront Port Fanwarding Table:
W] Pivaw P | Tws | PorRange | Commom [Selot
" fed I ) | [ |
(__Apply ) (_ Cancel )

Parameters Description
Enable Port Forwarding |Enable Port Forwarding.
Private IP This is the private IP of the server in LAN.

Note: You need to give your LAN PC clients a fixed/static IP address for Port

Forwarding to work properly.

Type This is the protocol type to be forwarded. You can choose to forward “TCP”

or “UDP” packets only or select “both” to forward both “TCP” and “UDP”

packets.
Port Range The range of ports to be forward to the private IP.
Comment The description of this setting.
Add Fill in the "Private IP", “Type”, “Port Range” and "Comment" of the setting to

be added and then click "Add". Then this Port Forwarding setting will be
added into the "Current Port Forwarding Table" below. If you find any typo
before adding it and want to retype again, just click "Clear" and the fields will

be cleared.

Reset Click “Reset” will clear your current settings to allows you to enter again.

- 45 -



Current Port Forwarding Table

Delete Selected If you want to remove some MAC address from the “Current Access Control
List”, select the MAC addresses you want to remove in the table and then

click “Delete Selected”.

Delete All If you want remove all MAC addresses from the table, just click this button.

Reset Click “Reset” will clear your current selections.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

5.6.2 Virtual Server

Use the Virtual Server function when you need to have different servers in your LAN to handle many
services and Internet applications (e.g. Email, FTP, Web server etc.) to the Internet. Computers use
numbers called port numbers to recognize a particular service/Internet application type. The Virtual
Server allows you to re-direct a particular service port number (from the WAN Port) to a particular LAN

private IP address as its service port number. (See Glossary for an explanation on Port number).

Internet Broadband Router
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nismber, the Broadeand rouler redirects the extemal sance requeet 1o 1he sppropnate intemal servar ocated
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| | [ean =] | |
Add| Rt
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Cumrent Virtual Server Takla:

o vt P~ PivtePor | Trpe | Pl P |_Comment sl

| 4| Resat |
( Apely ) ( Cancel )
Parameters Description
Enable Virtual Server Enable Virtual Server.
Private IP This is the LAN client/host IP address that the Public Port number packet will
be sent to.
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Note: You need to give your LAN PC clients a fixed/static IP address for

Virtual Server to work properly.

Private Port This is the port number (of the above Private IP host) that the below Public
Port number will be changed to when the packet enters your LAN (to the

LAN Server/Client IP).

Type Select the port number protocol type (TCP, UDP or Both). If you are unsure,

then leave it to the default both protocols.

Public Port Enter the service (service/Internet application) port number from the Internet
that will be re-directed to the above Private IP address host in your LAN.
Note: Virtual Server function will have priority over the DMZ function if there

is a conflict between the Virtual Server and the DMZ settings.

Add Fill in the "Private IP", "Private Port", "Type", “Public Port” and "Comment" of
the setting to be added and then click "Add". Then this Virtual Server setting
will be added into the "Current Virtual Server Table" below. If you find any
typo before adding it and want to retype again, just click "Clear" and the

fields will be cleared.

Reset Click “Reset” will clear your current settings to allows you to enter again.

Current Virtual Server Table

Delete Selected If you want to remove some items from the “Current Virtual Server Table”,
select the MAC addresses you want to remove in the table and then click

“Delete Selected”.

Delete All If you want remove all items of the table, just click this button.

Reset Click “Reset” will clear your current selections.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.
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5.6.3 Special Applications

Some applications require multiple connections, such as Internet games, video conferencing, Internet

telephony and others. In this section you can configure the router to support multiple connections for

these types of applications.

Internet Broadband Router

Special Applications 7

Somi applications requing multiphs connections, such &5 Infamol gaming, video confemnding, Inbome
telephony and others, These apphcations canndl work when Motwork Addeess Transtation (MAT) 5 enabled. i
you need bo run appheations thal require mulbple conneclions, specily the porl normally associated wilh an
application in the ~Trigger Pon™ field select the pretocol type as TCF or UDP, then enter the public ports
ataocialed with the trigger por to opan tham for inkound traffic
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™ Enable Trigges Port
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i | Dete Al | Reset |
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Parameters Description
Enable Trigger Port Enable the Special Application function.
Trigger Port This is the out going (Outbound) range of port numbers for this particular

application.
Trigger Type Select whether the outbound port protocol are “TCP”, “UDP” or “Both”.
Public Port Enter the In-coming (Inbound) port or port range for this type of application

(e.g. 2300-2400, 47624).
Note: Individual port numbers are separated by a comma (e.g. 47624, 5775,
6541 etc.). To input a port range use a “dash” to separate the two port

number range (e.g. 2300-2400).

Public Type Select the Inbound port protocol type: “TCP”, “UDP” or both.
Comment The description of this setting.
Popular applications This section lists the more popular applications that require multiple

connections. Select an application from the Popular Applications selection.

Once you have selected an application, click the “Add” button in right side of

this setting. This will automatically copy the Port Trigger information required
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for this popular application into the input fields.

Add Add the settings into the “Current Trigger Port Table”.

Reset Click “Reset” will clear your current settings to allows you to enter again.

Current Trigger Port Table

Delete Selected If you want to remove some items from the “Current Trigger Port Table”,
select the MAC addresses you want to remove in the table and then click

“Delete Selected”.

Delete All If you want to remove all items from the table, just click this button.

Reset Click “Reset” will clear your current selections.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

Example: Special Applications
If you need to run applications that require multiple connections, specify the port (outbound) normally
associated with that application in the "Trigger Port" field. Then select the protocol type (TCP or UDP)

and enter the public ports associated with the trigger port to open them up for inbound traffic.

Example:
ID |Trigger Port |Trigger Type |Public Port Public Type [Comment
1 28800 UDP 2300-2400, 47624 TCP MSN Game Zone
2 6112 UDP 6112 UDP Battle.net

In the example above, when a user trigger’s port 28800 (outbound) for MSN Game Zone then the
router will allow incoming packets for ports 2300-2400 and 47624 to be directed to that user.

Note: Only one LAN client can use a particular special application at a time.
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564 UPnP

UPNP is more than just a simple extension of the Plug and Play peripheral model. It is designed to
support zero-configuration, "invisible" networking, and automatic discovery for a breadth of device
categories from a wide range of vendors.

With UPnP, a device can dynamically join a network, obtain an IP address, convey its capabilities, and
learn about the presence and capabilities of other devices-all automatically; truly enabling zero

configuration networks. Devices can subsequently communicate with each other directly; thereby further

enabling peer to peer networking.
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networks. Devices can subeeguently communicate with each other dienctly; therehy fiarther anabling pesr to
P nibwirking

EETE - cuoe coma

& Firewall
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Parameters Description

UPnP Feature Enable or Disable UPnP function.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.
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5.6.5  ALG Settings

You can select applications that need “Application Layer Gateway” to support.

Internet Broadband Router

Application Layer Gateway

Beborw are apphcalsons thal need rouler's special support bo make them work undér the NAT, You can select
applcalions thal you are using,

frovd tome | o |

0 F Amands Support for Amanda backup 120 protocal.
P
L E Suppan for agqdrop bot nétwarks
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» Port ~ FTP Suppent for FTR.
1= HIZ3 Support for HIZ3netmeeling.
Adlewrs DCC 10 work 1hough MAT and connection
17 L] 1
racking.
Support for Microsol Streaming Modss Serices
# Firewall = WS prafocal.
= Quaked Suppaort for Quake B Arena connection tracking and nat.
= Talk Allows natiiter 15 1rack talk sonnsclions
= TFIP Suppart for TETE,
= Saarcraf Suppart for Starcraf/Eaitie.net game protocal.
1= MG Suppaort for MSN file trandar,
( Apply Y [ Cancel )
Parameters Description
Enable You can select to enable “Application Layer Gateway” of an application and

then the router will let that application correctly pass though the NAT

gateway.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

57 Firewall

WRT-414 provides extensive firewall protection by restricting connection parameters, thus limiting the
risk of hacker attack, and defending against a wide array of common Internet attacks. However, for
applications that require unrestricted access to the Internet, you can configure a specific client/server

in a Demilitarized Zone (DMZ).
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Internet Broadband Router

Security Settings [Firewall)

Thi Braadhand routar peowvides extensive Srewall protection by resthcling conneclion paramatars, thus
limiting thie sk of hacker attack, and defending against & wide aeray of cormmon attacks, Howeer, for
apphcalmns thal requee unrestncled access 1o Ihe Intermel, you can conbgure a specbc chenl'sener a5 a
Cemilitanzed Dona (LW

Enable or dizsble Firewsl module function: " Enable & Dissble

+ Firewall

Apply

Parameters Description

Enable/Disable You can select to enable or disable the firewall function. After selected,

please click “Apply” to make the settings effect.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.
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57.1 Access Control

This screen allows you to restrict users from accessing certain Internet applications/services (e.g.

Internet websites, email, FTP etc.). Network administrator can define the traffic type permitted in your

LAN and control which PC client can have access to these services.
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" Emable IP Flledng Tabbe fup to 20 computers) & Deny 7 Allow

Clignt PC
P Address
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Parameters Description

Enable MAC Filtering Check “Enable MAC Filtering” to enable MAC Filtering.

If select “Deny”, all PCs will be allowed to access Internet accept for the PCs
in the list below.

If select “Allow”, all PCs will be denied to access Internet accept for the PCs

in the list below.

Add PC Fill in “Client PC MAC Address” and “Comment” of the PC that is allowed to
access the Internet, and then click “Add”. If you find any typo before adding it

and want to retype again, just click "Reset" and the fields will be cleared.

Remove PC If you want to remove some PC from the "MAC Filtering Table", select the
PC you want to remove in the table and then click "Delete Selected". If you
want remove all PCs from the table, just click "Delete All" button. If you want

to clear the selection and re-select again, just click “Reset”.

Enable IP Filtering Table |Check “Enable IP Filtering Table” to enable IP filter.
If select “Deny”, all PCs will be allowed to access Internet accept for the PCs

in the list below.

If select “Allow”, all PCs will be denied to access Internet accept for the PCs
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in the list below.

Add PC You can click “Add PC” to add an access control rule for users by IP
addresses. Please refer to section 5.7.1.1.

Remove PC If you want to remove some PCs from the "IP Filtering Table", select
the PC you want to remove in the table and then click "Delete
Selected".

Delete All If you want to delete all PCs. Please click this button.

5.7.1.1 Add PC

® System
* WAN
* LAN

* Wireless

+ Fi

Wireless Broadband Router

Access Contral Add PC

This page alloes users (o define semce irstation of chient PC, including P addmess and semvice lype

dient PC Description :
Cliamt PCIF Addross :

Client PC Service :

[ Suntcemame |~ oumibescrpion | biooung

WA HTTR, TCP Port B, 3130, BO00, ANA0, A0R1 -
E-mail Sending SMTP, TCP Port 25 -
Hews Fonems HNTP, TCP Peet 119 O
E-mail Recaiing POFI, TCP Por 110 L
Batury HTTP HTTPE, TCP Par 443 |
Filie Trarvsfer FTP, TCP Pod 21 Ll
MEN Meszengar TCR Port 18653 Ll
Titlnat Sardcn TCP Part 23 Ll
Al ACIL Instam Messenger, TCP Pot 5150 1
Nathizeting H.323, TCP Port 1720 Ll
DhS UDF Pon 53 -
SR VDR Port 151, 162 -
WPN-PRTR TCF Pont 1723 O
WENLITP LIDP Por 1701 o
TCR Al TCR Pon |
UD# All UDP Por Ll
Protacol @ Bloth |+
Pom Ramge :
Parameters Description

Client PC Description

The description for this client PC.

Client PC IP Addresses

Enter the IP address range that you wish to apply this Access Control rule.
You can select a range of users simply by inputting the starting users’ IP

address and the last user’s IP address in the appropriate boxes. If you want

to select only one user, just input the user’s IP address in both boxes.
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Note: You need to give your LAN PC clients a fixed/static IP address for the

Access Control rule to work properly.

Client PC Service You can block the clients from accessing some Internet services by checking

the services you want to block.

Protocol This allows you to select UDP, TCP or Both protocol types.

Port Range You can assign up to five port ranges. The router will block clients from

accessing Internet services that use these ports.

Add Click “Add” to save the settings.

Reset Click “Reset” to clear all fields.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

5.7.2 URL Blocking

You can block users to access to some web sites by entering a full URL address or just keyword of the

web site.

PLANET

e e Internet Broadband Router

URL Elocking

You can block access to cefain Vb sibes fom a paticalar PC by entenng either a full URL addmss or just a koyword of
ha WWah site

™ Enabla UKL Mncking
AL/ Kmpuord
| Resel

Carramd LHL Hlacking Tahle:

| lcep £ | nggml

Cpay ) (Caneel )

Parameters Description
Enable URL Blocking Enable/disable URL Blocking.
Add URL / Keyword Fill in “URL / Keyword” and then click “Add”. You can enter the full URL

address or the keyword of the web site you want to block. If you find any typo

before adding it and want to retype again, just click "Reset" and the field will
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be cleared.

Remove URL / Keyword |If you want to remove some URL keyword from the "Current URL Blocking
Table", select the URL keyword you want to remove in the table and then
click "Delete Selected". If you want remove all URL keyword from the table,

just click "Delete All" button. If you want to clear the selection and re-select

again, just click “Reset”.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

57.3 DoS

WRT-414's firewall can block common hacker attacks, including Denial of Service, Ping of Death, Port

Scan and Sync Flood. If Internet attacks occur, the router can log the events.

Infernet Broadband Router

Denial of Service 7

The Broadband reuter’s fierwall cam block common hacker attacks, inchading DoE, Discard Ping from WAN and Port Scan

Dendal of Service Feature

Pimg of Death : I
DMscand Ping From WaAH : r
Part Scan : r
Syne Flood : r
Advance Setlings

[ Apply ) [ Cancel )

Parameters Description

Ping of Death Protections from Ping of Death attack.

Discard Ping From WAN |The router’s WAN port will not respond to any Ping requests.

Port Scan Protects the router from Port Scan.
Sync Flood Protects the router from Sync Flood attack.
Advance Settings If you want to configure the details of each setting above, click this button,

and you will see the detail configure screen. Please make sure what the

effect of the settings will affect before your adjustment.
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After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

574 DwMZ

If you have a local client PC that cannot run an Internet application (e.g. Games) properly from behind
the NAT firewall, you can open the client up to unrestricted two-way Internet access by defining a DMZ
Host. The DMZ function allows you to re-direct all packets from your WAN port IP address to a
particular IP address in your LAN. The difference between the virtual server and the DMZ function is
that the virtual server re-directs a particular service/lnternet application (e.g. FTP, websites) to a
particular LAN client/server, whereas DMZ re-directs all packets (regardless of services) to one

particular LAN client/server.

internet Broadband Router

DMZ{Demilitarized Zone) 2

W you Beive & bacal chect PC thal cannol run an Inemal apphcation pragardy fram befend the NAT fuesall, then you San dgen
the chent up 15 wresincled twiveay Inlemel access by defning a Vitusl DWE Hosl

" Emable DMZ

& Dynamic 1P [Sessien 1 =]

= Siatic IP Ii
(] e

Currani [NRLY Taklaz
| Ho. | Public I Address Cliunt PG 1P Addvess | Suluct |

| [osstea] Rt

[ Apply ) [ Cancel 1)

Parameters Description

Enable DMZ Enable/disable DMZ.
Note: If there is a conflict between the Virtual Server and the DMZ setting,

the Virtual Server function will have priority over the DMZ function.

Public IP Address The IP address of the WAN port or any other Public IP addresses given to
you by your ISP.

Client PC IP Address Input the IP address of a particular host in your LAN that will receive all the
packets originally going to the WAN port/Public IP address above.
Note: You need to give your LAN PC clients a fixed/static IP address for

DMZ to work properly.
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After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.
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Chapter 6 Wireless Configuration

In this chapter, you can Enable/Disable wireless function and configure the WRT-414 work in
different operating mode. Please refer to below sections to know the details configuration of

each operating mode.

Internet Broadband Router

Wireless Settings

The gateway can be quickly configured as a wireless access point for maming clients by seiting the access
» AR wdeentifier and chaneel npeber. B al$o supports data encryplecn ard client lenrg

®LAN

« Wire
Enabla or disable Wiealoss madula function © & Enable 7 Disable

Apphy

6.1 AP Mode

This mode is set to WRT-414 by default. It served as a transparent Media Access Control (MAC)

bridge between wired and wireless network.
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Internet Broadband Router

Wireless Setting

Thiz page allows you to defne ESSID, and Channal for the wireless connaclion. These parsmetars are used for
the wirsless stations 1o connect to the Access Point

T £

I
o
Y soviecime |

*MNAT
® Flrewall

([ Apply ) ( Gancel )

Parameter Description

Mode Shows the current operation mode. You may set WRT-414 to other operating mode

by select other operating mode.

Band 2.4GHz (B): It forces the WRT-414 to operate in 802.11b only.
2.4GHz (G): It forces the WRT-414 to operate in 802.11g only.
2.4GHz (B+G): It allows the WRT-414 to operate in 802.11b and 802.11g

simultaneously.

ESSID The ESSID (up to 32 printable ASCII characters) is the unique name identified in a
WLAN. The ID prevents the unintentional merging of two co-located WLANS.
Please make sure that the ESSID of all stations in the same WLAN network are the

same. The default value is “default”.

Channel Number |Select the appropriate channel from the list provided to correspond with your
network settings. Channels differ from country to country.

Channel 1-11 (North America)

Channel 1-14 (Japan)

Channel 1-13 (Europe)

Associated Clients |You may press “Show Active Clients” button to check the connected client

information. After the button pressed, you will see the dialog box as below.
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Active Wireless Client Table

This table shows the MAC address, transmission, receiption packet counters for each
associated wireless client.

MAC Address Tx Packet | Rx Packet Tx Rate Pu\n_ter E_xplred
{Mbps) Saving Time (g}

Marne

Refresh | Close |

You may press “Refresh” to get the new client table or “Close” to close this dialog

box.

After configuration complete, please click “Apply” button to save the configuration. Then you will
see a screen to prompt you the settings are save successfully. You may press “Continue” for

configure other settings or “Apply” to restart WRT-414 with new configuration.

6.2 Station - Ad Hoc Mode

WRT-414 serves as a wireless station (Ad-hoc) in this mode. Connected to a PC or a small

LAN (no more than 5 PCs), this station along with other wireless stations can establish a small

wireless network without Access Points.

() PLANET =T

o g b L am s

internet Broadband Router

Wireless Setting

This page allows you 1o defing ESSI0, and Channel fTor the wirgdess cormechion. These paramelers are used lor
the wireless stalions o connect to the Access Poinl

e

I
I [
| ——T

[ Apply )} ( Cancel )
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Parameter Description

Mode Shows the current operation mode. You may set WRT-414 to other
operating mode by select other operating mode.

Band 2.4GHz (B): It forces the WRT-414 to operate in 802.11b only.
2.4GHz (G): It forces the WRT-414 to operate in 802.11g only.
2.4GHz (B+G): It allows the WRT-414 to operate in 802.11b and 802.11g
simultaneously.

ESSID Please make sure the ESSID of the wireless network that you will

connected and enter the correct ESSID in this field. The default value is

“default”.

Channel Number

Select the appropriate channel from the list provided to correspond with
your network settings. Channels differ from country to country.

Channel 1-11 (North America)

Channel 1-14 (Japan)

Channel 1-13 (Europe)

WLAN MAC

Keep default setting: WRT-414 will use it's own MAC address to access
the wireless LAN.
Press “MAC Clone” button: It will use PC's MAC address to access the

wireless LAN.

After configuration complete, please click “Apply” button to save the configuration. Then you will

see a screen to prompt you the settings are save successfully. You may press “Continue” for

configure other settings or “Apply” to restart WRT-414 with new configuration.

6.3 Station - Infrastructure Mode

WRT-414 serves as a wireless station (infrastructure). Connected to a PC or a small LAN (ho

more than 5 PCs), it allows the PC or small LAN able to access the wireless network via Access

Point.
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internet Broadband Router

Wireless Setting

This page allows you 1o define ESSID, and Channel for the winsless connaction. These pasamators art usod for
the wireless statons 1o connmect Do the Acess Poinl

I

I
e | ——

* Firewall

[ Apply Y ([ Cancel )

Parameter Description

Mode Shows the current operation mode. You may set WRT-414 to other

operating mode by select other operating mode.

Band 2.4GHz (B): It forces the WRT-414 to operate in 802.11b only.
2.4GHz (G): It forces the WRT-414 to operate in 802.11g only.
2.4GHz (B+G): It allows the WRT-414 to operate in 802.11b and 802.11g

simultaneously.

ESSID Please make sure the ESSID of the wireless network that you will
connected and enter the correct ESSID in this field. The default value is

“default”.

WLAN MAC Keep default setting: WRT-414 will use it's own MAC address to access
the wireless LAN.

Press “MAC Clone” button: It will use PC's MAC address to access the

wireless LAN.

After configuration complete, please click “Apply” button to save the configuration. Then you will
see a screen to prompt you the settings are save successfully. You may press “Continue” for

configure other settings or “Apply” to restart WRT-414 with new configuration.

6.4 AP Bridge - Point to Point Mode

This function allows WRT-414 to bridge 2 wired Ethernet networks wirelessly.
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Internet Broadband Router

Wireless Setting

This page allows you ta defing ESSID, and Channal for the wirtloss connection. Thase paramelars an used for
Wbl wareles s S1at0n% 10 connect 10 1he Access Point

I

=
e |

® LAMN

< \irela

® Firewall

[ Apply ) ([ Cancal )

Parameter Description

Mode Shows the current operation mode. You may set WRT-414 to other operating

mode by select other operating mode.

Band 2.4GHz (B): It allows to select the transmit rate up to 11Mbps.
2.4GHz (G): It allows to select the transmit rate up to 54Mbps.

2.4GHz (B+G): It allows selecting the 802.11b and 802.11g data rates.

Channel Number Select the appropriate channel from the list provided to correspond with your
network settings. Channels differ from country to country.

Channel 1-11 (North America)

Channel 1-14 (Japan)

Channel 1-13 (Europe)

MAC Address 1 Keep default setting: WRT-414 will use it's own MAC address to access the
wireless LAN.
Press “MAC Clone” button: It will use PC’s MAC address to access the

wireless LAN.

Set Security IF you want to enable security to protect your wireless connection. Please press

“Set Security” button and refer to section 6.7 “Security setting for bridge mode” to

configure the detail settings.

After configuration complete, please click “Apply” button to save the configuration. Then you will
see a screen to prompt you the settings are save successfully. You may press “Continue” for

configure other settings or “Apply” to restart WRT-414 with new configuration.
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6.5 AP Bridge - Point to Multipoint Mode

This function allows WRT-414 to bridge more than 2 wired Ethernet networks together by

wireless connection.

L n il

* MAT

& Firewall

internet Broadband Router

Wireless Setting

Thes page &lows you Lo defme ESSID, and Charnel for the wirgless conneclion. These parsmelers are used lor
ke wireleze s1ations 1o connecd (o the Accese Foint

YY) [

24 GHz Beh -i
Channel Humber : 8 I
MAC Address 1 ; [ SO0

MAC Address 2 ;i COEDITETGT

MAC Address 3 : | EEOOETUT
BAC Address 4 ; || SEOCOCO TN
MAL Address 5 : | T
HAC Address § : [ OO
Set Security : P ] |

(_Apply ) (__Cancel )

Parameter Description

Mode Shows the current operation mode. You may set WRT-414 to other operating mode
by select other operating mode.

Band 2.4GHz (B): It allows to select the transmit rate up to 11Mbps.

2.4GHz (G): It allows to select the transmit rate up to 54Mbps.

2.4GHz (B+G): It allows selecting the 802.11b and 802.11g data rates.

Channel Number

Select the appropriate channel from the list provided to correspond with your
network settings. Channels differ from country to country.

Channel 1-11 (North America)

Channel 1-14 (Japan)

Channel 1-13 (Europe)

AP MAC Address

If you want to bridge multiple WRT-414 in this mode, you have to enter the MAC

addresses of other WRT-414 into the fields.

Set Security

IF you want to enable security to protect your wireless connection. Please press

“Set Security” button and refer to section 6.7 “Security setting for bridge mode” to
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configure the detail settings.

After configuration complete, please click “Apply” button to save the configuration. Then you will see
a screen to prompt you the settings are save successfully. You may press “Continue” for configure

other settings or “Apply” to restart WRT-414 with new configuration.

6.6 AP Bridge - WDS Mode

If you want WRT-414 to bridge to other WRT-414 and provide access for other wireless clients
at the same time, you have to set the WRT-414 to “AP Bridge - WDS". Simply speaking, “AP
Bridge - WDS” function is the combination of “AP mode” and “AP Bridge-Point to Multi-Point

mode”.

Internet Broadband Router

Wireless Setting

This page alows you to defme ESSID, and Charnel for the wireless connection. These paameaters are used for
1k wirdlass S1akions 10 conndct 16 The Ascass Paint

e [

3
_ Sonscincme|
e

o NAT
* Firewall

[ Apply Y ( Cancel )

Parameter Description

Mode Shows the current operation mode. You may set WRT-414 to other operating mode

by select other operating mode.

Band 2.4GHz (B): It allows to select the transmit rate up to 11Mbps.
2.4GHz (G): It allows to select the transmit rate up to 54Mbps.

2.4GHz (B+G): It allows selecting the 802.11b and 802.11g data rates.

ESSID The ESSID (up to 32 printable ASCII characters) is the uniqgue name identified in a
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WLAN. The ID prevents the unintentional merging of two co-located WLANS.
Please make sure that the ESSID of all stations in the same WLAN network are the

same. The default value is “default”.

Channel Number

Select the appropriate channel from the list provided to correspond with your
network settings. Channels differ from country to country.
Channel 1-11 (North America)

Channel 1-14 (Japan)

Channel 1-13 (Europe)

Associated Clients

You may press “Show Active Clients” button to check the connected client
information. After the button pressed, you will see the dialog box as below:
Active Wireless Client Table

This table shows the MAC address, transmission, receiption packet counters for each
associated wireless client.

MAC Address Tx Packet | Rx Packet Tx Rate Pu\n_ter E_xplred
{Mbps) Saving Time (g}

Marne

Refresh | Close |

You may press “Refresh” to get the new client table or “Close” to close this dialog

box.

MAC Address 1 ~6

If you want to bridge more than two wired Ethernet networks together with wireless
connection, you have to enter the MAC addresses of otherWRT-414s that with join

the bridging work into the fields.

Set Security

IF you want to enable security to protect your wireless connection. Please press

“Set Security” button and refer to section “3.2.8 Security setting for bridge mode” to

configure the detail settings.

After configuration complete, please click “Apply” button to save the configuration. Then you will

see a screen to prompt you the settings are save successfully. You may press “Continue” for

configure other settings or “Apply” to restart WRT-414 with new configuration.

6.7 Security setting of bridge mode
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In “AP Bridge-Point to Point mode”, ““AP Bridge-Point to Multi-Point mode” and “AP
Bridge-WDS mode”, you can click “Set Security” to add encryption for the communication

between the bridged access points. This can protect your wireless network.

WDS Security Settings

This page allows you setup the wireless secunty for YWDS. YWhen enabled, you must make
sure each WDS device has adopted the same encryption algarithrm and Key.

WEP Key Format :

Pre-Shared Key Format :

Pre-Shared Key : | |

( Apply ) ( Cancel )

Parameter Description

Encryption You can select “None”, “WEP 64bits”, “WEP 128bits”, “WPA (TKIP)” or “WPA2

(AES)” of this option . In default, it is None.

Key Format This is only used when you select “WEP 64bits” or “WEP 128bits” encryption
method. You may select to select ASCII Characters (alphanumeric format) or
Hexadecimal Digits (in the “A-F”, “a-f” and “0-9” range) to be the WEP Key. For
example:

ASCII Characters: guest

Hexadecimal Digits: 12345abcde

WEP Key This is only used when you select “WEP 64bits” or “WEP 128bits” encryption
method. The WEP key is used to encrypt data transmitted between the bridged
access points. Fill the text box by following the rules below.

64-bit WEP: input 10-digit Hex values (in the “A-F”, “a-f" and “0-9” range) or 5-digit
ASCII character as the encryption keys.

128-bit WEP: input 26-digit Hex values (in the “A-F”, “a-f" and “0-9” range) or

10-digit ASCII characters as the encryption keys.

Pre-shared Key You may select to select Passphrase (alphanumeric format) or Hexadecimal Digits
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Format

(in the “A-F”, “a-f” and “0-9” range) to be the Pre-shared Key. For example:
Passphrase: iamguest

Hex (64 characters): 12345abcde

Pre-shared Key

The Pre-shared key is used to authenticate and encrypt data transmitted between
the bridged access points. Fill the text box by following the rules below. Hex (64

icharacters): input 64-digit Hex values (in the “A-F”, “a-f” and “0-9” range) or at least

8 character pass phrase as the pre-shared keys.

After configuration complete, please click “Apply” button to save the configuration. Then you will

see a screen to prompt you the settings are save successfully. You may press “Continue” for

configure other settings or “Apply” to restart WRT-414 with new configuration.
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Chapter 7 Status

The Status screen allows you to monitor the current status of your router. You can use the Status page
to monitor the connection status of WAN and LAN interfaces, the current firmware and hardware

version numbers, any illegal attempts to access your network, and information on all DHCP client PCs

currently connected to your network.

Internet Broadband Router

status and Information 2

You can 56 the Stalus page 16 monitar ke connection status for the Broadband routors, WANLAN
inferfaces, irmwane and hardwaee vorgon rumbers, any illegal altempls 1o SCCEES your ritwork, and
informialien on &l DHCF chent PCs cumenlly connecled Lo your network

System
Modal  Wirslees Rowtar
Uptime  Oday:Oh: 24m 50s
Haedwang Viersaon ~ Fiew, A
Current Time Boot Code Viersson 1.0

Hurtime Code Versson  1.33

7.1 Internet Connection

View WRT-414's current Internet connection status and other related information.
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internet Broadband Router

Internet Connection 7

Wigw the currenl mlemet conneclion status and related informiation

Fixed I conmect
2 %83
[ S R
12 168925

ICTCLTT) oo et
13175552
Secondary DNS @ EEil]

Cument Tima

7.2 Device Status

View WRT-414's current configuration settings. The Device Status displays the configuration settings

of WLAN and LAN.

internet Broadband Router

Device Status ¢

+ Slatus
Wiew the cument setling status of this device

Wireless Configuratlon

Hode AR

S50 default

Channel Humber "

Security Disabla
Curmeni Thma Aesgciated Clivnts ]

NS5 O0: 304 08700

1P fuddress 182 1EA01

Subnel Mask 255.255.255.0

DHCP Sanvar Dizablad

MAL Address 00:30:4% 755788
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7.3 System Log

This screen will show you the real-time information of WRT-414.

)HMET HOME | General Setup | Stat

—t— internet Broadband Router

System Log

Wiew the system operation information. You can see the system siar up lime, connection process.. efc. hewm

i T

Curremt TII“‘:- _II _.|;I

Sawve| Clear|  Rekush

Parameters Description

System Log This page shows the current system log of WRT-414. It displays the working
information about WRT-414.

About the bottoms of the page, the system log can be saved to a local file by
press “Save” button. If there is too much message in this screen, please
press “Clear” button to clear the system log . It can be refreshed to get the

most updated situation by press “Refresh” button. When the system is

powered down, the system log will be cleared.

7.4 Security Log

View any attempts that have been made to illegally gain access to your network.
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Security Log 7

Wiew any attempis ihat have heen made to dlegally gain access o your network

internet Broadband Router

[2000-01-01 D0:00:21) : start Dynamic IP a]
[Z000=01=01 O0:IF:17] & [DNS] @ dns restact ...
[2000-01-01 BO:23:29] ¢ [DN3]: das reatact ...
[2000-01-01 00:23:51) ¢ svarc Scaciz I
[2000-01-01 DO:23:53) @ [98TP) : connect to TimeServer 192.43.244.20 ...
[2005-08-12 05:42:51) : [SWTP] : connect sucoess!
[2005-08-22 DS:42:51]: [SWTP]: set time to 2005-0B-22 05:42:51
[2005-08-22 D5:42:52] ¢ [FIREWALL]: VAN IF i3 192.168.99.33 setcing firewall,..
Current Tima Ll of

Sawve| Clear|  Rekush

Parameters Description

Security Log

This page shows the current security log of WRT-414. It displays any illegal
attempts to access your network.
About the bottoms of the page, the security log can be saved to a local file by
press “Save” button. If there is too much message in this screen, please
press “Clear” button to clear the system log . It can be refreshed to get the
most updated situation by press “Refresh” button. When the system is

powered down, the security log will be cleared.

7.5 Active DHCP Client

View your client's information that is currently linked to WRT-414's DHCP server.
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Internet Broadband Router

Active DHCP Client ¢

This table shows the assignad IP addrass. MAC address and tima sxpined fr dach DHCP keased clien

IS T Tin Gt

Haona Ll ———
Rifresh |
Curmant :I'imr:
Parameters Description
DHCP Client Table This page shows all the DHCP clients currently connected to your network.

The “Active DHCP Client Table” displays the IP address and the MAC
address and Time Expired of each Client. Use the Refresh button to get the

most updated situation.

7.6 Statistics

View the statistics of packets sent and received on WLAN, LAN and WAN.
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Internet Broadband Router

Statistics ¢

This page shiws the packel counters for lrarsmession and receplion regarding o neteoeks:

Senl Pachels 0
0
a7E
Fibimrmmt LAN
Tad
&7
|:_'lll.lt‘rlf. Time L
Rufresh |
Parameters Description
Statistics Shows the counters of packets sent and received on WLAN, LAN and WAN.

-75-




Chapter 8 Tools

This page includes the basic configuration tools, such as Configuration Tools (save or restore

configuration settings), Firmware Upgrade (upgrade system firmware) and Reset.

Internet Broadband Router

Tools Settings

The Tonls Settings section includes the basic configuration 1ools, such as Save, Restore Configueation
Settings, and Upgrade System Fimvwan

Currend Time

8.1 Configuration Tools

The Configuration Tools screen allows you to “Backup” the router’s current configuration setting.
Saving the configuration settings provides an added protection and convenience when problems occur
and you have to reset to factory default. With the saved file, you can re-load the saved configuration
into the router through the “Restore” function. If extreme problems occur you can use the “Restore to

Factory Defaults” selection, this will set all configurations to its original default settings.
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el tha ooginal factory sattings

Bickup Saltings . Save
Fwstom Seitings Brireiog Liplagd
Rastees 1o Factery Dafach | Rusal

Cistront Themn

Parameters Description

Configuration Tools Use the "Backup" tool to save WRT-414 current configuration to a file
named "config.bin" in your PC. You can then use the "Restore" tool to
restore the saved configuration to WRT-414. The "Restore to Factory
Defaults" tool can force WRT-414 to perform a power reset for restore it to

original factory settings.

After configuration complete, please click “Apply” button to save the configuration. Then you will see a
screen to prompt you the settings are save successfully. You may press “Continue” for configure other

settings or “Apply” to restart WRT-414 with new configuration.

8.2 Firmware Upgrade

This page prompt you it allows you to upgrade the router’s firmware. Please press “Next” to

continue.
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internet Broadband Router

Firmware Upgrade ¢

This ool allows you to upgrade the Broadband ouler's syslem Srmmweare
Enter 1he path and name of 1he upgrade Sle and then click the APFLY butlen Below. You will B2 prompted to
confirm the upgrade

Cumrent Time

( Apply ) [ <ancal )

Parameters Description

Firmware Upgrade This tool allows you to upgrade WRT-414’s system firmware. To upgrade the
firmware of your Broadband router, you need to download the firmware file to
your local hard disk, and enter that file name and path in the appropriate field
on this page. You can also press the “Browse...” button to find out the

firmware file on your PC.

Once you've selected the new firmware file, click “Apply” bottom to start the upgrade process. (You

may have to wait a few minutes for the upgrade to complete and WRT-414 restart). After the WRT-414
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restart, you can start using the router.

8.3 Reset

You can reset the router’s system should any problem exist. The reset function is essentially

Re-boot your router.

Internet Broadband Router

Reset ¢

In the evenl that the syslem slops respondng comectly or slops fonclsaming, you can performn & Resel, Your
setlinge will not be changed. To peronm the reset, click on the APFLY bullon below. You will be asked 1o
condem your decizion, The Reset will he complete when the LED Power light stops hlinking

Currant Tima

[ Apply Y ( Cancel )

Parameters Description

Reset In the event that the system stops responding correctly or in some way stops
functioning, you can perform a reset. Your settings will not be changed. To
perform the reset, click on the “Apply” button. You will be asked to confirm
your decision. The reset will be complete when the power light stops

blinking. Once the reset process is complete you may start using the router

again.

After configuration complete, please click “Apply” button, please wait for a while for the WRT-414 restart.
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Appendix A Network Adapter Information

1. In Window's open the Command Prompt program.

AWINDOWS\System 3 2\cmd. exe

Microsoft Windows XFP [Verzion 5.1.2688]
C(C» Copyright 1985-2081 Microsoft Corp.

IC:~Documents and Settings“admin>

2. Type “ipconfig /all” and press “Enter” key.

CAWINDOWS\System3d 2\cmd. exe

Microsoft Windows XP [Uersion 5.1.268081
(C>» Copyright 1985-2001 Microsoft Corp.

IC-“Documents and Settings“admin>ipconfig ~all
Hindows IP Gonfiguration

Host Hame . . . . . . . asus—nh
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.

No

: Unknown
. No

Ethernet adapter Local Area Connection 2:

GConnection—specific DHS Suffix

Description . . . . . 3Com Gigabhit LOM {3C74@>
Phyzical Address. - . A8-BC-6E-AS-BF—78

Dhecp Enabled. . - . Mo

IP Address. . . . - . 192.168._.8._1088
Subnet Mask . . . - . 255.255.25%5.8
Default Gateway . - . 192.168.08.1
DHS Servers . . - 139.175.55.244

IC:~Docunents and Settings>adminl

Then you can see the informations of your network adapter.

Your PC’s IP address is the one entitled IP address (192.168.0.100).

The router’s IP address is the one entitled Default Gateway (192.168.0.1).

Your PC’s MAC Address is the one entitled Physical Address (00-0C-6E-A5-BF-98).
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Appendix B Frequently Ask Question

Q. Can I run an application from a remote computer over the wireless network?
A. This will depend on whether or not the application is designed to be used over a network. Consult

the application’s user guide to determine if it supports operation over a network.

Q. Can | play games with other members of the wireless network?
A. Yes, as long as the game supports multiple plays over a LAN (local area network). Refer to the

game’s user guide for more information.

Q. What is the IEEE 802.11g standard?
A. The IEEE 802.11g Wireless LAN standards subcommittee, which is formulating a standard for the
industry. The objective is to enable wireless LAN hardware from different manufactures to

communicate.

Q. What IEEE 802.11 features are supported?
A. The product supports the following IEEE 802.11 functions:
+ CSMAJ/CA plus Acknowledge protocol
» Multi-Channel Roaming
» Automatic Rate Selection
* RTS/CTS feature
» Fragmentation

« Power Management

Q. What is Roaming?

A. Roaming is the ability of a portable computer user to communicate continuously while moving freely
throughout an area greater than that covered by a single Wireless Network Access Point. Before
using the roaming function, the workstation must make sure that it is the same channel number with

the Wireless Network Access Point of dedicated coverage area.

Q. When WRT-414 works with WDS mode, can wireless connect to it?

A. Yes, WDS mode is work as a AP and Bridge at the same time. So the wireless client can access to
WDS mode WAP-4033 without problem. When wireless client connect to the remote site via WDS
mode, the performance will be 50% then access to the connected WDS mode WAP-4033. Just like

connect to AP via a repeater.

Q. How much wired client can connect to Station mode WRT-414?

A. We will suggest you connect max. 5 wired clients to a WRT-414. This more is not suit to connect a
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large wired network. If you have much more clients has to connected via wireless, please set

WAP-4033 to Bridge mode. Bridge mode will be suit to connect wired LANs together.
Q. Is WRT-414 Bridge mode compatible with other bridge mode device?

A. Yes. WAP-4033 Bridge mode is compatible with WRT-414 and WAP-4033. They are designed with

the same chipset. So their bridge mode is compatible to each other.
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Appendix C Glossary

Access Point

Access points are way stations in a wireless LAN that are connected to an Ethernet hub or server. Users
can roam within the range of access points and their wireless device connections are passed from one
access point to the next.

Authentication

Authentication refers to the verification of a transmitted message's integrity.

DMz

DMZ (DeMilitarized Zone) is a part of an network that is located between a secure LAN and an insecure
WAN. DMZ provides a way for some clients to have unrestricted access to the Internet.

Beacon Interval

Refers to the interval between packets sent by access points for the purposes of synchronizing wireless
LANS.

DHCP

DHCP (Dynamic Host Configuration Protocol) software automatically assigns IP addresses to client
stations logging onto a TCP/IP network, which eliminates the need to manually assign permanent IP
addresses.

DNS

DNS stands for Domain Name System. DNS converts machine names to the IP addresses that all
machines on the net have. It translates from name to address and from address to name.

Domain Name

The domain name typically refers to an Internet site address.

Filter

Filters are schemes which only allow specified data to be transmitted. For example, the router can filter
specific IP addresses so that users cannot connect to those addresses.

Firewall

Firewalls are methods used to keep networks secure from malicious intruders and unauthorized access.
Firewalls use filters to prevent unwanted packets from being transmitted. Firewalls are typically used to
provide secure access to the Internet while keeping an organization's public Web server separate from
the internal LAN.

Firmware

Firmware refers to memory chips that retain their content without electrical power (for example, BIOS
ROM). The router firmware stores settings made in the interface.

Fragmentation

Refers to the breaking up of data packets during transmission.

FTP

FTP (File Transfer Protocol) is used to transfer files over a TCP/IP network, and is typically used for
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transferring large files or uploading the HTML pages for a Web site to the Web server.

Gateway

Gateways are computers that convert protocols enabling different networks, applications, and operating
systems to exchange information.

Host Name

The name given to a computer or client station that acts as a source for information on the network.
HTTP

HTTP (HyperText Transport Protocol) is the communications protocol used to connect to servers on the
World Wide Web. HTTP establishes a connection with a Web server and transmits HTML pages to client
browser (for example Windows IE). HTTP addresses all begin with the prefix ‘http://* prefix (for example,
http://www.yahoo.com).

ICMP

ICMP (Internet Control Message Protocol) is a TCP/IP protocol used to send error and control messages
over the LAN (for example, it is used by the router to notify a message sender that the destination node is
not available).

IP

IP (Internet Protocol) is the protocol in the TCP/IP communications protocol suite that contains a network
address and allows messages to be routed to a different network or subnet. However, IP does not ensure
delivery of a complete message—TCP provides the function of ensuring delivery.

IP Address

The IP (Internet Protocol) address refers to the address of a computer attached to a TCP/IP network.
Every client and server station must have a unique IP address. Clients are assigned either a permanent
address or have one dynamically assigned to them via DHCP. IP addresses are written as four sets of
numbers separated by periods (for example, 211.23.181.189).

ISP

An ISP is an organization providing Internet access service via modems, ISDN (Integrated Services
Digital Network), and private lines.

LAN

LANs (Local Area Networks) are networks that serve users within specific geographical areas, such as in
a company building. LANs are comprised of servers, workstations, a network operating system, and
communications links such as the router.

MAC Address

A MAC address is a unique serial number burned into hardware adapters, giving the adapter a unique
identification.

Metric

A number that indicates how long a packet takes to get to its destination.

MTU

MTU (Maximum Transmission/Transfer Unit) is the largest packet size that can be sent over a network.
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Messages larger than the MTU are divided into smaller packets.

NAT

NAT (Network Address Translation - also known as IP masquerading) enables an organization to present
itself to the Internet with one address. NAT converts the address of each LAN node into one IP address
for the Internet (and vice versa). NAT also provides a certain amount of security by acting as a firewall by
keeping individual IP addresses hidden from the WAN.

(Network) Administrator

The network administrator is the person who manages the LAN within an organization. The
administrator's job includes ensuring network security, keeping software, hardware, and firmware
up-to-date, and keeping track of network activity.

NTP

NTP (Network Time Protocol) is used to synchronize the real-time clock in a computer. Internet primary
and secondary servers synchronize to Coordinated Universal Time (UTC).

Packet

A packet is a portion of data that is transmitted in network communications. Packets are also sometimes
called frames and datagrams. Packets contain not only data, but also the destination IP address.

Ping

Ping (Packet Internet Groper) is a utility used to find out if a particular IP address is present online, and is
usually used by networks for debugging.

Port

Ports are the communications pathways in and out of computers and network devices (routers and
switches). Most PCs have serial and parallel ports, which are external sockets for connecting devices
such as printers, modems, and mice. All network adapters use ports to connect to the LAN. Ports are
typically numbered.

PPPoE

PPPoOE (Point-to-Point Protocol Over Ethernet) is used for running PPP protocol (normally used for
dial-up Internet connections) over an Ethernet.

Preamble

Preamble refers to the length of a CRC (Cyclic Redundancy Check) block that monitors communications
between roaming wireless enabled devices and access points.

Protocol

A protocol is a rule that governs the communication of data.

RIP

RIP (Routing Information Protocol) is a routing protocol that is integrated in the TCP/IP protocol. RIP finds
a route that is based on the smallest number of hops between the source of a packet and its destination.
RTS

RTS (Request To Send) is a signal sent from the transmitting station to the receiving station requesting

permission to transmit data.
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Server

Servers are typically powerful and fast machines that store programs and data. The programs and data
are shared by client machines (workstations) on the network.

SMTP

SMTP (Simple Mail Transfer Protocol) is the standard Internet e-mail protocol. SMTP is a TCP/IP protocol
defining message format and includes a message transfer agent that stores and forwards mail.

SNMP

SNMP (Simple Network Management Protocol) is a widely used network monitoring and control protocol.
SNMP hardware or software components transmit network device activity data to the workstation used to
oversee the network.

SSID

SSID (Service Set Identifier) is a security measure used in WLANs. The SSID is a unique identifier
attached to packets sent over WLANSs. This identifier emulates a password when a wireless device
attempts communication on the WLAN. Because an SSID distinguishes WLANS from each other, access
points and wireless devices trying to connect to a WLAN must use the same SSID.

Subnet Mask

Subnet Masks are used by IP protocol to direct messages into a specified network segment (i.e., subnet).
A subnet mask is stored in the client machine, server or router and is compared with an incoming IP
address to determine whether to accept or reject the packet.

SysLog Server

A SysLog server monitors incoming Syslog messages and decodes the messages for logging purposes.
TCP

(Transmission Control Protocol) is the transport protocol in TCP/IP that ensures messages over the
network are transmitted accurately and completely.

TCP/IP

TCP/IP (Transmission Control Protocol/Internet Protocol) is the main Internet communications protocol.
The TCP part ensures that data is completely sent and received at the other end. Another part of the
TCP/IP protocol set is UDP, which is used to send data when accuracy and guaranteed packet delivery
are not as important (for example, in realtime video and audio transmission).

The IP component of TCP/IP provides data routability, meaning that data packets contain the destination
station and network addresses, enabling TCP/IP messages to be sent to multiple networks within the
LAN or in the WAN.

Telnet

Telnet is a terminal emulation protocol commonly used on the Internet and TCP- or IP-based networks.
Telnet is used for connecting to remote devices and running programs. Telnet is an integral component of
the TCP/IP communications protocol.

UDP

(User Datagram Protocol) is a protocol within TCP/IP that is used to transport information when accurate
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delivery isn't necessary (for example, real-time video and audio where packets can be dumped as there
is no time for retransmitting the data).

Virtual Servers

Virtual servers are client servers (such as Web servers) that share resources with other virtual servers
(i.e., it is not a dedicated server).

WEP

WEP (Wired Equivalent Privacy) is the de facto security protocol for wireless LANs, providing the
"equivalent” security available in hardwired networks.

Wireless LAN

Wireless LANs (WLANS) are local area networks that use wireless communications for transmitting data.
Transmissions are usually in the 2.4 GHz band. WLAN devices do not need to be lined up for
communications like infrared devices. WLAN devices use access points which are connected to the wired
LAN and provide connectivity to the LAN. The radio frequency of WLAN devices is strong enough to be
transmitted through non-metal walls and objects, and can cover an area up to a thousand feet. Laptops
and notebooks use wireless LAN PCMCIA cards while PCs use plug-in cards to access the WLAN.
WLAN

WLANSs (Wireless LANS) are local area networks that use wireless communications for transmitting data.
Transmissions are usually in the 2.4 GHz band. WLAN devices do not need to be lined up for
communications like infrared devices. WLAN devices use access points which are connected to the wired
LAN and provide connectivity to the LAN. The radio frequency of WLAN devices is strong enough to be
transmitted through non-metal walls and objects, and can cover an area up to a thousand feet. Laptops
and notebooks use wireless LAN PCMCIA cards while PCs use plug-in cards to access the WLAN.
WAN

WAN (Wide Area Network) is a communications network that covers a wide geographic area such as a

country (contrasted with a LAN, which covers a small area such as a company building).
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