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NOTICE

Cabletron Systems reserves the right to make changes in specifications and other information
contained in this document without prior notice. The reader should in all cases consult Cabletron
Systems to determine whether any such changes have been made.

The hardware, firmware, or software described in this manual is subject to change without notice.

IN NO EVENT SHALL CABLETRON SYSTEMSBE LIABLE FORANY INCIDENTAL,
INDIRECT, SPECIAL, OR CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING BUT
NOT LIMITED TO LOST PROFITS) ARISING OUT OF OR RELATED TO THISMANUAL OR
THE INFORMATION CONTAINED IN IT, EVEN IF CABLETRON SYSTEMS HAS BEEN
ADVISED OF, KNOWN, OR SHOULD HAVE KNOWN, THE POSSIBILITY OF SUCH
DAMAGES.

O Copyright March 1996 by Cabletron Systems, Inc., PO. Box 5005, Rochester, NH 03866-5005
All Rights Reserved
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All other product names mentioned in this manual may be trademarks or registered trademarks of
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FCC NOTICE

This device complies with Part 15 of the FCC rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in acommercial environment.
This equipment uses, generates, and can radiate radio frequency energy and if not installed in
accordance with the operator’s manual, may cause harmful interference to radio communications.
Operation of this equipment in aresidential areaislikely to cause interference in which case the user
will be required to correct the interference at his own expense.

WARNING: Changes or modifications made to this device which are not expressly approved by the
party responsible for compliance could void the user’s authority to operate the equipment.

DOC NOTICE

This digital apparatus does not exceed the Class A limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le présent appareil numérique n’ émet pas de bruits radioél ectriques dépassant les limites applicables
aux appareils numériques de la class A prescrites dans e Réglement sur le brouillage radioélectrique
édicté par le ministére des Communications du Canada.

VCCI NOTICE

This equipment isin the 1st Class Category (information equipment to be used in commercial and/or
industrial areas) and conforms to the standards set by the Voluntary Control Council for Interference
by Information Technology Equipment (VCCI) aimed at preventing radio interference in commercial
and/or industrial areas.

Conseguently, when used in aresidential areaor in an adjacent areathereto, radio interference may be
caused to radios and TV receivers, etc.

Read the instructions for correct handling.
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CABLETRON SYSTEMS, INC. PROGRAM LICENSE AGREEMENT
IMPORTANT: Before utilizing this product, carefully read this License Agreement.

This document is an agreement between you, the end user, and Cabletron Systems, Inc. (“ Cabletron™)
that sets forth your rights and obligations with respect to the Cabletron software program (the
“Program”) contained in this package. The Program may be contained in firmware, chips or other
media. BY UTILIZING THE ENCLOSED PRODUCT, YOU ARE AGREEING TO BECOME
BOUND BY THE TERMS OF THISAGREEMENT, WHICH INCLUDES THE LICENSE AND
THE LIMITATION OF WARRANTY AND DISCLAIMER OF LIABILITY. IFYOU DO NOT
AGREE TO THE TERMS OF THISAGREEMENT, PROMPTLY RETURN THE UNUSED
PRODUCT TO THE PLACE OF PURCHASE FOR A FULL REFUND.

CABLETRON SOFTWARE PROGRAM LICENSE

1. LICENSE. You have theright to use only the one (1) copy of the Program provided in this
package subject to the terms and conditions of this License Agreement.

You may not copy, reproduce or transmit any part of the Program except as permitted by the
Copyright Act of the United States or as authorized in writing by Cabletron.

2.  OTHER RESTRICTIONS. You may not reverse engineer, decompile, or disassemble the
Program.

3. APPLICABLELAW. ThisLicense Agreement shall beinterpreted and governed under thelaws
and in the state and federal courts of New Hampshire. Y ou accept the personal jurisdiction and
venue of the New Hampshire courts.

EXCLUSION OF WARRANTY AND DISCLAIMER OF LIABILITY

1. EXCLUSION OF WARRANTY. Except as may be specifically provided by Cabletronin
writing, Cabletron makes no warranty, expressed or implied, concerning the Program (including
its documentation and media).

CABLETRON DISCLAIMSALL WARRANTIES, OTHER THAN THOSE SUPPLIED TO
YOU BY CABLETRON IN WRITING, EITHER EXPRESSED OR IMPLIED, INCLUDING
BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE, WITH RESPECT TO THE PROGRAM, THE
ACCOMPANYING WRITTEN MATERIALS, AND ANY ACCOMPANYING HARDWARE.

2. NOLIABILITY FOR CONSEQUENTIAL DAMAGES. IN NO EVENT SHALL
CABLETRON ORITS SUPPLIERS BE LIABLE FOR ANY DAMAGES WHATSOEVER
(INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS,
PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, SPECIAL,
INCIDENTAL, CONSEQUENTIAL, OR RELIANCE DAMAGES, OR OTHER LOSS)
ARISING OUT OF THE USE OR INABILITY TO USE THIS CABLETRON PRODUCT,
EVEN IF CABLETRON HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. BECAUSE SOME STATES DO NOT ALLOW THE EXCLUSION OR
LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, OR
ON THE DURATION OR LIMITATION OF IMPLIED WARRANTIES, IN SOME
INSTANCES THE ABOVE LIMITATIONS AND EXCLUSIONS MAY NOT APPLY TO
YOuU.
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UNITED STATES GOVERNMENT RESTRICTED RIGHTS

The enclosed product (a) was developed solely at private expense; (b) contains “restricted computer
software” submitted with restricted rightsin accordance with Section 52227-19 (a) through (d) of the
Commercial Computer Software - Restricted Rights Clause and its successors, and (c) in al respects
is proprietary data belonging to Cabletron and/or its suppliers.

For Department of Defense units, the product is licensed with “Restricted Rights’ as defined in the
DoD Supplement to the Federal Acquisition Regulations, Section 52.227-7013 (c) (1) (ii) and its
successors, and use, duplication, disclosure by the Government is subject to restrictions as set forth in
subparagraph (c) (1) (ii) of the Rightsin Technical Data and Computer Software clause at
252.227-7013. Cabletron Systems, Inc., 35 Industrial Way, Rochester, New Hampshire 03867-0505.
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CHAPTER 1
INTRODUCTION

1.1 ABOUT THIS MANUAL

Thismanual is for system administrators responsible for configuring,
monitoring, and maintaining the Fast Network 10 (FN210). You should
have a familiarity with networking concepts and principles. In addition, a
basic understanding of SNMP is helpful.

Some FN10 configurations can only be done using an SNM P-based
Network Management System (NMS). Therefore, how you configure and
manage the FN10 is dependent on the NM S you use. Where applicable,
this manual provides instructions for using the Local Console Manager
(LCM) to perform basic configuration. Where it is not possible to use
LCM, general instructions and guidelines applicable to most NM Ss are
provided.

The contents of each chapter are described below.

e Chapter 1, Introduction, outlines the contents of this manual and
provides an overview of the FN10’s switching functions and the Local
Console Manager (LCM).

» Chapter 2, Unpacking and Installing Y our FN10, describes the
FN10 front and rear panels, how to install the FN10, how to connect
the Local Console Manager (LCM), and how to connect the FN10 to
the network.

» Chapter 3, Configuring Your FN10, provides instructions for
configuring the FN 10 using the L ocal Console Manager (LCM). It also
provides some common Management Information Base (MIB)
variables you may want to change.

e Chapter 4, Monitoring and Managing Your FN10, describeshow to
monitor FN10 statusand statistics. It al so describes how to managethe
FN10 Ethernet ports using the Local Console Manager (LCM).
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Chapter 1: Introduction

e Chapter 5, FN10 Filters, describes FN10 filtering and provides
specific examples of how filters can be used. It also provides
instructions for adding, modifying, and deleting Port filters using the
Local Console Manager (LCM).

e Chapter 6, FN10 Diagnostics and Troubleshooting, describes the
FN10 diagnostics and provides information on troubleshooting
common problems.

« Appendix A, Technical Specifications, provides the FN10
specifications and basic 10BASE-T cabling pin assignments.

* Appendix B, Glossary, provides aglossary of terms both specific to
the FN10 and common to the networking field.

1.2 GETTING HELP

If you need additional support related to the FN10, or if you have any
guestions, comments, or suggestions concerning this manual, contact
Cabletron Systems Technical Support:

By phone (603) 332-9400
Monday-Friday; 8 A.M. — 8 P.M. Eastern Time
By CompuServe GO CTRON fromany ! prompt
By Internet mail support@ctron.com
By FTP ctron.com (134.141.197.25)
Login anonymous
Password your email address

Page 1-2 Fast Network 10 User Guide



Document Conventions

1.3 DOCUMENT CONVENTIONS
The following conventions are used throughout this document:

LCM commands, prompts, and information displayed by the computer
appear in Courier typeface, for example:

CQurrent Nunber of Learned Addresses: 133
Nunber of Defined Filters: 4

Information that you enter appearsin Courier bold typeface, for example:

FNLO >st at us

Information that you need to enter with acommand is enclosed in angle
brackets < >. For example, you must enter a port number and an IP
address to execute thei paddr <port #> <l P address> command:

FNLO >i paddr 6 192.138.217.40

Field value options appear in bold typeface. For example, a FN10 filter
type can be either Entry or Exit.

Note symbol. Calls the reader’s attention to any item of
information that may be of special importance.

Tip symbol. Conveys helpful hints concerning procedures or
TIP actions.

Caution symbol. Contains information essential to avoid
damage to the equipment.

Warning symbol. Warns against an action that could result in
equipment damage, personal injury or death.

> P
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Chapter 1: Introduction

1.4 RELATED DOCUMENTATION
The following documentation may assist the user in using this product:

» Fast Network 10 MIB Reference Guide — contains enterprise MIB
information.

* Interconnections, Bridges and Routers, Radia Perlman, Addison
Wesley © 1992.

* Internetworking with TCP/IP: Principles, Protocols, and Architecture
(2nd edition), Volumes| and |1, Douglas Comer, Prentice Hall © 1991.

e The Smple Book, An Introduction to Management of TCP/IP-based
internets, Marshall T. Rose, Prentice Hall © Second Edition, 1994.

1.5 OVERVIEW

The FN10 isan intelligent Ethernet-to-Ethernet switch that is available in
the following configuration options:

e 12port - 12 IEEE 802.3 10BASE-T Ethernet ports, including one
Ethernet Attachment Unit Interface (AUI) connection.

e 12 port with FE up-link option - 2 Fast Ethernet ports (100 Mbps)
and 12 |EEE 802.3 10BASE-T Ethernet ports (10 Mbps), including
one Ethernet Attachment Unit Interface (AUI) connection.

e 24 port - 24 |EEE 802.3 10BASE-T Ethernet ports, including one
Ethernet Attachment Unit Interface (AUI) connection.

» 24 port with FE up-link option - 2 Fast Ethernet ports (100 Mbps),
and 24 |EEE 802.3 10BASE-T Ethernet ports (10 Mbps), including
one Ethernet Attachment Unit Interface (AUI) connection.

In addition, each FN10 configuration includes an RS232C port for
out-of-band management.

The following figures show the different front panels for the 12 and 24
port FN10 configurations, and the rear panel for the optional 2 Fast
Ethernet ports.

Page 1-4 Fast Network 10 User Guide
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Front Panel with 12 10BASE-T (10 Mbps) Ports

P01z A
L------ L1 11 [ [ REeee

Front Panel with 24 10BASE-T (10 Mbps) Ports

3 14X 15X 16X 17X 18X 19X 20X 21X 22X 23X

N LT T T T T TT T T R R

e €] Port B Port A
LIJLA

LiniStatusLinkStatus

Rear Panel with 2 Fast Ethernet (100 Mbps) Parts

RX TX status RX TX
Connection type options @ .. L] .. @
® Rea

Port BEA Port A

ST fiber-optic

Figure 1-2 FN10 Rear Panel with the Optional Fast Ethernet Ports

The FN10:

Provides dedicated bandwidth for each network connected to its ports.
Provides full store and forward bridging functionality.

Provides complete error checking functionality.

Provides port trunking to increase bandwidth.

Allows you to define virtual workgroups to optimize network traffic.

Filters and forwards received Ethernet packets based on Network
Management System (NMS) configurable parameters.

Supports 48-bit IEEE 802 MAC addressing.
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* Implements the Spanning Tree protocol (802.1d).

» Configured with factory-set defaults for immediate plug-and-play
capability.

In addition, the FN10 offers features that can help you manage and
maintain your network, such as:

»  Configuration and management using the Simple Network
Management Protocol (SNMP) with either an in-band or out-of-band
connection.

» Protection against multicast storms.
» Dataflow control based on user-defined data packet filters.

» Ability to define virtual workgroups for more efficient bandwidth
usage.

e Compilation of statistics for traffic generated by each user device
connected to a FN10 segment.

* Rea time“what-if” analysis of thetraffic flow throughout the network.

1.5.1 FN10 Architecture

The FN10 enables you to link two or more Loca Area Networks (LANS)
together. To accomplish this, the FN10 regulates network traffic on the
basis of the source and destination addresses that are in each data packet it
receives.

The FN10 is protocol-transparent, meaning it can handle different types
of network traffic regardless of the network protocol, such asIP and IPX.
Asthe FN10 reads addresses from the packets it processes, it builds a
dynamic database of addresses called the Bridge Address Table. In this
way, the FN 10 continuously learns the addresses of all connected devices.
Consequently, you can add new devices to the network, change device
addresses, and remove devices from the network without having to
reconfigure the FN10.

The Open System Interconnection (OSl) Reference Model, developed by
the International Standards Organization (1SO), identifies the levels of
functionality inherent in each of its seven layers. The FN10 operates at the
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MediaAccess Control (MAC) sub-layer of the Data Link layer.
Figure 1-3 shows the OSI Reference Maodel.

| 7 | Application |
| 6 | Presentation |
| 5 | Session |
| 4 | Transport |
| 3 | Network |
[2 ] DataLink | <e— FN10 operates at Layer 2
| 1 | Physica |

Figure 1-3 OSI Reference Model

Because the FN10 does not process any Network Layer information, it
provides a high level of performance in terms of packet throughput. In
addition, the FN10 does not need to learn network topology, requiring less
programming and configuration time.

1.5.1.1 Store and Forward Switching

Asan intelligent Ethernet switch, the FN10 uses full store and forward
switching. Store and forward switching allows the FN10 to temporarily
store packets until network resources, typically an unused link, are
available for forwarding. This allows for complete error checking, and
limits the amount of time between when a device requests access to the
network and when it is granted permission to transmit. In addition, full
store and forward switching ensures data integrity, thus preventing
network error conditions from being generated throughout the network.

1.5.1.2 Discarding Local Traffic

The FN10 checks all incoming packets for their destination address
against the Bridge Address Table. If a packet’s destination address is not
on the same network segment as the originating packet, the FN10

Fast Network 10 User Guide Page 1-7
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forwards the packet to the network segment associated with that
destination address. However, if the packet’s source and destination
address are on the same network segment, known as local traffic, the
packet is automatically discarded (i.e., ignored by the FN10).

For example, afile transmitted from Workstation A to Workstation C in
Figure 1-4 does not need to leave LAN 1. The FN10 connected to LANs 1
and 2 sees dll traffic from LAN 1, including LAN 1 local traffic.

Figure 1-4 Typical Switching Application

By forwarding only packets addressed to devices on other network
segments, the FN 10 reduces unnecessary traffic and thereby enhances the
overall performance of the network.

1.5.1.3 Spanning Tree Algorithm

The FN10 supports the |EEE 802.1d Spanning Tree algorithm. The
Spanning Tree algorithm converts multiple LANs into a “ spanning tree”
of networks. It isused to prevent bridging loops. This standard defines a
logical (not physical) network configuration consisting of one extended
LAN without active duplicate paths between spanning tree bridges.

The FN10, along with other IEEE 802.1d Spanning Tree compliant
bridges in the network, dynamically configure the network topology into
asingle Spanning Tree by exchanging Bridge Protocol Data Units
(BPDUs). Typically, each LAN segment is sent one BPDU every two
seconds.

When there are multiple FN10s connecting LANsin aloop, the Spanning
Tree algorithm determines which FN10 should forward packets to the
LAN. If thereisacable break or aport failure, the network topology is
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automatically reconfigured by the Spanning Tree protocol to create an
aternate path to the LAN.

1.5.2 FN10 Bridge Address Table

The FN10 creates and maintains a dynamic database of addresses called
the Bridge Address Table. The FN10 examines every packet to determine
its source address and LAN segment origin. It then compares the source
address and segment information it finds to the entries in the Bridge
Address Table.

If apacket’s addressis not aready stored in the Bridge Address Table, the
FN10 adds the learned address, associated segment number, and a timer
value that indicates the age of the observation. Consequently, the FN10
knows the address and associated segment number the next time it sees
that address. By using theinformation stored in the Bridge Address Table,
the FN10 is able to quickly forward each packet to the correct LAN
segment.

The FN10 learns addresses from all packets, including data transmissions
and “keep alive” packets (packets sent by an idle station to let other
stations know it is present and functional). When devices are added to the
network, removed from it, or relocated, you do not have to reconfigure the
FN10. The FN10 automatically learns new device addresses, recognizes
when a previously used address is missing, or when a device has been
moved to anew LAN segment.

An address stored in the Bridge Address Table is discarded if thereis no
subsequent activity from that address after a configured length of time
(five minutes by default). This aging process ensures that the Bridge
Address Tableis continually updated.

Typically, addresses are continually added to and deleted from the Bridge
Address Table, reflecting the dynamic nature of internetwork traffic.
However, you can change an address from dynamic to static if you do not
want the entry in the Bridge Address Table to get discarded.

Each dynamic entry includes:
¢ An Ethernet MAC address
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* A single port number of the LAN on which the address resides
e Theageof theentry
» Various statistics counters

* Any filtering restrictions added by a Network Management Station
(NMS)

Each static entry contains the same information as a dynamic entry,
except the static entry is not aged, and can contain a range of port
numbers, rather than a single port number.

The FN10 stores 8,192 dynamic (learned) entriesin its Bridge Address
Table. In addition, it stores up to 200 static or user-defined addresses.

1.5.3 FNI10 Filtering

One of the most significant features of the FN10 is its user-configurable
filtering capabilities. A filter is an instruction to the FN10 to screen data
packets based on the criteria you define. Filtering is useful for gathering
statistics, implementing security measures, and improving network
performance.

The FN10 allows you to implement two types of filters that are useful for
managing and administering networks:

* Bridge Address Table filters, which use the FN10 Bridge Address
Table to screen local traffic

»  Port filters, which apply filters to or from a specific port segment
See Chapter 5, FN10 Filtersfor instructions on setting up FN10 filters.

1.5.4 FN10 Sample Applications

Just as asix lane highway allows you to travel much faster than asingle
lane highway, a network backbone creates high-speed connections for
your network. In general, a network backbone allows you to distribute
access to important network resources such as file or print servers.
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Additional FN10 features, such as trunking, Fast Ethernet, and virtual
workgroups allow you to optimize bandwidth and design a more efficient
flow for your network traffic.

1.5.4.1 FN10Trunking

The FN10 allows multiple trunk groups with up to eight ports each to be
connected between the FN10 and other network devices. This capability
provides a scalable dedicated bandwidth of up to 80 Mbps.

For example, local traffic, such as the Manufacturing Department’s
internal traffic, can be easily handled by a single, 10 Mbps connection.
However, when the Manufacturing Department needs access to the
corporate database, the traffic could travel over atrunk line, thereby
increasing the speed of transmission. Figure 1-5 illustrates the trunking of
multiple FN10 ports to increase the bandwidth.

i fu)u e g
LAN segments

10 Mbps 10 Mbps

FN10

Up to 80 Mbps— P <ITTT>

Bandwidth
e orenalsen) S o, . FN10

10 Mbps 10 Mbps

= =y [ I R e LAN segments
DD DD

Figure 1-5 FN10 Application #1

Figure 1-6 illustrates how the FN10 can be used in a backbone network
configuration.
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]| ®o: |
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’—‘ FN10
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S il
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=/ =/
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Figure 1-6 FN10 Application #2

1.5.4.2 FN10’s Fast Ethernet Option

The FN10, configured with the Fast Ethernet option, has two additional
ports that provide afast Ethernet connection of 100 Mbps. Applying this
increased bandwidth to the previous example, the Manufacturing
Department’s traffic to the corporate database could be transmitted to the

corporate database at the 100 Mbps rate.

Figure 1-7 illustrates connecting two FN10 Fast Ethernet portsto increase

the bandwidth to 100 Mbps.
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Figure 1-7 FN10 Application #3

Figure 1-8 illustrates how the FN10 can be used in a backbone network
configuration using increased bandwidth of the optional Fast Ethernet
configuration.
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Figure 1-8 FN10 Application #4
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1.5.4.3 Virtual Workgroups

The FN10 allows you to define portsfor logical groups of associated hosts
(virtual workgroups) to provide amore efficient flow of traffic across your
Ethernet network.

Virtual workgroups offer you the ability to limit broadcaststo logical
domains within the network. Workgroup destinations are recognized by
the FN10 and broadcast packets are routed directly to hosts within the
workgroup, eliminating the need to perform a general broadcast across
each segment of the network to find specific host addresses.

Figure 1-9 shows two Ethernet segments, A and B, that do not include a
FN10.

Router
—
<=

A B | Traffic |
| I
I

Traffic

Figure 1-9 Multiple Ethernet Segments Sharing 10 Mbps Bandwidth

Each host on segments A and B islimited to sharing a network bandwidth
of 10 Mbps.

Figure 1-10 shows two Ethernet segments that take advantage of the
virtual workgroup feature of the FN10 and the increased bandwidth
applied to each A and B host.
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Workgroup A Workgroup B

Figure 1-10 Using the FN10 to Create Virtual Workgroups
to Help Optimize Bandwidth

A host from workgroup A can limit a broadcast to all hosts within
workgroup A or B and prevent the broadcast from going across the
network and adding to the amount of contention for the limited 10 Mbps
bandwidth.

Asillustrated in the previous diagram, virtual workgroups allow you to
associate multiple hosts and define aworkgroup. In reality, you are
assigning workgroup IDs to FN10 ports.

1.6 LOCAL CONSOLE MANAGER

The Local Console Manager (LCM) is acommand-line interface built
into the FN10 that enables you to monitor, manage, and configure the
FN10 through the out-of-band RS232C connection attached to any
non-intelligent terminal.

You can also use a Cabletron Systems Network Management System, or a
standard SNM P-based Network Management System, to manage the
FN10. For alist of available FN10 network management tools, see
Section 4-1, FN10 Management Tools.
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The following sections describe LCM command syntax and the basic
LCM commands for logging in, logging out, and getting help.

LCM commands used for configuring the FN10 are described in
Chapter 3, Configuring Your FN10.

LCM commands used for monitoring and managing the FN10 are
described in Chapter 4, Monitoring and Managing Your FN10.

L CM commands used for adding and deleting Port filters are described
in Chapter 5, FN10 Filters.

The FN10 Local Console Manager (LCM) Commands
OTE Reference Card lists the available LCM commands, including
— each command’s options.

1.6.1 Command Syntax Conventions
The following conventions apply as you use LCM commands:

Pressthe Enter key to execute acommand after you typeit in.

A port rangeis either asingle port number, or alist of port numbers
separated by commas or hyphens. For example, 3 isport 3; 3, 7 are
ports3 and 7; 3-5 areports 3,4, and 5; and 3-5, 7 are ports 3, 4, 5,
and 7.

To quit any command, press the Control-C keys (*C or Ctrl-C).

You can abbreviate any command wherethereisno ambiguity; if there
isambiguity, LCM responds with an error message.

Commands are not case sensitive.
Any invalid commands or misspellings will receive an error message.
A previous command can be repeated by typing ! ! .

MAC addresses are displayed in little-endian Ethernet bit order, with
each octet separated by a colon. For example:

FN1O >address 00: 40: 27: 04: 1a: Of
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« Information that you need to enter with an LCM command is enclosed
in square brackets [ ]. For example, you must enter a port number and
an |P address to execute thei paddr [ PORT-NUVBER] [ | P ADDRESS]
command:

FNIO >i paddr 6 192.138.217. 40
e Parametersthat appear in al capita letters, for example bri dge
[ PORT- RANGH] , indicate that you must enter a value for that parameter.
If astring of parametersis displayed between braces, for example
[{of f] on] noBPDU |, you must select one of the displayed options. For

example, if you wanted to enable bridging on a port, or arange of
ports, you would enter:

FN10 >bridge 2-4 on
«  Thedefault valuesfor filtering command field options appear in square
brackets|[ ], for example:

Type:[Entry] (Entry/Exit)>

1.6.2 Basic LCM Commands

If you are going to manage the FN10 using LCM, you first must connect
the FN10 to an ASCII terminal or terminal emulator. See Section 2.3,
Connecting the Local Console Manager, for instructions.

When you want to use LCM, begin by pressing the Enter key several
times to get the LCM prompt (FNLO >).
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1.6.2.1 Help

Displays the menu of available commands. Help can aso be displayed by
typing a question mark (?). The output from the hel p command is
displayed below.

FN10 > hel p
FN10 Local Consol e Manager
help or ? this menu
stat us [ PORT- RANGE] to display unit or port status
baud [ BAUD- RATE] to change the console baud rate
exit or |ogout to | ogout
erase to erase configuration infornmation
i dent to display unit identification
i paddr [PORT# | PADDR [ MASK] ] to set or display |IP addresses

addresses di splay [any] [ADDR [ MASK] ] to display | earned addresses

bri dge [ PORT- RANGE [ OPTI ONS] ] to set bridging methods

trunk [PORT-RANGE [{on | off}]] to set or display trunking status
enabl e [ PORT- RANGE [ noRI P] ] to enable a set of ports

di sabl e [ PORT- RANGE] to disable a set of ports

filters {display|nodify|add|del ete} to manage port filters

communi ty to change the password/ conmunity name
sttinmer [Tl M- VALUE] to set or display st age time

wor kgroup [ NAVE [del et e] PORT- RANGE [INFO]] to set or display workgroups
speed [ PORT- RANGE [{ 10| 100}]] to set or display Fast Ethernet speed
reboot {SECONDS | off} to reboot the unit after seconds

arp [display] to display arp table information

route display [|PADDR] to display routing table information

trapl og to display the nost recent SNWP traps

FN10 >

1.6.2.2 Erase

Entering er ase to erase the current FN10 configuration sets up the |P
addresson Port 1t0 192. 0. 2. 1 (default) when the FN10 is rebooted.
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1.6.2.3 Exit

Logs you out of LCM. (Theexi t command is functionally equivalent to
thel ogout command.)

1.6.2.4 Logout

Thel ogout command logs you out of LCM. (Thel ogout command is
functionally equivalent to the exi t command.)

1.6.2.5 Traplog

Displays the traps messages captured by the FN10. The following is an
example of atraplog display:

FNLO > trapl og
Trap 16 0: 00: 00

The unit has boot ed.
Trap 25 0:00: 00

The unit’s spanning tree nmaxi rum age has changed
Trap 26 0: 00: 00

The unit’s spanning tree hello tine has changed.
Trap 27 0: 00: 00

The unit’'s spanning tree forward del ay tines has changed
Trap 3 0:00:02 port 1

The current functional state of the port has changed.

FNLO >
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CHAPTER 2

UNPACKING AND INSTALLING
YOUR FN10

Carefully unpack the FN10 from the shipping carton and inspect it for
possible damage. If any damage is evident, contact your supplier. The
shipping carton contains the following:

The FN10 unit
One AC power cord
Console Cable kit

Two rack-mounting brackets with fasteners (for rack-mount
installation)

Four stick-on feet (for desktop installation)

Documentation — In addition to this manual, the Fast Network 10
Quick Setup card, the Fast Network 10 Local Console Manager
(LCM) Commands Reference Card, the Fast Network 10 MIB
Reference Guide, and Release Notes are also included.

2.1 FN10 PANELS

The FN10 provides 12 or 24 10BASE-T Ethernet ports, including one
Ethernet Attachment Unit Interface (AUI) connection. Each FN10 also
includes an RS232C port for out-of-band management, and can be
configured with two additional Fast Ethernet (100 Mbps) ports.

Figure 2-1 showsthe FN10'sfront and rear panels. The LEDs and buttons
are described in Tables 2-1 and 2-2.
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Figure 2-1 FN10 12- and 24-Port Front Panels

S)

(S]

RJ45
Rear Panel with 2 Fast Ethernet (100 Mbps) Ports

RX TX status RX TX
Connection type options © . o S
Port BEA Port A ge
ST fiber-optic

Figure 2-2 FN10 Fast Ethernet (FE) Rear Panel
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Table 2-1 Meaning of FN10 LEDs

LED

Meaning

Link (upper level of
port LEDs)

On — Indicates the link is good.
Off — Indicates there is no link.

Status (lower level
of port LEDs)

On/Blinking — Indicates you are monitoring the port for
a selected segment status condition.
Off — Indicates you are not monitoring the port.

Segment Status
TX

On — Indicates you are monitoring Transmit (TX)
activity on all ports.

RX On — Indicates you are monitoring Receive (RX)
activity on all ports.

Act On — Indicates you are monitoring Transmit (TX) and
Receive (RX) activity on all ports.

Col On — Indicates you are monitoring packet collision on
all ports.

Usr On — Indicates you are monitoring transmission and
receive errors on all ports.

Ready On — Indicates the FN10 is operational.
Blinking — Indicates the FN10 is running power-up
diagnostics.
Off — Indicates the FN10 is non-operational.

Pwr On — Indicates the FN10 is receiving power and the

voltage is within the acceptable range.
Off — Indicates the FN10 is not receiving power.

If the Ready LED continues to blink after power-up diagnostics
are complete, it could mean the FN10 is overheating.
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Table 2-2 describes the FN10 buttons.

Table 2-2 Description of FN10 Buttons

Button Function

Cycles through the Segment Status options (TX, RX, Act,
Col, and Usr) for all ports. The lower port status LEDs of the

Select ports you are monitoring are activated based on what
function you chose with the Select button.
Reset Restarts the FN10.

2.2 INSTALLING THE FN10

Table-mounting an FN10

If the FN10 isto be table-mounted, make sure you install the four stick-on
feet on the bottom of the unit, as shown in Figure 2-3. In addition, make
sure the unit is within reach of the network cablesto which it will be
connected.

BB

E

(el =

Figure 2-3 Installing the Stick-on Feet
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Rack-mounting an FN10

The table below describes some general considerations you should be

aware of before mounting

aFN10in arack assembly.

Table 2-3 General Considerations for Mounting a FN10

Consideration

Discussion

Since the temperature within a rack assembly may
be higher than the ambient room temperature,

Temperature make sure the rack-environment temperature is
within the Operating Temperature range specified
in Appendix A.
Make sure there is at least 2 inches (or more) on
Air Flow both sides of the FN10 to allow for adequate air

flow.

Mechanical Loading

Do not place equipment on top of a rack-mounted
FN10.

Circuit Overloading

Make sure the power supply circuit to the rack
assembly is not overloaded.

Grounding (Earthing)

Rack-mounted equipment should be grounded. In
addition to the direct connections to the main power
supplies, make sure all the other supply
connections are also grounded.

The FN10 can be rack-mounted in a standard 19-inch equipment cabinet.
To mount the FN10 in arack assembly, apply the following steps:

1. Attach the rack-mount brackets to either side of the FN10 chassis.
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2. Placethe FN10 chassisin the cabinet.

3. Securethe FN10 with the rack-mount fasteners by inserting and
securing afastener through each of the four slots in the rack-mount
brackets, as shown in Figure 2-4.

B 2
Fasteners —»QEE -: s @|“|-B<— Fasteners

- Rack >

Figure 2-4 Rack-mounting the FN10

4. OncetheFN10isinstalled, plugthe AC power cord into the AC power
connector on the rear of the FN10 chassis. Plug the other end of the
power cord into athree-prong grounded outlet.

2.2.1 Checking the Power-up Diagnostics Sequence

Before connecting any devicesto the FN10, power on the unit and
observe the power-up diagnostics sequence to check for proper operation.

To observe the power-up diagnostics sequence completely, you may want
to repeat it. To restart the power-up sequence, turn the power switch OFF,
then ON again, or press the reset button on the front panel.

When you power up the FN10, the following occurs:

1. All LEDs, except for the Port Link LEDSs, turn on for one second.
2. The Power (Pwr) LED remains on.

3. TheReady LED starts flashing.

4. After several seconds, the Port Link LEDs turn on briefly.
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5. After several more seconds, the Ready LED will stay on, indicating
that the power-up diagnostics sequence is compl ete.

In addition, the Port Link LEDswill turn on for those ports with good
links and the Segment Status LEDs will turn on (or flash) when the
selected status condition is present.

If a critical component fails diagnostics, the Ready LED will turn
off and the FN10 will attempt to reboot. If the Ready LED does
not stay on, contact Cabletron Systems Technical Support.
Refer to Section 1.2

2.3 CONNECTING THE LOCAL CONSOLE MANAGER

The Local Console Manager (LCM) is acommand-line interface for
configuring, monitoring, and managing the FN10 through the out-of-band
RS232C connection on the front panel.

To connect LCM:

1. Connect your ASCII terminal or terminal emulator to the out-of-band
management RS232C port on the front panel of the FN10 using the
standard 9-pin serial cable shipped with the unit. (Only three of the
nine wires are necessary: Receive Data, Transmit Data, and Ground.)

For your convenience, a male DB-9 to DB-25 converter has
been included in the FN10 shipping carton. This converter may
come in handy when connecting your ASCII terminal, or
terminal emulator.

2. Set the terminal to 9600 baud, 8 data bits, 1 stop bit, and no parity.

3. Pressthe Enter key several times. If the FN10 is operational, LCM
responds with the FN10 > prompt.

LCM is now ready to use.

Refer to Section 1.6, L ocal Console Manager for ageneral overview of
LCM and the command syntax. LCM commands for configuring,
monitoring, and managing the FN10 are provided in the chapters dealing
with those topics.
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See the FN10 Local Console Manager (LCM) Commands
Reference Card for a list of all LCM commands, including each
command’s options.

2.4 CONNECTING THE FN10 TO THE NETWORK

Installations vary depending on existing wiring, application objectives,
and other considerations. Be sure to have your current network topology
map available or contact your network administrator.

The FN10 can be connected via 10BASE-T (or optiona Fast Ethernet
100BASE-TX) cable to a punch-down block or patch panel located in a
wiring closet. Individual devices are then connected to the FN10 at either
the punch-down block or patch panel, usually via unshielded twisted-pair
cabling.

For each device you connect to the FN10 through a punch-down block or
patch panel, do the following:

1. Connect one end of the 10BASE-T (or optional 100BASE-TX) cable
to the device' s network interface card.

2. Connect the other end of the 10BASE-T cable to a connector on the
punch-down block or patch panel.

3. Connect one end of asecond 10BASE-T cable to the connector on the
punch-down block or patch panel.

4. Connect the other end of the second 10BASE-T cable to a numbered
port on the FN10.

For each device you directly connect to the FN10, do the following:

1. Connect one end of the 10BASE-T (or optional 100 BASE-TX) cable
to the device's network interface card.

2. Connect the other end of the 10BASE-T cable to anumbered port on
the FN10.
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2.4.1 Connecting the AUI Interface

The FN10 includes one Ethernet Attachment Unit Interface (AUI)
connector (Port 1). To connect the AUI to athick coax network, you must
use an AUI drop cable and atap-type transceiver:

1. Attach atap-type transceiver to the thick coax cable. Refer to the
transceiver manufacturer’ s documentation for installation
instructions.

2. Connect oneend of the AUI drop cabletothe FN10's AUl port and the
other end to the tap-type transceiver.

To connect the AUI to an aternate media, such asthin coax, you must use
atransceiver connected to the AUI port. Be sure that the transceiver
matches the type of Ethernet cable you are using.

The Ethernet Attachment Unit Interface (AUI) Port and Port 1
on the FN10's front panel cannot be used simultaneously. If
you connect an RJ45 cable to Port 1 and an AUI cable to the
AUI Port, the FN10 automatically uses the RJ45 connection, as
long as there is a good link. If there is no link on Port 1, or the
link goes down, the FN10 automatically switches to the AUI
Port until there is a good link on Port 1.

2.5 ADDING OR REPLACING THE OPTIONAL FAST
ETHERNET MODULE

The FN10 is available with an optional Fast Ethernet module to add two
additional ports that can be configured for either 10 or 100 Mbps. If you
have purchased a FN10/FE, the Fast Ethernet (FE) module is already
installed in your FN10.

If you have purchased the FE modul e separately, or you need to replace an
existing FE module, follow the steps below:

1. Disconnect the FN10 from the network and remove the power cord
from the rear.

2. Loosen the 2 spring-loaded fastening screws securing the blank
backplate and remove the backplate from the FN10. Refer to
Figure 2-5.
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Figure 2-5 Removing the FN10 Backplate

If you are replacing an FE module assembly, slowly pull the
module handle away from the FN10 to disconnect the internal
connector and slide the assembly out of the FN10.

3. Insert the FE module assembly, making sure the edges of the board fit
into the guides that allow the assembly to smoothly glide into place.
Refer to Figure 2-6.

O °©° L ®

7 7

N oEm

Figure 2-6 Inserting the FE Module Assembly

s

4. When the FE assembly makes contact with the internal connector,
gently pressthe assembly into the FN 10 to allow the connector to snap
firmly into place.

5. Tighten the spring-loaded fastening screws to secure the FE module.
The physical installation of the FE module assembly is compl ete.
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o

Figure 2-7 Completed FE Module Installation

6. Reconnect the FN10to the network, plug inthe power cord, and power
on the unit.

7. Configure the FE module using the LCM command line interface.
Refer to Chapter 3, Configuring Your FN10.
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CHAPTER 3
CONFIGURING YOUR FN10

The FN10 does not require any additional configuration to operate as a
standard, transparent switch. However, if you want to use any of the
FN10's advanced functions, such asfiltering, you must first assign an IP
(Internet Protocol) address to any of the ports on the FN10 that you use to
communicate with a Simple Network Management Protocol (SNMP)
manager.

To initialy assign an IP address, you can use the Local Console Manager
(LCM). LCM isacommand-line interface built into the FN10. It allows
you to configure and manage the FN10 through the out-of-band RS232C
connection attached to any non-intelligent terminal. (See Section 3.1,
Assigning | P Addresses.)

Once you have assigned an | P address, you can use any of the following
network management tools to configure and manage the FN10:

«  Any SNMP-based NMS.

Configuration parameters are stored in an SNMP standard M anagement
Information Base (MIB). All FN10 MIB variables are listed and described
in the Fast Network 10 MIB Reference Guide.

There are some configuration options that cannot be
configured using LCM commands. You may need to modify
your configuration using an NMS. See Section 3.11, Modifying
MIB Variables.

The following sections describe how to configure the FN10 using LCM
commands, including:

* Assigning |P addresses

» Enabling and disabling bridging
» Displaying bridging functions

» Enabling and disabling trunking
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» Displaying trunking status
« Defining and deleting virtual workgroups

e Assigning acommunity hame

You can use the LCM erase command to erase all
configuration information on the next system reset.

If you are using a network management tool other than LCM,
refer to its accompanying documentation.
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3.1 ASSIGNING IP ADDRESSES

| P addresses for each port must be unique. |P addresses are divided into
classes based on what portion of the addressis network or port
information. The address classes are A, B, and C.

» ClassA addresses are used in very large networks that support many
ports. The first byte identifies the network and the other three bytes
identify the node. Thefirst byte of aclassA address must bein the
range 1-126. The address 100.125.110.10 would identify node
125.110.10 on network 100.

» Class B addresses are used for medium sized networks. The first two
bytesidentify the network and the last two identify the node. The first
byte of a class B address must be in the range 128-191. The address
128.150.50.10 identifies node 50.10 on network 128.150.

¢ Class C addresses are used for small networks. Thefirst three bytes
identify the network and the last byte identifies the port. Thefirst byte
of aclass C address must be in the range 192-223. The address
192.138.217.10 identifies node 10 on network 192.138.217.

To assign an | P address to a port, at the LCM prompt:
1. Typeipaddr <PCRT-NUMBER> <I P ADDRESS>

For example, i paddr 6 192. 138. 217. 40 would set the |P address of
Port 6 t0 192.138.217.40. LCM responds by displaying the | P address
table, as shown under thei paddr command.

Entering er ase to erase the current FN10 configuration sets the
IP address on Port 1 to 192. 0. 2. 1 (default) when the FN10 is
rebooted.
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3.1.1 Displaying IP Addresses

To display | P addresses, subnet masks, and MAC addresses of all portson
the FN10 you are configuring, at the LCM prompt:

1. Typei paddr
LCM displaysthe current |P address table, for example:

Port | P Address Addr ess Mask MAC Addr ess
1 192.138.217.1 255. 255. 255. 0 00: 40: 27: 00: 06: 1f
2 0.0.0.0 255.0.0.0 00: 40: 27: 00: 06: c3
3 192.138. 217. 10 255. 255. 255. 0 00: 40: 27: 00: 06: 3e
4 0.0.0.0 255.0.0.0 00: 40: 27: 00: 03: 7a
5 0.0.0.0 255.0.0.0 00: 40: 27: 00: 05: c7
6 192. 138. 217. 20 255. 255. 255. 0 00: 40: 27: 00: 04: 4a
7 192.138. 217. 50 255. 255. 255. 0 00: 40: 27: 00: 06: 9¢e
8 192. 138. 217. 30 255. 255. 255. 0 00: 40: 27: 00: 04: b4

3.1.2 Deleting an IP Address
To delete an | P address, at the LCM prompt:

1. Typeipaddr <PORT-NUMBER> 0.0.0.0

LCM responds by redisplaying the current |P address table.

3.1.3 Changing a Subnet Mask

You can optionally set the subnet mask for aport. A subnet mask isa
32-bit address mask used in | P to specify aparticular subnet. If the subnet
mask is 0.0.0.0, the FN10 will automatically convert the displayed mask
to the standard default, based on the port’s I P address class. (ClassA
address masks are 255.0.0.0, Class B address masks are 255.255.0.0,
Class C address masks are 255.255.255.0.)

To change the subnet mask, at the LCM prompt:
1. Typeipaddr <PCRT-NUVBER> <I P ADDRESS> <SUBNET MASK>

For example, i paddr 6 192.138.217. 40 255. 255. 240. 0 would set the
subnet mask for port 6 to 255.255.240.0. LCM responds by
redisplaying the current address table.
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When you change the subnet mask for a port, you must also
enter the IP address for that port. Make sure you enter the IP
address for the port correctly; whatever you enter becomes the
IP address.

3.2 ENABLING BRIDGING

TheLCM bri dge command allows you to set bridging optionsfor asingle
port or arange of ports. The optionsinclude:

o Off
e on (the default with BPDU enabled)
*  NOBPDU

BPDU (Bridge Protocol Data Unit) isadata unit transmitted as part of the
|EEE 802.1d Spanning Tree protocol. The exchange of BPDUs allows
bridges within a network to logically configure the network as asingle
spanning tree.

Selecting the noBPDU option could make your network
inoperable because the FN10 would be unable to detect loops.

Using LCM to enable bridging for a port or port range, at the LCM
prompt:

1. Typebridge [ PORT- RANGE [{of f| on| noBPDU}]]
For example, bri dge 2 on would enable bridging on port 2.

LCM responds:

Port 2 bridging: Transparent Bridgi ng
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3.3 DISABLING BRIDGING

To turn off the bridging function for a port or port range, at the LCM
prompt:

1. Typebridge [ PORT- RANGE] of f
For example, bridge 2 of f would disable bridging on port 2.

LCM responds:

Port 2 bridging: off

3.4 DISPLAYING BRIDGING FUNCTIONS

To display the bridging functions that are enabled for all ports, at the
LCM prompt:

1. Typebridge

LCM respondswith alist of al ports and the bridging function that is
enabled. For example, typing bri dge would display the bridging status
for al ports.

Usage: bridge [ PORT- RANGE [{of f| on| noBPDUY] ]
Port 1 bridging: Transparent Bridgi ng
Port 2 bridging: Transparent Bridging
Port 3 bridging: Transparent Bridgi ng
Port 4 bridging: Transparent Bridging

Port 24 bridging: off

You could also type bri dge [ PORT- RANGE] to look at a specific range
of ports. For examplebri dge 2- 4 would display bridging functionsfor
ports 2, 3, and 4.
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3.5 ENABLING TRUNKING

If your network configuration requires you to connect two or more FN10s
together, but the applications you are running over the network require
more than 10 Mbps of bandwidth per connection, you can use the built-in
trunking feature to increase bandwidth up to 80 Mbps, without installing
additional hardware on your network.

Trunking is a Cabletron Systems proprietary extension to the 802.1D
Spanning Tree agorithm. It enables you to use multiple 10BASE-T
Ethernet segments to connect FN10s together, while maintaining first-in,
first-out ordering of Ethernet packets. In addition, if any of the Ethernet
segments configured for trunking become inoperable, those Ethernet
segments are automatically bypassed.

Figure 3-1 shows two FN10s connected by four 10BASE-T crossover
cables. Y ou can connect up to eight portsfor sharing the traffic load. Any
additional connected portswill become standby ports. The connections
must be point-to-point. That is, there cannot be any other devices on the

Ethernet segments.
O

FastNET 10

o

FastNET 10

10BASE-T Crossover Cables —m»= ({{[[>
(providing 40 Mbps of bandwidth)

WA Aiddliddild]
\i |
<

Figure 3-1 Trunk Connections
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In some wiring closets, it may be easier to connect two FN10s
via an Ethernet concentrator. However, you must make sure
that there are no other devices connected to the Ethernet
concentrator.

Trunk Groups

Each set of connections between two FN10sis called a Trunk Group. You
can create severa Trunk Groups to interconnect your FN10s. Each FN10
can have up to four Trunk Groups.

For example, if you have three FN10s (A, B, and C), as shown in
Figure 3-2, you could connect them using a single Ethernet segment.
However, that would limit the interconnection to 10 Mbps. To solve this
problem, you could connect A to B with one Trunk Group, and connect
B to C with asecond Trunk Group.

FastNET 10 A

Trunk Group #1 —p D

FastNET 10 B

i o, |

Trunk Group #2 —p{]|

FastNET 10 C

Figure 3-2 Trunk Groups
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To enable trunking for the example shown, you would:
1.

Connect the desired ports of the FN10s together using 10BASE-T
crossover cables.

If FN10 A ishandling only asmall number of users, the A to B Trunk
Group could have just two ports per FN10. If FN10 B and C are
expected to interconnect many users, you could use up to eight ports
in the B to C Trunk Group.

Using LCM, turn on trunking for the connected ports on each FN10.
For FN10 A, at the LCM prompt:

a.  Typetrunk 2,3 on

For FN10 B, at the LCM prompt:

b. Typetrunk 3-10, 14-15 on

For FN10 C, at the LCM prompt:

c. Typetrunk 3-10 on

Each FN10 automatically determines which ports are part of which
Trunk Group. After Trunk Group configuration, the FN10s complete
the standard 802.1D Spanning Tree state changes, treating each Trunk
Group asasingle 802.1D Spanning Tree port.

802.1D Spanning Tree takes about thirty seconds to resolve which
FN10 ports are to become forwarding ports. As ports within a Trunk
Group become forwarding ports, traffic within the Trunk Group is
momentarily halted to guarantee the first-in, first-out ordering of the
Ethernet packets.

The FN10-to-FN10 connections must be point-to-point. There
cannot be any other devices on those Ethernets. The ports
used for trunking can be in any order. However, both ends of
the FN10-to-FN10 connections must have trunking turned on
for the ports that are being used for the connections.

3.6 DISABLING TRUNKING
To turn off trunking, at the LCM prompt:
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1. Typetrunk <PORT-RANGE> of f

For example, trunk 2-4 of f

3.7 DISPLAYING TRUNKING STATUS

To check the status of your current trunking configuration, at the LCM
prompt:

1. Typetrunk <PORT- RANGE>

The display could look like the following:

FN10 > trunk 2-4

Port 2 trunking joined to Bridge MAC Addr 00:40:27:00: 06: 1f | P Addr 192.138.217.1
Port 3 trunking joined to Bridge MAC Addr 00:40:27:00: 06: c3 | P Addr 192.138.200.2
Port 4 trunking joined to Bridge MAC Addr 00:50:36:00: 07: 4a | P Addr 192.140.250. 7

The following conditions can be displayed:

e Closed (or Oneway) — Trunking is enabled, and the Trunking
Protocal is attempting to establish atrunk connection.

e Heldown — Trunking is enabled, but the trunk connection was
rejected. After a short time-out period, another attempt is
automatically initiated to establish a good trunk connection.

» Joined — Trunking is enabled, and the Trunking Protocol has
established a good trunk connection.

e Off — Trunking is not enabled.

*  Perturbed — Trunking is enabled, and a good trunk connection has
been established. However, the forwarding of data packetsis
temporarily suspended to allow for achange in the membership of the
Trunk Group.
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To check the status for ports configured for trunking, at the LCM prompt:

1. Typestatus <PORT- RANGE>

The display could look like the following:

FN1O > status 1
Port 1 Status

Bri dgi ng: Transparent Bridging
Enabl ed/ D sabl ed: Enabl ed, R p listening
Spanni ng Tr ee: For war di ng

Trunki ng State: O f

Pkts Transmtted: 1693

Pkts Recei ved: 0

Carrier Losses: 1693

Total Collisions: 0

Excess Col | i si ons: 0
RX M ssed Pkts: 0
RX Runt Pkts: 0
RX FCS/ Align Errs: 0
Internal TX Errs: 0

Type <CR> to display port 2 status...>

The following conditions can be displayed:

Broken — Trunking is enabled, but the port in non-operational.

Closed (or Oneway) — Trunking is enabled, and the Trunking
Protocal is attempting to establish atrunk connection.

Heldown — Trunking is enabled, but the trunk connection was
rejected. After a short time-out period, another attempt is
automatically initiated to establish a good trunk connection.

Joined — Trunking is enabled, and the Trunking Protocol has
established a good trunk connection.

Off — Trunking is not enabled.

Perturbed — Trunking is enabled, and a good trunk connection has
been established. However, the forwarding of data packetsis
temporarily suspended to allow for achange in the membership of the
Trunk Group.
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3.8 DEFINING AND DELETING WORKGROUPS

The FN10 allows you to define logical groups of associated hosts (virtual
workgroups) to provide amore efficient flow of traffic across your
Ethernet network.

Virtual workgroups offer you the ability to limit broadcaststo logical
domains within the network. Workgroup destinations are recognized by
the FN10 and packets are routed directly to hosts within the workgroup,
eliminating the need to perform a general broadcast across each segment
of the network to find specific host addresses.

Figure 3-3 shows a FN10 that has been programmed to identify
workgroups A and B. Workgroup A uses ports 3 through 5, and
workgroup B uses ports 7 and 11. Port 16 connects a segment that
contains both workgroup A and workgroup B hosts.

Router

Workgroup A

|
\,\,

Figure 3-3 Defining Virtual Workgroups

Workgroup B

Page 3-12 Fast Network 10 User Guide



Defining and Deleting Workgroups

The LCM commands used to create the previous configuration are as
follows:

1. To create workgroup A on ports 3, 4, 5, 13, and 16:
FN10 > wor kgroup A 3-5,13, 16

LCM responds with the following display:

Nane: a
Ports: 3, 4, 5, 13, 16
Info: al

2. To create workgroup B on ports 7, 11, 16, and 24:

FN10 > workgroup B 7, 11, 16, 24

LCM responds with the following display:

Name: b
Ports: 7, 11, 16, 24
Info: al

Port 16 has been assigned to a segment that includes hosts that belong to
workgroup A and workgroup B. Port 13 connects workgroup A to the
router and port 24 connects workgroup B to the router.

In the above steps, both command lines did not specify a specific
classification of workgroup and have defaulted to the all category that
alows broadcasts of any protocol. To specify a specific IP network you
would need to add the IP network ID.

The following LCM commands re-define the previous example as
workgroups with an | P network classification:

1. To create workgroup A:
FN10 > workgroup A 3-5,13,16 ip 198.113.120.0
LCM responds with the following display:

Nane: a
Ports: 3, 4, 5, 13, 16
Info: |P 198.113.120.0 255.255. 255.0

Fast Network 10 User Guide Page 3-13



Chapter 3: Configuring Your FN10

2. To create workgroup B:
FN10 > workgroup B 7,11,16,24 ip 198.113.121.0

LCM responds with the following display:
Nane: b

Ports: 7, 11, 16, 24
Info: P 198.113.121.0 255. 255. 255. 0

In both cases, a specific NETMASK value was omitted and LCM
assumed the standard | P address class mask.

Asillustrated in the previous example, virtual workgroups allow you to
associate multiple hosts, define aworkgroup, or delete aworkgroup. In
reality, you are assigning workgroup IDsto FN10 ports.

Use the LCM command, workgroup, to create, modify, and delete virtual
workgroups. The full syntax of the command is as follows:

workgroup [NAME [{delete | PORT-RANGE [INFO]}]]
The options for INFO include:

e ipIP-ADDRESS[NETMASK] - indicates an IP network and if
NETMASK isomitted, the standard I P class mask is assumed.

e ipx [IPX-NETWORK] - indicates an IPX network and if
IPX-NETWORK isomitted all IPX numberswill be assumed (thisis
referred to as the default workgroup).

« al - alowsany network protocol and isthe default setting for the
workgroup command.

To display all of the workgroups defined by the FN10, at the LCM
prompt:

1. Typeworkgr oup

To display information about a specific workgroup, a the LCM prompt:
1. Typeworkgroup NAME

To create or modify aworkgroup, at the LCM prompt:

1. Typeworkgroup NAVE PCRT- RANGE | NFO
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To delete aworkgroup, at the LCM prompt:
1. Typeworkgroup NAME del ete

To create or modify the port list for a specific workgroup, at the LCM
prompt:

1. Typeworkgroup NAVE PORT- RANGE

To modify the network classification of a specific workgroup, at the LCM
prompt:

1. Typeworkgroup NAME | NFO

3.9 ASSIGNING A COMMUNITY NAME

A community nameis similar to a password. You use the same steps to
assign anew community name or to change an existing community name.
This setsthe MIB variable sxadm nAnyPass. You can then enter a
community name to perform any SNMP sets. The default password is an
empty string that allows you to enter your community name.

To assign acommunity name, at the LCM prompt:
1. Typecomunity
2. Enter the old community name.

If one has not been assigned, you do not need to enter anything. LCM
prompts you for the new community name.

3. Enter the new community name.
LCM prompts you to verify the new community name by retyping it.

4. Retype the new community name.
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3.10 CONFIGURING MULTICAST STORM PROTECTION

The FN10 provides automatic protection against multicast storms.
Multicast storms are excessive broadcasts to all ports, typically caused by
amalfunctioning device. They can result in severe network performance
problems, including causing the network to crash.

To protect against multicast storms, you must define an acceptable rate for
multicast traffic across a port. In many ways, thisfeatureis similar to
filtering, however, multicast storm protection does not involve the use of
filters.

Each FN10 port can be individually configured for automatic multicast
storm protection. You define what level of multicasts the FN10 will
recognize as a multicast storm by specifying the number of multicast
packets that can be transmitted within a given time period.

LCM does not allow you configure for multicast storm
protection. You must use RCM or an SNMP-based NMS. See
the RCM Reference Guide or the documentation that came
with your NMS for configuration instructions.

For example, if you configure FN10 to transmit onto Port 3 no more than
five multicasts per 60 seconds, any multicasts destined for Port 3 are
discarded after the first five multicasts. After 60 seconds have el apsed,
another five multicasts to Port 3 will be allowed. This maintains an
effective maximum rate of five multicast packets per minute.

The two Management Information Base (MIB) variables for configuring
multicast storm protection are:

*  sxif TxStor nnt — specifies the maximum number of multicasts that
can be broadcast within the given time.

e sxi TxSt or nTi me — specifies the period of time that the maximum
number of multicasts can be broadcasted.

Refer to the Fast Network 10 MIB Reference Guide for acomplete listing
and description of MIB variables.
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3.11 MODIFYING MIB VARIABLES

Specific instructions for controlling FN10 operations, modifying
parameters, and so on, depend on the NM S you are using. This manual
providesinstructions for using LCM commands. However, LCM
commands do not exist for all configuration options. You may need to
modify your configuration using an NMS.

This section provides severa common MIB variables you may want to
change. Refer to the Fast Network 10 MIB Reference Guide for a
complete listing and description of MIB variables.

Each variable isfirst described in words, and is then identified in MIB
form, for example, sxadm nGet Pass - {sxadnin 3}. The Display String
line shows the range of values that can be used for the given parameter. In
each case, the DisplayString is a string of ASCI| characters.

3.11.1 System Contact

The system contact parameter identifies the contact person who is
responsible for operating the FastNET 10. Typically, this parameter
includes the person’s name, company or division name, and telephone
number.

sysContact - {system 4}
D splayString (Sl ZE (0..255))

3.11.2 System Name

The system name is a name assigned to the FN10 by the network
administrator. By convention, the system name is the fully qualified
domain name. (This name then becomes the LCM prompt.)

sysNanme - {system 5}
D splayString (Sl ZE (0..255))

3.11.3 System Location
The system location identifies the physical location of the FN10.

sysLocation - {system 6}
D splayString (SIZE (0..255))
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3.11.4 Authentication Password

The set password and get password variables (from the SMC proprietary
MIB), must be initialized with the correct authentication passwords.

All requests from any SNM P manager contain acommunity name field.
For set requests, the community name must match the set password;
otherwise, the request will be rejected by the FN10. For get requests, the
community name must match either the set password or the get password.

Set Password

The set password variable (sxadm nAnyPass) must be set to the value of
the community name used by the SNMP manager for performing either
set or get operations. A zero length password means that any community
name is acceptable.

sxadnm nAnyPass - {sxadm n 2}
D splayString (Sl ZE (0..24))

Get Password

The get password variable (sxadm nGet Pass) must be set to the value of
the community name used by the SNMP manager for performing get
operations. A zero length password means that any community nameis
acceptable.

sxadm nGet Pass - {sxadmn 3}
D splayString (Sl ZE (0..24))

3.11.5 Aging Parameter

Dynamic (learned) addresses are automatically deleted from the FN10
Bridge Address Table after a certain length of time. The aging time
default isfive minutes, as set by the IEEE 802.1d standard. However, you
can change the aging parameter using the MIB variable

dot 1dTpAgi ngTi ne.

The FN10 continually compares the actual age of each dynamic address
against the age specified by the dot 1dTpAgi ngTi e parameter, and del etes
any addresses that are older than the age specified (or older than five
minutes if you are using the default). Typically, there is no need to set the
aging time to a very small number because the FN10 Bridge Address
Table supports 8,192 addresses.

Static addresses (those added by the user) are not aged.
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CHAPTER 4

MONITORING AND MANAGING
YOUR FN10

Monitoring the FN10 consists of collecting and analyzing statistics and
system status information. Additional statistics gathered by the FN10 are
the result of user-configurable filters. See Chapter 5, FN10 Filters, for
information on setting up FN10 filters.

You can use the Select button on the front panel of the FN10 to monitor
segment status on any of the Ethernet ports. Refer to Section 2.1 for a
description of the segment status options.

Basic management of the FN10 consists of disabling or enabling Ethernet
ports, changing subnet masks, setting the community name for the FN 10,
and changing the baud rate for your Local Console Manager (LCM)
connection.

4.1 FN10 MANAGEMENT TOOLS

LCM isacommand-line interface built into the FN10 that enables you to
monitor and manage the FN10 through the out-of-band RS232C
connection attached to any non-intelligent terminal. You can also use one
of the following Cabletron Systems Network Management Stations
(NMSs), or astandard SNM P-based NM S to manage the FN10:

* Any SNMP-based NMS.

4.2 FN10 STATISTICS

The FN10 gathers statistics that can help you build a comprehensive
profile of the network traffic flow between each Local Area Network
(LAN) you are connecting, aswell as the network traffic flow to and from
each Ethernet port on the FN10.

FN10 statistics are divided into five groups:
e System dtatistics
e Ethernet port statistics
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« MAC datistics
e Traffic analysis statistics
*  SNMP datistics

You can use this information to analyze your overall network
performance and to make configuration changes as necessary. For
example, Ethernet port statistics can help you identify network devices
that require high bandwidth, and therefore should be connected through a
dedicated, rather than a shared, network connection. In addition, Ethernet
port statistics can help you identify a network device that is the source of
numerous multicast packets due to a possible malfunction.
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4.2.1 Pseudo Filters

You can configure pseudo-filters to optimize your network design.
Pseudo-filters generate statistics asif afilter had actually been applied
without actually invoking the filter or impacting the network. See Chapter
5, Fast Network 10 Filtersfor information on setting up FN10 filters.

4.2.2 Gathering Statistics

For purposes of network management, managed objects, such asthe
FN10, must be identified. Creation of a managed object is achieved by
placing its identifier, and a set of management information appropriate to
its class, in the Management Information Database (MIB).

Using the MIB variables, you can obtain a detailed analysis of your
network by combining statistics for each source network, destination
network, and source and destination port. The Fast Network 10 MIB
Reference Guide contains the SNMP MIB variables you need to monitor
and manage the FN10.

4.2.3 System Statistics
For each FN10, the following system statistics are available:

¢ The number of seconds since the FN10 was last reset.

*  The number of spanning tree topology changes that have occurred
since the FN10 was last reset.

e Thetime since atopology change was last initiated.

e Thephysical location of the FN10.

e The name and address of the contact person for the FN10.
*  Thename of the FN10.

e The number of times an address was not added to the FN10 Bridging
Address Table because the table was full.

e The current number of dynamic (learned) addresses.

¢ The current number of static addresses.
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*  The number of times each filter was successfully invoked, and the
source address of the packet for the last successful invocation of each
of the combination filters.

To check FN10 system status using LCM, see Section 4.3.

4.2.4 Ethernet Port Statistics

For each Ethernet port connection on the FN10, the following statistics
are available. They can help you analyze both network activity and
utilization, and in some cases, indicate faulty equipment or cabling.

All statistics counters are cleared when the FN10 is reset or
when Ethernet ports are re-enabled.

e The number of packets received from the port.

The packets are broken down into the following categories by type of
destination address:

- Known individual destination address

- Unknown individual destination address

- Multicast address (other than broadcast)

- Broadcast address

- Individual node management packets

- Multicast node management packets (other than broadcast)

- Broadcast node management packets
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For each of the above categories, statistics on whether a packet was
forwarded or filtered areavailable. In addition, if apacket wasfiltered,
the following conditions are recorded:

- If the packet islocal traffic

- If the port is not in the Spanning Tree Forwarding state
- If thereisasource address or entry port restriction

- If thereisadestination address or exit port restriction
The number of bytesin the received packets.

The number of bytesin the packets that were filtered.

The number of bytesin the packets that were forwarded.
Thetotal number of packets transmitted to the LAN.

The packets are broken down into the following categories by type of
destination address:

- Known individual destination address

- Unknown individual destination address

- Multicast address (other than broadcast)

- Broadcast address

- Individual node management packets

- Multicast node management packets (other than broadcast)
- Broadcast node management packets

The number of bytesin the transmitted packets.

The number of packets not transmitted to the LAN.

The packets are broken down into the following categories:

- Not sent due to congestion

- Not sent due to multicast storm protection

The number of received Frame Check Sequence (FCS) errorsdetected.

The number of missed packets due to receive queue overflows.
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*  The number of received packets with frame alignment errors.

*  Thenumber of packet transmissionsthat wereinitially deferred dueto
the media being busy.

e The number of packets not transmitted due to excessive collisions.
*  Thenumber of packets transmitted with one collision.
e The number of packets transmitted with multiple collisions.

¢ Thenumber of RX and TX collisions.

425 MAC Statistics

MediaAccess Control (MAC) statistics are available for each MAC
address stored in the FN10 Bridging Address Table. They can help you
determine how many packets are being sent and received by a specific
device on the network.

e The number of seconds since receiving a packet from the device with
a specific address.

e The number of seconds since transmitting a packet to the device with
a specific address.

*  The number of packets received from the device with a specific
address.

e The number of packets transmitted to the device with a specific
address.

*  Thenumber of bytes received from the device with a specific address.
e The number of bytes transmitted to the device with a specific address.

*  The number of multicast packets received from the device with a
specific address.

*  Number of packets forwarded from the device with a specific address.

The receive statistics for the entries in the FN10 Bridging
Address Table are only updated when packets are received on
Ethernet ports that are in Spanning Tree Forwarding or
Learning state, and if Learning has been enabled on the
Ethernet port.
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4.2.6 Traffic Analysis Statistics

You can configure the FN10 to collect statistics on traffic between active
Ethernet ports, for example:

*  Number of packets sent from Station A to Station B.

Configure pseudo source-port filter with Station A’ saddress as source
address match and Station B’ s address as destination address match.

e Number of IP packets sent from Station A to Station B.

Configure pseudo source-filter with Station A’s address as source
address match and Stations B’ s address as destination address match
and Frame Type set to | P.

*  Number of packets sent from Station A to Segment B.

Configure pseudo destination filter on port B with Station A’ saddress
as source address match.

*  Number of packets sent from Segment A to Station B.

Configure pseudo source filter on port A with Station B’ s address as
destination address match.

Refer to Chapter 5, FN10 Filters, for instructions on setting up FN10
pseudo filters.

4.2.7 SNMP Statistics

The following statistics relate specifically to SNMP. The Management
Information Base (MIB) variable that collects the statistics is provided in
square brackets.

e The number of SNMP PDUs received by the FN10. [snnpl nPkt s]
e The number of SNMP PDUs created by the FN10. [snnpQut Pkt s]

e The number of SNMP PDUs received by the FN10 which had an
unsupported SNMP version. [snnpl nBadVer si ons]

e The number of SNMP PDUs received by the FN10 which had an
unrecognized SNM P community name. [snnpl nBadComuni t yNanes]

e The number of SNMP PDUs received by the FN10 which had an
authentication failure. [snnpl nBadConmuni t yUses]
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e The number of SNMP PDUs received by the FN10 which had an
ASN.1 parsing error while being decoded by the FN10.
[snnpl nASNPar seEr 1 s]

* Thetotal number of MIB objects which have been successfully
retrieved by the FN10 as aresult of SNMP GetRequest or GetNext
PDUS. [snnpl nTot al RegVar s]

e Thetotal number of MIB objectswhich have been successfully altered
by the FN10 as aresult of SNMP SetRequest PDUs.
[snnpl nTot al Set Var s]

e Thetota number of SNMP GetRequest PDUs received by the FN10,
which have been processed with no errors. [snnpl nGet Request s]

e Thetotal number of SNMP GetNext PDUs received by the FN10,
which have been processed with no errors. [snnpl nGet Next s]

e Thetotal number of SNMP SetRequest PDUs received by the FN10,
which have been processed with no errors. [snnpl nSet Request s]

e Thetotal number of SNMP PDUs created by the FN10, with avalue
of t 0oBi g inthe PDU’S Error St at us. [snnpQut TooBi gs]

e Thetota number of SNMP PDUs created by the FN10, with avalue
of noSuchNarre in the PDU’S Err or St at us. [snnpQut NoSuchNanes]

e Thetotal number of SNMP PDUs created by the FN10, with avalue
of badval ue inthe PDU’S Err or St at us. [snnpQut BadVal ues]

e Thetota number of SNMP PDUs created by the FN10, with avalue
of genErr inthe PDU’SError St at us. [snnpQut GenEr r s]

e Thetotal number of SNMP GetResponse PDUs created by the FN10.
[snnpQut Get Responses]

e Thetota number of SNMP Trap PDUs created by the FN10.
[snnpQut Tr aps]

4.3 USING LCM TO CHECK FN10 STATUS

The LCM commands that enable you to quickly check on the status of the
FN10 include:

e Status
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e Addressdisplay
e |paddr
e ldent

These LCM commands are described in the sections that follow.

4.3.1 Displaying Status

The st at us command displays the status of the FN10 and automatically
pages through the status of all of the Ethernet ports, pausing at each
screen of information.

You can also use the st at us command to display status for
individual Ethernet ports by typing st at us and specifying a port
number.

At the LCM prompt:
1. Typestatus
LCM displays the following type of information.
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Sof tware Currently Running: TigerSwtch software, Tue 08/23/94 15:03: 09
Next Bootstrap (1st bank): TigerSwitch software Tue 08/23/94 15:03: 09
Power -up test failures: none

Current unit tenperature is nornal.

System Up Tinme: 2:25:57

Current Number of Learned Addresses: 133

Nunmber of Defined Filters: O

CPU utilization is light.

Por t RX Packets TX Packet s Col |'i si ons Erred Packets
1 0 1676 0 1676
2 6978 8 0 0
3 0 0 0 0
4 0 0 0 0
24 0 0 0 o

Type <CR> to display port 1 status...>

If you do not want to view the status of each Ethernet port, use the
Ctrl-C keysto return to the LCM prompt.

Port 1 Status

Bri dgi ng: Transparent Bridgi ng
Enabl ed/ Di sabl ed: Enabl ed, Rip listening
Spanni ng Tree: For war di ng

Trunki ng State: f

Pkts Transmtted: 1693

Pkts Recei ved: 0

Carrier Losses: 1693

Total Collisions:
Excess ol |i si ons:
RX M ssed Pkts:
RX Runt Pkt s:

RX FCS/Align Errs:
Internal TX Errs:

Sooocoo

Type <CR> to display port 2 status...>

If you do not want to view the status of port 2, use the Ctrl-C keys to
return to the LCM prompt.

Y ou can view the status for multiple of ports by typing st at us and
indicating the range of port numbers, for example st at us 2-6.
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4.3.2 Displaying MAC Addresses

The addr esses di spl ay command displays all MAC addressesin the
FN10 Bridge Address Table. The display includes:

* TheMAC address
e Type of address, including:
- Dynamic (learned)
- Ethernet port (for the MAC address of an Ethernet port)
- Static (for an address that was added by an NMS)
- BPDU (the MAC address to which all BPDUs are directed)
- Reserved (the address reserved by 802.1d, but not yet assigned)

- All LANSs (the addresses reserved by 802.1d for network
management)

*  Port number

* Age (in seconds since a packet was last received from that address)
*  Number of packets received from that address

e Number of packets forwarded to that address

The display automatically pauses with each screen of information.
Addresses are displayed in random order; for example, address
02:00:00:00:00:00 may appear after address 04:00:00:00:00:00.

The age will be the most recent of the following:
* Timesince a packet was last received from that address

e Timesincethat address was created (e.g., a static address created by
an NMS)
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To display all MAC addresses, at the LCM prompt:
1. Typeaddresses display any

LCM respondswith alist of all MAC addresses, their associated ports,
the type, age, and number of frames from and to that address.

Addr ess Type Port Age(secs) Frames-From Franmes-To
08: 00: 20: 02: 3a: 44 Lear ned 3 26 1 0
00: 40: 27: 03: b7: 21 Static *x 5 17110 195

Enter <CR> to continue, Ctrl-Cto exit:

If you do not specify any, only the learned static and other addresses are
displayed.

To display a specific address, at the LCM prompt:

1. Typeaddresses display <MAG ADDRESS>

For example, if you typed, addr esses di spl ay 02: 04: 06: 03: 2a: 43,
LCM would display the following information:

Address Type Port Age(secs) Frames- From Franes- To
02: 04: 06: 03: 2a: 43 Learned 5 21 1181 73

You can display arange of addresses by using a net mask. Thisis helpful
when determining the status associated with stations containing the same
make of Ethernet network interface cards. At the LCM prompt:

1. Typeaddresses display <MAG ADDRESS> <NET- MASK>

For example, to see all addresses that begin with 02:04.06, you would
enter:

addr esses di spl ay 02: 04: 06: 00: 00: 00 ff:ff:ff:00:00: 00
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LCM would display:

Addr ess Type Port  Age(secs) Franes- From Frames- To
02: 04: 06: 03: 2a: 43 Learned 5 21 1181 73
02: 04: 06: 00: 2a: 67 Learned 4 1 3421 0
02:04: 06: a3: 70: 2b  Lear ned 6 0 15339 235

Enter <CR> to continue, Crl-Cto exit:

LCM alowsyou to display MAC addresses in two formats:
e Little-endian (default)

Little-endian is a method of storing or transmitting data in which the
least significant bit of each byte is presented first. Thisisused in
Ethernet networks.

e Big-endian

Big-endian is amethod of storing or transmitting data in which the
most significant bit of each byteis presented first. Use the bi g option
to display MAC addresses in big-endian format.

Big-endian format separates the bytes with spaces rather than colons.
Y ou can also enter MAC addresses in big-endian format by using
spaces rather than colons. This option is helpful if your network
includes Token Ring or FDDI along with Ethernet.

Thei paddr command displays the IP addresses, subnet masks, and MAC
addresses of all FN10 ports. At the LCM prompt:

1. Typei paddr
LCM displaysthe current | P address table, for example.

Por t | P Addr ess Addr ess Mask MAC Address
1 192.138.217.1 255. 255. 255. 0 00: 40: 27: 00: 06: 1f
2 0.0.0.0 255.0.0.0 00: 40: 27: 00: 06: c3
3 192.138.217.10 255. 255. 255. 0 00: 40: 27: 00: 06: 3e
4 0.0.0.0 255.0.0.0 00: 40: 27: 00: 03: 7a
5 0.0.0.0 255.0.0.0 00: 40: 27: 00: 05: ¢c7
6 192.138.217. 20 255. 255. 255. 0 00: 40: 27: 00: 04: 4a
7 192.138.217.50 255. 255. 255. 0 00: 40: 27: 00: 06: 9e
8 192.138.217. 30 255. 255. 255. 0 00: 40: 27: 00: 04: b4
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4.3.3 Displaying Manufacturing Information

Thei dent command identifies FN10 manufacturing information,
including the part number and any power-up test codes and diagnostic
data. To display the manufacturing information, at the LCM prompt:

1. Typeident
LCM displays the following type of information:

Part Nunber: 501-3000-002  X70002e4- 0006891
Up- Li nk Modul e Part Nunber: 123-4567-891 X1234567- 1234567

Power -up test codes: 00000000 00000000 00000000 00000000
D agnostic data: 00000000 00000000 fffffffc fffffffc

00000000 ff 006000

4.4 MANAGING THE FN10
Managing the FN10 consists of

« Disabling and enabling Ethernet ports

e Changing a subnet mask

e Changing acommunity name

e Setting the baud rate of your terminal connection
e Setting areboot time

You can use the Local Console Manager (LCM), any of the Cabletron
Systems NMSs, or a standard SNMP-based NM S to manage the FN10.
Refer to Section 4.1.
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4.5 USING LCM TO MANAGE THE FN10
The LCM commands that enable you to manage the FN10 include:

» Disable

* Enable

e |paddr

e Community
* Baud

* Reboot

These LCM commands are described in the sections that follow.

4.5.1 Disabling a Port

There can be times when you need to disable a specific Ethernet port, for
example, after you have determined that there is faulty equipment.
Disabling a port effectively stops all bridging functions for that port.
Disabled ports do not accept SNM P packets, and therefore cannot
communicate with an NMS.

To disable aport, or port range, at the LCM prompt:
1. Typedi sabl e <PCRT- RANGE>
For example, di sabl e 7-9 would disable ports 7, 8, and 9.

LCM responds:

Port 7: D sabl ed
Port 8: D sabled
Port 9: D sabl ed

Once an Ethernet port is disabled, it will be disabled until you enable it
again. Resetting the FN10 will not enable a port that has been disabled.

Fast Network 10 User Guide Page 4-15



Chapter 4: Monitoring and Managing Your FN10

If you disable the port through which someone is remotely
managing the FN10, that person will not be able to
communicate with the FN10. Use the LCM command

addr esses di spl ay to find the port number you are using to
manage the FN10.

4.5.2 Enabling a Port

When you enable an Ethernet port that has been disabled, whatever
bridging functions you had previously configured for that port are
re-enabled.

To enable a port, or arange of ports, at the LCM prompt:
1. Typeenabl e <PORT- RANGE>
For example, enabl e 7-9 would enable ports 7, 8, and 9.

LCM responds:

Port 7. Enabled, R p listening
Port 8: Enabled, Rp listening
Port 9: Enabled, R p listening

Entering enabl e <port nunber > for an already enabled FN10
port resets that port’s statistics counters.

Ri p |i steni ng means that the FN10 is in listening mode
only. No RIP packets are created.

4.5.2.1 noRIP Option

The Routing Information Protocol (RIP) is one of the protocols that
allows the FN10 to build an accurate, current routing table. Thistable
includes the networks it knows about, the next hop, and the number of
hopsto get there. RIP enables you to use an NM S to remotely manage the
FN10 through arouter.
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ThenoRI P option alows you to turn off the routing information that
builds the routing table. You would use this option when you are
connecting network devices that do not support RIP,

4.5.3 Changing a Subnet Mask

You can optionally set the subnet mask for a port. A subnet mask isa
32-bit address mask used in | P to specify aparticular subnet. If the subnet
mask is 0.0.0.0, the FN10 automatically converts the displayed mask to
the standard default, based on the port’s | P address class. (Class A address
masks are 255.0.0.0, Class B address masks are 255.255.0.0, Class C
address masks are 255.255.255.0.)

To display | P addresses, subnet masks, and MAC addresses of all portson
the FN10 you are managing, at the LCM prompt:

1. Typei paddr
LCM displaysthe current | P address table, for example:

Port | P Address Addr ess Mask MAC Addr ess
1 192.138.217.1 255. 255. 255. 0 00: 40: 27: 00: 06: 1f
2 0.0.0.0 255.0.0.0 00: 40: 27: 00: 06: c3
3  192.138.217.10 255. 255. 255. 0 00: 40: 27: 00: 06: 3e
4 0.0.0.0 255.0.0.0 00: 40: 27: 00: 03: 7a
5 0.0.0.0 255.0.0.0 00: 40: 27: 00: 05: c7
6 192.138.217.20 255, 255. 255. 0 00: 40: 27: 00: 04: 4a
7 192.138.217.50 255. 255. 255. 0 00: 40: 27: 00: 06: 9¢e

To change the subnet mask, at the LCM prompt:
1. Typeipaddr <PORT-NUVBER> <I P ADDRESS> <SUBNET NASK>

For example, i paddr 6 192. 138. 217. 40 255. 255. 240. 0 would set the
subnet mask for port 6 to 255.255.240.0. LCM responds by
redisplaying the address table.

When you change the subnet mask for a port, you must also
enter the IP address for that port. Make sure you enter the IP
address for the port correctly; whatever you enter becomes the
IP address.

To assignh anew | P address, refer to Section 3.1.
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4.5.4 Changing a Community Name

A community nameis similar to a password. You use the same steps to
assign anew community name or to change an existing community name.
This setsthe MIB variable sxadmi nAnyPass. You can then enter a
community name to perform any SNMP sets.

To assign acommunity name, at the LCM prompt:
1. Typecomunity
2. Enter the old community name.

If one has not been assigned, you do not need to enter anything. LCM
prompts you for the new community name.

3. Enter the new community name.
LCM prompts you to verify the new community name by retyping it.

4. Retype the new community name.

4.5.5 Setting the Baud Rate

You can set the baud rate for your LCM console connection. The options
for baud rate include:

» 1200
e 2400
* 4800
* 9600
* 19200

The default rate is 9600.

Make sure that the baud rate you set matches the baud rate
setting for the terminal you are using.
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To display the current baud rate setting, at the LCM prompt:
1. Typebaud
LCM responds:

Usage: baud [ 1200| 2400] 4800] 9600| 19200]
Baud rate i s 4800.

To change the baud rate setting, at the LCM prompt:
1. Typebaud <baud rate>

For example, baud 9600 would set the baud rate to 9600.

LCM responds:

Baud rate is 9600.

4.5.6 Setting a Reboot Time

You can enter the number of seconds the FN10 waits before rebooting. At
the LCM prompt:

1. Typereboot <time interval>
For example, reboot 60

LCM responds:

Systemwill be reset in 60 seconds.
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CHAPTER 5
FN10 FILTERS

One of the most significant features of the FN10 isits powerful
user-configurabl e filtering capabilities. A filter is an instruction to the
FN10 to screen data packets based on the criteriayou define. Filtering is
useful for gathering statistics, implementing security measures, and
improving network performance.

The FN10 also supports pseudo filtering. Pseudo filtering provides a
unique traffic monitoring capability, including:

» Determining the effect afilter would have, without actually invoking
it.

* Monitoring traffic patterns to help determine optimum network
design.

e Monitoring potential security threats.

» Evaluating security policies.

You can configure the FN10 to selectively filter network traffic using the
following types of filters:

e Bridge Address Tablefilters
e Portfilters

Although proper use of filters can have a positive effect on the network
performance, excessive use of filters may degrade network performance.
(Refer to Section 5.6.)

5.1 BRIDGE ADDRESS TABLE FILTERS

Bridge Address Tablefilters use the FN10 Bridge Address Table to
determineif there are any filtering flags assigned to a packet’s source or
destination address. By assigning FN10 Bridge Address Tabl e filter flags,
you can selectively filter:

e Traffictoand/or from any station (MediaAccess Control (MAC) layer
address).
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* Multicast traffic from any station (MAC layer address). Multicast
packets are those destined for more than one address.

Each source address can be assigned one of the following restrictions:
e Filter all packets from this source address.

» Filter all multicast packets from this source address.

You cannot configure Bridge Address Table filters using the
Local Console Manager (LCM).

The capacity of the FN10 Bridge Address Table is 8,192 entries. The
majority of entries are dynamically learned addresses. However, 200
entries can be static (manually entered).

Table 5-1 shows what a dynamically learned entry in the FN10 Bridge
Address Table might look like.

Table 5-1 Representation of an Internal Bridge Address Table Entry

Port Multicast
MAC address Age Source filter source
(segment) fi
ilter
00:01:02:03:04:05 3 26 OFF OFF

Where:

MAC address — Indicates the Ethernet address.

Port (segment) — Indicates the physical Ethernet segment port associated
with the MAC address. The segment port number is automatically learned for
dynamic addresses, but can be manually entered as a static address.

Age — Indicates when a frame from the device was last received by the
FN10.

Source filter — Indicates the flags used solely for filtering. They instruct the
FN10 to filter (ON) or not filter (OFF) packets generated by specified MAC
address.

Multicast source filter — Indicates the flags used solely for filtering. They
instruct the FN10 to filter (ON) or not filter (OFF) multicast packets generated
by specified MAC address.
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With the Bridge Address Table entry shown in Table 5-1, you can use any
of the following types of Bridge Address Table filtering:

¢ Source address
*  Source address multicast
* Destination address

5.1.1 Source Address Filter

The source address filtering capability uses the sourcefilter flag, whichis
a component of each entry in the FN10 Bridge Address Table. When the
flag is set to ON, all packets originating from the designated MAC
address are filtered. This enables the FN10 to recognize — and ignore —
local traffic. Local traffic refers to data packets that only need to travel
within one network segment.

5.1.2 Source Address Multicast Filter

The source address multicast filtering capability uses the multicast source
filter flag in the FN10 Bridge Address Table.

When thisflag is set to ON, al multicast packets originating from the
designated MAC address are filtered. Thisis useful for preventing
broadcast traffic from a particular station from being propagated to other
network segments.
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5.1.3 Destination Address Filter

A destination address filter can be used to discard all traffic destined to a
specific MAC address. Thistype of filter is configured by setting a static
address entry for the MAC address and specifying {nul I } asthe port
assignment. The port assigned by the static entry will take precedence
over the port learned by the FN10's learning algorithm.

Destination address filters can be used to create virtual LANS. For
example, if you want users on Ports 1 and 2 to communicate with each
other, and users on Ports 3, 4, and 5 to communicate with each other, but
not allow cross traffic between the two groups, you could configure a
destination address filter for the broadcast address (i.e., ff:ff:ff:ff:ff:ff), as
follows:

» Source Port 1, then forward to Port 2
»  Source Port 2, then forward to Port 1
*  Source Port 3, then forward to Ports 4 and 5
» Source Port 4, then forward to Ports 3 and 5
»  Source Port 5, then forward to Ports 3 and 4

5.2 PORT FILTERS

In contrast to Bridge Address Tabl e filters, which apply to traffic to or
from a particular MAC address, Port filters apply to traffic to or from a
specific port on the FN10.

Using any of the FN10 management tools, you can assign an Entry port
one of the following restrictions:

« Filter all packetsentering the port, except those from addresses defined
as static entriesin the FN10 Bridge Address Table.

» Treat all packets with identical source and destination addresses as
broadcasts.

e Filter all packets that match all of the fields in the Port filter.
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Likewise, you can assign an Exit port one of the following restrictions:

e Only alow a certain number of multicast packets every “n” seconds
and then stop transmitting.

» Filter apacket destined for this port that matchesall of thefieldsin the
Port filter.

Port filters can include multiple filtering conditions. This makes it
possible to configure very specific filters. For example, a Port filter could
be configured to filter all AppleTalk packets from Port 2 whose
destination addressis XY Z.

In this example, three filtering conditions are specified. The Port filter
could be logically represented as:

Filter packetsif:

e They arefrom Port 2.

e They are AppleTalk packets.

* Thedestination addressis XY Z.

The FN10 allows you to implement up to 100 Port filters (total, for all
connected ports). The various types of filtering conditions that can be
specified are referred to as fields.

5.2.1 Configurable Fields

Port filters can be configured to selectively filter network traffic based on
specific Entry and Exit ports. Entry port filtersinclude filtering
conditions on a port that isto receive a packet. Exit port filters include
filtering conditions on a port to which the packet is destined.

Each Port filter can contain entries for the configurable fields, with the
exception of the Port/Group Match and Port/Group# fields that are only
used with Exit port filters. If you do not specify avalue for a particular
field, that field will not be used.

The Typefield (Entry or Exit) must always be specified, sinceit
identifies which traffic flow the FN10 is to observe for filtering. The
default is Entry.
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For the fields defined as True, False, or Not Applicable (NA) in the
following sections:

*  True—Meansal traffic that matches the field will be filtered.

« False—Meansall traffic that does not match the field selection will be
filtered (inverse filter).

* Not applicable (NA) —Meansthat when thefilter isinvoked, the FN10
will not check thisfield.

In addition to the configurable fields, there are two additional options you
can use when you configure Port filters:

* Pseudo filtering

* Filter links

5.2.1.1 Pseudo Filtering

Any Port filter can be set to pseudo mode. In pseudo mode, the filter
generates statistics, counting how many packets meet the filtering criteria.
The FN10 does not actually block any traffic.

The pseudo filter option provides unique traffic monitoring capability,

including:

» Determining the effect a particular filter would have, without actually
invoking it.

» Monitoring traffic patterns as an aid in determining optimum network
design, usage policies, and so on.

* Monitoring potential security threats.

5.2.1.2 Filter Links

Port filters can be logically linked using the Boolean And/Or operators.
Because Port filters are maintained as a table, each Port filter you
configure is assigned a Port Filter Table index number. This number is
incremented each time a Port filter is added to the Port Filter Table index.

Port filter processing is a one pass, sequential operation. All And/Or
operators apply to the next Port filter in the Port Filter Table index that is
assigned the same port number and Entry/Exit value.
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For example, if you had the configuration shown below, the And operator
assigned to Port 2 would apply to the next instance of Port 2, not
necessarily the next sequential filter number in the Port Filter Table index.

Filter Filter  Filter
I ndex Port Operator
1 1 Or - —
2 2 And
3 1 Or -q-
4 2 Or |+
5 2 Or -

The Port filter configuration fields are described in Table 5-2.

Table 5-2  Port Filter Configuration Fields

Field Description Default
If the filter is for port 1, you do not need to enter
Port anything. If the filter is for another port, enter that 1
number.
Either Entry — apply the filter to all packets received
Type on the port, or Exit — apply the filter before Entry
transmitting the packet from the port.
Either NA (not applicable), True — filter the packet if
Port/ the receiving port or group number matches, or False
Group — filter the packet if the receiving port or group number | NA
Match does not match. This is valid only if the filter type is
Exit.
Decimal value for the number of the port or group
Port/ through which the packet entered the FN10 XE. This is NA
Group # | valid only if the filter type is Exit. Port group humbers
start at 25.
Either NA (not applicable), True — filter the packet if
Source the source MAC address is within the range, or False NA
Range — filter the packet if the source MAC address is
outside of the range.
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Table 5-2 Port Filter Configuration Fields (Continued)

Field Description Default

Source The starting MAC address for the source range of
Range MAC addresses. If you are filtering on a single source
Start address, enter that address here.

Source Ending MAC address for the source range of MAC

Range addresses. If you are filtering on a single address,

End enter that address here.

ggﬁm: MAC address mask to apply to the range of source ff:ff:ff: ff:
g MAC addresses. ff.ff

Mask

Destinati Either NA (not applicable), True — filter the packet if

the destination MAC address is within the range, or

g;n e False — filter the packet if the destination MAC NA
9 address is outside of the range.

c[)):stlnatl Starting MAC address for the destination range of

MAC addresses. If you are filtering on a single source
Range

address, enter that address here.
Start
Destinati
on Ending MAC address, for the destination range of
Range MAC addresses.
End
Destinati
on MAC address mask to apply to the range of ff:ff:ff: ff:
Range destination MAC addresses. ff.ff
Mask

Either NA (not applicable), True — filter the packet if
Protocol '

the protocol type matches, or False — filter the packet | NA
Match .

if the protocol type does not match.

For all Ethernet-2, 802.3, or specific Ethernet frames.
Protocol All of the Ethernet hex values are listed in RFC 1060.

Tpe Some common Ethernet protocol hex values include:
yp 0800 — IP, 0806 — ARP, 6003 — DECnet Phase IV, and
809B — AppleTalk

Either NA (not applicable), True — filter the packet if
the masked value matches, or False — filter the packet
if the masked value does not match. This option allows | NA
you to examine a portion of a packet to set up
customized filters to match conditions you specify.

Field
Match
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Table 5-2 Port Filter Configuration Fields (Continued)

Field

Description

Default

Field
Origin

Either TYPE, IP, MAC, or SR (see Field Offset
description). The origin is the field from which the
offset count starts.

TYPE

Field
Offset

The decimal offset of the portion of the packet to be
examined. If the origin is TYPE, the field offset value is
relative to the end of the Ethernet frame type,
regardless of whether or not the frame type is SNAP
encapsulated. For example, for IP packets, a field
origin of TYPE with a field offset of zero indicates the
start of the IP header.

If the origin is IP, then the offset is relative to the end of
the IP Header (an offset of zero indicates the portion
immediately following the end of the IP Header).

If the origin is MAC, then the offset is relative to the
beginning of the MAC addresses (an offset of zero
indicates the start of the destination MAC address).

If the origin is SR, then the offset is relative to the end
of the MAC header, including the Source Routing (SR)
header, if present.

Field
Value

The two digit hexadecimal value of each of the eight
octets beginning at the origin and offset by the value
specified above. The octets must be separated by
spaces. This is the value that the filter is using when it
does a comparison for a match, for example a MAC
address.

Field
Mask

An eight octet mask applied to the packet's eight
octets before comparing them to the Field Value
specified above. The mask octets must be separated
by spaces. This is a mask of the specified Field Value.

Filter
Index

Filter number for this filter. For example, a value of one
indicates that this is the first filter in the Filter Table. If
you use the default index of 1, any other filters you
have previously defined will be renumbered starting
with 2. Although filters are assigned to a port, filter
indexes are not; they are assigned sequentially to all
filters for all ports.

One
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When adding or modifying afilter, you must enter both a Source Range
Sart value and a Source Range End value. For example:

Source Range: [NA] (InRange/ Qut Range/ NA)>i nrange

Source Range Start: [00:00: 00: 00: 00: 00] >08: 00: 20: 00: 00: 00

Sour ce Range End: [00: 00: 00: 00: 00: 00] >00: 40: 60: Oa: 10: 3e
Source Range Mask: [ff:ff:ff:ff:ff:ff] >ff:ff:ff:00:00:00

Tofilter on asingle address, be sure to enter the same address in both the
Source Range Start: and Source Range End: fields.

5.3 USING FILTERS FOR SECURITY PURPOSES

The various types of security restrictions that can be implemented using
filtersinclude:

* Redtricting accessto anetwork segment —you can configure afilter to
prevent any traffic from being forwarded to a specific network
segment.

* Restricting access to specific stations — you can use filters to restrict
access to specific stations on the network.

*  Preventing access by unauthorized users—you can usefiltersto restrict
individual workstations from accessing other network devices.

For each example shown below, the situation is described first, and the
objective to be accomplished is explained. Then, how the objective could
be accomplished using the FN10 is explained in general terms. In these
examples, single |etters are used to represent MAC-layer addresses.
Actual MAC addresses consist of a string of numbers, (22:14:15:4:5:6).

Example 1: Restricting Access to a Network Segment

The objective in this example is to restrict access for security reasons.
Workstations on one network segment (subnet) are to be restricted
entirely from access to devices on an adjoining subnet.

In this example, there are three subnets connected by a centrally located
FN10 (see Figure 5-1). The subnets are referred to as Manufacturing,
Engineering, and Accounting.
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Manufacturing Subnet
LAN 1

LD

FN10

_E@

®3

Concentrator Concentrator

L L]
/) =

= =
UoUy DO
Engineering Subnet Accounting Subnet
LAN 2 LAN 3

Figure 5-1 Using Filters to Restrict Access to an
Adjoining Network Segment
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The company wantsto allow Engineering and A ccounting workstationsto
access resources on the Manufacturing subnet (LAN 1), but wants to
prevent users on the Engineering subnet (L AN 2) from accessing
resources on the Accounting subnet (LAN 3). Therefore, the objectiveis
to set up afilter that will block all traffic between LANs 2 and 3, while
allowing users on both LANs 2 and 3 to access LAN 1.

For this example, assumethat LAN 2 and LAN 3 are connected to ports 2
and 3 on the FN10, respectively. LAN 1 is connected to the ports 1 and 4
on the FN10.

Two Port filters are used to discard any packets from the Engineering
subnet destined for the Accounting subnet (LAN 2to LAN 3), and any
packets from the Accounting subnet destined for the Engineering subnet
(LAN 3to LAN 2). Each filter includes:

e Thesource LAN or port number
*  Thedestination port

e Match flags

The filters are constructed as follows:

» Filter 1: Identifier is port 3 as a destination (i.e., exit)
Fields are source LAN = 2, Match

e Filter 2: Identifier is port 2 as a destination (i.e., exit)
Fields are source LAN = 3, Match

Any packet whose source is LAN 3 and destination is port 2 will be
filtered. Likewise, any packet whose source isLAN 2 and destination is
port 3 will be filtered. However, the filters will not affect user access to
the Manufacturing subnet (LAN 1). Therefore, the objective has been
accomplished: Users on LANs 2 and 3 (Engineering and Accounting)
cannot communicate, but users on either LAN can access LAN 1
(Manufacturing).

Thisisan example of logical segmenting. In thiscase, LANs2 and 3 are
distinct physical segments. However, before the filters were implemented,
they were able to freely communicate. The filters were used to logically
segment the network in such away that LANs 2 and 3 cannot
communicate.

Page 5-12 Fast Network 10 User Guide



Using Filters for Security Purposes

Example 2: Blocking Access to Specific Stations

In this example, a company uses a FN10 to connect two LANS (see
Figure 5-2). Three workstations on LAN 2 (the Accounting Subnet)
contain sensitive data (workstations F, G, and H). The company wants to
prevent users on LAN 1 (the Manufacturing Subnet) from accessing data
on these three workstations. Therefore, the objective isto prevent userson
LAN 1 from accessing workstations F, G, and H on LAN 2.

Manufacturing Subnet

LAN 1
Accounting Subnet

LAN 2

Concentrator Concentrator

Computers that cannot
be accessed by LAN 1
users

Figure 5-2 Using Filters to Restrict Access to Specific Stations

In this example, a Port filter is configured that instructs the FN10 to
discard data packets whose destination addressis F, G, or H (the
addresses of the workstations containing sensitive data). Therefore, the
FN210 will not pass any packetsfrom LAN 1to LAN 2 if the packet's
destination addressisF, G, or H.

Thisfiltering example specifies three separate components:
e TrafficfromLAN 1

* Traffic destined for addressesF, G, and H on LAN 2

* Match flags for both components
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Thisinformation is used to configure the filter as follows:

» Filter identifier — port number of the port attached to LAN 2 asa
destination.

e Filter fields— destination address F-H (range, match) source LAN =1
(match).

Note that a match flag is specified for both fields; thisinstructs the
FN10 to filter any packets that match both fields (traffic from LAN 1 and
to addresses F-H on LAN 2).

Several methods are available to accomplish this goal. For example, the
Port filter could have been specified as follows:

»  Filter identifier — port number of the port attached to LAN 1 asasource
e Filter fields — destination address F-H (range, match)

This exampleis useful for illustrating three basic concepts concerning
filters:

» Eventhough a FN10 is used to join network segments, it can also be
used to block selected traffic — or all traffic if desired — between
joined segments. The blocking mechanism is the filters you set up.

»  Filters can be based upon various criteria: source address, destination
address, packet type, and so on. In the example, thefilter criteriawere
source port and destination MAC address.

» Afilter can only block (discard) packets which must cross the FN10.
The FN10 in the example can only filter traffic that travelsfrom LAN
1to LAN 2 (or from LAN 2to LAN 1).

While afilter can prevent LAN 1 stations from accessing the
sensitive-dataworkstationson LAN 2, it cannot prevent workstation E
on LAN 2 from accessing these workstations. The reason is that
workstation Eisonthesame L AN asthe sensitive-datacomputers, and
therefore does not need to use the FN10 to access them.
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Example 3: Restricting Access to Authorized Users

The example shown in Figure 5-3 is very similar to the previous example.
The difference is that access to workstations F, G, and H will not be
denied to al LAN 1 users. Instead, only authorized userson LAN 1 will
be able to access the sensitive data workstations F, G, and H on LAN 2.

Authorized Users Restricted Workstations

Figure 5-3 Using Filters to Restrict Access to Authorized Users

A Port filter is configured that allows data packets to be sent to the
restricted workstations on LAN 2 only if the packet’s source addressis
the address of an authorized user on either workstation B, C, or D of LAN
1. The Port filter's components are:

e Source addresses (of authorized users)

* Dedtination addresses (which identify packets directed to any of the
restricted workstations)

* No match flags for both of the above components
Thefilter is configured as follows:

* Source addressfield: B, C, or D (LAN 1), no match

e Dedtination addressfield: F, G, and H (LAN 2), ho match

The No match flag is used in both fields to instruct the FN10 to filter all
traffic that does not match both fields.

All packets destined for the restricted workstationson LAN 2 (F, G, or H)
are filtered, unless the source address is the address of an authorized user
onLAN 1 (B, C, or D).
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Note that the FN10 is not storing information designed to identify
restricted devices or authorized or unauthorized users. Instead, it isusing
address information (which it does store) to act on filters that have been
configured to meet the desired objective: Restrict accessto certain
workstations to authorized users.

5.4 USING FILTERS TO ENHANCE NETWORK
PERFORMANCE

In many applications, filters can be used to enhance network performance
by preventing certain types of traffic which may degrade performance. A
filter that defines logical barriers to protect a network segment or
segments from conditions that may degrade network performanceis
referred to as afirewall filter.

Examples of poor network performance that can be controlled by firewall
filtersinclude:

e Unnecessary traffic
e Broadcast storms

e Conflicting applications that occur within a particular network
segment

Firewall filters can also be used to help implement fault isolation, error
recovery, and security measures.

A firewall filter can be a Bridge Address Table filter or a Port filter.
Firewall filters can be configured to:

* Allow only server traffic to be forwarded from LAN A to LANsB and
C. (Other traffic would not be forwarded.)

*  Prevent a specific type of traffic from being forwarded to a specific
network segment. For example, it might be desirable to block DECnet
broadcast traffic fromaLAN that includes no devicesthat use DECnet
data packets.

e Prevent multicast packets from being forwarded to a specific network
segment (localized broadcast storm prevention).
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The FN10 multicast storm protection feature may be thought of
as a firewall feature, in that it performs a protective blocking
function. However, it is not a filter. Multicast storm protection is
described in Section 3.10, Configuring Multicast Storm
Protection.

Example 4: Using a Firewall Filter to Control Multicasts

To optimize network performance, you can configure filters to reduce
multicasts (packets broadcast to multiple destinations). In addition, you
can prevent multicasts packets of a particular protocol type.

In this example, four LANSs are interconnected by a FN10 (see

Figure 5-4). The objective isto prevent LAN 1 from sending AppleTalk |
multicaststo LANs 2 and 3, yet allow AppleTak | multicasts to be sent
from LAN 1to LAN 4.

Thefilter described is afirewall filter; it acts as a barrier to protect the
network from a condition that may degrade network performance.

LAN 1 LAN 2

) 007 O0) ) OO0 O
%L = =/ Sy = =
1 1 1
T T 1

Concentrator Concentrator
ARAARA[NARKAR] :::nnesiii
e grenmaloanan i o, | FN1O
1 C— 1
Concentrator Concentrator
LAN 3 LAN 4
Ly 0 O [ O LW
1- 1 1
I 1

Figure 5-4 Using Firewall Filters to Reduce Multicasts
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Thisfilter is configured as follows:

» Filter identifier — port number of the port attached to LAN 2 asa
destination (i.e., exit)

e Filter identifier — port number of the port attachedto LAN 3 asa
destination (i.e., exit)

« Filter fields— protocol type = AppleTak I, match source LAN = LAN
1, match destination address, match

Thisfilter blocks AppleTalk | multicasts (or all AppleTak | traffic if the
destination address field is omitted) from LAN 1to LANs 2 and 3, yet
AppleTak | traffic to LAN 4 is permitted because LAN 4 is not specified
for filtering.
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5.5 CONFIGURING A PORT FILTER

To configure a Port filter, use the Local Console Manager (LCM). The
LCM prompts you through the fields for each Port filter you want to
configure. If you are adding a Port filter to be used in conjunction with
another Port filter, and the filters must be ordered sequentially, use the
LCM filters di spl ay command to find the filter index number of the
existing Port filter.

After you have configured a Port filter, the LCM display would look
something like the example shown below. Your actual display depends on
how you have configured your Port filter.

Port Nunber? >1

I ndex: 1
Type: Entry
Pseudo: True
Sour ceRange: True
Sour ceRangeSt ar t 00: 00: 00: 00: 00: 00
Sour ceRangeEnd: 00: 00: 00: 00: 00: 00
Sour ceRangeMask ff ff ff . ff.ff.ff
Dest Range: True
Dest RangeStart : 00: 00: 00: 00: 00: 00
Dest RangeEnd: 00: 00: 00: 00: 00: 00
Dest RangeMask: ff ff ff . ff.ff.ff
Pr ot ocol Mat ch: True
Pr ot ocol Type: LLC
Fi el dvat ch: True
Fi el dOri gi n: 1P
Fi el dOf f set: 0
Fi el dval ue: 00: 00: 00: 00: 00: 00: 00: 00
Fi el dvask: ff ff.ff.ff.ff. ff.ff.ff

erator: And

tnts: 0
Cetets: 0
Lasr SRC 00: 00: 00: 00: 00: 00
Type <cr> to display the next filter ...>

See Table 5-2 for information on the configurable fields.
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Complete the following steps to configure a Port filter. To accept a default
value, press the Enter key.

At the LCM prompt:

1
2.

Typefilters add
Enter the port number.

1isthe default. If the filter isfor port 1, you do not need to enter
anything; if the filter is for another port, enter that number.

Select the filter type.

Entry isthe default. If thefilter will be an entry filter, you do not need
to enter anything; if the filter will be an exit filter, typeexit.

Select whether the filter should be areal filter or a pseudo filter.

Trueisthe default; meaning the filter will be a pseudo filter. You do
not need to enter anything if the filter is to be pseudo. If you want the
filter to be aredl filter, type Fal se.

Select whether the filter will use arange of source MAC addresses.

NA isthe default; meaning the filter will not use a source range. Y ou
do not need to enter anything unless you are using a source range. (If
you are not using a source range, go to Step 8.)

If you are using a source range, type either:
True—Filter the packet if the source MAC addressiswithin therange.

False — Filter the packet if the source MAC addressis outside the
range.

Enter the first MAC address in the source range.
Enter the last MAC addressin the source range.
Enter the source range MAC address mask.

ff. ff. ff. ff. ff. ff isthe default address mask. If ff:ff:ff.ff.ff.ff isthe mask
you want to use, you do not need to enter anything. If you want to use
adifferent mask, enter that value.

Page 5-20 Fast Network 10 User Guide



Configuring a Port Filter

10.
11.
12.
13.

14.
15.

16.
17.

Select whether the filter will use a destination range of MAC
addresses.

NA is the default; meaning the filter will not use a destination range.
Y ou do not need to enter anything unless you are using a destination
range. (If you are not using a destination range, go to Step 12.

If you are using a destination range, type either:

True— Filter the packet if the destination MAC address is within the
range.

False — Filter the packet if the destination MAC addressis outside the
range.

Enter the first MAC address in the destination range.
Enter the last MAC address in the destination range.
Enter the destination range MAC address mask.
Select whether the filter will use a protocol match.

NA isthe default. Y ou do not need to enter anything unless you are
using a protocol match. (If you are not using a protocol match, go to
Step 15.)

If you are using a protocol match, type either:

True—Filter the packet if the protocol type matches.

False — Filter the packet if the protocol type does not match.
Enter the protocol type to match.

Select whether the filter will use afield match.

NA isthe default. Y ou do not need to enter anything unless you are
using afield match. (If you are not using afield match, go to Step 20.)

If you are using afield match, type either:

True— Filter the packet if the masked value matches.

False — Filter the packet if the masked valued does not match.
Enter the field origin.

Enter the field offset.
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18.
19.
20.

21.

Enter the field value.
Enter the field mask.
Select the operator.

Or isthe default. Y ou do not need to enter anything if the filter will
usethe Or operator. If you want thefilter to usethe And operator, type
And.

Enter the filter number.

One (1) isthe default. Y ou do not need to enter anything if the filter
number is 1.

If you want the filter to have an index number other than 1, enter the
value you want to use.

LCM displaysthe filter you entered and prompts you to saveit. Enter y
(Yes) to save thefilter, or n (No) to cancel it. If you save thefilter, itis
redisplayed.

5.5.1 Modifying a Port Filter

You modify a Port filter in much the same way as you add one. LCM
prompts you through each field. To modify a Port filter, begin with the
steps below, then follow the prompts as if you were adding afilter.

At the LCM prompt:

1

Typefilters nodify
LCM prompts you for the filter index (number).
Enter the filter index number.

LCM displaysthefilter type field and prompts you through the filter
fieldsin the same way as when you add afilter. What you had
previously entered becomes the default value and is displayed in
brackets[ ]. Make any changesyou want following theinstructionsfor
adding afilter.
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5.5.2 Deleting a Port Filter
To delete a Port filter, at the LCM prompt:

1. Typefilters delete

LCM prompts you for the filter index.
2. Enter thefilter number.

LCM responds filter deleted.

All filter indexes are sequential, beginning with the number
one. When a filter is deleted, all filters are renumbered so that
the filter index remains sequential.

5.6 FILTERING AND PERFORMANCE
CONSIDERATIONS

When implementing filters, the FN10 must process packets to determine
if they should befiltered. Therefore, the processing that takes place on
filters can exact atoll on FN10 throughput (or forwarding) performance.

Typicaly, if you are using Bridge Address Tablefilters or a small number
of Port filters, they will have little effect on performance. However, a

large number of Port filters can reduce the maximum possible forwarding
rate. For this reason, filtersthat are no longer needed should be removed.
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CHAPTER 6
FN10 DIAGNOSTICS AND TROUBLESHOOTING

The FN10 incorporates severa built-in diagnostic and testing capabilities
which are convenient to use and cause minimal or no disruption to the
operational network. These capabilities are effective for isolating
problems within the FN10 unit. Built-in diagnostic capabilities include:

e System-wide power-up diagnostics, which are run every time the
system is powered up or reset.

e Loca and remote loopback tests on any of the FN10's 24 Ethernet
ports.

All tests can be performed locally or remotely using an in-band or
out-of-band Network Management System (NMYS).

6.1 POWER-UP DIAGNOSTICS

The FN10 performs an extensive set of diagnostic self-tests whenever any
of the following events occurs:

e Power-up

¢ Reset using the front panel Reset button

* Reset viathe NMS (a soft reset)

* Automatic reset in response to a non-recoverable failure

The power-up diagnostics test processors, memory, and other critical
hardware components of the FN10. All diagnostic softwareis stored in
non-volatile memory (EPROM).
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6.1.1 Power-up LED Sequence
When you power-up the FN10, the following occurs:

1

o &~ D

All LEDs, except for the Port Link LEDs, turn on for one second.
The Power (Pwr) LED remains on.

The Ready LED starts flashing.

After several seconds, the Port Link LEDs turn on briefly.

After several more seconds, the Ready LED will stay on, indicating
that the power-up diagnostics sequence is compl ete.

In addition, the Port Link LEDs will turn on for those ports with good
links and the Segment Status LEDs will turn on (or flash) when the
selected status condition is present.

If a critical component fails diagnostics, the Ready LED will turn
off and the FN10 will attempt to reboot. If the Ready LED does
not stay on, contact Cabletron Systems Technical Support.
Refer to Section 1.2.

6.1.2 Specific Power-up Tests
The power-up diagnostic tests performed on the FN10 include:

ROM checksum test
Instruction/Data memory test
Memory map test

Interrupt test

Packet memory test

Shared RAM component test
Ethernet data |oopback test
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6.1.3 Software Checksum Comparison

When the FN10 reboots, its operational softwareis verified by a
checksum comparison before it is loaded. If the software fails the
checksum test due to an interrupted new software distribution procedure,
the FN10 will automatically useits backup version of software. A backup
version of software is always stored in non-volatile memory.

The operational parameters of the FN10 software are also protected by a
checksum comparison. When the FN10 reboots, if the operational
parameters of the FN10 fail a checksum test due to a power failure in the
midst of a previous update, the FN10 automatically uses its backup
version of the parameters.

A backup version of the operational parameters is always
stored in non-volatile memory before any update is attempted.

6.1.4 Power-up Diagnostics Results

After completion of the power-up diagnostic sequence, both the Power
(Pwr) and Ready LEDs located on the front panel of the FN10 should be
on.

6.2 RESPONSES TO FAILURES AT POWER-UP

How the FN10 responds to failures detected during power-up depends on
the seriousness of the failure. For example, the FN10 will operate if a
non-critical component, such as the out-of-band management port, fails
diagnostics. However, in the event of acritical failure, such asafailure of
the main element processor, the FN10 will halt execution and will not
boot to operational mode.

6.3 DIAGNOSTIC LOOPBACK TESTS

You can perform local and remote loopback tests on any Ethernet port
while the FN10 is operational.
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6.3.1 Loopback Tests

Built-in local and remote loopback tests can be used to test individual
portswhile the FN10 is operational. When in local loopback mode, a port
is disconnected from the network. The FN10 generates loopback packets
for the port, and the port loops the packets back without sending them
onto the network.

During aremote loopback test, the port isin normal operation, sending
and receiving packets to the network. The FN10 generates |oopback
packets which are sent to a particular destination device on the port's
network. The destination device echoes the packet back onto the network,
and the originating port receives the packet.

For both types of tests, normal operation is indicated when generated
packets are received back without errors. For remote loopback tests, the
FN10 creates LL C Type 1 test packets for LANs, and Point-to-Point
Protocol (PPP) echo-request packets for managing the out-of-band port.

Both types of loopback tests can beinitiated by the NMS. The test results
are reported to the NMS. Refer to the Fast Network 10 MIB Reference
Guide for information on the MIB variables.

Loopback testing is automatically performed whenever the
FN10 boots. However, there are no LEDs for the loopback
tests; the results of these tests must be observed by accurate
packet transmission, or read by using an NMS to examine
traps.

6.4 STATUS AND ACTIVITY INDICATORS

The front panel of the FN10 includes LEDs that indicate the status or
activity of various system components. Figure 6-1 shows the FN10 front
panel LEDs and buttons. The LEDs and buttons are described in Tables
6-1 and 6-2.
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Figure 6-1 FN10 Front Panel LEDs

Fast Network 10 User Guide Page 6-5



Chapter 6: FN10 Diagnostics and Troubleshooting

Table 6-1 Meaning of FN10 LEDs

LED

Meaning

Link (upper level
of port LEDS)

On — Indicates the link is good.
Off — Indicates thereis no link.

Status (lower On/Blinking — Indicates you are monitoring the port for

level of port a selected segment status condition.

LEDs) Off — Indicates you are not monitoring the port.

Segment Status

TX On — Indicates you are monitoring Transmit (TX)
activity on all ports.

RX On —Indicates you are monitoring Receive (RX) activity
on all ports.

Act On — Indicates you are monitoring Transmit (TX) and
Receive (RX) activity on al ports.

Col On — Indicates you are monitoring packet collision on a
al ports.

Usr On — Indicates you are monitoring transmission and
receive errors on al ports.

Ready On — Indicates the FN10 is operational.
Blinking — Indicates the FN 10 is running power-up
diagnostics.
Off — Indicates the FN10 is non-operational.

Pwr On — Indicates the FN10 is receiving power and the

voltage is within the acceptable range.
Off — Indicates the FN10 is not receiving power.

If the Ready LED continues to blink after power-up diagnostics
are complete, it could mean the FN10 is overheating.

Table 6-2 describes the FN10 buttons.
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Table 6-2 Description of FN10 Buttons

Button Function

Select Cycles through the Segment Status options (TX, RX, Act, Coal,
Usr) for al ports. The lower port status LED of the ports you
are monitoring is activated based on what function you chose
with the Select button.

Reset Restarts the system software.

6.5 TROUBLESHOOTING

This section lists several situations that could happen while using the
FN10, and suggests appropriate action. Because every situation is
potentially unique, the corrective actions suggested here should be
considered as guidelines only.

6.5.1 FN10 Does Not Power Up
If your FN10 does not power up, check each one of the following:

* Make sure the power source is operational.
e Make sure the power cord is securely connected.

If the FN10 still does not power up, contact Cabletron Systems Technical
Support. Refer to Section 1.2 for more information.

6.5.2 Connectivity Problems
e Check for LED abnormalities.

e Check port status using LCM.
e Check for loose port connections.

*  Check to seeif the number of carrier lossesisincreasing using LCM.
Thisindicates that the connection is suspect.

*  Check to seeif the number of total collisions has dramatically
increased using LCM.
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6.5.3 FN10 Has Rebooted

e Usethe LCM ident command to check the FN10 diagnostic codes,
and call your authorized Cabletron Systems representative.

6.5.4 FN10 Does Not Respond to NMS
*  Check the port status using LCM.

»  Check to seeif the Spanning Tree topology is stable using LCM.
»  Check that a pathway to the FN10 exists.
* Veify the FN10's IP address using LCM.
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APPENDIX A
TECHNICAL SPECIFICATIONS

A.1 FN10 SPECIFICATIONS

Physical

Height 1.75in (4.45cm) (1 u)

Width 171in(43.18 cm)

Depth 15.75in (40 cm)

Weight 91b (4.1 kg)

Installation options Tabletop or rack-mount

Electrical

Input voltage Auto-ranging from 100-120, 200-240 Vac
Freguency 50/60 Hz

AC power consumption 80 watts

Connector Ports

12 or 24 RJ5 Ethernet ports (MDI-X)

2 RJ5 Fast Ethernet ports (FE option)

1 AUI D-type, 15-pin female port

1 RS232C D-type, 9-pin female port using Point-to-Point (PPP)
or Local Console Manager (LCM)

2 optional Fast Ethernet Fiber Optic ST ports

Environmental
Operating temperature  5° to 40° C (41° to 104° F)
Relative humidity 0% to 95%, non-condensing

Diagnostic LEDs
Individual port link status (12, 24, or 26 with FE option)
Individual port segment status (12, 24, or 26 with FE option)
Segment status (5), specifying:

Transmit activity

Receive activity

Both Transmit and Receive activity

Collision

User-defined
Ready (1)
Power (Pwr) (1)
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Bridging Technologies
 |EEE 802.1 Part D

IEEE802.2 (Logical Link Control)
» |EEE 802.3 (CSMA/CD, 10BASE-T)

»  Transparent Bridging with Spanning Tree

» Ethernet Version 2

» EIA RS232C (DTE-to-DCE Interface Specification)
* EIA RS-310-C (Rack-mount Specification)

Address Table Size
8,192 dynamic (learned) entries

Management Support
« MiBII, 802.1d, 802.3, and SMC Enterprise MIB

e Cabletron Systems Loca Console Manager (LCM)
¢ Any SNMP-based network management system

Certification

Safety UL 1950, CSA C22.2 No. 950, EN 60950, and
IEC 950

Emission FCC Part 15 ClassA, VCCI Class 1, EN 55022
ClassA

Immunity EN 50082-1
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Serial Cable Pin Assignments

A.2 SERIAL CABLE PIN ASSIGNMENTS

For aPC running aWindows terminal connected to the RS232C Network
Management Port on the front panel of the FN10, the following serial
cable pin assignments are required to manage the FN10 using the Local
Console Manager (LCM).

DIES) (@I1E) 10 s [FARLLD PC DB-9 (female) 25-pin (female)
(female)

Pin 2 (Rx) Pin 2 Pin 3

Pin 3 (Tx) Pin 3 Pin 2

Pin 5 (Ground) Pin 5 Pin7

A.3 10BASE-T PIN ASSIGNMENTS

An Ethernet twisted-pair link segment requires two pairs of wires. Each
wirepair isidentified by solid and striped colored wires. For example, one
wirein the pair might be red and the other wire, red with white stripes.

Connectors

Refer to the diagram below and note how the pins are numbered. Be sure
to hold the connectors in the same orientation when connecting the wires
to the pins.

‘
8 |
8
1 1
Figure A-1 Connector Pin Numbers

Each twisted-pair link segment must have a male connector attached to
both ends. According to the 10BASE-T specification, pins 1 and 2 on the
connector are used for transmitting data; pins 3 and 6 are used for
receiving data, as shown in Table A-1.
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Appendix A: Technical Specifications

Table A-1 Pin Assignhments

Pin Assignment?
1 Tx+

2 Tx-

3 Rx+

6 Rx-

a The“+” and “-" signs are used to
represent the polarity of the two wires that

make up each wire pair.

A.4 STRAIGHT-THROUGH WIRING

If the twisted-pair link segment is to join two ports on a switch, and only
one of the ports has an internal crossover, the two pairs of wires must be
straight-through, as shown in Table A-2.

Table A-2 Straight-through RJ45 Pin Assignments

Hub Device
1 (Tx+) 1 (Tx+)
2 (Tx-) 2 (Tx-)
3 (Rx+) 3 (Rx+)
6 (Rx-) 6 (Rx-)
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Crossover Wiring

A.5 CROSSOVER WIRING

Two FN10s can communicate only if the transmitter on one unit is
connected to the receiver on the other unit. Thisreversal, or crossover
function, can be implemented either in the wiring or in the device itself.
When connecting FN10s, a crossover must be implemented in the wiring.
Refer to Table A-3 for crossover pin assignments.

Table A-3 Crossover RJ45 Pin Assignments

FN10 FN10

1 (Tx+) 3 (Rx+)
2 (Tx-) 6 (Rx-)
3 (Rx+) 1 (Tx+)
6 (Rx-) 2 (Tx-)

A6 5-4-3RULE

Between any two nodes (i.e., PCs or other stations) on the network, there
can be:

e Upto five segmentsin series

e Upto four repeaters or multi-port hubs

* Upto three populated segments (that is, segments attached to two or
more PCs)*

* The remaining two segments are unpopul ated; these are known as
inter-repeater links or IRLs. This distinction between populated and
unpopulated segmentsis significant for coax networks only.

This rule is completely consistent with the IEEE 802.3
specification, and is meant only to summarize the configuration
specification.
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Appendix B: Glossary

APPENDIX B
GLOSSARY

address
A set of characters that uniquely identifies a station, peripheral device,
node, or other unit in a network.

address table

A database of device addresses and their associated ports maintained by a
switch or bridge for use in making data packet forwarding and filtering
decisions.

address table filter

A mechanism for selectively forwarding or discarding (filtering) data that
uses address table information to perform relatively simple filtering
operations.

agent
Network management software that runs within a managed network
device.

alarm
Seetrap.

ANSI
American National Standards I nstitute — One of several organizations that
establishes standards that apply to internetworking.

ARP

Address Resolution Protocol —An auxiliary protocol of the IP layer used
to perform dynamic address trand ation between MAC addresses and
internet addresses. Binds IP addresses to specific MAC addresses.

attenuation

The amount of power (or light) lost as power travels through a medium
from the transmitter to the receiver. Difference between transmitted and
received power, in decibels (dB).
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AUI (attachment unit interface)
A standard connector type used for Ethernet connections.

backbone

The major, central transmission path for a network. A backbone usually
handles high-volume, high-density traffic. Typically a backbone connects
various LANs into an integrated network.

bandwidth

A measure of the amount of traffic a given medium can handle at one
time: The communications capacity (measured in bits per second), of a
transmission line or of a specific path through a network. Greater
bandwidth generally means more information can be sent through a
circuit during any given period of time.

BPDU (bridge protocol data unit)

A data unit transmitted as part of the IEEE 802.1d Spanning Tree
Protocol. The exchange of BPDUSs allows bridges within a network to
logically configure the network as a single spanning tree.

bps (bits per second)
The basic unit of data communications rate measurement.

bridge
An intelligent, protocol independent device used to connect similar or
dissimilar LANS.

bursty
Adjective used to describe sporadic heavy volumes of network traffic
(e.g., bursty traffic).

bypass

Optical or electronic isolation of a station from the network. A bypass
situation typically occurs as aresult of a station failure or shutdown; the
bypass allows the network to function normally, except for the absence of
the missing station.

combination port filter

A filter that can include several configurable fields and can be used to
filter network traffic in a specific way.
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concentrator

A device that provides attachment points for stations that are not
connected to the FN10. The concentrator is connected directly to the
network; the stations connect to the concentrator.

congestion
A condition where a portion of the network is overloaded with more data
than can be transmitted in the desired time period.

CSMA/CD (carrier-sense multiple access with collision detection)
A channel access (contention) method that requires each station to wait
for anidle channel before transmitting. In addition, stations are able to
detect overlapping transmissions (collisions) and retransmit in the event
of adatacollision.

data link layer
Layer 2 in the OSI model. Defines frame construction, addressing, error
detection, and other services to higher layers.

datagram
Abbreviated and connectionless single-packet message sent from one
station to another.

data rate (or speed)
The maximum number of bits of information that can be transmitted per
second.

destination address filtering
A process that discards (filters) traffic based on MAC destination
addresses.

downstream

Refersto the relative position of a station in anetwork to another station
in the same network. A station is downstream from another station if it
receives data after the other station receives data.

dynamic address

An address “learned” by the FN10, as opposed to addresses that are
manually entered into the Bridge Address Table. The FN10 “learns”
addresses by reading them from the data packets it processes.
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EIA (Electronic Industries Association)
Organization that sets standards for electrical interfaces (connectors).

encapsulation

A method for moving messages across networks that use different types
of protocols. The message is encapsulated (rather than trandated), so it
can move across a network that otherwise could not understand its
protocol. Encapsulating bridges and switches generally use proprietary
encapsulation schemes.

encode
To translate datainto a series of electrical or optical pulsesthat can travel
efficiently over a cable or other medium.

entity
An active element within an Open Systems Interconnection (OSI)
network layer or sublayer.

extended LAN
A collection of LANs interconnected by protocol-independent bridges or
switches.

filter
An instruction to the FN10 to discard certain types of data packets.

filtering rate

A measure (in packets per second) of the FN10's efficiency in examining
each frame, comparing it with an address table, and then deciding
whether to discard the frame or forward it.

forwarding rate

Therate (in packets per second) at which the FN10 can receive a stream
of packets from one network segment, complete all processing, and
transmit the packets to another network segment.

frame

A data message that includes a source address, destination address, data,
frame check sequence (FCS), and control information.
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full wire speed
Refers to packet forwarding at the maximum rate at which data can be
transmitted on agiven LAN.

ICMP (Internet control message protocol)
An auxiliary protocol of 1P used to convey advice and error messages
about eventsin the IP layer.

IEEE (Institute of Electrical and Electronic Engineers)
International professional society which issues networking and other
standards. The |EEE created the 802 family of LAN standards:

IEEE 802.2
The datalink layer standard; used with IEEE 802.3, 802.4, 802.5, and
other LAN/WAN protocols.

IEEE 802.3
The physical layer standard that uses the CSMA/CD access method on a
bus topology LAN.

IEEE 802.6
Standard for metropolitan area networks (MANS) currently under
development.

initialization
Transition of adevice or network from startup state to operational state.

intelligent bridge/switch
A bridge/switch that is able to identify source and destination addresses.

internet

A large communications infrastructure composed of wide and local area
networks. A generic reference to a network built using internetworking
technology.

Internet

A large collection of connected networks which use TCP/IP. (Also
referred to as the DARPA Internet, NSF/DARPA Internet or the Federal
Research Internet.)
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internetworking
The linking of one or more networks to facilitate communication across
networks.

interoperability
The ability of equipment from multiple vendors to exchange information
using standardized protocols.

IP (Internet protocol)
IP isthe basic datagram protocol used at the network layer of the TCP/IP
stack.

ISO (International Standards Organization)
An organization that creates, controls and publishes standards.

jitter
Clocking deviation on a network.

Kbps (kilobits per second)
1,000 bits per second.

LAN (local area network)

A network that interconnects a variety of devices (computers, printers,
servers, and so on), within alimited geographical area. A LAN typically
connects devices within a building or campus.

link-loss budget

Each connection (link) in an optical system resultsin a certain amount of
signal strength loss. Link-loss budget refersto the process of calculating
link lossfor the entire system. If the total link loss exceeds a certain limit,
the system will not function.

LLC (logical link control)

A part of the data link layer of the OSI model that defines the
transmission of aframe of data between two stations (with no
intermediate switching nodes).

LMA (local management agent)

Software running on a network device to control the device in terms of
network management functions.
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local traffic
Traffic within a given network segment.

MAC (media access control)
The datalink layer sublayer responsible for scheduling, transmitting, and
receiving data on a shared medium local area network.

mask

Specified a subset of alarger set of datato beincluded for comparison
and analysis. For example, in switch filtering, a mask might be configured
to include only the first four address bits as the basis for filtering
decisions.

Mbps (megabits per second)
1 million bits per second.

MIB (management information base)
A collection of objects uniqueto a specific device that can be accessed via
a network management protocol. The FN10 hasits own MIB.

multicast
Packets destined for more than one address.

multicast (broadcast) storm
Excessive multicast packet traffic, typically generated by afaulty device.
Multicast storms can cause severe network performance problems.

network

Interconnected computer systems, terminals, and data communication
facilities. A network must have at |least three endpoints and may have any
number of links and nodes.

node
Any device connected to a communication network, for example a
computer, workstation, printer, server, concentrator, bridge, and switch.

OSI (Open Systems Interconnection)

Refersto the OSl reference model, alogical structure for network
operations. OSl istheinternationally accepted framework of standardsfor
internetwork communication.
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packet

A group of bitsincluding data and control elements arranged in a specific
format that are transmitted and switched as a composite whole. Control
elements include a source address, destination address, frame control and
status indicators, and a Frame Check Sequence (FCS).

PDU (protocol data unit)
The portion of adatagram that contains the data associated with a
particular protocol.

peer-to-peer
Term used to describe data transmission between entities in the same
sublayer of the OSI model.

physical layer
Layer 1 of the OSI model. Defines and handles the electrical and physical
connections between systems.

power budget
The difference between transmit power and receiver sensitivity, including
any safety margins.

PPP (point-to-point protocol)
A protocol for transmitting datagrams (1P or MAC packets) over a serial
point-to-point link (e.g., the out-of-band management port).

pps (packets per second)
Unit of measure used to express packet data throughput. 18 ppsis
approximately equal to 9600 bps.

propagation delay
Thetimeit takes for asignal to travel across a network.

protocol
A set of rules used by computers and related devices to communicate with
each other.

protocol suite
A group of protocols related to a common framework.
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RARP (reverse address resolution protocol)
A protocol that binds MAC addresses to specific | P addresses.

RISC (Reduced Instruction Set Computing)
A data processing technology in which functions are performed using the
least possible number of instructionsto yield very fast processing.

segment
When two or more networks are interconnected to form an internetwork,
the original networks are referred to as segments.

service
A set of functions offered to a user by a provider.

SNMP (simple network management protocol)
A TCP/IP protocol for communication between a network management
system and a network device.

source address filtering
A switch or bridge function that forwards or rejects data, depending on
the data's source address.

static address
Addresses manually entered into the Bridge Address Table (as opposed to
those automatically learned by the FN10).

STP (spanning tree protocol)

A protocol that ensures that only one path will be used between two
devices; prevents active loops (multiple paths to devices), by closing
redundant paths. With STP operating, a redundant link serves as a backup
link only if anormal path fails.

switch
An intelligent, protocol independent device used to connect similar or
dissmilar LANS.

symbol

The smallest signaling element used by the MAC sublayer. Each symbol
corresponds to a specific sequence of code hits to be transmitted by the
physical layer.
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synchronous transmission

A transmission technique in which an uninterrupted block of dataiis
transmitted, using no redundant information such as stop and start bits to
identify the beginning and end of a unit of data.

TCP/IP (transmission control protocol/Internet protocol)
Internetworking protocols sometimes referred to as the Internet suite of
protocols.

topology
The arrangement of devices and cable paths that make up a network.

translating bridge
A bridge that can pass data between LANS that use different protocols.

translation
Modification of data packets from one type of network so they can be
used on a different type of network (e.g., Ethernet to FDDI trandation).

trap

Alarm; notification of an event that has occurred on a network. Some
alarms require intervention or action by the network administrator; some
are merely informational.

UDP (user datagram protocol)
A TCP/IP protocol for the connectionless transport layer.

upstream

Refersto the relative position of a station in a network to another station
in the same network. A station is upstream from its neighbor if it receives
data before its neighbor receives the data.

WAN (wide area network)
A communication network that spans a large geographic area.
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