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Preface

This document provides generic instructions for installing and using the
Security & Routing Element Manager (SREM) software.

Security & Routing Element Manager (SREM) is a graphical user
interface (GUI) that runs in an online, interactive mode. SREM allows the
management of multiple devices (for example, the Nortel SNAS 4050) from
one application. To use SREM, you must have network connectivity to a
management station running SREM in one of the supported environments.

Before you begin
This guide is intended for network administrators who have the following
background:

» basic knowledge of networks, Ethernet bridging, and IP routing
« familiarity with networking concepts and terminology
e experience with windowing systems or GUIs

» basic knowledge of network topologies

Before using this guide, you must complete the following procedures. For a

new switch:
Step Action
1 Install the switch.

For installation instructions, see Nortel Secure Network Access
Switch 4050 Installation Guide (320846-A).

2 Connect the switch to the network.

For more information, see Nortel Secure Network Access Solution
Guide (320817-A).

3 Complete the basic switch configuration using CLI commands.

For more information, see Nortel Secure Network Access Switch
4050 User Guide (320818-A).
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10 Preface

—End—

Text conventions
This guide uses the following text conventions:

angle brackets (< >) Enter text based on the description inside the brackets.
Do not type the brackets when entering the command.

Example: If the command syntax is
ping <ip address>, you enter
ping 192.32.10.12

bold body text Objects such as window names, dialog box names,
and icons, as well as user interface objects such as
buttons, tabs, and menu items.

bold Courier Command names, options, and text that you must
text enter.

Example: Use the dinfo command.

Example: Enter show ip {alerts|routes}.

braces ({}) Required elements in syntax descriptions where there
is more than one option. You must choose only one
of the options. Do not type the braces when entering
the command.

Example: If the command syntax is
show ip {alerts|routes}, you must enter either

show ip alerts or show ip routes, but not
both.

brackets ([ ]) Optional elements in syntax descriptions. Do not type
the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-alerts], you can enter
either show ip interfaces or

show ip interfaces -alerts.

ellipsis points (. . . ) Repeat the last element of the command as needed.

Example: If the command syntax is
ethernet/2/1 [<parameter> <value>]... ,
you enter ethernet/2/1 and as many
parameter-value pairs as needed.

Nortel Secure Network Access Switch Software Release 1.6.1
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B |

italic text Variables in command syntax descriptions. Also
indicates new terms and book titles. Where a variable
is two or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route>,
valid route is one variable and you substitute one

value for it.
plain Courier Command syntax and system output, for example,
text prompts and system messages.

Example: Sset Trap Monitor Filters

separator ( >) Menu paths.

Example: Protocols > IP identifies the IP command
on the Protocols menu.

vertical line (|) Options for command keywords and arguments. Enter
only one of the options. Do not type the vertical line
when entering the command.

Example: If the command syntax is

show ip {alerts|routes}, you enter either
show ip alerts or show ip routes, but not
both.

Related information
This section lists information sources that relate to this document.

Publications
Refer to the following publications for information on the Nortel SNA solution:

* Nortel Secure Network Access Solution Guide (320817-A)

* Nortel Secure Network Access Switch 4050 Installation Guide
(320846-A)

* Nortel Secure Network Access Switch 4050 User Guide (320818-A)

* Installing and Using the Security & Routing Element Manager (SREM)
(320199-B)

* Release Notes for Nortel Ethernet Routing Switch 5500 Series, Software
Release 4.3 (217468-B)

* Release Notes for the Ethernet Routing Switch 8300, Software Release
2.2.8 (316811-E)
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+ Release Notes for the Nortel Secure Network Access Solution, Software
Release 1.0 (320850-A)

* Release Notes for Enterprise Switch Manager (ESM), Software Release
5.1 (209960-H)

* Using Enterprise Switch Manager Release 5.1 (208963-F)

Online
To access Nortel technical documentation online, go to the Nortel web site:

www.nortel.com/support

You can download current versions of technical documentation. To locate
documents, browse by category or search using the product name or
number.

You can print the technical manuals and release notes free, directly from
the Internet. Use Adobe* Reader* to open the manuals and release notes,
search for the sections you need, and print them on most standard printers.
Go to the Adobe Systems site at www.adobe.com to download a free copy
of Adobe Reader.

How to get help
If you purchased a service contract for your Nortel product from a distributor
or authorized reseller, contact the technical support staff for that distributor
or reseller for assistance.

If you purchased a Nortel service program, use the www.nortel.com/help
web page to locate information to contact Nortel for assistance:

* To obtain Nortel Technical Support contact information, click the
CONTACT US link on the left side of the page.

« To call a Nortel Technical Solutions Center for assistance, click the
CALL US link on the left side of the page to find the telephone number
for your region.

An Express Routing Code (ERC) is available for many Nortel products and
services. When you use an ERC, your call is routed to a technical support
person who specializes in supporting that product or service. To locate the
ERC for your product or service, go to the www.nortel.com/help web page
and follow these links:

Step Action

1 Click CONTACT US on the left side of the HELP web page.
2 Click Technical Support on the CONTACT US web page.
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3 Click Express Routing Codes on the TECHNICAL SUPPORT
web page.

—End—
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Chapter 1
Installing SREM

The Security & Router Element Manager (SREM) is a graphical user
interface that allows users to configure and monitor a variety of devices,
including the Nortel Secure Network Access Switch 4050 (Nortel SNAS
4050) and the Nortel Secure Router 6200 Series.

SREM runs in an online, interactive mode, and allows the management of
multiple devices from a single application.

This chapter includes the following topics:

Topic

"SREM installation precautions" (page 15)

"System requirements" (page 16)

"Removing previous versions of SREM" (page 16)

"Installing SREM on your system" (page 21)

"SREM installation precautions" (page 15)

e "System requirements" (page 16)

"Removing previous versions of SREM" (page 16)

¢ "Installing SREM on your system" (page 21)

SREM installation precautions
The following warnings apply to SREM on all operating environments:

« If you have other Nortel devices in your network, and are running earlier
versions of SREM software, you must install the newest version of
SREM in order to access the switches running the latest software.

* To maintain multiple versions of SREM on your system, choose a
different installation folder for each new version of SREM.

Nortel Secure Network Access Switch Software Release 1.6.1
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16 Chapter 1 Installing SREM

To replace an existing version of SREM, you must complete the uninstall
process first. The uninstall process is launched when:

— the SREM uninstall process is started manually (see "Accessing the
uninstall application" (page 17) "Accessing the uninstall application”

(page 17))

— the install folder selected during an SREM installation already
contains a version of the software

* SREM saves the IP addresses that are visited to an encrypted network
configuration (.xvn) file. Uninstalling SREM does not remove this
settings file.

For details about creating a network configuration file, refer to "Saving
a network configuration" (page 47) "Saving a network configuration”
(page 47).

* The network configuration file containing IP addresses visited from a
previous SREM version is automatically used by a newly installed SREM
version. If you do not wish to use the existing network configuration
file, rename or delete the network configuration file before starting the
SREM.

System requirements
Before you install SREM, ensure that you have the current installation file
and that your system meets the following minimum requirements:

¢ Java Runtime Environment 1.4.2_02 or later (www.java.com/)
«  Win 2k, Win NT 4.0 or later, Windows XP

e Hardware: P3 1.2 GHz or higher

*  Memory: 512 MB

* Hard drive space: 72.5 MB

Removing previous versions of SREM
Removing previous versions of SREM is an optional process. Multiple
versions of SREM can exist on one system, as long as each version is
installed in a separate location. If you decide to allow previous versions of
SREM to remain, then you must choose a different folder to use during the
installation process.

For details about the Uninstall process, refer to "Uninstalling SREM" (page
17) "Uninstalling SREM" (page 17).
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Accessing the uninstall application
If you attempt to install SREM in a folder that already contains a version
of the software, then you are prompted to uninstall the existing version
automatically before completing the install process.

There are also two ways to access the SREM uninstall application manually:
e "Using the Start Menu shortcut" (page 17)

* "Using Windows Explorer" (page 17)

e "Using the Start Menu shortcut" (page 17)

* "Using Windows Explorer" (page 17)

Using the Start Menu shortcut

Remove existing versions of SREM software with the Uninstall Security

& Routing Element Manager option, created in the Windows Start menu
during installation.

For example, to remove SREM from a Windows XP system using the default
program group, choose the following option from the Windows Start menu:
All Programs > Nortel Networks Device Manager > Uninstall Security &
Routing Element Manager.

Using Windows Explorer
If no program group was added to the Windows Start menu during
installation, then complete the following steps to access the SREM uninstall

software:
Step Action
1 Navigate to the folder where the SREM software is installed using
Windows Explorer.
2 Open the Uninstall_Security & Routing Element Manager sub-folder.
3 Run the Uninstall Security & Routing Element Manager.exe file.
—End—

Note: If more than one version of SREM software is installed, be sure
that you select the correct software version to uninstall.

Uninstalling SREM
Use the following procedure to remove SREM from your system.
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18 Chapter 1 Installing SREM

Step Action

1 Start the SREM uninstall application.

Note: The uninstall process can be started using steps
described in "Accessing the uninstall application" (page 17)
"Accessing the uninstall application" (page 17), or by attempting
to install SREM into a directory that contains an existing SREM
installation.

The Uninstall Security & Routing Element Manager Introduction
screen appears(Figure 1 "Introduction” (page 18)).

Figure 1

Introduction

=101xj

Uninstall Security & Routing Element Manager

& nroaucuon Abautto uninstall...
(© Unmstaing...
(© Vninstan Lampiete

Security & Routing Element WManager

This will remove features installed by InstallArywhere, Itwill not

remaove files and falders created after the installation.

InstallAmywhere by Macrovision

Cancel | Previous P Memt

2 Click Next.

The Uninstall Options screen appears (Figure 2 "Uninstall Options"
(page 19)).
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Figure 2

Uninstall Options

RI=E
Uninstall Options

@ INTFOGUCTIon Pleaze select one of the following options:

I—ﬂ Complete Uninstall

Completely remowe all features and components of Security &

O uninsanng...
O UNINEtEN Lormpleme

Routing Element Manager that were installed by Install&npowhere.

Files and folders created after the installation will not be affected.

& | Uninstall Specific Features

Choose specific features of Security & Routing Element Manager

thatwere installed by InstallAmahere to be uninstalled.

Installamawhere by Macrovision

Cancel | Previous

3 Select the uninstall type from the following options:

* Complete Uninstall — Remove the existing instance of SREM
completely. Continue with step 6.

Uninstall Specific Features — Remove only specific features
from the existing SREM installation. Continue with step 4.

4 Click Next.

The Choose Product Features screen appears, listing specific
features that can be removed (Figure 3 "Choose Product Features"
(page 20)).
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20 Chapter 1 Installing SREM

Figure 3
Choose Product Features

A2 Uninstall Security & Routing Element Manager - |EI|5|

Choose Product Features

& nroaucuan Uncheck features that you want to uninstall. Checked features will

UnInstaimng...
O remain installed.
( Uninstail Lomplete

[]7 Application ;I
v Help
-
Al »
[~ Description

This installs the application feature.

Installamawhere by Macrovision

Cancel | Previous ¢ Uninstall

5 Select only the feature you wish to uninstall from the list.

A description of a feature appears when it is selected. To remove all
features, click Previous and select the Complete Uninstall option.

6 Click Next if beginning a complete uninstall, or Uninstall if only
removing selected features.

The uninstall progress is displayed as the application is uninstalled.
The Uninstall Complete window appears (Figure 4 "Uninstall
Complete" (page 21)) when the application had been completely
uninstalled from your system.
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Figure 4
Uninstall Complete

A2 Uninstall Security & Routing Element Manager - |EI|5|

Uninstall Complete

@ 'nrrocucuon All itermns were successfully uninstalled.
@ “rns@inng..

@ UNInswan vormpleme

Installamawhere by Macrovision

PeS— | Frevious .......... Dgne ...........

7 Click Done to exit the uninstall application.

—End—

Installing SREM on your system

Step Action

1 Insert the Software Install CD, or download the Installation file on
your system, and browse to the srem_1.2.0.0_<build>.exe file.

2 Double-click srem_1.2.0.0_<build>.exe to launch the
InstallAnywhere application (Figure 5 "InstallAnywhere" (page 21)).

Figure 5
InstallAnywhere

InstallAnywhere

3 Installénywhere iz preparing to install...
= |

Cancel

@ 2002-2005 Macrovizion Europe Ltd. and/or Macrovision Corporation
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22 Chapter 1 Installing SREM

After the InstallAnywhere application is installed, the Security &
Routing Element Manager Introduction screen appears(Figure 6
"Introduction” (page 22)).

Figure 6
Introduction

M security & Routing Element Manager

@ INTracuUcTon

O Llose all running Insmanc...

O LA00Ose INSTall Falaer
O LA00se SNOMCUT Falder
O Fre-INsTallanon SUmimans

O INstanng. ..
O INSTal Lomples

InstallAmywhere by Macrovision

Cancel |

_lolx]
Introduction

Installanywhere will guide you through the installation of Security &

Routing Element Manager.

Itis strongly recommended thatyou quit all programs before

continuing with this installation.

Click the 'Mext' button to proceed to the next screen. If you want to

change something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the '‘Cancel’

Previous P Memt

3 Click Next.

The Close all running instances of Security & Routing Element

Manager screen appears (Figure 7 "Close all running instances of

Security and Routing Element Manager" (page 22)).

Figure 7

Close all running instances of Security and Routing Element Manager

Close all running instances of Security & Routing Element Manager

0 INTroGucTon

@ Llase all running Insanc...
O LNnoose INSTall Folder

O LNOOSE SNOMCUTFolger
O Fre-INSTalauan sumiman
O Instaning. ..

O INSTAIN L OmpreTs

Installamawhere by Macrovision

Cancel |

=lol x|

Be sure all instances of Security & Routing Elerment Manager are
closed hefore proceeding. If Security & Routing Element Manageris
currently installed in the selected falder, it will be uninstalled as part

of this installation procedure.

Previous P Mest

Nortel Secure Network Access Switch Software Release 1.6.1
Installing and Using Security and Routing Element Manager (SREM)
NN47230-301 02.01 Standard
1.6.1 16 July 2007

Copyright © 2007, Nortel Networks




Installing SREM on your system 23

4 Click Next.

The Choose Install Folder screen appears (Figure 8 "Choose Install
Folder" (page 23)).

Figure 8
Choose Install Folder
=l
Choose Install Folder
@ 'nroaucuon Where Would You Like to Install?
G L10se all Funning INstanc...
@ hO0Se INSTAll Folder IC:‘Program Filez\Maorte'SREMWMNorel Secure Metwork Access

O LNOOSE SNOMCUTFolger

© Fre-nstatiaton summary Restore Default Folder | Choose... |

O Instaning. ..
O INSTAIN L OmpreTs

Installamawhere by Macrovision

Cancel | Previous

5 Click Restore Default Folder to use the default location for SREM,
or click Choose to select a different installation folder.

Note: To replace an SREM installation on your computer, select
the same storage path as the existing version. The existing
SREM version will be uninstalled before the current installation
is completed.

To install multiple instances of SREM on your computer, choose
a storage path that does not conflict with existing versions.

6 Click Next.

The Choose Shortcut Folder screen appears (Figure 9 "Choose
Shortcut Folder" (page 24)).
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Figure 9
Choose Shortcut Folder

[ 5ecurity & Routing Fement Manager = )
Choose Shortcut Folder

Q inroaucmon Where would you like to create product icons?

G IOSE all Funning INstanc...
' In & new Prograrm Group: ISecur'rty & Routing Element Manager
@ Unaase INstall Falger

@ L NOo0Se SNOrcut Folder & Inan =R gt laTnle (=T R (Wl “ecLivity & Routing Element Manager u
O Fre-InsTalanon surmman

© 'nstanng...
© 'nstan vompiets 7 Onthe Deskiop

' Inthe Start Menu

' Inthe Quick Launch Bar

 Other: Choose... |

' Don't create icons

I Creste lcons for A1 Users

Installamawhere by Macrovision

Cancel | Previous | Mext |

7 Confirm the default shortcut location, or select the shortcut path from
the listed options.

8 Click Next.

If the selected install folder already contains a version of SREM, then
the Launching uninstaller screen appears (Figure 10 "Launching
uninstaller" (page 24)) and you are prompted to remove the existing
version of SREM before continuing.

Figure 10
Launching uninstaller

Security & Routing Element Mai 5[

T ! Launching uninstaller...

YSh LAV LRLLWLV LWL

For details about removing an existing SREM installation, see
"Uninstalling SREM" (page 17) "Uninstalling SREM" (page 17).

If the selected install folder is empty, or if you complete the required
uninstall process, then the Pre-Installation Summary screen
appears(Figure 11 "Pre-Installation Summary" (page 25)). This
screen displays a summary of the installation choices you have
made for confirmation.
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Figure 11
Pre-Installation Summary

A Security & Routing Element Manager - |EI|5|

Pre-Installation Summary

@ 'nroaucuon Please Review the Following Before Continuing:

G LIOSE all running INstanc...

Product Name:

@ -noose NSt oer Security & Routing Element Manager

G LNOOSE SNOMCUTFolger

@ Fre-instaliauan summary Install Folder:
© memiing CAProgram FilesiNorte\SREMiNortel Secure Network Access
(Q nstan Lompiet Shortcut Folder:

CADncuments and SettingsiedjameriStart
MenuiProgramsiNaorteliNortel Secure Network Access

Disk Space Information {for Installation Target):
Required: 58,469,474 bytes

Available: 8,512,827,392 bytes

Installamawhere by Macrovision

Cancel | Previous

9 Review your choices in the Pre-Installation Summary screen.

If the install or shortcut folders are incorrect, click Previous to return
to the appropriate screen and update that information.

10 Click Install to accept displayed information and install SREM.

The installation process begins. After a successful installation, the
Install Complete screen(Figure 12 "Install Complete" (page 26))
appears.
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Figure 12
Install Complete

A Security & Routing Element Manager - |EI|5|

Install Complete

INrocucton
LIase all FUNnIng INSTanc... Congratulations! Security & Routing Element Manager has been

LRonse INSTall Falger ;
0 successfully installed to:
LN00Se SNOMCUTF Olner

Fre-Instalanon sumimany

0 Instaning...
@ INSTAI L Omprene

DA eraen Cila et hlnrta DD DS R Aeba ] Daeien hlehunels Leeme e

Installamawhere by Macrovision

PeS— | Frevious .......... Dgne ...........

11 Click Done to exit the installation.

SREM is now installed on your machine. For instructions on starting
the SREM software, see "Opening SREM" (page 38) "Opening
SREM" (page 38).

—End—
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Chapter 2
SREM Screen Descriptions

This section is a quick tour of the SREM screens and menus. General
procedures for opening and operating SREM can be found in Chapter 3
"Using SREM" (page 37) Chapter 3 "Using SREM" (page 37).

This chapter includes the following topics:

Table 1
SREM Descriptions

Topic

"SREM window areas" (page 27)

“Indicator icons" (page 33)

"Screen icons" (page 34)

"Right-click menu" (page 35)

e "SREM window areas" (page 27)
* "Indicator icons" (page 33)
e "Screen icons" (page 34)

* "Right-click menu" (page 35)

SREM window areas
This section is an overview of the areas of the SREM screen. The following
table Table 2 "Main SREM window" (page 27) describes the six key areas of

the SREM interface, as shown in the figure below Figure 13 "Main SREM
screen” (page 28).

Table 2
Main SREM window
Screen element Description
Menus See "Menus" (page 29) "Menus" (page 29).
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Screen element Description

Toolbar items See "Toolbar items" (page 32) "Toolbar items"
(page 32).

Tabs Screen areas that the user can select to monitor
and configure additional device options.

Configuration and Area where the user views, updates and configures

Monitoring pane device options. Required fields are marked with

asterisk (*).

Device list Allows you to select, view, expand, and collapse
configured devices. When you expand a device,
you see any devices or components configured
under it in the device hierarchy. Devices with
subdevices or components are referred to as

"parents.”
Screen icons Allows quick access to some common screens.
Figure 13
Main SREM screen
e

Menus ile Edit View Tools Window Help

. [1 ) kbl Mopeete U D Rediscover & Refresh & Apply [
Toolbar items

< > 2 Commit ) Revert K. Diff A Guide to Create a Group » Tunnel Guard » Domain Quick Wizard

El s niew
Tabs @ (10127.232.20) ﬂ-wumm I Diagnostics || Fike Dowmoad |
B @ (10127.232.21)10.127.232.21 Version 1.0.0.10 )
- : & ({J Cenificates
Configuration B Secure Access Domain UpTime 18 hours 41 minutes )
and Monitoring 2] Dosmaln-d >
window & Portal Links IP Address  10.127.232.20 (/]
[EREPTS
@ Server MAC Address 00:04:23b7.84:55 (]
B Switches
@ Portal
B Statistics
[cRNEL

Device List ——{p- @ ] Interfaces
B ) Login Statistics
B System
@ ] Manage Users
@ Administrative
@ Servers
@ Maintenance
@ Boot
B ] Hosts
Screen icons B Hosti1

L Interface: 1
& J Information

& Sessions
2| 2
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Menus
This section describes the SREM menu available options.

* File — Used to manage network devices and configuration files. Refer
to "File menu items" (page 29) "File menu items" (page 29) for details
about the File menu items.

* Edit — Used to remove network devices from the current configuration.
Refer to "Edit menu items" (page 30) "Edit menu items" (page 30) for
details about the Edit menu items.

* View — Used to control and manage the SREM screens being viewed.
Refer to "View menu items" (page 30) "View menu items" (page 30) for
details about the View menu items.

* Tools — Used to access additional SREM options and built-in tools.
Refer to "Tools menu items" (page 31) "Tools menu items" (page 31) for
details about the Tools menu items.

* Window — Used to open additional instances of the SREM window.
Refer to "Window menu items" (page 31) "Window menu items" (page
31) for details about the Window menu items.

¢ Help — Used to access information and details about the SREM. Refer
to "Help menu items" (page 32) "Help menu items" (page 32) for details
about the Help menu items.

File menu items
The menu items available from the File menu are described in the following
table Table 3 "File menu" (page 29).

Table 3
File menu

Menu option Description

New Sub Network Create a Sub Network under the selected network.

New Open the New Device screen.

Open Open the Open window, which allows you to select
network configuration files.

Save Save a previously saved configuration, or opens the
Save window to allow you to save a configuration
in a user-defined location if no previously saved
configuration exists.

Save As Open the Save window to allow you to select a save
location for the network configuration file.

Exit Quit SREM.
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Edit menu items
The menu items available from the Edit menu are described in the following
table Table 4 "Edit menu" (page 30).

Table 4
Edit menu
Menu option Description
Delete Delete the highlighted device or attribute.

View menu items
The menu items available from the View menu are described in the following
table Table 5 "View menu" (page 30).

Table 5
View menu

Menu option Description

Back Revert to the previous view.

Forward Jump to the next view, if you reverted to a previous
view.

Rediscover Rediscover the selected device, or any discoverable
component in the Device List if no device is selected.

Revert to Default Revert all attributes on the selected screen to their
default value.

Refresh Refresh attributes displayed in the Configuration and
Monitoring pane.

Apply Apply changes made in SREM to the network access
device.

Screens Open any currently visible tab from the Configuration
and Monitoring pane for the selected device.
This option is only available after a device is configured.

Commit Commit any configuration changes to the device.

Revert Refresh attributes displayed in the Configuration and
Monitoring pane

Diff Open the Configuration Modifications screen, which
lists all configuration changes made during this
session.

Disconnect Terminates connectivity to the selected device.

A Guide to Create a Open a wizard that helps you quickly create a Group

Group within an existing domain.

Nortel Secure Network Access Switch Software Release 1.6.1
Installing and Using Security and Routing Element Manager (SREM)
NN47230-301 02.01 Standard
1.6.1 16 July 2007
Copyright © 2007, Nortel Networks



SREM window areas 31
B |

Menu option Description

Tunnel Guard Open the Nortel Networks TunnelGuard Software and
Rule Definition Tool.

Domain Quick Wizard | Open a wizard that helps you quickly create a domain.

Tools menu items
The menu items available from the Tools menu are described in The
following table Table 6 "Tools menu" (page 31).

Table 6
Tools menu
Menu option Description
Options Open the Options dialog box for setting generic SREM
options.
See "Configuring SREM settings" (page 40)
"Configuring SREM settings" (page 40) for additional
details.
SSH Known Hosts View and delete SSH Known Hosts.
Launch Log Browser Query trace options, statistics, alarms, account, and
security audit logs.
See "Using the Log Browser tool" (page 54) "Using the
Log Browser tool" (page 54) for additional details.

Window menu items
The menu items available from the Window menu are described in The
following table Table 7 "Window menu" (page 31).

Table 7
Window menu
Menu option Description
New Window Open a second, synchronized occurrence of SREM.

Use this option to view configuration info for two
devices at the same time.
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Help menu items
The menu items available from the Help menu are described in The
following table Table 8 "Help menu" (page 32).

Table 8
Help menu
Menu option Description
Contents Open the SREM help system.
SREM help is divided into generic and device-specific
sections. When this menu item is selected, context
sensitive help appears for the current screen or device,
as applicable.
About Display details about the SREM software version.

Toolbar items
This section is an overview of the toolbar items available on the SREM
screen, as shown in the figure below Figure 14 "SREM toolbar" (page 32).

Figure 14
SREM toolbar

M ) B M pelete ) &M Rediscover % Refresh & Apply [0

£ > & Commit ) Revert 5 Diff A Guide to Create a Group  ( Tunnel Guard »° Domain Quick Wizard

The following table Table 9 "Toolbar items" (page 32) provides descriptions
of each toolbar item.

Table 9
Toolbar items
Item Description
First row
New Clear the Device List.
Open Open the Device List.
Save Save the Device List.
Delete Delete currently selected devices/components.
Revert to Default Revert all attributes on the selected screen to the
default value.
Rediscover Refresh the Device List hierarchy by clearing cached
data.
Refresh Refresh attributes on the Configuration and Monitoring
Pane.
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Item Description

Apply Update the selected device with new entries made on
the Configuration and Monitoring Pane.

New Window Open another SREM window with the same devices in

the Device List.

Second row

< Open the previously displayed Configuration and
Monitoring Pane.

> Open the next Configuration and Monitoring Pane, if
you opened a previous screen.

Commit Commit configuration changes to the device.

Revert Refresh attributes displayed in the Configuration and
Monitoring pane

Diff Open a screen that lists the existing configuration
changes.

Disconnect Terminates connectivity to the selected device.

A Guide to Create a
Group

Open a wizard to help you quickly create a Group
within a domain.

Tunnel Guard

Open the Nortel Networks TunnelGuard Software and
Rule Definition Tool.

Domain Quick Wizard

Open a wizard to help you quickly create a domain.

Indicator icons

Icons that identify the status of an entered or displayed component or device
are described in The following table Table 10 "Indicator icons" (page 33).

Table 10
Indicator icons
Icon Name Description
Valid Parameter values were successfully
retrieved from the device and are in sync
& with the device.
Modified The parameter changed in SREM but has
Y not yet been applied to the device.
Error The parameter changed in SREM and a
failure occurred while applying it to the
(% device.
Unknown The parameter value cannot be retrieved
2] from the device.
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Screen icons
Icons in the bottom, right corner of the SREM screen are described in The
following table Table 11 "Screen icons" (page 34).

Table 11
Screen icons
Icon Name Description
= Change Manager Opens the Change Manager tab (Figure

15 "Change Manager tab" (page 34))
where you view, delete or apply unapplied
configurations to the network access
device.

For details about using the Change
Manager, see "Applying and saving
groups of changes" (page 51) "Applying
and saving groups of changes" (page 51).

(B Statistics Manager Opens the Statistics Manager tab (Figure
16 "Statistics Manager tab" (page 35))
where you view statistics gathered from
the selected network access device.

For details about using the Statistics
Manager, see "Managing logs and
statistics within the SREM" (page 52)
"Managing logs and statistics within the
SREM" (page 52).

Figure 15
Change Manager tab

New Device | Network Information | Statistics Manager ~ Change Manager
Device Mame | Component Mame | Farm Mame | Status
(192.168.249.40) 1 110 Card
Remove | | Apphy All
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Figure 16
Statistics Manager tab

Mew Device | Metwork Information  Statistics Manager | Change Manager |
Device M...| Compon...| Form Ma...|  Status  |Auto Refr.. Interval [...| Logging |Log File ...
| Start || Stop || Remove

Right-click menu
Open the Right-click menu by highlighting a device or I/O and clicking the
alternate, or secondary button on your mouse. The right-click menu varies
according to the device or parameter selected. In addition to cut/paste and
renaming functionality, the Right-click menu provides quick access to tabs
in the Configuring and Monitoring pane and to buttons available on the
toolbar for the selected equipment.

When you right-click a network access device in the Device List, the
right-click menu also contains all toolbar options.

the figure below Figure 17 "Right-click menu example" (page 35) illustrates
a generic right-click menu that is displayed when you click on devices and
options in the Device List.

Figure 17
Right-click menu example
Go To »
& Rediscover
dp Cut
[ Cony
~ Paste As...
& Renarme
3{ Delete
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For descriptions of each right-click menu item, refer to The following table
Table 12 "Right-click menu options" (page 36).

Table 12
Right-click menu options

Menu option | Description

Go To Select to select an available tab from the Configuration and
Monitoring pane.

Rediscover Select to rediscover component changes on the device from
this parent, down through the hierarchy.

Cut Transfer configuration data from one parameter to be pasted
to another parameter. See "Cutting, copying, and pasting data
between devices" (page 49).

Copy Copy configuration data from one parameter to be pasted to
another parameter. See "Cutting, copying, and pasting data
between devices" (page 49).

Paste Copy configuration data that you have "cut" or "pasted"” from
another parameter. See "Cutting, copying, and pasting data
between devices" (page 49).

Paste As Operates like Paste, but allows you to change the name of the
index attribute, so that the paste can be performed on the same
device by changing only the name but keeping all other values.

Rename Rename the selected equipment. For an I/O card, Rename
allows you to change the slot number.

Delete Delete the selected configuration.

Nortel Secure Network Access Switch Software Release 1.6.1
Installing and Using Security and Routing Element Manager (SREM)
NN47230-301 02.01 Standard
1.6.1 16 July 2007
Copyright © 2007, Nortel Networks



37

Chapter 3
Using SREM

This section provides procedures for general or common SREM tasks. For
more detailed SREM procedures and interface descriptions, refer to the
online help.

This chapter includes the following topics:

Topic

"Accessing the SREM software" (page 37)

"Configuring SREM settings" (page 40)

"Managing network access devices from the SREM" (page 41)

"Changing information within the SREM" (page 48)

"Managing changes within the SREM" (page 50)

"Managing logs and statistics within the SREM" (page 52)

"Using the Log Browser tool" (page 54)

* "Accessing the SREM software" (page 37)

* "Configuring SREM settings" (page 40)

* "Managing network access devices from the SREM" (page 41)
e "Changing information within the SREM" (page 48)

* "Managing changes within the SREM" (page 50)

* "Managing logs and statistics within the SREM" (page 52)

e "Using the Log Browser tool" (page 54)

Accessing the SREM software
This section covers the following tasks:

e "Opening SREM" (page 38) "Opening SREM" (page 38)
e "Quitting SREM" (page 38) "Quitting SREM" (page 38)
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"Viewing SREM online help" (page 38) "Viewing SREM online help"
(page 38)

Opening SREM

Several different methods exist to access the SREM software, depending on

the options selected during installation. To open the SREM application on
your local system, use one of the following directions:

From the Windows Start menu, select All Programs > Nortel >
Security & Routing Element Manager.

From the desktop, click the SREM icon (if you installed icons on your
workstation during the installation process).

Using Windows Explorer, locate the SREM installation folder and run
the Security & Routing Element Manager.exe file. The default folder
location for this file is: C:\Program Files\NorteASREM\Nortel Secure
Network Access.

Quitting SREM
Use the following procedure to quit the SREM application on your local

system.
Step Action
1 Apply and commit any unsaved changes. (See "Applying and

saving individual changes" (page 50) "Applying and saving individual

changes" (page 50) for details.)

Select File > Exit.

A confirmation dialog box appears.

Click Yes to quit the SREM application.

—End—

Viewing SREM online help
The help system contains procedures for configuring and monitoring a
network access device through SREM and context sensitive descriptions
for each screen and window.

To open the SREM online help system, do one of the following:

Click Help > Contents from the main menu.

Press F1 on your keyboard.
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The online help content appears in a new web browser instance (Figure 18
"SREM online help" (page 39)). If the SREM screen that is active when
online help is opened has context sensitive help available, then the content

displayed will related to that screen.

Figure 18
SREM online help

3 SREM - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

OBack - O - @ @ {h | pSearch *Favorites ®| 8' %

Contents  [E=Frres

@ Security and Routing Element Manager
-4 Initial setup

II--@ hManaging the netwark access devices
1-@ Configuring the domain

II--@ Configuring groups and profiles

II--@ Configuring authentication

II--@ Managing systern users and groups
II--Q Customizing the partal and user logan
II--@ Configuring system settings

- Managing certificates

]--@Viewing system information and perfor
-4 Configuring SHMP

II--@ Maintaining and managing the system
-4 Information

5-¢ TunnelGuard SRS Builder

Security & Routing
Element Manager

i O O O O O O O O o O O O O o

<] | »

Address I@ Ci\Program Files\MortellSREM Nortel Secure Metwork, P.ccess'l,help'I,com'l,nortel'l,cem'l,impI'I,SNP.S'I,wwheIp'l,wwhimpl'l,java'l,html'l,wwhelp.htmj -

@ Applet WiwHelp started l_ l_ l_ l_ |_| j My Computer

4

To view available online help content use either the navigation tree on the
left side of the web browser or the toolbar icons described in the following

table Table 13 "Online help icons" (page 39).

Table 13
Online help icons

Icon | Name Description

Show Navigation Display the navigation tree.

already visible.

m This icon is only available when viewing context
sensitive help where the navigation tree is not
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Icon | Name Description
Show in Contents | Show the displayed page in the navigation tree.
o™
This icon is only available when the navigation
tree is already visible.
D Previous Display the previous page of online help content.
v | Next Display the next page of online help content.
Print Print the currently displayed help content page.
= Using this icon will print only the content displayed
in the actual help screen. Toolbar icons and the
navigation tree are not printed.

Configuring SREM settings

Use the following procedure to change general configuration settings for
SREM.

Step Action

1 Open SREM.

2 Select Tools > Options to open the Options dialog box (Figure 19
"Options dialog box" (page 40)).
Figure 19
Options dialog box
x|

Application Look and Feel KUNSTSTOFF W

Beep on Error Yes hd

Eager Refresh Mode No -

Tool Tip from Help Yes b

Show Uncomitted Changes Warning | Yes -

Do Not Save Passwords No b
Cancel
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3 Change the desired settings, as described in the following table
Table 14 "SREM Options" (page 41).

Table 14
SREM Options

Option

Description

Application Look
and Feel

Allows you to configure how the application looks.

Configuration changes to the Application Look
and Feel setting take effect only after you restart
SREM.

Beep on Error

Select Yes from the list to have SREM beep
when an error is made.

Eager Refresh
Mode

Automatically refreshes the Configuration and
Monitoring pane with changes applied to the
device.

Tool Tip from Help

Select Yes to view tooltip help over certain fields
and buttons.

Show Uncomm
itted Changes
Warning

Select Yes to have SREM prompt you that
uncommitted changes exist before leaving the
active screen.

Click Yes on the prompt dialog to return to the
screen with changes, or click No to continue
to a new screen without saving the changes.
Selecting the check box before closing the
warning prompt changes this setting to No.

Do Not Save
Passwords

Select Yes to force SREM to check passwords
every time.

Important Note: If you select No for this option,
unauthorized users might gain access to the
SREM. Use caution when you change this option.

4 Click OK.

—End—

Managing network access devices from the SREM
This section covers the following tasks:

* "Adding a new network access device" (page 42)

* "Deleting a network access device" (page 44)
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"Grouping network access devices in SREM" (page 44)
"Modifying network information" (page 46)

"Logging into a network access device" (page 46)
"Saving a network configuration" (page 47)

"Opening a network configuration" (page 47)

"Adding a new network access device" (page 42)
"Deleting a network access device" (page 44)
"Grouping network access devices in SREM" (page 44)
"Modifying network information" (page 46)

"Logging into a network access device" (page 46)
"Saving a network configuration" (page 47)

"Opening a network configuration" (page 47)

Adding a new network access device
Use the following procedure to add a new network access device through

SREM.

Step Action

1 Open SREM.

2 Click New on the toolbar to open the New Device screen (Figure 20

"New Device screen" (page 43)).
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e

Figure 20
New Device screen
3 Security & Routing Element Manager - Build 016 Released Software, Fully supported o [=]
File Edit View Tools Window Help
i O ] [ ™ (0 @M Rediscover % Refresh & Apply [
< 2
& & new :S_;-ﬁwice | Metwork Information | Statistics Manager | Change Manager |
Device [10.127.232.20
User Name |admin
Password [T
Device Type
| SNMP Community Nama
| Create |
Z[ 5
3 Enter the connection details for this new device in the applicable

fields. the following table Table 15 "New Device fields" (page 43)
describes the New Device fields.

Table 15
New Device fields
Field Description
Device Specifies the IP address for the network access
device you are adding.
User Name Specifies the user name to connect with the
specified device.
Password Specifies the password to connect with the
specified device.
Device Type Specifies the type of network access device to
connect to.

The default value is Secure Network Access
Switch.

Note: This field is not editable for this release.

SNMP Community | Specifies the SNMP community hame setting.
Name This field is not used for Secure Network Access
Switch device types.
e
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44  Chapter 3 Using SREM

Field Description

The default value is public.

Note: This field is not editable in this release.

4 Click Create.

SREM will attempt to connect to the network access device. One of
two results follows:

* If SREM connects to the network access device successfully, the
network access device appears in the Device List.

* If SREM cannot connect to the specified device, check the IP
and login information, and click Try Again.

—End—

Deleting a network access device
Use the following procedure to add a new network access device through
SREM.

Step Action

1 Open SREM.

2 Select the network access device you want to delete in the Device
List.
3 Select Edit > Delete.

The network access device disappears from the Device List.

—End—

Grouping network access devices in SREM
Use the following procedure to organize the SREM device list by creating
Sub Networks of network access devices.
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Right-click menu
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Step Action

1

Right-click the New icon in the Device List, and select New Sub

Network in the right-click menu (Figure 21 "Right-click menu" (page
45)).

7 Security & Routing Element Manager - Build 016 Released Software, Fully supported =10 x|
File Edit \iew Tools Window Help
Mo X (v @M Rediscover % Refresh % Apply [
LoD
5 (o pa { Newbewi S— : -
Now DAL v EthﬂnﬂmlMﬂﬂmlﬂle
Metwork formation Device |
Statistics Manager i
Change Manager User Name |
(& New Sub Network... [
- Device Type
E |
) Paste | SNMP Community Name
- . | creae
X 5= kit A
[ [

5
6

The New Sub Network dialog box (Figure 22 "New Sub Network
dialog box" (page 45)) is displayed.

Figure 22
New Sub Network dialog box
x|
Name | |
Cancel

Type the name of your Sub Network in the Name field.

Click OK.

Right-click the new Sub Network in the Device List, and select New
Device. The New Device tab (Figure 20 "New Device screen" (page
43)) is displayed.

Type the IP address, User Name, and password for the new device.

Click Create.
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46 Chapter 3 Using SREM

7

SREM finds the new device and adds it to the Sub Network.

Continue configuring the new device and adding new devices to
the Sub Network, as required.

—End—

Modifying network information
Use the following procedure to rename an existing network or Sub Network
using the SREM.

Step Action
1 Open SREM.
2 In the Device List, select the network or Sub Network to rename.
3 Select the Network Information tab.
The Network File Name setting is displayed for that network element.
4 Edit the Network File Name for the device as desired.
5 Click Apply.

The Device List is changed immediately to reflect the new name.

—End—

Logging into a network access device
Use the following procedure to log into a network access device through
SREM, if SREM does not discover the device automatically at start up.

Step Action

1 Open SREM.

2 In the Device List, highlight the IP for the device you want to log in to.

3 Click Rediscover.
If SREM cannot rediscover the device, a Discovery Failed screen is
displayed with an error message and the required login fields.

4 Type the User Name and Password for the device.

5 Click Try Again.
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—End—

Saving a network configuration
Use the following procedure to save information you configured for a
network access device.

Step Action

1 Configure the network access device as required.
2 Select File > Save As to open the Save dialog box (Figure 23 "Save
dialog box" (page 47)).

Figure 23
Save dialog box

x
Save In: |Ij Secure Router Configurations v | @ @ @ @@

D Saint John.xwn

File Name:  [Saint John 5230 |

Files of Type: | Netwrk Definition File () |
san || comer |
3 Navigate to the folder where you want to save the configuration file.
4 Type a name for the configuration in the File Name field.
5 Ensure that Network Definition File (.xvn) is displayed in the Files
of Type field.

6 Click Save.

—End—

Opening a network configuration
Use the following procedure to open a saved configuration for a network
access device or network element.
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Step Action

1 Open SREM.

2 Select File > Open.

The Open dialog box appears (Figure 24 "Open dialog box" (page
48)).

Figure 24
Open dialog box

x
Look In: |Ij Secure Router Configurations v | @ @ @ IEIE

D Saint John.xwn

File Name: |SaintJ0hn.xvn |
Files of Type: |Netwurk Definition File {.:xm) v|
| Open | | Cancel |
3 Navigate to the Network Configuration File (.xvn) you want to open.
4 Highlight the file you want to open.

5 Click Open.

—End—

Changing information within the SREM
This section covers the following tasks:

* "Cutting, copying, and pasting data between devices" (page 49)
e "Changing field values in the SREM" (page 50)
* "Cutting, copying, and pasting data between devices" (page 49)
* "Changing field values in the SREM" (page 50)
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Cutting, copying, and pasting data between devices
Cut, copy and paste information between devices, such as interface cards,
to save time when you enter data. If you are entering similar data for several
devices, SREM allows you to cut, copy and paste information between
devices.

If moving information between multiple network access devices, SREM
allows you to cut and paste information from one device to another. Copying
is not enabled between devices because you cannot have multiple network
access devices in the Device List with the same configuration data.

Step Action

1 In the Device List, right-click the device with information that you
want to cut or copy.

2 Select Cut or Copy in the right-click menu (Figure 21 "Right-click
menu" (page 45)).

Figure 25
Right-click menu
GoTo »

®
o Cut
[ Copy
d
2
& Rename
2 Delete
3 In the Device List, right-click the device heading for the network
access device where you want to paste the copied information.
4 Select Paste As in the right-click menu.
The Paste As dialog box appears (Figure 26 "Paste As dialog box"
(page 49)).
Figure 26
Paste As dialog box
x|
Slot # * 2@%
Type * | 4 Port DS3 -
OK Cancel
5 Select the slot for the card to which you want to paste the copied
data.
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50 Chapter 3 Using SREM

6 Click OK.

—End—

Changing field values in the SREM
SREM uses standard Windows components to display and edit information.
The most common components includes editable text boxes, lists to select
from, and checkboxes to select.

Some special actions to be aware of when using SREM include:

e "Selecting and deselecting table items" (page 50) "Selecting and
deselecting table items" (page 50)

e "Copying, cutting, and pasting values" (page 50) "Copying, cutting, and
pasting values" (page 50)

Selecting and deselecting table items

To select an item from a table in SREM, click on the table row to highlight
that item. To select multiple items in a table, or to deselect a row that is
highlighted, hold the Ctrl key and select the desired table row.

Copying, cutting, and pasting values
Fields that are editable can use the standard copy, cut, and paste short-cut
keys, although these options are not present in the Edit menu.

» To copy selected values, press Cirl-C.
« To cut selected values (where applicable), press Ctrl-X.

* To paste existing values into editable fields, press Ctrl-V.

Managing changes within the SREM
There are two ways to save and apply changes made in the SREM:
individually for each screen, or as a group of all unapplied changes made
during the session.

This section covers the following tasks:

* "Applying and saving individual changes" (page 50)

* "Applying and saving groups of changes" (page 51)

« "Applying and saving individual changes" (page 50)

« "Applying and saving groups of changes" (page 51)
Applying and saving individual changes

To apply apply and save individual changes in SREM immediately after they
are made, complete the following process:
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Managing changes within the SREM 51

Step Action

1

Click Apply on the toolbar to send changes to the device.

Changes to the active SREM screen are sent to and stored on the
device, but are not yet made permanent.

Click Commit on the toolbar to make all applied changes permanent
on the device.

Changes are now permanent and take full effect. In some cases, you
may need press Rediscover to view updated information in SREM.

—End—

Applying and saving groups of changes
To apply and save many changes in the SREM at one time, update the
values for fields on multiple screens or devices before accessing the
Change Manager to view and apply the changes.

Note: If the Show Uncommited Changes option is enabled, a dialog
box will appear each time you attempt to leave a screen with unapplied
changes. For more information, see "Configuring SREM settings" (page
40) "Configuring SREM settings" (page 40).

Use the following procedure to open and access the Change Manager:

Step Action
1 Open SREM.
2 Change network access device settings as necessary.

When unapplied changes exist in the SREM, the Change Manager
icon appears in color. See "Screen icons" (page 34) "Screen icons"
(page 34) for more information about the Change Manager icon.

Click the Change Manager icon in the bottom-right corner of the
SREM window to open the Change Manager tab (Figure 27 "Change
Manager tab" (page 52)).
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T

Figure 27
Change Manager tab

New Device | Metwork Information | Statistics Manager ~ Change Manager |

| Device Name | Component Name | Form Mame | Status |
{192.168.249.40) 1 VO Card

| Remove || Appyan |

4 Review the pending changes, as described in the following table
Table 14 "SREM Options" (page 41).

Table 16
SREM Options
Option Description
Device Name Displays the device where the change was made.

Component Name Displays the device list component where the
change was made.

Form Name Displays the particular form (or tab) within a
component where the change was made.

Status Displays the current status of a change, where
applicable.

Note: To view further details for any listed change, double-click
the Change Manager list item. SREM displays the screen where
that change occured.

5 Remove any unwanted changes from the list using the following
steps:
a. Select the unwanted item from the Change Manager list.

b. Click Remove.

6 Click Apply All to apply and commit all of the displayed changes.

—End—

Managing logs and statistics within the SREM
Use the following procedure to view and manage log files and statistic
tracking using the Statistics Manager tab.
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Managing logs and statistics within the SREM 53

Step Action

1 Open SREM.

2 Click the Statistics Manager icon in the bottom-right corner of
the SREM window to open the Statistics Manager tab (Figure 28
"Statistics Manager tab" (page 53)).

Figure 28
Statistics Manager tab

Mew Device | Metwork Information  Statistics Manager | Change Manager |
Device M. Compon...| Form Ma...| Status  |Auto Refr.| Interval [...| Logging | Log File ...
| Start || Stop || Remove |

The Statistics Manager icon appears in color if there are any log files
or general statistics being tracked. See "Screen icons" (page 34)
"Screen icons" (page 34) for more information about the Statistics
Manager icon.

3 Each list entry in the Statistics Manager allows you to complete any
of the following tasks:

* Click Start to enable Auto Refresh and Logging for the selected
list item.

» Click Stop to disable Auto Refresh and Logging for the selected
list item.

* Click Remove to disable Auto Refresh and Logging for the
selected list item, and remove that item from the Statistics
Manager.
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54 Chapter 3 Using SREM

» Select Auto Refresh or Logging for any list item to toggle that
setting.

Note: To view additional details about any of the statistics being
tracked, double-click the Statistics Manager list item. SREM
displays the screen where the selected statistic is tracked and
configured.

—End—

Using the Log Browser tool
To easily browse log files generated by SREM, a Log Browser tool is
available. To access and use the Log Browser, perform the following steps:

Step Action

1 Select Tools > Launch Log Browser from the SREM menu.

The Log Browser tool appears (Figure 29 "Log Browser" (page 54)).

Figure 29
Log Browser

4 Log Browser ] 4
File Options

> Retrieval Criteria

Retrieval Results

» Details
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Using the Log Browser tool 55

Note: When using Log Browser, the Retrieval Criteria and
Details sections can be viewed or hidden by clicking the small
arrows beside the section name. Hide these sections as
necessary to see the entire Log Browser tool on systems with
low screen resolution.

2 Select File > Open > Open NSNAS Log File from the Log Browser
menu.
A dialog box appears, allowing you to specify a log file on the current
system.

3 Select the Nortel SNAS 4050 log file to view.

The Retrieval Criteria list displays Attributes that can be used to
limit log results that are displayed.

4 Check to ensure the Retrieval Criteria section is in Definition View.

The Definition View (shown in the figure below Figure 30 "Retrieval
Criteria — Definition View" (page 55)) allows you to specify attributes
and attribute values to sort and view the log entries.

Figure 30
Retrieval Criteria — Definition View

~ Retrieval Criteria mo
Aftri... | Type | Tyvpe
Ty Loy
SUUrCE LUy 2 ‘Equals v‘ = value E
SRR ... 1UY
oRveny LUy
WEsSEEYE LUy Retrieve
[BE- 11 Luy
Clear All
5 Select a criteria from the list, and set the desired values in the space
available.

After a criteria has been added to the Retrieval list, a checkmark
appears beside the name of that criteria.

6 Repeat step 5 for each criteria you want to use to sort log file entries.

7 Confirm the current list of criteria by changing the Retrieval Criteria
section to Summary View (shown in the figure below Figure 31
"Retrieval Criteria — Summary View" (page 56)).
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Figure 31
Retrieval Criteria — Summary View

~ Retrieval Criteria el =
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Retrieve
Clear all
8 Click Retrieve to display all log entries that match the specified

criteria.

The Retrieval Results section displays the number of matches
discovered, and lists all log entries in the retrieval table.

9 Select a log entry from the Retrieval Results section to view the
details of that particular entry.

The log entry appears in the Details section.

—End—
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