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6.40A — AudioCodes Mediant 800 MSBG

1. Important Notes

e Check the SIP 3™ Party Validation Website for current validation
status. The SIP 3" party Validation Website can be viewed at:
http://testlab.inin.com

e Unlike other Mediant devices, no INI files will be provided with this
document. The Mediant 800 requires two INIs to have a complete
configuration. These INI files are interdependent and editing the
DATA.INI file is not supported by AudioCodes.

e As this unit is a critical piece of the SIP infrastructure, it is highly
recommended that DHCP not be used. A static IP address is the
preferred method and is how the unit was configured during
validation.

e The M800 will require 3 IP Addresses as a base configuration. One
for the WAN interface and two for the internal interfaces (VolP &
Data).

e After a factory reset, the Mediant 800’s default configuration has
DHCP enabled, and the VOIP & Data IP addresses will be
192.168.0.1 and 192.168.0.2 respectively. The IP Address of the
VolIP interface is the address of the Web Interface.

e If a configuration change is made that causes errors, the Mediant
800 will revert to the default IP & DHCP configuration. If this
happens connect a PC to the Mediant 800 via crossover cable and
undo any changes made.

e The Mediant 800 MSBG has two configuration sections that are
controlled by two different INI files. Board.INI contains the
VolP/Gateway configuration. Data.ini contains the Firewall/Routing
configuration.

e Any time you see -1 in a configuration this is mean “not configured”.

e While this device supports IPv6, IPv4 was used in the certification
tests.

2. Vendor Documentation
Documentation can be found on the CD shipped with the Mediant
800.

3. Validated Firmware Version
6.40A.037.009
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4. Install
Download the Mediant 800 files form the 3" Party Validation
Website:
http://testlab.inin.com

Contained in the zip file will be the validated version of firmware
(.cmp), as well as any supplemental configuration files.

5. Configuration
Methods:

e Manipulation of the supplied .ini file(s), then uploading it via the
Web interface.

o This method is not supported for the Mediant 800. The
Mediant 800 requires two separate INI files that are
interdependent and modifying the DATAL.INI file manually is
not supported by AudioCodes. As a result, no INI files have
been provided with this document.

o Backing up of the configuration by downloading the INIs
and restoring them if the device fails is still supported.

e Web Interface

o This method is the preferred method for all configuration
needs.

o Please note: Caution should be exercised and the
AudioCodes documentation should always be referenced
when using the Web interface configuration option.

o TFTP

o This method of configuring the Mediant 800 has not been

tested.
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Initial Setup

Network Settings

1. Connect a Laptop/Desktop with its NIC configured for DHCP
to the Mediant 800 via a crossover cable or a switch

2. Open a browser and navigate to 192.168.0.1 entering the
default username and password
a. User: Admin
b. Pass: Admin

3. After logging in, always make sure the radio button next to
Full is selected. Without this radio button selected you do not
have access to all the possible configuration options

r, - '
[ﬂAudlDCﬂdES Mediant 200
b
Configuration | Maintenance ?Etil;znnstics
Search

" Basic|® Full

i"’_%"f'_ES'yrstem
|?5:L'_"_J_'VDIF’
| i Data
4. Navigate to System > Application Settings
'JS',rstem
Application Settings
Syslog Settings
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5.
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Enter the appropriate information for your network

w NTP Settings

NTP Server IP Address
NTP UTC Offset
NTP Updated Interval

fi
Hours: Iﬂ' Minutes: Iﬂ'
Hours: |24 Minutes: I{I'

w Day Light Saving Time

Day Light Saving Time
Start Time
End Time

Offzet [min]

|Disable
| Jan =] fo1 =] |
|Jan j |Ej |

[

]
]

=]
=]

w» MNFS Settings

MFS Table

[

» DHCP Settings

Enable DHCF

| Digable

E‘ﬁs',rstem
Application Settings
Syslog Settings
Regional Settings
_|Certificates
E'ﬁManagement
WEE User Accounts
'|;|WEEI. Security Settings

Change the Admin user password
name

Navigate to System > WEB User Accounts

and, if necessary, the user

w»  Account Data for User: Admin

User Name

Access Lewel

I.ﬁ.dmin Change User Name I

I Security .%:Iminishatc;l

w Fill in the following 3 fields to change the password

Current Password
New Password

Confirm New Password

Change Password

Navigate to Data > WAN Access >

* t-isvstem
+lvolp
=l pata
“wan Access
'Settings

—
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9. Change Connection Type to Manual IP Address Ethernet
Connection

B npgt o
10. Enter the settings necessary to fit your network design.

Hetreak it

& o

11. Navigate to Data > Data System > Connections

+ﬁ-:i5v5tem

I vorp

=\ pata
HHWAN Access
""-';?Firewall and ACL
il Qos
Hidven
*\¥ Data Services
[ dData Routing
""-'L?E]bjects and Rules
=\ Data System

Connections

12.  Select LAN Switch VLAN 1
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13.

14.

15.

16.

Select Settings
Generall_3_:l|i1|n-gl:§'.ﬁ.wlsnae-_'|

Name:

Device Name:
Status:

MNetwork:

Underlying Device/s:
Connection Type:

Page 7 of 66

LAN switch WLAN 1
etho.1
Connected

LAM

LAN switch
Ethernet

Enter the settings necessary to fit your network design.

|| General , Settings E Raouting | Advanced
[

| Device Name:

Status:

Schedule:

Network:

Connection Type:
Physical Address:
Underlying Connection:

ethi.1
Connected

|--'nl\'.'a'_.rs vl
IL.-:H vl

Ethernet
00:90:8F:33:29:28
LAN switch

|
| Internet Protocol

IP Address:
Subniet Mask:

Use the Following IP Address v|
1192 .| 168 Rk |2
255 255 255 0

DNS Server

Primary DNS Server:

Secondary DNS Server:

Use the Following DNS Server Addresses j
[192  |[ea |[1 J1z.

D |0 |0 .| 0

C_)Iick__OK on this and the next page
LaPon )

Apply ] L g::ancm _]

Navigate to Data > Data Services > DHCP Server

ll_j System
=i dvorp
E'llj Data
FHWAN Access
@Firewall and ACL
®idqos
i Y
=idpata services
DONS
DDNS Server
] DDH CP Server

-
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17.

18.

19.

20.

21.

22.

Select LAN switch VLAN 1

Hame Service Subnet Mask Dynamic IP Range Action
WAN Ethernet Disabled 3
DHCP Server 255.255.255.0 192.168.1.3 - 192.168.1.8
| -::il Close || Connection List |

If you do not wish to use the Mediant 800’s DHCP server then
change the highlighted (see below) drop down to Disabled
and click OK. Otherwise, modify the settings to fit your

network design.

Navigate to VoIP > Network > IP Settings

+ESv5tem
=\@vorp
=\ Network
IF Settings
IF Routing Table
QoS Settings
SCTP Settings
*@pns
=@ oM
Click the radio button next to Index 0

Redp: Setect rowy iden 1o modaly The deleeaid iy

[ hodeca | |

Dradarw Appiceton Typs Ireurfmcn Bods IP Addrees Ersfix Lamgth GraterwAy YLAK ED Entarisce Mamsi

g — o frmeee T

¥
AN |mertecs Harrs |WJH-H-F:|:-H—J

Click the Edit button that appears above the IP settings table

| Add Index | Delste |
Index Application Type Interface Mode IP Address Prefix Length Gateway VLAN ID Interface Nam
o & JOAMP + Media + Contro Pv4 Manua 152.168.1.1 I’ 192.168.1.2 1 \Voice
v
WAN Interface Name |WAN Ethemet ~|

Enter the information necessary to fit your network design.
Also ensure that the WAN Interface Name has the proper
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Interface selected in the drop down. Click Apply.

| Add Index | Delete | [ Apply |
Index Application Type Interface Mode IP Address Prefix Length Gateway VLAN ID Interface Nam¢
o @ |OAMP + Media + Control ;I IPw4 Manual ;I 192.168.11 16 152168.1.2 1 Voice

WAN Interface Name |‘.‘\|'AN Ethemet ;l
23. Click Burn & then Yes on the following dialog prompt.

i
Fa 2 Submit Burn
[ qAﬂdlﬂCﬂdEﬁ Mediant §00 f @

S ~

: : . Stat (
|Enni¢gur-at4m—! Malrtenance E; Bigznustics

24. Now that the configuration has been saved to memory and the
Mediant 800 is configured to be on your LAN, put it in place
and we’ll continue in the next section with the configuration.
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VoIP Settings

In this section we’ll begin configuring the Mediant 800 to
accept & route calls. The Mediant 800 uses an organizational
structure where groups of settings are contained in a Signaling
Routing Domain (SRD). For further description please see the
Configuring SRD Table section of the Mediant 800 MSBG User’s
Manual.

There are several pieces that will need to be configured to
construct the SRD. They are:

1) SIP Interface
2) Media Realm
3) IP Group
4) |P Profile
5) Proxy Set

After the Mediant 800 has been connected to your LAN and
you have established connectivity, continue below. The MSBG has
built in diagnostic tools (PING, ARP, & Traceroute) you can use to
verify successful configuration. They are located under Status &
Diagnostics > Data Status > Diagnostics.

General VoIP Settings
These settings are for any of the M800 models and will be needed
for SBC, TDM, or FXO/FXS functionality.

1. Navigate to VolP > Media > Media Realm Configuration

+L"?5'5F51IEITI
S vorp
¥ Network
*dTom
""-'L?Securit',r
HidpsTN
i media
Voice Settings
Fax/Modem,/CID Settings
RTR/RTCP Settings
IPMedia Settings
General Media Settings
Media Realm Configuration
Media Security
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3. Click Add. For the purposes of this document, we will be
considering Voice indexes to be between 1 & 10 and WAN
indexes to be between 11 & 20.
( Media Realm Table

Add
Index -
Note: The default configuration has no media realms
configured. You will need at least one Media Realm for
TDM. If using SBC functionality, you will need another
Media Realm for the WAN.
4. Enter the following settings as shown:

Add Record
Index 1
Media Realm Name

IFv4 Interface Mame Voice El
IPvE Interface Mame Voice El
Port Range Start

Mumber Of Media Session Legs
Port Range End

Trans Rate Ratio

I= Default Yes El

B Submit  * Cancel

5. Click Submit. A dialog box appears telling you that you’ve
configured an offline parameter. Ignore this for now as we
will be rebooting later.

B Submit | ® Cancel
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6. Navigate to VolP > Media > IPMedia Settings

'LjSvstem
=idvorp
*dnetwork
= ToMm
ESEEU rity
E@psTN
=i Media
Voice Settings
DFafoDdemeID Settings
RTR/RTCP Settings
IPMedia Settings
General Media Settings

Media Realm Canfiguration
DMedia Security

7. Enter in the Number of Media Channels necessary to
meet the configuration needs. The number of channels
should be double the maximum number of projected
concurrent calls.

Enable Pattern Datector | Drzabia |
% Active Speakers Min Intarval j20
g IHumI:vEr of Media Channels Eld
8. Click Submit
N
Subimit

9. Navigate to VolP > Control Network > SIP Interface
Table

i Systemn
=dvolp
* il petwark
il sacunty
il Media
tidservices
+ i applications Enabling
=l Control Network
SRD Table
SIP Interface Table
AIP Group Table
Prowy Seis Table
NAT Translation Table
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10. Enter 1 in the box next to Add and then click Add.
51 intarface Table

1 Add

11. Enter a Network Interface name, SIP Ports, SRD, and
choose an Application Type for the SIP Interface. Click

Apply.
Delete | | Apply |

Indax Network Interface Applcation Tvpe | UDP Port | TCP Port | TLS Pert | SRD

1 @ |Voice | sBC - | 5060 5060 061 |1

Note: The Network Interface Name has to match,
precisely, the name given to the VolIP Interface in VolP >
Network > IP Settings.

12. Navigate to VolP > Control Network > IP Group Table

""-'._.-?S',rstem
=\ vorp
Il Network
+@TDM
+'-';_iSE|:urit'g.r
HidpsTN
il Media
+'-':-?SENiEE5
+I-':-?A|:r|:rlin:ati|:|n5 Enabling
=l control Network
SRD Table
SIP Interface Table
IF Group Table
Proxy Sets Table
MAT Translation Table
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13. In the IP Group Table configure the following values for
the LAN Group clicking Submit when settings are entered.

-

Index

1

Common Parameters

Type

Description

Proxy Set ID

SIP Group Name
Contact User

Domain Name in Contact
SRD

Media Realm

IF Prafile 1D

SERVER
Voice

1

Voice

Gateway Parameters

Always Use Route Table
Routing Mode
SIP Re-Routing Mode

Mo
Mot Configured
Standard

-

SBC Parameters

Classify By Proxy Set

Max Mumber Of Registered Users
Inbound Messzage Manipulation Set
Outbound Mes=zage Manipulation Set
Registration Mode

Authentication Mode

Authentication Method List

Enable SBC Client Farking

Initial Setup - VoIP Settings
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14. Navigate to VolP > Control Network > Proxy Sets

lli System

=idvorp
llihletwurk
=@M
ll_j Security
®idpsTN
lliMedia
#services

lliﬁ.pplicati ons Enabling

Sl Control Metwork
D SRD Table

DSIP Interface Table

IP Group Table
Proxy Sets Table

_DNAT Translation Table

15. You will need to create a proxy set for the IC Server(s).
Configure the following values for the LAN Proxy Set

clicking Submit when done.

w
Proxy Set 1D |1 |
Transport
Proxcy Address Type
1/[192.168.1.11:5060 [Ter =]
2/[192.168.1.13:5060 [Ter =]
3) | =
4| | =l
5| | =l
-
Enable Proxy Keep Alive | Using Options ;I
Proxy Keep Alive Time &0
Proxy Load Balancing -
Method I Dizable ll
Is Proxy Hot Swap fes ;I
Proxy Redundancy Mode | Homing ;I
& SED Index 1
Classification Input I IP onhy ;I
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16. Navigate to VolP > SIP Definitions > General Parameters

I Systemn
=@vorp
i Network
| ToMm
¥ security
i psTN
Hidmedia
Hi¥ services
+\¥ applications Enabling
*IL¥ Control Network
=IL¥S1P Definitions
General Parameters
Advanced Parameters
Account Table
Proxy & Registration

17. There are many different combinations of settings you can
use here. The main things that need configured are:
Enable Early Media: Configure as needed
Fax Signaling Method: T.38 Relay
SIP Transport Type: Configure as needed
SIP UDP Local Port: Same as Voice SIP Interface
SIP TCP Local Port: Same as Voice SIP Interface
SIP TLS Local Port: Same as Voice SIP Interface
Enable Sips: Please see the section on Enabling TLS.
SIP Destination Port: Matches protocol for SIP
Transport Type

18. Once your changes are complete, click Submit

v

Submit
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19. Navigate to VolP > Coders and Profiles > IP Profile
Settings
| systemn
=\@vo1p
I network
| TDM
I security
HIdpsTN
il media
HliW services
+|d Applications Enabling
I Control Netwark
*ILJS1P Definitions
=\ coders And Profiles
Coders
Coders Group Settings
Tel Profile Settings
IP Profile Settings
20. Here you can configure various settings to handle
variations of the SIP General Parameters. You then

assign these Profiles to their respective IP Groups.

These profiles can be used to handle:

a. Differences in DSCP from one network to another

b. If one network uses SRTP and another uses RTP if
Media Security is Enabled

c. If one network uses T.38 Relay and another does not
allow faxing

d. If you set up Coder Groups you can assign them to the
IP Profile and then assign the IP Profile to the proper IP
Groups.

e. Etc.

21. Once your configurations are complete, press Submit
and, if necessary, assign them to the proper IP Groups.

v

Submit
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22. Navigate to VolIP > Control Network > SRD Table

ll_i System
Siyvorp
ll_ih.letwcl-rk
=l Tom
ll_iSrEtu:urit',,-r
®@psTN
h_iMedia
h_iSEWiEE—S
ll_iﬁnpplicatiuns Enabling
=i control Networlk
SRD Table
DSIF’ Interface Table
DIF’ Group Tahle
Proxy Sets Table
L INAT Translation Table

23. Select SRD Index: 1 — Not Exist
24. Configure the SRD to match the following image

-
SRD Index |1 - Voice =]
~w ‘Common Parameters
SRO Name | Voice
Media Realm | Vioice
N L
Internal SRD Media Ancharing | Dont Anchor Medsa =]
Block Unregistared Usars | Ne =]
Max Number OF Registered Users I
Enable Un-Authenticated Registrations | Yes =
w 1P Group Status Table = _Proxy Sets Status Table
P Tndex Enable Froxy Keep Alive
ROt Froxy SIP group : :
Index Typa  Description g il ?[r_.'uFﬂl_ 1 Using Options
1 SERVER Voice 1 1
25. Navigate to Device Actions > Reset
Device Actions
Load Configuratic

Save Configuratic

|Software Upgrade

I
‘ ?E AudioCodes -/ Mediant 300 % Subimit @ Burn
|

— | s | Status
IM| MaIfenance | 3 hizgnostics
|

T aaveb
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26. Ensure Burn to Flash is set to Yes and then click Reset

w Reset Configuration

Reset Board | Reset |

Burn To FLASH Yes -
Graceful Option IND ;I
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SBC VolIP Settings
1. Navigate to VoIP > Applications Enabling >
Applications Enabling

+'Lj5v5tem
=l\@vorp
Network
+@ToMm
il sacurity
*|@psTN
[ Media
Hizervices
'ﬁﬂpplicatinns Enabling
L Applications Enabling

2. Change Enable SBC Application to Enable

-
% Enable SBC Application
% Enable IPZIF Application IDisaI:uIe "l
3. Click Submit
Sub;ﬁit

4. Navigate to VolP > Media > Media Realm Configuration

+35v5tem
=\@vorp
i Network
oM
+E5EEUFit‘f
@ psTN
=il media
Voice Settings
Fax/Modem,/CID Settings
RTR/RTCF Settings
IFMedia Settings
General Media Settings
Media Realm Configuration
Media Security

5. Click Add. For the purposes of this document, we will be
considering Voice indexes to be between 1 & 10 and WAN
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indexes to be between 11 & 20.
( Media Realm Table

Add

Index -

6. Enter the settings as shown:

Add Record

Index 11

Media Realm Name WAN

IPv4 Interface Name WaN El
IPvE Interface Name WAN El

Port Range Start
Mumber Of Media Session Legs
Port Range End

Trans Rate Ratio

Is Default Mo E|

B Submit ¥ Cancel

7. Click Submit. A dialog box appears telling you that you’ve
configured and offline parameter. Ignore this for now as
we will be rebooting later.

B Submit | ® Cancel

8. Navigate to VolP > Control Network > SIP Interface
Table

* il System
= llyolp
i Nebwark
i sacunty
@ Media
tidservices
+ il applications Enabling
=l Control Network
SRD Table
SIP Interface Table
IP Group Table
Proy Seis Table
NAT Translation Table

9. Ente_r 11 in the box next to Add and then click Add.
" | Add
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10. Enter a Network Interface name, SIP Ports, SRD, and
choose an application type (SBC) for the SIP Interface.

Click Apply.
| Delete | Apply |
Index Network Interface Applicabion Type | UDP Port | TCP Port | TLS Port| SRO
1 O | | | | |
11 @ |WaN SBC = | 50&l &DE0 5061 11

WAN I

Note: WAN is the default Network Interface name for the
WAN port. It is not recommended to try changing this.
11. Navigate to VolP > Control Network > IP Group Table

+'."_'-?S'5r5tem
=l vorp
+'-';_iNetw-:|rI-c:
oM
il security
*i@psTN
+'-';_iMEdiEl
+'.'L?Services
+L':?App|in:atin:|n5 Enabling
=l Control Network
SED Table
SIP Interface Table
IP Group Table
Proxy Sets Table
NAT Translation Table

12. In the IP Group Table select and/or enter the following
values for the WAN Group clicking Submit when settings
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are entered.
Index 11
» Common Parameters
Type SERVER -
Drescription VAN
Proxy Set ID 11 -
SIP Group Name
Contact User
Dormain Mame in Contact
SRDO 0
Media Realm VAN E
IP Profile ID 2 [+
Gateway Parameters
Always Use Route Table Mo E
Routing Maode Mot Configured E
SIF Re-Routing Mode Standard E
+ SBC Parameters
Classify By Proxy Set Enable E
Max Number Of Registered Users =1
Inbound Message Manipulation Set -1
Cutbound Message Manipulation Set -1
Registration Mode lUser initiates registrations E
Authentication Mode Uzer authenticates E
Authentication Method List
Enable SBC Client Farking Mo E
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14. Navigate to VolP > Control Network > Proxy Sets

+§Sv5tern
=li@vorp
+'-';_iNetwcurI-c
+TDM
+'.'L_iSecurityr
i psTN
I media
""-'L?Services
+'-':-?Appli|:atil:un5 Enabling
=\ control Netwark
SRD Table
SIP Interface Table
IP Group Table
Proxy Sets Table
MAT Translation Table
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15. You will need to create a proxy set for the Remote
Endpoint(s). Configure the values for the WAN Proxy Set,
clicking Submit when done.

-
Proxy Set ID |11 |
Transport
Proxy Address s
1/10.10.9.143:5060 [tcr =]
2/10.10.9.140:5060 [Tcr =]
3| [ =]
4| [ =]
S| [ =]
-
Enable Proxy Keep Alive | Using Options LI
Proxy Keep Alive Time &0
Proxy Load Balancing - =
Method I Dizable _I
Is Proxy Hot Swap es LI
Proxy Redundancy Mode Mot Configured ;I
& SRD Index 11
Classification Input I IP anhy LI
16. Navigate to VolP > Control Network > SRD Table
lliSystem
Slidvorp
“_jNetwcl-rk
®id oM
ll_iSrEtu:urit',,-r
®idpsTN
“_jMedia
@Sewices

lliﬁnpplicatiuns Enabling
=l control Networlk
DSRD Table
SIP Interface Table
IF Group Table
Proxy Setz Table
DNAT Translation Table

17. Select SRD Index: 11 — Not exist
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18. Expand all sections by clicking the *s next to their names.
Configure as follows:

-

SRD Index 11 - WAN [+]
w Common Parameters

SRD Name WAN

Media Realm WVWAN

+ SBC Parameters

Internal SRD Media Anchoring Don't Anchor Media El
Block Unregistered Users No El
Max Number Of Registered Users -1
Enable Un-Authenticated Reqgistrations Yes El
w [P Group Status Table w» Prowy Sets Status Table
1P Index Enable Proxy Keep Alive
Index Type Description ?BDW set SIP group name 'IJE)Df“E 11 Using Options
i1 SERVER WAN 11 2
19. Navigate to Device Actions > Reset
_ ...
Fa : [ i Biurn | Device Actions
E Mediant 800 Subimit
i « AudioCodes o © P
_ = - Load Configuratic

- Save Configuratic

e 5 | Status ; y
! ﬂﬁnlmahm| Maintenance | & nizonastios r' i Reset
J J

Software Upgrads

Caarmby

20. Ensure Burn to Flash is set to Yes and then click Reset

w Reset Configuration

Reset Board
Furn To FLASH Yes -

Graceful Option [ No =l
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TDM Configuration

Now that the SRDs & IP Groups have been configured we can
move on to configuring the TDM Settings. For more details see the GW
and IP to IP section of the Mediant 800 MSBG SP User’s Manual.

1. Navigate to VoIP > PSTN > Trunk Settings

+'-';:i5yr5tern
=l vo1p
+'-';?Netwu:url-c
+TDM
+'.'L?Securityr
“lpsTN
CAS State Machines
L Trunk Settings
+'-';_i|""|EI:|iE|

2. Choos_e the appropriate Protocol Type. NI2 will be used for this

example.
General Settings
Module ID 1
Trunk ID 1
Trunk Configuration State Inactive
Protocol Type HOMNE El

3. Choose the appropriate Clock Master, ISDN Termination
Side, and any other settings necessary to match your Carrier
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Requirements

Page 28 of 66

w Trunk Configuration

Trace Level
Line Build Out Overwrite

Framing Method

Clock Master Recovered
Auto Clock Trunk Priority 0

Line Code BEZS
Line Build Out Loss 0 4B

Full ISDN Trace
OFF
T1 FRAKING ESF CRCS

FE]EEIED A

ISDN Termination Side

w» ISDN Configuration

User side

Q931 Layer Response Behavior
Cutgoing Calls Behavior
Incoming Calls Behavior
General Call Control Behavior
ISDN NS Behaviour 2

MFAS Group Number

IUA Interface ID

MFAS Interface 1D

D-channel Configuration

0x0 [
(%400 [
0x11000 [
0x0 o
0x8 (3
0

-

255

PRIMARY =

4. Click Apply Trunk Settings

Al frunk
Settings
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5.

6.

7.

Navigate to VolP > GW and IP to IP > Trunk Group > Trunk

Group

JSystern
Slidvorp
* I Network
® @ ToMm
I.LjSEEIJrit',,-r
®idpsTN
* I Media
*Jservices
Eﬂpplicatinns Enabling
#|d control Network
#ILJSIP Definitions
#|dcoders And Profiles
S Gw and IP to 1P
Sl Trunk Group
Trunk Group
Trunk Group Settings

Page 29 of 66

Enter the settings either as shown, or per Carrier

Requirements:

Group Module Fram

Index Trunk T Tl

Channels

Phone Number

Trunk Group 1D

Tel Profi

1 modue 1PRI[~| [[1 [&]|[1 [+]

1-23

5555555

1

Click Submit
4

S

Submit

Initial Setup - TDM Configuration
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8. Navigate to VolP > GW and IP to IP > Trunk Group > Trunk
Group Settings

Fd System
=li@vorp
I Network
=@M
Fd security
=i psTN
#dedia
#Jservices
#\J applications Enabling
#IJ control Network
*|d 1P Definitions
#\d coders And Profiles
=l Gw and IP to 1P
Sl Trunk Group
DTrunI-c: Group

Trunk Group Settings

— =

9. Enter the appropriate settings in the fields as shown:

=]
Chamsl Sl Mode Bapririan Mods | [F Eroip oty HEme Corrimctk Linar
L}

il B Dol & ypEsgE g - | =

10. Navigate to VolP > GW and IP to IP > Routing > Tel to IP
Routing

Teunk, Graug
=]

ES?&tEI‘I‘I
Siidvorp
*|d Networlk
=i TDM
ESEEUFit‘f
=@psTN
*ldMedia
#Jservices
ILjﬁq:u:rliu:ati|:|n5. Enabling
*\d control Network
*|ds1p Definitions
#(J coders And Profiles
@ Gw and IP to IP
ETrunl-c: Group
EManipulatinns
EIERDuting
General Parameters
Tel to IP Routing
IP to Trunk Group Routing
Alternative Routing Reasons
DFnrward On Busy Trunk

Initial Setup - TDM Configuration
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11. Configure records in the Tel to IP Routing table as necessary.

If all calls are going to the SRD/IP Group that were created in

earlier sections, configure as shown.

Src. Trunk

Group 1D Dest. Phone Prefix

Source Phone Prefix

Dest. IP Address

Port

Page 31 of 66

Transport Type

Dest -~
o

Not Configured El

* Type

_ared El 1

Dest. IP
Group ID

Dest. SRD

IP Profile Cost

1D Group ID

1

-1

NuneEl

12. Click Submit

o

gt
Submit

13. Navigate to VolP > GW and IP to IP > Routing > IP to Trunk
Group Routing

+ESy5tem
=

W Network
[ @psTN
*\ I Media
| Jservices
+EAppIicatinn5 Enabling
*\d control Network
*|( @ =1p Definitions
*\[Jcoders And Profiles
@ Gw and IP to IP
B Trunk Group
+ijManipu|atiu:-n5
'ERDuting
General Parameters
Tel to IP Routing

IP to Trunk Group Routing

14. Config_ure the IP to Trunk Group Routing to route all SIP calls
to the configured Trunk Group, as shown

Dest. Phone Prefix

Source Phone Prefix

Source IP Address

v

Trunk Group ID

IP Profile ID

1

1

0

15. Click Submit

Initial Setup - TDM
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TDM Fax Configuration
1. Navigate to VolP > Media > Fax/Modem/CID Settings

ESvstem
Sidhvorp
#dnetwork
=i ToMm
JSEEU rity
®i@psTN
=il media
‘Voice Settings
DFafoDdemeID Settings
RTR/RTCF Settings
QIPMedia Settings

1. Configure the settings to match your needs. The following
image contains the recommended settings for faxing.

w General Settings

Fax Transport Mode 'F‘.elayEnﬂble El
Caller ID Transport Type [ Mute El
Caller ID Type :Standard Bellcore El
V.21 Modem Transport Type | Eqatylel!ﬂypgss EI
V.22 Modem Transport Type Er!ah_le_ E‘,{pa;s E|
V.23 Modem Transport Type _Ena_!ble Elyp:_a_ss El
V.32 Modem Transport Type Enable Bypas-s EI
.34 Modem Transport Type Enable Bypass El
Fax CNG Mode | Dossnt send T.38 Re-NVITE [+
CNG Detector Mode [ Relay [=]

w Fax Relay Settings

Fax Relay Redundancy Depth 12

Fax Relay Enhanced Redundancy Depth 4

Fax Relay ECM Enable | Enable

Fax Relay Max Rate (bps) 14400i:p3
T38 Version | T.38 version 0

+ Bypass Settings

[ | |EEIE

Fax/Modem Bypass Coder Type GT1_’IF_._1uIaw
Fax/Modem Bypass Packing Factor i
Fax Bypass Cutput Gain 10
Modem Bypass Output Gain 0

Initial Setup - TDM Fax Configuration
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2. Navigate to VolP > SIP Definitions > General Parameters

ESystern
Si@vorp
# I Network
= TpM
ESEcuriw
®dpsTN
#idMedia
# ¥ services
'LjApplicatiDns Enabling
#|J control Network
E'ILT{SIP Definitions
QGeneral Parameters
Hﬁkdvanced Parameters
| |Account Table
pPer & Registration

3. Set Fax Signaling Method to T.38 Relay and set Detect
Fax on Answer Tone to Initiate T.38 on Preamble

- 5SIP General

& MNAT IP Address

0.0.0.0

PRACK Mode Supported -
Channel Select Mode Cyclic Ascending E
Enable Early Media Dizable E
183 Message Behavior Progress E
Session-Expires Time 0

Minimum Session-Expires 40

Seszion Expires Method Re-IMWITE E
Asserted Identity Mode Disabled (=
IFa:u: Signaling Method T.38 Relay |v|

|DetE|:.'t Fax on Answer Tone

Initiate T.22 on Preamble

Ml

Initial Setup - TDM Fax Configuration
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FXO0/FXS Configuration

In this section we will configure the Mediant 800 to accept & route
calls using the FXO/FXS ports. Refer to FXO/FXS section of
Mediant 800 MSBG SIP User’s Manual.

1. Navigate to GW and IP to IP > Analog Gateway > FXO
Settings
=l o1p
i Network
Hid Security
i Media
Hidservices
Wl applications Enabling
HIil cantral Netwark
HILI 1P Definitions
*Ild Coders and Profiles
i Gw and IP to IP
HIEHHuNt Group
i dManipulations
iR auting
I DTMF and Supplementary
'J.ﬁ.nalng Gateway
keypad Features
Metering Tones
Charge Codes
F¥D Settings
Authentication
Autormatic Dialing

2. Set Dialing Mode to One Stage.
NOTE: Two-Stage dialing will present a dial tone when the line is

Initial Setup - FXO/FXS Configuration
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opened and does not forward the dialed call.

Page 35 of 66

w
Dialing Mode

Waiting for Dial Tone

Time to Wait bafare Dialing [mzec]

Ring Detection Timeout [sec)

Reorder Tone Duration [sec]

Answer Supervision

Hings before Detecting Caller 1L

Send Metering Mez=zage to IP

Disconnect Call on Busy Tane Detection (CAS)
Dizconnect On Dial Tone

Guard Time Between Calls

FXO AutoDial Play BusyTone

One Stage T
e x
1000
B
255

[No [
[1 [
[No [
[ Disable =]
[ Disable x|
K
| Disable =

3. Click Submit
v

M

Submit

4. Navigate to VolP > Coders And Profiles > Tel Profile Settings

Clayo1p
F D M etwork
JSEDUI’H:Y
#dmedia
il services
Eﬂpplicatinns Enabling
® il contral Network
#ds1p Definitions
=il coders and Profiles
DCl:n:Iers
Coders Group Settings
DTE| Profile Settings
|:|IFl Profile Settings
®EHGw and IP to IP

Initial Setup - FXO/FXS Configuration
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5. Enable Current Disconnect

Enable Dugit Dalivary

Enable Polarty Reversal

Page 36 of 66

Fnahle Current Disconnect

MWI Analog Lamp
MWI Dusplay

6. Click Submit
v

il
Submit

[Cizatie -]
[ Dizatie =l
Ersadnie -
Chzabie -
| Diz ke |

7. Navigate to VolP > GW and IP to IP > DTMF and Supplementary

> DTMF & Dialing

i yvoIp
®dnetwork
ESecurity
#idmedia
il Services
IL'j.ﬂ.ppli|:ati|:|ns Enabling
®l control Network
#ds1p Definitions
*dcoders And Profiles
SIS Gw and IP to IP
EHunt Sroup
EManipulatiDns
ERDuting
EI'L'jDTWIF and Supplementary
DDTI"-’IF & Dialing
Supplementary Services
'Lj.ﬁ.nalng Gateway

8. Set Max Digits In Phone Num to meet your regional needs.
NOTE: Example > To Dial Interactive Intelligence 18002671364,
max digits eleven (11) to meet carrier/regional requirements.

Initial Setup - FXO/FXS Configuration
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Max Cugits In Phone Mum

Inter Digit Timeout [sec]

Declare RFC 2833 in SDP |es |
1st Tx DTMF Option |RFC 2833 -
2nd Tx DTMF Option | -|
RFC 2833 Payload Type fot

Hook-Flash Option | Mot Supported |
Digt Mapping Rules |

Dial Plan Index -1

Dial Tone Duration [sec) |1E

Hothine Dial Tone Duration [sec] I1E

Enable Special Digits | Dizabbe |
Default Destination Number {1000

Special Digit Representation | Special ﬂ

9. Click Submit
v

Submit

10.Navigate to VolP > GW and IP to IP > Hunt Group
=liyoip
@Netwnrk
lliSeu:urityr
ﬁMedia
“_jServices
ll_i.ﬁ.pplicatinns Enabling
llic::ntru:-l Metwork
|lliSIF‘ Cefinitions
@CDdEFS And Profiles
=Gy and 1P to 1P
EIlliHunt Group
Hunt Group
_DHunt Group Settings
llil‘ﬂanipulatin:nns

Initial Setup - FXO/FXS Configuration
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11.Select the Module you wish to configure eg Module 1 FXS

Group
Index

Frorm

Module Trunk

To Trunk

Channels

Phone Number

Page 38 of 66

Trunk Group ID

Tel Profile ID

. [Moduie 1 Frs =] == (= [2101 f1 fi
5 [Module 2 Fxo = == | [3177154222 fi fi

12.Configure the Channels you wish to use eg 1-4
*See diagram step 11.

13.For an FXS enter the First Station Extension to be used by the FXS
devices (eg 2101) in the Phone Number field. For an FXO enter
the external Phone Number in the Phone Number field.
*See diagram step 11.

Note: The Device will automatically increment each Station

Extension. If channels 1-3 are selected and 2101 is enter for the
Phone Number, then Port 1 will be 2101, Port 2 will be 2102, etc. If

the Station Extensions to be assigned are not sequential, a

separate record for each port will need to be configured. This also
applies to the FXO.

14.Enter the appropriate Trunk Group ID to meet your configuration

needs.
Phone Murmber Trunk Group ID Tel Profile ID
|2101 [1 |1
|3177164222 [1 |1

Note: Multiple entries in the table can have the same Trunk Group

ID.

Initial Setup - FXO/FXS Configuration
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15.Navigate to VolP > GW and IP to IP > Hunt Group Settings
S @yop
+;Netwurk
+JSEDurit}f
+L"_'-?Media
il zervices
""-"_'-:i.ﬁ.ppliu:atiu:uns Ernahling
+JCDntrDI Metwark
+'."_'-_iSIF‘ Definitions
*Iilcaders and Profiles
i@z and 1P to 1P
=l Hunt Sroup
Hunt Group
Hurt Group Settings
""-';?Manipulaticuns

i Frauting
16.Enter a Hunt Group ID configured in step 14 in the Hunt Group ID
field.
Hunt Group ID Zhannel Select Mode Registration Mode Sg::LFI;QIIDP
1 |1— | By Dest Phone Mumber x| | [PerEndpoint | |1_3
z |2 |Cycli|: Descending ;I | ;I |1_3

17.Choose the Channel Select Mode:
NOTE: For an FXS this should be By Dest Phone Number.

18.For an FXS, configure Registration Mode as Per Endpoint if the
station needs to register with IC. *See diagram step 16.

19.For an FXS, configure Servicing IP Group ID to be the IP Group of
the IC Server(s). *See diagram step 16.

20.To route calls to the FXS, enter records to match the Destination
Phone number.

=~ Trunk

Ciast, g Frefis Bqi Hagl Prpfin Ciegt, Prans Frefis BoiirtE Shares Prafie Briirgs [P Gfdrass v Groe 10

a1z

21.Click Submit
v

Submit

Initial Setup - FXO/FXS Configuration
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SBC Routing

Now that the SRDs & IP Groups have been configured we can
move on to configuring routing between IP Groups. For more details
see the Configuring SBC IP-to-IP Routing section of the Mediant
800 MSBG SIP User’s Manual.

1. Navigate to VoIP > SBC > General Settings

il System
=dvolp
*l Network
HidpsTN
il pedia
tidlsarvices
+ L applications Enabling
il Cantral Natwork
Hid 1P Deafinitions
Yl coders And Profiles
HlGw and IP to 1P
“idlseC
General Sethngs
Admassion Control
|Allowed Coders Group

2. Enter the WAN IP address configured earlier in the WAN
IP Address field

WAk [P Addrass 10 19328 30

SBC Ragasration Time

ShiC GAUL Mode BEPrawy '._

&fow Unclessified Calis Azt =
3. Click Submit

Submit

Initial Setup - SBC Routing
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4.

Navigate to VolP > SBC > Routing SBC > IP to IP
R_outing Table

+ JS}I’E’.“:I‘H
=udvalp
*iall Network
*ldpsTN
*idMedia
tidservices
b \Jﬂ.pphl;ﬂtlﬂl‘lﬁ Enabling
* i Control Network
#idsIP Definitions
*il Coders And Profiles
#l W and 1P to 1P
sl sac
i General Settings
Adrmissson Controd
WAllowed Coders Group
=l pouting SBC
Classificabion Table
1 to IF Routng Table
{Alternatve Roubing Reasons

Enter a 10 in the text box next to Add. Click Add
I’.. 1P21P Routing Table

10 [Add)
Enter the following settings:

Source IP Group ID: 1
Destination IP Group ID: 11

+ HHL
IF
eomarz
)

Coalratos Ussmane
Megie

IradEn Siurhl Uedifang Pl Supd el Hemdl
i | I [ I+ I+
i | | |

Click Apply
Enter 20 in the text box next to Add. Click Add

| 1P2IP Routing Table

» | Add ]

Enter the following settings:
Source IP Group ID: 11

Initial Setup - SBC Routing
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Destination IP Group ID: 1

Bgurod
| i .;.-I-_r....,- BepireA Ly maimes Srefie EparTs bl 5“““:::'.:"" ST [EETL Y P TEs] Fubia I Tp o [ maraian Ty
L2 I I
Le | | | | E _:l =nn
n @ (n 1" ’ N |- | a2 w | e -
10. Click Apply
11. Select Device Actions > Reset
?EAudIDcodes e \!i Sibmit Q Burn | Device Actions

k Load (.Z:crni.:igurati.u

’ . - Save Configuratis
) . - | Status
. gnostics . SRO Settings

|5 crftwa re Upg r_a_r:ls

Caarmby

12. Ensure Burn to Flash is set to Yes and then click Reset

w Reset Configuration

Reset Board | Reset |
Burn To FLASH Yes -

Graceful Option I Mo ;I

Initial Setup - SBC Routing
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Advanced Configuration

TLS
Please note:

e If your traffic is moving between TLS & Non-TLS networks
it is very important to create two IP Profiles, one for
TCP/UDP and the other for TLS.

4. Navigate to System > Certificates

'JSvstem
Application Settings
Syslog Settings
Regional Settings
|Certificates

5. Enter the FQDN of the Mediant 800 gateway in Subject
Name. Click Generate CSR

Certificate Signing Request

Subject NamelﬂBDD.mntDsn.mm

| Generate CSR I

Note: It is necessary to use a Subject Name that is
resolvable by all network elements, both Internal and

External.
6. Copy all text from ----- BEGIN CERTIFICATE REQUEST---
-- t0 =---- END CERTIFICATE REQUEST----- including the

section headers.
Copy the certificate signing request and send it to your Certification Authority for signing.

MIIBWjCBxATBADABMBEWwEFwY DVOODExBtODAwLmNvbnRveZ Bu¥Y2 StHIGIMR0GCSgE
SIb3DQEBRAQUAR4CHADCEBI QFBgQDHkdOk]l jpdSY¥JFy2 kf0fcql G+ EWdEOHrxixpTvw
gdQELEt01Ht ]l cpBgl tVHASMuHEWOSOTHEFTaapo2plocgfdEgegddg3mk Ut y+Hal
VAT yMyIn/EJtwprlN3+53x0kl LE0CEZ2 20iCi SCIpytHAVZdgnHY o TMaTxcM5tn2
EIVEYQIDAQLBoR AwDQY JEoZ ThveMAQEEBQADgYEADL1 b3 rud4 DycYb 3 ZDMmo c4H /S
2me9nmal ¥ JLTLDcewcISqjAEyOADV,/ VnylZ7521lweTet+ZugasFacoHhbEIgVengt
NUozUGEFWSX/ s3Eegipbai 2R UcEF ydMEcmT fwvoMEfli /ERS1 DMrgl.dSidnkfanlC
cVIf47VIi0ZdIxEmZao=

Advanced Configuration - TLS
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7. Open Interaction Administrator and navigate to the
System Configuration container:
P Default User
%, Roles
‘; lsers
B3 wWorkgroups
F “ Password Polices
["% schedules
57 Skills
® M Account Codes
= % Wrap-up
7 Client Buttons
= #& Client Configuration
4 Queue Columns
= @ System Configuration
[ 38 Interaction Processaor
@ Phone Mumbers
Report Logs

8. Onright hand side double-click on Configuration

System Configuration £ |
Configuration

9. Open the Certificate Management tab and click the
Modify... button for the SIP/TLS Line Certificates

Advanced Configuration - TLS
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Configuration
System Configuration ] 7x]
Site Information I ACD Options I Interaction Client | Custom Attributes I History
Lanauages Time fones | Mz 5 | Host Server | Trace Logs
Connection Security I Certificate Management || Prompt Server | Text To Speech | Cisplay Mame Format

@ Here you can configure which certificates are used on the server.

Subsystem Certificates Configuration

Subsystems certificates are used to allow or deny subsystems from connecting to

the server.

E-mail Certificates Configuration

E-mail certificates are used to securely send and receive e-mails and make secure Modify...
connections to mail providers.

SIP/TLS Line Certificates Configuration

SIP/TLS line certificates are used to authenticate SIPfTLS connections to and from Modify. ..
the server.

oK | Cancel | Apply

10. Click the Port-To-Certificate Mappings tab.

11. Remove all entries in the Port-To-Certificate Mappings
box

12. Enter 5061 in the Port input box and choose <Default
Line Certificate> in the Line Certificate drop down.

Advanced Configuration - TLS
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13. Click Add and then do the same for 8061.
{ SIP/TLS Line Certificates Configuration 2] x|

Line Certificates I Autharity Certificates | Port-To-Certificate Mappings | Third Party Certificate Signing |

You can choose which certificates map to which ports. Any SIP/TLS line using a port specified in the
list below will use the certificate mapped to that port. If a SIPTLS line is using a part not in the list,
it will use the default line certificate.

Paort: Line Certificate: Impart Mew Line Certificate. ..
1024 = | fdd |

Port-To-Certificate Mappings:

Port | Line Certificate | Remave |

5061 <Default Line Certificate
a061 <Default Line Certificate

Advanced Configuration - TLS
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15. Click Third Party Certificate Signing
16. Paste the CSR generated at step 3 into the Certificate to
Sign input box.
17. Click Sign

Line Certificates I Authority Certificates I Port-To-Certificate Mapnngsl Third Party Certificate Signing l

Here you can have your certificate signed by the signing authority certificate so thatit can be
properly authenticated when used on a SIP/TLS line.

Authority Certificate: | <Default Line Authority Certificate =]
Certificate To Sign:
——BEGIN CERTIFICATE REQUEST— =]

MIIBVWCBxAIBADABMRAkwFwWYDVQQDEXBLODAwLmMNybnRwc28uY 29tMIGIMADGCSgG
SIb3DQEBAQUAAAGNADCEIQKEQQDHkd Ok 1ipdSY IFy 2k f0ftgl G +6WdGO Hxixp Fv
qdQaLK0 1HHcpBaItYHASMUHBYWOSOLWEFT aapo 2pX cafdGacaMda 3mkUty +Hal
WaUbyMyOn K Itwprit 3 +53x0kILGOCE 2 20iCiSCIpy HilAy 2dgnHY o MMa FxcMStn2
KIVEYQIDAQABoAAWDOY KoZlhvcNAQEEEQADGYEADLIb 3ruJ4DycYB9ZDMmocdH,
Am39nma 1YiLTLDcewcI 5qiaEyQ40V Ny 12752 1wa Tc+2ugasF AcoHhbGIgvanagt
MUozUGKPW 5% /s 3E6q SpbaZ 2R IXIcF ydMKomI fvoMfli KAS 1DMrgLdSionkfanic
CVIF4AVIIO 2d IxXmZan=

—FEND CERTIFICATE REQUEST—

Sign

18. You will need to save both the Signed and Signing
Authority certificates for importing to the Mediant 800.

Third Party Signed Certificate _i i
Signed Certificate:
—BEGIN CERTIFIC -5. «| Copy To Clipboard |

Save As... |

t|:|H'dH TaiBvulnRjv

V3IH3RqnIDHatSpRLcvh2 5
Signing Authority Certificate:
--—BEGIMN CERTIFICATE-— | Copy To Clipboard |
MIIDIDCCAgyaAWIBAIIGAWOTMXI IMAOGCSqE5Ib 3D0EBEQUAMEXEDADBGNVEACT
B iNlcnZlenMxFTATBgNYBASTDFNIcnZlciBHem 3 1cDEAMBOGA 1LUEAXQWLILY tQkSL Save As. |

UIYHY INIenZIciBHemA 1eD AP OxMTAMITyMDAYMTIaFw0zMT A4MiMyMDAYMTIa
MEoxEDACBGNVBAGTE INIcnZlcnMxFTATEGNVBASTDFMIcnZIdBHmS 1-DEMBOG
ATUEAXQWULYEOKSLUIVHY INcnZldBHom3 1D CC ASIWDOY Ko ZThvcMAQEBBQAD
gEPADCCAQOCoaEBAOYxUBIWNIQO 1hOINRWADZfaDnLisvkvhZdSXEFZWaxMD 5

+fd0ZL01L hz [CGZWL 20T 7ep 7UDsix 5 fter 32 790 2KUsposzxbo4aAuvkPkad 7 -

Cloze
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19. Click Save As... and save both certificates then return to
the Mediant 800 Web Interface.
20. Return to System > Certificates and click Browse...
under the Trusted Root Certificate Store section of
Certificate Files. Once you've selected the Signing
Authority Certificate you saved from Interaction
Administrator, click Send File

w Upload certificate files from your computer

Private key pass-phrase (optional) audc

Send Private Key file from yvour computer to the device.
The file must be in either PEM or PFX (PKCS#£12) format.

Choose File | Mo file chosen Send File

Note: Replacing the private key is not recommended but if it’s done, it should be over a physically-secure
network link.

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Choose File | Mo file chosen Send File

Send "Trusted Root Certificate Store” file from your computer to the device.
The file must be in textual PEM format.

Choose File [|MNo file chosen Send File

21. Once the file has been uploaded, do the same for Device
Certificate. This is the Signed Certificate.

w Upload certificate files from your computer

Private key pass-phrase (optional) audc

Send Private Key file from yvour computer to the device.
The file must be in either PEM or PFX (PKCS#£12) format.

Choose File | Mo file chosen Send File

Note: Replacing the private key is not recommended but if it’s done, it should be over a physically-secure
network link.

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

Choose File JMo file chosen Send File

Send "Trusted Root Certificate Store” file from your computer to the device.
The file must be in textual PEM format.

Choose File | Mo file chosen Send File

Note: It is exceedingly important that you upload the
certificates in the specified order.

Advanced Configuration - TLS
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22. Once the file has been uploaded go to VolP > Media >
Media Security

l';j System
Slidvorp
#Id Networlk
=@ oM
ESEGU rity
= dpsTN
=i media
Woice Settings
DFafoudemr’CID Settings
RTP/RTCP Settings
DIPMedia Settings
DGeneraI Media Settings
Media Realm Configuration
_|:|Media Security

23. Change Media Security to Enable and put a check next
to all applicable cipher suites in SRTP offered Suites

w General Media Security Settings

% Media Security
Media Security Behavior IPrefembIe -I

Authentication On Transmitted RTF Packets I.Fb:ti'l.re
Encryption On Transmitted RTF Packets |ﬂ.|:ti1.re
Encryption On Transmitted RTCFP Packets I.ﬁaztive

KN JENJEN

w SRTP Setting

Master Key Identifier (MKI) Size |{II

W SpTP ogffered Suites

CIPHER SUITES AES CM 123 HMAC SHA1 30

CIPHER SUITES AES CM 128 HMAC SHA1 32
CIPHER SUITES ARIA CM 128 HMAC SHAL
a0

CIPHER SUITES ARIA CM 192 HMAC SHAL
30

< T

9

<

24. Click Submit
v

N
Submit

25. Click OK on the following prompt notifying you of the
offline parameter change.

Advanced Configuration - TLS
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26. Navigate to VolP > SIP Definitions > General Parameters

=i Systemn

Si@vorp
# I Network
= TpM
i Security
®dpsTN
#idMedia
#Jservices
Eﬁkpplicatiuns Enabling
#|J control Network
=\ s1P Definitions

General Parameters

Advanced Farameters
Account Tahble

DF’rmqr & Registration

27. Change the following settings:

|»

28. Click Submit
4

e

Submit

Advanced Configuration - TLS

+ 5SIP General
% NAT IP Address Joooo

PRACK Mode |S|.|ppc:rted ;l
Channel Select Mode ICyc:Iic: Ascending ;l
Enable Early Media | Disable =]
183 Message Behavior |F‘rogress ;l
Session-Expires Time ID
Minimum Session-Expires |9'|]'
Session Expires Method | Re-INVITE =l

Asserted Identity Mode I Disabled ;l
Fax Signaling Method |N|:: Fax ;l
Detect Fax on Answer Tone | Initiate T.28 on Preamble =]

I SIP Transport Type TLS d W
SIP UDP Local Port 5060
SIF TCF Local Port |5060
SIP TLS Local Port

|Enable SIPS iz
Enable TCP Connection Reuse IEnabIe -
TCP Timeout 0

ISIP Destination Port [fosr— 2
Use user=phone in 5IP URL IYes =]
Use user=phone in From Header IND =]
Use Tel URI for Asserted Identity | Disable -]
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29. Navigate to VolP > SIP Definitions > Proxy &
Registration

ll_i System
=lidvorp
|llil".lvattln'«n:rrl-s:
®dpsTN
ll_iMedia
@Sewices
“_jﬁnpplicatiuns Enabling
|llit:cmtru:rl Metwork
=il s1p Definitions
General Parameters
Advanced Parameters
Account Table
_DPrﬂxy & Registration

30. Enter the Subject Name used in generating the CSR in
the Gateway Name & Proxy Name fields

-
Uea Dafsult Braxy |h|-,|

I ooy Mams Frlid] purlaio bom
Badundarcy Mada Fanmy =

L

froay 1P Lint Eafmeah Tima )

Erabia Falback to Aouting Tabla ID:lI:‘l ;i
Prafmr Flouting Tabls |hu ;1
Alvays Usa Broxy ||:|I:|I:I|l -
Hasdiine lark Hrokeg becdie IF.-.riniH- L]
SED Aafoubrg Mods |5h-\¢rrdﬁ'|-ndl- _:j
Frable Aegualabos ||:|I:|lHI _;j
Bagawatias Tifs T

Rarrujgiatiakion Tiresy Y] 50

Ragiiyeban Ratry T bl

A sgisbretian Tima Thrashald 1]

Raragintar On MVITE Feslurs DaEsia d
Ral ssobar Un Connachos Fafurs Lhimpes 3

Ii-:l-—r Fikmirye

Gatwemy W agiztratian feams

brs Guenry Trpa |A-ﬂi-m -
Proxy OHS Quary Tree [T— -
Humbet of ATX Baforw Het-Swap i |

e Gatenay hama for DPTICNS |hn ;i
Uiaar Harma [ )

[ g g mm] E".-l:hl.h_l:'nlr.»a

Creprica Caftgnin_ Lregsni

Regalraban Hoda |Far Garamay ;‘
Crplasge Caching Mode |"¢'-l .li
Wubusl Aubhenticaton Mods | itz =]
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31.

32.
33.

34.

35.
36.
37.

38.

Click Submit
v

Submit

Change your Proxy Set to use TLS
Select Device Actions > Reset

F. 5 i i
l"Lﬂ AﬂdiﬂCﬂdEﬁ Jctiant S50 { AL 9 B pevis Actions
" | Load Configuratic
Save Configuratic

\Gonfiguration| Mairtenance gtgtigsgnastics

[ S _— Software Upgrads

T aaveb

Ensure Burn to Flash is set to Yes and then click Reset

w Reset Configuration

Reset Board | Reset |

Burn To FLASH fes -
Graceful Option IN-:: -]

Log back in after reboot

Navigate to VolP > Control Network > Proxy Sets Table
Ensure that the proper proxy set has the Transport Type
set to TLS for each entry in its Proxy Address table. Also
put the SIPS communication port on the end of each IP
Address.

If one of your proxy sets does not communicate using TLS
ensure that that Proxy Set has the SIP communication
port on the end of each of its IP Addresses.
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39. Navigate to VolP > Coders & Profiles > IP Profile
Settings
+'-':?5'y’5tEITI
S vorp
Il Network
oM
+'-':?Securit',r
HidpsTN
+'.';_ir'o1edia
+'-';-?Servi|:e5
+Lﬁ-?ﬁ'«ppli:atinn5 Enabling
+'-':?C|:|ntr|:|| Metwork:
+I-';-?SIP Definitions
=i Coders And Profiles
Coders
Coders Group Settings
Tel Profile Settings
IP Profile Settings

40. Create one IP Profile for TLS and one for TCP/UDP.
a. For TCP/UDP set:
Gateway Parameters > Media Security Behavior
to Disable
SBC > Media Security Behavior to RTP
b. For TLS set:
Gateway Parameters > Media Security Behavior
to Preferrable
SBC > Media Security Behavior to SRTP
41. Assign the IP Profiles to IP Groups as needed to control
their Media Security behavior.
42. Click Submit

Submit

43. Click Burn
?EAUdll:ICDdE'S Mediant 800 ,./‘ Submit
|E:aniguratinn! Maintenance LT (

& Diagnostics
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External User Agents

If you wish to have VolP stations outside your network that
connect back to IC and place calls without using VPN, there are
several things you will need to configure. Primarily you cannot use
the Mediant 800 for your primary Data router. You will instead need
a Secondary router that will handle the HTTP(S) traffic from the
WAN Phones. See the diagram below:

For IC to function properly with a
WAN Phone & Switchover, all
HTTP(S) traffic will need to be
routed through a separate device.
Ports 8088 and 8089 will need to be
sent through your firewall using
port forwarding, static NATs, or a
separate method of your choosing.

The end result being that a WAN
phone can contact either server for
its configuration files, depending on
which server is Active, and that the
HTTP(S) traffic does not go
through the M800.

The reason for this is due to a
limitation of the Mediant 800. If a
DNS record returns more than one
IP, the first IP returned is the only
IP Address used.

One other thing to note is that this
configuration disallows provisioning
managed phones by end users,
and rebooting the phones remotely.
All phones will need their MAC
addresses entered at the time of
creation.

IC-2 IC-1
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There will need to be several changes in Interaction
Administrator before changes are made to the Mediant 800. There
will need to be:

e Aline for phones to register on, either 5060 or 5061
depending on the usage of TLS

A registration group dedicated to WAN phones

A location dedicated to WAN phones

1. Open Interaction Administrator and navigate to the
Lines Container

= "% Collective
5 Home Site
“_F Peer Sites
[E &3 QF-BOKRUG
i Lines
«f Line Groups
& Stations

2. Click File > New and enter a meaningful name for the Line

Entry Name _ il EI
Enter Line Mame
| SIP-Reg
| Ok I Cancel |

3. Enter the FQDN the WAN Phones will use to contact IC in
the Domain Name field. Enter something in the Address
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field. This can be your main DID or another number.
Line Configuration e |

SIP Line Configuration | Call Putback | Custom Attributes | History |

¥ Active .
Audio )
Transport r = E
Session f
D M : m300.contoso.com
Authentication amain Hams I
Proxy ~Qutbound Identity
Registrar
Headers [~ use Anonymous
Arcess
Region Address: I
Recorder
Mame: I
¥ allow Name and Address to be overwritten with passed in values
[~ On redirected calls, move outbound identity to redirection header ;I

0K I Cancel | Help |

4. Change any settings necessary in the Audio section
Line Configuration 2=

SIP Line Configuration | Call Puthack | Custom Attributes | History |

Li -
E Audio Path: IDynamlc j

Transport -
Session DTMF Payload: 1014

Authentication
Proxy
Registrar
Headers
Access

Region
Recorder

[ Woice Activation Detection (VAD)

¥ Echo Cancellation

oK I Cancel Help
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5. Change any settings necessary in the Transport section
Line Configuration ﬂﬂ

SIP Line Configuration | Call Putback | Custom Attributes | History |

Line | Transport Protocol: | TCP j 1=
Audio oP
Audio Protocol: Security: IMinimaI "I
Session TS

Authentication  Address to use: j
Prosy

Registrar Intel 21140-Based PCI Fast Ethernet Adapter

Headers

Access I 5080 Connect Timer (ms): I 2000

Region

Recorder Maximurn Packet Retry: I 4 T1 Timer (ms): I 500 o
Maimum Invite Retry: I 3 T2 Timer (ms): I 1000

Reinvite Delay {ms): 30

Retryable Reason Codes: I 480, 500-599 j

0K I Cancel | Help |

o

Click OK

7. Click [Server Name] > Managed IP Phones >
Registration Groups

= ] 'CL;F-BOHRLIG

_:}s Lines
+# Line Groups
& Stations
= g Managed IF Phones
ﬁ Templates
§ Registration Groups
8. Click File > New and enter a name in the New

Registration Group window

New Registration Group

Name: ITCP-Reg|

Type: IReguIar j
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9.

Click Add.. in the Registrations section of the
Registration Group Configuration window
E =l

Aeipntnatenn Grriig § oolaormtion - TCP: Heg

I::rrh.r-r!l:rllqm-ul

-.ﬂ rwu-;!.ad ey ol e DOFERRCG TR Dugh i TEQE TS 1 e sperBed pnoer,
Sonal regiraions & mcurclency.

P | TCF-Rmg
Troe|  Esgils

AEpsrasm

 Type Decly i| s ]

| B[P oo s o | o | oy |
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10. élick the Use the ft_)llowing reg_istration setti.ngs: radio

11.

button.

Enter the external FQDN of your Mediant 800, the name
entered in the Subject Name of the CSR, and change

Port and Transport Protocol as necessary.

Add Registration i 21|
|
" Obtain registration settings automatically from this line:

Ling; I <5tations-TCP > j

Address: | m&00.contoso. com|

% Use the following registration settings:
|’ Port: 5060

Transport Protocol: ¢ UDP & Tcp TS

Obtain registration settings automatically from this proxy:
|V SIF Broy: Mo brusted|SIR praxies available

Transport Brotocal; Lo = TR L

Lramairt:

Transport Protocoly € UDE (8 TCp [ il

|—(" Obtain registration settings automatically using DNS SRV:

OK I Cancel

12. Click OK
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13. Click [Server Name] > Regionalization > Locations

=l ™% Collective
#5 Home Site
"‘,1 Peer Sites
= 9j QF-BOKRUG
_?}5 Lines
#4: Line Groups
F Bl Stations
| ﬁ Managed IP Phones
& audio Sources
& Server Parameters
&y Structured Parameters
B ) Regionalization
@
& Default Regionalizatic
14. Click File > New
15. Enter a meaningful Location Name and, if there is no way
to route NTP back to your network from the WAN, choose
Other for SNTP Server and enter the IP or FQDN of a

public NTP server.

Enter a Name for the New Location

Location Name: I VAN
Description: I
SMTP Server: " Use IC Server

¥ Other: I 0.poal.ntp.org|

[ Enable Regional Dialing

Sigrificant Extension Digits: I 4 _I:

= Back I Mext = I Cancel

16. Click Next
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17. Select the other Location(s) this Location needs to be
able to communicate with

Create Location

21x]
Select Location Communication Mappings
Select locations in which devices are allowed to communicate with
devices in this location;
[w WAN - This Location
<Default Location =
< Back I Mext = I Cancel
18. Click Next
19. Choose the Codecs available at each Location
Create Location el B

Select Codecs for each Location Mapping

To Location I Codecs I

WAN G. 711 mudaw, G.711 adaw, G. 72948
<Default Location> | G.711mudaw, G.711adaw, G.729AB

Modify Codecs, ..

< Back I Mext = I Cancel

20. Click Next
21. Click Finish
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22. Create some Managed Phones/Stations and place them in
the WAN region.

23. Open the Mediant 800's WEB Interface

24. Change the URL replacing Index with AdminPage (this is
case sensitive)

I:-?; http://192.168. 1. 1/AdminPage

25. Select ini Parameters
LY R e =L

26. Enter SBCKeepContactUserInRegister in the Parameter
Name field and 1 in the Enter Value field, click Apply

New Value
Parameter Name: Enter Value:
|SBCKEEPCONTACTUSERINREGISTE |1

Output Window

Parameter Name: SECEEEPCCHNTACTUSERINREGISTER
Parameter New Value:l
Parameter Description:S5EC - Keep original Contact User in REGISTER requests
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27. Click Back to Main to return to the regular configuration

page.
B -_\:_/- =0

28. Navigate to VolP > Control Network > IP Group Table

1 System
=idvorp
i Network
=\ TDM
=i Security
®i@psTN
* I media
*(Jservices
Eﬂpplicatiuns Enabling
=l control Network
SRD Table
SIP Interface Table
IF Group Table
Proxy Setz Table
MAT Translation Table
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29. Select Index 12 and enter the following settings:
Type: USER
Description: WAN Users (or something more
meaningful)
SRD: 11
Media Realm: WAN
IP Profile ID: Choose the appropriate IP Profile
unless none used

-

Index 12 -]

w (Common Parameters

Type | USER =
Description |WAN_Llsers
Proxy Set ID | =]

SIP Group Name |
Contact User IH. A

4 SRD 11
% Media Realm | WAN =
IF Profile ID ] =
w Gateway Parameters
Always Use Route Table | Mo =]
Routing Mode | Mot Configured ;l
SIP Re-Routing Mode |Standard =]
» SBC Parameters
Classify By Proxy Set |Enable ;l
Max Number Of Registered Users I-'I
Inbound Meszage Manipulation Set |-'I
Outbound Message Manipulation Set |-'I

30. Click Submit

Advanced Configuration - External User Agents



AudioCodes Mediant 800 MSBG
Installation and Configuration Guide

Page 64 of 66

31. Navigate to VolP > SBC > Routing SBC > Classification

Table

'L‘-E}rstem
= vo1p

il Natwork

=i ToMm

+'-'_?Eecurit§,r

il psTN

i madia

Hildsarvicas

*L‘_Applicatinns Enabling

* d contral Network

W 51P Definitions

+L?Cm:|ers And Profiles

*Hi¥Gw and 1P to IP

=l =ac
General Settings
Admission Control
Allowead Coders Group

Il routing SBC
Classification Table
IP to IP Routing Table

Alternative Routing Reasons

32. Enter 12 in the text box next to Add and click Add

Classification Table

Hote: Select row index t

12 Add |
33. Enter
a. Source SRD ID: 11
b. Source IP Group ID: 12

Source
Index SRD Source IP Address Source Username Prefix Source Host Prefix
1D

Destination Username
Prefix

Destination Host Pr

~

2 |

34. Click Apply
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35. Navigate to VolP > SBC > Routing SBC > IP to IP
Routing Table

*idsystem
=idvalp
+ il Network
*ldpsTN
Tl Media
tidservices
H Applications Enabling
Tl Control Network
#idsIP Definitions
*il Coders And Profiles
HGw and 1P to IP
sl sac
General Settings
Adrmissson Controd
Allowed Coders Group
=l pouting SBC
Classificabion Table
1 to IF Routng Table
Alternatrve Roubing Reasons

36. Enter a 9 in the box next to Add

I/ IPZIP Routing Table

5 LA
37. Enter the following Settings:
Source IP Group ID: 1
Destination Username Prefix: WANPhoneXXX
i. A strict naming convention will have to
adopted for all phones that are going to be on
the WAN so that this naming mask will be
effective.
ii. This naming mask will handle any phone
named WANPHONE(001-999) as X is wild
card for a single digit, 0-9.
Destination IP Group: 12

Toup
=)

a ® T T—— It a a{fir cos
e | | |

o T | | J | |
38. Click Apply

Treda= Eaurew Lrmarma Pralis Senjrow Hool F‘::‘:Nh

F'P‘"'I:;_:"_"""'ﬂ Cwtinghon Hosd FeusiTeos
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39.

40.

41.
42.

43.

Enter a 19 in the box next to Add

( IPZIF Routing Table

19 [Add]

Enter the following Settings:
a. Source IP Group ID: 12
b. Destination IP Group: 1
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Click Apply
Select Device Actions > Reset

S i i Burn
f & AudioCodes Mediant 800 !’; Submit Q

8 =

ETTT N
Endhae t._,!:“__ SCAITEE Lmsa e P Beriacis Mt r""'“""'??"' b DhiEt ra a1y =it g Ty o ﬂ"'::‘::“"
10
. | s |
p 1 | | | ] | =
& iz F F § F E Ao 3
I | |

i Device Actions

- Load Cunfigurat-i-u

tuz

- Save Configuratis

\aeentwaﬁenl Maintenance g[a)iagnastics

r SR Settings

| Software Upgra_de

Caarmby

Ensure Burn to Flash is set to Yes and then click Reset

w Reset Configuration

Reset Board __ Reset |
Furn To FLASH Yes

Graceful Option IND
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