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Application Notes

Deploy IDP

IDP functions as a plug and play bridge device filtering malicious traffic from attacking your
networks. With continuous signatures update, users can get free from network-based intrusions.
In this example, we describe how to deploy and configure ZyWALL IDP10 in a network. Since
ZyWALL IDP10 is a bridge device, users don’t need to change the existing network topology
when they deploy it. Two things matter are

Determine the target network/systems to protect.

Assign an IP address to “Management” port to make management of ZyWALL IDP10 possible in
your existing network.

The following diagram and table illustrate the network topology and IP address assignment of the
example network.
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IP Address assignment:

Network |WAN DMZ LAN
Segment  |211.1.1.0/28 192.168.2.0/24 192.168.1.0/24
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Servers/PC 192.168.2.5-10 LAN1: 192.168.1.5-50

LANZ2: 192.168.1.51-100
WLAN: 192.168.1.101-130
Data Center: 192.168.1.131-140

Device  |IDP (A) IDP (B) IDP (C)
IP Address [192.168.1.141  |192.168.1.142  |192.168.1.143
Device  |IDP (D) IDP (E) IDP (F)

IP Address |192.168.1.144 192.168.1.145 192.168.1.146

Purpose:

IDP (A)

Since network devices may also have vulnerabilities, once the firewall device at gateway is
compromised, the protected networks are also endangered. The IDP device outside firewall can
block attacks to firewall/\VPN gateways from Internet. So we apply policy protection on WAN
port of IDP (A).

IDP (B)

Servers in DMZ zone are the most critical point in your network. Since malicious attacks may
flow into DMZ along with legitimate traffic. The attacks may come from Internet and to prevent
the infected server from attacking internal networks, so we apply policy protection on both WAN
and LAN port of IDP (B).

IDP (C), IDP (D)

The purpose of IDP (C) and IDP (D) is to separate internal network into blocks, and thus once a
PC gets infected by some worms/virus, the infection won’t spread into the whole network.
Therefore we apply policy protection on both WAN and LAN port of IDP (C) and IDP (D).

IDP (E)

Since IDP (E) protects the data center of the network, and we assume data center is always
waiting for internal users to access, there are no connections initiated from the data center area.
We apply policy protection on WAN port of IDP (E).

IDP (F)

Wireless LAN is a popular application nowadays due to its mobility. However, WLAN does raise
some security concerns into network applications also because of its mobility. Administrators
can’t predict when a mobile notebook will be cracked, and trying to spread worms/virus through
WLAN. So we suggest users to place an IDP device before WLAN connects to internal network.
The policy protection applies on LAN port of IDP (F).
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Setup IP address of IDP (A, B, C, D, E, F)

1. Configure each IDP device’s IP address.

Since IDP is a bridge device, it only has one IP address for management purpose, IDP also uses
this IP address to update signatures and the send system logs through syslog/E-mail/FTP. To
configure the system IP address of IDP device, users can choose two methods,

- Through Console

1. Make sure the baud rate/data/parity/stop/flow control settings are as below.

Port: Im o
Baud rate: |95|:||:| j

Craka: m Cancel
Parity Im

Stop: Im Help
Flow contral: Im

Transmit delay
|V IIZI_ msec/char IIZI_ msec/line

2. Default Login/password is “admin/1234”
3. Issue the following commands on IDP (A)

$>set system ip 192.168.1.141

Change ZyWALL IDP 10 IP address OK.
$>set system mask 255.255.255.0

Change ZyWALL IDP 10 netmask OK.
$>set system gateway 192.168.1.254

Change ZyWALL IDP 10 default gateway OK.
$>set system dns 168.95.1.1

Change ZyWALL IDP 10 default DNS server OK.

4. Repeat the step 3 to configure IDP (B, C, D, E, F) according to IP address assignment table.

- Through WEB GUI or Telnet
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1. Connect one PC to IDP’s management port by crossed Ethernet cable. Make sure MGMT port
light is on.

2. Go to Start->Settings->Network and Dial-up Connections, and select the Ethernet connection
you are connecting to IDP device.

3. Change PC’s IP address to 192.168.1.5, subnet mask= 255.255.255.0 from properties.

Internet Protocol {TCP,/IP) Properties il ﬂ

General

iou can get P settings assigned automatically if your nebwork. supports
thiz capability. Othensyize, pou need bo ask vour network. adminiztratar for

the appropriate IF settings.

£ [btain an P address automatically
—* Use the following IP addiess:

P address: |192.168. 1 . 5
Subret mask: | P55 . 255 . 255 . 0

Drefault gateway: I

7 Dbtain DN5 server address automatically
—{% Use the following DMS ssrver addresses:
Preferred DME server I

Alternate DMS servern I

Advanced... |
| ] I Canzel |

4. Log into IDP’s WEB GUI via browser.
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ZJ Zy¥EL 2yWALL IDP 10 Internel Security Appliance - Microsoft Internet Explorer - R — ol =]
| Fla Edh view Favortes Toos  Help 3-
=] e
=

ZyXEL \ IDP's default IP.is 192.169.1.3

default password is 1234

ZyWALL IDP 10
Enter Password and click Login.
Password [~ G

- - - - - — — — — - r - — - - j
& . D Irkerret p

5. Go to SYSTEM->General->Device, input IDP (A,)’s IP address, subnet mask, default gateway,
DNS server’s IP address.

Dovica | VLA St |
i Db Siatugi 5 S S e ]
IP Addrass [ts2  fea |t 4
Subnet Mask == Bk B Bp
Gatrway Y N
DNS Senver ER S Al i
Pty | Resat

6. Repeat step 1-5 to configure IDP (B, C, D, E, F) according to IP address assignment table.
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Connect the MGMT/LAN/WAN ports of all IDP devices to the network according to the
deployment topology (192.168.1.0/24).

Login IDP (A, E)’s WEB GUI; go to SYSTEM->INTERFACE->Policy Check. Then enable
policy checking on WAN port of IDP (A, E).

—"

Link

Stealth

Palicy Check |

Policy Check Setup

A

AN Port = 0N . OFF
LAN Port 0N = OFF
Apply Resat

Login IDP (B, C, D)’s WEB GUI, go to SYSTEM->INTERFACE->Policy Check. Then enable

policy checking on WAN and LAN port of IDP (A).

Link Stealth Palicy Check
Policy Check Seup
WAH Port 0N " OFF
LA Port 0N " OFF
T Resat |

Login IDP (F)’'s WEB GUI; go to SYSTEM->INTERFACE->Policy Check. Then enable policy
checking on LAN port of IDP (F).
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4

INTERFACE

Policy Check Setup

A

Register ZyWALL IDP

ZyWALL IDP comes with a “pre-defined” policy set which requires subscription and can be
update at regular bases. Having an up-to-date policy set is essential as new attack types evolve.

1. A“Device License Key” card is included in ZyWALL IDP package for one year free
subscription.

10
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2. Go to ZyXEL Communications online services center. http://www.myZyXEL.com.

MY PRODUCTS

Vantage

Cantralized Network Managament

Login /
Spotlights
Welcome to myZyXEL.com
F e S Vantage
What's myZyXEL.com? Centralized Natwork Managamant

myZyHEL comn provides an easy-to-use service management platform c -
where you can manage all your ZyXEL product registrations and seruices using your personal account, i
Plaase registar your account at myZyXEL com first, i

» Forgot Passward? Click here
> If you are not a registered user, Click here

Hote:
Currently, our registration website httpi/fwww.myzyxel.com
OMNLY accepts Yantage CHM 2.0, For other ZyXEL products,
we will release this fundion zoon,

3. In case you haven't got an account on myZyXEL.com, you need to get a new account. Please
follow the instruction on myZyXEL.com; we skip the description of detailed procedure in this
article. If you get into trouble in this step, please contact ZyXEL support.

MY PRODUCTS

Vantage

Centralized Network Managemerﬁ

Login /
Spotlights
Welcome to myZyXEL.com
EEnia e At Vantage
What's myZyXEL.com? Centralized Natwork Managemant

myZyHEL com provides an easy-to-use service management platform g -
where you can manage all your ZyXEL praduct registrations and seruices using your personal account, ] "
Plaase register your account at myZyKEL com first, 1 &l

Register your
: Forgot Password? Click here myZyXEL.com
= If you are not a registered user, [Click here

Nots:
Currently, our registration website httpi//www.myzyxel.com
GHNLY accepts Wantage CHM 2.0, For other ZyXEL products,
we will release thiz fundion zoon,

4. Login into myZyXEL.com using your account. “Click here” to register ZyWALL IDP.

All contents copyright (c) 2004 ZyXEL Communications Corporation.
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Welcome Va ntage

Welcome! Eva Lee Centralized Network Managemant
You have logged in myZyKEL.com for 13 times.

= Last Viewad

* IP: 220.130,46,195

* \iewed Data: 2004/05/27

* viewed time: 20:17;03(GMT+8:00)Taipsai

Mo products are currently registered| o ere fto register product

Hote:

Currently, our registration website http s/ www myzyxel, com
ONLY sccepts Vantsge CNM 2.0, For other 2yHEL produts,
we will release this function soon,

» WANTAGED412
+ Vantage0422
More

rs itt
» ZyREL Unveils Prestige 791, the Mext-Generation G.shdsl Router
> ZyHEL ZyAIR Wireless LAN Products Granted Wi-Fi Interoperability Certification

» ZyHEL Ships the Prestige 645 ADSL Modems and Routers

More.

ZyXEL

Welcome | My Account | MyProduct | Download Center |

» Product Registration My Products / Product Registration

Your registered ZyHEL products are listed here,

Please click the praduct name to see more details,

Hame Serial Number Authentication Code
 VANTAGED412 5024320851 SELF335475R0
* Vantage0422 S024320832 4FOLASTIBETA

6. In this step you need to enter Serial Number, Authentication Code (MAC address), and a
Friendly Name for your product. You can find serial number and MAC address at the bottom of
your device.

12
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Welcome | My Account | My Product | Download Center |

| e e e gistiatic My Products / Product Registration

Add New Product

To add a new product, please fill in the following fislds.
Friendly Mame is an alias you give the product to identify it in the product list,

Serial Number: Please enter the 10-digit number of the label on the unit,

£4G16000232

suthentication Code: » For hardware products, this is the phyzical MAC addrass.
[foRocse7eooT | * For software products, this is a generated number that is displayed after you install the software.
Friendly Hame: Please give = name =asy to remember for you, Up to 30 characters, It may contain letters(asz),

Zywsll IDP 10 numbers, or underscore character, other character are not allowed,

Welcome | My Account | MyProduct | Download Center |

+ Product Reqgistration My Products / Product Registration

B[oduct Sgrvey

¥ purchase date [2004-05-20 | [

¥ vvou purchasad this product fram | S =

Continue:

8. You would get a successful message. Then press Continue button.
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ZyXEL

Welcome | MyAccount | MyProduct | Download Center |

My Products ¢/ Product Registration

Add New Efodupt Syﬂccress

cass,click to see more product servicss,

Continue.

wdd Mew Produck suc

9. From ZyWALL IDP’s Applicable Service List, you will have a service "IDP Signature Update"

available. Click Activate.
LYALCL

Welcome | My Account | My Product | Download Center |

= Product Registration My Praducts / Service Activation
Service Management

2yWall IDP 10

Serial Humber: S4G1600023
Products: ZywaLL IDP-10
Authentication Code: 00ADCSBFROO0L

Manage this product's registration by clicking on the appropriste buttons below:

zywall IDP 10 Rename | [ Tansfer | [ Delste | [ Reinstall

w

To enable your service(s), pleass click "Activate” shown below o enter your license keyis),
Service Marme Service Activation Status Expiry Date

1 IDP Signature Update

Communications Carp

(C) Copyright 19052

10. Enter the license key you get from “Device License Key” card. Then press Submit button.

14
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My Products / Service Activation
Activate Service

Plzaze Enter the Licence Key:

For hardware products, please enter the PIN exactly as shown in your iCard,
For software products, please enter "Device Licanse Key"

o Licence Key: [5-1D0001-28R0A3FE
Submit Cancel

() Gopyright 1955-200< by ZyXEL Communications Corp.

11. After clicking Submit button, you will get an “Activation Key” and “Service Set Key”.
An email with these keys will be send to your email address as well.

ZyXEL

Welcome | My Account | My Product | Download Center |

& PYSALCE R GiEtati o My Products / Service Activation
Activate Service
“ou have activated IDP Signature Update
Flease copy and paste these keys ta your praduct

» Adtivation Key: 22923D715AASEFDSEDSEETSEATECLSDSCEERL4DAFSTTCE4TD
% Service Set Key: 0CA503CCR21CCO12BABEFRABFADAI2ARDRBICSAGETID194EEARSISSARZBRSFTTI281

(C) Copyright 1005-2004 by ZyXEL Communications Corp

12. You can copy & paste “Activation Key” to ZyWALL IDP’s Registration page.

15
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v

IDP Policy

“Pre-defined

Registration

A

Firmware Upgrade

1. Under Maintenance you can find F/W Upload tab.
Click browse to select firmware file (.bin) and click Upload button to start firmware upload.

r

FIRMWARE UPLOAD

Password Time Setting FAW Upload Configuration.

Local Upgrade

ath HET.00CAA D)bEmage_be_0518.b

Remote Upgrade

Schedule

2. It may take few minutes for firmware upload process to finish.
ZyWALL IDP will reboot when firmware upload completed.
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&

FIRMWARE UPLOAD

-

Signature Update

*Make sure you have registered your ZyWALL IDP before you do the signature update.

To update pre-defined policy for your ZyWALL IDP, login into ZyWALL IDP via HTTP, go to
IDP > Update and enter Update Server’s domain name (updateidp.zyxel.com)

1. You could click Update Now to force ZyWALL IDP to perform signature update immediately.

r

IDP Policy

Pre-defined User-defined Registration

Update Server Setup

updateidp.zyxel.com i Wil Ebe T

h

2. Enable “Auto Download & Update” if you want to perform update during non-peak hour.

17
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r

IDP Policy

Pre-defined User-defined Registration

Update Server Setup

L] L]

h

Configure User Defined Policy

In this example, we describe the procedure of using user defined policy. We take eMule
application as an example. eMule is a P2P file sharing application. In the following description we
break down the procedure of how to get and analysis eMule traffic pattern, and how to setup user
defined policy in IDP.

1. Get Ethereal installed on a PC. Ethereal is a freeware packet capturing tool, you can get a
freed download from http://www.ethereal.com.

2. Insert a hub where the ethereal traffic flows.

3. Attach the PC with Ethereal installed on the hub as below.

18
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x E — I rmtemet

1. .
| |

1

I T
N—_—

s Ethereal

4. Start ethereal packet capturing.

5. Initiate eMule connection from the internal PC, be sure to reduce unnecessary traffic if
possible.

6. Stop packet capturing.

7. Analyze the packet. In ethereal, you will get 3 sub-windows. The first window displays
summary of each packet in time sequence. In the second window, you can check the parsed
details of the selected packet. In the third window, the selected packet is displayed in
Hexadecimal and ASCII format respectively. The basic level to analyze a connection’s pattern
is to trace the ASCII format of the packet. After observing, we can see eMule client sends
“eDonkey TCP: Hello” after TCP three way handshaking. And each time, you can see the key
word of “http://emule-project.net” appears in TCP payload.

19
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8 Laap - Etbercal

=k
File Edt Caplur Eésplay  Toals Help
Mo . [Time Soure Diestinatioe: [Frotacen {1
15 3.%0B478 10.39.1.3%9 £13.1536.39.25L TP 1544 = 4461 [S¥N] SegelOd0031743 Ack=0 Win=19364 Len=0 Ms: [
16 3.W0E5I1 LO.5R.1.39 £13.158.30.251 TZP A%44 = 486l [2vn] Seqel040031743 Ack=0 win=1%364 Len=0 ME5!
17 4.244051 215,156, 530.251 o, 5%, 1.30 ToF AEEL = 1944 [57H, ACK] SeqelZElITOS0M Ack=L0€0031744 wine!
18 4. 24110 10.59.1.39 13,156, 39, 251 TP 18M4 = 4661 [ACK] SEqSLMQUILTAA ACKsZ2E1379505 Winsl6071
15 4, 244176 10, 59.1, 39 13,156, 39, 251 TP 18a4 s+ 661 [AK] SeqelB003IT44 ACkaZ2é1378505 Winsl6072
0 4.23785%9 10.59.1.39 L i H=llo
¢l 4.257%58 L10.59.1.39 £13.156.39. 251 eCankey eCankoy TCP: Hella
1 4.59W335 213.196.39.251 1o, 5%.1.30 TR 4851 = 1944 [RST, ACk] SeqeRZElITA505 Ack=LO40031E30 win=!
4 7 RTORAD 10 58D 1 30 13 177 /RA AR T2 AWAS = ARKR] oww] <an-1nA1 9004 prk-n win=-1R3RA 1| an-" <
I=1

CTTEME 107 L. G0 Lo 0
Port: 40482
Meta Tag List Size: 4
B etankey HeTa Tag
HETA Tag Type: 0wz
HETH Tafy Made Size: 1
Heta Tag Hame: Wame (Om01l)
String Length: 24
String: hitp: /s o
B atonkay HeTa
HETE Tag Type: Gedi
HETH Tag Mame size; 1
Hets Tag Hame: vession (w1l
Heta Tag value: o0
B etankey Heta Tag
HETa Tag Type: Dwi3
META Tao Wame size: 1

i all &% & g8 Ul Ll FT-

oln {00 Fe 50 60 40 00 S0 06 al

noze |27 flo OF 98 1F 35 3d fd a0 00 65 cP &9 bl

W0 |l &S 46 Do 00 00 &3 Bl

M (FE D8 o Fa 06 63 TO 1A

RSk (36 12 @4 00 O) Q0 02 a1
154 2T 27T 2t o ‘o6 a5

jor AR : Ll o0

o2 Do ELS
12 00 OO 03 01 00 20 01 0

0o 0Q L0 ol 532 4l

0 00 U
0 00 0D

BC GF BT &4 09 00 0D O
00 15 (0 FEREEE
o Jo fo Bl

Hexidecimal

ASCH Code

Fiter|[tcn pant==4551

j Resst| Apphy Fl:lnrlm:f Sining (edenkey. sting), 24 bytas

8. Count the TCP offset and the length of “http://emule-prjoect.net”

oo00 00 a0 <5 59 B3 45 00 10 ad 8% 55 dd O 00 45 00
Q010 00 Fe 50 60 40 00 80 06 al 20 0a 3b 01 27 d¥ 8¢
oozo 27 fb 07 98 12 o

D030 gl
0040 | i i
o050
Q060
0O7o
0030

in.hexidecimal format

The offset of "http:llemule-project.net” is 38
bytes after TCP payload's starting peint

The length of"hitp:lemule-project.net”’ is 24, bytes

Create User-defined policy in IDP. Login to IDP’s WEB GUI; go to IDP->User-defined. We’ll

create a user-defined policy for TCP protocol, with offset=38 bytes, matching depth=24 bytes.
Please note that the starting point of offset depends on which protocol you select. For TCP
(UDP/ICMP) protocol, the offset starts from the starting points of TCP (UDP/ICMP) payload.
IP and TCP (UDP/ICMP) headers are not included. For IP protocol, the starting point of the
offset is at the end of the IP header (IP header is not included). Press Apply button to save the

policy.

All contents copyright (c) 2004 ZyXEL Communications Corporation.
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Attributions

Action
ﬂ U

IP Headar

IGMP Header

ADD USER-DEFINE POLICY

ck connectlon = E-mail alarm Lo

[Don Care =

lE

T A—

After click Apply button, we get the summary of the user defined policy.

All contents copyright (c) 2004 ZyXEL Communications Corporation.
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IDP Policy

Predefined

User define Policy

Enable | Alarm | Mote |  Modify

All contents copyright (c) 2004 ZyXEL Communications Corporation.
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IDP FAQ

What is HIDS?

Host intrusion detection systems are intrusion detection systems that are installed
locally on host machines. This makes HIDS a very versatile system compared to
NIDS. HIDS can be installed on many different types (roles) of machines namely
servers, workstations and notebook computers. This methodology gives an
organization the edge where as an NIDS will fail if it has to reach a segment beyond
NDIS capability.

What is NIDS?

Monitors all network traffic passing on the LAN segment where NIDS is installed;
reacting to any anomaly or signature based suspicious activity. Think of it as a packet
sniffer that analyzes every packet for attack signatures.

What is HIPS?

A Host Intrusion Prevention System resides on the network host protecting it from
attack. These used to be known as personal firewalls but as their capabilities increased
the HIPS term took hold.

What is NIPS (IDP)?

Intrusion means someone intentionally break into your computer/network, either to
steal your confidential data or do something to your computer/network that is against
your will. Unlike traditional IDS (Intrusion detection system) only detects suspicious
packets; IDP takes it to the next level, it can blocks/drops the malicious packets.

What's the difference between false positive and false negative?
A false positive is when a IDS/IDP system incorrectly reports that it has found attacks,

and falsely drops a legitimate packet. But if an attack can through IDS/IDP system
without being awared, then we call it’s a false negative.
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Is IDP able to investigate VPN traffic?

No, VPN traffics are encrypted, IDP is not able to decrypted VPN traffics, and thus it
could not investigate VPN packets.

Product FAQ

What is ZyWALL IDP10?

ZyWALL IDP10 functions as a plug and play bridge device filtering malicious traffic
from attacking your networks. With continuous signatures update, users can get free
from network-based intrusions.

Why do | need ZyWALL IDP, if | already have ZyWALL 5/35/707?

ZyWALL 5/35/70 work as layer 3/4 firewalls, which can block traffic based on
source/destination IP addresses, protocol number, and source/destination ports. With
stateful packet inspection, the response traffic can be successfully forwarded while
traffic initiated from outside can be blocked. And ZyWALL 5/35/70 can protect your
network from network based DoS attacks, such as TCP synch flood, ping of death, IP
spoofing...etc.

A common misunderstanding is that firewall recognizes all kinds of attacks and can
block them. However, attacks nowadays may flow into trusted network through
legitimate ports forwarded on firewall devices.

Located at the boundary to your network, firewall can be a gate-keeper from your
network to Internet; however, it’s not enough to protect your network from being
hacked inside the network.

Some reasons for adding IDS to your firewall are:

e Double-checks mis-configured firewalls.

e Catches attacks that firewalls legitimate allow through (such as attacks against
web servers).

e Catches attempts that fail.

e (Catches insider hacking.

Will | lose network access if my ZyWALL IDP 10 lost power or
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crash?

ZyWall IDP 10 does not support hardware bypass, so if your ZyWALL IDP 10 lost
power or crashed, you will need to either replace it or take it off the network
immediately.

If | forget IDP’s password, how to reset the password to default?

The default IDP user name/password is “admin/1234”. Customers can modify the
default user name/password for security reason. But sometimes users may forget their
user name/password, when this happens, please follow these steps to reset
configuration on the device.

Connect IDP device through console.

Go to debug mode, issue reset command to reset all settings (not including default
policies and user defined policies).

Reboot the device by reboot command.

ZyXEL system kernel loader v1.0.0.0 2004/04/02 (ZyXEL)
Press ENTER to enter Debug Mode

Enter DEBUG Mode \ Press Enter

Checksum is valid.

Starting address is at 0x100000
Kernel image load completed.
Starting kernel...

ZyXEL -- DebugKernel Version 1.0.2 (2004/04/29)
$>resetAll
Are you sure to reset all settings to manufacturing defaults? (y/n)y

Reset to defaults OK. Please reboot to apply new change.
$>reboot

How to access IDP through console?

To access the IDP via console port, a computer equipped with communication
software such as HyperTerminal must be configured with the following parameters.
VT100 terminal emulation
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9600bps baud rate
N81 data format (No Parity, 8 data bits, 1 stop bit)
The baud rate of IDP10 is unchangeable.

How to trouble shoot the false positive and false negative cases?

Please capture the problematic packets through the following steps and send the
packet trace back to ZyXEL support. The capturing can be done as follows:
Prepare a PC with a packet capturing software. (Go to http://www.ethereal.com for
free download.)

Calibrate time on PC and IDP.

Put the PC on IDP-10's interface where the problematic packets arrive.

Huh

l—\lﬁ (sntermet
DF kb\,)

\ -

Ethereal

o
e

Observe the log on IDP where the false positive/negative logs occur and save the
packets captured by the Ethereal at that timestamp.

What's the difference between Inline, Monitor and Bypass mode?

Inline: Put ZyWALL IDP in action! It detects any suspicious or malicious packets
running through it, and depends on the action policy, it would log, drop, or blocks the
packets.

Monitor: ZyWALL IDP monitors all the traffics going through it, but does not block
any packets. Think of it as a surveillance camera. I1t’s recommended to have your
ZyWALL IDP in monitor mode when you fist install it to your network. You could
then identify and correct any "false positive: or "false negative" detections

Bypass: ZyWALL IDP will not detect nor block any traffic at all.
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r

GENERAL

Device Operation State Setup

h

When should | use VLAN Tag function?

Virtual LAN, a groups of network devices (PC, router, etc...) that behave as if they
are connected to the same wire even though they may actually be physically located
on different segments of a LAN.

If the computer you use to manage ZyWALL IDP is in LAN with VLAN ID3, you
must configure your ZyWALL IDP with VLAN ID3.

r'

GENERAL
_ State

Management Traffic VLAN Setup

A

How to restart device from WEB GUI, Console?

WEB GUI
Login to your ZyWALL IDP using an internet browser
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ZyWALL IDP 10

Enter Password and click Login.

Password [+«

Select Maintenance from the menu, and click Restart Tab

P

Passwaord Time Setting FAW Upload Configuration | Restart

Click Restart hutton to have the device perform a software restart. The SYS LED blinks as the
device restarts and then stays steady on if the restart is successful. Please wait for few minutes
hefore logging into the device again.

_ Restart |

h

Click Restart button to restart your ZyWALL IDP. It may take few minutes before you
can access the device again.

’-

The device is rebooting

Please wait a few minutes before attempting to access the device again.

h

Console
Login using admin/1234, and type the command “reboot” to restart your device.
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is rebooting, byel

What does "Stealth" mean, why should | need it?

When you enable Stealth mode on an interface (WAN/LAN/MGMT), it will not
respond to any type of traffic intended for it; it will not respond to traffic like ICMP
echo request.

Before hacker/cracker could infiltrate your network, hacker/cracker would need to
take down your ZyWALL IDP before attacking your internal network. Configure your
ZyWALL IDP’s interfaces in Stealth mode, so hacker/cracker would not be able to
attack it.

| can not remote manage my ZyWALL IDP 10 at home, why?

By default, ZyWALL IDP 10°’s WAN port is in Stealth mode to prevent hacker from
entering ZyWALL IDP 10. It’s recommended always use MGMT port to configure
ZyWALL IDP 10.

Why should | define Policy Check on WAN/LAN port?

Attacks could come from internal network (LAN) or from external network (Internet),
therefore not only do you need to define policy check on WAN interface, but also on
LAN interface.
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What's Pre-defined signature?

Pre-defined signatures are signatures created by ZyXEL Security Response Team
(ZSRT). These signatures are attack patterns or misuse network behavior researched
and studied by ZSRT, then compiled into a “pre-defined” policy set available for
update.

Why should | need to update signature?

Intrusion detection is much like virus protection; an IDP system that hasn’t been
updated for a year will miss common new attacks. ZyXEL Security Respose Team
(ZSRT) will publish new “pre-defined” policy set on the policy update server
(updateidp.zyxel.com). ZyWALL IDP10 is preset to download the latest policy every
day automatically.

Where can | get the description of a policy or advisory?

Whenever there are new advisories, policies published by ZyXEL, users can go to
mySecurityZone (https://mysecurity.zyxel.com) to check the detailed description.
The login user name/password is as login user name/password for
http://www.myzyxel.com where users register ZyWALL IDP10.

How do | make sure my ZyWALL IDP10 already gets the latest
policy?

You can check the latest policy version on mySecurityZone
(https://mysecurity.zyxel.com)
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And you should make sure your ZyWALL IDP 10 has updated policy to the latest
version. Go to WEB Interface->Home.

Quick Setup |

Systern Name IDP 10

Firmware VYersion 1.00(XA.0)b12 | 08/13/2004
@olicy Version 2.46 | uamsfzuuD

Current Time 13:19:29

Current Date 20040819

Up Time 48:02:24

Memaory( 91000/256000KB) _

Flash Usage( 9/32MB) -

Current TCP Session({18/ 8000) [ |

Policy Number 1626

IP Address 10.59.1.99

Netmask 255.259.255.0

Gateway 10.59.1.1

State INLINE

| can’t download the latest policy from update server. How can | fix
the problem?

We recommend users to update policy, send E-mail reports or syslogs through
ZyWALL IDP10’s MGMT port (management port). Please make sure your ZyWALL
IDP10 can go to Internet through MGMT port. If users insist to use WAN (or LAN)
port to update policy, send E-mail reports or syslogs, then users need to turn off

31
All contents copyright (c) 2004 ZyXEL Communications Corporation.



ZyXEL IDP Support Notes

stealth mode on WAN (or LAN) interface.
Additionally, since ZyWALL IDP10 downloads the latest policies periodically from

the update server (updateidp.zyxel.com). DNS server should be configured correctly
on ZyWALL IDP10 (SYSTEM/GENEARL/Device/DNS Server).

How many User-defined policies can | have on ZyWALL IDP 10?
You can create up to 128 User-defined policies on a ZyWALL IDP 10.

How many policies does ZyWALL IDP 10 support in total?
ZyWALL IDP 10 can contain up to 3000 policies, Pre-defined + User-defined.

Does configuration backup include Pre-defined/Updated
signatures?

No, Pre-defined signatures will not backup when you perform a configuration backup.
Only system parameters and User-defined signatures will be back up.

What's the default password of ZyWALL IDP10?

The default password to login ZyWALL IDP10 is “1234”. For console login, the user
name is “admin”, password is also “1234”.

Why can’t | input mail server address by domain name?

You should configure DNS server’s IP address first in
System>>General>>Device>>DNS Server
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Device | VLAN State

IP Address jo 58 I .j1oo
Subnet Mask =5 Lpss s B
Gateway jio ] h A

DNS Server fles .95 h Il )

Apply | Reset

What's “Drop” and “Block Connection” for Action of User Defined
Policy?

Action of “Drop”, will drop the traffic that matches the defined policy silently. So the
sender would not get any response or error/warning message about the action.

“Block Connection” is for TCP traffic, since UDP is a connectionless protocol. When
users choose to Block the connection which matches the defined policy, then the
device will send TCP Reset to the both ends of the TCP connection.

How to use URL String in Content setup of User-defined policy?

A URL string is a complete web site address. Case sensitive is any string where
upper case and lower case letters are considered different.

The URL string is case insensitive, can include the character “?” and spaces and
ignores character order. Therefore “/cgi-bin/foo.exe?pl=abc&p2=def” and
“/cgi-bin/foo.exe?p2=def&pl=abc” are considered a match. Extra parameters in the
payload don’t matter either. For example, a pattern
“/cgi-bin/foo.exe?pl=abc&p2=def” would match a packet with URL string
“/cgi-bin/foo.exe?p0=xyz&pl=abc&p2=def”.

What's the definition of “Incoming” and “Outgoing” direction in a
policy setup?

A policy is bound to WAN or LAN interface when it’s created. If the policy is created
to check Incoming direction, then it’s applied on WAN interface. If the policy is
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created to check Outgoing direction, it is applied on LAN interface. While a policy is
set Bi-directional, it is applied on both WAN and LAN interfaces.

g
Direction " Hidirectional = Incoming T Oulgoing
Source 1P [Dont Care = .o .o
LETR T S
Destination IP [Dont Care =]k A .o .o

s B s

Applied to LAN interface Applied to WAN interface

-
‘ - I \ Rrternot

How to decide which Interface should be applied for policy check?

Users can setup policy check from WEB GUI/SYSTEM/INTERFACE/Policy
Check. Policy check acts as a switch to enable or disable checking mechanism on
WAN or LAN port. A policy is bound to either WAN or LAN interface based on the
direction defined during setup. If you enable policy check on WAN interface, then the
policies bound to WAN interface will be checked. However, if you disable policy
check on LAN interface, then the policies bound to LAN interface won’t be checked.

If your IDP is used to protect a trusted network from being attacked by Internet
attackers, then you can disable policy check on LAN interface, and enable policy
check on WAN interface. Thus Internet access traffic from trusted domain won’t be
checked.

LAl \WAN
(Y

\ \ fntornot
</
protection -
-
attacks
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If the IDP is placed on the entry point of a Wireless LAN network, we recommend
you to apply policy check on the WAN interface, due to the lack of security protection
of Wireless LAN.

mtmij \
protection \
7 W

& %

LA N

attacks

()
_\:5 L

In User-defined policy, what's the meaning of Matching Offset,
Matching Depth?

Matching Offset defines the payload start point. If Protocol type is IP, then the
matching starting point is at the end of the layer-3 header; otherwise, it would start
matching from the end of the layer-4 header.

Matching Depth is the length of the payload to search for a match.

The Offset and Depth apply to all strings.

How does IDP check multiple contents?

For multiple contents, the order in which they’re found doesn’t matter (that is string 3
could be found before string 1 as long as it’s within the depth defined) and string
overlaps are also allowed. The multiple contents should be all found in one packet for
a match.
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What's the priority among Pre-defined policy and User-defined
policy?

The User-defined policies are always checked before the Pre-defined policy.

Trouble Shooting

In this part we’ll introduce the steps to trouble shoot when problems occur at
customer side.

Unable to Run Applications
Stepl.  First of all, please switch your IDP to Monitor state and click Apply.
ZyXEL

HOME

SYSTEM
GENERAL
INTERFACE
REMOTE MGMT

0P Device Operation State O Inlfne g__@_EMunitnr () Bypass

LOG & REPORT
LOGS

REPORT

ALARM

MAINTENANCE

LOGOUT

Step2.  Try the application again. If it’s still unable to run then it should be nothing
to do with IDP 10. Please check settings of your application, PC, OS or other
network devices. Otherwise, please go to the next step.

Step3.  Go to WEB interface of ZyWALL IDP10, identify the False Positives policy
in Logs. Then record down this Policy ID no.
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ZyXEL

HOME

SYSTEM
GENERAL
INTERFACE
REMOTE MGMT

IDP

LOG & REPORT
LOGS
REPORT
ALARM

MAINTENANCE

LOGOUT

| Viewleg |

legs
v‘l Clear ”Refresh]

[ (P [soe1 v] (o) B
T T S L

2004.-’08!19 Warmng ICMP Large ICl
19:

Display | All Logs

.Athck TEN Prohe

Drop
Packet: 1 192.168.168.166 192.168.168.1 Packet <1U43?13>
2[Il]4.|'l]3a’19 PP B 5
! 19:33:33 Packet: 1 il <1I]4391_I]>
Warmng ICMP PING Flowpoint2200 "
2004/08/19 Policy ID
4 19:33:33 or Network Management Software 192.168.168.144 192.168.168.1 <1048915>

Packet: 1

Step4.  Search this policy by the Policy ID in IDP>>Pre-defined>>Policy Search.

ZyXEL

HOME

SYSTEM
GENERAL
INTERFACE
REMOTE MGMT

1DP

LOG & REPORT
LOGS
REPORT
ALARM

MAINTENANCE

LOGOUT

Predefined VUpdatE

Here (7)

P:egjistiafioll '|

User-defined

Click Modify to change the group setting to enable or disable the intrusion detection and prevention.

H Search ]

© Policy Search | Ey Policy 1D v || 1048713

) Policy Query
You can hold the "Curl" and click the items for multiple selection and click QUERY

By Type: By Severity: By Operating System:
bbbl [RRR £ i S el U e Jel i L

Items 1 to 20 {of 1626)

| (e} )
Step5.  Under the search result, please change the Action taken to Log ONLY and
click Apply.

. m \Page1 E
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Pre-defined Policy
© Policy Search By Policy ID v | 1045713 |[[Search
) Policy Query
SEELEEAL You can hold the "Ctrl” and click the items for multiple selection and click QUERY
INTERFACE Hyilvpe: Oysevaie 0 By Operating Systam:
REMOTE MGMT | | ~
IDP M — [ High
; | | : | Il |
LOG & REPORT [RosiDbes &) Lo ] L imix =
LOGS
REPORT —
ALARM [Page 1 v| ftems 110 1 (of 1)
MAINTENANCE : ; -
Trejan TFN el [ | PolicyTD
ey 1 I | Horse. | Probe Bidirectional | Log | s
s JPrev S Pege+- MR Mot S foms 110 1 (of 1

Step6.  Switch your IDP back to Inline state and activate them by clicking Apply.
Then try to run the application again.
ZyXEL

HOME

SYSTEM
GENERAL
INTERFACE

REMOTE MGMT T
DP Device Operation State () Inline ) Monitor () Bypass

LOG & REFORT
LOGS

ALARM

MAINTENANCE

LOGOUT

Step7.  Finally, it should be able to run now. If possible, please provide us the
application’s name & version and the policy ID and system information including IDP
10’s firmware version and policy version; it will be great help for us to trace the root
cause.
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ZyXEL

HOME

SYSTEM
GENERAL
INTERFACE
REMOTE MGMT

IDP

LOG & REPORT
LOGS
REPORT
ALARM

MAINTENANCE

LOGOUT

System Name
Firmware Version

Policy Version

Current Time

Current Date

Up Time

Memory{ 91000/256000KB)
Flash Usage( 10/32MB)

Current TCP Session(0/ 8000)

Policy Number
IP Address
Netmask
Gateway
State

Link Mode

1DP10

1.00(XA.0) | 08/18/2004
2.46 | 08/05/2004
17:32:30

20040819

0:03:22

1626
192.168.80.200
255.255.0.0
0.0.0.0
INLINE

Port Link

Status  Stealth

WAN | Auto 10M/Half  DOWN
LAN  Auto T10M/Half DOWN OFF

MGMT Auto 100M/Half

up

ON

OFF

Step8.

correct this False Positives policy.

CLI Command List

System related Command

If it was still unable to run then please repeat step 3, 4, 5 until identify and

Command Description
set log logmax Setup maximum log number the device generated
every second
system passwd <value> Setup login password

system tomeout

Setup login idle timeout

backup Backup configuration
restore Restore configuration
vlan id Setup vlan id

link <UnTAg|Tag>

Enable/disable vlan tag

ip <ip address>

Setup device ip address

mask Setup device subnet mask
gateway Setup device gateway ip address
detect vpnbypass Enable/disable vpn packet bypass
<ON/OFF>
portscan Enable/disable portscan function
<ON/OFF>
fragment Enable/disable fragment function
<ON/OFF>
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stateful Enable/disable TCP state check
<ON/OFF>

integrity Setup TCP idle timeout
<ON/OFF>

tcptimeout Setup maximum ping length
<value>

pinglen <value>

Setup maximum ping packet number per second

pingmax <value>

wan

Setup maximum ping packet accepted at wan port

lan

Setup maximum ping packet accepted at lan port

policy wan <ON/OFF> Setup policy check on/off wan port
lan <ON/OFF> Setup policy check on/off loan port
interface link wan 10 <half/full> Setup wan port speed 10/100; full/half duplex
100 <half/full>
auto <half/full> Enable auto negotiation
lan 10 <half/full> Setup lan port speed 10/100; full/half duplex
100 <half/full>
auto <half/full> Enable auto negotiation
stealth wan <ON/OFF> Enable/disable stealth mode on wan port
lan <ON/OFF> Enable/disable stealth mode on lan port
remote snmp on Enable remote snmp access from
<LAN+MGMT/WA LAN+MGMT/WAN+MGMT/MGMT ONLY/ALL port
N+MGMT/MGMT/
ALL>
off Disable remote snmp access
acl <ip address> Setup access control list ip address
commnuity ro <value> Setup community read only string
rw <value> Setup community read/write string
trap <value> Setup snmp trap
system name Setup remote snmp system name
<value>
trap <ON/OFF> Enable/disable remote snmp trap
trap ip <value> Setup remote snmp trap send to ip address
ssh on Enable remote SSH access from
<CAN+MGMT/W LAN+MGMT/WAN+MGMT/MGMT ONLY/ALL port
AN+MGMT/MGM
T/ALL>
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off Disable remote SSH access
acl <ip address> Setup access control list ip address
web on Enable remote web access from
<CAN+MGMT/W LAN+MGMT/WAN+MGMT/MGMT ONLY/ALL port
AN+MGMT/MGM
T/ALL>
off Disable remote we access
acl <ip address> Setup access control list ip address
get state Get system state
log Get device log
system Get system information
time Get device time
interface Get interface information
all Get all information
remote Get remote access information
reboot Reboot device
backup tftp Send file to TFTP server command
restore tftp Restore file from TFTP server
help CLI help message
reset Reset configuration to factory default
netstat Display network state
ping Ping
arp Display arp information
exit Logout system
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Command Description
set system ip <ip> Setup device temporary ip address in the debug
mode
mask <mask> Setup device temporary ip mask in the debug
mode
gateway Setup device temporary ip gateway in the debug
<gateway ip> mode
server Setup device temporary server ip address in the
<server ip > debug mode
upgrade | Tftp <server ip> <file name> Using TFTP function to upgrade firmware
reboot Reboot device
reset Reset configuration to factory default
resetAll Reset configuration to factory default, and delete
all policies.
ping Ping function
arp Display arp information
netstat Display network state
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