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1 Introducing the Job Accounting Plug-In

This chapter introduces you the Job Accounting Plug-In for SyncThru™ Web Admin Service.

This chapter includes:
¢ Overview

¢ Benefits

¢ Installation

Overview

Job Accounting Plug-In offers basic accounting functionality to reduce print waste and costs, and provide

print security and efficiency. You can enable the Job Accounting feature via SyncThruT'VI Web Admin Ser-

vice, and add users and limits for each user in the office. Before a user is able to use the device or perform
any job, he must enter a valid Job Accounting ID and password. Each user must have a valid ID and pass-
word; in addition, he must be assigned to the specified device(s). After the job is performed, the user’s allo-
cation is reduced by the number of pages performed and retained for reporting.

Once Job Accounting has been enabled on the device, the user needs to specify an ID and password in
the Ul driver before sending print jobs to that device. Then, all user authentication information with printing
data will be sent to the device. For copy, fax and scan jobs, the user first needs to enter an ID and pass-
word into the login window on the LUI. If the submitted ID and password are valid, the job will be performed
and the user’s allocation will be reduced by the number of pages performed. If the submitted ID and pass-
word are invalid, the job is deleted and an error sheet is printed.

This plug-in:
» Tracks and totals jobs (print, copy, scan and fax) for each user.
* Provides a basic level of accounting functionality.

 Allows the administrator to control printing environment by job accounting policy.

Benefits

With Job Accounting Plug-In, you can track, analyze and allocate the costs of every document that any
employee sends to any network-connected printer or MFP. You can utilize this plug-in in order to:

* Reduce the expense of equipment over-buying and user-use.

+ Eliminate unauthorized jobs (printing, copying, scanning and faxing).

Control color output.

Protect document security and confidentiality.

* Analyze exactly how printers and MFPs are being used.
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Installation

In general, you can install Job Accounting Plug-In as follows:

1.

Go to the local or network location where you downloaded the Samsung SyncThru Web
Admin Service Component installation file.

Start SyncThru Web Admin Service Job Accounting.exe.

Follow the instructions on the installation wizard.

» The default destination path is C:\Program Files\Samsung Network Printer Utili-
ties\SyncThru Web Admin Service Job Accounting. You can change the path if desired.

Click the Finish button.

Note

SyncThru™ Web Admin Service supports additional features by providing plug-in com-
ponents. Each plug-in is provided as an installation file.
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2 Getting Started

Use this chapter when you get started with Job Accounting feature on SyncThruT'VI Web Admin Service.

SyncThruT'V| Web Admin Service will create new pages for accounting job when you install the Job
Accounting Plug-In. You can see Account settings in the Settings menu and a new Report category for
Job Accounting in Reports > Create report if you have installed Report Generator Plug-In. You need to
configure accounting settings to use Job Accounting functionality. If you have just installed the Job
Accounting Plug-In, you need to follow the next configuration steps:

1.

2.

Configure general settings: See 3. General Settings.

Create user accounts and account groups for Job Accounting: See 4. User Accounts and
Groups.

Configure access control values on devices to enable job account availability: See 5. Access
Control Settings.

Configure access right to users: See 6. Permission Settings.

Configure the printer driver that supports Job Accounting on their computers: See 8. Driver
Settings

Log in at the local device: See 9. Login Window
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3 General Settings

You can configure general settings in the Settings > Account settings > Settings page. There are two
kinds of scheduling options: Time interval and Automatic. You can utilize these options for your account-
ing policy. The Default access code is used like a password for Job Accounting enablement of the speci-
fied device. Refer to the following for details.

> Account settings > Settings (:? Help

F

Schedule to collect account data

Tirme interval: Every 30 minutes | Collect data now |

Feset user's job records (ScanfPrintiCopyFax

O Manual | Reset now |

® Automatic End of every month

Default access code

Default access code: |dafault

Default max pages limit

[|Enahble default max pages limit _—

Default max pages limit:

[~]
Apply

Schedule to collect account data

This allows you to schedule collection of accounting data. Job Accounting data are collected from
all Job Accounting enabled devices with this interval option. You can select one of five Time inter-
val options or get data right now with the Collect data now button. Options are as follows:

* Every 30 minutes

* Every hour

* Every 6 hours

* Every twelve hours

* Every day
Reset user’s job records (Scan/Print/Copy/Fax)

This allows you to reset manually or automatically users’ job records such as print, copy, scan,
and fax. With this option, you can set up your accounting policy. For example, if your company
manages Job Accounting every month, you can configure an automatic schedule with the End of
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every month option. This resets all users’ usage counts to zero, which means that users can per-
form their own jobs with new allocation.

For example, if User A has 100 maximum scan counts for the device A and his company manages
accounting usage data every month, usage counts of User A will reach the maximum count of 100
around the end of that month. In this case, an administrator can increase User A's maximum, or
disallow continued use of the device according to the company policy. On the first day of the next
month, an administrator can reset all users usage counts by applying this option and then a new
accounting will begin every month.

If your billing is scheduled every quarter, you can set this option as End of every 3 months auto-
matically.

Default access code

This is configured for Job Accounting enablement or disablement. When you enable or disable
Job Accounting with the specified device, you need to enter an access code. You can create your
own access codes or use this default value for all devices. By default, default is set by

SyncThruT'VI Web Admin Service.

Default max pages limit

If you check Enable default max pages limit checkbox, you can configure the maximum pages.
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4 User Accounts and Groups

If you are willing to manage this Job Accounting function, user account should be existed. First add the
users and group them if needed.

This chapter includes:

e Account
¢ Account Group

Account

To use Job Accounting, you need to configure user accounts first. You can add users manually one by one,
or import a bunch of users using CSV Import. A maximum of 255 user accounts can be set up per device.

An account includes four kinds of items, as follows:

Items Description Remark
User ID account user ID Required
Name account user name Required
Email use email address Optional
Password password for user account Required

Note
CSV-formatted files for importing should be created in UTF-8 encoding.

Account Group

If your site is on a large network, account grouping is very helpful to manage your whole site. The group
can:

* Filter accounts in the account list.
* Manage accounts based on groups.

» Create various Job Accounting reports by groups, if Report Generator Plug-In has been
installed. You can create accounting reports in the Reports page.

Note

Every account can be assigned to only one specific group. This means that an account
which is already included in one specific group cannot be contained within another

group.
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9 Access Control Settings

If user account settings are completed, then you can use Job Accounting feature. You can see the devices
which are available for Job Accounting and enable Job Accounting for the specified device. If you try to

enable Job Accounting with a device that does not support Job Accounting, SyncThruT'\’I Web Admin Ser-
vice will display error messages.

Access Control Information

You can see all devices available for Job Accounting in the Settings > Account settings > Access con-
trol.
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Columns in Access control page

Column Name

Description

Device status. You can refer to the following Status icons description

Stat
atus table.
* Yes if device is controlled by current Job Accounting Plug-In.
Controlled * No if device is not controlled.
» Controlled by [another server URL] if device is controlled by Job
Accounting Plug-In installed on another server.
IP Address Device IP address

Device Name

Device name

Model name

Device model name

Location

Device location

Access Code

Device access code, which is used for preventing unauthorized access to the
device

Status icons description

Icon Status

Description

Busy
=

The device is printing now.

@ Disconnected

The device cannot be accessed (disconnected, turned off, etc.).

Not Accessible

The device is using SNMPv3 protocol with security enabled, and the security
settings for this device are not configured.

Error
/N

The device reports an error.

Unknown
@

The device reports an unknown state.

Removed

The device is removed from SyncThruT'\’I Web Admin Service database,
but is still controlled by the Job Accounting Plug-In.
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Button description

Button Description

« If the device is not controlled by a Job Accounting Plug-In, the
access code setup will bind the device to this Job Accounting Plug-
In, allowing future operations with the device. You can specify a
custom access code for this particular device, or use a default
access code, which can be defined on the Account settings >
Settings page.

« If the device is already controlled by another Job Accounting Plug-
In, disabling Job Accounting will make the device reset accounting
control. In this case, make sure that you know the access code for
the device, because the device keeps its own access code internally
and checks whether the access code is valid or not when it is sent
from SyncThruTM Web Admin Service.

Enable job accounting

If the device is controlled by the Job Accounting Plug-In, the access

h A d
Change Access Code code can be changed.

How to enable or disable Job Accounting

1.

2,

Select the device for which you want to enable or disable Job Accounting.

Click the Enable job accounting button if the device is not controlled by a plug-in; otherwise
click the Disable job accounting button. Button activation is differ to the current device sta-
tus.

Set a new access code for enabling Job Accounting or enter a valid access code for disabling
Job Accounting.

Click the OK button.

Note

Each device can be controlled by only one instance of the Job Accounting Plug-In. In
order to change control, you should reset the access code on the device using another
host with the Job Accounting Plug-In installed and set the new access code again.
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6 Permission Settings

Once you update user accounts and enable Job Accounting with your devices, you are ready to use the
Job Accounting functionality. With Job Accounting enabled, only valid users can use the specified device
and perform jobs. The last step is to configure user permission settings. You can arrange user accounts
and devices, for example, allowing only software engineers to use device A. In addition, you can assign
access rights to each user according to job type.

This chapter include:

¢ To see and change permissions for particular device(s)
* To see and change permissions for particular account(s)
* Permission Details

To see and change permissions for particular device(s)

1. Go to the Settings > Account settings > Permission page.

2. Select the Device option in the Listed by combo box, and select devices to permit.

> Accoumt settings = Penmission S 2y Help

List by: | Device ﬂ

IP address Device name todel name Location

(<] [+]
Account Access rights
Ermail |
= [ Scan
MWax pages:
[ Print
Max pages:
Color printing
[ Copy
Max pages:
Calar printing
—_— [ Fax
i)
<] ] Mlax pages:
Bdd Delete | Apply | | Cancel |

3. Inthe Account table you can see accounts which are registered on the specified device(s).
If you are configuring for the first time, you need to add user accounts using the Add button.

10
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Accounts can be added into selected device(s). In the user account list, you can select the
accounts which you want to assign to the device(s) and click the OK button.

> Account settings > Pernmission

List by: | Device

[P address | anai@aaaa.aag |
bhb@bbhb bbb |
| cooi@lccoo. oo
[«]
Account
| [Email |
aaa :aaa | ama@@aaaa
bbb | bbb | bbb@Erbbbb
L] [
<] OK Cancel
Add Delete Apply Cancel

4. Select the accounts in the Account table, and configure common or individual permissions
for each account using the Access rights table.

> Account settings = Permission S ; Help

List by: | Device
|F' add

[«] [+]

Account

Access rights

Allow Iltem

Scan
Max pages:  [100
Print

Max pages: [100
Caolar printing
Copy
Max pages: 1DD
Caolor printing

— Fax
[«] i Max pages: 100
Add Delete | Apply | | Cancel

5. To save changes, click the Apply button.

To discard changes, click the Cancel button.

Note
Maximum number of accounts per device is 255.

1"
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To see and change permissions for particular account(s)

1. Select the Account option in the Listed by combo box.

> Account settings = Penmission S E . Help
List by: | Account i~
| ErE—
aaa aaa | asa@aaaa.aza |
bbb | bbb |bbb@bbbb bbb |
ceco | ccc | cco@eccee.cce |

Access rights

IP address T todel name

[ Scan
Max pages:
1 Print
Masx pages:
Calar printing
[l copy
MWax pages:
Color printing
o~ [1 Fax
Kl | El Max pages:

Add Delete Apply Cancel

2. Select account(s) in the top grid. In the Device table on bottom grid, you can see the device
list which these accounts have permissions for. If you are configuring for the first time, you
need to add device(s) using the Add button.

> Account settings = Penmission

Listhy:| Account  &d
l 1o = - — ||: :add'E!E::E: |
=EL Bt I | SECO0159203... | SCH-Gx45 Seri... | -
bbb | bbb | bbb@bbbb I
CCE | cec iccc@cccc
El
Device
ac Device name WModel n
SECO0159303. . | SCH-Gx
[4] | ]
I‘ | | 0K Cancel

Add Delete Apply Cancel

3. Select the devices in the Device table, and configure common or individual permissions for
each device using the Access rights table.

12
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4. To save changes, click the Apply button.
To discard changes, click the Cancel button.

Permission Details

Job Accounting feature allows you to specify the following permissions.

Allow Item Description
Scan Scan permission with Max pages limit.
Print * Print permission with Max pages limit.

« Color printing enablement/disablement.

» Copy permission with Max pages limit.

Co
d * Color printing enablement/disablement.

Fax Fax permission with Max pages limit.

Note

If the checkbox of Max pages limit is disabled (not checked), then no limit is applied to
the selected permission. That means that there is unlimited quota for the selected
accounts on the specified devices.

13
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When you select multiple accounts or devices, sometimes the checkbox in the Allow Item of Access
rights can be set to an unknown state, as shown in the following figure. It means that some accounts have
different permissions on devices. For example, User1 has no permission for scanning and printing while
User2 and User3 do have permissions for them.

> Accoumt settings = Pernmission S”E . Help
List by: | Device [+]
IP address levice nam Location

[+] [*]
Account Access rights
Scan
Max pages: 100
Print
Max pages:

Colar printing
Copy
Max pages: 100
Color printing
— Fax

-

[4] [+ Max pages: 100

| Add | | Delete | |Apply | | Cancel |

If the checkbox in the Allow Item of Access rights is disabled, the device does not provide the specified
features.

14
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7 Supported Devices

Currently, the following models supports job accounting functionality.

Category

Model

Mono Laser MFP

SCX-6x45 Series

15
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8 Driver Settings

Once the entire Job Accounting configuration is completed in SyncThruT'VI Web Admin Service, users have
to install printer driver that supports Job Accounting on their computers. Also Job Accounting user id and
password should be entered in the driver user interface, follow these steps for the same.

1. Open Windows Start > Setting > Control Panel > Printers directory in Windows 2000. Or
open Windows Start > Printers and Faxes in Windows XP.

2. Select the printer which installed Job Accounting driver and right-click menu to access Prop-
erties.

3. Select Printer tab and click the Job Accounting button, then a pop-up window will be
opened.
&' samsung 5CX-6x45 Series PCL 6 Propetties 21x]

Generall Sharingl Partz | Advancedl EnlorManagementl Securty  Printer |ﬁ3«tu:|ut |

Printer Option Configuration

Optional Tray INone j

Ophional Fimzher I MHone j

Job Accounting I

Optionz
Usger [D
Enter Pazzward | ***** [4-32 Alphanurneric)
Confirm Password I “““““ [4-32 Alphanumernic)

(] 4 I Cancel Help

<o

ELECTRONICS

0k | Cancel | Laply | Help

4. Enter User ID and Password for using Job Accounting feature.

5. Click the OK button.

6. Now Job Accounting settings is completed and user can start using the functionality.

16
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9 Login Window

Once the job accounting function has been enabled, the login window is displayed on the local device, as
shown below. The users must enter a valid ID and password in order to perform copying, scanning and

faxing.

-
SyncThru Login

Password

[ OK ] [ Cancel ]

17
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1 OTroubIeshooting

This chapter gives helpful information on what to do if you encounter a problem.

This chapter includes:

¢ Device shows SyncThru Login message even if Job Accounting disabled

Device shows SyncThru Login message even if Job Accounting dis-

abled

When the SCX-6x45 device shows SyncThru Login screen even though the Job Accounting feature is
disabled from SyncThru Ul, check the following steps.

1.

2,

Press Machine Setup button on the device control panel.

Select Admin Settings, then Admin Settings Login screen will be displayed, enter admin-
istrator’s password and click OK button.

Select Setup > Authentication > Authentication Mode.
Select No Authentication Mode option and click OK button.

This will remove the SyncThru Login authentication screen.

18
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11 Acronyms and Abbreviations

Terms Used Description of terms
CSv Comma Separated values
ID Identification
HTTP Hypertext Transfer Protocol
IP Internet Protocol
LUI Local User Interface
MFP Multi-Function Peripheral
SNMPv3 Simple Network Management Protocol version 3
URL Uniform Resource Locator
UTF-8 Unicode Transformation Format - 8

19



	SyncThruTM Web Admin Service Job Accounting Plug-In Administrator Manual
	Contents
	1 Introducing the Job Accounting Plug-In
	Overview
	Benefits
	Installation

	2 Getting Started
	3 General Settings
	4 User Accounts and Groups
	Account
	Account Group

	5 Access Control Settings
	Access Control Information
	How to enable or disable Job Accounting

	6 Permission Settings
	To see and change permissions for particular device(s)
	To see and change permissions for particular account(s)
	Permission Details

	7 Supported Devices
	8 Driver Settings
	9 Login Window
	10 Troubleshooting
	Device shows SyncThru Login message even if Job Accounting disabled

	11 Acronyms and Abbreviations



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


