BILLION _

BiPAC 2071
HomePlug AV 200 Ethernet Adapter

BiPAC 2072

HomePlug AV 200 Ethernet Bridge with
AC-Pass Through

User Manual



Table of Contents

L0 =T o1 = ol 1
INtrodUCTION . ..., 1
SpecCificatioNS ..........ooii 2
FEAUIES . .oe e, 3

L0 =1 o = S 4
DEVICE OVEIVIEW ......ceiiiieeieee e 4
Quick Start (Setup Powerline Network)..........ccccoveveiiiiiiiiiiennnnnn. 5

Push BUutton USAge........ooevuiiiiiiee e 5
Application SCeNArIOS: .......covuiiieiec e 5
Powerline Network lllustration.............cccoooiii e 7

L0 =1 o = e 8
Utility Installation ... 8
Microsoft .NET Framework 2.0 Installation ............................... 10
BiPAC HomePlug AV Utility Installation.............c.c..ooeiii, 12

(04 =1 o (= o S 19
Accessing BIPAC HomePlug AV Utility..........cccoooviiiiiiiinnn. 19
BiPAC HomePlug AV Utility ........coovviiiii e, 20

MaIN TaD ..o 20
Privacy Tab ... 24
Diagnostic Tab ... 25
QOS TaD ... 27
Firmware Download Tab ..., 28
ADOUL Tab ... 29
Firmware Upgrade ... 30
Chapter 5: Troubleshooting.......ccccooveeciiiiiiimiccirrcr e e 35

Appendix: Product Support & Contact.........cc.oeevveirciiiiiecrnenne, 36



Safety Warnings

. Do not use the adapter in high humidity or high temperature environment.

. Do not open or repair the case yourself.

1
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3. Avoid using this product and all its accesories outdoor.
4. Place the adapter on a stable surface.
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. Only “HomePlug AV” compliant Powerline Communication (PLC) adapter for remote access is
necessary.

6. Plug your BiPAC HomePlug AV device directly to the AC outlet on the wall. It is best to avoid
using extension power cable as it may possess noise filter or surge protector functions that may
cause interference that may impact the performance of the device.

7. Use only IT products (eg. fax machine, router) that are below 6Amp for the built-in AC outlet of
BiPAC 2072.

Chapter 1

Introduction

BiPAC HomePlug AV is a networking device that utilizes the existing wiring system as a path to
transmit data signal through the inter-conversion between digital and analog signal. With this
functionality, BIPAC HomePlug AV devices can be plugged into an AC outlet to draw power and at
the same time establishing a network connection between two or more Ethernet devices.

BiPAC HomePlug AV device can be used to bridge any Ethernet device to your Powerline network
in your home or office. With this technology, Ethernet devices in your home or office can equally
share high speed data transmission rate without the need to spend excessive time and money
installing expensive Ethernet cable. It can be plugged into an Ethernet port on a router to equip a
network with powerline capabilities and take advantage of the router features. BiPAC HomePlug
AV device can also be plugged directly into a cable or DSL modem that allows instant internet
access over home Powerlines to each computer equipped with a HomePlug AV certified Powerline
network adapter. BiPAC HomePlug AV device makes high-speed modem sharing as fast and
simple as plugging the devices in the wall.



Specifications

TDMA, CSMA/CA

Ethernet specification: IEEE 802.3, IEEE 802.3x, IEEE 802.3u,
Auto MDI/MDIX

200Mbps

200M

Supports OFDM - 1155 carriers, 1024 / 256/64QAM, QPSK, BPSK
and ROBO

2MHz ~ 30MHz

128-bit AES encryption over household power supplier grid

Ethernet RJ-45

Windows 98_SE / Me / 2000 /XP(32 and 64 bit)/ Vista (32 & 64 bit)

128Mb

Input: 100~240V AC, 50~60Hz

Interface: Ethernet 10/100M (MDI/MDIX) switch
Sync button

Reset button

Power AC Plug (for BiPAC 2071 only)

Power AC socket (for BiPAC 2072 only)

LED display:

* 1.0DETLED

+ POWER LED

* PLC (Powerline Link/Act) LED

+ ETH (Ethernet Link/Act) LED

BiPAC 2071: 112.35 X 77.70 X44.50 mmBIiPAC 2072: 165 X 73 X
38.50 mm

Reduce power consumption by at least 60% during power saving
mode.

Operating temperature: 0 ~ 400C
Storage temperature: -20 ~ 700C

Humidity: 5~95% non-condensing




Features

1. Physical layer data rate up to 200Mbps over existing Powerline.

2. Uses powerline technology that takes advantage of the unused bandwidth of the electrical
wiring in the home.

3. Ideal for Triple Play applications such as IPTV, VoIP telephony and high-speed Internet ac-
cess.

4. Support 10/100 (MDI/MDIX) Ethernet switching.

5. Compliant with the HomePlug Powerline Alliance Industry specification HomePlug AV.
6. Power supplier design inside.

7. Ideal for Residential Users.

8. Power Saving mode: When PC or other Ethenet devices are completely power off, Billion
HomePlug device will automatically enter power saving mode which will help to reduce power
consumption by at least 60%.

9. Noise Filter (only available in BiPAC 2072): Allow the filtering of noise which may be gener-
ated by some electrical appliances such as vacumn cleaner and hair dryer to prevent possible
interference with HomePlug AV network.
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Device Overview
BiPAC 2071 BiPAC 2072
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The Description of each labeled part is described in the table below.

AC Outlet / AC
Pass-thru (only
available in BiPAC
2072 model)

Allow the direct plug-in of another Ethernet device.The AC Pass-thru allows
the filtering of noise to prevent HomePlug AV Network interference.

Note: The AC Outlet only support devices that use 6A (maximum)
electric current.

1.0 DET LED

Blink when detect the presence of other HomePlug 1.0 devices that have
the transmission rate of 14 or 85 Mbps.

Note: Due to the incompatibility of HomePlug AV 200 with HomePlug
1.0 devices, the presence of the HomePlug 1.0 devices within the
powerline network will thus reduce the performance of your powerline
network.

Power LED

Lit when the device is power on. Lit off when power is off or when the
device has entered power saving mode.

PLC (Powerline
Link/Act) LED

Lit when a network has been established. Blink when powerline data is
transmitted or received.

ETH (Ethernet
Link/Act) LED

Lit when an Ethernet data signal is transmitted or received.

Sync Button

Used to establish a LAN network with other Ethernet devices.

Reset Button

Press this button to restore the device configuration to its default setting.

Ethernet Port

Connect the HomePlug AV device with an Ethernet device (eg. PC or
modem router) & the Ethernet cable included.

Power Plug / AC
Power Cord

Plug into an AC outlet for power supply and to build a powerline network
with other HomePlug AV devices.




Quick Start (Setup Powerline Network)

Push Button usage

There are 3 types of Sync Button trigger states:

1. Broadcast State: Enable BiPAC HomePlug AV device to provide information for another Bi-
PAC HomePlug AV device to join its powerline network group (works even if it is the only
device existing within the network group).

2. Join State: This allows an ungrouped BiPAC HomePlug AV device to join an existing power-
line network group.

3. Ungroup State: Press the Sync Button for more than 10 seconds to detach the device from
its network group.

4. Sync Button: This is used to add a HomePlug device to a Powerline network or enable it to
join a network by pressing the Sync Button of the device to turn it into Broadcast state or Join
state.

Application Scenarios:

Scenario 1: A BiPAC HomePlug AV device A wants to form a network group with another
BiPAC HomePlug AV device B

You can assign whichever device (A or B) to be in the Broadcast State and the other in the Join
State.

Example:

1. Press the Sync Button of device A for 1~3 seconds to turn it into Broadcast State, you should
find the Power LED blinks signifying it is in Broadcast state.

2. Press the Sync Button of device B for 1~3 seconds to turn it into Join State, you should find
the Power LED blinks signifying it is in Join state.

3. Wait for the devices to boot again (all LEDs will turn off and on) and when the PLC LEDs of
both devices lit steadily, you will now have these devices being in the same network group.

~ B

1. Once the device is plugged into the AC outlet, connect it with an Ethemet cable within
”arf;’ 60 seconds to prevent the device from entering power saving mode.
2. If you do not see the Power LED blink when pressing the Sync button, press the Sync
button again to make sure that the your HomePlug device is in sync mode (Broadcast state /
Join state). If it is not, your devices will not be able to sync with each other.

Scenario 2: A BiPAC HomePlug AV device wants to join an existing network group BC

Device A wants to join a network group “BC” currently consisting of device B and device C. Any
devices within the “BC” group can become the “Broadcast State” and device A will be the “Join
State”.

Example:

1. Press the Sync Button of device A for more than 10 seconds to make sure that it is detached
completely from any possible network group.

5



2. Press the Sync Button of device B or C of the BC network group for 1~3 seconds to turn it into
Broadcast State, you should find the Power LED blinks signifying it is in Broadcast state.

3. Press the Sync Button of device A for 1~3 seconds to turn it into Join State, you should find
the Power LED blinks signifying it is in Join state.

4. Wait for the devices to boot again and when the PLC LEDs of both devices lit steadily, you
will now have device A joined with the BC network group.

1. Once the device is plugged into the AC outlet, connect it with an Ethemnet cable within
”0?3;’ 60 seconds to prevent the device from entering power saving mode.
2. If you do not see the Power LED blink when pressing the Sync button, press the Sync
button again to make sure that the your HomePlug device is in sync mode (Broadcast state /
Join state). If it is not, your devices will not be able to sync with each other,

Scenario 3: A BiPAC HomePlug AV device A of network group AD wants to join an existin
network group BC

For a device which already belongs to a network group is to join with a different network group,
that device has to be ungrouped from its current attached group first.

Example:

1. Press the Sync Button of device A for more than 10 seconds to ungroup it from network group
AD.

2. Then press the Sync Button of device (B or C) of network group BC for 1~3 seconds to turn it
to Broadcast State, you should find the Power LED blinks signifying it is in Broadcast state.

3. Press the Sync Button of device A again for 1~3 seconds to turn it to Join State, you should
find the Power LED blinks signifying it is in Join state.

4. Wait for the Sync LED of both devices A and (B or C) to lit steadily. Now you will have device
A join the network group BC.

1. Once the device is plugged into the AC outlet, connect it with an Ethemet cable within
”0?3;' 60 seconds to prevent the device from entering power saving mode.
2. If you do not see the Power LED blink when pressing the Sync button, press the Sync
button again to make sure that the your HomePlug device is in sync mode (Broadcast state /
Join state). If it is not, your devices will not be able to sync with each other.




Powerline Network lllustration
Home / Office Setting

Set-Top-Box

Internet Access ) Internet Access

Internet Access

A The connected home using the BiPAC 2071/2072

Ethernet Cable Power Cable



Chapter 3
Utility Installation

1. Place the BiPAC HomePlug AV Utility auto-installation CD into your CD-ROM/DVD-ROM drive
and click on Utility for Easy Installation.

BiPAC 2071 / BiPAC 2072
Homeplug AV 200 Ethernet Series

Utility for Easy Installation

b Click ko esiablsh thie home rebworking sutosalically

Quick Start Guide
b Click B i thie QEC: (FOF)

User Manual
b Chek bo read he pser manual (POF)

Browse CD Contents
b CRCH 10 e COF conbents

Visit Billion Global Website
b Chick 10 vish Billon plobal st

www.billion.com

2. If you have not installed Microsoft .NET Framework 2.0, click on Install Microsoft .NET Frame-
work 2.0 to install this program first before installing BiPAC HomePlug AV PLC Utility.

3. If you have already had Microsoft .NET Framework 2.0 installed, please click on Install the
utility for Windows (32-bit / 64-bit) and proceed to the section on BiPAC HomePlug AV PLC Utility
Installation.

4. If you are using Windows Vista operating system, do not have to install Microsoft .NET Frame-
work 2.0. Simply click on Install the utility for Windows (32-bit / 64-bit) and proceed to the section
on BiPAC HomePlug AV PLC Utility Installation.



BiPAC 2071 / BiPAC 2072
Homeplug AV 200 Ethernet Series

Utility for Easy Installation
To ged starfed with By, please ol The sheps balow

Step 1: Install Microsoft NET Framewaork 2.0

HWindoes Yigle ussr Can Rip iz shepl

Step 2: Install the uiility for Windows 32 bit

+ Uity 10 wWindows 35 EC20000F 32015 a 32-bil

Step 2 nestall the utility for Windows Bd-hit

+ Utiity for Wirdows P Gd-tndisls G4-be

»r Back to main menu

www.billion.com

Powering sommunicotion
wih SECUTI



Microsoft .NET Framework 2.0 Installation

1. After clicking on Install Microsoft .NET Framework 2.0, the Net Framework 2.0 installation
wizard will be displayed.

2. Click Next to proceed with the installation.

li..;_‘! Microsoft .NET Framework 2.0 Setup

YWelcome to Microsoft MET Framework 2.0
Setup

This wizard will guide you through the installation process,

I Mext > l’ Cancel

3. Check the Agreement acceptance box then press Install to start the installation. When the
installation is complete, click Finish to exit.
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iy Microsoft .NET Framework 2.0 Setup

End-User License Aqgreement

End-User License Agreement

(>

MICROSOFT SOFTWARE SUPFLEMENTAL LICENSE TERMS
MICROSOFT JMET FRAMEWORE 2.0

Microsoft Corporation {or based on where wou e, one of its affiliabes) licenses this
supplement bo wou. IF you are licensed to use Microsoft Windows operating system
software (the “software®), yau may Use this supplement, You may nat use ik iF vou da
nok have alicense for the software, You may use a copy of this supplement with each

validly licensed copy of the software,
e

By clicking "I accept the terms of the License Agresment” and proceeding to uss the
produck, I indicate that I have read, understood, and agreed ko the terms of the End-User

License Agresment.,

I accept the terms of the License Agreement

< Badk ]I Install = |[ Cancel

iis Microsoft .MET Framework 2.0 Setup

Setup Complete

Microsoft .NET Framework 2.0 has been successfully installed.

It is highly recommended thak wou download and install the latest service packs and
security updates For this product,

For more information, wisit the Following Web site:

Product Support Center

11



BiPAC HomePlug AV Utility Installation

1. After clicking on Install the utility for Windows (32-bit / 64-bit), the installation wizard will ap-
pear. Click Next.

i BiPAC HomePlug AV PLC Utility

Welcome to the BIPAC HomePlug AV PLC Utility
| Setup Wizard

The inztaller will guide vou through the steps required to install BiPAC HomePlug &Y PLC Utilitg an
4 your cormputer,

WARMIMG: This computer program iz pratected by copyrght law and intemational treaties.
Unauthorized duplication or distribution of this program, or any partion of it, may result in zevere civil
ar criminal penalties, and will be prozecuted to the masimum extent pozzible under the law.

Cancel Hest >

12



2. You may define the location of the installation folder using the Browser, however it is highly
recommended that you use the default location. In addition, you can also choose to install Bi-
PAC HomePlug AV PLC Utility only for yourself or for all the users who share your PC. When
all necessary items are properly selected, press Next to proceed.

i BiPAC HomePlug AV PLC Utility

Select Installation Folder

The installer will inztall BiPAC HomePlug A PLEC Utility ta the fallowing falder.

Tainzstall in this folder, click "Mest". Ta inztall to a different folder, enter it below ar click "Browse"".

Eclder:
CABIPAC HomePlug AV TTtlith

Browsze...

Digk. Cozt...

Inztall BiPALC HomeFlug A PLC Utility for pourself, ar for anyone who uzes this computer:

| (¢ Evemone

T Just me

Cancel < Back Meut >

13



3. Press Next to confirm and start the installation.

i BiPAC HomePlug AV PLC Utility

Confirm Installation

The ingtaller iz ready to install BiPAC HomePlug &% FLC Utility an pour computer.

Chck "Mest'" ta start the installation.

[E— | 2 B |;’ """""" Fiewts

........................................

i& BiPAC HomePlug AV PLC Utility

Installing BiPAC HomePlug AY PLC Utility

BiP&C HomePlug &% PLC Utility iz being installed.

Flease watt...

Cancel

14



. While the utility installlation is in progress, the system will automatically prompt you to install
the WinPcap program in a separate window pop-up. Install this program in order for the utility
to work well.

. When the WinPcap installation window pops up, click Next to proceed with the installation.

& WinPcap 4.0.2 Setup

Kl) > WinPcap 4.0.2 Installer
| lh caP Welcome ko the WinPcap 4.0.2 Installation Wizard

This product is brought to you by /__.—
CACE

TECHNOLOGIES

Packet Cﬂptu.l'fl"lg and Network Analysis Solutions

Mext = l [ iZancel




6. Click on Next to proceed to the next step.

7] WinPcap 4.0.2 Setup [E|E|E]

Welcome to the WinPcap 4.0.2
Setup Wizard

This Wizard will guide wou through the entire \WinPcap
installation,

For more information aor support, please visit the WinPcap
home page.

hikkp: P winpcap. org

« Back H Mext = l [ iZancel

7. Read through the license agreement then click on | Agree button to accept the agreement
term and to continue the installation.

© WinPcap 4.0.2 Setup

( ‘\) > License Agreement
\J lﬂ caP Please review the license terms befare installing WinPoap 4.0.2.

Press Page Down ko see the rest of the agreement,

“opwright (2 1999 - 2005 MetGroup, Politecnico di Toring (Tkalyd, s
Copyright (o) 2005 - 2007 CACE Technologies, Davis (iCalifornia),
all Fights reserved,

Fedistribution and use in source and binary Forms, with ar without modification, are
permitted provided that the Following conditions are met:

1, Redistributions of source code must retain the above copyright nokice, this lisk of
conditions and the Following disclaimer,

2. Redistributions in binary Form musk reproduce the above copyright nokice, this lisk of
conditions and the Following disclaimer in the documentation andjor okher materials L

If wou accept the kerms of the agreement, click I Agree to conkinue, ¥ou must accept the
agreement to inskall WinPcap 4.0.2.

< Back, ” I Agree l [ Cancel




8. When the WinPcap installation is done, click on Finish to close the window.

© WinPcap 4.0.2 Setup

&E) > Inztalling
' lﬂ caP Please wait while \WinPcap 4.0.2 is being installed,

Cutput Folder: C:\Program Files)wWinPoap

() WinPcap 4.0.2 Setup E]|E|EJ

Completing the WinPcap 4.0.2
Setup Wizard

WinPcap 4.0.2 has been installed on wour computer,

Click. Finish ko close this wizard,

| Finish |




9. When the WinPcap installation is done, you will have also completed the BiPAC HomePlug
PLC Utility installation as well. You may now click on the close button of the Utility installation
window to finish the process.

i BiPAC HomePlug AV PLC Utility Ali=l.3

Installation Complete

BiP&C HomePlug A% PLC Utlity haz been succeszsfully inztalled.

Chck "Cloze' to exit.

Fleaze use Windows Jpdate ta check for ane critical updates to the MET Framewark.

........................................

........................................




Chapter 4
Accessing BiPAC HomePlug AV Utility

Once the BiPAC HomePlug AV PLC Utility Setup Wizard is installed, a shortcut will appear on the
desktop. You can start the BiPAC HomePlug AV Utility by double clicking on the shortcut, or go
through “start”— “All Program”— “BiPAC HomePlug AV Utility” —“BiPAC HomePlug AV Utility”.

Microsoft OFfice Tools 3 il BiPAC HomePlug AY Litiity A # BiPAC HomePlug AY Uiy
Soundrax k
Startup 4

Internet Explorer
Microsaoft Access

Microsoft Excel

Microsoft FronkPage

Microsoft Ouklook

Internet
Ayank Browser

Microsoft PowerPoink

I EM® O OO |

S E-mail W] Microsoft Word
Cutlook Express ) Msn
@ Cuklook Express
Microsaft Outloak, & _
g Remote Assistance
E adobe Reader 9 @ Windows Media Player
";i Windows Messenger
E WinFAR. @ Windows Movie Maker
@) winRaR 5
T ricrosoft ward B Adobe Bridge €53
W &dobe Extendscript Toolkit 2
Adobe InDesign C538
m Adobe InDesign £33
Z Adobe Photoshop 6.4 Bl Adobe Stock Photos €53
@ Antivir PersonalEdition Classic r
E Adobe Reader 9

all P L
SedlEns A dcrobat,corn

@ IrfanView r
@ Avank Browser 4

I

1y Start

B0 pdobe Dlustrator ©52

19
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BiPAC HomePlug AV Utility

Billion BIPAC HomePlug AV Utility consists of 4 screens accessed through 4 panel tabs. The 4
panels are Main, Privacy, Diagnostics and About located on the top left corner of the program for
configuration convenience.

Main Tab

BiPAC HomePlug AV PLC Utility

Main |Plivacy| Diagnoslicsl QoS ] Firmware Download] About l

Local Device(s) on your computer: |
| MAC Address Connected to HomePlug &Y Device

Device Type

% HomePlug &Y Device  00:11:22:33:44:83

1 Poweiline Device detected: Network Type: Public Autoscan On
Device Name I Password | Quality | Rate (Mbps) | MAC Address |
; Device 1 ... 189.00 00:11:22:33:44:74

B ’ l l ' a N ) Rename Enter Password Add | Scan |

Close | r |

The Main Tab screen lists all the powerline devices that are connected to the host computer when
the utility is running.

The top left window panel shows all the local HomePlug devices that are connected to the
computer’s NIC (Network Interface Card). Normally, only one device will be seen on the list. If
there is more than one local device being connected, user can select the local device by clicking
on it and then click the Connect button to its right to use it to connect to the internet. Once
connected to the local device, the utility will automatically scan the power line periodically for other
newly connected HomePlug devices. If no local HomePlug devices are discovered, the status area
above the connect button will indicate with a message ‘NO HOMEPLUG ADAPTERS DETECTED'.

The bottom window panel displays all the HomePlug remote devices that are detected on the
current network. The total number of remote devices connected on the same network can be
found on top of the Remote device panel. Within this panel, you can also find some useful
informations of each remote device such as its password, the connection quality, transfer rate &
MAC address.

20



The Network type (Public or Private) is also displayed based on the network status of the local
device. The scan status option is displayed on the top right corner above the Remote devices
panel showing whether the Autoscan function is turned ON or OFF.

The following information is displayed for all devices that appear in the lower panel:
Device Name:

Show the default device name. User can change the name by either clicking on the rename button
or by clicking on the name and editing in-place. An icon is usually shown with the device name.

Password (*required when one needs to change the Private Network Name of the devices)

This column is left blank by default. The password will be displayed only after it has been entered.
For detail information on password setup, please refer to section on Password Setup Procedure.
Each device comes with a unique password and it can be found at the back of the device itself.

Rate (Mbps):

Display the data transmission rate of each device.

MAC Address:

Show the Remote device MAC address.

Quality:

Display the overall quality of the data transmission rate. When the transmission rate is good, the
number of line appear will increase.

21



Password Setup Instructions:

This feature grants users the access level to change the Private Network Name of both the local &
the remote HomePlug devices. Password is required if one is to change the Private Network Name
of each devices within the powerline network in order for all devices to be able to communicate &
synchronize with each other within the network.

1. To enter a password for a specific device, select the device and click on the Enter Password
button at the bottom of the lower panel to call up the Set Device Password dialog box.

BiPAC HomePlug AV PLC Utility =14

Main |Privac_v] Diagnostics | QoS | Firmware Download | About |

Local Device(s) on your computer: )
Device Type MAC Address Connected to HomePlug &Y Device

@ HomePlug &Y Device  00:11:22:33:44:83

1 Poweiline Device detected: Network Type: Public Autoscan On
Device Name I Password | Quality | Rate (Mbps) | MAC Address |
.:_-' Device 1 Hmnnmnm...  188.00 00:11:22:33:44:74

B ’ l l ' D N ) Rename Enter Password Add | Scan I

Close | nce |

2. Then type in the password in the blank provided and then press OK.

Set Device Password

Device: Device 4 [00:11:22:33:44:65)

Fasgword, ]

The Password typicaly
appears ag a number and
letter code, in groups of four,
separated by dashes.

- [ie XK8Y-GH26-BR1K-LZSA)
= It iz found on the device or
_— packaging.
[oe—
ik
Cancel
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Note: The password of each HomePlug device can be found at the back of the device.

3. If the password entered is not recognized or unacceptable, an error message box will pop up

Set Device Password

Device: Device 4 [00:11:22:33:44:65)

Pazsword, ]

The Password bypicaly
appears az a number and
letter code, in groups of four,
separated by dazhes.

[ie ¥KBY-GH26-BR1K-LESA)
It iz fownd on the desice or

packaging.

Ok

Cancel

prompting user to change the password. Click OK then re-enter the password again.

Invalid Entry [E
The Device Password Entered is Inwvalid.
Please check it and try again,
O

4. If the password entered is correct, you will see that the password will be displayed next to
the device.

BiPAC HomePlug AV PLC Utility =14

Main |Privac_v] Diagnostics | QoS | Firmware Download | About |

Local Device(s) on your computer: )
Device Type MAC Address Connected to HomePlug &Y Device

@ HomePlug &Y Device  00:11:22:33:44:83

1 Poweiline Device detected: Network Type: Public Autoscan On
Device Name I Password | Quality | Rate (Mbps) | MAC Address |
.:_-' Device 1 Hmnnmnm...  188.00 00:11:22:33:44:74

23



Privacy Tab

BiPAC HomePlug AV PLC Utility Al=l_J
Main  Privacy IDiagnoslics] QoS | Fimware Download | About |

Use this screen to create a Private Network that provides you with extra security.

Private Network Name
[ 0R Use Default (Public Network)

Do not share the network name with others you do not want to be part of this network.

After setting the name above, choose how it will be applied below:

Place On This Network

Only the device attached to this computer [the Local Device).

(Isolates this computer from others); Set Local Device Only l

OR
ALL devices whose Password has been entered.
(They communicate together but are isolated from devices with Set All Devices |
a different network name)

| Close I

Privacy Tab allows user the convenience to manage the security of the private powerline network.
In addition, user can also uitlize this feature to add a new HomePlug device to the private network
instead of manually adding the device using its sync button. In order to add devices to the network
through the utility GUI, Private Network Name of each device is required to be the same with the
local device.

All HomePlug devices are shipped using a default logical network name “HomePIlugAv”. The
Privacy tab screen allows user to change its default public network type to a private network by
changing the network name (network password) of the device.

The user can always reset the network type to HomePlug network (Public) by entering
“‘HomePIlugAv” as the network name or by clicking on the Use Default button.

Note: Changing the network name to anything other than HomePlugAv will show the
network type on the main screen as Private.

Set Local Device Only button can be used to change the Private Network Name of the local
device. If a new Private Network Name is entered, all associated devices seen on the Main Tab
previously will no longer be present in the new network, thus causing the local device unable to
communicate with other devices which were in the network previously.

Set All Devices button is used to change the Private Network Name of all devices that appear
on the Main tab screen whose Device Password had been entered correctly. For devices whose
device passwords were not entered, this operation will fail and will report a failure message.
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Diagnostic Tab

BiPAC HomePlug AV PLC Utility A=

Main ] Privacy Diagnostics |QoS I Firmware Downloadl About ]

System Information | ~
On NIC #1 MAC = 00:05:5D:71:92:68
Mo HomePlug Device Connected

On NIC #2 MAC = 00:05:50:71:92:69
No HomePlug Device Connected

On NIC #3 MAC = 00:05:5D:71:92:64, v
Remote Device History [Log)

Device l MAC Addiess l Password | Rate (Mbps) | Network | Last Seen

Device 1 00:11:22:33:44:74 - not entered - 189 HomePlug... Dec 3009:57

< | >

Delete | Save Report Print Report |

| Close I

The Diagnostics Tab screen shows System information and a history of all remote devices seen
over a period of time. This screen is available for OEM/ODM Customization.

The Upper panel shows technical data concerning software and hardware present on the host
computer which were used for communication via HomePlug device on the Powerline network.
The data includes the following:

* Operating System Platform/Version

* Host Network Name

* MAC Address of all NICs (Network interface card) connected to the host

» Identify versions of all Driver DLLs and Libraries used (NDIS) and optionally
* MAC Firmware Version

* MAC addresses of all devices connected locally to the host

* Version of the Configuration Utility

* Microprocessor

25



The Lower panel contains a history of all remote devices seen on the computer over a certain
period of time. All devices that were on the powerline network are listed here along with a few
other parameters. Devices that are active on the current logical network will show a transfer rate in
the Rate column; devices on other networks, or devices that may no longer exist are shown with a
“?” in the Rate column. The following remote device information is available from the diagnostics
screen:

* Device Alias Name

* Device MAC Address

* Device Password

* Transfer rate

* Device Last Known Network name

* VVendor name

* Date device last seen on the network

* MAC Firmware version

The diagnostics information displayed may be saved as a text file for later use, or it can be printed
for reference. Devices, which are not part of the network anymore, can be deleted using the delete
button. A warning window will pop up requesting for a confirmation when we try to delete a device
which password has been entered.

26



QoS Tab

This function allows user the flexibility to manage the bandwidth usage for each HomePlug device.
The higher the QoS priority the more bandwidth usage is allocated to that particular device.

BiPAC HomePlug AV PLC Utility

Msin | Piivacy | Diasgnostics 05 | Fimware Download | About |

Local host MAL Address: D0H18:F3BABZICA

Powser Line Device Matveork

Device Type | MAC Address | Priaiity
@ (Local) 00:11:22:33:44:83 Medum
|ﬂ [Remote] 00:11:22:33:44:74 Medim

Device QoS Promkty

|
L] i‘J ]
Lo Mormal Medum High

Refresh | [ apoly |

Cloze I

To set the QoS priority of each device:

1. Click to select the device that you want to set its QoS priority.
2. Then, drag the Device QoS Priority slider to either Low, Normal, Medium or High position.

3. When the position of the slider is set, click Apply to apply the setting.
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Firmware Download Tab

This function gives users the convenience to download the free bundled Firmware Upgrade tool
from Billion website. Thus, with this feature, users can always keep their PLC Utility updated with
the latest firmware.

BiFAC HomePlug AV PLC Utility

Main | Privacy | Diagrostics | Go5  Fimware Dovnload |A|:":.ut|

Pleaze click Download button and vizsit cur firmware download page.

Download Page

To Download the Free Bundled Firmware Upgrade Tool

1.

Click on the Download Page button, you will automatically link to the Firmware Upgrade Tool
webpage on Billion website.

Browse to the bottom of the page, then look for the firmware that corresponds to your Home-
Plug model. Then click on the firmware icon to download the tool.

Once you have saved your download, you may run the firmware upgrade tool. For firmware
upgrade, please refer to the Firmware Upgrade section for more detail.
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About Tab

BiFAC HomePlug AV PLC Utility

Main | Piivacy | Disgrostics | QoS | Fimware Download  About I

BILLION

BiPAC HomeFiug &% PLC Utiky Wession:  1.00c
Copyiight 2005 - 2008, Bilkon Coep. All Rights Rezerved.

| it / Aot billicn com |

Preferences:

[+ AutoScan

[ Coe ] |

The About screen shows the software version and provides the HTML link to the Billion official
website. Clicking on the web address field will open a web browser that link directly to the web
site.

Under the Preferences panel, user can check the AutoScan box to turn on the Auto Scan function
or check off the box to turn off the Auto Scan function.
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Firmware Upgrade

Firmware upgrade allows users to keep their HomePlug Utility application to the most updated
feature. This firmware upgrade tool is designed to provide user the most user friendly application
that makes firmware upgrade process easy and fast.

Firmware Upgrade Instructions:

1. Locate the Firmware upgrade icon then double click on it to initiate the upgrade process.
Then click on the Install button.

File Edit \iew Fawvorites Tools  Help a’

@Eack - -,\_-) Lﬁ ﬁSearch H_:_“‘ Folders v

Address |23 D shnmy | BIPACI207 12207 2\ Fu "’| Go

File and Folder Tasks

Ej Make a new Folder

@ Fublish this Folder bo the
e

i Share this Folder

Firmware upgrade boal
For 3368

Other Places

Iy 207182072

£} My Documents
[ Shared Documents
'_ui My Computer

id My Metwork Places

Details
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¥+ BiPAC_2071_2072_2073_Firmware_Upgrade_Tool

e Press Install button to start extraction.

s [Jze Browse button to select the destination folder
from the folders tree. It can be alzo entered
tnarmally.

s Ifthe destination folder does not esast, it will be
created automatically before extraction.

Deztination falder
CADOCUME ~1A\ChrissLOCALS ~1AT emp L Browsze... ]

Inztallation progress

[ J

[niztall l [ Cancel ]

2. When the upgrade application initiates, it will prompt you to install Framework 2.0 if you have
not had one installed to your computer.

3. But if you already have Framework 2.0 in your computer. You can directly click on the
YES, | Already Have the Framewark 2.0 buttton.

! BiPAC 2071, 2072 , 2073 Firmware Upgrate Tool

This program should has MicrosoftiR) .NET Framework 2.0 or Higher Yersion.
MicrosoftiR) “ista already includes this cormponent.

TES, | Already Have the Framework, 2.0 NO, [ Want to Download the Frarmewaork 2.0

=

4. When the firmware upgrade application starts, it will automatically scan for available Home-
Plug devices in the powerline network. Once detected, a list of both local and remote Home-
Plug devices found within a powerline network will be displayed.
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Firmware Update to v3.3.6-0-8-B-FINAL

i Selected Device:
Firrmware Upgrade | gleched L evice

Firrvare Llpgrade

Current Firrweare

Progrezs Stauts

Firrnware wer. 3368 iz included in this program, Jost
click the Firmware Upgrade button to upgrade firmeare

Scanning. —T—

Firmware Update to v3.3.6-0-8-B-FIMAL

D-Link DL10050-bazed Ethemet Adapter [Generic) -

Selected Device: 00:04:ed:42:be:bE - Local

Firrware Lpgrade |

Firrnware parade

Current Firrmware - |[INTE300-MAL-3-3-3303-00-1988-20050203-B

Frogresz Stauts ;

Firmware ver. 3368 iz included in thiz program, Just | Firrwware Upgrade
click the Firmware Upgrade button to upgrade firmsare

Cloze

o Connected G INTE300 MAC Addrezs: 00:04:ed:42:be:bE SORAM: 16MB

5. If there is no device detected, a warning will pop up to signify for possible disconnection of
your device or its cable. Click OK and then reconnect your devices and its cables. You may
choose to restart the firmware upgrade application again for auto device detect or you may
choose the LAN card that is connected to your HomePlug device manually.

Warning! [‘5_(|

' E Mo device detecked Please confirm that the Ethernet cable is connected ko the HomePlug device.
L
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6. To manually select the device to be upgraded, select the LAN card of the powerline network
first. Then, select your device from the Selected Device drop down menu.

2 Firmware Update to v3.3.6-0-8-B-FINAL

D-Link DL10050-bazed Ethernet Adapter [Generic) -

D-Link DL10050-based Ethernet Adapker (Generic) #3 S 00:04:ed 42:be:by - Hemote | w
D-Link DL100S0-based Ethernet Adapter (Generic) #<4
D-Link DL100S0-based Ethernet Adapter (Generic) #2
D-Link DL100S0-based Ethernet Adapter {Generic)

Attansic L1 Gigabit Ethernet 10/100/1000Base-T Adapter !51 104-FINAL-B

Frogrezs Stauts ;

Firmware ver. 3368 iz included in this program, Just | Firrware Upgrade
click the Firmware Upgrade button bo upgrade frrmware

= Connected e INTEZ0D  MAC Address: 00:04:ed:42:be:b? SORAM: 16MEB

E® Firmware Update to v3.3.6-0-8-B-FINAL

D-Link DL10050-based Ethemet Adapter [Generic) -

, Selected Device: 00:04:ed:42:be:bb - Local
Firrnware parade |

00:04:ed:42:be:b7 - Hemate

Firrware Upgrade

Current Firmware : | INTE300-MALC-3-3-33638-00-3000-20051104-FINAL-B

Progress Stauts ; Firrware Upgrade Successful

Firrware wer. 3368 iz included in thiz program, Just | Firrwware Upgrade
click the Firrmaare Upgrade button to upgrade firmmsare

Cloze

5 Connected o INTE300  MAC Address: 00:04:ed: 42 be:bE SOR&k: 1EMB
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7. When the device has been selected, press the Firmware Upgrade button to start the upgrad-
ing process.

8. When upgrading is finished, the new firmware version will be displayed in the Current Firm-
ware column.

Firmware Update to v3.3.6-0-8-B-FINAL

F e | e | Selected Device:

Firrmware Upgrade

Current Firrware - | [N TE300-MALC-3-3-3305-00-1985-20050209-B

Progress Stauts : [ ownloading Firmware. ..

Firrmware wer. 3368 iz included in this program, Just
click the Firmware Upgrade button bo upgrade firmware

i=F Connected G INTESO0 MAC Addrezs: 00:04: ed 42 be:bE SDRARM: 16MB

Success E'

L]
1 } Firmware Upgrade Successhull
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly
contact your service provider or Billion for support.

Problems with the device

Problem Suggested Solution

My Homeplug device is unable to detect | This may due to the accidental change of the de-
my other HomePlug device. vice password. Access the HomePlug AV Utility and
select the Privacy Tab. Enter the password “Home-
PlugAV” (Case Sensitive) in the blank provided.
Then press the “Set to Local Device Only” button.
Repeat the same procedure to the other HomePlug
device.
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Appendix: Product Support & Contact

If you come across any problems please contact the dealer from where you purchased your prod-
uct.

Contact Billion

Worldwide:

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 98, Windows NT, Windows 2000, Windows Me, Windows XP and Windows Vista are registered
Trademarks of Microsoft Corporation.
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