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Cisco Aironet 600 Series OfficeExtend Access
Point User Guide

The Cisco Aironet 600 Series OfficeExtend Access Point User Guide includes the following
information:

e Unpacking the Cisco Aironet 600 Series OfficeExtend Access Point, page 1-2

e Cisco Aironet 600 Series OfficeExtend Access Point Placement, page 1-2

¢ Cisco Aironet 600 Series OfficeExtend Access Point Overview, page 1-3

¢ Installation Guidelines, page 1-4

e Resetting the unit, page 1-5

e Understanding Cisco Aironet 600 Series OfficeExtend Access Point LEDs, page 1-5
e Accessing the Cisco Aironet 600 Series OfficeExtend Access Point GUI, page 1-5

e Configuring the Wireless LAN Controller IP Address on a Cisco Aironet 600 Series OfficeExtend
Access Point, page 1-8

e Configuring Radio Channels on a Cisco Aironet 600 Series OfficeExtend Access Point, page 1-10
e Configuring Personal Wireless LANs, page 1-12

e Viewing the Event Log, page 1-14

e Accessing Online Help, page 1-14

e Troubleshooting, page 1-15

e Cisco Aironet 600 Series OfficeExtend Access Point Local Customer Interface, page 1-16

e Declarations of Conformity and Regulatory Information, page 1-25

e Appendix A, “Open Source Used In Cisco Aironet 600 Series OfficeExtend Access Point”
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M Unpacking the Cisco Aironet 600 Series OfficeExtend Access Point

Unpacking the Cisco Aironet 600 Series OfficeExtend Access
Point

Each Cisco Aironet 600 Series OfficeExtend Access Point package contains the following items:
e Cisco Aironet 600 Series OfficeExtend Access Point
e Ethernet Cable
e Cisco Aironet AP600 Series Power Module (universal power supply)
¢ Quick reference guide

e (Cisco product registration and Cisco documentation feedback cards

Cisco Aironet 600 Series OfficeExtend Access Point Placement

To ensure the best RF coverage for your access point, place your access point in an area as close to the
wireless clients as possible and practical to do so.

If the internet source or gateway router is in a remote area, position your access point away from metal
obstructions.

The access point can be placed/mounted in a horizontal position, as the access point has rubber feet on
its bottom panel.

The access point may also be mounted in a vertical position using the supplied cradle or wall mounted
slots.

Note  The distance between the mounting hole slots is 158.75 mm (6.25 in).

Areas to avoid or places that may result in reduced range or performance are as follows.
¢ In a basement of a multi-story home, as the signals must penetrate many walls.

e Near large obstructions that can block the radio signals. Avoid areas like metal cabinets or
refrigerators.

¢ On the floor under a metal desk or other dense or conductive objects.

Note  Cisco is not responsible for damages occurred by unsecured wall-mounting hardware.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Cisco Aironet 600 Series OfficeExtend Access Point Overview

Cisco Aironet 600 Series OfficeExtend Access Point Overview
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1 |Local Ethernet LEDs 1 through 3 WAN Port

2 |Remote LAN LED 9 |Remote LAN Port

3 |Status LED 10 |Local Ethernet Ports 1 through 3
4 |Wireless LED 11 |Reset Button

5 |WAN LED 12 |Power Toggle Switch

6 |USB LED (future) 13 |Power Connector

71 |Power Indicator LED
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W Installation Guidelines

Installation

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Note

Step 7

Note

Guidelines

To install the Cisco Aironet 600 Series OfficeExtend Access Point, follow these steps:

Plug one end of the Ethernet cable into the Ethernet port of your home router/gateway.
Insert the other end of the Ethernet cable into the WAN port of the 600 Series OfficeExtend Access Point.

~

Note  The 600 Series OfficeExtend Access Point has different power requirements than other Cisco
enterprise access points, and this unit will be damaged if incorrect power is applied. Please refer
to the 600 Series OfficeExtend Access Point specifications for power supply requirements.

Insert the power cord into the power connector of the 600 Series OfficeExtend Access Point.
Plug the other end of the power cord into your power source.

Press the power toggle switch on the access point to the ON position.

4 =5

DSL/Cable Cisco Aironet B
Modem Router 600 Series 8
OfficeExtend AP &

Use the 600 Series OfficeExtend Access Point LED table (Table 1 on page 1-5) to understand the LEDs
located on the top panel of the access point.

The process of connecting the 600 Series OfficeExtend Access Point should only take 1 to 2 minutes.
Your unit may require a software image download. If so, once the connection is made, the Status LED
on the top of the unit will flash blue. The Status LED continues flashing until download is complete.
When the download is complete, your access point will restart. Once connected to the controller, the
Status LED will display a solid blue or purple.

If your IT administrator has not pre-provisioned the 600 Series Office Extend AP with the IP address of
the Primary Wireless LAN Controller, please follow the steps in the procedure “Configuring the Wireless
LAN Controller IP Address on a Cisco Aironet 600 Series OfficeExtend Access Point” section on
page 1-8, to configure this address.

You do not need to configure any SSIDs for your 600 Series OfficeExtend Access Point to connect to
your company network. The access point receives the company SSID when it connects to the company
network by way of the Internet. If you have problems connecting to your company network, contact your
IT administrator. You can configure your local SSID Wireless LAN for other devices. See “Configuring
Radio Channels on a Cisco Aironet 600 Series OfficeExtend Access Point” section on page 1-10 for
more information.

] Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Resetting the unit

Note  Cisco Aironet 600 Series OfficeExtend access points are designed to work behind a router or other
gateway device that is using network address translation (NAT). NAT allows a device, such as a home
router or gateway, to act as an agent between the Internet (public) and a personal network (private),
thereby enabling an entire group of computers to be represented by a single IP address. Only one Cisco
Aironet 600 Series OfficeExtend access point can be deployed behind a single NAT device.

Resetting the unit

To reset a 600 Series OfficeExtend AP, while the unit is powered on, hold the reset button dowon for 5
seconds to restart the unit. Then hold the reset button down for 20 seconds to clear the configuration and
restart the unit with the factory default settings.

Understanding Cisco Aironet 600 Series OfficeExtend Access
Point LEDs

The LEDs on the top panel indicate the operating status of the unit. Table 1 provides LED status
indications for 600 Series OfficeExtend Access Points. A properly functioning and configured AP
transitions from blinking blue to solid within ten minutes. Usually the time will be much shorter.

Table 1 LED Status Indications for 600 Series OfficeExtend Access Points
Status LED Meaning
Purple Association status, when CAPWAP is connected: Normal

operating condition, but no wireless client associated.

Blue Association status, when CAPWAP is connected: Normal
operating condition, at least one wireless client association.

Flashing blue Operating Status: Software upgrade in progress.

Flashing orange Operating Status: No IP address, waiting for DHCP IP.
Cycling through purple, orange, and  |Operating Status: Discovery/join process in progress, no
blue client associated.

Cycling through purple, orange Operating Status: Discovery/join process in progress, with

client associated.

Orange Cisco IOS errors: Software failure; try disconnecting and
reconnecting unit power.

Accessing the Cisco Aironet 600 Series OfficeExtend Access
Point GUI

Follow these steps to access the Cisco Aironet 600 Series OfficeExtend access point GUI.

Step1  Connect your laptop to the local Ethernet port 1, 2, or 3 on the 600 Series OfficeExtend access point.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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M Accessing the Cisco Aironet 600 Series OfficeExtend Access Point GUI

Step 2

Step 3

>
Note  Ethernet port 4 (Remote LAN port) may not be used to configure the 600 Series OfficeExtend
access point.

With the 600 Series OfficeExtend access point connected to your home router/gateway as described in
the procedure “Installation Guidelines” section on page 1-4, enter the IP address of the 600 Series
OfficeExtend access point in the Address field of your Internet browser (http://<ap-ipaddress>) and

click Go.

Note  The default IP address is 10.0.0.1.

Note = Make sure your laptop is not connected to your company’s network using a virtual private
network (VPN) connection.

The 600 Series Office Extend Access Point Login page appears.

Connect to 10.0.0.1

The server 10.0.0.1 at Cisco Office Extend AP requires a
username and password.,

WWarning: This server is reguesking that vour username and
passward be sent in an insecure manner (basic authentication
without & secure connection),

User name: | | 5 w |

Password: | |

[ IRemember my password

[ Ok H Cancel l

When prompted, enter the username and password to log into the access point.

~

Note  The default username and password are admin and admin.

] Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Accessing the Cisco Aironet 600 Series OfficeExtend Access Point GUI

The 600 Series OfficeExtend Access Point Welcome page appears.

alvaln
CISCO

Office Extend Access Point

Step4  On the 600 Series OfficeExtend Access Point Welcome page, click Enter. The 600 Series Office Extend
Access Point Home Summary page appears.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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W Configuring the Wireless LAN Controller IP Address on a Cisco Aironet 600 Series OfficeExtend Access Point

' llhllll Refresh  Close Window

Cisco CONFIGURATION EVENT_LOG

Home: Summary

General Information

Ap Name tedamico-evora

AP IP Address 192.168.1.4

AP Mode Local

AP MAC Address C0:C1:C0:05:45:E8
AP Uptime 19 minutes, 15 seconds
AP Software Version 7.0.114.87

AP Statistics

Radio Admin Status Freqg/Chan Tx Power Pkts In/Qut Bytes In/Out
Radio-802.11G up 2.4 GHz/6 18.50dBm 0/750 0/61627
Radio-802.11A up 5 GHz/149 15.50dBm 6/752 1156/62823

Association

Client MAC Association Time Bytes In/Qut Duplicate/Retries Decrypt Failed
00:21:6A:AB:09:FE 00:05:55 20480/1024 0/2 0
L To edit 'Personal SSID' association and settings, click on Configuration

©2010 Cisco Systems Inc. All rights reserved.

Configuring the Wireless LAN Controller IP Address on a Cisco
Aironet 600 Series OfficeExtend Access Point

Follow these steps to configure the IP address of the Wireless LAN Controller on your Cisco Aironet
600 Series OfficeExtend access point.

Step1  Obtain the IP address of your Wireless LAN controller from your company’s IT professional.

Step2  Access the 600 Series OfficeExtend access point GUI as described in “Accessing the Cisco Aironet 600
Series OfficeExtend Access Point GUI” section on page 1-5.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Configuring the Wireless LAN Controller IP Address on a Cisco Aironet 600 Series OfficeExtend Access Point Il

Step3  From the Home Summary page, click Configuration to open the Configuration page.

Refresh  Close Window
alan
CISCO HOME CONFIGURATION EVENT_LOG

Configuration Apply

System $SID DHCP WAN

Login

Username |admin |

Password |----- |

Radio

Radio Interface 24CGHz |« | iy Select Each Radio and Configure Independently

Status Enabled @+

Channel Selection Auto | v

802.11 n-mode Enabled ~|| (1) 802 11nis not supported with TKIP-anly WPA Encryption

Bandwidth 20 MHz
©2010 Cisco Systems Inc. All rights reserved.

Step4  Click the WAN tab to open the Configure WAN page.

ol l 1ol l " Refresh  Close Window
cIsco HOME CONFIGURATION EVENT_LOG
Configuration Apply |
System SSID DHCP WAN |
Controller
IP Address

Uplink IP Configuration
Static IP

Domain Name

IP Address

Subnet Mask:

Default Gateway

DNS Server

©2010 Cisco Systems Inc. All rights reserved.

Step5  Enter the IP address of the primary controller in the Primary Controller IP Address field.
Step6  Leave the Static IP check box unchecked to allow the WAN IP address to be assigned by DHCP.
Step7  Click Apply to commit your changes.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide ]
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W Configuring Radio Channels on a Cisco Aironet 600 Series OfficeExtend Access Point

Step8  The screen will switch to a verification screen. Click Continue when it appears.

The 600 Series OfficeExtend Access point will connect to the controller and download the current
software image. Allow the device 5 minutes to download and reboot with the new code and
configuration.

APPLY
This screen notifies you of any errors that were detected while changing the AP settings.

Yalidating values...done
Committing values...done

Configuring Radio Channels on a Cisco Aironet 600 Series
OfficeExtend Access Point

Follow these steps to configure a radio channel for your 600 Series OfficeExtend access point:

Step 1 Access the 600 Series OfficeExtend access point GUI as described in “Accessing the Cisco Aironet 600
Series OfficeExtend Access Point GUI” section on page 1-5.

Step2  From the Home Summary page, click Configuration to open the Configure System page.

o I o l " Refresh  Close Window
cisco CONFIGURATION EVENT_LOG
Configuration Apply
System SSID DHCP WAN
Login
Username ‘adm\n |
Password ‘cc'c' |
Radio
Radio Interface 24GHz |+ | iy Select Each Radio and Configure Independently
Status Enabled ~
Channel Selection Auto | ¥
802.11 n-mode Enabled |~/ \lJ 802 11nis not supported with TKIP-only WPA Encryption
Bandwidth 0 MHz
©2010 Cisco Systems Inc. All rights reserved.
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Configuring Radio Channels on a Cisco Aironet 600 Series OfficeExtend Access Point

Step 3 From the Radio Interface pulldown box, select the desired radio interface, either 2.4 GHz or 5 GHz.

|95 GHz

Step 4 From the Status pulldown box, select Enabled to enable the wireless interface.

Enabled + |

Disabled

Step5  From the Channel Selection pulldown box, select the channel on which this interface will operate.

Auto v
1
2
3
4
5
§]
7
a8
9
10
11

4

Note 802.11n mode should be enabled by default. If it is disabled, select Enabled from the
802.11 n-mode pulldown box.

Step6  Click Apply to commit your changes.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide ]
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W Configuring Personal Wireless LANs

Configuring Personal Wireless LANs

Step 1 Access the 600 Series OfficeExtend access point GUI as described in “Accessing the Cisco Aironet 600
Series OfficeExtend Access Point GUI” section on page 1-5.

Step2  From the Home Summary page, click Configuration to open the Configuration page.

Step3  Click the SSID tab to open the Configuration SSID page.

Refresh  Close Window

Cisco CONFIGURATION EVENT_LOG
Configuration
[ System | ssID DHCP WAN

Personal Network

Band Selection i) Select Each Radio and Configure SSID Individually

Enabled

Broadcast

SSID |AIR602 i)  Personal SSID should be different from Corporate SSID
MAC Filter

Enabled .}

Allowed MAC Addresses £.0.00:10:E0:34:E2:1F
Security

WPA-PSK Disabled %
WPAZ2-PSK Disabled | ¥

WEP Encryption Disabled %

WPA Encryption AES

WPA passphrase Click here to display

Network Key 1 |
Network Key 2
Network Key 3
Network Key 4
Current Network Key 1 Click here to display Network Keys

©2010 Cisco Systems Inc. All rights reserved.
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Step 4

Step 5
Step 6
Step 7

Step 8

Step 9
Step 10

Configuring Personal Wireless LANs 1l

From the Band Selection pulldown, choose the band, either 2.4 GHz or 5.0 GHz. You can duplicate the
configuration on both bands, or have different settings on each band.

124 GHz +
2.4 GHz

Check the Enabled check box to enable this wireless connection. The default value is Disabled.
Check the Broadcast check box to broadcast the SSID over the air. The default value is unchecked.

In the SSID field, enter the personal SSID that you want to assign to this access point. This SSID will
be locally switched. The default SSID is AIR-602 for both radios.

)
Note  Your personal SSID Wireless LAN and your company SSID Wireless LAN are different. When

you configure your personal Wireless LAN, use an SSID name that is different from your
company’s SSID to help avoid confusion.

From the Security drop-down boxes, enter the authentication type, encryption type, and passphrase. It is
suggested that you select WPA2-PSK and AES encryption.

Click Apply to commit your changes.

The screen will switch to a verification screen. Click Continue when it appears.

APPLY
This screen notifies you of any errors that were detected while changing the AP settings.

‘alidating values...done
Committing values...done

Cisco Aironet 600 Series OfficeExtend Access Point User Guide ]
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M Viewing the Event Log

Viewing the Event Log

From the main interface banner, elect Event Log to view the ongoing list of event logs for this access
point.

ol Il. (] l I Refresh  Close Window

CISCO CONFIGURATION EVENT_LOG

Event Log

5246

*Apr 06 01:52:44.724: CAPWAP State: Join.

*Apr 06 01:52:44.724: Join request: version=7.0.114.113

*apr 06 01:52:44.725: Join request: hasMaximum Message Payload

*apr 06 01:52:44.726: Dotll binding encocde: Encoding jeoin regquest

*Apr 06 01:52:44.726: Sending Join Reguest Path MTU payload, Length 1376

*Apr 06 01:52:45.035: Ignoring callback message Close alert received..

*apr 06 01:52:45.036: Received packet caused DTLS to close connection

*apr 06 01:52:45.598: Join regquest: version=7.0.114.113

*Apr 06 01:52:45.599%: Join request: hasMaximum Message Payload

*Apr 06 01:52:49.599: Dotll binding encode: Encoding join regquest

*apr 06 01:52:49.600: DTLS connection not found Failed to encrypt and send packet.
*Apr 06 01:52:49.600: Failed to encrypt and send packet.

*Apr 06 01:52:45.600: Failed to send Join request to -1421466749

*Apr 06 01:53:43.998: Wait DTLS timer has expired

*apr 06 01:53:43.999: Did not get join response

*Apr 06 01:53:43.999: CAPWAP State: DTLS Teardown.

*Apr 06 01:53:48.598: DTLS session cleanup completed. Restarting capwap state machine.
*Aapr 06 01:53:48.999:

Lost connection to the controller, going to re-start evora...

i

*Apr: D6 01:54:=29_637: ethD Link encap:Ethernet HWaddr C0:C1:C0:05:45:E8

*Apr 06 01:54:29.638: inet addr:192.168.1.4 Becast:19%2.168.1.255 Mask:255.255.255.0

*Aapr 06 01:54:29.638: UP BROADCAST RUNNING ALIMULTI MULTICAST MTU:1500 Metric:1

*apr 0e 01:54:29_638: RX packets:3113 errors:0 dropped:0 overruns:0 frame:0

*Apr 06 01:54:-29_638: T¥ packets:2514 errors:0 dropped:0 overruns:0 carrier:0

*Apr 06 01:54:25.638: collisions:0 txqueuelen:100

*Apr 06 01:54:29.638: R¥ bytes:60723%9 (593.0 kb) TX bytes:682014 (672.8 kb)

*apr Qe 01:54:-29.638: Interrupt:4 Base address:0x2000

*Apr: D6 01:54:-29_638:

*Apr 06 01:54:25.661: ethl Link encap:Ethernet HWaddr 00:22:BD:DA:AS5:C7 ¥

Accessing Online Help

From the main interface banner, click Help to access the current Cisco Aironet 600 Series OfficeExtend
Access Point online help.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Troubleshooting

Troubleshooting W

Problem

LED Status

Reasons

Possible Solution

Private WLAN clients
can connect to the
Internet; but WLANSs
provided by the
controller are unable to
connect or not being
broadcast.

LED cycling through
purple and orange with
client associated; LED
cycling with purple,
orange, and blue with no
client associated.

Access Point is in
CAPWAP Discovery
mode.

Verify that the correct
Wireless LAN
Controller IP address is
entered in the WAN
page of the 600 Series;
verify that CAPWAP
ports are allowed
through the personal
firewalls if any are
present on a router
between the 600 series
and the modem.

WLANSs provided by the
controller are not
broadcast or clients are
unable to connect.

Blinking blue

Software Upgrade in
Process.

Wait for 600 series to
finish code download
and perform an
automatic reboot.

No connectivity is
available through 600
Series access point.

Blinking orange

No IP address on the
600 Series access point,
waiting for DHCP
address.

Restart your home
router/gateway or
modem followed by
your 600 Series access
point.

No connectivity is
available through 600
Series access point,
local GUI unavailable,
or other issues.

Orange

Software Failure

Disconnect and
reconnect power to the
600 Series access point.

The access point signal
strength is low.

Not applicable

The access point may
not be in the optimal
position in relation to
your device(s). If the
access point is in close
proximity and above
your device, the signal
may become skewed.

Position the access
point lower than or with
the LED side facing
your devices.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide ]
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Cisco Aironet 600 Series OfficeExtend Access Point Local
Customer Interface

The Cisco Aironet 600 Series OfficeExtend access point console supports the following configuration
items:

e Local SSID
— SSID Name
- MAC Filtering

— Security type: WPA-PSK TKIP/AES, WPA-PSK AES, WPA2-PSK TKIP/AES, WPA2-PSK
AES, and WEP (not recommended)

— SSID Broadcast/Hidden
e Bands supported (2.4Ghz (B/G/N 20), 5Ghz (A/N 20/40), All)
e Selection of either manual or automatic channel selection per band
e Configuration of optional local DHCP Server
— Local IP address
— Subnet address and mask
— Range of addresses that may be allocated
e Ability to configure the initial primary Wireless LAN Controller for CAPWAP
e Use of DHCP or static address for the uplink port (local IP address, netmask, and default router)
e View logged errors or clear the log
In addition, the web should allow for a password to be added and operate only over https.

The following sections provide the screens associated with the configuration.

AP GUI

AP GUI has four major sections:
e HOME - This page shows general information about the AP settings and a summary of the statistics.

e CONFIGURATION - This page is a multi-tab page which allows the user to configure different
options like personal SSID, local DHCP server, etc.

e EVENT LOG - This page provides the user the ability to view the logged errors and ability to clear
the log.

e HELP - This displays help for the pages listed above, especially the configuration page.

The rest of this section shows the appearance of each page/tab.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Cisco Aironet 600 Series OfficeExtend Access Point Local Customer Interface 1l

Login Screen

Connect to 10.0.0.1 @@

The server 10.0.0.1 at Cisco Office Extend AP requires a
username and password,

Warning: This server is requesting that vour username and
password be sent in an insecure manner (basic authentication
without a secure connection),

Lser name: | L 5§ w |

Passward: | |

[Iremember my password

L OK ] [ Cancel

Welcome Screen

alvaln
CISCO

Office Extend Access Point

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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I Cisco Aironet 600 Series OfficeExtend Access Point Local Customer Interface

Home Page

The Home page shows the access point name, IP address, AP mode, MAC address, AP uptime, and
software version.

This page also reports radio-specific information including status, frequency/channel, transmit power,
number of packets in and out, and number of bytes in and out.

For each connected client, this page reports the client MAC address, elapsed association time, number
of bytes in and out, number of duplicates and retries.

ol l () I I Refresh  Close Window

CISCO HOME CONFIGURATION EVENT_LOG

Home: Summary

General Information

Ap Name tedamico-evora

AP IP Address 192.168.1.4

AP Mode Local

AP MAC Address C0:C1:C0:05:45:E8
AP Uptime 19 minutes, 15 seconds
AP Software Version 7.0.114.87

AP Statistics

Radio Admin Status Freg/Chan Tx Power Pkts In/Out Bytes In/Out
Radio-802.11G up 2.4 GHz/6 18.50dBm 0/750 0/61627
Radio-802.11A up 5 GHz/149 15.50dBm 6/752 1156/62823

Association

Client MAC Association Time Bytes In/Out Duplicate/Retries Decrypt Failed
00:21:6A:AB:09:FE 00:05:55 20480/1024 0/2 0
(4 7] To edit 'Personal SSID" association and settings, click on Configuration

©2010 Cisco Systems Inc. All rights reserved.
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Cisco Aironet 600 Series OfficeExtend Access Point Local Customer Interface 1l

Configuration Page

The Configuration page has multiple tabs to allow the user to configure different options.
Wherever applicable, default values will be shown.
The main options that can be configured on this page are:

e System

e SSID

e Local DHCP Server

e  Wireless Access Network (WAN)

Shown below are illustrations of each of the tabs.

System Tab

The Configuration System page displays general system information, such as username and password
for the access point and radio interface information.

Refresh  Close Window
alraln
CISCO HOME CONFIGURATION EVENT_LOG

Configuration Apply

System SSID DHCP WAN

Login

Usemame |admin |

Password |..ou. |

Radio

Radio Interface 24GHz |~ | \iy Select Each Radio and Configure Independently

Status Enabled v

Channel Selection Auto | v

802.11 n-mode Enabled ~| i) 802.11nis not supported with TKIP-only WPA Encryption

Bandwidth 20 MHz
©2010 Cisco Systems Inc. All rights reserved.
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I Cisco Aironet 600 Series OfficeExtend Access Point Local Customer Interface

SSID Tab

The Configuration SSID page contains the fields necessary for you to configure and set up security for
your personal SSIDs.

Refresh Close Window

Cisco CONFIGURATION EVENT_LOG
Configuration
ssiD DHCP WAN

Personal Network

Band Selection \i)  Select Each Radio and Configure SSID Individually

Enabled

Broadcast

SsSID |AIR—602 ) Personal SSID should be different from Corporate SSID
MAC Filter

Enabled .|

Allowed MAC Addresses £.0.00:1I:E0:34:E2: 1F
Security

WPA-PSK Disabled |V
WPA2-PSK Disabled ' ¥

WEP Encryption Disabled ¥

WPA Encryption AES

WPA passphrase Click here to display

Network Key 1 |
Network Key 2
Network Key 3
Network Key 4

Current Network Key 1 Click here to display Network Keys

®2010 Cisco Systems Inc. All rights reserved.
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Cisco Aironet 600 Series OfficeExtend Access Point Local Customer Interface 1l

DHCP Tab

The Configuration DHCP page contains the fields necessary for you to change your DHCP scope.

o l 1ol l " Refresh  Close Window
cisco HOME CONFIGURATION EVENT_LOG

Configuration Apply

[ System ___SSD | DHCP . WAN |

Local DHCP

IP Address 10,001

Subnet Mask 2552552550

Default Gateway 10.0.01

DHCP Server Enabled +

DHCP Starting IP Address 10.0.0.100

DHCP Ending IP Address 10.0.0.150

DHCP Lease Time 86400

©2010 Cisco Systems Inc. All rights reserved.

WAN Tab

The Configuration WAN tab contains the fields necessary for you to configure the IP address of the
Wireless LAN controller on your access point.

ol l Iel l I Refresh  Close Window
CISCO HOME CONFIGURATION EVENT_LOG
Configuration Aoy
il DHCE WAN |
Controller
IP Address

Uplink IP Configuration
Static IP

Domain Name

IP Address

Subnet Mask:

Default Gateway

DNS Server

©2010 Cisco Systems Inc. All rights reserved.
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Event Log Page

The Event Log page displays all logged events and has a button to clear the log. The Event Log page is
shown below:

Refresh Close Window

afraln

CISCO CONFIGURATION EVENT_LOG

Event Log
5246

*Apr 06 01:52:44.724: CAPWAP State: Join.

*Apr 06 01:52:44.724: Join request: version=7.0.114.113

*Aapr 06 01:52:44.725: Join regquest: hasMaximum Message Payload

*Apr 06 01:52:44.726: Dotll binding encode: Encoding join request

*apr 06 01:52:44.726: Sending Join Regquest Path MTU payload, Length 1376

*Apr 06 01:52:45.035: Ignoring callback message Close alert received..

*2Apr 06 01:52:45.036: Received packet caused DTLS to close connection

*Apr 06 01:52:49.598: Join request: version=7.0.114.113

*Apr 06 01:52:49%.59%: Join regquest: hasMaximum Message Payload

*Apr 06 01:52:49.599: Dotll binding encode: Encoding Jjoin request

*apr 06 01:52:49.600: DTLS connecticn not found Failed to encrypt and send packet.
*Apr 06 01:52:49%.600: Failed to encrypt and send packet.

*Apr 06 01:52:49.600: Failed to send Join request to -1421466749

*Apr 06 01:53:43.5%98: Wait DTLS timer has expired

*Aapr 06 01:53:43.999%: Did not get join response

*Apr 06 01:53:43.99%: CAPWAP State: DTLS Teardown.

*Apr 06 01:53:48.998: DTLS sessicn cleanup completed. Restarting capwap state machine.
*Apr 06 01:53:-48.999:

Lost connection to the controller, going to re—-start evora...

|.-|>

*Apr 06 01:54:29.637: ethO Link encap:Ethernet HWaddr C€0:C1:C0:05:45:E8

*Apr- 06 01:54:29.638: inet addr:192.168.1.4 Beast:;192:168:1.255 Mask:255.255:255.0

*2apr 06 01:54:29.638: UP BROADCAST RUNNING ALLMULTI MULTICAST MTU:1500 Metric:1

*Apr 06 01:54:29.638: R¥X packets:3113 errors:0 dropped:0 overruns:0 frame:0

*Apr 06 01:54:29.638: TX packets:2514 errors:0 dropped:0 overruns:0 carrier:0

*Apr- 06 01:54:29.638: collisions:0 txqueuelen:100

*Apr 06 01:54:29.638: RX bytes:607239% (593.0 kb) TX bytes:689014 (672.8 kb)

*apr 06 01:54:29.638: Interrupt:4 Base address:0xZ000

*Apr 06 01:54:29.638:

*Apr 06 01:54:29.661: ethl Link encap:Ethernet HWaddr 00:22:BD:DA:AS%:C7 >

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
[ 1-22 | |



| Chapter1 Cisco Aironet 600 Series OfficeExtend Access Point User Guide
Cisco Aironet 600 Series OfficeExtend Access Point Local Customer Interface 1l

Help Page
The Help page provides detailed information about the other pages, especially Configuration.

Figure 1 Help Page

Help

HOME PAGE:

This page prowvides a detaled summary of the access point name, IF address, AP mode, MAC Address,
AP uptime, and software version. This page also reports radio-specific information including status,
frequency/channel, transtrt power, number of packets i and out, and number of bytes i and out. For
each connected chent, this page reports the chent MAC address, elapsed assoniation time, number

of bytes in and out, and number of duplicates and retries.

CONFIGURATION PAGE:
This page has multiple tabs to allow the user to configure different options. The mamn options
that can be configured are:

S¥STEM: The Configuration System tab displays and allows the uszer to configure
general system mformation,

The Legin section allows the user to change the username and password for the access pount.

The Radie section allows the user to configure radio interface mformation such as:

- Redio Interface: Selects which wireless mterface to configure.

- Starus: Enables/dizables thiz radio interface.

- Channel Selection: Selects a particular channel to operate. For avtomatic selection, choose "Auto”.
- 802. 111 mode: Enables/disables the 802 11n mode.

- Bandwidth: Selects the channel bandwidth. Only 20 WHz is allowed for bigh radio.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Figure 2 Help Page continued

SEID: The Configuration 3310 tab contams Selds necessary for you to configure
your personal S510s.

The Persanal Netweork section allows the user to configure the following:

- Band Selection: Selects the wireless mterface.

- Enabled: Enablesidisables this wireless connection.

- Broadeass: Broadeoasts the personal 2510 on ths radio,

- 8810 Configures the personal 331D network name to assign to this access pomnt.
The MAC Filter section enables MAC Hltermg and allows sethng of the Hlter Lst.

The Security section allows the user to configure security for this 321D, Supported secunty types
are WPA-PSE TEIP/AES, WEA-PSE AES, WPAZ-PSE TEIF/AES, WPAZ2-PSE AES, and WEF (not recommended).

DHCP: The Configuration DHCP tab contamns the Helds necessary to configure
the LAY settings and the local DHCP server.

AN: The Configuration Wireless Access MNetworle (W ADT) tab contains the fields necessary
for you to configure the IP address of the Wireless LA controller on your access poant.

The Primary Controller section sets the IP address of the primatry wireless controller

to which the AT wall o

The Uplink IP Configuratfion section configures the [P configuration on the "WAN port.

EVENT LOG:
This page will display all the logged events and has a button to clear the log.
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Declarations of Conformity and Regulatory Information

This section provides declarations of conformity and regulatory information for the Cisco Aironet 600
Series OfficeExtend Access Point.

This section contains the following subsections:

e Manufacturers Federal Communication Commission Declaration of Conformity Statement,
page 1-25

¢ Industry Canada, page 1-27
e FEuropean Community, Switzerland, Norway, Iceland, and Liechtenstein, page 1-27
e Declaration of Conformity for RF Exposure, page 1-31

e Declaration of Conformity Statements, page 1-31

Manufacturers Federal Communication Commission Declaration of Conformity
Statement

Tested To Comply
With FCC Standards

FOR HOME OR OFFICE USE
\ J

Access Point Model:
AIR-OEAP6021-A-K9

FCC Certification number:
LDK102077

Manufacturer:

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

This device complies with Part 15 rules. Operation is subject to the following two conditions:
1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits of a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a residential environment. This equipment generates,
uses, and radiates radio frequency energy, and if not installed and used in accordance with the
instructions, may cause harmful interference. However, there is no guarantee that interference will not

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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occur. If this equipment does cause interference to radio or television reception, which can be determined
by turning the equipment off and on, the user is encouraged to correct the interference by one of the
following measures:

e Reorient or relocate the receiving antenna.

e Increase separation between the equipment and receiver.

e Connect the equipment to an outlet on a circuit different from which the receiver is connected.
¢ Consult the dealer or an experienced radio/TV technician.

A

Caution  The Part 15 radio device operates on a non-interference basis with other devices operating at this
frequency when using the integrated antennas. Any changes or modification to the product not expressly
approved by Cisco could void the user’s authority to operate this device.

A

Caution  Within the 5.15 to 5.25 GHz band (5 GHz radio channels 34 to 48) the U-NII devices are restricted to
indoor operations to reduce any potential for harmful interference to co-channel Mobile Satellite System
(MSS) operations.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Industry Canada

Model:
AIR-OEAP602I-A-K9
Certification number:

2461B-102077

Canadian Compliance Statement
This Class B Digital apparatus meets all the requirements of the Canadian Interference-Causing
Equipment Regulations.

Cet appareil numerique de la classe B respecte les exigences du Reglement sur le material broilleur du
Canada.

This device complies with Class B Limits of Industry Canada. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause undesired
operation.

Cisco Aironet 2.4-GHz Access Points are certified to the requirements of RSS-210 for 2.4-GHz spread
spectrum devices, and Cisco Aironet 54-Mbps, 5-GHz Access Points are certified to the requirements of
RSS-210 for 5-GHz spread spectrum devices.The use of this device in a system operating either partially
or completely outdoors may require the user to obtain a license for the system according to the Canadian
regulations. For further information, contact your local Industry Canada office.

European Community, Switzerland, Norway, Iceland, and Liechtenstein

Access Point Model:
AIR-OEAP602I-E-K9

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
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Declaration of Conformity with Regard to the 1999/5/EC (R&TTE Directive)

This declaration is only valid for configurations (combinations of software, firmware, and hardware)
provided and supported by Cisco Systems. The use of software or firmware not provided and supported
by Cisco Systems may result in the equipment no longer being compliant with the regulatory

requirements.
Cesky Toto zafizeni je v souladu se zakladnimi pozadavky a ostatnimi odpovidajicimi ustanovenimi
[Czech]: Smérnice 1999/5/EC,
Dansk Dette udstyr er i overensstemmelse med de vesentlige krav og andre relevante bestemmelser i
| Danish]: Direktiv 1999/5/EF,
Dentsch Dieses Geriit entspricht den grundlegenden Anforderungen und den weiteren entsprechenden
[German]: Vorgaben der Richtlinie 1999/5/EL
[Fﬁ?:;nianj' See seade vastab direktiivi 1999/5/EU olulistele nduetele ja teistele asjakohastele sitelele.
English: This equipment is in compliance with the essential requirements and other relevant provisions

nEsh: of Directive 1999/5/EC.

Espaiiol Este equipo cumple con los requisitos esenciales asi como con otras disposiciones de la
[Spanish]: Directiva 1999%5/CL.
Ehhnviset Avtoc 0 sLomhGPUOS eival Of GUUUOPEEAET UE TIC OUOHB LIS ETOITOES KL CALES OYETIKES
[Greek]: dwraZels e Odnyiag 1999 5/EC.
Frangais Cet appareil est conforme aux exigences essentielles et aux autres dispositions pertinentes de
[French]: la Directive 1999/5/EC.
islenska L . o I P
[Icelandic]: betta tazki er samkvazmt grunnkedlfum og drum videigandi Ak vaedum Tilskipunar 1999/5/EC.
[taliano Questo apparato € conforme ai requisit essenziali ed aglhi altri principi sanciti dalla Direttiva
[Italian]; 1999/5/CE.
Latviski 81 iekdrta athilst Direkiivas 1999/5/EK bitiskajam prasibam un citiem ar 1o saistitajiem
[Latvian]: noteikumiem.
Lietuviy Sis jrenginys tenkina 1999/5/EB Direkityvos esminius reikalavimus ir kitas $ios direkiyvos =
[Lithuanian]: nuostatas. Z
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MNederlands Dit apparaat voldoet aan de essentiele eisen en andere van toepassing zijnde bepalingen van de
[Duteh]: Richtlijn 1999/5/EC.

Malti Dan l-apparat huwa konformi mal-htigiet essenzjali u lprovedimenti l-ohra rilevanti tad-
[Maltese]: Direttiva 1999%5/EC.

Margyar Ez a késziilék teljesiti az alapvetd kivvelelményeket és mas 1999/ 5/EK irdnyelvben

[Hungarian]: meghatarozott vonatkozo rendelkezéseket.

MNorsk Dette utstyret er i samsvar med de grunnleggende krav og andre relevante bestemmelser i EU-
[Morwegian]: direktiv 1999/5/EF.

Polski Urzadzenie jest zgodne z ogolnymi wymaganiami oraz szezego lnymi warunkami okreslonymi
[Polish]: Dyrektyvwa UE: 1999/5/EC,

Portugués Este equipamento estd em conformidade com os requisitos essenciais e outras provisoes
[Portuguese]: relevantes da Directiva 1999 5/EC,

Slovensko Tanaprava je skladna z bistvenimi zahtevami in ostalimi relevantnimi pogoji Direktive
[Slovenian]: 1999/5/EC.

Slovensky Toto zariademe je v zhode so zakladnymi poZiadavkam a inymi prisluénymi nariadeniami
[Slovak]: direktiv: 1999 3/EC.

Suomi Tamd laite tiyiai direktiivin 19995/EY olennaiset vaatimukset ja on siind asetettujen muiden
[Finnish]: laitetta koskevien médrdyvsten mukainen.

Svenska Denna utrustning dr i dverensstdmmelse med de vésentliga kraven och andra relevanta 3
[Swedish]: bestdmmelser 1 Direktiv 199%5/EC. &

This device complies with the EMC requirements (EN 60601-1-2) of the Medical Directive 93/42/EEC.
For 2.4 GHz radios, the following standards were applied:

¢ Radio: EN 300.328-1, EN 300.328-2
e EMC: EN 301.489-1, EN 301.489-17
e Safety: EN 60950

~

Note  This equipment is intended to be used in all EU and EFTA countries. Outdoor use may be restricted to
certain frequencies and/or may require a license for operation. For more details, contact Cisco Corporate
Compliance.

Cisco Aironet 600 Series OfficeExtend Access Point User Guide
| g 20 |



Chapter1  Cisco Aironet 600 Series OfficeExtend Access Point User Guide |

I Declarations of Conformity and Regulatory Information

For 54 Mbps, 5 GHz access points, the following standards were applied:

e Radio: EN 301.893
e EMC: EN 301.489-1, EN 301.489-17
e Safety: EN 60950

The following CE mark is affixed to the access point with a 2.4 GHz radio and a 54 Mbps, 5 GHz radio:

430,

Operation of Cisco Aironet Access Points in Brazil

This section contains special information for operation of Cisco Aironet access points in Brazil.

Access Point Models

e AIR-OEAP602I-E-K9

Regulatory Information

Figure 3 contains Brazil regulatory information for the access point models identified in the previous

section.
Figure 3 Brazil Regulatory Information
2444-11-1086
(01)07898362232893 2
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Portuguese Translation

Este equipamento opera em cardter secundario, isto €, ndo tem direito a prote¢ao contra interferéncia
prejudicial, mesmo de estacdes do mesmo tipo, e nao pode causar interferéncia a sistemas operando em
cardter primdrio.

English Translation

This equipment operates on a secondary basis and consequently must accept harmful interference,
including interference from stations of the same kind. This equipment may not cause harmful
interference to systems operating on a primary basis.

Declaration of Conformity for RF Exposure

The radio has been found to be compliant to the requirements set forth in CFR 47 Sections 2.1091, and
15.247 (b) (4) addressing RF Exposure from radio frequency devices as defined in Evaluating
Compliance with FCC Guidelines for Human Exposure to Radio Frequency Electromagnetic Fields. The
equipment shoud be installed more than 20 cm (7.9 in.) from your body or nearby persons.

Declaration of Conformity Statements

All the Declaration of Conformity statements related to this product can be found at the following URL:

http://www.ciscofax.com
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