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Thank you for purchasing CANYON CNP-WF518N1. We sincerely wish you to
enjoy the 802.11b/g wireless network adapter. It is an easy-to-install device that
connects to PC (Ad-Hoc mode for peer-to-peer file sharing) or connects to a wireless
router/access point (for internet connection). To fully utilize the functions and
features of CANYON CNP-WF518N1, please read through the user manual before
you get started.

Introduction

Safety Precautions

Please observe all safety precautions before using the device. Please follow all
procedures outlined in this manual to properly operate the device.

° Do NOT attempt to disassemble or alter any part of the device that is not
described in this guide.

° Do NOT place the device in contact with water or any other liquids. The device
is NOT designed to be liquid proof of any sort.

° In the event of liquid entry into device interior, immediately disconnect the
device from the computer. Continuing use of the device may result in fire or
electrical shock. Please consult your product distributor or the closest support
center.

° To avoid risk of electrical shock, do not connect or disconnect the device with
wet hands.

° Do NOT place the device near a heat source or directly expose it to flame.

° Never place the device in vicinity of equipments generating strong
electromagnetic fields. Exposure to strong magnetic fields may cause
malfunctions or data corruption and loss.

e All images in the user manual are for user reference only. Actual products

might differ slightly than images shown here.
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Hardware Overview

USB Connector

Device Cap Status LED Indicator
USB Connector Connects to PC
Device Cap Protects USB connector

Status LED Indicator Indicates link/activity status

Radio Status LED Status Device Activity

Radio Off Off Wireless LAN function is disabled.

Radio On (No Off No link to wireless AP or Router

Connection) Flashing Transmitting management information.

Radio On On Link to wireless AP or Router

(Connecting to Transmitting data or management
Flashing

AP or Router) information.




Getting Started

Before using CANYON CNP-WF518N1, please make sure that the PC and the
device are within range of an access point (802.11b, 802.11g, or 802.11b/Q).

Connecting to Device

Power on PC.
Insert the device into an USB 2.0
slot.

3. Insert Driver CD into CD-ROM to
start driver installation.

NOTE:

It is recommended to install driver from

Driver CD for full functionalities.

1. After inserting Driver CD, click on

B e e e v Setup.exe to start driver

installation process.
et ot

2. Click on the option “l accept the

gt ol e

e S oo g terms of the license agreement”

and click on Next to continue

driver installation.

NOTE:
Please click on Ok when prompted to install Unsigned Driver. This is a Windows
system warning that indicates the specific driver program is not certified by

Windows.



wless LAN - InstaliShield Wizard

LAM - InstallShield Wizard

Ralink Wirehess LAN - InstallShield Wizard

Inatalfs hickd Wizard Comg:

Select installation type:

Driver and Ralink WLAN Utility:
Install device driver and Ralink
WLAN Utility software designed

specifically for the device.

® Driver only: Install device driver
only.

4. Click on Next to continue driver
installation process.

NOTE:

Installing both driver and Ralink WLAN

Utility is recommended.

5.

Select WLAN configuration
interface to set up wireless
network:

Ralink Configuration Tool:
Software specifically designed to
set up wireless network with
device.

Microsoft Zero Configuration Tool:
Configure device using Microsoft
Window embedded function.
Click on Next to continue driver

installation process.

NOTE:

It is recommended to set up wireless

network using Ralink Configuration Tool

for it fully enhances all device

functionalities.

The driver and/or preferred
network configuration utility will
be installed.

Click on Finish to complete

installation process.



Ralink WireledaLaM Card Status ; Good (KEMN)
LI o Ce ") 5 11038 AM

Launch Config Ukility

Use Zero Configuration as Configuration Ukility
Switch bo AP Mode

Exit

9. After successful installation, a
desktop shortcut will be created
and an icon will be also created at
Notification Area.

10. Right click on the icon and click on
Launch Config Utility to launch
Ralink Configuration Tool or click
on Exit to stop wireless network
connection.

NOTE:

Click on Start > All Programs - Ralink

Wireless - Ralink Wireless Utility to

re-launch utility.



Connecting to Wireless Network

After the driver is correctly installed, it will try to connect to any unencrypted
wireless access point automatically. If you want to connect to a specific wireless
access point, or the access point you wish to connect uses encryption, you have to
configure the wireless network card and input required parameters, to get

connected to the wireless access point you wish to connect.

NOTE: In Vista, the network card will not connect to any unencrypted
wireless access point automatically.

The current status of wireless connection will be displayed by Ralink configuration

utility icon:
o+ Wireless connection is established, good signal reception.
+ Wireless connection is established, normal signal reception.
m Wireless connection is established, weak signal reception.
M Connection is not established yet.

M Wireless network card is not detected.

There are two ways you can configure your wireless network card to connect to
wireless access point: using the Ralink configuration utility and using built-in

windows zero configuration utility.



Using Ralink Utility

Please follow the following instructions to use Ralink configuration utility to connect

to wireless access point.

1. Right-click the Ralink configuration utility icon located at lower-right corner of

computer desktop and then clicks ‘Launch Config Utility’.

Use Zero Configuration as Configuration Ukility
Switch to &P Mode
Exit

Ralink setup utility (RaUl) will launch, and begin to scan for all wireless access

points automatically.

E = o & W

: : Menu
Profile Metwark Advancad Statistics Wi, Fadio On/Off
sorted by = & o @ channel @ signal [ show dBm
AP List =>
¢ ©:  BOERY v
v B8 240
D ken Yo BEPS o ‘_Setup
Area
Rescan Add to Profile Connect M Ore / LeSS

button

RaUl consists two parts: Menu and setup area. You can select a setup function
(Profile, Network, etc.) from menu, and corresponding setup items will be

displayed at setup area.

Some function includes more information, and can not be fitted in setup area. In
this case, you can click ‘More / less’ button to expand the setup utility window,

to display more information:



s #F @ o ? 2 @

Profile Metwark Advanced Statistics Wi, WPS Fadia t)m‘Off A'buut
Sorted by == @ =0 @ channel @ signal [] Show dBm
AP List »>
& s BOQY o m—
¥ 9 % I
P KeEN e ﬁ NS o
Rezcan Add to Profile Connect

Status =»  KEN <--= 00-1C-10-44-FE-OD

ExtraInfo == Link is Up [TxPower:100%] 1= i

Channel >» £ =--> 2437 MHz; central channel : 6 Moise Strength =» 26%
duthentication »»  WPA-PSK

Encryption == TKIP
Metwork Type == Infrastructure Transmit
IP Address == 192,168,165, 117 Link Speed »» 45.0 Mbps
Sub Mask == 256,255,255.0
Default Gateway == 192,168,168, 1

Throughput == 0,000 Kbps

Receive
HT
Link Speed == 39,0 Mbps
By =320 SMRO == 0O
Throughput ==20,576 Kbps
Gl =» long MCS=: 7 SMR1 == nfa

You can click ‘More / Less’ button again, and setup utility window will resume to

its original size.

Tip: If a setup item requires more information to complete the setup
procedure, the setup utility window will expand automatically.

Scan for Other Wireless Devices

There are two kinds of wireless connection mode: Infrastructure and Ad-Hoc.
Infrastructure mode is used by wireless access points, which is able to establish

wireless connection for you and other wireless / wired network clients.

Ad-Hoc mode is also know as ‘point-to-point’ mode, and in this mode, wireless
devices such as computer or PDA will not be capable to establish wireless
connection with more than one wireless device, and is suitable for establishing a

one-to-one wireless connection between two wireless devices.



Before you can connect to any wireless access point or device by infrastructure

or Ad-Hoc mode, there two things you must know:

a. Wireless device’s ‘SSID’ (Service Set IDentifier, someone will call it ‘access

point’s name’).

You can scan for the SSID of other wireless devices nearby, but if the SSID of
the wireless device you wish to connect is hidden, you must know exact SSID

before you can establish connection with it.

b. If the wireless device you wish to connect uses encryption, you must know

its encryption key.

Please launch Ralink setup utility and it will scan for wireless access points near

by:

Profile

Sorted by ==

6F

P KEN

Reszcan

Metwark

@ 351D

Add to Profile

Advanced
o Channel

s
b1
e

Connect

(T 10 1T
o ue
e

2,

]

Statistics

WRAM,

o signal

AP List ==
39%

&

4%

1%

o

WPS

Radio On/ Off

[] show dBm

A'buut

Scan results will be displayed here, please check if the wireless device (access

point or another computer) with the SSID you wish to connect is shown here.

Scan result includes 6 types of information, they are:

5 ©:  BOQY o —

g1 B ¢ e

P kEM e . NS %
A B C D E

10



A The SSID (Service Set Identifier) of wireless device. If nothing is displayed

here, it means the SSID of this wireless device is hidden.

If a 4 symbol appears in front of the name of wireless device, means you’'ve
established connected with that wireless device.

B The type of this wireless device and the channel number of this wireless

device.

6) Means this wireless device is an access point

ﬁ Means this wireless device is a computer (Ad-Hoc mode, point-to-point

connection)

C The wireless standard supported by this access point is displayed here.

‘n’ for 802.11n ', ‘g; for 802.11g 9 , and ‘b’ for 802.11b .
WPS icon o will appear when the access point supports WPS. If the access

=1
point uses encryption, a key icon will appear.

Note: When the access point supports WPS and WPS icon ) is appeared, you

=1
will not see the key icon here even through the access point uses encryption.

D Shows the signal strength of access point by percentage.
E Shows the bar graph of the signal strength.

If you can not see the access point you wish to connect here, please click
‘Rescan’ button to scan for access point again, until the one you preferred is
displayed. You may have to click ‘Rescan’ for more than two times before you

can see the access point you wish to use here.
If you still can not see the access point you wish to use after clicking ‘Rescan’ for
more than five times, please move your computer closer to the location where

the wireless access point is, or see instructions in Chapter 4-2 ‘Troubleshooting’.

If you wish to see detailed information for a specific access point, please

double-click on it, and you’ll be provided with its detailed information.

11



R Ralll EJ
i = 3
- # ? 2 &
Profile MNetwark Advanced Statistics WM, WPS Radio On/Off  About
Sorted by == @ =0 @ channel @ signal [] Show dBm
AP List 2>

& &3 400 s« —
default b @ .Cj sex
& ] s I

P kN e 6% = o

Rescan Add to Profile Connect
.
General RS CCX 802.11n
5D == KEM
MAC Address =>  00-1C-10-AA-FE-OD I ‘
Authentication Type == WPA-PSK
i Legacy Supported Rates (Mbps)i 1, 2, 5.5,
AT G Al 6,9, 11, 12, 18, 24, 36, 48, 54
Channel == 6 <--» 2437 MHz
802, 110 Max, Supported Rates (Mbps):
Metwork Type == Infrastructure 130.0
Beacon Interval == 100
Clase

There are 4 types of technical information:

General: Displays basic information about this access point, such as SSID, MAC

Address, authentication / encryption type, channel etc.

WPS: If this access point supports WPS (Wi-Fi Protected Setup), related

information will be displayed here.

CCX: If this access point supports CCX (Cisco Compatible eXtension), related

information will be displayed here.

802.11n: If this access point complies with 802.11n draft, related information

will be displayed here.

12



And here are descriptions of every setup item in setup area:

Item Name

Description

Sorted by >>

You can decide how to sort all listed access point by

‘SSID’, ‘Channel’, or ‘Signal’ (signal strength).

Show dBm Check this box to show the signal strength of access
point, instead of percentage.
Rescan Click this button to rescan access points. You can click

this button for several times, if the access point you wish

to use does not show in the list.

Add to Profile

You can store a specific access point to profile, so you can
link to that access point directly next time, without

inputting authentication key again.

To add an access point to profile, you have to select an
access point from the list first, then click ‘Add to Profile’

button. Detailed instructions will be given below.

Connect

Connect to a selected access point. You have to select an

access point from the list first and then click ‘Connect’ to

connect to the selected access point.

Connect to an Access Point

If the wireless access point you wish to connect is found, you can establish

connection with it by clicking ‘Connect’ button. Instructions will be given as follow:

1. Click the wireless access point or network device you wish to connect, it will be

highlighted, then click ‘Connect’.

Sorted by =»

6F

P default

Rescan

Profile

Add to Profile Corgect

* & B O ¢

Advanced  Statistics Y WPS  Radio On/OFf  About

@ Channel @ signal [] show dem
AP List ==

s BOQY o m—
b @ .Cj 00
o g 5%

|

. .
LETTTT LA

13



2.

3.

If the access point you selected does not use encryption, you’ll be connected to
this wireless access point within one minute. If the access point you selected

uses encryption, please proceed to step 3.

If the wireless access point does not have SSID, you’ll be prompted to input it
now. Please ask the owner of wireless access point for the exact SSID and input
it here, then click ‘OK’ when ready. If the SSID you provided here is wrong, you’ll

not be able to connect to this access point.

R Ralll X
& = 3
ek L 4 N
Profile Metwark Advanced Statistics Wi, WPS Fadio On/Off  About
Sorted by == @ =0 @ channel @ signal [] Show dBm
P List 5>
S BUQO s+
6 &3 GO cox  m—
& ] % I
P kN e 60° o m—
Rescan Add to Profile Connect
-~
Please enter 5510
e),8 Cancel

If the wireless access point uses encryption, you will be prompted to input its

WEP key or WPA preshared key.

duth, Y Encry.,

Aduthentication == WPA-PSK o Encryptian == TKIP -

WP Preshared Key ==

Wep Key

I:‘ Show Paszward

[o],8 Cancel

14



4. Please ask the owner of the wireless access point you want to connect, and input
the correct key here and then click ‘OK’. By checking ‘Show Password’ box, the

encryption key you inputted here will be displayed.

If the value you inputted here is wrong, you will not be able to connect to this

wireless access point.

Authentication type will be selected by the authentication type of the

access point automatically, please don’t change it.
However, if you’re connecting to an access point uses 802.1x authentication, you

have to check ‘802.1x’ box and input related information. Instructions for

802.1x authentication will be given later.

5. If the wireless access point is successfully connected, you’'ll see a ’ symbol

appears in front of the name of wireless device.

B & =
[ #F @ © .
Profile Metwark Advanced Statistics Wi, WPS Fadio On/Off  About
sorted by =» @ S5ID o Channel o signal [] show dBm
AP List >
6 o BEPO wx  m—
) 245
P kEN e RS o
Rescan 4dd to Profile Connect
b 4

You can put the mouse cursor over the Ralink configuration utility icon, and the
brief information about link status and signal strength of current wireless

connection will be shown as a popup balloon.

Ralink. Wireless LAMN Card Skaktus | Good (KEN)
PO s, 11138 AM

You can also click More / Less button (... ®....]) to see detailed information of

connected access point:

15



Status =+

Extra Info ==
Channel ==
Authentication ==
Encryption ==
Metwork Type ==
IF dddress ==

Sub Mask ==

Default Gateway ==

By ==20

Gl == long

KEM =--# 00-1C-10-4é-FE-OD

Link. is Up [T:xPower: 100%]

& <--» 2437 MHz; central channel : &
WP A-PSH

TEIP

Infrastructure

192,168, 168,117

ZRR, 28R, 2660

192,168,165, 1

HT

SMRO == 27

MCE =2 7 SMR1 == nfa

Moize Strength =» Z6%

Transmit
Link Speed == 65,0 Mbps

Throughput == 1,643 Kbps
Receive
Link Speed == 39.0 Mbps

Throughput ==28.472 Kbps

Add an Access Point to Profile

If you will connect to some specific wireless access point frequently, you can add

their information to the profile. Just like the telephone directory, the profile saves all

information of access points, and you can recall them anytime you wish to establish

connection.

You can add a found access point to profile, or input all information of an access

point

by yourself.

To add a found access point to profile, please select a found access point first (to

make it highlighted), then click ‘Add to Profile’ button; to input the information of

access point by yourself, please go to ‘Profile’ menu and click ‘Add’ button.

X RaUl
EI 1 = i
|E= s s @
Profile MNetwark Advanced Statistics W, WPS Radio On/Off
sorted by =» @ =D @ Channel @ signal [] Show dBm
AP List =»
& &3 0o o+
&1 g 20—
P rEn e ﬁ NS s e
“ pun LN I ..
Rescan : Add to Profile g Connect

L 4 *
*raugpusr®

A'buut

16



40

|
Pru_file MNetwark

Frofile

LR N N
A ",

Add "
y
I T T L

@

= /
Advanced Statistics WPS Radio On/Off  About

List
Profile Mame ==
5510 ==
Metwork Type ==
Authentication ==
Encryption ==
Use 802, 1x ==
T Powet 3
Channel ==
Power Save Mode ==
RTS Threshold ==
Fragment Threshaold ==

The setup utility will expand:

System Config Auth. YEncry.

Profile Mame == |PROF2

SSID =3 |KEN

Power Save Mode => O Chih

[0 RTs Threshold

|:| Fragment Threshaold

MNetwaork Type == Infrastructure b
j Tx Pomer =x At -
@ Psm
]
#]

[o],% Cancel

Here are descriptions of every setup item:

Item Name

Description

Profile Name

You can give this profile a name. Every profile needs a

unique name.

SSID

Please input the SSID of this access point. If you selected
an access point from the list, and its SSID is not hidden,
the SSID will be filled automatically; however, you can
modify the SSID by yourself.

Network Type

Please select the network type: Ad hoc or Infrastructure.
If you’re connecting to an access point, please select
‘Infrastructure’; for point-to-point wireless connection
(i.e. connecting to another computer using Ad Hoc

mode), please select Ad hoc here.

If you selected an access point from the list above, please

17




keep this field unchanged.

Tx Power

You can select the wireless output power here. If you're
not too far from access point (good signal reception), you
can select a lower output power to save energy; for a
distant access point, you can select a higher output

power.

It's suggested to select ‘Auto’ to let setup utility decide

the best output power for you.

Preamble

Select the preamble for Ad hoc mode here. Available

options are ‘Auto’ and ‘Long’.

It's suggested to select ‘Auto’ to let setup utility decide

the preamble for you.

Channel

You can select the radio channel number for AdHoc mode

here.

Power Save Mode

Please select CAM (constantly awake mode, keep wireless
radio activity even when not transferring data), or PSM
(Power saving mode, switches radio off when not

transferring data).

It's recommended to choose ‘PSM’ if you're using this
network card with notebook computer to help the battery

live longer.

RTS Threshold

Check this box to set the RTS threshold by yourself. You
can drag the slider to set the threshold value, or input the

value in the box located at right.

It's recommended to keep this value untouched unless

you know the effect of changing this value.

Fragment Threshold

Check this box to set the packet fragment threshold by
yourself. You can drag the slider to set the threshold

value, or input the value in the box located at right.

It's recommended to keep this value untouched unless

you know the effect of changing this value.

18




To set authentication / encryption information for the access point. Please click ‘Auth.

\ Encry.’ tab:

System Config

Wep Key

Auth, VEncry,

duthentication == WPA-PSK A d Encryption == TKIP -

WPA Preshared Key == ||

D Show Password

[0],% Cancel

Here are descriptions of every setup item:

Item Name

Description

Authentication

Select the authentication type of the wireless access point or wireless
device you wish to connect. When you’re adding a profile from an
existing access point or wireless device, authentication type will be

selected automatically, and please do not change it.

If you select ‘LEAP’, you'll be prompted to input LEAD specific settings:

Identity == |

Pazzinard == | [ shiow Passward

Domain Mame == |

@ wep @ wPa-TKIP @ wPAz-AES

Please input LEAP identity, password, domain name, and select
encryption type. You can check ‘Show Password’ box so the password

you inputted will be displayed as you type, but not replace by asterisk.

Encryption

Select the encryption type of the wireless access point or wireless
device you wish to connect. When you’re adding a profile from an
existing access point or wireless device, the encryption type will be

selected automatically, and please do not modify it.

WPA Preshared
Key

Input WPA preshared key here. If encryption is not enabled, or you
select ‘WEP’ as encryption type, this field will be disabled and grayed

out.

19




WEP Key

You can select key type (Hexadecimal or ASCII) and input WEP key
here. If encryption is not enabled, or you select ‘WPA’ as encryption
type, this field will be disabled and grayed out. You can set up to 4 WEP

keys here.

There are two types of WEP key: Hexadecimal and ASCII. For
Hexadecimal key, you can input number 0-9 and alphabet a-f; for
example, ‘001122aabbcc’; For ASCII key, you can input number 0-9
and alphabet a-z; for example, mywepkey12345.

The length of WEP key depends on the type of WEP key you selected.
You can input 10 or 26 hexadecimal characters and 5 or 13 ASCII

characters as WEP key.

Show Password

Check this box and all passphrases or security keys you inputted will

be displayed as you type, but not replace your input with asterisk.

Use 802.1x

If the access point you wish to connect requires 802.1x
authentication, please click on ‘Use 802.1x’ box, then click ‘802.1X’

tab to set 802.1x parameters.

To set 802.1x authentication for the access point. Please click ‘802.1X’ tab:

D% PASSVWORD

System Config Auth, YEncry. S0Z21%

EAP Method == PEAP - Tunnel Authentication == EAP-MSCHAP w2 - @ Session Resumption

Client Certification Server Certification

Tunmel 1D f Pazsward

Authentication 1D Passwaord

|dentity ==
Tunnel 10 =» Tunnel Passwaord »x [ show Passward

Ok Cancel

Here are descriptions of every setup item:

Item Name

Description

EAP Method

Select 802.1x EAP method from dropdown menu. Please ask the
administrator of the access point you wish to connect to select a

correct EAP method.

20




Tunnel

Authentication

Select 802.1x tunnel authentication type from dropdown menu.
Please ask the administrator of the access point you wish to connect to
select a correct tunnel authentication method. This pull down menu is
only available when authentication type you use is 'PEAP’, ‘TLS /
Smart Card', or 'TTLS".

When you use 'EAP-FAST' as authentication type, the protocol setting
is always 'Generic Token Card' and can not be changed. You also need
to select ‘Soft Token’ or ‘Static Password’ as password in ‘ID \

Password’ setting.

'EAP Fast’ authentication type also have a sub-menu to set EAP

fast-specific parameters:

|E| Uze protected authentication credential REMOYE Impart

Filz Path ==

If you need to use protected authentication credential, check ‘Use
protected authentication credential’ box, and click ‘Import’ to
load .pac credential file; to remove a loaded credential file, click

‘Remove’.

Session

Resumption

You can enable or disable session resumption here. If you don’t know
if you should enable session resumption or not, please ask your

802.1x authentication administrator.

ID \ Password
tab

Input 802.1x username (ID) and password and other information if it
is required here. Click ‘Show Password’ to show the password you

typed.

Client

Certification tab

Use this tab to select a local certificate from dropdown menu. If the
access point you wish to connect required a specific client certificate,
the certificate must be installed on your computer, and you can select

the certificate here.

Server

Certification tab

Use this tab to use server-based certification. Please select a CA
(Certificate Authority) from dropdown menu. If intermediate
certificates are allowed, please select ‘Allow intermediate certificates’.
Also, if you need to specify CA server’s name, you can specify it in

‘Server name’ field. You can select ‘Server name must match’, so the

21




CA server’s name must be the same with the value you set in ‘Server
name’ field; If only the domain name part of full server name must the

same with the value you set in ‘Server name’ field, select ‘Domain

name must end in specified name’.

After you complete all information related to the access point, click ‘OK’ to save the

profile, or click ‘cancel’ to cancel adding a new profile.

If the profile is created, you will see the information in the Profile List.

- ® & B 0 2 Z @

Profile MNetwork Advanced Statistics WA, WPS Radio On/Off  About

- Profile List -

PROF1 . Profile Mame == PROF1

S50 == KER
Metwork Type == Infrastructure

Authentication == WPA-PSK

Encryption == TKIP
Use 802, 1x »= NO

Tx Power == duto
Channel == duto
Power Save Mode »= Cam
RTS Threshaold == 2347

Add Edit Delete hctivate Fragment Threshold == 2346

Using Windows Zero Configuration

Windows XP and Vista has a built-in wireless network configuration utility, called as

‘Windows Zero Configuration’ (WZC). You can also use WZC to configure your
wireless network parameter:

1. Right-click Ralink configuration utility icon and select ‘Use Zero Configuration as
Configuration utility’.

Launch Config Ukiliky

_onfiguration as Confiquration Lkt

2. Right click Windows Zero Configuration icon and select ‘View Available Wireless

Networks'. If you can not find the icon, please follow the procedures from step 3
to step 5.

22




Change Windows Firewall settings

Cpen Mebwork, Connections

.
.
R

.
g
“ay

HERE!
3. Click ‘Start’ button (should be located at the bottom-left corner of windows
desktop), click ‘Control Panel’, then click ‘Network and Internet Connections’ in
Control Panel.

B Control Panel

File Edit Wiew Favorites Tools  Help

Q Back O L@ /C) Search [E Folders v

Address E’ Control Panel

E " Control Panel & Pick a category

E» Switch ko Classic View
r——' v
| & Appearance and Themes ‘- Printers and Other Hardware

See Also ", - -
& windows Update -
=]
1w User Accounts

€) Help and Support e Network and Internet Connections —

i‘g @ Adior Remave Prograns DatF. Time, Language, and Regional
Options

- _4’ Sounds, Speech, and Audio Devices 1 Accessibility Dptions

_\_d Performance and Maintenance \ Security Center
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4. Click ‘Network Connections’.

B Network and Internet Connections

File Edit Wiew Favorites Tools  Help

@Back = \‘:} L% pSearch [EL Folders Elv

Address E} Metwork and Internet Conneckions

Network and Internet Connections
See Also

% My MNetwork Places

wJ Printers and Other Pick a task...

Hardware
% Remate Desktop

R Phone and Modem Options

@ Add a Bluetaoth device E| Create a connection to the network at your workplace

E| Set up or change your Internet connection

E| Set up or change your home or small office network
Troubleshooters
[;| Set up a wireless network for a home or small office
Horne or Small Office .
Metworking [;| Change Windows Firewall settings
@ Internet Explorer -

|2) Metwork Diagnostics

or pick a Control Panel icon

=
* Bluetooth Devices '-’ Internet Dptions
-
&
# Network Connections t¢ Network Setup Wizard
® ]

&
=T Windows Firewall 'W"I' Wireless Network Setup Wizard

5. Right-click ‘Wireless Network Connection’ (it may have a number as suffix if you
have more than one wireless network card, please make sure you right-click the
‘Ralink 802.11n Wireless LAN Card), then select ‘View Available Wireless
Networks’.

Wireless Metwork Connection 2 LAMN ar High-5p...  Mak connected, Firewalled
<L Local Area Connection D'-:;Elt.'lf’...............................__ irewalled
<L, 1394 Connection 'z ""E":"_ Avallahle 'I|I|I'|reless Hel:wur !‘.5..-.- inevalled

Stakus
Repair

Bridge Connections

Create Sharkouk
Delete
Rename

Properties

6. All wireless access points in proximity will be displayed here. If the access point
you want to use is not displayed here, please try to move your computer closer
to the access point, or you can click ‘Refresh network list’ to rescan access points.

Click the access point you want to use if it’'s shown, then click ‘Connect’.
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i) Wireless Network Connection 2 |X|

Dkt Choose a wireless network

g Refresh netvork list Click an itenn in the list below ko connect ko a wireless netwaork in range or to get mare
information,

.,:‘], Set up a wireless network
far & home or small office

Related Tasks

._‘i") Learn about wireless
nebworking

s Change the order of
preferred networks

@& Change advanced
settings

7. If the access point is protected by encryption, you have to input its security key

or passphrase here. It must match the encryption setting on the access point.

If the access point you selected does not use encryption, you’ll not be prompted

for security key or passphrase.

Wireless Metwork Connection

The network 'default’ requires a network key (also called a WEP ke or WPA key), &
netwark key helps present unknown inkruders From connecting to this network,

Twpe the key, and then click. Connect.

Mebwork key: | | |

Confirm nebwork keys | |

L_Q_Dnnect ] [ Cancel ]

8. If you can see ‘Connected’ message, the connection between your computer and

wireless access point is successfully established.

LA L TN
L]

[Y 0

25 Ris
L -
. K

L2 *
Ll .
LT T L



3 Wireless Metwork Connection 2

N T Choose a wireless network

ﬁ Refresh netvork list Click an itenn in the list below ko connect ko a wireless netwaork in range or to get mare
information,

default Connected 7

.;'f; Set up a wireless network
far & home or small office

Related Tasks

y Learn about wireless
nebworking

s Change the order of
preferred networks

@% Change advanced
settings

| Disconnect |
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Profile Management

If you need to connect to different wireless access points at different time, like of
access point of your home, office, cybercafe, or public wireless service, you can
store the connection parameters (encryption, passphrase, security etc, etc.) as a
profile for every access point, so you don’t have to input these parameters every
time when you want to connect to a specific wireless access point. To manage
profiles, right-click the Ralink configuration utility icon located at lower-right corner

of computer desktop, then click ‘Launch Config Utility’.

Launch Config | Ikilisy
27" Use Zero Configuration as Configuration Utility

B e

Exit

Click the ‘Profile’ menu. All profiles will be listed in ‘Profile List’, and you can select a

profile from the list, all information about selected profile will be listed.

- # & @ 0 2 2@

Profile Network  Advanced  Statistics MM, WPS  Radio On/Off  About

- Profile List -
Profile Name == PROF1

FROF1

5510 == KEM
Metwork Type == Infrastructure
huthentication == WPA-PSK

Encryption == TKIP

Use 802, 1% == N
Tx Power == futo
Channel =» Auto

Power Save Mode == Cam
RTS Threshold == 2347

Add Edit Delete Activate Fragment Threshold == 2346
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Add a profile

If you want to click new profile, click ‘Profile’ menu, then click ‘Add’ button. You’ll be
prompted to input detailed information of access point, as described in Section
2-2-1-3.

Ralll X
ik =
L # ,
Profile MNetwork Advanced Statistics WhAM, WeS Radio On/Off  About
Profile List
PROFA KEM = @ Profile Mame ==
S50 ==
Metwork Type ==
Authentication ==
Encryption ==
Use 602, 1x ==
Tx Power 3
Channel ==
gnutNE,, Power Save Mode ==
. .
(A ., RTS Threshold »=
L]
. Add : Edit Delete Activate Fragment Threshold ==
“0 ".
®appans® b
System Confiz Aduth, YEncry,
Prafile Mame == |PROF2 Metwork Type == Infrastructure -
Tx Pomer == Auto -
S0 => | j
Pawer Save Mode >> (T Chb @ rsw
[] RTs Threshald —_—
|:| Fragment Threshold : _— 1%
9,4 Cancel
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Edit an existing profile

If you have added a profile before, and you wish to change the content of the profile,
you can use this function. Please select a profile from the list first, then click ‘Edit’
button. You’ll be provided with the contents of selected profile, and you can edit

them. Click ‘OK’ to save changes, or click ‘Cancel’ to discard changes.

RaUl X
B= ik = ;
Es s 3 Z B
Profile MNetwark Advanced Statistics WM, WPS Radio On/Off  About
Profile List
PROF1 KEN Ll Prafile Name »= PROF1
5510 == KEM
Metwork Type == Infrastructure
Authentication == WPA-PK
Encryption == TKIP
Use 802, 1x == NO
Tx Power == futa
Channel »> Auta
“""".. Power Save Mode == Cam
O
K ‘s RTS Threshald >» 2347
-
Add " Edit u Delete hctivate Fragment Threshold == 2346
Yer  Le*
MTTTT LA -
System Config Auth, YEncry.
Profile Mame == |PROF1 Metwork Type == Infrastructure -
55D => [KEN - Tz Pawer »» Auto -
Pawer Save Mode >> (T3 Chb @ rsw
[] RTS Threshald ¢
[ Fragment Threshold .} 234
Cancel
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Delete an existing profile

If you no longer need a profile, you can delete it. Select the profile you wish to delete
from the list, and click ‘Delete’ button to delete it.

RalJl X
-~
— # @ ¢ 2 @
Profile MNetwark Advanced Statistics WM, WPS Radio On/Off  About
Profile List
PROF1 KEN Ll Prafile Name »= PROF1
5510 == KEM
Metwork Type == Infrastructure
Authentication == WPA-PK
Encryption == TKIP
Use 802, 1x == NO
Tx Power == futa
Channel »> Auta
“-l“l... Power Save Mode == cam
o X RTS Threshold == 2347
Add [ Edit :‘ Delete .: dctivate Fragment Threshold == 2346
%o - ‘$’ .
Sapant
System Conﬁg_ Auth, YEncry.

Profile Mame == |PROF1

Metwork Type == Infrastructure -
55D => [KEN - lPoiietees Auto -
Pawer Save Mode >> (T3 Chb @ rsw
[] RTS Threshald oy
[ Fragment Threshold ; T et
[0],% Cancel
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Activate a profile

When you want to connect to a specific wireless device in the profile list, you can

select it and click ‘Activate’ button, to establish connection with it.

RaUl X
Bz R = 3
Es s 3 ¢ Z B
Profile MNetwark Advanced Statistics WM, WPS Radio On/Off  About
Profile List
PROF1 KEN Ll Prafile Name »= PROF1
5510 == KEM
Metwork Type == Infrastructure
Authentication == WPA-PK
Encryption == TKIP
Use 802, 1x == NO
Tx Power == futa
Channel »> Auta
PRLLLE N Power Save Mode == cam
. Yo
o~ 2 RTS Threshold »» 2347
Add Edit Delete : Activate : Fragment Threshold == 2346
PR —— _ . J
* *
'.' aamn?® L L
System Config Auth, YEncry.
Profile Mame == |PROF1 Metwork Type == Infrastructure -
55D => [KEN - Tz Pawer »» Auto -
Pawer Save Mode >> (T3 Chb @ rsw
[] RTS Threshald oy
[ Fragment Threshold ; — Y
[0],% Cancel

When you selected a profile and click ‘Activate’ button to activate the profile, a 4

icon will be displayed in front of the profile to show that the connection is failed;

When the connection is successfully established, a ’ icon will be displayed.
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Advanced Settings

This wireless network card provides several advanced settings for experienced
wireless users. You can change these settings to increase data transfer performance,

or change operation mode.

Please follow the following instructions to set advanced wireless settings:

1. Right-click the Ralink configuration utility icon located at lower-right corner of

computer desktop and then click ‘Launch Config Utility’.

Use FEFH CaHmYUratan as Configuration Utility
Switch ko AP Mode
Exit

2. Click ‘Advanced’ menu, and the following settings will appear:

RalJl X
B= fot o,
E - # B L
Profile MNetwork Advanced Statistics WA, WPS Radio On/Off  About
WAl e D Enable CCX (Cisco Compatible eXtensions)
[@ Enable T Burst ] 250 mis (0-2000)

[] Enable TCP Window Size
I:‘ Fast Roaming at ‘0 dBm

I:‘ Show Authentication Status Dialog

Apply
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Here are descriptions of every setup item:

Item Name

Description

Wireless mode

Display the wireless operation mode of the network card.

Enable Tx Burst

Check this box to accelerate the data transmit rate. It
may not work with all wireless access point and wireless

devices.

Enable TCP Window

Size

Check this box and the configuration utility will adjust TCP
window size automatically to get better performance. It
should be safe for most of wireless environments, but if
you found some problem on data transfer, uncheck this

box.

Fast Roaming

Check this box and you can control the threshold that the
wireless network card should switch to another wireless
access point with better signal quality. Only adjust value
when you understand what it means and you need to

roam between multiple access points.

Show Authentication

Status Dialog

When your computer is being authenticated by wireless
authentication server, a dialog window with the process of
authentication will appear. This function is helpful to find
out the problem when you can not be authenticated, and
you can provide this information to authentication

server’s administrator for debugging purpose.

Enable CCX

Enable Cisco Compatible eXtensions. CCX is a wireless
feature developed by Cisco used to improve the wireless
performance with CCX compatible wireless devices.
Check this box if you need to connect to CCX-compatible
wireless devices. When you enabled CCX, the following

setup items will become available:

Turn on CCKM: Check this box to enable CCKM (Cisco
Centralized Key Management), which enables wireless
clients to roam between CCKM-enabled access points in

very short time.

Enable Radio Measurements: When you’re connecting to
CCX-compatible access point, check this box to enable

radio measurement function to improve wireless
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connectivity.

Non-Serving Channel Measurements Limit: When you’re
connecting to CCX-compatible access point, check this
box to enable measurement on unused radio channels to

improve wireless connectivity.

After you finish the settings, click ‘Apply’ to apply new settings.
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View Network Statistics

The configuration utility provides information about network statistics and link
status. If you want to know how your wireless network card works, you can use
these functions to get detailed information about the wireless connection you're

using.

Please follow the following instructions to check network statistics:

1. Right-click the Ralink configuration utility icon located at lower-right corner of

computer desktop and then click ‘Launch Config Utility’.

aEEEEEEEEEmEEEEE RN,
Ll "raa,
ws® L]

Launch Config Ukiliky

Use Zero Configuration as Configuration Lkility
Swikch ko AP Mode

Exit

2. Click ‘Statistics’ menu and the statistics of wireless connection will be displayed:

P= 5% =
B - ” Z @
Profile Matwark Advanced Statistics WA WRS Radio On/Off  About
Transmit Receive
Frames Tranzmitted Successfully = 4106
Frames Retransmitted Succeszfully = 1051
Frames Fail To Receive ACK After All Retries = Z
RTS Frames Successfully Receive CTS = i}
RTS Frames Fail To Receive CTS = a
Reset Counter
b 4

All connection-related statistics is displayed here. You can click ‘Transmit’ or
‘Receive’ tab, to view the statistics of transmitted or received packets. You can

also click ‘Reset Counter’ button, to reset the statistics of all items back to O.
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WMM Setting

This wireless network card provides WMM (Wi-Fi Multimedia) function, which can
improve the performance of certain network applications, like audio/video
streaming, network telephony (VolP), and others. When you enable the WMM
function of this network card, you can define the priority of different kinds of data,
to give higher priority to applications which require instant responding. Therefore

you can improve the performance of such network applications.
Please follow the following instructions to set advanced wireless settings:

1. Right-click the Ralink configuration utility icon located at lower-right corner of
computer desktop and then click ‘Launch Config Utility’.

“‘-.----

Launch Config Lkilits

Use Zero Contiguration as Configuration Lkility
Switch ko AP Mode

Exit

2. Click ‘'WMM’ menu, and the following settings will appear:

E w @ # @ © ¢ 2

Profile Metwark Advanced Statistics YA WhS Radio On/Off  About
— WM Setup Status
Wik => Enabled Power Save =» Disabled Direct Link == Dizabled
[ vt Enable

[] Whith - Power Save Enable

D Direct Link Setup Enable

T T T st
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In ‘WMM Setup Status’ block, current WMM settings will be displayed. And here are

descriptions of every setup item:

Item Name Description

WMM Enable Check this box to enable WMM function. Please click
‘Apply’ button on the right of this check box after you
check or uncheck this box, so corresponding settings in

this window will be activated or deactivated respectively.

WMM - Power Save Check this box to enable WMM power saving mode to

Enable save energy, and let your computer’s battery live longer.

You also have to select WMM power save modes here:

AC_BE: Best Performance
AC_BK: Worst Performance
AC_VI: Video data has priority
AC_VO: Voice data has priority

Direct Link Setup If you have another WMM-enabled wireless device, you
Enable can enter its MAC address here, then click ‘Apply’ button,
and this network card will establish a direct link to the

wireless device you specified here.

You also have to specify the timeout value of this
directly-linked wireless device. Valid values are from 1 to
65535 (seconds), and input ‘0’ for infinity.

If you want to remove a specific wireless device from
direct link table, select the device and click this button to

remove it.
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WPS Configuration

Wi-Fi Protected Setup (WPS) is the latest wireless network technology which makes
wireless network setup become very simple. If you have WPS-enabled wireless
access point, and you want to establish a secure connection to it, you don’t have to
configure the wireless access point and setup data encryption by yourself. All you
have to do is to go to the WPS setup page of this wireless card, click a button, and
then press a specific button or enter a set of 8-digit code on the wireless access

point you wish to establish a secure connection - just three simple steps!

For older wireless access points, it's possible to perform a firmware upgrade to
become a WPS-enabled access point. Since they may not have a hardware button to
press for WPS setup, you can use an alternative WPS setup method - input the pin
code. Every WPS-compatible wireless network card support pin code configuration
method; you can just input the code to wireless access point, and the wireless

access point and wireless network card will do the rest for you.

This wireless network card is compatible with WPS. To use this function, the wireless
access point you wish to connect to must support WPS function too. Now, please
follow the following instructions to establish secure connection between

WPS-enabled wireless access point and your wireless network card.
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WPS Setup - PBC (Push-Button Configuration)

Right-click the Ralink configuration utility icon located at lower-right corner of

computer desktop and then click ‘Launch Config Utility’.

Launch Config Lkility

Use Tero CHAFJORERan 35 Configuration Ukility
Switch to &P Mode

Exit

Click ‘WPS’ menu, and the following settings will appear.

R Ralll X
B @ ~
E o # @ 0 ,
Profile Matwark Advanced Statistics WA, WhS Radio On/Off  About
WPS AP List
Reszcan
ID: 6F 00-0E-2E-E1-De-29 3 L Infarmation
0 00-0E-2E-44-81-Dd 11 @ Fin Code -
— AT Bﬂ;n_esu..
- WPS Profile List - :¢‘ Config Mode '.‘
u
® Enrolles > )
‘0' Q’
.
pELTT ST Y e
£ -
PN @WPS Associate |E | Progress == 0% E :
PEC. [@Ps Probe |E Discannect
[t 2 ol
b

Set ‘Config Mode’ to ‘Enrollee’, and then push the ‘WPS’ button on your wireless
access point (the button used to activate WPS standby mode may have another
name), or use other way to start WPS PBC standby mode as the instruction given

by your wireless access point’s user manual.

You can also set ‘Config Mode’ to ‘Registrar’. In this mode, this wireless network
card will wait for other WPS-enabled access points to send WPS pairing requests.
Please refer to the instruction given by your wireless access point’s user manual

to understand how to send WPS requests.
Before you start to establish the wireless connection by using WPS, you can click

‘Rescan’ button to search for WPS-enabled access points near you again, to

make sure the WPS function of your access point is activated.
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R RaUl X

e =
= " #F @ © P .
Profile MNetwark Advanced Statistics W, WPS Radio On/Off  About

WPS 4P List L LT
— Rescan
ID: ¢F 00-DE-2E-E1-Dé-29 3 SRR L P ee———ry

o 00-0E-ZE-44-81-D4 11 9 Fin Code

41489093 Renew

Config Mode

Enrallee >

WPS Profile List

(=110 @WPS Associate |E Progress == 0% te
PEC [@Ps Probe |E Disconnect

[t

All access points with WPS function enabled will be displayed here. Please make
sure the access point you wish to connect is displayed. If not, please click
‘Rescan’ few more times. You can also click ‘Information’ button to see the

detailed information about selected access point.

Start PBC pairing procedure at access point side (please refer to the instruction
given by your access point’s manufacturer), then click ‘PBC’ button in wireless
configuration utility to start to establish wireless connection by WPS. Please be
patient (This may require several seconds to one minute to complete). When
you see ‘WPS status is connected successfully’ message, means the connection
between this wireless network card and access point is successfully established
by WPS, and the information about access point you connected to will be

displayed.

You can click ‘Detail’ button to see detailed information of connected access
point. If you wish to save this connection as a profile, you can click ‘Export
Profile’ button, and this connection will be saved. You can find this connection in

‘Profile’ tab in a later time.

Sometime WPS may fail (In the following picture, WPS pairing is failed because

no WPS-enabled access point is found):
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Ralll g|

£ &=
a = & , @
MNetwark Advanced Statistics WM, WPS Radio Cn/Off  About Help
WS AP List
Rescan
D 00-0E-2E-44-81-D4 1 2 Infarmation
D 6F 00-0E-2E-E1-D-29 3 L Pin Code
11255376 Renew
WPS Profile List Config Mode
Enrolles -
< >
PN @WPS Associate |E ] Progress => 10%
L (@ viPs Prabe IE PEBC - Mo PEC 4P available Dizconnect
[t SROTLE]
b, 4

You can click ‘PBC’ button few more times to try again. When an access point is
connected, you can click ‘Disconnect’ to disconnect your wireless network card
from a connected access point, or select another WPS-enabled wireless access
point, then click ‘Connect’ to establish connection to selected access point, if
there are more than one WPS-enabled access point found. You can also click
‘Rotate’ button, and next access point on the list will be selected to establish

connection.

If you want to delete a found access point from the list, select it and click ‘Delete’
button.
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WPS Setup - PIN

If the wireless access point you wish to connect supports PIN, please follow the

following instructions to establish connection to it:

1. Right-click the Ralink configuration utility icon located at lower-right corner of

computer desktop and then click ‘Launch Config Utility’.

Launch Config Lkility
CORRAUYALGN as Configuration Lkility

e Zero

Switch to AP Mode
E:xik

2. Click ‘WPS Configuration’ menu, and the following settings will appear.

R Ralll X
B @ ~
15 e & Z B
Profile Matwark Advanced Statistics WhS Radio On/Off  About
WPS AP List
Reszcan
ID: 6F 00-0E-2E-E1-De-29 3 L Infarmation
0 00-0E-2E-44-81-Dd 11 @ Fin Code
41459093 Renew
WPS Profile List Config Mode
Enrallee >
£ | >
PN @WPS Associate |E | Progress == 0% Ratate
PEC. [@Ps Probe |E Discannect
[t ol
b

3. The PIN code of your wireless network card is an eight-digit number located at
the upper-right position of configuration utility. Remember it, and input the
number to your wireless access point as the WPS PIN code (Please refer to the

user manual of your wireless access point for instructions about how to do this).

NOTE: If you experienced problem with the pin code provided here,
you can click ‘Renew’ to get a new pin code.

4. Click ‘PIN’ button now, and wait for few seconds to one minute. If a wireless
access point with correct PIN code is found, you’ll be connected to that access

point.
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5. You may have to click ‘PIN’ for few more times to try again. If you still can not
connect to access point by this way, please make sure the PIN code you provided

to access point is correct.

There are also some options available for WPS configuration:

R Ralll X
B 3 &
= sl el :
Profile MNetwark Advanced Statistics W, WPS Radio On/Off  About
WS AP List
Rescan
D 6F 00-0E-2E-E1-D4-29 3 2 Infarmation
o 00-0E-2E-44-81-D 1" g Pin Code
41489093 Renew
WPS Profile List Config Mode
Enrolles -
.
EIM N IZ‘WPS Aszociate |E Progress == 0% E
FEC = [@wPs Prabe IE H Disconnect
H .
* [Jauta -
H A
S RN NN EEEEEEAEEEESENEEEESNESEEEESEESREEESEAREEESSESEEEEEEEEEE -

WPS associate IE: Check this box to send the association request with WPS IE
during WPS setup. This is optional and you can use default value if you don’t know

what will be affected.
WPS probe IE: Check this box to send the WPS probe request with WPS IE during
WPS setup. This is optional and you can use default value if you don’t know what will

be affected.

Auto: When in PIN mode, wireless access point to be connected will be selected

automatically if this box is checked.
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Radio ON/OFF

You can switch the wireless radio transceiver on and off by the utility, so if you want

to disable wireless network function, you don’t have to remove the network card
physically.

1. Right-click the Ralink configuration utility icon located at lower-right corner of
computer desktop and then click ‘Launch Config Utility’.

Launch Config Lkilits

Lise" ¥era"Confatvantn as Configuration Ukility
Switch to &P Mode

Exit

2. To switch wireless radio on/off, please click ‘Radio On/Off’ button.

o
nns?®

-~ & & @ @

Pfu_ﬁle MNetwork Advanced Statistics Wi WPS

adio On/Off ..',C\buut

suuy,

.
. g
00 *
- ile List - 3 03
Profile List Canans®

PROF1 . Profile Mame == PROF1

S5ID == KEN
Metwork Type == Infrastructure
Authentication == WPA-PSK
Encryption == TKIP
Use 802, 1x == NO
Tx Power == duto
Channel == duto
Power Save Mode == Cam
RTS Threshold == 2347
Fragment Threshold == 2348

Add Edit Delete Activate

T

Radio On/Off \yireless radio is on (Green)

Radio On/Off  \yireless radio is off (Red)
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About

The ‘About’ tab provides you the information about version number of the
configuration utility, driver, and other important information about your wireless

network card.

Please follow the following instructions to see these information:

1. Right-click the Ralink configuration utility icon located at lower-right corner of

computer desktop and then click ‘Launch Config Utility’.

27

Launch Config Lkilits

Use ZerD ConfiguraHan as Configuration Lkility
Switch ko AP Mode
E:xzit

2. Click ‘About’ tab, and the following information will appear.

RalJl 3
ﬁ Do,
E # @ © ¢ Z @
Profile MNetwork Advanced Statistics WA, WPS Radio On/Off  About

(o) Copyright 2008, Ralink Technology, Inc, All rights reserved,

RaConfig Wersion == Z.1.5.100 Date == 06-24-2008
Driver Wersion == 1.2.0.0 Date =» 06-10-2005
EEPROM Wersion == 0.1 Fitmware VWersion == 0.10
Phy_#ddress == 00-50-FiC-71-10-05

A, RA L INKTECH. COb
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Online Help

If you need to know the directions of how to use specific function in the utility, please
click ‘Help’ button. On-line help documents will be presented in Windows help

format.

¥

Help Click this button to view on-line help documents.
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Soft-AP Function

Excepting become a wireless client of other wireless access points, this wireless card
can act as a wireless service provider also! You can switch this wireless card’s
operating mode to ‘AP’ mode to simulate the function of a real wireless access point
by software, and all other computers and wireless devices can connect to your

computer wirelessly, even share the internet connection you have!

Please follow the instructions in following chapters to use the AP function of your

wireless card.

Switch to AP Mode and Basic Configuration

The operating mode of the wireless card is ‘Station Mode’ (becoming a client of other
wireless access points) by default. If you want to switch to AP mode, please

right-click Ralink utility icon, and select ‘Switch to AP Mode’.

Launch Config Likiliky
Lise, Zero Configuration s, Configutation, Uity

H Switch ko 8P Mode .

......E}EiE..................................................................

After you select ‘Switch to AP Mode’, the Ralink utility icon will be changed to:

L&

Which indicated the wireless card is operating in AP mode now. If you want to switch

the wireless card back to station mode (become a client of other wireless access

points), click ‘Switch to Station Mode’.

A configuration window will appear after you switch the operation mode to ‘AP’,

which asks you to assign an existing network card with internet connection.
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9 Internet Connection Sharing with SoftAP

Please select a network card which had Internet access[yWAN]

Name I,

Description ]

MAC Address |

P ]

Enable ICS Not enable ICS

If your computer has another network card which is connected to Internet, please
select it from ‘Name’ dropdown menu, and click ‘Enable ICS’; if your computer does
not have another network card with Internet connection, please click ‘Not enable
ICS'.

After you click ‘Enable ICS’ or ‘Not enable ICS’, you’ll see the basic configuration

menu of the AP function.

P Ralink Wireless Utility %
Corfig I.f-‘«cc:ess Eontrnl] Mac Table] Event Lu:ug] Statistic&] Abaut ]
S5ID |S-:-fL-’-\F'-DS Charinel |1 -
Wireless Mode ¢- Uze Mac Address | Security Setting
Country Region Code [ Mo farwarding among wireless clients
11 B/G 0 CH1-11 -
J [~ Hide 551D
[v Allow B 40 kHz
W TxBURST
Beacon [ms) 100
T Power 100 % hd
Idle time(50 - 3600)z) =00
Drefault Cancel | Apply |
Help
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Here are descriptions of every setup item:

Item Name Description
SSID Please input the SSID (the name used to identify
this wireless access point) here. Up to 32 numerical
characters can be accepted here, excepting space.
Channel Please select the wireless channel you wish to use. The

number of channels available here will vary depends on

the setting of ‘Country Region Code’.

Wireless Mode

Select the operation mode of the access point here.

Use Mac Address

Click this button to use the MAC address of the wireless

card as SSID. A prefix ‘AP’ will be added automatically.

Security Setting

Set the security options (wireless data encryption).

Please refer to chapter 3-2 ‘Security Settings’ for details.

Country Region Code

Please select the country code of the country or region
you live. Available options are 0-7, which will affect the

available wireless channels you can use:

0: FCC (US, Canada, and other countries uses FCC radio
communication standards)

: ETSI (Europe)

> SPAIN

: FRANCE

: MKK

: MKKI (TELEC)

: ISERAL (Channel 3 to 9)

: ISERAL (Channel 5 to 13)

N~ o o b~ 0N R

Please note that only change the country code if
you are in different country. For example: when
operating this product in US, only channels 1—-11
can be operated. Selection of other channels is not

permitted under FCC regulations.

No forwarding among

wireless clients

Check this box and wireless clients will not be able to

share data with each other.

Hide SSID

Check this box and the SSID will not be broadcasted to
the public. Your wireless clients must know the exact
SSID to be able to connect to your computer. This option

is useful to enhance security level.
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Allow BW 40 MHz

Check this box to allow BW 40MHz capability.

Tx BURST

Check this box to accelerate the data transmit rate. It
may not work with all wireless access point and wireless

devices.

Beacon(ms)

You can define the time interval that a beacon signal
should be send. Default value is 100. Do not modify this

value unless you know what will be affected.

TX Power

You can select the wireless output power here. Please
select a proper output power setting according to your
actual needs. You may not need 100% of output power if

other wireless clients are not far from you.

Idle Time

Select the idle time for the wireless access point. Default

value is 300. Do not modify this value unless you know

what will be affected.

To save changes, click ‘Apply button. Or you can click ‘Default’ to reset all

values to factory default value.

Security Setting

This wireless card supports wireless encryption in AP mode, which will encrypt the

data being transferred over the air to enhance data security level. It's recommended

to enable data encryption unless you wish to open your computer (and its internet

connection) to the public.

When you click ‘Security Setting’ in the utility, the following window will appear:

Security Setting g|
Authentication Type Encryption Type ’m
WPA Pre-shared-Key |
Group Rekey Interval ’— 4

g | =
c |
¢ |
c [
I~ Show Password
Cancel
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Here are descriptions of every setup item:

Item Name

Description

Authentication Type

Please select a wireless authentication type you wish to
use. Available options are ‘Open’, ‘Shared’, WPA-PSK’,
‘WPA2-PSK’, and ‘WPA-PSK / WPA2-PSK'. If you want to

disable wireless data encryption, you must select ‘Open’.

Encryption Type

Please select an encryption mode. The available options
in this setting item will vary depending on the
authentication type you select. If you select ‘Not Use’,
data will not be encrypted and people with some
networking knowledge will be able to read the data you

transfer with proper tool.

WPA Pre-shared Key

Please input the WPA pre-shared key here. Only clients
with the same pre-shared key you inputted here will be
able to connect to your computer. This setting is only

available when you select one of WPA encryptions.

Group Rekey Interval

You can specify the time interval to re-issue the keyto
your wireless clients here. You can click the button '10
seconds’ or ‘Kpackets’ to change the unit of time interval.
(every 10 seconds or a thousand data packets times the

value you specified in ‘Group Rekey Interval’ field).

Wep Key

Please input the WEP encryption key here when you
select ‘WEP’ as encryption type. There are 2 types of WEP
key: Hex (number O to 9, and ASCII characters A to F)
and ASCII (all alphanumerical characters plus symbols).
Please select the type of WEP key first, and then input the
WEP key according to the type of WEP key you selected.

If you want to use WEP 64 bits encryption, please input
10 characters if you select HEX, or input 5 characters if
you select ASCII. If you want to use WEP 128bits
encryption, please input 26 characters if you select HEX,
or input 13 characters if you select ASCII. 128 bits
encryption is safer then 64 bits, but the data transfer

speed will be slightly reduced.

Show Password

Check this box and the WPA pre-shared key or WEP key

you inputted will be shown, but not replaced by asterisk

™-
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When you finish with setting and want to save changes, click ‘OK’ button, or click

‘Cancel’ button to discard all changes you made.

Access Control

If you’re not going to open your computer and wireless resources to the public, you
can use MAC address filtering function to enforce your access control policy, so only
wireless clients with MAC address you defined by this function can be connected to

your software access point.

X

£ Ralink Wireless Utility

Config Access Control ] Mac Tahle] Ewent Log] Statistics] About ]

Access Paolicy

MALC Address Access List

[
[
| Al

Apply

Help

Here are descriptions of every setup item:

Item Name Description

Access Policy Select the policy type of your access rule.

Disable: Allow any wireless client with proper

authentication settings to connect to this access point.

Allow All: Only allow wireless clients with MAC address

listed here to connect to this access point.
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Reject All: Reject wireless clients with MAC address listed

here to be connected to this access point.

MAC address Input the MAC address of the wireless client you wish to

allow or reject here. No colon () or hyphen (-) required.

Add Add the MAC address you inputted in ‘MAC address’ field
to the list.
Delete Please select a MAC address from the list, then click

‘Delete’ button to remove it.

Remove All Delete all MAC addresses in the list.

When you finish with setting and want to save changes, click ‘Apply’ button.

Connection Table

If you want to see the list of all wireless clients connected to this access point, please

select ‘Mac Table’ tab from the utility.

¥ Ralink Wireless Utility

Eonfig] Access Control - Mac Table l Event Log] Statistics] About ]
MAC Address | AlD | Power 5aving Mode | Status
00-16-6F-45-B0-40 1 Mo Rate = 24.00
00-09-2D-51-Ea-7E 2 Mo B: Rate=11.00
< bd
Help
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Here are descriptions of every field:

Item Name Description

MAC Address Displays the MAC address of this wireless client.

AID The serial number of this wireless connection.

Power Saving Mode Displays the capability of power-saving function of this

wireless client.

Status Displays additional information of this wireless
Connection, like current wireless operating mode and

data transfer rate.

Event Log

This software access point will log all wireless-related activities as a log. Click ‘Event

Log’ tab, and the event log will be displayed.

 Ralink Wireless Utility

X

D:nnﬁg] Access D:nntn:nl] Mac Table Ewentlog l Statistics] About l

Ewvent Time [yy/mm/dd- hh:mm:sz] | Meszage |

2007 /04 A16-14:00: 20 00-16-6F-45-B0-40 associated
2007 /04 #16-14:00: 55 00-16-6F-45-B0-40 left this B55
2007 404 A16-14:02: 50 00-16-6F-45-B0-40 azsociated
2007 /04 416-14:06: 11 00-03-20-51-E4-7E associated

Clear

Help

You can click ‘Clear’ to remove all entries in the log.
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Statistics

If you want to know detailed information about how your software access point

works, click ‘Statistics’ tab, and the event log will be displayed.

" Ralink Wireless Utility

D:unfig] Arcess Eontrnl] Mac Table] EventLog Statistics lAbout ]

Transmit Statiztics

Frames Tranzmitted Successfully & 23078
Frames Fail To Receive ACK After &Il Retries = 127
RT5 Frames Successfully Receive CTS = 0
RT5 Frames Fal To Receive CTS = 0
Frames Tranzmitted Successfully After Rety = 1184

Receive Statistics

Frames Received Succeassiully = 187
Frames Received Witk CRC Eror = 8383
Frames Dropped Due To Out-of B ezource = i]
Duplicate Frames Received = a

Help

You can click ‘RESET COUNTERS’ button to reset all counters to zero.
About
The ‘About’ tab provides you the information about version number of the

configuration utility, driver, and other important information about your wireless

access point.
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£ Ralink Wireless Utility %

Cnnfig] Access Eontrnl] Mac Table] Event Lu:ug] Statistics  About l

. E ‘ W RALIMETECH.COM |

[] Copenght 2008, Ralink Technology, Inc. Al nghts reserved,

Ltiliby “erzion : 2050 [ate 0B-16-2008

Diriver Yersion : 1.200 Date: 0E-10-2008
EEPROM Verzsion: 0.1 Firrmweare Version . 0.10

IP Address : 1921681231 Phy_Address : 00-50-FC-71-10-08
Sub Mazk 255,255, 255.0 Default Gatewany :

Help
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Appendix

Specification

Standards: IEEE 802.11b/g
Interface: USB 2.0 (USB 1.1 Compatible)
Frequency Band: 2.4000 ~ 2.4835GHz (Industrial Scientific Medical Band)
Data Rate: 11b: 1/2/5.5/11Mbps
119g: 6/9/12/24/36/48/54Mbps
11n (20MHz): MCS0-7 (up to 72Mbps)
11n (40MHz): MCSO-7 (up to 150Mbps)
Securities: WEP 64/128, WPA, WPA2
Cisco CCX Support
Antenna: Internal Printed Antenna
Drivers: Windows 2000/XP/2003/Vista
LED: Link/Activity
Temperature: 32—~104°F (O — 40°C)
Humidity: 10-95% (NonCondensing)
Certification: FCC, CE

Troubleshooting

If you encounter any problem when you’re using this wireless network card, don’t
panic! Before you call your dealer of purchase for help, please check this
troubleshooting table, the solution of your problem could be very simple, and you

can solve the problem by yourself!

Scenario Solution

I can’t find any wireless 1. Click ‘Rescan’ for few more times and see if
access point / wireless device you can find any wireless access point or

in ‘Site Survey’ function. wireless device.

2. Please move closer to any known wireless
access point.

3. ‘Ad hoc’ function must be enabled for the
wireless device you wish to establish a direct

wireless link.
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4. Please adjust the position of network card (you
may have to move your computer if you're
using a notebook computer) and click ‘Rescan’
button for few more times. If you can find the
wireless access point or wireless device you
want to connect by doing this, try to move
closer to the place where the wireless access

point or wireless device is located.

Nothing happens when 1 click
‘Launch Config Utility’

1. Please make sure the wireless network card is
inserted into your computer’s USB port. If the
Ralink configuration utility’s icon is black, the
network card is not detected by your
computer.

Reboot the computer and try again.
Remove the card and insert it into another USB
port.

Remove the driver and re-install.

| can not establish connection
with a certain wireless access

point

4
5. Contact the dealer of purchase for help.
1. Click ‘Connect’ for few more times.

2. If the SSID of access point you wish to connect
is hidden (nothing displayed in ‘SSID’ field in
‘Site Survey’ function), you have to input
correct SSID of the access point you wish to
connect. Please contact the owner of access
point to ask for correct SSID.

3. You have to input correct security key to
connect an access point with encryption.
Please contact the owner of access point to
ask for correct security key.

4. The access point you wish to connect only
allows network cards with specific MAC
address to establish connection. Please go to
‘About’ tab and write the value of
‘Phy_Addess’ down, then present this value to
the owner of access point so he / she can add
the MAC address of your network card to his /

her access point’s list.
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The network is slow / having | 1. Move closer to the place where access point is

problem when transferring located.

large files 2. Disable ‘Tx Burst’ in ‘Advanced’ tab.
Enable ‘WMM’ in ‘WMM’ tab if you need to use
multimedia / telephony related applications.

4. Disable ‘WMM — Power Save Enable’ in ‘WMM’
tab.

5. There could be too much people using the
same radio channel. Ask the owner of the

access point to change the channel number.

Please try one or more solutions listed above.

Glossary

1. What is the IEEE 802.11g standard?
802.11g is the new IEEE standard for high-speed wireless LAN
communications that provides for up to 54 Mbps data rate in the 2.4 GHz band.
802.11g is quickly becoming the next mainstream wireless LAN technology for
the home, office and public networks.
802.11g defines the use of the same OFDM modulation technique specified in
IEEE 802.11a for the 5 GHz frequency band and applies it in the same 2.4 GHz
frequency band as IEEE 802.11b. The 802.119g standard requires backward
compatibility with 802.11b.

The standard specifically calls for:

A. A new physical layer for the 802.11 Medium Access Control (MAC) in the 2.4
GHz frequency band, known as the extended rate PHY (ERP). The ERP adds
OFDM as a mandatory new coding scheme for 6, 12 and 24 Mbps
(mandatory speeds), and 18, 36, 48 and 54 Mbps (optional speeds). The
ERP includes the modulation schemes found in 802.11b including CCK for
11 and 5.5 Mbps and Barker code modulation for 2 and 1 Mbps.

B. A protection mechanism called RTS/CTS that governs how 802.11g devices
and 802.11b devices interoperate.

2. What is the IEEE 802.11b standard?
The IEEE 802.11b Wireless LAN standard subcommittee, which formulates the
standard for the industry. The objective is to enable wireless LAN hardware
from different manufactures to communicate.
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3. What does IEEE 802.11 feature support?
The product supports the following IEEE 802.11 functions:

CSMA/CA plus Acknowledge Protocol
Multi-Channel Roaming

Automatic Rate Selection

RTS/CTS Feature

Fragmentation

Power Management

4. What is Ad-hoc?
An Ad-hoc integrated wireless LAN is a group of computers, each has a
Wireless LAN card, Connected as an independent wireless LAN. Ad hoc
wireless LAN is applicable at a departmental scale for a branch or SOHO
operation.

5. What is Infrastructure?
An integrated wireless and wireless and wired LAN is called an Infrastructure
configuration. Infrastructure is applicable to enterprise scale for wireless
access to central database, or wireless application for mobile workers.

6. What is BSS ID?
A specific Ad hoc LAN is called a Basic Service Set (BSS). Computers in a BSS
must be configured with the same BSS ID.

7. What is WEP?
WEP is Wired Equivalent Privacy, a data privacy mechanism based on a 40 bit
shared key algorithm, as described in the IEEE 802 .11 standard.

8. What is TKIP?
TKIP is a quick-fix method to quickly overcome the inherent weaknesses in
WEP security, especially the reuse of encryption keys. TKIP is involved in the
IEEE 802.11i WLAN security standard, and the specification might be officially
released by early 2003.

9. What is AES?
AES (Advanced Encryption Standard), a chip-based security, has been
developed to ensure the highest degree of security and authenticity for digital
information, wherever and however communicated or stored, while making
more efficient use of hardware and/or software than previous encryption
standards. It is also included in IEEE 802.11i standard. Compare with AES,
TKIP is a temporary protocol for replacing WEP security until manufacturers
implement AES at the hardware level.
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10. Can Wireless products support printer sharing?
Wireless products perform the same function as LAN products. Therefore,
Wireless products can work with Netware, Windows 2000, or other LAN
operating systems to support printer or file sharing.

11. Would the information be intercepted while transmitting on air?
WLAN features two-fold protection in security. On the hardware side, as with
Direct Sequence Spread Spectrum technology, it has the inherent security
feature of scrambling. On the software side, WLAN series offer the encryption
function (WEP) to enhance security and Access Control. Users can set it up
depending upon their needs.

12. What is DSSS? What is FHSS? And what are their differences?
Frequency-hopping spread-spectrum (FHSS) uses a narrowband carrier that
changes frequency in a pattern that is known to both transmitter and receiver.
Properly synchronized, the net effect is to maintain a single logical channel. To
an unintended receiver, FHSS appears to be short-duration impulse noise.
Direct-sequence spread-spectrum (DSSS) generates a redundant bit pattern
for each bit to be transmitted. This bit pattern is called a chip (or chipping
code). The longer the chip is, the greater the probability that the original data
can be recovered. Even if one or more bits in the chip are damaged during
transmission, statistical techniques embedded in the radio can recover the
original data without-the need for retransmission. To an unintended receiver,
DSSS appears as low power wideband noise and is rejected (ignored) by most
narrowband receivers.

13. What is Spread Spectrum?
Spread Spectrum technology is a wideband radio frequency technique
developed by the military for use in reliable, secure, mission-critical
communication systems. It is designed to trade off bandwidth efficiency for
reliability, integrity, and security. In other words, more bandwidth is
consumed than in the case of narrowband transmission, but the trade off
produces a signal that is, in effect, louder and thus easier to detect, provided
that the receiver knows the parameters of the spread-spectrum signal being
broadcast. If a receiver is not tuned to the right frequency, a
spread —spectrum signal looks like background noise. There are two main
alternatives, Direct Sequence Spread Spectrum (DSSS) and Frequency
Hopping Spread Spectrum (FHSS).
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14. What is WMM?
Wi-Fi Multimedia (WMM), a group of features for wireless networks that
improve the user experience for audio, video and voice applications. WMM is
based on a subset of the IEEE 802.11e WLAN QoS draft standard. WMM adds
prioritized capabilities to Wi-Fi networks and optimizes their performance
when multiple concurring applications, each with different latency and
throughput requirements, compete for network resources. By using WMM,
end-user satisfaction is maintained in a wider variety of environments and
traffic conditions. WMM makes it possible for home network users and
enterprise network managers to decide which data streams are most
important and assign them a higher traffic priority.

15.What is WMM Power Save?

WMM Power Save is a set of features for Wi-Fi networks that increase the
efficiency and flexibility of data transmission in order to conserve power. WMM
Power Save has been optimized for mobile devices running latency-sensitive
applications such as voice, audio, or video, but can benefit any Wi-Fi device.
WMM Power Save uses mechanisms included in the IEEE 802.11e standard
and is an enhancement of IEEE 802.11 legacy power save. With WMM Power
Save, the same amount of data can be transmitted in a shorter time while
allowing the Wi-Fi device to remain longer in a low-power “dozing” state.

16. What is GI?
Gl stands for Guard Interval. It’'s a measure to protect wireless devices from
cross- interference. If there are two wireless devices using the same or near
channel, and they are close enough, radio interference will occur and reduce
the radio resource usability.

17. What is STBC?
STBC stands for Space-Time Block Coding, which is a technique used to
transfer multiple copies of data by multiple antenna, to improve data transfer
performance. By using multiple antennas, not only data transfer rate is
improved, but also the wireless stability.

18. What is WPS?
WPS stands for Wi-Fi Protected Setup. It provides a simple way to establish
unencrypted or encrypted connections between wireless clients and access
point automatically. User can press a software or hardware button to activate
WPS function, and WPS-compatible wireless clients and access point will
establish connection by themselves. There are two types of WPS: PBC
(Push-Button Configuration) and PIN code.
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