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SECTION 1

Network Design and Case Study Overview

Introduction

This case study describes how two companies set up basic modem | P services by using Cisco AS5x00
network access servers.

The two companies
¢ Plan and design a basic |P modem dial-up network.
¢ Deploy networking equipment by configuring, verifying, and troubleshooting the Cisco 10S.

¢ Prepare for operations by inspecting modem call statistics and enabling basic management
protocols.

This case study
¢ Isfor network engineers who work with dial-up access technologies.

e Assumes that the reader has a CCNA or higher level of familiarity with Cisco 10S routers
and technologies.

Note  The term Cisco AS5x00 refers to the Cisco AS5300 and AS5800 network access servers.
Although this case study uses two specific companies as examples and seems very specific
at times, the principlesin this case study can be applied on a general level.

Scenario Description

The following two companies are used in the case study:

¢ Maui Onions—A co-operative marketing and distribution company for onions grown in Maui.
The company isinstalling a dial-up service for their members and roaming sales force.

¢ THEnet—A competitive Internet Service Provider (ISP) in Austin, Texas. The company is
providing dial-up servicesto household consumers and university students. THEnNet’s users want to
send email and surf the Internet with aweb browser.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Section1  Network Design and Case Study Overview |

M Scenario Description

Both companies

¢ Enableremote modem usersto access | P backbone resources through the public switched tel ephone
network (PSTN).

¢ Build an access network foundation that scales to support larger dial implementations for the
future.

¢ Have amost identical technology requirements and business applications. Therefore, one business
scenario diagram is shown for both companies. Figure 1-1 shows the business scenario.

Figure 1-1  Business Scenario
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This case study describes how to set up one network access server (NAS). Setting up the following
components is outside the scope of this document:

¢ NAS stacking

e AAA server setup

e |P address scaling

¢ Remote-node ISDN configuration (synchronous PPP)

Cisco AS5x00 Case Study for Basic IP Modem Services
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Network Design and Case Study Overview

Dial Planning Questionnaire

Both companies answer a planning questionnaire. Based on their design choices, both companies create

a network-service definition.

The dial questionnaire in Table 1-1 shows the following:

e A seriesof planning design questions and configuration issues

e A list of design options
e Maui Onions’ design choices
e THEnet's design choices

Dial Planning Questionnaire

Table 1-1  Dial Services Questionnaire
Maui Onions’
Design THEnet's

Design Questions Design Options Choices Design Choices
What is the user-growth projection for the | ¢ 3 months 500 users 5,000 users
next 5 years.' . 1Yea 1,000 users | 20,000 users

e 5Years 2,000 users 1 million users
What is the user-to-line ratio during busy 15:1 10:1
hours?
What access mediais used for the dial e Anaoglines Yes Yes
services? « ISDNBRI lines |No No
What type of remote devices will be e Anaog modems |Yes Yes
supported? e Remote LANs No No

e PCBUSISDN No No

terminal adaptors

e V.110 No No

e V.120 No No
What operating systems will be supported? | ¢ Windows 95 Yes Yes

e Windows 98 Yes Yes

e Windows NT Yes Yes

e UNIX No Yes

e MacOS No Yes
Will you support dial-in modem services? | ¢ Yesor No Yes Yes
Rank these technology priorities. e AAA design #1 #2

e |Pdesign #2 #3

e V.90 modem #3 #1

performance

[ 11/24/1999
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Network Design and Case Study Overview |

M Dial Planning Questionnaire

Table 1-1  Dial Services Questionnaire (continued)
Maui Onions’
Design THEnet's
Design Questions Design Options Choices Design Choices
When users connect to modems, what e EXEC shell Yes Yes
access service will they use? sessions Yes Yes
e PPP sessions No No
e SLIP sessions
Will you support multilink?If yes, will you | ¢ Yesor No No Yes. A stacked
scale to a stacked multi-chassis solution? solution.
Will you support PPP timeouts * Yesor No No No
(accounting)?
For the short term, where are the users e Local AAA Local AAA Local AAA
passwords stored? database in the
router
e Remote AAA
databasein a
server
In the long term, will you useaAAA e TACACS+ Yes Yes
server? If yes, what protocol will you use? | RADIUS TACACS+ RADIUS
Will users be allowed to change their own | ¢ EXEC shell Yes Yes
passworas? If yes, how? e CiscoSecureweb |EXEC shell CiscoSecure
page web page
Will the access network use an external e Yesor No Yes No
authentication database such as Securel D,
Windows NT, or Novell NDS?
Will you support per-user attribute * Yesor No Yes No
definitions (authorization)?
Do you have an existing accounting system | ¢ Yesor No No Yes
to monitor call-detail records?
Are you running an existing network * Yesor No No No
management system?

1. Three months = current deployment requirement.
One year = current design plan requirement.
Five years = future scalability plan requirement.

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Network Design and Case Study Overview

Network Service Definition

Based on the design choicesin Table 1-1, each company creates its own network-to-user service
definition. Table 1-2 provides the definition for each company.

Network Service Definition

Table 1-2  User-to-Network Service Definitions

Maui Onions’ Requirements

THEnet's Requirements

Line requirements! for the next 5 years:
e 3 months: 25 lines
e lyear: 50lines
e 5Syears: 100 lines

Line requirements for the next 5 years:
e 3 months: 500 lines
e 1year: 2000 lines
e 5Syears: 100,000 lines

One Cisco AS5300 isrequired for the
first year.

One Cisco AS5800 is required for the
first three months.

Analog lines and modems.

Analog lines and modems.

Supported operating systems. Windows
95, 98, and NT.

Maui Onions controls the client types
used by its employees.

Supported operating systems: Windows
95, 98, NT, UNIX, and MacOS.

THEnet offers Internet access to all
client types.

AAA isthe highest technology priority.

V.90 modem performance is the highest
technology priority.

Dial-in only support.

Dial-in only support.

EXEC shell and PPP session support.

EXEC shell and PPP session support.

No multilink PPP support.

Multilink PPP support in a stacked
solution for deployment in a future
phase of this project.

PPP timeouts will not be supported.

PPP timeouts will not be supported.

Remote AAA TACACSH+ server to store
users' passwords. Users can change
their passwords by using the EXEC
shell.

Remote AAA RADIUS server to store
users' passwords. Users can change
their passwords by using the

Cisco Secure web page.

Per-user attribute definitions
(authorization) are supported.

Per-user attribute definitions are not
supported.

A network element management server
is needed.

A network element management server
is needed.

1. Thelinerequirement is calculated by dividing the number of users by the user-to-line ratio during

busy hours.

[ 11/24/1999
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W Network Service Definition

The network service definition for each company is different:

Maui Onions' scaling projections are much smaller than THEnet’s projections. For this reason,
THERet requires higher density network access servers (that is, THEnet requires a Cisco AS5800
instead of a Cisco AS5300).

Maui Onions cares more about security and less about billing. THEnNet cares more about billing and
less about security.

THERnet has a higher V.90 priority and, for this reason, will spend more time fine tuning V.90 than
Maui Onions. THENet's primary objective isto get 56K modem-connections enabled. For THEnRet,
higher connect speeds equate to increased sales, whereas Maui Onions' revenue stream does not
depend on high modem-connect speeds. Maui Onions will use dial-up service for its employees.

AAA design isimportant to Maui Onions. A defined security policy protects enterprise network
resources.

Maui Onions enables its network administrator users to change their own passwords by using an
EXEC shell login. THEnNet allows its users to change their own passwords using a web page
interface.

For the short term, both companies store users’ passwords in a local -username database inside the
router. In the long term, Maui Onions will scale to use TACACS+ security. THEnet will use
RADIUS security.

Maui Onions supports per-user attribute definitions. THEnet provides Internet access only.
Maui Onions enables specific onion vendors to dial in, pass through filters, and access specific
devices.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Network Design and Case Study Overview

Network Topology, Hardware, and Software Selection
Network Topology, Hardware, and Software Selection
Figure 1-3 shows the devices that are used to build both dial-up access environments.
One recommended topology is used for both companies.
Figure 1-3 Network Topology Elements
j Network element
> management server
iy, 5 (NTP, Syslog, SNMP)
I Analog lines PRI lines j AAA
e - gEc— :{gserver
Clients Modems P 4 i DNS
Cisco AS5x00 = "
with integrated &4
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gateway —
-i/
Internet B/

firewall

Both companies have similar network topologies. The hardware elements and software releases are
described in the following tables.

Table 1-1 Hardware Elements
Element Purpose Maui Onions THEnet
Remote clients and To access the | P backbone through |PCs PCs, Macs,
analog modems the PSTN. UNIX
workstations
Cisco AS5x00 NAS | To terminate modem calls and Cisco AS5300 Cisco AS5800
Point-to-Point Protocol (PPP)
sessions.
PRI lines To provide high throughput (64K) |T1 trunks T3 trunks
for digital and analog calls.
In general, T1 and T3 trunks can be
ISDN PRIs or channelized T1s.
Network element To maintain and monitor the NAS. |[NTP, syslog?, NTP, syslog,
management server SNMP? SNMP
Remote AAA server | To perform basic user TACACS+ RADIUS
authentication.

[ 11/24/1999
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M Configuration Design Parameters

Table 1-1 Hardware Elements (continued)

Element Purpose Maui Onions THEnet

Default gateway To forward packets to the P Router Router
intranet and Internet.

Internet firewall To protect the IP intranet from Cisco PIX Cisco PIX
intruders and hackers.

Edge router To provide connectivity between  |Router Router
the access subnet and the IP
backbone.

1. Network Time Protocol
2. System logs (logging)

3. Simple Network Management Protocol

To obtain the latest Cisco 10S features and bug fixes, the access servers are upgraded to the following

software releases:

Table 1-2 Software Releases: Cisco |I0S and MICA Portware
Hardware Start with Upgrade to
Cisco AS5300 Cisco 10S Release 11.3(7)AA Cisco |0S Release 12.0(5)T
MICA portware 2.6.2.0 MICA portware 2.7.1.0
Cisco AS5800 Cisco 10S Release 11.3(9)AA2 Cisco 10S Release 12.0(4)XL1
MICA portware 2.6.2.0 MICA portware 2.6.2.0 (same)

Use a mature Cisco | OS release whenever possible. For example, a mature release is 12.0(10)T
not 12.0(1) T. Maintenance release 10 is more mature than maintenance release 1. During the
development of this document, the most mature releases available are 12.0(5)T and 12.0(4)XL1.

Configuration Design Parameters

Before the equipment is deployed at the customer sites, both companies define the following

configuration design p
¢ |P subnetting and

arameters:
address strategy

¢ Device parameters

¢ Network dial plan

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Network Design and Case Study Overview

Figure 1-4 IP Subnetting Diagram

— EXXXXi
Clients Modems

Configuration Design Parameters

Ho-access ﬂl
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mi

NAS loopbacks
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Note  This case study uses private RFC 1918 |P addresses. For more information, refer to the

following URL:

http://www.ietf.org/rfc/rfc1918.txt

For Maui Onions and THEnNet, Table 1-5 through Table 1-7 describe the following:

¢ |P subnetting plan

¢ Device parameters

e Dia plan

Table 1-5 IP Subnetting Plan

/
|
Internet mmf
firewall

28312

Network Name

Assigned Subnet

Description

Headquarters
Block

172.22.0.0/171

The block of |P addresses reserved for the devicesinside the
corporate network.

Remote block

172.22.128.0/17

The block of IP addresses reserved for the incoming
remote-node modem clients.

Hg-access

172.22.66.0/26

The headquarter’s access Ethernet subnet. All the access
devices are directly connected to this subnet.

If additional access serversand POP-management devicesare
needed, they are assigned to this | P subnet. This approach
simplifies network design.

[ 11/24/1999
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M Configuration Design Parameters

Table 1-5 IP Subnetting Plan

Network Name Assigned Subnet

Description

NAS loopback 0 |172.22.99.0/24

Identifies the router with a unique and stable IP address for
network management purposes. One | P address from a
common address block is assigned to each network device.
This technique enabl es the network operations center (NOC)
to more easily perform security filtering.

One class C subnet that used to identify devices can support
254 distinct nodes with unique loopback | P addresses.

NASloopback 1 172.22.90.0/24

Used to host a pool of IP addresses for the remote nodes.
In this way, one route is summarized and propagated to the
backbone instead of 254 host routes.

Setting up interior gateway protocols (IGP) is outside the
scope of this document. For example, OSPF and EIGRP.

1. The/17 meansthere are 17 bits in the subnet mask. For /26, there are 26 bits in the subnet mask and so on.

N

Note

A simple IP address strategy is used for this case study. Scaling |P addressesis

outside the scope of this document.

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Configuration Design Parameters

Table 1-6 Device Parameters

Device Parameters
Router host names 5300-NAS

5800-NAS
Interface ethernet O 172.22.66.23 255.255.255.0
Interface loopback O 172.22.99.1 255.255.255.255
Interface loopback 1 172.22.90.1 255.255.255.0

IP local address pool

5300-NAS = 172.22.90.2 through 172.22.90.97
5800-NAS = 172.22.90.2 through 172.22.90.254

Primary and secondary |172.22.11.10

name servers 172.22.12.11

Default gateway 172.22.66.1

|P domain names mauionions.com
the.net

Network element 172.22.66.18

management server
(NTP, SNMP, syslog)

SNMP community
strings

Read only (RO) = poptarts
Read write (RW) = pixysticks

Table 1-7  Dial Plan

Item Value Description
PRI telephone 4085551234 Telephone numbers assigned to the T1 trunks.
L 4085556789 These numbers are used for:
e Testing new modem firmware
* |solating debugs for specific users
ISDN PRI 5ESS The telco’s switch type that connects to the
switch type T1 PRI trunks. In this case study, the T1 trunks
are not using channel associated signaling
(CAS).
Framing type e ESFisusedfor Maui Defines the control bits and data bits.
Onions' T1 trunks.
e M23isusedfor THEnet's
T3 trunk.
Line code type e B8ZSisused for Maui An encoding method used to allow
Onions' T1 trunks. synchronous data to be transmitted in a
¢ Noline codeis used for compatible format.
THEnRet's T3 trunk.

[ 11/24/1999
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I Deployment and Operation Task Strategy

Table 1-7  Dial Plan (continued)

Item

Value

Description

Test call login username = dude

password = dude-pw

Username password for sending test callsinto
the NAS.

Deployment and Operation Task Strategy

Table 1-8 describes the deployment and operation task strategy used in this case study. Maui Onions
and THEnNet use a common strategy.

Table -8 Deployment and Operation Task Strategy

Section

Task

Description

2

Commissioning the Cisco AS5300
Hardware

Understanding the Cisco AS5300 basic
hardware architecture.

Supporting EXEC terminal shell services
and login prompts for modem clients.

Commissioning the Cisco AS5800
Hardware

Understanding the Cisco AS5800 basic
hardware architecture.

Supporting EXEC terminal shell services
and login prompts for modem clients.

Verifying Modem Performance

Understanding and troubl eshooting basic
modem connectivity.

Optimizing modem connect speeds.

Configuring PPP and Authentication

Configuring PPP authentication for
local AAA.

Configuring IP Control Protocol (IPCP)
options.

Configuring Link Control Protocol
(LCP) options.
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Network Design and Case Study Overview

Deployment and Operation Task Strategy I

Table 1-8 Deployment and Operation Task Strategy (continued)

Section |Task Description
7 Enabling Management Protocols: NTP, Enabling the following management
SNMP, and Syslog protocols as part of commissioning a dial
access service:
e NTP
e SNMP
e Syslog
8 Inspecting the Final Running Configuration |Referencing and editing full-function

for the Cisco AS5300 and AS5800

Cisco |OS NAS configurations.
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SECTION 2

Commissioning the Cisco AS5300 Hardware

In this Section

This section describes how to configure Cisco AS5300 to support terminal EXEC shell services and
login prompts for client modems.

The following sub sections are provided:
¢ Understanding the Basic Hardware Architecture
e Task 1. Verifying Basic Setup
e Task 2. Configuring Cisco |OS Basics
e Task 3. Enabling the T1 Controllers
e Task 4. Configuring the Serial Interfaces
e Task 5. Configuring Modems and Lines
e Task 6. Enabling IP Basic Setup
e Task 7. Testing Asynchronous-Shell Connections
e Task 8. Confirming the Final Running-Config

In this case study, Maui Onions commissions the Cisco AS5300. L ocal-based authentication is used.
After the Cisco AS5300 is commissioned, Maui Onions configures and tests PPP as described in the
section “Configuring PPP and Authentication.” In the future, Maui Onionswill usea AAA TACACS+
server.

N

Note  For adescri ption of terminal EXEC shell services, seethe section “Task 7. Testing
Asynchronous-Shell Connections.”

Understanding the Basic Hardware Architecture

Figure 2-1 shows the logical and physical system architecture for the Cisco AS5300. It illustrates the
components used to process a call.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Figure 2-1 Cisco AS5300 Basic System Architecture
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Figure 2-1 shows the following:

Client modems and I SDN routers dial into the access server through the PSTN.
Analog PPP calls connect to modems inside the access server.

Each modem inside the access server provides a corresponding TTY line and asynchronous
interface for terminating character and packet mode services.

Asynchronous interfaces clone their configurations from a group-async interface.
Synchronous PPP calls connect to serial interface channels (for example, S0:1 and S0:2).
Synchronous interfaces clone their configurations from a dialer interface.

One analog PPP call consumes:

One T1 DSO channel

One channel in a TDM bus
One integrated modem
OneTTY line

One asynchronous interface

One synchronous PPP call consumes:

One T1 DSO0 channel
One serial interface channel

Task 1. Verifying Basic Setup

The following subsections detail the tasks required to verify that basic system components are
functioning normally:

1.1 Analyzing the System Boot Dialog
1.2 Checking the Initial Running-Config
1.3 Exploring the Cisco |OS File System
1.4 Investigating Memory Usage

1.5 Inspecting CPU Utilization

1.1 Analyzing the System Boot Dialog

The Cisco AS5300 has a specific boot sequence. To view the boot sequence through aterminal session,
you must have a console connection to the access server before it powers up.

The following boot sequence occurs. Event numbers and comments are inserted in the example to
describe the boot sequence.

System Boot strap, Version 11.2(9) XA, RELEASE SOFTWARE (fc2)
Copyright (c) 1997 by cisco Systems, Inc.
AS5300 platformw th 65536 Kbytes of mmin nmenory

program | oad conplete, entry point: 0x80008000, size: 0xf5914
Sel f deconpressing the i mage : #####HHHHHHHHHHHHHHHHHHHHHHHHHHHHH

# [ (K]

Notice: NVRAM invalid, possibly due to wite erase.

[ 11/24/1999
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program | oad conplete, entry point: 0x80008000, size: 0x45497c

Sel f deconpressing the i mage : ########HHHHHHHHHHHHHHHHHHHHHHHHHRBRRRRRRRRR BB BB
B ittt aiataiaiaisicicisiai
HRHHHHHHHHHHHHHTHTH T T T T T T THTHTHTHTHTHHHHHHHHHHHHHHHHHHHHHHHHHHHH HHHHHHHHHHHHHHHH T T T T T T
HRHHHHHTHHHHHHHHTHTH T T T THTH T THTHTHTHTHHHHHHHHHHHHHHHHHHHHHHHHH HHHHHHHHHHHHHH T T T T T T
B ittt it ataiaiaiaiciisiai
HRHHHHHHHHHHHHHTHTH T T T THTH T T THTHTHTHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH T T T T
HHHHHHHHH g [ K]

Event 1—In the previous segment, the NAS decompresses the system boot image, tests the NVRAM
for validity, and decompresses the Cisco 10S image.

Restricted Ri ghts Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Conputer
Sof tware cl ause at DFARS sec. 252.227-7013.

ci sco Systems, Inc.
170 West Tasnan Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software

I0S (tm) 5300 Software (C5300-1S-M, Version 11.3(7)AA, EARLY DEPLOYMENT MAI NTENANCE
RELEASE SOFTWARE ()

Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi l ed Fri 08-Jan-99 13:43 by jjgreen

| mage text-base: 0x60008920, data-base: 0x60788000

ci sco AS5300 (R4K) processor (revision A 32) with 65536K/ 16384K bytes of nenory.
Processor board I D 11811596
R4700 processor, |nmplementation 33, Revision 1.0 (512KB Level 2 Cache)
Bri dgi ng software.
X. 25 software, Version 3.0.0.
Super LAT software copyright 1990 by Meridi an Technol ogy Corp).
Primary Rate | SDN software, Version 1.1.
Backpl ane revision 2
Manuf act ure Cooki e | nfo:
EEPROM Type 0x0001, EEPROM Version 0x01, Board | D 0x30,
Board Hardware Version 1.64, |tem Nunmber 800-2544-2,
Board Revision B0, Serial Nunmber 11811596,
PLD/ | SP Version 0.0, Mnufacture Date 9-Dec-1998.
1 Ethernet/| EEE 802.3 interface(s)
1 FastEthernet/| EEE 802.3 interface(s)
96 term nal |ine(s)
4 Channelized T1/ PRI port(s)
128K bytes of non-volatile configuration nmenory.
16384K bytes of processor board System flash (Read/ Wite)
8192K byt es of processor board Boot flash (Read/Wite)

Event 2—The following components are detected: Cisco |OS Release, available memory, hardware
interfaces, and modem lines.

If ahardware card is not recognized, verify that you are running the optimum version of Cisco |OS.
Refer to the Hardware-Software Compatibility Matrix at the following URL.:

Cisco AS5x00 Case Study for Basic IP Modem Services
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http://cco-gj-1.cisco.com/cgi-bin/front.x/Support/HW SWmatrix/hwswmatrix.cgi

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no
Event 3—Because the NAS has never been configured, the NAS cannot find a startup-config file.
Therefore, the software asks, “Would you like to enter the initial configuration dialog? [yes/no]:”
Enter no. In this document, the Cisco |O0S is configured manually. The automatic setup script is not
used. Configuring the Cisco 10S manually develops your expertise.

00: 00: 18: 9.1 NK- 3- UPDOWN: Interface EthernetO, changed state to up

00: 00: 18: 9%l NK-3- UPDOMN: | nterface FastEthernetO, changed state to up

00: 00: 19: 9.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface Ethernet0O, changed stp

00: 00: 19: %.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface FastEthernet0O, changen

00: 00: 43: 9%.1 NK-5- CHANGED: Interface Ethernet0, changed state to adm nistrativen

00: 00: 43: 9%.1 NK-5- CHANGED: Interface FastEthernet0, changed state to admi nistran

00: 00: 44: 9%.1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface EthernetO, changedn

00: 00: 46: 9BYS-5- RESTART: Systemrestarted --

00: 01: 07: %M CA-5- BOARDWARE_RUNNING Slot 1 is running boardware version 1.3.7.0

00: 01: 07: 9M CA-5- BOARDWARE_RUNNING Sl ot 2 is running boardware version 1.3.7.0

Press RETURN to get started!

Rout er >
Event 4—The state of the LAN interfacesis displayed, and the MICA modem boardware version is
detected (version 1.3.7.0). The Cisco AS5300 can be fitted with MICA or Microcom modems.
Enter the show ver sion command to check the system hardware, Cisco 10S image name, uptime, and
restart reason:

Rout er >enabl e

Rout er #show ver si on

Cisco Internetwork Operating System Software

I0S (tm) 5300 Software (C5300-1S-M, Version 11.3(7)AA, EARLY DEPLOYMENT MAI NTENANCE

RELEASE SOFTWARE ()

Copyright (c) 1986-1999 by cisco Systems, I|nc.

Conpi l ed Fri 08-Jan-99 13:43 by jjgreen

| mage text-base: 0x60008920, data-base: 0x60788000

ROM System Bootstrap, Version 11.2(9) XA, RELEASE SOFTWARE (fc2)

BOOTFLASH: 5300 Software (C5300-BOOT-M, Version 11.2(9) XAl,

Router uptime is 9 minutes

Systemrestarted by power-on at 16:59:44 PST Fri Dec 31 1999

Systeminmage file is "flash:c5300-is-ne.113-7. AA"

cisco AS5300 (R4K) processor (revision A 32) with 65536K/ 16384K bytes of nenory.

Processor board I D 11811596

R4700 processor, |nmplementation 33, Revision 1.0 (512KB Level 2 Cache)

Bri dgi ng software.

X. 25 software, Version 3.0.0.

Super LAT software copyright 1990 by Meridi an Technol ogy Corp).

Cisco AS5x00 Case Study for Basic IP Modem Services
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Primary Rate | SDN software, Version 1.1.
Backpl ane revision 2
Manuf act ure Cooki e | nfo:
EEPROM Type 0x0001, EEPROM Version 0x01,
Board Hardware Version 1.64, |tem Nunber
Board Revision B0, Serial Nunmber 11811596,
PLD/ | SP Version 0.0, Mnufacture Date 9-Dec-1998.
1 Ethernet/| EEE 802.3 interface(s)
1 FastEthernet/| EEE 802.3 interface(s)
96 term nal |ine(s)
4 Channelized T1/ PRI port(s)
128K bytes of non-volatile configuration nmenory.
16384K byt es of processor
8192K byt es of processor

Configuration register is 0x2102

Board |1 D 0x30,
800- 2544- 2,

board System flash (Read/Wite)
board Boot flash (Read/Wite)

Table 2-1 describes the significant output fields in the previous example:

Table 2-1 Show Version Command Field Descriptions
Field Description
Router uptime is 9 mnutes Watch for unscheduled rel oads by inspecting

this field.

Systemrestarted by power-on at
16:59:44 PST Fri Dec 31 1999

Tells you why the access server last rel oaded.
If the field displays “power-on,” a power
interruption caused the reload.

Systemimage file is

"flash: c5300-is-nz. 113-7. AA" location.

The Cisco AS5300 booted from thisimage

1.2 Checking the Initial Running-Config

The Cisco |0S creates an initial running configuration. Inspect the configuration to get familiar with

the default settings.

Rout er >enabl e
Rout er #show runni ng- confi g
Bui I di ng configuration...

Cur r ent
|
version 11.3

servi ce tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
!

host name Rout er

|

controller T1 O

cl ock source line primry

|

controller T1 1

cl ock source |ine secondary

configuration:

i Cisco AS5x00 Case Study for Basic IP Modem Services
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!
controller T1 2

cl ock source interna
!
controller T1 3

cl ock source interna
!

interface EthernetO
no i p address

shut down

!

interface FastEthernetO
no i p address

shut down

!

ip classless

!

line con O

transport input none
line 1 96

line aux O

line vty 0 4

!

end

1.3 Exploring the Cisco 10S File System

Get familiar with the file system and memory storage areas. The Cisco 10S File System (IFS) feature
provides a single interface to:

e The Flash memory file system
e The network file system (TFTR, rcp, and FTP)

¢ Any other endpoint for reading or writing data (such as NVRAM, modem firmware, the running
configuration, ROM, raw system memory, Xmodem, and Flash load helper lo0g).

IFS first appeared in Cisco |OS Releases 11.3 AA and 12.0. For more information about IFS, refer to
the chapter Using the Cisco |OS File System in the Release 12.0 Configuration Fundamentals
Configuration Guide at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcer/fun_c/fcprt2/fcifs.htm

[ 11/24/1999
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Figure 2-2 shows the memory locations inside the Cisco AS5300.

Figure 2-2 AS5300 Memory Locations

Inside a Cisco
network access server

CPU System Flash
! (R4700) memory !
Processor Boot Flash
! memory memory ;
} Pocket I/O NVRAM 3
! memory memory N
1 - I
1 100
1 1M

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Table 2-2 describes the memory locations shown in Figure 2-2.

Table 2-2 Memory Location Descriptions

Component Description
R4700 CPU RISC 4700 central processing unit.
Processor memory The Cisco 10Simageisinitially read out of Flash

memory, decompressed, and |oaded into processor
memory (also known as main memory or DRAM).

Routing tables, call control blocks, and other data
structures are al'so stored here.

Packet 1/0 memory Packets are temporarily stored in I/O memory.
System Flash and Boot Flash Stores Cisco 10S images, modem

memory firmware/portware, and custom web pages.
NVRAM memory Non-volatile configuration memory.

Cisco AS5x00 Case Study for Basic IP Modem Services
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To inspect the file system, enter the show file systems command and dir comand as shown in the
following bullet list:

¢ View the different file storage areas and file management functions;

Rout er #show fil e systens
File Systemns:

Si ze(b) Free(b) Type Flags Prefixes
- - opaque wo modem
- - opaque rw  null:
- - opaque rw system
- - net wor k rw tftp:
* 16777216 12236072 flash rw flash:
8388608 7382416 flash rw  bootflash:
126968 126968 nvram rw  nvram
- - opaque wo | ex:
- - net wor k rw rcp:
- - net wor k rw ftp:

In addition, verify that you have everything that you ordered (for example, 16 MB of Flash
memory). The asterisk (*) indicates the current directory.
¢ Display the objects in the system memory directory:

5300- NAS#Hdi r system
Directory of system/

2 dr-x 0 <no date> nenory
1 -rw 4492 <no date> running-config
13 dr-x 0 <no date> ucode

A

Note = Remember to include the trailing colon (:) in dir commands.

¢ Inspect the contents of boot Flash:

Rout er#dir bootfl ash:
Directory of bootflash:/

1 -rw 1006128 <no date> ¢5300-boot-nz. 112-9. XAl
8388608 bytes total (7382416 bytes free)
In the example, the boot image is ¢5300-boot-mz.112-9.XA1. The compressed file sizeis
1,006,128 bytes. The total boot Flash memory size is 8,388,608 bytes. The number of free bytes
is7,382,416.

¢ Display the contents of Flash memory:

Rout er #pwd
flash:
Rout er #di r:
Directory of flash:/
1 -rw 4541080 <no date> ¢5300-is-nez.113-7. AA
16777216 bytes total (12236072 bytes free)

The Cisco |OS image named ¢5300-is-mz.113-7.AA is present.

Cisco AS5x00 Case Study for Basic IP Modem Services
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¢ Inspect the NVRAM directory:

Rout er#di r nvram
Directory of nvram/

1 -rw 0 <no date> startup-config
2 ---- 0 <no date> nprivate-config

126968 bytes total (126968 bytes free)

In the example, two files are present: startup-config and private-config. The private-configisa
secure file that is part of the startup configuration. It supports encryption technologies, but it is
not user accessible.

1.4 Investigating Memory Usage

Use the show memory summary command to:
¢ Understand how memory is used for different processor and 1/0O memory processes
¢ |dentify memory fragmentation and memory leaks.

- Memory leak —Memory that is not released back to the processor. Memory leaks areindicated
by steady decreases of free memory. However, the preferred way to track memory leaks isto
monitor the FreeMem variable in the OID MIB.

- Memory fragmentation—Indicated by the largest block of memory not being equal to the
lowest block. Fragmentation increases as the numbers grow further apart.

Figure 2-3 Processor and I/0 Memory Usage

Total _ Used . Free
memory  memory memory

Rout er #show memory sunmary
Head |Total (b)| | Used(b) | | Free(b) | Lowest(b) Largest(b)
Processor 60BA41A0 54902368 3290524 51611844 51459700 51470956
/O 40000000 16777216 2252584 14524632 14524632 14524632

n
I
n
<
N

N

Note Do not enter the show memory summary command with theter minal length 0 command
enabled. If you do, many screens of output will appear. It might interrupt your session.
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1.5 Inspecting CPU Utilization

Enter the show processes cpu command to investigate high CPU utilization. High utilization causes
network performance problems. For example, knowing when the router is running at over 50%
utilization is critical. The router might start dropping packets if an unexpected traffic burst comes
through or if OSPF gets recalculated. Fast switching reduces CPU utilization.

Rout er #show pr ocesses cpu

CPU utilization for five seconds: 1% 0% one mnute: 0% five mnutes: 0%
PID Runtime(ns) |nvoked uSecs 5Sec 1M n 5Mn TTY Process

1 0 18973 0 0.00% 0.00% 0.00% O Load Meter

2 44 122 360 0.57% 0.06% 0.01% 98 Virtual Exec

3 70388 12820 5490 0.00% 0.04% 0.05% O Check heaps

4 0 2 0 0.00% 0.00% 0.00% O Pool Manager

5 0 2 0 0.00% 0.00% 0.00% O Tinmers

6 0 2 0 0.00% 0.00% 0.00% O Serial Backgroun

7 68 1876 36 0.00% 0.00% 0.00% O ARP I|nput

8 8 22758 0 0.00% 0.00% 0.00% O HC Counter Tiner

9 0 2 0 0.00% 0.00% 0.00% O DDR Tiners
10 0 2 0 0.00% 0.00% 0.00% O Dialer event
11 4 2 2000 0.00% 0.00% 0.00% O Entity MB API
12 0 1 0 0.00% 0.00% 0.00% O SERIAL A’ detect
13 0 4 0 0.00% 0.00% 0.00% O Critical Bkgnd
14 3396 165554 20 0.00% 0.00% 0.00% O Net Background
15 8 43 186 0.00% 0.00% 0.00% O Logger
16 377776 94479 3998 0.40% 0.23% 0.24% O TTY Background
17 4 94488 0 0.00% 0.00% 0.00% O Per-Second Jobs
18 0 47432 0 0.00% 0.00% 0.00% O CSM periodical p
19 0 47435 0 0.00% 0.00% 0.00% O CSMtiner proces
20 0 2 0 0.00% 0.00% 0.00% 0O CSM Tone process
21 0 6 0 0.00% 0.00% 0.00% O Call Managenent

Z _____________________
Snip

Look at the top line of the output. If you see high utilization numbers, for example over 50%, inspect
the columns 5Sec, 1Min, and 5Min. Find the process that uses the most CPU power. For an idle chassis,
numbers larger than two percent indicate a problem.
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Task 2. Configuring Cisco 10S Basics

The following subsections detail the tasks required to apply a basic-running configuration to the NAS:
e 2.1 Configuring the Host Name, Enable Secret, and Time Stamps
e 2.2 Configuring Local AAA Security
e 2.3 Setting Up a Login Banner
e 2.4 Configuring the Loopback Interfaces, Ethernet Interface, and IP Route
e 2.5 Upgrading to a New Cisco |OS Release

Jeo

Tech Tip Periodically save the configuration by using the copy running-config startup-config
command.

2.1 Configuring the Host Name, Enable Secret, and Time Stamps

Assign a host name to the NAS, specify an enable secret password, and turn on time stamps:
¢ A host name allows you to distinguish between different network devices.
e Enable secret passwords allow you to prevent unauthorized configuration changes.
e Encrypted passwords in the configuration file adds greater security to the NAS.

¢ Time stamps help you trace debug output for testing connections. Not knowing exactly when an
event occurs hinders you from examining background processes.

Step 1 Enter the following commands in global configuration mode:

host nane 5300- NAS

enabl e secret 0 yourpasswordhere

servi ce password-encryption

service tinestanps debug datetinme nsec
service tinestanps |og datetine nsec

N

Note Theenable passwor d command is an obsolete command. Do not use it.

Step 2 Log in with the enable secret password. The show privilege command shows the current security
privilege level.

5300- NAS#di sabl e

5300- NAS>enabl e

Passwor d:

5300- NAS#show pri vil ege
Current privilege level is 15
5300- NAS#

Cisco AS5x00 Case Study for Basic IP Modem Services
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2.2 Configuring Local AAA Security

Configure authentication, authorization, and accounting (AAA) to perform login authentication by
using the local username database. The login keyword authenticates EXEC shell users. Additionally,
configure PPP authentication to use the local database if the session was not already authenticated by
login.

AAA (calledtriple A) isthe Cisco 10S security model used on all Cisco devices. AAA provides the
primary framework through which you set up access control on the NAS.

In this basic case study, the same authentication method is used on al interfaces. AAA is set up to use
the local database configured on the NAS. Thislocal database is created with the username
configuration commands.

Step 1 Create alocal login username database in global configuration mode. In this example,
the administrator’s username is admin. The remote client’s login username is dude.
!
user name adm n password admi npasshere

user name dude password dudepasshere
!

B

Warning  This step also prevents you from getting locked out of the NAS. If you get locked out, you
must reboot the device and perform password recovery.

Step2  Configurelocal AAA security in global configuration mode. You must enter the aaa new-model
command before the other two authentication commands.
|
aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed | ocal
!

The following table describes the previous configuration snippet.

Table 2-3 Local AAA Commands

Command Purpose

aaa new nodel Initiates the AAA access control system.
This command immediately locks down
login and PPP authentication.

aaa authentication login default |ocal Configures AAA to perform |ogin
authentication by using the local username
database. The login keyword authenticates
EXEC shell users.

aaa authentication ppp default if-needed local |Configures PPP authentication to use the
local databaseif the session was not already
authenticated by login.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Step 3 Log in with your username and password:
5300- NAS#| ogi n

User Access Verification

User nane: adm n
Passwor d:

5300- NAS#

Successfully logging in means that your local username will work onany TTY or VTY line. Do not
disconnect your session until you can log in.

2.3 Setting Up a Login Banner

Create alogin banner. A banner shows you which unit you are connected to (or are connecting through,
in the case of a console server).

Step 1 Create the banner:

5300- NAS( confi g) #banner login |

Enter TEXT nessage. End with the character '|'
This is a secured device.

Unaut hori zed use is prohibited by | aw

I
5300- NAS(confi g)#"Z
5300- NAS#

Step2  Test the banner:
5300- NAS#| ogi n

This is a secured device.
Unaut hori zed use is prohibited by |aw

User Access Verification

User nane: adm n
Passwor d:

5300- NASH#
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24 Configuring the Loopback Interfaces, Ethernet Interface, and IP Route

Step 1

Step 2

To commission a basic dial access service:
¢ Create two loopback interfaces
e Bring up the ethernet interface
e Add an IP route to the default gateway

Assign the | P addresses, and create an | P route to the default gateway:
!

interface LoopbackO

ip address 172.22.99.1 255. 255. 255. 255
!

interface Loopbackl

ip address 172.22.90.1 255.255.255.0
!

interface EthernetO

ip address 172.22.66.23 255.255.255.0
!

iproute 0.0.0.0 0.0.0.0 172.22.66.1
!

In this example:

¢ Interface loopback O0—Identifies with a unique and stable | P address. One unique IP address from
a common block of addresses is assigned to each device in the IP network. This technique makes
security-filtering easy for the network operations center (NOC). One class C subnet used for device
identification can support 254 distinct devices with unique loopback addresses.

¢ Interface loopback 1—Hosts a pool of |P addresses for the remote nodes. In this way, one routeis
summarized and propagated to the backbone instead of 254 routes.

Verify that the Ethernet interface is up. Ping the default gateway to verify this.
5300- NAS#pi ng 172. 22. 66. 1

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 172.22.66.1, tineout is 2 seconds:

Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/1/1 ns

5300- NAS#

This step verifies that you have | P connectivity with another device on the subnet. If the ping succeeds
to the default gateway, try pinging the DNS server in your backbone. Make sure the backbone routers
are configured to get to the access server; otherwise, the ping will not work. Configure the backbone
routers to support the routes to the networks you are using.

S

Note  An 80% ping-successrateisnormal for thefirst time you ping an external device.
The NAS does not yet have an ARP entry (address resolution protocol) for the
external device. A 100% success rate is achieved the next time you ping the
device.
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2.5 Upgrading to a New Cisco I0S Release

Step 1

Step 2

&

Obtain new Cisco 10S features and more stable code by upgrading to a new Cisco |OS release.

Display the contents of Flash memory:

5300- NAS#cd fl ash:
5300- NAS#di r
Directory of flash:/
1 -rw 4541080 <no date> ¢5300-is-ne.113-7.AA

16777216 bytes total (12236072 bytes free)
5300- NAS#

Copy the new image from the remote TFTP server into Flash memory. Make sure to specify

your own

TFTP server’'s | P address and Cisco |OS file name. In this example, Flash memory is erased before the
new image is downloaded. To see the bangs (!) during the download operation, you must have line wrap

enabled in your terminal emulation software.

Timesaver

L eave both images in Flash memory if you have the available space. If needed, you can
easily revert back to the previous image. Enter the boot system flash newiosname.bin
command to point to the new image file name. By default, thefirst image in Flash memory
isloaded.

5300- NAS#copy tftp: flash

Address or nane of renmote host []? 172.22.66.18

Source filename []? goon/c5300-is-ne.120-5. T

Destination filename []? ¢5300-is-ne.120-5. T

Accessing tftp://172.22.66. 18/ goon/ c5300-is-ne.120-5.T..

Erase flash: before copying? [confirmy

Erasing the flash filesystemw |l renove all files! Continue? [confirnly

Erasing device... eeeececeeceececeececeeceeceeeeeeeeeEEEEEEEEEEEEeEEEEEeEEEEEREEEEEEREEE

ee ...erased

Erase of flash: conplete

Loadi ng goon/ c5300-is-ne. 120-5. T f
!

OK - 5633184/11266048 bytes

Verifying checksum.. OK (0x1AAF)
5633184 bytes copied in 30.480 secs (187772 bytes/sec)
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Warning

Step 3

Step 4

Configuring Cisco 10S Basics I

Occasionally TFTP errors will occur. Make sure the verifying checksum reports “0K.”
Do not reload the access server if the checksum reports errors.

Verify that the old image was erased and the new image was downloaded. In this example, notice that
the 12.0(5)T image is larger than the old 11.3(7)AA image.

5300- NAS#di r fl ash:
Directory of flash:/

1 -rw 5633184 <no date> ¢5300-is-ne.120-5.T
16777216 bytes total (11143968 bytes free)

Reload the NAS to run the new image. If you erased the old Cisco 10S image, make sure the
boot system flash oldiosname.bin command is not enabled and pointing to the old image file name.
Otherwise, the NAS will get stuck trying to reload the old image over and over again.

5300- NAS#r el oad
Proceed with rel oad? [confirmn

*Jan 1 04:50: 32.814: %SYS-5- RELOAD: Rel oad requested
System Boot strap, Version 11.2(9) XA, RELEASE SOFTWARE (fc2)
Copyright (c) 1997 by cisco Systems, Inc.

AS5300 platformw th 65536 Kbytes of mmin nmenory

program | oad conplete, entry point: 0x80008000, size: 0xf5914
Sel f deconpressing the i mage : #####HHHHHHHHHHHHHHHHHHHHHHHHHHHH

# [ (K]

Press RETURN to get started!

For more information about TFTP, refer to the document “L oading and Maintaining System Images
and Microcode” at:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cger/fun_c/fcprt2/fcimages.htm
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Task 3. Enabling the T1 Controllers

Specify the settings for the T1 controllers. T1 controller settings must match the settings on the
telephone switch side. Mismatched settings cause problems that may not be detected for along time.

Figure 2-4 Matching T1 Controller Settings
Cisco AS5300

PRI lines
_A—— 3
[ | |
= ;
Telephone !
switch i
| T1 TDM
controllers  bus
Framing ESF Framing ESF

A

Linecode B8ZS
PRI-group timeslots 1-24

Must matcht Linecode B8ZS

Step 1 Define the ISDN switch type and T1 controller settings:
!

isdn switch-type primary-5ess
!

Step2  Specify the T1 controller settings:
!
controller T1 O
fram ng esf
cl ock source line primry
li necode b8zs
pri-group timeslots 1-24
1

controller T1 1

fram ng esf

cl ock source |line secondary 1
Ii necode b8zs

pri-group timeslots 1-24

1

controller T1 2

fram ng esf

li necode b8zs

pri-group tineslots 1-24

PRI-group timeslots 1-24
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!

controller T1 3
fram ng esf
I'i necode b8zs

pri-group timeslots 1-24
!

Table 2-4 describes some of the T1-controller concepts that are applied in the previous example.

Table 2-4 T1 Controller Concepts and Descriptions

Concept Description

Framing type |Definesthe control bits and data bits. Cisco supports super frame (SF) and extended
super frame (ESF) for T1s.

e ESF—Extended super frame. Required for 64 kb operation on DS0s.
ESF requires 2k-framing bits for synchronization. The remaining 6k is used for
error detection, CRC, and data link monitoring. ESF is recommended for PRI
configurations.

e SF—Super frame. SF (D4) is used in channel bank robbed bit signalling (RBS)
configurations. SF uses the framing bit to identify the channel and voice-related
signaling within the frame. SF is not recommended for PRI configurations.

Line code type |An encoding method used to allow synchronous datato be transmitted in a
compatible format for T1 transmission. Common line codes are RZ (return to zero),
NRZ (non-return to zero), B8ZS, AMI, and HDB3 (high density bipolar order 3).

¢ AMI—Alternate mark inversion. Signal transitions are referenced by abinary 1
(mark). AMI is used on older T1 circuits. It is not reliable.

e B8ZS—Most popular line-code scheme used in North America. To maintain
clock synchronization, B8ZS replaces string 8 binary Os with variations. B8ZS
is more reliable than AMI, and it should be used with PRI configurations.

Clock source |Refersto both timing and synchronization of the T1 carrier. Timing isencoded within
the transmitted data signal, and it ensures synchronization throughout the network.
By default, the access server uses the line clock from the switch that is comingin on
controller 0. Controller O is the primary clock source. Controllers 1 and higher are
secondary clock sources. If aprimary clock fails, a secondary clock stepsin.

Timeslot Timeslots are assigned to channels. For T1 PRI scenarios, all 24 T1 timeslots are
assignment assigned as ISDN PRI channels. After the timeslots are assigned by the pri-group
command, D-channel serial interfaces are automatically created in the configuration
file (for example S0:23, S1:23, and so on).
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Step3  Verify that the controllers are up and no alarms or errors are detected. Error counters are recorded over
a 24-hour period in 15-minute intervals. In the display output, focus on the datain the current interval.

5300- NAS#show control ler t1
T1 0 is up.
Applique type is Channelized T1
Cabl el ength is I ong gai n36 0db
No al arns detected.
Version info of slot 0: HW 4, Firmwvare: 16, PLD Rev: 0

Manuf act ure Cooki e I nfo:
EEPROM Type 0x0001, EEPROM Versi on 0x01, Board | D 0x42,
Board Hardware Version 1.32, Item Nunber 73-2217-5,
Board Revision B16, Serial Nunber 09356963,
PLD/ | SP Version 0.0, Manufacture Date 18-Jun-1998.

Frami ng is ESF, Line Code is B8ZS, Clock Source is Line Prinary.
Data in current interval (28 seconds el apsed):

0 Line Code Violations, 0 Path Code Violations

0 Slip Secs, 0 Fr Loss Secs, O Line Err Secs, 0 Degraded M ns

O Errored Secs, O Bursty Err Secs, O Severely Err Secs, 0 Unavail Secs
Total Data (last 1 15 minute intervals):

12 Line Code Violations, 0 Path Code Viol ations,

0 Slip Secs, 323 Fr Loss Secs, 5 Line Err Secs, 0 Degraded M ns,

O Errored Secs, 0 Bursty Err Secs, 0 Severely Err Secs, 323 Unavail Secs

After each controller is correctly set up, clear the counters and look for ongoing line violations and
errors. To do this, enter the clear controller t1 number command followed by the show controller t1
command. In the display output, focus on the datain the current interval . Error counters stop increasing
when the controller is configured correctly.

Teﬁip The clear controller t1 number command does not reset or bring down the controller.
The T1 stays up. Only the counters are cleared.

If the counters are increasing on a specific T1 controller, look closely at the error statistics. Refer to the
commands in Table 2-5.

Table 2-5 Different Options for the Show Controller T1 Command

Command Purpose

show controller t1 Provides brief output statistics for the current
interval and the last 24 hours.

show controller t1 nunmber Displays counters for all 96 intervals.

show controller t1 nunber | begin Total |Modifiestheoutput asdescribedinthe CiscolOS
configuration guides. The “T” in Total is case
sensitive. (Release 12.0 T isrequired.)

Table 2-6 provides alist of T1 alarm conditions and descriptions from the reference point of the NAS.
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Table 2-6 Alarm Conditions

Enabling the T1 Controllers

Alarm

Description

CRC Errors

Occursonly in ESF format when a CRC bit has an error.

Excessive CRC Error
Indication (ECRCEI)

Reported in ESF format when 32 of any 33 consecutive CRCs arein
error.

Out of Frame (OOF)

Occurs when the framing pattern for a T1 line has been lost, and data
cannot be extracted. Thisisared alarm. In SF and ESF formats, OOF
occurs when any two of four consecutive frame-synchronization bits
arein error.

Loss of Signal (LOS)

Occurs when 175 consecutive Os are detected in the MC. Thisisared
alarm. The signal is recovered if the density of 1s reaches 12.5%. The
recovery happens when four 1s are received within a 32-bit period.

Remote Frame Alarm
(RHEA)

Indicates that an OOF framing pattern occurred at the remote end. This
isayellow alarm.

Alarm Indication Signal
(AIS)

Indicatesto the remote end that thereceived signal islost. Thisisablue
alarm. AIS occurs when a stream of 1sis received.

Loop Back

Indicates that a remotely initiated loopback (from the network) isin
progress.

Errored Seconds

Depending on the framing format, indicates OOF conditions, frame
slip conditions, or error events.

For SF, errored seconds reports the number of seconds the frame was
in the OOF or slip condition. For ESF, errored seconds reports error
events in seconds.

Bursty Errored Seconds

Reports CRC error conditions in seconds (ESF format only).

Severely Errored Seconds

Reports error events or frame slip conditions in seconds.

For more information about controllers, see the section “Channelized E1 & Channelized T1 Setup
Commands” at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcer/dial_r/drprtl/index.htm

Verify that the individual serial D channels and B channels are present. In the following example,
B channels S0:0 through S0:22 are rotary members of the signaling D channel S0:23.

5300- NAS#show ip interface
Interface

Et hernet 0

Fast Et her net 0

Loopback0

Loopbackl

Serial0:0

Serial 0
Serial 0
Serial 0
Serial 0
Serial 0
Serial 0
Serial 0
Serial 0
Serial 0
Serial 0

P OO ~NOUDMWDNLPR

brief

| P- Addr ess OK? Met hod Status Prot oco
172.22.66. 23 YES NVRAM up up
unassi gned YES NVRAM admi ni stratively down down
172.22.99.1 YES NVRAM up up
172.22.90.1 YES NVRAM up up
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
unassi gned YES unset down down
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unassi gned
unassi gned
unassi gned
unassi gned
unassi gned
unassi gned
unassi gned
unassi gned
unassi gned
unassi gned
unassi gned
unassi gned
unassi gned

YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down
YES unset down

Task 4. Configuring the Serial Interfaces

Configurethe serial D channelsto route incoming voice calls from the PSTN to the integrated modems.
The behavior of the B channels is controlled by the D channels' configuration instructions.
The D channel is the signaling channel.

down
down
down
down
down
down
down
down
down
down
down
down

up

e After timeslots are assigned by the pri-group command, D-channel serial interfaces are
automatically created in the configuration file (for example S0:23, S1:23, and so on).

¢ Individual B-channel serial interfaces are created as rotary members of their signaling D channels
(for example S0:0 through S0:22). The D-channel interface functions like adialer for al the
23 B-channels using the controller.

Table 2-7 describes the relationship between T1 controllers and serial interfaces.

Table 2-7 Controller-to-Channel Relationships

T1 Controllers

D Channels

B Channels

Controller T10

Interface serial 0:23

S0:0 through S0:22

Controller T1 1

Interface serial 1:23

S1:0 through S1:22

Controller T1 2

Interface serial 2:23

S2:0 through S2:22

Controller T1 3

Interface serial 3:23

S3:0 through S3:22

Step 1 Apply the isdn incoming-voice modem command to each D-channel serial interface:

interface Serial 0: 23
i sdn i ncom ng-voi ce nobdem

interface Serial 1: 23
i sdn i ncom ng-voi ce nobdem

interface Serial 2: 23
i sdn i ncom ng-voi ce nobdem

i Cisco AS5x00 Case Study for Basic IP Modem Services

11/24/1999 |



| Section2 Commissioning the Cisco AS5300 Hardware

Step 2

Configuring the Serial Interfaces W

interface Serial 3: 23
i sdn i ncom ng-voi ce nodem

Different versions of Cisco |0S enables different default commands. Release 12.0(5)T enables the
commands in Table 2-8.

Table 2-8 Release 12.0(5)T Default Commands

Command Purpose

no ip directed-broadcast Enhances security by preventing broadcaststo this subnet

from unauthorized sources.

isdn switch-type primary-5ess | ThelSDN global switch type value is propagated to the

serial-interface level. This happens during initial
configuration or areload.

Per interface switch-types are first introduced in Release
11.3AA.

no cdp enable Turns off the cisco discovery protocol (cdp). Otherwise,

the protocol attempts to be negotiated on the PPP links.

Verify that ISDN is functioning properly, and the serial channels are up:

Check the ISDN status. Confirm that Layer 1 reports ACTIVE, and the display field
MULTIPLE_FRAME_ESTABLISHED appears at Layer 2. For PRI lines, the terminal endpoint
identifier (TEI) is always 0. The Layer 3 status reports no active calls.

5300- NAS#show i sdn st at us
G obal | SDN Switchtype = primary-5ess
| SDN Serial 0: 23 interface
dsl O, interface | SDN Switchtype = primary-5ess
Layer 1 Status:
ACTI VE
Layer 2 Status:
TEI =0, Ces =1, SAPI = 0, State = MJLTI PLE_FRAME_ESTABLI SHED
Layer 3 Status:
0 Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0
The Free Channel Mask: O0x807FFFFF

Verify that PRI is working between the remote switch and the Cisco AS5300. After you enter the
debug isdn q921 command, you should see a SAPI message transmitted and received every

10 seconds. A SAPI message indicates that Layer 2 is functioning properly, and there are no
apparent cable problems.

5300- NAS#debug i sdn 921

| SDN @21 packets debugging is on

5300- NAS#

Sep 23 04:19:07.887: |1SDN Se0:23: TX -> RRp sapi
Sep 23 04:19:07.891: |SDN Se0:23: RX <- RRf sapi
5300- NAS#undebug i sdn 921

| SDN @21 packets debugging is off

0 tei
0 tei
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Step3  Test the configuration by sending a standard telephone (POTS) call into the NAS. The configuration
works if the modem answers (that is, you hear modem squelch), the configuration works. Figure 2-5
shows how this step works.

Figure 2-5 Sending a POTs Telephone Call into a NAS

POTS

Telephone
PRI (} switch
ANI
DNIS 444-1234
555-1234 AN

Standard POTS
e% telephone

-_

any/

NAS receiving
analog call

29652

A different telephone number is associated with each end of the connection. In Figure 2-5, the called
number 555-1234 is assigned to the PRI trunk. This number is dialed from the POTS telephone. The
calling number 444-1234 is assigned to the POTS telephone line.

Task 5. Configuring Modems and Lines

Modems and lines are configured after:
e The ISDN channels are operational
¢ POTS telephone calls are successfully routed to the modems

Each modem is mapped to a dedicated asynchronous line inside the NAS. After the modem inout
command is applied to the lines, the NAS is ready to accept modem calls.

AAA security is applied to the lines by the aaa new-model command and aaa authentication login
default local command. AAA performs login authentication by using the local username database. The
login keyword authenticates EXEC shell users.

~

Note = The modem speed 115200 bps and hardware flow control are the default settings
for integrated modems.

Step1  Support incoming and outgoing modem calls. In this example, the NAS has 96 integrated modems.

!

line 1 96
modem | nQut

!
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Step2  Verify that the asynchronous TTY lines support incoming and outgoing calls. These lines are simulated
R2-232 ports.
5300- NAS#show | i ne
Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
* 0 CTY - - - - 0 0 0/0 -
1 TTY - inout - - 0 0 0/0 -
2 TTY - inout - - 0 0 0/0 -
3 TTY - inout - - 0 0 0/0 -
4 TTY - inout - - 0 0 0/0 -
5 TTY - inout - - 0 0 0/0 -
6 TTY - inout - - 0 0 0/0 -
7 TTY - inout - - 0 0 0/0 -
8 TTY - inout - - 0 0 0/0 -
9 TTY - inout - - 0 0 0/0 -
10 TTY - inout - - 0 0 0/0 -
' _____________________
Snip
Step3  (Optional) Choose a specific line and inspect the modem-to-TTY association. In this example, TTY 1

is associated with modem 1/0. The modem state is idle because no users have dialed in yet.

5300- NAS#show line 1

Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se Overruns I nt
1 TTY - inout - - 0 0 0/0 -
Line 1, Location: "", Type:
Length: 24 lines, Wdth: 80 col umms
Status: No Exit Banner

Capabi lities:

Modem Cal | out, Modem Rl is CD,
Modem state: Ildle
nmoden( sl ot/ port)=1/0, state=IDLE

Har dwar e Fl owcontr ol

dsx1(sl ot/ unit/channel)=NONE,

Modem har dwar e st ate:

Speci al Chars: Escape
ANX none
Ti neout s: I dl e EXEC
00: 10: 00

Modem type i s unknown.

Session limt is not set.
Ti me since activation:
Editing is enabl ed.
Hi story is enabled,

I dl e Session

Har dwar e Fl owcontrol Qut
I ntegrated Modem

st at us=VDEV_STATUS_UNLOCKED
CTS noDSR DTR noRTS
Hold Stop Start

Di sconnect Activation
none
Modem Answer  Sessi on Di spatch
none not set

I dl e Session Di sconnect WArni ng

never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Vait
not set

never

history size is 10.

DNS resol ution in show commands is enabl ed

Full user help is disabled

Al'l owed transports are pad tel net
rl ogin udptn v120 | apb-ta.
characters are padded
dat a di spatching characters

el net
No out put
No speci al
5300- NASH#

rlogin udptn v120 | apb-ta.

Preferred is pad t
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Task 6. Enabling IP Basic Setup

Fine tune the IP routing functions and domain-name services for EXEC shell users.

Step 1 Optimize IP routing functions in global configuration mode:

ip subnet-zero
no ip source-route
ip classless

Table 2-9 describes the previous commands.

Table 2-9 IP Routing Commands

Command Purpose
i p subnet-zero Specifies that 172.22.0.0 is alegal subnet.

no i p source-route |Tightens security by ensuring that |P-header packets
cannot define their own paths through the network
access server (NAS).

ip classless Ensures that all unknown subnets use the default route.

Step2  In globa configuration mode, enter domain-name service commands to support EXEC shell users:

i p domai n-1 ookup

ip host dirt 172.22.100.9

i p donmai n- nanme maui oni ons. com
ip nane-server 172.22.11.10
ip nane-server 172.22.11.11

Table 2-10 describes the previous commands.

Table 2-10 Domain-Name Commands

Command Purpose
i p donwi n- 1 ookup Enables | P domain-name |ookups.
ip host dirt 172.22.100.9 Creates alocal name-to-address map. When the NAS is not

entered in a DNS server, this map is useful.

i p domai n-name maui oni ons. com | Tellsthe NAS how to qualify DNS lookups. In this example,
mauonions.com is appended to the end of each looked-up name.

ip name-server 172.22.11.10 Specifies the primary and secondary name servers. Theip
ip name-server 172.22.12.11 name-server command is used for mapping namesto |P
addresses.
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Task 7. Testing Asynchronous-Shell Connections

This task verifies that the following components are working:

e The physical asynchronous data path

e Basic modem links

e Basic IP functionality to support shell sessions
The Cisco |OS provides a command-line interface (CLI) called the EXEC.
The EXEC:

e Can be accessed by dialing in with a modem

¢ Provides access to terminal-shell services (no PPP) to do the following:

Modify configuration files

Change passwords
Troubleshoot possible problems including modem connections

Access other network resources by using telnet

During this task, some administrators try to make complex services function such as PPP-based Web

browsing. Do not jump ahead. Many other elements still need to be configured (for example, PPP and
IPCP). The asynchronous-shell test ensures that the EXEC’s login prompt can be accessed by a client
modem. Taking alayered approach to building a network isolates problems and saves you time.

Step 1 Locate aclient PC, client modem, and analog line. From the client PC, open aterminal emulation
program (such as Hyper Terminal, not Dial-Up Networking) and connect to the client modem.
Figure 2-6 shows the network environment for this test.

Figure 2-6 Test Environment

A—
Bl POTS line PRI lines
p—
L ———— XXX Default
Client PC Client gateway

modem

==

Cisco AS5300
with integrated
modems

24513

Step2  From aterminal-emulation program, test your RS-232 connection to the client modem. Enter the
at command. The modem returns the prompt “OK.”

at
X

Step3  Dial the PRI telephone number assigned to the NAS (in this example the number is 5551234). After the
modem successfully connects, a connect message appears.

at dt 5551234
CONNECT 28800 V42bi s

N

Note = Many modems support the a/ command, which recalls the last AT command. The
ath command hangs up amodem call. The atdl command dials the last telephone
number.
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Step 4 Log into the EXEC session:
This is a secured devi ce.
Unaut hori zed use is prohibited by | aw
User Access Verification
User nane: dude
Passwor d:
5300- NAS>
Step5  Identify thelinewherethe call landed. The following example showsthat line TTY 1 accepted the call.
The call has been up and active for 48 seconds.
5300- NAS>show cal | er
Active Idle
Li ne User Servi ce Ti me Ti me
con O admin TTY 00: 05: 33 00: 00: 00
tty 1 dude TTY 00: 00: 48 00: 00: 22
5300- NAS>show cal | er user dude
User: dude, line tty 1, service TTY
Active tine 00:01:12, Idle tine 00:00: 46
Ti neout s: Absolute Idle Idle
Sessi on Exec
Limts: - - 00: 10: 00
Di sconnect in: - - 00: 09: 13
TTY: Line 1
DSO: (sl ot/unit/channel)=0/0/0
Line: Baud rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits
Status: Ready, Active, No Exit Banner
Capabilities: Hardware Flowcontrol |n, Hardware Flowcontrol Qut
Modem Cal | out, Mbdem Rl is CD, Integrated Modem
Mbdem St at e: Ready
S
Note  Theshow caller command isadded to the Cisco |OS softwarein Release 11.3 AA
and 12.0 T. If your software release does not support this command, use the
show user command.
Step6  Test the IP functionality to support shell sessions. From the NAS, telnet to another device in your
network.
5300- NAS>t el net 172.22.66. 26
Trying 172.22.66.26 ... Open
User Access Verification
User nane: admin
Passwor d:
5800- NAS>
5800- NAS>t el net peopl e
Transl ating "people"...domain server (172.22.11.10) [K]

Tryi ng peopl e.cisco.com (172.22.2.2)...

SunCS 5.6

Open
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| ogi n: dude

Passwor d:

Last login: Wed Cct 6 08:57:46 from dhcp-aus-163-236

Sun M crosystens |nc. SunCs 5.6 Ceneric August 1997
/cms/ resource/.cmsrc: No such file or directory

peopl e%

Task 8. Confirming the Final Running-Config

The final running configuration looks like this:
5300- NAS#show runni ng-confi g

Bui | di ng confi guration..

Current configuration
!
version 12.0
servi ce tinestanps debug datetime nmsec
service tinestanps | og datetine nsec
service password-encryption
!
host name 5300- NAS
!
aaa new nodel
aaa authentication login default |oca
aaa authentication ppp default if-needed |oca
enabl e secret 5 $1$ECIQBKSER SHAKGL/ r GaewXel z
!
username adm n password 7 045802150C2E
username dude password 7 070C285F4D06
spe 1/0 1/7
firmvare | ocation bootflash: m ca-nodem pw.2.7.1.0.bin
spe 2/0 2/7
firmvare | ocation bootflash: m ca-nodem pw.2.7.1.0.bin
!
resour ce-pool disable
!
ip subnet-zero
no ip source-route
ip host dirt 172.22.100.9
i p domai n- nanme naui oni ons. com
ip nane-server 172.22.11.10
ip nane-server 172.22.12.11
|

isdn switch-type primary-5ess
ma receive maxi mumrecipients 0
|

controller T1 O

fram ng esf

cl ock source line primary

li necode b8zs

pri-group tineslots 1-24

|

controller T1 1

fram ng esf

cl ock source line secondary 1
Ii necode b8zs

Cisco AS5x00 Case Study for Basic IP Modem Services
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pri-group timeslots 1-24
|

controller T1 2

fram ng esf

I'i necode b8zs

pri-group tineslots 1-24
|

controller T1 3

fram ng esf

I'i necode b8zs

pri-group timeslots 1-24
1

process-nmax-tine 200
!

nt erface LoopbackO
ip address 172.22.99.1 255. 255. 255. 255
no i p directed-broadcast

nterface Loopbackl
ip address 172.22.90.1 255.255.255.0
no ip directed-broadcast

nterface EthernetO
i p address 172.22.66.23 255.255.255.0
no i p directed-broadcast

nterface Serial 0: 23

no i p address

no i p directed-broadcast

isdn switch-type primary-5ess
i sdn incom ng-voi ce nodem
fair-queue 64 256 0

no cdp enabl e

nterface Serial 1: 23

no i p address

no i p directed-broadcast

isdn switch-type prinmary-5ess
i sdn i ncom ng-voi ce nmobdem
fair-queue 64 256 0

no cdp enabl e

nterface Serial 2: 23

no i p address

no ip directed-broadcast

isdn switch-type prinmary-5ess
i sdn incom ng-voi ce nodem
fair-queue 64 256 0

no cdp enabl e

nterface Serial 3: 23

no i p address

no i p directed-broadcast

isdn switch-type primary-5ess
i sdn i ncom ng-voi ce nobdem
fair-queue 64 256 0

no cdp enabl e

nterface FastEthernetO
no i p address

no ip directed-broadcast
shut down

!

no ip http server
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ip classless
iproute 0.0.0.0 0.0.0.0 172.22.66.1
!

banner |ogin ~C
This is a secured device
Unaut hori zed use is prohibited by Iaw
~C

!

line con O

transport input none
line 1 96

nmodem | nQut

line aux O

line vty 0 4

|

end

What to do Next

Perform the tasks in the section “Verifying Modem Performance.”

Cisco AS5x00 Case Study for Basic IP Modem Services
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SECTION 3

Commissioning the Cisco AS5800 Hardware

In this Section

This section describes how to configure the Cisco AS5800 to support terminal EXEC shell services
and login prompts for client modems.

The following subsections are provided:
¢ Understanding the Basic Hardware Architecture
e Task 1. Verifying Basic Setup
e Task 2. Configuring Cisco |OS Basics
e Task 3. Enabling the T3/T1 Controllers
e Task 4. Configuring the Serial Interfaces
e Task 5. Configuring Modems and Lines
e Task 6. Enabling IP Basic Setup
e Task 7. Testing Asynchronous EXEC Shell Connections
e Task 8. Confirming the Final Running-Config

In this case study, THEnet commissions the Cisco AS5800 network access server (NAS). Local-based
authentication is used. After the Cisco AS5800 is commissioned, THEnNet configures and tests PPP as
described in “Configuring PPP and Authentication.” In the future, THEnet will use aAAA RADIUS
Server.

N

Note  For adescri ption of terminal EXEC shell services, seethe section “Task 7. Testing
Asynchronous EXEC Shell Connections.”

Understanding the Basic Hardware Architecture

To build an access network by using the Cisco AS5800, you need to understand the following:
e The Cisco 7206 Router Shelf and the Cisco DS5814 Dial Shelf
e Call-Processing Components

Cisco AS5x00 Case Study for Basic IP Modem Services
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The Cisco 7206 Router Shelf and the Cisco DS5814 Dial Shelf

The Cisco AS5800 access server contains:
e A Cisco 7206 router shelf (egress). It connects to the 1P backbone.
e A Cisco DS5814 dial shelf (ingress). It connects to the PSTN.
Figure 3-1 shows the Cisco AS5800's system architecture for this case study:

Figure 3-1 Cisco AS5800 System Architecture
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Network
*********************************** ! element

' System ) ‘
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Note  The Cisco |OS uses a three-element notation to specify interface and port
locations: shelf/slot/port.
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The Cisco 7206 router shelf contains the following:

Port adapters. In this case study, the Cisco 7206 uses Fast Ethernet (FE) 0/1/0 to connect to the
I P backbone.

A dial shelf interconnect (DSI) port adapter. In this case study, the adapter islocated at 0/2/0.

The Cisco 7206 communicates with the Cisco DS5814 dial shelf through an external dial shelf
interconnect cable. The cable connects from the DSI port adapter to the dial shelf controller
(DSC) card.

The Dial Shelf Interconnect Protocol (DSIP) enables communication between the Cisco 7206
and the Cisco DS5814.

Service adapters (for example, compression and encryption).
By default, a shelf ID of 0 is assigned to the router shelf.

The Cisco DS5814 dial shelf contains the following:

Dial shelf controller (DSC) cards. They fit in slots 12 or 13 only. If you have only one
DSC card, slot 12 is recommended. One DSC card is used in this case study.

The DSC card contains its own Cisco 10S image. For maintenance purposes only, the card can
be accessed through its consol e port and Ethernet interface. No | P packets originating from any
trunk or modem cards go out this Ethernet interface.

T3/TL/E3/E1 cards. They connect to the PSTN and fit in slots 0 through 5 only. Slots 0 and 1
are recommended. In this case study, one T3 trunk card is located at 1/0/0.

Modem/voice cards. They fit in slots 0 through 11. In this case study, nine modem cards are
installed. The first modem card isin slot 2. The line-modem range is 1/2/00 to 1/10/143.

By default, a shelf ID of 1 isassigned to the dial shelf.

The Cisco SC3640 system controller is an external management subsystem. It interfaces with the
Cisco 7206 and provides the following functions:

SNMP and syslog off loading
Out-of-band consol e access

Call-Processing Components

As shown in Figure 3-2, the following components are used to process a call:

Client modems and I SDN routers dial into the access server through the PSTN.

Asynchronous PPP calls (analog) connect to modems inside the access server.

Each modem inside the access server provides a corresponding TTY line and asynchronous
interface for terminating character and packet mode services.

Asynchronous interfaces clone their configurations from a group-async interface.

Synchronous PPP calls (digital) connect to serial interface channels (for example, S1/0/0:0:0
and S1/0/0:0:1).

Synchronous interfaces clone their configurations from a dialer interface.

[ 11/24/1999
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Figure 3-2 Cisco AS5800 Call-Processing Components
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One asynchronous PPP call consumes:

One T1 DS0 channel

One channel in a TDM bus
One integrated modem
OneTTY line

One asynchronous interface

One synchronous PPP call consumes:

Je

One T1 DSO0 channel
One serial interface channel

Verifying Basic Setup I

Teﬁ'ip Synchronous PPP calls require HDL C resources. Each T3 trunk card is limited to 256
HDLC resources. T1 trunk cards do not have HDLC resource limitations.

Task 1. Verifying Basic Setup

Verify that basic system components are functioning:

1.1 Analyzing the System Boot Dialog
1.2 Matching the Cisco 10S Images

1.3 Inspecting the Dial Shelf

1.4 Understanding DSIP Commands

1.5 Checking the Initial Running-Config
1.6 Exploring the Cisco 10S File System
1.7 Investigating Memory Usage

1.8 Inspecting CPU Utilization
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1.1 Analyzing the System Boot Dialog

A

To view the boot sequence through aterminal session, you must have a consol e connection to the access
server before it powers up.

Caution

Always power up the dial shelf before the router shelf. The DSC card checks the dial
shelf’sinventory, which requires extratime. After two minutes, power up the router shelf.
The router shelf depends on the DSC card for the dial shelf’s inventory report.

The following boot sequence occurs. Event numbers and comments are inserted in the example to
describe the boot sequence.

System Boot strap, Version 11.1(13)CA, EARLY DEPLOYMENT RELEASE SOFTWARE (fc1l)
Copyright (c) 1997 by cisco Systens, Inc.
C7200 processor with 131072 Kbytes of nmin menory

Sel f deconpressing the i nmage : #####HHHHHHHHHHHHHHHHHHH
BHHHH R R
B s O |

%PA- 2- UNDEFPA: Undefined Port Adaptor type 106 in bay 2

YSYS- 4- CONFI G_NEVER:  Configurations fromversion 12.0 may not be correctly under
st ood.

% R- 3- SEATED: I nsert/renpval failed (slot 2), check card seating

% R- 3- SEATED: Insert/renpval failed (slot 2), check card seati ngCCCCCCCCCCCCCCC

Read 7314384 bytes fromfile slot0:c5800-p4-ne. 120-4. XL1. bin

Sel f deconpressing the image : ####HBHIIHHHHHHHHHHHHHH
TR R R R R
TR R R R R
P G A A A B I A A L A B G I L
TR R R R R
TR R R R R
P G A A G A B L A L L AL L A G I L
TR R T R R R
TR [ OK]

In the previous segment, the NAS decompresses the system boot image, tests the NVRAM for
validity, and decompresses the Cisco 10S image.

Sometimes boot images do not support hardware cards. Sample error messages look like this:

%PA- 2- UNDEFPA: Undefined Port Adapter
% R- 3- SEATED: | nsert/renoval failed

Ignore these messages. However, do not ignore error messages that appear after the Cisco 10S
image decompresses.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Restricted R ghts Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts cl ause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Conputer
Software clause at DFARS sec. 252.227-7013.

cisco Systens, Inc.
170 West Tasnan Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software 10S (tn) 5800 Software (C5800-P4-M,
Version 12.0(4)XL1, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

TAC: Horre: SW | OS: Specials for info

Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi | ed Thu 12-Aug-99 13:16 by ayeh

| mage text-base: 0x60008900, data-base: 0x611A6000

cisco 7206 (NPE200) processor with 114688K/ 16384K bytes of nenory.
R5000 CPU at 200Mhz, |nplenentation 35, Rev 2.1, 512KB L2 Cache
6 slot mdplane, Version 1.3

Last reset from power-on

X. 25 software, Version 3.0.0.

Bri dgi ng software.

Super LAT software (copyright 1990 by Meridi an Technol ogy Corp).
1 FastEthernet/| EEE 802.3 interface(s)

1296 terminal line(s)

1 Channelized T3 port(s)

125K bytes of non-volatile configuration nenory.

4096K byt es of packet SRAM nmenory.

20480K bytes of Flash PCMCI A card at slot O (Sector size 128K).
4096K bytes of Flash internal SI MM (Sector size 256K).

2. The following components are detected: Cisco |0S Release, available memory, and available
interfaces.

If ahardware card is not recognized, verify that you are running the optimum version of Cisco | OS.
Refer to the Hardware-Software Compatibility Matrix at:

http://cco-gj-1.cisco.com/cgi-bin/front.x/Support/HW SWmatrix/hwswmatrix.cgi
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--- System Configuration Dialog ---
Wul d you like to enter the initial configuration dialog? [yes/no]: no

Because the NAS has never been configured, the Cisco 10S cannot find a startup-config file. Abort
the configuration dialog. In this case study, the Cisco 10S is configured manually. The automatic
setup script is not used. Manually configuring the Cisco 10S develops your expertise.

00: 00: 52: 9%OSI PPF-5-DS_HELLO: DSIP Hello fromshelf 1 slot 12 Succeeded
00: 00: 53: 9%OSC_REDUNDANCY- 3- Bl CLI NK: Swi tching to DSC 12
00: 00: 56: 9%OSC_REDUNDANCY- 3-BI CLINK: Link to active DSC up

00: 02: 05: 9%OSI PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 0 Succeeded
00: 02: 06: 9%OSI PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 2 Succeeded
00: 02: 06: %OSI PPF-5-DS HELLO DSIP Hello fromshelf 1 slot 3 Succeeded
00: 02: 06: 9%OSI PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 4 Succeeded
00: 02: 06: 9%OSI PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 5 Succeeded
00: 02: 06: 9%OSI PPF-5-DS HELLO DSIP Hello fromshelf 1 slot 6 Succeeded
00: 02: 06: 9%OSI PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 7 Succeeded
00: 02: 06: 9%OSI PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 8 Succeeded
00: 02: 06: %OSI PPF-5-DS HELLO DSIP Hello fromshelf 1 slot 9 Succeeded
00: 02: 06: 9%OSI PPF-5-DS_HELLO. DSIP Hello fromshelf 1 slot 10 Succeeded

Press RETURN to get started!

Rout er >

By using the DSIP protocol, the router shelf detects the state of each card in the dial shelf.

Depending on how many cards arein the dial shelf, thereisadelay of 60 to 120 seconds before the
“DSIP Hello” messages are displayed on your terminal session.

After the Cisco AS5800 is powered up, enter the show environment command. Verify that there are
no critical grounding, heating, or power problems. The following example shows a normal operating
environment.

5800- NAS>show envi r onnent
Al'l neasured val ues are normal
5800- NAS>show envi ronnment al |
Power Supplies:
Power supply 1 is enpty.
Power supply 2 is Zytek AC Power Supply. Unit is on.

Tenper at ure readi ngs:
chassis inlet measured at 25C/ 77F
chassis outlet 1 nmeasured at 27C 80F
chassis outlet 2 nmeasured at 33C/ 91F
chassis outlet 3 nmeasured at 41C 105F

Vol t age readi ngs:
+3.45 V neasured at +3.49 V
+5.15 V neasured at +5.21 V
+12.15 neasured at +12.34 V
-11.95 neasured at -11.81 V

Envm stats saved 1 time(s) since reload
5800- NAS>
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1.2 Matching the Cisco I0S Images

The dial shelf and router shelf run separate Cisco 10S images:

¢ Both images must be from the same Cisco |OS Release. They must match. In this case study, the
Cisco 10Sreleaseis 12.0(4)XL 1.

e Therouter shelf’simageisin the Cisco 7206's Flash memory. It begins with “c5800.” The dial
shelf’simageisin the DSC card. It begins with “dsc.”

On the router shelf, check the Cisco 10S image, uptime, and restart reason:

Rout er #show ver si on

Cisco Internetwork Operating System Software 10OS (tn) 5800 Software (C5800-P4-M, Version
12.0(4) XL1, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

TAC: Horre: SW | OS: Specials for info

Copyright (c) 1986-1999 by cisco Systems, I|nc.

Conpi | ed Thu 12- Aug-99 13:16 by ayeh

| mage text-base: 0x60008900, data-base: 0x611A6000

ROM System Bootstrap, Version 11.1(13)CA, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)
BOOTFLASH: 7200 Software (C7200-BOOT-M, Version 11.1(24)CC, EARLY DEPLOYMENT RELEASE
SOFTWARE (fcl)

Router uptime is 2 mnutes
Systemreturned to ROM by rel oad
Systemimage file is "slot0:c5800-p4-nz. 120-4. XL1. bi n"

cisco 7206 (NPE200) processor with 114688K/ 16384K bytes of nenory.
R5000 CPU at 200Mhz, |Inplenentation 35, Rev 2.1, 512KB L2 Cache
6 slot mdplane, Version 1.3

Last reset from power-on

X. 25 software, Version 3.0.0.

Bri dgi ng software.

Super LAT software (copyright 1990 by Meridian Technol ogy Corp).
1 FastEthernet/| EEE 802.3 interface(s)

1296 terminal |ine(s)

1 Channelized T3 port(s)

125K bytes of non-volatile configuration nmenory.

4096K bytes of packet SRAM nmenory.

20480K bytes of Flash PCMCI A card at slot O (Sector size 128K).
4096K bytes of Flash internal SI MM (Sector size 256K).
Configuration register is 0x2102
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Table 3-1 describes the significant output fields in the previous display:

Table 3-1 Show Version Command Field Descriptions

Field Description

5800 Software (C5800-P4-M, Version |CiscolOS version.

12. 0(4) XL1

Router uptine is 2 nminutes Reports the router’s uptime. Watch for
unscheduled rel oads.

Systemreturned to ROM by rel oad Describeswhy the access server last rel oaded.
If the field displays “power-on,” a power
interruption caused the reload.

Systeminmege file is _ The Cisco 7206 router shelf booted from the

"sl ot 0: €5800- p4- me. 120- 4. XL.1. bi n* external PCMCIA Flash card at slot 0.

The router shelf does not have an internal
Flash. If the PCMCIA Flash card is missing,
the router shelf will not boot.

On the dial shelf, check the Cisco |OS image, uptime, and restart reason. If you do not have a physical
consol e connection to the dial shelf, enter the execute-on slot [12 | 13] show version command.
The DSC can bein slot 12 or 13.

Rout er #execut e-on sl ot 12 show version

DA- Sl ot 12>

Cisco Internetwork Operating System Software 10S (tm) 5800 Software (C5800-DSC-M,
Version 12.0(4)XL1, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

TAC: Honme: SW | OS: Specials for info

Copyright (c) 1986-1999 by cisco Systems, I|nc.

Conpi | ed Thu 12- Aug-99 18:48 by ayeh

| mage text-base: 0x600088F0, data-base: 0x60520000

ROM System Bootstrap, Version 11.3(1)AA, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)
ROM 5800 Software (C5800-DSC-M, Version 11.3(9)AA2, EARLY DEPLOYMENT RELEASE SOFTWARE
(fcl)

DA-Sl ot 12 uptinme is 20 hours, 38 mnutes
Systemreturned to ROM by rel oad
Systemimage file is "slotO: dsc-c5800-ne. 120-4. XL1. bi n"

cisco ¢5800 (R4K) processor with 24576K/ 8192K bytes of menory.
R4700 CPU at 150Mhz, |Inplenentation 33, Rev 1.0, 512KB L2 Cache
Last reset from power-on

1 Ethernet/I| EEE 802.3 interface(s)

2 Dial shelf Interconnect(DSI) FE interface(s)

123K bytes of non-volatile configuration nenory.

8192K bytes of Flash PCMCIA card at slot 0 (Sector size 128K).
4096K bytes of Flash internal SI MM (Sector size 256K).
Configuration register is 0x2102
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1.3 Inspecting the Dial Shelf

Verify that the feature boards are up (T3, T1, E3, E1, modem, or voice):

Rout er #show di al - shel f

Sl ot Boar d CPU DRAM 1/ O Menory State El apsed
Type Util Total (free) Total (free) Ti me
0 CT3 0% 0% 21598976( 81% 8388608( 41% Up 00: 01: 35
2 Moden(DW) 20% 20% 46764800( 86% 16777216( 74% Up 00: 01: 35
3 Moden( DW) 0% 0% 46764800( 86% 16777216( 74% Up 00: 01: 35
4 Modem(DMV) 20% 20% 46764800( 86% 16777216( 74% Up 00: 01: 35
5 Moden(DW) 20% 20% 46764800( 86% 16777216( 74% Up 00: 01: 35
6 Moden(DW) 40% 40% 46764800( 86% 16777216( 74% Up 00: 01: 35
7 Moden(DW)  40% 40% 46764800( 86% 16777216( 74% Up 00: 01: 35
8 Moden(DW) 35% 35% 46764800( 86% 16777216( 74% Up 00: 01: 35
9 Modenm( DW) 0% 0% 46764800( 86% 16777216( 74% Up 00: 01: 35
10 Mbden(DWV) 20% 20% 46764800( 86% 16777216( 74% Up 00: 01: 34
12 DSC 0% 0% 19097792( 79% 8388608( 66% Up 00: 02: 49

Dial shelf set for auto boot
Rout er #

Always power up the dial shelf before the router shelf. Allow two to three minutes for the DSC card
to take an inventory of the dial shelf.

If the DSC card goes down after the feature boards are up, the system will still function properly.
This event will not bring down the system. However, online insertion and removal (OIR) will not
work.

Possible dial-shelf statesinclude: unknown, down, resetting, booting, and up. The“Up” state means
that the card can communicate with the router shelf.

Each modem board contains its own DRAM memory. Double-density modem modules (DMM)
require at least 64 MB of memory with Release 12.0. Hex modem modules (HMM) require at |east
32 MB with Release 11.3. Each card performs its own call processing.

A fully populated DMM card contains 144 modems. The dial shelf in this case study contains
1296 modems.

A normal CPU utilization range for modem boards is between 20% to 40%.

DSC Troubleshooting Tips

Step 1
Step 2
Step 3

If the DSC card does not come up, perform the following troubleshooting steps. If the DSC card never
comes up, the feature boards in the dial shelf cannot communicate with the router shelf.

Look for LED lights on the DSC card. If the lights are off, try re-seating the card.
Verify that the DSI port adapter on the Cisco 7206 is inserted correctly.
Verify that the cable between the DSI port adapter and the DSC card is connected correctly.
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Step 4

Note

From the Cisco 7206, verify that the DSI-Fast Ethernet interface and line protocol are up:

Rout er >show dsi

DSl - Fastethernet0/2/0 is up, line protocol is up
Hardware is DEC21140A, address is 0030.f2f5.1438 (bia 0030.f2f5.1438)
MIU 0 bytes, BW 100000 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
Ful | - dupl ex, 100Mo/s, 100BaseTX FX
ARP type: ARPA, ARP Ti meout 04:00: 00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qut put queue 0/40, O drops; input queue 0/75, O drops
5 mnute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

The following example shows a dial shelf interconnection that changes state to up after the DSC card
reloads. Loss of DSIP Keepalive messagesindicate no communication between the router shelf and dial
shelf. After DSIP Hello messages succeed, the Fast Ethernet DSI-Tx 0 and DSI-Rx 1 changetheir state
to up. Until these interfaces are up, the router shelf and dial shelf cannot communicate. No debug
commands are used to create these console messages; however, the terminal monitor command is
required to watch them.

Rout er #

00: 04: 29: %DSI PPF-5- DS_KEEPALI VE_LOSS: DSI P Keepalive Loss fromshelf 1 slot 12
00: 05:12: 9%OSI PPF-5-DS HELLGO DSIP Hello fromshelf 1 slot 12 Succeeded

00: 05: 18: 90Ol AL12- 3- MG

00: 00: 03: %1 NK- 3- UPDOWN: I nterface DSI-Tx-Fast Et hernet0, changed state to up
00: 00: 03: %1 NK- 3- UPDOWN: I nterface DSI-Rx-Fast Et hernet1l, changed state to up
00: 00: 03: 9%l NK- 3- UPDOMN: | nterface Ethernet0, changed state to up

Rout er #

In a production environment, verify that console logging is disabled. Enter the

show logging command. If logging is enabled, the access server might intermittently
freeze up as soon as the console port gets overloaded with log messages. Enter the
no logging console command.

The following messages appear on the console-terminal session after the DSC card is physically
removed from slot 12 and re-inserted. Approximately 120 seconds el apse before all these messages

appear.

Rout er >

04: 41: 42: 9OSC_REDUNDANCY- 3- Bl CLI NK: Link to active DSC down

04:42:13: 9% SDN- 6- LAYER2DOMWN: Layer 2 for Interface Sel/0/0:4:23, TEI 0 changed to
down

04: 42: 14: 9OSC_REDUNDANCY- 3- Bl CLI NK: Link to active DSC up

04:42: 36: %S| PPF-5- DS_KEEPALI VE_LOSS: DSI P Keepalive Loss fromshelf 1 slot
04:42: 36: Y%OS| PPF-5- DS_KEEPALI VE_LOSS: DSI P Keepalive Loss fromshelf 1 slot
04: 42: 46: YOS| PPF- 5- DS_KEEPALI VE_LCOSS: DSI P Keepal i ve Loss fromshelf 1 slot
04:42: 46: Y%OS| PPF- 5- DS_KEEPALI VE_LGOSS: DSI P Keepalive Loss fromshelf 1 slot
04:42:53: Y%OS|I PPF-5-DS HELLO DSIP Hello fromshelf 1 slot 12 Succeeded

04: 44:59: 9OS|I PPF-5-DS_HELLO DSIP Hello fromshelf 1 slot 0 Succeeded

P O WN
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04:45: 02: 9%OSI PPF-5-DS HELLO DSIP Hello fromshelf 1 slot 2 Succeeded
04: 45: 03: 9%OSI PPF-5-DS HELLO DSIP Hello fromshelf 1 slot 3 Succeeded
Rout er >

The following boot sequence occurs in the previous example:
1. The DSC card takes 32 seconds to boot up. Afterwards, the card checks the dial shelf’sinventory.

2. Thedial shelf exchanges hardware inventory information with the router shelf. After the exchange,
the router shelf instructs the DSC card to load the appropriate boot images into the feature boards.

3. Morethantwo minutes elapse before the DSC card detectsthefirst “DSIP Hello” message from the
first feature board (in shelf 1 slot 0). If the DSC card never comes up, the feature boardsin the dial
shelf cannot communicate with the router shelf.

4. Therouter shelf gives the feature boards the appropriate images.

If the DSC card is still down, the card might have an incorrect Cisco |OS image, or the Flash card is
missing (ROM monitor mode). Open aphysical console connection to the DSC card, copy animageinto
boot Flash, and try re-initializing the system.

For advanced troubleshooting measures after the DSC card is up, open a virtual-console session to the
DSC card (DA-Slot12). To end the session, enter Ctrl C three times:

Rout er #dsi p consol e sl ave 12
Trying Dial shelf slot 12 ...
Ent eri ng CONSOLE for slot 12
Type "~"C'C'C' to end this session

DA- Sl ot 12>
DA- Sl ot 12#
DA- Sl ot 12#
DA- Sl ot 12#
Terminate NIP 10 session? [confirni

[ Connection to Dial shelf slot 12 closed by | ocal host]
Rout er #

The router shelf provides the DSC card with the required configuration. Do not change
the DSIP settings in the DSC card’s configuration.

Feature Board Troubleshooting Tips

If the show dial-shelf command reportsthat the feature boards are booting for extended periods of time,
start debugging from the router shelf by using the following commands:

debug dsip transport
debug dsip trace
debug dsi p boot

Debug dsip transport shows the registered MAC address sent from each feature board. Debug dsip
trace displays detailed DSIP hello and keepalive messages. Debug dsip boot shows if the router shelf
is sending the boot image to the feature boards.
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1.4 Understanding DSIP Commands

The router shelf communicates with the dial shelf by using:
¢ A Fast Ethernet interconnect cable
e The Dial Shelf Interconnect Protocol (DSIP)

For the DSIP command reference and other system management functions, refer to the document
Dial and System Management Commands for the Cisco AS5800 at the following URL.:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113aa/113aa 2/
58cfeats/c5800uas.htm

To understand how DSIP functions, enter the commands in the following bullet list:

¢ Verify that the connection between the router shelf and dial shelf isup. The DSI-Fast Ethernet
interface islocated at 0/2/0 in the Cisco 7206. Note that the output from show dsi command is
different from the show dsip command.

5800- NAS#show dsi

DSl - Fastethernet0/2/0 is up, line protocol is up
Hardware is DEC21140A, address is 00d0.d342.4c38 (bia 00d0.d342. 4c38)
MIU 0 bytes, BW 100000 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
Ful | - dupl ex, 100Mo/s, 100BaseTX FX
ARP type: ARPA, ARP Ti meout 04:00: 00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qut put queue 0/40, O drops; input queue 0/75, O drops
5 mnute input rate 0 bits/sec, 0 packets/sec

¢ Verify that each feature board’s MAC address is registered by DSIP. Unregistered boards cannot
communicate with the system. Shelf 0 is the router shelf (master). Shelf 1 isthe dial shelf (slave).

Rout er #show dsi p transport

DSI P transport statistics

IPC : input nsgs=4309, bytes=509139; output nmsgs=4308, bytes=291468
total consuned ipc nmsgs=2133; total freed ipc nsgs = 2133
transmt contexts in use = 13, free = 243, zonbie = 0, invalid =0
ipc getnmsg failures = 0, ipc tineouts=0
core getbuffer failures=0, api getbuffer failures=0
dsip test nmsgs rcvd = 0, sent = 0

CNTL : input msgs=20927, bytes=738902; output nmsgs=20350, bytes=29816080
getbuffer failures=0

DATA : input nmsgs=1076, bytes=38736; output nsgs=0, bytes=0

DSIP Private Buffer Pool Hits =0

DSI P regi stered addresses:
Shel fO : Master: 00dO.d342.4c38, Status=local
Shelf1l : Slot0 : 0090. bf 52. 4e00, Status=renote
Shel f1 : Slot2 : 0090. bf52. 4e10, Status=renote
Shel f1 : Slot3 : 0090. bf52.4e18, Status=renote
Shelf1 : Slot4 : 0090. bf 52. 4e20, Status=renote
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Shelfl1l : Slot5 : 0090. bf52. 4e28, Status=renote
Shelfl : Slot6 : 0090. bf52.4e30, Status=renote
Shel f1 : Slot7 : 0090. bf52. 4e38, Status=renote
Shel f1 : Slot8 : 0090. bf52. 4e40, Status=renote
Shelf1 : Slot9 : 0090. bf52. 4e48, Status=renote
Shel f1 : Slot10: 0090. bf 52. 4e50, Status=renote
Shel f1 : Slotl12: 0090. bf52. 4e60, Status=renote
Rout er #

Verify that all feature boards are running DSIP versions that are compatible with the router shelf:

Rout er #show dsi p versi on

DSI P version information:

Local DSIP mejor version = 5, m nor version = 2

Al'l feature boards are running DSIP versions conpatible with router shelf

Local clients registered versions:

Client Nane Maj or Version M nor Version
Consol e 5 2

Cl ock 2 1

Modem 0 0

Logger No version No version
TDM No version No version
Tr unk No version No version
Async data No version No version
VO CE 0 0

Di al shelf 1 1

Envi r onnment No version No version
FI LESYS No version No version
DSC Red. Ul 0 1

Split DS No version No version
DSI P Test No version No version

M smatched renote client versions:

Rout er #

This command also reports mismatched Cisco |OS versions. No mismatches exist
in this example.
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1.5 Checking the Initial Running-Config

Step 1

The Cisco |OS creates an initial running configuration. To get familiar with the default settings, inspect

the configuration.

Display the configuration on the Cisco 7206 router shelf:

Rout er #show runni ng-confi g
Bui | di ng configuration..

Current configuration
!

version 12.0

service tinestanps debug uptinme

service tinestanps |og uptinme
no service password-encryption
!
host name Rout er
!
!
shelf-id O router-shel f
shelf-id 1 dial-shelf
!
!
!
resour ce-pool disable
!
modem pool Def aul t
pool -range 1/2/0-1/10/143
!

spe 1/2/0 1/10/11
firmvare ios-bundl ed default
nmodem recovery action none
ip subnet-zero
!
isdn voice-call-failure O
!
!
controller T3 1/0/0
cabl el ength 224
!
!
!
process-max-ti me 200
!
interface FastEthernet0/1/0
no i p address
no i p directed-broadcast
shut down
!
interface G oup-AsyncO
no i p address
no ip directed-broadcast
group-range 1/2/00 1/10/143
!
ip classless
no ip http server
!
!
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line con O

transport input none
line aux O

line vty 0 4

line 1/2/00 1/10/143
modem | nQut

no nodem | og rs232

|

end

Verifying Basic Setup I

Without connecting to the DSC card, display the configuration on the Cisco DS5814 dial shelf:

Rout er #execut e-on sl ot 12 show runni ng-config

DA- Sl ot 12#
Bui | di ng configuration..

Current configuration

!

version 12.0

service config

no service pad

service tinestanps debug uptinme
service tinestanps |og uptinme
no service password-encryption
|

host name DA- Sl ot 12

!

|

ip subnet-zero

|

|

process-max-time 200

|

nterface EthernetO

no i p address

no ip directed-broadcast
shut down

!

no ip http server

ip classless

!

!

line con O

transport input none
line vty 0 4

|

end
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1.6 Exploring the Cisco 10S File System

Get familiar with the file system and memory storage areas. The Cisco |OS File System (IFS) provides
a consolidated interface to:

¢ The Flash memory file system
e The network file system (TFTR, rcp, and FTP)

¢ Any other endpoint for reading or writing data (such as NVRAM, modem firmware, the running
configuration, ROM, raw system memory, Xmodem, and Flash load helper log).

IFS first appeared in Cisco |OS Releases 11.3 AA and 12.0. For more information about IFS, refer to
the chapter Using the Cisco 10S File System in the Release 12.0 Configuration Fundamentals
Configuration Guide at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cger/fun_c/feprt2/fcifs.htm
Figure 3-3 shows the memory locations inside the Cisco A S5800.

Figure 3-3 Cisco AS5800 Memory Locations

: CPU [ : : :
: (NPE200) ‘ slot0: flash: ‘
Router : Processor { sl ot 1: ‘
shelf< : memory |
Packet 1/10 _% boot f 1 ash: ‘
! memory
: ﬂ nvram ‘ ==
ﬂ dscl2-sl ot O: ‘ < Dial shelf
interconnect
# dsc12-sl ot 1: ‘ cable
DiaI<
shelf

4dsc12- boot f | ash: \

ﬂ dscl2-nvram ‘
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Table 3-2 describes the memory locations shown in Figure 3-3.

Table 3-2 Memory Location Descriptions

Component

Description

CPU (NPE200)

Central processing unit.

Processor memory

The Cisco 10S image isinitially read out of Flash
memory, decompressed, and |oaded into processor
memory (also known as main memory).

Routing tables, call control blocks, and other data
structures are also stored here.

Packet I/0O memory

Packets are temporarily stored in I/O memory.

slot0: flash:

PCMCIA Flash memory cards in the router shelf.

sl ot 1 They store Cisco |OS images, modem
firmware/portware, and custom web pages.

boot f | ash: Flash memory on the Cisco 7206’s motherboard.

nvram Non-volatile configuration memory.

dsc12-sl ot 0: PCMCIA Flash memory cards in the DSC card.

dscl2-sl ot 1:

dscl12-boot fl ash:

Flash memory on DSC card’s motherboard.

dscl2-nvram

Non-volatile configuration memory in the DSC card.

To inspect the file system, enter the commands in the following bullet list:

¢ View the different file storage areas and file management functions. Additionally, verify that you
have everything that you ordered from manufacturing (for example, Flash memory). The asterisk
(*) indicates the current directory.

Rout er #show fil e systens

File Systens:

Si ze(b)

129016
* 20578304

3407872

7995392
3407872
126968

Rout er #

Free(b) Type Flags Prefixes
- flash rw  diskO:
- flash rw  diskl:
- opaque rw  null:
- opaque rw system
- net wor k rw tftp:
128277 nvram rw  nvram
13263792 flash rw slotO: flash:
- flash rw slotl:
1286636 flash rw bootflash:

- opaque wo | ex:

- net wor k rw rcp:

- net wor k rw  pram

- net wor k rw ftp:
5825440 flash rw dscl2-slotO:

- flash rw dscl2-slotl:
1575412 flash rw dscl2-bootfl ash:

126968 nvram rw dscl2-nvram
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Display the objects in the system memory directory:

Rout er#dir system
Directory of system/

2 dr-x 0 <no date> nenory
1 -rw 787 <no date> running-config

No space information avail abl e
Rout er #

Remember to include the trailing colon (:) in the dir commands.

Inspect the Flash memory on the router shelf and dial shelf. Both images must have a matching
Cisco 10S Release number. In this example, both images are from Release 12.0(4)XL1. Asthe
chassis boots up, the images are copied, decompressed, and loaded into DRAM memory.

Rout er #pwd

sl ot O:

Rout er #di r
Directory of slotO:/

1 -rw 7314384 Sep 13 1999 20:03:41 ¢5800-p4-ne.120-4. XL1. bin

20578304 bytes total (13263792 bytes free)
Rout er #

Rout er #di r dsc12-sl ot O:

Directory of dscl2-slotO0:/

1 -rw 2169824 Sep 13 1999 20:28:53 dsc-c5800-ne. 120-4. XL1. bin

7995392 bytes total (5825440 bytes free)
Rout er #
Inspect the bootFlash on both shelves:
Rout er #di r boot fl ash:
Directory of bootflash:/
1 -rw 2121108 Jan 01 2000 00:00:48 c7200-boot-nz.111-24.CC

3407872 bytes total (1286636 bytes free)
Rout er

Rout er #di r dsc12-boot fl ash:

Directory of dscl2-bootflash:/

1 -rw 2169824 Nov 18 1999 22:18:30 dsc-c5800-nz. 120-4. XL1. bin
3407872 bytes total (1237920 bytes free)

Cisco recommends that you keep a backup copy of the dial shelf’simage in boot Flash. Someone
may take PCM CI A Flash cardswithout notification. The dial shelf doesnot haveitsown connection
to the IP backbone for image upgrade purposes.
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The squeeze command is required to remove deleted files:

5800- NAS#pwd

dsc12-boot fl ash:/

5800- NAS#del et e dsc-c5800-ne. 113-9. AA2

Del ete fil ename [dsc-c5800-nez. 113-9. AA2] ?

Del et e dscl12-bootfl ash: dsc-c5800-ne. 113-9. AA2? [confirni
5800- NAS#squeeze dscl2-bootfl ash:

Al deleted files will be renoved. Continue? [confirni
Squeeze operation may take a while. Continue? [confirni

DA- Sl ot 12#
Al deleted files will be renpved. Continue? [confirm
Squeeze operation may take a while. Continue? [confirni

Squeeze of bootflash conplete
Squeeze of dscl2-bootflash conplete
5800- NAS#

¢ Inspect the NVRAM memory on the router shelf and dial shelf. Three files are present:
startup-config, private-config, and underlying-config.

- The private-config is a secure file that supports encryption technologies. It is not user
accessible.

— Theunderlying config is the version of the startup-config that is stored in NVRAM.

Rout er#di r nvram
Directory of nvram/

1 -rw 739 <no date> startup-config
2 ---- 24 <no date> private-config
3 -rw 739 <no date> underlying-config

129016 bytes total (128277 bytes free)
Rout er #

Rout er #di r dscl2- nvram

Directory of dscl2-nvram/

1 -rw 0 <no date> startup-config
2 ---- 0 <no date> nprivate-config
3 -rw 0 <no date> underlying-config

126968 bytes total (126968 bytes free)
Rout er #

1.7 Investigating Memory Usage

Use the show memory summary command to:
e Understand how memory is used for different processor and 1/0 memory processes.
¢ ldentify memory fragmentation and memory leaks.

- Memory leaks—Memory that is not released back to the processor. Memory leaks areindicated
by steady decreases of free memory. However, the preferred way to track memory leaksis to
monitor the FreeMem variable in the OID MIB.

- Memory fragmentation—Indicated by the largest block of memory not being equal to the free
block. Fragmentation increases as the numbers grow further apart.
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The following exercise explains how to inspect and cal culate memory usage:

Step 1 Display the memory status report. Note that the largest-memory block is close to the free-memory
block, which is good. There is no fragmentation.

5800- NAS#show nenory sunmmary
Head Tot al (b) Used(b) Free(b) Lowest(b) Largest(b)
Processor 6164D4E0 94055200 42346480 51708720 50435436 51592056
I/O 7000000 16777216 6433400 10343816 10343816 10343772
PCI  4B000000 4194304 618584 3575720 3575720 3575676

A

Caution Do not enter the show memory summary command with theter minal length 0 command
enabled. Otherwise, you will produce many screens of output which might interrupt your
session.

Table 3-3 describes the significant fields in the previous display:

Table 3-3 Show Memory Summary Output Field Descriptions

Field Description

Processor Processor memory. The Cisco |OS image isinitially read out of Flash memory,
decompressed, and placed into main memory. Routing tables and call control blocks
are also stored in main memory.

110 Packets are temporarily stored in 1/0O memory.

Head Hexadecimal address of the head of the memory allocation chain.

Tot al (b) Summary of used bytes plus free bytes.

Used(b) Total number of bytes currently used for routing tables and call-processing
components.

Free(b) Total number of free bytes. The free memory size should be closeto the largest block
available.

Lowest (b) Smallest amount of free memory since last boot.

Lar gest (b) Size of largest available free block. Whenever the largest available block is equal to

the free block, there is no fragmentation.

In the example, there is a small amount of fragmentation.

Step2  Convert bytes to megabytes:
e Total processor memory = 9,4055,200 bytes = 89.7 MB
e Used processor memory = 42,346,480 bytes = 40.4 MB
¢ Free processor memory = 51,708,720 bytes = 49.3 MB
Total memory (89.7 MB) = used memory (40.4 MB) + free memory (49.3 MB)
Tip: MB = bytes/ (1024 X 1024)
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Perform some useful memory calculations:

Total processor = total RAM minus the |OS image size (use the show version command to get the
MB assigned for all of 10S + processor)

cisco 7206 (NPE200) processor with 114688K/ 16384K bytes of nenory.

114688 KB / (1024 KB / MB) = 112.0 MB
16384 KB = 16 MB
112 MB + 16 MB = 128 MB (what you purchased).

Notethat 112.0 MB - 89.7 MB = 22.3 MB. Thismeans that 22.3 MB are not available for processor
memory.

1.8 Inspecting CPU Utilization

High utilization causes network performance problems. For example, knowing when the router is
running at over 50% utilization is critical. The router might start dropping packets if an unexpected
traffic burst comes through or if OSPF gets recalculated. Fast switching reduces CPU utilization.
Rout er #show processes cpu

CPU utilization for five seconds: 20% 6% one minute: 31% five mnutes: 19%
PID Runtime(nms) |nvoked uSecs 5Sec 1M n 5Mn TTY Process

1 144208 1526300 94 0.00% 0.00% 0.00% O Load Meter
2 118732 19749060 6 0.24% 0.12% 0.08% 0 OSPF Hello
3 42752544 2699659 15836 3.75% 0.87% 0.62% 0 Check heaps
4 7260 30062 241 0.00% 0.00% 0.00% O Pool Manager
5 0 2 0 0.00% 0.00% 0.00% O Tiners
6 1472 494101 2 0.00% 0.00% 0.00% O Serial Background
7 49424 7631216 6 0.00% 0.00% 0.00% 0 EnvMon
8 0 1 0 0.00% 0.00% 0.00% O O R Handl er
9 13368616 3217631 4154 0.32% 0.57% 0.42% 0 ARP | nput
10 18932 533419 35 0.00% 0.00% 0.00% O DDR Tiners
11 116 4 29000 0.00% 0.00% 0.00% O Entity MB API

Look at the top line of the output. If you see high utilization numbers, for example over 50%, inspect
the columns 5Sec, 1Min, and 5Min. Find the process that uses the most CPU power. For an idle chassis,
numbers larger than two percent indicate a problem. The CPU utilization is displayed at the top of the
display. See the following table for the field descriptions.

Table 3-4 describes the significant output fields in the previous example:

Table 3-4 CPU Utilization Display Fields

Field Description

CPU utilization for five seconds: The first % number is the CPU utilization for the last

20% 6% 5 seconds. The second % number is the percentage of
CPU time spent at the packet-based interrupt level.

one mnute: 31% CPU tilization for the last minute.

five minutes: 19% CPU tilization for the last 5 minutes.
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Whenever memory cannot be allocated to a process request (a memory leak), a console error message
appears:

Sep 14 11:30:33.339 EDT: %85YS-2- MALLOCFAIL: Menory allocation of 19960
bytes failed from 0x603D530C, pool Processor, alignnent O

-Process= "Exec", ipl= 0, pid= 48

- Traceback= 603D8610 603DAA70 603D5314 603D5AF0 60373054 60371474 603C33DC
603C3538 603C4378 60371934 603586B8 60358A10 6037C12C 6037ClE4 60372E9C
6037EDEC

To identify the problem, inspect thefirst few output lines of the show memory summary command and
show processor memory command. At times, the Cisco |OS causes memory |leaks. Whenever this
happens, the Cisco TAC:

¢ Further investigates the problem
¢ Finds out which sub-routine is causing the leak
e Suggests an Cisco |OS upgrade

Task 2. Configuring Cisco 10S Basics

Apply abasic-running configuration to the NAS:
e 2.1 Configuring the Host Name, Enable Secret, and Time Stamps
e 2.2 Configuring Local AAA Security
e 2.3 Setting Up a Login Banner
e 2.4 Configuring Basic IP

Je

Tech Tip Periodically save the configuration by using the copy running-config startup-config
command.

2.1 Configuring the Host Name, Enable Secret, and Time Stamps

Assign a host name to the NAS, specify an enable secret password, and turn on time stamps:
¢ A host name allows you to distinguish between different network devices.
e A secret enable password allows you to prevent unauthorized configuration changes.
¢ Encrypted passwords in the configuration file add greater security to the NAS.

¢ Time stamps help you trace debug output for testing connections. Not knowing exactly when an
event occurs hinders you from examining background processes.

Step 1 Enter the following commands in global configuration mode:

host nane 5800- NAS

enabl e secret yourpasswordhere

servi ce password-encryption

service tinestanps debug datetinme nsec
service tinestanps |og datetine nsec
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N

Note Theenable passwor d command is an obsolete command. Do not use it.

Log in with the enable secret password. The show privilege command shows the current security
privilege level.

5800- NAS#di sabl e

5800- NAS>enabl e

Passwor d:

5800- NAS#show pri vi |l ege
Current privilege level is 15
5800- NAS#

2.2 Configuring Local AAA Security

Step 1

B

Warning

Step 2

Configure AAA to perform login authentication by using the local username database. The login
keyword authenticates EXEC shell users. Additionally, configure PPP authentication to use the local
database if the session was not already authenticated by login.

AAA isthe Cisco |OS security model used on all Cisco devices. AAA providesthe primary framework
through which you set up access control on the NAS.

In this basic case study, the same authentication method is used on al interfaces. AAA is set up to use
the local database configured on the NAS. Thislocal database is created with the username
configuration commands.

Create alocal login username database in global configuration mode. In this example,
the administrator’s username is admin. The remote client’s login username is dude.

!

user name adm n password admi npasshere

user name dude password dudepasshere
!

This step also prevents you from getting locked out of the NAS. If you get locked out, you
must reboot the device and perform password recovery.

Configure local AAA security in global configuration mode. You must enter the aaa new-model
command before the other two authentication commands.

|

aaa new nodel

aaa authentication |ogin default |ocal

aaa authentication ppp default if-needed |ocal
!

[ 11/24/1999

Cisco AS5x00 Case Study for Basic IP Modem Services



Section3  Commissioning the Cisco AS5800 Hardware |

M Configuring Cisco 10S Basics

Step 3

Table 3-5 describes the previous configuration fragment:

Table 3-5 Local AAA Commands

Command

Purpose

aaa new nodel

Initiates the AAA access control system.
This command immediately locks down
login and PPP authentication.

aaa authentication login default |ocal

Configures AAA to perform login
authentication by using the local username
database. The login keyword authenticates
EXEC shell users.

aaa authentication ppp default if-needed |ocal

Configures PPP authentication to use the
local databaseif the session was not already
authenticated by login.

Log in with your username and password:
5800- NAS#I ogi n

User Access Verification

User nane: adm n
Passwor d:

5800- NAS#

Successfully logging in means that your local username will work onany TTY or VTY line. Do not

disconnect your session until you can log in.

2.3 Setting Up a Login Banner

Step 1

Create alogin banner. However, do not tell userswhat device they are connecting to until after they log
in. Providing device sensitive information might tempt unauthorized users to hack into the system.

Create the banner:

5800- NAS( confi g) #banner login |
Enter TEXT nessage.
This is a secured device.

Unaut hori zed use is prohibited by | aw
I

5800- NAS( confi g) #°Z

5800- NASH#

End with the character '|°'

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Test the banner:

5800- NAS#
5800- NAS#l ogi n

This is a secured devi ce.
Unaut hori zed use is prohibited by | aw

User Access Verification

User nane: adm n
Passwor d:

5800- NAS#

24 Configuring Basic IP

Step 1

To commission a basic dial access service:
e Configure two loopback interfaces.
e Bring up one Fast Ethernet interface.
e Add an IP route to the default gateway.

Assign the IP addresses, and create an | P route to the default gateway:
!
interface LoopbackO

ip address 172.22.99.1 255. 255. 255. 255
!

interface Loopbackl

ip address 172.22.90.1 255. 255.255.0
!

interface FastEthernet0/1/0

ip address 172.22.66.23 255.255.255.0
!

iproute 0.0.0.0 0.0.0.0 172.22.66.1
!

The loopback interfaces are used for the following reasons:

¢ Interface loopback O—Identifies the router with a unique and stable | P address for network
management purposes. One | P address from a common address block is assigned to each network
device. This technique enables the network operations center (NOC) to more easily perform
security filtering. One class C subnet that used to identify devices can support 254 distinct nodes
with unique loopback | P addresses.

¢ Interface loopback 1—Used to host a pool of 1P addresses for the remote nodes. In this way, one
route is summarized and propagated to the backbone instead of 254 host routes.

[ 11/24/1999
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Step2  Verify that the Fast Ethernet interface is up. Ping the default gateway.
5800- NAS#pi ng 172. 22. 66. 1

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 172.22.66.1, tineout is 2 seconds:

Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/1/1 ns

5800- NAS#

This step verifies that you have | P connectivity with another device on the subnet. If the ping succeeds
to the default gateway, try pinging the DNS server in your backbone. Make sure the backbone is
configured to get to the access server; otherwise, the ping will not work. Configure the backbone routers
to support the routes to the networks you are using.

S

Note  An 80% ping-successrateisnormal for thefirst timeyou ping an external device.
The NAS does not yet have an ARP entry (address resolution protocol) for the
external device. A 100% success rate is achieved the next time you ping the
device.
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Task 3. Enabling the T3/T1 Controllers

Step 1

Configure the settings for the T3/T1 controllers. They must match the telco’s settings on the telephone
switch. Mismatched settings cause problems; sometimes these problems are not detected for along
time.

Figure 3-4 shows the logical controller components inside a Cisco AS5800. It shows that a T3 trunk
card requires T1 and T3 controller configuration settings. In the figure, only the fourth controller is
configured. There are atotal of 28 T1 controllersto configure.

Figure 3-4 Logical T3/T1 Components

Cisco AS5800

Tl

T3
controller
PSTN
\ controller t1 1/0/0:4
T3 trunk -, f framing esf
pri-group timeslots 1-24
[ ]
[ ]
[ ]
28

controller T3 1/0/0
framing m23
t1 4 controller

Define the ISDN PRI switch type. In this case study, the T1 trunks are not using channel associated
signaling (CAS).
!

isdn switch-type primary-ni
!

There are two ways to define the switch type:

e Under the individual serial-D channels. A different switch type can be defined for each PRI trunk.
See the next section “Task 4. Configuring the Serial Interfaces.”

e Globally across al PRI trunks. All trunks use the same switch type (as in this case study).

[ 11/24/1999
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Step 2

Step 3

N

Note For T1 CAS trunks, no ISDN switch type is configured.

Configure the T3 controller. There are 28 T1 controllersin one T3. In this example, only the fourth
controller is configured. The t1 4 controller command automatically creates the logical T1 controller
1/0/0:4. The number of logical T1 controllers should match the number of Tl PRI lines coming into
the T3.

!

controller T3 1/0/0
fram ng n23
cabl el ength 0O

tl 4 controller
|

Configure the corresponding T1 controllers:

!
controller t1 1/0/0:4
fram ng esf
pri-group tineslots 1-24
|

After the controllers are correctly configured, the following cards and interfaces change their state:

00: 01: 59: Y%CONTROLLER- 5- UPDOWN: Control ler T3 1/0/0, changed state to up

00: 02: 01: YCONTROLLER- 5- UPDOMN: Controller T1 1/0/0:4, changed state to up

00: 02: 02: 9%l AL12- 3- MSG

07:08: 54: 9SCCLOCK- 3- SW TCH3: C ock nmoving to NORMAL from HOLDOVER, sel ected cl
ock is on slot 0 port 4 1line O

00: 02: 05: 9% SDN- 6- LAYER2DOWN: Layer 2 for Interface Sel/0/0:4:23, TEI 0 changed

to down

00: 02: 21: 9 SDN- 6- LAYER2UP: Layer 2 for Interface Sel/0/0:4:23, TElI 0 changed to up
5800- NAS>

Table 3-6 describes some of the T3 and T1-controller concepts that are applied in the previous steps.
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Table 3-6 Controller Terms and Descriptions

Concept Description

Framing type |Definesthe control bits and data bits.

For T3s, Cisco supports:
e M23—M23 multiplexer framing (default)
e C-bit—C-hit parity framing

For T1s, Cisco supports:

e ESF—Extended super frame. Required for 64 kb operation on DS0s.
ESF requires 2k-framing bits for synchronization. The remaining 6k is used for
error detection, CRC, and data link monitoring. ESF is recommended for PRI
configurations.

e SF—Super frame. SF (D4) is used in channel bank robbed bit signalling (RBS)
configurations. The in-band signaling occurs within the 6th and 12th frames.
SF uses the framing bit for frame synchronization. SF is not recommended for
PRI configurations.

Line codetype |An encoding method used to allow synchronous datato be transmitted in a
compatible format. Common line codes are RZ (return to zero), NRZ (non-return to
zero), B8ZS, AMI, and HDB3.

e AMI—Alternate mark inversion. Signal transitions are referenced by abinary 1
(mark). AMI is used on older T1 circuits. B8ZSis more reliable than AMI.

e B8ZS—Most popular line-code scheme used in North America. To maintain
clock synchronization, B8ZS replaces string 8 binary Os with variations. B8ZS
is more reliable than AMI, and it should be used with PRI configurations.

Clock source |Refersto both timing and synchronization of the T1 carrier. Timing isencoded within
the transmitted data signal, and it ensures synchronization throughout the network.

Clocks are prioritized by slot number (slot 0 to slot 5). The highest priority clock is
selected from the card in slot 0. If this clock fails, the highest priority clock from the
card in slot 1 becomes the default clock, and so forth.

Timeslot Timeslots are assigned to channels. For T1 PRI scenarios, all 24 T1 timeslots are
assignment assigned as ISDN PRI channels. After timeslots are assigned by the pri-group
command, D-channel serial interfaces are automatically created in the configuration
file (for example S1/0/0:0:23, S1/0/0:1:23, and so on).

Cisco AS5x00 Case Study for Basic IP Modem Services
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Step4  Verify that the controllers are up and no alarms or errors are detected. Error counters are recorded over
a 24-hour period in 15-minute intervals. In the display output, focus on the datain the current interval.

5800- NAS#show control ler t3

T3 1/0/0 is up.
Applique type is Channelized T3
No al arns detect ed.

FEAC code received: No code is being received

Fram ng is M23, Line Code is B3ZS, C ock Source is Internal

Data in current interval (201 seconds el apsed):

0 Line Code Violations, 0 P-bit Coding Violation

0 C-bit Coding Violation, 0 P-bit Err

0 P-bit Severely Err Secs, 0 Severely Err
0 Unavail abl e Secs, 0 Line Errored Secs
0O C-bit Errored Secs, 0 C-bit Severely Errored Secs

Total Data (last 1 15 minute intervals):

Fram ng Secs

30664 Line Code Violations, 49191 P-bit Coding Violation,

47967 C-bit Coding Violation, O P-bit Err
0 P-bit Severely Err Secs, 0 Severely Err
2 Unavail able Secs, 0 Line Errored Secs,

Secs,
Fram ng Secs,

10 C-bit Errored Secs, 10 C-bit Severely Errored Secs

5800- NAS#
5800- NAS#show control T1 1/0/0:4
T1 1/0/0:4 is up.
Appl i que type is Channelized T1
Cabl el ength is short
No al arns detect ed.

Framing is ESF, Line Code is AM, O ock Source is Line.
Data in current interval (240 seconds el apsed):

0 Line Code Violations, 0 Path Code Violations

0O Slip Secs, 0 Fr Loss Secs, O Line Err

Secs,

0 Degraded M ns

O Errored Secs, O Bursty Err Secs, O Severely Err Secs, 0 Unavail Secs

Data in Interval 1:

0 Line Code Violations, 8 Path Code Violations

11 Slip Secs, 26 Fr Loss Secs, 0 Line Err

Secs,

0 Degraded M ns

O Errored Secs, O Bursty Err Secs, O Severely Err Secs, 26 Unavail Secs

Total Data (last 1 15 minute intervals):

0 Line Code Violations, 8 Path Code Viol ations,

11 Slip Secs, 26 Fr Loss Secs, 0 Line Err

Secs,

O Errored Secs, 0 Bursty Err Secs, 0 Severely Err

5800- NAS#

0 Degraded M ns,
Secs, 26 Unavail Secs

After each controller is correctly set up, clear the counters and ook for ongoing line violations and
errors. To do this, enter the clear controller command followed by the show controller command:

clear controller t3

show controller t3

clear controller t1 1/0/0:4
show controller T1 1/0/0:4

In the display output, focus on the data in the current interval. Error counters stop increasing when the

controller is configured correctly.

Jo

Teﬁip The clear controller t1 command does not reset or bring down the controller.

The T1 stays up. Only the counters are cleared.
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From the reference point of the NAS, Table 3-7 provides alist of T1 alarm conditions and descriptions.

Table 3-7 Alarm Conditions

Alarm Description

CRC Errors Occur only in ESF format when a CRC bit has an error.

Excessive CRC Error Reported in ESF format when 32 of any 33 consecutive CRCs arein
Indication (ECRCEI) error.

Out of Frame (OOF) Occurs when the framing pattern for a T1 line has been lost, and data

cannot be extracted. Thisisared alarm. In SF and ESF formats, OOF
occurs when any two of four consecutive frame-synchronization bits
arein error.

Loss of Signal (LOS) Occurs when 175 consecutive 0s are detected in the MC. Thisisared
alarm. The signal isrecovered if the density of 1s reaches 12.5%. The
recovery happens when four 1s are received within a 32-bit period.

Remote Frame Alarm Indicates that an OOF framing pattern occurred at the remote end. This

(RHEA) isayellow alarm.

Alarm Indication Signal Indicates to the remote end aloss of the received signal. Thisis ablue

(AIS) alarm. AlS occurs when a stream of 1sis received.

Loop Back Indicates that a remotely initiated loopback (from the network) isin
progress.

Errored Seconds Depending on the framing format, indicates OOF conditions, frame

slip conditions, or error events.

For SF, errored seconds reports the number of seconds the frame was
in the OOF or slip condition. For ESF, errored seconds reports error
events in seconds.

Bursty Errored Seconds Reports CRC error conditions in seconds (ESF format only).

Severely Errored Seconds  |Reports error events or frame slip conditions in seconds.

For more information about controllers, see the section “Channelized E1 & Channelized T1 Setup
Commands” at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcer/dial_r/drprtl/index.htm

Verify that the individual serial D channels are created. B channels S1/0/0:4:0 through S1/0/0:4:22
are rotary members (dialers) of the signaling D channel S1/0/0:4:23.

5800- NAS#show ip interface brief | inc :23
Serial 1/0/0: 4: 23 unassi gned YES NVRAM up up

5800- NAS#

Additionally, enter the show interface S1/0/0:4:23 command.

[ 11/24/1999
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Task 4. Configuring the Serial Interfaces

Configurethe serial D channelsto route incoming voice callsfrom the PSTN to the integrated modems.
The behavior of the B channels is controlled by the D channels' configuration instructions.
The D channel is the signaling channel.

Table 3-8 describes the relationship between T1 controllers and serial interfaces.

e After timeslots are assigned by the pri-group command, D-channel serial interfaces are
automatically created in the configuration file (for example S1/0/0:0:23, S1/0/0:1:23, and so on).

¢ Individual B-channel serial interfaces are created as rotary members (dialers) of their signaling
D-channels (for example S1/0/0:0:0 through S1/0/0:0:22). The D-channel interface functions like
adialer for all the 23 B-channels using the controller.

An ISDN switch type defined on the global level is automatically propagated to the serial D-channel
interface level. However, a switch type defined on the serial-interface level overrides a switch type
defined on the global level. Per interface switch types are first introduced in Release 11.3AA.

Table 3-8 Controller-to-Channel Relationships

T1 Controllers D Channels B Channels

Controller T1 1/0/0:0 |Interface Serial 1/0/0:0:23 |S1/0/0:0:0 through S1/0/0:0:22
Controller T1 1/0/0:1  |Interface Serial 1/0/0:1:23 |S1/0/0:1:0 through S1/0/0:1:22
Controller T1 1/0/0:2  |Interface Serial 1/0/0:2:23 |S1/0/0:2:0 through S1/0/0:2:22
Controller T1 1/0/0:3  |Interface Serial 1/0/0:3:23 |S1/0/0:3:0 through S1/0/0:3:22
Controller T1 1/0/0:4  |Interface Serial 1/0/0:4:23 |S1/0/0:4:0 through S1/0/0:4:22

Step 1 Apply the isdn incoming-voice modem command to each D-channel serial interface. In this example,
one interface is configured.

interface Serial 1/0/0: 4: 23

i sdn i ncom ng-voi ce nodem
|

Step2  Verify that ISDN is functioning properly, and the serial channels are up:

¢ Check the ISDN status. Confirm that Layer 1 reports ACTIVE, and the display field
MULTIPLE_FRAME_ESTABLISHED appears at Layer 2. For PRI lines, the terminal endpoint
identifier (TEI) is always 0. The Layer 3 status reports no active calls.

5800- NAS#show i sdn st at us
G obal |SDN Switchtype = primary-ni
| SDN Serial 1/0/0: 4: 23 interface
dsl O, interface | SDN Switchtype = primary-ni
Layer 1 Status:
ACTI VE
Layer 2 Status:
TEI =0, Ces =1, SAPI = 0, State = MILTI PLE_FRAME_ESTABLI SHED
Layer 3 Status:
0 Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0
The Free Channel Mask: O0x807FFFFF
Total Allocated ISDN CCBs = 0
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e Look at the status of the DSO channels. In this example, 23 DS0s are idle. The 24th channel is
reserved for PRI D-channel signaling.

5800- NAS#show i sdn service

PRI Channel Statistics:

| SDN Sel/ 0/ 0: 4: 23, Channel [1-24]
Configured Isdn Interface (dsl) O
Channel State (0=Idle 1=Propose 2=Busy 3=Reserved 4=Restart 5=Mai nt_Pend)
0000000000O0O0O0D0O0OO0OO0OOOOOOOOO 3
Service State (0=lInservice 1=Maint 2=Cut of servi ce)
00000000O0O0OOOOOOOOOOOOOOOO

5800- NAS#

Step3  Test the configuration by sending a plain old telephone service (POTS) call into the Cisco AS5800
network access server (NAS). If the modem answers (you hear modem squelch), the configuration
works. See Figure 3-5.

Figure 3-5 Sending a POTS Telephone Call into a NAS

y POTS

=

= |

Telephone
PRI Q} switch
ANI
DNIS 444-1234
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Standard POTS
telephone

NAS receiving
analog call

29652

A different telephone number is associated with each end of the connection.
In Figure 3-5:

e Thecalled party number isthe dial number identification service (DNIS). It identifies the directory
number assigned to the Cisco AS5800's PRI trunks. In this case study, the telephone dialed
555-1234.

e The calling part number is the automatic identification number (ANI). It identifies the directory
number assigned to the devicethat initiates the call. In this case study, the telephone lineis assigned
444-1234.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Task 5. Configuring Modems and Lines

Modems and lines are configured after:
e The seria channels are operational
¢ POTS telephone calls are successfully routed to the modems

Each modem is mapped to a dedicated asynchronous line inside the NAS. After the modem inout
command is applied to the lines, the NAS is ready to accept modem calls.

AAA security is applied to the lines by the aaa new-model command and aaa authentication login
default local command. AAA performs login authentication by using the local username database.
The login keyword authenticates EXEC shell users.

~

Note = The modem speed 115200 bps and hardware flow control are the defaults for
integrated modems.

Step 1 Configure modem control (DCD/DTR) for incoming and outgoing modem calls:

line 1/2/00 1/10/143

modem | nQut
!

S

Note  The no modem log rs232 command limits the size of the show modem log
command’s output.

Step2  Understand the modem-numbering scheme for the Cisco AS5800. Modems use the shelf/slot/port
notation.

5800- NAS#show nodem

Codes:

* - Modem has an active call

T - Back-to-Back test in progress

R - Modem i s being Reset

p - Downl oad request is pending and nodem cannot be used for taking calls
D - Downl oad in progress

B - Modemis marked bad and cannot be used for taking calls

b - Mbdemis either busied out or shut-down

d - DSP software download is required for achieving K56fl ex connections

|

- Upgrade request is pending

Avg Hol d Inc calls Qut calls Busi ed Fai | ed No Succ

Mim Ti me Succ Fai | Succ Fai | Cut Di al Answer  Pct
1/2/00 00:00: 00 0 0 0 0 0 0 0 0%
1/2/01 00:00: 00 0 0 0 0 0 0 0 0%
1/2/02 00:00: 00 0 0 0 0 0 0 0 0%
1/2/03 00:00: 00 0 0 0 0 0 0 0 0%
1/ 2/ 04 00:00: 00 0 0 0 0 0 0 0 0%

Z _____________________

Snip
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Step3  Choose a specific modem and inspect the modem-to-TTY line association. TTY lines are simulated
RS-232 ports. In this example, TTY 432 is associated with modem 1/2/00.
TTY line numbers map to specific slots. Each slot is hard coded with 144 TTY lines. In this case study,
the first modem card isin slot 2 (slot 0 and slot 1 do not contain modem cards).
5800- NAS#show nodem 1/ 2/ 00
Mim Typ St at us Tx/ Rx G Duration RIS CIS DCD DIR
1/2/00 (n/a) Idle 0/0 1 00:00:00 RTS CTS noDCD DTR
Modem 1/ 2/ 00, G sco M CA nodem (Managed), Asyncl/2/00, TTY432
Firmvare Rev: 2.6.2.0
Mbdem config: Incom ng and Qutgoi ng
Protocol: (n/a), Conpression: (n/a)
Managenent config: Status polling
RX signals: 0 dBm
Last clearing of "show nodem counters never
0 incom ng conpletes, O inconming failures
0 out going conpletes, 0 outgoing failures
O failed dial attenmpts, O ring no answers, O busied outs
0 no dial tones, O dial timeouts, 0 watchdog timeouts
0 no carriers, O link failures, O resets, O recover oob
0 recover nodem O current fail count
0 protocol timeouts, O protocol errors, 0 lost events
Z _____________________
Snip

Task 6. Enabling IP Basic Setup

Step 1

Tune IP routing behavior and domain-name services for EXEC shell users:

Optimize IP routing functions. Enter the following commands in global configuration mode;

ip subnet-zero
no ip source-route
ip classless

Table 3-9 describes the previous commands:

Table 3-9  IP Routing Commands

Command Purpose
i p subnet-zero Specifies that 172.22.0.0 is a valid subnet.

no i p source-route |Tightens security by ensuring that |P-header packets
cannot define their own paths through the access server.

ip classless Turns off traditional | P network classdistinctionsin the
router [Class-A, Class-B, Class-C].

[ 11/24/1999
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Step 2 Enter domain-name service global configuration commands to support EXEC shell users:

i p domai n-1 ookup

ip host dirt 172.22.100.9

i p domai n-nanme the. net

ip nane-server 172.22.11.10
ip nane-server 172.22.12.10

Table 3-10 describes the previous commands:

Table 3-10 Domain-Name Commands

Command Purpose

i p donwi n- 1 ookup Enables | P domain-name | ookups.

ip host dirt 172.22.100.9 Creates alocal name-to-address map. When the NAS is not
entered in a DNS server, this map is useful.

i p domai n-nane t he. net Tellsthe NAS how to qualify DNS look ups. In this example,
the.net is appended to the end of each name that is looked up.

i p name-server 172.22.11.10 Specifies the primary and secondary name servers. They are used

Ip name-server 172.22.12.10 for mapping names to P addresses.

Task 7. Testing Asynchronous EXEC Shell Connections

This task verifies that the following components are working:
e The physical asynchronous data path
e Basic modem links
e Basic IP functionality to support EXEC shell sessions
The Cisco |0S provides a command-line interface (CL1) called the EXEC.
The EXEC:
e Can be accessed by dialing in with a modem
¢ Provides access to terminal EXEC shell services (no PPP) to do the following:

Modify configuration files

Change passwords

Troubleshoot possible problems including modem connections

Access other network resources by using telnet

During this task, some administrators try to make complex services function such as PPP-based Web

browsing. Do not jump ahead. Many other elements still need to be configured (for example, PPP and
IPCP). The asynchronous-shell test ensures that the EXEC’s login prompt can be accessed by a client
modem. Taking alayered approach to building a network isolates problems and saves you time.

N

Note  The Cisco AS5800 is desi gned to process PPP sessions. To support high ratios of
EXEC-shell users or V.120 users, work with your assistance support team.
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Step 1 Locate aclient PC, client modem, and analog line. From the client PC, open aterminal emulation
program (such as Hyper Terminal, not Dial-Up Networking) and connect to the client modem.
The following figure shows the network environment for this test.
Figure 3-6 Test Environment
A—
] Analog
— e Default
Client PC Client gateway
modem i/ S :
Network access 3
server
Step 2 From a terminal-emulation program, test your RS-232 connection to the client modem. Enter the
at command. The modem sends you an OK return message.
at
oK
Step3  Dial the PRI telephone number assigned to the NAS (in this example 5551234). After the modem
successfully connects, a connect message appears.
at dt 5551234
CONNECT 28800 V42bi s
A
Note = Many modems support the a/ command, which recalls the last AT command. The
ath command hangs up amodem call. The atdl command dials the last telephone
number.
Step4  Log into the EXEC session:
This is a secured devi ce.
Unaut hori zed use is prohibited by |aw
User Access Verification
User nane: dude
Passwor d:
5800- NAS>
Step 5 Determine upon which line the call landed. The following example shows that TTY line 436 accepted
the call. The call has been up and active for 20 seconds.
5800- NAS#show cal | er
Active Idle
Li ne User Servi ce Ti me Ti me
con 0 admin TTY 00:13: 43  00: 00: 00
tty 436 dude TTY 00: 00: 20 00: 00: 08
Cisco AS5x00 Case Study for Basic IP Modem Services
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5800- NAS#show cal | er user dude
User: dude, line tty 436, service TTY
Active time 00:00:34, Idle tine 00:00: 09
Ti meout s: Absolute Idle Idle
Sessi on Exec
Limts: - - 00: 10: 00
Di sconnect in: - - 00: 09: 50

TTY: Line 1/2/04

DSO: (sl ot/unit/channel)=0/4/2

Status: Ready, Active, No Exit Banner
Capabilities: Hardware Flowcontrol In,

Har dwar e Fl owcontrol Qut

Modem Cal | out, Modem Rl is CD
Modem St at e: Ready
5800- NAS#
~
Note  Theshow caller command isadded to the Cisco | OS softwarein Release 11.3 AA

and 12.0 T. If your software release does not support this command, use the

show user command.

Step 6
network.

5800- NAS>t el net 172. 22. 66. 26

Test the IP functionality to support shell sessions. From the NAS, telnet to another device in your

Trying 172.22.66.26 ... Open

User Access Verification

User nane: admin

Passwor d:

5800- NAS>

5800- NAS>t el net peopl e

Transl ating "people"...domain server (172.22.11.10) [K]
Tryi ng peopl e.cisco.com (172.22.2.2)... Open

SunCS 5.6

| ogi n: dude

Passwor d:

Last login: Wed Cct 6 08:57:46 from dhcp-aus-163-236
Sun M crosystens Inc. SunCS 5.6 Generi ¢ August 1997
peopl e%
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Confirming the Final Running-Config

Task 8. Confirming the Final Running-Config

After completing the tasks in this section, the final running configuration looks like this:
5800- NAS#show runni ng-config

Bui | di ng configuration...

Current configuration:
!
version 12.0
servi ce tinestanps debug datetinme nmsec
service tinestanps |og datetine nsec
service password-encryption
!
host nanme 5800- NAS
!
aaa new nodel
aaa authentication login default |ocal
aaa authentication ppp default if-needed | ocal
enabl e secret 5 $1$gq. d$nZwr. El nV/ QOnE9U. wZ3D/
!
username adm n password 7 105B1D1A0A12
username dude password 7 111C0D061817
!
!
!
!
shelf-id O router-shel f
shelf-id 1 dial-shelf
!
!
!
resour ce- pool disable
!
modem pool Def aul t
pool -range 1/2/0-1/10/143
|

1
spe 1/2/0 1/10/11
firmvare ios-bundl ed default
nmodem recovery action none
ip subnet-zero
no i p source-route
ip host dirt 172.22.100.9
i p domai n-nanme the. net
ip nane-server 172.22.11.10
ip nane-server 172.22.12.11
1
isdn switch-type primary-n
isdn voice-call-failure O
1
!
controller T3 1/0/0
fram ng n23
cabl el ength 0O
tl 4 controller
1
controller T1 1/0/0:4
fram ng esf
pri-group tineslots 1-24
|
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Il What to do Next

voi ce-port 1/0/0:4:D
!
!
process-nmax-tine 200
!

nt erface LoopbackO
ip address 172.22.99.1 255. 255. 255. 255
no i p directed-broadcast

nterface Loopbackl
ip address 172.22.90.1 255.255.255.0
no i p directed-broadcast

nterface FastEthernet0/1/0
i p address 172.22.66.23 255.255.255.0
no i p directed-broadcast

nterface Serial1/0/0:4:23
no i p address

no i p directed-broadcast
isdn switch-type primry-n
i sdn incom ng-voi ce nodem
no cdp enabl e

nterface G oup-AsyncO
no i p address
no ip directed-broadcast
group-range 1/2/00 1/10/143
|
ip classless
iproute 0.0.0.0 0.0.0.0 172.22.66.1
no ip http server
1
|
banner login ~C
This is a secured device
Unaut hori zed use is prohibited by |aw.
nC
!
line con O
transport input none
line aux 0
line vty 0 4
line 1/2/00 1/10/143
modem | nQut
no nodem | og rs232
|
end

What to do Next

Perform the tasks in the section “Verifying Modem Performance.”

i Cisco AS5x00 Case Study for Basic IP Modem Services
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SECTION 4

Verifying Modem Performance

In this Section

This section describes how to verify and test modem performance on a Cisco AS5300 and AS5800
by using an EXEC terminal shell service.

The following sections are provided:
e Background on Asynchronous Data Communications
¢ Understanding Modem Modulation Standards
e Task 1. Initiating a Modem Loopback Test Call
e Task 2. Initiating and Inspecting a V.90 Test Call

An EXEC terminal shell service tests modem performance (lower layers) independently of PPP
(and higher layers). A terminal-shell service test gets quick test results in a simple environment.

In this case study, Maui Onions and THEnNet perform the same tasks to verify modem performance and
set up V.90. Maui Onions uses a Cisco AS5300; THEnNet uses a Cisco AS5800.

For information on how to manage modem pools and collect call statistics, see the section “Modem
Management Operations.”

Background on Asynchronous Data Communications

Understanding how RS-232 states function with the Cisco 10S software hel ps you test and troubleshoot
modem connections:

¢ Async DataComm Model

e Logica Packet and Circuit Components of a NAS
e RS-232inCisco 10S

e Cisco I0S Line-Side Inspection
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M Background on Asynchronous Data Communications

Async DataComm Model

Figure 4-1 shows how traditional DTE-to-DCE relationships map to a Cisco network access server
(NAS). Dataterminal equipment (DTE) uses data communication equipment (DCE) to send data over
the PSTN.

In the context of RS-232 and Cisco |OS:
e TheDTE istheclient PC and the Cisco IOSTTY lines.
e The DCE isthe client modem and the modem inside the NAS.

¢ The dashed line between the DCEs is the modem carrier running on top of the voiceband circuit
through the PSTN. RS-232 (whether physical or logical) is used on the DTE lines, not on the
DCE link.

e The PSTN circuit runs through the circuit-switched half of the NAS.

Figure 4-1 A Standard Dial-Up Connection

Inside a Cisco
network access server

E]I DTElink oy DCE link (circuit)

r—74 [ R O PN T e mw.e~'

DTE DCE DCE
(Client PC) (Client modem) (NAS modem) DTE

Virtual
RS-232 interface

Physical
RS-232 cable
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Background on Asynchronous Data Communications I

Logical Packet and Circuit Components of a NAS

The NAS functions as a gateway between two different networks:;
e A circuit-switched network (for example, the PSTN)
¢ A packet-switched network (for example, the Internet)

The NAS s half acircuit switch and half a packet switch (router). RS-232 signaling on the lineis
displayed by the show line command and debug modem command. Figure 4-2 shows the modem
access connectivity path.

Figure 4-2 Modem Access Connectivity Path

e L
" Asynch |
R D - — Ry

S\Ilavﬁgﬁztc; (3] Routingand \

half | | switching engine | packet interface
‘ i (Ethernet, frame
: ' relay,etc.)
Asynchronous
ﬁ Characters |
e W 3
i e | . ;
Circuit- Modems ﬁﬂﬂ
switched < | 64K DSO '
half | ! 3
| TDM CSM bus (1) |
: | | | | 1
| T1 controllers ’ ‘ ’ ‘ ’ ‘ ’ ‘ fﬁj

PSTN interface
(T1, E1, BRI)

Qlim, Circuit network

— :
ey, v, Client (PSTN)
Client PC modem
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M Background on Asynchronous Data Communications

To understand the general call-processing sequence, match the following numbered list with the
numbers shown in Figure 4-2:

1. 64K DSO circuits extend from the NAS modems, through the internal TDM CSM bus, and through
the circuit network (PSTN).

2. The NAS modems demodulate digital streams into anal og-voiceband modulation. The virtual
RS-232 interface connects the modems (DCE) tothe TTY lines.

3. TheTTY linesare mapped into asynchronousinterfaces. Interfacesare Cisco | OS objectsthat move
packets. TTY lines function at Layer 1. Interfaces function at Layer 2 and Layer 3.

4. The packets are delivered into the I P network.

RS-232 in Cisco 10S

The Cisco 10S variation of asynchronous RS-232 is shown in Figure 4-3. The variation exists between
the Cisco 10S line (DTE) and the NAS modem (DCE).

¢ Six RS-232 pinsexist between each NAS modem and Cisco |OSline. One or more grounding wires
also exist on physical RS-232 lines; however, these wires do not convey signaling.

e Each pin controls a different RS-232 signal.
e Thearrows in Figure 4-3 indicate the signal transmission direction.

Figure 4-3 Cisco IOS RS-232

Inside a Cisco
network access server

A

A

o O 0O 0O O DSR_DCD

DCE DTE
(NAS modem) (I0S line)

Jo

Tech Tip In Figure 4-3, notice that the DSR signal isthe DCD signal for the modem. In the scheme
of Cisco 10S, the DCD pin on the DCE is strapped to the DSR pin on the Cisco IOSDTE
side. What the Cisco 10S callsDSR isnot DSR; itisDCD. The DCE’s actual DSR pin and
ring ignore (RI) pin are ignored by the Cisco 10S.
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Background on Asynchronous Data Communications I

Table 4-1 describes how Cisco usesit’s RS-232 pins. The signal direction in the table is from the
perspective of the DTE (10S line):

e Datasignals (TxD, RxD)

e Hardware flow control signals (RTS, CTS)

e Modem signals (DTR, DSR, DCD, RI)

Table 4-1 RS-232 Signal State Behavior

Signal Signal Direction  |Purpose
Transmit Data (TxD) _ DTE transmits data to DCE.
(Output)
Receive Data (RxD) <—— DCE transmits received datato DTE.
(Input)
Request To Send (RTS) |——> DTE uses the RTS output signal to indicate if it can
(Output) receive characters into the Rx input buffer?.
The DCE should not send datato the DTE when DTR
input islow (no RTS).
Clear To Send (CTYS) <— DCE signalsto DTE that it can continue to accept data
(Input) into its buffers.
DCE asserts CTS only if the DCE is able to accept
data.
Data Terminal Ready _ DTE signalsto DCE that it can continue to accept data
(DTR) (Output) into its buffers.
DTE asserts RTS only if the DTE is able to accept
data.
Data Carrier Detect <— DCE indicatesto DTE that acall is established with a
(DCD) (Input) remote modem. Dropping DCD terminates the

session.

DCD will be up on the DCE only if the DCE has
achieved data mode with its peer DCE (client
modem).

1. Thename RTSisillogical with the function (able to receive) due to historical reasons.

[ 11/24/1999
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Cisco 10S Line-Side Inspection

To display the current modem-hardware states applied to a specific Cisco |OS line, enter the show line
tty number command. The states of each logical RS-232 pin change according to line conditions and

modem events.

The following shows a line-side inspection of theidle state for TTY line 1:

5300- NAS#show line tty 1

Tty Typ Tx/ Rx A Mbdem Roty AccO Accl Uses Noi se

| 1 TTY - inout - - - 2

Line 1, Location: Type:
Length: 24 |ines, Wdth:80 col ums
Status: No Exit Banner

Capabilities: Hardware Flowcontrol In, Hardware Flowcontrol Qut
Modem Cal | out, Modem Rl is CD, Line usable as async interface

I nt egrated Mbdem
Mbdem state: I dl e

nmoden( sl ot/ port)=1/0, state=IDLE

dsx1(slot/unit/channel )=NONE, status=VDEV_STATUS_UNLOCKED
Mbdem har dwar e state: CTS noDSR DIR RTS

Speci al Chars: Escape Hold Stop Start Disconnect Activation

AN none - - none
Ti meout s: Idl e EXEC I dl e Session Modem Answer  Sessi on
00: 10: 00 never
I dl e Sessi on Di sconnect Warni ng
never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Wit
not set

Mbdem type i s unknown.

Session limt is not set.

Ti me since activation: never

Editing i s enabl ed.

Hi story is enabled, history size is 10.
DNS resol ution in show commands is enabl ed
Full user help is disabled

Overruns I nt
0/0 -

Di spat ch
not set

Allowed transports are pad telnet rlogin v120 lapb-ta. Preferred is telnet.

No out put characters are padded
No speci al data dispatching characters

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Background on Asynchronous Data Communications I

Table 4-2 describes some of the significant fields shown in the previous example;

Table 4-2 Show TTY Line Field Descriptions

Field Description

Capabi lities Describes different aspects of the line:

¢ Theflowcontrol hardware command displays as “Hardware
Flowcontrol In, Hardware Flowcontrol Out.”

¢ The modem inout command displays as “modem callout.”

e Thetext “Line usable as async interface” means that there is an
“interface async N” that correspondsto “line N.”

e Thetext “Modem RI is CD” displays for historical reasons.

Mbdem state Displays the current status of the modem.
Possible values include:
e | dle—Modem is ready for incoming and outgoing calls.
e conn—Modem is connected to a remote host.
e Busy—Modem is out of service and not available for calls.
e D/ L—Modem is downloading firmware.

e Bad—Modem isin an inoperable state, which is manually configured
by the modem bad command.

e Bad*—During initial power-up testing, the modem startup-test
command automatically put the modem in an inoperable state.

e Reset—Modem isin reset mode.
e Bad FWw—The downloaded modem firmware is not usable.

Mbdem Hardware | Displays the RS-232 signal state status.
state

CTSand noDSR areincoming signals. DTR and RT S are outgoing signals.
NoDSR means that no call is currently connected.

Cisco AS5x00 Case Study for Basic IP Modem Services
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M Understanding Modem Modulation Standards

Understanding Modem Modulation Standards

To optimize modem connect speeds, you must understand the basic modem modulation standards.
This section provides the basic rules for achieving maximum V.34 and V.90 modulation speeds:

e V.34 Basic Rules
e V.90 Basic Rules

V.34 Basic Rules

V.34 modulation should work on any land-line voiceband circuit. V.34 supports speeds ranging from
2400 to 33600 bps.

Speed is afunction of:

¢ The amount of usable spectrum across the channel (for example, 2400 to 3429 Hz)

¢ Thesignal to noise ratio (SNR)
To achieve 33600 bps, the channel must deliver:

e A response from 244 to 3674 Hz

e A SNR of 38 dB or better
In practice, toll-quality voiceband circuits support V.34 at speeds of 21600 to 33600 bps.
The following six items reduce the achieved V.34 speed:

1. Robbed-bit signaling links in the circuit, which reduce SNR.

2. Extraanalog-to-digital conversions. For example, non-integrated or universal Subscriber Line
Concentrators (SLCs) reduce bandwidth and SNR.

3. Load coilsonthelocal loop, which reduce bandwidth.
4. Long loca loops, which reduce bandwidth and SNR.
5. The following electrical disturbancesin the house wiring, which reduce SNR:
— Crosstalk from two lines in the same quad cable
— Corroded connectors
— Bridge-tapped lines running parallel to fluorescent lights
- Flat silver-satin cables running parallel to power cables
- Extraelectrical equipment sharing the same power jack as the modem

6. Voiceband circuits that pass through sub-64k coding, such as a cellular or 32k ADPCM link.
With 32k ADMCM, the speed is typically 9600 to 16800 bps.
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Understanding Modem Modulation Standards

V.90 Basic Rules

Many circuit components work together to deliver V.90 modulation. See Figure 4-4.

Figure 4-4 V.90 Network Components

N
27168

Digital !NAS! Digital

Client Client House Local DSO
DTE DCE wiring loop circuit line ' modem
through ! !
PSTN

Here are the V.90 basic rules:

¢ Select recommended modem code. The following are reliable V.90 releases at the time of this
publication:

- MICA portware version 2.6.2.0
- Microcom firmware version 5.2.1.0

The latest modem code is posted on CCO at the following URL. You must be aregistered CCO user
to view the link:

http://www.cisco.com/kobayashi/sw-center/sw-access.shtml

¢ Run aCisco |OS release that is compatible with V.90. Table 4-3 shows the V.90 supported
Cisco 10S Releases at the time of this publication.

Table 4-3 V.90 Supported Cisco I0S Releases

Chassis Modem Type Cisco 10S
Cisco AS5800 |MICA 11.3(6+)AA
12.0(1+)T
Cisco AS5300 |MICA 12.0(1+)
Microcom 11.3(5+) {T, AA, NA}
11.2(16+)P
Cisco AS5200 |MICA 11.3(5+) {T and AA}
Microcom 12.0(1+)
11.2(14+)P (Microcom only)
Cisco 3600 MICA 12.0(1+)
11.3(5+) {T, AA, NA}
11.2(16+)P
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¢ Exactly onedigital to analog conversion must exist in the circuit. The digital line must connect into
adigital switch, not a channel bank. V.90 requires PRI (64k clear-channel DS0s). Channel banks
destroy V.90 by adding additional analog-to-digital conversions. Telcos occasionally refer to
channel banks as line-side services. Digital switches are sometimes referred to as trunk-side
services. Figure 4-5 shows this.

Figure 4-5 No Channel Banks for V.90

_a— T _a—
— £

Trunk side service

Digital switch NAS
g5 W——5.
=] ]
Digital switch Channel bank NAS

Line side service

¢ Inthelocal loop, less than three miles of twisted-pair copper line with no load coilsisideal. Load
coilslimit frequencies (passband). V.90 requires a3000 Hz passhand. A circuit that does not deliver
a 3200 Hz passband will most likely not deliver V.90. Load coils are common in long loops in
North America (at the 3.5 mile mark).

¢ Sometimesthe PSTN switch fabric is extended by adigital carrier. It isthen converted to analog by
a SLC. This setup complies with V.90. The digital-to-analog conversion is moved closer to the
subscriber. However, non-integrated or universal SLCs do not comply to V.90.

e Use arecommended V.90 client modem.

e Electrical house wiring sometimes causes V.90 trainup to fail. For details, see the section “V.34
Basic Rules.”

Task 1. Initiating a Modem Loopback Test Call

Test the access server’s ability to initiate and terminate a modem call. Similar to sending a ping to the
next-hop router, thistest verifies basic connectivity for modem operations. Successfully performing this
test gives you a strong indication that remote clients should be able to dial into the NAS. Figure 4-6
shows this test.

After completing this test, dial into the EXEC from a client PC and a client modem (no PPP).

Figure 4-6 Initiating and Terminating a Modem Call on the Same NAS

Modem B receive

L nﬁg—'] —————————— B SRR L _a—
R T~ B e > _
Modem A transmit PRE@ Callpath 1 =

Digital switch

27169

NAS

N

Note  When calling between two digital modems, you will not achieve V.90.
V.90 requires one digital and one analog modem.
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Initiating a Modem Loopback Test Call Il

Step 1 From a workstation, open two telnet sessions into the NAS. One telnet session is used to simulate the
client. The other session is used to administer and run the debugs. In thisway, the debug messages will
not be scrambled into the loopback screen display. Figure 4-7 shows an example of this.

Figure 4-7 Opening Two Telnet Sessions

5300- NAS# 5300- NASH#
Client telnet session Administrative telnet session
running debugs

/[ \

Step2  Configure the lines to support dial in, dia out, and outbound telnet connections:

!
line 1 96
modem i nout

transport input tel net
!

Step3  From the administrative telnet session, turn on the appropriate debug commands. Older software might
require the debug modem csm command.

5300- NAS#debug i sdn 931
| SDN @31 packets debugging is on
5300- NAS#debug csm nodem
Mbdem Managenent Call Sw tchi ng Modul e debugging is on
5300- NAS#debug npdem
Modem control / process activation debugging is on
5300- NAS#show debug
General OCS:
Modem control / process activation debugging is on
| SDN:
| SDN @31 packets debugging is on
| SDN Q31 packets debug DSLs. (On/ Off/No DSL: 1/0/-)
DSL 0 -->7
111- - - - -
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Initiating a Modem Loopback Test Call

Je

Tech Tip

Step 4

Step 5

Mbdem Managenent :
Mbdem Managenent Call Sw tchi ng Mbdul e debugging is on
5300- NAS#

For channel associated signaling (CAS), robbed bit signaling (RBS), and R2, use the
debug cas command. If this command is not included in your software, use the
modem-mgmt csm debug-rbs command; however, the service internal command is
required.

5300- NAS(confi g) #servi ce internal
5300- NAS( confi g) #end
5300- NAS#nodem ngmt  csm debug- r bs

At the time of this publication, the Cisco AS5800 does not support the debug cas
command or modem-mgmt csm debug-rbs command. As a work-around, complete the
following steps:

1. Determine the slot positions of each card. Enter the show dial-shelf command.

2. Access the trunk card’s console port. Enter the dsip console slave X command
where X is the slot of the card that you want to perform debugging on.

3. Enter the command debug trunk cas port port-number timeslots range.

Ensure that your EXEC session receives logging and debug output from the NAS:
5300- NAS#t er mi nal noni tor
From the client telnet session, telnet into one of the idle modems (not in use). To do this, telnet to an IP

address on the NAS (Ethernet or Loopback) followed by 2000 plusa TTY line number. This example
telnetsto TTY line 1 (2001).

5300- NAS#t el net 172.22. 66. 23 2001
Trying 172.22.66.23, 2001 ... Open

N

Note This step is aso known as a reverse telnet.

For a Cisco AS5800, create an arbitrary | P host followed by areverse telnet. Use the show modem
shelf/slot/port command to determine which modem is associated with which TTY line. Thefollowing
example telnetsto TTY 500, which maps to modem 1/2/68.

5800- NAS#show nodem 1/ 2/ 68
Mim Typ St at us Tx/ Rx G Duration RIS CIS DCD DIR

1/2/68 V.90 Idle 37333/31200 1 00:01:05 RTS CTS noDCD DTR

Mbdem 1/ 2/ 68, G sco M CA nodem ( Managed), Asyncl/2/68, TTY500
Firmvare Rev: 2.6.2.0

5800- NAS(confi g)#i p host npd500 2500 172.22.66. 23
5800- NAS(confi g) #°Z

5800- NAS#t el net npd500

Tryi ng nod500 (172.22.66.23, 2500)... Open
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Step 6

Step 7

Step 8

Step 9

Initiating a Modem Loopback Test Call Il

Log in from the client telnet session. The Cisco 1OS sends out a username-password prompt.

This is a secured device.
Unaut hori zed use is prohibited by | aw

User Access Verification

User nane: adm n
Passwor d:

Sep 23 05:04:58.047: TTYO: pause timer type 1 (OK)

Sep 23 05:04:58.051: TTY1l: asserting DIR

Sep 23 05:04:58.051: TTY1l: set tinmer type 10, 30 seconds
Sep 23 05:05:03.583: TTYLl: set timer type 10, 30 seconds

Enter the at command to test connectivity to the NAS modem. The modem reports an “OK” return
message.

at
K

Dial the PRI phone number assigned to the NAS (in this example, 5551234). A connect string appears
when the modem connects.

at dt 5551234
CONNECT 33600 /V.42/V.42bis

In this example:

¢ Modulation connect speed = 33600 bps. Expect to get a maximum of 33600 bps if you use a
PRI line. If you use RBS, expect to get a maximum of 31200 bps.

e Error correction = V.42
e Datacompression = V.42bis
From the administrative telnet session, inspect the debug output:

*Jan 1 00:34:47.863:1SDN Se0: 23: RX <- SETUP pd = 8 callref = 0x0053
*Jan 1 00: 34:47.863: Bearer Capability i = 0x8090A2

*Jan 1 00:34:47.863: Channel IDi = 0xA98381

*Jan 1 00: 34:47.863: Calling Party Number i = 0x0083, '408'

*Jan 1 00: 34: 47. 863: Call ed Party Nunmber i = 0xCl, '5551234'

*Jan 1 00:34:47.867:1SDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0x8053
*Jan 1 00:34:47.867: Channel IDi = 0xA98381

*Jan 1 00:34:47.867:1SDN Se0: 23: TX -> ALERTING pd = 8 callref = 0x8053

*Jan 1 00:34:47.867: EVENT_FROM | SDN: : dchan_i db=0x6149A144, cal |l _i d=0x1A, ces=0x1
bchan=0x0, event=0x1, cause=0x0

The bearer capability 0x8090A 2 indicates an analog voice call. Alternative bearer servicesinclude 64K
data calls, which are indicated by 0x8890. The calling party number is 408 (also known as ANI). The
called party number is 5551234 (also known as DNIS). The debug q931 command shows the call
coming into the NAS over ISDN.

*Jan 1 00:34:47.867: VDEV_ALLOCATE: 1/2 is allocated from pool System def- Mool

*Jan 1 00:34:47.867:csmget_vdev_for_isdn_call:fax_call=0

*Jan 1 00: 34:47.867: EVENT_FROM | SDN: (001A): DEV_|I NCALL at slot 1 and port 2
*Jan 1 00:34:47.867: CSM PROC | DLE: CSM EVENT_| SDN_CALL at slot 1, port 2
*Jan 1 00:34:47.867: M ca Mden{(1/2): Configure(0x1 = 0x0)

*Jan 1 00:34:47.867: M ca Mdden{1/2): Configure(0x23 = 0x0)

*Jan 1 00:34:47.867: M ca Mden(1/2):Call Setup

*Jan 1 00:34:47.867: Enter csm.connect_pri_vdev function

[ 11/24/1999
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*Jan

1 00:34:47.867: csm connect _pri_vdev:tdm all ocate_bp_ts() call.

at bp_streanD, bp_Ch5, vdev_comopn 0x610378B0

*Jan 1 00: 34
*Jan 1 00: 34
now avai l abl e
*Jan 1 00: 34
*Jan 1 00: 34
*Jan 1 00: 34
*Jan 1 00: 34
*Jan 1 00: 34
*Jan 1 00: 34
bchan=0x0
*Jan

*Jan

1, port 2
*Jan

*Jan

*Jan
bchan=0x16
*Jan

*Jan

1, port O
*Jan

:47.883: 1 SDN Se0: 23: RX <-

1 47. 883

event =0x4,
1 00: 34:48.047: EVENT_FROM | SDN: (001A) : DEV_CONNECTED at sl ot
1 00: 34:48. 047: CSM_PROC_| C4_WAl T_FOR_CARRI ER: CSM _EVENT_| SDN_CONNECTED at sl ot

1 00: 34:48.051: 1 SDN Se0: 23: TX ->

Progress Ind

48.019: M ca Mdden(1/2):State Transition to Cal
48.019: M ca Moden( 1/ 2): Went of f hook

48. 019: CSM_PROC_I C2_RI NG CSM_EVENT_MODEM _OFFHOOK at sl ot
48.019: | SDN Se0: 23: TX ->
48.047: 1 SDN Se0: 23: RX <-
48. 047: EVENT_FROM | SDN: : dchan_i db=0x6149A144,
cause=0x0

cause=0x0

ALERTI NG pd
= 0x8288 -

CONNECT pd = 8

CONNECT_ACK pd

BP TS al |l ocat ed

cal I ref 0x8004
I n-band info or appropriate

8

Set up

1, port 2
CONNECT pd = 8 callref = 0x8053
CONNECT_ACK pd = 8 callref = 0x0053
cal |l _i d=0x1A, ces=0x1

1 and port 2

1 00:34:48.047: Mca Mddem(1/2):Link Initiate
1 00: 34:48.047:1SDN Se0: 23: RX <-
1 00: 34:48.047: EVENT_FROM | SDN: : dchan_i db=0x6149A144,
event =0x4,
1 00: 34:48. 047: EVENT_FROM | SDN: ( 8005) : DEV_CONNECTED at sl ot
1 00: 34:48.047: CSM_PROC_OC5_WAI T_FOR_CARRI ER: CSM EVENT_| SDN_CONNECTED at sl ot

callref = 0x8004
cal | _i d=0x8005, ces=0x1

1 and port O

=8 callref = 0x0004

MICA modem 1/2 goes offhook and receivesthe call. The debug modem csm command shows the call
getting switched over to a modem.

*Jan 1 00: 34
*Jan 1 00: 34:
*Jan 1 00: 35:
*Jan 1 00:35
*Jan 1 00: 35:
*Jan 1 00: 35:
*Jan 1 00:35

49.
53.
02.
04
04
04
04.

159
903
851
531
711
755
755

:Mca
:Mca
:Mca
:Mca
:Mca
:TTY3

Moden( 1/ 2) :
Moden( 1/ 2) :
Moden( 1/ 2) :
Moden( 1/ 2) :
Moden( 1/ 2) :

: DSR cane up
(tty3:

Modem | DLE- >( unknown)

State Transition
State Transition
State Transition
State Transition
State Transition

to Connect

to Link

to Trai nup

to EC Negoti ating
to Steady State

Inspect the different modem trainup phases. The modem goes from Connect to Steady State in
15 seconds. The debug modem csm command displays the trainup phases. The debug modem
command displays the logical RS-232 transition message “DSR came up.”

*Jan 1 00:35
*Jan 1 00:35
*Jan 1 00:35
*Jan 1 00:35
*Jan 1 00:35
*Jan 1 00:35
*Jan 1 00:35
*Jan 1 00:35

04

04

08.
09.
09.
09.
09.
09.

759:
759:
915:
187:
459:
459:
715:
715:

TTY3
TTY3
TTY3

TTY3:
TTY3:
TTY3
TTY3:
TTY3:
: Aut osel ect (2)
: Aut osel ect (2)
: Aut osel ect (2)

EXEC creation

set timer type 10, 30 seconds

Aut osel ect (2)
Aut osel ect (2)
Aut osel ect (2)

sanpl e
sanmpl e
sanmpl e
sanpl e
sanmpl e
sanmpl e

Bl <---mmmmmm e mm e a
6164 <-----mmmmmee e d
61646D <--------------- m
61646D69 <-------------
646D696E <------------- n
6D696EOD <------------- <cr>

Decode the incoming character-byte stream for an EXEC shell login (no PPP). In this example, match
the username “admin” to the character stream: 616D696EOD = admin carriage return.

The Cisco |10S samples four packets at atime. It searches for a header that matches one of your
autoselect styles. The debug modem command generates the autosel ect debug output.

*Jan 1 00:35:09.715:TTY3:set tinmer type 10, 30 seconds
*Jan 1 00:35:11.331: TTY3: Aut osel ect (2) sanpl e [suppressed--line is not echoing]
*Jan 1 00:35:11.667: TTY3: Aut osel ect (2) sanpl e [suppressed--line is not echoing]
*Jan 1 00:35:11.987: TTY3: Aut osel ect (2) sanple [suppressed--line is not echoing]
*Jan 1 00:35:11.987: TTY3: Aut osel ect (2) sanpl e [suppressed--line is not echoing]
*Jan 1 00:35:11.987: TTY3: Aut osel ect (2) sanpl e [suppressed--line is not echoing]
*Jan 1 00:35:12.339: TTY3: Aut osel ect (2) sanple [suppressed--line is not echoing]
*Jan 1 00:35:12.391: TTY3:create tiner type 1, 600 seconds
5300- NAS>
Cisco AS5x00 Case Study for Basic IP Modem Services
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Step 10

Step 11

Step 12

Initiating a Modem Loopback Test Call Il

Type 10 isthe login timer. The timeout is 30 seconds. The user’s EXEC-shell login password is
suppressed.

Identify whoisloggedin. TTY line 3 corresponds to modem 1/2. Use the show terminal command to
see which modem is assigned tothe TTY line.

5300- NAS>show user

Li ne User Host (s) Idl e Location
3tty 3 adm n idle 0
* 98 vty O j oe 172.22.66.1 0 leftfield. maui oni ons. com
Interface User Mode I dl e Peer Address

Program the terminal window not to pausein the middle of a screen display. To adjust the display output
on a Cisco AS5800, enter the terminal length 2000 command instead.

5300- NAS>terninal length O

Generate traffic across the modem link. Force the answering modem (in the NAS) to send a data steam
to the client modem. The data stream generated by the show modem log command is about 1 MB.
The data should scroll freely for one or two minutes.

5300- NAS>show nodem | og

Modem 1/ 0 Events Log:
2d09h :Startup event: M CA Hex nodem (Managed)

Modem firmvare = 2.7.1.0

2d09h 1 RS232 event: noRTS, noDTR, CTS, noDCD
2d09h 1 RS232 event: noRTS, DTR, CTS, noDCD
2d09h :RS232 event: RTS, DIR, CTS, noDCD
2d09h 1 RS232 event: noRTS, DTR, CTS, noDCD
2d09h 1 RS232 event: noRTS, noDTR, CTS, noDCD
2d09h :RS232 event: noRTS, DTR, CTS, noDCD
2d09h :RS232 event: RTS, DTR, CTS, noDCD

Look at the modem'’s operational statistics and verify that you have acceptable speed, line shape, and
throughput. In this example, modem 1/2 accepts the call.

If you do not have a scroll bar in your telnet application, limit terminal length to 24 lines to see all the
command output.

If you are using Microcom modems, enter the modem at-mode slot/port command followed by the
at@el command.

5300- NAS>show nodem oper ational -status 1/2
Mbdem( 1/ 2) Operational - St at us:

Parameter #0 Di sconnect Reason Info: (0x0)
Type (=0 ): <unknown>

Class (=0 ): Oher

Reason (=0 ): no disconnect has yet occurred
Parameter #1 Connect Protocol: LAP-M
Paramet er #2 Conpression: V.42bis both
Parameter #3 EC Retransmi ssion Count: O
Parameter #4 Self Test Error Count: O
Parameter #5 Call Tinmer: 597 secs
Parameter #6 Total Retrains: 0O
Parameter #7 Sq Value: 4
Par amet er #8 Connected Standard: V. 34+
Parameter #9 TX RX Bit Rate: 33600, 33600
Parameter #11 TX, RX Synbol Rate: 3429, 3429
Paramet er #13 TX, RX Carrier Frequency: 1959, 1959

[ 11/24/1999
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Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er

Li ne Shape:

TX, RX Trellis Coding: 16, 16

TX, RX Preenphasis Index: 0, O

TX, RX Constel | ati on Shaping: Of, Of

TX, RX Nonli near Encoding: Of, Of

TX, RX Precoding: Of, Of

TX, RX Xmt Level Reduction: 0, 0 dBm

Signal Noise Ratio: 41 dB

Recei ve Level: -12 dBm

Frequency Offset: 0 Hz

Phase Jitter Frequency: 0 Hz

Phase Jitter Level: 0 degrees

Far End Echo Level: -52 dBm

Phase Roll: 31 degrees

Round Trip Delay: 1 nsecs

Characters transnmtted, received: 70966, 80
Characters received BAD: 2

PPP/ SLI P packets transmtted, received: 0, O
PPP/ SLI P packets received (BAD/ ABORTED): 0
EC packets transmitted, received OK 269, 61
EC packets (Received BAD/ ABORTED): O

Robbed Bit Signalling (RBS) pattern: O
Digital Pad: None, Digital Pad Conpensation: None

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Initiating a Modem Loopback Test Call Il

Table 4-4 describes the significant parameters in the previous example. For a complete command
reference description, refer to the following URL.:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/dial_r/drprtl/drmodmgt.ht
m

Table 4-4 Operational Parameter Descriptions for a Loopback Test Call

Parameter Description
Paranmeter #1 Connect Protocol: LAP-M LapM is the connection protocol.
Paranmeter #6 Total Retrains: 0 The modem has no retrain counts.

Par aneter #8 Connected Standard: V. 34+ The modem connects at V.34.

Paraneter #9 TX RX Bit Rate: 33600, 33600 |The receive and transmit bit rate is 33600 bps,
whichisthe fastest possible V.34 speed. You will
never attain V.90 with thistest. MICA-to-MICA
calls default to V.34 modulation. V.90 requires
one analog modem.

Paraneter #11 TX RX Synbol Rate: 3429, 3429 |The transmit and receive symbol rate is 3429.
To achieve 33600 bps, you must have a 3429 Hz
passband.

Paraneter #21 Signal Noise Ratio: 41 dB The signal to noise ratio is 41 dB.

Paranmeter #26 Far End Echo Level: -52 dBm |Usethisfield to detect a near-end
digital-to-analog conversion. For this test, an
acceptable value is less than -55 dB.

If you see a high level of far end echo (-55 or
higher), a digital-to-analog conversion most
likely exists between the NAS and the switch.
This conversion severely impairs modem

performance.
Par anet er #30 Characters transmtted, The number of characters transmitted and
received: 70966, 80 received by the modem.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Table 4-4 Operational Parameter Descriptions for a Loopback Test Call (continued)

Parameter

Description

Li ne shape:

A line shape is the frequency-response graph of
the channel.

For this modem loopback test call, there should
be no rolloff (even at the highest frequency).
High-end rolloff is characteristic of an
analog-to-digital conversion (not good).

A flat vertical line shapeisan idea V.90 line
shape. ISDN uses a 64-kb clear channel. No
statistical roll off should exist at the low end or
the high end of the spectrum. The spectrum has
aY and X axis.

e TheY axis(vertical) represents frequencies
from 150 Hz (top of chart) to 3750 Hz
(bottom of chart) in 150 Hz steps. A flat
spectrum plotisbest, itisavailablefor V.34,
V.90, and K56Flex.

e The X axis (horizontal) represents anormal
amplitude. The graph identifies nulls,
bandwidth, and distortion (irregular shape).

Step14  Turn off all debug commands:
5300- NAS#undebug al |

Al'l possi bl e debuggi ng has been turned off

Task 2. Initiating and Inspecting a V.90 Test Call

Before you let users dial in to the NAS, initiate and inspect a V.90 test call. V.90 call performanceis
heavily dependent upon the telco’s network topology. There are many variables.

Most modem manufactures have unique AT command sets. The AT commands used in the following
procedure might not be supported by your modem. For more information, see the following URLs:

e http://56k.com/links/Modem_Manuals/
e http://808hi.com/56k/troublel.htm

Step 1 Locate aclient PC, client modem, and an analog line. The following figure shows the network

environment for this test.

Step2  Test your RS-232 connection to the client modem:

at
X

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Step 3

Step 4

Initiating and Inspecting a V.90 Test Call

Verify that the modem is running the recommended firmware version. The following example shows a
U.S. Robotics 56K fax external modem running V.4.11.2. Compare the firmware version with the
version that is posted on the modem vendor’s web site.

The Ati3 and ati7 modem firmware commands are commonly used and are shown below:

ati 3
U. S. Robotics 56K FAX EXT V4. 11.2

K

ati7
Configuration Profile...

Product type US/ Canada Ext ernal
Product |D: 00568602

Opti ons V32bi s, V. 34+, x2, V. 90
Fax Options Class 1/Cass 2.0

Li ne Options Caller ID, Distinctive R ng
Cl ock Freq 92. Ovhz

EPROM 256k

RAM 32k

FLASH dat e 6/ 3/ 98

FLASH rev 4.11.2

DSP dat e 6/ 3/ 98

DSP rev 4.11.2

(0¢

Verify that the modem is configured correctly. Enter the ati4 (USR) or at& v (Conexant) command.
To reset the modem to the factory defaults, enter the at& f, at& f1, or at& f2 command.

ati4
U. S. Robotics 56K FAX EXT Settings...

BO E1 F1 ML Q V1 X1 YO
BAUD=38400 PARI TY=N WORDLEN=8
DI AL=TONE ON HOOK  CI D=0

&A1 &B1 &C1 &D2 &30 &HO &0 &KO
& &NO &PO &R1 &S0 &T5 &UO  &Y1

S00=000 S01=000 S02=043 S03=013 S04=010 S05=008 S06=002
S07=060 S08=002 S09=006 S10=014 S11=070 S12=050 S13=000
S15=000 S16=000 $S18=000 S19=000 S21=010 S22=017 S23=019
S25=005 S27=000 S28=008 S29=020 S30=000 S31=128 S32=002
S33=000 S34=000 S35=000 S36=014S38=000 S39=000 S40=001
S41=000 S42=000

LAST DI ALED #: T14085551234
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Step 5 Dial the access server’s telephone number, log in, and access the EXEC shell. The client modem is
connected at 48000 bpsin this example.

at dt 14085551234
CONNECT 48000/ ARQ

This is a secured devi ce.
Unaut hori zed use is prohibited by | aw

User Access Verification

User nane: dude
Passwor d:

5300- NAS>

Step6  Inspect your call on the access server. In the example, the call landed on TTY line 1. The call has been
up for 36 seconds.

5300- NAS>show cal | er

Active Idle
Li ne User Service Ti me Ti me
tty 1 dude TTY 00: 00: 36 00: 00: 00
vty 0 adm n VTY 00:02:29 00:02:16

5300- NAS>show cal | er

N
Note  Theshow caller commandissupportedin Cisco | OSRelease 11.3 AA and 12.0 T.

Use the show user command if your software does not support the show caller
command.

Step 7 Inspect the physical terminal line that received the call. In the example, the call landed on modem 1/0.

5300- NAS>show t er ni nal

Li ne 50, Location: "", Type:

Length: 24 lines, Wdth: 80 col umms

Status: PSI Enabl ed, Ready, Active, No Exit Banner

Capabilities: Hardware Flowcontrol In, Hardware Flowcontrol Qut
Modem Cal | out, Modem Rl is CD, Line usable as async interface
I ntegrated Mbdem

Mbodem st at e: Ready
moden( sl ot/ port)=1/0, state=CONNECTED
dsx1(slot/unit/channel)=0/0/0, status=VDEV_STATUS ACTI VE_CALL. VDEV_STATUS_ALLO

CATED.

Modem hardware state: CIS DSR DTR RTS

Speci al Chars: Escape Hold Stop Start Disconnect Activation

ANX none - - none
Ti meout s: I dl e EXEC I dl e Session Modem Answer  Sessi on Di spatch
00: 10: 00 never none not set
I dl e Session Di sconnect WArning
never
Logi n- sequence User Response
00: 00: 30
Aut osel ect Initial Wit
not set

Modem type i s unknown.

Session limt is not set.

Ti me since activation: 00:00: 36

Editing i s enabl ed.

Hi story is enabled, history size is 10.
DNS resol ution in show commands is enabl ed

Cisco AS5x00 Case Study for Basic IP Modem Services
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Ful | user help is disabled

All owed transports are pad telnet rlogin udptn v120 | apb-ta. Preferred is pad t
el net rlogin udptn v120 | apb-ta

No out put characters are padded

No special data dispatching characters

Step8  Program the display window so it does not pause in the middle of a screen display:
5300- NAS>termi nal length O
Step9  Generate traffic across the modem link. Perform a light-weight stress test between the modems to

generate meaningful modem-performance statistics.

5300- NAS>show nmodem | og
Mbodem 1/0 Events Log:

3wad :Startup event: M CA Hex nodem (Managed)
Modem firmvare = 2.7.1.0
3wdd 1 RS232 event: noRTS, noDTR, CTS, noDCD
3w4d :RS232 event: noRTS, DTR, CTS, noDCD
Snip

The output generated by the show modem log command sends a sizeabl e data stream across the modem
link—about 1 MB of data. The data should scroll freely for one or two minutes.

Step10  Inspect the NAS modem that answered the call, and verify that it has acceptable connect speed,
throughput, and line shape. This example examines MICA modem 1/0. If you have Microcom modems,
enter the modem at-mode slot/port command followed by the at@el command.

5300- NAS>show nodem operational -status 1/0
Modem( 1/ 0) Operati onal - St at us:

Parameter #0 Di sconnect Reason Info: (0x0)
Type (=0 ): <unknown>

Class (=0 ): Oher

Reason (=0 ): no disconnect has yet occurred
Paramet er #1 Connect Protocol: LAP-M
Par amet er #2 Conpression: None
Parameter #3 EC Retransm ssion Count: 2
Parameter #4 Self Test Error Count: O
Parameter #5 Call Timer: 118 secs
Parameter #6 Total Retrains: 0
Parameter #7 Sq Value: 3
Paramet er #8 Connected Standard: V.90
Paraneter #9 TX RX Bit Rate: 48000, 28800
Parameter #11 TX, RX Synbol Rate: 8000, 3200
Parameter #13 TX, RX Carrier Frequency: 0, 1920
Parameter #15 TX, RX Trellis Coding: 0, 16
Par amet er #16 TX, RX Preenphasis Index: 0, 6
Parameter #17 TX, RX Constellation Shaping: Of, Of
Paramet er #18 TX, RX Nonli near Encoding: Of, Of
Par amet er #19 TX, RX Precoding: Of, Of
Paramet er #20 TX, RX Xmit Level Reduction: 0, 0 dBm
Par amet er #21 Signal Noise Ratio: 36 dB
Par amet er #22 Receive Level: -19 dBm
Par amet er #23 Frequency O fset: 0 Hz
Par amet er #24 Phase Jitter Frequency: 0 Hz
Par amet er #25 Phase Jitter Level: 0O degrees
Par amet er #26 Far End Echo Level: -37 dBm
Par amet er #27 Phase Roll: 0 degrees
Par amet er #28 Round Trip Delay: 23 nsecs
Par amet er #30 Characters transmitted, received: 67109, 43
Par amet er #32 Characters received BAD: 0

Cisco AS5x00 Case Study for Basic IP Modem Services
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Par amet er #33 PPP/ SLI P packets transmitted, received: 0, O

Par amet er #35 PPP/ SLI P packets received (BAD ABORTED): O

Par amet er #36 EC packets transmitted, received OK 565, 43

Par amet er #38 EC packets (Received BAD/ ABORTED): 2

Par amet er #39 Robbed Bit Signalling (RBS) pattern: O

Paramet er #40 Digital Pad: 6.0 dB, Digital Pad Conpensati on: None
Li ne Shape:

E T . R I N N

Table 4-5 describes the significant output fields (bold font) in the previous example:

Table 4-5 Show Modem Operational-Status Field Descriptions

Parameter Description

Paranet er #6 Total retrains and speed shifts for the current
Total Retrains: 0 connection. There are no retrains.

Par amet er #8 V.90 modulation is negotiated.

Connect ed Standard: V.90 .
Standard connect protocol which can be V.21, Bell03,

V.22, V.22bis, Bell212, V.23, V.32, V.32bis, V.32terbo,
V.34, V.34+, K56Flex, or V.90.

Paraneter #9 The transmit speed (TX) is 48000 bps. The receive
TX, RX Bit Rate: 48000, 28800 speed (RX) is 28800 bpS.

TX isthe bit rate from the local DCE (NAS modem) to
the remote DCE (client modem). RX isthe bit rate from
the remote DCE to the local DCE. V.90 uplink speed
tends to be lower than V.34 uplink speed.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Initiating and Inspecting a V.90 Test Call

Table 4-5 Show Modem Operational-Status Field Descriptions (continued)

Parameter

Description

Par anet er #21
Si gnal Noise Ratio: 36 dB

The signal to noise ratio (SNR) is36 dB. (40 dB isa
perfect SNR.

MICA measures the SNR in the signal band. The SNR
value ranges from 0 to 70 dB, and it changesin 1 dB
steps.

A 28.8 kbps connection requires a SNR of about 37 dB.
SNRs lower than 37 dB reduce the quality of the
connection.

A 33.6 kbps connection reguires a SNR of about 38 to
39 dB.

Par anet er 30
Characters transmtted, received:
67109, 43

67109 characters are transmitted by the NAS modem to
the client modem over the synchronous/asynchronous
connection.

Li ne shape:

A line shape is the frequency-response graph of the
channel.

A flat vertical line shapeisan ideal V.90 line shape.
ISDN uses a 64-kb clear channel. No statistical roll off
should exist at the low end or the high end of the
spectrum. The spectrum hasaY and X axis.

e TheY axis (vertical) represents frequencies from
150 Hz (top of chart) to 3750 Hz (bottom of chart)
in 150 Hz steps. A flat spectrum plot is best, it is
available for V.34, V.90, and K56F|ex.

e The X axis (horizontal) represents a normal
amplitude. The graph identifies nulls, bandwidth,
and distortion (irregular shape).

Enter the +++ command to jump back to the client modem and examine client-side performance
statistics. The modem connection to the NAS is not dropped.

5300- NAS>+++
K
at
K

In the example, the client modem reports both “OK” messages. The +++ modem-escape sequence is
similar to arouter’s tel net-escape mode (Shift + Ctrl + 6 + x). See Figure 4-8.

[ 11/24/1999
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Figure 4-8 Using Modem-Escape Mode to View Client-Side Modem Statistics

+++ enables the client PC
to communicate directly
to the client modem

Client PC Client modem

The connection to
the NAS is still up

Step12  Enter the ati6 command to display, among other things, the receive and transmit-carrier speeds.
Compare the displayed information with the output from the show modem operational-status
command.

If ati6 is not supported by your modem, try at& v1. For additional client report statistics,
enable Window’s modemlog.txt or ppplog.txt files.

ati 6
U S. Robotics 56K FAX EXT Link Diagnostics...

Chars sent 98 Chars Recei ved 104701
Chars | ost 0

Cctets sent 354 Cctets Received 104701
Bl ocks sent 95 Bl ocks Recei ved 914
Bl ocks resent 4

Retrai ns Request ed 0 Retrains Ganted 0
Li ne Reversals 0 Bl ers 0
Li nk Ti meouts 0 Li nk Naks 1
Dat a Conpressi on NONE

Equal i zati on Long

Fal | back Enabl ed

Pr ot ocol LAPM

Speed 48000/ 28800

V.90 Peak Speed 48000

Current Call 00: 04: 46

Onl i ne

K

Je

TeITip For a detailed explanation of this command, refer to the following URL:
http://808hi.com/56k/diag3com.htm
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Step 13

Initiating and Inspecting a V.90 Test Call

Inspect frequency levels (dB) and other diagnostic functions. The following AT commands display the
client modem’s view of the frequency response. The display is a companion to the output of the show
modem oper ational-status command (see Step 9).

atyll

Freq Level (dB)
150 24
300 23
450 22
600 22
750 22
900 22
1050 22
1200 22
1350 22
1500 22
1650 22
1800 23
1950 23
2100 23
2250 23
2400 23
2550 23
2700 23
2850 23
3000 23
3150 23
3300 24
3450 25
3600 27
3750 31
ati 11

U S. Robotics 56K FAX EXT Link Diagnostics...

Mbdul ati on

Carrier Freq (Hz)
Synbol Rate

Trellis Code

Nonl i near Encodi ng

Pr ecodi ng

Shapi ng

Pr eemphasi s (-dB)
Recv/ Xmit Level (-dBm
Near Echo Loss (dB)
Far Echo Loss (dB)
Carrier Ofset (Hz)
Round Trip Delay (msec)
Timng O fset (ppm
SNR (dB)
Speed Shifts Up/ Down
Status :

K

V. 90

None/ 1920
8000/ 3200
None/ 64S- 4D
None/ ON
None/ ON

Qv ON

6/ 2

19/ 10

7

0

NONE

24

1638

48. 1

0/0

uu, 5,13Y,19.4,-15,1N,0,51.1,7.3
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Step14  (Optional) To return to online mode and the router prompt, enter the ato command. After your enter this
command, however, the +++ escape sequenceis still in the EXEC session’s input buffer. If you press
the carriage return (<CR>), you will receive an error about +++ being an unknown command.

To clear the input buffer, type Ctrl U after the ato command.

ato
% Unknown conmmand or conputer nanme, or unable to find conputer address

5300- NAS>

What to do Next

Perform the tasks in the section “Configuring PPP and Authentication.”

Cisco AS5x00 Case Study for Basic IP Modem Services
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Configuring PPP and Authentication

In this Section

This section describes how to configure the Cisco AS5300 and AS5800 for PPP and local
authentication.

The following sections are provided:
e Task 1. Configuring PPP Authentication for Local AAA
e Task 2. Configuring IPCP Options
e Task 3. Configuring LCP Options
e Task 4. Enabling PPP Autosel ect
e Task 5. Testing Asynchronous PPP Connections
e Task 6. Inspecting Active Call States
e Task 7. Confirming the Final Running-Config

In this case study, Maui Onions and THEnNet perform these same tasksto configure their network access
servers (NAS). Maui Onions uses a Cisco AS5300; THEnNet uses a Cisco AS5800. After local
authentication if verified, Maui Onions expects to use TACACS+ and a remote authentication server.
THEnet expects to use RADIUS.

Task 1. Configuring PPP Authentication for Local AAA

Step 1

B

Warning

Configure AAA to perform login authentication by using the local username database. The login
keyword authenticates EXEC terminal shell users. Additionally, configure PPP authentication to use the
local database if the session was not already authenticated by login.

Create alocal login username database in global configuration mode. In this example, adminis used for
the administrator. In this case study, the remote client’s login password is dude.

!

username adm n password admi npasshere

user name dude password dudepasshere
!

This step also prevents you from getting locked out of the NAS. If you get locked out, you
must reboot the device and perform password recovery.

[ 11/24/1999
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Step 2

Step 3

B

Warning

Configure local AAA security in global configuration mode. You must enter the aaa new-model
command before the other two authentication commands.

!

aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed | ocal
1

Log in with your username and password:
5800- NAS#| ogi n
This is a secured device.

Unaut hori zed use is prohibited by |aw

User Access Verification
User nane: dude
Passwor d:

5800- NAS#

Successfully logging in means that your local username will work on any TTY or VTY
line. Do not disconnect your session until you can log in. (If you get locked out, you will
need to perform password recovery by rebooting the device.)

Task 2. Configuring IPCP Options

Je

Create a pool of | P addresses to assign to the PC clients dialing in. Asthe clients connect, they request
I P addresses from the NAS.

Teﬁ'ip Remote ISDN LANSs and remote nodes are primarily differentiated by an | P addressing

Step 1

scheme. Remote LANS can appear as remote nodes by using port address translation
(PAT).

Define the local 1P address pool and DNS servers:
|

ip local pool addr-pool 172.22.90.2 172.22.90. 254
|

async-bootp dns-server 172.30.10.1 172.30.10.2
!

For clients using server-assigned addressing (if there are any) you must specify primary and secondary
DNS servers. The clients send config-requests to the NAS if the clients are configured to receive NAS
assigned WINS and DNS servers.

N
Note RFC 1877 describes DNS and NBNS servers. The domain name must also be
configured on the client.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Verify that the P address pool was created:
5800- NAS#show i p | ocal pool

Pool Begi n End Free In use
addr - pool 172.22.90.2 172.22.90. 254 253 0
5800- NAS#

Task 3. Configuring LCP Options

The group-async interface is a template that controls the configuration of all the asynchronous
interfaces in the NAS.

Asynchronous interfaces:

Arelines that can run in PPP mode

Use the same number as its corresponding line

Save you time and configuration file size by configuring the asynchronous interfaces as a
group-async
The client PPP framing must match the Cisco |OS interface. Figure 5-1 shows this concept.

Figure 5-1 Modem Dialup PPP Framing

A—
‘QI' RS-232

=" Async PPP EXXXXN ©
Client Client &

m’
Cisco AS5x00
group-async

PC modem

The following group-async configuration applies to asynchronous interfaces 1/2/00 through 1/10/143:

nterface G oup-AsyncO

i p unnunbered Fast Et hernet0/1/0
encapsul ation ppp

async node interactive

ppp authentication chap pap

peer default ip address pool addr-poo
no cdp enabl e

no ip directed-broadcast

group-range 1/2/00 1/10/143
!

Table 5-1 describes the previous configuration snippet in more detail:

Table 5-1 Interface Group Async Command Descriptions

Command Purpose

i p unnunbered FastEthernet0/1/0 |Conserves |P address space by configuring the
asynchronous interfaces as unnumbered.

encapsul ation ppp Enables PPP.

[ 11/24/1999
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Table 5-1 Interface Group Async Command Descriptions (continued)

Command

Purpose

async node interactive

Configures interactive mode on the asynchronous
interfaces. Interactive means that users can dial in
and get to a shell or PPP session on that line.

ppp authentication chap pap

Enables CHAP and PAP authentication on the
interface during LCP negotiation. The NAS first
requests to authenticate with CHAP. If CHAPis
rejected by the remote client (modem), then PAP
authentication is requested.

peer default ip address pool
addr - pool

Assigns dial-in client | P addresses from the pool
named addr-pool.

no cdp enabl e

Disables the Cisco discovery protocol.

no i p directed-broadcast

Prevents | P directed broadcasts.

group-range 1/2/00 1/10/ 143

Specifies the range of asynchronous interfaces to
include in the group, which is usually equal to the
number of modems you have in the NAS.

(The session may pause for several seconds when
you issue this command.)

Task 4. Enabling PPP Autoselect

Enable remote PPP users to dial in, bypass the EXEC facility, and automatically start PPP on the line.

!
line 1/2/00 1/10/143
aut osel ect during-1ogin

aut osel ect ppp
|

These two autosel ect commands:

¢ Provide the transparent launching of shell and PPP services on the same lines.

¢ Circumvent the need to alert the NAS by pressing the return key. Older versions of Cisco 10S did
not have this feature and required the peer to hit return before the username was displayed.

Note  The autoselect during-login command displays the username:password prompt after

modems connect.

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Task 5. Testing Asynchronous PPP Connections

Before you troubleshoot PPP negotiation or AAA authentication, you need to understand what a
successful PPP and AAA debug sequence looks like. In this way, you can save time and effort when
comparing a successful debug session against a faulty completed debug sequence.

5.1 Successful PPP Negotiation Debug

Step 1

Step 2

Step 3

The following steps describe how to initiate a PPP test call and interpret a successful debug sequence.

Enter the appropriate debug commands:

5800- NAS#debug ppp authentication
PPP aut henti cati on debugging is on
5800- NAS#debug aaa aut hentication
AAA Aut henti cation debugging is on
5800- NAS#show debug

General Os:
AAA Aut henti cation debugging is on
PPP:

PPP aut henti cati on debugging is on

Make sure that your EXEC session receives logging and debug output:
5800- NAS#t er mi nal nonitor

From the client, send atest call into the NAS by using Dial-Up Networking. Figure 5-2 shows an
example Windows Dial-Up Networking display.

Figure 5-2 Windows Dial-Up Networking

- 2]

&
fl'_% Wind5 PPP modem...

Uszer name: |dudE

Pazswaord: | ******

Phone number: |5551 234

Dialing frorn: | Default Location ﬂ Dial Froperties...

Connect ‘ Cancel ‘

==
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Step 4

Go to the NAS terminal screen to observe and interpret the debug output messages. As the call enters
the NAS, debug output is created.

When examining PPP between two remote peers:

a. First check to seeif DSR came up.

b. Verify that both sides get through LCP negotiation. If they do, move on to check authentication.
c. After authentication succeeds, check | PCP negotiation.

d. If no debug output appears, troubleshoot ISDN Q.931. Use the debug isdn q931 command.

Given the debug commands entered in Step 1, the following debug output should be generated by the
call:

*Sep 24 13:05:49.052: AAA: parse nanme=ttyl/2/09 idb type=10 tty=441

*Sep 24 13:05:49.052: AAA: nane=ttyl/2/09 flags=0x1D type=4 shel f=0 sl ot=1 adapter=2
port=9 channel =0

*Sep 24 13:05:49.052: AAA: parse name=Serial 1/0/0:4:21 idb type=12 tty=-1

*Sep 24 13:05:49.052: AAA: nane=Serial 1/0/0: 4: 21 flags=0x5D type=1 shel f=0 sl ot=

1 adapter=0 port=4 channel =21

In this example, the call enters the NAS on channel 1/0/0:4:21. This channel maps to the 21st DSO
channel of the 4th PRI line of a CT3 card. Eventually the call terminates on modem 441.

*Sep 24 13:05:49.052: AAA/ MEMORY: create_user (Ox63E8FB70) user="' ruser='"' port
='ttyl/2/09" rem addr='4089548211/51121" authen_type=ASCI| service=LOd N priv=1

*Sep 24 13:05:49.052: AAA/ AUTHEN START (1586904428): port="ttyl/2/09" list="" ac
tion=LOG N servi ce=LOG N

*Sep 24 13:05:49.052: AAA/ AUTHEN START (1586904428): using "default" Iist

*Sep 24 13:05:49. 052: AAA/ AUTHEN START (1586904428): Met hod=LOCAL*Sep 24

13: 05: 49. 052: AAA/ AUTHEN (1586904428): status = GETUSER

*Sep 24 13:05:49.072: AAA/ AUTHEN ABORT: (1586904428) because Autosel ected.

*Sep 24 13:05:49.072: AAA/ MEMORY: free_user (Ox63E8FB70) user='' ruser="' port='

An authentication start packet issent by AAA, and it searchesthelocal username database asthe default
authentication method.

ttyl/ 2/ 09" rem addr='4089548211/51121" authen_type=ASClI| service=LOd N priv=1
*Sep 24 13:05:51.076: Asl1l/2/09 PPP: Treating connection as a dedicated |ine
*Sep 24 13:05:55.272: Asl/2/09 PPP: Phase is AUTHENTI CATING by this end

*Sep 24 13:05:55.404: As1/2/09 PAP: | AUTHREQ id 1 len 20 from "dude"

*Sep 24 13:05:55.404: Asl1l/2/09 PAP: Authenticating peer dude

PPP is allowed to start on the interface. The client sends an authentication request called dude. PAP
authentication is used.

*Sep 24 13:05:55.404: AAA: parse name=Asyncl/2/09 idb type=10 tty=441

*Sep 24 13:05:55.404: AAA: nane=Asyncl/2/09 flags=0x1D type=4 shel f=0 slot=1 ada
pter=2 port=9 channel =0

*Sep 24 13:05:55.404: AAA: parse name=Serial 1/0/0:4:21 idb type=12 tty=-1

*Sep 24 13:05:55.404: AAA: nane=Serial 1/0/0: 4: 21 flags=0x5D type=1 shel f=0 sl ot=
1 adapter=0 port=4 channel =21

*Sep 24 13:05:55.404: AAA/ MEMORY: create_user (O0x63E8FB70) user='dude' ruser=""'
port="Asyncl/2/09" rem addr='4089548211/51121" authen_t ype=PAP servi ce=PPP priv=1
*Sep 24 13: 05:55.404: AAA/ AUTHEN START (693233173): port='"Asyncl/2/09" list=""
action=LOd N servi ce=PPP

*Sep 24 13: 05:55.404: AAA/ AUTHEN START (693233173): using "default" |ist

*Sep 24 13: 05:55.404: AAA/ AUTHEN (693233173): status = UNKNOWN

*Sep 24 13: 05:55.404: AAA/ AUTHEN START (693233173): Met hod=LOCAL

*Sep 24 13: 05:55.404: AAA/ AUTHEN (693233173): status = PASS

*Sep 24 13:05:55.404: As1/2/09 PAP: O AUTHHACK id 1 len 5

The example above shows that local authentication was successful.

Cisco AS5x00 Case Study for Basic IP Modem Services
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5.2 Failed PPP Negotiation Debug and Troubleshooting

Failed authentication isacommon occurrence. Misconfigured or mismatched usernames and passwords
create error messages in debug output.

The following example shows that the username maddog does not have permission to dial into the NAS.
The NAS does not have alocal username configured for thisuser. To fix the problem, use the username
name passwor d password command to add the username to the local AAA database in the NAS:

*Sep 24 13:11:28.964: AAA/ MEMORY: create_user (0x63E43558) user='nmaddog' ruser='
port="Asyncl/2/10" rem addr='4089548211/51121" authen_type=PAP servi ce=PPP priv=1

*Sep 24 13:11:28.964: AAA/ AUTHEN START (3281080218): port="Asyncl/2/10" list=""

action=LOd N servi ce=PPP

*Sep 24 13:11:28.964: AAA/ AUTHEN START (3281080218): using "default" Iist

*Sep 24 13:11:28.964: AAA/ AUTHEN (3281080218): status = UNKNOWN

*Sep 24 13:11:28.964: AAA/ AUTHEN START (3281080218): Met hod=LOCAL

*Sep 24 13:11:28.964: AAA/ AUTHEN (3281080218): User not found, end of nethod |ist

*Sep 24 13:11:28.964: AAA/ AUTHEN (3281080218): status = FAIL

*Sep 24 13:11:28.964: Asl1/2/10 PAP: O AUTH-NAK id 1 len 32 nmsg i s "Password

validation failure"

*Sep 24 13:11:28.964: AAA/ MEMORY: free_user (Ox63E43558) user='nmaddog' ruser="'

port="Asyncl/2/10" rem addr='4089548211/51121" authen_t ype=PAP servi ce=PPP priv=1

The following example shows an invalid password. Notice that the same error messages are used for
username failure—* Password validation failure.”

*Sep 24 13:13:59.032: AAA/ MEMORY: create_user (0x63E9846C) user='dude' ruser=""'
port="Asyncl/2/11' rem addr='4089548211/51121" authen_type=PAP servi ce=PPP priv=
1

*Sep 24 13:13:59.032: AAA/ AUTHEN START (3032205297): port="Asyncl/2/11" list=""
action=LOd N servi ce=PPP

*Sep 24 13:13:59.032: AAA/ AUTHEN START (3032205297): using "default" Iist

*Sep 24 13:13:59.032: AAA/ AUTHEN (3032205297): status = UNKNOWN

*Sep 24 13:13:59.032: AAA/ AUTHEN START (3032205297): Met hod=LOCAL

*Sep 24 13:13:59.032: AAA/ AUTHEN (3032205297): status = FAIL

*Sep 24 13:13:59.032: Asl1l/2/11 PAP. O AUTHNAK id 1 len 32 nsg is "Password vali
dation failure"

*Sep 24 13:13:59.036: AAA MEMORY: free_user (0Ox63E9846C) user='dude' ruser="' po
rt="Asyncl/ 2/ 11" rem addr='"4089548211/51121"' aut hen_type=PAP servi ce=PPP priv=1

5.3 Troubleshooting Flow Diagrams

Figure 5-3 provides a flowchart for troubleshooting the following three PPP layers:

The physical layer
The Link Control Protocol (LCP) and authentication layer
The Network Control Protocol (NCP) layer
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Figure 5-3 Troubleshooting Flow Chart for PPP and Authentication
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Y

Network layer
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28738

NCP layer

debug ppp negotiation
debug aaa authorization
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LCP negotiation is a series of L CP packets exchanged between PPP peers to negotiate a set of options
and option values when sending data. The LCP negotiation isactually two separate dial ogs between two
PPP peers (Peerl and Peer 2):

Peer 1 and Peer 2 do not have to use the same set of LCP options. When a PPP peer sends itsinitial
Configure-Request, the response is any of the following:

¢ A Configure-Nack because one or more options have unacceptable val ues.
¢ A Configure-Reject because one or more of the options are unknown or not negotiable.
e A Configure-Ack because all of the options have acceptable values.

When a PPP peer receives a Configure-Nack or Configure-Reject in response to its Configure-Request,
it sends a new Configure-Request with modified options or option values. When a Configure-Ack is
received, the PPP peer is ready to send data.

Figure 5-4 shows an example L CP negotiation process for Peer 1 using the fictional optionsW, X, Y, Z.
Additionally, Figure 5-4 shows Peer 1 sending data to Peer 2 only. Separate L CP negotiation must be

configured so that Peer 2 can send data back to Peer 1. Very often, the L CP packets for both Peer 1 and
Peer 2 are intermixed during the connection process (that is, Peer 1 is configuring the way it sends data
at the same time as Peer 2.).

Figure 5-4 LCP Layer Negotiations

Peer 1 Peer 2
_n Configure-Request: W, X=100, Y=0, Z

>

. Configure-Reject: Z E_

_H Configure-Request: W, X=100, Y=0

-
>

<
<

Configure-Nack: X=200 n_

>

_H Configure-Request: W, X=200, Y=0

<
<

Configure-Ack: W, X=200, Y=0 ﬂ_

<
<
28739

Figure 5-4 shows that:

1. Peer 1 sends a Configure-Request requesting option W, option X set to 100, option Y set to 0, and
option Z. (Options W and Z are flag options.)

2. Peer 2 does not understand option Z so it sends a Configure-Reject containing option Z.

3. Peer 1 sends anew Configure-Request packet requesting option W, option X set to 100, and option
Y settoO.

4. Peer 2 prefersthat option X be set to 200 so it sends a Configure-Nack containing option X and its
preferred value.

5. Peer 1 sends anew Configure-Request packet requesting option W, option X set to 200, and option
Y setto 0.

6. Peer 2 sends a Configure-Ack.

Each time Peer 1 sends a new Configure-Request, it changes the Identifier value in the L CP header so
that Configure-Requests can be matched with their responses.
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Task 6. Inspecting Active Call States

After abasic PPP modem call comes into the NAS, you should use some show commands to inspect
several active call statistics. If you try to use the client’s web browser after the modems connect, you
will test DNS, IP, and other functions. If your test fails, try pinging the DNS server from the device that
dialed in.

6.1 Show Caller Statistics

The show caller command is used to:
e View individual users and consumed resources on the NAS.

¢ Inspect active call statistics for large pools of connections. (Debug commands produce too much
output and tax the CPU too heavily.)

¢ Display the absolute and idle times for each user. The current values for both of these settings are
displayed on the TTY line and the asynchronous interface. Users that have been idle for
unacceptably long periods of time can be easily identified. By using this information, you can
define timeout policies and multiple grades of services for different users.

The show caller command has many options:
5800- NAS#show cal | er ?

full Provi de expanded cal l er information

interface Provide information on one interface

ip Display | P information

l'ine Provide infornation on one line

ti meouts Di spl ay session and idle limts and di sconnect tine
user Di splay information for a particul ar user

| Qut put modifiers
<cr>

5800- NAS#show cal | er

Active Idl e
Li ne User Service Ti me Ti me
vty 0 admi n VTY 00: 54: 39 00: 00: 00
tty 441 dude Async 00: 00: 15 00: 00: 00
As1/2/09 dude PPP 00: 00: 08 00: 00: 00

5800- NAS#show cal | er user dude

User: dude, line tty 441, service Async
Active tine 00:01:24, Idle tine 00:01:05

Ti meout s: Absolute Idle Idle
Sessi on Exec
Limts: - - 00: 10: 00

Di sconnect in: - - -
TTY: Line 1/2/09, running PPP on Asl/2/09
Location: PPP: 192.168.10.4
DSO: (sl ot/unit/channel)=0/4/21
Status: Ready, Active, No Exit Banner, Async Interface Active
HW PPP Support Active, Mddem Detected
Capabilities: Hardware Flowcontrol |n, Hardware Flowcontrol Qut
Mbdem Cal | out, Modem Rl is CD,
Li ne usabl e as async interface, Mdem Autoconfigure
Modem St at e: Ready, Modem Confi gured

User: dude, line Asl/2/09, service PPP
Active time 00:01:17, Idle tine 00:01: 05
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Ti meout s: Absolute Idle
Limts: - -
Di sconnect in: -
PPP: LCP Open, PAP (<- AAA), |PCP
I P: Local 172.22.66.23, renpte 172.22.90.2
Counts: 30 packets input, 1640 bytes, 0 no buffer
1 input errors, 1 CRC, 0 frane, O overrun
14 packets output, 290 bytes, O underruns
0 output errors, O collisions, O interface resets

In the previous example, notice that one call uses the following system resources.
- TTY line 441
— Asynchronous interface 1/2/09 (shelf/slot/port)
— DSO0 channel number 0/4/21
- Modem 1/2/09

Note Different datais presented at each layer of the connection. Understanding theroles
of the layersis very useful for troubleshooting purposes. The show caller user
dude detailed command displays detailed L CP negotiated parameters.

Table 5-2 describes some of the significant display output fields of the show caller user command:

Table 5-2 Show Caller User Command Descriptions

Field Description

User: dude, line tty 441, Active user online TTY 441. The output fields are
service Async very similar to the show line command.

DSO: The DS0 channel used by the call.

(slot/unit/channel)=0/4/21

User: admin, line As1/2/09, |Active user on asynchronous interface 1/2/09. The

service PPP timeouts working on the PPP layer are displayed,
which are different from the TTY line timeouts.

PPP: LCP Qpen, CHAP (<- Superficial information about what is open in PPP.

AAY) . | PCP The field “(<- AAA)” is somewhat misleading.

Local authentication is also from AAA.

For moredetailed | PCPinformation, enter the show
caller user dude detail command.

IP: Local 172.22.66. 23, The I P addresses on each end of the link. These
remote 172.22.90.2 values are only displayed on the output for the
asynchronous interface.

Count s: Counters from the show interface async 1/2/09
command output.
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6.2 Fast Switching and Route Caching Statistics

Inspect fast-switching and route-caching performance statistics for the call. Incoming asynchronous
calls can be fast switched. However, some features disable fast switching.

Inspect the queueing characteristics of the asynchronous interface. Notice that the queueing
strategy is first-in-first-out (fifo).

5800- NAS#show i nterface async 1/2/02

Asyncl/2/02 is up, line protocol is up

modenmel/ 2/ 02, vdev_st at e(0x00000000) =CSM OC_STATE, bchan_nune(T1 1/0/0: 4: 6)
vdev_st at us(0x00000001) : VDEV_STATUS_ACTI VE_CALL

Hardware is Async Seria
Interface is unnunbered. Using address of FastEthernet0/1/0 (172.22.66.23)
MIU 1500 bytes, BW9 Kbit, DLY 100000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set, keepalive not set
DTR is pulsed for 5 seconds on reset
LCP Open
Open: | PCP
Last input 00:00: 00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qut put queue 0/10, O drops; input queue 1/10, O drops
5 mnute input rate O bits/sec, 1 packets/sec
5 minute output rate 0 bits/sec, 1 packets/sec
1683 packets input, 112764 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles
1 input errors, 1 CRC, 0 frame, O overrun, 0 ignored, O abort
1626 packets output, 108235 bytes, 0 underruns
0 output errors, 0 collisions, O interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions

Inspect the I P settings of the interface. Notice that | P fast switching is disabled, because TCP/IP
header compression is enabled. Turn off TCP/IP header compress to enable fast switching.
Enter the no ip tcp header-compression command on the asynchronous interface.

5800- NAS#show i p int async 1/2/02

Asyncl/2/02 is up, line protocol is up
Interface i s unnunbered. Using address of FastEthernet0/1/0 (172.22.66.23)
Broadcast address is 255.255. 255. 255
Peer address is 172.22.90.2
MIU i s 1500 bytes
Hel per address is not set
Directed broadcast forwarding is enabl ed
Qut goi ng access list is not set
I nbound access list is not set
Proxy ARP is enabl ed
Security level is default
Split horizon is enabled
I CVP redirects are al ways sent
| CMP unr eachabl es are al ways sent
| CVMP mask replies are never sent
I P fast switching is disabled
I P fast switching on the sanme interface is disabled
IP multicast fast switching is enabl ed
Rout er Di scovery is disabled
| P out put packet accounting is disabled
| P access violation accounting is disabled
TCP/ | P header conpression is enabled and conpressing
RTP/ | P header conpression is disabled
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Probe proxy nanme replies are disabl ed

Gat eway Di scovery is disabled

Policy routing is disabled

Net wor k address translation is disabled
5800- NAS#

¢ Look at the fast-switching cache in action. Notice that only packets destined to the Fast Ethernet
interface are currently cached.

5800- NAS#show i p cache

I P routing cache 3 entries, 560 bytes
109 adds, 106 invalidates, 3 refcounts

M nimuminvalidation interval 2 seconds, maxi muminterval 5 seconds,
qui et interval 3 seconds, threshold O requests

Invalidation rate 0 in last second, 0 in last 3 seconds

Last full cache invalidation occurred 22:17:01 ago

Prefix/ Length Age Interface Next Hop

172.61.0.0/ 16 15:13:22 FastEthernet0/1 172.22.66.1
172.22.67.67/ 32 00: 06: 10 FastEthernet0/1 172.22.67.2
172.22.68.67/ 32 00: 06: 09 FastEthernet0/1 172.22.68.3

5800- NAS#show i nterface async 1/2/02 stat
Asyncl/ 2/ 02
Swi tching path Pkts In Chars In Pkts Qut Chars Qut

Processor 909 57050 1022 67918
Rout e cache 155 14260 0 0
Tot al 1064 71310 1022 6791

Note For more information, refer to the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/
switch_r/xrswemd.htm#xtocid872762

Task 7. Confirming the Final Running-Config

After completing the tasksin this section, the Cisco AS5800’s final running configuration looks like the
following example:

5800- NAS#show runni ng- confi g
Bui | di ng configuration...

Current configuration:

!

version 12.0

servi ce tinestanps debug datetinme nmsec
service tinestanps |og datetine nsec

service password-encryption

!

host nanme 5800- NAS

!

aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed | ocal
enabl e secret 5 $1$LKgL$t gi 19XvWA7f | d7JCG 55p01
!

user name dude password 7 045802150C2E

user name adm n password 7 044E1F050024
!

Cisco AS5x00 Case Study for Basic IP Modem Services
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shelf-id O router-shel f
shelf-id 1 dial-shelf
!
!
|
resour ce-pool disable
1
modem pool Def aul t
pool -range 1/2/0-1/10/143
1

spe 1/2/0 1/10/11

firmvare ios-bundl ed default
nodem recovery action none
ip subnet-zero

no ip source-route

ip host dirt 172.22.100.9

i p domai n-nane the. net

ip nane-server 172.22.11.10
ip nane-server 172.22.12.11
|

async-bootp dns-server 172.30.10.1 172.30.10.2
isdn switch-type primary-n
isdn voice-call-failure O

1

|

controller T3 1/0/0
fram ng n23

cabl el ength 0O

tl 4 controller

1

controller T1 1/0/0:4

fram ng esf

pri-group tineslots 1-24

|

!
voi ce-port 1/0/0:4:D
!
!
process-max-ti me 200
|

nterface LoopbackO
ip address 172.22.99.1 255. 255. 255. 255
no i p directed-broadcast

nterface Loopbackl
ip address 172.22.90.1 255.255.255.0
no i p directed-broadcast

nterface FastEthernet0/1/0
ip address 172.22.66.23 255.255.255.0
no ip directed-broadcast

nterface Serial 1/0/0: 4: 23
no i p address

no ip directed-broadcast
isdn switch-type primary-n
i sdn i ncom ng-voi ce nmobdem
no cdp enabl e
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nterface G oup-AsyncO

i p unnunbered FastEt hernet0/1/0

no i p directed-broadcast
encapsul ati on ppp
async node interactive

peer default ip address poo

no cdp enabl e

ppp authentication chap pap
group-range 1/2/00 1/10/143

What to do Next Il

addr - poo

ip local pool addr-pool 172.22.90.2 172.22.90. 254

ip classless

iproute 0.0.0.0 0.0.0.0 172.22.66.1

no ip http server

|

!

banner login ~C
AS5800 Austin
THEnet Di al Access Server
rC

!

line con O

transport input none
line aux O

transport input telnet
line vty 0 4

line 1/2/00 1/10/143

aut osel ect during-1ogin
aut osel ect ppp
nmodem | nQut

no nodem | og rs232

1

end

What to do Next

Perform the tasks in the section “Modem Management Operations.”
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Modem Management Operations

In this Section

This section describes how to manage the modems on a Cisco AS5300 and AS5800 by using
the Cisco 10S.

The following sections are provided:
e Task 1. Managing Modem Firmware
e Task 2. Configuring Modems Using Modem Autoconfigure
e Task 3. Gathering and Viewing Call Statistics

In this case study, Maui Onions and THEnNet perform these same tasks to manage modem operations of
their network access servers (NAS). Maui Onions uses a Cisco AS5300; THEnNet uses a Cisco A S5800.

For information on how to verify modem performance, see the section “ Verifying Modem
Performance.”

Table 6-1 provides alist of terms for this section.

Table 6-1 List of Terms

Term Description
MICA module MICA modem card containing 6 (HMM) or 12 (DMM) modems.

Portware MICA modem code.

Firmware Microcom modem code.

SPE Service Processing Element (SPE). A SPE unit is defined as the
smallest software downloadable unit.

For Microcom, an SPE is an individual modem. For MICA, a SPE
iseither 6 or 12 modems, depending on whether the MICA module
issingle or double density.

ucode Short for microcode. Microcode in a Cisco NAS is code that gets
loaded into acard, and it is typically bundled with the Cisco |OS
image. (In general, Cisco does not refer to modem code
microcode.)

DSP Digital Signal Processor (DSP). The processor that does the
modulating and demodulating. The modem modulation protocols,
such as V.34 and V.90, that run in the DSP.
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The following documents are related to modem management operations:
¢ Dial Solutions Configuration Guide, Managing Modems, Release 12.0

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/
dial_c/dcmodmgt.htm

¢ Dial Solutions Command Reference, Modem Management Commands, Release 12.0

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcer/
dial_r/drprtl/drmodmgt.htm

e Firmware and Portware Information
http://www.cisco.com/univercd/cc/td/doc/product/access/fwpwinfo/index.htm

Task 1. Managing Modem Firmware

Inspecting and upgrading modem firmware is afundamental part of commissioning aNAS. Cisco posts
new firmware versions on CCO for you to download via FTP. For more information, go to the
Cisco Software Center at the following URL:

http://www.cisco.com/kobayashi/sw-center/sw-access.shtml

A specific architecture surrounds integrated modem technology. | ntegrated modems get their modem
firmware from afile that is stored in one of three places:

¢ Bundled into the Cisco 10S software
e Stored in Flash memory
e Stored in bootFlash memory

The modem looks first for its firmware inside the bundled Cisco | OS image. The modem will not ook
outside the bundled image unless you manually change the configuration settings by using
the copy source modem command or spe command.

1.1 Inspecting Modem Firmware

Before you upgrade modem firmware for MICA or Microcom modems, perform the following tasks:

¢ Determine the version of firmware that is currently loaded in each modem
(for example, 2.6.2.0).

5300- NAS#show nodem ver si on

Modem nodul e Fi r mnar e Boot DSP
Mdm Nunmber Rev Rev Rev
1/0 0 2.6.2.0
1/1 0 2.6.2.0
1/2 0 2.6.2.0
1/3 0 2.6.2.0
1/4 0 2.6.2.0
1/5 0 2.6.2.0
1/6 1 2.6.2.0
17 1 2.6.2.0
1/8 1 2.6.2.0
1/9 1 2.6.2.0
1/ 10 1 2.6.2.0
1/11 1 2.6.2.0
1/ 12 2 2.6.2.0
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1/13 2 2.6.2.0
1/ 14 2 2.6.2.0
1/ 15 2 2.6.2.0
1/ 16 2 2.6.2.0
1/17 2 2.6.2.0

Find the version of firmware that is bundled with the Cisco 10S. The show modem map command
displaystheregion of NVRAM that identifieswhere the modems get their firmware from at bootup.

The field “1OS-Default” indicates that the modem gets its firmware from the bundled 10S image.
At the end of the display, you see the versions of firmware that the Cisco 10S found and where they
are stored. Bundled firmware is stored in the directory system:/ucode.

The following example shows that MICA portware 2.6.2.0 is mapped to the modems and bundled
with the Cisco 10S software:

5300- NAS#show nodem map

Slot 1 has Mca Carrier card.

Modem Fi r mnar e Fi r mnar e

Modul e  Nunber s Rev Fi | enane
0 1/0 - 1/5 2.6.2.0 | OS- Def aul t
1 /6 - 1/11 2.6.2.0 | OS- Def aul t
2 1/12 - 1/17 2.6.2.0 | OS- Def aul t
3 1/18 - 1/23 2.6.2.0 | OS- Def aul t
4 1/24 - 1/29 2.6.2.0 | OS- Def aul t
5 1/30 - 1/35 2.6.2.0 | OS- Def aul t
6 1/36 - 1/41 2.6.2.0 | OS- Def aul t
7 1/42 - 1/47 2.6.2.0 | OS- Def aul t

Slot 2 has Mca Carrier card.

Modem Fi r mnar e Fi r mnar e
Modul e  Nunber s Rev Fi | enane
0 2/0 - 2/5 2.6.2.0 | OS- Def aul t
1 2/6 - 2/11 2.6.2.0 | OS- Def aul t
2 2/12 - 2/17 2.6.2.0 | OS- Def aul t
3 2/18 - 2/23 2.6.2.0 | OS- Def aul t
4 2/24 - 2/29 2.6.2.0 | OS- Def aul t
5 2/30 - 2/35 2.6.2.0 | OS- Def aul t
6 2/36 - 2/41 2.6.2.0 | OS- Def aul t
7 2/42 - 2/47 2.6.2.0 | OS- Def aul t
Firmvare-file Version Firmuare-Type

system /ucode/ m ca_board_firnware
system /ucode/ m ca_port_firmare
system /ucode/ m crocom firmvare
5300- NAS#

.0 M ca Boardware
.0 Mca Portware
0 M crocom F/ W and DSP

NN
= o O
N NN
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The Cisco AS5800 does not support the show modem map command. Use show modem

bundled-firmwar e command instead:

as5800- RS- 1#show nmodem bundl ed- firmaar e
Li st of bundl ed nodem firmare images by sl ot
Slot 4
2.6.2.0
Slot 5
2.6.2.0
Slot 6
2.6.2.0
Slot 7
2.6.2.0
Slot 8
2.6.2.0

Inspect the directory that stores the bundled firmware files. The files are loaded into the system
main memory through the ucode directory.

In the following example, two versions of fimware are found: mica_port_firmware and
microcom_firmware. The file mica_board firmware is not user upgradeable.

5300- NAS#di r system ucode
Directory of system/ucode/

14 -r-- 516060 <no date> mica_board_firmare
15 -r-- 375525 <no date> mica_port_firmare
16 -r-- 381284 <no date> microcomfirnmuare

No space information avail abl e

e Look at the existing contents of Flash or boot Flash for the following reasons:

— Determine what firmware versions you already have.

— Determineif your Flash or boot Flash is read-only or read/write.

— Determineif you have enough free space.

i Cisco AS5x00 Case Study for Basic IP Modem Services
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The commands show flash and show bootflash are supported in all versions of Cisco |OS.

The commands dir flash: and dir bootflash: are supported in Release 12.0T.
AS5300- 1#show fl ash

System flash directory:
File Length Nane/ st at us
1 6436752 ¢5300-is-ne.120-5.5. T
2 392241 m ca- nodem pw. 2. 7. 1. 0. bin
[ 6829124 bytes used, 9948092 avail able, 16777216 total]
16384K bytes of processor board System flash (Read/ Wite)

AS5300- 1#show boot fl ash

Boot flash directory:
File Length Nare/ st at us
1 1220196 ¢5300- boot - nz. 120-3. bi n
2 375525 m ca- nodem pw. 2. 6. 1. 0. bin
3 381540 m ca- nodem pw. 2. 6. 2. 0. bin
[1977456 bytes used, 2216848 avail able, 4194304 total]
4096K bytes of processor board Boot flash (Read/ Wite)

AS5200- 2#show fl ash

System flash directory:
File Length Nane/ st at us
1 6721924 ¢5200-is-1.113-7.T.bin
[6721988 bytes used, 10055228 available, 16777216 total]
16384K bytes of processor board System flash (Read ONLY)

AS5200- 2#show boot fl ash

Boot flash directory:
File Length Nare/ st at us
3414112 ¢5200-boot-1.112-11. P2. bin
374826 pw2514. i os
378153 pw2515. i os
381540 pw2615. i os
381540 pw2617. i 0s
6 381540 m ca- nodem pw. 2. 6. 2. 0. bin
[5312100 bytes used, 3076508 avail abl e, 8388608 total]
8192K bytes of processor board Boot flash (Read/Wite)

a s wWwN PP

Filenames are arbitrary and are not necessarily indicative of their contents. If there is not enough free

space on Flash or bootFlash to store the desired file, then you need to:
1. Copy the existing files that you want to keep onto a TFTP server.
2. Erasethe Flash.

3. Copy the desired filesinto Flash.
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1.2 Upgrading Modem Firmware

Step 1

Step 2

Cisco regularly enhances modem DSP code to improve modem performance. To obtain the latest DSP
code, upgrade the NAS modem firmware.

Figure 6-1 summarizes the firmware upgrade procedure.

Figure 6-1 Modem Firmware Download Operation Example

Mica-modem-pw.x.X.X.X.
(portware file)

-

N

——4

— Legend
TFTP
server 0 Download the portware

from CCO to a TFTP
server or directly into

the NAS.

@ Map the portware to
the modems.

Internal view
of a NAS

28055

Read the latest modem rel ease notes about modem and firmware information on CCO. Understand the
latest enhancements and bug fixes before you download code. Refer to the following URL for the latest
rel ease notes:

http://www.cisco.com/univercd/cc/td/doc/product/access/fwpwinfo/index.htm

Download the latest firmware from CCO to the NAS Flash or bootFlash memory. Depending on which
Cisco IOSyou are running, there are two ways you can get the latest firmware from CCO into the NAS
Flash or bootFlash. Table 6-2 describes these two methods.

Table 6-2 Firmware Copy Commands

Cisco 10S Command Purpose

12.0T and later |copy ftp Copy afiledirectly from CCO into Flash,
without staging it at alocal TFTP server.

11.3 and later copy tftp: {flash: | bootflash:} |Copy fromaTFTP server.

i Cisco AS5x00 Case Study for Basic IP Modem Services
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Step 4

Step 5

Managing Modem Firmware

The following example uses the copy ftp command. The file mica-modem-pw.2.7.1.0.bin is copied
from ftp.cisco.com to the bootFlash. Be sure to specify your own CCO username and password in the
command line (as indicated in the example).

5300- NAS#pi ng ftp.cisco.com

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 192.31.7.171, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 4/4/4 ns
5300- NAS#
5300- NAS#copy ft p:// CCOUSERNAME: CCOPASSWORD@ t p. ci sco. conmf ci sco/ access/ modens/ nm cal
m ca- nodem pw. 2. 7. 1. 0. bin bootfl ash:
Destination filename [m ca-nmodem pw. 2.7.1.0.bin]? <cr>
Accessing ftp://
CCOUSERNAME: CCOPASSWORD@ t p. ci sco. com ci sco/ access/ nodens/ m ca/ nmi ca- nrodem pw. 2. 7. 1. 0. bi n.
.. Translating "ftp.cisco.conl...domain
server (171.70.24.56) [OK]

Erase bootflash: before copying? [confirmn
Loadi ng ci sco/ access/ nobdens/ m ca/ m ca- nodem pw. 2. 7. 1. 0. bin
RN RN RN R RN R R RN R R RN R R RN R R RN R R RN RN R AR RN NN RN R AR

[OK - 392241/ 1024 byt es]

Verifying checksum.. OK (0x6638)
392241 bytes copied in 5.940 secs (78448 bytes/sec)
5300- NAS#

Verify that the new firmware isin Flash or bootFlash. In this example, the unbundled firmware file is
mica-modem-pw.2.7.1.0.bin.

5300- NAS#dir flash:
Directory of flash:/

1 -rw 4583276 <no date> C5300-1S-MZ. 113-9_AA

2 -rw 4675992 <no date> ¢5300-js-ne.112-18.P.bin
3 -rw 392241 <no date> m ca-nmodem pw.2.7.1.0.bin
4 -rw 5947548 <no date> ¢5300-is-ne.120-4.X1

5 -rw 4339 <no date> startup-config.12.0(4)Xl1

16777216 bytes total (1173496 bytes free)

(Optional) Enable the debug modem maintenance command to watch the modem mapping operation
take place:
5300- NAS#debug nodem nmmi nt enance
Mbdem Mai nt enance debugging is on
5300- NAS#show debug
Mbdem Managenent :
Mbdem Mai nt enance debugging is on
5300- NAS#t er mi nal noni tor

Map the new firmware to the modems.

For MICA modems, firmware is mapped to entire modem modules (6 or 12 modem-module boundaries;
not individual modems). For Microcom modems, firmware is mapped to one or more individual
modems. The rule requiring that all modemsin a MICA module run the same code is an architectural
reguirement.
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Depending on which Cisco 10S Release is loaded in the NAS, there are two commands that you can
use. Table 6-3 describes these two commands.

Table 6-3 Modem Mapping Commands

Cisco 10S

Command

Notes

12.0(5)T and later

spe

An SPE unit is defined as the smallest software
downloadable unit. For Microcom, an SPE is an
individual modem.

For MICA, an SPE iseither 6 or 12 modems, depending
on whether the MICA module is single or double
density.

Before Release

12.0(5)T

copy source npdem

Replace the variable source with the keyword flash
or bootflash.

The following MICA example uses the spe command. The numbers 1/0 1/7 refer to modem module
numbers 0 through 7 in slot 1. These numbers do not refer to specific modem numbers (for example,
slot/port for Microcom modems). In this example, 48 modems are upgraded (8 SPE x 6 modems per
module = 48 modems).

5300- NAS#configure term na

Enter configurati on commands

one per

5300- NAS(confi g) #spe 1/0 1/7
5300- NAS(confi g-spe)#firmvare | ocation flash: m ca-nodem pw. 2.

5300- NAS( confi g- spe) #
702:
702:
702:
702:
702:
702:
042:
042:
042:
042:
042:
042:
046:
046:
046:
050:
050:
050:
394:
394:
394:
394:
394:
394:

*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

*Jan

23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23

23

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

11:

14.
14:
14.
14.
14:
14.
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

16:

48.
48.
48.
48.
48.
48.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
03.
17.
17.
17.
17.
17.
17.

43.

482:

%VODEM 5- DL_START:
YVODEM 5- DL_START:
%VODEM 5- DL_START:
%VODEM 5- DL_START:
YVODEM 5- DL_START:
%VODEM 5- DL_START:

9%ODEM 5- DL_ GOOD:
%VODEM 5- DL_GOOD:
9%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_ GOOD:
%VODEM 5- DL_GOOD:
9%VODEM 5- DL_ GOOD:

%VODEM 5- DL_START:
YVODEM 5- DL_START:
%VODEM 5- DL_START:
%VODEM 5- DL_START:
YVODEM 5- DL_START:
%VODEM 5- DL_START:

%VODEM 5- DL_ GOOD:
%VODEM 5- DL_GOOD:
%VODEM 5- DL_ GOOD:
9%VODEM 5- DL_ GOOD:
%VODEM 5- DL_GOOD:
9%VODEM 5- DL_ GOOD:

%VIODEM 5- DL_ GOCD:

i ne.

End with CNTL/Z.

started
started
started
started
started
started
conpl et ed
conpl et ed
conpl et ed
conpl et ed
conpl et ed
conpl et ed

Modem ( 1/ 0)
Modem (1/1)
Modem ( 1/ 2)
Modem ( 1/ 3)
Modem (1/ 4)
Modem ( 1/ 5)
Modem ( 1/ 0)
Modem (1/1)
Modem ( 1/ 2)
Modem ( 1/ 3)
Modem (1/ 4)
Modem ( 1/ 5)

7.1.0.bin

firmvare
firmvare
firmware
firmvare
firmvare
firmvare
firmvare
firmware
firmvare
firmvare
firmvare
firmvare

downl oad
downl oad
downl oad
downl oad
downl oad
downl oad
downl oad
downl oad
downl oad
downl oad
downl oad
downl oad

Modem (1/6) started firmware downl oad
Modem (1/7) started firmvare downl oad
Modem (1/8) started firmwvare downl oad
Modem (1/9) started firmware downl oad

Modem (1/10) started
Modem (1/11) started
Modem (1/6) conpl et ed
Modem (1/7) conpl eted
Modem (1/8) conpl et ed
Modem (1/9) conpl et ed

firmvare
firmvare
firmvare
firmware
firmvare
firmvare

downl oad
downl oad
downl oad
downl oad
downl oad
downl oad

Modem (1/10) conpleted firmvare downl oad
Modem (1/11) conpleted firnware downl oad

Modem (1/47) conpl eted firnware downl oad
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In the previous example, the specified SPE range gets updated with new firmware in batches of six
modems at atime. If double density modems were installed, batches of 12 modems would be updated.

Note below that the SPE range 1/0 to 1/7 is mapped to firmware 2.7.1.0. However, SPE range 2/0
through 2/7 is still mapped to the firmware that is bundled with the Cisco 10S.

!

spe 1/0 1/7

firmvare | ocation flash:m ca-nmdempw. 2.7.1.0.bin
spe 2/0 2/7

firmvare | ocation system/ucode/ m ca_port_firmare
|

The following MICA exampleis for the copy source modem command. Unlike the spe command, the
numbers 1/0-1/5 refer to specific modem numbers (slot/port). The busyout keyword will gracefully
busy out the modems if the modems are off hook.

ci sco#copy bootflash nodem

Source filename []? m ca-nodem pw. 2. 6. 2. 0. bin

Mbdem Numbers (<slot>/<port> | group <nunber> | all)? 1/0-1/5
Type of service [busyout/reboot/recovery] busyout

Al'l ow copy of "bootflash: m ca-nbdem pw. 2. 6.2.0.bin" to nodens? [yes/no]yes
ci sco#

2d05h: %VODEM 5- DL_START: Modem (1/0) started firmwvare downl oad
2d05h: %VODEM 5- DL_START: Modem (1/1) started firnware downl oad
2d05h: %VODEM 5- DL_START: Mddem (1/2) started firmwvare downl oad
2d05h: %VODEM 5- DL_START: Moddem (1/3) started firmwvare downl oad
2d05h: %VODEM 5- DL_START: Modem (1/4) started firnmware downl oad
2d05h: %VODEM 5- DL_START: Mddem (1/5) started firmwvare downl oad
2d05h: %VODEM 5- DL_GOOD: Mbdem (1/0) conpl eted firnware downl oad:
2d05h: %VODEM 5- DL_GOOD: Modem (1/ 1) conpl eted firnmvare downl oad:
2d05h: %VODEM 5- DL_GOOD: Mbdem (1/2) conpl eted firnware downl oad:
2d05h: %VODEM 5- DL_GOOD: Mbdem (1/3) conpl eted firnware downl oad:
2d05h: %VODEM 5- DL_GOOD: Modem (1/4) conpl eted firmvare downl oad:
2d05h: %VODEM 5- DL_GOOD: Mbdem (1/5) conpl eted firnware downl oad:

Step6  Verify that the new firmware was successfully mapped to the modems.
In the following example:
e SPE 1/0 applies to modems 1/0 through 1/5.
e SPE 1/1 applies to modem 1/6 through 1/11, and so on.
e The MICA modules 0 through 7 in slot 1 are running version 2.7.1.0 (not 2.6.2.0).

e All the modemsin slot 2 are still running version 2.6.2.0, which is bundled into the Cisco 10S
image (see the field |OS-Default).

5300- NAS#show npdem map

Slot 1 has Mca Carrier card.

Mbdem Fi r mnar e Fi r mnar e
Modul e  Number s Rev Fi | enane
0 1/0 - 1/5 2.7.1.0 flash: m ca- rodem pw. 2. 7. 1. 0. bin
1 /6 - 1/11 2.7.1.0 flash: m ca- rodem pw. 2. 7. 1. 0. bi n
2 1/12 - 1/17 2.7.1.0 flash: m ca- rodem pw. 2. 7. 1. 0. bin
3 1/18 - 1/23 2.7.1.0 flash: m ca- rodem pw. 2. 7. 1. 0. bin
4 1/24 - 1/29 2.7.1.0 flash: m ca- rodem pw. 2. 7. 1. 0. bi n
5 1/30 - 1/35 2.7.1.0 flash: m ca- rodem pw. 2. 7. 1. 0. bin
6 1/36 - 1/41 2.7.1.0 flash: m ca- rodem pw. 2. 7. 1. 0. bin
7 1/42 - 1/47 2.7.1.0 flash: mi ca- rodem pw. 2. 7. 1. 0. bi n

Cisco AS5x00 Case Study for Basic IP Modem Services
[ 11/24/1999 .m



Section 6

Modem Management Operations |

M Configuring Modems Using Modem Autoconfigure

Slot 2 has Mca Carrier card.

Modul e
0

~NOoO O~ WNPRE

Firmvare-file

Modem
Nunmber s
2/0 - 2/5
216 - 2/11
2/12 - 2/17
2/18 - 2/23
2/24 - 2/29
2/30 - 2/35
2/36 - 2/41
2/ 42 - 2/ 47

NNNMNNDNNNDDN

[eNeoNeoNeNoNeoNeNo)

Fi r mnar e
Fi | enanme

I CS-
| Os-
| Os-
I CS-
| Os-
| Os-
I CS-
| Os-

system /ucode/ mi ca_board_firnware
system /ucode/ m ca_port_firmare
system /ucode/ m crocom firmvare
boot f |l ash: m ca- rodem pw. 2. 6. 2. 0. bin
flash: mi ca-nodem pw. 2. 7. 1. 0. bin
5300- NAS#

Def aul t
Def aul t
Def aul t
Def aul t
Def aul t
Def aul t
Def aul t
Def aul t

Ver si on

Fi r mnar e- Type

NN O N
NN e Ne)
P NDNDNDN

o o

o o

M ca Boardwar e
M ca Portware
M crocom F/ W and DSP
M ca Portware
M ca Portware

Task 2. Configuring Modems Using Modem Autoconfigure

This section describes how to apply a new modem capability (modemcap) to an integrated modem. A
modemcap is a database of setup strings that is used by the modem autoconfigure function to change a

modem’s default settings.
M odemcaps have many applications:

¢ A modem’s default settings are not optimal. For example, a modem function that you want is not
enabled by default.

¢ Two separate modem pools need to be set up in the NAS to perform two different tasks. For
example, one pool supports V.90. The other pool has a maximum speed set at 26400 bps to support

older modems.

e A specialized application is required. For example, a NAS supporting a point-of-sale (POS)
application such as a charge card reader. A modemcap is required that will tune the modem for a
fast trainup time at the expense of having a slower connect speed.

Always use a modemcap (even if you only want the modem’s default settings). To display the
modemcaps that are built into the Cisco 10S, enter the show modemcap command. Modemcaps are
configured on a per modem basis. They are not configured on a per modem module or service

processing element (SPE) basis.
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2.1 Basic Rules for Modem Autoconfigure

The following list describes the basic rules:;

1.

Never use the modem autoconfigure discovery command. Applying specific modemcaps reduces
therisk of error.

Always use the modem autoconfigur e type modem-name command. Thiscommand improvesyour
modem’s performance. See CSCdk15302 for an explanation.

The modem autoconfigure type mica command can be used to reset any integrated modem (not
only MICA), back to its factory defaults. The keyword mica is a built-in modemcap that only
functions as & F (return to defaults).

When you use the modem autoconfigure command, be sure that any script reset function is
removed. A script reset is redundant and possibly harmful.

A script reset isachat script that is applied to alinewhen the line resets. The modem autoconfigure
function is applied when the system starts up, not just when the line resets.

When creating amodemcap, ignore all the strange and confusing fields. Put your modem init string
into the MSC (Miscellaneous) field:

- Alwaysstart your init string with & F (or, for non-cisco modems, with the preferred & F1, & F2,
etc.)

— Never put an &W into aninit string. An & W can wear out the EPROM on modems where this
isnot ano op (that is, a statement or operation that does nothing).

- For MICA modems, always be sure that &D2 (not & D3) isin effect. See CSCdk15260 and
CSCdk15302 for an explanation.

2.2 Modem Autoconfigure K56Flex Example

Step 1

Step 2

Step 3

The following modem-autoconfigure string disables V.8bis/K56Flex. The string & F& D2s53=0 is
applied to two MICA modems. Disabling V.8bis reduces trainup time by about two seconds, and it
prevents trainup problems with older client modems.

Watch the modem autoconfigure function run, so you can seeif there are any typosin the modem string:

5300- NAS#debug conf nodem
Mbdem Confi gurati on Dat abase debugging is on
5300- NAS#show debug
Modem Aut oconfi g:

Mbdem Confi gurati on Dat abase debugging is on
5300- NAS#t er mi nal noni tor

Remove any previous modem autoconfigure entry:

5300- NAS#confi gure term nal

Enter configuration commands, one per line. End with CNTL/Z
5300- NAS(confi g)#no nodentap entry m ca- noKfl ex

% Mbdenctap entry 'mca-noKfl ex' does not exist

Add the new entry:
5300- NAS( confi g) #npdentap edit m ca-noKfl ex m sc &F&D2s53=0

[ 11/24/1999
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Step 4

N

Note  The MICA and Microcom AT command references are posted at the following
URL:

http://www.cisco.com/univercd/cc/td/doc/product/access/acs _serv/5300/mod_inf
o/at/index.htm

Apply the new entry to the specified lines. Re-enter the modem autoconfigur e command each timeyou
change amodemcap. M odem-autoconfigure strings are not applied to busy modems. Modem strings are
applied after modems disconnect.

5300- NAS(config)#line 1 2

5300- NAS(confi g- 1 i ne) #nmodem aut oconfi gure type m ca-noKfl ex

5300- NAS(config-1ine)#

Cct 25 19:46:06.960 PDT: TTY1l: detection speed (115200) response ---OK---

Oct 25 19:46:06.960 PDT: TTY1l: Mdem conmand: - - AT&F&D2s53=0- -
Cct 25 19:46:06.960 PDT: TTY2: detection speed (115200) response ---OK---
Oct 25 19:46:06.960 PDT: TTY2: Mddem conmand: - - AT&F&D2s53=0- -

Oct 25 19:46:09.520 PDT: TTY1l: Mdem configurati on succeeded
Cct 25 19:46:09.520 PDT: TTY1l: Detected npdem speed 115200
Cct 25 19:46:09.520 PDT: TTY1l: Done with nodem configuration
Oct 25 19:46:09.520 PDT: TTY2: Mddem configurati on succeeded
Cct 25 19:46:09.520 PDT: TTY

5300- NAS(config-1ine)#

If you want to reset the modem to its factory defaults, do not simply remove the modem autoconfigure
command. Rather, replace it with another modem autoconfigure type name command where name is
amodemcap whose only action is & F. (In recent Cisco | OS rel eases, the built-in mica modemcap entry
will do this.)

Task 3. Gathering and Viewing Call Statistics

N

Note

Making sure that your modems are connecting at the correct connections speedsis an important aspect
of managing modems. This section details the following methods for gathering and viewing modem
performance statistics:

e 3.1 Using the Cisco |0OS EXEC (CLI)
e 3.2 Using Modem Call-Record Terse
e 3.3 Using SNMP

If you detect low connection speeds across all the modems, you may have a faulty
channelized T1/E1 or ISDN PRI line connection.
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3.1 Using the Cisco 10S EXEC (CLI)

The Cisco 10S command lineinterface (CL1) contains many modem management show commands. Use

these commands to gather and view modem statistics. This section provides a bulleted list detailing

some of the most useful commands.

¢ Hereisalist of the show modem command options:

5300- NAS#show nodem ?
<0- 2>
at - node
call-stats
configuration
connect - speeds
cooki e
csm
group
| og
mappi ng
m ca
operati onal - stat us
sunmary
test
versi on

<cr>

Sl ot/ Port nunber (i.e.
AT session connections
Calling statistics for all
Modem confi guration
Connection speeds for all system nbdens
Hex dunp of all nodem cookies

CSM nodem i nf or mat i on
Modem group information
Mbdem event | og

Show nodem fi rmnvar e mappi ng
Mbdem exec conmmands

Modem oper ati onal status
Sumary statistics for all
Modem test | og

Version information for all
Qut put nodifiers

1/ 1)

syst em nodens

syst em nodens

syst em nodens

e Display asummary of the modem call statistics:

5300- NAS#show nopdem sunmary

Incomng calls Qutgoing calls Busi ed Fai | ed No
Usage Succ Fail Avail Succ Fail Avail Qut Di al Ans
43% 60005 4678 25 3 11 0 0 13 8

The following table describes some of the significant fields in the previous example.

Table 6-4 Show Modem Summary Field Descriptions

Field Description

Succ 60005 60,005 calls successfully trained up. The Cisco 10S saw “DSR” go
high (still does not mean that PPP negotiated successfully).

Fai | 4678 4,678 calls cameinto the modem, the modem went offhook, but the
modem did not train up.

Succ Pct. 92% | The overall success percentage is 92%.

No Ans 8 Eight calls came into the modem but the modem did not go offhook
(CPU was too busy). Unless you misconfigured the NAS, this
counter should be very low (under 1% of the total calls).

Succ
Pct .
92%
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¢ Display the disconnect reasons for the modems that trained up:

5300- NAS#show nodem cal | -stats O

dial-in/dial-out call statistics

Mdm
Tot al

conpress retrain lostCarr userHgup rntLink trainup hostDrop wdogTinr
# % # % # % # % # % # % # % # %
237 916 413 124 9999 1064 8496 0

dial -out call statistics

Mdm
Tot al

noCarr nobDitone busy abort dial Strg autolLgon dial Tout rntHgup
# % # % # % # % # % # % # % # %
1715 0 0 0 0 0 0 0

Table 6-5 describes some of the significant fields in the previous example.

Table 6-5

Show Modem Call-Status Field Descriptions

Field

Description

rmt Li nk
9999

RmtLink is the most common disconnect reason. RmtLink means that the
modem trained up, error correction was negotiated, and the client DTE
decided to hang up. All the call-stat counters do not go higher than 9999.

host Dr op

HostDrop (or dtrDrop) means the Cisco |OS (DTE) informed the modem to
terminate the call. For example:

e Idletimeouts

¢ Absolute timeouts

e Authentication failures
¢ PPP negotiation failures

e The Cisco 10S learns from the telephone switch that the DSO was
disconnected.

Besidesthe“ hostDrop” message, all other disconnect reasons are not good. If the call trained up without
EC, then the peer modem will probably not communicate an orderly disconnect with the Cisco |OS.
For example, the messages “lostCarr” or “retrain” might be displayed even though the peer DTE
voluntarily disconnected. The collective total of disconnect reasons should be less than 10% of the total
number of calls.

e L ook at detailed disconnect reasons for individual modems:

5300- NAS#show nodem cal | -stats

dial-in/dial-out call statistics

Mdm
1/0
* 1/1
1/2
* 1/ 3
* 1/ 4
1/5
1/6
* 1/7

conpress retrain lostCarr userHgup rntLink trainup hostDrop wdogTi nr
# % # % # % # % # % # % # % # %

5 2 23 2 7 1 2 1 971 2 20 1 176 2 0 0
8 3 18 1 12 2 6 4 949 2 29 2 167 1 0 0
3 1 14 1 8 1 2 1 954 2 26 2 180 2 0 0
4 1 19 2 9 2 1 0 927 2 21 1 202 2 0 0
1 0 20 2 10 2 2 1 961 2 23 2 192 2 0 0
2 0 19 2 10 2 4 3 893 1 30 2 182 2 0 0
4 1 20 2 10 2 3 2 778 1 21 1 140 1 0 0
6 2 21 2 7 1 1 0 915 2 25 2 176 2 0 0
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*1/8 5 2 21 2 7 1 2 1 1019 2 28 2 159 1 0 0
1/9 3 1 10 1 8 1 2 1 939 2 22 2 191 2 0 0
1/ 10 1 0 29 3 9 2 1 0 0918 2 28 2 194 2 0 0
1/11 2 0 27 2 9 2 4 3 981 2 27 2 174 2 0 0

* 1/12 7 2 21 2 10 2 5 4 966 2 24 2 182 2 0 0
1/ 13 6 2 21 2 10 2 1 0 977 2 32 3 168 1 0 0

Display a summary of the range of connect speeds. Specify the top speed of interest followed by a
0. This example displays the initial connect speeds in each direction (transmit and receive) for the
range of speedsthat go up to 56K. No connections happened at 56000 bps. The transmit speed with
the highest hit counter is48K (9161 hits). The receive-connect speeds are all zeros because V.90 is
atransmit only speed.

5300- NAS#show nodem connect - speeds 56000 0
transmt connect speeds

Mdm 48000 49333 50000 50667 52000 53333 54000 54667 56000 TotCnt
Tot 9161 5047 1454 3291 813 1427 0 25 0 60012
Tot % 15 8 2 5 1 2 0 0 0

recei ve connect speeds

Mdm 48000 49333 50000 50667 52000 53333 54000 54667 56000 TotCnt
Tot 0 0 0 0 0 0 0 0 0 60012
Tot % 0 0 0 0 0 0 0 0 0

Inspect the range of speeds below 56000 bps (38667 to 46667). Thisis the distribution of speeds
of PCM users (KFlex users and V.90 users). Compare this output with the previous example. The
peak speed is at 48K, which had 9,161 hits—15% of all callers.

5300- NAS#show npdem connect - speeds 46666 0
transmt connect speeds

Mim 38667 40000 41333 42000 42667 44000 45333 46000 46667 TotCnt
Tot 349 192 700 221 780 2188 1123 804 693 60011
Tot % 0 0 1 0 1 3 1 1 1

recei ve connect speeds

Mim 38667 40000 41333 42000 42667 44000 45333 46000 46667 TotCnt
Tot 0 0 0 0 0 0 0 0 0 60011
Tot % 0 0 0 0 0 0 0 0 0

Examine the DSO timeslots on each T1 that are used to carry the modem calls. The following
example shows that the telco is distributing calls into this hunt group evenly across the T1s. There
are atotal of 29 (20+9) DSOs currently active.

The high water mark reports the highest number of DS0s that were in use at one time. However, be
sureto inspect the entire dial pool. Entire T 1s have been known to remain idle in some hunt groups.

5300- NAS#show controllers t1 call-counters
T1 O:
DSO's Active: 20
DSO's Active Hi gh Water Mark: 23
Ti neSl ot Type Total Call's Tot al Durati on

1 pri 6536 3wld
2 pri 6701 2w3d
3 pri 5789 2wod
4 pri 5498 1wzd
5 pri 5497 3d02h
6 pri 5126 7wod
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7 pri 4525 6wld
8 pri 4401 5w3d
9 pri 4096 4awad
10 pri 3961 3w3d
11 pri 3320 3wod
12 pri 3138 1wad
13 pri 2912 4d05h
14 pri 2486 6wad
15 pri 2042 5wsd
16 pri 1644 4wsd
17 pri 1413 4wld
18 pri 1071 3w3d
19 pri 884 2wad
20 pri 675 2wod
21 pri 507 1wad
22 pri 380 lwld
23 pri 263 5d17h

T1 1:
DSO's Active: 9
DSO's Active High Water Mark: 23
Ti neSl ot Type Total Call's Tot al Durati on

1 pri 8985 3w2d
2 pri 8650 2wad
3 pri 8594 1wad
4 pri 7813 4d03h
5 pri 7671 6w3d
6 pri 6955 5wsd
7 pri 6492 4w3d
8 pri 6343 3wdd
9 pri 5668 2w3d
10 pri 5398 6d09h
11 pri 4842 6wed
12 pri 4413 5w3d
13 pri 4050 4wld
14 pri 3339 2wed
15 pri 3019 1w2d
16 pri 2493 1d14h
17 pri 2104 6wod
18 pri 1664 5wid
19 pri 1395 3wed
20 pri 1094 3w3d
21 pri 811 2wed
22 pri 688 2wod
23 pri 482 1wad

Total DSO's Active High Water Mark: 46
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3.2 Using Modem Call-Record Terse

Starting with Cisco 10S Releases 11.3AA and 12.0T, modem call records can be sent to syslog and
examined to perform statistical analysis.

For example, you can monitor:
e Modulation trends such as V.90 verses V.34
e Call time durations (consistent short connection times on a modem, regular Lost Carrier counts)
e Unavailable user IDs
¢ PPP negotiation or authentication failures

The following example enables modem call-records and sends the logs to wherever your syslog output
goes, for example:

¢ To the console—if you do not have the no logging console command enabled.
¢ Totheterminal line—if you have the terminal monitor command enabled.
e To asyslog host—if you have one configured.

5300- NAS#confi gure term nal
Enter configuration commands, one per line. End with CNTL/Z
5300- NAS(confi g) #nodem cal | -record terse

*Jan 1 04:19:50.262: %CALLRECORD- 3-M CA TERSE_CALL_REC. DSO sl ot/contr/chan=0/0
/0, slot/port=2/0, call_id=18, userid=(n/a), ip=0.0.0.0, calling=4082329440, cal
| ed=5710945, std=V. 34+, prot=LAP-M conp=V.42bis both, init-rx/tx b-rate=26400/2
6400, finl-rx/tx b-rate=26400/26400, rbs=0, d-pad=None, retr=2, sq=3, snr=25, rx
/tx chars=79/94701, bad=0, rx/tx ec=60/204, bad=521, tinme=698, finl-state=Steady
, disc(radius)=(n/a)/(n/a), disc(npdem =A220 Rx (line to host) data flushing - n
ot OK/EC condition - locally detected/received DISC frame -- normal LAPMtermn na
tion
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3.3 Using SNMP

M odem connect speeds can be graphed using SNMP MIBs. The graph shown in Figure 6-2 was created
with Cisco Access Manager (CAM). The graph describes the modem connect-speed performance
activity of one NAS for one month. The following connect speeds are transmitted by the NAS and
received by the client modem. Most of the calls performed between 28000 and 31200 bps. ThisNASis
one member of an access stack.

Figure 6-2 Graphed Modem-Connect Speeds for One Month
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What to do Next

Perform the tasks in the section “Enabling Management Protocols: NTP, SNMP, and Syslog.”
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SECTION 7

Enabling Management Protocols: NTP, SNMP,
and Syslog

In this Section

This section describes how to enable basic management protocols on a Cisco AS5800
and Cisco AS5300 as part of adial access service.

The following sub sections are provided:
¢ Understanding Network Management Basics
e Task 1. Enabling the Network Time Protocol
e Task 2. Enabling Syslog
e Task 3. Enabling SNMP
e Task 4. Disabling the Logging of Access Interfaces
e Task 5. Confirming the Final Running-Config

This section does not describe how to integrate the Cisco IOS with NT or UNIX servers.
Management protocols are described only from the perspective of the Cisco |OS.

In this case study, Maui Onions and THEnNet perform these same tasks to manage their network access
servers (NAS).
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Understanding Network Management Basics

Figure 7-1 shows alogical view of how management protocols interact between the Cisco |OS (client)
and the network element management server. The dashed lines indicated different protocols and

functions.

e NTP synchronizes time between network devices.

¢ The SNMP element manager (EM) receives SNMP traps from the Cisco 10S. A unidirectional,
unsolicited SNM P datagram. The SNM P manager uses SNMP to query variables and set
configurations.

e The Cisco 10S sends logging messages to a syslog daemon.

Figure 7-1 NTP. SNMP and Syslog Interactions
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Table 7-1 provides the RFCs and URL s for the management protocols described in this section:

Table 7-1 Management Protocol RFCs

Management

Protocol RFC URL

SNMP RFC 1157 | http://www.ietf.org/rfc/rfcl1157.txt
NTP RFC 1305 | http://www.ietf.org/rfc/rfc1305.txt
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For more information about system management, refer to Release 12.0 Configuration Fundamentals
Configuration Guide and Command Reference at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/index.htm

Task 1. Enabling the Network Time Protocol

Step 1

Step 2

Step 3

The Network Time Protocol (NTP) provides a common time base for networked routers, servers, and
other devices. A synchronized time enables you to correlate syslog and Cisco |OS debug output to
specific events. For example, you can find call records for specific users within one millisecond.

Comparing logs from various networks is essential for:
¢ Troubleshooting
e Fault analysis
e Security incident tracking

Without precise time synchronization between all the various logging, management, and AAA
functions, time comparisons are not possible.

An NTP enabled network usually getsitstime from an authoritative time source, such as a Cisco router,
radio clock, or an atomic clock attached to atimeserver. NTP then distributes this time across the

network. NTP is extremely efficient; no more than one packet per minute is necessary to synchronize
two machines to within a millisecond of one another. NTP runs over UDP, which in turn runs over IP.

S

Note For more information, refer to the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcer/fun_c/
fcprt3/fcgenral .htm

L ocate an authoritative clock source. For example, you can use a Cisco router or an atomic clock that
is attached to atime server.

Specify the primary NTP server |P address and automatic calendar updates as shown below:
!

nt p updat e- cal endar

ntp server 172.22.66.18 prefer

!

Verify that the clock is synchronized to the NTP server. Inspect the status and time association.
Clock sources are identified by their stratum levels. The following example shows a stratum level five
clock.

5300- NAS#show ntp status

Clock is synchronized, stratum5, reference is 172.22.66. 18

nom nal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**24
reference time is BB944312. 4451C9E7 (23: 11: 30. 266 PDT Wed Sep 22 1999)
clock offset is 0.5343 msec, root delay is 13.26 nmsec

root dispersion is 18.02 nmsec, peer dispersion is 0.09 nsec

5300- NAS#

[ 11/24/1999

Cisco AS5x00 Case Study for Basic IP Modem Services



Section7  Enabling Management Protocols: NTP, SNMP, and Syslog |

M Enabling Syslog

The following command identifies how often the NAS is polling and updating to the stratum clock.
An asterisk (*) next to the NTP server’s | P address indicates successful synchronization with the
stratum clock.

5300- NAS#show nt p associ ati on

addr ess ref clock st when poll reach delay offset di sp
*~172.22.66.18 172.60.8.1 16 46 64 377 1.0 0. 53 0.1
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

5300- NAS#

Task 2. Enabling Syslog

The Cisco |OS can send syslog messages to one or more element manager servers. Syslog messages are
then collected by a standard UNIX or NT type syslog daemon.

Syslog enables you to:

e Centrally log and analyze configuration events and system error messages such as interface status,
security alerts, environmental conditions, and CPU process overloads.

e Capture client debug output sessions in a real-time scenario.

¢ Reserve telnet sessions for making configurations changes and using show commands.
This prevents telnet sessions from getting cluttered up with debug output.

Figure 7-2 shows the Cisco |OS sending syslog data to an element manager. Syslog data either staysin
the Cisco 10S buffer or is pushed out and written to the element manager’s hard disk.

Figure 7-2 Syslog Messages Written to Hard Disk

»  Syslog unidirectional

A——
B Element manager

N — 4 deamon

Syslog data

==

Cisco 10S sending

| .
syslog data . Internal view
Syslog messages
written to o
hard disk )
S
N

Note  Cisco System’s UNIX syslog format is compatible with 4.3 BSD UNIX.
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Step 1

Step 2

i

Warning

Step 3

Enabling Syslog M

Enable debug timestamps and include the date, time, and milliseconds relative to the local time zone:
!

service tinestanps debug datetinme nsec |ocaltinme showtinmezone

service tinestanps | og datetine nsec |ocaltinme showtinmezone
!

Verify that consolelogging isdisabled. If it is enabled, the NAS will intermittently freeze up as soon as
the consol e port is overloaded with |og messages. See the field “ 1 flushes.” Increments on this number
represents bad logging behavior.

5300- NAS#show | oggi ng
Sysl og | oggi ng: enabled (0 nessages dropped, 1 flushes, 0 overruns)
Consol e | oggi ng: | evel debugging, 1523 nessages | ogged
Moni tor 1 ogging: |evel debugging, O messages | ogged
Buf fer 1ogging: |evel debugging, 911 nessages | ogged
Trap | ogging: level informational, 44 message |ines |ogged

5300- NAS(confi g)#no | oggi ng consol e
5300- NAS(confi g) #°Z
5300- NAS#show | oggi ng
Sysl og | oggi ng: enabled (0 nessages dropped, 1 flushes, 0 overruns)
Consol e | oggi ng: disabl ed
Moni tor 1 ogging: |evel debugging, O messages | ogged
Buf fer 1ogging: |evel debugging, 912 nessages | ogged
Trap | ogging: level informational, 45 nmessage |ines |ogged

Not entering the no logging console command, might cause CPU interrupts, dropped
packets, and denial of service events. The router might lock up.

Specify the logging configuration:
|

| ogging 172.22.66.18

| oggi ng buffered 10000 debuggi ng
| oggi ng trap debuggi ng

!

Figure 7-2 describes the commands in the previous configuration fragment.

Table 72 Syslog Commands

Command Purpose

| oggi ng 172.22.66. 18 Specifies the syslog server’s | P address.

I oggi ng buffered 10000 Sets the internal 1og buffer to 10000 bytes for

debuggi ng debug output (newer messages overwrite ol der
messages).

l'ogging trap debugging Allows logging up to the debug level (all 8
levels) for all messages sent to the syslog
server.
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M  Enabling SNMP

Step 4

If you are working with multiple network access servers, assign a different logging facility tag to each
server. Syslog information can be collected and sorted into different files on the syslog server.

For example:
e Assignlocall to NASL
e Assignlocal2 to NAS2
e Assignlocal3to NAS3
Assigning a different tag to each device enables you to intelligently sort and view syslog messages:

!
logging facility local?7
!

Verify that local buffered logging is working:

5300- NAS#show | oggi ng
Sysl og | oggi ng: enabled (0 messages dropped, O flushes, 0 overruns)
Consol e | oggi ng: di sabl ed
Moni tor 1 ogging: |evel debugging, O messages | ogged
Buf fer | oggi ng: |evel debugging, 2 messages | ogged
Trap | ogging: |evel debugging, 53 nmessage |ines |ogged
Logging to 172.22.66.18, 2 nessage |ines |ogged

Log Buffer (10000 bytes):
Sep 26 16:32:02.848 PDT: %8YS-5-CONFI G |: Configured fromconsole by adnin on consol e

Sep 26 16:33:16.069 PDT: ¥%85YS-5-CONFIG |: Configured fromconsole by admin on consol e
5300- NAS#

Task 3. Enabling SNMP

The SNMP traps generated by Cisco routers provide useful information:
e Potentially harmful environmental conditions
e Processor status
e Port status
e Security issues
The Cisco |10S generates SNMP traps based on the features that the Cisco 10S supports.

Figure 7-3 shows the interactions and timing of the SNMP protocol between the EM (SNM P manager)
and the NAS (SNMP agent). Traps are unsolicited messages sent from the NAS to the EM. There are
four functions of SNMP: trap, get request, get next, and set request.

Cisco AS5x00 Case Study for Basic IP Modem Services
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Enabling SNMP

Figure 7-3 SNMP Event Interaction and Timing

EM
(SNMP manager)

26095

NAS
(SNMP agent)

S

Note  For alisting of all SNMP traps supported by Cisco, refer to the following URL:

http://www.cisco.com/public/mibs/traps/

Step 1 Configure the Cisco |OS to support basic SNMP functions. Access lists 5 and 8 are used for SNMP
community strings:

¢ Theread only (RO) community string is called poptarts. It uses access list 8 as afilter.

e The read write (RW) community string is called pixysticks. It uses access list 5 as afilter.
!
snnp-server contact admi n dude@raui oni ons. com
snnp-server | ocation 5300- NAS- Maui
snnp-server comunity poptarts RO 8
snnp-server conmmunity pixysticks RW5
snnp-server host 172.22.66.18 naddog
snnp-server trap-source LoopbackO
snnp-server enable traps snnp
|
access-list 5 permit 172.22.67.1
access-list 5 permt 0.0.0.1 172.22.68.20
access-list 8 permt 172.22.67.1
access-list 8 permit 0.0.0.1 172.22.68.20
|

Table 7-3 describes commands in the previous configuration fragment.
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Table 7-3 SNMP Commands

Command Purpose

snnp-server contact adm n dude@raui oni ons. com | Specifies a contact name to notify whenever a
MIB problems occurs.

snnp-server |ocation 5300- NAS- Maui Specifies a geographic location name for the
router.

snnp-server comunity poptarts RO 8 Assigns aread only (RO) community string.
Only queries and get requests can be
performed.

The community string (poptarts) allows
polling but no configuration changes. Without
the correct community string on both
machines, SNMP will not let you do the
authorization to get or set the request.

snnp-server community pixysticks RW5 Assigns aread write (RW) community string.

This community string (pixysticks) enables
configuration changes to be performed. For
example, you can shut down an interface,
download a configuration file, or change a
password.

snnp-server host 172.22.66.18 maddog Identifies the | P address of the SNMP host
followed by a password.

snnp-server trap-source LoopbackO Associates SNMP traps with a loopback
interface. In this way, an Ethernet shutdown
will not disrupt SNM P management flow.

snnp-server enabl e traps Enables traps for unsolicited notifications for
configuration changes, environmental
variables, and device conditions.

access-list 5 permt 172.22.67.1 Permits access from a single element
access-list 8 permt 172.22.67.1 management server.

access-list 5 permt 0.0.0.1 172.22.68.20 Permits access from a block of addresses at
access-list 8 permt 0.0.0.1 172.22.68.20 your network operations center.

B

Warning  If you are not using SNMP, make sure to turn it off. Never use a configuration that uses
“public” or “private” as community strings—these strings are well known in the
industry and are common defaults on much hardware. These strings are open invitations
to attacks, regardless if you use filters.
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Step 2

Disabling the Logging of Access Interfaces Wl

Monitor SNMP input and output statistics. For example, display areal-time view of who is polling the
NAS for statistics and how often.

Excessive polling will:
e Consume much of the CPU resources
¢ Cause packets to be dropped
e Crashthe NAS

5300- NAS#show snmp

Chassis: 11811596

Cont act: adm n dude@maui oni ons. com
Locati on: 5300- NAS- Maui

0 SNWP packets i nput

Bad SNMP version errors
Unknown conmunity nane

Il egal operation for comunity nane supplied
Encoding errors

Nunmber of requested variabl es
Nunmber of altered variabl es
Get -request PDUs

Get - next PDUs

Set -request PDUs

0 SNWP packets out put

Too big errors (Maxi mum packet size 1500)
No such nane errors

Bad val ues errors

General errors

Response PDUs

Trap PDUs

[eNeoNeoNeNolNoNeNoNo)

[eNeoNeolNeNoNoe]

SNWP | oggi ng: enabl ed
Logging to 172.22.66.18.162, 0/10, 0 sent, 0O dropped.
5300- NAS#

Task 4. Disabling the Logging of Access Interfaces

Limit the amount of output that is logged from the group-async interface and ISDN D channels.
Carefully choose the data sources for system management purposes. AAA accounting and the
modem-call record terse feature provides the best data set for analyzing ISDN remote node device
activity.

Link status up-down events and SNMP trap signals:

e Occur regularly on access interfaces. Dialer interfaces going up and down is normal behavior and
does not indicate a problem.

¢ Should not be logged or sent to a management server

The following configuration fragment disables logging on access interfaces:
!
interface Serial 0:23
no | oggi ng event |ink-status
no snnp trap |link-status
!
interface Serial 1:23
no | oggi ng event |ink-status

no snnp trap |ink-status
|
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Confirming the Final Running-Config

nterface Serial 2:23
no | oggi ng event |ink-status
no snnp trap |ink-status

nterface Serial 3:23
no | oggi ng event |ink-status
no snnp trap |link-status

nterface G oup-Async 1
no | oggi ng event |ink-status
no snnp trap |ink-status

Task 5. Confirming the Final Running-Config

After completing the tasks in this section, the Cisco AS5300’s final-running configuration looks

like this:

5300- NAS#show runni ng-confi g
Bui | di ng configuration..

Current configuration

!
I Last
!
!

version 12.0

configuration change at 05:59:00 UTC Mon Nov 1 1999 by adnmin
NVRAM confi g | ast updated at 05:59:02 UTC Mon Nov 1 1999 by admin

service tinestanps debug datetinme nsec |ocaltime showtinmezone
service tinestanps | og datetine nsec |ocaltinme showtinmezone

service
|

host nanme 5300- NAS

!

| oggi ng buffered 10000 debuggi ng

no | oggi ng consol e

aaa new nodel

aaa authentication login default |oca

aaa authentication ppp default if-needed |oca
enabl e secret 5 $1$ECIQBKSER SHAKGL/ r GaewXel z
|

usernanme adm n password 7 045802150C2E
username dude password 7 070C285F4D06

spe 1/0 1/7

passwor d- encryption

firmvare | ocation bootflash: m ca-modem pw. 2. 7.1.0.bin

spe 2/0 2/7

firmvare | ocation bootflash: m ca-npdem pw.2.7.1.0.bin

!
resour ce- poo

|

ip subnet-zero
no ip source-route

ip host dirt 172.22.100.9

i p domai n- nanme naui oni ons. com
ip nane-server 172.22.11.10
ip nane-server 172.22.12.11

|

di sabl e

async-boot p dns-server
isdn switch-type primary-5ess
ma receive maxi mumrecipients 0
!

controller T1 O

172.30.10.1 172.30.10.2
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fram ng esf

cl ock source line primary
I i necode b8zs

pri-group timeslots 1-24
|

controller T1 1

fram ng esf

clock source line secondary 1
Ii necode b8zs

pri-group timeslots 1-24
|

controller T1 2

fram ng esf

I'i necode b8zs

pri-group tineslots 1-24
|

controller T1 3

fram ng esf

I'i necode b8zs

pri-group timeslots 1-24
1

process-max-ti me 200

|

interface LoopbackO

ip address 172.22.99.1 255. 255. 255. 255
no i p directed-broadcast

1

interface Loopbackl

ip address 172.22.90.1 255.255.255.0
no ip directed-broadcast

|

interface EthernetO

i p address 172.22.66.23 255.255.255.0
no i p directed-broadcast

|

interface Serial 0: 23

no i p address

no i p directed-broadcast

no | oggi ng event |ink-status
no snnp trap |link-status

isdn switch-type primary-5ess
i sdn i ncom ng-voi ce nobdem
fair-queue 64 256 0

no cdp enabl e

1

interface Serial 1: 23

no i p address

no ip directed-broadcast

no | oggi ng event |ink-status
no snnp trap |link-status

isdn switch-type primary-5ess
i sdn incom ng-voi ce nodem
fair-queue 64 256 0

no cdp enabl e

nterface Serial 2: 23

no i p address

no ip directed-broadcast

no | oggi ng event |ink-status
no snnp trap |ink-status

isdn switch-type primary-5ess
i sdn incom ng-voi ce nodem
fair-queue 64 256 0

no cdp enabl e

Confirming the Final Running-Config
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interface Serial 3: 23
no i p address
no i p directed-broadcast

no | oggi ng

event |ink-status

no snnp trap |ink-status
isdn switch-type prinmary-5ess
i sdn incom ng-voi ce nodem

fair-queue

64 256 0

no cdp enabl e

nt erface Fast Et hernet0

no i p address
no i p directed-broadcast

shut down

nterface G oup-Asyncl

i p unnunbered EthernetO
no i p directed-broadcast
encapsul ation ppp

no | oggi ng
async node

event |ink-status
interactive

no snnp trap |ink-status

peer default ip address pool addr-poo
no cdp enabl e

ppp authentication pap chap
group-range 1 96

ip local pool addr-pool 172.22.90.2 172.22.90.97
no ip http server

ip classless

iproute 0.0.0.0 0.0.0.0 172.22.66.1

| oggi ng trap debuggi ng

| oggi ng 172.

access-list
access-1list
access-1list
access-1list
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

22.66.18

5 permt 172.22.67.1

5 permit 0.0.0.1 172.22.68.20

8 permt 172.22.67.1

8 permit 0.0.0.1 172.22.68.20

engi nel D | ocal 00000009020000107BE641BC
conmunity poptarts RO 8

comrunity pixysticks RW5
conmuni ty nmaddog vi ew vldefault RO
trap-source LoopbackO

| ocati on 5300- NAS- Mau

contact admi n dude@rmaui oni ons. com
enabl e traps snnp

enable traps isdn call-information
enabl e traps hsrp

enabl e traps config

enable traps entity

enabl e traps envnon

enabl e traps bgp

enable traps rsvp

enable traps frame-rel ay

enable traps rtr

enabl e traps syslog

enabl e traps dl sw

enabl e traps dial

enabl e traps dsp card-status
enabl e traps voi ce poor-qov

host 172.22.66. 18 naddog

banner login ~C
This is a secured device
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Unaut hori zed use is prohibited by |aw.
e
!
line con O
transport input none
line 1 96
aut osel ect during-Ilogin
aut osel ect ppp
modem | nQut
line aux O
line vty 0 4
1

ntp clock-period 17179891

ntp updat e- cal endar

ntp server 172.22.66.18 prefer
!

end

What to do Next

Inspect the final-running configuration as described in the section “Inspecting the Final Running
Configuration for the Cisco AS5300 and A S5800.”

What to do Next Il
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Il What to do Next
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SECTION

Inspecting the Final Running Configuration
for the Cisco AS5300 and AS5800

In this Section

This section provides the final running configuration files for the Cisco AS5300 and AS5800 used in
this case study. These configuration files can be used as templates for configuring basic |P modem
services.

To do this:

1. Copy the configuration file into a text editor.

2. Replace the command variables with your own network parameters.
3. Copy the modified configuration files into Flash memory.

Cisco AS5300 Configuration

Hereis the final AS5300 running configuration. Cisco |0S Release 12.0(5)T isinstalled.

5300- NAS#show runni ng- confi g
Bui | di ng configuration...

Current configuration:

!

! Last configuration change at 05:59:00 UTC Mon Nov 1 1999 by admin
! NVRAM config | ast updated at 05:59:02 UTC Mon Nov 1 1999 by admin
!

version 12.0

service tinestanps debug datetime nmsec localtime showtinezone
service tinestanps | og datetine nsec |ocaltinme showtimezone
service password-encryption

!

host nane 5300- NAS

|

| oggi ng buffered 10000 debuggi ng

no | oggi ng consol e

aaa new nodel

aaa authentication login default |ocal

aaa authentication ppp default if-needed |ocal

enabl e secret 5 $1$ECOBPKSERI SHIKGL/ r GaewXel z.
!
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username adm n password 7 045802150C2E
user name dude password 7 070C285F4D06
spe 1/0 1/7

firmvare | ocation bootflash: m ca-nodem pw.2.7.1.0.bin
spe 2/0 2/7

firmvare | ocation bootflash: m ca-modem pw. 2. 7.1.0.bin
|

resour ce-pool disable

1

ip subnet-zero

no i p source-route

ip host dirt 172.22.100.9

i p domai n- nane naui oni ons. com

ip nane-server 172.22.11.10

ip nane-server 172.22.12.11

|

async-bootp dns-server 172.30.10.1 172.30.10.2
isdn switch-type primary-5ess

ma receive maxi mumreci pients 0

|

controller T1 O

fram ng esf

clock source line primry

Ii necode b8zs

pri-group timeslots 1-24

|

controller T1 1

fram ng esf

cl ock source line secondary 1

I i necode b8zs

pri-group timeslots 1-24

|

controller T1 2

fram ng esf

I'i necode b8zs

pri-group tineslots 1-24

|

controller T1 3

fram ng esf

I'i necode b8zs

pri-group timeslots 1-24

1

process-nmax-tine 200
|

nt erface LoopbackO
ip address 172.22.99.1 255. 255. 255. 255
no i p directed-broadcast

nterface Loopbackl
ip address 172.22.90.1 255.255.255.0
no ip directed-broadcast

nterface EthernetO
ip address 172.22.66.23 255.255.255.0
no ip directed-broadcast

nterface Serial 0: 23

no i p address

no i p directed-broadcast

no | oggi ng event |ink-status
no snnp trap |ink-status
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isdn switch-type prinmary-5ess
i sdn incom ng-voi ce nodem
fair-queue 64 256 0

no cdp enabl e

nterface Serial 1: 23

no i p address

no i p directed-broadcast

no | oggi ng event |ink-status
no snnp trap |ink-status

isdn switch-type prinmary-5ess
i sdn i ncom ng-voi ce nmobdem
fair-queue 64 256 0

no cdp enabl e

nterface Serial 2: 23

no i p address

no i p directed-broadcast

no | oggi ng event |ink-status
no snnp trap |ink-status

isdn switch-type primary-5ess
i sdn incom ng-voi ce nodem
fair-queue 64 256 0

no cdp enabl e

nterface Serial 3: 23

no i p address

no i p directed-broadcast

no | oggi ng event |ink-status
no snnp trap |ink-status

isdn switch-type primary-5ess
i sdn incom ng-voi ce nodem
fair-queue 64 256 0

no cdp enabl e

nt erface Fast Et hernet0
no i p address

no i p directed-broadcast
shut down

nterface G oup-Asyncl

i p unnunbered EthernetO

no i p directed-broadcast
encapsul ati on ppp

no | oggi ng event |ink-status

async node interactive

no snnp trap |link-status

peer default ip address pool addr-poo
no cdp enabl e

ppp authentication pap chap
group-range 1 96

|

ip local pool addr-pool 172.22.90.2 172.22.90.97
no ip http server

ip classless

ip route 0.0.0.0 0.0.0.0 172.22.66.1

|

| oggi ng trap debuggi ng

| oggi ng 172.22.66.18

access-list 5 permit 172.22.67.1

access-list 5 permit 0.0.0.1 172.22.68.20
access-list 8 permt 172.22.67.1

access-list 8 permit 0.0.0.1 172.22.68.20
snnp-server enginel D | ocal 00000009020000107BE641BC

Cisco AS5300 Configuration
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snnp-server conmunity poptarts RO 8
snnp-server conmunity pixysticks RW5
snnp-server community naddog view vldefault RO
snnp-server trap-source LoopbackO
snnp-server | ocation 5300- NAS- Mau
snnp-server contact adm n dude@maui oni ons. com
snnp-server enable traps snnp
snnp-server enable traps isdn call-information
snnp-server enable traps hsrp
snnp-server enable traps config
snnp-server enable traps entity
snnp-server enable traps envnon
snnp-server enable traps bgp
snnp-server enable traps rsvp
snnp-server enable traps frame-rel ay
snnp-server enable traps rtr
snnp-server enable traps syslog
snnp-server enable traps dl sw
snnp-server enable traps dia
snnp-server enable traps dsp card-status
snnp-server enable traps voi ce poor-qov
snnp-server host 172.22.66.18 naddog
banner login ~C
This is a secured device

Unaut hori zed use is prohibited by |aw.
nC

!

line con O

transport input none

line 1 96

aut osel ect during-1ogin

aut osel ect ppp

modem | nQut

line aux 0O

line vty 0 4

1

ntp clock-period 17179891

nt p updat e- cal endar

ntp server 172.22.66.18 prefer

|

end

Cisco AS5800 Configuration

Hereisthe final AS5800 running configuration. Cisco 10S Release 12.0(4) XL1 isinstalled.

5800- NAS#show runni ng- confi g
Bui | di ng confi guration..

Current configuration
|

version 12.0

servi ce tinestanps debug datetime nmsec localtinme showtinezone
service tinestanps | og datetine nsec |localtinme showtinmezone

service password-encryption
1

host name 5800- NAS

!

| oggi ng buffered 10000 debuggi ng

no | oggi ng consol e

aaa new nodel

aaa authentication login default |oca
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Cisco AS5800 Configuration

aaa authentication ppp default if-needed |oca
enabl e secret 5 $1$LKgL$t gi 19XvWh7f | d7JG 55p01
!

user name dude password 7 045802150C2E
username adm n password 7 044E1F050024

shelf-id O router-shel f
shelf-id 1 dial-shelf

!

!

!

resour ce-pool disable

!

modem pool Def aul t

pool -range 1/2/0-1/10/143
!

|
spe 1/2/0 1/10/11
firmvare ios-bundl ed default
nodem recovery action none
ip subnet-zero
no ip source-route
ip host dirt 172.22.100.9
i p domai n-nane the. net
ip nane-server 172.22.11.10
ip nane-server 172.22.12.11
|
async-bootp dns-server 172.30.10.1 172.30.10.2
isdn switch-type primary-n
isdn voice-call-failure O
1
|
controller T3 1/0/0
fram ng n23
cabl el ength 0O
tl 4 controller
1
controller T1 1/0/0:4
fram ng esf
pri-group tineslots 1-24
|

!
voi ce-port 1/0/0:4:D

!

!

process-max-ti me 200

!

interface LoopbackO

ip address 172.22.99.1 255. 255. 255. 255
no ip directed-broadcast

!
interface Loopbackl

i p address 172.22.90.1 255. 255.255.0
no i p directed-broadcast

!
interface FastEthernet0/1/0

ip address 172.22.66.23 255.255.255.0

no ip directed-broadcast
!
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interface Serial 1/0/0: 4: 23
no i p address

no ip directed-broadcast
no snnp trap |ink-status
isdn switch-type primary-n
i sdn i ncom ng-voi ce nmobdem
no cdp enabl e

nterface G oup-AsyncO

i p unnunbered FastEthernet0/1/0
no i p directed-broadcast
encapsul ation ppp

async node

interactive

no snnp trap |link-status

peer default ip address pool addr-poo
no cdp enabl e

ppp authentication chap pap
group-range 1/2/00 1/10/143

ip local pool addr-pool 172.22.90.2 172.22.90.254

ip classless

ip route 0.0.0.0 0.0.0.0 172.22.66.1
no ip http server

| oggi ng trap debuggi ng

| oggi ng 172.

access-1list
access-1list
access-1list
access-1list
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

snnp-server
|

22.66.18

5 permt 172.22.67.1

5 permit 0.0.0.1 172.22.68.20

8 permt 172.22.67.1

8 permit 0.0.0.1 172.22.68.20

engi nel D | ocal 00000009020000D0D3424C1C
conmunity poptarts RO 8

comrunity pixysticks RW5
conmuni ty nmaddog vi ew vldefault RO
trap-source LoopbackO

| ocati on 5800- NAS- Austin

contact admi n dude@ he. net

enabl e traps snnp

enable traps isdn call-information
enabl e traps hsrp

enabl e traps config

enable traps entity

enabl e traps envnon

enabl e traps syslog

enabl e traps rsvp

enabl e traps frame-rel ay

enable traps rtr

enabl e traps dial

enabl e traps dsp card-status
enabl e traps bgp

enabl e traps voi ce poor-qov

host 172.22.66. 18 naddog

banner login ~C
This is a secured device
Unaut hori zed use is prohibited by |aw.

e

!

line con O
transport
line aux O
transport

line 1/2/00

i nput none

i nput tel net
line vty 0 4

1/ 10/ 143
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Cisco AS5800 Configuration

aut osel ect during-1ogin
aut osel ect ppp
modem | nQut
no nodem | og rs232
|
nt p updat e- cal endar
ntp server 172.22.66.18 prefer
end
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