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What is Fireware Pro?

aneers INtroducing WatchGuard System
Manager with Fireware Pro

WatchGuard® System Manager (WSM) v8.0 is an important software release for WatchGuard customers.
This release introduces our next-generation, Fireware™ Pro appliance software. It also enhances the cur-
rent WSM management software. With WSM v8.0, you can manage Firebox® X Edge, Firebox X Core, and
Firebox X Peak devices at the same time from the same management station. With Fireware Pro appliance
software on a Firebox X Core or Peak, you can use advanced networking features such as dynamic routing
and a feature-rich 1PS.
This Migration Guide introduces the features of WatchGuard System Manager v8.0, as well as our Fire-
ware appliance software. 1t includes a feature by feature comparison between WFS and Fireware Pro
appliance software. 1t also shows you how to:

¢ Install the new software package

® Migrate from WFS to Fireware Pro

® Restore a WFS 7.x configuration on a Firebox with Fireware appliance software

What is Fireware Pro?

Fireware™ Pro is the next generation of security appliance software available from WatchGuard. App/liance
software is a software application stored in the memory of your firewall hardware. The Firebox uses the
appliance software with the configuration file to operate. When you upgrade your Firebox® X Core or
Firebox X Peak device, you write a new version of the appliance software to its memory.

The WatchGuard® System Manager now supports two versions of appliance software:

® WES - This is the default appliance software on Firebox 111 and Firebox X Core appliances. This is an
enhanced version of the appliance software successfully used by WatchGuard customers since
1998. WatchGuard System Manager v8.0 includes WFS v7.4.

¢ Fireware Pro - This is the default appliance software on Firebox X Peak appliances. This next
generation appliance software enables WatchGuard to expand the number of features available to
Firebox X customers. Advanced networking features like multi-WAN support, dynamic routing,
and QoS enable customers with complex networking environments to more effectively protect their
networks, while simultaneously benefiting from WatchGuard’s proactive Deep Application
Inspection capabilities.

Fireware Migration Guide 1



What’s New with WatchGuard System Manager?

Using Fireware appliance software tools
When you install WatchGuard System Manager, it automatically installs the software tools you must have
to configure and manage a Firebox X Core or Firebox X Peak with Fireware Pro appliance software. These
include:

® Fireware Firebox Manager

¢ Fireware Policy Manager

® Fireware HostWatch
When you add an device to the WatchGuard System Manager Devices tab, the system identifies which
appliance software the Firebox uses. If you select a Firebox and then click a management tool icon on the

toolbar, it automatically starts the correct management tool for the version of appliance software installed
on that Firebox.

For example, add a Firebox X5000 to the Devices tab using the instructions found in the WatchGuard
System Manager User Guide. Select the Firebox X5000. Click the Policy Manager icon on the WSM tool-
bar. Fireware Policy Manager starts and opens the configuration file.

What’s New with WatchGuard System Manager?

With this release, there are many changes to the WatchGuard® System Manager — some large and some
small. In this section we tell you the most important enhancements.

New WatchGuard System Manager features

We made the VPN Manager the primary management software for all the Firebox devices, log servers, and
management servers in your network. From WatchGuard System Manager, you can start monitoring and
configuration tools such as Policy Manager, HostWatch, and the Firebox System Manager.

WatchGuard System Manager also includes:

® Simple management of a network with more than one WatchGuard hardware platforms:
- Firebox 111

- Firebox X Core

- Firebox X Edge

- Firebox X Peak

- Firebox SOHO6 and Firebox SOHO6 Wireless
- Firebox S6 and Firebox S6 Wireless

* A Management Server that operates on a Windows server instead of on a gateway Firebox. This
solution is more scalable and flexible and lets you easily set up a large network with many offices and
VPN tunnels.

e A feature that allows to use SNMP to monitor important device statistics. You can also transmit
SNMP traps to SNMP servers.

® Log messages stored in an XML format.

New features introduced with Fireware Pro

The Fireware Pro appliance software improves WatchGuard’s ability to supply new features on the same
hardware platform. Fireware Pro is available as an upgrade to the WatchGuard System Manager. Contact
your reseller or visit our Web site for more information. Features new to this release include:

® Enhancements to the Gateway AntiVirus service such as a feature to examine outgoing messages, to
lock attachments with suspicious content and better reports

2 WatchGuard System Manager



What’s New with WatchGuard System Manager?

® Interface independence

® Signature-based intrusion prevention with stateful signature matching
e Multi-WAN for more flexibility and network connection time

® Dynamic routing of these protocols: BGP, OSPF, RIPv1 & v2

e Quality of Service (QoS) which uses “virtual pipes” to route the traffic to align with your business
requirements

® Active Directory and LDAP integration

® Application Server Load Sharing and enhanced policy management interface for advanced controls
and more granular control of your security policy

Enhancements to WFS appliance software
The WatchGuard System Manager v8.0 includes WFS v7.4 appliance software. This version has two
important features.

* WSM 8.0 uses a Management Server that operates on a Windows server rather than a gateway
Firebox. This allows for much more scalability and flexibility when you set up a large, distributed
network.

®  You can now use Remote User VPN with PPTP and Mobile User VPN to a Firebox that gets its
external 1P address from an ISP, which uses static DHCP or static PPPoE.

WatchGuard Servers
There are three servers in this release that do Firebox management functions:

®  Management server
® Log server
e  WebBlocker server

You can configure the servers from a Windows toolbar which you install with the servers. The toolbar
appears in the Windows taskbar at the bottom of your computer monitor. The toolbar is used to start,
stop, and configure each server.

\ .
|Eﬁ5tart H @ 5 H £WatchG...l [Snbax - ... HWabd'lGuard it AF & | =g L aRLE  z4sm |
T

‘WatchGuard &? ﬁF ﬁ-

Management Server

WatchGuard pioneered simple, 1*2*3 VPN configuration with the Dynamic VPN Configuration Protocol
(DVCP). A DVCP server controls the VPN tunnels of a distributed enterprise from one, easy to use man-
agement interface. A limit to previous versions of WSM was that you could only use the Firebox as a
DVCP server.

With WSM 8.0, we move the DVCP off the Firebox and on to a computer using the Windows operating
system. This gives increased scalability and flexibility for the network administrator. The management
server has the same functions as the DVCP/CA server from previous releases of WSM. These functions are:
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Comparing WFS and Fireware Pro

¢ (Centralized management of VPN tunnel configurations
¢ Certificate authority for distributing certificates for 1PSec tunnels

Log Server

The Log Server collects log messages, event messages, alarms, and diagnostic messages from one or more
Firebox devices. The log messages are now kept in an *.xml format. This allows you to use third-party
XML tools to create your own custom reports. The Log Server was formerly known as the WatchGuard
Security Event Processor (WSEP).

WebBlocker Server

The WebBlocker Server operates with an HTTP Proxy policy to prevent users from browsing to specified
Web sites. You set the categories of permitted Web sites during Firebox configuration. The HTTP Proxy on
the Firebox then uses information on the WebBlocker Server to find out if a Web site is in a restricted cat-

egory.

Comparing WFS and Fireware Pro

Many of the tools and features you use in WFS are also in Fireware® Pro. Some are enhanced with more
settings or improvements in the methods used to configure and enable them. We also added features
such as dynamic routing, multi-WAN support, and a signature-based intrusion prevention system. At the
same time, we did not move all of the WFS appliance software features into Fireware Pro.

This table is a summary of the features in each type of appliance software.

WatchGuard Firebox System vs. Fireware Feature Matrix

M odelupgradeable | Yes Yes Yes o Different license key/file
format.
e FIREWARE feature required
before product will allow traffic-
passing policies. LSS will provide
licenses with this feature. This
means LSS registration is
required for the product to
function.

Port hdependence Yes Yes N A

Secondary P - Yes Yes Yes

address

QOS Yes Yes N A

DualW AN Yes Yes N A M ay expose m ore confguraton
fexbilty n uture rlkases.

W AN Faibver Yes Yes N A e May expose more configuration
flexibility in future releases.
¢ IPSec failover TBD.

Server bad Future N A N A Subsequentrlkase.

balancmng VIP) Rekase
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Comparing WFS and Fireware Pro

Dynam ic Routing Yes No NA Basially sam e UIas 11 Vchss.
W e ntend © m ake this user-
frendy 1 a future rkase.

VLAN Future N A

Relkase

DHCP Client Yes Yes Yes

DHCP Server Yes Yes Inproved | Mulpk ranges oreach nterface
can tum onoffper nterface.

PPPOE C lient Yes Yes Yes

Drop-lh M ode Future Featur dropped for8.0. W il

Relkase reappear a subsequent
rlkase w ith in proved behavbr.

Active /Standby Yes Yes Inproved | Genemly, an In provem entover
W FS HA . One noticeabke
change though & you have t
dediate an hterface o HA.

Active /Active Future

Relkase

HTTP hbound Yes No N A W FS does notsupport ibound
HTTP applcaton byerfilerng.

HTTP Outbound Yes No No A by m provem entoverW FS 1
tem s of confguration
capabilites and securty.

W ebB locker Yes Yes Yes Uses sam e serveras W FS

SM TP -lhcom Ing Yes No No An In provem entoverW FS 1
tem s of confguraton
capabiltes.

SM TP O utgoing Yes No No An improvement over WFS in
terms of configuration
capabilities.

Gatew ay Antivirus Yes Yes Yes

SM TP

FTP Proxy Yes No No e An improvement over WFS in
terms of configuration
capabilities.

e Exception: doesn't proxy data
channel.

DNS Proxy Yes No Anost An in provem entoverW FS n
tem s of confguraton
capabiltes.

Outgomg (TCP) Yes No Aost

proxy

DS/PS PAD) Yes No Yes Enhanced PAD capabiliEs w ih
new proxy arxchiecture

PS (gnature Yes No N A New hh Fieware 8.0

based)
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Comparing WFS and Fireware Pro

Radius Yes No Aost No UIntegraton wih the
authentication server. Does not
downbad Istofusers and
groups.

LDAP Yes No N A No UIntegraton wih the
authenticatbn server. Does not
downbad Istofusers and
groups.

Active D irectory Yes No N A e No Ul integration with the
authentication server.

e Does not download list of users
and groups.

¢ Have to disable SMB packet
signing.

Firebox Yes Yes Yes

authentication

W ndows NT N A N A N A Feature dropped.

SOHO style Future

outbound HTTP Relkase

authentication

Authentication Yes Yes cbse e No applet. URL: https://

W eb page forother <appip>:4100

authentication e Timeout value fixed at 2 hours.
Configurable in a future release.

PPTP Yes Yes Yes e Stable.

e Limit of 50 PPTP tunnels per
device (same as WFS).

e One PPTP client behind any NAT
device.

PPTP w ith Radius Yes Yes Yes

Auth

PPTP Pass-through | Yes Oon Amost D oes notsupportm ore than one

by PPTP clenttunnelng to the
defau sam e endpontyet.
o

MUVPN Yes Yes Yes e External authentication is the
only supported authentication
mechanism for MUVPN.

e Same version of Safenet client
as WFS and SOHO.

BOVPN Yes Yes Yes ¢ Tunnels negotiate when traffic
is passed (no auto-start).

e No DNS resolution in IKE

HW AES Yes N/A N/A
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Comparing WFS and Fireware Pro

IPSec Pass- Yes Off Yes e Turned off by default to push
through by people towards using NAT-T which
defau is more stable and scalable
o solution.

¢ To configure IPSec pass-
through, you have to enable the
global option, and create an
IPSec policy to allow the traffic.

PPSec Licensing Yes Yes No Num berofphase2 SA ar
fcensed.W FS licensed phase-1
SA.

NAT-Traversal Yes Oon Yes Can be tumed off n the UTif

UDP by necessary.

encapsulation of defau

PPSec) s

DNS Resolution n Future N A No

KE rekase

Tunnelauto-start Future N A No

on boot rkase

M anagem ent Yes Yes Yes

= hterface o all

wols

M anage singlke Yes Yes Yes

appliances M ore

than one)

Interface to DVCP Yes Yes Yes

server

Drag and drop VPN | Yes Yes Yes

setup orFireware,
W FS,and SOHO

M oved from Yes Mayb | Yes A litle m ore diffcukthatmnning
g Firebox to Mgm t e the DVCP serveron the Firebox.
Station W e willhave to conthue to
n prove the setup w zards.
SSLALSKTGateway | Yes N A Yes
(SOHO)
Supports Firew are, | Yes Yes Yes
W FS,SOHO
Basic DVCP D ropped e Customers using basic DVCP
will have to switch to Enhanced
DVCP (what used to be VPN-
Manager and is now WSM).
e DVCP Server setup wizard will
migrate an existing Firebox DVCP
server to a management station.
45 categories Future
Relkase
Yes Yes Yes Very sin ibrto W FS FSM
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Comparing WFS and Fireware Pro

TunnelD isply/ Yes Yes Yes ¢ Only tunnels that are “up” will
M onior display in the front panel tree.
Yes Yes Inproved | You can add sies to the bbcked
sies Iist
W FS to Firew are Future Yes N A W illproduce a com prehensive
Relkase reportofthe confgumaton
conversbn and dentfy any
areas thatneed custom er
attenton.
Policy M anager Yes Yes Yes Entrey new forFiewar 8.0
FirewallPolicies Yes Yes Inproved | hcom hgoutgoing gone.
Rephced w ih fiom fo m odel
BOVPN Setup Yes Yes Inproved | New UImodelrVPN ckarly
Hentfies firrwallpolices thatact
on tunneltaffic
MUVPN Setup Yes Yes Yes Xauth onk
PPTP Setup Yes Yes Yes Sam e In of50 PPTP
connectbnsfunnelk perdevice.
Custom erordered Yes Yes N A
policies
Auto-policy Yes Yes Yes Polry orderng alorthm s m in ©
ordering W FS polcy orderng
1:1 NAT Yes Yes Yes
Dynam ic NAT Yes Yes Yes
Static NAT Yes Yes Yes
Fireware CLI Yes No No Notheavily advertised. R equird
forComm on C rera certafication .
POLTY CONFGURATDN IS
NOT COMPATBLE W IT'H
FIREW ARE POLTCY
MANAGER.
W FS FBSH N A No N A Notdstrbuted fekased
Future
Relkase
Log Server Yes Yes Yes New XML bg-serwer
LogView er Yes Yes Yes New XML bg vewer
Log content Yes Yes No ATlbgs are new wih Fieware
80.
HistoricalR eports Yes Yes Inproved | Fie new repons added. Support

orXM L bg fiks.
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Planning Your Migration

Planning Your Migration

Access to Yes Yes No In proved useraccess.
troubleshooting

hfom ation

(ke dat, ... )

On LineHel No No Yes W e m ay notbe abk to shp as

com pkte ofa heb system this
tin e due t© scheduk constants.

As with any major software migration, a well-designed plan for your upgrade from WFS to Fireware™ Pro
can decrease the effect on your users, improve your experience, and make sure a secure installation of the
new product features. If possible, we recommend that you do this migration in a network lab as an alter-
native to your production network. You can also do this migration during non-operational hours when a
short time with no connection to the Internet does not harm your business.

The length of the migration depends upon the complexity of your network and of your current Firebox®
configuration. The software installation and Fireware Pro installation should take no more than 30 min-
utes. However, the time necessary to migrate your DVCP server to the Management Station and to create
your new Fireware Pro configuration varies based on the number of tunnels and policies you have. We

recommend that you set aside up to eight hours.

This Migration Guide supplies detailed instructions to successfully migrate from WFS to Fireware Pro.
These include steps to:

Document your current WES configuration
Backup your current WES configuration
Install Watchguard System Manager on the management station

Configure the Management Server and migrate your DVCP server(s)

Configure the Log Server
Configure the WebBlocker Server and download the database

Install Fireware Pro on the device

Open WSM and connect to the Firebox

Open Fireware Policy Manager

- Make the changes in Fireware Policy Manager that reflect the WES configuration

NAT settings

Network configuration

Service configurations

Create and test VPN tunnels as necessary

Deploy the Firebox and test the Fireware configuration
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Documenting Your Security Policy

aneer2  INStalling the WatchGuard System
Manager software

Before you can operate a Firebox with WatchGuard Fireware Pro, you must install the WatchGuard System
Manager v8.0 upgrade on your management station. 1f the Firebox was a DVCP/CA server, you must move
the configuration properties to the Management Server. If you completed these steps, you can go to XXX

In this chapter, we tell how to:
® Document your security policy
® Back up the WFS configuration file and image

Install WatchGuard System Manager software on a management station
® Set up WatchGuard servers

Documenting Your Security Policy

A good security policy is not just a firewall configuration file. 1t is a process which a network administra-
tor documents and which management regularly reviews. Your Fireware Pro migration is a good opportu-
nity to revisit your security policy. Because you must make a new configuration file for the Fireware Pro
appliance software, you should examine which policies you need to do business. Use these guidelines:

¢ Each policy you open makes your network less secure

® Polices from the Internet into your network are more dangerous than policies from your network
out to the Internet

¢ Adding specific source and destination addresses makes a policy more secure

Note
To successfully migrate to WatchGuard Fireware you must begin from WFS 7.3.

Installing the management station software

You must install the WatchGuard System Management software before you migrate a Firebox to Fireware
Pro.

Migration Guide 11



Installing the management station software

Installation requirements

Before you install WatchGuard System Manager, make sure that you have these items:
® WatchGuard Firebox security device

WatchGuard System Manager CD-ROM

e A serial cable (blue)

¢ Three crossover Ethernet cables (red)

e Three straight Ethernet cables (green)
® Power cable
e LiveSecurity service license key

1t is also good to restart your Firebox before you start the upgrade procedure. This clears the RAM compo-
nent and helps to prevent problems during the upgrade.

Software encryption
The management station software is available with three types of encryption.

Base
Uses 40-bit encryption

Medium
Uses 56-bit DES encryption

Strong
Uses 128-bit 3DES encryption

A minimum of 56-bit encryption is necessary for the 1PSec standard. To use virtual private networking
with 1PSec or PPTP, you must download the strong encryption software.

Strong export limits apply to the strong encryption software. 1t is possible that it is not available for
download. For more information, log in to the LiveSecurity Service and refer to the online resources at:

https://www.watchguard.com/support/AdvancedFags/bovpn_ipsecgrey.asp

Saving Your WFS Configuration

Before you upgrade to WatchGuard System Manager v8.0, save your current configuration file and appli-
ance software image.

12
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Saving the configuration file

You can save the configuration file of a Firebox on the devi

Installing the management station software

ce itself. You can also save it as a file on a

local hard disk drive. Before you migrate, we recommend that you save the configuration file to a local

hard disk drive.
1 From WEFS Policy Manager, select File > Save > As File.

¥ C:\Program Fllﬁ\WatchGuaMv?.lﬁredﬁll\lgllﬁsf‘m =10]x]
File Edit Setup Metwork View Help
03 ew 2.3 0 F AEO

Open L4
@ Eind...

+0

S print... Ctrl+P HTTP FTP Outgoing
@ Print Preview

Print Setup...

1192.168.54.55.cfg

224.4.5.7.cfg

Exit

=
Save the active configuration to a file Firebox I11/1000 v

2 Type the name of the configuration file. Click Save.
The configuration file has the file extension *.wfg. You can also

Saving the appliance software image

save this to a network folder.

A very important step in the upgrade is to save the appliance software image. The Firebox keeps this file
on a backup partition of the Firebox hard disk drive. You must have the appliance software image to
restore the WES appliance software on your Firebox if you move to Fireware Pro and must get access to

WES again. To create the WFS backup file:

1 From WFS Policy Manager, select File > Save > To Firebox.

¥ C:\Program Fllﬁ\WatchGuaMv?.lﬁredﬁll\lgllﬁsf‘m =10]x]
File Edit Setup Metwork View Help
03 ew 2.3 0 F AEO

Open L4
@ Eind...

+0

S print... Ctrl+P HTTP FTP Outgoing
@ Print Preview

Print Setup...

1192.168.54.55.cfg

224.4.5.7.cfg

Exit

=
Save the active configuration to a file Firebox I11/1000 v

Migration Guide
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Setting Up the Management Server

2 Type the configuration passphrase. Click OK.

zl
Flease enter the IP address and oK
@ configuration passphraze below. _
Cancel
Firebou: 192.168.54.54 j —I

Passphrage: |

25 _,::' seconds

Timeout:

3 Select Make backup of current flash image before saving.

x

v Save to Firebox

Cloze

Confirm: I “““““““

N—

C:\Program FileshS parkshbackuph192.168.54. 57-2004-1 Browse...
Recommended actior:
There iz a mismatch between the Firebox's curent wersion and the wersion *

wou have on this machine. Y'ou should save the configuration and a new
flazh image.

Type a strong encryption key that is easy to remember. Type it again.
Click Continue.
The backup image has the file extension *.fbi.
Installing the software
With WatchGuard System Manager v8.0, you can have more than one management software version on
one management station. Make sure you select a different folder name for each installation.
1 1f you have not done so, download the WatchGuard System Manager software. The speed of your
Internet connection sets the time to download the software.
Make sure that you write down the name and the path of the file when you save it to your hard disk drive.

2 When the download is complete, open the file and use the instructions on the screens to help
you through the installation.

The Setup program includes a screen in which you select the components of the software or the upgrades to
install. A different license is necessary when you install some software components.

3 At the end of the installation wizard, a check box appears that you can select to start the

QuickSetup Wizard. For this upgrade, we recommend that you use the QuickSetup Wizard at this
time only if you do have no VPN tunnels and do not use VPN Manager.

Setting Up the Management Server

WatchGuard® pioneered simple, 1*2*3 VPN configuration with the Dynamic VPN Configuration Protocol
(DVCP). A DVCP server controls the VPN tunnels of a distributed enterprise from one, easy to use man-
agement interface. A limit to previous versions of WatchGuard System Manager (WSM) was that you
could only use the Firebox® as a DVCP server.
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Setting Up the Management Server

With WSM 8.0, we move the DVCP off the Firebox and on to a computer using the Windows operating
system. This gives increased scalability and flexibility for the network administrator. The Management
Server has the same functions as the DVCP/CA server from previous releases of WSM. These functions are:

¢ Centralized management of VPN tunnel configurations

e Certificate authority to make and to send out certificates for IPSec tunnels.

The installation software can install the Management Server on the same computer as the management
station. You can also install it on a different computer. You must install the Management Server software
on a computer that is behind a Firebox with a static external 1P address. The Management Server does not
operate correctly if it is behind a Firebox with a dynamic 1P address on its external interface.

Use the Management Server to do these tasks:
e Start and stop the Management ServerManagement Server
® Set Management Server passphrases
® Enter a Management Server license key
¢ Configure diagnostic log messages from the Management Server
® Set the certificate authority properties such as domain name and publication period
o Start WatchGuard System Manager to manage Firebox clients, VPN tunnels, and security templates
o Start the Certificate Authority user interface

Passwords and the Key Files
The WatchGuard Management Server encrypts important information that it keeps on the Firebox and on
your local hard disk drive. 1t uses a number of passwords to protect sensitive information stored on disk or
to secure traffic with client systems. During configuration, you set two passwords and the system creates
system passwords:

® Master password - The Management Server uses the master password to encrypt the password file.
This protects all of the other passwords. Select and save the master password carefully and safely.
Use best practices when you select the password. Do not use the same string for the master
password and the administrator password.
1t is necessary to use the master password to:

- Migrate the Management Server data to a different computer
- Restore a lost or corrupt master key file
- Change the master password

o Administrative password - You use the administrative password to connect to the WatchGuard
System Manager software. You use this password frequently. Use best practices when you select the
password.

e System passwords - The Management Server automatically makes other passwords. 1t uses these
passwords to encrypt files, traffic on VPN tunnels, and for the Certificate Authority private keys.
You cannot see these passwords with the user interface.

The Management Server saves the administrative and system passwords in a password file. 1t encrypts the
data in the password file with the master password. The master password is not saved. The Management
Server makes an encryption key from the master password and the key is saved on the local disk of the
Management Server.

The default location for the password file and encryption key are:
e C:\Documents and Settings\WatchGuard\wgauth\wgauth.ini
e C:\Documents and Settings\WatchGuard\wgauth\wgauth.key

These files are only used by the Management Server software. 1t is not necessary to change these files.
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Setting Up the Management Server

You use the Management Server Setup Wizard to configure your Management Server. If you use a Firebox
as a DVCP server, the wizard also moves the DVCP server features and Certificate Authority from the Fire-
box to your Management Server.

1 From the Windows desktop, double-click the Management Server icon on the WatchGuard toolbar.
The Management Server Setup Wizard appears.

|§a5tart H 8 5

™
| L wercha..| Eimbox- . | [watchouars B2 A7 B | 2 4 emARB =em |
T

watchGuard ! AP 1§

2 Select Start Service.

If the Management Server has not been configured, then the Management Server Setup Wizard starts
automatically. The wizard goes through these steps:

Create a master encryption key
You must have a master password to control access to the WatchGuard Management Station.
Type a password with a minimum of eight characters and then confirm. 1t is important to
remember this password. If you do not know your password, there is no procedure to learn it
from the Management Server or the Firebox.
Create a Management Server passphrase
Type a password of at least eight characters to manage the WatchGuard Management Server.
Identify the gateway Firebox

Type the 1P address and passphrases for your gateway Firebox. The gateway Firebox protects
the Management Server from the Internet. The gateway Firebox protects the Management
Server from the Internet. If the gateway Firebox is configured as a DVCP server, the server is
moved from the gateway Firebox to the Management Server.

Provide a license key

Type the license key for the Management Server.

Identify your organization name
Type the name of your organization.

Make sure the configuration of your server is correct
This is an information screen that shows the configuration information for your server.

The wizard is configuring your server
This is an information screen that appears while the configuration options are applied to
your Management Server.

The Management Server Setup Wizard is complete

This is an information screen that appears when the installation and configuration of the
Management Server is complete.
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Migrating Basic DVCP Tunnels while setting up a Management Server

Migrating Basic DVCP Tunnels while setting up a Management Server

WatchGuard System Manager 8.0 provides a wizard that migrates your WFS DVCP server configuration to
the new WatchGuard management server. This wizard is called the Management Server Setup Wizard and
is launched from the WatchGuard toolbar in the Windows taskbar.

This wizard moves your DVCP server from your Firebox to a Windows based computer that you designate
as your management server. It also converts the Firebox you were using as a DVCP server into a gateway
Firebox that protects the management server from the Internet. Finally, it converts any basic DVCP tun-
nels connected to the gateway Firebox into regular tunnels. Basic DVCP tunnels are not supported in
WSM 8.0.

However, the Management Server Setup Wizard is not able to convert all the basic DVCP tunnels that you
have in your network. 1t only converts the tunnels that use the gateway Firebox as one of the endpoints.
These tunnels are isolated from the gateway Firebox. 1f you have any isolated basic DVCP tunnels in your
network, you need to use one of these two procedures to convert your tunnels so they are managed by
WSM 8.0.

Procedure #1
This workaround requires you to disable any isolated basic DVCP tunnels before using the Management
Server Setup Wizard.

1 Using the Policy Manager, remove the basic DVCP tunnel configuration at each endpoint (Firebox) for
the tunnel.
Do this for each Firebox that is an endpoint for an isolated tunnel.

2 Download the configuration to each Firebox and restart the Firebox.

3 Use the Management Server Setup Wizard to:
® Move your DVCP server to your management server

e Convert your old DVCP server into a gateway Firebox

e Convert any Basic DVCP tunnels connected to the gateway Firebox to regular tunnels
Reestablish previously disabled tunnels.

Launch WatchGuard System Manager

Add each endpoint Firebox to the management server

N o A

Drag-n-drop a Firebox onto another Firebox to create a tunnel between the two firewalls.
8 Do this for each tunnel that needs to be reestablished.

Procedure #2
This workaround allows you to minimize the downtime for your isolated Basic DVCP tunnels.

1 Acquire a VPN Manager license key with enough capacity to convert all of your Basic DVCP tunnels
to Advanced DVCP tunnels.

2 Install the license key into VPN Manager.
3 Use VPN Manager to convert all your Basic DVCP tunnels to Advanced DVCP tunnels.
Use the Management Server Setup Wizard to:

® Move your DVCP server to your management server

e Convert your old DVCP server into a gateway Firebox

® Convert any Basic DVCP tunnels connected to the gateway Firebox to regular tunnels

e All of your Advanced DVCP tunnels are converted to regular tunnels, regardless of whether or not
they use the gateway Firebox as an endpoint
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Migrating Basic DVCP Tunnels while setting up a Management Server

Viewing the network with WatchGuard System Manager
After you complete the Management Server Configuration Wizard, your network can at this time use
WSM 8.0. 1f you had Firebox clients connected to a Firebox DVCP server, those Firebox devices connect to
the Management Server. There is a policy on your gateway Firebox to let traffic from your Firebox clients
to the Management Server. To examine the new Management Server and tunnels:

1 From the Windows desktop, select Start > Program Files > WatchGuard System Manager 8.0 >
WatchGuard System Manager.

WatchGuard System Manager 8 is the default name of the folder for the Start menu icons. You can change this
folder name during installation. The WatchGuard System Manager window opens.

~=lol x|

File Server Tools Resources Help

FEFEE T TP Y

Device £ VPN i, Log /
Ready [ 4

2 From WatchGuard System Manager, select File > Connect To > Management Server.
Or,
ﬁ click the Connect to Management Server icon on the WatchGuard System Manager toolbar. The
Connect to Management Server dialog box appears.
x
P ter the IP sddress and th
& paizzi;r;:[of yeour I\adar::;zrignt Seerver.
Cancel
Management || j il

Passphrase:

Timeout: 25 _,::' zeconds ™ Moritoring Only

3 Use the drop-down list to select your Management Server or type its 1P address. Type the
management passphrase. Click OK.
The server appears in the WatchGuard System Manager Device tab.

18 WatchGuard System Manager



Migrating Basic DVCP Tunnels while setting up a Management Server

4 Expand the Management Server entry to see the Firebox clients managed by this Management
Server.

~=lol x|

File Server Tools Resources Help

-. Box55 - Firebo 111/1000 running WFS v7.3 (Management Server's NAT Firebox)
E}Q Box62 - WatchGuard SOHO running SOHO v5.2.11

Firebox Status

%{ Certificates

% Branch Office VPN Tunnels

m Remote VPN Tunnels

apld FEX1000_61

Device /i VPN # Log 7
Ready l_ ’_ VA

Upgrade appliance software to WFS 7.4

After you install the WSM management software and WFS 7.4 on the gateway Firebox, you can use WFS
Policy Manager to put WES 7.4 on other Firebox devices. This is an optional procedure. Your Management
Server can connect to and manage Firebox devices which use WFS 7.3.

1 From WatchGuard System Manager, select File > Connect To > Device.

Or,
; click the Connect to Device icon on the WatchGuard System Manager toolbar. The Connect to Device
dialog box appears.

2 Use the drop-down list to select your Firebox or type its trusted 1P address. Type the status
passphrase. Click OK.
The device appears in the WatchGuard System Manager Device tab.

Select the Firebox on the Device tab. Then, select Tools > Policy Manager.

4 From Policy Manager, select File > Save > To Firebox.

First, Policy Manager prompts you to save to a local hard disk drive. Then it saves the new configuration file to the
Firebox.
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Setting Up the Log Server

You must also use Policy Manager define the Log Servers for each Firebox. For more information, see the
user guides in the Documentation folder on your management station.

1 From the WatchGuard toolbar, select the Log Server icon.
The WatchGuard Log Server Configuration dialog box appears.

—
nl| @ @ @ || fwats.. | Blibox- .| || watheuard G AP B | B4 IQBARD 2
watchGuari &2 /AR -
=

‘welcome to the “WatchGuard Log Server Configuration
Page.

Firebox® X
CONFIGURATION

The first thing wou must do is enter the log encryption key.
Thiz key will be uzed to encrypt all logs that are sent over
the network.

Log Encryption Key: ||
Fietype Log Encryption Key: I

Second, please select a logging and reporting directory.
Thiz directory will store all your log, report and report

definition files.
IE:\D ocuments and SettingsiWw atchGuard J
()8 I Cancel |

2 Type the encryption key to use for the secure connection between the Firebox and the log hosts.
The default encryption key is the status passphrase as selected in the QuickSetup Wizard.
Log Server encryption keys are a minimum of eight characters.

3 Confirm the encryption key.
4 Select a directory to keep all logs, reports, and report definition files.
5 Click OK.

Introducing the new Log Viewer
The WatchGuard Firebox X Core and Firebox X Peak send log messages to one log management computer.
This is known as the Log Server. The log messages are saved in an XML format in the WatchGuard folder
on the log server. The extension of the file name is .wgl.xml. You can open this file using an XML editing
tool to see full log messages.

The Firebox sends log messages to a primary or backup Log Server. The default location for the files are
on the installation drive at:

¢ \Documents and Settings\WatchGuard\Logs.
¢ \Documents and Settings\watchguard\reports
e \Documents and Settings\watchguard\report-defs

Note
Monitor the connection periodically to make certain that your Firebox X is connected.
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Setting Up the WebBlocker Server

Merging log files from WFS 7.3 and before into the new XML format
When you migrate from a previous version of WatchGuard System Manager to WSM 8.0, you can convert
log files from .wgl to .xml format. This is also helpful if you operate in a mixed environment with differ-
ent versions of WSM. After converting, you can use your WSM 8.0 LogViewer or reporting tools on log
files created with WatchGuard Management System 7.3 or earlier.
When you convert a log file from .wgl to .xml:

e The XML file is usually smaller than the .wgl file. This is because XML log records are variable in
length.

* If you open a log file in an XML editor, you can see some duplicate entries. This is a function of
how report tools operated in WSM 7.3 and earlier and does not cause problems in reports which
use the log file.

Note
The FTP proxy does not report bytes sent and received so this data is not available in a report.

To convert a log file from .wgl to .xml:

1 Right-click the Log Server icon on your Windows desktop tray and select Merge Log Files...
The Merge Log files dialog box appears. This dialog box controls merges, and also updates, of log files.

=lalx

Merge WatchGuard log files into single file.

Files:

Iderae |
Hemovel Help |

Dest Dir: | C:\Documents and Settings®w atchGuardilogs Browse | Cancel |

2 Click Browse to find the location of the log file to convert to XML. If you select more than one

log file at the same time, the utility merges all the files into one file. It also converts the format
to XML.

3 Click Merge.

The log files are updated to .xml format and saved to a new file in the specified directory.
Note
Log records used in reports and visiable in log viewer are converted.

Setting Up the WebBlocker Server

The WebBlocker Server operates with an HTTP Proxy policy to prevent users from browsing to specified
Web sites. You set the categories of permitted Web sites during Firebox configuration. The HTTP Proxy on
the Firebox then uses information on the WebBlocker Server to find out if a Web site is in a restricted cat-
egory.
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Setting Up the WebBlocker Server

The first time you connect to the WebBlocker Server, it downloads the WebBlocker database.
1 From the Windows desktop, click the WebBlocker Server icon on the WatchGuard toolbar.

The Download WebBlocker Database dialog box appears.

e —

ﬂ“ a8 LG] Eﬁ |J ;{WatchG...l Inbox-...l

|JWahd1Guard GAE A2 1 SRLRD 2

\,

WatchGuard &? ﬂk! ﬁ' l

Download WebBlocker Database

Werify the destination folder and then chooze Download to begin. The
download could take several minutes to complete and the operation
canhnot be cancelled.

x|

Cancel |

Destination Folder

C:ADocuments and Settings'w atchGuardywhbzerveridb

Browse... |

2 Click Download.

The file is more than 60 megabytes. The speed of your connection to the Internet controls the time to download

the file.

When the file download is complete, right-click the WebBlocker Server icon. Select Start Service.

22

WatchGuard System Manager



Putting Fireware on the Firebox

cwerers  PUtting Fireware on the Firebox

There are two methods to put Fireware on a Firebox which has WFS 7.x:

e Use the Quick Setup Wizard to make a simple configuration file and to save the
configuration file and Fireware to the Firebox. This is the preferred method.

® Use the fbxinstall.exe command line utility

Using the Quick Setup Wizard

We recommend that you use the Quick Setup Wizard to put Fireware Pro on the Firebox along
with a basic configuration file. Because this procedure removes all configuration properties and
software, we strongly recommend that you back up the WFS configuration and image. See
“Saving Your WFS Configuration,” on page 12 for more information.

1 From the Windows desktop, select Start > Programs > WatchGuard System Manager 8 >
Quick Setup Wizard. Click Next to start the wizard.

ﬁFirehox Quick Setup Wizard ;Iglll

Welcome to the...

Firebox Quick Setup Wizard

Use this wizard to set up a basic security policy for your
Firebax.

WatchGuard N B To continue, click Mext

Cancel |

2 You can connect to the Firebox with crossover cable or an Ethernet cable. Use the
Connection Method drop list to select how you connect the Firebox to the management
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Using the Quick Setup Wizard

station. Then make the cable connections you select. When you complete the connections,

click Next.

Connect the Firebox to your computer.

Connection Method: |Use a crozsover cable from this computer to the Firebox LI

Connect the red crossover cable from the Trusted interface (eth1) on the Firebox to the
Ethernet interface on your computer.

Ethemet Port J

Trusted Interface
—— Red Crossover Cable

~:'jFirehmnl Quick Setup Wizard ;Iglll

= Back | Mext = I Cancel |

You can use the Fireware appliance software on a Firebox X Peak or a Firebox X Core. You
can not use a Firebox 111 or Firebox X Edge device. Use the Firebox Model drop-down list to
select the model line of your unit. The screen changes to match the selection. Instructions

appear on how to start the unit in Safe Mode.

NOTE

The Firebox must be in safe mode to configure it with Fireware.

Start the Firebox in safe mode.

Firebox Model: IFirebox X i l

To start & Firehox X in safe mode, press and hold the Up Arrovy button on the front panel, then
start the Firebox. When the Firebox starts, click Mext.

" melJLJLILILIL]

~:'jFirehmnl Quick Setup Wizard ;Iglll

= Back | Mext = I Cancel |

Click Next. Verify that the Firebox front panel display matches the wizard. Click Next again.
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Putting Fireware on the Firebox

5 1f your management station has more than one interface, you must select the interface you
use to configure the Firebox. Select the correct interface and then click Next.

""]_"jFirehox Quick Setup Wizard ;Iglll

Select an Ethernet interface on your computer.

Your computer has more than one Ethernet interface. Select the Ethernet interface to connect
to your Firebox.

Marne | IP Address | Description |
Local Ares Connection 2 [192.168.54.145 [ 3Com EtherLink XL 104100 PCI For Com... |
Local Ares Connection [10012 | 3Com EtherLink L 104100 PCI For Com... |

= Back | Mext = I Cancel |

6  The Quick Setup Wizard looks for a Firebox on the same network as the management station
interface. If there is more than one Firebox, you must select the correct Firebox from a list
and click Next. When a Firebox is found and selected, a status screen appears. Verify that this
is the correct Firebox, and then click Next.

""]_"jFirehox Quick Setup Wizard ;Iglll

The wizard found this Firebox.

Compare the serial number in the display with the serial number of your Firebox. If this is the
correct Firebox, click Mext.

hodel: Firebaox ¥1000
Wersion: 8.0
Serial Mumber: 8082058010596

= Back | Mext = I Cancel
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Using the Quick Setup Wizard

Type the identifying information for the Firebox
JEE

Add contact information to your Firebox.

Contact infarmation for & Firebox helps you to identify this device when you manage multiple
Fireboxes.

Firebaox Mame: IEioxB1

Firebaox Location: I

Contact Person: I

= Back | Mext = I Cancel

Click Next
Add the license. Click Next.

"TjFirehox Quick Setup Wizard - |EI|1|

Activate the software for your Firebox.

You must activate your Firebox with a license key. You can paste the license text in this field.
You can alzo click Brovwse to install the license key from a file.

Serial Mumber: 909100109BESA

License ID: S5ETE439FSE42B6C

Mame: DATE_14-12-2004_6:46

fdodel: }:5000

Wersion: 1

Festure: 3DES @Dec-14-2005

Feature: AUTH_DOMAINE O @Dec-14-2005
Feature: AUTHEMTICATED _USER#10000 @Dec-14-2005 LI

@ If you do nat have a license key, browse to the LiveSecurity web site to get one.

Learn more about license keys .

= Back | Mext = Cancel
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Putting Fireware on the Firebox

Select Static 1P Addressing for this example. Click Next.

"TjFirehox Quick Setup Wizard

Configure the External interface of your Firebox.

=101 x|

Select the method that the Firebox uses to get an IP address for the external interface.
" DHCP

" PPRE

External
Interface

Learn more about [P address assignment , or the Firebox's external interface .

= Back | Mext = I Cancel |

10 Type the 1P address and default gateway. Click Next.

"'{jFirehox Quick Setup Wizard ;Iglll

Configure the External interface of your Firebox.

Type the static IP address and the default gatesway for the Firebox external interface.

IP Address: I . . . £
Default Gateway: I . . .

External
Interface

Learn more about slash notation for IP addresses .

= Back | It = I Cancel
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11 Type the tristed interface 1P address and the optiona interface address if you use one. Click
Next.

":'jFirehox Quick Setup Wizard ;Iglll

Configure the Internal interfaces of your Firehox.

Use the available IP addresses from your internal private netwaork for the Trusted interface
[eth1) and Optional interface (eth2) of the Firebox,

. Trusted Optional
Trusted Interface: | 10. 0 . 1 . 1 /24 Interface Interface

Optional Interface: I . . . £

@ These addresses identify the default gateway for your internal private netwark.

Learn more about the Firehox's internal interfaces .

= Back | Mext = I Cancel |

12 Type a secondary IP address if there is one. Click Next.

":'jFirehox Quick Setup Wizard ;Iglll

Add a secondary IP address.

If you have a secondary private network behind the Trusted interface of your Firebox, type the
IP address you want assigned to that network.

IP Address: I . . . /

Trusted
Interface

@ This address idertifies the default gatewsay for your secondary private network,

Learn more about secondary private netwarks .

= Back | Mext = I Cancel
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Putting Fireware on the Firebox

13 Type and repeat the passphrases for the Firebox. Click Next.

™, Firebox Quick Setup Wizard =101 =]

Create passphrases for your Firebox.

Provide newy status and configuration passphrases for your Firehox. Retype the passphrazses
to confirm they were entered correctly.

Status Pazsphrase: I““““
(read-only access)

Retype Passphrase: I*Maaaaa

Configuration Passphrase: [
(read-write access)

Retype Passphrase: I*Maaaaa

@ A pazsphrase must use a minimum of 8 characters.

Learn howe to creste strong passphrases .

= Back | Mext = I Cancel

14 A temporary 1P address is listed. Click Next.

\‘j irebox Quick Setup Wizard - |EI|1|

Provide a temporary IP address for your Firehox.

Use an available IP address that is on the same netwark as your computer.

P &ddress: | 10, 0 . 1 . 1 /24

@ Your computer is using this IP address:
IP Address: 10.0.1 2024

= Back | Mext = I Cancel
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Using the Quick Setup Wizard

15 This information screen appears while the wizard configures the Firebox.

""]_"jFirehox Quick Setup Wizard - |EI|1|
The wizard is configuring your Firebox...
D
= Back | [t = I Cancel
16 The process is complete. Click Finish.
""]_"jFirehox Quick Setup Wizard - |EI|1|

The Firebox Quick Setup Wizard
has completed successfully.

security policy which,

# Operates in Routed mode

» Slloves selected outgoing traffic

# Blocks all incoming traffic

# Can be managed from the Trusted interface

computer st 10.0.1.2

WatchGuard .»

Congratulations! Your Firebox has been configured with a basic

# Sends logs to the WatchGuard Log Server on your

# Encrypts log files with your status passphraze

A copy of your Firehox configuration has been saved at:
ChDocuments and SettingsidversdahlApplication
DataistchGuardigswiz \BoxB0 _wizard xml

= Back Cancel

You are now ready to configure the Firebox.
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Connecting to the Firebox
1 Open WatchGuard System Manager

" WatchGuard System Manager

File Server Tools Resources Help

=10l x|

|2+ AE|B &%

b

Device 4 VPN } Log 7

Ready

[ [ 4

2 Click the connect to Device icon

Connect to Firebox

Flease enter the P addresz and monitoring
pazsphrase of your Firebox.

Fireto: 10011

J Cancel |

xxxxxxxx

Passphrase:

Timeout: 28 o seconds

x|

3 Type the trusted interface 1P address. Click OK.
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Using the Quick Setup Wizard

4 (lick the Policy Manager icon.

_‘"; WatchGuard System Manager - |E||£|

File Server Tools Resources Help

=2+ B AE D&

Device VAN o og 7
Ready [ [

5 The Fireware Policy Manager is where you make the configuration changes that match what
you have in your WFS 7.x policy.

'i::i," C:\Documents and Settings\dversdahl}My Documents My Watd ;IEIII
File Edit “iew Setup Network PR Help
|2lal=(a]v]+[x]¢[e][a[a]a[]6]&]a]m

Firewsl | Branch Office PN | Mobile Uiser ven |

v  TCPprory
= 0 ﬁ
WatchGuard Outgoing

To allow connumucation with the external interface you need to:

¢ Open the appropriate polcies

® Make changes to the Firebox connections

e  Check the blocked sites and make certain that none affect traffic on your network
e Check the blocked ports and make certain that none affect traffic on your network
® Save your changes
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Putting Fireware on the Firebox

Using fbxinstall.exe

You can also use the Fbxinstall.exe utility to install Fireware 8.0. fbxinstall.exe is a
command line utility that allows you to:

® Upgrade a Firebox X with WFS 7.x firmware and a WFS 7.x configuration to Fireware Pro

® Restore an upgraded Firebox from WFS 8.0 back to its original WFS 7.x software and
configuration

Restoring a Backup Image
This process restores a backup image to a Firebox running WFS 8.0.

1 Connect a serial cable between the Firebox and your management station.
If you have more than one com port note which port you use.

Open a command prompt.
Type fbxinstall

To restore a backup image type
fbxinstall 10.10.10.1/24 -restore 10.10.10.1/24.fbi

Where 10.10.10.1/24 is the trusted IP address and 10.10.10.1/24.fbi is the Firebox backup file. The
installation process automatically defaults to com port 1.

5 Turn off power to the Firebox X.
Press any key.

Turn on power to the Firebox X.
A maintenance utility is sent to the Firebox.

The installation program contacts the Firebox.

O 0 N O

The backup file is installed on the Firebox.

The installation completes.

Upgrading to Fireware Pro

This is a secondary method of installing appliance software on the Firebox X. Once this processis

complete you need to use the Quick Setup wizard.

1 Connect a serial cable between the Firebox and your management station.
If you have more than one com port note which port you use.

Open a command prompt.
Type fbxinstall

To install Fireware 8.0 type
fbxinstall 10.10.10.1/24

Where 10.10.10.1/24 is the trusted IP address of the Firebox. The installation process automatically
defaults to com port 1.

5 Turn off power to the Firebox X.
Press any ket

Turn on power to the Firebox X.

A maintenance utility is sent to the Firebox.
The installation program contacts the Firebox.
WEFS 8.0 is installed on the Firebox.

O 0 N O
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Using fbxinstall.exe

10 The installation completes.
WES 8.0 is installed. You now create a new configuration file using the Quick Setup wizard.
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Making a Fireware Configuration

cwerers  IVIAKINE @ Fireware Configuration

At this time, there is no configuration tool which automatically converts a WFS 7.x configuration
file to a Fireware Pro configuration. The two appliance software versions are very different. You

begin with the configuration file you saved at the end of the Fireware Quick Setup wizard.

One method is to quickly make your Fireware configuration file is to open the new Fireware file
in one window. At the same time, open the WFS configuration file in a second window. Put the
two windows on the Windows desktop so that they are both visible. desktop. For example, resize

each window so that they are tiled horizontally.

WFS 7.3 Policy Manager

M C:\Program Files\Sparks\192.168.54.55.cfg - Policy =10l x|
File Edit Setup Network WView Help

Fireware Policy Manager

’i'g‘- C:\Documents and Settings\dversdahl\My Documents’

File Edit “iew Setup Metwork YPN Help

=]

| e E+x 2205 4B [

|2lalelu|v]+|x|z|a|n|alajs|o]z|a o

0 »0 »0 6 o
0 +& +& 1 0
DNS Filtered-HTTP
i)
§Eﬂ ’
+0 +0
+o +0 +0
Qutgoing Ping fiatchGuard:
WatchGuard Firebox IT1/1000 UM v

This section describes the essential information you need to migrate your current WFS

Firewsll | Branch Cffice VPNI Makile: Lser VPNI

G G

FTP Ping

[ [&
U= e
WatchGuarsd Outgoing

—
e

DNS

configuration to Fireware. 1t describes some of the differences between the behavior of a feature

or implementation in WFS and in Fireware.

For more information about using the Policy Manager for Fireware see the Fireware

Configuration Guide.
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Basic Configuration Properties

Connecting to a Firebox with Fireware Pro
1 From WSM, click the Policy Manager icon.

_‘"; WatchGuard System Manager — |EI|£|

File Server Tools Resources Help

|+ L0 @] &
A\ 4

2 This opens an empty Policy Manager. Select File > New.

3 You are asked to select a Firebox model

F
Select the Firebox model:

Select the model that matches your Firebox X (Fireware 8.0) and name the file. Click OK.
4 The untitled.xml Policy Manager for Fireware opens.

= untitledxml * - Firebox-X Policy Manager = |D|ﬂ

File Edit “iew Setup MNetwork PN Help

|m|ls|o|@+|x]2[2|8]=]|#| @0 =]s

Firewall | Branch Office PN | Mokile User PN |

DNS FTP Ping WatchGuard Outtgoing

Working with Interfaces

The information in Fireware Policy Manager Network > Configuration is enhanced to give more
flexibility on how each physical interface is mapped to a particular interface type, such as trusted,
optional or external. For each interface defined in WFS Policy Manager, configure a matching
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entry in Fireware Policy Manager by selecting the appropriate interface entry and clicking
Configure. 1f an interface is not necessary, select Disabled as the interface type.

WFS 7.3 Network Configuration

WINS/DNS | ©00B | NIC Configuration
Interfaces | Secondary Networks

Exdemal Interface
Corfiguration - Froperties...
|P Address: ITBZTEE.SA 55 /24 Miases...
Default Gateway: IVE'2 168 54 254
Trusted Interface

’V IP Address: |152.TEB.253.1 24
Optional Interface

[ IP Address | /

I~ Configure interfaces in Drop-In mods

x|
|

0K | Cancel | Hep

Fireware Network Configuration

Network Configuration
Interfaces | wisDNS |
rtertace|  Type | Namealas) | IP Address | mcconty | _Configure |
P[0 Edemal  Edernal 192.168. 54. 56/24 Aulo Negatisle Note: Infortaces
1 Trusted  Trusted 10. 0. 1.1 /24 MuloNegotisle with incoriplets
2 Disabled  Oplionall 10. 0. 2. 1 /24 MuloMegotisle configuration are
3 Disabled  Oplional-2 10, 0. 3. 1 /24 AuloMNegotiale GELCER] e (n i
row header
4 Disabled  Oplonal3 10. 0. 4. 1 /24 MuloMNegotisle
5 Disabled  Oplonald 10. 0. 5. 1 /24 MuloMegotisle
ok | cancal Help

Multiple interfaces of a given type are available. This is what gives support for the new Multi

WAN feature of Fireware.

This dialog box is also where you create secondary networks as well as make any adjustments to

the NIC speed.

Fireware does not support aliases or secondary networks on an external interface using

NOTE

DHCP or PPPoE. You cannot migrate these items at this time.
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Configuring your Network

1 Select an interface from Fireware Policy Manager Network > Configuration.

MNetwork Configuration ﬂ

Interfaces | WINSIDNS |

_
Iterface|  Type | Mame (alias) | P Address | mcconfis  {configure... )
- 4
» 1} External External 192.168. 54, S6/24 Auto Megotiste Mote: Interfaces
1 Trusted Trusted 0. 0. 1. 1 /24 AutoMegotiate with incomplete
2 Dizabled Optional-1 1o, 0. 2 . 1 /24 SutoMegotiate cohfiguration are
3 Dissbled  Optional-2 10. 0. 3. 1 /24 AutoNegotiste marked red in the
. . ) rovy header.
4 Dizabled Cptiohal-3 10, 0. 4. 1 /24 Auto Megotiste
o Dizabled Optional-4 1o, o . 5. 1 /f2d Auto Megatiste

0K I Cancel Help

2 Click Configure.
The Interface Settings dialog box opens.

Interface Settings (Interface External) ﬂ

Interface Mame [ Alias) |E>demal

Interface Description: I

Interface Type: |E>demal ;I
(¢ Static  DHCP ( PPPoE

P Address: I 0. 0 . 0. 1 /24 Aligses... |

Default Gatesvway: |

Secondary MNetworks Advanced Settings |

0] 8 I Cancel Helgp

3 Type the interfave name and description.
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R 3 O U1 W

Click OK.

DHCP Server

Type the default gateway.

Select the interface type of truster, external, optional or disabled.
Select static, DHCP pr PPPoE.
Type the interface 1P address.

1 From Fireware Policy Manager Network > Configuration.

MNetwork Configuration

Interfaces | WINSIDNS |

Iterface|  Type | Mame (alias) | P Address MIC: Config Configure...
» 1} External External 192.168. 54, S6/24 Auto Megotiste Mote: Interfaces
1 Trusted Trusted 0. 0. 1. 1 /24 AutoMegotiate with incomplete
2 Dizabled Optional-1 10, 0o . 2. 1 /24 Afuto Megatiste cohfiguration are
3 Dissbled  Optional-2 10. 0. 3. 1 /24 AutoNegotiste marked red in the
. . ) rovy header.
4 Dizabled Cptiohal-3 10, 0. 4. 1 /24 Auto Megotiste
o Dizabled Optional-4 1o, o . 5. 1 /f2d Auto Megatiste
0K I Cancel Help

2 Select any trusted or optional interface and click Configure.
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3 Select the DHCP radio button and type the Host 1D.

Interface Settings (Interface External)

Intetface Marme [Alias): |External

Intetface Description: I

Interface Type:

" Static (¢ DHCP (" PPPoE

é'""}ﬁ(aGéﬁ&é&'ﬁéﬁiﬁﬁéw"é|

Cancel

Help

4  Click OK.

Note that with Fireware you must enable the DHCP server for each interface. The WFS DHCP
server configuration took a list of address ranges and functions on the appropriate trusted or
optional interfaces. With Fireware you specify the address ranges you want the server to hand out

for each interface.

40

WatchGuard Fireware



Making a Fireware Configuration

Intrusion Prevention/Default Packet Handling

Default Packet Handling

~Dangerous Activitie

X

[¥ Drop Ping of Death
[+ Drop IP Source Route ﬂl
[¥ Block Port Space Probes Iﬂ dest IPsisre P (threshold) Log&l
[# Block Address Space Probes Iﬁ dest Portsssre IP (threshold) &I
¥ Drop IPSec Flood Attack IW packetsfsec (threshold)
¥ Drop IKE Flood Attack IW packets/zec (threshald)
[¥ Drop ICMP Flood Attack [ 1o00=] packetsfzec (threshald)
¥ Drop SN Flood Attack IW packets/zec threshald)
[¥ Drop UDP Flood Attack IW packets/zec (threshald)

~Unhandled Packets

[~ Auto-block source of packets not handled

[T Send an error messaoe to clients whose connections are dizabled

~Distributed Denial-of-Service Prevention

¥ Per Server Guota 100=o conhectionsizec

¥ Per Client Guota 100=+ connectionsizec

Many of the same options are available in WFS Policy Manager. Nearly all the options are the
same. However, by default, logging of broadcast traffic is turned on by default. To turn this off,
add a policy that matches the traffic with logging disabled.

In the Logging dialog, the logging for Incoming/Outgoing packets not handled is managed by
the Logging dialog from the Default policy.

Auto-block source of packets not handled is managed by added a new deny policy with the
Auto block sites that attempt to connect checkbox selected. Be very careful to explicitly limit
the From and To to a set of addresses that do not include valid traffic.

Fireware uses a new algorithm to block SYN flood attacks that is based upon threshold limits
instead of validation.

Blocked Sites

Fireware’s blocked sites support has changed so that this list can apply it to all interfaces. Be very
careful to not add entries here that may also include any real networks accessible from the
Firebox such as trusted, optional, external or other routed networks. If it is necessary to include
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these (such as via a supernet), make certain to add a Blocked Sites Exceptions entry for the
networks or hosts that are safe. .

Blocked Sites Configuration ﬂ

S| Elocked Sites Exceptions | Auto-Blocked |

~Elocked Sites

Ittt | Addd.. Remove
Loging. .. |

O I Cancel | Help |

NOTE
If you list the IP address of your trusted network as a blocked site you create a Denial of
Service (DOS) and effectively disable the trusted network.
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Network Address Translation (NAT)

Dynamic NAT

Firewall NAT Setup ﬂ

| 1-t0-1 AT

Crynamic MAT rewrites the source IP of packets to use the IP address of
their outgoing inteface.

192 168.0.0M6 - Any-External
17216.00M2 - &ny-External
10.0.0.005 - Any-External

]} | ey | A | Removel

Ok I Cancel | Help |

1-to-1 NAT Setup (Advanced)
1

Select the 1-to-1 NAT tab from Fireware Policy Manager Network > Firewall NAT.

Firewall NAT Setup

Dynatnic MNAT

1-to-1 MAT rewrites and redirects packets sert to one range of IP
addreszes to another range of addresses.

Interface # of Hosts MAT Base Real Baze

acd. | Edit. || Remove |

x|

O I Zancel | Help
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2 To add an entry click Add.

Add 1-to-1 Mapping ﬂ
~Type

Wap Type: IIP Range 'I

Maps one IP address range to snother IP address range of the same size

—iConfiguration

Select the interface and the number of hosts to be translated. Then, specify the
haze for the exposed NAT range and the real IP address range.

Irtet face: I vI Mo of Hosts to MAT: I 153
MAT Base: I . . . Real Base: I . . .

ITI Cancel |

3 Type the information and click OK.

Logging
The logging setup dialog has new selections in Fireware Policy Manager.
1 From Policy Manger select Setup > Logging.

Logging Setup ﬂ

Uze these seftings to cohfigure where the Firebox will zend log messages.

WistchGuard Log Server
Select the checkbox to send log messages to the WatchGuard Log Server.

¥ Send log messanes to the log servers ot these P addresses:

Configure... |

Syslog Server

Select the checkbox to send log messages to & Syslog server.

[~ Send log messages to the Syslog server at this IP address:

| . . . Canfigure... |

Firebox Internal Storage

Select the checkbox to save log messages in Firebox Internal storage.

¥ Send log messages in Firebox internal storage

Ldvanced Diagnostics... |

Ok I Cancel Helgp |
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2

3

To add a log host click Configure.

Add Event Processor ﬂ

Loy Server Address: Il-;;z_ 16. 1 .1

Encryption Key: Iaaaaaaaa

Canfirtn Key: Iumm

Ok I Cancel |

Type an encryption key and then confirm it.

Encryption keys are a minimum of eight (8) characters.

4

5
6
7

To add a Syslog host select Syslog and click Configure.
Type the 1P address of the Syslog Server.

Select a facility for each log type.

Click OK.

Firewall Authentication

The Java applet used for firewall authentication is no longer used. This eliminates the need for
the time-outs listed here. Instead, a Web page is available at the same URL using https instead of
http. The authentication mechanism relies on associated connections from the authenticated user
to determine if the user is to remain authenticated. After some short time following the last
closed or timed-out connection, the authenticated user is automatically logged out.

Authentication Servers

The same entry is available in Fireware Policy Manager.

1

From Policy Manager select Setup > Authentication Servers.

Firebox

There are no changes here. However, if you have either the pptp_users or ipsec_users groups
listed, you do not need to migrate them. They are automatically migrated with your PPTP or
MUVPN settings.

NT Server

Fireware does not support NT Server authentication. This cannot be migrated at this time.
RADIUS Server

Fireware uses PAP when authenticating any firewall or MUVPN user. 1t uses MSCHAPv2 when
authenticating a PPTP user (if PPTP is configured to use RADIUS). Thus, the server needs to
allow both mechanisms if both types of users are to be supported.

CRYPTOCard Server

Fireware does not support CRYPTOCard authentication. This cannot be migrated at this time.
SecurlD Server

There are no changes.
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WSM 7.x Firewall Authentication WFS 8.0 Authentication Servers
| x|

Firebox Users | NT Server | RADIUS Server | CRYPTOCar <[ »|

RADIUS | SecuriD | LDAP | Active Directory |
r Users
test
Add... | Edi... | F{ernovel
agd.. | [ et || Rerove |
—Groups
User Group:
ipsec_users
pptp_users
Add... | Herno\rel
paa. | ferere |

oK | Canced | Hep |

Ok I Cancel Help

Virtual Private Networking

Firebox Managed Clients

The DVCP client only communicates with a WSM 8.0 management server. 1t is not backwards
compatible with any previous version.

Remote User
From Policy Manager select VPN > Remote Users.

Mobile User VPN

Fireware only supports MUVPN using Extended Authentication Groups. If you are migrating
MUVPN configurations using direct "Firebox Authenticated Users”, simply go through the wizard
and use the Firebox database as the Authentication Server.
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Policies within Fireware are split into three sets, or arenas. The arenas are associated with either
Firewall policies, VPN policies or MUVPN policies (as indicated by the three tabs in the main
service arena).

'i-i'?_" C\Documents and Settings\dversdahl\My Documents\My WatchGuard)configs\Boxé - | EI|1|

File Edit “iew Setup MNetwark PN Help

WatchGuard Outgoing

In order to allow traffic across VPNs or MUVPNs, you must add policies to the associated arena.

Gateways
From Policy Manager select VPN > Branch Office Gateways.
x

Add..
Ediit....

FEmoye

i

Close I Help |

Fireware does not support connection initiation to dynamic 1P addressed peers. You cannot
migrate this type of configuration at this time.
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Tunnels
From Policy Manager select VPN > Branch Office Tunnels.

x

Add

Clone...

|

Ediit...

|

Femoye

Close I Help

IPSec Routing Policies
1 Adjust the Addresses section from Policy Manager VPN > Branch Office Tunnels.

x

Eclft....

Remove |

Cloze I Hela |
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2 Click Add.

f

Turinel Marne: |tunne|.1|

Gateway: I LI EJ‘I&I
Phase2 Settings
Propozssl: |ESP-AES-SHA1 ;I &I QI

I FFS  [pitfie-Heliman Group? =] Advanced... |

’!Addrc B ;

Local [ or | Remote [ ae. |

Edlit...

RErmoye |

ik I Cancel | Help |

3 In the Addresses section of the New Tunnel dialog box click Add.

Local-Remote Pair Settings

Local: l‘ﬁ‘n\"‘

Remote: I

Direction:  Local |<===> vl Remaote

MAT Settings

A AT _l

[ DLt

(834 | Cahcel | Help |

4  Complete the information in the Local-Remote Pair Settings dialog box.
5 Click OK.

1f the WFS routing policies configuration shows multiple policies using the same tunnel, then you
cannot migrate this configuration. In Fireware, each entry in the "Addresses” section results in a
set of SAs (a tunnel in WFS terms). Thus, the peer gateway also needs modification to accept
multiple tunnels after migrating or the VPN does not negotiate successfully.

1f any normal routes listed in WFS Policy Manager Network > Routes overlap or include an 1PSec
route, it may result in a tunnel that does not function. Fireware uses the normal route table to
determine at which interface a tunnel is established. Thus, if a normal route exists pointing to the
trusted interface and that route includes hosts or networks specified in the 1PSec routes and that
tunnel is meant to be established on the external interface, the tunnel will fail. The normal routes
need to be broken up so that they do not include any entries in the 1PSec routes or the normal
routes need to point to the proper tunnel endpoint interface.
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Services

Fireware handles services in a completely different manner than in WFS. The biggest change is
the lack of Incoming and Outgoing tabs in what are now called policy icons.

Each policy icon now has a tab for configuring the familiar "From:” and "To:” traffic
specification, a tab for viewing and managing the properties of the policy, and an advanced tab.
When migrating a WFS Policy Manager service into the Fireware Policy Manager, you need to
create at least one policy for the information represented by the WFS Incoming tab and one for
the Outgoing tab. This change is only necessary when the current WES connection setting is
either Enabled and Allowed or Enabled and Denied with logging Denied Packets set.

The lack of direction associated with the policy means that it is implied by the traffic
specification chosen. For example, a policy that allows traffic from Trusted to External represents
a WES service icon with the Qutgoing tab set similarly. This mechanism provides a great deal of
flexibility, especially when multiple types of physical interfaces are used. However, it also presents
the potential for misusing the Any service when populating the "From:” and "To:” entries.

Keep in mind that Any literally means any traffic—trusted, optional or external. Initially, you need
to restrict the use of this service as much as possible. When managing the first migration, apply
"Any” only when no other policy is sufficient. For example, when migrating a WFS service that
allows incoming from Any to Any, migrate it into a Fireware policy that allows from External to
Firebox (maybe with a NAT entry specified to port forward the connections to a trusted server).

These name changes are for packet filter services:

WFS Fireware 8.0
Outgoing TCP-UDP
Outgoing-TCP TCP
Outgoing-UDP UDP

WatchGuard WG-Firebox-Mgmt
WatchGuard-Logging WG-Logging
WebBlocker WG-WebBlocker

Soho_Management_Gateway =~ WG-SmallOffice-Mgmt

Service-based NAT

Fireware always has service-based NAT enabled. However, it still functions by default exactly as
WES versions do, making use of the "global” dynamic and 1-to-1 NAT tables in Fireware Policy
Manager Network > Firewall NAT. If you have a policy that needs to manage NAT settings
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differently than those provided by the global NAT tables, modify the Global NAT Rules on the

Advanced tab.

Edit Policy Properties

Mame: |DNS

Polic'fl Properties Advanced I

Schedule:  jon-21l-Time

Qs |[N-:ne]

= B

[V Enable

~&pply NAT Rules

[# 1-40-1 NAT

(* Use global table

¥ Dynamic MAT

+ Use global table

1-to-1 MAT takes precedence if the policy qualifies for bath rules.

= Alltraffic in this service

_—

~ICKWP Error Handling

IUSE global zefting

j G Setting... |

[ Specify Customn Idle Timeout

L

Ok I Cancel

Hela
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cwerers  Working with Proxies

Fireware 8.0 proxy configuration offers new choices and more configuration possibilities than
what is available in WSM 7.x. You have the ability to control more of the actions of each proxy
while maintaining complete network security.

In this section you learn how to migrate your WFS 7.x proxies to Fireware 8.0:

e FTP
e HTTP
e SMTP

For information about working with proxies see the Fireware Configuration Guide.

Proxy Migration

Services that are proxied have undergone some important changes.

The configuration associated with the proxies in Fireware is now separate from the policy. It is
possible to create proxy configurations that are sharable between multiple policies. The product
ships with suggested default configurations for the various proxied protocols for use in different
scenarios. These default configurations can be referenced, but not changed. To modify a
configuration, or action, there is a clone feature that allows you to create a new action based
upon an existing action.
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Edit Service Icon Properties ﬂ

Matne: |HTTP-proxy [ Enable

Palicy Properties | advanced |

Service: HTTP-proxy

Part | Protocol | Idle Timeout (secs) |
=] TCP detaultt

Carmment:
Service added on Thu Moy 18 08:05:12 PST 2004,

Praxy:  [HTTP-Client

Clone Prozxy
Logging... |

[~ Auto-block sites that sttempt to connect

Ok I Cancel | Helgp |

With the removal of directionality, the default proxy actions are named so that they represent
typical situations in which they are used to protect resources. For example, there is an HTTP
Client proxy. Client means that this proxy serves as protection for HTTP clients. In other words, it
is most likely used on an outgoing policy.

Open proxy actions in Fireware Policy Manager Setup > Actions > Proxy Actions.

The best approach for adding proxied services is to use the same method as WFS and Policy
Manager for Fireware Edit > Add Policies and select the best proxy for migration.

NOTE
Fireware no longer supports the DCE-RPC, H323 or RTSP proxies. There is a Netmeeting
packet filter that does not support NAT. The Proxy and Proxied-HTTP proxies are replaced
with the TCP-Proxy.

Proxy configuration for Fireware has many more features and flexibility than WFS. As a result,
there are very few direct correlation points between what is configured in WFS Policy Manager
and where it shows up in Fireware Policy Manager. The most important concept to understand is
that the proxies in Fireware are all configured using similar mechanisms. Once understood, they
provide a powerful tool to protect resources comprehensively and intelligently.

When configuring any proxy, the dialog is divided into three primary areas:

* Information at the top

e (ategories on the left

® Detail configuration settings on the right
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The categories are typically separated into areas for general settings, some protocol specific items,
and then some common configuration items such as 1PS and alarms. Some of the configuration
categories display rulesets--embedded policy tables that are designed to selectively apply certain

actions based upon particular protocol content.

NOTE

Watchguard System Manager v8.0 supports on the desination port only.

Configuring the HTTP Proxy

This section illustrates how various parameters are configured in the HTTP proxy in WFS 7.x and

Fireware 8.0. Use this information as a guide when you create Fireware 8.0 policies that mirror

your WES 7.x policies.

From Policy Manager double-click the HTTP proxy icon and select the Properties tab.

WFS 7.x

Fireware 8.0

Name: HTTP
Properties:

Port | Protocol

| Ciert Port |

a0 HTTP

Comments:

client

Service added on January 14, 2004

use the "Settings’ button below.

=

=l

This service is proxied. To access the local proxy settings,

OK

Cancel Help

Edit Service Icon Properties

[Marne: IHTTP-proxy

Falid ' tolvanced |

Service: HTTP-proxy

[¥ Enakle

Part | Pratocal |

Idle Timeout (secs) |

S0 TCP defautt

Comment:

Service added on Thu Moy 04 07:35:00 PST 2004,

Proxy: [HTTP-Cliert

5

“iew Edit Proxy
Logging... |
[~ Autc-block sites that stternpt to cornect
Ok Cancel Help
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WEFS 7.x

Settings > Remove client connection info

f

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

[T Remove cookies

[~ Deny submissions

[V Deny Java applets

V¥ Deny ActiveX applets

¥ Remove unknown headers

¥ Log accounting/auditing information
[V Require Content Type

Idle timeout: 600 seconds
™ Use Caching Proxy Server

IF‘:I B Port: I
ok | Cancel Hep |

Fireware 8.0

HTTP Request > Header Fields, strip or allow

L E TR-Chert
Descrytions [Pt configuration for HTTP chert

WBINCREC  [ramm] -] !Ii]

Catngeres

HTTP Rret

i~doeneral Setings

S —
AL Pt

~tieader Fiskis
PP

HTTP Fesponse

I aneral Setings

Firmaer Fiokds
(—ontent Types
[

Bosty Cortert Types

—Deriy Mattage

Fdrusion Perrvesdion
Frcocy Alarm

[F sw e

Fubes are sbearrs bnstnd in fop b bofiom order

(=3 Cancel Help I
the patterns "From: and "Via
WFS 7.x Fireware 8.0
Settings > Remove cookies HTTP Response > Cookies, set the "None
matched” action to strip or allow
E
= HTTP Proxy Cenfiguration (predefined) ﬂ
Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| * —
DOSCHENON | fock condiguration for HTTF chent
B e e N |
Caegrme
[~ Deny submissions = HTTF Reqant Cuchinn _Change View |
oo St Fhcseks (simpie view)
[V Deny Java applets iy
V¥ Deny ActiveX applets Houler Pl

¥ Remove unknown headers

¥ Log accounting/auditing information
[V Require Content Type

Idle timeout: 600 seconds

™ Use Caching Proxy Server
IF‘:I 2= s Port:

QK I Cancel Help
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WEFS 7.x

Settings > Deny submissions

f

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

¥ Remove client connection info

v Derny Java applets
V¥ Deny ActiveX applets

¥ Remove unknown headers

¥ Log accounting/auditing information
[V Require Content Type

Idle timeout: 600 seconds

™ Use Caching Proxy Server

IP:|+ Port: l_
o]

Cancel Help

WES 7.x
Settings > Deny Java applets

i

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

¥ Remove client connection info
[T Remove cookies

v Deny ActiveX applets
¥ Remove unknown headers
¥ Log accounting/auditing information
[V Require Content Type
Idle timeout: lm seconds
™ Use Caching Proxy Server

IF‘:I 2= s Port:

o]

Cancel Help

Fireware 8.0

In HTTP Request > Request Methods, deny or
allow the pattern "POST”

=) HTTP Prosy Confiqueation (predefined) x|
e FRG | (Mcwsmg
DeSCHPton  [Fuetoit consiguration for HTTF chent
R e I |
Categonne
SHTTS Request Methads _Change View |
Gl Stirge (sl view)
. Pathe -
e Pl .
Authorization T
T
Gereral Setngs :":
Header Nl
L
Cortart Typms
oo et
Liody Contirt Types
Derry Hrsasagn e
rtrusion revention
Py Asem
P [~ | | Femove
Actions to take
Mretched [aiw =] M con s
matchect  foery =] ™ aerm F s
I ™ |

Fireware 8.0

In HTTP Response > Body Content Types, deny
or allow the "Java bytecode” rule

= HTTF Proxy Configuration (predefined)

e FRG | (Mcwsmg
DOSCHENON | fock condiguration for HTTF chent
R e I |
Categonne

=-HTTR Roquest
ol Snttrge

L Pathe
e Pl
Authorization

T
Gereral Setngs
Header Nl

Coxntar Ty

intruzion Frevention
Prizy Asen
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WEFS 7.x
Settings > Deny ActiveX applets

f

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

¥ Remove client connection info
[T Remove cookies
[~ Deny submissions

ey I3

(7 _Deny ActiveX appiets
v Remove unknown headers

¥ Log accounting/auditing information
[V Require Content Type

Idle timeout: 600 seconds
™ Use Caching Proxy Server

IF‘:I 2= s Port: I
QK I Cancel Help

WEFS 7.x
Settings > Remove unknown headers

f

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

¥ Remove client connection info

[T Remove cookies

[~ Deny submissions

[V Deny Java applets

v Deny Act

¥ Remove unknown headers

v Log accounting/audiing information

[V Require Content Type

Idle timeout: 600 seconds

™ Use Caching Proxy Server
IP:|+ Port:

QK I Cancel Help

Fireware 8.0

In HTTP Response > Body Content Types, deny
or allow the "FIXME” rule

onfiguration (predefined)

Mame: EI‘FM

Descrytions [Pt configuration for HTTP chert

[
Cotegories
Co T oy Content Tynas
{—étneral Setings e crangs visw |
URL Paits e rcon
2P s
—tieader Fiekis a
Akhorizeion hekrers EVERAL
HITP Response
—Gtneen Setings <““‘
[y e
{—Cortert Types

Fireware 8.0

In HTTP Response > Header Fields, set the
"None matched” action to strip or allow

=1 HTTF Praxy Comliueation {(predefied) x|
s G (Mowsmag
DeSCHPton  [Fuetoit consiguration for HTTF chent
L e ey ) [
Catepirias
=-HTTR Request Beadder Fichis _Change View |
G Sntrg Fldesels {simgie view)
. Pathe iyl 4
e Pl - “:“'*
Authorization §
e e (TR —
Gereral Settrgs P
Haader Fiekds el
Contart Typm: i
Caokies e
-
ooy ortrtTypes ) e
— ot
ntrusion Frevention -
Foimoyitiin Hone Metihed
e 2| B |
Actions botake
Mriched feap -] ™ Aerm g
Fr Fu
I T
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Working with Proxies

WEFS 7.x

Settings > Log accounting/auditing
information

HTTP Proxy

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

¥ Remove client connection info
[T Remove cookies
[~ Deny submissions
[V Deny Java applets
V¥ Deny ActiveX applets
ove upknou o
v Require Content Type
Idle timeovt: 600

seconds
™ Use Caching Proxy Server
IF‘:I 2= s Port:

5

o]

Cancel Help

WEFS 7.x
Settings > Require Content Type

HTTP Proxy

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

¥ Remove client connection info

[T Remove cookies

[~ Deny submissions

[V Deny Java applets

V¥ Deny ActiveX applets

¥ Remove unknown headers

v | og accougtinganditing information

Idle timeout: 600

seconds
™ Use Caching Proxy Server
IF‘:I 2= s Port:

5

Cancel Help

o]

Fireware 8.0

In HTTP Request > General Settings, toggle
"Send a log message for each HTTP
connection request”

=) HTTP Prosy Confiqueation (predefined) x|
W TP (31 s )
DoICTROR Pt condguraton for HTTF chent
R e I |
Categoriee
=-HTTF Request Gemeral Senings
Goormnl Sattrgs il Thooud:
Reguest Methoss
L Pathe TR
e Pl
Authorization ¥ et the connection ide tmecut to 0] seconds
T
Gereral Setngs R Lergn
Header Nl o h .
Cortwrt Typse Frebic darses T mictage.
Cookies
Doy Conbart Types 7 St the mevzimum LI bersgth b =
Derry Wesssmge
T——— G - )
o |

Fireware 8.0

In HTTP Response > Content Types, enable or
disable the "FIXME” rule.

=) HTTP Prosy Confiqueation (predefined) £l
W TP 31 chars mac)
DOSCHENON | fock condiguration for HTTF chent
R e I |
Categorise.
S-HTT Request Contrnt Typos Change Vi
Gorernd Sty Fldearts gl view]
P [~ Fenmve
Actions to take
Wrebched [adew =] I e I
hlane metched: - (T F Log
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Configuring the HTTP Proxy

WEFS 7.x
Settings > 1dle timeout

f

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

¥ Remove client connection info

[T Remove cookies

[~ Deny submissions

[V Deny Java applets

V¥ Deny ActiveX applets

¥ Remove unknown headers

¥ Log accounting/auditing information
v Require Contegt Tune

| 600 seconds

™ Use Caching Proxy Server

IP:|+ Port: l_
o]

|dle timeo

Cancel Help

WFS 7.x
Settings > Use Proxy Cache Server

f

Settings | Safe Content | WebBlocker Controls | WB: Schedule | 4| *

¥ Remove client connection info
[T Remove cookies

[~ Deny submissions

v
v
v
v
v

Idle timeout:

Deny Java applets

Deny ActiveX applets

Remove unknown headers

Log accounting/auditing information
Require Cortert Type

600 seconds

Use Caching Proxy Server

IP:|+ Port: l_

Cancel | Hep

o]

Fireware 8.0

In HTTP Request > General Settings, adjust the

"1dle Timeout”

= HTTF Proxy Configuration (predefined) ﬂ

e FRG | (Mcwsmg

DOSCHENON | fock condiguration for HTTF chent

b T —
Calegris
=-HTTF Reguest

G St
Request Methoss

Gemersl Seetlings
e Timend

L Pathe.

Hencker Firkds

Aughorization
SHITE Rsporn

¥ Sefthe connectonde tvecut o | 1105 seconds

e the g this priscy

Header Nl , a the
Contert Types Frebic darses T mictage.
Cookies
oy Conbant Types [ St et iam LI bt 1y 1024 Bites
Derry Wesssmge
rtrusion revention
Py Asem 5 aThe
] e |

Fireware 8.0

Fireware does not currently

support this

feature. You cannot migrate this parameter.
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Working with Proxies

WEFS 7.x

Safe Content > Allow only safe content

types

HTTP Proxy

Settings ~ Safe Content | WebBlocker Controls | WB: Schedule | 4| *

5

V' Allow only safe content types:

application-wls
audio/™

image/~

tead™

V¥ Deny unsafe path pattems:

Add... | Hemovel

Add | Hemovel

o]

Cancel |  Hep |

WEFS 7.x

Safe Content > Deny Unsafe Path

Patterns

V' Allow only safe content types:

HTTP Proxy

Settings ~ Safe Content | WebBlocker Controls | WB: Schedule | 4| *

5

application-wls
audio/™

image/~

tead™

V¥ Deny unsafe path pattems:

Add | Femove

o]

Cancel | Hep

Fireware 8.0

HTTP Response > Content types

Lonfiguration (predefined)

Ll T
Descrytions [Pt configuration for HTTP chert
[ e =] WP
Cogones
HTTP Rexpaest | Content Types Imj
[enersl Setingz Fass (simpie v
L Pt [
Cooramn ot
HITP Response [rehcationk juvascrigt
o lappmcatime. snoct vewsn. nasn
ol (|
—Contert Types [pessonctena
L ootins o
oy Contert Types als
Ot Massags oo
Ktrusites rresriion
Sraucy Alam
patiem: [ “51 | Rans |
Achint totige
1 malched - I M I Loa
Hone maiched: - I A F Leg
3 Cancel e |
Fireware 8.0
HTTP Request > URL Paths
= HTTP Proxy Configuration (predefined) x|
G (ewsea
DOSCHENON | fock condiguration for HTTF chent
R T e |
Categonae
S-HTTP ot =.m [ S
G Sntrg Fldesels {simgie view)
R Paing
Mok Frkds
Ausrortzation
P —
Gerers Setirgs
Heads Fekds
Cortaet Type:
Conttes
Ly Cortact Types
-
Ftnuzion freverton
Proxy Asrm
Praten: — | ||
Actions botake
et [w =] Ceen
Nae metched. 5 e s
oo R S|

Configuring the Incoming SMTP Proxy

This section illustrates how various parameters are configured in the incoming SMTP proxy in

WEFS 7.x and Fireware 8.0. Use this information as a guide when you create Fireware 8.0 policies
that mirror your WFS 7.x policies.
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Configuring the Incoming SMTP Proxy

WEFS 7.x Fireware 8.0

SMTP Properties ﬂ Edit Service Icon Properties ﬂ

Incoming | Outgoing ~ Propetties | Name:  [SMTP-proxy [ Enable
A S Palicy  Properties | advanced |
Properties:
Port | Protocol | Cliert Port | Service: SMTP-proxy
25 SMTP ignare Port | Protocal | Idle Tireout (secs) |
25 TCP default
Comments:
Service added on January 14, 2004 ;I
Comment:
Service added onWed Moy 24 06:52:22 PST 2004,
This service is proxied. There are global prowxy settings for
both Incoming and Outgoing connections. To access
these, use the ‘Incoming’ and ‘Outgoing’ buttons below. Prozy: |SMTP-Inc:0ming
Incoming... | Qutgoing... |
[~ Enable auto-blocking of sites using protocol anomaly detection. LG

Autoblocking Rules... | [~ Autc-block sites that stternpt to cornect
QK I Cancel Help

Ok Cancel Help

Clone the SMTP-Incoming Proxy Action

General

Some of this information is available in General > General Settings. The "Address Validation
(RFC-822 Compliance)” is now managed in General > Greeting Rules by the "Non-allowed
characters” rule.
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Working with Proxies

Address Patterns

WEFS 7.x

General |
Address Pattems

Incoming SMTP Proxy

Catego &niedfmm:
Addre PAIIowedfrDm:

e

Antivius | ESMTP | Content Types
Headers I Logging
Allowed to:
Denied to: ’
> 4

Add | Hemovel

o]

Cancel | Hep

Fireware 8.0

uration (predefied)

Name: (TP Ougaing

Descrptiont [Pt confiunation for cutipn SHTP

Calngories
o r— Ml From Change View
“Ganers! Settngs ¥ Biock Source Foules Addresses
Greeting Fuses
e [ ok 008 Craracters
ESMTP Setings s (sivple view)
Atncherts g
—Contert Types
P—
At
Berey Mssngn
rtruzion Pravention
PO — N R el |
Rrwete 2z [
Acons o e
Woremedchedt [Gary =] [ Amm e
o | el e

If there is a mixture of allowed and denied entries, you must change the ruleset view and apply
the different actions on a per-rule basis.
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Configuring the Incoming SMTP Proxy

Headers

WEFS 7.x

Fireware 8.0

General I Antivirus |
Address Pattems

Incoming SMTP Proxy ﬂ

ESMTP | Content Types |

Headers

Logging

Allow these headers:

X_' -
Received

From

To

oo

bee

Resent-To

Resent-cc

Resent-bcc

Resent-Message-|ID

Resent-Reply-To

Resent-From

Resent-Date

Resent-Sender

Message-1D

In-Reply-To

References

Keywords

Subject

Comments =l

— Add | Hemovel

Cancel |  Hep |

o]

Logging

WEFS 7.x

wnfupuration (predefined)

Home: - TP aoming

Dcecaiplion:.  [Picsont corfiuention for incominsg SMTP

Crtngories
T Ganeral Heacder s Changs Virw |
“Gomeral Snttegy Fruesets (simplo view)
=-ETMIP :’“‘ =
- Aurentealon R
—-AachmRnts -
Lo Tyoes [Fraccard Too
[ —— ffomcerved
5 Aswress [fuasent Lo
e From [Resent o
[FesertMe s sogedl
[Fesent-fephy-To
[Fresert-From
Deriy Mettage [Fiesert Dute ;I
rtrusion Prévention Paterr Aid I Remoe
Froocy and AY Al
A 0 teke
1 malched. ) = A I Log
Nena matchest - Fawm [l

o] ool | v

Fireware 8.0

Incoming SMTP Proxy ﬂ

General | Antivius | ESMTP | Content Types |
Address Pattems I Headers Logging

[V Log removal of unknown headers:

If enabled, unknown headers that are fittered by the proxy
will be logged.

V¥ Log removal of unknown ESMTP extensions:
If enabled. unknown ESMTP extensions that are filtered by
the prowy will be logged.

V¥ Log accounting/auditing information:
If enabled, accounting and auditing information will be

logged. This includes message transactions, message
receipts, and byte counts.

OK I Cancel Help

DOSCHRUON. ok coriguration for Incoming SMTP

Ctepories
- Ganersl Hnadnw Crrngs Vi
FGanarsl Sumrgs st (samgin varer)
SESMTE o ~
L psmTe Samrgs "
Attt -
Certert Typns :“"‘""
Flenaes s
PR e
Vot From Fresert.c
bemeort Bimegn 11
i T
- ¥
. Seserd Reph-To
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Working with Proxies

WEFS 7.x Fireware 8.0

X E
General | Antivius | ESMTP | Content Types | Dot [tk cordpeseon o o SHTF
Address Pattems I Headers Logging c":z

Ger Settings

[V Log removal of unknown headers:

If enabled, unknown headers that are fittered by the proxy
will be logged.
—

S-ESMTR

Conberd Types
V¥ Log removal of unknown ESMTP extensions: Fienaes
I enabled, unknown ESMTP extensions that are fitered by T hterom
the proxy will be logged. H—.::‘G
V¥ Log accounting/auditing information: ;"_'_";":(w

If enabled, accounting and auditing information will be trusion Prevention
logged. This includes message transactions, message Prosey dnd AV Alrmb
receipts, and byte counts.

0K | Caced | Hep |

“Log accounting/auditing information” is the "Send a log message for each connection request”
in General > General Settings.

WEFS 7.x Fireware 8.0

Incoming SMTP Proxy ﬂ L
General | Antivius | ESMTP | Content Types |
Loggin
Address Pattems I Headers gging S —
Grral Setngs Ko Temecnt

[V Log removal of unknown headers: L Esu"‘;""""-""

If_enabled. unknown headers that are filtered by the proxy MR x.;:. e — =3

will be logged. - "“"““":

" Limts
Conberd Types

¥ Log removal of unknown ESMTP extensions: Mnl;‘miw eore than il sk, e Firebon: derses the mezzage.

If enabled, unknown ESMTP extensions that are filtered by M From ¥ 58 the: e oo recigiends b k=

i Ml T 7 521 the maimuem s-mes size to =TT
) i - i 7 Setthe maimum el ine kengnts | TO0=] byles

v Log accounting./auditing information: Do oo

If enabled, accounting and auditing information will be trusicn Prevertion o ranaiicl e,

logged. This includes message transactions, message Frosiy s ltad

receipts, and byte counts.

17 [5end & 1o nesage far h connection requse
I T

QK I Cancel Help
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Outoing SMTP

Outoing SMTP

This section illustrates how various parameters are configured in the outgoing SMTP proxy in
WEFS 7.x and Fireware 8.0. Use this information as a guide when you create Fireware 8.0 policies
that mirror your WFS 7.x policies.

Clone the SMTP Outgoing proxy action

General
WEFS 7.x Fireware 8.0
Incoming SMTP Proxy ﬂ k|
General I Antivirus | ESMTP | Content Types I DSICHENON. [Pt corguraton for cutgong SMTP
Address Pattems Headers | Logging Categeries
Caeroral
Allow these headers: Gorerten Fules
£5MTF

P — PevRR—

Authertication
Received L soacrmats.
me Conberd Typos
To | i oo o thal vakse, S Fireba denies the message.
cc Ve From ¥ St ther s e reciierdsdo | 0]
bee e ¥ 5ot thes meorimum o-meol sze 90 =R
Resert-To vl 7 Setthe maimum el ine kengnts | TO0=] byles
E:::ngc v e[ bt e —
Resent-Message-1D P e A Msrm attack
Resent-Reply-To I Messsge D |7 Servar Raghse
Resent-From
Resert-Date I Send & ko resssages Kr sath connachon regqusst
Resent-Sender
Message-ID Coreal Hel
In-Reply-To III_I Q
References
Keywords
Subject
C it
Commerts =

Add | Femove |

0K | Caced | Hep |

“Allow these Header Patterns” is available in Headers.

“Idle” value is available in General > General Settings.
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Working with Proxies

Masquerading

WEFS 7.x Fireware 8.0

Outgoing SMTP Proxy ﬂ

General Masquerading | Logging |

Categories
= uerade Address P —_— = Corerm haait From
Domain name I Lesae Enatied] Actn | Naren ] =]
: g s - !
Substitute the above for these address pattems: R _
Content Type: e I
Tihenames
R |
Hendors : I
“hrirvirus |
Add | Femove | Omyumisan
Dont substitute for these address pattems: P s s
[ Alow  Dedmit
Fusas are ahwiay's tested in 109 10 bottom onder
o Corcel Hele
I Add | Femove | IR | e | M|

[ Masquerade Message IDs
[ Masquerade MIME boundary strings

0K | Caced | Hep |

Build Any patterns in the Address > Mail From ruleset under the "advanced view” (click "Change
View”). When you add a rule here, you have the option of specifying a "Replace” action. The
"Domain Name” listed in WFS is the value with which to replace it.

WEFS 7.x Fireware 8.0

Outgoing SMTP Proxy ﬂ

General Masquerading | Logging |

— Masguerade Address Pattems ———————————— o Gemer Gamoral Seltings
Grral Setngs e —
Caertiry Fues
Domain name I ESHTR you 3 ret
:’:w,‘mmz 7 et the trvwncad 0] eecends
Substitute the above for these address pattems: R i
Conberd Types
NH';':‘“‘ mone thar that vise, e Frebox denies the message.
W From [+ S the masimum gomd recigiends fo W
el 1 [7 5ot the maximum ¢-mel size o ET
Hender s
Arthvirus ¥ St the meimum e-med Ine lengintc. | 10 ] byles
I Add | Femove | Doy Mt g
Irtrusion Prevention
) Proy and AV Alrmg
Dont substitute for these address pattems:
’ T Send 8kog message Kr #6ch Connechion requst

I Add | Hemovel o] omt | _we |

[V Masquerade Message IDs

erade oundary stings

0K | Caced | Hep |
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Outoing SMTP

"Masquerade Message 1Ds” is not fully available in Fireware. You can rewrite the user 1D portion
of the Message 1D by enabling the "Message ID” checkbox in General > General Settings > Hide

E-Mail Server.

“Masquerade MIME boundary strings” is not available in Fireware. You cannot migrate this

setting.

Logging

WFS 7.x

Fireware 8.0

Outgoing SMTP Proxy

Genemll Masquerading Logging

v Log removal of unknown headers:

will be logged.

If enabled, unknown headers that are fittered by the proxy

V¥ Log Message-ID masquerading:
If enabled the original and replacement Message-1D
headers will be logged.

V¥ Log MIME masquerading

strings, as well as the replacement of the Content-Type:
header, will be logged.

[V Log domain masquerading

and MAIL FROM: commands will be logged.
™ Log accounting/auditing information:
If enabled, accounting and auditing information will be

logged. This includes message transactions, message
receipts, and byte counts.

If enabled, the original and replacemert MIME boundary

If enabled, the original and replacement domains in HELO

0K | Cancdl | Hep

=1 SHTP Prowey Configeration (predefined) E
Ve [ERTF-Dudpang
DeSCHPton [P touit conguration for outgoing SMTP
Categories
Cenerd e hange vew |
Genao Settings [y—
L peutts ron C
T — "
Autreetization L
T Frsert.To
Contert Typns
Faiuild, pacera 2.
LA !
Voot Froem me.m.:;:?u.
Ml T e ey
. Foxsert From
- Rasrd.Dote
ey e =
Ftrusion Prevertion P [ anll
Priicy and AY Msrms
ctions o ke
Mmched [iow =] I g
Mone matched =] ™ dorm Fux
Laow

=T

“Log removal of unknown headers” is the "Log” checkbox in the "None matched” action from

”Actions to take” within Headers.

"Log Message-1D masquerading” is not available in Fireware. You cannot migrate this setting.

“Log MIME masquerading” is not available in Fireware. You cannot migrate this setting.
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Working with Proxies

WEFS 7.x Fireware 8.0

Outgoing SMTP Proxy ﬂ X
General I Masquerading Logging | DRRCTPION Dot configuration for cutpong SMTP
Categories
¥ iLog removal of unknown headers: Geners hai From |
Gresrsl Settings e ]
If enabled, unknown headers that are fittered by the proxy
il =-LSMTF
will be logged. e —
- Authertication
¥ Log Message-ID masquerading: 5 Mm:

If enabled the orginal and replacement Message-1D Corbecl Tyses
headers will be logged.
V¥ Log MIME masquerading

If enabled, the original and replacemert MIME boundary Headors

strings, as well as the replacement of the Content-Type: :_'_"'":(

L . ill b IA“ "l Hl:mﬂ‘“ﬂﬂw ey
Prauy and AY Asrms

[V Log domain masquerading
If enabled, the original and replacement domains in HELO
and MAIL FROM: commands will be logged.

g accountung/audming Imormaton

If enabled, accounting and auditing information will be o | P | Hel

logged. This includes message transactions, message
receipts, and byte counts.

"Log domain masquerading” is available via the "Log” checkbox in the "Rule actions” section of
Address > Mail From for any rule that is added.

WEFS 7.x Fireware 8.0

f e
General I Masquerading Logging | Doacrition: Dt condguraton for ncomng SHTF
Categories
¥ iLog removal of unknown headers: m :ﬂ‘:::"ﬂ
Lﬂzbllzgésgknown headers that are filtered by the proxy L Esue;muﬂ-b-u e el
. ESMTF Sattrge
V¥ Log Message-ID masquerading: Ly oy metcstin .z’““m» EE
If enabled the original and replacement Message-ID I‘_’;;';;'svw‘
headers will be logged. L ssere e than thad vakse, e Firebax denies the meszage.
¥ Log MIME masquerading et E::xmrm T o
I gnabled. the original and replacement MIME boundary Hendkus SR e u\mEI. o
strings, as well as the replacement of the Content-Type: :"'::(W 3
header, will be logged. o e e ]
¥ Log domain masquerading Prascy and AY Alsrme ek -
If enabled, the original and replacement domains in HELO [~ Message O [ Servic Roks

and MAIL FROM: commands will be logged
Log accounting/auditing information:

If enabled, accounting and auditing information will be |I| P | Hel

7 Bend 8 13 message for #ach connaction requesl

"Log accounting/auditing information” is the "Send a log message for each connection request”
in
General > General Settings.
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FTP Proxy

FTP Proxy

This section illustrates how various parameters are configured in the FTP proxy in WFS 7.x and
Fireware 8.0. Use this information as a guide when you create Fireware 8.0 policies that mirror
your WES 7.x policies.

Clone the FTP-Client or FTP-Server proxy action.

WEFS 7.x Fireware 8.0

Make incoming FTP connections read Set the "Upload” "Actions to take” "If

matched:” and "None matched” to "Deny
E
Edit Service I P rties x
e | Ouigorg Propets | X

Name: FTP Mame: IFTP-proxy [¥ Enakle
Properties: A = I
i roperties
Port | Protocol | Cliert Port | gl i aclianeey I
21 FTP client Service: FTP-proxy
Part | Pratocal | ldle Timeout (secs) |
e 21 TCP default
Comment:
;I Service added on Tue Oct 26 09:42:11 PDT 2004,

This service is proxied. To access the local proxy settings,
use the "Settings’ button below.

] 4
1}

[~ Enable auto-blocking of sites using protocol anomaly detection.

Logging...
Autablocking Rules.. | ogging |

[~ Autc-block sites that stternpt to cornect
QK I Cancel Help

only
Ok I Cancel Help
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Working with Proxies

WEFS 7.x

Make connections ready only

FTP Properties ﬂ

Incoming |Outgoir1g I Properties I

Incoming FTP connections are
Enabled and Denied |id

D.in;.-

Add... | Hemovel
T
Do.in;.-

Add... | Hemovel
Logging... |

™ Auto-block sites that attempt to connect via FTP

o]

Cancel Help

WEFS 7.x

Deny incoming SITE command

FTP Properties ﬂ

Incoming Outgoing | Properties I

Qutgoing FTP connections are.y
Enabled and Denied |id

D Ay

Add... | Hemovel

D Ay

Add... | Hemovel
Logging... |

Cancel Help

Fireware 8.0

Make connections ready only

= FTP Prowy Configuration (predefined) x|
W [FTP-Chert
Descrigfon: it conniguraton for FIF chint
Categorse
foeneral [ Charge View |
Fludes (simple view)
[ooramiced -y
frecey Al :_
0
Pt [ | [
Acturn b takn
L e I ™  Log
Morw matched [ | I~ R Mg
lII_!“'"’ Q"”

Fireware 8.0

Restrict the SITE command from the allowed
list in the "Commands” ruleset.

x|
DOSCHENON | fock condiguration for FTP server
Categories
By a Chings Visrs:
ety (e view )
e provartcn
[Procey Al
Pt 4 e
Actions bo take
¥ matched m vl I Amm g
Lmoeat -1 (e s
(o ] cmon | v |
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FTP Proxy

WEFS 7.x Fireware 8.0

%

hguration (predefined)

v [P Sorver
¥ Make incoming FTP connections read only oK, Doscreton: Dot condiguraton for FIP server

- Hanl Cancel =
¥ Deny incoming SITE command _— @ : . Ltwoge view |
OICE F [P $£35I0n Imeou! Help

hopsosd FATL command
Idle timeout: 18003: saconds

frtruseon Prmmten

fProey Alam
Mote: Above geftings affect both incoming and outgoing connections.

™ Log incoming accourtingauditing information

™ Log outgoing accourting/auditing information

¥matched ey =] I Aem P g
Menemaiched Bey =] [ ke s

(o ] cmon | v |

Force FTP session timeout is not available in Fireware. You cannot migrarte this option.

“Log incoming accounting/auditing information”

Enable the "Send a log message for each connection request” checkbox.

WEFS 7.x Fireware 8.0

%

hguration (predefined)

v [P Sorver
¥ Make incoming FTP connections read only oK, Doscreton: Dot condiguraton for FIP server

™ Make outgoing FTP connections read only Categories
Cancel —
¥ Deny incoming SITE command [t

- L
¥ Faorce FTP session imeout Help ——

Idle timeout: 18003: saconds ::::--MMﬁn L LSS e

¥ Sl the msimem e ke lo | ] ke
¥ Set the mendmam paszword lengih to T bytes
R T T ——— [T1824 opes
¥ 52t the maximm commandine knginte. | 100 btes

fProey Alam
Mote: Above geftings affect both incoming and outgoing connections.

[ Log incoming accourtingauditing information
a7 0 ) 0 Tl 0 = L =)

I 7 Bend 8 13 message for #ach connection requesl I

(o ] cmon | v |
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Working with Proxies

WEFS 7.x

Fireware 8.0

FTP Proxy
¥ Make incoming FTP connections read only Ok

Cancel
[V Force FTP session timeout

Help
Idle timeout: 18003: saconds

Mote: Above geftings affect both incoming and outgoing connections.

™ Make outgoing FTP connections read only
¥ Deny incoming SITE command

™ Log outgoing accourting/auditing information

Limis

n-’s';-wmnw

7 Sl he i wserrame beggh s | 0] bdes

¥ Set the medmim password bength to T bytes

¥ St e s toaeen et | 1090 b

7 Setthe maxmm commangine knghto | 100 ptes
I Fﬁimmwmmm I
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