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1 GENERAL

This manual contains information about the CEM 05100 Ethernet communication adapter, which is
an adapter of the serial communication adapter (SCA) family for electronic electricity meters
manufactured by ABB AB. Throughout this manual the CEM 05100 Ethernet communication
adapter will be referred to as the SCA or the adapter.

The purpose of this manual is to give the user a good overview and understanding of the features
the CEM 05100 Ethernet communication adapter offers.

WARNING! The voltages connected to the SCA are dangerous and can be lethal. Therefore it must
be insured that the terminals are not touched during operation. When installing the SCA all voltages
must be switched off.

Note: The adapter is equipped with a positive temperature coefficient (PTC) thermistor for overload
protection.

2 PRODUCT DESCRIPTION

The CEM 05100 Ethernet communication adapter is an ABB serial communication adapter product
that enables automatic meter reading (AMR) of an ABB electricity meter over an ethernet network
using the standard TCP and UDP protocols. Like all other ABB serial communication adapters, the
ABB Ethernet communication adapter have the size of 2 DIN-modules and follows the ABB’s pro M-
standard, which defines mechanical dimensions, way of mounting (35 mm DIN-rail) and design
outlook. Furthermore the adapter follows and meets the safety requirements of DIN EN 50090-2-2.
The ABB Ethernet communication adapter does also have a built-in web server which provides
easy access of meter data and simple adapter configuration with an ordinary web browser.

21 PRODUCT OVERVIEW
The different parts of the SCA are depicted below.

Figure 1: SCA parts.
1. RJ-45 Ethernet connector.
Reset port.
Label with the type designation and MAC address.
Terminal for connecting power.
Infrared communication port
Status LED

L N
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2.2 TYPE DESIGNATION

Below are tables with explanation for all positions in the type designation for the SCA.

Type

Media

Protocol

Supply voltage

Optional functionality

Table 1: Type designation of ABB Serial Communication Adapters.

3 INSTALLATION

1.
2.
3

Disconnect the power supply.

Strip the wires and connect them to the top terminals of the SCA.

Connect the Ethernet cable to the RJ-45 LAN interface of the SCA, which is located on the
bottom of the SCA.

Place the SCA to the left of the meter and snap it on the DIN-rail.

Verify that the SCA is correctly wired and the voltage is according to the technical
specification before the power is turned on.

Verify that the status LED is green to ensure power on and an active network link

#‘

Figure 2: Installation of the SCA.

Page 4 of 16



3.1 STATUS LED

The status LED, part 6 in figure 1, indicates the state of the SCA. The chart below describes the
state of the SCA and how the status LED indicates this.

Status LED SCA Status

Green Link has been established and OK.
Flashing Green Transferring data.

Off No link established or power off
Red Fatal Error.

Table 2: Table over the status LED indication.

4 TROUBLE SHOOTING

Status LED Cause Corrective actions

Off No link. Please check the connection of
the network cable.

Off No power to SCA. Please check the connection of
the power line.

Red Fatal error. Please contact your dealer.

Table 3: Trouble shooting guide.

41 RESET PORT

The SCA is also equipped with a Reset port, part 2 in figure 1, which can be used to perform a soft
reset or a factory reset. Reset is performed by short circuit the two holes in the reset port. Below
follows a description over the different reset procedures and how these are performed.

411 PREPARING FOR RESET

Find a piece of hard electric wire, a paper clip or a similar tool which will fit through the holes of the
reset port. Make sure the tool enters the two holes in a straight line to a depth of approximately 7
millimeters from the entrance point.

41.2 SOFT RESET

Performing a soft reset means resetting the SCA without restoring the settings of the adapter to the
default factory settings. To perform a soft reset, short circuit the reset port with e.g. a paper clip,
until the status LED starts flashing red. Immediately remove the short circuit before the status LED
stops flashing.

41.3 FACTORY RESET

Factory reset means the SCA restores the default factory settings of the adapter. To perform a
factory reset, short circuit the reset port with e.g. a paper clip, until the status LED starts flashing
red. Keep the short circuit active approximately ten seconds until the status LED stops flashing and
starts outputting a steady red light.
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5 TECHNICAL DATA

Network Protocol and Standards Compatibility
Data protocols:

Power Supply

Nominal voltage:

Voltage range:

Frequency:

Power consumption:

Terminal wire area:
Recommended tightening torque:

Mechanical Data
Casing material:
Protection class:
Weight:

Environmental Specifications
Operating temperature range:
Storage temperature range:
Humidity:

Interface Specifications
LAN:

TCP/IP, UDP, DHCP.

100-240 V AC

-20 % to +15 % of nominal voltage.
50/60 Hz £ 5 %

0.80 VA at 230 V AC, 50 Hz.
0-25mm?

0.5Nm

Polyamide
IP 20
90g

-40 °C to +55 °C

-40 °C to +70 °C
75% yearly average
95% on 30 days/year

10BASE-T, 10 Mbps

Connection interface: RJ-45

Standards

Safety: DIN EN 50090-2-2.
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5.1 DIMENSIONS

The physical dimensions of the SCA are displayed below.

.
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=

Figure 3: The physical dimensions of the SCA.

6 AUTOMATIC METER READING

The ABB Ethernet communication adapter provides Automatic Meter Reading (AMR) using M-Bus
protocol over UDP or TCP over a network. This is done transparently without altering the original M-
Bus telegrams. Please note that the shortest time between readouts is different depending on the
type of the electricity meter; please refer to the User’s Manual of the electricity meter for more
information.

7 THE WEB SERVER

Besides providing communication with an AMR-system the ABB Ethernet communication adapter
does also have a built-in Web-server that enables static meter reading over a network using an
ordinary web browser. The web-server provides an easy interface to configure the settings of the
adapter and its users and privileges. The adapter’s IP-address can be assigned either statically or
dynamically by a DHCP-server.

All quantities that can be readout by using the M-Bus protocol on the AMR part of the adapter can
be readout on the built-in web server except the features that are listed below.

e Load Profile Values.
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e Maximum Demand.
e Voltage Event Log.
e  Current harmonics.

Please refer to the User’s Manual of the electricity meter for more information of what quantities can
be readout depending on the type of electricity meter.

7.1 ACCESSING THE WEB SERVER

This section will describe how to access the built-in web server in ABB Ethernet communication
adapter.

To access the SCA for the first time, the IP-range of the local area network used must be
192.168.1.x, with 192.168.1.10 free for the SCA to use.

Open a web browser and type the IP-address (default: 192.168.1.10) of the ABB Ethernet
communication adapter in the web browsers address field.

<2} about:blank - Microsoft Internet Explorer provided by ABE =] 3
File Edit Wwiew Favorites Tools Help ﬁ
= Back v o= - (23 ﬁ | @Search [EgFavori res A | %v = E -
address | 192.168.1.10 =] @ea | Links

=1

&) Done [ | % nkernet >

The page will appear like the one below. The quantities of the electricity meter are being loaded into
one page. This process might take a few moments depending on how much data the electricity
meter transmits. The quantities that appear will be different depending on the model of electricity
meter.

A list of links to every frame received from the meter is located above each frame to make browsing
larger amounts of data easier. A new meter-readout will only occur after a user clicks the Read
meter link again, not while browsing the received meter-data through the list of links to the different
frames.

Page 8 of 16



=3 http://192.168.1.10/static?path=/newsite /meterdata/ - Microsoft Internet Explorer provided by AEE — 18] =]

File  Edit Wiew Fawvorites Tools  Help | :f

@Back - O - lﬂ @ L;‘_j |;jSearch ‘(;'fr\\'{Favorites @ [‘f’:- ;_, - J ﬁ !2

Address I@ http:ff192, 168, 1. 10/ static? path=/newsite/ meterdata) ;I Go | Links ¥
-

ALEDER . .
productivity
FRAEPEP o -coter woria™

abb.com

Read meter Add user List users Module setup About

Send energy reset

Mote: Only administrator-level users can send an energy reset if the ethernet module has users enabled. -

1.2.3.4. 5. 6.7 . 8..2..10 11,12 131415 16,17 ..18...19...20. ..

Top
Frame 1

ABB Electricity Meter
Serial Murmber: O0271598

Energy, Active import

0 kwwh
Tariff 1: O k\Wh
Tariff 2: O kiwh

Tariff 3 0 k¥WWh e |
|@ Opening page htkp: [f192, 168, 1, 10fstatic?path=fnewsitefmeterdatay. .. |I ,7 ,7 lilili |° Internet >
7.2 ODINSINGLE ENERGY RESET
The Read meter-page of the SCA also has a button to reset the resettable energy-register in the
ODINSsingle electricity meter. This button only has an effect on electricity meters with resettable
energy registers. Other meters will ignore the command.
eBack - l\-) - @ @ :_;j pSearch "E,'r'n‘_:("Favorites {Z‘}‘ Bv .,;,, - _J ﬁ !2
address |@ http: /{192, 168.1, 10/ static?path=/nevsite/meterdataj = Go |Links

‘l I. .. ower a H LHCTIWT
PRIPED UL
abb.com

Read meter  Add user  List hodule s

Send energy reset |

Maote: Only administrator-level users can send an energy reset if the ethermet module has users enabled.

If one or more users are added to the SCA, only an administrator can issue an energy-reset. If no
users exist, then anyone can issue the command.

7.3 USER AND SECURITY MANAGEMENT

This section will deal with the user management feature in the ABB Ethernet communication
adapter. It will discuss how to add and remove users and setting their privileges and settings.

Three kinds of users can be added to the SCA:
e Administrator
e Guest with login
e Guest without login

The administrator has full access to every webpage and function in the SCA. The other two types
can only access the Read meter and About pages. The difference between the two guest types is
that guest with login requires a username and password to access the SCA, while guest without
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login requires neither. The guest without login type means that only an administrator can change
settings, but anyone can access the meter-data readout.

7.3.1 SECURITY

From a security-perspective, the SCA is designed to be used in a private network. It is not intended
to be used in a public network like the Internet.

7.3.2 USER ADDING AND LOGGING IN

Enter the Add user menu and add a user by filling in the fields below and submit. Please note that

once the password is set it is non-recoverable, therefore save the password and keep it in a safe
place.

a http://192.168.1.10,/static?path=;/newsite /adduserpage, - Microsoft Internet Explorer provided by ABE ;|g|5|
File Edit ‘iew Favorites Tools  Help | a.
eBackva @ @ \{;j‘pSearch *Favorites @|é’gv%dﬂg
Address I@ http: /{192,168, 1. 10/skatic?path=jnewsitefadduserpagef j &G0 |Links 3
B
AL b ED

Power and productivity
"I' I. for a batter world™

abb.com

Read meter  Add user L 5 Module setup  About

Add new user

User name: I
Mew Password: I
Retype Password: I

Access Level: -—- -

Submitl Cancel |

| Kl

@ Done ’_ ’_ ’_ ’_ l_ | 1rternet

If everything is done correctly, the following message appears.

3 http://192.168.1.10/ static?path=/newsite /adduser &uid=klillas&pwd =b¥WFocw==&pwd2=bWFocw=—=&level i ] ]

File Edit Wiew Favorites Tools  Help |a’

eBack - o - @ @ \/_h pSearch *Favorites @‘ E;—:z' h.l\__\; I_J ﬁ g 9

Address I@ hktpefi192, 168.1.1D,I'static?path=°fo2Fnewsite%2Fadduser%2F&uid=Hillas&pwd=bWFDcW%SD%SD&pwd2=bWFDcw%3D%3D&Ij Go | Links **

-
“ I. I. Power and
productivity
"I. I. for a better world ™

abb.com

Read meter  Add user  List 'S o n About

User added.
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Restart the web browser and a login window will appear. Login with username and pass.

Connect to 192.168.1.10 d |

CEM 05100, Guest - click Ok
User narme: IE j
Password: I

I~ memember my password

oK I Cancel

7.3.3 GUEST WITHOUT LOGIN USER-TYPE

A guest without login-type user can be added to the system, no username and password is required
to be entered when creating this type of user.

Access Lavel: |——— j

Submitl Cancel |

Guest without login
Guestwith login
Adrministrator

To login as this type of guest, click OK without entering any login information when prompted. If a
user tries to login a few times, or if Cancel is pressed, then the following page appears, explaining
how to login without a password. This page also appears even if the SCA only accepts users with
login information.

<3 http://192.168.1.10/static?path=/newsite listusers/ - Microsoft Internet E ] 4

File Edit ‘“ew Favorites Tools Help | ﬁ.’

eBack =) IJ \g ._lj P Search ‘}\(Favorltes {‘3 e ==

Address [ http:/192.168.1.10]staticpath={newsitelistusers] RaN= |Link5 »
=l

401 Authorization Recpuired

Important information!

If Guest is enabled on this server, srou can access the meter- and about-pages if you leave the username and password
blank when logging in.

7.3.4 REMOVING USERS

Click on the List users link, and use the Next user button until the correct user is shown. Click
Remove to remove the selected user. The List users list will reload, but without the deleted user in
it.
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3 http://192.168.1.10,/static?path=/newsite/listusers, - Microsoft Internet Explorer - | O | il

File  Edit Wiew Favorites Tools  Help | E.'
@Back - l\) - @ @ :_h ‘pSearch “z"’_\fFavontes @‘ Ezr_-gv ““5:»"’ ™ I_J ﬂ >
Address |@ hktp: /192,168, 1. 10/static?path=/newsite/listusers/ | 5o |Links i

=

“ I. I. Powear and
productivity
" I' I. for a better world™

meter  Add user  List users  Module setup  About

Users

Uzername:  klillas
Password, =
Access level: Administratar

Remaove

Next user

i

7.4 CONFIGURING ADAPTER SETTINGS

This section will describe how to configure the ABB Ethernet communication adapter’s IP-address
both statically and by a DHCP-server.

7.41 ASSIGNING IP-ADDRESS STATICALLY

Enter the Module Setup by clicking on the Module Setup tab. Uncheck the Enable DHCP check box
and enter the information for static IP-address.

ADRD ..
productivity
FRipir

for a batter world™

Read meter  Add user  Listusers  Module setup  About

Module Setup

Enable DHCP -

IP address IW
Metmask: IW
Default gateway: IW

Fort number M-BusTCP: IEDZ]
Part nurmber M-BusiUDP: |21

HTTF port number IBD
AMR timeout: 120
Save and restart | Fesetchanges |

Factory reset |
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Click Save and restart to send the new settings to the SCA. The SCA reboots automatically and
implements the new setup. Wait a few seconds before attempting to access the ethernet module

again.

‘l I. I. Power and
productivity
" I' I. for a batter warld™

Read meter  Adduser  List users  Module setup  About

New settings received

The device will be rebooted. Please wait for ten seconds
before attempting to access the device again.

7.4.2 ASSIGNING IP-ADDRESS THROUGH DHCP-SERVER.

Click on the Module Setup link and check the DHCP checkbox. The IP settings will then be
received from a DHCP server when the SCA is restarted. Click the Save and restart button to save

changes and restart the module.
a http://192.168.1.10/static?path=/newsite /modsetup/ - Microsoft Internet Explore = | Ellll

File Edit Yiew Favorites Tools Help |'?

@Backv@v D @ Lh|pSearch i\r‘?Favorites @|B';'L‘Jﬁ i

Address I@ http:ff192.168.1, 10/static?path=/newsite/modsetup/ j Go | Links *

>
=
“ .. .. Power and
productivity
" .' .. for a better world™

Read meter  Add user  List users  Module setup  About

Module Setup

Enable DHCP: ~

IP address: IW
Met mask: IW
Default gateway: W
Paort number M-BusTCP: IW

Part number M-BusfUDF: |21—

HTTP port number: IBD—

AMR timeout:

ra
=

Save and restart I Reset changes |

Factany reset |

The following message appears if the setup was successful:
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‘l I. I. Powwar and
productivity
Mipmw

for a batter warld™

Fead meter  Add user  List users  Module setup

New settings receivedl

The device will be rebooted. Please wait for ten seconds
before attempting to access the device again.

7.43 TIMEOUT CONFIGURATION

Ahout

The AMR timeout in the Module setup page of the SCA is a way to ensure that a connected
electricity meter communicates in only one way at any given time: UDP, TCP or via the web server.
The timeout is locked to one protocol, and is released either when the protocol closes the
connection or when the timeout limit is reached. If the AMR timeout is set to 120 seconds, then the
maximum time which the SCA waits for more communication is 120 seconds. If the timeout is
reached, the SCA closes the connection and returns to wait for new connection attempts.

A special setting in the timeout, O seconds, can be used to lengthen the timeout period to
approximately 6 hours for UDP and TCP, and 255 seconds in case of an http connection.
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8 ABBREVIATIONS AND ACRONYMS

10BASE-T

DHCP

IP

IP Address

LAN

MAC address

Mbps

Netmask

SCA

UTP

IEEE 802.3 specification for 10 Mbps Ethernet over twisted pair wiring.

Dynamic Host Configuration Protocol, An Ethernet protocol specifying how a
centralized DHCP server can assign network configuration information to multiple
DHCP clients. The assigned information includes IP addresses, DNS addresses,
and gateway (router) addresses.

Internet Protocol, The main internetworking protocol used in the Internet. Used in
conjunction with the Transfer Control Protocol (TCP) to form TCP/IP.

A four-byte number uniquely defining each host on the Internet. Ranges of
addresses are assigned by Internic, an organization formed for this purpose.
Usually written in dotted-decimal notation with periods separating the bytes (for
example, 192.168.1.10).

Local area network. A communications network serving users within a limited area,
such as one floor of a building. A LAN typically connects multiple personal
computers and shared network devices such as storage and printers. Although
many technologies exist to implement a LAN, Ethernet is the most common for
connecting personal computers.

Media Access Control address. A unique 48-bit hardware address assigned to
every Ethernet node. Usually written in the form 00:03:47:D8:AE:3A.

Megabits per second.

A number that explains which part of an IP address comprises the network address
and which part is the host address on that network. It can be expressed in dotted-
decimal notation or as a number appended to the IP address. For example, a 28-bit
mask starting from the MSB can be shown as 255.255.255.192 or as /28 appended
to the IP address.

Serial Communication Adapter

Unshielded twisted pair. The cable used by 10BASE-T and 100BASE-Tx Ethernet
networks.

9 CONTACT INFORMATION

ABB AB

P.O. Box 1005

SE-611 29 NYKOPING

Sweden

Tel: +46 - 155 295000
Fax: +46 - 155 288110
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