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As part of the learning process the instructor had the class utilize both a virtual environment with VMware Work
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Note: Various internet sources were used to compile this document as a useful means to hopefully painlessly
setup and run a basic Windows Server 2008 R2 setup and networked installation and also as a means to show
what had been taught in class.



Part 1. a. System Requirements

Processor

* Minimum: 1 GHz (x86 processor) or 1.4 GHz (x64 processor)
* Recommended: 2 GHz or faster

Note: An Intel Itanium 2 processor is required for Windows Server 2008 for Itanium-Based Systems.

Memory

* Minimum: 512 MB RAM

* Recommended: 2 GB RAM or greater

* Maximum (32-bit systems): 4 GB (Standard) or 64 GB (Enterprise and Datacenter)

* Maximum (64-bit systems): 32 GB (Standard) or 1 TB (Enterprise and Datacenter) or 2 TB (Itanium-
Based Systems)

Available Disk Space

* Minimum: 10 GB
* Recommended: 40 GB or greater

Note: Computers with more than 16 GB of RAM will require more disk space for paging, hibernation, and
dump files.

Drive

DVD-ROM drive

Display and Peripherals

» Super VGA (800 x 600) or higher-resolution monitor
» Keyboard
* Microsoft Mouse or compatible pointing device

Part 1. b. Lab Test System

OS: Windows Server 2008 R2 Enterprise Service Pack 1
Type: Generic PC

Mother Board: MSI KO9AGM2 (MS-7327 (v1.x)
Processor: AMD Athlon 64 3500+ 2.19GHz

RAM: 4 GB

GPU: NVIDIA GeForce 8500 GT

HDD: 80 SATA and 160 SATA



Part 2. Setup and Installation

A Basic Install

After booting up from your install disk, you will arrive at a language and preferences screen.
Once you have chosen those options, you get to the Operating System Selection page. Depending
on your license and the purpose of your server, there are a variety of options to choose from. For
our purpose today, we are going to choose the Enterprise (Full Installation) version.

Select the operating system you want to install

Windows Server 2008 R2 Standard (Full Installation)
Windews Server 2008 R2 Standard (Server Core Installation) 7/14/2009

Windows Server 2008 RZ2 Enterpnse (Full Installation x4 171472009
Windows Server 2008 R2 Enterpnse (Server Care Installation) 771472009
Windows Server 2008 R2 Datacenter (Full Instaliation) 7/14/2009
Windows Server 2008 R2 Datacenter (Server Core Installation) 7/14,2009
Windows Web Server 2008 R2 (Full Instsllstion) 7/14/2009
Windows Web Server 2008 R2 (Server Core Installation) 7/14/2009

Description:
This option installs the complete installation of Windows Server. This installation includes the entire
user interface, and it supports all of the server roles.

2 Installing Windows

We get to read the standard End User License Agreement.



Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2008 R2 ENTERPRISE
Thesa licensa terms are an agreement betveean Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

updates,

supplements,

Internet-based services, and

support services

™ 12ccept the license terms

1 Collecting information 2 Installing Windows

Since we’re doing a base install and not an upgrade, so we choose the Custom (advanced) option.



Which type of installation do you want?

Upgrade

_ Upgrade to a newer version of Windows and keep your files, settings, and programs,
The option to upgrade is only svailable when an edsting version of Windows is
running. We recommend backing up your files before you proceed.

Custom (advanced)

Install 2 new copy of Windows. This option does not keep your files, settings, and
programs, The option to make changes to dizks and pantitions is available when you
start your computer using the installation disc. We recommend backing up your files
before you proceed

Help me decide

 —

1 Collecting information 2 Installing Windows

We’ve got a blank 24 GB disk, so we’re just going to install it there. If you want to create a
partition out of the available drive space or reformat a drive, then choose Drive options
(advanced).



Where do you want to install Windows?

| Name

$9 Refresh Drive options (gdvanced)
&* Load Driver

A

1 Collecting information 2 Installing Windows

Windows will take a little while with your install, and reboot a few times.



Installing Windows...

That's all the information we need night now. Your computer will restart several imes dunng
installation.

o Copying Windows files

/ Expanding Windows files

W Instatiing features

o Installing updates
Completing installation ...

]

1 Collecting information 2 Installing Windows

Once the install is finished, we’re prompted to change our password before logging in.



j X ) Theuser's password must be changed before lagging on the first time

»/ Windows Server200s
Enterprise

Windows requires that you have a strong password, seven characters long with at least three of
the four following: uppercase letter, lowercase letter, numeral, or symbol. You’ll want to make

sure you write it down somewhere for now, because if you forget it later, the entire install will
have to be re-done.



Administrator

Create » password reset digk..

-/ Windows Server 2008
Enterpnse

The Initial Configuration Tasks window pops up as soon as you logon. You could also type in
Oobe.exe in the Command Prompt to arrive here.



-,
Perform the folowng tasks to configure this server

E Windows Server 20082

a Provide Computer Information

?\ Activate Windows Product 1D: Not activated
) Set tme zone Time Zone: (UTC-08 00) Paciic Teme (US 8 Canada)
s' Configure networking Local Area Connection: |Pv4 address assigned by DHCP . IPvE enabled
* Provide computer name and full Computer Hame:  WINSVIONIBYLIY
doman Workgroup: WORKGROUP
@ update This Server W uistng your Windows server
& Enable automatic updating and Updates: Not configured
feedback Feedback: Windows Emor Raporing off
Not paticipating in Customer Expadence Impeovemernt Program
&) Download and stal updates Checked for Updates:  Never
Installed Updates: Navar
d Customize This Server ﬂ Custoayzing your server
1 A ol ol Alaaa

ﬁ Specéying computer information

™ Do not show this window at logon

oed & & S[H

One of the first things we want to correct is the time, so choose Set time zone. Make sure that you
set the time zone first, because the date and time will shift after.




gP Date and Time

ﬁ Perform the folowng tasks to co

a Provide Computer Infor
TN Actvate Windows

= SﬁMﬁe

5_‘ Configure petworking

Provide computer name and
* doman

a» Update This Server
g Enable automatic updating and
feedback

-—

Date and Tme | Additonal Clodks | Internet Time |

Date
Saturday, November 14, 2009
Time:
11:47:39 PM
Time zone
(UTC-08:00) Pacific Time (US & Canada)

Daylight Saving Time begins on Sunday, March 14, 2010 at 200 AM. The

clock is set to go forward 1 hour at that time.
¥ Notify me when the clock changes

&)’ Download and stall updates Get more time zone information onling
How do | set the clock and time zone?
g(.'ustnmizelhi‘;Sewm | o I ok l ey,
1 A ol o e} |V
™ Do ot show this window at logon o |
ol B & A

Next we want to choose Configure Networking. The first server installed in a network needs to
be a Domain Controller, and since they require a static IP, we are going to need to set one up
now. Double-click on Local Area Connection, and once the information box pops up, click on
Properties.



RY Initial Configuration Vasks

Not +
Wirk
Not

New
N

E7 tetwork Connections

‘(-X ) |5 - Netw... «Networ... -

i x
R~ 2 Gmud'
| Connection
Pv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 00:57:34
Speed: 1.0 Gbps
Activity
‘ -~
Sent —— &g ——  Received
4
Bytes: 7123 | 6810
(o] _#osse | oupoe |
Close I
|
.‘. Add anlen ISu—
I™" Do not show this window at logon

o B @ § [

12:23 AM

‘* R ® 5000

Click on Internet Protocol Version 4 in the Networking box, then click Properties. Change the
radial button to Use the following IP address: and then enter the settings for your specific server
and network IP addresses. When you’re finished, click OK to save those settings.



Chert for Microsoft Networks
¥ JB100S Packet Scheduler
¥ 281 Fle and Prirter Shanng for Microsolt Networks

- Intemet Protocol Version 6 (TCP/1PvE)

; ot | - L (TCP /!

RO FTOOCOY versx

4 Unic-Layer Discovery Mapper O Diver
¥ 4. Unk-Layer Topology Discovery Respander

Finished!



Part 3. Adding Roles

1. Installing Active Directory Domain Services (AD-DS) with DNS

In Windows Server 2008, unlike previous server operating Systems, there is an additional step that needs
to be taken before running DCPROMO to promote the server to Domain Controller and installing Active
Directory on it. This step is the installation of Active Directory Domain Services (AD-DS) role on the

server. In fact, the AD-DS role is what enables the server to act as a Domain Controller, but you will still
need to run DCPROMO the regular way.

Server Manager/Initial Configuration Tasks

Roles can and should be added from Server Manager (but they can also be initiated from the Initial
Configuration Tasks wizard that auto-opens the first time you log on to the server).

1. Open Server Manager by clicking the icon in the Quick Launch toolbar, or from the Administrative
Tools folder.

2. Wait till it finishes loading, then click on Roles > Add Roles link.

¥ sepeer Manager

=10 x|
| Fle hcton  Vew Help

D e ey

[ 5 ol

+ Feabres =
[+ g Dugnastics o Wi the health of the robs reialed on your seroer and add of remave roles and features.
& ] Configuration ¥
Y E’S.ium
= Holes Summary ERnh&.-nrrHeh
| Mobes: 0 of 17 watabed o

b Femuked Foies

C3 Last Refresh; 5/20/2008 7:3:35FM  Configure refesh




3. In the Before you begin window, click Next.

Next.




5. In the Active Directory Domain Services window read the provided information if you want to, and then
click Next.

ﬁ.‘l' Active Directory Domain Services

Befiore You Begn Introduction o Active Directory Domain Servioes

Server Rokes Active Cirectory Doman Servces [AD D) stores mformabion sbout vsers, computers, and ofher devices on the
nebwork. AD 05 el adminstators seourely &Iﬁﬂmlﬂﬁcﬁumiﬂw

_ mm“‘mmummtmmmmuw

Exchange Server arad for other ‘Windows Server technologes such as Group Pobcy,

Confrmalion

Prosrene Thimgs bo Hote

Resits i Tohelp ensure that users can st log on to the nebworic i e case of & server outage, instal a minimus of

v ey eonfrolers for 8 domain,

i AD DS reguires 3 DNS server io be restalsd on the networks 1F you do ot have 3 DNS server installed, you
will be prompbed b irstad the DS Server roke on this server,

i Afber you instal the AD DS role, use the Acthve Directory Domain Services Instalabon Wizand
(doproma. ) to make the server a fully furctional domain controller,

i Iretaling &0 DS vell slso install the: DFE Namespecss, DFS Repicabion, and Fie Repicaton servioes wiech
are required by Directory Service.

Additional Information

Dverview of AD 06
Irstaling AL DS
Conmeon Confiounstons for AD DS

-:mml Pmrtz-él insead I Cancel |

6. In the Confirm Installation Selections, read the provided information if you want to, and then click Next.

x|
ﬁ Confirm Installation Selections

Before
::'m To irstall the following roles, role services, or features, dick Insial,
Active Directory Domain Senaoe ml
(1) Thos sarver might reeedd o be restarted sfter e retalston compietes,
Progress = Active Directory Domain Services
Resuts (jj Afinr you nskall the AD D5 rols, use S Active Dirsctory Dosain Servioes Tnstallation ‘Wezard

fdcprome.ens] o make e server 8 Ally funchonal domain confroller,

-:nrml Mext > | :hhlél Caroel i




7. Wait till the process completes.

-mmﬂ
The following roks ssrvices were instabed:

Actree hrectory Domasin Comtroller

m Eﬂ-u—mmm Trestallation Wizard (doromn. exe) tn make the server &

Chose this wizard and leunch the Actrve Directory Domain Services [nstallston Wizard (depromo exe.




9. Going back to Server Manager, click on the Active Directory Domain Services link, and note that
there's no information linked to it, because the DCPROMO command has not been run yet.

(B servermancger =lo) x|
| Fle hcton  Wew Help
| *m H
D e ey
= g
rﬁkﬂ:hmrw& =

¥ | Fealres o Vi the health of the roles rataled on your server and add or remove fols and features.
B @ Dagnastics ¥
B | Configuration i
1+.E=5r:l'nq! = Holes Summany H Holes Summary Help

=l Roles: 1of 17 rwtabed i Add Riodes

=
_ T Remowe Roles
9 mﬁm%mm

= Agtive Direciony Domain Senncoes H Al 5 Hedp

Stones directony data and manages communication between users and domains, induding user logon

processes, authentication, and dreciory seardhes,

) mole Statms [ &m:memem-.-num

i epeages: 1
ll | _pJ Lo Last Refresh: 62002008 T:534:21 FM  Configure refesh
I

10. Now you can click on the DCPROMO link, or read on.

To run DCPROMO, enter the command in the Run command, or click on the
DCPROMO link from Server Manager > Roles > Active Directory Domain Services.

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

I depromaol j

'@ This task will be created with administrative privileges.

Browse... |




2. Depending upon the question if AD-DS was previously installed or not, the Active Directory Domain
Services Installation Wizard will appear immediately or after a short while. Click Next.

i_'l Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directony Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Mext.

[T Use advanced mode instaliation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

¢ Back I Nad,\} I Cancel

bl

Note: The Advanced features of DCPROMO will be discussed in a future article.



3. In the Operating System Compatibility window, read the provided information and click Next.

@ Active Directory Domain Services Installation Wizard

Operating System Compatibility =
Improved securty settings in Windows Server 2008 affect older versions of ==
Windows &

1 Windows Server 2008 domain cortrollers have a new more secure default for the
securty setting named " Allow cryptography algorithms compatible with Windows NT
4.0." This setting prevents Microsoft Windows and non-Microsoft SME "clients” from
using weaker NT 4.0 stvle cryptography algorthms when establishing securty channel
sessions against Windows Server 2008 domain controllers. As a result of this new
default, operations or applications that require a security channel serviced by
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients” and network-attached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earier than Vista with Service Pack 1 are also impacted., including domain
join operations peformed by the Active Directony Migration Tool ar Windows
Deployment Services.

For more information about this setting, see Knowledoe Base article 542564
(http://go microsoft.com.Awlink./?Linkld=104751).

< Back Mext = Cancel




4. In the Choosing Deployment Configuration window, click on "Create a new domain in a new forest"
and click Next.

@ ! Active Directory Domain Services Installation Wizard x|

Choose a Deployment Configuration : E

You can create a domain controller for an existing forest or for a new forest. =]

" Existing forest

% &dd a domain cantroller boran existing domain

£ Create a new damait it am existing forest
Tihiz semern will become Hie first domain cantraller i the new damait;

{* Create a new domain in a new forest;

Mare about possible deployment configurations

< Back Mext = Cancel

Note: It's possible that the Administrator password was not set; a dialog box may pop up after pressing
next, in which case you will need to go to the Computer Management Console to set the administrator
password.

1. Start > Administrative Tools - Computer Management

2. Locate and click on Local Users and Groups

3. Find and right click on Administrator. Select Set Password and then type in a password.
4. You should now be able to proceed with the DNS installation.

Keep in mind that you are more than likely logged in as ‘@’ user administrator account and not the actual
Administrator account that’s referred to in the dialog. These are two separate things and shouldn’t be
confused. The local users and groups will move to Active Directory Users and Computers once DNS
has completed installing and will no longer be found in Computer Management.



5. Enter an appropriate name for the new domain. Make sure you pick the right domain name, as
renaming domains is a task you will not wish to perform on a daily basis. Click Next.

i_'l Active Directory Domain Services Installation Wizard x|
The first domain in the forest iz the forest root domain. s name is also the name of L5 =
the forest. . r

Type the fully qualfied domain name (FADMN) of the new forest root domain.

FQDM of the forest root domain:
petrlab local

Example: corp.contoso.com

< Back Cancel

Note: Do NOT use single label domain names such as "mydomain” or similar. You MUST pick a full
domain name such as "mydomain.local" or "mydomain.com" and so on.



The wizard will perform checks to see if the domain name is not already in use on the local network.

MName the Forest Root Domain

The first domain in the forest is the forest root domain. s name is also the name of
the forest.




6. Pick the right forest function level. Windows 2000 mode is the default, and it allows the addition of
Windows 2000, Windows Server 2003 and Windows Server 2008 Domain Controllers to the forest you're
creating.

i_'l Active Directory Domain Services Installation Wizard x|

Set Forest Functional Level = | =
Select the forest functional lewel.

Forest functional level:
Windows 2000 j

VWindows Server 2003

Wlndnws SEWBT

Services features that are available in Wnduws ZD[PD Senrer If you have domain
controllers running later versions of Windows Server, some advanced features will
not be available on those domain controllers while this forest is at the Windows
2000 functional level.

More about domain and forest functional levels




7. Pick the right domain function level. Windows 2000 Native mode is the default, and it allows the

addition of Windows 2000, Windows Server 2003 and Windows Server 2008 Domain Controllers to the
domain you're creating.

@ ! Active Directory Domain Services Installation Wizard x|
Select the domain functional level. =)
—ihe,

Domain functional level:

Windows 2000 MNative j

(Windows 2000 Native
Windows Server 2003
Windows Server 2008

evel: —
- universal groups
= group nesting
- group type conversion
- 51D history
If you have domain controllers running later versions of Windows Server, some e
‘advanced features will not be available on those domain controllers while the LI

More about domain and forest functional levels

« Back Mext = Cancel

Note: If you select "Windows Server 2008" for the forest function level, you will Not be prompted to pick a
domain function level.



8. The wizard will perform checks to see if DNS is properly configured on the local network. In this case,
no DNS server has been configured, therefore, the wizard will offer to automatically install DNS on this
server.

Note: The first DCs must also be a Global Catalog. Also, the first DCs in a forest cannot be a Read Only
Domain controller.



9. It's most likely that you'll get a warning telling you that the server has one or more dynamic IP
Addresses. Running IPCONFIG /all will show that this is not the case, because as you can clearly see, |
have given the server a static IP Address. So, where did this come from? The answer is IPv6. | did not
manually configure the IPv6 Address, hence the warning. In a network where IPv6 is not used, you can
safely ignore this warning.

@! Static IP assignment x|

l'-. I .1'| This computer has dynamically assigned IP address(es)

This computer has at least one physical network adapter that does not have static TP
address(es) assigned to its IP Properties. You should assign stafic IP address(es) to al
physical network adapters for reliable Domain Name System (DNS) operation, for both IPv4
and IPv6 when avaiable. See Help for more information.

Do you want to continue without assigning static IP address{es)?

<» Yes, the computer will use a dynamically assigned IP address (not
recommended). I

W
=% Mo, I will assign static IP addresses to all physical network adapters.

T Administrator: Command

ALl rights reserved.
serssAdninisteratordipoconfig Sall
Windows [T Configonration
Host Hame . - - e o o= o= o= o= = HIHZAEH-DC
' E
+ 2 o= = o= o= = = = = 3 Hyhpid
hled. . . . - . + . & Ho
hled. . . . . . . . i Ho
ptmy WAM:

: Hedia disconmected

: Intel{R> PRO-1888 HI Motwork Connection W

: EE—EE-??-SS-‘IS-A?
: Yoo

HI Hetwork Connection

5 I 0 1 I 1 |
HetBI = = = = = « - i Enabled

Tunnel adapter Local fArea Connection® H:

Media State . . . . . - « = = - = = Media disconnected




10. You'll probably get a warning about DNS delegation. Since no DNS has been configured yet, you can
ignore the message and click Yes.

i_'l Active Directory Domain Services Installation - |

A delegation for this DNS server cannot be created because the
I 4, authoritative parent zone cannot be found or it does not run
~ Windows DMS server. If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution
from outside the domain petrilab.local. Otherwise, no action is
required.

Do you want to continue?

o ]

11. Next, change the paths for the AD database, log files and SYSVOL folder. For large deployments,
carefully plan your DC configuration to get the maximum performance. When satisfied, click Next.

@ Active Directory Domain Services Installation Wizard x|
Location for Database. Log Files. and SYSVOL = £
Specify the folders that will contain the Active Directory domain controller ==
database, log files, and SYSVOL. i

For better perfformance and recoverability, store the database and log files on separate

volumes.

Diatabase folder:

IC:”\.‘:’U‘indows"ﬁ.NTDS Browss. . |
Log files folder:

IC:"\‘:’H‘induws‘\NTDS Browss. . |
SYSVOL folder:

IC:\‘-’lﬁnduws\.SYS‘u'DL Browse... |

Mare about placing Active Directory Domain Services files

< Back Cancel




12. Enter the password for the Active Directory Recovery Mode. This password must be kept confidential,
and because it stays constant while regular domain user passwords expire (based upon the password
policy configured for the domain, the default is 42 days), it does not. This password should be complex
and at least 7 characters long. | strongly suggest that you do NOT use the regular administrator's
password, and that you write it down and securely store it. Click Next.

@! Active Directory Domain Services Installation Wizard x|

Directory Services Restore Mode Administrator Password =

The Directony Services Restore Mode Administrator account is diferent from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choaose a strong password.

Password: In“u"

Confirm passwond: I--------

Maore about Directory Services Restore Mode password




13. In the Summary window review your selections, and if required, save them to an unattend answer file.
When satisfied, click Next.

@! Active Directory Domain Services Installation Wizard




14. The wizard will begin creating the Active Directory domain, and when finished, you will need to press
Finish and reboot your computer.

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending an your environment and the options
that you selected.

¥

Waiting for DNS installation to finish

Cancel
[” Reboot on completion

@ ! Active Directory Domain Services Installation Wizard x|

Completing the Active Directory
Domain Services Installation
Wizard

Active Directony Domain Services is now installed on thisﬂ
computer for the domain petrilab local.

This Active Directory domain controller is assigned to the
site Default-First-Site-Name. You can manage sites with
the Active Directory Sites and Services administrative
boal.

To close this wizard, click Finish.

¢ Back I Finish ;«E I Canzel



@1 Active Directory Domain Servi x|

fou must restart your computer before the changes made by the
Active Directony Domain Services Installation wizard take effect.

Restart Mow %J Do not Restart Mow

Note: You can automate the rebooting process by checking the Reboot on Completion checkbox.

Your server now acts as a Domain Controller. Make sure you properly back it up. You can test
functionality by using AD management tools such as Active Directory Users and Computers, examine the
Event Logs, services and folders and shares that have been created.



2. Installing Dynamic Host Configuration Protocol (DHCP)

To get started, fire up the Server Manager, right click on roles, and then select add roles.

#
o

=loix
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%
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S) View the health of the roles nstalled on your server and add or remove roles and features,

“ Roles Summary
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A Roles: 3of 17 nstalled

4. Active Dwectory Doman Services
A ONS Server
D Fle Services

~ Active Directory Domam Services

AD 05 Hep

Stores drectory data and manages communication between users and domans, Induding user logon processes,

and drectory
“~ Role Status

[ Go %o Actve Drectcry Doman
Serwces
Messages: 1
System Services: § Rurming, 2 Stopped
A Events: L warning, 11 nformational in the last 24 hours

Best Practces Analyzer: To start & Best Pracsces Analyder scan, 00 t the Best Practioes Analyrer

the on ths role’s homepage and didk Scan this Role
* Role Services: 1 rataled

Role Service

| stanas

Active Drectory Domain Controler Installed

Jdentty Management for UNIX Not nstalled
Server for Network Informaton Services Not nstalled
Password Syndhronization

(3 LastRefresh: Today at 7:55PM  Configure refresh

Not nstaled




You will be prompted with the normal “Before You Begin” screen, and after clicking Next you’ll be able to
choose DHCP Server.

Add Roles Wizard

Select one or more roles to install on this server,
Roles;

[_ Acwe Directory Cerbﬁutz Semoes

¢ r"\ ..‘-' o "~‘:'.-f> r‘(P\ l‘“
m Drrectory Fede'awﬂ Services provide temporary IP addresses and
| Active Directory Lightweight Directory Services related information for dient
Active Directory Rights Management Services computers.
[ Aodubon Server

Ver

Fax Server

File Services {Instaled)

[_ Hyper-V

[] Network Policy and Access Services
[} Print and Document Services

[ Remote Desktop Services

[T] web Server (115)

[] windows Deployment Services

[ windows Server Update Services

<previous |[ net> | et | cance |




Next you’ll want to select the network connection to bind the DHCP protocol to.

Add Roles Wizard

& Select Network Connection Bindings

Before ¥ou Begin One or mone nebwork connections having a static IP address were detected, Each network connection can
Sarver Rokss be used to servioe DHCP dients on a separate subnet.

Select the neetwork connections that this DHCP server will use for servicdng dients,
Metwork Connections:
IF Address | Type

L0, 0.05 P4




Put in the IP address of your DNS Server, which in this case is the same machine—but be careful not to
put the loopback address (127.0.0.1) as this will be the address your clients will go to for name resolution.

Add Roles Wizard

ﬂ Specify IPv4 DNS Server Settings

Joabecn ‘When deents obtain an IF address from the DHCP server, they can be given DHOP options such as the IP
Server Roles addresses of DNS servers and the parent domain name., The settings you provide here will be applied to dents
usng IPv4,

Specify the name of the parent domain that chents will use for name resolution. This domain will be used for all
scopes you create on this DHCP server.

Parent domain:
[hemtogeck.int

Specify the [P addresses of the DNS servers that chents will use for name resolution. These DNS servers will be
used for all scopes you create on this DHCP sarver,

Preferred DNS server [Pvd address:
[10.10.10.5




Click next again to skip the WINS setup, this will bring you to creating a DHCP Scope, where you can
click the Add button.

Add Roles Wizard

& Add or Edit DHCP Scopes

A scope is the range of possible IP addresces for & network, The DHCP server cannot distribute [P

Scopes:
Name |Fdﬁeﬁrﬂ5

to dients untl a scope is created.

Properties
Add or select a scope to view its properties.




Now you need to:
Give your scope a name
Enter the first address that you want available to clients to use
Enter the last address that you want available to clients to use
Enter the subnet mask (usually 255.255.255.0)

Enter the IP address of your default gateway (usually your router IP at .1)

x

A scope is @ range of possible IP addresses for @ network, The DHCP server
cannot distribute IP addresses to dients until a scope is created.

— Configuration settings for DHCP Server

Scope name: IHuw—Tu Geek Scope

Starting IP address: |1CI. 10.10.10

Ending IP address: |1u. 10.10.254

Subnet type: IWired {lease duration wil be 8 days)

¥ Activate this scope

— Configuration settings that propagate to DHCP dient
Subnet mask: |255.255.255.0

Default gateway {(optional): IlU. 10.10.1




Once you have clicked on OK, you can click next 4 times to get to the confirmation screen where you can
finally click install.

Add Roles Wizard

& Confirm Installation Selections

Before You Begin

To instal the following roles, role services, or features, dick Instal.
Server Roles

(i) tinformatonal message below

(i) Tris server might need to be restarted after the instalation completes.
~ DHCP Server
Network Connection Bindings : 10.10,10.5 (IPv4)
IPv4 DNS Settings
DNS Parent Domain : howtogeek.int
DNS Servers : 10.10.10.5
WINS Servers : None
Scopes
Name: How-To Geek Scope
Default Gateway : 10.10.10.1
Subnet Mack : 255,255,255.0
1P Address Range : 10.10.10.10 - 10.10.10.254
Subnet Type : Wired (Jease duration will be 8 days)
Activate Scope : Yes
DHCPVE Stateless Mode : Enabled
IPv6 DINS Settings
DNS Parent Domain : howtogeek.inté
DS Servers : 111, fec0:0:0:Ffff::1

B

Print, e-mai, o save this information

L T P S BT

<previous | revio |[Twswt | cancet |




Once the installation is complete your DHCP will be functioning, and you can start managing your DHCP
server right away.

servormonager . | R

Fie Action View Hep
e8| xm|c=|Hrm

a Server Manager ([DC1) Address Pool
B § Roles
@ T Active Directory Domain Services
[= W DHCP Server
B § dcl.howtogesk.ind
B g P
= ] Scope [10.10. 10.0) How -To Gesk Scops
G
(%) Address Leases
H [ Reservations
(23, Scope Options

Start [P Address
0 20, 10. 10. 10




Part 3. Account Management

a. How To Create a New User Account in Active Directory

1. To start let’s go ahead and open up Server Manager

Fie Acton View Heb
]
@& 5 Roles = S
h | Features .
o Disgrostics Get an overview of the status of this server, perform top management tasks, and add or ramove server
1~ roles and features,
“ Configuraton
= g Storage -
‘A Server Summary Server Summary Help
» Computer Information & Change System Properties
Ful Computer NY-DC 1-2¢8. globomantics. com & View Network Connections
Naene: % Configure Remote Desktop
Domain: gicbomantics.,com
Local Area 192.168.5.2
Connection:
Remote Deskiop: Enabled
Product [D: 55041-2220083552-76659
[T Do not show me this console at logon
~ Security Information P Go to Windows Frrewal
Windows Frenal:  On < Configure Updates
42 Check for New Roles =
M lnrdaicm | lndnbnne Pacmlasd  mdnvon aalis o« momm —
€3 LastRefresh: 2/25/2008 11:34:16 AM  Configure refresh
| | |




2. Next we will open up the Roles section, next to Active Directory Users and Computers

section and finally the Active Directory Users and Computers. You should now see your
domain name.

=loix]
Action View Heb
| #|m| = 8]m

+2

S e grocos e
8 @ Roles [ = [T | Dapl ————— | —
£ TF active Drectory Domsn Se %‘e Type Despion———|— feem amdtas
g :M gobomantcs.com Domain Mare Actions 4
globomantes, com
%z £ Bultin
@& ] Computers
® 3] Doman Control
@ [ ForeignSecurity
@ & Sales
@ O Users

@ @ Active Drectory Sites a
B 3 DHCP Server
B 5 ONSServer
@@ Features

& [ Disgrostics
“ gCon.‘-gxa:m
@ 4 Storage
Kf [S— 2
| ; |




3. We are going to click on our Users section where we are going to create a new User Account.
To do so, right-click on the blank section, point to New and select User.

E_ Server Manager _.J_n‘l]
Fle Acton View Hep
9| 7ml00s +|@]m
S s o O —
B @ Roles '—I'_—I—— Users -
= §F Actve Drectory Doman Se v—g" _’ - Type ?.“_a&“ - |
& T Actve Drectory Users. | & -:d-'\nsea.or User , Bult-n account foc admini... More Actions »
5 33 gobomantics.com B2, Alowed RODC ... Security Group ... Members in this group can...
@ [ Bultn %Cﬂwﬂ'@'s Security Group ... Members of this growp ¥re...
& 5] Computers 8 DenedRODC... Security Group ... Members in this group can...
@ [5] Doman Control | 88, 0HCP Adminst... Security Group ...  Members who have admin...
@ 7] ForeignSecuity | 88,0MCP Users Security Group .., Members who have view-...
@ 3] swes 88, Orsadming Security Group ... DNS Administrators Group
[0 Users 8, 0rsUpdat  Delegate Control... DS chents who ace perm...
B @ Active Drectory Sites 8 | 82 Doman Ac% Fnd... Designated administrators,.,
) 8, Doman Cd 3
8, 0oain < Contact
82, Doman g
B Entarpessl v
i&sntemr.sei = e Qe Ales ;
%er 5 ..,
2 |
8, cuest q
BRasa061  Lneuplcons —_.,_,_Js""‘d'dd“.u
8 Readorly|  Propartes Members of ths group are....
R schems AL Designated adminstraters. ..
[EEep;
P T— 2
[Create a new object... ]
Lostart] | 5 m || &, Server Manager B «G

4. In this window you need to type in the user’s first name, middle initial and last name. Next
you will need to create a user’s logon name.

In our example we are going to create a user account for Billy Miles and his logon name will be
bmiles. When done, click on the Next button.

New Object - User ] 5'

& Create in:  globomantics.com/Users

First name:

IBiIIy

IMiIes

Last name:

Full name: IBiIIy M. Miles

User logon name:

Ibmiles l @globomantics.com _:I

User logon name {pre-Windows 2000):
|GLOBOMANTQCS\

Ibmiles




5. In the next window you will need to create a password for your new user and select
appropriate options.

In our example we are going to have the user change his password at his next logon. You can
also prevent a user from changing his password, set the password so that it will never expire or
completely disable the account.

When you are done making your selections, click the Next button.
|

; Createin: globomantics.com/Users
W

Password: Ioooooooo

Confirm password: Io ssessce

IV User must change password at next logon:

™ User cannot change password
[~ Password never expires

[ Account is disabled

< Back Cancel

1=
A
N




6. And finally, click on the Finish button to complete the creation of new User Account.

New Object - User




b. How To Create a New User Group Account and add Users to the group in Active

Directory

Active Directory Users and Computers

Adding a new user group

1. Go to Start » Administrative Tools = Active Directory Users and Computers
2. Expand a domain name in the left column
3. Highlight Users and select New - Group
4. Type in a Group Name and leave the Group Scope on Global and Group Type on Security.
5. Click OK and a new Group has been added to the right hand column list.

File Action View Help

B Active Directory Users and Computers

e | 7@ 40D =Hm 2aiirah

| Saved Queries
= #d darren.ca
| Builtin
| Computers
| Domain Controllers

: Active Directory Users and Computers [ServerDarren.darren.ca]

| ForeignSecurityPrincipals
| Managed Service Accounts
= Delegate Control...
Find...
Computer
All Tasks » Contact
View ,
InetOrgPerson
Refresh msImaging-PSPs
Export List... MSMQ Queue Alias
: Printer

Properties s
Help Shared Folder

Name

| Type

3_; Administrator

%Aﬂowed RODC Password Replication Group
2, Cert Publishers

3_; Darren

Q',Denied RODC Password Replication Group
2, DnsAdmins

5?4, DnsUpdateProxy

2, Domain Admins

35 Domain Computers

2, Domain Controllers

}E Domain Guests

53, Domain Users

&E Enterprise Admins

Q!,Enterprise Read-only Domain Controllers
%Group Policy Creator Owners

3_. Guest

#2 RAS and IAS Servers

Ef,rRead-only Domain Controllers

%Sthema Admins

<

User

Security Group - Domain Loc
Security Group - Domain Loc
User

Security Group - Domain Loc
Security Group - Domain Loc
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Universal
Security Group - Universal
Security Group - Global
User

Security Group - Domain Loc
Security Group - Global
Security Group - Universal

Create a new object...



Active Directory Users and Computers

Adding user(s) to a group

Note: There are a few ways one could go about doing this, pick one that’s the easiest and least
painful to do.

1. Go to Start » Administrative Tools = Active Directory Users and Computers

2. Expand a domain name in the left column

3. Mouse click on Users in the left column to show Users and Groups in the right column
4. Refer to the methods provided below to continue.

Method 1:

1. Hold Control key + click and select individual users that you're going to add to a group and
right click Add to Group. Type in the group name and click Check Names then click OK.

Method 2:

1. Double click the group name or right click and select Properties
2. Click on the Member Of tab and click on Add to start adding the users to this group. Click
Check Names to verify the names that have been added and then click OK.

Method 3:

1. Select individual user names and double click or right click and select Properties.
2. Locate and click on the Member Of tab for that individual user.
3. Click on the Add button to add the group or groups for that individual user account. Ok.



Part 5. Sharing

Enabling File Sharing

File sharing in Windows Server 2008 R2 is managed from the Network and Sharing Center,
accessed by selecting Start -> Network and clicking on the Network and Sharing Center button
in the toolbar. Once invoked, the Network and Sharing Center will list the current file sharing
configuration and options as illustrated in the following figure:

:litsi Network and Sharing Center 3 -10f x|
o N R 5 ilcaarch
LI [ .+ ~ Control Panel ~ Network and Sharing Center v & |;~:-:: ch @
File Edit View Tools Help
© -
Tasks Network and Sharing Center )
View computers and devices View full map
Connect to a network i
Set up a connection or network 1 L‘ L“
e o -
Manage network connections
WINSERVER-2 Network Internet

Diagnose and repair (This computer)

E' Network (Public network) Customize

Access Local and Internet

Connection Local Area Connection View status

3 Sharing and Discovery

Network discovery © Custom :_I

File sharing © Off j

Public folder sharing © Off ll

Printer sharing © Off(no printers installed) _VJ
See also Password protected sharing O On :J
Internet Options
Vidons Ersial Show me all the files and folders I am sharing | |

Show me all the shared network folders on this computer LI

To enable public file sharing, click on the down arrow next to the Public folder sharing in the
section entitled Sharing and discovery. This will provide the following list of public folder
sharing options:

e Turn on sharing so anyone with network access can open files - Allows network users
to open, but not delete, modify or create files in the server's public folder.


http://www.techotopia.com/index.php/Image:Windows_server_2008_network_sharing_center.jpg

e Turn on sharing so anyone with network access can open, change and create files -
Allows network users to open, modify, delete and create files in the public folder.

e Turn off sharing (people logged on to this computer can still access this folder) -
Allow public folder access only to those users locally logged on to the server. Network
users are denied access.

Similarly, standard file sharing can be configured by click the down arrow next to File sharing.
When unfolded, this panel provides the option to either enable or disable standard file sharing on
this server. When enabled, a dialog will appear providing the option to make the shared folders
available only to the private network on which the system resides, or to make sharing available
to public networks. The choice here depends on the requirements of the organization but for
security purposes it is typically best to limit sharing to the private network unless external access
IS required.

The Network and Sharing Center also allows password access to shared folders to be configured.
When the arrow next to Password protected sharing is selected the options to enable or disable
password protection sharing are provided. When enabled on workgroup servers, only users with
user accounts and passwords on the server will be able to access shared files and folders.



Creating Shared Folders with Windows Explorer

Shared folders can be configured using Windows Explorer, simply by navigating to the folder to
be shared, right clicking on the folder and selecting Properties from the menu. In the properties
dialog, click on the Sharing tab to display and modify the current shared folder settings as
illustrated in the following figure:

General Sharing 'Secunty] Previous Versionsl Customize ]

i~ Network File and Folder Sharing

MyFolder
i | Not Shared

Network Path:
Not Shared

— Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

") Advanced Sharing...

r— Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

OK Cancel Apply

Within the sharing property panel, click on the Share... button to access the File Sharing dialog.
Within this dialog, the users who may access this shared folder are specified. If file sharing has
been restricted to users with local accounts and passwords, a list of users can be obtained by
clicking on the down arrow. In this situation, select and add users, or select Everyone if access is
to be made available to all users with local accounts:


http://www.techotopia.com/index.php/Image:Windows_server_2008_file_sharing_properties.jpg

% File Sharing

Everyone (All users in this list)
[Create a new user...



http://www.techotopia.com/index.php/Image:Windows_server_2008_configuring_share_users.jpg

Once these settings are complete, click on the Share button to initiate the file sharing process.
Once this initial phase of the share setup is complete a dialog will appear announcing this fact,
listing the full Universal Naming Convention (UNC) path to the shared folder and providing the
option to email users to notify them of this fact:

=

@ 23, File Sharing

Your folder is shared.

Windows clipboard, where you can paste them into any program you choose.

MyFolder

IAMIMCERVVER N leare) mac AN XD
WINSERVER-2\Users\nas\MyFolder

Show me all the files I am sharing.

Having specified which users will have access to the folder the next step is to enable the sharing
of the folder, specify share permissions and configure a Share Name by which the folder will be
referenced and accessed. In addition caching of shared files can be configured. Caching allows
users to maintain local copies of shared files so that they can be accessed off-line (for example
when the server hosting the files is not available to the user's local system). With caching
configured, local copies of shared files are stored on the user's local system so that they can be
accessed without a connection to the server. When a connection is re-established, any changes
made to the local copy of the file are synchronized with the original copy on the server.



http://www.techotopia.com/index.php/Image:Windows_server_2008_folder_shared.jpg

To configure these settings, click on the Advanced Sharing button to display the following
dialog:

Advanced Sharing

Ql e i Folder

HEMOYE:



http://www.techotopia.com/index.php/Image:Windows_server_2008_advanced_file_share_settings.jpg

In this dialog, set the Share this folder option to enable the sharing of the folder. Once this has
been selected the Share name field and associated button will activate enabling a share name to
be entered. By default the name of the folder being shared will be displayed, although this may
be changed to another name if desired. If the number of concurrent users accessing a shared
folder is of concern, modify the number of simultaneous users accordingly. Enter optional
comments about the share before clicking on Caching to configure the off-line file settings. This
will invoke the Offline Settings dialog where a number of options are available including
allowing each user to specify which files they would like to be able to access off-line, only
having files that users actually access available off-line and disabling off-line sharing all
together:

Offline Settings ] x|

> You can choose whether and how the contents of the share will be
@_ available to users who are offline.

¢ Only the files and programs that users specify will be available offline.

" Allfiles and programs that users open from the share will be automatically
available offline.

[” Optimized for performance
" Files or programs from the share will not be available offline.

How do offline files work?

| OK I Cancel



http://www.techotopia.com/index.php/Image:Windows_server_2008_offline_sharing_settings.jpg

Understanding and Configuring Share Permissions

As outlined at the beginning of this chapter, Windows Server 2008 R2 provides two levels of
permissions for shared files and folders, namely share permissions and file and folder
permissions. Share permissions are applied when access is made via the network. When shared
files and folders are accessed locally from the server on which they reside these permissions
serve no purpose. File and folder permissions, on the other hand, take effect both when accessing
files and folders both locally and over the network. In the case of network access to shared files
and folders, the shared permissions are applied first, followed by any file and folder permissions.
The key issue to note is that file and folder permissions provide a far greater level of control over
access than the more general permissions options provided by share permissions. In this section,
share permissions will be covered.

Share permissions are granted on a per user and per group basis. In addition to allowing a cap on
the number of concurrent users accessing a share to be defined, share permissions also provide
three permission options, each of which can be set to Allow or Deny:

e Full Control - Grants the specified users permission to change file and folder
permissions, execute, read, modify, create and delete files and sub-folders.

e Change - Grants users permission to change file and folder attributes, read, modify,
execute, create and delete files and sub folders.

o Read - Grants users permission to read and execute files and view and access file lists
and sub-folders.

Permissions are cumulative in that a user will inherit the permissions of all the groups of which
he or she is a member. If a permission is Denied, however, it overrides any cases where that
permission may have been granted. For example, if a user is a member of a group where full
control is provided over a folder, and also a member of a second group where full control is
specifically denied, the user will be denied full control regardless of the fact that it was granted
in the first group.



To configure share permissions, start Computer Management, connect to a remote server if not
working on local shares, unfold System Tools and select Shares to list all currently shared
folders. To configure share permissions for a folder, select it from the list, right click and select
Properties. In the properties dialog select the Share Permissions tab as illustrated in the
following figure:

rrT— =
General Share Permissions lsewmyl

GIOUD Or user names:

2| Everyone

Add | Remove I
Pemissions for Everyone Allow Deny
Full Control O O
Change O O
Read O

Leam about access control and pemissions

[ ok | Cancel ] Applp

This screen displays the current share permissions and provides the ability to configure
additional permission controls. To change the settings for a currently configured group or user
select the user from the list, modify the permissions accordingly and click on Apply to commit
the changes.

To add permissions for a specific user or group click the Add button and enter one or more users
or groups into the text box (separating multiple entries with a semi-colon) and click on Check
Names to verify the names are correct. Click on OK to return to the properties dialog where the
added users and groups will appear in the list. Once again, select each name in turn and
configure the desired share permissions. Finally, click Apply to commit the new permissions.


http://www.techotopia.com/index.php/Image:Windows_server_2008_share_properties.jpg

Part 6. Resources

a. http://www.petri.co.il/lhow-to-install-windows-server-2008-step-by-step.htm
b. http://www.howtogeek.com/50036/how-to-install-windows-server-2008-r2/

. http://lwww.petri.co.il/installing-active-directory-windows-server-2008.htm

o

o

. http://mwww.howtogeek.com/99723/how-to-set-up-dhcp-in-server-2008-r2/
e. http://www.trainsignal.com/blog/windows-server-2008-active-directory-users

f. http://www.techotopia.com/index.php/Configuring_Windows_Server_2008_File_Sharing



