Camera IP LAN - Wireless - USB
BOSSC55

User’s Manual

The information in this document is subject to change without notice.

This document contains materials protected by copyright. All rights are
reserved. No part of this manual may be reproduced or transmitted in any
form, by any means or for purpose without express written consent.

Federal Communications Radio Frequency Interference Statement.
Note: This equipment has been tested and found to comply with the limits
for a Class B digital device, Pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a residential installation.
This equipment generates, uses and can radiate radio frequency energy
and if not installed and used in accordance with the instruction manual may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio of television reception,
which can be determined by turning the equipment off or on, the user is
encouraged to try to correct the interference by one or more of the following
measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected.

® Consult the dealer or an experienced radio TV technician for help.

Notice :

(1) The changes or modifications not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.

(2) Shielded interface cables and AC power adapter, if any must be used in
order to comply with the emission limits.

CE DECLARATION
This device complies with CE class B.

*EN55024 EN61000-4-5
EN55022 EN61000-4-2 EN61000-4-6
EN61000-3-2 EN61000-4-3 EN61000-4-8
EN61000-3-3 EN6G1000-4-4 ENG1000-4-11

Printed in Taiwan R.O.C.
All contents are subject to change without notice.
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CHAPTER 1

Welcome to Wi-Fi Camera Pro/IP Camera Pro
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Survelllance software{optional)

1.1 Introduction

Today, more people are aware of their personal, home and office security
and are finding solutions to protect themselves. Our Wi-Fi Camera Pro
provides the ideal solution by operating easily with your Internet Explorer
web browser.

Wi-Fi Camera Pro has a built-in high-speed image and network processor,
providing you with a powerful embedded device with many Internet services
such as Email, FTP, DDNS, PPPoE, NTP, User Manager, and Image
Control. The Wi-Fi Camera Pro includes a high quality CMOS sensor with
6 infrared LEDs that provide excellent imaging in dark and low light
situations.



1.2 Product Features
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. High Resolution Image Processor (640*480/320x240/176*144) with

built-in MJPEG encoder.

. Ethernet RJ-45,10/100 Base-T with auto-sensing.

. Remote view through the IE browser, simply type in the IP address.

. 6 infrared LEDs provide imaging in the dark.(Night Version only)

. Many Valuable Internet services: Email, FTP, PPPoE, Dynamic DNS,

NTP service, User Management, and Image quality Control.

. USB 1.1 Interface making it useful as a web cam.
. Compatible with Microsoft MSN Messenger and NetMeeting.
. 802.11g wireless (Compatible with 802.11b Access Point)

(Wi-Fi Camera Pro only).

1.3 System and network environment
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. LAN: 10Base-T Ethernet or 100Base TX Fast Ethernet.

. More than one fixed IP address is recommended.

. A 10/100Base-T switch HUB is required.

. Microsoft Internet Explorer 5.0 or above.

. Pentium Il 1G CPU or above.

. 64MB RAM or above.

. VGA card with 8MB Memory or above (800x600 or above).
. Windows 2000/XP is recommended.

Important: A fixed IP address is not required to access camera from
the Internet. However if your IP address is dynamic, you need to ask
your Internet service provider for the Dynamic DNS service.

1.4 Package Contents
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. Wi-Fi Camera Pro or IP camera Pro

. Mount

. Quick start

. Driver CD (Surveillance software is optional)
. USB Cable

. RJ-45 Cable (cross over wire)

. Switching Adapter, DC 5V/2A (-) € (o> (+)

CHAPTER 2

Hardware Description and Connection

2.1 Hardware description

1. Camera switch: Change the mode between PC Camera (USB),IP
Camera Pro and Wi-Fi Camera Pro
2. Connections and Interface: USB 1.1, RJ45 and Power adapter
3. Reset and Default:
a. Reset: When you change the mode between PC Cam, IP
Camera ,Wi-Fi Camera or set the Camera, you must reset (reboot) the
system.
b. If you forget the IP address or ID Password, you can restore the
original default parameters.
c. Default IP address: http://192.168.1.100.
Default User ID: root ,
Default User Password: admin
4. Connections and Interface: USB 1.1, RJ45 and Power adapter
5. A Ready LED: In IP or Wi-Fi Camera mode, when the ready LED is on
(takes about 30 ~ 40 seconds to light) then the IP Camera can be
operated.
5: 6 infrared LEDs with night-vision lens
6.The indicator LED:
a. Link LED : When IP Camera is connected to the network, this light will
be turned on
b. 10/100 T Base LED: Indicates the network status, as well as indicating
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whether the connection is high speed or not.
2.2 Quick Start: IP Camera Auto Detection

Please connect the IP Camera with your Gateway or Ethernet Hub. The
following figure suggests the recommended set-up:

Te &= 0]

Internet Camera Auto Detection

e

INTERNET
IP Auto Detect Tool Fixed IR:61.30.13.40
(Win2k,WinXP) 8
— ) .,,i.--
R Virtual P;;!.ISB.1.10D

‘l-.‘

.
v a2 N
¥

Virtual IP:192.168.1.101 -
Virtual IP:192.168.1.102

Step1: Please Install the IP Auto Detect Tool (Only supports WinXP and
Win2000).

& WalkGuard(IPIWiFiCam Pro) Version 6.0{0V)

A Autosearch

—Device List
IMaweII *ukon Gigabit Ethernet 10410010008 ase-T Ada[_;l

—IPCam List

[ Setup IPCam

MAC Address | IF Address I Metmask P Address IE— IE— 'E_ IE—
NETMask [0 o o o
Gatelway IE_ IE_ 'E_ la_

] Settting | Connect |

|.A

Step2: Execute the software “IPDetect.exe” on the Desktop

Step3: Select a LAN Device :Network Adapter (It can not support wireless
Network Adapter), Click the button “Auto Detect”

Step4: Find the Internet Camera by highlighting it in the “IPCam List” and
assign the IP address by clicking the button “Setting”

;J Autosearch

—Device List

IMarveII “Yukon Gigabit Ethemnet 10/100/1000E aze-T Ada[__vJ

—IPCarm List

—Setup IPCany

j IPaddess 192 [1e8 1 [0l
NETMssk  |255 [285  [286 [0
Gate'wiay i1—é_2_ i'I—é-B_ i'l_ !?5-4_

L L i x| Auto Detect | Seftting | Connect |

Then you must follow the next steps to get Network information (Sub Net,
Net Mask and Default Gateway Address):

Step5: Click Start->All Programs->Accessories->Command Prompt
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@ Set Program Access and Defaults

&5 Windows Catalog
& windows Update

@ f:tiﬁ;gf;xplorer i. Garnes »

3 E-moil IF) Inkel PROSet Wireless 3

= Outlook Express |j MSXML 4.0 3

: @ Startup 3
,% TotalMedia 4 Internet Explorer

.[fl Accessibility

'l:_] Comrmunications
-rﬂ Entertainment
-lj System Tools 3
) Address Book

S Caloulator

ommand Prompt

|_.";'! Outlook Express

% Windows Update (o Remote Assistance
() windows Media Player

-'\FR-' DTYplayer 3 ‘Windows Messenger
S Windows Journal Yiewer

DVET-20
= #, windows Media Connect

@ WalkGuard-IPCam

All Programs ‘

‘ ) w? MSM Explarer
‘g Paint

[ Arcsoft TotalMedia 4
lj GrandTec 4

ﬂ’- Motepagperforms text-based (ommandfline) Functions.
Y Paint
) Program Compatibility Wizard
=8 Scanner and Camera Wizard
tlj Synchronize

& Tour Windows 3P

|5 windows Explorer

Sl windows Movie Maker

A wordPad

\WINDOWS\system3 2\emd. exe

Microsoft Windows BEP [Version 5.1.2660]
{C> Copyright 1985-2881 Microsoft Corp.

C:“\Documents and Settings~Dr—jripconfig

Windows IP Configuration

BEthernet adapter Wireless MNetwork Connection:

Connection—specific DNE Suffix

TP Address. . . o « o o « o « o o %
Subnet Mask . . . . . . . . . . .=
Default Gateway . . . . . . - . . =

BEthernet adapter Local Area Connection:

Media State . . . . . . . . . . . %

HIC:\Documents and Settings\Dr—j>

192.168.2.126
255.255.255.08
192.168.2.254

Media disconnected

Step7: Then you can assign the IP Address, Subnet Mask(NET Mask) and
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Default Gateway (Gate Way) to the IP Camera

Step8: You must use the same Subnet Mask” 255.255.255.0 “and
GateWay”192.168.2.254”

Step9: You can use any IP Address between 192.168.2.1-254, but please
make sure that the IP Address has never been used or is being used
by any other IP addressable device.

Step10: For Example: Type the following parameters and click “setting’

Setup IPCam

IP&ddress  [192 [1B8 |2 [mu Choose an address

MET Mask []255 [55  [5  [o Subnet Maslk

Giatehw ay [|192 [188 |2 |254 Default Gateway

Step11 Click the button “Connect”, then you can connect to Camera



2.3 Access the IP Camera via Internet Explorer

Default IP Camera’s IP address is 192.168.1.100. To open IP Camera’s
Home page, please type the http://192.168.1.100 then click the ”Enter”
button on your keyboard.

Then Login with User name: root, Password: admin.

Connect to 192.168.1.100

welcome to [PCam |

User name: |g ok v‘
Password: | o ‘

Remember my password

Login Screen
Default User Name: root
Default Password: admin
Default IP address: 192.168.1.100

If it can’t get connected, then you have to modify your network setting. The

IP Camera can be used to manually configure the camera’s network
settings. Please use command “Ping” (Appendix A) to check the
connection for more detail.

Important: If you forget the IP address or ID Password, please click the
“Default” button(Appendix D) on the body of IP Camera until the ready
light has been turned off.
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2.4 WEB Browser Configuration
1. From any PC on the local network, start Internet Explorer and enter the
camera’s |IP address in the address bar, as pictured below:

‘2 GRAMD IP Cam - Microsoft Internet Explorer

il

@Back - Q @ @ ih /__j Search K;T'\?Favorites @ E_;* h._;‘ = "3

address | €] httpy192.168.1.100f

IP Camera’s IP Address in Internet Explorer

2. When accessing the web server for the first time, you will need to install
an ActiveX component for your Internet Explorer. This can be changed in
your Internet Explorer Security.

Internet Explorer Security Setting: (Appendix B)

Step1 : Click “Tool” => “Internet Options” => “Security” => “Custom

Level”.
2 GRAEL P Com - ool Internat Explarer

Qui- O [ BB Lot fereen @3- 5[ B

Bckdress | ] g 9962 1.1 SO Kiraglpanm e v B s
R Toboks rotoct yous sy, Toesret Expcror stopioed ths st from bt an Acivelt contrclon i coenpud, Cick v e opliors ®

A GRAMD [P Cam - Micrasaft Intérnet Explarer

sl and News " a .
Ot D ]| rwwsoe o @ G- 5 E S
ks | ] b o 68,04 :::"'w""'

@ Tobw protot vour soerly,  Windowrs Lpdate st ram irstallie o Activelt condred on senr computer, Clck howe For oplions... x

Internet Explorer Internet Options
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Internet Options [2)X] 3. Please remember these two features must be active “Download
unsigned ActiveX controls” and “Initialize and script controls not
Selcshiebontent one o shechy Kooy setio: marked as safe” If you want to learn more, please refer to the

‘g 0 Q troubleshooting section In Chapter 5 : Frequency Ask Questions.

Localirtrangt  Trusted sites  Restricted
sites

Intemet 4. Snapshot E-mail: Send the Live Video Screen capture via E-mail, please
This 2one eontaing all Wb sites you Bl . . . - .
@havemp'acad'm'hwm refer to the settings about [Configuration] => [Advanced Configuration]
Secuiy level for this zone => [E-mail service Setup].
Custom
Custam settings. .
e e e 2.5 IP Address Configuration:
@P[ et ] Please click Basic Setup to Link to the Page:

http://192.168.1.100/Eng/BasicSetup.htm

Depending on your network setup, you should see the
following figures:

If there is a fixed IP Address: please set the following
parameters (including Subnet Mask, Gateway IP

Internet Explorer Security Modify
Step2 : Then, please click “Custom Level” and set the parameters as
follows:

Security Settings

Settings: Address, Domain Name Service), about the detail, you
u S — ~ can ask for more information from your
Download unsigned Activel; controls . .
O Disable Broadband/Cable Internet Service Provider.
) Enable W .
Basic Setup
@ Initislize and script Activel controls not marked as safe
) Disable
) Enable
m Run ActiveX controls and plug-ins Domain Name: I:I
8 S;jsr;ijnlstrator approved P Address (MAC Addvess: 00-00-00-00-00-01)
@ Enable O Get an IF address by FPEoE
b
P O P B O Get an [F address by DHCP
; ¢ custom setti - &) Specify an IP address - - --
esel custom sethings
i St Mask Addvess:: EER
Reset to: | Medium v| [ Reset ] Denlt Catevay B . .
Domain Mame Server | 1 172 || 255 || 30
Desnlimetiond o | ¢ |0 |
ActiveX Security Settings v EAETE
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2.6 Administrator Configuration
Click Device Admin to Link to the Page:_
http://192.168.1.100/Eng/Admin.htm

Administration Setup

Product Hame, fral” Y

Version 1.4 ReleaseTime 20050613
Admainrator Password

FPossword Change | wesen

Password Confirm | seeee
MAC Address m 13 FEm]o]n

Retet Device: O Yes ONo

Factory Defuute: (i ¥es (No

Muliport Defulte (< Yes 0o
pott mumber Hii

Important: We use the same default Password with each IP Camera, so
we suggest that you change the password.

Important: Each IP Camera has his own unique Mac Address, so we
suggest you do not change the item "MAC Address”.
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2.7 How to Connect to Internet with ADSL

> z
8"“ - - mm
i q

]

If you want to connect the IP Camera with Internet and Ethernet at the

same time, you must use the function “ADSL PPPoE”

Step1 : Link to this page: http://192.168.1.100/Eng/BasicSetup.htm, and
select “Get an IP Address by PPPoE”

Domain Name: I:I

IF Address (MAC Address: 00-00-00-00-00-01)

”@§Gel an 1P address by PPPOE

) Get an IF address by DHCP

O Specify an 1P addiess

St Mask Adhess: [ 0]
Definlt Gateway [P Address:

Doreain Namae Server 1:
Domin Hans Secvec 2 [ & |[ 12 ]
Dot Servecd: | 206 | 136 ][ 2 [ 1

Step2 : Link to http://192.168.1.100/Eng/PPPoE.htm check the enable
feature and type the ID and Password for your ADSL modem

15



PPPoE Setup

FPPoE: O Disable
Vetwe | C TE |

Password:

PPPoE Management:

Comnection Stafe:

Session ID: 0
Cennerting Time: Osec
PFFGE Ip:

2.8 WEB Camera (USB Camera) Configuration

Step1 : Install the USB driver on the software CD and click "SETUP.EXE”

£ WalkGuard(IPJWiFiCam Pro) Version 6.0{0V)

;E []] setvrLiE DISKLID
| Popice Model Library IDfEE
s ] 201 KB 1KB
SETUR.EXE = SETUPINI
Setup Launcher { SETUP EXE) = AHREERTEE
TInstall¥hield Covporation, Tne. — 1EE
=

SETUR PEG
PG fE5E
2KB

2 SETUP INS
a PRI TE
80 KB

16

THETEET RN _ISDEL.EXE
i WEE Tnstall3hield Deleter.
B Stirling Technologies, [nc.

_SETUP1 " _SETUP DLL
T ﬁ 201050
1,260 KB Setop Lamncher Resource

Step2 : Please click “Next” to install the USB driver

(117530 USE Driver

Step3 : Change the switch on the camera to the mode ”Web Camera” and
reset the camera.

Step4 : Connect the IP Camera directly to the computer with USB cable
included. Then click the option “Install the software automatically
(Recommended)”

Setp5 : Select “No, not this time”and click “Next”.

Faund New Har tware Wizard
‘Walcome to the Found New
Hardware Wizard

Windows well 1erch for cument snd updsted soltwars by
Yok 1

congten. on e . mon
heWindows Updainwieh st [wh yous pemission)
Tienid e petracy pobcd

E G
toftwate

s s e iy
311, now ard aveny sime | connect & device

{31 No. ook s fre |

Lok, Newd Lo cortanue.

e
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Found New Hardware Wizard Step9 : Open Microsoft NetMeeting(c:\program Files\NetMeeting) or MSN
Messenger, then you can control the Image with MSN Messenger

This wizard helps you install software for

Dual Mode LISB Camera 0Y530

(*) 1 your hardware came with an installation CD
CSED or floppy disk. insert it now.

‘what do you want the wizard to do?

(@) Install the software sutomatically (7
() Install from a list or specific location [&dvanced)

Click Next to continue,

[ <Back [ Mew> | [ cancel ]

or NetMeeting.

& NeiMeeting
File

Edit View Favorites  Tools

Help

@Eack LA = | "' /_-\‘ Search || Folders v

Address ||b CiiProgram Files\NetMeeting

File and Folder Tasks

= Rename this file

&8 Publish this fils to the web
() E-mail this file
¥ Delete this file

Elip

confmrsl.dil
5.1.2600.2180

MetMeeting Interface Marshali..,

- callcont.di
5.1.2600.2150
Call Control Module

deap3z.dil
5.1,2600.2180
HethMeeting video capture APT, .

@9 Mave this fils ch3z
par NetMeeting Chat application
() Copy this Flle Microsoft Corporation

Setpb : Select “install the software automatically [Recommended]’and
click “Next”.

g Dual Mode USE Camera 0W530

15 The soltwars pou are instaling for this hardware:
.
= ! Dual Made LISB Camera 0Y530

hias not passed windows Logo testing to verify its compatibiity
with W/indows <P, (Tell me why this testing iz important.]

Continuing your installation of this software may impair
ar destabilize the corect operation of your system
cither immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Anyway ||| STOP Installation |

Setp7 : Click “Continue Anyway”

Step8 : Then you can see the following message:

jf.i Found New Hardware *

Your new hardware is installed and ready to use,

- Paint -G : 1:44 PM
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2.9: How to use the virtual IP to connect IP Camera and Internet.
If your network Architecture supports the following figure,

You will need to do port and local virtual IP forwarding in the firewall or
gateway setup

INTERNET
Fixed IR:61.30.13.40

Port forwarding:8888

g Virtual IP:192.168.1.100
—

Virtual IP:192.168.1.101
Virtual IP:192.168.1.102

Step1 : In this Page “Device administrator Setup”, please enable the
function “Multiport Defaults” and assign a port number for the

IP Cam

Product Name:  [PCam

Version: Build Feb 17 2005 17:51:36
Administrator Password
Password Change: [TTTT)

Fassword Confirmn: | ssane
MAC Address: |00 00 |[00|[00 00 |[o1 |
Reset Device: O ¥es &) No
Factory Defaultst O Yes & No

Rultiport Defaults: & Yes O No
port nurmker; | 8853 ._

Step2 : Setup your firewall or gateway, and assign a Local Virtual
IP:192.168.1.100 and open a port 8888 for the IP Cam, the

20

following figure is just a example, you need to ask your Internet
Service Provider

@Back - J \ﬂ @ ;‘, /.-ESearch '___':_‘l?Favorites 6:‘1 A~ i@ ‘i‘i

fddress 5@1 http:f{192.168.1.1

@ To help protect your security, Internet Explorer stopped this site From installing an ActiveX control on your computer, Click here For options. ..

OfficeConnect’ wireless 11g Cable/DSL Route

Virtual Servers s m

Welcome Virtual DMZ Help
LAN Settings When a request from the Internet is not directed to a virtual server (listed

in the table below):
Wireless Settings & Block request
Internet Settings " Redirect request to Virtual DMZ host (this reduces the
Firewall security provided by the unit) Cancel

IP address of DMZ Host: |D
System Tools L2 ot
Advanced

Virtual Server IP Address

delet: 192.168.1.100 ip 8888 i

| 168.1. ip cam
Status and Logs =
Support/Feedback
-
4 »

Status : Ready

Step3 : In the Remote Computer, please open the Internet Explorer,
and input the IP address: http://61.30.13.40:8888

<3 GRAND IP.Cam, - Microsoft Internet Explorer

File Edit ‘Wwiew Faworites Tools Help

@Back - &l \il-l \ELI ;\] /-._\: Seatch ‘:1\?’ Fawvoribes 6’-‘?
address | httpafi 61.30.13.40:8888

@ To help protect vour security, Internet Explorer stopped this site from installing an
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Chapter 3 Basic Configuration
3.1 Image control

In this chapter, we will introduce some basic configuration for the WiFi
Camera.

Image Control

Video Resolution : O 17exl4d & 3202240 O 64024380
Background Light: @ Wormal(lndoor) O Special(Cutdoor or Dark)
Quality : @ Worst O Medium O Best

Auto Exposure () Enable O Disable

Auto White Balance : ) Enable O Disable

Sharpness: Jow—-® 1 O 2 O3 high—

Hue: [_5£

Erightness : | 0

Contrast : [E

Saturation : | 50:

Lizht Frequency : &) 50Hz O 60Hz

Mirror: (2 Enable © Disable

Eotate: O Enable & Disable

-@

Image Control

Here you'll find the following control items:

1. Video Resolution: 176*144 / 320*240 / 640*480: Select the IP Camera
output Video Resolution of your choice. The higher resolution will be
clearer than the smaller, but it will occupy a larger bandwidth.

2. Background Light: Normal(indoor) / Special(Outdoor or Dark):
Select the IP Camera output Video quality of your choice. The better
resolutions

3. Quality: Worst / Medium / Best: Select the IP Camera output Video
quality of your choice. The better resolutions will be clearer than the
lowest settings, but it will occupy a larger bandwidth.
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Cuality : @ Waorst O Medium O Best

4. Auto Exposure: Enable / Disable: Switch the IP Camera Auto Exposure
function between Enable / Disable. By enabling it, the IP Camera will
automatically modulate the lighting conditions.

Auto Exposure : * Enable © Disable

5. Auto White Balance: Enable / Disable: Switch the IP Camera Auto
White Balance function between Enable / Disable. By enabling it, the IP
Camera will automatically modulate white color for optimal picture quality
in any lighting condition.

Auto White Balance : * Enable © Disable

6. Sharpness: Switch the IP Camera Auto White Balance function
between Enable / Disable. By enabling it, the IP Camera will
automatically modulate white color for optimal picture quality in any
lighting condition.

Sharpness: e 1, O Ord chish =

7. Hue / Brightness / Contrast / Saturation: Modulate the IP Camera’s
Image performance.

Hue: El
Erightness : ﬂ
Contrast : | 50 |

Saturation : 0|

NOTE: In the dark, we suggest you raise the “brightness”.
7. Light Frequency: Adjust the light frequency to suit your country.
60Hz is the standard for the USA and 50Hz is the European standard.

Light Frequency : @ 50Hz O A0Hz
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8. Mirror: Adjust the light frequency to suit your country.
60Hz is the standard for the USA and 50Hz is the European
standard.

Mirror: ) Enable & Dizable

9. Rotate: Adjust the light frequency to suit your country.
60Hz is the standard for the USA and 50Hz is the European
standard.

Eotate: () Enable ® Dizable

NOTE: After adjusting these parameters, please click the ”Apply” button to
save your new settings. If you don’t want to keep the new settings, click the
“Undo” button to give up those modifications.
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3.2 Basic LAN configuration

Haat Name: I

Domain Name:

IF Addrems DUAG ez TO01-51-2- M)

€ Oet an IF addsess by FFPoE

T iBel an 1P addiess by DHCE

# Specityan [P addiess [T 150 [ T 100
SelsedekAbess [ [ [39 [ 0
Detinh Oweway P e [T [T60 | | |24
S Y e e
Doss e Savmd [18 [ [17 [ 1
N Y e

b Juss |
IP Camera Setting — Basic LAN Setup

1. Host Name & Domain Name: If you do not know this one, you can

ignore this item

Host Mame: |
Domain Marme: |

2. MAC Address: Shows the current MAC address used by the IP Camera.
[F &ddress M AT Address: O0-13-FE-00-00-00)

3. Get an IP address by PPPoE: If “Get an IP Address by PPPoE” is
selected, you must setup the PPPoE configuration. (In order to login to
the ADSL Modem).

© Getan IF address by FFFoE

4. Get an IP address by DHCP: If your Network is defined with DHCP
assigning the IP address. Then you won’t need to assign the IP address
by yourself manually.

© Get an IF address by DHCF
5. Specify an IP address: Please specify your IP Camera II's IP address
by manually assigning one yourself. Don’t assign the same IP address as
25



other Network devices.

% Specify an IP address WIWII_W
6. Subnet Mask Address: Default Subnet Mask Address is: 255.255.255.0
Subnet Mask Address: ENENEE R

7. Default Gateway IP Address: Depends on your Internet Service
Provider. Please contact them for further assistance.

Defankt Gateway [P Address: [192 | [168 [ 1 | [254

8~10. Domain Name Server: Your Internet Service provider will provide
you with at least one DNS IP Address.

Doroain Maree Server 1+ [168 ([958 [ 1 [ 1 |
3.3 Wireless Setup

) Wisehers Setup - Micmsoft Ixternet Explrer
wED WEE B SeARy TR R I

«] |& & s - anar £

Wireless Setup

Wiseliss epmod:
£5ID:
Emciyphion Type: Ciees CVWER (S ASCIT) COWER (13 ASCID
GIWEF (10 HEX Digits) CWEF (26 HEX Digite)
CIWPAITRIF (8 <63 ASCID O WPAMAES (3 - 63 ASCID

O Hoc G Infrastruchure

KEY:

£ Cetan [P addiess by PRFOE
) el an [P addiess by DHCP

(=) Specify an IF addsess| 172 | 16 | 2 | 10
Subres Mk Addms 2 EEG
D vy [P s | 172 || 16 | 0 || 254
Diogriats, N S 1 CHES IR'E
DovanNesetemr2 | 0 | 0 |0 | 0
Diogrits, M S 3 offofofjo
e
O BESRY

Wireless LAN Setup

Note:This function only used by Wi-Fi Camera Pro.
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1. Wireless opmode: Ad Hoc / Infrastructure: Switch the Wi-Fi Camera
wireless mode between the Ad Hoc mode (point to point), or
Infrastructure mode (Broadcast).

Wireless opmode: T ad Hoc @ Infrastructure

Ad Hoc : If you want to connect the Wi-Fi camera and PC or notebook
directly, please select this mode. But you must make sure your
notebook includes the Wireless LAN Card (802.11b/g) and you
must set the parameter for 802.11b/g and Ad Hoc.

Infrastructure: If there is a wireless AP ( Access Point), please select this

mode.

2. SSID: SSID works best with the User ID which is used by the WLAN.

SSID: [

3. Encryption Type : Switch Encryption Type.
Encryption Type: O None OWEP (5 ASCID) O WEP (13 ASCII)
&) WEF (10 HEX Digits) O WEF (26 HEX Digits)
O WEPATKEIP (8 -63 ASCIDH) OWPAJAES (8 -63 ASCID

6. Key: Assign WEP digital Number Key. The digital numbers must the
same as the WEP Key which was used by the Wireless AP (Access
Point).

[\

7. IP setup: you can use the same parameter, prefers the Basic Setup

" (et an IF address by FFPoE
' (et an IP address by DHCP

& Specify an [P address WWITW
SubretMask Address:  [235 [285 [285 [0 |
Defanlt Gateway [P Address: [192 [168 [ 1 | [254
Dorcain Maroe Sever 1+ [168 [95 [T [1 |
Dorcain Maroe Server 22— [168 [95 [192 [ 1 |
Dormain Nome Server 3 [152 [168 [1 [T

27



3.4 Network Status

Shows the current Ethernet information, we suggest the following figure:

Network Status

Use ethemel/wireless:  ethernet

IP Address = e
Network Mask EER
Default Geteway WIWII_IW
Domain Name Server | IWITII_II_
Domain Name Server 2 ITITWW
Domain Name Server 3[ 15 [0 |[716 | [221

Network Status

3.5 System / Client Log

System/Client Logs

‘Main Info ‘IP Address |MAC Address |Tirne

‘System Boaot |llf29Q004 15:43
Mewclient [17216208  [D0A0:F4:3A:ED:E4  [1L72G2004 15:52
‘New client ‘192.168.1.8 |00:40:F4:3A:BD:E4 |llf’29f2004 16:7

System / Client Log
Shows the System / Client Logs, please click the “Reload” button to load

the newest logs. Displays the details of the [Client Login Time] [IP address]
[MAC Address] information.
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Chapter 4

Advance Configuration

This chapter introduces you to the advanced configuration.
4.1 Device administrator Setup

Administration Setup

Froduct Name: [PCam
Version: Build Feb 17 2005 17:51:36
Administrator Password

Fusva e
Fusven Gt
MAC Address:

Reset Device: O Yes & No
Factory Defaults: O Yes &) No
Multiport Defaults: © Yes & No

port nuraker: lIl

Administrator Setup

1. Administrator Password: Allows you to modify the Administrator’s login
password. Remember to click the “Apply” button to update and save.
Administrator Password
Password Change: I sssse
Password Confirm: I sssse

Default User ID: root

Default User Password: admin

Caution: Please remember your Administrator password. If forget your
administrator password, please refer to chapter5 Q/A.

4. MAC Address: Allows you to modify the WiFi Camera’s MAC address.

Please input the unique MAC address.(refer to Chapter 2.6). Then click
the “Apply” button to update the setting.
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Please use the MAC address which was printed in the case.

5. Reset Device: Yes / No: Allows you to reset your Wi-Fi Camera and
restart without losing any stored information and settings. To enable this
feature, please select “Yes”, and then click the ”Apply” button.

Eeset Device: C Yes & HNo

6. Factory Defaults: Yes / No: Allows you to reset your Wi-Fi Camera and
restart with factory default information and settings. All stored information
and settings will clear. To enable, please select “Yes”, and then click the
“Apply” button. It is the same with the Hardware factory reset.

Factory Defaults: € Ves & }o

3. Multiport Defaults: Yes / No: Check “Enable” to allow you to
configure the broadband router from WAN side. To access the setting
page from external side, enter "http://<WAN IP Address>: 8080” in
the web browser

Multiport Defaults: © Yes & Mo

port nurnber: I 0]

4.2 PPPoE Setup

PPPoE Setup

PPFoE: © Enable  Disable
User Marme:
Passwond:

PPPOE Management:
Connection State:

Session ID: )
Connecting Tirne: () sec
FFECE Ip:

IP Camera Setting — PPPoE Setup

1. PPPoE: Enable / Disable: Click “Enable” to enable the PPPoE function.
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Then you can connect the IP Camera with an ADSL modem.

FPPGE: " Enable  Disable

2. User Name / Password: Input PPPoE User Name and Password for
automatic login PPPoE then click “Apply” button to update.

User Mame: |

Fassword: I

3. PPPoE Management: Shows current PPPoE status.

PPPoE Manazement:

Conmection State:

wession [0 0
Connecting Time: 0 zec
FFFoE Ip:

4.3 Dynamic DNS Setup
NOTE: You will have to contact your Internet Service Provider (ISP) to
activate a Dynamic DNS program.

Dynam ic DNS (http:{iwww.dyndns.org)

Dynamic DNS: ¢ Enable & Disable (Updating Failed)
Dormain Name:
User Name:
Paswo [
Server l—
Berer [

w Undo
IP Camera Setting — Dynamic DNS Setup

1. Dynamic DNS: Enable / Disable (Not Update): Select “Enable” or
“Disable (Not Update)” to use or not to use the Dynamic DNS
mechanism. The ISP will dynamically allocate an IP address to your
router, if you dial up to Internet by ADSL/Cable modem. If you want the
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dynamic IP address to map to a static Domain Name, you can set the
Dynamic DNS Settings by enabling this feature.
Dynamic DMS: € Enable @ Disable (Mot Update)

2. Domain Name: Input a domain name in this field you want to map to the
IP address of your broadband/cable router.

Darnain Marae: |

3. User Name: Input the “Web Address” of your Dynamic DNS Service

User Mame: |

4. Password: Input a password to access the dynamic DNS.

Passwrord: I

5. Server: Input the server address to access the dynamic DNS server.

Server: |

4.4 FTP Service Setup

FTP Service

Enable: © Enable * Disable
Server URL: I—

User: Ii

Pazsword: I

Remote Path: I—

TUndo

IP Camera Setting — FTP Service Setup

1. FTP service: Enable / Disable: Select “Enable” or “Disable” to use or
not use image capturing for uploading to an FTP server. The WiFi
Camera will automatically capture the image and upload to an FTP
Server
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Enable: ' Enable & Digable

2. Server URL: Define the upload FTP URL address. (Without the path of
the FTP server)
Server URL: |

3. User & Password: The user name and the password to login to the FTP

server.
User: |
Pasgword: I

4. Remote Path: The file and folder path to store those images.

Eemaote Path: |

4.5 E-Mail Service Setup

Enahle:  Enable & Dimble
Mail Server: | ]

Sender's Address: |

Recipient’s Addeegc [

Subjsct: —

Interval In Minute: [ °

 fostr U |
IP Camera Setting — E-Mail Service Setup

1. E-Mail service: Enable / Disable: Select “Enable” or “Disable” to use
or not use image capturing to be sent via E-mail service.

Enable: " Enable ' Dizable

2. Mail Server: Input your mail server to send this e-mail (POP3 Server)

hail Server: |

3. Sender’s Address: Input the e-Mail address to send this e-Mail.
Sender's Address: |
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4. E-mail address To: Enter the e-Mail address to receive this e-Mail.

Recipient's Address: |

5. Subject: Enter the E-mail Subject for the mail receiver recognize.

Subject: |

6. Interval In Minute: Set the interval, the E-mail will be sent the set
interval time period.

Interval In MMinute: | H

4.6 NTP Timer Service Setup

NTP Setup

Enable Time Zone: # Enable € Digable
Time Zone:

IGMT-*OE 00 Taipei j
Enable Time Server: # Enable € Disable

Time Server IP address: 192.541.40

Jan 01, 1870 08:24:21

Apply m
IP Camera Setting — NTP Time Service Setup

1. Enable Time Zone: Enable / Disable: Enable / Disable Time Zone
reference

Enable Time Zone: ' Enable & Disable

2.Time Zone: Select your local Time Zone area. It will reference the GMT
location time for your WiFi Camera.
Note: Time Server must be enabled to use this function.

Time Zone:
| GMWT-+08:00 Taipei j

3. Enable Time Server:
Enable / Disable: Enable / Disable reference time from the Time Server.
This is allows you to set your local time zone, this feature is
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recommended for Internet use.
Enable Time Server: = Enable " Digable

4. Time Server IP address: Input reference Time Server IP address. Enter
the IP Address of the Time Server in this field. The IP address will be
listed with the time server information on the web.

Time Server IF address: | 161.53.40.3

5. Current time: Displays current time.
Sep 01, 2004 13:30:42

6. Apply/Cancel: After making sure all settings are correct, click the
“Apply” button to store the settings.

4.7 User Management

User Acount management

[Curent User
Ansign User

UetMames|
e
Confimpinds]
Lavel [>=' ]

tosen | |

Uses Bamme | [

Delate User

ERES

=]

User Account Setup
1. Current User: List of the currently stored User Names and information.

2. Assign User: Allos you to add a new user and assign a password and

Level (Guest / User / Admin).
Level : There are 3 different levels you can select, Guest / User and Admin.
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Azsign User

User Naime:
Password:
Confirm pswd:

Level: |Suest =

Assign | Clear

3. Delete User: Deletes a previously added User account.

Delete User

E

4. Reload: Reloads the list of current registered users.
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CHAPTER 5
TROUBLESHOOTING

Please check the following chart for a possible solution to a problem. If you
are experiencing a problem, a minor adjustment may eliminate the problem.

Frequently Asked Questions

IP Camera Installation
Q: What username and password can | use the first time accessing the
IP Camera or after a factory default reset?
A: default User Name = root (all lowercase)
default password = admin (all lowercase)
default IP Address 192.168.1.100

Q: What should I do if | forget my username and password?
A: Restore the factory default settings by pressing the DEFAULT button
until the ready LED is turned off.

/.."' ; . ‘- (7} .?,
¥ .% \\'.I i
|

s f
default User Name = root (all lowercase)

default password = admin (all lowercase)

default IP Address 192.168.1.100

Q: Can the IP Camera also work behind the firewall?

A: Yes, you'll need to do perform port and local virtual IP forwarding in the
setup settings of the firewall. Please refer to your firewall's user manual or
help files.
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Q: | cannot access the IP Camera from a web browser.

A1: Please use the run command “Ping” (Appendix A) to check the
connection, if the response shown is “Request timed out”, it may be caused
by the setting of the IP Address. Please refer to chapter 2.2.

A2: Check the Ethernet LED of the IP camera. It should blink green and
orange lights. If not, check that both ends of the Ethernet cable are securely
and properly attached..

A3: Our RJ-45 Cable is a cross over wire. Meaning this cable only can be
connected with a switch Hub or connected with the IP Camera being
directly connected to the computer. If you want to connect with an older
Hub, please remember to use a standard RJ-45 Cable.

A4: Confirm that the virtual/local IP address or port [which was used by the
camera (default = 80)] has been forwarded to the camera. Please refer to
your gateway / router’s user manual.

Q: Internet Explorer displays the following message: “Your current
security settings prohibit downloading ActiveX controls”.

A1: Restore the default IE security settings (Medium) or configure the
individual settings to allow downloading and scripts of signed ActiveX
controls. Refer to Appendix B: Internet Explorer Security Settings for
more details.

Q: There are no images available through the web browser?

A1: The ActiveX may be disabled. Please make sure ActiveX has been
enabled in the Internet Options menu. Please see Appendix B: Internet
Explorer Security Settings to correctly configure your Internet Explorer.
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Appendix A: Check the Network Connection

Microsoft Windows includes various network information utilities to
determine various network configurations. To determine your IP address
and network settings, please follow the procedures.

1. Click on ”Start” => “Run” and type in: cmd and then press "ENTER”

2. Type command: ipconfig and then press "ENTER”.

3. This will display your network card’s IP address, Subnet Mask, and
Default Gateway. Please remember it, we will use it later.

4. Use the command “Ping” to get the status of the network connection, the
default IP is 192.168.1.100. Please type in the same command windows:
ping XXX XXX XXX.XXX. The XXX XXX.XXX. XXX is your IP Camera’s
IP address. For example: ping 192.168.1.100.

5. If you can see the following report, the connection is successful.

Pinging 192.168.1.100 with 32 bytes of data:

Reply from 192.168.1.100: bytes=32 time<1ms TTL=128
Reply from 192.168.1.100: bytes=32 time<1ms TTL=128
Reply from 192.168.1.100: bytes=32 time<1ms TTL=128

Ping statistics for 192.168.1.100:

Packets: Sent = 4, Received =4, Lost = 0 (0% loss),

Approximate round trip times in mini-second:

Minimum = Oms, Maximum = Oms, Average = 0ms
6. If there is no response on this address you'll see

Pinging 192.168.1.100 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.1.100:

Packets: Sent = 4, Received =0, Lost = 4 (100% loss),
This indicates that the connection is not successful
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Appendix B: Internet Explorer Security Settings

The IP Camera’s web environment Communications using both JavaScript
and ActiveX control technologies. The ActiveX control must be downloaded
from the camera and installed on your PC. There are four things that your
Internet Explorer security settings must allow for the web page to work
correctly.

Download signed ActiveX controls

Run ActiveX control and Plug-ins

Script ActiveX controls marked safe for scripting
Active Scripting (Java Scripts)

Pobd-=

All these things are enabled by the default Internet Explorer Security
settings. You can restore the default settings in Internet Explorer by
clicking "Tool” => “Internet Options” => “Security” => "Default Level”.

OQowc+ ) - (x] |[&] € Csewch glrreoen & 2 5 H B

Gk s | 8] Rt 1198 14800100 Englipeam. itm b ﬂ@n
W To help probect your sexurky, Snberred Explosar shopped Ehis sl from instaling an Advel control on your comguber. Chck here Foe agtiors. ..

I Cam - Microsoft Internat Dxplares

Q- O ¥
8] hep {192, 1880000 = EY50
W& 1o helo probect your ssourky,
Ll
* IP Comara Demo

0]

Internet Explorer Internet Options
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You can also click ”Custom Level” and set the parameter for the following

settings:

Internet Options

Gene|a|| Security | Privacy | Content | Conmections | Programs | Advanced

Select a'Web content zone to specify its security zettings.

Q 0 e

Localintrangt  Trusted sites  Restricted
sites

Internet
Thiz zone containg all twW'eh sites pou il
haven't placed in ather zones
Security level for this zone
Custom
Custom zettings.

- To change the settings, click Custom Level
- To use the recommended settings, click Default Level

@J}[ Default Level ]

Internet Explorer Security Modify

Security Settings

Settings:

2 Pramet
P

@ Download unsigned Activel contrals
O Disable

O Enable B

>

@ Initialize and script Activel controls not marked as safe
) Disable
O Enable
(&) Prompt
m Run Activex controls and plug-ins
O administrator approved
(O Disable
(® Enable

L

£

<

|

Reset custam settings

Reset ko | Medium v|[ Reset ]

o

ActiveX Security Settings
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Appendix C: Internet Explorer display error

message or crashes sometime

1. Please remove the Microsoft MSN Tool or MSN Tool Bar
2. Click start->control panel->Add or Remove Programs

B Control Panel

Fle Edt Yiew Favorites Tools Help #
@ Back u {I p Search LL__\‘ Folders '
Address & Cantrol Parel B ‘ Go

W 0 P R Y I e

Administrative  Automatic Dateand Time  Display  Folder Options Fortts Game

m’ Control Panel R G g

Accessibilty  Add Hardware
B» Switch ta Categary Wiew Options Tools Updates Contrallers
P = e » & & 0 3
- ] .
See Also A ﬁ ﬁ‘ i~
Internet Keyboard Mause Hetwork—— Metwork Setup— Phone and — Power Options - Printersand - Regional and  Scanners and
‘ tWindows Update Options Coninections \iizard Madern ... Faxes Language ... Cameras
@ Help and Support ( ‘a @ = - -f’n
57 2 Se
Scheduled Securky  Sounds and Speech System Taskbar and  User Accounts  Windows Wireless
Tasks Center  Audio Devices Start Menu Frewall  Hetwork Set...

3. Remove the MSN Tool Bar

B Add or Remove Programs

Currently installed programs: [ Show updates Sort by:

hange or
Remove
Programs

o remove this program From yaur compuker ve l
EVB
Add New . TP&E00 PC Camera Driver Size 2,342.00MB
Programs

% MsN Toolbar Suite 2.0

@ Windows ¥P Service Pack 2

Add/Remave
windows
Components

@

Set Program
Arcess and
Defaults
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Appendix D: Step by step to restore the default

Step by step to restore the default parameter(Wi-Fi Camera and [PCamera3)
Stepl: Reboot the Wi-Fi Camera and wait that the indicate Ready LEDs been
turned on

Step2: Even the LED had been turned on, you also need to wait 20 seconds.
Step3: After 20 seconds, you can start to push the Default bottom until the
“READY” LED been turned off

Default IP address: 192.168.1.100
Default User Name: root
Default Password: admin
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When you need RMA or advanced technical service, please fill in this form
as detailed as possible and FAX or Email it to your dealer or service
representative.

Product S/N:

Name:

TEL No.: FAX No.:

E-mail address:

||Fu|| Address:

Other add-on cards:

Problem description:
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