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Section 1 - Product Overview

Package Contents

* D-Link DWA-525 Wireless N 150 Desktop Adapter
e Manual and Warranty on CD

e D-Link Wireless Connection Manager on CD

* Quick Installation Guide

System Requirements

* A desktop computer with an available PCI slot
e Windows® 7, Windows Vista®, 2000 (Service Pack 4) or XP (Service Pack 2 or higher)
e CD-ROM Drive
* 300MHz processor and at least 64MB of RAM
* An 802.11n, 802.11g or 802.11b access point (for Infrastructure mode), or
another 802.11n, 802.11g or 802.11b wireless adapter (for AD-Hoc mode)

D-Link DWA-525 User Manual



Section 1 - Product Overview

Introduction

The D-Link Wireless N 150 Desktop Adapter (DWA-525) is a 802.11n client device that delivers unrivaled wireless
performance for your desktop computer. With the DWA-525, you can add or upgrade your Desktop PC’s wireless
connectivity without having to purchase a new computer. Once connected, access your network’s high-speed Internet
connection while sharing photos, files, music, video, printers, and storage. Get a better Internet experience with a faster
wireless connection so you can enjoy digital phone calls, gaming, downloading, and video streaming.

Powered by Wireless N 150 technology, the DWA-525 provides a faster wireless connection and superior reception
than 802.11g*. The DWA-525 is designed for use in bigger homes and for those that demand higher networking.
Maximize wireless performance by connecting this desktop adapter to a Wireless N 150 Router and stay connected
from virtually anywhere in the home. This adapter supports WEP, WPA, and WPA2 encryption to prevent outside
intrusion and protect your personal information from being exposed.

The D-Link Wireless N 150 DWA-525 is a powerful 32-bit desktop adapter that installs quickly and easily into desktop
computers. Like all D-Link wireless adapters, the DWA-525 can be used in ad-hoc mode to connect directly with other
cards for peer-to-peer file sharing or in infrastructure mode to connect with a wireless access point or router for access
to the Internet in your office or home network.

The DWA-525 features robust security to help protect the wireless network from intruders, complying with the latest
wireless networking security protocols, including WEP encryption and Wi-Fi Protected Access (WPA) support for
WPA2-PSK. The DWA-525 also includes a configuration utility to discover available wireless networks and create and
save detailed connectivity profiles for those networks most often accessed.

‘Maximum wireless signal rate derived from IEEE Standard 802.11g and 802.11n specifications. Actual data throughput will vary. Network conditions and environmental factors, including
volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal
range.
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Section 1 - Product Overview

Features

* Faster Wireless Networking* - Enable wireless connectivity on your Desktop PC computer with the
DWA-525. With the performance of D-Link’s Wireless N 150 line of wireless products, the DWA-525
delivers a more reliable wireless connection. Perform multiple network tasks at once with the speed
provided by this Wireless Adapter.

e Compatible with 802.11b and 802.11g Devices - Fully compatible with the IEEE 802.11b and 802.11g
standards, the DWA-525 can connect with existing 802.11b or 802.11g compliant routers, access points
and cards. That means you can still communicate with colleagues and friends while you have the ability
to link to even more wireless networks.

* Better Security with WPA/WPA2 and WPS - With the DWA-525 in your Desktop PC you can securely
connect to a wireless network using WPA/WPA2 (Wi-Fi Protected Access) for wireless authentication,
as well as WPS (Wi-Fi Protected Setup) providing you a much higher level and an easier way of security
for your data and communication than has previously been available.

* Total Performance - Upgrade your computer with the latest 802.11n technology.

‘Maximum wireless signal rate derived from IEEE Standard 802.11g and 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate.
Environmental factors will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Qverview
LEDs

ACT /Link

Ablinking light indicates transmission
of data. A steady light indicates a
connection to a wireless network.
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Section 2 - Installation

Installation

This section will walk you through the installation process. If you have a built-in wireless adapter, please disable it in
device manager before installing your D-Link adapter. Also, if you have previously installed another wireless adapter,
please make sure any software is uninstalled.

Getting Started

Before installing your new D-Link wireless adapter, please verify the following:

* Remove any previous installations of wireless adapters
* Disable any built-in wireless adapters
* Verify the settings such as the SSID and security settings of the network(s) you want to connect to

Remove Existing Installations

If you've installed a different manufacture’s adapter or a different model D-Link adapter, make sure the software is
uninstalled before installing the new software. Some utilities may cause a conflict with the new software. If you plan
to use multiple adapters at different times, make sure the utilities are not set to load when your computer boots up.
Windows® 7/Vista/Windows® XP users may use the built-in wireless utility for all adapters.

To remove any old software:

Windows® 7 users: Click Start > Control Panel > Programs and Features > Uninstall or change a program.
Windows® XP/Vista® users: Click Start > Control Panel > Add or Remove Programs.

D-Link DWA-525 User Manual 7



Section 2 - Installation

Disable Other Wireless Adapters

To prevent any conflicts with the D-Link wireless adapter, it is recommended to disable any wireless adapter (as well
as any unused Ethernet adapters).

L Device Manager
Fle Action View Help
co @M ES 20 8 =RBE
(=8 craveR
(+ ' Computer

(] g Disk drives
i # Display adapters

From the desktop, right-click on the My Computer icon and select
Properties.

Click the Hardware tab and then click Device Manager. Scroll down
the list and click the + sign to the left of Network Adapters.

£ Device Manager

File  Action View Help
dm = HE 2 H =ma

=12, CHAMBER:

ﬂ Computer

e Disk drives

§ Display adapters

b DVDICD-ROM drives
=) Floppy disk controllers

Right-click the adapter you would like to disable and select o 3 ooy dives
[ umnan Inkerface Devices
Disable. - 2 e aTan

[+-i=% IDE ATAJATAPI contrallers
[+-4g IEEE 1394 Bus host controllers
‘z» Keyboards

") Mice and other pointing devices
-8 Moritors

T.;.':--Q Metwork adapters

ireless M 150 Desktop Adapter

156 PCI-E Gigabit Ethermy
" Update Driver...

%8 Processors
=@, Sound, video and game controllsrs .
Aoy ylumes Scan for hardware changes

Uninstall

[ System devices =
[+ &g Universal Serial Bus controllers | Properties

Disables the selected device,
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Section 2 - Installation

Marvell Yukon BBEBO56 PCI-E Gigabit Ethernet Controller

CI iCk Yes ‘to d i Sab I e th e ad apte r_ ‘!5 Disabling this device will cause it to stop functioning. Do you really want ko disable it?

L Device Ma nager |Z”EHZ|

File  Action  View Help
= a8 =2 =By
= g CHAMEER

- Computer

“age Disk drives

§ Display adapters

Bl L DVDICD-ROM drives

[+ =2y Floppy disk contrallers

5 Floppy disk drives

{5 Human Interface Devices
[+ IDE ATA[ATAPI contrallers
&5 IEEE 1394 Bus host contrallers

The adapter is now disabled. When disabled, a red X will be
displayed.

Disabling the adapter will not remove the drivers. If you would like
to use the adapter, simply right-click it and select Enable.

Keyboards
) Mice and other pointing devices
§ Monitors

B H8 Network adapters
55 1 150 Desktop Adapter
PCI-E Gigabit Ethernet Controllsr

[+ %8 Processars
@, sound, video and game controliers
[¥] e Storage volumes

- system devices
[+ Universal Serial Bus controllers
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Section 2 - Installation

The D-Link wireless adapter lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

Wireless Installation Considerations

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link adapter and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

.Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.

D-Link DWA-525 User Manual
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Section 2 - Installation

Adapter Installation

Warning: Do NOT install the DWA-525 Wireless N 150 Desktop Adapter into your computer before installing the driver software
from the D-Link CD.
Turn on the computer and Insert the D-Link DWA-525 Driver CD in the CD-ROM drive.

If the CD Autorun function does not automatically start on your computer, go to Start > Run. In the run box type “D:\
DWA525.exe” (where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click Install Drivers. D-Link WIRELESS N 150 DESKTOP ADAPTER

Click Install Drivers ' O

= View QIG

= View Manual

= Adohe™ Reader”

= Support
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Section 2 - Installation

The InstallShield Wizard window will appear.
Click Next to continue.

D-Link DWA-525 - Driver Install Program

Welcome to the Installation Wizard for DWA-525

“The Wizard wil install the DAA-525 and Wireless Uity
anta your computer. To cortinue, click Nex,

Click Next &
Q

By default setup will install to the default location: C:\Program
Files\D-Link\DWA-525, where C: represents the drive letter of
your hard drive. To install to a different location click Browse
and specify the location. Click Next.

D-Link DWA-525 - Driver Install Program

D-Link

Click Next

Select the Program Files folder location.

D-Link DWA-525 - Driver Install Program

Click Next &
Q

D-Link DWA-525 User Manual
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Section 2 - Installation

D-Link DWA 525 - Driver Install Program

D-Link

Please turn off your computer and install a PCI card.

If the Found New Hardware Wizard appears, click Cancel.

Click Next &
i

The Wireless Connection Wizard will now appear.

If you want to manually connect to a wireless network, refer to page 15.
The following instructions will connect you to a wireless network using
Wi-Fi Protected Setup (WPS).

Click Next

D-Link DWA-525 User Manual 13



Section 2 - Installation

Push Button Configuration (PBC)

To connect to your network using the WPS push button configuration
method, click the virtual button as shown in the screenshot.

Press the WPS button on your access point or wireless router within 2
minutes to establish connectivity.

When this screen appears, you have successfully connected to your
wireless network. Click Next to complete your setup.

Click Next

D-Link DWA-525 User Manual
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Section 2 - Installation

To manually connect to your wireless network, select Manually
connect to a wireless network and then click Next.

© Use the WiFi Protected Setup (WPS) wizard for simpified
Wieless cormection

Click Next T

Enter the network name (SSID) manually. If you enter the SSID
incorrectly, you will automatically be brought to the site survey
page. Click Scan to display the site survey page.

Wireless Netwark Name{SSID}:

[

1f you da ot know the name of your wieless
scan for it by dlisking the Soan buiton

Click Next & T
Q

Click the Scan button to display a list of wireless networks (site
survey). Click on the network name (SSID) and click Next.

i LaB_DHCP
i dink 00z

i dink 100

i 5aest 100%

i DIRGSSAITEST @

1 280 00

1 vista22 %z & o

Click Next & T
Q
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Section 2 - Installation

When this screen appears, you are successfully connected to
your wireless network. Click Next to complete your setup.

Click Next &
Q

D-Link DWA 525 - Driver Install Program

Click Finish to continue. If you are prompted to reboot your
computer, select Yes, | want to restart my computer now.

Click Finish J‘
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless adapter using the D-Link Utility as well as the
Windows® XP Zero Configuration Utility & Windows Vista WLAN Autoconfig.

D-Link Wireless Connection Manager

The D-Link DWA-525 uses the Wireless Connection Manager as the management software. The manager provides
the user an easy interface to change any settings related to the wireless adapter. Double-clicking on the Wireless
Connection Manager icon on your desktop will start the Configuration.

If you are using Windows® Vista, please skip to page 26 or Windows XP skip to page 28.

Double-click the Wireless Connection
Manager icon on your desktop. J

D-Link DWA-525 User Manual 17



Section 3 - Configuration

Wireless Networks

The Wireless Networks (Site Survey) page will display all wireless networks that are available in your area. To connect
to a network, simply highlight the wireless network (SSID) and click Connect.

SSID: The SSID (Service Set Identifier) is the name

of the wireless network. £ D-Link Wireless Connection Manager |Z|
. . . Metwork Mame:  555test Signal: |||
MAC: Displays the MAC address of the wireless = T . PUEFEy == ) ']"’l ;
. Connecter Address 21650193 Channel: 2
device.
2 1)
Signal: Displays the Link Quality of the wireless -
connection Dt 525 //‘I Al | M WIRELESS NETWORKS _
5510 | MACIBSSID) Signal % | Secuity | Channel | A
Security: If there is a “lock” icon, this means the wireless £, B55test 00:21:31:F8:7E:0C 1007% 2
: - = dlink 00:15 5B:52: 36 : 28 1003 4
network Is secure. You must know the encryption o AR = 8 y
key/security settings to connect. o 250 00:10:6, 45:DEBS % 1 .3
= E-Link 06:21:91:04:44:84 fz & 3
Channel: Displays the channel of the wireless network. =i LAE_DHLCP 00 1C:F0:07:50:48 5% & i
=k vistads 00:26:54: 2E A0 48 F3E a 10
WPS Button: Connect to a wireless network using Wi-Fi :;':;‘fmmstmn ggg;;ggf;i ;g: 150
Protected Setup. Refer to the next page. CiaER 00:21:91:0E:34:FE 77 5
=k 189512 00:21:91: 044424 i ﬂ 3
Refresh Button: Rescans for available wireless networks in your =k DLink 00:13:58:8F:34: 48 7% 1
=i 412kt 00:24:M:13.07.CE k4 1

area.

Connect Button: Highlight a wireless network and click the
Connect button. If the network is secure, a
pop-up window will appear. Enter the security
information to connect (refer to the Wireless
Security section for more information).

Activate Button: Select a wireless network profile from the
drop-down menu and click Activate to connect.
Allow up to 30 seconds to connect.

D-Link DWA-525 User Manual 18



Section 3 - Configuration

Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is designed for easy setup |[FRuEaiar rrmpamm
of security-enabled Wi-Fi networks. It is recommended to have ’
the access point or wireless router nearby during setup. D'L'“l_'_‘

o

D-Link Wi-Fi Protected Setup

For more information on WPS, visit the Wi-Fi Alliance website
at www.wi-fi.org.

Fleaze select the function which you want to run wPS.

" PBEC [Push Button Configuration)

s PIM [Ferzonal |dentification Number)

“Push Button Configuration” (PBC) is a virtual button in the utility
that connects you to other WPS-enabled devices. A connection
can be established by clicking on the virtual button, then pushing
the physical button on the access point or wireless router within
120 seconds. Refer to page 14.

“Personal Identification Number” (PIN) is a unique number ==
generated randomly by the wireless adapter’s utility. Entering

this number in the utility of the WPS-enabled wireless router or

access point connects you with the intended wireless network.

Refer to the next page for more information.

D-Link DWA-525 User Manual 19



Section 3 - Configuration

Personal Identification Number (PIN)

If you want to connect using the PBC method, refer to page 14. To
use the PIN method, select PIN (Personal Identification Number)
and click Next.

i D-Link Wi-Fi Protected Setup

D-Link Wi-Fi Protected Setup

Please select the function which wou want ta un WES.

" PBL [Push Button Configuration)

% PIN [Personal ldentification Number]

Click NextJ‘

Make sure your access point or wireless router is close by. Write
down the number on the screen. Enter this number in your access
point or wireless router. Please refer to the manufacture’s manual
for instructions.

Once you click Next, you will have 2 minutes to enter this number
in your access point or wireless router.

i D-Link Wi-Fi Protected Setup

Link

= accessible far connectivity.

FIN (Personal Identification Number)

This method allows you ta easily connect ta your wirsless network
through PIN

Pleaze naote that the follawing PIM infarmation must be entered in the
accest point. and it iz recammended that the sccess paint is easily

13691467

Exit

Back I Next

A

Click Next L
4

D-Link DWA-525 User Manual
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Section 3 - Configuration

The adapter will try to establish connectivity to your access point or wireless router. B -k W Prtete et
D-Link

Please wait ...

This can take up to 2 minutes, if the connection fails please ty
again.

When this screen appears, you have successfully established connectivity. Click Finish
to complete your setup.

Click Finish '

D-Link DWA-525 User Manual 21



Section 3 - Configuration

My Wireless Networks

The My Wireless Networks page will allow you to create, edit, and delete wireless network profiles. Every time you
connect to a network using the Wireless Networks page, a profile will automatically be created.

New Button: Click New to create a new wireless network
profile (refer to page 22).

i D-Link Wireless Connection Manager

Modify: Click Modify to edit a current profile (refer to
page 23).

Delete: Click Delete to remove a profile.

My Wireless Networks

Activate: Click Activate to use a profile. Allow up to 30 Lt New

seconds to connect to the wireless network. Mo it J

Profile Details: The Profile Details section will display information potvate |
about the wireless network such as the network
name (SSID), network type (Infrastructure or
Ad-Hoc), and if the network is secured.

— Profile Detals -

Nebtwork Name:
Netwark Type:

Security:

D-Link DWA-525 User Manual 22



Section 3 - Configuration

Add Profile

You may add a new network by clicking the New button from the My Wireless Networks page.

Profile Name: Enter a name for your profile (e.g. Home, Office, Profile Setfings |~§-|'
Coffee Shop) — Basic Settings --
I Frofile: Mame: I
SSID: Enter the SSID of the wireless network. 5510 |
. Metwark Type: & |nfrastiucture " ad hoc
Network Type: Select the network type. If you are connecting S -
to a wireless router or access point, select e ’
Infrastructure. If you are connecting to another e e
wireless client such as an adapter, select FER———
Ad-Hoc. | wWiPAMAWPAZEnterprize
) . | 802 1%
Set Security: Select the type of security used. Please refer :
to the Wireless Security section for more
information. - sgg
0K Button: Click OK to save your settings.
D-Link DWA-525 User Manual 23



Section 3 - Configuration

Modify Profile

You may edit an existing profile by clicking the Modify button from the My Wireless Networks page.

Profile Name: Enter a name for your profile (e.g. Home, Office, Profile Settings
Coffee Shop) — Basic Settings S
Prafile M anne: !.-_E!:n:r.-ai.'.'_-:q.ilg -
SSID: Displays the SSID of the network. 551D [dink-4245
. Metwork Type: & |pfrastucture 7 Adhoc
Network Type: Displays the network type. St Securly Option e
&+ MNore
Set Security: Select the type of security used. Please refer C WEP
to the Wireless Security section for more WA AP Personal
information. € WPAWPAD Enterprise
] ) | B0z 1x
OK Button: Click OK to save your settings. '
ok J Cancel J
D-Link DWA-525 User Manual 24



Section 3 - Configuration

Support

If you need help, click the Support button. A pane will appear to the right of the utility which will display information

about the utility.

#8 D-Link Wireless Connection Manager

pwaszs Yl

— My'wirelezs Networks

ety

IP &

WIRELESS METWORKS

]

Signal: il I |

Charnel: 2

I My WIRELESS METWORKS

MHew

EBBtest - ERGtest

fA adify I
[Melete |
Ativate I

Al

My Wireless
Networks tab

What is a My Wireless
Network profile?

My Wireless Netwaorks
profiles are settings that
allow you mobile users to
maove from one location to
another while easily

D-Link DWA-525 User Manual
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Section 3 - Configuration

The About screen gives you information about the
Firmware and Utility Versions of the DWA-525.

Ahout

Ciriver Yersion:
LItility M erzion:
MAC Address;

[Secured by Odyszey)

1.04.12.0000
1,00
00:24:01:40:00:79

Ok I

D-Link DWA-525 User Manual
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Section 3 - Configuration

Connect to a Wireless Network
Using Windows® 7

Windows® 7 users may use the built-in wireless utility. If you are using another company’s utility or Windows® 2000,
please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities
will have a “site survey” option similar to the Windows® 7 utility as seen below.

If you receive the Wireless Networks Detected bubble, click T
. roubleshoot problems
on the center of the bubble to access the utility. Open Network and Sharing Center

O o T L -
11,/10,2009
or =

Left-click the wireless icon in your system tray (lower-right

corner next to the time). Currently connected to:
/’ dlink_gq_pew_pew
21 Internet access

F= testme 2
¥ Internet access

Wireless Network Connection 2 ~

The utility will display any available wireless networks in your Dbk teless o =

area. Click on a network (displayed using the SSID) and click facoSnack S

the Connect button. 1QCLab M
Reger BigHouse "

If you get a good signal but cannot access the Internet, TEST-ssidl T

check your TCP/IP settings for your wireless adapter. Refer DogFood30.net I

to the Networking Basics section in this manual for more ~

|nf0rmat|on Open Metwork and Sharing Center

10:37 AM
11,/10/2009

a  (mz |l W)
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Section 3 - Configuration

Connect to a Wireless Network
Using Windows® Vista™

Windows® Vista™ users may use the built-in wireless utility. If you are using another company’s utility or Windows®
2000, please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most
utilities will have a “site survey” option similar to the Windows® Vista™ utility as seen below.

If you receive the Wireless Networks Detected bubble, click [
on the center of the bubble to access the utility.

Mot Connected

‘-. Wireless networks are available.
-z

or
Connect to a network
Right-click on the wireless computer icon in your system P e
tray (lower-right corner next to the time). Select Connect to EYTETY
¥
a network. BEE *, O Friday

W 81772007

=S |

The utility will display any available wireless networks in your v R
area. Click on a network (displayed using the SSID) and click SRS
the Connect button. i -

.ﬁ' VOIPtest Unsecured network Al
If you get a good signal but cannot access the Internet, check you B aine TR al
TCP/IP settings for your wireless adapter. Refer to the Networking o P—— 4l
Basics section in this manual for more information. ' C!
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Section 3 - Configuration

Enter the same security key or passphrase that is
on your router and click Connect.

It may take 20-30 seconds to connect to the wireless
network. If the connection fails, please verify that the
security settings are correct. The key or passphrase
must be exactly the same as on the wireless
router.

el L5
@ @ Connect to a network
Type the network security key or passphrase for Candy
The persen who setup the network can give you the key or passphrase,
Security key or passphrase:
[] Display characters
s Myouhavea USE flash drive with network settings for Candy, insert it now.
Connect I I Cancel

D-Link DWA-525 User Manual
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Section 3 - Configuration

Windows® XP Configuration Utility

Windows® XP users may use the built-in wireless utility. The following instructions are for Service Pack 2 users.
If you are using Windows® 2000, you must use the D-Link Wireless Connection Manager. Please refer to page 15.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network and click the Connect button.

Refer to the Wireless Security section for information on
connecting to a secure network.

If you want to use the D-Link manager instead of the Windows®
XP wireless utility, refer to the next page.

i) Wireless networks detected x

One or more wireless networks are in range of this computer.,

To see the list and connect, dick this message

Change Windows Firewall settings

Open Metwork Connections

Repair
Yiew Available Wireless Networks

15 Wireless Network Connection 6 |X‘
Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

default

23

form.
3
< Setup a wireless network Q)
<a
for a home or small office ¢ i )

Unsecured wireless netwark Iﬂuuﬂ
Related Tasks ((#)) D-link

o .
3 Learn about wireless W Security-enabled wireless network
n ki

etworking

a network key. If you want to connect to this

¢ Change the order of
et

@ Change advanced
settings

~
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Disabling The Windows® XP Utility

If you want to use the D-Link Wireless Connection Manager you must disable the Windows® XP wireless utility.

Right-click on the wireless computer icon in your system tray Change Windows Firenal settings
(lower-right corner next to the time). Select View Available Open Network Connections
Wireless Networks. Repair

Yiew Available Wireless Networks

') Wireless Network Connection 6 |Z|

Nebwork Tasks Choose a wireless network
g Refresh network list ﬂg;gé::ﬂ in the list below to connect to a wireless network in range or to get more
<2 Setup a wireless network (( )) default A
e ? Unsecured wireless network .ﬂﬂnu
In the Choose a Wireless Network window click Change Related TaglS (2)) Dk
Advanced Settings on the left side below Related Tasks. P Lo sbout s

* Change the order of
preferred networks

9’4 Change advanced
settings

|
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Section 3 - Configuration

In the Wireless Network Connection Properties window,
uncheck Use Windows® to configure my wireless network
settings and then click OK.

- Wireless Network Connection & Properties |E| |X|

General | Wireless Networks | Advanced |

[Use Vindows to configure my wireless network settings:

Available networks:

Ta connect to, disconnect from, orfind out more information
about wireless networks in range, click the button below.

[ View Wirsless Metwors

Prefemed networks:

Automatically connect to available netwark s in the order listed
bl

Leam about setting up wireless network e
configuration.

Refer to page 15, on instructions for launching the D-Link Wireless Connection Manager.
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DWA-525 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy) * 802.1x (RADIUS)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal
- using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been
tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard instead of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (1?7*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.

D-Link DWA-525 User Manual 34



Section 4 - Wireless Security

Configure WEP

Using the D-Link Wireless Connection Manager

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1.0pen the Wireless Connection Manager by double-clicking [
on the D-Link icon on your desktop. From the list of available | Thisnetwerk LiNetworks TP requires a network key (WEP Key)
wireless networks, select the network you want to connect to
and click Connect. If the network is using WEP, the screen
(as shown to the right) will appear. Ky

[ Show test in the pazsword field

2. Enter the WEP key exactly as it is on your wireless router or ok Cancel |
access point.

3. Click the Show text in the password field box to see the WEP key. Unchecking it will hide the key.
4. Click OK to connect to the network. Allow up to 30 seconds to connect.

If you would like to create a new network and enter the WEP settings, refer to the next page.
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It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter.
make sure you enter the WEP key exactly the same on all wireless devices. It is strongly recommended to set the

authentication to Shared Key.

1. Open the Wireless Connection Manager by double-clicking on the D-Link icon on your desktop. Click on New to
create a new profile or highlight an existing profile and click Modify.

2. Select WEP under Set Security Option.

3. Select Shared and then select the Key Length from the
drop-down menu.

4. Enter the WEP key exactly as it is on your wireless router or
access point.

5. Click OK to connect to the network. Allow up to 30 seconds
to connect.

s B azic Settings -

7~ Set Security Option -

17 Mone * fubg " Open " Shared
| & wep Key:

| € WP AWRA? Personal  —

| 7 wPaAWPAZEnterprise Kep Length: Key Index:

| aozy

Profile: Name: ] rk-d2d5

5510 | dlink-4245
Metwark Type: (& |nfrastucture  &d hoe

. wired Equivalent Privacy(wEF]

in bits (40+24] - 10 Hexadecimal di;] j'l __:]

[~ Show text in the password field

Ok ] Cancel ]
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Configure WEP Passphrase

Using the Windows® Vista

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring

your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase
being used.

1. Open the Windows® Vista™ Wireless Ultility by right-clicking Py e
on the wireless computer icon in your system tray (lower _E- WS TR lc A RINER,
right corner of screen). Select Connect to a network. )

Connect to a network
Metwork and Sharing Center

_Til L1 Fivi

B . o

W 8/17/2007

2. Highlight the wireless network (SSID) you would like to - =5
connect to and click Connect. & T
Disconnect or connect to another network
Show [Al -
_%, VOIPtest Unsecured network o _]_U i
ﬁ dlink Unsecured network all
_5‘ tuesday Security-enabled network !!J_U
' =
Set up a connection or network
Open Network and Sharing Center
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3. Enter the same security key or passphrase that is on your router
and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct.
The key or passphrase must be exactly the same as on the wireless
router.

@ @‘ Connect to a network

Type the network security key or passphrase for Candy

The person whao setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

= If you have a USE flash drive with network settings for Candy, insert it now.
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Configure WEP
Using the Windows® XP Utility

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Change WWindows Firenal settngs
on the wireless computer icon in your system tray Open Network Connections

(lower-right corner of screen). Select View Available Repair
Wireless Networks View Available Wireless Networks

') Wireless Network Connection 6 |X|

—— Choose a wireless network
g Refresh network list CIF:( an item in the list below to connect to a wireless network in range or to get more
information.
;’2 Set up a wireless network ({ )) default L
for a home or small office
? Unsecured wireless network IDI][II]
2. Highlight the wireless network (SSID) you would like to Related Tasks ((92) -unk
connect to and click Connect. e s SR

This ne vork key. If you want to connect to this
network, didk Connect.

Change the order of
preferred networks

'w Change advanced
settings

M
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3. The Wireless Network Connection box will appear. Enter the WEP
key and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct.
The WEP key must be exactly the same as on the wireless router or
access point.

Wireless Network Connection

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: | | |

Confirm network key: | |

L Connect ] [ Cancel ]
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Configure WPA/WPA2 Passphrase

Using the D-Link Wireless Connection Manager

Itis recommended to enable WPA-PSK on your wireless router or access point before configuring your wireless adapter.
If you are joining an existing network, you will need to know the WPA-PSK passphrase being used.

1. Open the Wireless Connection Manager by double-clicking on
the D-Link icon on your desktop.

2. Highlight the wireless network (SSID) you would like to connect
to and click Connect. If the network is using WPA-PSK, the
screen (as shown to the right) will appear.

3. Enterthe WPA-PSK passphrase exactly as it is on your wireless
router or access point. Click the Show text in the password
field box to see the passphrase. Unchecking it will hide it.

Connection

The network LAE_DHCP requires a netwark key{WPA-PSEWPAZ-PSE
Kew)

key 1 ek ok

[ Show bext in the password Field

I ] Cancel I

4. Click OK to connect to the network. Allow up to 30 seconds to connect.

If you would like to create a new network and enter the WEP settings, refer to the next page.
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Itis recommended to enable WPA-PSK on your wireless router or access point before configuring your wireless adapter.
Make sure you enter the passphrase exactly the same on all wireless devices.

1. Open the Wireless Connection Manager by double-clicking on the D-Link icon on your desktop. Click on New to
create a new profile or highlight an existing profile and click Modify.

2. Select WPA/WPAZ2 Passphrase under Set Security Option. (s

~— Basic Settings

3. Select TKIP or AES. Profile Name : [

5510 ] dlink

Metwork Type : & Infrastructure " ad hoc

4. Enter the passphrase exactly as it is on your wireless router

~—Set Security Opkion —————, ~— Passphrase Settings =

or access point. -
Mane
* Aukn i TKIP ™ AES
" wWEP kev

5. Click OK to connect to the network. Allow up to 30 seconds
to connect.

ﬁ- WP.C'.II'WPP.Z—PersonaI j shekirkikiskekeok kbbb bk bbb bk

7 WPAWPAZ-Enterprise

[ Show text in the password Field

OF J Cancel J
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Configure WPA/WPA2 Passphrase

Using Windows® 7

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase
being used.

1. Click on the wireless icon in your system tray (lower-right
Troubleshoot problems
corner).

= TSl 111072000

2. The utility will display any available wireless networks
in your area. Currently connected to:

/? dlink_gq_pew_pew
21 Internet access

F= testme 2
¥ Internet access

Wireless Network Connection 2 ~

D-Link_Wireless o

Taco Snack -ﬂﬂ“
IQCLab |
Roger BigHouse =l
TEST-ssid1 .|

DogFood30.net 1.]1“

N TR |

Open Metwork and Sharing Center

10:37 AM

a (W= [ B
| X .|I|| ‘ # 11'10'2009
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3. Highlight the wireless network (SSID) you would like to
connect to and click the Connect button.

If you get a good signal but cannot access the Internet,
check your TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

4. The following window appears while your computer tries to
connect to the router.

Mot connected 4
ﬂ Connections are available

Wireless Metwork Connection ~
dlink Al
Connect automatically
kay2690_24 a
james2690g L
ALPHA M
dlink 888 "
SD6_WLAN T
DAP-2690q ]

Open Metwork and Sharing Center

@‘ Connect to a Network

Getting information from dlink...
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5. Enter the same security key or passphrase that is on your (% Connect to a Network 3o |

router and click Connect. You can also connect by pushing

the WPS button on the router. Type the network security key

Security key: |
It may take 20-30 seconds to connect to the wireless network. If [ Hide characters
the connection fails, please verify that the security settings are
correct. The key or passphrase must be exactly the same as on You can also connect by puhing the
the wireless router. @ <%
|
|
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Configure WPA/WPA2 Passphrase

Using the Windows® Vista

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring

your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase
being used.

1. Open the Windows® Vista™ Wireless Ultility by right-clicking Py e
on the wireless computer icon in your system tray (lower _E- WS TR lc A RINER,
right corner of screen). Select Connect to a network. )

Connect to a network
Metwork and Sharing Center

_Til L1 Fivi

B . o

W 8/17/2007

2. Highlight the wireless network (SSID) you would like to - =5
connect to and click Connect. & T
Disconnect or connect to another network
Show [Al -
_%, VOIPtest Unsecured network o _]_U i
ﬁ dlink Unsecured network all
_5‘ tuesday Security-enabled network !!J_U
' =
Set up a connection or network
Open Network and Sharing Center
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3. Enter the same security key or passphrase that is on your router
and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct.
The key or passphrase must be exactly the same as on the wireless
router.

@ @‘ Connect to a network

Type the network security key or passphrase for Candy

The person whao setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

= If you have a USE flash drive with network settings for Candy, insert it now.
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Configure WPA/WPA2 Passphrase
Using the Windows® XP Utility

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Change Windows Firewall settings
on the wireless computer icon in your system tray Open Network Connections
(lower-right corner of screen). Select View Available Repair
Wireless Networks view Available Wireless Networks

1) Wireless Network Connection 6 |X|

—— Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
9 gat — Dl default |
Tl (‘i’)
Unsecured wireless network l[l[l[lﬂ
2. Highlight the wireless network (SSID) you would like to Retaied TS ((#)) D-unk

fal . ) -1l
W Security-enabled wireless network L

connect to and click Connect. ) Leam sbout wircless

* Change the order of
preferred networks

This network requires a network key. If you want to connect to this
network, didk Connect.

"&@ Change advanced
settings

M
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3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router or access point.

Wireless Network Connection

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then didk Connect.

Metwork key: | | |

Canfitr netwark key: | |

[ Connect J [ Cancel ]
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Configure WPA/WPA2 (RADIUS)

Using the D-Link Wireless Connection Manager

WPA and WPAZ2 are for advanced users who are familiar with using a RADIUS server and setting up certificates.

1. Open the Wireless Connection Manager by double-clicking on the D-Link icon on [
your desktop. Click on New to create a new profile or highlight an existing profile Pt [
and C“Ck MOdify - kType Glntrasfr_u ccccc . r“mhiz

2. Select WPA/WPA2 under Set Security Option and then select TKIP or AES.

3. Click on Advanced Config to continue. e el
4.Next to EAP Type, select EAP-TLS, EAP-TTLS, or PEAP. Extensible
Authentication Protocols allow devices on the network to request '__mpme: [Ear-Tis B | =

authentication from the RADIUS server in the network. All the devices on | .. i I =
the network must use the same EAP type when using a RADIUS server for || Q vaidate server certiicate

authentication. Some RADIUS servers require that the Validate Server field | usernane S omain ame [
be selected. Check this field if your RADIUS server requires validation.

|
I
I

5. Select an User Certificate from the drop-down menu.

6. Enter the login information required to authenticate. __Remove |

oK J Cancel J

7. Click Add to enter the IP address(es) of your RADIUS servers.

8. Click OK to save your settings.
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1. How do | know if my adapter is installed properly?

Go to Start > My Computer > Properties.

Select the Hardware Tab.

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DWA-525. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

n Command Prompt m Open
G q p  Explors
WL indows Movie Maker : Search, .,
Manage
O
\1 13N Explorer

Map Metwork Drive...
;:é Fr|  Disconnect Nebwork Drive. ..

e Windows Media Player Show on Deskkop

i @ He  Rename
‘._@ Tour Windows xP

all Programs D

4 start

Syslem Proparties

Sypztem Flestone Sugtomatic Updabes Romobe
Geneial Compubes Hame || Hatdsaie | Advanced
i Hardware Wizard
i The Add Hardweare 'Wizard helps you ingtal hardwane

A Haircheraia 'wizand

[hervica kanager

Tha Devica Manager stz ol e handwaie devicas inshalled
on Wl compiba. Llis e Device Manager o change the
popehes ol ang devics

[ DiwSgng | [ DeviceManage

Hawdwae: Profiles

2% Hardssors profikes provide a way far wou to et up and shons
Qﬂ ditfiesant handwane: comfiguations.

Handvaae Piolies

Cancel
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Click the + sign next to Network Adapters.

Right-click on D-Link DWA-525 Wireless N 150
Desktop Adapter.

Select Properties to check that the drivers are
installed properly.

Look under Device Status to check that the device
is working properly. Click OK to continue.

L. Device Manager

File  Action  Miew Help
-0 W HES EE A =18
= E CHAMBER

W Computer

“ge Disk drives

§ Display adapters

L DVDYCD-ROM drives

i=% Floppy disk controllers

ﬁ Floppy disk drives

[+ (g Human Interface Devices
= =% IDE ATAJATAPT controllers

&g IEEE 1394 Bus host controllers

Keyboards
Mice and other pointing devices
E: Monitors
=] EE Network adapters
B 0-Link D less M 150 Deskfop Adapter

Lo B® Marvel Vukon S88ES056 PCI-E Gigabit Ethernet Controller
#-F Ports (COM&LPT)

= m Processors

@, sound, video and game controllers

‘g Storage volumes

#- Y System devices
[+ Urivversal Serial Bus controllers

21X

General |Advanced | Driver || Detail: | Resources |

D-Link DWA-B25 Wwireless M 180 Desktop Adapter

Device ype: Metwark adapters
Manufacturer: D-Link. Corporation
Locatian: PCl Slat 1 [PCI bus 4, device 0. function 0]

Device status
Thiz device iz working properly.

If pou are having problems with this device, click Troubleshoot o
start the troubleshooter.

I Troubleshoat... |

Device usage:

| Uge thiz device [enable] w |
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2. | cannot connect to the access point or the wireless router.

» Make sure that the SSID on the DWA-525 desktop adapter is exactly the same as the SSID on the Access
Point or wireless router.

e Move the DWA-525 and Access Point or Wireless router into the same room and then test the wireless
connection.

* Disable all security settings. (WEP, MAC Address Control, AES)
* Make sure that the Radio is not locked down to a different frequency

e Turn off your Access Point and the computer with the DWA-525. Turn on the Access Point, and then
turn on the computer with the DWA-525.

* Refresh the DWA-525 Utility

3. The DWA-525 LED lights are not on.

e Check to see if the DWA-525 desktop adapter is firmly inserted into the PCI slot of your laptop
computer.

4. | forgot my encryption key.

* Reset the Access Point to its factory default settings and restore the DWA-525 Wireless N 150 Desktop
Adapter to the factory default settings. The default settings are listed in the Configuration section in this
manual.
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5. The computer does not recognize the DWA-525 Wireless Adapter.

* Make sure that the DWA-525 Wireless Adapter is properly seated in the computer’s PCI slot.

e If Windows does not detect the hardware upon insertion of the adapter, make sure to completely remove
drivers that were previously loaded. To remove the drivers, do the following:

A. Under Tools > select Folder Options... > select View > under Hidden files and folders > select Show
hidden files and folders.

B. Uncheck Hide extension for known file types > click on Apply

C. Search for previously loaded driver files. Remove these files from the INF and SYSTEM (DRIVERS)
folders in the Windows directory. Note: Windows® XP and 2000 will rename .inf files that have not
received WHQL certification into oem.inf files (e.g., oem1.inf).

6. The computer with the DWA-525 installed is unable to connect to the wireless network and/or the Internet.

* Check that the LED indicators for the broadband modem are indicating normal activity. If not, there
may be a problem with the broadband connection.

* Check that the LED indicators on the wireless router are functioning properly. If not, check that the
AC power and Ethernet cables are firmly connected.

* Check that the IP Address, subnet mask, gateway, and DNS settings are correctly entered for the
network.
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* In Infrastructure mode, make sure the same Service Set Identifier (SSID) is specified on the
settings for the wireless clients and access points. The SSID factory default setting for D-Link
products is default.

* In Ad-Hoc mode, both wireless clients will need to have the same SSID. Please note that it might
be necessary to set up one client to establish a BSS (Basic Service Set) and wait briefly before
setting up other clients. This prevents several clients from trying to establish a BSS at the same
time, which can result in multiple singular BSSs being established, rather than a single BSS with
multiple clients associated to it.

* Check that the Network Connection for the wireless client is configured properly. Select AP
(Infrastructure) when connecting to an access point and select Ad-Hoc mode when connecting
without an access point. Double-click on the WLAN icon in the taskbar > click on Configuration to
change the settings for the wireless adapter.

* If Security is enabled, make sure that the correct encryption keys are entered on both the DWA-525
and the access point. Double-click on the WLAN icon in the taskbar > click Encryption. Check
to see that the key selected is set to the same key as other devices on the network.

7. How can | troubleshoot distance issues using the DWA-525?

* Move the DWA-525 and Access Point or Wireless router into the same room and then test the
wireless connection.

* Change the channel of the Access Point.

* Move devices within the line of sight.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
» Simple and easy to use

Small Office and Home Office
*Stay on top of everything at home as you would at office
* Remotely access your office network from home
e Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link wireless desktop adapter with your laptop, you can access the hotspot to connect to Internet from
remote locations like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to

start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the

router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.
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Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

e Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless
network adapters on each computer, such as two or more DWA-525 wireless network wireless desktop
adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless desktop adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics
Check your IP address

After you install your new D-Link wireless adapter and have established a wireless connection, by default, the TCP/IP
settings should be set to obtain an IP address from a DHCP server (i.e. router) automatically. To verify your IP address,
please follow the steps below.

Windows® XP/2000 Users e+ C:AWINDOWS\system32\cmd. exe

Microsoft Windows XKP [Uersion 5.1.26881
CC> Copyright 1985-28A1 Microsoft Corp.

* Click on Start > Run. In the run box type emd and click OK. C:\Docunents and Settings>ipcont iy

Windows IP Configuration

Ethernet adapter Local Area Connection:

° At the prompt’ type ipconfig and preSS Enter' Connection—specific DNS Suffix = dlink
Sumet Hask : 285°385. 8550
Default Gateway : 18.5.7.1

e This will display the IP address, subnet mask, and the default gateway of your SEIEEEISEEESEIet
adapter.

Windows® 7/Windows Vista® Users

* Click Start > All Programs > Accessories > Command Prompt. You may | SEEaians

need administrative access to run this application. [ e Te=——

Ethernet adapter Local Area Connection:
. : public.pmlab
: feBM::ed?a:34ed: FBE6:470ax0

e For all additional prompt windows inquiring of running the command prompt ' Lol ggaen.a iy
application, select Yes, OK, or Continue. e

: 192.168.8.1

: public.pmlab

Dt FeB@::Sefe:192.160.0.197:20

* At the prompt, type jpconfig and press Enter. Mspalanse O
Media State . . . . . . . . . . . i Media disconnected
Connection—specific DNS Suffix . :

* This will display the IP address, subnet mask, and default gateway of your e wiersaanin>
adapter.

If the address is 0.0.0.0, check your adapter installation, security settings, and the settings on your router. Some firewall software programs
may block a DHCP request on newly installed adapters.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Windows® XP/2000 Users

e Windows® XP - Click on Start > Control Panel. Make sure you are in Classic View. Double-click on the Network Connections
icon.
Windows® 2000 — From the desktop, right-click My Network Places > Properties.

* Right-click on the Local Area Connection which represents your D-Link wireless network adapter (or other adapter) which will
be connected to your router.

* Highlight Internet Protocol (TCP/IP) and click Properties.

Internet Protocol (TCP/IP) Properties

General

e Click Use the following IP address and enter an IP address that is on the same subnet c TEme e s
as your network or LAN IP address on your router. e o T e YO IENA S

() Obtain an IP address automatically
Exampile: If the router's LAN IP address is 192.168.0.1, make your IP address 192.168.0.X © Use the followna IP acdress
where X is a number between 2 and 99. Make sure that the number you choose is not e

in use on the network.

Subnet magk:

Default gateway:

» Set Default Gateway the same as the LAN IP address of your router or gateway.

(&) Use the following DNS server addresses:

Preferred DN server 192 tes. 01 ]
* Set Primary DNS the same as the LAN IP address of your router or gateway. Altemate DNS server. 1
* The Secondary DNS is optional (you may enter a DNS server from your ISP). _m

* Click OK to save your settings.

D-Link DWA-525 User Manual 62



Appendix B - Networking Basics

Windows® 7/Windows Vista® Users

* Click on Start > Control Panel. Make sure you are in Classic View. Double-click on the Network and Sharing Center icon. Along
the left panel in the window, click on Manage network connections.

* Right-click on the Local Area Connection which represents your D-Link wireless network adapter which will be connected to your

network.
e Highlight Internet Protocol Version 4 (TCP /IPv4) and click Properties. Internet Protocol Version 4 (TCP/IPyd) Properties |9 |
e Click Use the following IP address and enter an IP address that is on General
the same subnet as your network or LAN IP address on your router or i R R i e it
network. this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.
Example: If the router's LAN IP address is 192.168.0.1, make your IP ©) Obtain an IP address automatically
address 192.168.0.X where X is a number between 2 and 99. Make sure @ Use the following TP address:
that the number you choose is not in use on the network. — R
o Set Default Gateway the same as the LAN IP address of your router or e e a2 b
gateway. Default gateway: 192.168. 0 . 1
o Set Primary DNS the same as the LAN IP address of your router or Ehin DNy addeess S bmatcaly
gateway. i@ Use the following DNS server addresses:
Preferred DMS server: 168.95 . 1 . 1
* The Secondary DNS is optional (you may enter a DNS server from your R
ISP).
) ) [ validate settings upon exit
 Click OK to save your settings. L
I O ] l Cancel I
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Technical Specifications

Standards*
« [IEEE 802.11g
¢ |EEE 802.11n

Security
* WPA WPA2 - Wi-Fi Protected Access (TKIP, MIC,
IV Expansion, Shared Key Authentication)
* 64/128-bit WEP
* WPS (Wi-Fi Protected)

Frequency Range
* 2.4GHz to 2.4835GHz

External Antenna Type
* Dipole with detachable reverse SMA connector

Operating Temperature
* 0°C to 40°C

Humidity
* 95% maximum (non-condensing)

Dimensions
e LxWxH:122x 120 x22 mm (4.8 x 4.7 x 0.9 inches)

Weight
*0.254 Ib (1159)

Warranty
*1 Year

‘Maximum wireless signal rate derived from IEEE Standard 802.11g and 802.11n
specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and
network overhead, lower actual data throughput rate. Environmental factors will adversely
affect wireless signal range.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could
void the user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device
may not cause harmful interference, and (2) this device must accept any interference received, including interference
that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. End users must follow the specific
operating instructions for satisfying RF exposure compliance. To maintain compliance with FCC RF exposure compliance requirements,
please follow operation instruction as documented in this manual.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

The availability of some specific channels and/or operational frequency bands are country dependent and are firmware programmed at
the factory to match the intended destination. The firmware setting is not accessible by the end user.

Industry Canada Notice:
This device complies with Canadian RSS-210

“This Class B digital apparatus complies with Candadian ICES-003”
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Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

IC statement

Operation is subject to the following two conditions:

(1)This device may not cause interference and

(2)This device must accept any interference, including interference that may cause undesired operation of the device.

This device has been designed to operate with an antenna having a maximum gain of 2 dBi. Antenna having a higher gain is strictly
prohibited per regulations of Industry Canada. The required antenna impedance is 50 ohms.

IMPORTANT NOTE:

IC Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. End users must follow the specific
operating instructions for satisfying RF exposure compliance. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Reglement d’Industry Canada

Les conditions de fonctionnement sont sujettes a deux conditions:

(1)Ce périphérique ne doit pas causer d’interférence et.

(2)Ce périphérique doit accepter toute interférence, y compris les interférences pouvant perturber le bon fonctionnement de ce
périphérique.
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