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Declaration of Conformity
We, Manufacturer/Importer
OvisLink Corp.
5F., NO.6, Lane 130, Min-Chuan Rd.,
Hsin-Tien City, Taipei County, Taiwan

Declare that the product

Network Security Platform (Firewall)
RS-4000 / IAR-5000

is in conformity with
In accordance with 89/336 EEC-EMC Directive and 1999/5 EC-R & TTE Directive

Clause Description
H EN 55022:1998/A1 Limits and methods of measurement of radio disturbance
:2000/A2:2003 characteristics of information technology equipment

B EN 61000-3-2:2000  Disturbances in supply systems caused by household appliances
and similar electrical equipment "Harmonics"

M EN 61000-3-3:1995/  Disturbances in supply systems caused by household appliances
A1:2001 and similar electrical equipment "Voltage fluctuations"

M EN 55024:1998/A1 Information Technology equipment-Immunity characteristics-Limits
:2001/A2:2003 And methods of measurement

B CE marking C E

Manufacturer/Importer

Signature : Mﬂ M - L

Name Albert Yeh
Position/ Title : Vice President Date : 2006/4/20

(Stamp)




RS-4000 / IAR-5000 CE Declaration Statement

Dansk [Danish]

at falgende udstyr RS-4000 / IAR-
50000verholder de vaesentlige krav og gvrige
relevante krav i direktiv 1999/5/EF.

Nederlands [Dutch

Country Declaration Country Declaration
cs OvisLink Corp. timto prohlasuje, Ze tento RS- It Siuo OvisLink Corp. deklaruoja, kad Sis RS-4000 /
Cesky [Czech] 4000 / IAR-5000 je ve shodé se zakladnimi Lietuviy, IAR-5000 atitinka esminius reikalavimus ir kitas
pozadavky a dalSimi pfislusnymi ustanovenimi  [[Lithuanian] 1999/5/EB Direktyvos nuostatas.
smérnice 1999/5/ES.
da Undertegnede OvisLink Corp. erkleerer herved, [nl Hierbij verklaart OvisLink Corp. dat het toestel RS-

4000 / IAR-5000 in overeenstemming is met de
essentiéle eisen en de andere relevante bepalingen
van richtlijn 1999/5/EG.

Frangais [French]

I'appareil RS-4000 / IAR-5000 est conforme aux
exigences essentielles et aux autres dispositions
pertinentes de la directive 1999/5/CE

Slovensky [Slovak]

de Hiermit erklart OvisLink Corp., dass sich das mt Hawnhekk, OvisLink Corp, jiddikjara li dan RS-4000 /
Deutsch Gerat RS-4000 / IAR-5000in Ubereinstimmung  |Malti [Maltese] I1AR-5000 jikkonforma mal-htigijiet essenzjali u ma
[German] mit den grundlegenden Anforderungen und den provvedimenti ohrajn relevanti li hemm fid-Dirrettiva
Ubrigen einschlagigen Bestimmungen der 1999/5/EC.
Richtlinie 1999/5/EG befindet.
et Kaesolevaga kinnitab OvisLink Corp. seadme hu Alulirott, OvisLink Corp nyilatkozom, hogy a RS-4000
Eesti [Estonian] [RS-4000 / IAR-5000 vastavust direktiivi Magyar / IAR-5000 megfelel a vonatkoz6 alapvetd
1999/5/EU pdhinduetele ja nimetatud direktiivist |[Hungarian] kovetelményeknek és az 1999/5/EC iranyelv egyéb
tulenevatele teistele asjakohastele satetele. eldirasainak.
en Hereby, OvisLink Corp., declares that this RS- [pl Niniejszym OvisLink Corp oswiadcza, ze RS-4000 /
English 4000 / IAR-5000 is in compliance with the Polski [Polish] IAR-5000 jest zgodny z zasadniczymi wymogami
essential requirements and other relevant oraz pozostatymi stosownymi postanowieniami
provisions of Directive 1999/5/EC. Dyrektywy 1999/5/EC.
es Por medio de la presente OvisLink Corp. declara |pt OvisLink Corp declara que este RS-4000 / IAR-
Espafiol que el RS-4000 / IAR-5000cumple con los Portugués 5000esta conforme com os requisitos essenciais e
[Spanish] requisitos esenciales y cualesquiera otras [Portuguese] outras disposi¢des da Directiva 1999/5/CE.
disposiciones aplicables o exigibles de la
Directiva 1999/5/CE.
el ME THN MAPOYZA OvisLink Corp. AHAQNEI sl OvisLink Corp izjavlja, da je ta RS-4000 / IAR-5000 v
EAANnvikA [Greek] ([OTI RS-4000 / IAR-5000 XYMMOP®QNETAI Slovensko skladu z bistvenimi zahtevami in ostalimi relevantnimi
MPOZ TIZ OYZIQAEIZ AMNAITHZEIZ KAI TIZ [Slovenian] dolocili direktive 1999/5/ES.
NAOIMNEZ ZXETIKEZ AIATAZEIZ THZ OAHTAZ
1999/5/EK.
fr Par la présente OvisLink Corp. déclare que sk OvisLink Corp tymto vyhlasuje, Ze RS-4000 / IAR-

5000 spifia zakladné poZiadavky a vSetky prislu$né
ustanovenia Smernice 1999/5/ES.

it
Italiano [Italian]

Con la presente OvisLink Corp. dichiara che
questo RS-4000 / IAR-5000 & conforme ai
requisiti essenziali ed alle altre disposizioni
pertinenti stabilite dalla direttiva 1999/5/CE.

fi
Suomi [Finnish]

OvisLink Corp vakuuttaa taten ettd RS-4000 / IAR-
5000 tyyppinen laite on direktiivin 1999/5/EY
oleellisten vaatimusten ja sita koskevien direktiivin
muiden ehtojen mukainen

Iv
Latviski [Latvian]

Ar So OvisLink Corp. deklaré, ka RS-4000 / IAR-
5000 atbilst Direktivas 1999/5/EK butiskajam
prasibam un citiem ar to saistitajiem
noteikumiem.

islenska [lcelandic]

Hér med lysir OvisLink Corp yfir pvi ad RS-4000 /
IAR-5000 er i samreemi vid grunnkréfur og adrar
krofur, sem gerdar eru i tilskipun 1999/5/EC.

sv
Svenska
[Swedish]

Harmed intygar OvisLink Corp. att denna RS-
4000 / IAR-5000 star | éverensstammelse med
de vasentliga egenskapskrav och évriga
relevanta bestdmmelser som framgar av direktiv
1999/5/EG.

no
Norsk [Norwegian]

OvisLink Corp erklaerer herved at utstyret RS-4000 /
IAR-5000 er i samsvar med de grunnleggende krav
og gvrige relevante krav i direktiv 1999/5/EF.

A copy of the full CE report can be obtained from the following address:
OvisLink Corp.

5F, No.6 Lane 130,
Min-Chuan Rd, Hsin-Tien City,
Taipei, Taiwan, R.O.C.

This equipment may be used in AT, BE, CY, CZ, DK, EE, FI, FR, DE, GR, HU, IE, IT, LV, LT, LU, MT, NL, PL, PT, SK,
SI, ES, SE, GB, IS, LI, NO, CH, BG, RO, TR




This device uses software which is partly or completely licensed under the terms of the GNU General Public License. The author of the
software does not provide any warranty. This does not affect the warranty for the product itself.

To get source codes please contact: OvisLink Corp., 5F, No. 96, Min-Chuan Rd, Hsin-Tien City, Taipei, Taiwan, R.O.C. A fee will be

charged for production and shipment for each copy of the source code.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public License is intended to guarantee your freedom to share and change free software--to make sure the
software is free for all its users. This General Public License applies to most of the Free Software Foundation's
software and to any other program whose authors commit to using it. (Some other Free Software Foundation software
is covered by the GNU Lesser General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that
you receive source code or can get it if you want it, that you can change the software or use pieces of it in new free
programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the
rights that you have. You must make sure that they, too, receive or can get the source code. And you must show them
these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients to
know that what they have is not the original, so that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors
of a free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we
have made it clear that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it
may be distributed under the terms of this General Public License. The "Program", below, refers to any such program
or work, and a "work based on the Program" means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without limitation in the term "modification”.) Each licensee
is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.
The act of running the Program is not restricted, and the output from the Program is covered only if its contents
constitute a work based on the Program (independent of having been made by running the Program). Whether that is
true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and
give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection
in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all
of

these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.
c) If the modified program normally reads commands interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or display an announcement including an appropriate
copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may
redistribute the program under these conditions, and telling the user how to view a copy of this License. (Exception: if
the Program itself is interactive but does not normally print such an announcement, your work based on the Program
is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and
its terms, do not apply to those sections when you distribute them as separate works. But when you distribute the
same sections as part of a whole which is a work based on the Program, the distribution of the whole must be on the
terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on
the Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this
License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than
your cost of physically performing source distribution, a complete machine-readable copy of the corresponding source
code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable
work, complete source code means all the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even
though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate

your rights under this License. However, parties who have received copies, or rights, from you under this License will
not have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not
accept this License. Therefore, by modifying or distributing the Program (or any work based on the Program), you
indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty-free
redistribution of the Program by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section is intended to apply and the section as a whole is intended to apply in other circumstances.

Itis not the purpose of this section to induce you to infringe any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution
system, which is implemented by public license practices. Many people have made generous contributions to the wide
range of software distributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems
or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version", you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to
the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS

IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT

NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL

ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve
this is to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to
where the full notice is found.

one line to give the program's name and an idea of what it does.
Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later
version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public
License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free
Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author Gnomovision comes with ABSOLUTELY NO
WARRANTY; for details type "show w'. This is free software, and you are welcome to redistribute it under certain
conditions; type “show c' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate parts of the General Public License.
Of course, the commands you use may be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright
disclaimer" for the program, if necessary. Here is
a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program “Gnomovision'
(which makes passes at compilers) written by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is
a subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is
what you want to do, use the GNU Lesser General Public License instead of this License.



Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored, transcribed in
an information retrieval system, translated into any language, or transmitted in any form or by any
means, mechanical, magnetic, electronic, optical, photocopying, manual, or otherwise, without the prior

written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their respective
companies. They are used for identification purpose only. Specifications are subject to be changed

without prior notice.

FCC Interference Statement

The IAR-5000 has been tested and found to comply with the limits for a Class B digital device pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against radio
interference in a commercial environment. This equipment can generate, use and radiate radio
frequency energy and, if not installed and used in accordance with the instructions in this manual, may
cause harmful interference to radio communications. Operation of this equipment in a residential area
is likely to cause interference, in which case the user, at his own expense, will be required to take

whatever measures are necessary to correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility,
EN 55022/A1/A2, EN 61000-3-2, EN 61000-3-3/A1, EN 55024/A1/A2, Class B.

The specification is subject to change without notice.
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Chapter 1 Introduction

Instead to restrict the access right of communication software, the AirLive brings you a brand new
model of Internet Activity Recorder, IAR-5000. It can record the defined service packets in its hard disk,
and provide the log to administrator for monitoring. With Sniffer mode or Bridge mode, network
administrator will not need to change current network topology, and construct the advanced secure

mechanism to protect the confidential information.



1.1 Functions and Features

® Sniffer and Bridge mode
IAR-5000 supports sniffer mode and bridge mode; both installation types will not need to
change current network structure. The IM/P2P management is available only at bridge mode.

® Content Recorder

IAR-5000 provides the ability to record the contents of several network communicating
programs, such as Mail, Web Mail, IM, HTTP, FTP and Telnet.

® |IM, Web mail signature pattern update
The updated process works to update IAR-5000, in order to recognize newest version IM or

Web mail and record the contents.

® Remote Backup
The recorded data can be stored at IAR-5000, or remotely to NAS and file server, the privilege

user will be able to check the record by browser.

® |M Authentication
It is for Bridge mode only. The administrator can restrict the access right of IM users, unless
they pass the authentication. The database types support local database, RADIUS, POP3,
and LDAP.

® [Mrule management
It is for Bridge mode only. The function is divided with Default Rule and Account Rule.
IAR-5000 supports to detect IM account automatically, and offer them the default access rule;

if necessary, administrator can also modify the rule per specific account in Account Rule.

® P2P Management
It is for Bridge mode only. The function is divided with Default Rule and Account Rule.
IAR-5000 supports to detect P2P account automatically, and offer them the default access rule;

if necessary, administrator can also modify the rule per specific account in Account Rule.

® Privilege user
Network administrator can define the privilege user who has the authority to access Internet

without recording content.

® Intrusion detection and notification
Administrator can customize the function to block the anomaly flow IP based on the setting,

and send out a message to specific account for managing.



1.2 Deployment

B Bridge Mode : Link one of the internet recorder’s ports to firewall or gateway, the
other port connects to the internal network via hub or switch.
B Sniffer Mode : Link one of the internet recorder’s ports to the mirror port of core

switch or any port of the hub.

1.3 Front Panel

Internet Activity Recorder

Figure 1-1 Front Panel

LED Color Status Description
POWER Green On Power on the device
Hard Disk Green Blinking Data reading / accessing
Green Blinking Sending / Receiving
Portl
Orange On 100 Mbps
Green Blinking Sending / Receiving
Port2
Orange On 100 Mbps
Ports:
Port Description
Input voltages ranging from 100 ~ 240 VAC, and with a maximum power output
AC Power
of 85 watts.
Port 1 Use this port to connect to a router, DSL modem, or Cable modem
Port 2 Use this port to connect another ES-4000 device for HA function

Console Port 9-pin serial port connector for checking setting and restore to the factory setting




1.4 Packing List

ES-4000 Mail Server Appliance
Installation CD-ROM

Quick Installation Guide

CAT-5 UTP Fast Ethernet cable

CAT-5 UTP Fast Ethernet cross-over cable
RS-232 cable

Power code

Earx 2

Screw

Rubber pad x 4



Stepl.

Step2.

Step3.

Chapter 2 Software Installation

Connecting the administrator’'s PC and IAR-5000 (portl or port2) to the same hub or
switch , and then use the web browser ” IE or Netscape” to connect IAR-5000. The default
IP port address in IAR-5000's management interface is http://192.168.1.1 -

The management of IP interface is to fit the company’s network environment, so we set
the same subnet IP in LAN. If the LAN is not the subnet of IP address192.168.1.0. For
example, if the LAN IP is 172.16.0.0 subnet, the administrator should change the
management interface of IAR-5000 in the same subnet IP 172.16.0.0, it is easy to

manage the device.

When the administrator enter thelAR-5000’s network, enter User Name and Password.
(Figure 2-1)

B User Name : admin

B Password : airlive

B click OK

Enter Network Password | ed 4

% Fleaze type pour uger name and password,
Site: 172158.0.1

Fealm Internet Recorder Administration Tools

Ilzer Mame Iadmin

Password IN

¥ Save thiz password in your password list

k. I Cancel

Figure 2-1 Enter the user name and password


http://192.168.1.1/

Step4.  When user is first time to use the IAR-5000 management interface, system will
automatically enter System - Wizard. It will guide user to make settings, and then click
Next (Figure 2-2).

Wizard Setup

Thiz Wizard will guide you to complete every zetting. Pleaze click [ Next ] to start.

I Next> |

Figure 2-2 Enter the setting wizard

Stepb5. Select the language (System will change to the selected language automatically) and
click Next (Figure 2-3).

Step 1 ; Language Sefting

Pleaze =zelect the Uzer Language Web Ul and click [ Next ].

Language Setting : | Englizh Version SJ

[ Next> |

Figure 2-3 Select the language

Step6. Select the correct time zone and enter the time, and click Next (Figure 2-4).
Syatem time : Fri May 4 18:51:36 2007

Step 2 Synchronize system clock

[¥ Enable synchronize with an Internet time Server

Setoffset|*8 | T |hours from GMT Assist

" Enable daylight =aving time =etting
Fom [1 [ /11 B 7o [1 [E/]1 [E

Server 1P/ Name |0.0.0.0 | Assist

Update sy=stem clock every I'} \minutes { Range: 0~ 99599, 0 . refers to update during
=system booting )

I Synchronize system clock with this client

| <Back || Next> |

Figure 2-4 Synchronize system clock



Step7. Select the needed Default Character Encoding, and click Next (Figure 2-5).

Step 3 : Default Character Encoding

& [Default Character Encoding :

When the recorded Character Encoding iz unknown, the system will uze the Default Character
Encoding to gave the data into database.

Pleaze select the Recorded Character Encoding and click [ Next ].

Default Character Encoding : |U|'|"3‘Dd'EEUTF-3]' ,ﬂ

{ <Back || Next> |

Figure 2-5 Select the default character encoding

@When system can not identify the character encoding to save the data into database, it will use
the default setting.

Step8. Select the deployment mode in Network Deployment Mode, and click Next (Figure 2-6).

Step 4 Network Deployment Mode
Pleaze =elect a kind of Network Deployment Mode, then click [ Next .

# Bridge Mode : Link one of this device’s ports to firewall or gateway, the other port connects to the
internal netwaork via hub or switch.

= GSniffer Mode ; Link one of this device's port to the mirror port of core switch or any port of the hub
% Bridge Mode

" Sniffer Mode( Port 1 : Mirror Port, Port 2 : Management Port }

| <Back || Next> |

Figure 2-6 Select the Network Deployment Mode




Step9. Select User Name binds to IP or MAC Address, and click Next (Figure 2-7).

Step 5 User Mame binds to [P | MAC Address

& U=er Name-IP binding :

The log can be record depends on the user's IP address, when it comes from the same IP address,
will be decide to be the =ame uzer. The function iz ezpecially focus on the Corporation which uze the
=tatic IP.

& U=er Mame-MAC binding :

The log can be record depends on the user's MAC address, when it comes from the same MAC
address, will be decide to be the same user Hormally, the users IP iz the dynamic IP address (The
Company uze the DHCP).

Please select one of the combinations and click [ Next].

Uzer Name binds to: & |p address

" MAC Address

| <Back || Next> |

Figure 2-7 Select which method to save the data

@User Name — IP binding: The log can be recorded depends on the user IP address, when it

comes from the same IP address, will be decided to the same user. This function is usually use for the
corporation which use the static IP.

User Name — MAC binding: The log can be recorded depends on the user’s MAC address, when

it comes from the same MAC address, will be decided to the same user. Normally, user’s IP is the
dynamic IP address. (Company uses the DHCP)
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Stepl10. Enter the settings in Interface Address (Figure 2-8).

B Enter the available IP (the IP is settled in the same subnet as LAN) to be the

IAR-5000 management interface. Set the netmask, default gateway and DNS

server settings.

B If company use VLAN, then it's necessary to select Enable VLAN of port 1/ 2 and

enter the settings.

B Enter the Downstream and Upstream bandwidth settings.

Step 6 Interface Address

Pleaze enter the IP Address, Netmazk, Default Gateway, DNS Server, VLAN ID and Bandwidth. Click

[Hext].

IP Address

MNetmazsk

Default Gateway

DNS Server 1

DNS Server 2

[T Enable WLAN of Port 1
WVLAN ID

[T Enable VLAN of Port 2
WVLAN ID

-[192.168.1.254

- [255.255.255.0

-[192.188.1.1

-[168.95.1.1

|
:| { Range: 0 ~ 4095 )
:| { Range: 0 ~ 4095 )

Max. Downztream Bandwidth ;|1I}241}I} Kbps { Range: 1 ~ 102400 )

Max. Up=tream Bandwidth

: |1E|'24U'U' Kbps { Range: 1~ 102400 )

| <Back || Mext> |

Figure 2-8 Enter the settings in interface address

@ The management interface address must correspond to the company’s environment. Set the IP

in same subnet as LAN. If the LAN is not the segment of 192.168.1.x, for example, the LAN is the

segment of 172.16.x.x, and then the administrator has to change the management interface IP to

172.16.X.X.

@ This standard range of virtual IP:

10.0.0.0 ~ 10.255.255.255

172.16.0.0 ~ 172.31.255.255

192.168.0.0 ~ 192.168.255.255

11



Stepll. Enter the subnet information to record, and click Finish (Figure 2-9).

Step 6 Interface Address

Pleaze enter the IP Address, Netmazk, Default Gateway, DNS Server, VLAN ID and Bandwidth. Click

[ Hext].
IP Address . [192.188.1.254
Netmask fess2s8.255.0
Default Gateway - [192.168.1.1
DNS Server 1 - [168.95.1.1
DNS Server 2 g

VLAN ID g | (Range: 0 ~ 4085 }
VLAN ID g | (Range: 0 ~ 4085 }

Max. Downstream Bandwidth ;|_1_ﬂ24{]-l} | Kbps (Range: 1~ 102400)

Max. Upstream Bandwidth ;|1_I}24{}I] | Kbps ( Range: 1~ 102400 )

Figure 2-9 Enter the subnet information to record
@ If we change the interface IP after click Finish, then enter the custom interface IP in address
column of web browser, so that we can log in to IAR-5000 again.

Stepl2. InUser List 2 Logged, system will shows the default recorded list in the same subnet as

the IAR-5000 interface address and the subnet. (Figure 2-10)

Select Subnet or Department/Group @ g?, Subnet 88 Department / Group

Subnet Setting: | Add :i

User Setting : '“ Hemove & _-' i lgnore ’ mmm!mlﬂ

Figure 2-10 Logged list
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Chapter 3 System

The so-called system administration refers the competency to manage the 1AR-5000. In this Chapter it
will be defined to the Admin, Interface IP, Setting, Date/Time, Permitted IPs, Language, Logout and

Software Update.

The 1AR-5000 is managed by the main system administrator. The main system administrator can add
or delete any system settings and monitor the system status. The other group administrator have no
competency to modify the system settings (the administrator’'s name is set by the system main

administrator), only can monitor the system status.

Administrator:

Administrator/ Group administrator:

B The name of system administrator and group administrator. Administrator is the default name of
system administrator in IAR-5000, and it can not be canceled; otherwise the group administrator
can change or cancel it.

B The default system administrator can add or modify the other administrator, and also can decide if
the group administrator has the competency to write into main system.

B On the other hand, the group administrator who has the write privilege can modify the
competency of default system administrator, or only has the competency to read.

B There must be at least one administrator who has the competency to read and write in IAR-5000.

@The default of system administrator in IAR-5000: Account / password: admin / airlive.

Privilege:

B The administrator, who has the competency to read/write, can change the system settings,
monitor the system status, to add and cancel other administrators.

B The administrator, who has the competency to read, only can monitor the system status, but has

no competency to change any settings.

Password/New Password/Confirm Password:

B To add or modify the main group administrator password.

13



View Groups:
B The group administrator can divide the internal network into several groups. And he can

appoint the specific administrator to view the group but can not view across groups.

Interface IP;:
Interface Address:

B The administrator can set the IP login information in IAR-5000.

Ping:

B Enable the function, the user can send Ping (ICMP) packets to Interface.

HTTP:
B Enable this function, the user can login IAR-5000 Web Ul through HTTP protocol.

HTTPS:
[ Enable this function, the user can login IAR-5000 Web Ul through HTTPS protocol.

Download Bandwidth and Upstream Bandwidth :
B The system administrator should set the accurate bandwidth of WAN, in order to be the basic
operation of IAR-5000.

Setting :
Internet Recorder Configuration :
B The system administrator can import or export the system settings, or they can also reset the

factory setting and format the disk.

E-mail Setting :
B To activate this option, the system administrator will receive the caution message automatically

when IAR-5000 is in the unpredictable trouble.
Web Management (Port Number) :

B The system administrator can use the WebUI to manage IAR-5000 anywhere. And the system

manager can also change the port number of IAR-5000.

14



@When the port number of HTTP and HTTPS had been changed, if the system administrator wants

to log in to WebUI, he must change the WebUI port number. (For example: http://172.20.108.172:8080
and https:// 172.20.108.172:1025)

Log Storage Time

B System administrator can set the log storage time.

Date/Time:
Synchronize system clock:
B This option can synchronize the Date/Time in IAR-5000, the administrator’'s PC and the WAN

server.

GMT:

The international standard time (Greenwich Mean Time: GMT).
Daylight saving time:

B Daylight saving time (also called DST, or Summer Time) is the portion of the year in which a

region's local time is advanced by (usually) one hour from its standard official time.
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http://172.20.108.172:8080/

3.1 Admin

Add New Group-Admin

Stepl. In admin setting window, click the New-Group Admin.
Step2. In add new group-admin window, enter the following information. (Figure 3-1)
[ ] Group-Admin set group_admin.

[ | Password enters 12345.
[ | Confirm Password enters 12345.
[]

In View Groups column, select the permitted group record to see.

Step3.  Click OK to login the user or click cancel, to delete the new group administrator.

7

Figure 3-1 Add new group-admin

Change Admin password
Step1. Find the administrator’s name that correspond to the right column, then click modify.

Step2. Modify admin password or modify group admin password window. And then enter the
following information :
| Password enters airlive.
] New Password enters 52364.
| ] Confirm Password enters 52364. (Figure 3-2)

Step3. Click OK to modify the password or click cancel to cancel the setting.

16



Figure 3-2 To change the admin password
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3.2 Interface IP

Stepl. In System -> Interface IP, enter the following setting:

B Enter the available IP of the LAN subnet in IP Address, Netmask and Default
Gateway column.
Enter DNS server 1 or DNS server 2.
If necessary, select to enable VLAN feature and provide the VLAN ID based on the
setting.

B Enter Max Downstream Bandwidth and Max Upstream Bandwidth.
(It depends on the applied flow statistics of the user.)
Enable the setting of Ping, HTTP and HTTPS function.
Click OK. (Figure 3-3)

Interface Addr

P Address 11921681 254 |
Metmazk |255.255.255.0 |
Default Gatewvay 1921681 1 |
DMNS Server 1 1168.95.1.1 |

|

DME Server 2 |

[] Enahble YLAM of Part 1

VLAN ID || (Range: 0~ 4088)

[] Enakle YLAN of Part 2

WLAM ID |:| { Range: O~ 4095 )

WAk Bandwiidth

M. Dowenatream Banchwicth !1[!24[![! Khpz [ Range: 1 ~ 102400 )

M. Upstream Bandwidth 102400 Khps [ Range: 1~ 102400

Enable Ping HTTP HTTPS

{ 0K I Cancel |

Figure 3-3 The interface IP setting

@Please do not cancel HTTP and HTTPS before setting the Interface IP, because it will let the
system administrator could not enter the WebUI of IAR-5000.
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3.3 Setting

Export the configured file

Stepl.

Step2.

In System Setting, select Internet Recorder Configuration 2 Export System setting

to client, and click the download button at the right place.

When it appeared File Download window, click Save button, and it will show where the

file will be saved, then click Save button again. The settings of IAR-5000 will be copied to

the appointed directory. (Figure 3-4)

Export System

Impart System 3

[] Reset Fact
[] Format Ha

Ciatahase Ch

Databaze Chec

E-mail Setting

] Enahle E-m

Company

Internet Activit File Download

Do pou want to zave this file?

Mame: Ia_Recorder.conf
Type: Unknown File Tvpe, 9.50 MB
From: 192.168.1.254

[ Save Cancel ]

I

While files fram the Internet can be uzeful, some filez can potentially

harrm pour computer. [F vou do nat trugt the zource, do not zave this
file, YWhat's the nisk?

v

racters, ex: Wy Company )

Device Mame

Sender Address (Required by some ISPs)

| ( Max. 30 characters, ex: Internet Activity Recorder )

|[ Max. B0 characters, ex: sender@mydomain.com

Figure 3-4 Choose where the export file will be saved

Import the configured file

Stepl.

Step2.

Step3.
Step4.

In System Setting window, Internet Recorder Configuration >Import System Setting
from Client, then click Browse button at right place.

In Choose File window, choose the directory of former saved file in IAR-5000, and
choose the correct setting, then click Open. (Figure 3-5)

Click the lower right OK, the window will closed.

Click the OK inside the confirm dialogue box, the setting will import to IAR-5000.

(Figure 3-6)
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Export System Settj

Import System Setti

Laok ir: IIE) Firrmware j QF e o-

[] Reset Factory _2 [ 1ar-5000.conf

[] Format Hard L/

My Recent
Documents

T ]
Database Check /H "‘E
E-mail Setting Dezktop -

[] Enakle E-mail

Cotmnpany Nam _’)
Device Mame Er )
Sender Addre: Q! 1
SMTP Server :

Py Computer
E-mail Addres

-
E-mail Addres g

Enable SMTP 3 fdy Metwark File name; I,E'.,F:-E[I[I[I ;! Open I
Places
=l

Usernatne Files of type: |.-’-'«II Filez [%7] Cancel I

Pazswaord ' ! ,4
Figure 3-6 Import the file name to the directory to saved

E-mail Address 1 | |( Maz. 60 characters, ex uzer! @mydamain.com 1

E-tnail Address 2 | |( Max. 60 characters, ex user2@mydomain.com 1

Enable SMTP Server Authentication

Uzername | |

EESREIE) Microsoft Internet Explorer
=il Test

? ; Click "OK" o confirm system update,

metwork Deph Please wait 60 seconds during software update and do not kurn off the power or close the page.

@ Brriclge Mod

L Ok J [ Cancel

O snitter Mad

Wieb Management (Fort Mumber)

HTTP Port { Range: 1 ~ 65535 )

HTTPS Part 443 { Range: 443 or 1025 ~ 65535 )

Log Storage Time

Storage Time Days [ Range: 1 ~9997

et Rehoot

Rehoat Internet Activity Recorder Appliance l MIII{"

{ oK |} cancel |

Figure 3-6 Confirm the import setting
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Reset Factory Default
Stepl. In System - Setting - Internet Recorder Configuration, select Reset Factory

Setting and Format Hard Disk.

Step2. Click the OK in the lower right, it will restore to the factory setting of IAR-5000 and format
the disk at the same time. (Figure 3-7)

Internet Activity Recorder Configuration

Export System Setting to Cliert | Download |
Import System Setting from Client | ”_ Browse... ]

[ ex 1A _Recorder.cont )
Reset Factory Setting
Farmat Hard Disk

Database Check! Repair

Databaze Check f Repair ! E’Ill‘ ";‘. '

E-mail Setting

Enable E-mail Alert Motification

Company MName |( Mz, 32 characters, ex: My Campany )

Device Mame |( Mz, 30 characters, ex: Internet Activity Recorder )

SMTR Server |( Mz, B0 characters, ex: mail.mydomain.com )

E-tnail Address 1 |( Mz, 60 characters, ex: uzer!@mydomain.com )

Sender Address (Reguired by some 15P=) | |( Maz. B0 characters, ex: sender@mydomain.com )
E-fmail Address 2 |

|( Mazx. B0 characters, ex: user2@mydomain.com )

Enable SMTP Server Authenticstion

Uzername | |

Pazsword | |

Wil Test | Mail Test |

Metwork Deployvment Mode

@ Bridge hode
D Sniffer Mode ( Port 1 : Mirror Port, Port 2 Management Port )

Web Management (Fort Mumber)

HTTP Port ( Range: 1 ~ 65535 )

HTTPS Part 443 { Range: 443 or 1025 ~ 65535 )

Log Storace Time

Storage Time Davys [ Range: 1 ~999)

tern Reboot

Rehoot Internet Activity Recorder Appliance ! Reboat "

| ok | cancel |

Figure 3-7 Select Reset Factory Setting
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Configure Email Notification

Stepl. Select E-Mail Setting = Enable Email Alert Notification.
Step2. Company Name, enter the name of the company which belong the IAR-5000.

Step3. Device Name, enter the name of IAR-5000.

Step4. Sender Address, sending the e-mail address of the sender. (Some of the ISP have

request to enter in the sender address column)
Stepb5. SMTP Server, enter the IP address of the delivered e-mail in SMTP server.

Step6. E-Mail Address 1, enter the e-mail address in the first one position to receive the alarm

message.

Step?7. E-Mail Address 2, enter the e-mail address in the second position to receive the alarm

message.

Step8. Click the lower right OK to set the function of message alarm. (Figure 3-8)

E-mail Setting

Enahle E-mail Alert Matification

Company Mame iAirLive Corp. |( Max. 32 characters, ex: My Company )

Device hame ||-"-‘~R-5'JUU i( Max. 30 characters, ex: Internet Activity Recorder )
Zender Address (Required by some 15Ps) iiarSDDD@airlive.cam |( W&, B0 characters, ex: sender@mydomain.cam )
SMTP Server |airlive.com !( MWax. 80 characters, ex: mail mydomsin.com )
E-mail Addrezs 1 |admin@airli\-’e.cum |( Max. B0 characters, ex: user! @mydomain.com )
E-mail Address 2 |mis@airlive.mm |( Max. B0 characters, ex: User2@mydomain.com )

[[] Enable SMTF Server Authentication

Username | |

Pazsword | |

Ml Test | Mail Test |

Figure 3-8 Enable the instant mail message alarm of IAR-5000

@Select Enable SMTP Server Authentication and enter the username and password, then click
Mail Test button to test E-Mail address 1 and E-Mail address 2, to see if the e-mail sending address

can receive the current caution message.
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Reboot
Stepl. Select Reboot Internet Recorder Appliance > Reboot button.
Step2. It will show "Are you sure to reboot ?*

Step3. Click OK to reboot IAR-5000, or click Cancel to cancel reboot IAR-5000. (Figure 3-9)

kletwork Deployment Mode

@' Bridge Mode

C‘ sniffer Mode [ Port 1 © Mirror Port, Port 2 Mo E e 8 1=t g 1141 i Explnrer [?l

! ? ) Are wou sure ko Reboot?

HTTPZ Port [

Web Management (Por Bumber)

HTTP Port

(0]4 J [ Cancel J R Easea ]

Log Storage Time
Storage Time Days ([ Range: 1 ~999)

System Reboot

Feboot Internet Activity Recorder &pplisnce t Rehoot "

{ oK {f cancel |

Figure 3-9 Reboot the internet recorder appliance

3.4 Date/Time

Stepl. Select Enable Synchronize with an Internet Time Server. (Figure 3-10)
Step2. Click Set Offset Hours from GMT pull down menu, and choose the correct time.
Step3. Enter the Server IP address into Server IP/Name.

Step4. Enter the frequency of the updating time in Update system clock every minute.
System time © Sat May 5 23:07:04 2007

hronize system clock

Enahble synchronize with an Internet time Server
Set offset Durs fram GhT Azsist
|:| Enable davlight saving time setting
From | . i To |1 #1

Server [P/ Mame |131.188.3.220 e

Updste system clock every Dninutes [ Range: 0~ 99999, 0 refers to update during system boating )

Synchronize system clock with this client ' . m l

i oKk | cancel |

Figure 3-10 System time setting

23



@Select Synchronize - Sync button, the system time in IAR-5000, will synchronize to the

administrator’'s computer.

The settings of Set offset hours from GMT and Server IP can be entered with using Assist.

@If the local area executes the daylight saving time, then enable the daylight saving time setting.
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3.5 Permitted IP

Step1. In System - Permitted IPS - New Entry, add the new setting: (Figure 3-11)
[ Name enters master.
[ | IP Address enters 192.168.139.30.
u Netmask enters 255.255.255.255.
u Service selects Ping, HTTP and HTTPS.
u Click OK.
u Complete Permitted IPs settings. (Figure 3-12)

192165.139.50

{0k ]| Cancel |

Figure 3-11 The Permitted IPs setting
klame P Address i Bletmask Configure
master 192.168:139.30 { 25525 H
{ New Entry |

Figure 3-12 Complete the Permitted IPs setting

@If you want the Permitted IPs to be real working, when it must be connected from the administrator
to the interface of IAR-5000 WebUI, but the settings of Ping, HTTP and HTTPS all must be canceled.

Before you cancel the interface address of HTTP and HTTPS, you have to set the Permitted IPs first or

it will not connect to WebUI through the internet.

25



3.6 Logout

Stepl. Click the Logout icon in the up right of Web Ul, it can let the system administrator to log
out from the system admin anytime, and also prevent other person change the settings of
IAR-5000. (Figure 3-13)

Microsoft Internet Explorer fg]
.:{/ Are you sure you wank bo logout the management interface 7
(] 4 ] [ Zancel

Figure 3-13 Confirm to logout

Step2. Click OK, it shows the logout information. (Figure 3-14)

Infernet Recorder Web Server Information

Your current connection has expired, you have now been logged out.

If you want to login, please restart your browser.

Figure 3-14 The logout WebUI
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3.7 Software Update

Stepl. In System - Software Update, the user can update the firmware step by step:
[ | In Version Number, we can know the current version of the software. Go on the

internet to gain the newest version of the firmware and download into the storage

disk in IAR-5000.
Click Browse = Choose file, select the newest version of the software.

Click the lower right OK, it will process the update. (Figure 3-15)

Software Lpdate
“Wersion Mumber Y3.05.00
Software Updste Owiglink_1ARS000_030500| [ Browse... |

{ &x Owislink_|AR-5000_030500.img )

I oKk i cancel |

Figure 3-15 Software update

@It needs 3 minutes to update the software, and will reboot after updated the system. Please do not
turn it off, off line and exit the web page during the update, or it will cause the error in IAR-5000. (It is

recommended using the LAN to update.)

27



Chapter 4 User List

This chapter is about the users can be monitored by the IAR-5000. It can automatic search and add the

new users, and the system administrator can add the lists by himself.

Setting

User List Configuration :

B Administrator can export the monitor user list and some related settings to the PC or import these
settings into IAR-500.

Department / Group

B The administrator can group the users according to the network structure, so that he can

manage the system more easily.
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The company can be divided into several departments, and part of the user
(department) settled in different subnet.

Stepl. In User List - Setting, set the following settings :

B To set the Department / Group depends on the real network deployment.
B Click OK (Figure 4-1)

User List Configuration

Export User List to Cliert PC | Download |
Import User List from Clisrt PC | |(Browse.. |

[ &= uzer_setcsv)

Department ! Group (Max. 20 characters)

I 0K | [ Cancel |

Figure 4-1 Set the user list

Step2. In User List © Logged, add the new user.
B Click @ 0f 192.168.1.0 subnet and the IAR-5000 will search the new user in the
subnet. (Figure 4-2)
Wait 1~2 minutes until search complete. (Figure 4-3)
If system administrator wants to search users in specific subnet, set the search IP
range and click search.

B Select the new user to add, click New User. (Figure 4-4, 4-5)

Select Subnet or Department/Group : g!‘ Subnet 88 Department £ Group
Subnet Setting : | Add |
UserSeting: | Hemeve F+ ||  Ignore | (ChangeDepariment/Group)
101
v ModifySubnet | Remove Subnet |

Modify Subnet | Remove Subnet |
Modity Subnet | Remaove Subnet |
101

Figure 4-2 Click search new user button
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2 http:1{192.168.1.254 - Assist Window List - Microsoft Internet ... |

Subnet { Metmask 192 1661 0 § 255 255 25510
Search IP Range : [192.168.1.0 | [192.168.1 255 | | search |

Please wait for 1~2 minutes, click New User' button join Logged'.

n IP Computer Mame DS Mame

&] Done | & Internet

Figure 4-3 Starting to search new user

7 http://192.168.1.254 - Assist Window List - Microsoft Internet ... [= |[71/[X]

Subnet [ Metmask - 192 168110/ 255 255 2550
Search IP Range : |192.168.1 0 |- 192168 255 | | Search |

] Done | 4 Internet

Figure 4-4 Select the new user to add
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Select Subnet or Department/Group : A Subnet 8l Department [ Group
Subnet Setting: | Add
User Settng: | Remove & || lanore | Mnmmmrﬂmlﬂ

171
Modify Subnet | Remove Subnet |

Modity Submet | Remove Sunet |
= b &0 ModitySubmet | Remove Subnet |
= Subnet; 192.1 g - Iuiwhhllll_' Mmﬂlﬂl"l
1M

Figure 4-5 Complete to add the new user

@Aﬂer finished the setting of System > Interface IP, system will set the subnet to be the first user

group in logged user list, which the interface correspond to.

@The IAR-5000 can automatically add the user who has ever used the internet in logged user list.

@In System -> Interface IP, if the DNS server set to be the company’s internal DNS server, then
the IAR-5000 will also look up the user DNS name correspond to the internal DNS server when

searching the user list.

@When the searched PC has been set the PC or DNS name, then IAR-5000 will use them to apply

to user name. The user name priorities are: PC name - DNS name - IP or MAC (It depends on the

setting of Record - Setting - User Name binds to IP or MAC address).

Step3. Modify the user in user list :

Click User Name of JACKY-M9QX1MFQE
User Name, enter Jacky_NB.

Department / Group, select Laboratory.
Click OK. (Figure 4-6, 4-7, 4-8)

Click User Name of OCT1005.

User Name, enter Gateway.

Department / Group, select Device_Room.
Select move this user to ignored user list.

Click OK, then the user will be removed to ignore user list. (Figure 4-9, 4-10, 4-11)

Repeat the steps to complete modifying the user list. (Figure 4-12)
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Select Subnet or Department/Group : ,!g Subnet B8 Cepartment § Group
Subnet Setting : ;
UserSettng: | Remowe & |  Ilgnere |

Department § Group ; Groug_1
= Subnet: 19 : IP: 1921681101
MAC 001 636 60:D0: 70

= Suhnet: ]

Figure 4-6 Select the user to modify

{0k | cancel |

Figure 4-7 Enter the user information to modify

Select Subnet or Department/Group : ,!g Subnet B8 Department § Group
Subnet Setting :

[ M)
Uzer Setting : [ Remove = ‘ [ lgnore ‘

= Subnet: 1

Figure 4-8 Complete to modify the user information
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Select Subnet or Department/Group : u?g Subnet @8 Cepartment [ Group
Subnet Setting
User Setting : ‘\ Remove v ‘ ' lanore ’

User Mame : 19216811
1Department § Group © Group_1

Figure 4-9 Select the user to modify

T ordifh

oK i cancel |

Figure 4-10 Enter the user information to modify

Select Subnet or Department/Group : g!u Subnet Department / Grau
U=er Setting : .‘ Remove ' ! Lopged ‘ o -

= Subnet:

Figure 4 -11 Move the user to ignored user list
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Select Subnet or Department/Group : ,?,, Subnet @8 Cepartment [ Group
Subnet Setting ;| Add E
User Setting : l Remowe v 1 F Ignore 5' shange Depariment / Group

= Subnet: 182

Figure 4-12 Complete to modify the user list

@In Ignored user list, the system administrator can also select the user to move to logged user

list.

Step4. In User List 2 Logged, add the new subnet:

Click Add.

Subnet, enter 192.168.139.1.

Netmask, enter 255.255.255.0.

Add a New user to this Department / Group, select R.D.
Click OK. (Figure 4-13)

1921681391

2352552550

Figure 4-13 Add a new subnet

@The Department / Group that selected by system administrator, which will become the default

Department / Group in this subnet.

Stepb5. Repeat Step 2 to Step 4 until finish to set the user list.



Change the user list by import the user list configuration (excel list)

Stepl. In User List & Setting = User List Configuration - Export User List to Client PC 2>
click Downboad

Step2. When it appears File Download, click Save, choose the position to save the download

file, then click Save again. The user list settings will be saved in IAR-5000. (Figure 4-14)

sonfiguration

Export User List to Client PC | Download |
Import User List from Client PC

File Download X

Do you want to open or zave thiz file?

1: |Group_1 Ea Marme: user_set.csy 4 |Grnup_4
W Tupe: Microsoft Excel Comma Separated Yalues File, 950 ... P
5 |Group_: & |Group_i
e From: 192.168.1.254 P — 7
g |Group_ 9 12: Product

[ Open ][ Save ]L Cancel ]

{ oK | {cancel |

harrm your computer. [F yau do nat trust the source, do not open or

@ While filez from the Internet can be useful, some filez can potentially
zave thig file, What's the rigk?

Figure 4-14 Select the position to save the download file

Step3. Use excel to open the user list configuration settings (user_set.csv), and enter the

settings to modify.
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The way to use the user list : (the contents of user_set.csv)
HHH AR H R R \

#Format:
. How to use the

#~1 Group_1
: User List?

B R R R R

The name of The setting of Department

Department / Group : Department / ) /Group:

~1 Internal_Sales The User List can set 36

} Department / Group
The number of

Department / Group )

— The first default subnet Group

The first subnet

The first range

of the subnet The first subnet
information

User List : \
192 168 139 0 255 255 266 () ] l

192.168.139.30 Mail_Server * 0 00:0C:76:B7:96:3B 11
192.168.139.216 Jacky Product 3 00:12:0E:2E:CF:DA 10

00:02:44:8E:B7:C7

PC Name L
User’s Department/Group
— | User Name — | User‘s MAC
| UsersIP — | Logged /Ignored Name List _
User List
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Step4. Change the information of Department / Group. (Figure 4-15)
B Change the 8th Department / Group information, and the original
Customer_Service will change into Support.

B Add the 12th Department /Group information, and change Group_12 into R.D._2.

. | Department / Group : Department / Group :

6 |~1 Internal Sales ~]1 Internal Sales
L |~ Asian Sales ~ Asian Sales

) |~ European Sales ~3 European Sales
| ~d American_Sales ~4 American_ Sales
[ | ~D Bursary ~5 Bursary

|~ Human Eesouces Human_ Eesouces
F ~ Marketing Marketine

| |~ Customer  Service Support

| [~9 R.D. ~ R.D.

 |~10 Laboratory ~10 Lahoratory

| ~11 Device Eoom ~11 Devire Eoom

- ~12 Group_ 12 ~12 E.D. 2

b |~13 Group_13 ~13 Group_l13

Figure4 -15 Change the Department / Group information from excel

Step5.  To add and modify the user information in the first subnet. (Figure 4-16)
B Change 192.168.1.2 (Jacky) Department / Group information, and change the 1"
Department / Group into o Department / Group.
B Insert a row under the user list in the first subnet, and enter the new user information
in the row. (User IP, User Name, PC Name, Logged / Ignored User List, User MAC,

User Department / Group )

User List : | | |User List: |

192.168.1.0 | 255.255.25! 1 192.168.1.0 | 255.255.25! L

192.168.12 Jacky | WRITTER 3 00:D0:50: 1 * 19216812 Jacky  WRITTER 3 00:D0:594  of*

[192.168.1.10C * OCTLO0S5 3 00:0D:88: 4l .1.100 * OCTI005 3| 00:0D:88: L*

192.168.1.101 Jacky NE | JACKY-M 3| 00:16:36: 1101 Jacky NB | JACKY-M 3 O0:l6:36:6 12 *

192.168.1.1 | Gateway | — Lool7oa]  110*% |192.1681.1  Gateway - 100170482 110%
1192168110 John PM 6 00:15:5A: & *

Figure 4-16 To add or modify the user’s first subnet information from the excel
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@ In the Logged / Ignored user information, the ” 0” number represents Ignored, the “ 3 “ number

represents Logged.

@ The “ **“ symbol represents no information in the excel tablet.

Step6.  Add the third subnet and user’s information. (Figure 4-17)
B Please enter the third subnet basic information under the second subnet user list .
(the range of IP, Netmask, and Default Group ) .
B Please enter the basic user information under the third subnet. (User IP, User Name,

PC Name, Logged / Ignored List, User MAC, User Department / Group ) .

192.168.1.]1 Gateway | - 1 00:17:94:" 11
192.165.1.11ohn Pid 6 00:15:54:
72.16.0.0 | 255.255.25] )

172.16.0.1 James % 3 00:18:66:4 7
172.16.0.2 Josh * 3 00:011:82: 7
721603 Maic Product = 3 O0:10:72:1

Figure 4-17 Add the user’s information in the third subnet by excel

@There must be one blank row to divide the user list in two subnets.
Step7. Save File (user_set.csv)

Step8. In User List > Setting, Click User List Configuration - Import User List from Client
PC - Browse.

Step9. In the Choose File window, select the modified user list setting, then Click Open.

Step10. Click the lower right OK, the user list setting files will import into IAR-5000.
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Chapter 5 IM Management

IM Management included 3 main parts:

Configure (Login Notice):
MIS engineer can customize the contents of IM login notice and IAR-5000 can also send the

IM login notice to user while he / she use the IM software.

Authentication :
MIS engineer can request user to pass the IM authentication first or IAR-5000 will block the

user’s IM connection.
Rule :

Default Rule: Can set the default rule of MSN, Yahoo, ICQ and QQ.

Account Rule: Can set different rules for every IM account.
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5.1 Configure

MIS engineer can customize the contents of IM login notice and IAR-5000 can also send the IM login

notice to user while he / she use the IM software.

(M Alert Motification Setting

Stepl. Select which IM notification to be enabled
Step2. Insender column, enter the sender name.

Step3. Fill in the notice content and click OK. (Figure 5-1)

Enable MetBIOS Alert Motification Test IP of MetBIOS &lert Motification: || Msy.Test |
Enable MK Alert Motification ( Bridge Maode Only )

Enable 1CGQ Alert Motification ( Bridge Mode Only

Enable Y ahoo Alert Matification ([ Bridge Mode Cnly )

Sender: |Irrternet Activity Recorder !( Ma. 40 characters, ex; Administer )
Corterit: { Max. 1024 characters )

Notice:

11 instant message will be logged by the Internet Aetivity REecorder and
are subject Lo archiwval monitoring or disclosure Lo someone other
thah the recipient.

Figure 5-1 IM login notice setting

B NetBIOS Alert Notification :

IAR-5000 will notice user by NetBIOS notification about he processed the IM messages or

activities after login to IM software.

B MSN Alert Notification :

IAR-5000 will notice user by msn naotification about he processed MSN messages or activities

after login to MSN. (Only available in bridge mode)
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W |CQ Alert Notification :
IAR-5000 will notice the user by ICQ notification about he processed ICQ messages or activities

after login to ICQ. (Only available in bridge mode)
B Yahoo Alert Notification :

IAR-5000 will notice the user by Yahoo notification about he processed Yahoo messengers or

activities after login to Yahoo messenger. (Only available in bridge mode)
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5.2 Authentication

MIS engineer can request user to pass the IM authentication first or IAR-5000 will block the user’s IM
connection. And the user does not need to do any authentication once he/she had passed the IM

authentication.

Authentication Messages
B MIS engineer can customize the authentication messages. (Figure 5-2) And user will see the

authenticaiton messages while he/she login the authenticaiton screen. (Figure 5-3)

User
B [t's the built-in mechanism of user authentication.
RADIUS, Remote Authentication Dial-In User Service
B |t's kind of remote authentication service of dial-in user.
POP3, Post Office Protocol
m |t's the protocol used for receiving e-mails.
LDAP, Lightweight Directory Access Protocol
B |t's a kind of directory access Protocol which combined the authentication mechanism of SMTP,
POPS3, FTP, HTTP and RADIUS etc.
Shared Secret
B The needed authentiction password which is used for IAR-5000 and RADIUS server to process
the authentication.
802.1x RADIUS
W 802.1 x RADIUS is used for IAR-5000 to do the authentication process to RADIUS server which
contained the wireless network mechanism.
Search Distinguished Name
B |t's the identified name of LDAP server.
LDAP Filter
B MIS engineer can assign the specific account of LDAP server.
User Distinguished Name

m |t's the needed account used for IAR-5000 to process the authetication to LDAP server.
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Authentication Messages

Tou hawve to pass the IN authentication then you are allowed to
create the IN connection.

Ok Cancel

Figure 5-2 Authentication message setting

Authentication

I arme I (Max. 128 characters)

Paszwoard I (Max. 128 characters)

Tou have to pass the IN authentication then you are allowed to create the IMN conmnection.

Confirm Password

Ind Protocaol

‘3 S

Account I (Maz. 128 characters)
S

= ahoo

Account I (Max. 128 characters)
B

Account I (Max. 128 characters)
Password I (Ma. 128 characters)

(Ma. 128 characters)

# ([

Account I (Max, 128 characters)

OK Cancs|

Figure 5-3 User login authentication
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How To Use .....

B The Authentication function is only available in Bridge mode. If MIS engineer use Sniffer mode to
deploy IAR-5000, then appliance can not block the IM connection and MIS engineer also can not
manage the internal user to use IM software. In other words, IAR-5000 can only record the user’s

IM conversation contents while using Sniffer mode.
B If user’s IM account passed the authentication, then there is no more action of IM authentication.

B The Authentication function must apply to Rule function. For exapmle, if MIS engineer want to

make rule setting of MSN.

& MIS engineer select Rule > MSN - Accept; Always. It means user can use MSN without

passing authentication.

& MSN MIS engineer select Rule > MSN - Authentication passed. That means the user’s

MSN account need to passed authentication or it will be dropped. (Figure 5-4)

MSN Messenger ) x|

wie were unable to gign pou in to M5 Meszenger, poszibly because of
a problemn with the service or with your Internet connection. Please
make zure that pou are connected to the Internet. 81000306

Troubleshoot I Cloze Help

Figure 5-4 User can not login MSN

B MIS engineer can set one authentication accout instead of group of IM accounts to process the IM
authentication.
B |AR-5000 provides four built-in authentication mode and also support to RADIUS, POP3 and LDAP
server authentication.
B How to log in authentication interface?
& Open the browser, and then type “http://IAR-5000 interface/auth”. For example,
http://192.168.1.1/auth
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Internal user must pass the IM authentication then he/she is allowed to create MSN
connection. (Use the built-in user authentication)

Stepl. Add authentication user in Authentication 2 User. (Figure 5-5)

Adthentication-LUser Mame Configure
oy Modify | Remove |
john Modify | Remove |
jack Modify | Remove |
MWew Entry

Figure 5-5 Set the authentication user

Step2. Select IM Management - Rule - Default Rule > Accept : Authentication passed
and MSN Message not encrypted. (Figure 5-6). Click OK.

Drefault Setting of IM Rule { Bridoe Mode Onlky )

2 s

i Accept: MSN Message not encrypted
Drop : MSh Message encrypted

i* Accept: Authertication passed and MSM Message nat encrypted
Drop : Authentication failed or MSM Message encrypted

" Accept: Authentication passed
Drop : Authentication failed

" Accept: Always

" Drop: Always

Figure 5-6 Default IM rule setting
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Step3. If the internal user wants to use MSN, then he/she must apply the use privilege of MSN
from IM authentication management interface. The management interface is :
"http:// IAR-5000 interface/auth”, default setting is http://192.168.1.1/auth :
€ Enter the Name and Password.
¢ Enter the MSN account. (Figure 5-7)
€ Click OK. (Figure 5-8)

Authentication

Mame Ieric (Ma. 128 characters)

Password I"""" (Ma. 128 characters)

Tow have to pass the IM authentication then you are allowed to create the IM comnnection.

Confirm Pazsswoard

Ind Protocal

3 hASH

Accourt Iericflydng@hutmail COM | (Max. 128 characters)
L'j Y ahoo

Account I (Max. 128 characters)
B

Account I [Maiz. 128 characters)
Passward I (Max. 128 characters)

(Max. 125 characters)

@ [Late]

Account I (M. 128 characters)

QK Cance|

Figure 5-7 Authentication setting
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Authentication

Mame I (Max, 128 characters)

Password I Mz, 128 characters)

Tou have to pass the IMN authentication then you are allowed to create the IM connection.

I Frotocol

‘3 RS

Accourt I (Mazx. 128 characters)
= Microsoft Internet Expl =l
!j Yahoo

Account I & Authentication Succeeded k)
Bo

Account )]
Pazsword I (Mzi, 128 characters)
Confirm Pazsward I Mz, 128 characters)

# [[ote

Account I (Max. 128 characters)

oK Cancs|

Figure 5-8 Authentication success

Step4. User can use the authenticated MSN account and there is no more authentications to

process in the future.
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Internal user must pass the IM authentication then he/she is allowed to create Yahoo
connection. Use external RADIUS Server authentication. (Windows 2003 built-in

authentication)
Deployment of Windows 2003 RADIUS Server

Stepl. Click Start - Control Panel > Add / Remove Programs, select Add / Remove
Windows Components, then it shows the Windows Components Wizard.

Step2. Select Networking Services, then click Details. (Figure 5-9)

Windows Components Wizard —

Windows Components
“ou car add o removie componsnts of Windaows XP.

Toadd o ramove- 8 componant, click the chackbar, A shadad box means that only
part of the component will be installed.  To seewhat's ncluded in @ compaonent, click

Dietals,

_Cnmpnnanls:

[ = Message Quaving 0O0ME =f
[ *¥* MSH Esplores 13.2MB

g M

N o Metworking Serviess N3MB
E1 gj] Oither Mebwesk File and Frint Services 0OME
W =38 Matlaek Frrenas MR ll

Diescripfion:  Cantains & varety of specialized, network-related services and protacols,
Total disk space requirad: 55,5 MB Detals
; ety b : il
‘Space available or disk: FIB0EME _l
cBack [ Mews | cancel |

Figure 5-9 Windows components wizard
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Step3. Select Internet Authentication Service. (Figure 5-10)

| Networking Services _ 1= il

T_ﬁ(—.‘élﬂf:la:lr remcve'a compotent, chck the check bow. A shaded bow means that only part
of the-companent will be ~zfalled To sae What's mcluded v & component, click Details.

“Subzomponents of Networking Services:

vl (B Domain Name Sstem [DNS] 1TEME =
[l 3 Dynamic Host Configuration Protocel [DHCP) OOMB
Eﬁ Interriet &uthenticaton Samnce
¥l B RPC over HT TP Prasy DOME
W [ Simple TCR/F Services DOME
[+ @Windnws Internet Mams Service [WINS) 0.9 Me J

Descrption:  Enables authenbcation, suthonzabon and accounting of disl-up and YPH.
Lisers. IS suppots e BADIUS protocol.

Total disk space required T2 MB Detale,
Space available onodisk: 79232 MB =

Cancel

Figure 5-10 Add new network authentication service components
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Step4. Click Start > Control Panel > Administrative Tools, select Network Authentication

Service. (Figure 5-1)

e Dok wrdic mEen, Sk

harret Dthentication Servion . g

' Irkgrriae |1 rmalien Services ([15) Marurer
© mmcesre 0 Bjlewa

54y Panisrsand Faces ¢ 3 MIsoL NET Foateeeeath 14 Confipuration

=y Sranmes ond Cameras b Matvh Load Dalaricng Manager

) S Tanks + B Perfrnanon

Figure 5-11 Select network authentication service
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Step5.

Right click RADIUS Clients - New RADIUS Client. (Figure 5-12)
*# Internet Authentication Service -0 =
File:  Action  View  Help
e~ BB BE 2
@D Internet Authentication Service (Local) | Friendly Name | addiess | Pratocal | Client-!
oy l

RN T new RADILS Client Thete are nioibems to show in this vieiw,

EE? Remoke Acce
] Connection F

l |

e i |

Figure 5-12 Add new RADIUS client

51




Step6. Enter the Name and Client Address (It is the same as IAR-5000 IP Address).
(Figure 5-13)

MNew RADIUS Client

Figure 5-13 Add New RADIUS client name and IP address setting
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Step7. Select RADISU Standard, enter the Shared secret and Confirm Shared secret. (It must
be the same setting as RADIUS in IAR-5000). (Figure 5-14)

New RADIUS Client 1 x|
Additional |nfarmatian

|} you-are using remote - access policies based on the client vendar attibute. specity the
wendor of the RADILIS client

Client-vendar:

[RADIUS Standard =
Shared secret |

Canfitm shared sscret |xxxxxx

I™ Request must contain the Message Authenticator attribute

Cancel |

Figure 5-14 Add new RADIUS client-vendor and shared secret
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Step8. Right click on Remote Access Policies> New Remote Access Policy (Figure 5-15)

*# Internet Authentication Service = |El|_xl

File:  Action  View  Help

e~ | AEBE 2
% Internet Authentication Service (Local) Mame | Crder |

E {1 RADIUS Clients ) gﬁ'Connections to Microsoft Routing and Remate ... 1
E [;I Remote ccess Loglng EfCannactions ko other access servers s

3
ew :
Refresh
Expork List,.,

Help

INew Remote Access Policy I

Figure 5-15 Add new remote access policies
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Step9. Select Use the wizard to set up atypical policy for acommon scenario, and enter the

Policy name. (Figure 5-16)

Mew Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How doyou want to set up thiz policy?
i+ |lze l'ha wizard ta zel up & tupical policy for & common scenarno

" Setup a custom palicy

Tupe a name that descrbes this palici:

Bolicyname: [Eadius

Erample: Authenticate all VPN connections.

Cancel |

Figure 5-16 Add new remote access policies and policy name
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Stepl10. Select Ethernet. (Figure 5-17)

Mew Remote Access Policy Wizard

Access Method ﬁ

Policy conditions are bazed on the method uzed to gain access to the netwark, ﬁl

Select the method of acoess for which you want to create a polioy.

VPN
Use for all VPN cornections. Ta create a policy for a specific VPN lupe, go back ta the
previous page, and select Set up a custom policy,

i Diakup

Use tor diskup connections that use 3 tradiional phone line-or an Integrated Services
Diaital Netwark [SDN] ine.

" \ireless
Use for wirsless LAN connections anly,

{* Ethermet
[Jze for Ethemet conrections, such a: connections that Lse a-switch.

Figure 5-17 The way to add new remote access policy
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Stepll. Select User. (Figure 5-18)

Mew Remote Access Policy Wizard R

Lizer or Group Access

You can grant access to individual users, or you can grant access to selected
groLps.

Grant access based on the following:
* Lser

User access permissions are specified in the user accaunt,
i Group

Individual uzer permiszions overnde group permissions:

[FroUE name:

Cancel |

Figure 5-18 Add new remote access policy user and group
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Stepl12. Select MD5-Challenge. (Figure 5-19)

|
Mew Remote Access Policy Wizard

Figure 5-19 The authentication of add new remote access policy
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Step13. Right click on the Radius - Properties (Figure 5-20)

' # Internet Authentication Service

Flle:  Action  Miew Help

—loix]

€= | mmE| X B

B[+ +

@B Intetnet Authentication Service (Local)
L RADIUS Clisnts

E D Remote Access Logging

-5 Remote Aiccess Policies’

el f_:l Connection Request Processing

Name [o.. 2|

e W
Mowve Down

Conneckions
."-_E:_.;‘aConnectinns
Delets

Renams:

Properties

Help

[Opens property shest For the current selection,

Figure 5-20 The

network authentication service setting
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Stepl4. Select Grant remote access permission, and Remove the original setting, then click
Add. (Figure 5-21)

Radius Properties e ’?I :{I

Settings |

Specify the conditions that connection requests must match,

Folicy conditions:

MHaS5-Fort-Type matches ''Ethemnet’

Add. | Edi. Rermove

If connection requests match the conditions specified in this policy, the
sszociated profile will be applied to the connectiorn.

Edit Prafile.. |

Urless individual ancest permissions are specified in the wser profils, this
policy contralz access to the network,

If & cannection request matches the specified conditions:

" Depy remote access permission

{+ {Grant remote access permission:

OF. Cancel &pply

Figure 5-21 The RADIUS properties settings
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Stepl15. Add Service-Type. (Figure 5-22)

Il Select Attribute

Select the type of attribute ta add, and then click the Add buttor:

Sttribute types:
MNarne | Eescrption il
Called-5Station- d Specifies the phone number dialed by the us
Calling-Station-ld Specifies the phone number from which the ¢

Clignt-Frigndly-Manme
Client-IP-address
Client-Yerdaor
Drap-tind-Time-R eztrc. .,
Framed-Frotocal
MS-RASAendor
MAS-Identitier
MAS-P-Address
MAS-Port-Type
Service-T ype
Tunnel-Type
YWindows-Groups

4

Specifigs the frigtdly name far the BADILS ¢
Specifies the IF addresz of the RADILS cler
Specifies the manufacturer of the RADLS m
Specifies the time periodz and days of week,
Specifigs the pratocal that iz used,
Diescription nok yet defined

Specifies the string that identifies the MAS th.
Specifies the IP address of the MAS where i
Specifigs the twpe of physical port that iz uge
Specifies the type of zervice that the uzer ha
Specifies the tunneling protocols uzed.

Specihies the Windows groups that the user =

| of

dgd. | Cancel |

2]

Figure 5-22 Add new RADIUS properties attribute

Step16. Add Authenticate Only from the left side. (Figure 5-23)

Service-Type i

;ﬁ.lfai_laljle types:

2]

Admiristrative
Call Check,

Callback, Framed
Callback Login

Callback Admiristrative

Callback Maz Prompt

Add |
44 Bemove |

Framed

Laogin

MAS Prompt

Outbound

| | »] | |»]
0K | Corcel |

Figure 5-23 Add RADIUS properties service-type

61




Stepl7. Click Edit Profile, select Authentication, and check Unencrypted authentication (PAP,
SPAP). (Figure 5-24)

Edit Dial-in Profile 21 x|
Settings | Dialin Corstraints | P | Multfink
- Authentication | E nicryption I Advariced
Specify the conc

é_elact the: authentication methods vou want to allow for thiz connection

[ Micrasoft Encrypted Suthentication version 2 [MS-CHAR +2|

Palicy conditions

I User tar chanoe passwond aftarl e expred
Add., ™ Microsoft Ercripted Suthentication (M5-EHAR)
IF aonnection rec I |dger-tan change password sfteril hasesprad
aszociated profil ; S
[ Encrypted authentication [CHAF]
Edit Profile.. ¥ Unencrypted authentication [PAP. SPAF}
Unless individual i~ Unatthenticated access
policy coftral: ac

r Allows clients to connect withaut negotiating an authentioation
If & connection n method
{* Deny remote

™ Grant remnte

0K Caricel Apply

Figure 5-24 Edit RADIUS service-type dial-in property
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Step18. Add Auth User, click Start > Setting - Control Panel > Administrative Tools, select
Computer Management. (Figure 5-25)

&, Accessibilty Options

] {£1 certification Authcrity
2y Cluster Adnirnistratar
B Compongsnt Services:

) Folder Oiptions (= S it |

= Fonts » 1 Configure Your Server Wizard

% Game Contrallers 5 Data Sources (ODBC)

P Internst Options: o Distributed File: System

% Keyboard Event Viswer

- Licensing q:a Internet Authentication Service

) Mouse B8 Internet Information Services (115) Manager
& Hetwork Connections » B Licensng

L. Phane and Moderm Options: D Local Security Paicy

2y Power Options M Maniage Your Server

-y Printers and Faxes b e Micrasoft NET Framework 1,1 Configuration
W FRegional and Languags Options: §n Micrasoft \NET Framewark 1,1 Wizards

=, ‘Scaniners and Cameras » @ Nebwiork Losd Salsncing Manager

) ‘Stheduled Tasks » 5§ Performance

) Sounds and Audi Devices {1 Remote Deskiops

4 speech B Routing and Remote Access
T\ Stored User Names and Passwords &8 Services
gl"System ”E Terminal Server Licensing

B L, Taskbar and Statt Meru Terrrinal Setyices Configuration

B Terminal Services Managet

& Network Connections
ey Printers and Faxes
i, Taskbar and Start Menu

©) telp and Suppart
7 mn.

@ Sh'gt_liﬁuiv\m. o

Adobe Reader - [BM300.. | = Inteinet Authentication ... |

y |V\ﬁndmsser\amje Standard Edition

Figure 5-25 Enter computer management
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Step19. Right click on Users, select New User. (Figure 5-26)

E. Computer Management i = ID|£I
= Fle Action Wew  Window  Help | =] s
= | B@m AB 2
J—_:; Compuket Management (Local) Mams | Full Mame I Description
El ﬁ& I?ystem TUD!S 7 ndministrator Built-in accal
E é_'j-! EvBrt Viowes EEGuest Built-im acco
? E Shar;ad Foldersd QIUSR_TEST Internet Guesk Account Built-in acco
= 3 :L%c srs A QIWAM_TEST Launch IIS Process Account Builk-in acco
| CI B jackis jackis
w4 Ferfoma 3SUPPORT_38.,,  CN=Mictosoft Corporation..,  This is a ven
1 % Davi Wiew .2
avice M, ; y o
=1 5 storage Mew Window from Here
| S Removab Refresh
i Disk Defr. Fetchort Listsus
“ i Disk Man:
| @ Setvices and  Help
4 | ja|
{Creates a new Local User account, | |

Figure 5-26 Add new user

Step20. Complete the Windows 2003 RADIUS Server settings.
Step21. In Authentication - RADIUS function, enter IP, Port and Shared Secret. (The setting
must be the same as RADIUS server). (Figure 5-327)

RADIUS Server

¥ Enable RADIUS Server Authentication Test
RADIUS Server ([P ar Domain Mame ) 1721925010 (M. B0 characters)
RADILS Setver Port 1512 { Range: 1025 - 65535 )

Shared Secret Imaster| (M. B0 characters)

™ Enable 80213 RADIUS Server &uthentication

Ok Cancel

Figure 5-27 The RADIUS server setting

@ Click Test, it can detect if the IAR-5000 and RADIUS server can real working.
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Step22. Select IM Management - Rule = Default Rule & Yahoo - Accept : Authentication
passed. (Figure 5-28)

-.H Yahoo
" Accept: Always
o Accept: Authentication passed
Drop : Authentication failed
" Drop: Always
Figure 5-28 Default IM rule

Step23. If the internal user wants to use MSN, then he/she must apply the user privilege of MSN
from IM authentication management interface. The management interface is
http://IAR-5000 interface/auth. Default setting is http://192.168.1.1/auth.
€ Enter the Name and Password.

€ Enter the Yahoo account. (Figure 5-29)

Authentication

Mame Ieric (Ma, 128 characters)

Pazzyword I"""" [Max. 128 characters)

Tou have to pass the IM authentication then you are allowed Lo create the IM connection.

Confirm Pagsword

1M Protocol

3 MSH

Account I (Max. 128 characters)
!1] Yahoo

Account Imcgaver_2DD2 (Max. 125 characters)
B

Account I (Max. 128 characters)
Password I (Mai<. 128 characters)

(Ma. 128 characters)

@ [La{e]

Account I (Max. 128 characters)

oK Cancs|

Figure 5-29 Authentication setting
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€ Click OK. (Figure 5-30)

Authentication

Mame I [Maiz. 128 characters)

Passward I (Max. 128 characters)

Tow have to pass the IM authentication then you are allowed to create the IM comnnection.

I Pratacal

:3 TSN

Accourt I (Maz. 128 characters)
s Microsoft Internet Expl x|
\!j ahoo

Account I & #uthentication Succeeded k)

Baa
Account I i

Passward I (Max. 128 characters)

Confirm Pazsswoard I [Maiz. 128 characters)

# [Late]

Account I (M. 128 characters)

QK Cance|

Figure 5-30 Authenticated successful

€ User can use the authenticated Yahoo account and there is no more authentication to

process.
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Internal user must pass the IM authentication then he / she is allowed to create QQ
connection. (Use external POP3 Server authentication)

Stepl. Select Accept : Authentication passed and QQ Password valid in IM Management -
Rule 2 Default Rule 2 QQ. (Figure 5-31)

B oo

" Accept: Q@ Password valid
Drop : @& Password invalic
g .ﬂ.[:[:ept: Avtherntication passed and Q0 Password valid
Drop : Authertication failed or G Password invalid
" Accept: Suthentication passed
Drop : Authentication failed
" Accept: Always
Drop: Always
Figure 5-31 Set the QQ default rule

Step2. Enter the POP3 setting in Authentication = POP3 : (Figure 5-32)

PQOIP3 Server

¥ Enable POPY Server Authentication Imst
POP3 Server ( IP or Domain Mame ) |mai|.airli'-.fe.n::n:|m Mee. 15 characiers)
POP3 Server Porl fr1o Mac<. S characters)

Figure 5-32 POP3 setting

@Click Test, to see if IAR-5000 can connect to POP3 Server properly.
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Step3. If the internal user wants to use QQ account, then he/she must apply the use privilege of
MSN from IM authentication management interface. The management interface is
http: //IAR-5000 interface/auth. Default setting is http://192.168.1.1/auth.
€ Enter the POP3 Server account name and password. (It is the mail account and
password that used for receiving e-mails.)
€ Enter QQ account (Figure 5-33)

Authentication

Maime Ieric (Max, 128 characters)

Password I"""" (Max. 128 characters)

Tou have to pass the IMN authentication then you are allowed to create the IM connection.

IM Protocol

3 SN

Account I (Max. 128 characters)
!1] Yahoo

Account I (Max. 128 characters)
B

Account Imacgwer (M=, 128 characters)
Pazzyword I""""""*"" [Max. 128 characters)
Confirm Pazsword I"""****"" (Max. 128 characters)
# [[ata]

Account I (Max. 128 characters)

QK Cance|

Figure 5-33 Enter the QQ account and password
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€ Click OK. (Figure 5-34)

Authentication

Mame I (Max. 128 characters)

Password I (Mz:, 128 characters)

Tou have to pass the IM authentication then you are allowed to create the TM connection.

IM Protocol

:3 RSN

Accourt I (Max. 128 characters)
- Microsoft Internet Expl =l
!j Yahoo

Account I & Authentication Succeeded k)
8o

Account i
Pazswoard I Mz, 128 characters)
Confirm Passward | [Max. 125 characters)

# [

Account I [Maz. 128 characters)

OK Cance|

Figure 5-34 QQ account authenticated succeed

Step4. User can use the authenticated QQ account and there is no more authentication to

process in the future.
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Internal user must pass the IM authentication then he/she is allowed to create ICQ
connection. Use external LADP Server authentication. (Windows 2003 Server built-in
authentication)

Windows 2003 LDAP Server Deployment

Stepl. Click Start - Program - Administrative Tools - Manage MIS engineer Server.

Step2. In Manage MIS engineer Server window, click Add or remove a role > Configure MIS

engineer Server Wizard. (Figure 5-35)

t Manage Your Server i

Manage Your Server
C14

Server:

_ Tools and Updates
Managing Your Server Roles

\% Use the tools and information found here to add or remove roles and
perform your dally administrative tasks.

Administrative Tools

More Tools
) Read about server roles Windows Update
&) Read sbout remate Caomputer and Domain Mame
administration Information

ki has bs Figured with the Followi les:
our server has been configured with the Following roles Interriet Explarer Enhaniced

Security Configuration

# File Server

File servers provide and manage access bo files, EY| Manags this fils server

ﬂ| Add shared Folders

&) Review the next steps for
~ this roke

[ Don't display this page at lagon

See Also

Help and Suppart
Microsaft TechNet
Deployment and Resource Kits

List of Comman Administrative
Tasks

Windows Server Communities
‘What's Mew

Strategic Technology Protection
Prograrn

Figure 5-35 Click add or remove arole

70




Step3. In Preliminary Steps window, click Next. (Figure 5-36)

Configure Your Server Wizard

Preliminary Steps

Yaou can ensure that you successfully configure your server by completing the Following steps before
continuing.

Before conkinding, werify that the following steps have been completed.

®  Install all modems and network cards,

& Attach all necessary cables,

& If vou plan to use this server For Internet conneckivity, connect ko the Internet now,
& Turnon all peripherals, such as printers and external drives.,

& Have your \Windows Server 2003 Setup €D available, or know your network. installation path.

When wou click Mext, the wizard will search For network connections,

Zancel Help

Figure 5-36 The Preliminary steps Web Ul
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Step4. In Server Role window, select Active Directory and click Next. (Figure 5-37)

Configure Your Server Wizard Il

Server Role

Yaou can set up this server to perform one or more specific roles, IF you want to add more than one
role to this server, you can run this wizard again.

Select a role, IF the role has not been added, you can add ik, If it has already been added, vou can
remove ik, IF the role vou want ko add or remove is not listed, open Add or Remove Programs.,

Domain Controller {Active

Server Rols | confiqursd | r

File: seryer VEs Directory]

Prink server Mo

Application server (115, ASPNET) Mo Comain controllers store directary data
Mail server (POP3, SMTR) Ko and manage user lagan processes and
Terminal server Mo directory searches,

Remoke access | WPN server Mo

Diomain ( \ Read about domain controllers

DNS server Mo

DHCP server Mo

Skreaming media server Mo

WINS serwer Mo

Wiew the Configure Your Server log,

= Back, I Pext T_*:I Zancel Help

Figure 5-37 The server role window
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Step5. In Summary of Selections window, click Next. (Figure 5-38)

Configure Your Server Wizard

Summary of Selections
wieny and confirm the options you have selected,

Summary:

Run the Active Directory Installation Wizard to set up this server as a domain controller

To change your selections, click Back, To continue setting up this role, chick Mext,

< Back Cancel Help

Figure 5-38 The summary of selections window
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Step6. In Active Directory Installation Wizard window, click Next. (Figure 5-39)

Active Directory Installation Wizard |

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps vou inztall Active Directory zervices on this
zerver, making the server a domain controller:

[ thiz iz the firzt ime youw have installed Active Directory, it s
recommended that you first read the overview in Active
Directary Help.

To continue, click Mest.

Cancel: |

Figure 5-39 Active directory installation wizard
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Step7.

In Operating System Compatibility window, click Next. (Figure 5-40)

Active Directory Installation Wizard

X

Dperating System Compatibility /
Improved zecurity settings in Windows Server 2003 affect older versions of

Windows,

Drarviaincortrallers running SWindows Server 2003 implement security sethngs that
require clients and other servers to communicate with those domain contrallers in-a more

SECLIE Way,
The fallowing alder versions of Mindows sanhot mest the hew requirements:
e Windows 95
& wWindows NT 4.0 SF3or earlier

Ey default, complters running those yersions of Windows will hot be ableto |og an with
a domair contraller iunning Windows Server 2003 o access domain rezources,

Far more information, see Compatibility Help:

Figure 5-40 The operating system compatibility window
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Step8. In Domain Controller Type window, select Domain controller for a new domain, click

Next. (Figure 5-41)

Active Directory Installation Wizard |

Domain Controller Type /
Specify the fole pou want this server bo have,

Do pan want thiz server ta become a damain controller for a-news domair o ar
additional domain contraller faran existing domain?

oy Domain controller for & new domair

Select this option to create a new child domain, new domain tree, or new forest,
Thiz serverwill become the first domain contraller in the new domain.

" fdditional domain contraller for an existing damain
.’i\. Praceading with this option will delete all lacal accounts on this server.

Al c:r_l,lpti:ugraphic keps will be deleted and should be exportad 'I:uéfu:urE:
continuing.

Al encrypted data, such as EFS-encpted files of e-mail. should be decropted
betare comtinuing or it will be permarentl inaccessible.

“+ Back I ﬂél\‘g I Cancel

Figure 5-41 The domain controller type window
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Step9. In Create New Domain window, select Domain in a new forest, click Next. (Figure 5-42)

Active Directory Installation Wizard x|

Create New Domain /
Select which type of domain to create,

Create & new:

f+ Domainin a new farest

Select this option if this iz the first domain in pour organization or if you want the new
damain ta be camplately independant of wour current forest,

" Child domain in an-existing domain tree

IF pouwant the new domain bo be-a child of an exizting domain, select this option,
Fior example, you could create a new domain named
headguarters: exarmple. microzoft corm 8z a child domair of the domain
examnple:microsoft conm. '

" Domain tres in &t existing forest

IF youdor't want the fiew domain to be-a child of ah existing domain, select this
optior: This will create: a new darmain tree that is separate from any exizting frees,

“+ Back Mex Cancel

Figure 5-42 Create new domain window
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Step10. In New Domain Name window, enter the Full DNS name for new domain, click Next.
(Figure 5-43)

Active Directory Installation Wizard _Ei

Mew Domain Mame /
Specify a name for the new domairn.

Type thie full DHS riame for the new domain ;
[far example: headquarters example.rmicrosoft cor).

Full DNS name for new damain:

Im_l,l.u:u:un'l

« Back Mgt = Cancel

Figure 5-43 The new domain name window
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Step1l. In NetBIOS Domain Name window, enter the Domain NetBIOS name, click Next.
(Figure 5-44)

Active Directory Installation Wizard D x|

MetBI0OS Domain Hame /
Specify a HetBIOS name for the new domain,

Thiz iz the riame that users of earlier versions of Windows will tze toidentify the risw
domair; Chick Nest to accept the name showh, o tipe & new nanme.

Diornain NetBIOS name: 147]

¢ Back I Mest = |"_\I:I Cancel

Figure 5-44 The NetBIOS domain name window
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Stepl2. In Database and Log Folders window, enter the routes of Database folder and Log
folder, click Next. (Figure 5-45)

Active Directory Installation Wizard B

Database and Log Folders /
Specify the folders to contain the Active Directory databaze and log files,

'.EI

For best performance and recoverability, store the database and the log on separate
hard dizksz.

YWhere do you want ta store the Active Directary database?

[ratabase folder:
|D:HWINDEIWS SMTDS Browse...

‘where do wou want ta stare the Active Directory lag?

Log folder:

DAWINDDWSSNTDS Browse. . |

¢ Back I Mest = [T: I Cancel

Figure 5-45 The database and log folder window
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Step13. In Shared System Volume window, enter the Folder location, click Next. (Figure 5-46)

Active Directory Installation Wizard B x|
Shared System Yolume /
Specify the folder to be zhared az the spstem volume.

The SYSYOL folder stores the server's copy of the damain's public files: The contents
of the 5¥SY0L folder are replicated ta all damain contrallars in the domain,

The SYEYOL folder must be located on an NTFS volurne.

Enter-a location for the‘Sf_fS"-;-"ElL folder,

FEalder lacation:

|D:HWINDDWS LSSYOL Browse.. |

¢ Back I Mest = ]*_w: I Cancel

Figure 5-46 The shared system volume window
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Stepl4. In DNS Registration Diaghostics window, select | will correct the problem later by

configuring DNS manually (Advanced), click Next. (Figure 5-47)
x
DHS Registration Diagnostics /
Yerfy DMS support, orinstall DMS on this computer.

Diagmstic Results P

The registration diaghostic has been'run 1 time.

The wizard encountered an erar whils tving to determine if the DNS server with
wihich thiz domait controller il register supports dunamic updates.

Fior mare information, including steps to comect this problem, see Help.

Details
The primary DNS server tested was: nisT hs.aosoft com [B7.18.222.178) =]

" | have conected the probler, Perform the DNS diagnostic test again,

" Install and configurs the DNS server on this computer, and set this computer ta use
thiz DS serveras itz prefered DNS server.

& | will correct the problem later by configunng DHS manually. [Advanced;

“+ Back I ﬂa:-:tr& I Cancel

Figure 5-47 The DNS registration diagnostics window
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Step15. In Permissions window, select Permissions compatible only with Windows 2000 or

Windows Server 2003 operating systems, click Next. (Figure 5-48)

Active Directory Installation Wizard |

Permizzions /
Select default permiszions for uzer and group objects.

Same server prograns, such az Windows NT Bemote Access Service, read infarmation
ztored on domain controllers.

™ Pemizzions compatible with prewindows 2000 server operating systems

Select thiz ophon if pou mwn-server programs:on: prewindows 2000 zerver operating
spztems or on Windows 2000 or Windows Server 2003 operatitig systems that are
members of preSwindows 2000 domains,

A Anonymous ugers can read information o this domai.

* Pamizzions compatible anly with \Windows 2000 or Windows Server 2I:II]3
u:uperatlng shstems

Select this option if you Uk server programs anly on \windows 2000 o Wlndu:uws
Serer 2003 operating systems that-are members of Active Directam domains, Elnly
authenticated yzers can read information an this domain.

« Back I ﬂexw[_: I Cancel:

Figure 5-48 The permissions window
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Step16. In Directory Services Restore Mode Administrator Password window, enter the

Restore Mode Password and Confirm password, click Next. (Figure 5-49)

Active Directory Installation Wizard x|

Directory Services Restore Mode Administrator Pazsword 'E‘ g

Thiz paszword iz uzed when vou start the computer in Directony Services Restore
b ode,

Type and confirm the passward you want to assign to the Administrator account used
when this zerver is started in Directom Services Restore Mode.

The restore mode Administrator account = different from the: domain Adminiztator
account. The passwards forthe accounts might be different, 50 be sure to remember

both,
Restore Mode Pazsword: |"""
Confirm passward: |"‘""|

Fior more information: about Eirectany Services Bestore Mode, see Sctive Directorn Help,

“+ Back I ﬂe:-:w]:: I Cancel

Figure 5-49 The directory services restore mode administrator password window
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Stepl7. In Summary window, click Next. (Figure 5-50)

Active Directory Installation Wizard

Summary
Review and confirm the optiohs vou selected.

'.EI

%

You chose bo:

Configure thiz server az the firzt domain controllerin a new forgst of domain trees,
The new domain name is my.com. This is also the name of the new farest,

The MetBIDS name of the domairn iz kY

D atabase folder D:5WwWINDOWS NTDS

Lag file falder: D:WWANDDWSAHTDS

SSVOL Folder: DoNWINDOWESASYSVOL

The pazsiword of the newrdomain administiator will be the same a3 the password of
the admiriztrator of this computer|

To change ah option, click Back, Tobegin the operation. click Mest,

=

2|

¢ Back I Mest s EI

Cancel |

Figure 5-50 The summary window
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Step18.

Complete the Active Directory installation wizard. (Figure 5-51)

Active Directory Installation Wizard

Completing the Active Directory
Installation Wizard

ctive Directony iz now installed on this computer for the _-_1
domain my.com.

{Thiz damain controller iz assigned to the site
\Defaul-Firgt-Site-Mame. Sites are managed with the
tive Directony Sites and Services administrative toaol,

To cloze thiz wizard, click Finigh.

Har) I Finizh :‘: I [Zarizel

Figure 5-51 Complete the active directory installation wizard
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Step19.

Windows Server 2003 Enterprise Edition

Click Start - Programs -> Administrative Tools - Active Directory Users and

Computers. (Figure 5-52)

< Active Directury Domains and Trusts
5 Active Difsckary Sites and Sepvicss

5 pat
o Distruted File System
R Domain Contraller Security Policy:
‘B Domaln Seeurity Belicy
£ Event iswer
:& Licensirig
1 Manage ‘four Server
B Microsoft NET F. rk 1.1 Configuration

BB Microsoft NET Framework 1.1 Wizards

ik K Load Balancing Managsr
TANES:

(2 Remoke Desktcps

Bl Routing and Remote Access

=
Ly > () Hypersnepd
) ) Micrasoft Office
) monp
Search » & Internet Explorer.
%) Outlonk Express
tepandStpport gt Assistance:

Settings

RUML

Figure 5-52 Enable active directory users and computers
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Step20. In Active Directory Users and Computers window, right click on the Users, select

New - User. (Figure 5-53)

S
< Ele Action View Window Help | == x]]
o | EERR 2 tEhTER |
=% lAictive Directory Lsers and CompLters | Actlve Dirackary Lisers and Computers [erici4.my.com] 2 ohjects
1] Saved Queries Name [ Type | Description 1
E@ Iryseant @my.mm Domain
-1 uikin (Cd5aved Queries Folder ta store your Favar.
-] Computers d
[#l-(] Domain Controlers
#-[_] ForeignSecurityPrincipals
-3
Delegats Conbrol.,, |
[ computer
Al Tasks b Contact
T |
e Window From Here ey
Properties MG Quets Alas
————Printer
Help
SharedFolder
KT S B
[Greate a new abject...

Figure 5-53 Add new active directory user
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Step2l1. In New Object-User window, enter the settings, click Next. (Figure 5-54)

New Object - User

Figure 5-54 The new object — user setting window 1
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Step22. In New Object —User window, enter the password, click Next. (Figure 5-55)

Mew Object - User

Figure 5-55 The new object — user setting window 2
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Step23. Complete to add the user. (Figure 5-56)

MNew Object - User ] |

ﬁ Create inc my.com/lsers

‘wihen you click Finizh, the following object will be created:

Full name: jacky -]
Uzer logon name: acky@@my domain

The password never expires,

% Back

Figure 5-56 Complete to add the user

Step24. Select IM Management - Default Rule = ICQ > Accept : Authentication passed.
(Figure 5-57)

Default Setting of IM Rule { Bridge Made Only)

B msn () ahoo
& Accept: MSN Message not encrypted & Accept: Ahways
Drop : M3N Message encrypted  Accept: Authertication passed
@] Accept; Authentication pazsed and MSN Message not encrypted Drop : Authertication failed
Drl:lp : Authertication failed or MSN Message encrypted (@) Drop : Always

" Accept: Authentication paszed
Drop: Authentication failed

© Accept: Shways

 Drop: Always

B # ica
 Accept: G0 Password valid  Accept: Ahways
Drop: QG Passyord invalid & Accept: Authentication passed
* Accept: Authentication passed and 00 Password valid Drop . Authertication failed
Drop : Authertication failed or Q0 Password invalid @] Drop: Always

 Accept: Authentication paszed
Drop: Authentication failed

 Accept: Ahways

 Drop: Always

Figure 5-57 The default rule setting of IM
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Step25. In Authentication = LDAP, enter the following setting : (Figure 5-58)

LDAP Server
¥ Ensbis LDAP Server Authenticalion  Test
LDAP Saever ( P or Doman Name ) 192168158523

LDWAP Server Por =]

Search Distinguished Hame ey stemcom

LOWP Fiter [otiectCinss~"

Uiser Distinguashed Name |en=airlive, cn=uzers,d
Paszword i 234584

(ks B0 characiars)

{ Rangs: 380 or 1025 - B5535 )

( Max, 511 charatiens, & doemydomain de=com |

( Mtax, 255 characiers, & (objaciCiags=") )

{ Max, 1023 characters, 810 ohmuters dosmtydomain desoom )

(Wtast, 127 characiers)

Figure 5-58 The LDAP Server setting

@Click Test, it can detect if the IAR-5000 and LDAP server is real working.

92



Step26. Internal user type http://IAR-5000 interfac/auth in address cloumn of browser. For
example, http://192.168.1.1/auth. :

€ Enter the authentication name and password.
¢ Enter ICQ account.
€ Click OK. (Figure 5-59)

Authentication
Name [airlive@my . com (M=x. 126 characters)
Password I"’“’""" (Max. 128 characters)

Tou have to pass the IM authentication then you are allowed to create the IM connection.

i Protocol

‘3 MSM

Account | (Max. 128 characters)
w Yahoo

Account | (Max. 128 characters)
B
Account I (Max. 128 characters)
Password | (Max. 128 characters)

Confirm Password (Max. 128 characters)

B 1o

Account |-'433391 984 (Max. 128 characters)

OK Cancel

Figure 5-59 ICQ authentication setting
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http://ir2000/
http://192.168.1.1/auth

Step27. User can create the ICQ connection after authenticated. (Figure 5-60)

Authentication

Mame I [Max. 128 characters)

Pazsword I (Mai<, 128 characters)

Tou have to pass the IM authentication then you are allowed to create the IM connection.

I Protocal

;3 MSH Microsoft Internet Expls |

Account I
& Authentication Succeeded
'-Q‘r’ahon
— J

Account

45@@

Accournt (Max. 128 characters)

|
Pazsward I Mz, 128 characters)
|

Confirm Passward [Max. 125 characters)

# IC3

Account I (Max. 128 characters)

QK Cance|

Figure 5-60 Authenticated succeed
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5.3 Rule

Default Rule

MIS engineer can make the default IM rule for MSN, Yahoo, ICQ and QQ. When IAR-5000 detects new
IM account and it will put the new account in Default Rule. On the other hand, MIS engineer can
separately set the IM rule for every IM account in Account Rule, and the IM account will not affected by
Default Rule.

Default Rule (For MSN, Yahoo, ICQ, QQ, Skype and Web Mail.)
B Accept : Always

Everyone can freely use the IM account.

W Accept : Authentication passed / Drop : Authentication failed

User must to pass the authentication first then he/she can use the IM account.

W Drop : Always

No one can use the IM account.

MSN Special Default Rule
IAR-5000 can not record the encrypted MSN contents. MIS engineer can choose to block the MSN

encrypted contents.

Types of MSN Rule :
B Accept : MSN Message not encrypted / Drop : MSN Message encrypted

& Anyone can freely use MSN by normal way to send message.

& |AR-5000 will block MSN while user send message by encrypt MSN message.
Accept : Authentication passed and MSN Message not encrypted /
Drop: Authentication failed or MSN Message encrypted

& User can use MSN only if the MSN account passed authentication and MSN message not
encrypted.

& |AR-5000 will block the MSN if MSN not passed authentication or even though MSN passed

authentication but its contents encrypted.
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QQ Special Default Rule
QQ send messages by encryption function. If IAR-5000 has user’s QQ account and password then it
can decrypt and record the QQ messages. There are two ways that user can type his/her QQ

account and password.

1. If MIS engineer request user to use QQ by authentication, then user must type needed information
in IM authentication management interface. The management interface is
http://IAR-5000interface/auth. The default setting is http://192.168.1.1/auth.

2. If MIS engineer request user to use QQ without authentication, then user must type their QQ
account and password in Add New QQ Account management interface. The Add New QQ
Account management interface is http://IAR-5000 interface/qq. For example, the default setting is
http://192.168.1.1/qq.

Types of QQ Rule

B Accept: QQ Password valid / Drop : QQ invalid
User must type the correct QQ account and password in Add New QQ Account interface then
he/she can use the QQ account. If it's not correct then IAR-5000 will block the QQ account.

B Accept: Authentication passed and QQ Password valid / Drop: Authentication failed or QQ
Password invalid.
& User must type the correct QQ account and password and authentication user name and

password in IM authentication management interface.

& |IAR-5000 will block the QQ if user's QQ account did not pass the authentication and user type

incorrect QQ account and password.

@If user select IM Management - Rule - Default Rule > QQ - Accept: Always or Accept:

Authentication passed then IAR-5000 only record when user use the QQ but can not record the QQ

messages.
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Apply the use privilege of QQ messenger from IAR-5000

The system administrator can find there is one user who does not has the use privilege of QQ
messenger from the record in IAR-5000.

Stepl.

@ In Record - Service = IM, there is one QQ record can not be recorded normally.
(Figure 5-61)

[2008-08.08 (3 records) ¥

Q 111
= Dialogue Duration User Name Participants [ r=Y: ]
[ | 08/08 0%:02:34 -- 09:03:00 (0 26 min.) ERIC13 - e Unkncwe Paricipant A4
[~ | 08/08 09:02:37 - 09:03:00 (0.23 min.) AijrLive-01 = Unknow Participant 4
[~ | 0808 01:48:15 - DI:00:42 (432 27 min ) JACKE-PC - |8 Unknow Participart 14

141

Clear [V Clear All

Figure 5-61 Found the QQ account which can’t be recorded

@ Click the QQ record, it can not correctly shows the QQ message contents.
(Figure 5-62)

Type User Mame Dialogue Duration 88
B ERIC13 09:02:34 -- 09:05:10 (2.36 min.) 372136019 - Unknow Participant
DateiTime Caontent
372136019 :
0505 09:02:54
The cortent has already encrypted.
372136019:

0508 09:02:34
The contert has already encrypted.

Unknow Participant :
0505 09:03:00

The cortent has already encrypted.

Unknow Participant :
The contert has already encrypted.

0805 09:03:00

Figure 5-62 IAR-5000 can not record QQ message

4 In IM Management 2 Rule = Account Rule, it shows the uncertificated QQ account.
(Figure 5-63)

State Qa2 Account Configure
i 372136019 Remove |

Figure 5-63 Found the uncertificated QQ account
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Step2. Request the user to apply to modify his QQ password from IAR-5000 :
@ Enter the address of http://192.168.1.1/qg_accounts in browser ( enter the string of
“/qg_accounts "at the end of IAR-5000 interface IP address), then it shows the
interface of Add New QQ Account (Figure 5-64)

#3 IR2000 - Microsoft Internet Explorer

J File Edit Miew Favorites Tools  Help

J &Back ~ =» - A | ‘Qhsearch

|address | hetp:/f192.168.1.1/aq]

Figure 5-64 Enter Add New QQ Account interface

€ User must enter the QQ ID and password, then click Test, to see if all of them are

correct. (Figure 5-65)

Add Mew Q0 Account

Q2 Account - '
Microsoft Internek Expl x|

I 372138019

Password I******** /i\ Password besk successful,

Confirm Pazaword I******** Test

Figure 5-65 Test QQ account

@ Click OK to complete the application of QQ account. (Figure 5-66)

Add MNew Q0 Account

L6 Microsoft Internet Explorel x|
1] I
Password I & Maodify OO Account successful,

Confirtm Pazsword Test
i

Figure 5-66 Add new QQ account successfully
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Step3. InIM Management 2 QQ Account, the administrator can see all the QQ account list.

(Administrator can not get user’s QQ password.) (Figure 5-67)

State 22 Account Configure
&7 372136019 Remove |

Figure 5-67 Password authenticated succeed

Step4. IAR-5000 can record the QQ contents successfully. (Figure 5-68, 5-69)

2006-08-08 (5 records) - |

Certificated records

Q 111
r Dialogue Duration User Name Partidpants g8
I~ | 08/08 09:02:37 - 09:53:42 (51 5 min) AirLive-02 - |8 Unknow Participant 20
I | 0808 09:52:45 - 09:53:42 (0.57 min) ERIC13 - | a1a7s1s85 4
[~ | 0808 094717 -- 09:47:28 (0.1 min.) Ray - |3 richardwu22@msn.com 2
™ | 08/08 090234 -- 03:05:10 (2.3 min ) ERIC13 - | M Unknow Participant 6
[ | OS/08 01:48:15 -- 02000:42 (432.27 min.) JACKE-PC - Unknow PGHICM 14

Uncertificated records 7 111
Clear [V Clear All
Figure 5-68 Can record the QQ contents
Type User Mame Dialogue Duration 858
P ERIC13 08:52:45 - 09:53:42 (0.57 min.) 372136019 < 318781555
DatelTime Content

eric :
0505 09:52:45
log in successfully!
318781555
ya i know i knowy
J18781555:

wa i knowy | know

0F08F 09:33:03

0508 09:53:06

eric :
08105 09:553:42 ;
ican's see you

Figure 5-69 Record the QQ contents successfully
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User had changed QQ password then applied the modify privilege of QQ password
from IAR-5000.

Stepl. The user’s QQ password is not correct. (Figure 5-70)

State GG Account Configure
b4 372136019 Remove

Figure 5-70 The QQ password is wrong

Step2. Request user to apply to modify his/her QQ password from IAR-5000.
@ Enter the address of http://192.168.1.1/qq_accounts in browser (enter the string of
“/qqg_accounts "at the end of IAR-5000 interface IP address), then it shows the
interface of Add New QQ Account. (Figure 5-71)

2} IR2000 - Microsoft Internet Explorer

J File Edit Miew Favorites Tools  Help

J ‘A Back - = - @ it | aﬁearch

|address | hetp:/f192.168.1. /q]

Figure 5-71 Enter Add New QQ Account interface
@ User must enter the QQ ID, original password, new password and confirm password.
(Figure 5-72)

Modify QG Account

[ Pleaze fill Old Paszword form

G2 Account

= 372138019

Old Password |********

Password I************

Confirm Pazssword |************ Test

QK

Figure 5-72 Enter the old password, password and confirm password
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@ Click OK to complete to modified the QQ password. (Figure 5-73)

Modify QQ Account

[ Pleaze fill Old Passwword farm

St Microsoft Internet Explorer |||

D 372138019

Old Password I******** & Modify G0 Account successful,

Pazsword I************ u
I

Canfirm Pazswiord I************

QK.

Figure 5-73 Complete to modify the QQ password

Step3. When the user re-login QQ, the IAR-5000 will auto complete the QQ account

authentication.
Step4. InIM Management 2 QQ Account, the system administrator can see the user’'s QQ

account has certificated. (Administrator can not get the QQ password.) (Figure 5-74)

State GG Account Configure
4 372136019 Remove

Figure 5-74 QQ account authenticated succeed

Step5. IAR-5000 can record the QQ message contents. (Figure 5-75, 5-76)

2006-08-08 (10 records]) =

Wiong password records Cormrect password records
Q N\ 14
l" Dialogue Duration Q\ User Mame Farticipants gopp
[~ | 08/08 09:02:37 -- 11:25:49 (14312 min.) \&irLive-D2 = e Unknow Participant 34
[~ | 08108 09:52:45 -- 11:25:49.(33 4 min.) \Qm 3 - |8 meremsss 2
[ | o808 10:20:52 - 11:22:07 (6115 min.) 1724 NAS A 4% chenhuwectiz.net 60
[~ | 08/08 10:40:34 - 11:18:34 (380 min.) JACKSQ\ - ‘3 tangjig041 2ighotmail com, quan_hed@21 cn.com,.. 59
[T | 08108 01:48:15 -- 11:17:28 (56913 min ) JACKIE-PC - ﬁ Unknow Participant 18
[~ | 0808 020234 - 11:11:26 (126.52 min.) ERIC13 - | 8 Unknow Participart 18

Figure 5-75 Record the QQ message contents successfully
Type User Mame Dialogue Duration 88
ﬁ ERIC13 09:52:45 -- 09:53:42 (0.57 min.) 372136019 - 318781555
DatelTime Cantent

eric :
08/08 09:52:45
log in successfully!
318781555 :
wa i knowe | knowe
318781555 :

ya i knowy i knosee

0805 09:53:05

08058 09:53:06

eric:
08108 09:53:42

ican's see you

Figure 5-76 Record the QQ message contents successfully
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To modify the IM account information by importing the User Account List Configuration
(Excel list)

Stepl. Download the User Account List Configuration file.

@ Click Download near Export Account Rule to Client PC in IM Management 2 Rule
- Default Rule. (Figure 5-77)

Account Rule Configuration
Export &Account Rule to Client PC Download

Import Account Rule from Client PC I Browsze... |

[ e IM_Rule_List.csy )

Figure 5-77 Download the user account list configuration

@ In File Download dialogue box, click Save. Then assign the saved location and click

Save again. (Figure 5-78)

Export Accourt Rule
Some files can harm pour computer. [F the file information below
Impiort Accourt Rule @ looks suspicious. or pou do not fully fust the sounce, do not open ar
zave this file.

- File name; IM_Rule_List cey
Default Setting of

File type:  Microzoft Office Excel Comma Separated Y alues Fil

2 msn
Fram: 172.19.01

" Accept: MsN

Drop : Msh ation paszed
+ Accept: Auth ation failed

: : ’ 5

Drop: Auth Whould you like to open the file or zave it to pour computer?
" Accept: Auth Open | Save I Cancel More [nfo

Drop: Auth

P ¥ | filways ask before opening this type of file

" Accept: Alw

Drop: Always

Figure 5-78 Select the location to save the rule list
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Step2. Open the user account list by Excel. (IM_Rule_List.csv)

NIRRT IR IR TR IR IR TN TN TN IR IR NIRRT NI TR IR IR TR N I N IR TN IR IR NIRRT IR IR IR TN I NI NIRRT NN TN TN TN TN}
HHHHHHHHHHHHHHH A A HHHH T
L O R NN NN R RN R R

#Format:

#
Account Rule IP
IM_Type AuthName

#

A% means the

# }

descrintion

} MAC

AuthType

BHAHHHHH AR R AR R R R R

MSN airlive_testO1l@hotmail.com Default sales 172.19.50.24 00:0C:29:8A:BB:46 USER
MSN airlive_test02@hotmail.com Default account 172.19.70.201 00:0A:48:0C:A6:20 -
MSN airlive_test03@hotmail.com Accept account 172.19.50.26 00:0A:48:0C:A6:20 -
MSN airlive_test0O4@hotmail.com Drop support 172.19.70.204 00:05:5D:95:5B:C6 -

Yahoo airlive_test01 Default support 172.19.70.202 00:0A:48:0C:A6:20 USER
Yahoo airlive_test04 Default support 172.19.70.204 00:05:5D:95:5B:C6 POP3
QQ 539236964 Default - 172.19.70.203 00:05:5D:95:5B:C6 -

QQ 539330473 Default sales 172.19.50.25 00:0B:DC:29:8A:CC -

QQ 539337471 Default sales 172.19.70.203 00:05:5D:95:5B:C6 -

IC 1 292420150 DTauIt A 172.19.50.26 00:0A:48:0C:A6:20 -

IM IM Types of User IP Address IM Account
Software Account Rule Authentication

method

Authentication
Name

User MAC Address I
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172.19.50.24 00:0C:29:8A:BB:46

172.19.50.24 00:0C:29:8A:BB:46

172.19.50.24 00:0C:29:8A:BB:46

172.19.52.30 00:0C:29:8A:BC:9A

USER

USER

USER

USER

172.19.70.204 00:05:5D:95:5B:C6

Step3. Assume that MIS engineer want to modify one MSN account :
€ To modify the rule type and change Default to Accept
MSN airlive_testOl@hotmail.coﬂ1 Default | sales
MSN airIive_testOl@hotmail.coj1 Accept | sales
4 To modify the IP and MAC address :
MSN airlive_testO1@hotmail.com Accept sales
MSN airlive_testO1@hotmail.com Accept sales
@ If MIS engineer want to add one IM account, just add one row and type the related
information.
Yahoo airlive_test03 Default -

4 Complete the modification and save the file.
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Step4. Click Browse near Import Account Rule form Client PC in IM Management 2 Rule 2>

Default Rule. Import the file and click OK. (Figure 5-79)

Account Rule Configuration

Export Account Rule to Client PC Download
Import Account Rule from Client PC I Browse. . |
Choose file .' 21|
Def Look if; I =5 User dccount List Configuration j ] £ Eg-
% ST
-~

r
('“

-

a

o File nane: IIM_HuIe_List.csv j Open I
- Files of type: I.&II Files [*.%] j Cancel /l/

Drop: Authertication failed or QG Password invalid 7 Drop: Always

Figure 5-79 Select the location to save the file

Step5. Now the IM account information in IAR-5000 is the modified document edited by MIS
engineer.

@The CSV files can only modify the already existed IM account content or add new IM account, but

can not remove the IM account. In other words, if MIS engineer remove one of the IM accounts in csv

file and upload it, then the removed IM account still existed.

@MIS engineer does not need to modify the authentication method in csv file. It is because if MIS

engineer has enabled the IM authentication mechanism, then user must set the related IM account
information to pass the IM authentication. And the IM authentication method is determined by
authentication IM account and password. So that means it is useless for MIS engineer to set any
authentication method of USER, POP3 or LDAP in the csv file. For example, there is an IM account not
passed the authentication, even though MIS engineer set the authentication method of USER in csv file,
but user can still enter the related POP3 information and pass the IM authentication in IM Management

Interface.
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Account Rule

Types of Account Rule :

B Default Account :

When IAR-5000 detects new IM accounts, it will define them to Default Rule and these
accounts are Default Account. On the other hand, MIS engineer can separately set the IM

account to be Accept Account or Drop Account.
B Accept Account

MIS engineer can assign the IM account to be accepted account so that user can use the

accepted account to log in IM software without affecting by Default Rule.
B Drop Account

MIS engineer can assign the IM account to be Drop Account so that user can not use the Drop

Account to log in IM software. Drop Account will not affected by Default Rule.

Description

Every IM account has a portrait and that means the IM
o account is not certificated. But if system added an icon of
g- Authentication Passed
certification near the portrait and that means the IM

account is certificated.

It means the applied QQ account and password were

Password Correct passed the authentication and IAR-5000 can record the

contents of this authenticated QQ account.

User has not applied the QQ account from IAR-5000 or
' -~ even though he has already add the QQ account but not
L Password Uncertificated

certificated yet. IAR-5000 can not record the contents of

uncertificated QQ account.

The user’'s QQ account and password can not pass the
)( Password Incorrect authentication. IAR-5000 can not record the contents of

the QQ account.

@IAR—SOOO can inspect if the stored QQ account and password are correct once user login QQ

account.
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http://172.19.0.99/cgi-bin/im_policy.cgi?type=add&page_num=0&num=2&account=539208436&policy=0

To Modify the IM Account Rule :

Stepl. Select IM accout to be moved to other position. Click OK. (For example, select one MSN
accout and click To Accept , to move the MSN account to Accept Accout.)
(Figure 5-80, 5-81)

IM Service: sy @ranos oo o
{ Bricige Mode Ony )
1M1
|2 90 account of default rule (Accept) Select AN Select None Add Remove 1o Accept 1o Drop
] s | = (- BELESERVER (8 ELESERVER - BRliacepc
|| dbzorrseras o 858087356 o 539000172 1\ 627030956
:. r 8 JACKE-PC 8 Airlive-03 8 Airlive-03 . 8 airlive-03 s 8 TiEiE
€ 233408804 (/ 539208438 (/ 539208474 i, 539236964 by 533330473
|8 GG AcceptAccount Select &l Select None Add Remove to Datsut 1o Drop
|2 @Q Drop Account Select Al Select None. Add Remove to Default to Accent
1M
Figure 5-80 Select IM account
IM Service: By @xanco oo Pico
( Briclge Mode Onky )
11
".' — :;;;“; e T _J'E “;:: o fosodl o0y
i R ENE ] ) macavver Q Are you sure you wark bo accept ? 1\ 627030966
i - 8 JACKE PC - € sirlive-03 tﬂﬁm = 8 Eifit
¢ 230408804 1/ 539208438 ok 1) 539330473
B QG AcceptAccount Select All Select None 2 Add Remove to Defaull to Drop
Q0 Drop Account Select All Select None A Remove to Defaut fo Accegt
11
Figure 5-81 Confirm to move the account to accept account
Step2. Complete to move the IM account to accept account. (Figure 5-82)

IM Service:
(. Briclge Mode Only )

By @vehoo Hoo Wro

[B 0@ accauntof default rule (Accept) Select All Select None. Add Remove to Accept 10 Diop
L] -8 - GrLEseRvER [ ErLEsERveR - SnacrERC - §uacuEec
i orrserss 1\ 858087355 X 539208172 1\ 627030088 2 233408804
! - & 2irlive-03 - & 2irlive03 - 8 sirlive-03
1/ 30208436 (// 539208474 ) 539236984
[B 0 Accept Ascount Select ANl Select None &dd Remove to Deteut fo Drop
| _ gfemcrs
4
A\ macayver
[2 6@ Drop Account Select Al Select None Add Remove to Defaut {o Accept

111

Figure 5-82 The account has been removed to accept account

107




Remove IM Account :

B Select the IM account and click Remove.

Add IM Account :

Step1.

Select which IM service to add in IM Service function. For example, MSN. Click Add at

the right column in MSN Account of Default Rule. (Figure 5-83)

F MEMN account of default rute (Authenbication) Select AN Select None qn,,ﬂmm toAccept tolrop |
i '_.I*m =rv aidive.. - § aspsasases £ 2pfng1 - £ AnNY-PORTEGE-S. mm
hanson @girdive.. carnycibhotmell., prankcald] USm., gncilydognat.,
r - esind r fEGRY 8 SUKENTTT r £ SHENTTE I.E!_;h ‘
o0 Rkt nusoftiTEhotme housed61 Ighoim. sukerifphotmal jgckidgirdive. . |
Ur B EinE - S migE ‘
leeviunoiihatm. Ilroni@hotmei.
|2 MEN Accapl Accoun! Select Al Ssiect None A Remove |oDeteut toDrop |
1 - 81219108 §1r2195018 - fmesien | S ‘
julie @Eaidive. .. steve@aidive... Fidive2X00G @hat ... support @aidive... | Eckid@aidive. ..
i| — SusceErc 8 ErRy ~ Bges 8 Raveartn 8 ssan
{ckic Eaidive... gidiveldi@hat... joy_airive @hat... Fidivel | i@hot... gidivel? @hat...
| - Bsa - Bsweurr [ SRENA - Sz ‘
simgarvwiBpchoms . chins BEvahos .. letemidm et url. houselB 2 Ehoim..

{2 WS Drop Accolin! Select A1 Select one

idd Remove {oDefaul {o fcced |

Step2.

Figure 5-83 Add MSN account of default rule

11

Enter the related information in the column of Add Account Policy. (Figure 5-84)

Add Account Policy

IM Protocol 28 WS
Account |hell0@hotmail.c:om (Max. 128 characters)
Policy ¥ Defautt [ sccept [ Drop

Figure 5-84 Enter the related information
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Step3.

Complete to add a MSN account to default rule. (Figure 5-85)

1M Service: Bvsn @rone Poo o
{ Bridge Mode Oniy )
in
2 MEN apcount of default rule (Authentication) Select &Nl Seleet Nore. 4dd Remove to Accept toDrop
l.mﬂ.m... r #l 595858585 r 8 acFio. r # ANNY-PORTEGE-3..
hanson Eaidive. .. connycihotmal prankeet0] (5Em . goT anm@mane.,
| - Pemcts Bl 8 SRRy - Ssumar [ Ssuaary
sinthvdoaihl.. ailivel? @hot... ailive0S @hot... hoyss06195hoin.. aukeri@hoimal
f58_+ - g r SAEAE
airlivels @hot .. Iylrong@fwoimal,, leahunggbhotm.,
[ MSN Accapt Account Select A) Select Nong A Bemove tzDoteut to Crop.
|~ 4 8172191008 | Plletl] 8 JACKE-PC B JERRY
[ulie Eaidive. .. stewe [ERidive. .. @k Emidive... j2ckie ERidive. .. gidivel it ...
- 8052 B leds BLOCALHOST 8 Bavearth € ssan
support [Eaidive. .. oy aidive @hat ... Fidive 2006 @hat ... Fidivel] @hot. .. Fidivel2whot. ..
- 8 ssan r £ slkEnTrT r b i A r o8-
simyarwipchons, chEd41 BiEvatao . ltemimat url. brge0fH Ehotm,
|5 MEN Drop Accoun! Seiect AR Select None Add Remove o Defaul fo Accept
11

Figure 5-85 Complete to add the MSN account of default rule
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Chapter 6 P2P Management

Default Rule

MIS engineer can make the default P2P rule, and he can also separately set the P2P rule for every P2P

account in User Rule, and the P2P account will not affected by Default Rule.

Default Rule (Figure 6-1)
B Accept : Always
Everyone can freely use the IM account.
B Drop : Always

No one can use the IM account.

Default Setting of P2P Bule  Bridge Maode Onlv)

ﬁ Edonkey @& sccept O Drop (3 Bit Torrent @ pccept ODrop
.‘N“M}{ & accept O Drop i Faey @ accept O Drop
@ Kuizoo & sccept O Drop % Appleuice & pccept O Drop
G sudioGalaxy & sccept ) Drop * DirectConnect & accept (O Drop
(L3 Mesh ® accept O Drop Blmure @ pecept O Drop
& Thunders ® accept O Drop

Figure 6-1 P2P Management Default Rule

@ IAR-5000 can manage the access right of P2P software type, including eDonkey, Bit Torrent,
WinMX, Foxy, KuGoo, ApplieJuice, AudioGalaxy, DirectConnect, iMesh, MUTE, Thunder5

User Rule (Figure 6-2)

Types of User Rule :
W Default Account :

When IAR-5000 detects new P2P accounts, it will define them to Default Rule and these
accounts are Default Account. On the other hand, MIS engineer can separately set the P2P

account to be Accept Account or Drop Account.
B Accept Account

MIS engineer can assign the P2P account to be accepted account so that user can use the

accepted account to log in P2P software without affecting by Default Rule.
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H Drop Account

MIS engineer can assign the P2P account to be Drop Account so that user can not use the

Drop Account to log in P2P software. Drop Account will not affected by Default Rule.

P2P Service: “fr Eddonkey [ Bit Torrert 8 vvinnte @ Foxy & Kucao
[ Bridoe hods Only ) i AopleJuice G AudinGalay ® DirectConnect @. iMesh Slaure
‘:Thunders

1M1

Figure 6-2 P2P Management User Rule

@ P2P management only can provide or deny P2P Account the access right, but it can not create

or remove P2P account in P2P Management.
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Chapter 7 Record

IAR-5000 can record the user’s internet activities, and administrator easy to manage all of the

information by clearly group / department division. And assure the data transmission security and

monitor the employee's internet activities. In other words, IAR-5000 can prevent the employee to use

the network resources to access private activity via internet.

7.1 Setting

Service Definitions

The IAR-5000 can auto online update every service definitions without disconnecting, if the

internet service provider changed transmission mode.

IAR-5000 can auto online update the service definitions every one hour. Or click kpdie b , the
IAR-5000 can instant update the service definitions.

User name binds to IP / MAC address

The log can be record depends on the user's IP address, when it comes from the same IP
address, will be decide to be the same user. The function is especially focus on the Corporation
which uses the static IP.

The log can be record depends on the user's MAC address, when it comes from the same MAC
address, will be decide to be the same user. Normally, the user's IP is the dynamic IP address
(The Company use the DHCP).

@When internal user want to link to the internet by IAR-5000 in front of the router, the MAC address

of packets will be replaced in rounter's MAC address, then sent to IAR-5000. It's better to use the

user name binds to IP address.

LAN to LAN record setting

The IAR-5000 can record the transfer data records in LAN. (The data transfer process must pass
through IAR-5000). It is suitable for the employee link to internet through company’s internal proxy

server.
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The maximum entries to be displayed on the page

B In Record option, user can assign how much data to display in the page.

Default Character Encoding

B When the administrator does not specify which character encodes to use, then IAR-5000 will

use default character encode to display the records.

HTTP cache setting
B System administrator can choose to enable the http cache setting, as IAR-5000 process the
http recording.
Enable HTTP cache : IAR-5000 can record the browsed web pages by saving the whole web
page contents, but it also wastes more disk space.
Disable HTTP cache : IAR-5000 can record the browsed web pages by saving the address
links. The system administrator only can see the modified web pages if
they’'ve been modified. It only wastes less disk space to save these

records.
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7.2 User

IAR-5000 can record the user’s internet activities, and administrator easy to manage all of the
information by clearly group / department division. And assure the data transmission security and
monitor the employee's internet activities. In other words, IAR-5000 can prevent the employee to use

the network resources to access private activity via internet.

Monitor the internet record of the specific User

Step1. In Record = User - Logged, can select the division of user. ( Click subnet or

department / group ) .(Figure 7-1, 7-2)

Select Subnet or Department/Group : #i Subnet 88 Devartment f Group

14
[B5ubnet: 172.18.00
L @1721802 8172191254 817219100112 81721910014 81721910016
8 172.19.100.35 € 172.19.100.36 8 172.19.100.37 8 172.19.100.41 81721910045
81721910056 81721910057 817219100562 81721910064 81721910065
8 172.19.100 66 € 1721910068 8 172.19.100.69 8 172.19.100.71 Q1721910074
L 81724910078 81721910079 81721910050 81721910052 81721910055
Figure 7-1 Select subnet classification
Select Subnet or Department/Group : ‘!. Subnet 81 Department / Group
101

|= Department ! Group : Group_1

.| 81721902 817219100412 €172.19.10014 81721910016 81721910035
.| §17219.100.36 1721910037 8 172.19.100.41 81721910045 817219100 56
.| 81721910057 81721910062 81721910064 81721910065 817219100 66
.| 81721910065 81721910069 8 172.19.100.71 81721910074 81721910075

.| §17219.100.79

81721910050

€1721910052

81721910085

81721910059

.| 8172191015

81721910 6

8172191144

817219135109

817219150
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Step2. Click the user to see (For example, use the subnet 192.168.1.0, User of Jacky), it shows
the service record. (Figure 7-3)

Select Subnet or Department/Group : 1!3 Subnet 88 Departmert £ Group

Figure 7-3 The service types of specific user

Step3. Click Today Log, to know what kind of internet activities has done by the employees.
Step4. Click the event, to know the content of the internet activities done by the user. (For
example, HTTP)

Stepb. Click SMTP, to know what kind of e-mail has sent by the user in SMTP service.
Step6. Click the record, it will show e-mail contents, and forward the mail to the specific mail box.

And you can choose to open or save the attached file. (Figure 7-4)

From:  <eve@sidive com>
Date: ', 37 Jan 2006 14:71 56 0000
Te: <jane @aiive.com?
€ <boss @airive cam?
Amtached  Allsch e bel .

|3

BROWNM U IMPORT AND EXPORT COMPANY PLC
21422 Huclisghas Palace Road

Lowdon LI4 ZAA

REPLY TO : obis_castio@walls.com

Arm Friead,

I repuesent BROWNMU IMPORT AND EXPORT COMPANY PLC based in UE, My comgany market snd export
Polymenic Polyel asd otber products for wosld wade,

ﬁu“hmﬂthmﬂﬂu“lmd#‘hmm‘w&
A a3 wedl a3 makin throagh you 23 our paymest offlicer. B 3 wpon the soie that 3eck your
AR 10 St 2% Our TEPIEERENYE i PO CouRtry.

MuuummﬂmlﬂﬂMuﬂnﬂuh&mﬂhm
will b paid im0 am accoant we will avail v you. Please, to feciliaw (he conchuiion of this [
sewd mt prompily by cmail robis_catro@walls comn

Figure 7-4 The e-mail contents sent by the user
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Step?7. Click POPS3, to know what kind of e-mail has received by the user in POP3 service.

Step8. Click the record, it shows the e-mail contents, and users can also forward this e-mail to

the specific e-mail box. The user can also choose to open or save the attachment.

(Figure 7-5)

EENIETEEEETTEEE———— il x]
| File Edit Wew Favorites Tools Help !
wflForemay

Fomm: <eve [Edidive com>

Date: ', 27 Jan 2006 1431 56 0000

Ta: <iane [Emidive.com?

Ce <bozs (ERidive.com

Subject: BROAMMI MPORT 26D EXPORT COMPANY FLC
Anached Allsch Hesl

|*

BREOWHNM U IMPORT AND EXPORT COMPANY PLC
21/22 Buckiagham Palace Road

Losdon L14 2AA

REPLY TO : yobis_castro@-walls com

A Fricad,

I repuerent BROWNM L IMPORT AND EXPORT COMPANY PLC bued i UE. My company market snd export
Polymenic Polyel asd other products for wosld wade,

We are searching for represenmtives who can belp ws extablnk 2 medion of geiting 1o om casiomen i Barope and
America a3 well 3 making paymests throagh you 23 our paymest offlicer. BB epon thiy soie that 3eck yous
DR 00 thmd 25 our TEpIEENRNVE i Pour CountTy.

Mowe that, 13 owr pepuesentative, you will recevwe 10% of whikeves amoust you cleir for e company asd the balince |
will ke paid inio an account we will avail w0 you. Please, wo faciliaie (he concluzion of this wansacton if acoepiod, 4o
semd mt prompily by cmail robis_catro@walla com

Figure 7-5 The e-mail contents received by the user

Step9. Click HTTP, to know which web page did the user browsed.
Stepl10. Click the record, it shows the web page.

Step11. Click IM, to know who has made the conversation with the user. The number at right side

represents the frequency of the conversation. (Figure 7-6)

IQDDB-DB-DB (1 records) VI

Q 8 Rayearth (IM) 1401
o Dialogue Duration Participants 88
[ | 0808 09:47:17 - 10:08:38 (21 21 min.) - | :3 richardwu22i@msn.com 15

111

Clear v Clear Al

Figure 7-6 The user's MSN service record

Step12. Click the number of 15 at the right side, then it shows the conversation contents.

Step13. Click Web SMTP, to know what kind of E-Mail has the user sent in Web SMTP.
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Stepl4. Click the recorded subject, then it shows the e-mail contents, and it can be opened or

saved.

Stepl5. Click Web POP3, to know what kind of e-mail has the user received in Web POP3.

Stepl6. Click the Subject, it shows the e-mail contents.

@If the mail included the attached file, but user only read the mail content from Web POP3 records

without downloading the attached file. Then 1AR-5000 will only notice the user about the mail has

attached file and also its file name.

Stepl7. Click FTP, to know what kind of files has the user upload or download.

Step18. Click the record, it shows File Download window, and choose to open or save.

(Figure 7-7)

File Download ]

2)

Some flez can harm pour computer. [f the ble information belaw
looks sugpicious, or you do ok fully st the zource, do not open ar
zave this file,

Fil= name: pame jpg
File type;  TP(3
From: 1721901

Wiolld you like to open the file or gave it to your computer?

Open | Save I Cancel tare [nfo

B

¥ &lways ask before opening this e of file

Figure 7-7 Download the file from FTP

Step19. Click TELNET, to know which site has the user login. (Figure 7-8)

|2DDB-D?-28 (1 records) VI

Figure 7-8 The user’s record in Telnet service
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Q € Rayearth ( TELMET ) 141
| | Date J Tirne Host Mames Detail
[~ | 0728 09:45 - 07/28 0945 (0.4 Een) hibs kkcity .comtw @
111
Clear [v Clear ANl




Step20. Click view the content, then it shows the contents. (Figure 7-9)

Figure 7-9 It shows the contents when user’s Log in
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7.3 Service

IAR-5000 includes eight services, it can let the MIS easy to manage all the information, insecure the
security of data transmission, and monitor the employees who use the network resources to access
personal activities.

(1) SMTP : Record the e-mail sent by the user mail server.

(2) POP3: Record the e-mail received by the user through mail server.

(3) HTTP : Record the web page browsed by the user.

(4) IM : Record the communication record of IM ( For example, MSN, Yahoo Messenger, | CQ) .

(5) Web SMTP : Record the e-mail sent by the user through the internet mail box. (For example,

Yahoo, Gmail, Hotmail ) .

(6) Web POP3: Record the user’s browsed e-mail in internet mail box.( For example, Yahoo, Gmail,

Hotmail )

(7) FTP: Record the user’s files sent by FTP tool.

(8) TELNET : Record the user’s browsed records of Telnet and BBS.
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Search

B According to the characteristic and keywords of mail recipient, sender, subject, name and specific

date in the mail attachment, we can offer POP3, SMTP, WebPOP3, Web SMTP services, to
search the mail record saved in IAR-5000. The function iconis " @& | .

* In the SMTP, for example :

1. Sender enter the key words about e-mail account
2. Select attach.

3. Click - ®#ah _ (Figure 7-10)

SMTP Search

Enter keyword or phrase
Recipient : ]

Sender - [juie
Subject |
User Name : J

[ atter this date | 2006 =] |

i i 0 N GO
T wetoremisdate: (2006 =]4]3 =] efos =] e =0 =]

W nttached I Non-Attached
Search
Search resull 1 reconds
R&SUHS Sortreg by Date | Troe |_-1 _.‘:]
171
i | | Date | Time J Uzer Name Bender « ] Recipient = | Subject (Click 1o view content)
|[r] oxocsisds | e liulie i@girive com Iall iEmirlive com a [PE'-'E'.‘F."_

Figure 7-10 Search the specific record in SMTP

According to the file name, PC name, user name, file size, specific date, some key words and
characters, the administrator can use the FTP service to search the files in IAR-5000.
€ We will make some settings in FTP search function.

1. User Name Enter js26.

2. Size Choose over 1KB.

3. Click . Seareh
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Forward :
B The system administrator can choose some records to forward to the specific mail box, according
to the search results in POP3 and SMTP. In other words, the records backup function will be more

flexible.

€ We will add some settings in this function menu.
1. Select the record to forward.
2. Click forward icon " +& | .
3. It shows the forward dialogue box, enter the sender e-mail address, Click OK.
SMTP Record
Stepl. Click Record - Service » SMTP, it shows SMTP window.

Step2. Click Subject to view the e-mail contents.

Step3. It shows the mail contents sent by the user.

@It can show the mail contents, forward function, and the MIS engineer can choose to view or save
the attachment.
POP3 Record

Stepl. Click Record - Service - POP3.

Step2. Click Subject, to view the mail contents.

Step3. It shows the mail contents sent by the user.

@It shows the mail contents, and then forwards it. On the other hands, the attachment also can be

viewed or saved.
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HTTP Record
Stepl. Click Record - Service > HTTP.
Step2. Click Web Site to view.

Step3. It shows the web site record. (Figure 7-11)

Yahoo! Miw¥ahoo! Mail Make Yahoo!wourhome page

#8ED) [&] g tmoviss yshoo thisweskend html;_ylt-AvrheEfyZimUOShTBBaniBRVIcA =] &uE |

S _search
%
YaHoO! MoviIEs Sial MEiissisma)e s e

Mew User? Sian Up.

+ Download Now

Search Yah
Coming Soon | Top Rated | Trailers & Clipe |
ADVERTISEMENT

NOW PLAYING!

Annapolis
A young man from the wrong side of the tracks has his dream
come trug when he is accepted to the Naval Academy,

Movie Info | Showtimes | Trailers & Clips | Critics Reviews

Big Momma's House 2
Martin Lawrence goes back undercover as an oversized
grandmother to be a nanny for the kids of a suspected killer.

Movie Infa | Showtimes | Trailers & Clips | Critics Reviews

Nanny McPhee
Emma Thompson wrote and stars as a magical but tough nanny _— i 1 e
who shapes up a family with seven badly-behaved kids FZrer | _ruaxy | avereorels

Figure 7-11 The user’s web site record
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IM Record

Stepl. Click Record = Service = IM. (Figure 7-12)

(Clear 7 [Clear |

»FOP3
» HTTP

o Ihf

Wb SMTP
o Weh POP3
» FTP

% TELNET

Figure 7-12 IM

Step2. Click the IM record to view. (Figure 7-13)

2007-05-04 (1 records) »

Figure 7-13 Click the IM record
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Step3. It shows the communication contents. (Figure 7-14)

2 http://192.168.1.254 - [MSN Recording] Jacky (2007-05-04 10.10.11 - 10.10.28) - Microsoft Internet Explorer  [= |[51/[X]
a

File Edit Wiew Favorites Tools  Help

;3 Jacky 101011 - 10:10:28 (017 min.) airlive_jacky@hotmail com ‘,ﬁé@é sehastienko@@hotmail.com

CiateiTime Content

\airlive_jacky@hotmail com -
Internet Activity Recorder test

acky: DT —EManual EEH 1 -
ot it

&] Dore ) Internet

Figure 7-14 The communication contents
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Web SMTP Record

Stepl. Click Record - Service > Web SMTP. (Figure 7-15)

& content)

e SMTP
Wb POP3
» FTP
# TELMET

Figure 7-15 Web SMTP

Step2. Click Subject to view the e-mail content. (Figure 7-16)

2007-03-04 (1 records)

Figure 7-16 Click the subject in Web SMTP
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Step3. It shows the Web mail content sent by the user. (Figure 1-37)

a hitp:ff192 168.1 254 - E-Mail - Microsoft Internet Explorer

Sender: =sehastienko@seednet nettw
Date: Fri, 04 hay 2007 10:21:20
Recipient: jacky ko@airlive com
Subject: Wb Mail recording test

as title

Figure 7-17 The mail content in Web SMTP

@This window shows the mail content, and the user can select to view or save the attachment.
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Web POP3 Record

Stepl. Click Record - Service - Web POP3. (Figure 7-18)

» SMTP
= FPOP3
» HTTP
LAl
= ieh SMTF
= itVeh POP3
= FTF

% TELMET

Figure 7-18 Web POP3

Step2. Click the Subject to view the mail content. (Figure 7-19)

I 2006-08-10 (1 recards) = I
Q 141
I~ | Date i Time User Mame Sender Becipient « Subject (Click to view the content)

Subject : test bug? 111
Nzl Size : 36.08

Clear [V Clear All

Figure 7-19 Click the subject in Web POP3
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Step3. It shows the web mail contents browsed by the user. (Figure 7-20)

Sender:  administrator@bsey airlive .com
Date: 20068 [BE=) T4 oE17
Recipient: administrator@@sey airlive.com
Subject: testbug?

-i-"l II

</table>

Figure 7-20 The mail content in Web POP3

@It shows the mail content, and the user can choose to view or save the attachment.
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FTP Record
Stepl. Click Record > Service >FTP.

Step2. Click the FTP record to view. (Figure 7-21)

Q 1 4405 B

I~ | Date/Time - User Mame - | Hostkame « Login |0 : Password Cirection File Marme - | Size «

Figure 7-21 Click the FTP record

Step3.  The user can select to open or save files via the FTP tools. (Figure 7-23)

File Download _ X|

Some filez can harm pour computer. |F the file infarmation below
[ookz suzpicious, or vou do not fully trust the zource, do not open or
zave thiz file.

File name: FlexLexer.h
File type:
From: 192.168.139.139

whould you like to open the file or save it to your computer?

Open | Save I Cancel tare [nfa

¥ &lways ask before opening thiz e of file

Figure 7-23 To open or save the file
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Telnet Record

Stepl. Click Record - Service 2 TELNET. (Figure 7-24)

o Senvice
» SMTP
»FPOP3
» HTTP
o [
= Weh SMTF
= Web POP3
»FTP
® TELMET

Figure 7-24 TELNET

Step2. Click the TELNET content to view.

Step3. It shows the TELNET content. (Figure 7-25)

/3 TELNET detail - Microsoft Internet Explorer

=10l x|

Figure 7-25 The TELNET content
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Chapter 8 Anomaly Flow IP

IAR-5000 can block the internal anomaly mount of packets sent from external hackers and also
included the mechanism of co-defense system, can enhance the enterprise network security and

stability.
In this chapter, we will make the introduction and settings of Anomaly Flow IP.

The threshold sessions of anomaly flow (per source IP)
B When the session number ( per source IP ) has over the limitation of anomaly flow sessions per
source IP, then IAR-5000 will take this kind of IP to be anomaly flow IP and make some actions.

For example, block the anomaly flow IP or send the notification)

Anomaly Flow IP Blocking

B |AR-5000 can block the sessions of anomaly flow IP.

Notification
B |AR-5000 can notice the user and system administrator by e-mail or NetBIOS notification as any

anomaly flow occurred.

Co-Defense System
B |AR-5000 has the co-defense mechanism which can integrate the switch, so that can enhance the

enterprise network security protection.

Non-detected IP
B System administrator can set which IP address to be the non-detected IP, it is because some of
these IP provide amount of services, so that will let IAR-5000 define it to be anomaly flow IP. We

can use this function to avoid the problem.
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Set the anomaly flow setting alarm and block the intrusion packets which sent by
internal virus-infected PCs.

Stepl. In Anomaly IP - Setting :
B Set The threshold sessions of anomaly flow(per source IP) ( The default setting is 100
Session/ Sec) .
B Select Enable Anomaly Flow IP Blocking , and set the Blocking Time (The default
setting is 60 seconds ) .
Select Enable E-Mail Alarm Notification.
Select Enable NetBIOS Alarm Notification.
IP Address of Administrator, enter 172.19.100.254.

Select enable co-defense system, and enter the IP address of switch, user name and
password.
B Click OK.

Step2. Set the Non-detected IP :
B Click New Entry.
B Enter the IP Address and Netmask. (Figure 8-1)
B Click OK. ( Figure 8-2)

Add new IP Address

IP Address |‘1 7219100111
Metmask 255.255.255 255 { 255,255 255 255 means the specified PC )

[ 255255 255 0 means class C subnet )

Ok Cancal
Figure 8-1 Enter the ip and netmask
MHon-detected IP
IP Address  Metmask Configure
17219100111 /255 255 255255 Modify | Remave

Mew Entry

Figure 8-2 Complete the setting
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After complete the alarm setting, if the system has detected that there are many intrusion packets, it will
show the alert message in Virus — Infected IP, or send NetBIOS alert message to the virus — infected

user and MIS engineer's PC. ( Figure 8-3)

Threshold Sessions / Sec: 100
User Name Virus-Infected IF MALC Address Alarm Time
AIRLVE_2007 17219507 0060 5F-B.6C 2006-02-23 154952
c_lg_.; ﬂum_luu

Figure 8-3 The alarm message in internal virus—infected IP
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If the system administrator selects Anomaly Flow IP-> Setting—> Enable E-Mail Alert Notification,

the IAR-5000 will automatic send the mail to alarm the system administrator. ( Figure 8-4 )

@ Intemet Recorder 2000 Alarm of Vous-infected Deer | N [ =10} =i
| Fle Edt View Took Message Help “

Reply Rephe &ll  Forward Prink Delate Previous Mext Addresses

From: |AR-5000
Date: 20065E2F23H TF 1149
To: rdigmirlive com

Subject: |AR-5000 Aarm of ‘dnis-infected Lzer!

Time: Thu Feb 23 15:49:52 2006
The following machine may have been infected by viruses,

Source IP; 172.19.50.7

MAC: 00:01:80:5F:BO6C
User Name: AIRLNVE_5433
MNetBIOS Name: AIRLWVE_ 5438

EN

Figure 8-4 The E-Mail notification of virus —infected IP

When we complete the notification setting, the system will instant show the message at intrusion IP or
send NetBIOS alarm notification to the invader and administrator ‘s PC after system has detected there

are many intrusion packets from the external computer. ( Figure 8-5)

Threshold Sessions f Sec: 100

Intrusion IP Alarm Time
172285012 2006-02-23 16:27:57

_clgar Domload

Figure 8-5 The notification of intrusion IP

If the system administrator selects Anomaly Flow IP & Setting - Enable E-Mail Alert Notification,

the 1AR-5000 will automatic send the mail notification to system administration.
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Chapter 9 Local Disk

MIS engineer can easily know the current disk utilization included disk space and the estimated disk

utilization and percentage of 8 services depends on the storage time that MIS engineer had set.

9.1 Storage Time

Total Hard Disk Space
B The total hard disk space in IAR-5000.

Estimated Storage Utilization and Percentage
B |AR-5000 can estimate how much does the service utilization take part of total storage space and

its percentage depends on daily average service flow and storage time. ( Figure 9-1)

Average Size / Day

B The average flows in a day.

Duration (y/m/d):
B |t means the duration of storage time. Use A.D. mode to display, include the year, month, and date.

For example, 06/01/15~06/02/15.

Storage Time
B We can set the storage time depends on the real network usage of the company. ( 0 day means
No Recording ).

Tatal Hard Disk Space : 230 GBytes
Estimated Storage Utilization and Percentage : Total [ 6.03 GB, 2.44% )

SMTP ( 20912 MB, 0.08% ) POP3( 21591 MB,0.09% )  HTTP ( 941.91 MB,0.38% ) M (5.20 MB, 0.00% )
Wik SMTP ( 2164 MB, 0.01% ) Web POP3 (250 MB,0.00% )  FTP( 454 GB,1.88% )  TELNET (1.4 MB, 0.00% )
Service Average Size f Day Duration (yfmid) Storage Time { Range: 0 ~ 35849, 0: Mo Recording )
b SMTP 2957 MB 0BMS02 ~ DEOR0E F loays
B POP3 30,84 MB 0BMB02 ~ DEOR0E F oays
£ HTTP 134 55 MB 0BMB03 ~ DEOR0E F~ oays
THm 743.04 KB 05MB03 ~ DEOR0E F~ oays
% Wish SMTP 3.00 MB 0BMB02 ~ DEOR0E F oavs
£ wieh POP 384 50 KB 0BMB02 ~ DEOR0E F oays
L2 FTR £62.27 MB DBI0BIN2 ~ DE/DAIE F~ oays
@, TELNET 163.24 KB DBIDBIS ~ DE/DAIB F~ pays
OK Cancel

Figure 9-1 The storage duration
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9.2 Disk Space

Hard Disk Utilization : ( Figure 9-2)
B The 8-recorded services are displayed in different colors, the white color represents the free disk
space .Use the mouse point to each color, it shows the service name and the 8-recorded services

utilization in the storage disk.
The 8-Recorded Services Utilization:

B |t will arrange the TOP 10 user by the service utilization in graphic charts, it depends on the
8-recorded services of SMTP, POP3, HTTP, IM, Web SMTP, Web POP3, FTP, TELNET.
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0 SIMEAN | <00 0.00% 10 JERET | 547 0.86%

Figure 9-2 The Storage disk information
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Chapter 10 Remote Backup

MIS engineer can backup the IAR-5000 recorded files to remote NAS or file server.

Advantages of remote backup :

1. No storage limitation.

2. To avoid losing recorded files. For example, the records are removed by IAR-5000 when over
the storage time or system makes the unpredictable errors.

3. MIS engineer can still browse the remote share directory which contains the backup files.

Please refer to Chapter 6 (Service) for more information.
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Remote Hard Disk

B [t is where the remote share directory located.

Connection Status of Remote Hard Disk
B Connection Status : To show if IAR-5000 can connect to remote hard disk.
W Disk Space for Backup : To show the needed disk space for backup.

B Hard Disk Utilization : To show the total remote hard disk space and remained disk space.

E-mail Setting

B |AR-5000 will send the mail notice to recipient after backup completed.

Backup Setting
B Backup Path : MIS engineer can set the IP address, Computer Name, Shared Directory Name,
Login ID and Password.
B Service : Select the Service type to backup.

B Backup starts at : MIS engineer can set the specific time to process automatic remote backup.

Backup Immediately

B MIS engineer can set IAR-5000 to backup the record at specific time.

Browse Setting
W If the backup directory is full, then MIS engineer can modify the setting and backup the files to the
other directory. If MIS engineer want to check the original backup records then he can make the
Browse Setting and see the contents of backup directory in Remote Backup - Service. But
IAR-5000 still backup the record to the assigned backup directory according to the setting of
Remote Backup - Backup.

€ Assume the MIS engineer has set a backup directory for each month, for example, July 2006,
August 2006, September 2006, October 2006 etc. Now is October 2006, so that all the
backup records will be recorded in this folder of October 2006. But if MIS engineer want to look
up the record in July 2006 then he must set the backup folder to be July 2006 in Remote
Backup - Setting 2 Browse. And he can also look up the record in July 2006 in Remote
Backup-> Service.
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To set the backup folder

Stepl. Select The recorder appliance sends mail notice after backup had completed

( Figure 10-1)

E-mail Seffing

¥ The recorder appliance sends mail nobce after backup had completed
From SMTP Server airlive com
To E-mail Address 1 ErryiEairlive com

Figure 10-1 Set the mail notice setting

Step2. To set the backup path.
€ Enter the Computer Name / IP.

€ Enter the name of Shared Directory.
€ Enter the login ID for IAR-5000 to login.
€ Enter the password for IAR-5000 to login ( Figure 10-2 )
Backup Setting
[¥ Enable Backup
Backup Path
Computer Mame /P [17219.1 106
Shared Drectory |<:r_backup
Login ID fairlive
Pazzword AN RN
Connect Test of Backup Path Iest

Figure 10-2 Set the backup path

Step3. Click Test ,and system shows a pop up window. MIS engineer can click Connection Test

to see if IAR-5000 can connect to the remote shared directory. ( Figure 10-3 )

/3 shared Directory Test - Microsoft Internet Explorer

=101 x|

Shared Directory Backup Test

Thiz iz to test if can connect to shared directory to backup data.

connection resuft.

Shared directary test successtully

Connection Test

vyhen press the connection test button | t can help you test shared directory and display the

Figure 10-3 To test if IAR-5000 can connect to remote backup folder
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Step4. Select the Service type to backup and also choose the backup time then click OK.
( Figure 10-4 )

Service
V¥ SMTP ¥ POP3 ¥ HTTP ¥ M
¥ Wik SMTP [# wish POP3 W TELMET ¥ FTP
Backup starts at & |00: 00 = | every day

€ |00 00 =] every |suncay 7]
(8 IUU - oo ;I o the Ifi"St day ;I every month

QK Cancel

Figure 10-4 Select the service to backup and choose backup time

€ If IAR-5000 can connect to the remote backup disk then system will show the

message in Connection Status of Remote Hard Disk ( Figure 10-5)

Connection Status of Remote Hard Disk

Connection Status: Success (Priviege: ReadtVrite)

Dizk Space for Backup (0681051 2): 142 .4 MBytes

Hard Disk Wilization (Total: 22 B GBytes, Free Disk Space: 1.6 GBytes)

Figure 10-5 Connection Status of Remote Hard Disk

Stepb5. The 1AR-5000 will backup the records to the IP address that MIS engineer had set in
Backup Setting > Computer Name / IP at 00:00 AM. ( Figure 10-6 )

|| adress [ 234 cr_backup o] e |
le:

idisk checki  ftp_articls_.., Ftp_swent_... ftp_svent_... Ftp_event_...

hittp_article... http_article... http_article...
http_article... http_article... http_article... http_article... http_article... http_article... http_article... hitp_article... http_article... http_article...
http_article... http_article... hbtp_article... http_article... http_article.. http_article... http_article... hitp_article... hbtp_article... http_article...
6 http_article... http_articls... http_article... http_articls... http_article... http_articls... http_atticle,.. http_articls... http_article, .. http_article...

http_article... http_article... http_article... http_article... http_article... http_article... http_article... hitp_article... http_article... http_article...

3
a

Fip_article_.. ftp_article_...

CR_béckup

This folder is Online.

Select an item to view its description.

Capacity: 22,6 GB

[ us=d: 21,068
[ Free: 1.55 68

See also:

e

My Metwork Places

My Computer hittp_article... http_article... http_article... http_article... http_article... http_atticle... http_article... http_article... http_article... hetp_articls...
http_article... http_article... http_article... http_article... http_article... http_article... http_article... http_article... http_article... http_articls...
hitp_article... hitp_article... http_article... http_article... http_article... http_article... hitp_article... http_article... http_article... hitp_event...

il il -l ] Ll [ [l l -l =l
1,624 ohject(s) | @ Chinese (Taiwan] ‘ @| B [proce |8 irternet

Figure 10-6 Remote shared directory
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To set Backup Immediately
Stepl. Select the backup time.
Step2. Select the service type to backup.
Step3. Click OK ( Figure 10-7 )

Backup Immediately
Disk Space for Backup (06006 - 064011 2.0 MBytes

|2008 x| ;|10 =] |08 =]

¥ From
Ta jz006 x| |10 =] |11 =]
Service
[ sMTP I~ popa [~ HTTR ¥ I

[T weh SMTP [~ webhPOP3 [ TELMET [~ FTP

Figure 10-7 Set backup immediately

Step4. |AR-5000 will send mail notice after backup completed. ( Figure 10-8 )

Fe B Vew Tods Message Help

& o £ (& X | + < |

Regly Ml Formmd Print. Lunte Frevins  Neod Adesses

L
P stevelERidive com
Dater iy, Ootober 13, 2006 201 P
T= enc Eaidive. com
Sabjeit:  Backup Sucoeed

QK

Digvics Name: |0F-00
Datn Ramge: 61892
esull of Backep: Sucres

Figure 10-8 Send the mail notice after backup completed
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Backup the record of Shared Directory
If MIS engineer want to backup the remote backup record of shared directory to other place, for
example, to backup the contents by Compact Disc or backup the records of specific day to other folder,

then MIS engineer must prepare the following files.

M The way to name the files in shared directory is Service name_File type_Date. Extension file
name. The most important thing are the service name and date, that means MIS engineer need
to backup the files which contain the same service name and date.
€ Not every data type of service name is the same. For example, HTTP includes 3 types of

article, event and icon.
€ Every data type contains 3 extension file name of frm, MYD and MYI.
€ Assume that MIS engineer want to back up the http records on 11" September 2006, then it

will at least contain 9 files (3 data types multiply 3 extension file name.)

http_article_20060911.frm
http_article_20060911.MYD
http_article_20060911.MYI
http_event_20060911.frm
http_event_20060911.MYD
http_event_20060911.MYI
http_icon_20060911.frm
http_icon_20060911.MYD
http_icon_20060911.MYI

M To backup all the files ignore the elements of which date, service and service name.
€ ip_country.frm
€ userfrm
€ user.MDY
€ userMYI

M The IM record contains 3 plus extension files which not included date. So MIS engineer also
need to backup these 3 extension files when processing IM records backup :
€ im_own_alias_.frm
€ im_own_alias_.MYD

¢ im_own_alias_.MYI
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W All data types of every service category :

Service Name Data Type

HTTP article event icon
FTP article event

IM article article_file event
SMTP article event

POP3 event event

Telnet article event

WEB SMTP Ms_article Ms_event Ms_event_att
WEB POP3 Mr_article Mr_event Mr_event_att
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Set Browse Folder

Stepl. Set the backup folder to browse. And the way to set Browse Setting is the same as

Backup Setting. ( Figure 10-9 )

Connection Status of Remote Hard Disk
Connection Stabus: Success (Accept Privilege: Readitdrie)

Browse Setffing

Path
Computer Name | IP IW
Shared Directory frpace
Lagin D Iairlive—
Password W
Connect Test of Path Test

OK Cancat

Figure 10-9 Set the browse setting

Step2. MIS engineer can see the record contents saved in remote shared directory in Remote

Backup = Service after MIS engineer had completed the browse setting.
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Chapter 11 Report

The report can display the flow status and data in storage disk by the graphic charts. It also can mail the

statistics report to specific e-mail address depends on the administrator’s demand.

The report included three main parts : Setting, Flow report and Storage report. In this chapter, we will

make the introduction of these three sections.

Periodic Report:

B Send the report to the recipient periodically, depends on the date of selected report.

History Report:
B Mail the specific report to the recipient
€ In Report > Setting , select Enable E-mail Periodic report, and make the settings :
1. Select yearly report, monthly report, weekly report and daily report. ( Figure 11-1)
Click OK.
The IAR-5000 will send the storage report to the recipient when the time arrived.
In History Report, choose the selected date to mail. (Figure 11-2)

Click Send Report.

o g A W N

It will mail the related statistics report to the user. ( Figure 11-3 )

@The way to result the periodic report:

1. Yearly Report: It results the report at 00:00 AM, January yearly.

2. Monthly Report : It results the report at 00:00 AM of the first day monthly.
3. Weekly Report : It results the report at 00:00 AM of the first day weekly.
4. Daily Report : It results the report at 00:00 AM daily.
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Ferindic Repart
¥ Enable E-mail periodic report

¥ “early report v Wonthly repart v Wieekly repoart v Daily repart

QK Cancel|
History Report
= Vearly report IQUUE 'l
' Marithly report |2U':"3 "I |U3 "I
" Weekly report 2008 =] [0z =] |19 =]
. Diaily report IQDDELI IDS;I |21 ;I Send Report
Figure 11-1 The periodic report setting
| Month | | Dy |
Hard Disk Liilization (Total Disk Space 230 GBytes)
This “ear's Litilization
GButes
=)
[
&
2
P — —’_ -
SMTP POP3 HTTP nm WEE SMTP WEE POP3 FTP TELMET Total
SMTP POP3
MButes MButes
172 180
129 135
86 a6
43 I a5 I
=l B I A= A
01 02 03 04 05 06 O0F 05 09 10 11 12 01 02 03 04 05 06 OF 05 09 10 11 12
HTTP Ira
MBytes MBytes
856 4
B2 3
428 2
214 1
N skl == ] T
01 02 03 04 05 05 0F 08 08 10 11 12 01 02 03 04 05 05 OF 08 09 10 11 12
Weh SMTP Weh POP3
MBytes MBytes
24 4
15 o
1z 2
[ 1
B = == o
01 02 03 04 05 05 0F 05 08 10 11 12 01 02 03 04 05 05 OF 08 09 10 11 12
FTP TELMET
GBytes KBytes
4 E56
3 49z
2 328
1 164
NS B I d= I ] I
01 02 03 04 05 05 0F 08 08 10 11 12 01 02 03 04 05 05 OF 03 09 10 11 12

Figure 11-2 The storage report
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History Report
¥ “early report
) Warthly repart
) Weekly report
L9, Daily repart

IZDDB VI
IZDDB VI |E|3 "I

Jzo08 =] [o3 =] |12 =]

Jz008 =] |03 =] |21 =] Send Report

Figure 11-3 The history report mail setting

| Year J Month Jf Week J§ Day |

Hard Disk Litilization (Total Disk Space 230 GBytes)

Today's Ltilization

MEytes
44

v a—a

33
22
11
Lt g

FTP TELHET Taotal

POP3

e e e Tl L e e e e et

oL 03 05 O0F 08 11 135 15 17 19 21 23

I

oL 03 05 O0F 08 11 135 15 17 19 21 23

Wik POP3

SHMTP POP3 HTTP IM WEE SMTP WEE POP3
SMTP
MEytes MBytes
2.0 g
1.5 &
1.0 4
0.5 2
(0, O T e e e e e L)
ol 03 05 0F 09 11 13 15 17 19 21 23
HTTP
MEytes KBytes
20 4
15 3
10 2
5 1
L s L)
ol 03 05 0F 09 11 13 15 17 19 21 23
Wigh SMTP
Butes Butes
2.0 i
1.5 30
1.0 20
0.5 10
(0, O S e e e e e
ol 03 05 0F 09 11 13 15 17 19 21 23
FTP
MEytes Bytes
2.0 244
1.5 183
1.0 122
0.5 &1

ol 03 05 0F 08 11 135 15 17 19 21 23

TELMET

Figure 11-6 The storage report
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@The IAR-5000 will mail the statistics report to recipients by PDF attachment.
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In Record = Service, it contains the 8 different services as the same as the record in Storage Report.

It shows the status of storage space and flow report. The Storage Report is displayed in, ,

Stepl. Hard Disk Utilization : The 8 services are record in different colors. When the mouse

point to the colors, it will show the service name and the usage space. ( Figure 11-7 )

Hard Disk Litilization (Total Disk Space 230 GBytes)

Figure 11-7 The hard disk utilization

Step2. Today'’s Utilization, it is displayed in | Day | . ( Figure 11-8)
B Ordinate : The service flow, its unit is Mbytes.

[ | Horizontal ordinate : The service name.

Hard Disk Uilization (Total Disk Space 230 GBytes)

|1 |
Today's Liilization
MEytes
280
210
140
0
e AP | R =

SMTP POP3 HTTP n WEE SMTP WEE POP3 FTP TELHET Total

Figure 11-8 The percentage of the service record in hard disk utilization
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Step3. According to the time unit in every service. It is displayed in . ( Figure 11-9)
B Ordinate : The service usage. Its unit is Mbytes.

B Horizontal ordinate : It represents the Time.

SMre =E

neyter || Pfutes
1|:| E‘.l} ! { ¥ 4 4 4 ¥
1 L
E. 1} 1} 1}
-H 1.

o Gat—t—t | J—|
o - ————— o, - -
ol o3 03 a7 Wry.ﬂiﬁ ir 1% 28 23 oL o3 oF oF 43 41f 43 1% 17 49 I 23
HI' [

Pyles lﬂuhﬂr. JE TR | e | P e e i ]
# sl A o
g e} o ' 5. . I 1

) 1 1 ] I3 1 1} 4
in 3l ! 1 11 3
] 1 1! ! ! ! 1 & 1,

: - 1 1. '

T T T io= or

Q‘lmﬂ'ﬁw"-ﬂ I}i:l 117 1R 2 23

s
ot ] .
iy
114 T
i L

e M B Bl WL W S L okttt =
nLooF 0F 47 lIlEiF_I%'_lBIETJE a3

[y A
apt—t—t—t }

1l

13t Sl |

il HEEEA
LN e =

ol 93 05 07 8 11 13 15 17 193 2% Gl 0z 05 07 o3 11 13 15 17 19 H 2

Figure 11-9 The storage report of every service
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Chapter 12 Status

To know about the system information, ARP table, 8 services records and event log of IAR-5000.

1. System Info: It shows the IAR-5000 CPU utilization, hard disk utilization, memory utilization and ram

disk utilization.
2. ARP Table: To record all the host ARP connected to IAR-5000.

3. Session Record: It shows the current 8 services connection information. (HTTP, FTP, POP3, SMTP,
IM, TELNET, Web Mail)

4. Event Log: It records every events occurred in IAR-5000, such as modify settings, anomaly flow

alert, forward mails, delete files and etc.
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System Info

Stepl. In Status =2 System Info, it shows the current system information of IAR-5000.
( Figure 12-1)
B System Uptime : The cumulate time in the IAR-5000 until the current time.
CPU Utilization : The CPU utilization in IAR-5000.
HardDisk Utilization : The hard disk utilization in IAR-5000.

Memory Utilization : The memory utilization in IAR-5000.

RamDisk Utilization : The ramdisk utilization in IAR-5000.

Memory Size : 512 MB
Hard Disk Status @ ok
Systemn Uptime : 0 Day 11 Hour 46 Min 47 Sec

CPU Utilization

1003
Mas 928
75%
5
&
B sox
2
=
252
fug: 20%
ol
01:36 02336 03:36 04336 05336 06336 07336 09336 10:36 11:36

(Ten Minutes)
I CPU usage W faxinum usags W Aeverage usage

Hard Disk Utilization
1002

757

S0

(Utilization)

25%

o Max: 1%
01:36 02:36 03136 04236 05136 06136 07136 08136 09136 10136 11:36
Ten Minutes?
W Disk usage M Maxinum usage

Memory Utilization
1008

75

S0%
Max: 44%

CUtilization)

o
01:36 02136 03:36 0d 236 05136 06136 07136 08136 09:36 10:36 11:36

CTen Minutesy
W Memory usage M Maximum usage

RAWM Disk Utilization
1002

75¢

S0%

Max: 40X

(Ukilization)

[=x3

01136 02136 05136 06136 07136
cTen Minutesy
W Disk usage W Maximun usage

Figure 12-1 The system info
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ARP Table

Stepl. In Status - ARP Table, it shows the information of user name, computer name, IP
address and MAC address connected to the IAR-5000. ( Figurel2-2)
B User Name : The identified name of record in the computer.
B Computer Name : The identified name on the internet in this computer.
B |P Address : The IP address on the internet in the computer.
[

MAC Address : The identified address in the network adapters in the computer.

Liser (amiE- Campulet Mams [P Addrese MAC Addregs~
132168138 .33 e 182.168.138.33 O0:ED:18: 25 F4BC
AlRLIWE_S438 AlIRLINVE S438 192168139183 O0:-0%,80; 5F. B0 6C

Figure 12-2 The ARP table in Web Ul
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Session Record

Stepl. In Status = Session Record Info, it shows the current 8 services connection information
(HTTP, FTP, POP3, SMTP, IM, TELNET, Web Mail ) ( Figure 12-3)
B Select the refresh time period in Manually drop down menu. Or click Refresh, and
system will instantly refresh the connection record information.
B Click the service item to view, then system shows all connections of the chosen items.
( Figure 12-4)

B Click @ , to search the related connection information. ( Figure 12-5 )

Q  Refresh | IManuaIIy vl 111

Service Total Traffic = E=tablizhed f Unreplied Mumber Session Mumber
oL 30.5 MB 2536 11 2537
2 FTP 224 MB 1991 40 1991
& HITP 7TEME 421 {1 422
E@Pop3 2047 KB 7040 70
g SR 360.8 KB 4540 45
T 59.9KB 7i0 7
5‘5 Wightdail 37.0KB 240 2
.4

Figure 12-3 Connection record

IM Service
€ Retresh | [Wanusly | @111
User Account = Source | Destination |P « Port = Stat Time - | Traffic = | Status~

A support@airive com JOSH12 207 46286 L0 1056 == 1883 09:21:01 117 KB | Established
= AIRLIVE LAB_1 JERRY 505 meq.yahoo com B3 1035 =» 5050 091723 36KE | Established
3 airliven @hotmailcom | Rayearth 207.46.4 81 [ 1046 == 1883 07:31:43 62 3KB | Established
8 233408604 JACKIE-PC 2181336315 [EI] 4000 =» 8000 223410 2021 KB | Estabiished
& ZiBTE 64122486 2009 == 5130 21:4508 65608 | Established
4 sirlive0t @hotmail.com | Rayearth 20746.7.13 iR 1529 == 80 181715 406 KB | Established
3 1721910045 207 46.0.54 T == 1883 | 181627 24808 | Established
28 airive0t@hotmailcom | Rayearth 207 48,0 52 G0 1439 == 1883 17:5328 424 KB | Established
B inckaairiive com JACKSE 207 46.27 21 i zmedE == 1883 | 173551 54KB | Established
2B iulie@airlive com JULIE 207 46 26 36 0 1558 == 1883 165041 10KE | Established
8 17219400 62 LL-220-223-124-2521 . | GG 35530 == 443 16:1339 1059 KB | Established
4 ioy_sirive@hotmailc... | 1721310045 207462715 L) 59750 == 1883 | 145857 25KB | Established
3 inckaairiive com JACKSE 207 4824 23 33564 == 1863 | 141652 57 BKB | Established

8 372138019 AIRLIVE-20-9 21913338932 1120 == 80 11:24:59 120KB | Established
& airivent@hotmail com | Rayearth 207 46,452 1315 =» 1853 09,5020 2616 KB | Established

@1

Figure 12-4 System shows all connection information
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http://172.19.100.112/cgi-bin/stati.cgi?type=list&search=1

Search

Enter keyword or phrase
Sefvica | | M v
Status : |Established =
Protocol: |- =
Source IP: [17219100111 (Max, 15 characters)
Destination IP I (Max. 15 characters)
pot: [ [ |(Range 1-85535)
Results
Search results | 5 records
@11
Senice~ | UserAccount~ | SourcelP~ | Desfinafion P~ Pod StarTime - | Trafic ~ | Stalus ~
‘3 = Ba h 64.4 35.40 1427=> 1863 09:268:25 25408 | Established
& msn airlivedt @hotmail... | Reyearth 207 46 481 R 1046 =» 1863 07:31:43 63 8HB | Established
= aitlived! @hotmail... | Ravearth 20746713 fiEi 1529 == a0 1831715 406KB | Establizhed
\a MSN aitlived! @hotmail... | Ravearth 207 46.0.52 1439 =» 1663 17.5326 424 KB | Establizhed
3 msn aitlivell @hotmail... | Ravearth 207 46 4 52 L 1315 == 1863 09:50:20 261 EME | Established
@1

Figure 12-5 Search the related connection information
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Event Log

Stepl. In Status - Event Log, it records events occurred in IAR-5000, such as modify settings,
anomaly flow alert, forwarding mails, file delete action and etc. ( Figure 12-6 )
B Click@ | and search the event. ( Figure 12-7 )
B ClickZ , IAR-5000 shows the event information in detail. ( Figure 12-8 )

Q 1/
Date f Time Admin Mame IF Address Event Detail

Aug 9 08:54:25 acmin 17219.2013 [Login] Success -

Aug 9 00:00:01 - LOCALHOST [FGuard] Delete outdsted records according to Storage Time setting (service(d.. -

Aug 8 21:26:22 acmin 1721910031 [IM Palicy] Remove 3 Account @
Aug 8 21:25:02 acmin 1721910031 [IM Palicy] Drop 4 Account @
Aug 8 21:2419 acdmin 172191003 [IM Palicy] Acceop 28 Account @
Aug 8 21:24:00 acdmin 1721910031 [IM Palicy] Acceop 1 Account @
Aug 8 21:21:50 acmin 1721910031 [IM Palicy] Acceop 1 Account @
Aug 82120014 acmin 1721910031 [IM Palicy] Drop 28 Account @

Figure 12-6 Event log

Search
Enter keyword or phrase
Evert : [Non-detected P
¥ From: [2008 =] [7 =]s[1e =] [¢ =] [ =
To: | 2006 vl.rIS vl.rIQ VI IQ vl; 32 -
Search
Results

Search result: 3 records

Diownload iy |1.3 v[ @11

Date f Time Admin Mame IF Address Event Detail
Aug 8 16:54:52 acdmin 17219.2013 [Anomaly Flow IP] &dd Anomaly Flovy Mon-detected P 172.19.100.111 @
Jul 25 14:45:39 acmin 1721910057 [Anomaly Flow IP] &dd Anomaly Flovy Non-detected [P 172.19.100.57 @
Jul 25 14:45:30 acmin 1721910057 [Anomaly Flow IP] Remove Anomaly Flowe Mon-detected IP 1721910057 @
@10

Figure 12-7 Search the events

3} Event Log Detail - Microsoft Internet Explorer i ] 4|
Date / Time Admin Name IF Address Event
Aug 8 16:54:52 admin 17219.2013 [Anomaly Flow IP] Add &nomaly Flow Mon-detected P 17219100111
Detall

Add new |P Address

IP Address |1 T219100.111

Metmask I255 .255.255.255 [ 255.255 255 255 means the specified PC )
[ 255255255 .0 means class C subnet )

Figure 12-8 System shows event log in detail
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