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Virtual Private Network (VPN) User Guide

1 Introduction

Virtual Private Network (VPN) lets remote users establish a secure tunnel (using SSL
technology) between remote user’s PC and MTR Corporation network over un-trust
Internet as if the user was accessing network resources within corporate private
network. All network traffics flowing via this secure tunnel are encrypted and
protected.

Before you can use this service, you need to follow Section 3 (for users without token)
or Section 4 (for users with token) of this user guide to setup your PC. Token is a
hardware device assigned to you, and it can generate a one-time passcode for you to
logon VPN.

2 Prerequisite

Before you use this service, following prerequisites must be met:

- Your PC must running OS either Windows 2000 Professional (SP4) , Windows
2003, Windows XP SP2, Windows Vista or Windows 7. Both 32-bit and 64-bit
windows version is supported.

If you are using Windows XP SP2, please ensure your XP has KB884020 applied.
You can download KB884020 hotfix from “Virtual Private Network Hotfix for
Windows XP SP2 (KB884020)” of http:/info.mtr.com.hk
(http://info.mtr.com.hk/download/VPN/WindowsXP-KB884020-x86-enu.exe)

- Internet Explorer version 6.0 or above with 128-bit Cipher Strength, and ensure
the Internet Explorer is configured to accept singed ActiveX (Tools -> Internet
Option -> Security -> Custom Level -> Download signed ActiveX controls).

- Apply to ITSD for VPN service beforehand. Only registered users are allowed to
use VPN.

- Broadband connection to Internet.

- You need Power User or Administrator privilege of your PC to install VPN client
program.

- If you are using Windows Vista , Windows 7 or IE 7 or above, please ensure the
check-box of “Enable Protected Mode of Trusted Sites” of Internet Explorer is
cleared (unchecked) and add following URLSs to the Trusted Sites of your Internet
Explorer. To add following URLSs to Trusted Sites, you have to open Internet
Explorer -> go to “Tools” menu -> select “Internet Options” -> go to “Security” tab
-> click “Trusted Sites” and then add following URLs one-by-one.

https://ive.mtr.com.hk
https://info.mtr.com.hk
http://portal.mtr.com.hk
http://login.mtr.com.hk
http://*.corp.mtrc.com
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https://*.corp.mtrc.com
http://* .mtrc.com
https://*.mtrc.com
http://*.corp.kcrc.com
https://*.corp.kcrc.com
http://* kerc.com
https://*.kcrc.com

For VPN2.0 Users, your PC must satisfy the following security requirements before
allowing access to VPN service.

1. Specified antivirus software is operating with updated virus signature pattern
(not older than 10 update version). Please refer to Appendix A

2. The firewall software is operating, please refer to Appendix B

3. The remote PC has any one of the following Operating System service packs:
Windows XP SP2 or above

Windows 2000 SP4 or above

Windows 2003 SP1 or above

Windows Vista or above

Windows 7 or above

4. The remote PC has the following security patch installed:
KB958644

5. The remote PC does not have the following peer-to-peer sharing programs
running:

Foxy
eDonkey2000
Emule
Blubster
LimeWire
BearShare
Kazaa
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3 Install “VPN Client Program” on your PC (for users without
token)

You require local Power User or Administrator equivalent privilege to install VPN client
program (WSAM - Windows Secure Application Manager) on your PC. After the
VPN Client Program is installed, your PC will be automatically rebooted. Therefore,
you are recommended to close your working files before you proceed to install
the VPN Client Program.

To install the VPN Client Program, please follow the steps below.

3.1 Launch your Internet Explorer and go to MTR extranet portal
http://info.mtr.com.hk
3.2 Locate and click the “Virtual Private Network (VPN)” in http://info.mtr.com.hk and

then click “Logon” button to bring up the VPN logon page.
aick Start

& irtual Private Metwork (WP M)

" wirtual Private Network (for token users)
" Remote Terminal Service (RTE)

0 Qutlook Web ACCesS (DVWA)

" Livelink

LOGON |  APPLY NOW |

Figure 1

3.3 The main logon page of VPN is displayed as follows.

THIS IS A PRIVATE SYSTEM. UNAUTHORIZED ACGESS 18 PROHIBITED.

Username I‘ Plzase sign in to begin your secure session.
Passwaord I
Realm IMTRC 'l

Sign In I Frequently Asked Questions

Figure 2

3.4 Enter your LAN id (your office XP workstation account) and password (your office
XP workstation password) into the Username and Password fields respectively,
select the appropriate Realm from the drop down list box and click “Sign In”
button to logon. ITSD will assign a Realm to you after your application for VPN
is approved as follows:

MTRC — Former MTR staff
DKAuth — Former KCRC staff who have not migrated their LAN accounts
PMK — Post merger KCRC staff
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rtes o
Gk o - Q [ (Y| @ sowen Frvones 3| B A 7]

‘ddress (8] bitps:fve.mt.com. kidencrnefeuthjorl_defeuljwelcone.col

<] @0 | Links >

THIS IS A PRIVATE SYSTEM. UNAUTHORIZED ACCESS IS PROHIBITED.

Username [ihomas
Password |essessssssssese i rade Guide distributed to you
to upgrade your SSL VPN Client Software on your PC/notebook

Realm  [MIRC = after 6:00pm on 22 Mar 2005.
Frequently Asked Questions

&1 Done. A @ Intermet

Figure 3

3.5 During your first logon to VPN, a setup screen appears and starts to download
VPN client program to your PC automatically as depicted below.

Downloading application. Pleaze wait...

Downloading 425932 of 443480...

ENEEEERERNENNRENENNNEEER
LCancel

Figure 4

3.6 After a while, the VPN client program (Windows Secure Application Manager)
installation screen appears as depicted below.

Secure Application Manager: Installing

Create folder: C:iDocuments and Settingsiall UsersiSkark Menu'ProgramstJ

Figure 5
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3.7 After the VPN client program is successfully installed on your PC, you need to

click the “OK”

“pplication

e Application Man.
o continue. Not al

——
W5 Secure Application Manager

applications to avoid data loss.

Select [OK] to Rebook Now!
Select [Cancel] o ‘Abort Instal’

Once rebooted, you wil need to re-login ko the selre access gatsway

Cancel

Figure 6

Once you click the “OK” button, your PC will be rebooted immediately. The VPN

3.8
client program installation is completed after rebooting your PC.

Page 6
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4 Install “VPN Client Program” on your PC (For VPN 2.0
users)

This section is targeted for those users who have to use token to logon VPN.

You require local Power User or Administrator equivalent privilege to install VPN client
program (WSAM - Windows Secure Application Manager) on your PC. After the
VPN Client Program is installed, your PC will be automatically rebooted. Therefore,
you are recommended to close your working files before you proceed to install
the VPN Client Program.

To install the VPN Client Program, please follow the steps below.

4.1 Launch your Internet Explorer and go to MTR extranet portal
http://info.mtr.com.hk

4.2 Locate and click the “Virtual Private Network (VPN)2.0” in http://info.mtr.com.hk
and then click “Logon” button to bring up the logon page of VPN.

Gldick Start
O wirual Private MNetwork (WPN)
Yirtual Private Metwork (PR 2.0 7% )
O Remate Terminal Serice (RTS)
O Outlook Wiebh Access (OVIA)
) Former KCRGC Remote E-mail Service

O Document Mat System (SharePoint)
A

( LOGOM ? APPLY NOWY
Figure 7

4.3 You will be prompted to run a script. Click Run and you will be re-directed to the
VPN2.0 site shortly.

File Download - Security Warning @‘

Do you want ko run o gave this file?

Mame: wmiSecurityCenter.hta
Type: HTML Application, 668 bytes

From: inf ik
@W\

P wihile files fram the Internet can be useful, this file type can
o potentially harm your computer. [f you do not trust the source, do nat

run or save this software. What's the risk?

4.4 If it is the first time you use the enhanced VPN service, new component s will be
installed to your PC.

Downloading application. Please wait

Downloading 294876 of 488488...

INENENNEENENEEN
LCancel
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4.5 Your PC will be scanned for the security posture. If your PC failed the security
test, you will be redirected to a remediation page where you can find specific
information on how to remediate your PC. For details of the specific security
requirements, please refer to appendix A. Please contact IT Help Desk for
assistance on how to make your PC compliant with the security requirements.

72 ot Chickr has failed - Windows Internet Explorer - B

[ {_poeeamaens | Contearaeme | v 5 £
B [k Yew Fowodkes Teds tel

&S vk e has loked G- B - - [irpage - @iTpeks e

£ Your computer's security is unsatisfactory

Your computer does not meet the following securiry requirements. Please folow the inswructions below to fix these
problems. When vou are done chick Try Again. K vou choose to Contimwe withowt g these problems, vou may ot
have nccess to all of your ERTEnet servers.

L MTR_Anti_virus
Instractios

u d not bave approprists Asti- Vinus program or rignatares definstion 24 ot updates

(. Frted ates o -

4.6 If the PC complies with security requirements, you will be re-directed to the VPN
login page.

THIS IS A PRIVATE SYSTEM. UNAUTHORIZED ACCESS IS PROHIBITED.

Username l:l Enter your LAN ID, password and SafeWord PassCode to sign in.

SafeWord PassCode l:l
Figure 8

4.7 Enter your LAN id (your office desktop Windows XP workstation account) and
password (your office desktop Windoows XP workstation password) into the
Username and Password fields respectively, press the token to generate a
passcode and then enter the passcode into the “SafeWord PassCode” field.
Select OTP_M if your LAN ID belongs to the MTRCORP domain and OTP_K if

your LAN ID belongs to the DKCRGC domain. Then click the “Sign In” button to
logon the VPN.

Token Passcode

Press this button to obtain the Passcode

Some users may be distributed with a software token instead of a physical hardware
token. For the use of software OTP token, please refer to Appendix C.
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4.8 During your first logon to VPN, a setup screen appears and starts to download
VPN client program to your PC automatically as depicted below.

Downloading application. Pleaze wait...

Downloading 425932 of 443480,

ANNEEEEEENENENENENNENEER
LCancel
Figure 9

4.9 After a while, the VPN client program (Windows Secure Application Manager)

installation screen appears as depicted below.

ecure Application Manager: Installing

Create folder: Ci\Documents and Settingsiall UsersStart MenuiProgramsid

t: ource_E L looe

Figure 10

4.10 After the VPN client program is successfully installed on your PC, you need to

spplication

applications ko avoid dat loss.

Select [OK] ko Reboot Now"
Select [Cancel] to ‘Abort Install

Once rebocted, you will need ta re-lagin to the sacure scMbs gateway

j Cancel

Figure 11
4.11 Once you click the “OK” button, your PC will be rebooted immediately. The

VPN client program installation is completed after rebooting your PC.
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5 Access Network Resources via VPN.

This section guides you to access MTR Corporation network resources via VPN.
Before proceed, you are presumed to have completed Section 3 or 4 above,
otherwise, please go back and complete them.

To access network resources via VPN, please follow.

5.1 Follow steps 3.1 — 3.8 to logon VPN for users without token, or follow steps 4.1 —
4.8 for token user.

5.2 Following “Bookmarks” page is displayed after logon to VPN.

AiHome - Microsoft Internet Explorer provided by MTR Corporation Limited MEIFT)
File Edt View Favories Tooks Help | &
Qe - © - [x) Bl (] Pseach Joravortes @212 3 JE B
‘Adiciess [ ttps://ive. mt.com . /dana/horme e cgi ~| B |Lirks
@ b d i =
eeeeeee e out
e
]
o
o
o
o
o
o
Othersise, p dounload it from
o
o
o
arvise,pls download it from -
o
theruise, pls dounlosd it rom
o
o
=]
e ]
D EE e

Figure 12

5.3 The content of Bookmarks page displayed varies from user to user and depends
on the access right you have.

5.4 Meanwhile, you should be able to locate a “Windows Secure Application
Manager” (WSAM) icon at the right bottom corner of the taskbar of your PC as
depicted below.

Start| &]info.mtr.com.hk - ... | €] Home - Microsoft In... n | I 14:26
& Fo3

Figure 13
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6 Browsing Single Sign On -Enabled Applications

A Single Sign On (SSO) bookmark is a link that opens a Web application and
automatically passes it your credentials (username and password) and any other
required data so that you do not have to sign in to the application manually. The

following Single Sign On links are added to your VPN home page:

1.Enterprise Information Portal (EIP)

You can browse EIP portal and enjoy SSO with most of the internal links including

knowledge mall, e-forms and information system.

2.MTR Webmail

You can access your Webmail with single-click without re-login.

3.Remote Terminal Services (RTS) Portal
You can access your RTS applications with single-click without re-login.
(This link may be available for Non-RTS users)

Web Bookmarks || | | | |

emote lermina ervice orca |
2) Launch your RTS application with single-dick,. Pleasefensure you have Remote
Terminal Service (RTS) client installed before proceell, Otherwize, pls download it from
Lpia=r e ey

Enterprise Information Portal {EIP) =
1) Brawsing EIP with Single Sign-On feautre, S50 mode work with moast of pindows
i i I ion

@ HRMS Employee Self Service (ESS)

@ China and International Business Knowledge Base

@ How to access Central Filing System {CFS)?

0o o oo

@ Map N drive to CFS

This pragram will map your M drive to CF% server, Please click this link and selact

'"Open' to run the program,

@ CFS WebAccess
Wwebfccess to Central Filing Systern (CFS) for Consultancy and Investrnent Project

0

Uzers.

@ Corporate Budgeting System {CBS)

@ Ccorporate Travel System (CTS)

GoChinese

R I N |

MTR Webmail
Check your MTR Webrmail with single-click,

3)

Figure 14
Note: The order of bookmark links may differ from each other.
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6.1 Browsing Enterprise Information Portal with SSO

6.1.1

You can click on the “Enterprise Information Portal (EIP)” bookmark link in the
Web panel. Your user credential will be passed to the web server

automatically, so that you do not require to login again.

@ Remote Terminal Service (RTS) Portal

Launch your RTS application with single-click, Please ensure you have Remote

Terrninal Service (RTS) cliant installed before proceed. Otherwize, pls download it fromm

3 L Ll

Enterprise Information Portal (EIP)

Browsing EIP with Single Sign-On feautre, S50 mode wark

ith rost of windows

HRMS Employee Self Service (ESS)

China and International Business Knowledge Base

How to access Central Filing System {CFS)?

QS I S I

Map N drive to CFS

This program will map your N drive to CFS server. Please click thizs link and select
'Open' to run the prograrm.

CFS WebAccess

Users.

Corporate Budgeting System {CBS)

Corporate Travel

System (CTS)

GoChinese

BE R B

MTR Webmail

Check vour MTR Webrnail with single-click.

Figure 15

Webfccess to Central Filing Systern (CFS) for Consultancy and Investrment Project

i

] I s s A [§]

s s A

6.1.2 Click on the “Enterprise Information Portal (EIP)” bookmark link to start.

A Employees

osoft Internet Explorer

File Edt WYiew Favortes Took Help

O= O HRAG P
.

searc 5 crmones 2 1L

20Portal] D

e com.hk+EIP_Tah_Employees

Em) ployee Directory | 3%
“StofiName [ |

+ Job Title

* Department

+ Advanced Search

Metro Crecit  MRCS  Employes  Blecironic
Union  Internal Ssle Seif Service  Form
System System (ESS)  Workllew

wew)

ORE =

o— &
Room Organisation Printer Merger
e N L

Motivational Schemes

MTR Grand Aweards for Outstanding Sontriaution
Living the MTR Values Awsrd Scheme

Stat Suggestion Scheme

Corporation Scholarship Scheme

&-Learning Centre
Information Securtty Awareness
Safety Management System Yideo

Computer Based Trainings

Medical Benefits (& &)
7) FAQ on Swing Influznza & (HIN)
SR (FPIUH N RS 6T REE
Prevertion of Avian Flu
bOfaFARAT
TR Wedical Schemes A B,C
(For former M staff appcinted befors 2 Des 2007)
EFEFEEE. 2. ™
(ATETE S TH2007 %12 A2B ATAR
") Doctor List and Gther Information
EERELEEER
HSBC Megical Insurance Schemes A1 81 .C1
(For new statt apported oriafter 2 Dec 2007)
BB s EIF1. 20, A1
BRETH2007512 2B LR AR

© Doctor List and Other Information

Staff Relations/Welfare (8 TR {&/&F1)
Cansutation & Cammurization
ot #E
Metra Recrestion Club
RS
Metra Credit Union
BB
Generalveliare
BT IUERS
Healthy Life
BEANE
Lang Service Awards Scheme

REURTFAET ]

63

[

& @ Trustedsies

Figure 16
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6.1.3 If you need to access IS applications, you can browse through EIP and locate
the “Information System” tab. You can click on the IS application links with
SSO. (remark: Some applications may be compatible with SSO or work over

VPN connection)

2 Information Systems - Microsoft Internet Explorer

Fle Edit Yew Favortes Tools  Help >
- AN O < X
Qo - O [ [B] @) Psewsn Slrraois & 1
: Address | 4] hitps:/ive.mtr.com 20Portal], Dy Lmitr. com.hk+EIP_Tab_Informationsystems
System Maintenanc ~
Engineering Managemert Human Resources Management Revenue Management
Enginesring Facilty Information System Computerized Security Reporting System AFC Operations Information Mocule CAFCOM)
Ererprise Asset Management System Soreocaialisie Sy AFC Management Infarmation Macle (AFCHIM)
Statutory Information System Corporation Qualification Administration System AFC Ticket and Revenue Madule (AFCTRM)
Term Labour Planning System Human Resource Management System Transportation Management
Security Risk Managemert System (SR 5
e E— i o ystem (SFM) Custamer Opinian System - Encuiry Macule 1
R e e Staff Bus Booking System Electricty Reporting System
e Enginsering Yorks & Traffic Information Managemert
eBanking Interface Encryption Front End InterCity Ticketing
System
e s e Thraugh Train Ticketing System (B2C)
Hazard Registration System
Fizedl Asset Depreciation System Through Trsin Ticketing System (TCU)
Hazard Managemert Process System
Fund Cortral System IT Management
i 2 Operationsl Data Management System. =
Investors Relations Information System IT Infrastructure Library - Open'iesy ServiceCenter
e Operations Incidert Managemert Systems
Project & Portfolio Management System
Lost Praperty Office System
Project Management
SRalrbCad Syston: Railvwary Werks and Traffic Management System
Corporate Tineshest System
THiS Bk Reconcistion Module (ERMOS)
Drawing Managemert Systemm
Reailuaty Werks and Traffic Management System (LR)
Electronic Envirorment Monitoring System
FraiaH Bustess System Railway Works and Traffic Management System (WR)
Electronic Enviranment Monitoring System (s e ek MarasRra St v
LT L]
€] https:/ffve.mir com.bkfhmp/, Danalnfo=skared e.corp.kerc com-+home asp S @ Trusted stes

Figure 17
6.1.4 You can browse through EIP and access knowledge mall or Information

system with SSO.

Knowledge Management - Microsoft Internet Explorer

Yiew tes 5 Help

2 Home - Operations Knowledge Mall - Microsoft Internet Explorer

i Q- O - ¥ A& /:‘ Fle Edt View Favortes Tools Help o
(5] B @ i‘h /':W Search '{\?Favurltes ¥ %) ; .:L\nks EsaLurn &) owa (ex-k)
a MTR i Address @ hitkps: five. mtr com. ks gkmi, Danalnfo=dams2 mér.com. hkq+default. aspx

; Address L@https:/ﬂwa‘mtr‘cnm.hwpnrta\tpagiam ‘ “,l

welcome Tsang, VK ¥iu Ken #

TERFHER, KF2EE
Share more - Learn more -

owledge Libra s Knowledge Maﬂ/

peratines Knowledge Mal
C&IB Knowledge Base (CHB) Partal
Certral Fiing System (CFS)Wehaccess
Maps N drive to CFS

E Compliance What's New i
Corterts mandatory for compliance of business requirements. —_

Mandates Procedures & Manuals
Capital andl Revenue Work Projects - e - Jacob Ka
Wision, Mission & Strategies IM3 Documentation 2 Goals
IT Projects 5
SR Organisation Charts Operations Engineering Standards
Cperating fgreement Information System Manuals
Customer Service Pledge Hore L

Marris Ct
i

[ B

Knowledge Assets
. Contents penerstad or cortributad during the BUSINess 2nd cparational procassas
for sharing and reuse

7
Asset Technical Management Reports
Enginzering Documents (EDCC) Balanced Scorecard IR G
Signalling
As-built Records Eenchmarking Reports
Assek Planning Documents Reports of Accidents ko Staff &
] Contractors

Asset Performance Documents

Service Planning & Suppark Management

Mot Reports

~

] Il =
& &l B @ Trusted skes

[

Figure 18
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6.2 Browsing MTR Webmail with SSO

6.2.1  You can click on the “MTR Webmail” bookmark link in the Web panel. Your
user credential will be passed to the Outlook Web Access server automatically,
so that you do not require to login again.

Secure Access SSL VPN - Home - Microsoft Internet Explorer, provided by M

File Edit ‘iew Favorites Tools Help

] . — 0 ;
eﬁack M > | lﬂ lg _l\‘l /,JSaarch ‘:_::(Favnmtes {f} ELinks 15 Admin 2= Nebwark Taals

| Address |Ej https: ffiwe.mir.com. hk/danafhome indesx. cgi V| Ga
HRMS Employee Self Service (ESS) 2 =
China and International Business Knowledge Base =
How to access Central Filing System {CFS)7 =)
& Map N drive to CFS =
This pragram will rmap your N drive to CFS sarver, Please dick this link and
select 'Open' to run the program.
] CFS WebAccess =
Web#ccess to Central Filing Systern (CFS) for Consultancy and Investrnent
Projact Users.
Corporate Travel System (CTS) =)
GoGhinese =
Corporate Budgeting System (CBS) =
Please ensure you have Remaote Terminal Service (RTS) client installed
befare proceed, Otherwize, pls download it from infa.rmtr.com bk, (spedial
RTS systern access right required)
MTR Webmail =

Check your MTR Webrnail with single-click,

Windows Files

You dor't have any files bookmarked.

e p— | = v

You qgon't have any terminal sessions,

Client Application Sessions |" u

i r
Copyright @ 2001-2007 Juniper Hetworks, Inc, AT b‘w AE

All rights reserved.

& S @ Trusted sites

Figure 19
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6.2.2 Click on the “MTR Webmail” bookmark link

ecure Access SSL VPN -
File Edit Miew Favorites  Tools  Help

Q= - © @ @ -_h /‘.\‘Search \;@Fa\«untes o

¢ Address @ https: /five mbr.com, hk/dana/home/invalidsslsite_confirm, cgifurl="%2Fexchange%2F ¥:.2CDanalnfo%: 301 28%2E6% 2E247 % 2E100% 2C55L % 20 550%: 3DI°:2BRsidebar ¥ | -

/N Warning
The page you are trying to access comes from a server with the following certificate problems:

+ The certificate was issued to a different server

¥ou may choose to continue on to the page. Your browsing will be secure, but the identity of the weh server may be
untrustworthy.

i v
Copyright @ 2001-2007 Juniper Networks, Ine. Juniper 5.)\! Net.

Al vights rasaruad.

&) Done &) & Trusted sites

Figure 20

6.2.3 Check the option “Don’t warn me about problems with this server’s certificate”
and click the Continue Button.

ST

e - 0 |8 8] & D e ol b 3

okl |m----= Thw T e T LT T L AT 100 T

npurary L henre
v
e & Lata
L

T T

wnn SoESCA TARFA

R Y TR LY [T DRy | R IR ) LR 10 1LY R iy PR P
Z Pshhk fnakaltian BAMR ARG LAET P

ITE [ R T SRT } :
Z Prhhik fnakaltian Fan AA5ANG 1755 B -

T LT L [ L
L4 Fabbde 1-challabon
e A1 .

SATANE THTRH

drdd:

A el U LR ES L L R

Scaarhr woca .o LDER
2 Mura, Trea Fran s wrn SRR L B
Tmriem Tw s HTR eewy L= Ha3n - | == 0 Wi [

o 5SERSDUR Lk &AM

A AE:::3 Wikl WF.-- 07 FEPH S [
Hon 5177

SEY, T L 7Y QR T YT I PO I
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2 mrman virsgnyes
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2 Wrnn, May Iy Kap PATR PG NG B 1 AR
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6.2.4 You do not require to concern about your domain and login id. The system will
do all on behalf of you. You just need to click the bookmarks link and enjoy

your email.

B ehic il Dol h Wil el Dtiraned Fcpubis e coisbe i 25T Can gt e | sl w
B bk D R k- w
Q- - & d A S L
e ] Rt -m e an b LT el D, TR B =

p B ql B
R e B e T e L T
et 5[@)°

gk
L oraa 3]

- iy REEE = GTTS0 ! INRFR — S B R T T- R RIRL o Ling VMY semi: "D
il
R L T e e P |
Tre EREY

Click on the URL
inside the webmail
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“ il

T Lakarlr
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6.2.5 Since the SSO ability is inheritable, your credential will also carry forward to
new URL which opened from the webmail content.
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6.3 Access RTS applications with SSO

Pre-requisite:

Before you can access the Remote Terminal Service (RTS) application, you should
have RTS client installed on your PC/notebook.

Please follow the steps below to install the RTS Client on your PC/notebook.
Note: You need administrator or power user privilege to install RTS client on
your PC/notebook.

6.3.1 Download Remote Terminal| Service (RTS) Client from http://info.mtr.com.hk
as depicted below.

B Starting from 6 Oct, 2005, you must logon VPN in order to ccess oo
Operation and Project Information Malls. You can find them \inder © vinual Private Network ifor token users)
the link “Enterprise Information Portal” after you have logged\on © Remote Terminal Senvice (RTS)

P y
MTR Extranet’) before Mar 2005, this means you need to usda © Outiook Web Access (OWA)
new method to access the information malls O Livelink

Forthose users who simply want to access Livelink, please cli
Here

APPLY NOW

Access Your Applications while you are out of Office
Virtual Private Network (VEN)
The Virtual Private Network (VPN) enables authorized users to access intranet websites

Contact ITSD Help Desk
Telephone: (852) 2993 2741

such as Enterprise Information Portal(EIP), Central Filing System (CFS) and web Email: helpdesk@rmtr.com.hk
securely from any Internet cted computer once the VPN connection

between the VPN Server and your computer is established, as if your computer were directly

attached to the corporate network: rotac Vour Worketaon

lownload Latest Virus Definition File

Remote Terminal Service (RTS) whload | atest Windows HotFixes

The Remote Terminal Service (RTS) provides secure access to Windows-based
applications (Non Web Applications) fram virtually any device over any connection.

Access Your Emails while you are out of Office

Outlook Web Access (OWA

The Outlook Web Access(OWA) is a web-based version of Microsoft Qutlook. The Outlook
Web Access gives users additional flexibility in checking email, calendar, task and contacts
from a browser-based computer with Internet access.

Common Questions on VPN Common Questions on RTS Download Applications
1. Why | cannot logon YPN 2 1. How o use Application Page ? © Remete Terminal Service (RTS) Client
2 How Can | Access VPN services? 2 How to configure Application Seting 2

@ virtual Private Network Hottx for

Figure 23

6.3.2 Click “Remote Terminal Service (RTS) Client”.

6.3.3 Select “Open” button as depicted in following figure to start the installation.

x|

P, Somefiles can ham your computer, I the file information below
x_‘/ looks suspicious. or yau do not fully trust the source. do not open or
save this file.

File name: ica3zt.exe
File type:  Application

From: info.mer.com. hk

This type of file could harm wour computer if it contains
malicious code.

wauld pou like to open the file or save it bo your computer?

Open | [ ] Cance More Info

I liays ask before opering this e of file

Figure 24
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6.3.4 After you click the “Open” button, following screen appears.

& Citrix Web Client - InstallShield x|

Extracting Files >
The conkents of this package are being extracted. S
S

Plezse wait whils the Installshield Wizard extracts the files nesded to install Citix
Wieb Client on your computer . This may kake a Few moments

Extracting vdemh.dl

= Back et > Cancel

Figure 25

6.3.5 After a while, following screen appears and asks for your confirmation before

proceed to install the RTS client.
]

‘_‘-:) This will install Citrix Web Client. Do you wish to continue?

Yes ] o |

Figure 26

6.3.6 Click “Yes” button to install RTS client.

6.3.7 Click “Yes” button to accept the license agreement as depicted below.
x|

CITRI=(R) LICENSE AGREEMENT ﬂ

This is a legal agreement ["AGREEMENT | between you, the Licensed User o
epiesentative of the Licensed User and Citix Systers, Inc., o1 Ctix Systems
Irtenational GmbH. Y our location of receipt of this PRODULT determines the
licensing entty hereunder [the applicable entity i hereinafter refered to as ™
CITRIX". Citix Systems. Inc.. a Delaware corporation, markels and supports
ibis product o feature release [both hereinaiter "PRODUCT") in the Americas.
Citiz Systems Intemational BmbH, a Swiss company wholly owned by Ciis
Systenis, Inc.. matkets and supports tis PRODUCT in Europe. the Middie
[East. Afiica fsia and the Paciic. B'Y SELECTING "I ACCEPT” BELOW., YOU
|ARE AGREEING T0 BE BOUND BY THE TERMS OF THIS AGREEMENT. IF
'¥0U DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, SELECT 'l
0 NDOT ACCEPT" BELDW AND DO NOT INSTALL OR UISE THE
PRODLICT. NO RIGHT OF RETURN AND REFLIND IS AVAILABLE T0 YOU
IF \YOU WERE PROVIDED WITH NOTICE OF AND ACCESS TO THE
TERMS OF THIS AGREEMENT PRIOR T0 LICENSE PURCHASE. IF YOU
DO NOT AGREE AND WERE NOT NOTIFIED DF AND PROVIDED WITH
[ACCESS TO THE TERMS OF THIS AGREEMENT PRIOR TO LICENSE
PORCHASE, YOU M&Y CONTACT THE AUTHDRIZED CITRIX RESELLER
FROM WHICH YDU DBTAINED THE PRODUCT FOR A FULL REFUND. IF |

Figure 27

6.3.8 The RTS client installation starts.

6.3.9 After a while, you will be prompted to restart your browser (e.g. Internet

Explorer) as depicted in following figure.
X

Sehup completed successfully. You may need to restart your web browser to activate changes

Figure 28

Now click “OK” button to proceed.
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6.3.10 Finally, you need to click “Yes” button to reboot your PC/notebook to finish the
installation as depicted below. Please save your working documents and close

all active applications before clicking the “Yes” button.
|

:-zj The system needs to be restarted to activate the changes. Do you want to restart now?

Figure 29
After reboot, you can now logon VPN as usual.
6.3.11 You can click on the “Remote Terminal Services” bookmark link in the Web

panel. Your user credential will be passed to the RTS server automatically, so
that you do not require to login again.

|

Web Bookmars "I

f& Remote Terminal Services
~ Launch your RTS application with single-cjck. Please ensure vou have Rermote Terminal Service (RTS)
¥ # = ¥ pls download it from info.mtr.com. bk,

f& Enterprise Information Portal - Single Sign-On Mode =]

Browsing EIP with Single Sign-On feautre, 550 mode work with rost of windows authentication

applications, If you have experience any problem, please use the EIP-Normal Mode,

f& Enterprise Information Portal - Normal Mode i
Mote: Mot all systerns within Enterprize Information Portal are supported,

& HRMS Employee Self Service (ESS)
fﬁ China and International Business Knowledge Base
Iﬁ How to access Central Filing System {CFS8})?

& Map N drive to CFS

Thiz pregram will map your M drive to CFS server, Please click thiz link and select 'Cpen' to run the

e 1 O O L |

program,

f& cFs webaccess =
Wwebfccess to Cantral Filing Systern [CFS) for Consultancy and Investrnant Project Users,

& corporate Travel System {CTS) i
fﬁ GoChinese

@ corporate Budgeting System {CBS) i

Plzase ensure you have Rermote Terminal Service (RTS) client installed befare proceed. Otherwize, pls
download it frarm info.mtr.corn bk, (zpecial RTS systern access right required)

& MTR Webmail =)
Check your MTR Webrnail with single-click,

Figure 30
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6.3.12 Click on the “Remote Terminal Services” bookmark link

Welcome to Remote Terminal
Service (RTS

<
vz
|

Remote Terminal Service

Personalized application Portal

welcome to your personalized application
portal, The Applications box (at left)
contains icons for the applications that
you can use. Click an icon to launch an
application. Click the Refresh button to
get the latest applications. Click the
Settings button to change the application
portal settings, Click a folder icon to
display the folder contents. If you have
problems using an application, please
contact PC Service Centre for more
infarmation

Remote Terminal Service (RTS)
Message Center

The Remote Terminal Service Message
Center displays any informational or errar
messages that may occur

IF you do not have the ICA Client
CActive) for 32-bit Windows installed on
your system, you must install the ICA
Client to launch the applications,

Select the ican below ta install the ICa

Figure 31

6.3.13 You do not require to concern about your domain and login id. The system will
do all on behalf of you. Once you have logged on, your applications will shown
on the application portal page.

Connecting to EIP

Connection established. Megotiating capabilities. ..

o [

] Futwr o imse Dfummnativnn B bl = 2xicescand 1 lutsssint Fagehinns (o aiski] lin WTT Corgans it Linitrl

T L - 1 1} -
T = H I s T [, v e A S R Y

B T T T e e PP i | i

BMTR

Relatives amd Irlends of all MTA stafl mesbers can enjey
up to 50% e

Code of Conduct Ugzatds
ity Sl = |

B e e e o e S, o TR Gk 2, s A b anee

Figure 32
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6.3.14 Click the application icon to launch RTS application automatically.

Welcome to

Remote
Terminal
Service (RTS)

Personalized
Application Portal

Welcome to your
personalized
application portal.
The applications box
{at left) contains
icons for the
applications that
you can use. Click
an icon to launch an
application. Click
the Refresh button
to et the latest

Figure 33

6.3.15 When you have finished your work, quit your application. Click logout button to
quit RTS application portal.

Welcome to Remote
Terminal Service
(RTS)

Please log in

Remote Terminal

Service (RTS)
Message Center

The Remote Terminal
Service Message Center
displays any informational
or error messages that may
OCCur.

&If you do not have the

Figure 34

6.3.16 Click on “™” Home button icon  to back to the VPN homepage.
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7 Access network files via VPN.
There are two recommended methods to access network files via VPN connection.

Method 1: Access network files through Web interface (Highly recommended)

-VPN Users are allowed to access network files through Web Brower. It is a simple
and easy way to access internal file resources. With single sign on solution
provided by VPN homepage, users are not required to re-authenticate again to
access their files. Also users can bookmark their own network folder in the VPN
Home page.

WSAM(Windows secure applications manager) is not required to run, hence this
method is work for non-windows machine like. MAC and Linux platform.

Method 2: Access network files through windows explorer

-VPN users can map their own network drive in windows explorer once they have
connected VPN and launched WSAM (Windows secure applications manager)
applications.
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7.1 Method 1: Access network files through Web interface (Highly
recommended)

VPN Home page (after successful login):

ceis 551 ¥R Home  Microsodt [ntcopct Explancr provided by TR Corporation Limited

Wiew  Favorkas  Tozls  Hzl:
P . — 2 e 1 E "
@ Bxck - [ |i @ \_.j /'_, zzach ‘5—? Fzvotizs {‘B drks [ Admin () Retwork Took 4] Sorpracs Portal
Adzhace |@ hittpe e 0z com Hydonoghomred noee: c@ "| =0
= # 2| B =
Mzctinzs  Itcfe-znces  Hel S o ol
Lzosl
+
E oracle | Business Huite 1
PLMS a
& Enterprise [oformation Portal - B0 Modo il
Feomsong B2 wille Sig v Si_nem Tean - 800w wownes sl on §owin e
a W v=lin =gl =B T o Do = cpme snm o4 w e bie | jleoss v o FIR-R ]
a-=phiza rod=,
&l 1 nterprise Infnermatinen Bortal 1ol Graphicol nde 1
Holw: Ml a Lo =i 2l Fa mapirie s Tofune=ling Sordal —ie o e =l
[&l HRMS Emplayee 9elt Service [ESF)
& Shina and Internatlonsl Business Knogledge Baso -
&l How to nccess Central Filing Systers { CE3)? a
| o
T v ongea il map e vl I SFS sowes Zleaaeli b ik ool el D mpen' o
- the p-gram
o WehAnress k)
Wolimnena i Ge Dal Filiog Sysle (558 for G Lany -l Towes el B el -,
E Corporate Travel System (CTS]) a
& cochinese i
E Corporate Budgeting System [CBS) a

P @aza ansura gou -aus Famess Tamn nal Zarw ez (TS clant nss
Ctha s, pls dow-loas tfrom rfo e

oz bafors b
o= hk. (szaclal 3TS 5 7am accasrs HY

e 1

3) Files bookmark

f

Eemote Terminal Services aver SFLVPY
I' caze ensure fol —avs Hernoss Lermnonal cre ez 1-180 cient nezzlles befors p

button

2) Files panel

Cthacalsz, pls dow-loas tfrom rfo.rmze 20— k.

Yabmail lur we-K ussr a

s

i il Flee

VN GERT BRUe ARy TR Animarias.

Slarl

A YWAinduw s Socurg Sooicdl L Mel ekl

@ M-r=

é & Trigbes <=

Figure 35
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7.1.1 Browsing and Working with Network Files

The Files panel on the VPN home page provides a centralized location for links to
files that reside on an internal corporate network. You can create your own links in

the Files panel.

Here is a summary of the icons in the Files panel:

Icon Name Description

|:| Panel Preferences  |Opens the Panel Preferences page where you can manage
bookmarks for the panel.

D Add a Windows Adds a bookmark for a Windows directory to the Files
Directory panel

I:I Collapse Panel Collapses a panel and hides the bookmarks

E Expand Panel Expands a panel and shows the bookmarks

Windows Folder Indicates a bookmark to a Windows folder

Item Properties Opens the Edit Bookmark page where you can change

the properties of the bookmark

7.1.2 Browsing Windows Network Files:

In the Browse field at the top of the VPN Homepage, enter the path (\\server\share)

to the folder you want to access and then click Browse.

For example: if you want to access network path: \\hgsfileO1\install, Type in the
path in the browse field and check browse button. Your user credential will be
passed to the network folder automatically, so that you do not require to login

again.
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1 mew@

Welcome to the Secure Access S5L ¥PN, corp.kcrc.com®,

2) ﬁ Bruﬁse (tips)
U

Web Bookmarks

Enterprise Information Portal - S50 Mode
Browsing EIP with Single Sign-On feautre, 550 maode work with mast of windaows
authentication application. If you have experience any problem, please use the

EIRP-full graphical

S

rnode,

Enterprise Information Portal - Full Graphical Mode

Mote: Mot all systems within Enterprize Information Portal are supported.

HRMS Employee Self Service {(ESS)

BB E

China and International Business Knowledge Base
How to access Central Filing System {CFES8)?

Map N drive to CFS

This prograrm will rmap your N drive ta CF5 server. Please click this link and

select 'Open' to run the program.

Figure 36

Wi e Fipe @ MTSSOER = g leid =
E instally
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T g sow
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]
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Figure 37

eozfies
Mo Sep & UYIYIST U0

Mo

We- 41T AT I415E 303
Was ol s 1l 1niEe o
Thu h_g < 13:50:2« 2000
Sri W PR AT 4R TR
Thu Fab 13 Lotoziod 2003
Sh Dot ¥ Iils 27 20

T Jun 12 0927 10 20720

- If you have access right to the folder, you can browse the files through the

webpage. Otherwise, login prompt will be shown to ask you to input new

credential.
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‘ | Bruwsy  fzp2)

attention
-annot 2377228 T0 thx savor . or wCF‘gFDJQ.’dOth MTRICED

| zerrame:

Password:

[ 4=~Fmhar aa=awad

L oz Lsnce

Figure 38

- If you have pre-configured files bookmark links, you can click the Windows Files
link in the Files panel to display a list of Windows network resources in the

Windows Files page. Click a resource in the list to browse through its folders.

Files .:::—
[ Vserverpath

Figure 39

iz
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7.1.3 Bookmarking a Network Location
To bookmark a network location:

- On the VPN Homepage, click the Add a Windows Directory icon

i
[ e [l 3=y v

Windows Files

You don't hawve any files bookmarked.

Figure 40

- Browse to the folder you want to bookmark.

Q Windows Files

Adding a Windows bookmark:
Find crc 222 the foldz- wou wisa tc a22«<mark cre Zick ta2 "Bookmad Currzat Foldor®
linl; tFoz vou'l —cc o thoe vpper-reks hand corz-of the poce

Tt Il look T ke whiz . [ 2k

[iortgroune - pomatne
! MTISCEL

|-

L R ]

Bl yE—qos

B sl

BB oo et

B aps cas

Figure 41

- Click the Bookmark Current Folder button at the top of the page.
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. —

| wei alien Flee 2 TR OGS S 2 BOSFTLE0E =~ A A .
B . . { Ezokmark
| Inskally Clizk the izan to boelmuarl: * P cucam Foldas

[ Sn-kimacs Seleree=d ] | Nzlate | [ Crronl - ai ] [ Hslna~ File= J [ Heer Frider

mstall ||

El Hzmes spe e odi od

|:| E& Acrobat wrmar s o Fzlda- o Ezp & Uz =¥t 2oUq
Il ra.-l[llﬂ rzids- Fon Szp 011 22:07 2200
O La fily woarhi-l At & rulas Folila- Fom T 1d - A:0T TF FnTd
I1 Ea AP Ernartlp oad F=lda- Pon Jul 7 LOM0e:SE 2O0E
O E& s azloaz Folde Fon Jul o 1iZoiEs 2ol
O [ bigtal r=lde- “ho Aug 14 23i52 14 2023
(] [.Eﬂ F lile Fool a0 A4 T4A 200G
11 Eig Fzlda+ Tho Faz LE 12 Zgi0d II0g
IFl E‘ “EL Fzlde- Fooushd 19SS MU
Figure 42

- Enter a bookmark name and description (optional).

G’J iAdd Windows Bookmark

STy azmalyy

ko re dama: [WEREFL el

Deseriptinn:

Sharew Taven |“|"]SFILE]1‘.IH5 =l

I ——
dd Boo smarl: Cancol

Figure 43

- Click Add Bookmark to add the bookmark to the Files panel.

windaws Files

[@\\serverpath =1

Figure 44

To edit a user bookmark:

- Click the Item Properties icon next to the bookmark you want to modify, make
changes, and then click Save Changes.
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Windows Files

[ "\serveripath

Figure 45

HJ | Edit Windows Bookmark

SSHTTTT T Inslell

ELkmark Baings

D==zcrpzian:

S12°cd Foldor: WAGTT LDDRsa

]/S:v: CoangIs Cch\:l ]

Figure 46

To manage bookmarks:

- You can sort information in the Windows Files page by clicking on the

Panel preferences button.

[Fserver \path = fi

[ V\serverZ\path = 1

@ Viserverdipathd = 0
Figure 47

- You can click the Move Up / Down button to sort your bookmarks.
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ﬁ | Panal Preferences: Files
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Dockmark Menapement ||

e =ik ark -
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Figure 48
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7.1.4 Uploading Files and/or Folders to the Network
To upload files and/or folders to a network:

- Browse to the network directory where you want to save the files and/or folders.
Click Upload File to access the upload page.

F . ettt D

LA Asisrs T hnetteam B Ul
[ cetkraimizesd | ICEEC
ITM_ . Hz= e !
B
[ TS o dur —ho Hiw T o-ied L0 Z0TE
D:#-..l.. k. bl S T LR T
11 P aapzars rodur Tem O EILI IT:LI ZI0C
DL&- - [ ho®pati e
11 ri. SIHfen P dur maz ol DLl T 20
Dl&----px bl P T TP T
11 P Carsn combizy Fo dur “ho Ln T LTI T IOIG
O l.& R B T e, Dot P s
11 r__p: [1H] redar Vs Ok I LI ALIDT EIOC
[m bl S HALT T e

(NRF-Y . e dur “h Har® 1i-z T oIeIn

[ | bl — ot 1w

11 :'i: [ovs I dar maz Mz G T08 D0 010

m T bl e e e me
Figure 49

- On the upload page, click Browse to locate and select the files you want to save
on the network:

o You can specify up to five individual files using the fields available
and specify names for them on the network by entering their names
in the respective Save As fields.
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wondoas Fllag =

Upload Files...

Lsr ~he Irrwse hutrons heloe tr =flent the A fs, then click Uplnad. v can opt 1o
uplnad & ripped file and Feue - unenmpress=2dia the rarce- divertany o dnte Fhat yon

rannnt uplaad filas zrg=s faaa SR
[ios o upiosa |
Upload to: ... __EYyetzeam
lilrs: 1. :_1:_'51:-'|_.:.r' Ies .;___:._.:d:'l:e‘-?.«jo|:!.19x_po|t_._c_5:-' [ SR
Ve am | Ouaza-prezs z2ip
2o 2Pl s oo e D clupiy _idb=dil_ g 154, 2ip __
Szue ds: Cuza prazs «ip
3. | 20Proflesy- ™" Do A oprac kpn_ ps.pef

Up to 5 files / Savk hs | I0qza~prazs zip
can be selected 1. ET

Sowk Ay | IUqza~prazs zip
b |[Srowsc..
Sovc ant | Clia=a~rra== sip

NOTE: You cannot upload folders without first creating a .zip file in a local directory containing
the folder(s) you want to upload. After creating the .zip file, you can upload the zipped file

containing the folder(s).

o If you want to upload more than five files and/or folders, you can
create a .zip file in a local directory, browse to it, and upload it to the
network. You can even have the contents of the .zip file you create
automatically decompressed during the upload process by turning
on the Uncompress .zip option when you browse to the .zip file.
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File Edit “iew Favorites Tools  Help
@m0 30

seach |7 Fobders | [+ [ lnks fadmn £ NetworkTooks &) corporate Portal

»

: Address |ﬁ D\ Templincaming

File and Folder Tasks

[ Move the selected
items

Iy Copy the selected
items

e Publish the selected
items to the Wb

ﬁ E-mail the selected
items
¥ Delete the selscted

items

Other Places

=) Temp

() My Dacuments

i My Computer

g My Metwork Places

Details
8items selected.

Tatal File Size: 708 KE

Preview

Cpen

Upload To Picasa Web Alburns
Edit

Print

Cpen With

o WinZip

T D ettt
Cut @ Desktop {create shartout)
i ) Mail Recipient

IB Wy Documents

Create Sharbrut

Delete (® Recordnow!
Rename

-| g winsCP (for upload)
Propetties ‘

Figure 51

Stepl: select multiple files which you want to upload, compress the files

with .zip extension in your local computer.
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Figure 52

Step2: upload the .zip file in the Upload pages and remember to select

“uncompress .zip~’ checkbox.
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Figure 53
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Step3: after upload, your .zip file will automatic decompress in the

remote network folder.

NOTE: You can only upload a maximum of 500 MB of data at a time.

- Click Upload. The files you selected are uploaded and saved using the names you
specified on the Save As fields or the names displayed in your local directory.

NOTE: If a file or folder with the same name already exists in the directory and you do not specify a name,
the uploaded file is saved with the name: filename.timestamp.ext. To overwrite an existing file or folder, you
must enter the name in the Save As field. For example, to overwrite a file named hello.txt, you must enter

hello.txt in the Save As field.

- After the files are uploaded, click Close in the Upload Status window.
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| Upload Status - Microsoft Internet E... E|@E|

Figure 55
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7.1.5 Downloading Files and/or Folders from the Network
To download a single file from the network:

- Browse to and click the name of the file you want to download.
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Figure 56

- In the Save As dialog box, browse to the directory on your computer where you
want to save the file, enter a name in the File name field, and click Save.

To download multiple files and/or folders from the network:
- Browse to and select the files and/or folders you want to download by
clicking on their respective checkboxes and click Download.
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Figure 57

- Specify a name for the .zip file that the secure gateway saves in your local
directory and click Download. The data you request is transferred as a single
compressed .zip file from which you can extract the collection of files and/or folders
you want to download from the network.

Windows Files >

Download Files

You have selected files for download. They will be downloaded in a compressed .zip
archive

Zip Archive name: |.zip

Files/Folders to download Size

el _capture 01.JPG |.3pc o5k

K Dowenload ] DCanceI ]

Figure 58

NOTE: If you have not already specified a default local target directory for downloading files, you are

presented a Save As dialog where you can specify a local download target directory.
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7.1.6 Creating Folders on the Network
To create a folder on a network:

- Browse to the folder in which you want to create a new folder and click New
Folder.
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Figure 59

- Enter a folder name and click Create Folder.
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Figure 60
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7.1.7 Deleting Files and Folders from the Network
To delete a file or folder from a network:

- Browse to the file or folder you want to delete and select the check box next to it.
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- Click Delete Selected. After you confirm file deletion, the selected files and

folders are permanently deleted from the network server.

Confirm Delete

You have asked to delete the following files and folders:

Are you sure that you want to delete these files and folders?

Cancel

Figure 62
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7.1.8 Tips for using the Browsing Toolbar

When you are browsing to sites through the VPN gateway, the VPN gateway may
display the standard toolbar. The following buttons are appearing on the standard
toolbar:

Button Description

Moves the standard toolbar to either side of the page

....|| -
gall

Your administrator can configure this button to return the browser window to
the secure gateway’s home page, or to a particular web page or resource.
Your administrator can also choose to use a different image for this button,
such as your company’s logo.

E| |E| Collapses and expands the standard toolbar
Returns the browser window to the secure gateway’s home page

I+ Displays the Add Web Bookmark page where you can add a bookmark for
the current web page

wy Launches the secure gateway Help in a separate window

| e

Signs you out of the current secure gateway session

7.1.9 Tips for Using the Browse Field

The Browse field enables you to navigate to a variety of resources through your
secure gateway session including web pages & file servers. You can use the
following formats when typing text in the Browse field at the top of the VPN
Homepage.

Use this format To
http://www.domain.com OR Browse web pages
https://www.domain.com OR
domain.com
\\server\share OR Access shares on Windows file
smb://server/share servers
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7.2 Method 2: Access network files through windows explorer.

To map a network drive, make sure WSAM is running.

- Open windows explorer, select “tools” and then “Map network drive”

: File  Edi

Map heby

'\._-)E;B"'k s = Disconneck Me e, U7 I,f éLinks 1

7 = Synchronize. ..
: Address lfﬂ My Computer

Folder Options...

_____ | Ty

System Tasks ' B e Systemn (C:) Loca
g Diaka (D) Loca

Other Places =% on 'corp.mitrc.comidfsroot' (G:) ety
| fznetteam on 'skerc08' () Diisce

&) 1y Network Places | 5% public on 'skerend' (P2 Disce
!E' My Docurnents f:gstandard on 'skerc08' (50 Disce
@, CortiolPanel | Z2install on 'hasfile01’ {2 Netw
=% apps on 'skere0g' (v Discc

b DVD-RAM Drive (2:) oC

Details

My Computer
System Folder

Figure 63

- Select a drive letter (i.e. W: ) and type-in folder path. The folder path should follow
this format : \\servername\folder

- Click on “connect using a different name” and input your credential.

In normal case, you need to input your LAN ID with domain in the following format:

For ex-K users: dkcrc\LANID

For ex-M users: mtrcorpMLANID
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Mrresse. .

- Click “OK” to finish the setting.

- Please make sure that you have sufficient access right to the network folders,
otherwise the access will be denied.

- You may need to disconnect the mapped drive once you logged-out your VPN

connection.

7.3 Special handling for corporate network share using virtual network folder
hame
- You cannot map the folder path directly if the folder name is virtual. (format:
\\mtrcorp\rfs\XX ). You need to map the real network folder according to the
following table. (for example, please use \\server\path instead of \\mtrcorp\rfs\v1\)

- To obtain the full virtual network folder mapping table, please contact IT helpdesk
for assistant.
- This special handling is applicable to both method 1 and 2.
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8 Tips for access applications via RTS client

Previously, You may need to install Remote Terminal Service (RTS) client and access
the RTS application weblink in the VPN bookmark page in order to access Corporate
Budgeting System (CBS), Room Booking System and Metro Recreation Club (MRC).
Due to the application redevelopment, you can access such applications via EIP portal.
Please follow the procedures stated in section 6 to access such IS applications.

9 Sign out VPN Connection

There are two ways to sign out from VPN. To sign out from VPN, please follow.

9.1 Click the icon (| B hown on your screen anytime to sign out VPN connection as
depicted below.

NI | u
bk - = - @ | @search GFavartes Pvede (| R- & = B
address [@7 he . ce . mtr,com.hk+?_pageid=1,122693,1_1227858_dad=portali_schema=PORTAL | e
Welcome to Enterprise Information Portal

Wiki Edit Custorize Home Graphical Version HelpDesk Logout

Employee Self Services
Employee Self Service {ESS]
Metro Credit Union System (MCU)
MRC & Internal Sale System
Electronic Forms

Electronic Forms {My Inhox]
Electronic Forms {Download)
Printer Services

Staff Relations /Welfare Homepaue
\WIT Homepage

Self-Service Trainings

IntroductonyVideo on Sustainability and CSR (English Version

uuuuu i and CSR ( Cantonese Version)

Figure 65

Or you can click the “Sign Qut” button of the Bookmarks page of VPN portal as
depicted below.

Address I@ https:/five. mtr.com.hkidanafhomefindex. cai j a o | Links
& ¥ o0
Home  Preferences  Help | Sign Qut
Browse | (tips)
Figure 66
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9.2 Wait a while for VPN to logout.
then close the Internet Explorer.

File Edit Wew Faworites Tools Help

<5 Back ~ e ﬁ @Ssarch Favurites G @'

Address |@ https: ffive.mtr.com.hk/dana-na/authfurl_defaultiwelcome, cairp=logoutio=188.=

When you see the following screen, you can

THIS IS A PRIVATE SYSTEM. UNAUTHORIZED ACCESS IS PROHIBITED.

Your session has ended,

Figure 67
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10 Frequently Asked Questions

This section provides answers to some frequently asked questions and problems.
You may seek help from ITSD by going to “9. Getting Help” of this user guide after
exhausting the possible solutions provided in this section.

Q1: The Windows Secure Application Manager (WSAM) doesn’t show up on
the taskbar of my PC?

A: 1. Ensure you have temporarily disable the “Pop-up Blocker” if you are using
XP SP2.

2. You may go to the main page of VPN portal and launch the WSAM
manually by clicking the “Start” button of “Windows Secure Application
Manager” as depicted beIow.\

Web Baokmarks ||| \ ~ |

{& Enterprise Information Portal
Mote: Mot all systemns within Enterprise Infarmation Portal are s

[E HRMS Employee Self Service (ESS)

Please ensure you have Remote Terminal Service (RTS) client intalled before proceed,
Otheruise, pls download it from info.mtr.com. hk

@ Consultancy Knowledge Base

{& How to access Central Filing System (CFS)?

[E map N drive to CFS

This pragram will map your N drive to GFS sarver, Please o lick this linl| and select 'Open’ to
run the program.
{& CFs webAccess

websccess to Central Filing Systemn (GFS) for Consultancy and Investrdnt Project Users,

[@ Mmaintenance & Logistics System (MLS)

Please ensure you have Remote Terminal Service (RTS) client installed byfore proceed,
Otheruise, pls download it from info.mtr.com. hk

[ corporate Budgeting System (CBS)

{& GoChinese

Metro Recreation Club {MRC)

Please ensure you have Rermate Terminal Service (RTS) client installed beford proceed,

Otherwise, plz downlosd it from info.mtr.com. hk

[ Room Booking

Please ensure you have Remote Terminal Service (RTS) client installed before froceed,
» pls download it from info.mi hk

{2 ARS web

[ - [ \ ]

Windows Files
You don't have any fles bookrmnarks.

Terminal Sessions "l \ | ‘ ‘

You dor't have any terminal sessions.

[y P —— []

% \Windows Secure Application Manager ‘SIan

Figure 68
To go to the VPN Bookmarks page, you can click the icon.

Following screen shows the WSAM is being launched.
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(3|

Gk o - © ) Y| Qeven [F1revones B [B-

Address [&] hitpsfive.mir com. hkidanajesmiesmun.coi

Launching the Secure Application Manager. Please wait

Launching appication. Pleass wait
Launching the Secure Application Mana

a e Application Manager from loading
properly, click hers to continue. Not all F

Figure 69

Q2: |can’t run .jsp (e.g. CN/CGI).

A:  This problem is specific to XP SP2 PC only. XP SP2 has enhanced the security
control of your PC by adopting “Pop-up Blocker” which prevents .jsp from

executing without your awareness. To run .jsp via VPN, you have to

temporarily disable “Pop-up Blocker” as depicted below.

3 ON/CG1 - Wicrosoft Internet Explorer
e G ven faome Tk e

0 S [ B O Psewn et @ Y 3
otress [@) e_schema= VB0 s >
2
R
— e

200403121 09:43 2004/09(21 09:43
200403121 09:44 2004109721 09:44

528 2004{08/26 14:25

200408125 1525 2004109126 14:25
200408/20 1652 2004j08126 14:25
200408120 16:53  2004/08(25 14225
200408118 1208 2004109126 14:25
200408/17 17119 2004j08126 14:25
200408117 17221 2004j08128 14225
200408713 1431 2004109126 14:25
200408/13 1432 2004/08126 14:25
200807129 11149 2004/08(26 14:25
200407127 11153 2004108126 14:25
200407119 1730 2004j08125 14224
200407119 1727 2004108126 14225

[ A CoporateHomePag... 2 CICGL - Microsoft In... | 28 Documentd - Mirosaf...

Figure 70

Q3: “You do not have permission to login. Please contact your

administrator.” message is displayed when going to the logon page of
VPN from a XP SP2 PC.

fiddress | @] httpst five.mtr.com. bkjdana najaoth/un_defauk welcame.cg R

THIS IS A PRIVATE SYSTEM. UNAUTHORIZED AGGESS IS PROHIBITED.

You do not have permission to login, Please contact your administrator,

Figure 71

A:  This problem may occur when you connect to VPN from a XP SP2 PC.
Following steps help to resolve the problem:
1. Clear the cookies by going to Internet Options of Internet Explorer-> Delete
Cookies... (under General tab).
2. Clear temporary internet files by going to Internet Options of Internet

Explorer -> Delete Files... (under General tab). Please remember to select
“Delete all offline content” as well.
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3. Go to Internet Options of Internet Explorer -> Security tab.
4. Click “Trusted Sites” as depicted below.

Internet Options 2|

General  Security I F’rivacyl nlentl Connectiansl Programsl Advanced'
Select a'weh content zone to spedy its security settings
® 9 O @
Intemnet Local intranet Restricted
sites

Trusted sites
This zone containg Web sites that you Sites... |
trugt not to damage your computer of —

data Mo sites are in this 2one.

~ Security level for this zone
Move the slider to set the security level for this zone.
| - Low
- Minimal afeguards and warning prompts are provided
- - - Most content iz downloaded and run withaut prompts
- Al active content can mn
- - - Appropnate for sites that you absolutely bust

LCustom Lewvel... | Default Lewe |

ok I Cancel | Lpply |

Figure 72

5. Click “Sites..\” and then enter https://ive.mtr.com.hk into the “Add this Web

site to the zon
ircernet Options

General  Security | F’livacyl Content

Select a'web content zone ta specify its se

® © 0@

Intemet Localintranet  Trusted sites  Regcted
i

Trusted sites
This zone contains Web sites that you
trust nat to damage your computer or

data Mo sites are in thisfzone.

— Security level for this zane

Move the slider to st the security level for this zone.

| - Low

- Mirimal safequards and warning prompts are privided

- = - Most content is downloaded and mn without pfompts
- &l active content can run

- - -Appropriate for sites that pou absalutely trust

LCustom Level... | etault Level I

oK

Add this Web site to the zone:

Ihttps:f,iive.mtr.cnm.hk

web sites:

REmOvE

1 Far all sites in this zone

Ok Cancel

¥ Require server verification (htt

Figure 73

6. Click “Add” to add this site.
7. Click “OK” button to save and exit.
8. Restart Internet Explorer and re-logon VPN.
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Q4: How can | change the VPN logon password?

A: To change the password, please follow the steps below.

1.
2.

Logon VPN as usual.
Click the “Preferences” as depicted below.

o P © | B
Home @ Preferences  Help | Sign Cut

Figure 74

Click the “General” tab as depicted below.

eeeeeeeeeeeeeee

P Preferences

Figure 75

Enter your current password into the “Old Password” field, and then enter
the new password into the “New Password” and “Confirm Password:” fields.
Click “Change Password” button to change the password.

If the change is successful, a successful message will be returned and
displayed.

Q5: How to distinguish alphabets from numbers such as O and 0, I and 1, etc

displayed on token?

A Apart from numbers 0 to 9, only alphabets “A”, “C”, “E”, “F”, “H” and “P” are used.
So, it is very rare for you to mix up alphabets and numbers displayed on the
SafeWord token.
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Q6: Abnormal EIP logon page is displayed as follows and | cannot logon EIP
ever after entering correct credentials. B

t Explorer

R

Please click hittp://portal.mir.com.hik/pls/portal to access the resource.

? Please type your user name and password.

Site: login it com k.

Realn 550

e
L
T Save s passvord i ou passwrdit
Corcel
|
it vt com PRt [ 15 [ et v

&1 opening page http:/fportal.mtr.com hikjplsfportal, ] [ unknown Zone %

Figure 76

A: It may be caused by disabling the “Enable Integrated Windows Authentication”
option of IE. To enable the option, please follow the steps below.

1. Launch IE.

2.  Goto Tools -> Internet Options -> Advanced tab.

3.  Scroll down the list and find the “Enable Integrated Windows
Authentication (requires restart)” check-box as depicted below and select
it.

Internet Options ﬂﬂ

Generall Securit_l,ll F'rivac:_l,ll Contentl Jornections | Programs  Advanced

Settings:

O Allow active content from CDsfta run on My Computer ;I
O Allow active content ta run in fles an My Camputer
O &llow software to run or install even if the signature is invalid
Check for publisher's certificale revocation
O Check far server certificate refrocation [requires restart)
Check for signatures on dowloaded programs
O Do nat save encrypted paget to disk
O Empty Temparary Intemet Filgs falder when browser is closed
Enable Integrated ‘Windows Buthentication [requines restart]
Enable Profile Assistant
Use S5L20
Use S5L30
O UseTLS 1.0
‘warm about ireealid site certificates
O 'wam if changing between secure and not secure mode

| “warm if forms submittal is being redirected [ -
4 3

Bestare Defaults |
QK I Cancel | Lpply |

Figure 77

4. Restart your IE.
5. Logon VPN as usual and retry EIP again.

Q7: | was prompted with an authentication box as depicted below to
authenticate against “Connect to login.mtr.com.hk” when opening either
“Enterprise Information Portal — Text Mode” or “Enterprise Information
Portal — Full Graphical Mode”.
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Connecting to login.mtr.com.hk

[Iremember my password

Cancel

Figure 78

A: To solve the problem, you have to follow steps below to enable “Automatic logon
with current username and password” of your IE.

1. Launch IE.

2. Go to Tools -> Internet Oitions -> Security tab -> Internet as depicted below.
Internet Options ﬁ‘gl

General| Secuiity | Privacy | Content | Connections | Programs | Advanced

Select a Web content zone to speciy its secuity settings.

® Q@ 0 9
Localinkianet  Trusted sies  Restricted
sites

Internet

@ This zone containg all 'Web sites you

haventt placed in cther zones
Secuity Jevel for this zane

Custom
Custom settings,
- To change the settings, click Custom Level.
- To use the recommended ssitings, dick Default Level

[ Costomievel.. | [ Defautlevel |
«
/5]

Figure 79
3. Click “Custom Level”.
4. Scroll down the list box and then select “Automatic

username and password” as depicted below.
Security Settings E‘E‘

Settings:

gon with current

Disable ~
Enable
Prompt
Scripting of Java applets
Disable
Enable
Prompt
€ User Authentication
m Logon

Anonymous logon
Automatic logon only in Intranet zone

C@OrO0@0)

Reset custom settings

Resetto: |Medium vH Resct |

Figure 80
5. Click “OK” button to save and close it.
6. Close your IE and retry.

Q8: | was prompted with error “The Web site cannot be found” when
connecting to Enterprise Information Portal (EIP) as depicted below.
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The Web site cannot be found

The Web site you are looking for is unavailable due to its
identification configuration settings.

Please try the following:

e Click the Refresh butten, or try again later.

e If you typed the page address in the Address bar, make sure
that it i spelled correctly.

# Click the Back butten to try ancther link.

11004 - Host not found
Internet Security and Acceleration Server

Technical Infarmation (for support personnel)

 Background:
This error indicates that the gateway could not find the 1P
sddress of the Web site you are trying to access.

Figure 81

A: This problem usually happens when the user is connecting to EIP from the
location where proxy server is being used. The user has to enter following Fully
Qualified Domain Name (FQDN) of Enterprise Information Portal (EIP) into the
Exception list of his/her Internet Explorer (IE) by following the steps below.

1. Launch Internet Explorer (IE).
2. Select “Internet Options” from “Tools” of IE as depicted below.

Eile Edit Yiew Favorites | Tools Help
Qeack ~ ©) ~ J @ Mail and News > bories 4

Manage Add-ons...
Address |&] htp:/fportal. i Sy il home

Windows Update

@ Action cancelec  windows Messenger
Sun Java Console

Internet Explorer was unable
requested. The page might be

Please try the following:

» Click the [#] Refresh button, or try again later.

+ If you have visited this page previously and you want to
view what has been stored on your computer, click File,
and then click Work Offline.

» For information about offline brawsing with Internet
Explorer, click the Help menu, and then click Contents
and Index.

Figure 82

3. Go to “Connection” tab of “Internet Options”, and then click “LAN Settings”

as depicted below.
Internet Options 2
General| Securty | Pivacy | Content Connections | Progrems | Advanced |

To set up an Internet connection, dlick
Setup,

- Diakup and Vitual Private Network setings ————————————

Add
Remove
Chanse Settingsif you nesd to configure aproy  Gefling:
server for a connaction.

! Hever dialla cormestion

O Dijal wheneyer a network conestion is et present
€ Ayays dial my defaul onnestior

Current e Gt Defaull

[~ Lacal Area Network [LAN) seftings

LAN Settings do not apply to diskup comnections.  LAN Settings
Choose Settings above for dial-up settings.

OK Cancel el

Figure 83

4. Click “Advanced” button as depicted below.

Issue: 3 Revision: 4 Page 53



Virtual Private Network (VPN) User Guide

Local Area Network (LAN) 21

[~ Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

™ Automatically detect settings

™ Use automatic configuration script

Address I

[ Proxy server

~ Use a proxy server for your LAN (These settings will nat apply to
dial-up or ¥PMN connections).

Address: |yuurjroxy_ser» Pork: |8080 {Rdvanced.., |

V¥ Bypass proxy server For local addresses

0K Caneel

Figure 84

5. Append login.mtr.com.hk and portal.mtr.com.hk into the Exception box
as depicted below.
x|

[ Serwers
Type Proxy address to use Fort

Sl HTTP: [pour proxy_server ¢ [e0sa

Secure: W : W

ETP! [rouw procserer — :[p0s0

Gopher: YOLF _Droxy _server H W

Socks: B l_

[V Use the same proxy server For all protocals

~Exceptions
Do pot use proxy server For addresses beginning with:
=l
[

myintranetserver. abe.com; login.mtr.com. hk; E
portal mtr.com. bk -
Use semicolons { ; ) ko separate entries,
Figure 85

6. Click “OK” button to save and return to IE.
7. Restart IE and try to access Enterprise Information Portal again.

Q9: Why do | fail to access majority of IS applications via VPN from Vista.

A:

Successful formation of VPN session between your Vista and Corporate network
does not mean that all network services are fully certified or tested on Microsoft
Vista. If you fail to access a specific IS application, you may need to contact IT
Help Desk to check if that IS application has been certified (or tested) to run on
Microsoft Vista platform. When this version of user guide is released, all IS
applications have not been tested on Microsoft Vista yet.

Q10: There are some problem when access IS application with Single Sign On.

A:

Since weblink rewriting will be required to facilitate SSO function. If the specific
pages or objects which don’t support weblink rewriting will generate problem.

For workaround, you can open a new IE browser and enter the EIP link
http://portal.mtr.com.hk by yourself (instead of click on EIP link from Bookmark

page). This is a normal mode with no SSO function.

Q11: How to install or upgrade VPN client (WSAM) without local-administrative

right on my PC?
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A: There are two scenarios which need to install or upgrade your VPN client,
1: Login VPN for the first time VPN or
2: VPN firmwire version has been updated in server side.,
you must need local-administrative right to install the program. Otherwise,
VPN Client (Windows secure Application manager) will not be able to be
installed.

If you don’t have the administrative privilege on your PC (i.e. you are running a
managed PC within your company), please consult your PC administrator to
install the “Juniper installer service” to your PC. You many download the file
in here

Then, you can update your VPN client though next VPN login.

Once Juniper installer service is installed, you will be able to install or upgrade
the VPN client automatically without administrative privilege in future.

Q12: Can | download the VPN client files for manual installation?

A: Yes, you can download the files in http://info.mtr.com.hk , under “Download
Applications” Section

2 Info.mtr.com. hk - Microsoft Internet Explorer provided by MTR Corporation Limited

© File Edt iew Favorites Tools Help U]
2 ~ n : =
<) ) Iﬂ |§| P p. ! Search f\? Favarites @? Links () Admin  [5) Network Tools & Corporate Portal
 address | @] htkpsfinfo.mtr,com.hkf bt o
The Remate Terminal Service (RTS) provides secure access to Windows-hased ETVPT L (S
applications (Mon Web Applications) from virtually any device over any connection. Tips

T RTS User Guide
ZRts Troubleshooting Tips

] Password Token Login for Remaote
Access User Guide

Access Your E-mails while you are out of Office

Dutlook VWeb Atcess (VA

The CutlookWeh Access (0WNA) is aweh-based version of Microsoft Qutiook. The Outlook
‘Web Access gives users addltlona!ﬂexmllltyln checking e-mail, calendar, task and contacts Download Applications
from a browser-based computer with Internet access.

@ Remote Terminal Service (RTS) Client

Dutlook Direct Access (DDA @ virtual Private Metwork Hotfix for English
‘When you need frequent access to your e-mails fror the Internet, particularly during your Windows XP P2 (<B854020)

huginess trip, you are recommended to use ODA on the notekook computer supplied to you. | | @ vinual Private Metwark Hofii for

QDA allows you ta access your mailbox through the Outlook 2003 clientwith the same "l0ok- | | 12 ditional Chinese Windows XF SP2?

and-feel" as if you were working in office premises. 1B284020)
Far more detail information, you can contact IT Help Desk at (852)2993 2993 ar send e-mail @ virtual Private Network Hofix for
|to it-helpdesk@mtr.carm. hk Simplified Chinese YWindows XP SP2
(HKE2240900Y

@VF‘N-Junigerlnstal\erSewice
DPN - wiSAM Client

@vPN - Host Checker

@ Microsoft Office Communicator 2007

@ Microsoft Office Communicator 2007 R
client hotfis

@ Microsof Live Meeting 2007
@ Microso Conferencing Add-in for Outlook

Carmmon Questions on WPH Comrman Questions on RTS i
R | How Fast is Your Internet

1. Why | cannot logon YEMN 2 1. Howr to use Application Page ¢ I Connection?

2. How Can | Access YPM services? 2. How to confiqure Application Setting ?

3. Dolneedto be an Administrator an 3. Howto change pascword ?

Windows 2000P machines in orderto use

WPM serice?

| e
&) @) Trusted sites
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11 Getting Help

If you come across any problem in accessing MTR Corporation network resources via
VPN, you may call IT Help Desk at (852) 29932993 to log the fault for follow-up, or
you can go to MTR extranet portal (http:/info.mtr.com.hk) for quick reference and
suggestion to commonly asked technical questions and problems.

http://info.mtr.com.hk is a central information portal for internet users to get user guide,
troubleshooting tips, etc. for the internet services provided. From this portal, you
may find useful information and resolution to your problem.
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Appendix A

Specified Antivirus Software

AhnLab V3 Internet Security 2008 Platinum (7.x)

AhnLab V3 Internet Security 7.0 Platinum Enterprise (7.x)
AntiVir PersonalEdition Classic Windows (7.x)
AntiVir/XP (6.x)

AntiVirusKit 2006 (2006.x)

avast! Antivirus (4.8.x)

avast! Antivirus (4.x)

avast! Antivirus Professional (4.8.x)

AVG Anti-Virus Free (8.x)

Avira AntiVir Personal — Free Antivirus (8.x)
Avira AntiVir PersonalEdition Premium (7.x)
Avira AntiVir Premium (8.x)

Avira AntiVir Premium (9.x)

Avira AntiVir Professional (8.x)

Avira Premium Security Suite (9.x)
BitDefender Antivirus 2008 (11.x)
BitDefender Antivirus 2009 (12.x)
BitDefender Internet Security 2008 (11.x)
BitDefender Internet Security 2009 (12.x)
BitDefender Total Security 2008 (11.x)
BitDefender Total Security 2009 (12.x)

CA Anti-Virus (9.x)

CA eTrust Antivirus (7.X)

CA eTrust Internet Security Suite AntiVirus (7.x)
ClamWin Antivirus (0.x)

ClamWin Free Antivirus (0.x)

COMODO Internet Security (3.5.x)

ESET NOD32 Antivirus (3.x)

ESET NOD?32 Antivirus (4.x)

ESET Smart Security (3.x)

ESET Smart Security (4.x)

F-Secure Anti-Virus (7.x)

F-Secure Anti-Virus (8.x)

F-Secure Anti-Virus Client Security (6.x)
F-Secure Internet Security (7.x)

F-Secure Internet Security (8.x)
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Kaspersky Anti-Virus 2009 (8.x)

Kaspersky Anti-Virus 7.0 (7.x)

Kaspersky Internet Security 7.0 (7.x)
Kaspersky Internet Security 8.0 (8.x)
Kaspersky Internet Security (9.x)

Kingsoft AntiVirus 2007 Free (2007.x)
McAfee VirusScan (11.x)

McAfee VirusScan (12.x)

McAfee VirusScan (13.x)

McAfee VirusScan Enterprise (7.0.0.x)
McAfee VirusScan Enterprise (7.1.0.x)
McAfee VirusScan Enterprise (7.5.0.x)
McAfee VirusScan Enterprise (8.0.0.x)
McAfee VirusScan Enterprise (8.7.x)
McAfee VirusScan Enterprise (8.x)

McAfee VirusScan Home Edition (7.x)
McAfee VirusScan Professional (8.x)
McAfee VirusScan Professional (8xxx)
McAfee VirusScan Professional (9.x)
McAfee VirusScan Professional Edition (7.x)
Norton 360 (Symantec Corporation) (1.x)
Norton 360 (Symantec Corporation) (2.x)
Norton 360 (Symantec Corporation) (3.x)
Norton AntiVirus (10.x)

Norton AntiVirus (14.x)

Norton AntiVirus (15.x)

Norton AntiVirus (16.x)

Norton AntiVirus 2004 Professional (10.x)
Norton AntiVirus 2004 Professional Edition (10.x)
Norton AntiVirus Corporate Edition (7.x)
Norton AntiVirus Corporate Edition 7.0 for Windows NT (7.x)
Norton Internet Security (16.x)

Norton Internet Security (7.x)

Norton Internet Security (8.0.x)

Norton Internet Security (8.x)

Norton Internet Security (9.x)

Norton Internet Security (Symantec Corporation) (10.x)
Panda Antivirus + Firewall 2008 (7.x)
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Panda Antivirus 2008 (3.x)

Panda Antivirus Platinum (7.06.01.x)
Panda Antivirus Pro 2009 (8.x)

PC Tools AntiVirus 2008 (5.x)

PC Tools Internet Security [Antivirus] (6.x)
PC Tools Spyware Doctor [Antivirus] (6.x)
Rising Antivirus Network Edition (20.x)
Rising Antivirus Software AV (17.x)
Rising Antivirus Software AV (18.x)
Rising Antivirus Software AV (19.x)
Rising Antivirus Software AV (20.x)
Rising Antivirus Software AV (21.x)
Symantec AntiVirus (10.x)

Symantec AntiVirus (9.x)

Symantec AntiVirus Client (8.x)

Symantec AntiVirus Server (8.x)
Symantec AntiVirus Win64 (10.x)
Symantec AntiVirus [ 7l (8.x)
Symantec Client Security (10.x)

Symantec Client Security (9.x)

Symantec Endpoint Protection (11.x)
ZoneAlarm (AntiVirus) (8.X)
ZoneAlarm Anti-virus (8.x)

ZoneAlarm Extreme Security Antivirus (8.x)
ZoneAlarm Security Suite (6.x)
ZoneAlarm Security Suite Antivirus (7.x)
ZoneAlarm Security Suite Antivirus (8.x)
RO IRE 4k 2009 (8.%)
REHTESUHEE 6.0 (6.X)
REHETEL S A 6.0 Windows T FuL (6.0.x)
FEHTE: % 7 Personal (5.0.x)
SRR R H Personal (5.0.x)

T RE AR KV2008 (11.x)

TR BEFE KV2009 (12.x)

Bt B AR REAE N AV (19.x)

<1 L1E:5 2008 (2008.x)

<1 11EE#s 2009 (2009.x)
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Appendix B

Firewall Software

AhnLab V3 Internet Security 2007 (7.x)

AhnLab V3 Internet Security 2007 Platinum (7.x)
AhnLab V3 Internet Security 2008 Platinum (7.x)
AVG 8.0 [Firewall] (8.x)

AVG Firewall (7.x)

Avira Premium Security Suite (7.x)

Avira Premium Security Suite (9.x)

BitDefender 8 Professional Plus (8.x)

BitDefender 9 Internet Security (9.x)

BitDefender Internet Security 2008 (11.x)

BitDefender Internet Security 2009 (12.x)

BitDefender Total Security 2008 (11.x)

BitDefender Total Security 2009 (12.x)

COMODO Firewall Pro (3.x)

COMODO Internet Security (3.x)

ESET Smart Security (3.x)

ESET Smart Security (4.x)

F-Secure Anti-Virus Client Security - Internet Shield (6.x)
Kaspersky Internet Security (7.x)

Kaspersky Internet Security (8.x)

McAfee Desktop Firewall (8.0.x)

McAfee Desktop Firewall (8.5.x)

McAfee Host Intrusion Prevention (7.x)

McAfee Personal Firewall (10.x)

McAfee Personal Firewall (8.x)

McAfee Personal Firewall (9.x)

McAfee Personal Firewall Express (5.x)

McAfee Personal Firewall Plus (5.x)

McAfee Personal Firewall Plus (6.x)

McAfee Personal Firewall Plus (7.x)

Microsoft Windows Firewall (7)

Microsoft Windows Firewall (Vista)

Microsoft Windows Firewall (XP SP2+)

Microsoft Windows Internet Connection Firewall (XP SP1)
Microsoft Windows TCP/IP Packet Filtering (Windows 2000)
Norton 360 (Symantec Corporation) (1.x)
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Norton 360 (Symantec Corporation) (2.x)

Norton 360 (Symantec Corporation) (3.x)

Norton AntiVirus (14.x)

Norton AntiVirus (Symantec Corporation) (15.x)
Norton Internet Security (16.x)

Norton Internet Security (Symantec Corporation) (10.x)
Norton Internet Security (Symantec Corporation) (7.x)
Norton Internet Security (Symantec Corporation) (15.x)
Norton Internet Security 2006 (Symantec Corporation) (9.x)
Norton Personal Firewall (Symantec Corporation) (7.x)
Norton Personal Firewall 2006 (Symantec Corporation) (8.x)
Panda Antivirus + Firewall 2007 (6.x)

Panda Antivirus + Firewall 2008 (7.x)

Panda Endpoint Protection Firewall (5.x)

Panda Internet Security 2007 (11.x)

Panda Internet Security 2008 (12.x)

Panda Internet Security 2009 (14.x)

PC Tools Firewall Plus (3.x)

PC Tools Firewall Plus (4.x)

PC Tools Firewall Plus (5.x)

PC Tools Internet Security [Firewall] (3.x)

PC Tools Internet Security [Firewall] (4.x)

PC-cillin 2002 (9.x)

PC-cillin 2003 (10.x)

Symantec Client Security (10.x)

Symantec Client Security (9.x)

Symantec Endpoint Protection (11.x)

Trend Micro Internet Security (11.x)

Trend Micro Internet Security (16.x)

Trend Micro Internet Security (17.x)

Trend Micro PC-cillin Internet Security 2007 (15.x)
Windows Live OneCare (1.x)

Windows Live OneCare (2.x)

ZoneAlarm (6.X)

ZoneAlarm Anti-Spyware Firewall (7.x)

ZoneAlarm Anti-virus (6.x)

ZoneAlarm Anti-virus Firewall (7.x)

ZoneAlarm Anti-virus Firewall (8.x)

Issue: 3 Revision: 4 Page 61



Virtual Private Network (VPN) User Guide

ZoneAlarm Extreme Security FW (8.x)
ZoneAlarm Firewall (8.x)

ZoneAlarm Pro (5.x)

ZoneAlarm Pro (6.x)

ZoneAlarm Pro Firewall (7.x)
ZoneAlarm Pro Firewall (8.x)
ZoneAlarm Security Suite (5.x)
ZoneAlarm Security Suite (6.x)
ZoneAlarm Security Suite FW (7.x)
ZoneAlarm Security Suite FW (8.x)

ZoneAlarm with Antivirus (5.X)

R AR L 2 EE(6.x)
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Appendix C

Software Token User Guide

1. Obtain a Software Token package from IT Helpdesk (file name format:

mobilepass400xxxx.zip)
2. Copy to PC running with windows operation system.

3. Unzip the package.

Extraction Wizard @

Welcome to the
Compressed (zipped)
Folders Extraction
Wizard

The extiaction wizard helps you copy files
from inside a ZIP archive.

To continue, click Next.

| Nest> | [ Cancel l

Extraction Wizard g]
Select a Destination
Files inside the ZIP archive will be extracted to the location you
choose.

Select a folder to extract files to,

Files will be extracted to this directony:

IC:user\MobileP 254001736

Extracting...
(
[ ¢ Back " Mext > J[ Cancel
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4. There are two files inside the software token folder.
- Mobilepass.exe (software token program)
- Mpconfig.ini (parameter file)

& MobilePass4001736
File Edit View Favorites Tools Help

@Ba:k L > ? /._‘Search | Folders v :f;} Folder Sync

Address [0 C:luser\MobilePass4001736

i =71 mpconfig.ini
File and Folder Tasks obilePass m @ 'E‘r :ug tion Settings
aladdin Know s = SKE
=2 Make a new folder oy

&) Pubiish this Folder to the
‘Web

fad Share this folder

Other Places

) user
() My Documents
| Shared Documents
i My Computer
& My Network Places

Details

MobilePass4001736
File Folder

Date Modified: Today, August
10, 2009, 11:56 &M

5. Dobule-click the mobilepass.exe to launch software token.

SAFEWORD e k Soft-button

ﬂ

6.  Press the soft-button to generate new OTP passcode. The operation is exactly the
same as hardware token.

i
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7.  To obtain detail software token information for further troubleshooting (if

necessarey). Right-click and select “about”

About MobilePass X

F MobilePass for Windows
— Version 2.0.4.26
Copyright [C) 2008 Aladdin Knowledge Systems

MaobilePass details

Serial Number: 04001736

Mode: Event-synchronous
State: 20

Passcode Length: &

Time: 11:58:11

Time Zone: China Standard Time
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