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1. Introduction

ACR30 Smart card reader/writer

The ACS Smart Card Reader/Writer ACR30 is an interface for the communication between a
computer (for example, a PC) and a smart card. Different types of smart cards have different
commands and different communication protocols. This prevents in most cases the direct
communication between a smart card and a computer. The ACR30 Reader/Writer establishes
a uniform interface from the computer to the smart card for a wide variety of cards. By taking
care of the card specific particulars, it releases the computer software programmer of getting
involved with the technical details of the smart card operation, which are in many cases not

relevant for the implementation of a smart card system.

The ACR30 Smart Card Reader/Writer is connected to the computer through a serial
asynchronous interface (RS-232) or USB interface. The reader accepts commands from the
computer, carries out the specified function at the smart card and returns the requested data
or status information.

The ACR30 is a compact, very cost-effective, single chip reader which supports all MCU-
based cards with T=0 or T=1 protocols as well as the popular memory cards in the market
today. It is ISO 7816-1/2/3 compliant, EMV and Microsoft PC/SC certified, and supports all

major PC platforms.

Being a single-chip solution, this reader is one of the most cost-effective solutions for e-
commerce, information security, access control, identification, and other smart card
applications. It is available in two types of interface: ACR30S and ACR30U. The ACR30 is

also available in two types of casing, the original Piano casing and the new CyberFrog casing.

Like the ACR20, the ACR30 is also supplied in module form (ACM30). This is an ideal

solution for easily integrating smart card access into any application. The module retains the

© Advanced Card Systems Ltd. Page 3 of 13



ACR30 - User Manual

V 1.08, July 2002

full functionalities of the reader/writer, and can be easily integrated in payphones, parking

meters, vending machines, laundries, gaming machines, ATM's, sophisticated access control

systems, and more.

2. Technical specifications and system requirement

Standard features for the ACR30 reader series:

ISO 7816-1/2/3 and PC/SC Compliant
Certified by CE, FCC, EMV and Microsoft WHQL
Read and write ALL microcontroller cards with T=0 and T=1 protocols

Read and write the popular memory card types in the market:
o Siemens: SLE4406, SLE4418, SLE4428,SLE4432, SLE4442
o Atmel: AT88SC06, AT24C01-16
o STMicroelectronics: ST1305, ST14C02C, ST14C04C

Note: Card manufacturers using the above-mentioned chips may have different

names for their

cards. These cards are likewise supported by ACR30. Examples are:
- Gemplus: GPM103, GFM2K, GFM4K, GPM2K, GPM8K

- Schlumberger: Primeflex Store 2K/8K, Open 2K/4

Interface library for efficient PC application software development
o  32-bit DLL files for Windows 95, 98,Me, NT and 2000
o PC/SC compliant IFD handler

Technical Specifications:

Interface RS-232 (Serial) or USB

Supply Voltage Regulated 5V DC

Supply Current <100mA (without smart card)

Operating Temperature 0-50°C

CLK Frequency 3.68/4 MHz

Standards / Certifications ISO 7816-1/2/3, PC/SC, CE, FCC

Operating System Support Windows 95, 98, Me, NT, 2000 and XP, Linux
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3. Smart card reader installation/uninstallation by using installer

3.1 Installation - Example : ACR30U, PCSC, Win2K

Al PCSC Install Wizard a)

After the user run “setup.exe” which is
located in the “AC-Kit driver directory”. This
e s page will be shown.

Welcome to the PC/SC Driver Install Wizard

The Install Wizard will install the PC/SC Driver in your computer.

PCISC (Personal Computer / Smart Card)
H “ »

PCISC work huilds upon existing industry smart card standards - 1S07616 and EMY -- Cl ICk NeXt bUtton

and complements them by defining Iow-level device interfaces and device-independert

application &Pl as well a3 resource management, to allow multiple applications to share

smart card devices attached to & system. NOte:
1) Please do NOT connect the ACR30 reader with
To continue, elick ‘Next. PC until the instruction by installer.
WVUARNING: This program is protected by copyright law and international tresties
View ReadMe 4 Cancel
4 PCSC Install Wizard b)

The user should select the appropriate smart
card reader from the list.

www.acs.com.hk

Reader Model Selection
Please select the reader model ACRI0S ﬂ
ACR20S, ACR30S, ACF30S

ACR30 with RS-232 serial interface

ACR20SP, ACR30SP
ACR30 with RS-232 serial Plug and Plary intes

ACR20U, ACR30U, ACF300, ACT30 |AcF30U
ACR30 with USH interface

Note

U-USB

SP- Serial Pnp

S — Serial RS-232

To continue, click Mext'

View ReadMe < Back Next > Cancel

A PCSC Install Wizard C)

For example, ACR30U is selected.

www.acs.com.hk

Reader Model Selection

Please select the reader model: 0 Click “Next” button

ACR20S, ACR30S, ACF30S
ACRI0 with RS-232 serial interface

ACR20SP, ACR30SP
ACR30 with RS-232 serial Plug and Play interface

ACR20U, ACR30U, ACF30U, ACT30
ACRI0 with USH interface

To continue, click TMext'

View ReadMe < Back Next > [oF i [1]]
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I PCSC Install Wizard d)

Click “Next” button

www.acs.com.hk

Ready to Install the Driver

You have chosen to install: PC/SC Driver

If you want to review or change any of your

installation settings, click Back”

Note:

1) Please do NOT connect the ACR30 reader with

Click Cancel' to exit the wizard. PC until the instruction by installer.

Click ‘Install' to begin the Installation 2) For the ACS30S (PCSC), the user will be asked
to select their COM port.

View ReadMe < Back Install Cancel

|| ©

Please make sure the ACS USB reader is

& Please make sure the ACS USE reader is disconnected! disconnected.

Click “OK” button

Information x| f)
@ Please connect the ACS USE reader, dlick the 'OK' button after the Mew Hardware Found dialog
appeared.
Please connect the reader.

Click “Yes” button for the Digital signature
dialog box.
]

The Microsoft digital signature affirms that software has

been tested with Windows and that the software has not

been altered since it was tested,

The software pou are about to install does not contain a .

Microzoft digital signature. Therefore, there is no Click “OK” button

guarantee that this software works correctly with

Windows.

ACS USE Smart Card Reader

If pou want to search for Microsoft digitally signed
software, visit the Windows Update Web site at
hitp: A Awindowsupdate. microsoft. com to see if one is
available.

Do you want to continue the installation?

Mo More Info
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A PCSC Install Wizard

www.acs com hk

Installer Operations Complete

The PC/SC Driver is installed sucessfully in your system

Far further information about our products,

please visit  http:/www.acs.com.hk

Click Finish'to exit the YWizard.

View ReadMe Einish

3.2. Connection Diagrams

9)
Click “Finish” button

Note

1) The user may be asked for reboot the system
under Win 98, Win Me platforms.

2) To ensure the PCSC driver is installed properly,
the LED will be turn on when the card is inserted.

Rear of Computer —0

USE Port

USB Connector /-f'____'_'.-

Smart Card Reader

Connection diagram of RS-
232 Serial Interface Smart
Card Reader
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Connection diagram of
USB Interface Smart Card
Reader

@ Mousa ( or Keyboard )

PS/2 Extension Plug ,&

Rear of Computer

P&/2 Port ~J
P52 Gﬂﬂna«:tarﬂ

9-pin Sarial
COnneclor s

DI,

>‘<Sm'|al / Com Port

Smart Card Readar
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3.3. Un-installation (Example : ACR30U, PCSC, Win2K)

Al PCSC Install Wizard a)

For the un-installation, the user just need to
run the installer again.

After the user run “setup.exe” which is
Welcome to the PC/SC Driver Install Wizard located in the “AC-Kit driver directory”. This
page will be shown.

The Install Wizard will install the PC/SC Driver in your computer.

PCISC (Personal Computer / Smart Card)
PCISC work huilds upon existing industry smart card standards - 1S07616 and EMY --
and complements them by defining Iow-level device interfaces and device-independert

application &Pl as well a3 resource management, to allow multiple applications to share

smart card devices attached ta & system. Click “Next” button

To continue, click Mext'

WSRNING: This program i protected by copyright law and internationa treaties

View ReadMe < Cancel

b)

The installer can detect your existing driver.

‘www.acs.com.hk

Driver Found ) ) .
Click “Next” button to remove the driver
Install Wizard has detected PC/SC Driver

has already been installed in your computer.

You must uninstall the existing driver befare installing

the new driver.

Click Mext' to uninstall the Driver

View ReadMe < Back Next > Cancel

x| o

@ Re-boot the system to make sure the driver

The install wizard has successfully uninstalled the driver, can be removed successfully.
Press "ok button to reboot wour computer,

Click “Next” button to re-boot
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4. Sample Applications (available from www.acs.com.hk)
All the sample applications are developed for ACOS1 MCU card only.

Note: You will need to install the ACS Proprietary drivers for these applications.

41 ATM Demo

4.1.1 Program Description

This application demonstrates the use of ACOS card as a combo ID and stored-value card
with a built-in PIN-protected security access layer. The program provides a simulated Online
Bank module and a simulated E-Shop module. In both cases, the smart card can be used to

transact business using ACS smart card readers.

In the banking application, the smart card can be used to transfer money from the simulated
bank module to the card. In addition to this functionality, the money can also be withdrawn
from the value stored on the smart card. In the e-shop application, the smart card can be
used to purchase items from the simulated store module. The total value of purchase shall be
checked against the value stored on the card and the transaction can be consummated if the

value stored on the card is enough to cover for the total value of purchases made.

The application also provides the functionality to format the smart card for the use of the
application. During this stage, the smart card shall store basic information of the cardholder,
and the cardholder's PIN. The card money value is stored in the special account module
present only in ACOS smart cards. The PIN shall be used as a security access for all

processes that involve the amount of money stored on the smart card.

The program also displays a window that shows the various APDU commands and responses

that occur for the whole duration of program execution.

4.1.2 Platform and driver

Suggested Operating System Driver
Windows 98 SE
Windows ME ACS Proprietary Driver
Windows 2000 Professional
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4.1.3 Installation

The demonstration program is provided herein as an executable file. The user needs to install
the ACS smart card reader using the ACS Proprietary driver before running the program. The
user is also required to copy the file, Des.dll, into either the System directory or the directory

where the demonstration program resides.
4.1.4 Function Keys and Processes

When the program is run, the user will be prompted into the Main Menu window as shown

below.

EJATM Demo HEI

Poit [~ Dutput

The user is required to select the Port to which T -
€ AC_COM2

the ACS smart card reader is connected. The € AC_ooM3

Output window on the right half of the screen

will display the APDU command and responses Fomext
for the various processes that may be invoked

for the duration of the program execution. Biluat

i e 525 e}

aili

Connect — When the proper port is selected, Ed

enables the rest of the Function buttons =

Exit — Terminates the demonstration program

Personalize — Displays the Card Personalization window as shown below (Input boxes with

red label are required data)

[ Personalization for card. (Ol x] I
~Personal Informaion
First Name - Box S
I ~ Male ~ Single

LastName : |  Female | |  Married

. . i ) TelNo: [
and writes the information provided by the user Address :

Personalize Card — Formats the smart card

into the card Cash Card Limit- 10,000 Php
PIN Code : |—

[~Card Data

Secuiity Keys. Personalize Card

Reset Form — Erases contents of all input [l o T s an et

Card Key: 415554 4843 415244
. . Terminal Key: 41 55 54 48 54 4552 4D

Random Seed: 52 41 4E 44 43 4152 44

bOXeS In the W|nd0W AppCodel Key: 41 5050 43 4F 44 45 31 Reset Form
ppCode? Key : 41 50 50 43 4F 44 45 32
ppCoded Key : 41 60 60 43 4F 44 45 33
ppCoded Key : 41 50 50 43 4F 44 45 34
ppCoded Key : 41 505043 4F 44 4535 Exit

i

Account Keys...

Debit Key : 44 4544 4354 4B 4553

Credit Key: 4352 44 4954 48 4550

Certify Key: 43 52 54 46 59 48 46,59
Revoke Debit Key : 62 45 56 4F 48 48 4559
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Go To ATM - Enables the simulated Online Bank module as shown below

The smart card reader is on Wait status at this a

point. When a smart card is inserted, Online ] *<'come to ACS Bank...
Bank menus will be enabled and the user can ;l
interact with the module using the function ;l
keys available. ;l

0

Go To E-Shop — Enables the simulated E-Shop module as shown below

The user can drag the items
into the window provided for |[EEare S ———— i
. |> Dataite ﬂ |7 Larga foons ﬂ
items to be bought. The smart e — S

card is required to be inserted
when the user will opt for the

Buy and Inquire functions.

Welcome to E-Shop Persanal lniermation

Buy — Checks the value stored |J|572 [
in the smart card and ([

consummates sale if money value on card is sufficient

Inquire — Displays the amount of money currently stored in the card

4.1.5 Libraries
Acsr2032.dll and Des.dll

4.1.6 Balance reader

After the user stores the personal information and money amount in the ACOS1 card, he/she

can view the personal information and the total amount by using balance reader.

© Advanced Card Systems Ltd.
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4.2 Screen Saver

4.21 Program Description

This application installs and registers a Screensaver module into the Windows operating
system. This module operates using both the ACOS smart card and the ACS smart card
reader. When the application is active, the system only refreshes from the Screensaver mode

if the correct smart card is inserted into the reader.
The specific card information required to deactivate the Screensaver is obtained by the
program during installation. In this respect, only the specific smart card used in the installation

can be used to deactivate the Windows Screensaver program.

4.2.2 Platform and driver

Suggested Operating System Driver
Windows 98 SE
Windows ME ACS Proprietary Driver
Windows 2K

4.2.3 Installation

Install ACS Proprietary driver for your reader. Then, |REEELELS
) i . Background ~ Screen Saver IAppearanceI Effectsl weh I Settings i

right-click on the file, Acos_ss.scr, and choose
Install. The user will then be prompted into the

Windows Screensaver window as shown below

Step 1 : Insert the ACOS1 card

Step 2 : Right click the “ACS” icon to configure the connection e —

- aCreen saver
interface [ 2y 5 Ayl Settings... I Freview I
Step 3 : Right click the “ACS” icon to install the program [ Password protected  LHarme. | wiatt [ 142 minutes

i~ Energy saving features of monitor

Ta adjust the power settings for your monitar,
The user needs to click on the Settings button to % slek Settings
Settings... |

setup the smart card reader and the smart card to

0] I Cancel | Laply |

be used. An ACOS smart card must be inserted into

the reader so that the application can read and save the card data it needs.
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4.2.4 Function Keys and Processes

To activate the application setting window, the user [ EEE T "

may either right-click on the program file, Connected To: [158 H

Acos_ss.scr, and select Configure or click on the
CadID  [30033821B00034CC01122180000034CC

Cancel |

Settings button of the Windows Screensaver

window.

OK — Saves application setting as displayed in the window

Cancel — Disregards application setting shown in the window and reverts application settings

to previous values

4.2.5 Libraries
Acsr2032.dll and Winscard.dll

4.3 SIMmate 2000

4.3.1 Program Description

No more fumbling with your mobile phone keypad! With SIMmate 2000, you can easily create,
edit, and backup phonebook entries and short messages using your PC. Manage your PIN

codes, transfer data from one SIM to another, all on your desktop or mobile device.

Please access http://www.simmate2000.com to obtain more information about SIMmate
2000.

Copyright
Copyright by Advanced Card Systems Ltd. (ACS) No part of this reference manual may be reproduced or transmitted in any from without the expressed,
written permission of ACS.

Notice

Due to rapid change in technology, some of specifications mentioned in this publication are subject to change without notice. Information furnished is

believed to be accurate and reliable. ACS assumes no responsibility for any errors or omissions, which may appear in this document.
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