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Guide to conventions

Throughout the miSAN-V-Series manual, you will find caution and note boxes similar to
those below. Please read the contents of the cautions and notes carefully.

& Caution

This icon indicates the existence of a potential hazard that could
result in personal injury, damage to your equipment or loss of data if
the safety instruction is not observed.

) Note

This icon indicates useful tips on getting the most from your
miSAN-V-Series.

FCC Notice

This equipment is tested to comply with the limits for a Class A digital device pursuant to
Part 15 of FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with the instruction manual, may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause
harmful interference, in which case the user will be required to correct the interference at
his own expense.
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11 Introduction to the miSAN

Chapter1
Introduction to the miSAN

MiSAN-V-Series Overview

The Cybernetics miSAN-V-Series is a disk-based storage appliance that runs Cybernet-
ics’ CY-HSTC (High Speed Tape Cache) tape virtualization engine. Using the HSTC
engine, the miSAN-V-Series emulates conventional tape drives and tape cartridges. Host
applications use miSAN-V-Series virtual tapes and drives as conventional backup
resources. Virtual drives appear to hosts as physically-attached, parallel SCSI devices.
Virtual tapes appear as tape cartridge images written in their native format. The miSAN-
V-Series stores virtual tapes securely on disk drives and allows for copying to physical
tape cartridges.

miSAN-V-Series virtual drives write and read data using virtual tapes at speeds unreach-
able with physical devices.

mMiSAN-V-Series resources are administered remotely over the network using a web
browser or telnet terminal. Using the iSCSI protocol, the miSAN-V-Series can function as
a network backup solution, by offering tape backup and archiving services to multiple
hosts. Virtual tape backups can be automatically duplicated to tape cartridges, assuring
data integrity by maintaining redundant tape backups.

The miSAN-V-Series increases the functionality and extends the usefulness of a current
parallel SCSI backup solution. iISCSI provides network accessibility for peripheral backup
devices. With virtual tape drive autoloading, the miSAN-V-Series handles tapes like a
library changer. The internally mounted AIT tape drive allows for integrated tape offload.
Attached tape drives and tape libraries, connected remotely via iSCSI, can also be made
available for direct host access.

Options

The miSAN-V-Series models use internal hot-swap disk drives for the virtual tape cache.
The total storage capacity for the virtual tape cache is based on the number and configu-
ration of the disk drives. For example, the miSAN-V-Series, with six internal disk drives of
nearly 750 GB capacity each, will have about 4.5 TB of raw capacity available for the vir-
tual tape cache. However, in a RAID 5 configuration, the usable capacity would be
approximately 3.75TB. In the most secure, and recommended configuration of RAID 5
plus Hot Spare, usable capacity would be about 3.0TB.

Cybernetics UM-MV-86-B1-0801



12 Introduction to the miSAN

Standard miSAN-V-Series models include software support for virtual tapes, drives and libraries.
Hardware support is offered for data backup and restoration using the integrated SCSI tape drive or
via network with the iSCSI interface.

The LVD parallel SCSI interface can allow the miSAN-V-Series to connect directly to a host system,
either instead of or in addition to the iSCSI interface, allowing for off-network backup and data resto-
ration.

All miSAN-V-Series models come with an integrated Tape Drive. A new feature for miSAN-V-Series
is a removable AIT Tape Drive. If your model comes equipped with this feature, please note that the
drive must not be installed or removed while the miSAN-V-Series is powered on. For more details on
this feature, please see the Removeable AIT manual that was included in your product documenta-
tion CD.

& Caution

Although the miSAN-V-Series uses a removable AIT drive, the tape
drive is NOT able to be hot swapped in the miSAN-V6. In order to
remove or install the tape drive you must power down the miSAN first.
Not doing so can cause damage that will make the miSAN inoperable.

Features

Hardware

* Two iSCSI interface ports for data transfer (Gigabit Ethernet, 10/100/1000Base-T)

* One Ethernet interface port for remote administration (Gigabit Ethernet, 10/100/1000Base-T)
(Web Control Panel and Telnet Menu System)

*  Two 68-pin VHDCI LVD ports (“Host”: Ultra160, “Reserved”: Ultra320)
* Removable AIT Tape drive
* Up to 6 Hot Swap SATA Disk Drives

Software

* CY-HSTC (High Speed Tape Cache) tape virtualization engine
*  Web browser-based control panel

+ Telnet menu system control

* iSCSI interface for multiple-host access

« optional Tape Library Control support

Cybernetics UM-MV-86-B1-0801



13 Introduction to the miSAN

Functionality

Network Connection

The miSAN-V-Series includes two Gigabit Ethernet network interfaces (10/100/1000Base-T capable)
for iISCSI data transfer. Each interface provides a connection for hosts to access and use the
miSAN-V-Series virtual devices like directly-connected SCSI devices. A third Gigabit Ethernet inter-
face (10/100/1000Base-T capable) provides a connection for hosts to configure and operate the
mMiSAN-V-Series via the Web Control Panel and Telnet Menu Interface.

Parallel SCSI Connection

The two installed Ultra 3 Wide LVD parallel SCSI ports are available to provide the option for a direct
host connection. With a single parallel SCSI interface, the miSAN-V-Series offers a direct SCSI path
to a tape drive or library for archiving virtual tapes to physical tapes. As an option, the miSAN-V-
Series can also be connected to a host, so that the directly-connected host can use the miSAN-V-
Series, without reducing network bandwidth, while allowing iISCSI remote backups over the network.

High-Speed Archiving

With disk-speed virtual tape access, and gigabit-capable data transfers for iSCSI, the miSAN-V-
Series reaches backup speeds that exceed even the fastest SCSI tape drive. miSAN-V-Series hard-
ware and software are tuned to generate the widest possible data pipe for increased archiving
speed. Multiple Ethernet interfaces can be aggregated (“bonded”) for increased data transfer band-
width. The RAID-based disk storage provides enhanced data integrity and security. The miSAN-V-
Series makes efficient use of storage space and network bandwidth. It transfers stored data in raw
block format without the overhead of traditional file systems. This can dramatically narrow the time
required for even the most extensive backup schedule. Limited and broad scale restores from virtual
tapes are accelerated as well.

Multiple Host Access

The Web Control Panel allows the ability to administer the miSAN-V-Series, using a web browser,
from any point on the network. The iSCSI interface allows any iSCSI-capable host system to write
data to the miSAN-V-Series.

The miSAN-V-Series can maintain concurrent host connections. This allows multiple hosts to oper-
ate and view the status of the miSAN-V-Series simultaneously. The gigabit bandwidth combined with
disk-to-disk transfer rates enables the miSAN-V-Series to support and maintain high backup speeds
from multiple host systems to multiple virtual tape drives. This level of multitasking greatly decreases
the necessary backup time window.

Selective Device Visibility

The miSAN-V-Series allows you to make individual virtual or physical devices available only to
selected host systems via iSCSI or a direct parallel SCSI connection. This allows multiple simulta-
neous backups. Each host system sees only its designated tape device(s) and writes only to its des-
ignated tapes at disk-to-disk speeds.
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14 Introduction to the miSAN

Web Control Panel

The miSAN-V-Series offers a universally compatible Web Control Panel accessible
through a network connection. The Web Control Panel is used for configuring, operating
and viewing the status of the miSAN-V-Series in real-time. Multiple clients can access the
interface using any Java™-enabled web browser. Chapter 3 “Operation” describes the
Web Control Panel layout and functions.

Telnet Menu System

The miSAN-V-Series provides an extensive text-based menu system for remote configu-
ration via telnet over a network connection. Used primarily for device and network setup
or offline maintenance, the telnet menu system allows a client to view and make changes
to the miSAN-V-Series configuration. Chapter 3 “Operation” describes the Telnet Menu
System context-sensitive menus and functions.

Network Traffic

Some network traffic is encrypted for security purposes, and some network traffic isn't
encrypted.

Encrypted:

» Control link between miSAN and Java applet
* Web browser session to 3ware 3DM2 utility
* iSCSI passwords during login

Not encrypted:

» iSCSI data during backup or restore
* Telnet session to MiSAN

It would normally be safe to access the Java applet or 3ware 3DM2 utility over an
untrusted network, but iISCSI and telnet should be used only over trusted networks

Information available without password

The miSAN makes the following information available without asking for a password:
1) The debug log

2) The menu settings page (passwords are not shown)

3) The hardware info page

4) The Java applet can be downloaded but not used without a password

Uninterruptable Power Supply (UPS)

The miSAN has the ability to receive SNMP messages from a UPS to shut down cleanly
before power fails. This feature is turned off by default as a security measure because the
SNMP messages don't include passwords for authentication. If you enable this feature,
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an illegitimate device on the network could perform a denial-of-service attack on the
miSAN by sending it a SNMP message to shut down.

Open Ports
The miSAN has the following open ports:

23 Telnet

80 HTTP

162 SNMP-trap

888 3ware 3DM2

3260 1SCSI

18083 Java applet control
Client and Host Software

Introduction

The miSAN-V-Series is accessed and controlled over a TCP/IP network connection. Two
methods are available: a Java™-based graphical interface and text-only telnet menus.
Since some configuration items are available exclusively via either the Java-based Web
Control Panel or the Telnet Menu System, both interfaces should be available.

Java™ Installation

The miSAN-V-Series requires at least one host system installed with a web browser and
the Java™ plug-in (version 1.4.2 or later) be available on the local network. The Java
plug-in is included with most installations of the Java Runtime Environment™ (JRE) or
Java Virtual Machine™ (JVM).

Refer to the Sun Microsystems Java website (http://www.java.sun.com) for a list of com-
patible operating systems and download locations. The miSAN-V-Series’s Java-based
Web Control Panel will not be available until the unit is connected to the network and con-
figured, as described later in this chapter.

Telnet Installation

The miSAN-V-Series requires at least one host system installed with telnet client software
for access to the text-only Telnet Menu System. The menu system will not be available
until the unit is connected to the network and configured. For convenience, it is recom-
mended that the same host system be used for both the Java™ Web Control Panel and
the Telnet Menu System, although this is not required.

ISCSI Initiator Driver Installation

Internet SCSI (iISCSI) refers to a method of transmitting SCSI commands, data and status
across Ethernet-based transmission control protocol/Internet protocol (TCP/IP) networks.
This allows SCSI devices, such as tape drives, and SCSl-aware software, such as
backup applications, to communicate remotely via existing IP networks. To do this, iSCSI
uses an interface for both the host system, the initiator, and the miSAN-V-Series, the tar-
get, to encapsulate SCSI within TCP/IP packets.

On a host system (the initiator), the iISCSI interface will typically include a TCP/IP network
interface card (NIC) and iSCSI initiator software (driver or daemon) that presents a virtual
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SCSI host bus adapter (HBA) to the operating system and application software. To the
host system, this appears to be a physical HBA, but all traffic for the iISCSI HBA is encap-
sulated for delivery via the network to the remote iSCSI target.

Host systems that will transmit commands and data via iSCSI should have iSCSI initiator
software installed and configured. iISCSI initiator drivers are available for many operating
systems. For host systems running the Windows® operating system, Microsoft® offers an
iISCSI initiator driver. See Appendix A, “Microsoft® iSCSI Initiator Software Client”, for
information on downloading, installing and configuring the driver. Linux users should see
Appendix B “Linux iSCSI Initiator setup..

Host systems for which iSCSI initiator drivers are not available cannot access iSCSI
devices directly. For these systems, the Cybernetics iClient device is available, which
enables hosts to access remote iISCSI devices as if they were directly connected to the
host system. The iClient connects to the SCSI bus on the host system and relays SCSI
commands and responses between the host system and the iSCSI target devices via the
network.
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Chapter2
Setting Up the miSAN

This chapter provide requirements and instructions for unpacking and installing the
miSAN-V-Series:

Installation Requirements

Installing the Hardware and Software Components
Connecting the Cables

Configuring the Network and iSCSI Settings

Setting Up the miSAN-V-Series Virtual Components

Testing the Installation

To ensure correct installation and proper operation, make sure all the items listed in
“Installation Requirements” are available before beginning.

Installation Requirements

Make sure the following are available before beginning the installation:

Level surface (or 2U rackmount space) near a readily accessible power outlet
Cybernetics miSAN-V-Series unit
Rackmount hardware kit and tools for rackmount installations

Standard, 3-prong AC power cord (IEC320 C13 to NEMA 5-15P) for each power
supply (2 cords)

Ethernet cable (CAT 5e or 6 unshielded twisted pair with RJ-45 connector) for each
standard network interface (3)

Parallel SCSI cable with male, 68-pin connector for each SCSI device. Depending on
case configuration, the required connector may be either VHDCI 68-pin or High
Density

68-pin socket (Ultra Wide SCSI-3).

Either the Microsoft® Internet Explorer 6.0 or Mozilla™ Firefox® 1.0 Web browser
with the Java™ plug-in version 1.4.2 or later, and telnet client software, on a network
accessible host system for configuration and operation of the miSAN-V-Series
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Installing the Hardware Components

Rackmount Installation

The rackmount installation requires a 2U space in your rack. Follow the instructions
included in the rackmount kit.

Parallel SCSI

Host systems that will transmit commands and data via a directly-connected SCSI inter-
face to the miSAN-V-Series should have the host SCSI bus adapter installed and config-
ured.

Connecting the Cables
Parallel SCSI

The miSAN-V-Series includes two installed VHDCI 68-pin LVD ports. Each parallel SCSI
port is terminated internally. The port marked “host” is an Ultra160 LVD which is factory-
set to connect to an initiator (host system). The port marked “Reserved” or “Unused” is
used for the internal tape drive and should not be connected to by the user. The miSAN-
V-Series may not function properly if any device is attached to the reserved port..

v 0

") Note
When attaching SCSI cables to the miSAN-V-Series, make sure the
host is connected to the appropriately labeled SCSI port.

Figure 2-1 shows the rear view of a typical miSAN-V-Series.

Figure 2-1 miSAN-V-Series Rear Components
Network Reset Button Hole SCSI Ports (VHDCI
HOST RESERVED

- = V ——____
AC Power iSCSI Network Ports Management LAN Port
Receptacles (RJ-45 Ethernet) (RJ-45 Ethernet)
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Network
Management LAN Port (ETHO)

Using the Management LAN port, connect the miSAN-V-Series to your LAN using a CAT
5e or CAT 6 Ethernet cable. Please note that in some configurations the ETHO port may
be located in a different position than shown in the above illustration. Each port is clearly
labeled.

iISCSI Network Ports (ETH1, ETH2)

Using one or both iISCSI network ports, connect the miSAN-V-Series to your LAN, Gigabit
Ethernet switch or backup server using a CAT 5e or CAT 6 Ethernet cable. Please note
that in some configurations the ETH1 and ETH2 ports may be located in a different posi-
tion than shown in the above illustration. Each port is clearly labeled.

Power

Using the AC socket on both power supplies, connect the miSAN-V-Series to a readily
accessible AC power source using a standard 3-prong power cord for each socket.

Connecting Power to an Uninterruptible Power
Supply (UPS)
You should use an Uninterruptible Power Supply (UPS) rated to at least 460 watts with

the miSAN-V-Series. This will ensure data buffered in the RAM cache will get written to
disk during a power outage. Use both power supplies when connecting the miSAN-V-
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Series to a UPS. If you do not use a UPS, each power supply should be connected to a
separate power main.

& Caution

Both power supplies must be connected to an AC power source, preferably
separate power mains. The miSAN-V-Series uses both power supp!
simultaneously to provide immediate failover in case one power supply fail

MNote

If you use an APC® Smart-UPS® model UPS with a Network Managem
Card or a Tripp Lite® SmartPro®/SmartOnline™ model UPS with
SNMPWEBCARD, you can configure the UPS to send messages to the HS
when the power fails, enabling the HSTC to automatically shut itself do
cleanly.

O
\
[ ]

Power Button

The miSAN-V-Series is powered on using the power button on the front panel (See Fig-
ure 2-2). Figure 2-2 shows the front view of a typical miSAN-V-Series.

Figure 2-2 miSAN-V-Series Front Components

Hot Swap Power
SATA Disk Drive Button
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Configuring the Network and iSCSI
Settings

The following sections include procedures for configuring the miSAN-V-Series network
and iSCSI settings. You must complete the Network and iSCSI device configuration prior
to initially using the miSAN-V-Series.

Prerequisites

Make sure to have the following available to allow for accessing the miSAN-V-Series on a
private network:

» Desktop or laptop computer with a JavaScript™-enabled Web browser.

» Standard, 3-prong AC power cord (IEC320 C13 to NEMA 5-15P) for each power
supply (2)

e CAT-5 Ethernet cable with RJ-45 connectors, to establish a direct-cable TCP/IP
connection

* Network parameters specific to your network: IP Address, Netmask, Gateway
(“Default Route”) and Nameserver

Network Setup Preparation

1. Make sure the computer is powered on and ready for use.

2. Connect a CAT 5e or CAT 6 ethernet cable between the Administrative LAN interface
port (ETH ) on the rear of the miSAN-V-Series and the network interface port on the
rear of the computer.

3. Power on the miSAN-V-Series using the momentary power switch on the front panel
(See Figure 2-2). Wait for the miSAN-V-Series to complete initialization before
continuing, after about three minutes.

4. Configure the computer to communicate with the miSAN-V-Series To do so, change
the computer’s IP address to an address in the 192.168.1.X subnet (but not
192.168.1.1), for example 192.168.1.10, and change the subnet mask to
255.255.255.0.)

) Note

Before changing the IP Address and Netmask, make sure to write down
their current settings to be used when resetting them later.

y) Note

When any network parameters are changed, and the changes are
committed by clicking OK, the changes will take effect almost
immediately.
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Network Setup

Certain network parameters must be changed to make the miSAN-V-Series visible on
your network.

Open the web browser on the computer to the default Management LAN port (“ETH
0”) IP address at http://192.168.1.1. A dialog box may appear asking for your
approval to load the Web Control Panel Java applet.

Fil Vew Favorkes Took Help x
3 Do you wantk ta trust the signed applet distributed by “Contemporary |
4=Eack = = - @ ﬁ | @Seamh & Cybernetics Group, Inc."? Tools | HSTC Dmluns | Inform
Address I’-Gj http: /192,168,351 Publisher authenticity can not be verified. Cﬂnﬁguraﬁﬂn
& The security certificate was issued by a company that is nak trusted. SCSl Cﬂl’lﬁgurﬂﬁﬂn
e el Network configuration
@ The security certificate has not expired and is still walid. MESSQ& dEIiUEW
Accounts
ves |t | aways | Advanced options

Approve the Java applet, and wait for it to load before proceeding further.

Select “Network Configuration” from “HSTC Options” on the main menu bar. On the
“‘Network Configuration” window, change the network parameters to those that
provide access over your network. The default values are shown in the figure to the
bottom right.

» To configure the iISCSI Network ports, change the parameters for “ETH1” and
“ETH2”

* To configure the Management LAN port, change the parameters for “ETHO”

Restore the previous network settings for the computer used to configure the miSAN-
V-Series to allow the computer to see and communicate with the miSAN-V-Series on
your network.

Remove the ethernet cable between the Administrative LAN interface port (ETH 0) on
the rear of the miSAN-V-Series and the network interface port on the rear of the
computer. Replace with a cable that is attached to the network.

Reload the Web Control Panel in the browser at the new miSAN-V-Series IP address
for the Management LAN port (“ETHO0”) to verify the new configuration. After the Web
Control Panel loads, you may change the other miSAN-V-Series settings as desired,
as well as create virtual tapes and configure virtual devices. If necessary, the Web
Control panel may also be reached through the iSCSI ports.

iISCSI Communication

The iSCSI architecture is based on the client-server model, such that host computers are
clients, as initiators, and iISCSI devices are servers, as targets. Each iSCSI device, initia-
tor or target, must have a functioning network interface, with an IP address that is acces-
sible to other iSCSI devices.

A target device should be set up first, so it will be able to respond when an initiator
attempts to discover the available iSCSI target devices.

Cybernetics UM-MV-86-B1-0801



23

Setting Up the miSAN

The initiator and target are identified to each other by iSCSI Names. The iSCSI Names
must be unique within the operational domain (networks encompassing the initiator and
target), and are designed to be unique worldwide. The iISCSI Name may be permanently
assigned to a hardware iSCSI device, or it may be constructed automatically as part of
the process of installing an iSCSI software driver. If the target includes multiple devices
(tape drives, libraries, etc.), each one has a unique iISCSI Name.

Examples of iISCSI Names are:

eui.1122334455667788

iqn.2003-07.com.cybernetics:example.name.tape.1
Once connected, iSCSI target devices are able to identify iSCSI initiators by iSCSI Name,
or alias (hostname), or IP address. The principal means of identification, however, is the
iISCSI Name.

The miSAN-V-Series is a remote iSCSI target device for iSCSI hosts, which are initiators.
If another iSCSI tape device is also on the network, you can configure the miSAN-V-
Series to use the device (See below). Before configuring the miSAN-V-Series to use
remote iSCSI tape devices, it must first be set up on the network (See earlier, “Network
Setup” on page 22). This makes the miSAN-V-Series visible to host iSCSI initiators on the
network, and thus available as an initiator for other iSCSI devices. Once configured for
network access, you can then configure the miSAN-V-Series to discover and use, as tar-
gets, other iSCSI tape devices.

To enable iISCSI communication on the miSAN-V Series, select SCSI configuration >
Outgoing iSCSI connections to devices from the HSTC Options menu.

ols | HSTC Options | Information Browser links Help
Configuration
SCS1 configuration ¥ SCS|HBA ports ; Network Co Wfiguration ﬂ
Hetwork configuration Incoming iSCSI connections from hosts
Hostname cyherasp
Message deliverny Outgoing ISCSI connections to devices
I CColnts y | | L.\ Default gateway 127.0.0.1
By default, iSCSI is disabled. You can choose to protect MNamesener 127.0.01
iISCSI by password or “Open to everyone” eth0 (1000 Mbps) |Enabled -
i i Disabled
REmOIEliSE SEdeve R |~ eth0 IP address  |192.168.1 1
Disahled
Enabled ethd subnet mask 255.255.25945.0
L eth0 MTU 1500 -
eth1 (1000 Mbps) |Enabled v
Remote iSCSI Target Device  cetiiPaddiess [192165.21
Setup eth1 subnet mask|255.255.255.0
The miSAN-V-Series can be configured to use remote eth1MTU 1500 v
iSCSI tape devices as targets over the network. To con- ethZ{100 Mbps)  |Enabled -
figure the miSAN-V-Series to use remote iSCSI tape
devices, connect to the miSAN-V-Series from a client eth?IPaddress |192.166.3.1
using a web browser at the factory default IP address = ethZ subnet mask|255.255.255.0
OK Cancel
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192.168.1.1. Once the Web Control Panel has loaded, select Remote iSCSI Devices from miSAN-
V-Series Options on the main menu bar. On the Remote iSCSI Devices window, set the following
parameters:

Remote iSCSI Devices

Remote iSCSI device XSet this to Enabled to make the remote
device visible to iSCSI host initiators.

Device X IP addressSet this to match the IP address of the
remote iSCSI target tape device.

Device X iSCSI passwordSet this to match the iSCSI access password
of the remote iSCSI target tape device.

MiSAN-V-Series iSCSI Features

The miSAN-V-Series is capable of using CHAP authentication, either uni or bi-directional, in order to
restrict communication between specific targets and specific initiators. This is explained in the “Secu-
rity Configuration” on page 95.

The miSAN-V-Series can also be set to restrict device visibility to specific initiators. For example, a
local/remote iSCSI target with two tape drives can be configured so that one of the tape drives is vis-
ible only to a specific iISCSI initiator (host system) and the other tape drive is visible only to a different
iISCSI initiator, allowing simultaneous backups from both host systems without the possibility of inter-
ference. This is explained in the “Offline Maintenance” on page 108.

Host iSCSI Setup

Once the miSAN-V-Series is available on the network, as an iSCSI device, it will then be listening on
the default iISCSI TCP port 3260. iISCSI hosts can discover, then access and use the device. Test the
mMiSAN-V-Series network connection by pinging it from a prospective iSCSI host. Once found, the
host iISCSI initiator software will allow the host to discover, access and then use the miSAN-V-Series
virtual devices as peripheral SCSI devices.

& Caution

If more than one iSCSl initiator (i.e., multiple hosts) is to use the miSAN,
conflicts may occur if multiple host systems try to issue commands to
the same tape device. Ensure hosts do not try to use connected tape
devices simultaneously.

User Types

The HSTC/miSAN-V Series has three user types:
1. Security Officer (only available on units with encryption)
* Configures encryption.

* Manages tokens and keys.

» Performs offloads with encryption disabled.
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2. Administrator
» Can do anything except change encryption settings.
» Configures menu settings, networking, iSCSI, virtual devices, etc.
* Creates, deletes, and modifies VTs.
* Configures the user account.
+ Can access SSH and telnet.
3. User
» Limited set of abilities defined by the administrator.

Only the administrator account is enabled by default. You may optionally enable the other
two accounts. If you do not enable the security officer account, then all the privileges of
the security officer are granted to the administrator instead.

The Administrator

The administrator account may be protected by a password (there is no password by
default). You may set or change the administrator password in the menu "HSTC Options
-> Accounts -> Administrator Account". The administrator password is used for the follow-
ing purposes:

* Java applet login as administrator.

* SSH and telnet login as "menu".

* Viewing the debug messages web page.

* Viewing the menu settings web page.

* Viewing the hardware information web page.

* Performing a firmware upgrade.

"J)- Note

If the Web Browser prompts the Administrator for a username and
password to view a web page on the unit, leave the username blank and
enter the administrator password.

The User

The user account is disabled by default. To enable the user account, go to the menu
"HSTC Options -> Accounts -> User Account". This menu allows the administrator to
enable or disable the user account, set the user password, and grant certain optional priv-
ileges to the user. Note that only the administrator can set the user password; the user
cannot set his own password.

When logged in as the user, many functions and menu options will be missing or high-
lighted in gray.
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The Security Officer

The security officer account is disabled by default. While the security officer account is disabled, the
administrator has all the capabilities of the security officer. Enabling the security officer account
takes away encryption-related capabilities from the administrator and reassigns them to the security
officer. The administrator can enable the security officer account, but only the security officer can dis-
able it. To enable the security officer account, go to the menu "HSTC Options -> Accounts -> Secu-
rity Officer Account".

Once the security officer account is enabled, only the security officer can perform the following tasks:

» Disabling or reconfiguring the security officer account.

* Using most of the functions of the Encryption tab (although other users may still plug in
tokens and enter their PINSs).

* Initializing a token.

* Changing a token's PIN.

* Creating a key on a token.

« Enabling, disabling, or revoking an encryption or signing key.
* Deleting tokens or keys.

« Starting an offload with encryption disabled.

» Accessing the "Encryption Configuration" menu.

Setting Up the miSAN-V-Series Virtual
Components

This section explains the basic setup operations for configuring the miSAN-V-Series virtual compo-
nents. The “Initial Setup Guide” section includes a series of short instructions for setting up the
mMiSAN-V-Series before its first use or a complete reconfiguration. The “Configuring Virtual Compo-
nents” section is a companion guide explaining the initial setup instructions in further detail.

Initial Setup Guide

The instructions below should be used for setting up the miSAN-V-Series before its first use or
before a complete reconfiguration; follow them sequentially to ensure that miSAN-V-Series compo-
nents are configured in their proper order:

1. Create virtual tapes

2. Create virtual devices (tape drives and/or stackers)
3. Assign virtual tapes to virtual devices
4

Configure physical stacker

Creating Virtual Components

The miSAN-V-Series virtual components include virtual tapes, drives and stackers. Each component
must be configured during initial miSAN-V-Series setup. Since the devices are virtual, their configu-
rations may be changed later if desired. However, take care with the virtual tapes, since changing
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the number of virtual tapes will destroy all data currently stored on them. Changing the numbers and
types of virtual devices may result in the need to reassign virtual tapes to the drives or stackers.
Changing the virtual device configuration does not affect the data currently stored on the virtual
tapes.

Deciding How Many Virtual Tapes to Create

Choosing the number of virtual tapes to create involves deciding how to allocate the available
miSAN-V-Series storage space. Factors to consider are the size of each physical tape, number
of disk drives used by the miSAN-V-Series, total mMiSAN-V-Series disk storage capacity, tape car-
tridge capacity, and historical/estimated compression ratio for backup data. For archiving effi-
ciency, the virtual tapes should closely match tape cartridges in capacity, and the number of
virtual tapes should completely use the miSAN-V-Series disk cache, as virtual tapes do not span
disk drives.

Deciding What Kind of Virtual Tape Drives to Create

Deciding the number of virtual tape drives and stackers to create involves considering the
amount of data to be backed up, the intended backup schedule (e.g., incremental vs. full back-
ups), the time length of the backup window, and the number of backup host systems that can
send data. The miSAN-V-Series can be configured to create multiple virtual tape drives and
stackers, up to the purchased limit, and can support multiple simultaneous backup and restore
operations using the independent virtual devices.

§) Note

The miSAN-V-Series emulates the IBM® 3580 LTO Ultrium tape drive for
virtual drives and the Overland™ NEO Series tape library for virtual
stackers. The IBM 3580 and Overland NEO are supported by nearly all
backup applications. Thus, virtual drives and stackers should be
recognized correctly by host backup software.

& Caution

Do not allow more than one backup host to access a virtual device at
the same time. Virtual tapes can become corrupted and data lost if
backup software on more than one host is allowed to access a virtual
device simultaneously. To prevent this, create a virtual device for each
host, and then configure “Device Visibility” so each host only sees its
own device.

Note

If the miSAN-V-Series is not configured with Tape Library Control
support, an external tape library will appear to the miSAN as a physical
standalone tape drive, rather than a physical stacker. Thus, a physical
library will be accessible by using a virtual standalone tape drive.

N
;
(Y
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Virtual Standalone Drives

Standalone drives are useful in cases where tapes are not assigned for different
uses (e.g., when backups are typically large scale, spanning multiple tapes). For a
virtual standalone drive, the miSAN-V-Series can automatically change the
mounted tape, a method called autoloading, when using multiple tapes during a
backup or restore. The “Autoload” feature is user-selectable for each virtual drive .
lIf not set to “autoload” tapes, virtual tapes must be changed by a client using the
Web Control Panel.

Virtual Stacker Drives

Stacker drives are more appropriate when tapes are designated for specific uses
(e.g., when tapes are grouped into “full” and “incremental” media pools or are des-
ignated for backing up specific host systems). Virtual tapes assigned to the
stacker appear to a host as conventional slotted tapes. Virtual stackers behave in
random access mode. Thus, stacker virtual tapes can be used independently.
Since a host can see all the available tapes and slots, a virtual stacker drive is
effective for performing different backup operations initiated by one or more hosts.

For miSAN-V-Series models configured with Tape Library Control support, a vir-
tual stacker is required for direct host access to an external tape library (physical
stacker). When setting the number of virtual stacker drives, consider the number
of physical drives in the external tape library. You should create the same number
of virtual drives as there are physical drives, so that if you enable direct host
access, each physical drive will have a corresponding virtual drive.

You can enable host access with the physical stacker’s popup menu . Access
from a virtual stacker pairs the physical stacker slots and drives with the virtual
stacker slots and drives. A host can access the physical stacker directly by proxy
using the virtual stacker.

Deciding How to Assign Virtual Tapes

Whenever virtual components are configured, virtual tapes must be assigned to the
virtual devices afterward. Tapes are assigned to a virtual device individually or in con-
tiguous groups or can be left unassigned. Unassigned tapes are inaccessible to a
host system. When assigning virtual tapes to a virtual standalone drive, the operation
is similar to stacking a portion of the available tapes next to each tape drive. For a vir-
tual stacker, the operation is similar to loading the stacker slots with a portion of the
available tapes. The result is, the virtual devices have exclusive use of their tapes.

Creating Virtual Tapes

The miSAN-V-Series can be configured to provide up to the maximum number of vir-
tual tapes based on the miSAN-V-Series model.

1. Connect to the miSAN-V-Series using the Web Control Panel in a web browser.

2. Select the “Tools” option from the main menu bar, once the Web Control Panel
has loaded.
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3. Select the “Create virtual tapes...” option.
A window will appear showing the current number of virtual tapes and their disk
space allocation over the total storage capacity.

& Caution

Make sure to format the disks before creating virtual tapes for the first
time. Use the Format disks tab to do so. Failure to initially format the
disks may cause errors when creating virtual tapes. After creating
virtual tapes, remember that formatting the disks will erase the data
stored on all disks used for the virtual tape cache.

4. Choose either the Basic or Advanced tab to use for creating the virtual tapes.
(See “Create Virtual Tapes” on page 41 for explanations of each tab.)

5. Enter a “Number of virtual tapes.”

For the Advanced tab, choose to “Use all available space” or “Specify the tape
size,” and then select the free space on the disk to add the tapes to.

7. Click Set/Add to allocate the disk space. The “ltem” column for the affected
disk(s) will be updated to show how the miSAN-V-Series will allocate the tapes.

8. Once the desired virtual tapes have been added, click the Apply changes button
to execute the changes to the tape cache. A confirmation box will appear; click
Yes to continue. A box will appear while the miSAN-V-Series commits the
changes to the disk(s). The “Create virtual tapes” window will close when finished.

Creating Virtual Devices

The miSAN-V-Series can be configured to emulate up to the purchased maximum
number of virtual tape drives, whether standalone or assigned to a virtual stacker,
based on the miSAN-V-Series model.

Connect to the miSAN-V-Series using the Web Control Panel in a web browser.

2. Select the “Tools” option from the main menu bar, once the Web Control Panel
has loaded.

3. Select the “Configure virtual devices...” option.
A window will appear showing the current number of virtual devices.

Enter the desired number of standalone tape drives.
Enter the desired number of stackers.

Enter the desired number of tape drives and slots for each stacker.

Cybernetics UM-MV-86-B1-0801



30 Setting Up the miSAN

7. Click OK to save changes.

The device tree on the “Devices” tab will refresh to update the configuration
changes.

Note

Anytime the number of virtual devices is changed, the virtual tapes
should be reassigned to the virtual devices.

(@

Assigning Virtual Tapes to Virtual Devices

The virtual tapes can be assigned to a virtual device in either a random manner (e.g.,
VT 1.1, VT 1.3, VT 1.5, and VT 1.9) or a contiguous group (e.g., VT 1.1, VT 1.2, VT
1.3 and VT 1.4). Thus, when selecting tapes to assign to a device, the tapes can be
selected individually or in a contiguous range. Virtual tapes appear in the “Unas-
signed Tapes” box until assigned to a virtual device, and can be left unassigned if
desired.

The following steps are used to assign virtual tapes to a virtual device:

Connect to the miSAN-V-Series using the Web Control Panel in a web browser.

2. Select the “Tools” option from the main menu bar, once the Web Control Panel
has loaded.

3. Select the “Assign virtual tapes...” option.
A window will appear showing the current virtual tape assignments.

4. Select the desired unassigned virtual tapes to assign to the desired virtual device.
To select a range, click the first tape in the range, hold down SHIFT, and then click
the last tape in the range.

Click Assign to assign the selected virtual tapes to the desired virtual device.

Click OK when finished assigning virtual tapes.

Conflgurmg a Physical Stacker

) Note

The physical stacker features discussed below will only be available if
the miSAN-V-Series is configured to operate an external tape library.
The HSTC license specifies limits on the number of slots and drives that
are supported. If your physical stacker has more slots or drives than
allowed by the license, the extra slots will not show up and the extra
drives will be treated like standalone drives.

When configured with the optional Tape Library Control support, the miSAN-V-Series
can operate an external tape library (physical stacker). An external tape library can be
set to inventory tapes, offload virtual tapes to physical tapes, load physical tapes onto
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virtual tapes, and access the physical stacker directly using the virtual stacker. To
configure a physical stacker, see “Physical Stacker Device Panel’ on page 84.)

Testing the Installation

Once configured for use by iSCSI initiator software on a host system, as explained earlier
in, in general, the miSAN-V-Series can be treated as any other tape device.

Virtual tape drives are normally seen by a host as IBM® 3580 LTO Ultrium tape drives,
and virtual libraries are seen as Overland™ NEO Series tape libraries. These emulations
provide for maximum compatibility with existing operating systems and backup software
applications. Using the IBM 3580 may require device drivers to be installed, which are
available from the IBM FTP site (ftp://ftp.software.ibm.com/storage/devdrvr/). Drivers for
the Overland NEO are not needed, although they are included with many backup applica-
tions. For host systems not compatible with the IBM 3580 and Overland NEO, other tape
drives and libraries can be emulated. Contact Cybernetics Technical Support

(See Appendix E “Technical Support and Repair Procedures”) regarding tape device
emulation.

After installing and configuring the miSAN-V-Series and creating virtual tapes and
devices, make sure to verify data and tape path integrity by performing a test backup and
restore over the iSCSI network. Some backup software packages include a VERIFY fea-
ture that will check to ensure the data on disk and the data on tape are identical. If the
backup software package does not include a VERIFY capability, make sure to perform a
test backup and restore operation to check the integrity of the entire data path from the
iSCSI host initiator to the miSAN-V-Series, with connected SCSI devices, and back. The
data and tape path verification process should be repeated periodically throughout the life
of the miSAN-V-Series.

Shut Down

Do not power off the miSAN-V-Series without first logging off the iISCSI initiator if applica-
ble, and shutting down the device using the Web Control Panel shut down menu.

Use this item for safely shutting down or rebooting the miSAN-V-Series. Shutting down
the HSTC engine before powering off the unit helps insure the integrity of data in the vir-
tual tape cache.

& Caution

To prevent data loss before shutting down the miSAN-V-Series, make
sure all current and queued jobs have completed. To ensure no jobs are
left in the queue, wait a minimum of 30 seconds while all tape drives are
idle. Never power off the miSAN unit without first shutting down the
HSTC engine.
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Note

If the Host machine is connected to the miSAN-V-Series via Microsoft
iSCSI Initiator software, it is necessary to log off the iSCSI connections
before shutting down in order to avoid possible data loss. Failure to log
off the iSCSI connections will cause Microsoft Windows to send
“Unsafe Device Removal” messages. Instructions for this procedure are
found in Appendix A “Microsoft iSCSI Initiator Client.

:
;
AR |

When Shutdown is selected, a window will appear confirming the HSTC engine shut-
down (See Figure 2-3). Once confirmed, the HSTC engine will complete current opera-
tions. When the HSTC has finished shutting down, another window will appear saying the
miSAN-V-Series is then ready to be powered off. In most cases, shutting down the
miSAN-V-Series, also powers off the machine. If the device is still running after 30 sec-
onds, then press and hold the power button on the front panel until it powers off. Failure
to log off the iISCSI initiator before shutting down the miSAN-V-Series will result in error
messages

When Reboot is selected, the shutdown routine explained above will occur, and the
mMiSAN-V-Series will restart and be ready for use again after about 90 seconds.

Figure 2-3 “Confirm shutdown method” Window

Choose shutdown method =|

| ? | Hoie: always shut down the HSTC before powering off to ensure the integrity of your data.

Shutilown Reboaot Cancel |
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Chapter3
Operating the Web Control Panel

Interface Layout

Introduction

The miSAN-V-Series presents the Web Control Panel Java applet in an 800x600 pixel
frame (See Figure 3-1). You may have to adjust the screen size to accommodate the
frame dimensions. After the applet is authenticated and fully loaded, the interface will
appear. The interface features a main menu bar and several tabs for displaying the status
of devices, labeled “Devices,” and virtual tapes, labeled “Virtual tapes.” If the miSAN-V-
Series is configured with the Tape Library Control support option, another tab labeled
“Physical tapes” will show the status of physical tapes in an external tape library.

v 1,

| )z Note

$

Not all menu and tab items will appear or be displayed in every context.
The appearance of an item is based on the miSAN-V-Series model
configuration and its current state of operation.

Main Menu Bar Introduction

The Web Control Panel main menu bar appears at the top of the interface. The menu bar
offers five selections: Tools, HSTC Options, Information, Browser links and Help (See
Figure 3-1). The “Menu Descriptions” section, later in this chapter, includes detailed

explanations for menu selections and item options.
Figure 3-1 Main Menu Bar

Tools HSTC Options  Information Browser links Help

Devices rmnualtapes rPhysicaltapes |/Juhs rMessages

Devices
o= [ Wirtual
3 Physical
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Tools

The Tools selection contains menu items that allow clients to configure the HSTC vir-
tual components. The menu offers the following items, which are explained in the
“Menu Descriptions” section: Disk storage, Create virtual tapes, Configure virtual
devices, Assign virtual tapes, Physical stacker copy profiles, Configure auto-archive,
Set date and time, Update license, Export or import configuration, Rescan physical
devices, Logout admin, and Shut down the HSTC (See Figure 3-2). For detailed infor-

mation see “Tools” on page 36

Figure 3-2 “Tools” Menu

Tools| HSTC Options Information [

Disk storage »'p

Create virtual tapes...

Configure virtual devices...
Assign virtual tapes...

Configure auto-archive...

Set date and time...
Update license...
Export or import configuration...

Rescan physical devices...
Logout admin...
Shut down the HSTC...

HSTC Options

Tools | HSTC Options  Information

Diskﬁorage » [

Create virtual tapes...

Configure virtual devices...
Assign virtual tapes...

Physical stacker copy profiles...

Set date and time...
Update license...
Export or import configuration...

Rescan physical devices...
Logout admin...
Shut down the HSTC...

The HSTC Options selection contains menu items that allow you to configure the
optional HSTC engine components. The menu offers the following items, which are
explained in the “Menu Descriptions” section: Configuration, SCSI configuration, Net-
work Configuration, Message Delivery, Accounts and Advanced Options. See “HSTC

Options” on page 49 for more detailed information..

Figure 3-3 “HSTC Options” Menu

HSTC Optigns Information

Conﬁgurﬁon :D

SCSI configuration P

Network configuration
Message delivery
Accounts »

Advanced options »

Information

The Information selection contains menu items that allow you to view information
about the miSAN-V-Series hardware components. The menu offers the following
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items, which are explained in the “Menu Descriptions” section: Product Information,
SCSI Device List, Local iSCSI Initiator Name, Local iSCSI Target List and Credits and
Licenses (See Figure 3-4). For further details see “Information” on page 69.

Figure 3-4 Information

Information | Browser links H
] PruduJ&nfurmatiun

1 Physical devices

Virtual devices

Virtual device assignments

Credits and licenses

Browser links

The Browser links selection contains menu items that allow you to view information about the
current MiSAN-V-Series operating status, menu settings and hardware configurations. The
menu offers the following items, which are explained in the “Menu Descriptions” section:
View debug messages, View list of menu settings and View hardware information. See

“Browser links” on page 70.

Figure 3-6 “Browser links” Menu

Browser links | Help

1 Wiew debug messages
1 View list of menu settings
View hardware information

Help

The Help selection contains the Applet Acknowledgements (See Figure 3-7). The applet
acknowledgements text is reproduced in the “Notices” under “Apache Software License.”

Figure 3-7 “Help” Menu

Help

T Help contents

Applet acknowledgements

Tabs introduction

Devices Tab

The “Devices” tab shows a “tree” view on the left with an entry representing each vir-
tual and physical device (physically attached or connected via iSCSI). See “Devices

Tab” on page 71 for more information.
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Virtual tape Tab

The “Virtual tapes” tab shows the current status of each miSAN-V-Series virtual tape.
See “Virtual Tapes Tab” on page 93 for more information.

Physical tapes Tab

The “Physical tapes” tab shows the current status of tape cartridges in a physical
library. The HSTC remembers the contents for physical tapes containing copies of vir-
tual tapes, displaying the status information on the “Physical tapes” tab. The tab
shows the “Contents” of the tape cartridges and whether the contents are identical to
their copied virtual tapes. When a backup of a virtual tape begins, its associated phys-
ical tapes will be used. See “Physical Tapes Tab” on page 97 for more information.

Jobs

The HSTC uses jobs to do its own internal work such as offloading virtual tapes to
physical tapes. These jobs are similar in concept but separate from the jobs that your
backup software may use to do backups and restores.

The HSTC performs the following types of jobs:

*  Copy from virtual tape to physical tape
* Copy from physical tape to virtual tape
» Copy from virtual tape to virtual tape

* Auto-archive

* Inventory a physical tape in a stacker

» Enable host access to a physical tape in a stacker using a standalone virtual tape
drive

* Erase a virtual tape

Jobs of different types are created in different ways, but once created, all jobs can be
managed using the “Jobs” tab. The job database view is split into three parts: the
“‘Jobs” table showing summary information for all the jobs, the “Job log”, and the
“Activity monitor”. See “Jobs Tab” on page 99 for more information.

Messages

The “Messages” tab reports disk “Messages Tab” on page 102
Main Menu

Tools

The Tools selection contains menu items that allow clients to configure the HSTC virtual compo-
nents. The menu offers the following items, which are explained in the “Menu Descriptions” sec-
tion: Disk storage, Create virtual tapes, Configure virtual devices, Assign virtual tapes, Physical
stacker copy profiles, Configure auto-archive, Set date and time, Update license, Export or import
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configuration, Rescan physical devices, Logout admin, and Shut down the HSTC (See Figure 3-

2)

Figure 3-8 “Tools” Menu

'Tools | HSTC Options  Information W HSTC Options Information
Disk storage "I 'p Dishtorage »
Create virtual tapes... — Create virtual tapes... i
Configure virtual devices... Configure virtual devices...

Assign virtual tapes... Assign virtual tapes...
Configure auto-archive... Physical stacker copy profiles...
Set date and time... Set date and time...
Update license... Update license...
Export or import configuration... Export or import configuration...
Rescan physical devices... Rescan physical devices...
Logout admin... Logout admin...
Shut down the HSTC... Shut down the HSTC...

- Note

The “Physical stacker copy profiles” menu item only appears when the
HSTC is configured to operate an external tape library using Tape
Library Control support.

Disk Storage

This item provides menu options for managing the miSAN-V-Series disk drives:

Manage disk storage: Opens a web-based GUI interface called the 3ware Disk
Manager 2 (3DM® 2) that manages the integrated 3ware® Escalade® 9500S-8
SATA RAID controller. See Chapter 4 “Using the 3ware Disk Manager®” on
page 109 for further instructions.

Disks online for normal usage / Disks offline for management: Only one of
these options can be selected at a time; they toggle the disks online and offline.
When the disks are online, hosts can access the virtual tapes, and the miSAN-V-
Series operates normally. When the disks are offline, the host can create, delete
and reconfigure the RAID arrays via the 3DM® 2 (See above). When you take the
disks offline by selecting Disks offline for management, the miSAN-V-Series will
first prompt you to make sure that the virtual tapes are not in use before going
offline. If you continue, the virtual tapes will disappear from the Web Control
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Panel. Actions such as creating virtual tapes will give an error message while the
disks are offline. Tools >Disk Storage

m HSTC Options  Information Browser links Help
Disk storage b Manage disk storage...
Create virtual tapes... ® Disks online for normal usage
Configure virtual devices... ) Disks nfﬂine for management

Create Virtual Tapes

This item allows for creating virtual tapes from the disk storage space available to the
miSAN-V-Series. When selected, a window will appear showing the total number of
virtual tapes and their disk space allocation over the total storage capacity (See Fig-
ure 3-9). Each disk partition seen by the miSAN-V-Series is presented in the “ltem”
column: The numbered disk is immediately followed by the names of the virtual tapes
it contains. The total capacity, in gigabytes, for each disk and virtual tape is shown in

the “Size” column. The “Free Space” for each disk is also listed.
Figure 3-9 Virtual Tape Disk Space Allocation

Total virtual tapes: 15 7 200
[term Size
Dizk 1 2609 GB
Free space 260.9 GB
Disk 2 2609 GB
WT 21 5.0 GB
WT 22 5.0 GB
WT 2.3 5.0 GB
WT 24 5.0 GB
WT 2.4 5.0 GB
WT 26 5.0 GB
WT 2T 5.0 GB
WT 28 5.0 GB
WT 24 5.0 GB
WT 210 5.0 GB
WT 211 5.0 GB
WT 212 5.0 GB
WT 213 5.0 GB
WT 214 5.0 GB
WT 214 5.0 GB
Free space 175.9 GB
Apphy changes | | Cancel

The “Create virtual tapes” window presents the following three tabbed panels for man-
aging the disks used for the virtual tape cache: Basic, Advanced and Format disks.

The miSAN-V-Series allows for creating virtual tapes using either the Basic or
Advanced tab. The Format disks tab is used before creating virtual tapes to erase the
disks used for the virtual tape cache.
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To create a number of virtual tapes use either the Basic or Advanced tab:

1. Enter a “Number of virtual tapes.”

2. For the Advanced tab, choose to “Use all available space” or “Specify the tape
size,” and then select the free space on the disk to add the tapes to..

Iz s

Dizk 1 2809 GB
Free space 260.9 GB

3. Click Set/Add to allocate the disk space. The “ltem” column for the affected
disk(s) will be updated to show how the miSAN-V-Series will allocate the tapes.

Disk 1 2509 GB
Fesw wirtual tape 20.0 GB
U) Note

To remove a virtual tape from the disk cache. Right-click the selected
tape, and then a popup menu will appear with a command to “Remove.”

5.0 GE
Remove A0 GE

[ Rl

& Caution

Removing a virtual tape from the disk cache will destroy all its contents

4. Once the desired virtual tapes have been configured, click the Apply changes
button to execute the changes to the tape cache. While the miSAN-V-Series
creates the virtual tapes, the “Create virtual tapes” window will be greyed-out and
unavailable; it will close when finished.

Basic Tab

The Basic tab is used for setting a number of virtual tapes to be created as equally
sized out of the total capacity for all disks. The miSAN-V-Series will decide how to use
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the total storage capacity for all disks to create equally sized virtual tapes (See Figure
3-10).

Figure 3-10 Create Virtual Tapes Basic Tab

f Basic |/ Advanced |/ Format disks |

MOTE: use the Advanced tab instead ifyou wish to keep any
pre-existing virtual tapes (listed below in grey).

Humber of virtual tapes (0 - 200): | |

Set

Advanced Tab

The Advanced tab is used for specifying a disk to use for creating virtual tapes (See
Figure 3-11). Choose “Use all available space” to create equally sized virtual tapes
from all the selected free space. By choosing to “Specify the tape size,” you can cre-
ate groups of virtual tapes having different sizes.

Figure 3-11 Create Virtual Tapes “Advanced” Tab

[ Basic | Advanced |/Furmat disks |

Humber of virtual tapes:

(@ Use all available space

{_) Specify the tape size (GB):

Select a free space area to use below

Add Clear all tapes

Format Disks Tab

The Format disks tab is used for formatting (erasing) the disks used for the miSAN-
V-Series virtual tape cache. The tab indicates if any number of disks need to be for-
matted, which is necessary before initially using the disk storage space (See Figure 3-

12).

v 4,

3) Note
The RAID disks must be formatted after any change to the disk
configuration, such as after adding/removing a disk drive or changing
the RAID-level configuration.
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Figure 3-12 Create Virtual Tapes “Format disks” Tab

r Basic |/ Advanced |/ Format disks |

0 disks need to be formatted.

ou must format new disks before creating virual tapes an
hem. This will destroy the contents of the disks and prepare
hem for use by the HETC.

IC

<[

Format disks that need formatting Format all disks

& Caution

Make sure to format the disks before creating virtual tapes for the first
time. Failure to do so may cause errors when creating the virtual tapes.
After creating tapes, remember that formatting the disks will erase the
data stored on all disks used for the virtual tape cache.

To begin formatting the disks, click Format all disks. The miSAN-V-Series will then
erase the data stored on all disks used for the virtual tape cache. The message box
on the tab will change to show that the miSAN-V-Series is formatting the disks. Wait
for the formatting to complete, and then proceed to create virtual tapes (See “Creating
Virtual Tapes” on page 29).

Configure Virtual Devices

This item allows for setting the number of standalone tape drives and stackers. The
maximum number of virtual tape drives allowed, whether standalone or stacker, is
based on the model configuration. When selected, a window will appear showing the
current number of virtual devices (See Figure 3-13). To set the number of standalone
tape drives or stackers, enter the desired quantity for the device, and then click OK.
When configuring a stacker, the number of tape drives and slots must also be set. The
device tree on the “Devices” tab will reset to update the configuration changes (See
“Deciding What Kind of Virtual Tape Drives to Create” on page 27).
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Figure 3-13 “Configure virtual devices” Window

Assign Virtual Tapes

2} Configure virtuald
Standalone tape drives

Stackers
1=
Stacker 1
# of tape drives:
# of slots:
10
OK Cancel

This item allows for viewing and changing the assignments of the virtual tapes to the
virtual devices. When this menu item is selected, a window will appear showing the
current virtual tape assignments and any unassigned virtual tapes (See Figure 3-14).
The listbox on the left shows the currently “Unassigned tapes.” Listboxes correspond-
ing to the virtual devices appear to the right of the unassigned tapes listbox. The
tapes in the unassigned listbox can be selected individually or in a contiguous range.
To select a range, click the first tape in the range, hold down SHIFT, and then click the
last tape in the range. To assign the selected virtual tapes, click Assign for the desired
virtual device. Click OK after making the assignments to commit the changes and
update the Web Control Panels for all connected clients

Figure 3-14 “Virtual tape assignments” Window

Unassigned tapes ViriStacker 1 Virt TapeDrive 1

VT 211 VT 2.1 | w28

NT 2,12 NT 2.2 NT 2.7

WT 213 WT 23 WT 2.8

T 2.14 NT 2.4 T 20

VT 215 T 2.5 [WT 210

. Assign . Reimiove . | Assign . Remoe
OK Cancel
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Physical Stacker Copy Profiles

v 4,

X ): Note

$

This option only appears when the miSAN-V-Series is configured with
optional Tape Library Control support and a tape library is connected.

This item allows you to create copy profiles to use when enabling the Offload disk to
tapes mode for a physical stacker. Copy profiles are saved physical stacker slot
associations. They make it easier to set up copying virtual tapes to physical tapes
when offloading disk to tapes. Using copy profiles saves from manually having to
select virtual tapes to copy each time Offload disk to tapes is enabled (See “Offload
disk to tapes...” on page 86).

When this menu item is selected, a window will appear showing all the virtual tapes
and all the physical stacker slots. The “Profiles” frame shows all the existing copy pro-
files. When a copy profile is selected, its saved slot associations are shown in the “Vir-
tual tape” column in the “Slot associations” table

Figure 3-15 “Physical stacker copy profiles” Window

Profias
Profile 1
Méw profile

=

Selected profie

Profile mane: |Frofile 2 Sed

Winlual tapes Shol associations

WT A Saol wirtaal tape |
T2 1 (iFE] [
VT 23 2T 24

Wl 2.4 ié-—i

WT 2.5 5

VT 26 0

LT T

W28 ] ‘
WT 2.0 =

WT 210 [%

XL

Wl 212

WT 213

WT 214

W 21958

S chsargEs Cancel Hesip

To create a copy profile, click New. To rename the copy profile, select it, enter the
new “Profile name,” and then click Set. To associate a virtual tape to a physical
stacker slot, first, select the virtual tape in the “Virtual tapes listbox. Then, select the
row for the desired physical stacker slot in the “Slot associations” table. Finish by
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clicking the -> button, which assigns the virtual tape name to the “Virtual tape” cell for
that slot (See Figure 3-15). Once all the desired virtual tapes have been assigned,
click Save changes to save the copy profile.

The Help button provides an explanation of how to set up the associations.

Configure Auto-archive

- ): Note

v 4,

$

This setting will only be available if a physical standalone tape drive is
connected to the miSAN-V-Series.

The “Auto-archive” feature allows you to automating the process of creating and
maintaining tape cartridge duplicates of virtual tape backups. Each physical tape drive
may be assigned a group of virtual tapes to maintain backups for.

When this menu item is selected, a window will appear showing a frame for each
physical standalone tape drive. The “Unassigned tapes” frame lists the virtual tapes
not assigned to a physical drive (See Figure 3-16).

Figure 3-16 “Auto-archive configuration” Window

; Auto-archive configuration ﬁl
Unassighed tapes “| Physical tape drive 1

VT 2.6 :| ¥ Auto archive

VT 2.7 :

T 2.8 @ All backups

VT 2.0 ‘| Most recent backup only
VT 2.10 | T 24

VT 2.11 I nT 22

VT 2.12 I MT23

VT 2.13 | MT 2.4

T 2.14 | MT 25

VT 2.15 :

Add Remove
OK Cancel

To assign virtual tapes to a physical tape drive, to be used for automatic backups, first
enable “Auto archive” for the desired physical tape drive by selecting the option.

Next, select the desired virtual tapes from the “Unassigned tapes” listbox. Tapes may
be selected individually or in a contiguous range. To select a range, click the first tape
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in the range, hold down SHIFT, and then click the last tape in the range. To assign the
selected virtual tapes, click Add for the desired physical tape drive.

Finally, choose the desired backup source:

“All backups” allows the miSAN-V-Series to create and maintain tape cartridge dupli-
cates of all the virtual tapes assigned to the drive. When a tape cartridge is inserted
into the drive, “All backups” mode will cause the miSAN-V-Series to automatically
duplicate each virtual tape, ejecting the tape cartridge after each successful copy. If
more than one virtual tape awaits copying, each will be copied in order. Since the vir-
tual tapes are write-protected while auto-archiving occurs, the “All backups” mode is
effective for taking a “snapshot” of the current state of the entire miSAN-V-Series vir-
tual tape cache.

“‘Most recent backup only” allows the miSAN-V-Series to create an immediate
backup of only the most recent virtual tape backup. When a tape cartridge is inserted
into the drive, the “Most recent backup” mode will cause the miSAN-V-Series to auto-
matically duplicate only the most recent virtual tape backup, regardless of how long
ago the backup was made. The miSAN-V-Series will not eject the tape after a suc-
cessful copy, so the tape cartridge will be available for duplicating another backup.
Thus, with the “Most recent backup” mode selected, a user is assured a physical copy
will always be made automatically after a backup to virtual tape. If after a successful
copy a user wants to keep the tape cartridge backup, the user must eject the tape,
else it will be overwritten after the next backup to a virtual tape.

1 J): Note

v e,

S

To keep track of which virtual tapes have been successfully written to
physical tape and which still need copying, use the Web Control Panel.
The “Copies” column on the “Virtual tapes” tab shows the number of
successful copies made.

Set Date and Time

This item allows you to set the miSAN-V-Series date, time and timezone using the
local information on the client running the Web Control Panel (See Figure 3-17). The
time information is used for setting the “Last modified” attribute for virtual tapes (See
“Virtual Tape Popup Menu” on page 94) and giving a valid timestamp to messages on
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the “Messages” tab and for email messages sent from the miSAN-V-Series (See
“Message Delivery” on page 65).

Figure 3-17 “Set date and time” Window

x|
This will set the date and time on the HSTC to Sep 22, 2005 2:05:41 PM.

Your computer's time zone: AmericaMew _York
Previoushy selected time zone: US/Eastern

Hew time zone: |(AmericaMew York b

Apphy Cancel

Update License

This item allows for entering license text provided by Cybernetics for changing the
miSAN-V-Series model configuration. When selected, a window will appear showing
a text box into which license text can be pasted (See Figure 3-18). Once pasted, the
OK button is used to initialize changes to the miSAN-V-Series configuration.

Figure 3-18 “Update License” Window
x|

Paste the license text below, then click OK.
T
-- Begin RSTC Signatuce -- =

1E706cdbEPEc4RET 09EBE53723be 4117444355551 4a35716E862
ZE24bL9dcob6cdb 3a41 5109806537 G4L117adalE3 627049a3566413
2E0a

== End H3TC Sigmature --

Export or Import Configuration

Clicking on this option will open a new web page. Additional instructions are given; as
well as the ability to View Configuration, Export Configuration to a File, and Import
Configuration from a File.

Rescan Physical Devices

This item forces the miSAN-V-Series to rescan the parallel SCSI buses for connected
devices. If a previously undetected SCSI device is found, the Web Control Panel will
update to reflect the new hardware configuration. For a detected tape device, either a
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standalone tape drive or tape library, the “Devices” folder on the “Devices” tab will
refresh to allow for accessing and using the new device.

& Caution

Since multiple clients can access and view the control panel
simultaneously, users must not rescan for physical devices while other
users are connected. Doing so may interrupt current operations,
disconnect other clients or cause other browser control panels to
display incorrect information. If the miSAN-V-Series must be
reconfigured while other users may be accessing the control panel,
wait until all current and queued jobs have completed. To ensure no
jobs are left in the queue, wait a minimum of 30 seconds while all tape
drives are idle before rescanning for physical devices.

When this menu item is selected, a window will appear asking for confirmation before
bringing the miSAN-V-Series temporarily offline to scan for devices (See Figure 3-19).

Figure 3-19 “Rescan physical devices” Window

Rescan physical devices x|

- The unit will go offline momentarily while scanning for devices.

Do you wish to continue?

Yes Ho

Shut Down the HSTC

Use this item for safely shutting down or rebooting the miSAN-V-Series. Shutting
down the HSTC engine before powering off the unit helps insure the integrity of data
in the virtual tape cache.

& Caution

To prevent data loss before shutting down the miSAN-V-Series, make
sure all current and queued jobs have completed. To ensure no jobs are
left in the queue, wait a minimum of 30 seconds while all tape drives are
idle. Never power off the miSAN-V-series unit without first shutting
down the miSAN.
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Note

If the Host machine is connected to the miSAN-V-Series via Microsoft
iSCSI Initiator software, it is necessary to log off the iSCSI connections
before shutting down in order to avoid possible data loss. Failure to log
off the iSCSI connections will cause Microsoft Windows to send
“Unsafe Device Removal” messages. Instructions for this procedure are
found in Appendix A “Microsoft iSCSI Initiator Client.

:
;
AR |

When Shutdown is selected, a window will appear confirming the HSTC engine shut-
down (See Figure 3-20). Once confirmed, the HSTC engine will complete current
operations. When the HSTC has finished shutting down, another window will appear
saying the miSAN-V-Series is then ready to be powered off. In most cases, shutting
down the miSAN-V-Series, also powers off the machine. If the device is still running
after 30 seconds, then press and hold the power button on the front panel until it pow-
ers off. Failure to log off the iISCSI initiator before shutting down the miSAN-V-Series
will result in error messages

When Reboot is selected, the shutdown routine explained above will occur, and the
mMiSAN-V-Series will restart and be ready for use again after about 90 seconds.
Figure 3-20 “Confirm shutdown method” Window
]

| ? | Hoie: always shat down the HSTC before powering off fo ensure the integeity of your data.

Shiutidowmn Reboaot Cancel |
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HSTC Options

Configuration.
Figure 3-21 Configuration
Device ID order Drives then stacker -
Start offloading When VT is ejected -
Host vs. job 'O policy Concurrent -
Drive compression for copying Disabled -
Copy volume tags Disabled -
Wait for backup after PT changed Enahled -
Compress Vs Disabled -
Compress encrypted YTs and PTs Enabled -
PT trust level Trust direct or indirect signatures -
Receive SHMP messages from UPS Disahled -
0K Cancel

v 4,

- ): Note

$

Some of the options shown in the above menu will only be present if
Compression or Encryption options are installed.

Device ID order

This option is only displayed when the miSAN-V-Series is configured for a virtual

stacker.

This item controls whether the base SCSI ID is assigned to the virtual stacker
(“Stacker then drives”) or to a virtual standalone drive (“Drives then stacker”). If there
is more than one virtual stacker, each stacker and its virtual tape drives will be

assigned SCSI IDs as a set.

Examples: A miSAN-V-Series with two virtual standalone drives, and with Base SCSI
ID set to 2, will use SCSI ID 2 for the first tape drive and SCSI ID 3 for the second

tape drive.
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An miSAN-V-Series with two standalone drives and one changer, Base SCSI ID set to
2, and Device ID Order set to “Stacker then drives,” will use SCSI IDs as follows:

ID Device
2 Stacker
3 Master (first) standalone drive
4 Slave (second) standalone drive

An miSAN-V-Series with two virtual stackers, each with two virtual tape drives, with
Base SCSI ID set to 0, and Device ID Order set to “Drives then stacker,” will use SCSI
IDs as follows:

ID Device
0 Master tape drive, first stacker
1 Slave tape drive, first stacker
2 First stacker
3 Master tape drive, second stacker
4 Slave tape drive, second stacker
5 Second stacker

Host vs. job 1/O policy

When host backup and restore jobs use the HSTC’s disk input/output (I/O)
resources, these disk I/O resources are called “host 1/0O” resources. When the
HSTC'’s disk I/O resources are used for jobs such as offloading disk to tape, these
disk 1/O resources are called “job I/O” resources.

The “Host vs. job I/O policy” setting is used to control the priority given to job 1/0
resources relative to host I/O resources. The option you choose for this setting
determines the policy the HSTC will use when allocating I/O resources.

The options are as follows:

* Concurrent — Host I/O and job 1/0 may proceed concurrently

* Host disk write exclusive — Job I/O is disabled only on disks the host is
writing to

* Host disk exclusive — Job I/O is disabled only on disks the host is reading
from or writing to

* Host write exclusive — All job I/O is disabled when a host is writing to any
disk

* Host exclusive — All job 1/O is disabled when a host is reading from or writing
to any disk

When one of the policy options other than Concurrent is selected and a host
begins using disk I/O resources, any running job 1/O on the disk(s) affected by the
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policy will pause and remain in the running state but will not access the disk(s)
until the host I/O finishes.

Individual jobs can be configured to either use or ignore this setting’s policy. Jobs
that ignore the policy run immediately without concern for the impact on the host’s
available I/O bandwidth.

You can make a job use or ignore this setting’s policy at any time by first selecting
the “Jobs” tab, then right-clicking the job, and then from the pop-up menu, select-
ing the desired option from the I/O scheduling submenu.

Host I/O idle minutes

“Host I/0O idle minutes” specifies the amount of time the HSTC will wait from when
the host I/O stops before restarting job 1/0O. This option does not apply when Con-
current is selected for “Host vs. job I/O policy”.

Overwrite non-committed

v 4,

U5

Note

If the miSAN-V-Series is configured with a virtual or physical stacker,
this setting will be unavailable and set to Enabled by default. This is to
allow host software to manage virtual tape protection, which would
otherwise interfere with protection controlled by the miSAN-V-Series.
This setting will also be unavailable if the miSAN-V-Series is not
configured to use a physical tape drive.

The “Overwrite non-committed” setting determines whether a virtual tape
becomes write-protected after a backup. Write-protecting a virtual tape after a
backup ensures it will remain unchanged until a successful tape cartridge backup
has been committed (successfully copied). This secures against unintentional or
unauthorized virtual tape modification before a tape cartridge copy has been
made, since a host can neither append to nor erase a write-protected virtual tape.
Regardless of host write-protect status, a virtual tape can always be erased via
the “Virtual tapes” tab on the Web Control Panel.

If Enabled, a virtual tape will remain unprotected after a backup, making it avail-
able for appending or overwriting by another backup. Enabling the overwrite fea-
ture ensures a virtual tape is available for writing, even if its contents have not
been committed to tape. This is useful in cases where tape cartridge duplicates
are not always written for each virtual tape backup.

If Disabled, a virtual tape will be write-protected until it is committed to a tape car-
tridge. To keep track of which virtual tapes are write-protected, use the Web Con-
trol Panel. The “Copies” column on the “Virtual tapes” tab shows the number of
successful copies made. A virtual tape backup is write-protected if it has not been
successfully copied to a tape cartridge (‘0’ copies). Disabling the overwrite feature
ensures a tape cartridge duplicate will be made before a virtual tape can be modi-
fied, such as before an append or erase. This is useful in cases where a tape car-
tridge duplicate is always written for each virtual tape backup.
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Drive compression for copying

This option enables or disables internal tape drive data compression for con-
nected tape devices (e.g., physical standalone or library tape drives).

v e,

g)

Note

This feature can toggle drive data compression only if the tape drive is
physically set to allow host-controlled compression. See
documentation for connected tape devices for information about drive
compression settings.

If Enabled, all physical tape drives connected to the miSAN-V-Series will write
data using their internal compression algorithm.

If Disabled, all physical tape drives connected to the miSAN-V-Series will write
data in their native block size format.

Copy volume tags

This option allows the miSAN-V-Series to associate virtual tape volume tags (See
“Virtual Tapes Tab” on page 93) with the barcodes on their physical tape copies.

If Enabled, the miSAN-V-Series will automatically copy the barcodes read from
physical tapes in an external library to the volume tags of their associated virtual
tapes. The volume tag is updated with the barcode after a virtual tape is written to
a physical tape cartridge.

If Disabled, the virtual tape volume tags will remain unchanged after a copy to
barcoded physical tapes. See “Virtual Tape Popup Menu” on page 94 for informa-
tion about adding volume tags to virtual tapes.

Virtual Device Emulations

v 4,

g)

Note

This option only applies to models configured with multiple emulation
support. For miSAN-V-Series models configured with only the default
emulations this option will show a message box saying there is nothing
to configure.

If the miSAN-V-Series is configured with multiple emulation support (See “Define
Emulations” on page 68), this option will display a window that allows for selecting
a different emulation for each virtual device. The window shows all the configured
virtual devices with a drop-down listbox for each. The listboxes contain the names
of the emulations configured in the “Define Emulations” menu, under the
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“Advanced Options” menu. For each virtual device, select a tape device emulation
for backup hosts to see and use.

v 4,

) Note

$

Device emulation may require a driver to be installed on the host
computer system.

Receive SNMP messages from UPS

This menu option allows you to enable the HSTC to receive SNMP messages
from an APC® Smart-UPS® model UPS that has a Network Management Card or
a Tripp Lite® SmartPro®/SmartOnline™ model UPS that has an

SNMPWEBCARD. You can configure the UPS to send messages to the HSTC
when the power fails, enabling the HSTC to automatically shut itself down cleanly.

By enabling this option, you allow the miSAN-V-Series to take the following
actions in response to the UPS power events:

Event Action

AC power failed; UPS on battery The miSAN-V-Series remains operational
but prepared for shutting down quickly.

AC power restored before UPS battery is drainedThe miSAN-V-Series returns to
normal operation.

UPS battery is low The miSAN-V-Series shuts down cleanly,
ensuring the safety of saved data.

& Caution

The miSAN-V-Series does not authenticate the UPS, so enabling this
option enables anyone capable of sending SNMP messages on your
network to shut down the miSAN remotely.

Configuring an APC® Smart-UPS® model UPS with Network Management Card

You must configure the Network Management Card’s network parameters so the
Smart-UPS can communicate with the miSAN-V-Series. Under “Network” >
“‘SNMP”, set “Access” to “Enabled”. Under “Events” > “Recipients > “Trap Receiv-
ers”, enter the following information:

Community Name public
Receiver NMS IP/Domain Name [IP address of miSAN-V-Series]
Generation Enabled

Authentication Traps Disabled
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v 4,

) Note

$

From the miSAN-V-Series’s Web Control Panel, make sure “Receive
SNMP messages from UPS” is set to Enabled.

To test the configuration, pull the AC power plug on the UPS. The “Messages” tab on the
Web Control Panel should give a message that the UPS is on battery power. Wait a few
seconds, then plug the UPS AC power back in. The “Messages” tab on the Web Control
Panel should give a message that power has been restored.

v e,

) Note

The APC Smart-UPS model does not send SNMP power failure
messages when using the diagnostics function for simulating a power
failure, so you cannot use this diagnostic to test the communication
with the miSAN-V-Series.

Configuring a Tripp Lite® SmartPro®/SmartOnline™ model UPS with
SNMPWEBCARD

You must configure the SNMPWEBCARD’s network parameters so the SmartPro®/
SmartOnline™ can communicate with the HSTC. Under “Settings” > “Contacts” >
“‘SNMP” > “New”, enter the following information:

IP Address [IP address of HSTC]

Name [A descriptive name (e.g., miSAN-V-Series)]
Community public

Trap Port 162

Under “Settings” > “Events”, check “SNMP Notification” for “On Battery”, “Battery Low”,
and “Battery Capacity Below Warning Level”. When you check “SNMP Notification”, a
window will pop up with more configuration options. Under “Message Settings”, set the
two time values to 0. Under “IP Addresses”, highlight the HSTC’s IP address so the HSTC
is notified of the event. Also, make sure the “Shutdown” action for the “On Battery” event
is not checked, since this could cause a loss of output power without an SNMP warning
message.

Under “Settings” > “Device” > “Low Battery Warning”, enter the percentage of the battery
charge that you want to trigger the HSTC shutdown. Note that a loss of output power can
occur before 0% is reached, so do not use a value that is too low. Cybernetics recom-
mends a minimum value of 30 or more, depending on the load.
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You do not have to configure “Settings” > “Network” > “SNMP”, because the HSTC does
not send SNMP messages to the UPS; it only receives them.

v 4,

) Note

From the HSTC’s Web Control Panel, make sure ‘“Receive SNMP
messages from UPS” is set to Enabled.

To test the configuration, pull the AC power plug on the UPS. The “Messages” tab on the
Web Control Panel should give a message that the UPS is on battery power. Wait a few
seconds, then plug the UPS AC power back in. The “Messages” tab on the Web Control
Panel should give a message that power has been restored.

Data Compression

Rule: you can't compress encrypted data, but you can encrypt compressed data. If you
want to use data compression and encryption together, you must compress first and then
encrypt.

Most tape drives have the capability of compressing the data they receive during a
backup and decompressing the data they read from the tape during a restore. Tape
drives handle data compression transparently in hardware; the application software
doesn't have to do anything except tell the tape drive to enable it. Unfortunately, a tape
drive's internal compression is useless for encrypted PTs, since the tape drive receives
the data only after encryption (see the rule above). The HSTC always disables the tape
drive's internal compression when creating encrypted tapes.

The HSTC itself also has the capability of compressing data. The HSTC supports using
its own compression for both VTs and PTs. The HSTC's compression may be used with
encrypted or non-encrypted VTs and encrypted PTs, but not with non-encrypted (plain)
PTs. For non-encrypted PTs, the HSTC lets the tape drive compress the data instead.

There are two menu options that control when the HSTC uses its own compression:
* Compress VTs: Disabled/Enabled
* Compress encrypted VTs and PTs: Disabled/Enabled
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SCSI Configuration

B3 scsi voa po x

HBA 1 name Libirary
HBA 2 name Fayrall Server
HEA 2 direction Connects to host -
HBA 2 base SCSI ID —
HBA 2 speed Ao -
HBA 2 5702 mode Disahled -
OK Cancel

SCSI HBA Ports

Depending on the miSAN-V series configuration, there will be HBA 1 and HBA2, or
HBA 1a, HBA1b, HBA2a, and HBA2b. HBA 2 will normally be connected to a host,
though it may be configured to connect to a target.

HBA X direction
Choose betwen Connects to host and Connects to devices.

HBA X base SCSI ID

This item controls the SCSI IDs for virtual devices which are presented to host sys-
tems, and has no connection with the actual SCSI ID settings for any attached physi-
cal devices. This setting and the “Device ID Order” setting below have no effect and
will not be displayed on an iSCSI-only system.

v 4,

- ): Note

$

When selecting the Base SCSI ID, make sure not to inadvertently create
a conflict with the host controller SCSI ID, which is normally set to 7.

This item sets the base (lowest numbered) SCSI ID that the unit uses. Default is 2.
These are the SCSI IDs that will be seen by the host computer system. Available
selections are 0 through 15. The miSAN-V-Series will use one SCSI ID for each
installed device (tape drive or changer), assigning SCSI IDs consecutively beginning
with the Base SCSI ID.
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HBA X speed

The “SCSI bus speed” setting defaults to “Auto.” The “Auto” setting provides the
optimal bus speed for most configurations. To set a fixed, limiting bus speed,
select from the wide and narrow speeds in the drop-down menu..

v U

$

s

) Note

The actual SCSI bus speed negotiated between the miSAN-V-Series and
the attached host system depends on the host hardware configuration
and the bus termination.

Incoming iSCSI Connections from Hosts

iSCSI login control

There are three choices for iISCSI login control: iSCSI disabled (default), Pro-
tected by password, and Open to everyone (insecure)..

iSC5l login control iSC5I disabled -
iSCSI disabled
Protected by password
Open to weryur(}{insecure}
i)
OK Cancel

iSCSI access password

The iSCSI protocol supports optional authentication in either or both directions
(host-to-target, or target-to-host). The “iISCSI access passwd” is used to prevent
unauthorized hosts from gaining access to the miSAN-V-Series. This requires
host systems to be authenticated by the miSAN-V-Series. Default is no password.
When a password has been set, host systems must be configured to use CHAP
authentication with the same password set in order to connect to the iSCSI target
devices.

To set, change or remove the “iSCSI access passwd,” follow the same proce-
dures as for the “Menu password.”

iSCSI host username

This menu item is used together with the “iISCSI host password” (See “iISCSI host
password”) to permit the miSAN-V-Series to identify itself as a legitimate device to
iISCSI host systems. Default is none (no “iSCSI host username” is set). An iSCSI
host system that is configured to use bi-directional authentication will check the
“iISCSI host username” and the “iISCSI host password” setting using CHAP
authentication. Both must match the entries that are set on the host system itself.

If the host system is set to use bi-directional authentication and these entries do
not match those on the host system, CHAP authentication will fail. If the host sys-

Cybernetics

UM-MV-86-B1-0801



58

Operating the Web Control Panel

tem is not set to use bi-directional authentication, these entries will not be checked
by the host system and will have no effect.

Since the miSAN-V-Series only maintains a single “iISCSI host username” and
“iISCSI host password,” all hosts that are intended to connect to the miSAN-V-
Series must use the same host username and password for CHAP authentication
with this miSAN-V-Series.

To set, change or remove the “iISCSI host username,” follow the same procedures
as for the “Menu password.”

iSCSI host password

This is the password that goes with the “ISCSI host username” above.

To set, change or remove the “iSCSI host password,” follow the same procedures
as for the “Menu password.”

Outgoing iSCSI Connections to Devices

You can configure the miSAN-V-Series to use up to four remote iSCSI target devices.
There are three submenu items for each numbered device: “Remote iSCSI device X,”
“Device X IP address” and “Device X iSCSI password.”

Remote iSCSI device X
Choices are “Enabled” and “Disabled” for each remote iSCSI device.
Device X DNS Name or IP address

Set this to match the DNS Name or IP address of the remote iSCSI device (tape
drive, library, and/or iSCSI storage device (i.e. miSAN-D Series) with which the
mMiSAN-V-Series is to communicate.

Device X iSCSI Username
Default is CyberneticsASP. This can be changed if necessary.
Device X iSCSI password

Set this to match the iISCSI Access Password of the remote iISCSI device with
which the miSAN-V-Series is to communicate.

Setup for using an external iSCSI device for
additional Virtual Tape storage

The following steps show how to connect the miSAN-V Series to a iISCSI device for
additional Virtual Tape storage.

Select SCSI configuration > Outgoing iSCSI connections to devices from the
HSTC Options drop-down menu.
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Tools | HSTC Options | Information Browser links Help
Configuration | Dimmicaltanes | iohe | Mocsanpe |
SCSI configuration ¥ SCS|HBA ports
Hetwork configuration Incoming 1SCSI1 connections from hosts
Message delivery Outgoing iSCS| connections to devices
Accounts » ; %
Advanced options »

[} Tape drive 1

2. Enable Remote iSCSI device 1.
Remote iSCSI device 1 Disahled

Disabled
Enabled

Device 1 DHN% name or IP address

Device 1 iSCS| username

[

T
Mo password set

Device 1i1SCSI password

3. Enter the IP address iSCSI device.
4. Enter iSCSI username (default iISCSI username is CyberneticsASP)..

Remote iSCSI device 1 Enabled -
Device 1 DHS name or IP address|152 1681 .2
Device 1i5CS| username CyberneticsASP
Device 1i5C5S| password Mo password set
Remote 1SCSI device 2 Disabled -
5. Click on iSCSI password. |
Device 1 DNS name or IP address|192 168.1.2
Device 115CSl username CyherneticsASP
Device 115CSI password Ho pass-ﬂ.-urd set
Remote iSCSI device 2 Disabled “§ =
Device 2 x|
Device 2 Enter new password
Device 2 | |
Remaote i Il!:u::rrﬁrm new password | | —
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6. Enter new password. (Password must match the password on the iSCSI device
and is recommended to be 14 characters long). Press OK.

Enter new password
|llllllllllllll |

Confirm new password
|llIIII-llliIII| |

ory Undo changes Cancel
L

7. A dialog box will pop up. Wait for it to disappear.

@ Please wait while the changes are activated.
This window will close automatically when the unit comes back online.

If you have just changed the unit's IP address, close this window now
and load the new URL in your wehb hrowser.

Cancel wait

8. Select Rescan physical devices... form the Tools drop-down menu.

Tuuls| HSTC Options  Information Browser links Help

L E3 e 4 Physical tapes rJuhs |/ Messages
Create virtual tapes... [

Configure virtual devices...
Assign virtual tapes...

Configure auto-archive...

Set date and time...
Update license...
Export or import configuration...

Rescan physical devices...
Logourt adﬁ’n...
Shut down the HSTC...
I
9. Select Yes.

- The unit will go offline momentarily while scanning for devices.

Do you wish to continue?

iﬁ)l No
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10. Select Create virtual tapes... from the Tools drop-down menu.

Disk storage

Tuuls| HSTC Options  Information Browser links Help

b

Create virtual tzwes...

Configure mnugf%eﬁces...

Physical tapes |/Juhs rMEssages |

11. Open the Format disks tab. Select either Format disks that need formatting, or
Format all disks. After formatting the disks, press the Apply changes.

f Basic |/ Advanced |/ Format disks |

2 disks need to be formatted.

hem for use by the HETC

ou must format new disks before creating virual tapes an -
hem. This will destroy the contents of the disks and prepare

Format all disks

Format disks that [q\eed formatting
&

Total virtual tapes: 5 1 100

[term Size

1000.0 GE 3ware unit0 9996 GB
WT 1.1 199.9 GB
WT .2 199.9 GB
WT 1.3 199.9 GB
WT 1.4 199.9 GB
WT 1.4 199.9 GB
3221 GBISCSl disk sdb HEEDS

1820.8 GB iSCEl disk sdc HEEDS

Apphy changes

Cancel

12. Use either the Basic or Advanced tabs to set up the new virtual tapes.
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Network Configuration

This submenu is used to configure the network interface(s). Based on the configura-
tion, the unit may have three or more interfaces, which are used for either configura-
tion and remote display only or for data transfer (iISCSI) as well. Each network
interface may be configured individually. All network interfaces use the industry stan-
dard TCP/IP protocol.

When any network parameters are changed, and the changes are committed, the
changes will take effect immediately. In the case of a change to the IP Address, the
miSAN-V-Series connection will be dropped as soon as the new IP Address takes
effect, since the unit will no longer respond at the old IP Address. Re-establish a con-
nection to the miSAN-V-Series to verify the new configuration.

& Caution

Be careful when making changes to network parameters. Make sure
network settings will not render the unit unreachable on the network. If
the miSAN-V-Series becomes unreachable on the network, you can
reset the network parameters to their default values using the network
reset button on the rear panel. To perform the reset, while the miSAN is
powered-on, first, insert a #0 Phillips screwdriver or paper clip into the
network reset button hole on the rear panel (See Figure 2-1). Then,
press and hold down the reset button for 5 seconds. The miSAN will
then restart. Afterward, you may change the network parameters from
their default values according to instructions in “Network” on page 16.
The first three submenu items below (“Hostname,” “Default gateway”
and “Nameserver”) apply to all network interfaces. The remaining items
are grouped by the interface involved: “eth0”, “eth1”, “bond0”, etc.

Hostname

Set the TCP/IP hostname. This may be either a hostname or a fully qualified
domain name (FQDN; see Appendix C, “Glossary”).

Default gateway
The default gateway IP address (default is 127.0.0.1) is set with this option.
Nameserver

A single nameserver |IP address (default is 127.0.0.1) may be set in the same
manner as the miSAN-V-Series default gateway IP address.

ethX ( 1000 Mbps)

Choices are “Enabled”, “Disabled”, and “Bonded” for each interface.

The primary Ethernet interface is “eth0”. Depending on the configuration, there will
usually be either three or five Ethernet interfaces installed. They will be named in
sequence (“eth0”, “eth1”, etc.). Default for each interface is Enabled. For each
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interface, menu options are to enable the interface, and to set “IP address”, “sub-
net mask”, and “MTU”.

At least one network interface (“bond0”, “eth0”, “eth1”) must be Enabled. If all net-
work interfaces are set to Disabled, attempting to save changes will give an error
message.

The menu item set (Enabled, “IP address”, “subnet mask”, “MTU”) will be
repeated for each interface. Settings below for “IP address”, “subnet mask” and
“‘MTU” will be shown only if the corresponding Ethernet interface is Enabled.

If more than one interface is enabled, the network addresses must be disjoint (i.e.,
the combination of “IP address” and “subnet mask” must resolve to separate inter-
faces). The following examples include valid and invalid configurations to further
explain this requirement:

eth0 192.168.1.1/255.255.255.0

ethl 192.168.2.1/255.255.255.0

This is a valid combination. IP addresses looking like 192.168.1.X are routed to “eth0”, and addresses look-
ing like 192.168.2 X are routed to “eth1”.

ethO 192.168.1.1/255.255.0.0

ethl 137.157.1.8/255.255.0.0

This is a valid combination. IP addresses looking like 192.168.X.X are routed to “eth0”, and
addresses looking like 137.157.X.X are routed to “eth1”.

eth0 192.168.1.1/255.255.255.0

ethl 192.168.1.1/255.255.255.0

This is an invalid combination. Both interfaces have the same network parameters.

ethO 192.168.1.1/255.255.255.0

ethl 192.168.1.2/255.255.255.0

This is an invalid combination. The miSAN-V-Series cannot route outgoing IP requests without
additional configuration information.

ethO 192.168.1.1/255.255.0.0

ethl 192.168.2.1/255.255.255.0

This is an invalid combination. Because of the different subnet masks, the network addresses
overlap, so the miSAN-V-Series cannot route IP requests without additional configuration
information.
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If the user tries to save an invalid configuration, the miSAN-V-Series will display
an error message. Return to the “Network Configuration” menu so that the conflict
can be corrected or the changes cancelled.

Two or more interfaces may be “bonded” together to transfer data as a single
Ethernet interface “bondX”. This combines the available bandwidth for the multiple
interfaces into the “bondX” Ethernet interface. See Appendix C, “Glossary” for a
further explanation of bonding, including requirements.

To do this, set “eth0” and “eth1” to Bonded, and then set the network parameters
for the “bondX” interface.

ethX IP bonding

v 4,

g)

Note

This menu item only appears if the Ethernet interface is set to “Bonded”.

This menu option sets the “bondX” interface that the Ethernet interface is part of.
Default value is bond0.

ethX IP address

All network interfaces must be assigned static IP addresses. The miSAN-V-Series
does not support DHCP (Dynamic Host Configuration Protocol), since it is
intended that the network interface(s) will be up indefinitely, and lease renegotia-
tion might interrupt a backup operation in progress.

The default “IP address” for the first Ethernet interface is 192.168.1.1. Default “IP
addresses” for subsequent interfaces are 192.168.2.1, 192.168.3.1, etc. The
static IP address is set with this option.

ethX subnet mask

The default “subnet mask” is 255.255.255.0. Change the subnet mask in the
same manner as for the “IP address”.

ethX MTU

Note

This menu item only appears if the Ethernet interface supports “jumbo”
packets. Otherwise, this item is hidden, and the MTU is set to 1500 by
default.

This sets the Maximum Transmission Unit (MTU) size. Default value is 1500.
Choices are 1500 and 9000. The 9000 setting is for use only with Gigabit Ethernet
networks that are “jumbo” packet capable (See Appendix C, “Glossary”).
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bondX

v &

$

s

): Note

This menu item only appears when two or more Ethernet interfaces are
set to “Bonded”.

Settings for “bondX IP address”, “bondX subnet mask” and “bondX MTU” will be
shown only if Bonding is set to Enabled.

However, settings for the “eth” interfaces will be displayed only if “Bonding” is set
to Disabled.

bondX IP address

The default “bondO IP address” is 192.168.1.1. A static IP address is set with this
option.

bondX subnet mask

The default “bond0 subnet mask” is 255.255.255.0. This may be changed in the
same manner as for the “IP address”.

bondX MTU

v U

$

s

): Note

This menu item only appears if the Ethernet interface supports Jumbo
frames. Otherwise, this item is hidden, and the MTU is set to 1500 by
default.

This sets the Maximum Transmission Unit (MTU) size. Default value is 1500.
Choices are 1500 and 9000. The 9000 setting is for use only with Gigabit Ethernet
networks that are “jumbo” packet capable (See Appendix C, “Glossary”).

Message Delivery

The miSAN-V-Series can be configured to send email messages to notify selected
recipients when any of the following events occur:

A copy from virtual to physical tape completes, which also reports whether the
copy was successful

A disk error occurs, which may require replacing the disk

The miSAN-V-Series goes offline unexpectedly due to a fatal error

To set up email messaging, the miSAN-V-Series must have access to a Simple Mail
Transfer Protocol (SMTP) server on the network.

Email messages sent by the miSAN-V-Series contain the following information fields:
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“rrom”’ line: Given as the miSAN-V-Series “Hostname,” as set in the “Network
Configuration” menu (See “Network Configuration” on page 62) with the email
address “techsupportecybernetics.com.”

“Reply-To” line: Given as, “cybernetics Technical Support
<techsupport@cybernetics.com>.” The Cybernetics Technical Support email
address is supplied for miSAN-V-Series email recipients who need assistance
after receiving a message reporting an error.

Message body: Contains information also shown on the “Messages” tab of the
Web Control Panel, and for fatal errors, a web link (URL) to the debug log for the
miSAN-V-Series, which is available for viewing in a web browser.

The following menu items are used to enable/disable messaging, configure the server
location and login information and enter the email addresses for the recipients:

Send messages by email Enabled -
SMTP server (name:port) 147127 1.8:5887

SMTP username {if required) production

SMTP password (if required) *** Changed ***

Email address{es) (separate with ";")techsupportgdarmain.cam

OK Cancel

Send messages by email

Choices are “Enabled” and “Disabled” for the miSAN-V-Series email messaging
feature. Immediately after saving this setting as Enabled, the miSAN-V-Series will
send an email message to all addresses configured in the “Email address(es)”
setting to test and verify the configured SMTP server settings.

SMTP server

Set this menu item to the IP address and port of the SMTP server on the network.
Enter the IP address, (or DNS name if a “Nameserver” has been set under the
“Network Configuration” menu), followed by a colon (*’) and the SMTP port num-
ber. If a port is not specified, the miSAN-V-Series will use the standard SMTP

submission port 587, (however, many SMTP servers use port 25). For example:
137.157.1.8:587

SMTP username

If the SMTP server requires authentication for sending messages, enter a user-
name for the miSAN-V-Series to provide when logging in to the server.

SMTP password
This is the password that goes with the “SMTP username” above.
Email address(es)

This menu item is used for entering the list of recipients who will receive email
messages from the miSAN-V-Series. When entering multiple email addresses,
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separate each with a semi-colon (‘;’) followed by a space. For example:
techsupport@domain.com; webmaster@domain,com; admin@domain.com

Accounts

This sub-menu sets a password for restricting access to the Java Web Control Panel
and the Telnet Menu System. For the Web Control Panel, this password is used to
load the Java applet. For the Telnet Menu System, this password is specifically used
for the “menu” username. For both interfaces, the default password is no password,
which allows anyone at any client system that can connect to the miSAN-V-Series to
load the Web Control Panel and/or enter the Telnet Menu System and make configu-
ration changes.

Admin

To set a password, or to change an existing password, Click on the No password
set button (The button may also be labeled Changed or Not changed). Enter the
desired (new) password, and then save the change.

To disable password authentication (remove an existing password), clear the cur-
rent entry without entering a new password, and then save the change.

Password for Java admin, S5H, telnet, and HTTP Mo password set

OK Cancel

Enter new password

Confirm new password

0K Cancel

Once a new password is entered, the user is logged off and a login screen
appears. Choose Admin or User and enter the proper password.

v 4,

X ): Note

$

For password protection to be effective, both Admin and User accounts
must have passwords.

User

The user account may be Enabled (default is Disabled). To set a password, or to
change an existing password, enter the desired (new) password, and then save
the change.
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Advanced Options

To disable password authentication (remove an existing password), clear the cur-
rent entry without entering a new password, and then save the change.

The following options apply to the user account:

User may offload to PTs (Disabled or Enabled).

User may offload to removable VTs (Disabled or Enabled).

User may mount VTs (Disabled or Enabled).

User may write to primary VTs (Disabled or Enabled).

User may restor from PT (Disabled or Enabled).

All the above options are disabled by default.

Advanced Menu(s)

These menu selections present a set of submenus named “Advanced Menu 0,”
“Advanced Menu 1,” etc. These are preset. Do not change these settings unless
directed by Cybernetics Technical Support.

Define Emulations

User account

User password

User may offload to PTs

User may offload to removable Vs

User may mount ¥Ts

User may write to primarny ¥Ts

User may restore from PT

Enabled

Mot changed

Disahled

Disahled

Disabled

Disabled

Disahled

0K

Cancel

v 4,

$

- ): Note

This menu item only appears if the miSAN-V-Series is configured with
multiple emulation support and will not appear on most units.

This menu selection allows for configuring the miSAN-V-Series to support differ-
ent emulations for tape drives and stackers, up to four each. Each configurable
tape or stacker emulation allows for entering a descriptive name for the emulation
and selecting a specific manufacturer model, represented by a number.
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The configured emulations can be selected for use by virtual devices using the
“Virtual Device Emulations” menu (See “Virtual Device Emulations” on page 52).

v 4,

) Note

Enabling support for each emulation requires a passcode. Contact
Cybernetics Technical Support to identify numbered emulations and
obtain passcodes for specific manufacturer models.

Debugging

This menu selection presents a set of menu items used for enabling specific types
of debugging messages. Do not change these settings unless directed by Cyber-

netics Technical Support.

v 4,

) Note

The “Speed test mode” setting is used to test the data transfer rate
between the host computer and the miSAN-V-Series independently of
the connected SCSI tape devices. When Enabled, the miSAN-V-Series
will discard all data from host write commands. For host read
commands, the miSAN will return random data.

Host iSCSI Debug Messages

This menu selection presents a set of menu items used for enabling specific types
of debugging messages. Do not change these settings unless directed by Cyber-
netics Technical Support.

Information

This menu displays information about the installed miSAN-V-Series code and devices.
Nothing can be changed through this menu.

Product Information

This menu item displays the installed CY-HSTC engine code version (“Version”), unit
serial number (“EUI serial #”), HASP security device ID number (“ID #), host bus mask
(“Host bus mask”), miSAN-V-Series flags (“Flags”), Ethernet interface(s) (numbered
as “eth”), and MAC address(es) (“HWaddr”). “Host bus mask” is a number indicating
which SCSI ports are assigned as targets for host systems.

“Host bus mask” is a number indicating which SCSI ports are assigned as targets for
host systems.

Cybernetics UM-MV-86-B1-0801



70 Operating the Web Control Panel

“Flags” are installed con figuration options, such as “ASP”, “iSCSI-HOST” and “iSCSI
DEVICE.” If no options are installed, this line will simply display “Flags:”

v 4,

) Note

$

The network settings (IP address/subnet mask) and MAC address will
be shown for each installed network interface. If bonding is enabled, the
network settings and MAC address will be identical for all interfaces.

Physical Devices

This menu item displays a list of all SCSI devices (tape drives and/or libraries) con-
nected to the miSAN-V-Series, with manufacturer, model number, and firmware ver-
sion.

Virtual Devices

This menu item displays a list of all iSCSI devices (tape drives and/or libraries) con-
nected to the miSAN-V-Series, with manufacturer, model number, and firmware ver-
sion.

Virtual device assignments
This menu item displays a list of Virtual device assigments.

Credits and Licenses

This menu item acknowledges the proprietary software code copyrighted by Cyber-
netics and various 3rd-party programs copyrighted by others; the usage licenses for
those programs are included as well. The text is reproduced in the “Notices” section of
this manual.

Browser links

This item provides web browser clients with access to additional web pages on the
miSAN-V-Series. Each web page opens in a new browser window. The following
menu items are useful for troubleshooting and viewing settings and hardware configu-
rations:

* View debug messages: Shows the miSAN-V-Series message log, which can be
updated by refreshing the browser window. If trouble occurs with the miSAN-V-
Series, this page may be saved and emailed to Cybernetics Technical Support
(techsupport@cybernetics.com) for further assistance.

* View list of menu settings: Shows a complete list of miSAN-V-Series menu
settings, virtual device configurations and virtual tape assignments. Before
loading new firmware code into the miSAN-V-Series, save this page. After the
code installs, refer back to this saved page when reconfiguring the miSAN-V-
Series settings.

« View hardware information: Shows information about the miSAN-V-Series
network interfaces, IP routing table and attached SCSI devices.
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Tabs

Devices Tab

The “Devices” tab shows a “tree” view on the left with an entry representing each virtual
and physical device (physically attached or connected via iSCSI) (See Figure 3-22). Vir-
tual tape drives and stackers (libraries) appear as numbered “VirtTapeDrive” and “Virt-
Stacker” objects, respectively. Physical tape drives and stackers appear as numbered
“Stacker” and “Tape drive” objects, respectively. Optical drives, also supported by the
mMiSAN-V-Series, appear as “Optical drive” objects. The device tree, under the head
folder “Devices”, is fully expanded by default, showing a folder for “Virtual” and “Physical’
devices. All configured virtual devices are found in the “Virtual” folder. All external physi-
cal devices, whether physically attached or connected over the network using iSCSI,
appear in the “Physical” folder. If an externally connected physical device does not
appear in a folder, make sure the miSAN-V-Series is configured properly to use it. The
“Devices” folder will update automatically whenever the miSAN-V-Series device configu-
ration changes, such as after changing the number of virtual devices.

Figure 3-22 “Devices” Tab

l/[)wices |/‘-.|I'irtual tapes |/Phys
[ Devices |
o] virtual

[ wirtTapeDrive 1

[ wirtStacker 1
¢ [ Physical

D Tape drive 1

[ optical drive 1

T ] Stacker 1
|j| Tape drive 1

Note

To rename a virtual tape drive or stacker, click on the desired device to
select it, and then right-click it to show a pop-up command to Rename

\

Figure 3-23 Renaming a Virtual Tape

] Wirtual
[} WirtTpesmo
BUir‘[B Rename

] Physical
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Virtual Tape Drive Device Panel

When selected in the device tree, a virtual standalone tape drive will expand to reveal
a device panel in the frame on the “Devices” tab (See Figure 3-24). The device panel
presents a “Mounted medium” drop-down listbox where the assigned virtual tapes can
be mounted. Along the right side of the “Mounted medium” box is a checkbox for
enabling the “Autoload” feature. Right-click on VirtTapeDrive X to rename..

Figure 3-24 Virtual Tape Drive Device Panel

Devices | Virlualtapes @ Physical tapes | Jobs | Messages
[ Devices VirtTapeDrive 1
¢ 3 virtual . )
[ MirTapeDrive 1 Kounted medium: VT 26 | =[] Autoloadd
[y virtStacker 1
=] Physica

Mounted Medium listbox

The “Mounted medium” listbox displays the currently mounted tape. The listbox
lists all the virtual tapes assigned to the drive and an option for “None”. The
“None” option ejects a virtual tape and leaves the drive empty. Although possible,
a virtual tape should not be copied while mounted, since a host could possibly use
it. Thus, selecting “None” allows all virtual tapes assigned to the drive to be copied
to tape cartridges.

Autoload checkbox

The “Autoload” checkbox controls the virtual tape autoloading feature. If enabled,
the miSAN-V-Series will automatically mount the next virtual tape listed in the
“Mounted medium” listbox when a host issues an “eject” command. This is useful
during backups, such as when the currently mounted tape is full, and during
restores, such as when searching through tapes. When “Autoload” is enabled,
tapes are changed sequentially, allowing a virtual standalone drive to behave like
an autoloading tape media changer. When the last virtual tape is ejected, the
miSAN-V-Series will remount the initial tape in the sequence in a “round-robin”
manner. Autoloading can be temporarily disabled during a backup or restore by
selecting “None” from the “Mounted medium” listbox. To resume, select a virtual
tape to continue with in the sequence.

Virtual Stacker Device Panel

When selected in the device tree, a virtual stacker will reveal a device panel in the
frame on the “Devices” tab (See Figure 3-25). The “Access mode” field shows
which tapes the miSAN-V-Series presents to a host accessing the virtual stacker.
The following modes may be shown:

« ‘virtual tapes”: Virtual tapes assigned to the virtual stacker
* ‘“physical tape drive X’: Physical tape in the tape drive

» “physical stacker X”: Physical tape(s) in the stacker
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» Stacker slots are presented as a table with columns for the following fields:
* Element: Numbered virtual stacker slots and tape drive(s)
* Tape: Tapes presented in the virtual stacker slots and drive(s)

* The “Tape” column shows the tapes a virtual stacker presents to a host
system. A virtual stacker presents its tapes by populating the slots from the top of
the column, beginning at Slot 1.

If the miSAN-V-Series is configured with a physical tape drive and/or library, a
host can access the physical tape drive/library by proxy using the virtual stacker.

Direct host access for a physical tape drive pairs the physical tape in the drive with
the first slot in the virtual stacker. To access the physical tape, move the tape from
Slot 1 to the virtual stacker drive. You can enable direct host access to a physical
tape drive from the physical tape drive’s Menu button (See “Physical Stacker
Device Panel” on page 82).

Direct host access for a physical stacker pairs the physical stacker slots with the
virtual stacker slots, beginning at Slot 1. You can enable direct host access to a
physical stacker with the physical stacker’s popup menu (See “Physical Stacker
Device Panel” on page 82). When direct host access to a physical stacker is
enabled, the virtual stacker’s “Tape” column will show each physical tape by list-
ing in each slot the corresponding physical stacker’s slot number along with the
physical tape’s name.

Figure 3-25 Virtual Stacker Device Panel

Devices | Virtualfapes | Plysicaltapes | Jobs | Messages
[ Device VEtStacker 1

=] vimsa
[} vinTaper ACCeEs made: virlial tapes
[ rStacken 1

rvsical

Tapes can be moved within the virtual stacker to other slots or drives using a
popup menu. This allows for moving tapes without having to use host backup soft-
ware.

The “Move to” popup menu is accessed by first selecting the desired virtual tape
and then right-clicking it. The submenus allow for moving the selected tape to
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another slot (See Figure 3-26) or drive (See Figure 3-27). Unavailable slots and
drives are greyed out.

Figure 3-26 “Move to slot” Popup Menu
VirtStacker 1

Access mode: virtual tapes

Element Tape

Slot1 WT 2.1

Slot 2 WT 2.2

Slot 3 WT 2.3 Movetoslot Pk Slot 1

Slot 4 YT 2.4 Move to drive »| Slot 2

Slot & WT 2.5

Slot 6 Slot 3

Slot 7 Slot 4

Slot 8 Slot 5

Dirive 1 Slot 6
Slot 7
Slot 8

Figure 3-27 “Move to drive” Popup Menu
VirtsStacker 1

Access mode: virtual tapes

Element Tape
Slat 1 WT 2.1
Slat 2 B

|
Znt 2 Move to slot  » |

Slot 4 Move to drive #| Drive 1
Slot [V T 25 V\l\s
I

—oL e
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Physical Tape Drive Device Panel

When selected in the device tree, a physical tape drive will reveal a device panel
in the frame on the “Devices” tab. The device panel presents the status informa-
tion for the tape drive (See Figure 3-28).

Figure 3-28 Physical Tape Drive Device Panel

Physical tape drive 1

Model: SONY SDX-700C
Firmware version: 01b10001
Serial number: 0000003054
Drive state: Mot in use
Drive status: OK

Tape name: PT 2

Tape status: Loaded
Tape capacity: 26.0 GB
Tape position: 25.4 GB
Current RYWH: 0.00%
Average RYWR: 0.01%
Average ECC: 0.00%

= Writing

Transfer rate: 4.2 MB/s

Menu

The physical tape drive status information is presented with the following fields:

* Model: Tape drive model, as returned from the SCSI Inquiry command

» Firmware version: Tape drive firmware, as returned from the SCSI Inquiry
command

+ Serial number: Tape drive serial number, as returned from the SCSI Inquiry
command

» Drive state: Current physical tape drive activity as one of the following: “Not in
use”, “Host access: virtual tape drive”, “Host access: virtual stacker”, or “Assigned
to a job”. Physical stacker tape drives will also report when reading/writing a

physical tape header or copying to a virtual tape.

* Drive status: Tape drive mechanism condition, which reports “OK”, unless the
drive is requesting that you load a cleaning tape (“NEEDS CLEANING”), the drive
is reporting a serious problem that prevents normal operation (“HARDWARE
ERROR?”), or the drive is not responding to commands (“OFFLINE”); check power
and connections

* Tape name: Name of the currently-loaded physical tape
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Tape status: Tape cartridge load status, which reports “Loaded” when ready

for use. For a “Loaded” tape cartridge, “MEDIUM ERROR” will also appear if a
loaded tape has a problem that prevents the drive from reading or writing data,
and “Write-protected” if physically write-protected.

Tape capacity: Total tape capacity (gigabytes)

Tape position: Current tape position as the space remaining until the end of

the tape (gigabytes)

O
;
{

Note

For a tape drive reporting the unused space (e.g., IBM Ultrium LTO
drive), rather than the current tape position, the status will show the
remaining space between EOD (End-of-Data) and the end of the tape.
The status field will show “Unused space” instead of “Tape position”.

Current RWR/ECC: Current WRITE/READ operation error rate percentage
Average RWR: Average WRITE operation error rate percentage

Average ECC: Average READ operation error rate percentage

Transfer rate: Current WRITE/READ data transfer rate

Menu Button

Pressing the Menu Button brings up a drop-down menu with the following options:

1) Inventory

Identify tape... — This option lets you manually identify the currently-loaded

tape from a list of tapes in the database. Use this option after reinserting a tape
that you had previously loaded and ejected so the miSAN-V-Series can use the
same database entry for the tape as before. This option is usually not necessary
for AIT or LTO tapes, which the miSAN-V-Series can identify automatically by
their serial numbers. You may find it easier to identify tapes in the database if you
rename them from the “Physical tapes” tab when you initially load them (“Physical
Tapes Tab” on page 97).

2) Disk cache

Setup offload...
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This option allows for setting up offloading from a virtual tape to the physical tape

drive.

Figure 3-29 “Setup offload” Window

Y Setup offload

x|

Offload options
Physical tape: PT 2
VYT to offload: --* none selected =--
Action:
Wait for backup: ]
Select VT to offload...
OK Cancel Help

To specify which virtual tape to be offloaded to the physical tape:

1) Click Select VT to offload...

2) Select the virtual tape you want to copy to the physical tape.

Figure 3-30 “Select virtual tape” Window

([ Dhsciecttunliaps x
Tapo namn | Last modided Capacity Usad Coples
VT 21 Sap 13, 7005 10013 05 AM L0GE ol GE (]
= |Sep 22, 2005 103005AM  [S0GB [(TT]] ]
MT13 |Sep 38, T005 1003911 AM S 0GB 00GE ]
T 24 Sip 18 HO05 103901 F AM L 0GR 0.0 G a
YT 15 \Sep X8 T005 1003973 AM 5.0 B 0.0 GE a
WT 2B Sap 32, 7005 10:3% 19 AM 0GB 00GE (u]
VT 2 :Sl?r. T8, 005 10039 36 AM 50 GB 0.0 3B 0
WTTE |Sap 38, T0D5 1053 73AM S0 GE HaGE 0
VT 28 Aug 30, 2005 S 2420 PM L0 3E 0.0 GB a
YT 210 Aup 30, 2005 534 78 FM 5.0 B 0.0 GE 0
VT 211 SAug 30, 200% 355651 P = 0GB 23 GB (1]
P A F :=U'J 30, 2005 53428 FM 50 OB 0.0 3B 0
WT 213 [Aop 30, 2005 534 78 FM £0GE HOGE 0
VT 214 Mg 30, 2005 572420 PW L0 &R 0.0 GB 1]
T 115 Aup 30, 2005 §34-38 FM 5066 00GE ]
| use sehwcted vT Cancel
3) Click Use selected VT.
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You can clear the association between a physical tape and the virtual tape for off-
loading from the “Physical tapes” tab.

Figure 3-31 “Clear VT for offloading” Option

Disdces | Wirleal tapes | Physical lapes | Jobs | Messages
Physical Lapes:
Fillers: Alltapes

P LOCaSoe SIS vT far amoading OMoad siahy
(] Eagther 1 alot 1 Inkniwn

- Ml dmaces s

110 Exscker 1 ot 2
FT 11 Sracker 1 shof 1
[FT12 Stacker 1 siof 2 Inknigpwn | |
|FT2 Tane e 2 Ok NT 21 Meeds oflogd

Riresamie

Chear WT for offioading [\
- b : : :
Mame) Forget currenl conbenis ~ -
patak

« Action

After you choose a virtual tape to be offloaded to a physical tape, you may select
one of the following actions to be performed to the virtual tape:

Do nothing to VT — Choose this if the virtual tape already contains a backup you
want to offload to the physical tape. This is useful in the following situations:

You performed a backup to virtual tape before associating the virtual tape with a
physical tape for offloading.

You had previously associated the virtual tape with a different physical tape that
had an error while offloading (e.g. a bad tape). You can choose this option to
associate the virtual tape with a different physical tape.

Erase VT — Choose this if the virtual tape contains data you no longer need, for
example if the virtual tape contains an older backup that has already been off-
loaded to physical tape. Your backup software will see the virtual tape as a new
blank tape.

Copy PT header -> VT — Choose this if the virtual tape contains data which you
no longer need, and the physical tape contains a backup that you want to purge
from your backup software’s database. The miSAN-V-Series will create a job to
copy the data header from the physical tape to the virtual tape. When your backup
software sees the data header on the virtual tape, it should purge the old backup
from its database when overwriting the virtual tape with a new backup.

Copy PT -> VT — Choose this if the virtual tape contains data you no longer need,
and the physical tape contains a backup you want to either restore or append.

)

$

]

s

- ): Note

“Host access” is often an easier method for restoring from a physical tape.
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An alternative way to purge the record of an old backup from your backup soft-
ware’s database is to use “Host access” to have your software erase the physical
tape (See “Host access” on page 81). Or, you can delete the old database entry
manually through your software.

*  Wait for backup

While “Wait for backup” is set, any job to offload the virtual tape to physical tape
will wait for the host to do a backup before offloading. The miSAN-V-Series will
clear the “Wait for backup” flag when the host does a backup.

Select the “Wait for backup” option if the virtual tape does not contain any data
that you want to offload to the physical tape (e.g., if the virtual tape was already
offloaded successfully). Deselect the “Wait for backup” option if the virtual tape
does contain data from a backup that you want to offload. “Wait for backup” is
always selected if you choose “Copy PT header -> VT” or “Copy PT -> VT”. “Wait
for backup” is selected by default if you choose “Erase VT” or if the virtual tape is
already blank, but you can deselect it if desired.

+ Offload disk to tape...

Once you have setup offloading, use this option to create a job that does the
actual work of copying the virtual tape to physical tape.

Note

“Offload disk to tape...” creates a new set of jobs each time you use it. If
you had suspended an offload job and you want to resume that job
instead, you can do so from the “Jobs” tab.

Figure 3-32 “Offload disk to tape” Window
x|

Source and Destination

Physical tape: PT 2

\irtual tape: vT 2.1
Offload status: Needs offload

Select YT to offload...

Options
Eject tape after offload

i® Offload the virtual tape only once
i Run job continuoushy, offloading after each backup to YT

i® Use system policy for host vs. job disk /0 scheduling
i Ignore system 1O policy and run job immediatehy

| Start || Cancel || Help |
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The “Source and Destination” frame shows the name of the source (“Virtual tape”)
and destination (“Physical tape”) for offloading the tape.

Click “Select VT to offload...”, and then choose the virtual tape to set the source.
“Offload status” shows the status for the selected virtual tape to be offloaded:

Wait for backup — The job will wait for a backup to the virtual tape before starting
the offload. You can toggle this flag from the “Setup offload...” option.

Needs offload — The virtual tape needs to be offloaded to physical tape.
In progress — The offload is already in progress; see the “Jobs” tab.

PT same as VT — The virtual tape has already been offloaded to the physical
tape. There is no work to be done now, but if you have the job run continuously
then any future backups will be offloaded.

* Load tape onto disk...

Use this option to import the data from your physical tapes into the disk cache
using “Load tape onto disk...”. Note, you can also do this by selecting the “Setup
offload...” option, and then the “Copy PT -> VT” option for the “Action”, which is
the preferred way if you intend to append to the backup and offload the appended
data back to the physical tape. If you want to import the data for restoring from the
disk cache, then “Load tapes onto disk...” is easier.

)

$

- ): Note

“Host access” is often an easier method for restoring from a physical tape.

To import the data from the physical tape, you will need to create one virtual tape
for each physical tape being imported that has enough capacity to hold the tape’s
data after decompression. Make sure the virtual tape is safe to overwrite and not
mounted in any virtual drive. Then, select “Load tape onto disk...” to create the
jobs that will do the copying.

Figure 3-33 “Load tape onto disk” Window

4} Load tape onto disk x|

Source and Destination

Copy from: PT 2
Copy to: YT 2.5

Select VT to overwrite...

Options
® Use system policy for host vs. job disk /0 scheduling
) Ignore system 10 policy and run job immediatehy

Start SS Cancel Help
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Host access

Host access enables you to access the physical tape drive directly from your soft-
ware, bypassing the disk cache. This is often useful for restoring directly from a
physical tape.

Enabling host access
Choose one of the virtual devices listed in the “Host access” submenu, and the
miSAN-V-Series will temporarily reconfigure the selected virtual device to map to
the physical tape drive.

Using host access

You may load and eject physical tapes at will. If you are using a virtual standalone
drive, the virtual drive simply mirrors the state of the physical drive. If you are
using a virtual stacker, the miSAN-V-Series simulates the operation of a stacker
with only one tape in its inventory. The miSAN-V-Series lets the software move
the single physical tape around in the virtual stacker, however the physical tape
just remains loaded in the tape drive. If you physically eject and replace the tape,
to your software it looks like you opened the stacker door, changed the tape in the
magazine slot, and then closed the stacker door.

Disabling host access — Go back to the “Host access” submenu and choose
“Disable”. The miSAN-V-Series will reconfigure the virtual device to access the
virtual tapes rather than the physical tape drive.

Job control

This menu enables you to suspend any jobs using the physical tape drive. This
can also be accomplished via the “Jobs” tab (See “Jobs Tab” on page 99).

If the tape drive is located in a stacker, then the Menu button offers only a “Help”
option that tells you to use the stacker’s Menu button; all control for the stacker’s
tape drive(s) is handled using the stacker’s Menu button (See “Physical Stacker
Device Panel” on page 82).

Hew x|

,@ This physical tape drive is installed in a physical stacker.
Use the menu for the physical stacker rather than this menu.

ﬂt&
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Physical Stacker Device Panel

]

$

D)’: Note

This section only applies if the miSAN-V-Series is configured with Tape
Library Control support. The physical stacker device panel is only used
when the miSAN-V-Series is configured to operate an external tape
library.

Tapes can be moved within the physical stacker to other slots or drives using a
popup menu. The popup menu is used only when “Host access” is not enabled,
since the library is then inaccessible to hosts. This allows clients to move tapes
within the library without possibly interrupting host backup jobs.

The popup menu is accessed by first selecting the desired physical tape and then
right-clicking it. The submenus allow for moving the selected tape to another slot
or drive. Unavailable slots and drives are greyed out on the popup menu.

Status — Shows one of the following:

*  “Door open or not ready”
+  “Initializing”

*  “Too many tapes loaded” — This happens if you have a tape in every magazine
slot plus an additional tape in the tape drive. Remove the the tape from the tape
drive, and try again.

+  “Ready”
*  “Moving tape”
* “In use by another machine” — Some other machine is using the stacker

*  “OFFLINE” — The stacker is not responding to commands. Check power and
SCSI connections.

Inventory tab

Physical tape library slots are presented as a table with columns for the following
fields:

* Element — Numbered physical library slots and tape drive(s)
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* Tape — Tapes inserted in the physical library slots and drive(s)

Figure 3-34 Physical Stacker Device Panel
Physical stacker 1

l/lnuentury rPruperties |

Status: Ready

Element Tape Jaoh
Slot1 [T PT1
Slot 2
Slot 3
Slot 4
Slot
Slot 6
Slot v
Slot 8
Crrive 1

All control and jobs for the physical stacker are initiated using commands avail-
able from a popup menu. To access the popup menu, right-click in the stacker
table. Some menu commands require you to select one or more physical tapes
before activating the menu; others work with no tapes selected.

The following menu commands are visible. Depending on the stacker’s current
state, some commands may be greyed-out and unavailable:

* Inventory
* Identify tapes...

This option lets you lets you manually identify the tapes currently present in the
stacker from a list of tapes in the database. Use this option after loading tapes that
you had used previously so the miSAN-V-Series can use the same database
entries for the tapes as before. You may find it easier to identify tapes in the data-
base if you rename them from the “Physical tapes” tab when you initially load
them (“Physical Tapes Tab” on page 97).

To help you find the correct set of tapes from the database, the tapes are grouped
into sets that were all loaded at once, and then the groups are sorted chronologi-
cally.

You can choose from the following options to inventory the tapes:
* Inventory unknown tapes

* Inventory selected tapes

* Inventory all tapes

The “Inventory tapes...” option you choose creates a job that sequentially loads
and reads the physical tapes in a physical stacker drive. This enables the miSAN-
V-Series to determine the following information about a tape:

» Tape manufacturer and serial number (if available)
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» Tape capacity, used space, and free space
*  Write-protect status

If the tape has a serial number, then the “Inventory tapes...” option can be used to
identify the tape from the database of known tapes.

* Disk cache
» Setup offload...

This option allows for setting up offloading from virtual tapes to the physical tapes.
Use this option to specify a set of virtual tapes to offload to the physical tapes in
the physical stacker inventory.

Figure 3-35 “Setup offload” Window

[Rsctpoiond =
gy o ofibirs
Profs 1 = Lt
Wirlual Lagars Poyuical lapis
Dt ot
LLEFA
VI ET
WY
L2
IvT22)
L
LI
VIzE
UL
LLEAL
LFALL
LFAF]
Wi E13
VLFALL
VI LIS
o Cancel Help

To assign a virtual tape to a physical tape for automatic copying, first, select the
desired virtual tape in the “Virtual tapes” listbox. Then, select the row for the
desired physical tape cartridge in the “Physical tapes” table. Finish by clicking the
-> button, which assigns the virtual tape name, in the “Virtual tape” column, to the
physical tape. (The Help button provides an explanation of how to set up the
copy.)

Figure 3-36 Assigning a Virtual Tape to a Physical Tape

irtual tapes Physical tapes

Slot|  Physical tape
13
PT10

Details...

1
VT 2.4
T 2.2 1
T 2.3 =}
VT 2.4 6
[VT22] ’
T 2.6 B
T 2T

T 28

VT 2.9 B

T 2.10 - +

WT 2 44 %

After you assign the virtual tapes to the physical tapes, for each assignment, you
may select one of the following actions to be performed to the virtual tape. To
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select one of the actions, right-click the row for the desired physical tape/virtual
tape assignment, and choose the “Set action” menu option.

Do nothing to VT — Choose this if the virtual tape already contains a backup you
want to offload to the physical tape. This is useful in the following situations:

1) You performed a backup to virtual tape before associating the virtual tape with a
physical tape for offloading.

2) You had previously associated the virtual tape with a different physical tape that had
an error while offloading (e.g. a bad tape). You can choose this option to associate the
virtual tape with a different physical tape.

Erase VT — Choose this if the virtual tape contains data you no longer need, for
example if the virtual tape contains an older backup that has already been off-
loaded to physical tape. Your software will see the virtual tape as a new blank
tape.

Copy PT header -> VT — Choose this if the virtual tape contains data which you
no longer need, and the physical tape contains a backup that you want to purge
from your software’s database. The miSAN-V-Series will create a job to copy the
data header from the physical tape to the virtual tape. When your software sees
the data header on the virtual tape, it should purge the old backup from its data-
base when overwriting the virtual tape with a new backup.

Copy PT -> VT — Choose this if the virtual tape contains data you no longer need,
and the physical tape contains a backup you want to either restore or append.

v 4,

) Note

$

“Host access” is often an easier method for restoring from a physical
tape.

An alternative way to purge the record of an old backup from your backup soft-
ware’s database is to use “Host access” to have your software erase the physical
tape (See “Host access” on page 81). Or, you can delete the old database entry
manually through your software.

*  Wait for backup

While “Wait for backup” is set, any job to offload the virtual tape to physical tape
will wait for the host to do a backup before offloading. The miSAN-V-Series will
clear the “Wait for backup” flag when the host does a backup.

Select the “Wait for backup” option if the virtual tape does not contain any data
that you want to offload to the physical tape (e.g., if the virtual tape was already
offloaded successfully). Deselect the “Wait for backup” option if the virtual tape
does contain data from a backup that you want to offload. “Wait for backup” is
always selected if you choose “Copy PT header -> VT” or “Copy PT -> VT”. “Wait
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for backup” is selected by default if you choose “Erase VT” or if the virtual tape is
already blank, but you can deselect it if desired

Figure 3-37 “Wait for backup” Option

Physical tapes

Slot Prsical tape | Virtual tape Action Wait for backup

1 |FT9 VT 2.1 Do nothing to VT | ¥,
2 |PT1D L,f

You can clear the association between a physical tape and the virtual tape for off-
loading from the “Physical tapes” tab (See “Physical Tapes Tab” on page 97

Figure 3-38 “Clear VT for offloading” Option

Disdces | Wirleal tapes | Physical lapes | Jobs | Messages

Pryysical tapes
Fillers: Alltapes .t Al dmaces -
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Offload disk to tapes...

This option creates jobs that do the actual work of copying the virtual tapes to
physical tapes.

D): Note

“Offload disk to tapes...” creates a new set of jobs each time you use it.
If you had suspended an offload job and you want to resume that job
instead, you can do so from the “Jobs” tab.

(See “Jobs Tab” on page 99) for more information on Jobs.

Selecting “Offload disk to tapes...” will show the “Offload disk to tapes” window
with its two tabs: “Copy selections” and “Copy options”.
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The “Copy selections” tab is used to offload the set of virtual tapes specified using
the “Setup offload...”option to the physical tapes.

Figure 3-39 “Copy selections” Tab

2} Offload disk to tapes x|
Copy selections | Copy options
Cogny profiles
Piyaical tanes
Stot Physical taps Yiruzl tape Ciffipan siabus Offioad

1 IPT 1 MT 2 |Megds oMoad |

F] FT10 WT 2.2 |Mpeds ofoad v

2

n

5

[

2

Start Cancel Help

The “Copy profiles” frame (See Figure 3-40) allows for selecting and using one of
the saved copy profiles to automatically assign virtual tapes to physical tapes
(See “Physical Stacker Copy Profiles” on page 43).

Figure 3-40 “Copy profiles” Frame
Copy profiles

Profile 1 - Use

The “Copy options” tab is used for specifying when to initiate the copies. It pre-
sents two sets of buttons for setting the frequency of the copies and an option for
delaying their start (See Figure 3-41).

Figure 3-41 “Copy options” Tab
|

Copy selections Copy options |
) Offload each virtual tape only once

(' Run jobs continuoushy, offloading after each backup to YT

) Continue running jobs even when tapes are changed (requires a copy profile)

® Use system policy for host vs. job disk O scheduling
i lgnore system 1O policy and run jobs immediatehy

Save as default aptions I

T 1 T
I Start I- Cancel | Help |

You can choose how many times the jobs will offload before stopping:

Offload each virtual tape only once — If you need to do the offload again, you
can start more jobs later.

Run jobs continuously, offloading after each backup to VT — To stop offload-
ing, suspend the job or remove the physical tape.

Cybernetics

UM-MV-86-B1-0801



88

Operating the Web Control Panel

Continue running jobs even when tapes are changed (requires a copy pro-
file) — This option lets you offload a specific set of virtual tapes to any physical
tapes that you load in specific slots in the stacker. The jobs will continue to run
even when you open the stacker door and change the physical tapes. To stop off-
loading, suspend the jobs.

The miSAN-V-Series remembers the details of the last offload to the physical
tape. If your backup software appends to the virtual tape after an offload, the next
offload will also append to the physical tape rather than doing a full copy. If the off-
load status is “PT is same as VT”, then the miSAN-V-Series will refuse to offload
until your backup software writes to the virtual tape again. You can force the
miSAN-V-Series to perform the full offload again by using the “Forget current con-
tents” option from the “Physical tapes” tab (See “Physical Tapes Tab” on
page 97). You may find this useful for doing testing.

* Load tape onto disk...

Use this option to import the data from your physical tapes into the miSAN-V-
Series’s disk cache. This is useful for making multiple copies of a physical tape
cartridge by first staging the physical tape to virtual tape and then selecting to
“Offload disk to tapes” using multiple physical tapes.

Note, you can also do this by selecting the “Setup offload...” option, and then the
“Copy PT -> VT” option for the “Action”, which is the preferred way if you intend to
append to the backup and offload the appended data back to the physical tape. If
you want to import the data for restoring from the disk cache, then “Load tapes
onto disk...” is easier.

& Caution

Before selecting to copy from physical tape, make sure the virtual tape
has enough capacity to hold all the decompressed data to be transferred
from the tape cartridge. If the virtual tape is not large enough, the data
copied from the tape cartridge will be cut short. In that case, the
miSAN-V- Series will copy until the virtual tape is full and then stop.

Do not try to access a virtual tape while it is being copied to/from a
physical tape (e.g., by mounting it in a virtual tape drive or copying itto a
different physical tape), else the virtual tape could become corrupted

To import the data from the physical tapes, you will need one virtual tape for each
physical tape being imported that has enough capacity to hold the tape’s data
after decompression. Make sure the virtual tapes are safe to overwrite and not
mounted in any virtual drive. Then, select “Load tape onto disk...” to create the
jobs that will do the copying.

Selecting the “Load tapes onto disk...” option to show the “Load tapes onto disk”
window with a list box, on the left, showing all the slots and physical tapes in the
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physical stacker and a table, on the right, with all the virtual tapes assigned to
devices (See Figure 3-42).

Figure 3-42 “Load tapes onto disk” Window

(Bloadtopesontednd x|
Copy eelactiong | Copy oplong
Piwsical tapies Wirtual tapes
Sl & PT 1 Copy Sowe WT name Capuchy Uged
Sot 2 PT 0 VT 2.1 50 GE 0.0 GE
Sini % 3ot 1: PT MT23 5.0 GE 0.0 5B
—_— Sot® PT 10 L] 5008 0.0 GE
iy T BT 00 GE
Shal 52 VT 12| &0 0B 06 OB
St & ToE I 00 GE
Slot T: T17 50 GE 0.0 GB
Sol B Vi 18 5.0 GE .0Ge
VT 28 10GE noGe
1::; Vi 0 G 0008
CEET I 1.3 08
VT 242 50 GE 10 GB
LFRE: 5.0 GE 0.0 GE
! |90 GE 0Ge
50 G It}
Sra Canie Hady

To assign a physical tape to a virtual tape for copying, first, select the desired
physical tape cartridge in the “Physical tapes” listbox. Then, select the row for the
desired virtual tape in the “Virtual tapes” table. Finish by clicking the -> button,
which assigns the physical tape name to the virtual tape “Copy source” (See Fig-
ure 3-43). (The Help button provides an explanation of how to set up the copy.)

Figure 3-43 Assigning Physical Tapes To Copy

Physical tapes Virtual tapes

Slot 1: PT 1 Copy source
Slot 2: PT 10
Slot 3:
Slot 4:
Slot 5:
Slot G:
Slot 7:
Slot 8:

Slot1:PT1
Slot 2 PT10

_>Q

Once all the desired physical tapes have been assigned, click Start. After clicking
Start, the copy job will begin immediately or will be queued until the physical
stacker tape drive becomes available. During the copy process, the physical
stacker tape drive device panel will show the “Drive state” as “Copying to virtual
tape name”.

* Host access

Host access enables you to access the physical stacker directly from your host
backup software by proxy using a virtual tape drive or stacker. This is often useful
for restoring directly from a physical tape.
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Enabling host access

1) Choose the slot(s) in the physical stacker that you want to allow host access; you can
select slots individually or in a contiguous group:

v &

’ ) Note

To allow host access to the physical stacker using a virtual tape
drive, select only one slot.

v 4,

) Note

$

This icon indicates useful tips on getting the most from your unit.

» Selecting slots individually: To select more than one slot, hold down the CTRL
(PC) or Command (Mac) key, then and click each slot.

+ Selecting slots in a contiguous group: To select a group of slots, click the first
slot in the group, hold down the SHIFT key, and then click the last slot in the group.

2) Choose one of the virtual devices listed in the “Host access” submenu, and the
miSAN-V-Series will temporarily reconfigure the selected virtual device to map to the
physical tape drive.

Using host access

You may load and eject physical tapes at will. If you are using a virtual standalone
drive, the virtual drive simply mirrors the state of the physical drive. If you are
using a virtual stacker, the miSAN-V-Series simulates the operation of a stacker
with only one tape in its inventory. The miSAN-V-Series lets your backup software
move the single physical tape around in the virtual stacker, however the physical
tape just remains loaded in the tape drive. If you physically eject and replace the
tape, to your backup software, it looks like you opened the stacker door, changed
the tape in the magazine slot, and then closed the stacker door.

* Disabling host access

Go back to the “Host access” submenu and choose “Disable”. The miSAN-V-
Series will reconfigure the virtual device to access the virtual tapes rather than the
physical tape drive.

e Job control

This menu enables you to suspend any jobs using the physical tape drive. This
can also be accomplished via the “Jobs” tab (See “Jobs Tab” on page 99).

*  Move to slot

This menu option enables you to move the selected tape to another slot. Unavail-
able slots are greyed out.
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Properties tab

The “Properties” tab gives the following information: the model, firmware version,
serial number, stacker type (“Normal stacker” or “Autoloader”), number of slots,
number of import/export slots, and number of tape drives.

Figure 3-44 Physical Stacker “Properties” Tab

Physical stacker 1

Inventory | Properties |

Model: BDT ThinStor Autoldr
Firmware version: M11r

Serial number: E475000197

Stacker type: Autoloader

Slots: L]

Import/export slots: 0

Tape drives: 1

The “Properties” tab gives the following information about the physical stacker:
* Model, firmware version, and serial number of the stacker

« Stacker type: “Normal” or “Autoloader”

* Number of magazine slots, import/export slots, and tape drives

These number give the actual number of elements rather than the HSTC license-
limited numbers.

Optical Drive Device Panel

When selected in the device tree, an optical drive will reveal a device panel in the
frame on the “Devices” tab (See Figure 3-45). The optical drive device panel
shows the following:

Whether a disc is loaded

» Virtual tape: Name of the virtual tape stored on the optical disc, “None” or
‘“NEEDS FORMAT” (needs to be formatted; see Format button below)
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* VT->VT: Shows “Not copying” (idle), “Reading disc” (copying from optical disc
to virtual disk) or “Writing disc” (copying from virtual disk to optical disc).

Figure 3-45 Optical Drive Device Panel

Optical drive 1

Disc loaded
Yirtual tape: [WT 2.1]
YT-=WT copy: Mot copying

Eject Format Backup a VT

The device panel presents three buttons for operating the optical drive (See Fig-
ure 3-45):

+ Eject: Ejects a disc inserted into the optical drive
Note: The optical drive’s Eject button is disabled by the miSAN-V-Series

* Format: Formats a disc inserted into the optical drive and creates a new
virtual tape called “VT optical disc”.

After formatting the disc, the miSAN-V-Series determines the available stor-
age

capacity of the optical disc and then creates a single virtual tape of

that size.

& Caution

Make sure to format the disc before writing to it for the first time.
Remember that formatting the disc will erase any data currently stored
on it.

* Backup a VT: Allows for copying a virtual tape to optical disc.

& Caution

The size of the virtual tape to be copied to the optical disc must not be
larger than the optical disc storage capacity, else the copied virtual tape
will be truncated and incomplete.

After clicking Backup a VT, a window will appear with a drop-down listbox that
includes all the virtual tapes.

To begin the copy, select the desired virtual tape from the listbox (See Figure 3-46),
and then click OK. The copy will begin immediately or be queued until the optical
drive becomes available. The miSAN-V-Series will automatically eject the disc after
the copy completes
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Figure 3-46 “Select virtual tape to backup” Window

Select yirtual tape to backup

?

x|

Select a virtual tape to hackup to this optical disc:

VT 2.1

-

OK

Cancel

Virtual Tapes Tab

The “Virtual tapes” tab shows the current status of each miSAN-V-Series virtual tape.
Status Fields

The virtual tape cache is presented as a table with rows for each virtual tape and col-

umns for the following tape fields (See Figure 3-47):

* Tape name: Virtual tape name (tape label), which can be renamed using the
Control Popup Menu

« Status: Current tape activity as one of the following: “Idle,” “Mounted” or “Copying”

+ Capacity: Total tape size (gigabytes)

* Used: Used tape capacity (gigabytes)

* Free: Free tape capacity (gigabytes)

* Use %: Tape use percentage

»  Copies: Number of copies committed to physical tape cartridge

Figure 3-47 “Virtual tapes” Tab

Devices | Vinusltapes | Physicaltapes | Jobs | Messages
Wirliial Lajies
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L 1 Idie 5.0 6B 0.0 G8 5.0 G 0% 0
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WE 1.3 Il 5.0G8 0.0 Gg 5.0 G8 0% 0
VT 24 idie 5008 0.0 G (506 0% ]
YT 1.5 |l 5.0 GE 0 CHE 5.0 GE 0% 1]
i) [Mountes A0 GE |00 G |EoGe 0% 0
VT 27 1l 5.0 08 0.0 08 5.0 08 0% 0
WT 1.8 Idlg 5.0 G8 0o G 5.0 GE 0% 0
VT 28 idle 5068 0.0 68 [50eE 0% i
VT 210 Idlg |5.008 0.0 08 |5.008 0% 0
ki 11 Idig 5.0 G 13068 2T G 5% ]
VT 212 1l 5008 0.008 [5.008 0% 0
WT 113 Il 5.00G8 0o ca 5.0 GE 0% 0
14 idie 5068 0.0 68 [BEE] 0% ]
215 Idlg 5.0 08 0.0 08 5.0 08 0% 1]
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Virtual Tape Popup Menu

Virtual tape control is handled using a popup menu (See Figure 3-48).

Figure 3-48 Virtual Tape Popup Menu

Devices | Virtual tapes [ Physical tapes [ Jobs T Messages }

Virtual tapes

Tape hame ] Status Capacity |
YT 3.1 Mount 200.0 GB 0.c
VT 3.2 ‘ “““"l}e 200.0 GB 0.c
VT 3.3 Rena 200.0 GB 0.c
VT 34 Setvo'urne tag QUDD GB DE
VT 3.5 Eraso 200.0 GB 0.c
VT 3.6 200.0 GB 0.c
VT 3.7 Copy to another VT 200.0 GB 0.C
YT 3.8 Properties 200.0 GB 0.c
YT 3.9 JLLBLLE] 200.0 GB 0.c

The virtual tape popup menu is accessed by first selecting the desired virtual tape and
then right-clicking it. The virtual tape popup menu offers the following controls:

*  Mount: Mounts the virtual tape in its assigned virtual tape drive

* Rename: Allows for renaming (relabeling) the virtual tape. Selecting “Rename” will
bring up a window for changing the name of the selected virtual tape. After
entering the new name, click OK. To continue renaming virtual tapes in sequence,
click Next or Previous.

Figure 3-49 “Rename virtual tapes” Window

; Rename virtual tapes 5'

WT 2.1 |

Mext Previous

Ol Cancel

» Set volume tag: Allows for adding a volume tag to the virtual tape.
A volume tag contains information used to physically identify a tape cartridge,
such as is presented by a barcode label on a tape cartridge. Thus, the “Set
volume tag” control allows a virtual tape to present a virtual barcode to a host.

v 4,

- ): Note

$

A virtual tape volume tag is only useful if the tape is assigned to a
virtual stacker, since a virtual standalone drive is incapable of reporting
a volume tag to a host.

* Erase: Erases the virtual tape contents. After confirming the tape erase, the HSTC
will also ask whether to clear the volume tag (See the “Set volume tag” control).
Keeping the volume tag will present the same empty tape to the host. Clearing the
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volume tag will allow the virtual tape to appear as if it has been replaced by a new
empty tape in the virtual device.

Copy to another VT: Used to initiate a copy from the virtual tape to another virtual
tape. The destination virtual tape copy will be identical to the source virtual tape,
including the contents and properties, with the exception of the volume tag (the
volume tag will not be copied).

When selected, a box will appear prompting for the destination virtual tape:
Figure 3-50 “Select copy destination” Window

Select copy destination

?

Copy from: ¥T 2.1 on Disk 2

Copy to:

X

VT 2.2

Ol Cancel

After selecting the desired virtual tape and clicking OK, a box will appear asking
for confirmation about overwriting the contents of the destination virtual tape;
click Yes to start the copy.

Figure 3-51 “Confirm data overwrite” Window

@ Copy from: YT 3.1 on 1820.5 GB iSCSI disk sdc
Copy to: VT 3.2 on 18205 GB i5CSI disk sidc

This will overwrite the contents of VT 3.2.

Do you wish to continue?

Yes Ho

When the copy begins, the name of the destination virtual tape will be changed to show name
of the source virtual tape inside brackets (e.g., [ VT 1 ]). During the copy, the name of the
destination virtual tape will be followed by an asterisk to indicate the copy is in progress
(e.g., [ VT 1] *). The asterisk will disappear after the copy completes.

v 4,

- ): Note

$

If the copy is cancelled, the asterisk will be replaced by “incomplete”. In
this case, the destination virtual tape should be erased and renamed.

The “Jobs” tab will show the progress of the copy operation.

UM-MV-86-B1-0801
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Bar code:

v 4,

): Note

$

This tab can only be used when the miSAN-V-Series is configured with
Tape Library Control support and is configured to operate an external
tape library that reports barcodes.

Use the Physical tapes tab to select and assign a volume tag from the bar code labels
on the tapes in the physical stacker. This makes it easier later when offloading virtual
tapes to physical tapes (See “Setup offload...” on page 84).

Figure 3-52 “Manage volume tags” Window

Pinsicaliapes ~ FdE * | Erase virlual tapes with changed volame 1305
Cogas i ofilgs Jirsual Taps dalurni Tag Arly
-= Mo cogry profiles: Configured =- !

PRpia:al slac kin

=

Eleronl | Tags
=il Fis | | [[¥T22
Sl FT 6 |

ol 4 || T

Elod

= | s o | |

- Rssign =

To assign a physical tape barcode to a virtual tape volume tag, first, select the row
for the desired physical tape cartridge in the “Physical stacker” table. Then, look to the
upper-right; select the row for the desired virtual tape.

Finish by clicking the -> Assign -> button, which assigns the physical tape barcode to
the virtual tape “Volume Tag”.

The “Copy profiles” frame (see below) allows for selecting and using one of the
saved copy profiles to automatically assign physical tape barcodes to the virtual tape
volume tags (See “Physical Stacker Copy Profiles” on page 43).

Figure 3-53 “Copy profiles” Frame

Copy profiles

Profile 1 |« Use

« Edit tab: Use this tab to enter the volume tag manually. The volume tag consists
of identification text (32 character maximum, 0-9, A-Z, and _) and a sequence
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number (0-65535). The OK button sets and the Clear button erases the volume
tag. Be sure not to assign the same volume tag to more than one virtual tape.

Figure 3-54 “Edit” Tab for Volume Tags

Praysical tapes | Edil v, Frasn virlsl Lapes with changed volumn Lags

Virkal Tape Vipium Tag Acfion

Exiting the wolamse 1ag for VT 2

Iderv ifbc ation ted: WT 2%
X2 characiors max; valid characters ane 0-9, A-F, and _ T4

Sequence manbar 0 - B5535E [ij ==

Sal Cliai

* Properties: Brings up a properties box listing the following virtual tape information:
“‘“Name” (tape label), “Location” (disk number the VT resides on), “Writable”
(whether it's currently write-protected), “Volume tag” (ID text and sequence
number), “Capacity” (bytes), “Used space” (bytes), “Free space” (bytes), “Up-to-
date copies” (number of copies committed to physical tape cartridge) and “Last

modified” (month, day, year and time of last update; see “Set Date/Time”) (See
Figure 3-55).

Figure 3-55 Virtual Tape Properties Windows

i ¥T 2,11 properties ;|g|5|
ﬁame: VT 2.11
Location: Disk 2
Writahle: ¥es

Wolume tag: [none)
Capacity: 4993610368 bytes (5.0 GE)
Uzed space: Z256711630 bytes (2.3 GE)
Free space: 2742895688 bytez (2.7 GE)
Up-to-date copiesz: 0O

Last modified: fwg 30, 2005 5:56:51 PM

Close

Physical Tapes Tab

v 4,

- ): Note

$

This section only applies if the miSAN-V-Series is configured with Tape

Library Control support, and is configured to operate an external tape
library.

The “Physical tapes” tab shows the current status of tape cartridges in a physical
library. The HSTC remembers the contents for physical tapes containing copies of vir-
tual tapes, displaying the status information on the “Physical tapes” tab. The tab
shows the “Contents” of the tape cartridges and whether the contents are identical to
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their copied virtual tapes. When a backup of a virtual tape begins, its associated phys-
ical tapes will be used.

Whenever the library door is opened and then closed, the tape status for all physical
tapes is automatically refreshed. During the refresh, the physical tape barcodes will
be read and their “Contents” remembered. Else, if a tape does not have a barcode, or
a barcode error occurs, the physical tape status will be reset. Thus, barcoded tapes
will retain the reference to their “Contents”. However, tapes not reporting a barcode
will not.

The “Contents” and status of an individual tape cartridge can be reset by invalidating
the physical tape status. Invalidating the tape status drops the reference to its “Con-
tents” and refreshes the physical library slot.

To invalidate a tape cartridge and refresh the physical library slot, first select the tape
cartridge on the physical tapes tab. Right-click the selected tape, and then a popup
menu will appear with a command to “Invalidate this information”.

Status Fields

The physical tapes in the library are presented in a table with rows for each tape
cartridge and columns for the following tape fields (See Figure 3-56):

* Name

* Location: Tape cartridge label or slot number. If the tape cartridge is not
labeled, the tape is identified by its slot number.

» Status: Tape cartridge condition as either “OK” or “Bad tape”. The “Status” will
report “Bad tape” if an error occurs when writing/reading or accessing the tape.
Along with the condition, “write protect” will also appear if physically write-
protected.

* VT for offloading: Virtual tape the contents were copied from, else
“(unknown)”. “Contents” also indicates the virtual tape to which the tape cartridge*
is referenced. (* or library slot, if the library does not report barcodes)

+ Offload Status.
Figure 3-56 “Physical tapes” Tab

Dmdces | Virlualtapes | Physicaltapes | Jobs | Messages
Phyysical tapas
Fillers: Al napes - Al dedces -

Heams Location Statu VT for offisading Ofinad statu |
Eamckor 1 |

1 aiof 1 PR T

FT 4 Etacknr 1 slot 7 T gwn

PTS Srached 1 sl 1 b P

FT & Siacker 1 shod 7 g
Tape drpee 2
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Jobs Tab

The HSTC uses jobs to do its own internal work such as offloading virtual tapes to
physical tapes. These jobs are similar in concept but separate from the jobs that your
backup software may use to do backups and restores.

The HSTC performs the following types of jobs:

»  Copy from virtual tape to physical tape
» Copy from physical tape to virtual tape
*  Copy from virtual tape to virtual tape

* Auto-archive

* Inventory a physical tape in a stacker

* Enable host access to a physical tape in a stacker using a standalone virtual tape
drive

* Erase a virtual tape

Jobs of different types are created in different ways, but once created, all jobs can be
managed using the “Jobs” tab. The job database view is split into three parts: the
“Jobs” table showing summary information for all the jobs, the “Job log”, and the
“Activity monitor”.

Jobs Table

The jobs database is presented in a table with rows for each job and columns for
the following fields (See Figure 3-57):

« ID: A unique, sequential, numeric identifier for each job

* Description: Indicates the type of job with the involved physical and virtual
elements
Figure 3-57 “Jobs” Tab

Divices | Virtualtapes | Plysicaltapes | Jobs | Blessages
Jalia
| i) Descriplion Slabe Etaty
I Copy VT 22- 4T 1.5 Endad
|3 Copy FT 2 in lape drive 2-» [VT 32| Ended
] rrenntcry PT 1 s slat 1 Ended
la rrnbary ET @ im 101 1 Endid i
revienibsty PT 10 in slot 2 Ended Dion

Copry to clipboar e
l....... ¥ Cioar job o

1 [formeely ¥T 2.5) on disk 2
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» State: Indicates one of the following states:

*  “Running” — Either Actively doing work, waiting for some trigger condition, or
waiting for a required resource to become available

* “Suspended” — Not doing any work until you manually resume it

*  “Ended” - Finished its work and cannot be resumed or restarted (However,
you can start another job to do the same thing if needed).

»  “Deleting” — Performing a cleanup action such as rewinding a physical tape.
Once the cleanup finishes, the job will disappear from the database.

» Status: Indicates the progress of a job in the “Running” state.
For further details, see the “Activity monitor”.

You can suspend a job manually by selecting the job in the table, right-clicking for a
popup menu, and selecting “Suspend”. Some jobs may also suspend themselves
under certain circumstances. For example, if a copy from virtual tape to physical tape
encounters a problem with the physical tape, then the HSTC will automatically sus-
pend the job until the user decides what to do. If you try to start a new job that sus-
pends itself immediately, then you will get a popup message to notify you of the
problem.

You can resume a job by selecting the suspended job in the table, right-clicking for a
popup menu, and selecting “Resume”. The job may suspend itself again immediately
if there is a condition that prevents the job from being able to run. In this case, you
must clear the condition before resuming the job. For example, if a copy from virtual
tape to physical tape is suspended because of a problem with the physical tape, then
you must either use a different tape or go to the “Physical tapes” tab, select the phys-
ical tape, right-click for a popup menu, and then choose “Clear error flags”.

Job Log

The “Job log” and shows detailed information for the jobs selected in the “Jobs”
table.

v 4,

) Note

$

If you select multiple jobs from the “Jobs” table, the “Job log” will list
each job sequentially.
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You can copy the “Job log” contents to the clipboard by first right-clicking in the
“Job” log, from the popup menu, selecting “Copy to clipboard”, and then pasting
the text into a text editor.

Figure 3-58 Exporting the “Job log”

Joh log rnmhﬂtymunitur |

Copy wirtual tape -> physical tape

hAource wirtual tape: VI 2.6

|Deztination physical tape: Tinkvwinky
Phyzical tape location: tape drive 2

|Hozt w=. Jjob I/0 acheduling: run job regard

Thu 0Oct 20 14:] COP¥to C“Fh“ﬂf“% ated
Clear b
Thua Oct 20 15:11:43% 2005: 3tarting copy.

You can export the entire “Jobs” table by selecting all the jobs in the table, copy-
ing the text in the “Job log” to the clipboard, and then pasting the text into a text
editor.

Activity Monitor

The “Activity monitor” shows detailed information for the job selected in the “Jobs” table.
Only a job in the “Running” state will display any activity on the “Activity monitor”. .

g) Note

Multiple “Running” job statuses cannot be shown simultaneously on
the “Activity monitor”. Thus, when you select multiple jobs from the
“Jobs” table, the “Activity monitor” will be blank.

Figure 3-59 “Activity monitor” Tab

PR CRALL AT LY L W T LA L A e

27 Auto archive 6%Ts -= tape drive 2 Ended
249 Copy YT 2.6 -= Tinkywinky in tape drive 2 FLnning In pre

Job log | Activity monitor |
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Messages Tab

The “Messages” tab reports disk accessibility and reading/writing errors, which indi-
cates possible disk drive failure.

This tab also reports the completion status of UM-MV-86 copy operations. After a
copy to a virtual or physical tape completes, the “Messages” tab will update with a
report indicating statistics such as tape usage, error rate and transfer rate information
(See Figure 3-60).

Figure 3-60 “Messages” Tab

Devices | Virualtapes | Plysicaltapes | Jobs | Messages

Messages

Tue Dec 21 12:34:33 2004: Virtual tape T 1° was copled successfully to the physical tage in tape dee 1
Arndind of data on wiual tape. 11.9 MB

Amownd of d ata written 1o physical fape; 11.9 ME

Capacity of physical tape: 104.1 GB

Used space on physical lape, 11,9 ME

Unused space rémaining on physical tape: 104.1 GB

Dirive BWR rale for fis copy. 0.000%

Clear messages Cogey to clipboand

An asterisk on the “Messages” tab label indicates a new message has been reported.
Figure 3-61 New Message Indicator

3 | Messages *

USB offload

Up to two USB disk drives may be plugged in simultaneously using the USB ports on the
front of the chassis. USB disk drives may be hotplugged while the unit is running; the firm-
ware will detect the disk drive and start using it automatically. There is no need to power
down the unit or rescan for devices. USB disk drives may also be hot unplugged; how-
ever, to prevent data loss, the user should click the ‘Remove disk' button in the Java
applet first.

Offloading a Virtual Tape to a USB disk has a speed averaging about 28 MB/s. Restoring
from a USB disk drive must be done through the miSAN-V-Series; no other software
understands the format of the data on the disk.

Virtual Tapes on USB disk drives may be treated like any other virtual tapes as long as
the USB drive remains plugged in. You can assign a USB Virtual Tape to a virtual tape
drive or virtual stacker, mount it, do a backup or restore, or even offload from USB to
physical tape.

USB disks are intended for offloading Virtual Tapes rather than being used as primary
storage, so the HSTC treats USB disks slightly differently than other disks. A USB disk
will show up in the Java applet under the physical device tree with its own panel of infor-
mation and controls, just like a physical tape drive would. The control panel shows the
Virtual Tapes that are on the USB disk and indicates if they are idle or busy. There are
three control buttons:
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1) "Create VTs" - this brings up the same window as "Tools->Create virtual tapes...",
except that it is specifically for the one USB disk only. You may create multiple VTs on
one USB disk, just like any other disk drive. Note that "Tools->Create virtual tapes..."
does not list USB disks.

2) "Backup a VT" - creates a VI->VT copy job to copy a VT to the USB drive. The desti-
nation VT must be created first using the "Create VTs" button.

3) "Remove disk" - prepares the USB drive for hot-unplug. Always press this button and
wait for the "Ready for removal" message before unplugging the USB drive to prevent
data loss.
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Chapter4
Telnet Menu System

Telnet Menu System

This section describes the telnet menu system available used for configuration and oper-
ation of the miSAN-V-Series.

To use the telnet menu system, the unit must be powered on and fully initialized. To con-
nect, open a standard telnet or terminal emulation program on a host system connected
to the local network. Point to the miSAN-V-Series Management LAN Ethernet interface
(“ETHO”) IP address (default is 192.168.1.1; see “Network Configuration” on page 60)
and the standard telnet port 23. The telnet client should be set to VT100 emulation, no
local echo, and 80x24 characters or more.

Telnet access must be made via the TCP/IP network connection. If the unit includes more
than one network interface, a telnet session may by opened on any of the interfaces.
Access via a serial port is not supported.

Only one telnet session at a time is supported. If a second telnet session is opened from
the same or another host, on any interface, only a blank screen will be displayed.

When the telnet session connects, it will immediately display the following screen:

yhernetics ASP,. HSTC. and miSAMN-US
opyright <c>» 20082 - 28007 Cubernetics

MOTE: S5SH i= now availabhle? ==

ou may still login wusing telnet,. but consider switching to S5H for hetter
ecurity.

vherasp login: _

Type the username menu and press ENTER. The username “menu” is required for access
to the menu system. This username cannot be changed. If a password has been set, the
mMiSAN-V-Series will prompt for the password. If a password has not been set (default is
no password), an initial screen will be displayed, similar to the following:
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igh Speed Tape Cache 2_46
opyright Cc> 20802 — 2007 Cybernetics

: cyherasp
.168.1.4
d68.2.1
.168.3.1

to activate the menu.

miSAN-V-Series Messages

The miSAN-V-Series may on occasion need to display a message to the user. Messages
are displayed during startup initialization or to announce completion of an offline opera-
tion or to request user confirmation of an action.

When the menu system is being accessed, all messages will be held by the miSAN-V-
Series. Any pending messages will be displayed when the user exits from the menu sys-
tem and returns to the initial screen.

Menu Operation

The telnet menu structure is described briefly in the next section. Not all menu items will
be available in all miSAN-V-Series configurations. Menu item appearance depends on
hardware configuration and installed options. The “Menu Descriptions” section, earlier in
this chapter, includes detailed explanations for menu selections and items options. This
section will focus on those menu items that are only found in the Telnet menu system as
opposed to the Web Control panel.

At the initial screen, typing m will bring up the “Main Menu.” Each menu item is numbered,
and pressing a number will bring up the corresponding submenu. Similarly, within each
submenu, pressing a number will bring up the corresponding numbered item.

The “Main Menu” will look similar to the following:

ain menu

Configuration

SCSI configuration
Metwork configuration
Meszage delivery
Accounts

Information

Advanced options
Offline maintenance h
Shut down

3
?
3
42
3
?
3
i
?
?

Exit menu

To change a setting, type the number or letter corresponding to the menu or submenu
item, and type the new information. Some items (generally, those that need the user to
type information, such as a hostname) require confirmation by pressing ENTER, though
most do not. An item is changed by typing a number to select from a list of choices.
Changes are not made effective until after leaving the menu system.
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The “Main Menu” and each submenu include an item marked:

x) Exit
If if any changes are made to the information, the changes are not committed until after
leaving the menu system. The exit item will change to a pair of menu items:

s) Save changes and exit
x) Discard changes and exit

Type s or x as desired, to exit the menu with changes saved or not.
Example: to change the hostname for the unit:

At the initial screen, type m to bring up the “Main Menu.”
At the Main Menu, type 2 to bring up “Network Configuration.”

Type 1 to bring up the Hostname entry. This will display the current hostname (default
iS“cyberasp")

4. Enter the desired hosthame, and press ENTER. This will change the hostname display,
and return to the “Network Configuration” menu.

5. Type s to save the change and exit from the menu. The message “changes saved” will
be displayed briefly; then the initial screen will return.

SCSI configuration

This menu is used to set up SCSI and iSCSI connections. Items 1, 2, and 3 are set up as
described in “SCSI HBA Ports” on page 54.

IRCS] configuration

SCSI HBA ports

Incoming iSCSI connections from hosts
Outgoing 1i5CS5I connections to devices
Configure iSCS5I hosts

Assign wvirtual devices to hosts

Swap S5CSI HBA ports

Exit menu

Configure iSCSI hosts

18CE8I hosts defined.
Add host by IP address

Add host hy iS5C8I InitiatorMame
Add host by iS5CSI InitiatorfAlias
Add cached host

Exit

Assign virtual devices to hosts

Use this sub-menu to control host access to virtual devices.
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urrent host: 3C8I host port HBA 2 “"Payroll Server"

Virtual stacker 1 Assigned
Uirtual tape drive 1 Assigned

Mext host

Previous host

Unassign all devices from this host
Exit

Swap SCSI HBA ports

Firz=t HBA to swap

1> HBA 1 Ultra32@ LUD “Library"
2> HBA 2 Ultralsd LUD “Pawroll Server'

e Exit menu

Offline Maintenance

v 4,

) Note

$

This menu option and its submenu item are only available using the
Telnet Menu System.

This menu is used for maintenance such as uploading hardware code or debugging.
While the miSAN-V-Series is in this mode, all connected SCSI devices will be “offline”
and unavailable to a host computer system.

The miSAN-V-Series will enter this mode automatically if it detects an unrecoverable
error.

Do not enter this mode unless the miSAN-V-Series is idle. If possible, eject all tapes from
tape drives and stop host system device drivers that communicate with the miSAN-V-
Series. A prompt will appear for confirmation to bring the unit offline before entering
“Offline Maintenance” mode, and again to bring the unit back online when through.

Display debug output

This menu item displays debugging information useful to Cybernetics Technical Sup-
port.

Rescan SCSI buses

This menu item forces the miSAN-V-Series to rescan for connected SCSI devices.
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Load board code

This menu item loads firmware into the miSAN-V-Series from a connected physical
tape drive or via a TCP/IP network connection, for code upgrades as directed by
Cybernetics Technical Support.

Reset options to defaults

This menu item resets all settings to default values. Do not do this unless directed by
Cybernetics Technical Support.

Test system memory

This menu item will run a series of tests on the miSAN-V-Series system memory.
Total run-time is typically several minutes. If this item is selected, a confirmation dia-
log will be displayed. Pressing ENTER will start the testing, and the screen will display
the following:

This may take a while...

When testing is complete, the screen will display the test result, as though “Display
debug output” had been selected from the “Offline Maintenance” menu.

Shut Down

This menu item is used for safely shutting down or rebooting the miSAN-V-Series.
Shutting down the miSAN-V-Series engine before powering off the unit helps insure
the integrity of data in the virtual tape cache.

& Caution

Never power off the unit without first shutting down the HSTC engine.

If the “Shutdown” option is selected, a confirmation dialog will be displayed with the
following:

Shut down the unit for the power-off?
Press Enter to continue or ‘X’ to cancel.

Pressing ENTER will cause the miSAN-V-Series to disconnect the telnet session and
then shut down. When the miSAN-V-Series has finished shutting down, the unit will
remain running until powered off using the power button on the rear panel

If the “Reboot” option is selected, the shutdown routine explained above will occur,
and the miSAN-V-Series will restart and be ready for use again after about 90 sec-
onds.
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Chapter5
Using the 3ware Disk Manager®

The miSAN-V-Series integrates the 3ware® Escalade® 950S-X SATA RAID controller to
control the hot swappable SATA disk drives. The 3ware RAID controller offers a web-
based GUI interface called the 3ware Disk Manager 2 (3DM® 2) that allows for viewing
the status of and managing the controller and associated disk drives remotely.

v 4,

) Note

$

3DM can be used while the drives are online, but changing the RAID
configuration will fail because the disks will be mounted.

See “Disk Storage” on page 40 for instructions on how to take the disk drives offline so
they can be reconfigured.

Browser Requirements

3DM 2 (3ware Disk Manager) displays information in a web browser. It requires the fol-
lowing:

*  Microsoft® Internet Explorer 5.5 and later or Mozilla 1.2 or later

» JavaScript™ must be enabled

+ Cookies must be enabled

* For best viewing, screen resolution should be 1024x768, with 16-bit color or more

Accessing From a Browser

The 3DM runs a web server on its default HTTPS (SSL Encrypted HTTP) port 888. To
access 3DM, point the web browser to the miSAN-V-Series hostname or IP address with
the port 888.

Examples include (using defaults):

https://cyberasp.domain.com:888

https://192.168.1.1:888
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Logging In

When you first view 3DM in a browser, you must log in before you can view or change
any information.

Two levels of access are provided:

« User can check the status of the controller, units, and drives attached to it.

* Administrator can check status, configure, and maintain the equipment.

1. On the 3DM logon screen, select whether you are a User or Administrator.

2. Enter the password and click Login.

v 4,

§)

Note

The default password for both User and Administrator is blank. Thus,
leave the password field empty.

Working with the 3DM Screens

3DM'’s features are organized on a series of pages you view in your browser.

After you log in to 3DM, the Summary page shows a list of controllers installed in the com-
puter at the URL specified.

Operating system and version on the server.

Address of the
system to which
you are
connected.

Menu bar

Messages area ——

List of

controllers on

this system — 0 Getanirmafdpache  3ware Inernal Use FGE¥{201.00030 24012 0K
Time of last  —— 1 ast updated Fri, Jan 16, 2004 1237 02PM

page refresh

Version of 30OM

Figure 5-1 3DM Main Screen

=10l

-a Jware IDM - Summary - Microsoft Internet Explorer

JFiIe Edt Wiew Favorites Tools  Help!

| Btk - = - D [ | Qosadh @(avoritss Thrieda | B S

ke S his /152,165 2,142 855 \ x| @eo HLinks »
,:)SWHFE@ 3DM"2 N ADMINISTRATOR logyes i L00U! |
Summary Information Management Alarms 3DM Settings Help

Refresh

Controller Summary

LSO version 2.00.00.0.31

]_|_|E ) Irrermer 4
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The menu bar across the top of the screen gives you access to other pages in 3DM. You
can move between pages by using the menu bar, or by clicking a link on the page.
The main area of the page provides summary or detail information about your 3ware
RAID controller and the resources connected to it.
As you work in 3DM, the Messages area just below the menu bar displays information
about the results of commands you have selected.
3DM Menus
The 3DM menu bar groups access to a number of 3DM pages on menus, and provides
direct link access to others.
Figure 5-2 3DM Menu Bar
f)3ware® 3DM®2 Administrator logged in ﬂl

Summary ,h Management Monitor 3DM 2 Settings Help

Refresh Controller Details

-

T R T (0] T Controller (D0 (35005-3)

Unit Information

Drive Information

Status information is available from the Information menu. You can view controller, unit,
and drive information for a particular controller.

The Management menu gives you access to tasks used for managing controller-level
settings (background task rate, enabling of unit write cache, and policies that affect all
units managed by the controller), tasks that can be scheduled (rebuild, verify, and self-
test), and maintenance of individual units. Unit configuration can also be done through
the Management > Maintenance page.

The Alarms page shows a list of alarms, including the specific alarm message, and the
exact date and time it occurred.

The 3DM Settings page lets you set preferences, including email notification for alarms,
passwords, page refresh frequency, whether remote access is permitted, and the incom-
ing port which 3DM will use for listening.

Help lets you access information about using 3DM, and provides access to an electronic
copy of a user’s manual.

Refreshing the Screen

You can refresh the data on the screen at any time by clicking Refresh in the menu bar.
This causes 3DM to update the information shown with current information from the con-
troller and associated drives.

Automatic refreshes can also be set. For details, see “Setting the Frequency of Page
Refreshes” on page 116.
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3DM Screens and What They're Used For

3DM Page Description

Controller Summary Provides basic information the 3ware RAID controller in the
miSAN-V-Series. To see this page, click Summary in the menu bar.

Controller Details Provides detailed information about the current controller.
To see this page, choose Information > Controller Details from the menu bar.

Unit Information Shows a list of the units on the current controller and provides sum-
mary information about each unit.

To see this page, choose Information > Unit Information from the menu bar or
click an ID number on the Controller Summary.

Drive Information Shows a list of drives on the current controller and provides summary
information about each drive.
To see this page, choose Information > Drive Information from the menu bar.

SMART Details About Shows the SMART data for a specific drive.
To see this page, click the Port # for a Drive at Specific Port drive on the Drive
Information page.

Controller Settings Allows for viewing and changing settings that affect the units on the
current controller.

To see this page, choose Management > Controller Settings from the menu
bar.

Scheduling Allows for viewing and changing the schedule for tasks that affect
all units on the current controller.
To see this page, choose Management > Scheduling from the menu bar.

Maintenance Allows for configuring new units and make changes to existing
units.
To view this page, choose Management > Maintenance from the menu bar.

Alarms Shows a list of alarms, including the specific alarm message, and the exact date
and time it occurred.
To view this page, click Alarms on the menu bar.

3DM Settings Allows for setting preferences, including email notification for
alarms, passwords, page refresh frequency, whether remote access is permitted, and the
incoming port that 3DM will use for listening.

To view this page, click 3DM Settings on the menu bar.
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Setting Up 3DM Preferences

The 3DM Settings page allows for defining preference settings that affect the overall
operation of 3DM. Most of these settings are factory-set during installation of 3DM.

Setting and Changing 3DM Passwords

3DM provides different access levels for users and administrators. The Administrator
access level allows the user to fully configure 3DM. The User access level allows the user
to view pages within 3DM. These passwords work independently of each other.

The default password for both the User and Administrator is blank (i.e., the field is empty).
Passwords are case sensitive.

Passwords can only be changed if logged in as Administrator. If the Administrator pass-
word is changed, you will be automatically logged out, and must log back in with the new
password.

To set or change the password:

1. Click 3DM Settings on the 3DM menu bar.

2. On the 3DM Settings page, in the Password section, select the type of password you
want to change: User or Administrator.

3. Type the current password in the Current Password field. If you are changing the
password for the first time, the factory-set default password is blank; leave the
Current Password field empty.

4. Enter the new password in the New Password field and again in the Confirm New
Password field.

5. Click the Change Password button to enact the change.

Managing E-mail Event Notification

3DM can notify you when the 3ware RAID controller requires attention, such as when a
disk unit becomes degraded and is no longer fault tolerant.

Event notification can only occur while 3DM is running, so it is recommended that 3DM be
left running on the system that contains the 3ware RAID controller.

When events occur, notification can be e-mailed to one or more recipients. You can spec-
ify the type of events for which notifications will be sent by selecting the severity:

* Information will send e-mails for all alarms
*  Warning will send e-mail for alarms with severity of Warning and Error only.
*  Error will send e-mail for alarms with severity of Error only.

Event natification is initially set up during 3DM installation, but can be changed on the
3DM Settings page.

To set up event notification:

1. Click 3DM Settings on the menu bar.
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2. In the E-mail notification section of the 3DM Settings page, enter or change the
settings you want.

Enable or Disable all notifications
Set the severity level of events for which e-mail notifications are sent

Specify the email address of the sender. This will appear in the “From” field of the
e-mail.

Enter the e-mail address(es) to which notifications are sent. (Separate multiple
addresses with a comma (,) or a semicolon (;)

Enter the SMTP server name or IP of your mail server.

Click Save E-mail Settings

To send a test message:

You can send a test message to make sure you've entered the e-mail notification settings
correctly. Click Send Test Message.

Caution About Disabling Remote Access

& Caution

Do not disable Remote Access. If Remote Access is disabled, it will be
impossible to access the 3DM web browser interface. If remote access
must be enabled again, contact Cybernetics Technical Support. If
remote access is disabled and a user attempts to connect to 3DM
remotely, they will see the following error message:
Remote Access to 3DM has been disabled. Please connect using the
local machine by entering “localhost” in the URL bar.

Caution About Changing Incoming Port #

& Caution

Do not change the Incoming Port # from the default 888. If the Incoming
Port # default is changed from 888, the Web Control Panel will not be
able to open 3DM using the Manage disk storage option. (See “Disk
Storage” on page 67).

Setting the Frequency of Page Refreshes

Since the status of the drives attached to your 3ware RAID controller can change while
you are viewing information about them in 3DM, it's important to refresh the page infor-
mation regularly. That way you can be assured that the information you see in 3DM is
current.

You can manually refresh the information on a page by clicking Refresh Page in the
menu bar. But you can also have 3DM refresh the information on a regular basis.
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To set the frequency of page refreshes:

1. Click 3DM Settings on the menu bar.

2. In the Page Refresh section of the 3DM Settings page, select how often you want
you want the page to be refreshed in the Minutes Between Refresh field.

v 4,

) Note

$

If you don’t want 3DM to refresh the screen automatically, select Never
in the Minutes Between Refresh field. You can then refresh manually by
clicking Refresh on your web browser.

3DM2 Reference

This section includes details about the fields and features available on the pages you
work with throughout 3DM 2.
It is organized by page, as the pages are organized on the 3DM menu bar.

* Controller Summary Page
* Controller Details Page

* Unit Information Page

* Unit Details Page

*  Drive Information Page

*  SMART Details About Drive at Particular Port Page
* Controller Settings Page

* Scheduling Page

* Maintenance Page

* Alarms Page

» 3DM Settings Page

Cybernetics UM-MV-86-B1-0801



118 Using the 3ware Disk Manager®

Controller Summary Page
Figure 5-3 Controller Summary Page
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The Summary page appears after you first logon to 3DM, and when you click the Sum-
mary link in the menu bar.

The Summary page provides basic information about each 3ware RAID controller in your
system. To see details about the units in a controller, click the link in the ID column.

» ID: The ID that the operating system assigns to the controller.

* Model: The model name of the controller. (The model number is also printed on a
sticker on the outside bracket of the controller.)

+ Serial #: The serial number of the controller. (The serial number is also printed on a
sticker on the outside bracket of the controller.)

* Firmware: The firmware version running on the controller.
» Driver: The driver version being used to interact with the controller.

» Status: The overall status of the controller. Possible statuses include OK, Warning,
Error, and No Units. Warning indicates that a background task is currently being
performed (rebuilding, verifying, or initializing). Error indicates that a unit is degraded
or inoperable. If both Error and Warning conditions exist, the status will appear as
Error.
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Controller Details Page

Figure 5-4 Controller Details Page
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The Controller Details page appears when you choose Information > Controller Details
from the menu bar.

The Controller Details page provides detailed information about the controller specified in
the drop-down list on the menu bar.

You can also open or download an error log from this screen.

Model: The model name of the controller.

Serial #: The serial number of the controller.

Firmware: The firmware version running on the controller.

Driver: The driver version being used to interact with the controller.
BIOS: The BIOS version on the controller.

Boot Loader: Boot Loader version on the controller. This field appears only for 9000-
series controllers.

# of Units: The number of units on the controller. # of Ports. The number of total ports
on the controller, regardless of whether each currently has a drive connected.

# of Ports: The number of total ports on the controller, regardless of whether each
currently has a drive connected.

Error Log: Provides access to the firmware’s error log. When you click this link, a
dialog box gives you the option to save the log to your computer, or open it.
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Unit Information Page

Figure 5-5 Unit Information Page
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The Unit Information page appears when you choose Information > Unit Information
from the menu bar, and when you click an ID number on the Controller Summary page.

The Unit Information page shows a list of the units on the controller specified in the drop-
down list on the menu bar and provides summary information about each unit.

To see details about a particular unit, click the link in the Unit # column.

+ Unit #: The unit number assigned to the unit by the firmware.

* Type: The type of unit, specified during configuration: RAID 0, RAID 1, RAID 5, RAID
10, RAID 50, Single Disk, JBOD, or Spare. For details about each of the RAID levels,
see Appendix C, “Glossary”.

» Capacity: The logical capacity (size) of the unit.

g 3) Note
3DM 2 displays the capacity (in MBytes or GBytes) the same way that
Microsoft Windows and Linux operating systems do: as 1KB =
1024 bytes.

+ Status: The operational status of the unit: OK, Rebuilding, Initializing, Verifying,
Degraded, or Inoperable (missing drives). When a unit is Rebuilding, Initializing, or
Verifying, the percentage (%) complete is also shown.
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Unit Details Page

Figure 5-6 Unit Details Page
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The Unit Details page appears when you click an ID number on the Unit Information
page. Since it is a sub-page of Unit Information, the page title in the menu bar continues

to display “Unit Information” even when you view details of a unit. To return to the list of
units, click Unit Information in the menu bar.

The Unit Details page shows details about a particular unit. The specific information
shown depends on what type of unit it is. For example, details about a RAID 10 unit made
up of two subunits, each of which contains two drives, will include details about the unit

and each subunit. However, if the unit was a Single Disk, only information about one disk
would be shown.

Details on this page may include all or some of the following information described below.

To see details about a particular drive, click the Port #. You'll see a list of all drives, with
the drive you selected highlighted.

» Status: The operational status of the unit or subunit: OK, Rebuilding, Initializing,
Verifying, Degraded, or Inoperable (missing drives). When a unit is Rebuilding,
Initializing, or Verifying, the percentage (%) complete is also shown.

+ Capacity: The total capacity of the unit (capacities of subunits are not shown).

+ Type: The type of unit or subunit it is. RAID 0, RAID 1, RAID 5, RAID 10, RAID 50,
Single Disk, Spare, JBOD, or Disk

» Stripe: The stripe size of the unit, if applicable.

Cybernetics UM-MV-86-B1-0801



122 Using the 3ware Disk Manager®

« Subunits: If the unit has subunits, details of the subunits are shown.

* Port #: If the Type is Disk, Single Disk, JBOD, or Spare, the port to which the drive is
connected is shown. For multiple drive units, the port numbers are shown in the
subunits section. The port number is a link to the Drive Information page.

Drive Information Page

Figure 5-7 Drive Information Page
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The Drive Information page appears when you choose Information > Drive Information
from the menu bar, or when you click a port # on the Unit Details page. If you arrive at this
page from the port # hyperlink on the Unit Information page, the line showing the port #
you clicked on is highlighted.

The Drive Information page shows a list of drives on the controller specified in the drop-
down list on the menu bar, and a summary of each one.

To see the SMART data for a drive, click the link in the Port # column.

* Port #: The port to which the drive is connected.
* Model: The model of the drive.

+ Capacity: The physical capacity of the drive. (Note that the capacity as shown on
3DM screen is calculated as 1KB = 1024. This amount may differ from the capacity
that is printed on the disk drive, where it typically has been calculated as 1K = 1000.
Consequently, the capacity of the drive may appear smaller in the 3DM screens. No
storage capacity is actually lost; the size has simply been calculated differently for
consistency.

» Serial #: The serial number of the drive.
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 Firmware: The firmware version of the drive.
» Unit: The unit the drive belongs to, if applicable.

» Status: The status of the drive: OK, Not Supported, Read Timeout, Read Failure,
Orphan, DCB Data Check, Unsupp DCB, Unconv DCB, Offline JBOD, or Not Present.
(In the event of a problem, the status shown for the drive can be useful to customer
support.)

v 4,

X ): Note

$

In most cases, the status of the drive will not correspond to the status of
the unit, shown on the Unit Information page.

SMART Details About Drive at Particular
Port Page

Figure 5-8 S.M.A.R.T Data Page
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The SMART Details page appears when you click a Port # on the Drive Information page.
SMART data is displayed as hex values.

Consult your disk drive manufacturer for information on how to interpret the SMART data.
The SMART data meaning varies by disk drive manufacturer and model.
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Controller Settings Page

Figure 5-9 Controller Settings Page
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The Controller Settings page appears when you choose Management > Controller Set-
tings from the menu bar.

The Controller Settings page lets you view and change settings that affect the units on
the controller specified in the drop-down list on the menu bar.
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Background Task Rate

The Background Task Rate fields let you change the balance of background tasks and I/
O performed by the controller.

The 5 radio buttons let you set the ratio at which background tasks are performed in com-
parison to I/O. The furthest left buttons set the firmware to the fastest settings for back-
ground tasks settings. This means, maximum processing time will be given to
background tasks rather than 1/O. The furthest right buttons set the firmware to the slow-
est background rates, giving maximum processing time to 1/O.

Unit Policies

You can enable or disable two policies: Auto-verify and Continue on Source Error During
Rebuild. 3DM lists each unit on the controller specified in the drop-down list on the menu
bar, and shows you whether the policies are currently enabled or disabled for each unit.

» Write Cache: You can enable or disable write cache for each unit. 3DM lists each unit
on the controller specified in the drop-down list on the menu bar, and shows you
whether the write cache is currently enabled or disabled for it. Write cache is a
combination of the physical hard drives’ write cache as well as the controller’s
memory, depending on what type of unit you are using.

& Caution

Make sure Write Cache is enabled, and do not disable Write Cache for
any units. If Write Cache is disabled, the write/read performance for the
physical hard drives will be noticeably slower.

+ Auto-verify: The Auto-verify policy causes verify tasks to be performed automatically,
whenever the controller firmware algorithms determine that a verify task is needed.
This feature is designed to make verification of units easier. When you check this box,
the controller will run verify tasks as they are required.

If there is no schedule set up for verify tasks, then the controller firmware can initiate
a verify task at any time. If a verify time window is scheduled, then the controller will
not start a verify task for that unit outside the time window, and may or may not start a
verify task for that unit within the time window, depending on whether one is needed.

If Auto-verify is not set and there is no schedule, you must manually specify when you
want to run a verify, on the 3DM Management page.

* Continue on Source Error During Rebuild: This policy applies only to units which
are redundant. (For units which are not redundant, a check box is not available.)
When this policy is set, ECC errors are ignored when they are encountered during a
rebuild. When this policy is not set, a rebuild will abort upon encountering an ECC
error and the unit will be set back to Degraded.

Since this option could result in the loss of some source data in the event of source
errors, select this option only if you want to ensure that a rebuild will complete
successfully without manually intervention. If the rebuild fails and Continue on
Source Error During Rebuild is not selected, then you have the option to start a rebuild
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manually. It is recommended that a file system check be executed when the rebuild
completes.

Unit Names

Units can be assigned names. A name can be assigned when the unit is created and can
be changed from this screen.

Other Controller Settings

« 2TB Auto-Carving: Auto-carving can be enabled or disabled by selecting the
appropriate radio button. When this feature is enabled, any unit that is over 2TB will
be broken down into multiple volumes of 2TB each, plus a remainder volume. For
example, if the unit is 2.5 TB then it will contain two volumes, with the first volume
containing 2TB and the second volume containing 0.5 TB. If the unit is 5.0 TB then it
will contain 3 volumes, with the first two volumes containing 2TB each and the last
volume containing 1TB.

*  Number of Drives Per Spin-up: Number of drives that will spin up at the same time
when the controller is powered up.

* Delay between Spin-ups: The delay between drive groups that spin up at one time
on this particular controller.

* Export JBOD (Unconfigured) Disks: Indicates whether unconfigured disks (JBODs)
should be exported to the operating system. By default, this setting is disabled and
JBOD drives are not exported to the operating system.

» Disable Write Cache on Unit Degrade: Indicates whether write cache will be
automatically disabled on a unit if it becomes degraded. After the unit is rebuilt, the
write cache will be re-enabled automatically.
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Scheduling Page

Figure 5-10 Scheduling Page
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The Scheduling page appears when you choose Management > Scheduling from the
menu bar.

The Scheduling page lets you view and change the schedule for background tasks that
affect all units on the controller specified in the drop-down list on the menu bar, including:

* Rebuild tasks (also applies to initialization and migration tasks)
* Verify tasks (also applies to media scans)
+ Self-tests

You select the type of task for which you want to set the schedule from the drop-down list
at the top of the page.

You can also enable or disable use of the schedule for the selected background tasks by
selecting either Follow Schedule or Ignore Schedule. When these schedules are set to be
ignored, these tasks can be performed at any time, and are not restricted to the sched-
uled times.
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About Task Schedules

Each type of task may be scheduled for up to seven times per week. This limits active ini-
tializing, rebuilding, verifying, and testing of a unit to the times you specify, so that the
task does not interfere with peak I/O times.

If all seven schedule slots are filled, you must first remove one or more schedule times
before you can add another.

You may set schedule times whether scheduling is set to be followed or ignored. This is
useful if you want to temporarily disable the schedule.

If you remove all the schedule times for a particular background task, initializations and
rebuilds will run anytime, as they are needed. Verify will only run if started by the CLI or if
the Verify Unit button is clicked.

About Self-tests

Unlike scheduling of rebuilds and verifies, scheduling of self-tests is always followed. To
disable self-tests you either remove all schedule times, or uncheck the tests listed in the
Tasks column.

Two self-tests can be scheduled:

+ Upgrade UDMA mode: This test checks the speed at which data transfer to drives is
occurring, to see if the UDMA mode can be increased. (If you are already running at
the fastest UDMA mode, then this self-test has no effect.)

The UDMA mode can become downgraded in the event that cable CRC errors are
encountered, requiring multiple retries to read sectors. In severe cases, the UDMA
mode may be downgraded from ATA 150 to ATA 133, to ATA 100, to 66, to 33.

This check is also done every time the system is booted. UDMA mode does not apply
to SATA.

* Check SMART Thresholds: This test checks to see whether SMART thresholds
have been exceeded.

The SMART thresholds indicate when a drive is likely to fail, based on the number of
errors that have been recorded through SMART (Self-Monitoring, Analysis and
Reporting Technology).
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Maintenance Page

Figure 5-11 Maintenance Page

2} 3ware 3DM - Maintenance - Microsoft Internet Explorer _ ol =]

J File Edit ‘wiew Favorites Tools Help ﬁ

J duBack ~ = - @3 ot | Qhsearch GlFaverites  EfMedia &% | By S

| acidress [{&] herps:j192. 168,21 43:888 | pa |Junks =
03["&'3!'8@ 3DM*2 ADMINISTRATOR logged in ﬂl
Summary Information Managem ent Alarms 3DM Settings Help
Refresh L R [V Controller IO 0 (7566-12) -

Rescan Controller |1This will scan all empty ports for newly inserted drives)

Unit Maintenance (Controller ID 0)

Unitd I OK
subunito Port 0 WDC WD1B00EB-00DAAD 149.05 5B OK [Remove Drive
subunit o Port 1 WD WO 1sO00EB-uoDAAD 14902 5B 0K [Remove Drive
sbunit 1 Port 2 WO WO1E00EE-00DAAD 149.058 GE 0K [Remowe Drive
sbunit 1 Port 3 WD WWDTEONER-000AA0 14305 GB 0K [Remove Drive

Unit4 OK

Port 4 WOC WD1B00BE-00DAAD 149,05 B OK

VerityUnit | RebuildUnit | RemovsUnit | DeleteUnit |

*Before deletinoremovina a unit. make sure there is no /0 on the unit and unmount it

Available Drives (Controller ID 1)

[~ Porth WOIC WD1E00BE-00DAAD 143.05 GB OK [Remove Drive]
[~ Porté W DIz WOE00BE-00DAA0 149.05 5B 0K [Remove Drive]
[T PontT WDIC WD1E00BE-00DAAD 149.05 GB 0K [Remove Drive]

Create Urnit |

The Maintenance page appears when you choose Management > Maintenance from
the menu bar. The Maintenance page lets you perform maintenance tasks on existing
units on the current controller (shown in the drop-down list on the menu bar), and lets you
create new units by configuring available drives.

Rescan Controller

Use the Rescan Controller button to have 3DM scan the available drives in the controller
and update the list of available drives shown. This is useful in a variety of maintenance
tasks. For example, if you physically plug in a drive and want the controller to recognize
the newly plugged in drive.

Rescan checks empty ports for newly plugged in drives. If those drives were previously
part of a 3ware RAID configuration and they still have valid DCB (Disk Configuration
Block) information on them, the controller tries to piece them back together into a working
unit. If a working unit can be formed, it will appear in the Unit Maintenance list when the
scan is complete.

This process is known as importing drives.If new drives do not have any data indicating
they were previously part of a 3ware RAID configuration, they will appear in the Available
Drives list.
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In addition, if there is a unit with the status Inoperable before a rescan (for example, a
RAID 5 unit missing two or more drives), and a rescan finds drives that complete the unit,
the inoperable unit will become a valid unit.

Unit Maintenance

The Unit Maintenance section of the page lists all existing units on the current controller,
and displays summary information about them.

The top row shows information about the unit, while subsequent rows show summary
information about each drive in the unit.

Unit Information

Unit Number: The unit number assigned to the unit by the firmware.
# Drives: Number of drives in the unit.

Type of Unit: Type of unit specified during configuration: RAID 0, RAID 1, RAID 5,
RAID 10, RAID 50, Single Disk, Spare, or JBOD.

Capacity: The usable capacity (size) of the unit.

Status: Operational status of the unit: Ok, Rebuilding, Initializing, Verifying,
Degraded, or Inoperable (missing drives). When Rebuilding, Initializing, or Verifying,
the percentage (%) complete is also shown. The % complete can be active or
paused. To see whether this task is currently active or paused, click on the unit
number to display the Unit Information page, which has that information.

Drive Information

Port: The port to which the drive is connected.
Model: The model of the drive.
Capacity: The capacity (size) of the drive.

Status: The status of the drive: OK, Not Supported, Not Present, and so forth. If you
need help regarding a status displayed here, please contact Technical Support.

Remove Drive: The Remove Drive link removes a drive from the controller so that
you can safely unplug it. In the Unit Maintenance section, this link is only provided for
drives that can be safely removed without creating an inoperable unit. (For example, a
RAID 5 missing two or more drives or a RAID 0 missing one or more drives would
become inoperable.) If you remove a drive from a redundant unit, the unit will become
degraded. Once a unit has become degraded, additional drives cannot be removed
without making it inoperable, so no Remove Drive link will display.

& Caution

Removing or adding drives which are not in hotswap carriers can result
in a system hang or may even damage the system and the drive.
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Maintenance Task Buttons

Below the list of units, a row of task buttons lets you preform maintenance and configura-
tion tasks related to the unit. Before clicking one of these buttons, select the appropriate
unit:

* Verify Unit: Puts the selected unit in verifying mode. If verify scheduling is enabled on
the Scheduling page, the unit will not start actively verifying until the scheduled time,
and the status will indicate “Verify-Paused.” (The Unit Details page will indicate
whether a unit is actively verifying.) If verify scheduling is not enabled, clicking Verify
Unit begins the verification process.

If the unit you selected to verify is a redundant unit, the redundancy of the unit will be
verified. For example it will check parity for a RAID 5 or check data consistency for a
RAID 1. If the unit you checked is not a redundant unit, verify will do a surface scan
of the media. During verification, I/O continues normally. For RAID 0, single disks,
JBODs, and spares, there is only a slight performance loss. For redundant units, you
can set the background task rate on the Controller Settings page to specify whether
more processing time should be given to verifying or to 1/0.

While a unit is verifying, the status changes to Verifying and a Stop Verify link
appears in the right-most column of the Unit Maintenance table.

* Rebuild Unit: Replaces a degraded drive in a degraded unit with an available drive
and begins rebuilding the RAID. When you select a degraded unit and click Rebuild
Unit, a dialog box listing available drives appears, so that you can select the drive you
want to use. If the degraded unit has more than one degraded drives (for example, a
RAID 10 where both mirrored pairs each have a degraded drive), you will repeat this
process a second time.

If rebuild scheduling is enabled on the Scheduling page, the unit will not start actively
rebuilding until the scheduled time, and the status will change to say “Rebuild-
Paused.” (The Unit Details page indicates whether a unit is actively rebuilding.) If
rebuild scheduling is not enabled, the rebuild process will begin right away.

*  Remove Unit: Removes a selected unit and allows you to unplug the drives and
move the unit to another controller. the data on the unit remain intact.

When you click Remove Unit, you will be asked to confirm that you want to proceed.
When you confirm the removal, the unit number and information will be removed
from 3DM. (Units created in the future can reclaim this unit number.)

Information about the unit remains intact on the drives. This allows the drive or drives
to be reassembled into a unit again on this controller, or if moved to another
controller.

* Delete Unit: Deletes the selected unit and allows you to use the drives to create
another unit. The drives appear in the list of Available Drives.

& Caution

When a unit is deleted, the data will be permanently deleted: the drives
cannot be reassembled into the same unit. If you want to reassemble
the drives on another controller and access the existing data, use
Remove Unit instead of Delete Unit.
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Available Drives (to Create Units)

This section lists the drives on the controller which are not currently configured as part of
a unit. The Port number, model, capacity, and status are all displayed, as they are for
drives in existing units.

Remove Drive: The Remove Drive link removes a drive from the controller so that
you can safely unplug it. Any drive in the Available Drives list can be removed.

& Caution

When a unit is deleted, the data will be permanently deleted: the drives
cannot be reassembled into the same unit. If you want to reassemble
the drives on another controller and access the existing data, use
Remove Unit instead of Delete Unit.

Create Unit: Use the Create Unit button to create a unit for use on the current
controller. Begin by selecting the drives you want to use in the list of Available Drives,
and then click Create Unit. You will be prompted to select the unit Type, Stripe size (if
applicable), Write Cache, and Auto Verify settings.

Type: The drop-down list lists the possible RAID configurations for the drives selected
in the list of Available Drives. Available configurations may include RAID 0, RAID 1,
RAID 5, RAID 10, RAID 50, Single Disk, and Spare Disk. For information about these
configurations, see “Available RAID Configurations” on page 9.

When you are configuring a RAID 50 with twelve drives, an additional field appears,
in which you select the number of drives per subunit—3, 4, or 6.

Stripe: The drop-down list of stripe sizes lists the possible stripe sizes for the
configuration you selected in the RAID level drop-down.

The default stripe size of 64KB will give the best performance with applications that
have many sequentia reads and writes. A larger stripe size will give better
performance with applications that have a lot of random reads and writes. In general,
the smaller the stripe size, the better the sequential I/O and the worse the random 1/0.
The larger the stripe size, the worse the sequential I/O and the better the random 1/0.

Write Cache, Auto-Verify, and Continue on Source Error during Rebuild. These
check boxes let you set the policies for the unit. These policies can also be set and
changed on the Controller Settings page.

Note

If the configuration window disappears while you are selecting drives,
3DM 2 may have refreshed. Click Create Unit again. If desired, you can
reduce the frequency with which information refreshes in 3DM 2, or
disable refresh temporarily, on the 3DM Settings page.

N
;
(A ]
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Alarms Page

The Alarms page appears when you click Alarms on the menu bar.

This page displays a list of AENs (Asynchronous Event Notifications) received from the
controller displayed in the drop-down list in the menu bar.

Up to 1000 alarms can be listed. After the 1000-limit is reached, the oldest alarms are
deleted, as new ones occur.

You can sort the alarms by severity or time. To do so, just click the column header.

* Clear Alarms: The Clear Alarms button removes all alarms shown in the list.
* Sev: Shows the severity of the event. Three levels are provided:

* Errors are shown next to a red box

* Warnings are shown next to a yellow box

* Information is shown next to a blue box

* Time: The time shown for alarms generated by 9000-series controllers is the time
received by the driver from firmware.

* Message: The specific text relating to the alarm condition.
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3DM Settings Page

Figure 5-12 3DM Settings Page
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The 3DM Settings page appears when you click 3DM Settings on the menu bar. Use this
page to set preferences, including email notification for alarms, passwords, page refresh
frequency, whether remote access is permitted, and the incoming port for 3DM to listen
for requests.

The initial settings for most of these preferences are specified during installation of 3DM.
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E-mail Notification

Use the fields in this section to set up and manage notifications of events by e-mail.

* Send E-mail: This field determines whether e-mail notification is Enabled or Disabled.

+ Send Severity and Above: Specifies the type of events for which notifications should
be sent. A severity of Information will send e-mails for all alarms, a severity of
Warning will send e-mail for alarms with severity of Warning and Error. A severity of
Error will send e-mail for alarms with severity of Error.

» Sender: Enter the email address which will appear in the “From” field.

* Recipient: The e-mail address to which notifications should be sent. You can enter
multiple addresses, separated by commas (,).

* Server (name or IP): If the machine on which you are running 3DM has access to a
nameserver, you may enter the machine name of the mail server in the Server field.
Otherwise, use the IP address.

+ Save E-mail Settings button: Saves the e-mail notification settings.

» Send Test Message button: Sends a test message using the saved e-mail settings.

Password

Use the fields in this section to set the passwords for the User and Administrator. When
3DM is first installed, the default password for both is 3ware.

Change Password For: Select the access level for which you are setting the password:
User or Administrator. Users can only view status information in 3DM, while Administra-
tors can make changes and administer the controller and associated drives.

Current Password: Enter the current password.
New Password: Enter the new password.

Confirm New Password: Enter the new password a second time, to be sure you have
entered it correctly.

Change Password button: Saves password changes.
Page Refresh

Minutes Between Refresh: Displays how frequently pages in 3DM will be refreshed with
new data from the controller. To change this setting, select another option from the drop-
down. If you prefer 3DM to only refresh when you click Refresh Page, select Never.

The Login, Help and Drive SMART data pages do not automatically refresh. All other
3DM pages do.

Cybernetics UM-MV-86-B1-0801



136 Using the 3ware Disk Manager®

Remote Access

& Caution

Do not disable Remote Access. If Remote Access is disabled, it will be
impossible to access the 3DM web browser interface. If remote access
must be enabled again, contact Cybernetics Technical Support (See
Appendix D).

Allow Remote Connections: This field enables or disables the ability for users and
administrators to access 3DM from a remote computer.

Incoming Port #

& Caution

Do not change the Incoming Port # from the default 888. If the Incoming
Port # default is changed from 888, the Web Control Panel will not be
able to open 3DM using the Manage disk storage option (See “Disk
Storage” on page 67.

Listening Port: This field specifies the HTTP: port to be used by 3DM when listening for
communications. The default port setting is 888.

Change Port button: Saves a new port number.

Configuring Units

v 4,

) Note

$

Keep in mind, the term “unit” and “array” are used interchangeably in
this manual.

Creating a New Unit

When you create a new unit, you must specify the following:
* Drives to be included in the unit
+ Type of configuration

» Stripe size, if appropriate for the RAID level
Drives to Be Included in the Unit

You may include from one to eight, depending on the number available. However, you
may only include drives that are not already part of a unit. If you want to use drives that
are currently part of a different unit, you must delete a unit first to make the drives avail-
able. If the drives are listed under “Incomplete Drives and Others,” they must be deleted
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before they can be used. If you want to add drives to be used in the unit, see “Adding a
Drive” on page 138.

Type of RAID Configuration

Available configuration types include RAID 0, RAID 1, RAID 5, RAID 10, RAID 50 and
Single Disk. For information about the different RAID levels Appendix C, “Glossary”.

v 4,

) Note

$

Creating a unit erases all data on all drives. Although creating a RAID 1
(mirror) creates a unit that will have a duplicate of data on both drives
after it is put in use, creating a RAID 1 cannot be used to make a backup
copy of data that currently exists on a single drive.

In general, smaller stripe sizes are better for sequential /0O such as video and larger strip
sizes are better for random 1/O (such as databases).

Striping size is not applicable for RAID 1, because it is a mirrored array without striping.

Using the default stripe size of 64KB usually gives you the best performance for mixed I/
Os. If your application has some specific 1/0 pattern (purely sequential or purely random),
you might want to experiment with smaller or larger stripe size.

1. In 3DM, choose Management > Maintenance.

2. In the “Available Drives” list, select the drives you want to include in the unit by
marking the checkbox in front of the Port number for each one.

If you are creating single drive units, (single disks or hot spares), you can configure
multiple drives at once.

Click Create Unit.
In the dialog box that appears, select the RAID configuration you want.
If stripe size applies to the RAID type you select, select a Stripe Size.

Click OK.
The new unit will appear in the Unit Maintenance list at the top of the page and the
miSAN-V-Series will be notified of the new unit.

Rebuilding a Unit

When a drive on a unit degrades, you replace it with an available drive and then rebuild
the unit.

I

1. If necessary, add a new drive to be used to replace the failed drive. (For details, see
“Adding a Drive” on page 138.)

2. In 3DM, choose Management > Maintenance.
In the Unit Maintenance section, select the degraded unit and click Rebuild Unit.

When a dialog box displays available drives, select the drive you want to replace the
degraded drive with, and click OK.
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Configuring Drives

Creating a Hot Spare

You can designate an available drive as a hot spare. If a unit degrades and a hot spare
the size of the degraded disk (or larger) is available, the hot spare will dynamically
replace the failed drive in the unit without user intervention. When this occurs, an event
notification is generated and appears in the list of alarms in 3DM.

It's a good idea to select a hot spare after you create a redundant unit. In order to replace
a failed drive, a hot spare must have the same or larger storage capacity than the drives it
is replacing.

To specify a hot spare after the system is booted:

1. In the Available Drives section of the Maintenance page, select the drive by
checking the box next to it.

Click Create Unit.
In the dialog box that appears, select the configuration type Spare.

4. Click OK. You will see the spare appear at the top of the page, under Unit
Maintenance.

Adding a Drive
If you have a hot-swap carrier, you can add a drive to your system and make it available
through 3DM without powering down the system.
To add a drive through 3DM when you have hot-swap carriers:
Connect the drive physically to the controller.
2. In 3DM, choose Management > Maintenance.
Click Rescan Controller.

The drive will appear in the list of available drives. You can now use it in a new RAID
configuration, or as a replacement drive in the event that another drive degrades.

4. If you want to use this drive as a spare, see “Creating a Hot Spare” above.

Removing a Drive

If you have a hot-swap carrier and want to physically remove a drive from your system
without powering it down, you must first remove it through the 3ware software.
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This is useful if you know that a drive is developing a problem and you want to replace it,
or to replace a drive which has already failed.

& Caution

If you unplug a drive without first removing it through 3DM, Rescan will
not recognize it as gone. Always use the Remove Drive command to
remove a drive before unplugging it.

1. In 3DM, choose Management > Maintenance.

Remove Drive links appear next to all drives that can be removed from units, and next
to drives in the Available Drives list.

2. Locate the drive you want to remove and click the Remove Drive link.
(You can remove a drive that is part of a unit, or that is shown in the list of Available
Drives.)

Figure 5-13 Removing a Drive in 3DM
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3. When 3DM asks you to confirm that you want to remove the drive, click OK.
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You can now remove the drive from your system. If you removed a drive that was part
of a unit, the unit may become degraded.

Figure 5-14 Result of Removing Drive from Unit in 3DM
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Chapter6
Packing and Shipping Instructions

This chapter provides instructions for transporting the miSAN-V-Series or returning the
miSAN-V-Series to Cybernetics for service or repair. The packing and shipping process
involves first removing the miSAN-V-Series from the place where it is installed, enclosing
the unit in an anti-static bag, and then placing the miSAN-V-Series in the packing materi-
als.

& Caution

Failure to properly prepare the miSAN-V-Series for shipping can result
in shipping damage. Any damage to the miSAN incurred during
transport as a result of improper packaging will void the warranty.
Cybernetics’ warranty does not cover shipping damage.

Removing the miSAN-V-Seriesfrom its
Installation Environment

1. Make any attached SCSI devices (disk arrays, tape drives or libraries) ready for
removal from the SCSI bus, in accordance with the user manual for those devices.

2. Power down the miSAN-V-Series. Disconnect all cables (network, upstream and
downstream SCSI, power). Remove SCSI terminator(s) if installed.

3. If the miSAN-V-Series is rack-mounted, remove it from the rack, and remove the
slides from the sides of the unit. This will require a No. 2 Phillips screwdriver.

4. If the unit is a miSAN-V-Series-AlIT, remove the dust cover from the removable tape drive
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Using the Proper Packing Materials

You must use the original packing materials that came with the miSAN-V-Series from
Cybernetics. Replacement packing materials can be purchased by contacting Cybernet-
ics’ Technical Support at (757) 833-9200.

5) Note
Styrofoam pellets or “peanuts” are not adequate for packing, since they
may shift and allow the miSAN-V-Series to move about in the shipping
box. Wadded newspaper, computer printouts, and such are not
adequate for the same reason.

*  Cybernetics box for the accessories and two filler boxes for spacing.

*  Anti-static bag for the chassis

»  Two cardboard and clear plastic shells.

(Front)

*  Cybernetics box

*  Packing Tape
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To prepare the chassis for shipping, complete the following steps:

1. Enclose the unit in an anti-static bag to prevent ESD damage.

2. Place the Cybernetics box on a level surface.

3. Place one of the cardboard shellsl (identified in “Using the Proper Packing Materials” on
page 142) plastic-side up at the bottom of the Cybernetics box. Make sure it is settled in properly..
9 7 ] | i
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5. Place the second cardboard shell on top of the chassis.

6. Open the accessory box, place the accessories inside (e.g., cables, terminators, and AC power
cord), if requested by Cybernetics, and close the box.

7. Place the two filler boxes on top of the cardboard shell.
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8. Place the accessory box on top of the cardboard shell and if you are returning the rackmount kit,
place it next to the accessory box as shown in the bottom right picture..

9. The figure below illustrates the previous steps.

10. Tape the box shut, and place the shipping label on the box.

11. If the box is being shipped to Cybernetics, make sure the Return Authorization Number (RAN)
received from Cybernetics Customer Support is prominently displayed on the outside of the box.

12. Since the box contains delicate electronic components, it should be shipped fully insured via an
airfreight carrier.
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Product Specifications

Chapter?7
Product Specifications

Supported iSCSI Initiators

Microsoft iISCSI Initiator 2.0 or higher

Windows XP/2000/2003 Server

Go to http://www.microsoft.com/downloads/details.aspx?FamilylD=12cb3c1a-15d6-4585-b385-
befd1319f825&displaylang=en

Cisco iSCSI Driver 3.x
Sun Solaris 7/8/9
Go to http://www.cisco.com/univercd/cc/td/doc/product/sn5000/sn5400/iscsidrv/index.htm

Sun Solaris 10
Go to http://www.sunsolve.sun.com/search/document.do?assetkey=1-21-119090-20-1

QLogic SANblade iISCSI HBA QLA4010C
Windows 2000/2003 Server, Sun Solaris SPARC, Linux (32-bit and 64-bit)
Go to http://www.qlogic.com/support/product_resources.asp?id=341

Protocols and Standards

CHAP (RFC 1334)

IP (RFC 791, 894, 1092)

iSCSI (IETF draft version 20; RFC 3720)
SCSI-2 and SCSI-3

TCP (RFC 793)

Drive Interface Compatibility
Serial ATA (1.5 Gigabits/sec.)
Ethernet Interfaces

Management LAN Port (ETHO)

10/100/1000Base-T (1 Gigabit/sec.) TCP/IP
RJ-45 connector
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iISCSI Network Ports (ETH1, ETH2)

10/100/1000Base-T (1 Gigabit/sec.) TCP/IP
RJ-45 connector

SCSI Parallel Interfaces
Low Voltage Differential (LVD)

VHDCI 68-pin, female socket

Ultra3 (Ultra160) Wide SCSI

Maximum synchronous data transfer rate of 160 megabytes/sec.
Auto-selectable between LVD and Single-Ended (SE) mode

Physical Dimensions

Height 3.5in. (8.9 cm) (2U)
Width, chassis 16.9 in. (42.9 cm), front panel 18.9 in. (48.0 cm)
Depth 26.4in. (67.1 cm)
Weight 48.8 Ibs. (22.1 kg), with 6 disk drives
Power Supply
Power supply input voltage is auto-sensing:
Voltage 100-240 VAC, 47-63 Hz, 84 A
Consumption 460 W maximum, each power supply
Watts Amps Volts Volt Amps
BTU/HR
Idle 216.5W 1.81A 118.75V 215.39 VA
740.62
Typical Activity 249.0W 2.09A 118.0V  246.33 VA
851.65

Humidity and Temperature

Non-operating
Humidity 10-90%, non-condensing
Temperature -40-140°F (-40-60°C)
Operating
Humidity 20-80%, non-condensing
Temperature 50-104°F (10—-40°C)
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Appendix A
Microsofte iSCSI Initiator Software
Client

Host systems running Microsoft® Windows® 2000, XP or 2003 can access Cybernetics
iISCSI devices using the Microsoft iISCSI Initiator software. The following sections provide
detailed steps for downloading and running the setup program and installing and config-
uring the driver. The following information is subject to change by Microsoft. The screen
shots that follow may be different than what will show on your computer, depending on
what software you are running, and whether you are updating or newly installing the
Microsoft® iSCSI Initiator Client.

Downloading the Setup Program
The iSCSI Initiator setup program can be downloaded from the Microsoft Web site by
doing the following:

1. Go to the Web site http://www.microsoft.com/downloads

2. Type Microsoft iSCSI Software Initiator in the “Keywords” box, and then click Go.

Download Center
Download Center Home Zearch IAII Dovvnlos s "I Iicrnsnft ISCEl Software Initiator E‘

3. Click the link for the latest version of the driver that appears. As of 05/26/2006 the
latest version is 2.02 and can also be found by clicking the following link:

http://www.microsoft.com/downloads/details.aspx?FamilylD=12cb3c1a-15d6-4585-b385-
befd1319f825&DisplayLang=en
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4. Scroll down to the “Files in this Download” section, and then click the applicable “fre”
link for a 32-bit (“x86”) or 64-bit (“ia64”) system.

Files in This Download

The links in this section correspond to separate files available in this download, Download the
files most appropriate for you,

File Mame: File Size

Initiator-2.02-QFE-bld1895-amdédfre.exe 1.6 MB Download |
Initiator-2.02-QFE-bld1895-iatdfre.exe 2.2 MB Download |
Initiator-2.02-QFE-bld1895-x86fre.exe 1.4 MB Download |
relnotes txt 5 kKB Download |
uguide . doc 874 KB Download |

5. Click Save in the “File Download” dialog box.
File Down x|

Some files can harm pour computer. IF the file information below
looks zugpicious, or you do nob fully trust the source, do not open or
zave this file.

File name: ....02-0FE-blId1895-x86fre. exe
File type:  Application

Fram: downlaad. microzoft. com

&, Thiz type of file could harm vour computer if it containg
malicious code.

Wwhould you like to open the file or zave it to your compker?

Open | Save Cancel Mare Info

¥ | iliways ash before apening this type of file

Note

It is also recommended that you download and study the release notes
and user guide. They are shown above as relnotes.txt and uguide.doc

\
{
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6. Choose a location for the file in the Save As dialog box, and then click Save. The file
is then saved to the specified location.

savens 2| x|
Sawve in; Iﬁ [riitiator j e £F B2~

File name; IInitiatu:ur-2. 02-0FE-bld1895-86fe j Save

Save az ype: I,&.pplicatinn Cancel

i

Installing the Software

To install and set up the iISCSI Initiator software, complete the following steps:

]

g) Note

The information presented here is provided as a courtesy only and may
not reflect the current software version provided by Microsoft.

1. To install the driver, first, double-click the “.msi” file to run the setup program. The
Setup Wizard will then execute.
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2. Click Next to continue.

ot x|

Uze this wizard ta install the following software update;

@ Microsoft iSCSI Initiator

Befare vou install thiz update, we recommend that pou;

- Update your system repair dizk,
- Back up vour system
- Cloge all open programs

You might need to restart pour computer after you complete
thiz update. To continue, click Mext.

< Back fert » Cancel

3. Read the license agreement in the “License Agreement” window,
select “I agree,” and then click Next.

License Agreement

Pleaze read the following license agreement. To continue with setup,
wou must accept the agreement.

EMD-JSER LICEMSE AGREEMEMNT FOR MICROSOFT il
SOFTWARE

ticrozoft ISCSI Initiator 2.0

IMPORTAMT - PLEASE READ THIS EMD-USER LICEMSE
AGREEMEMT ["EULA™) CAREFULLY. BY INSTALLING,
COFYING OR OTHERWISE USIMG THE SOFTWARE THAT _I

" | Do Mot Agree | Agree Frink |

< Back | e [=H | Cancel |
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4. Choose a location to install the driver files in the “Select Installation Folder” window,
and then click Next to continue.

il Microsoft @S Inibisbor

Select Installation Foldes

Th irstaler will instal Microsoft (051 Initistor in the following folder,

To nstal in this fioider, chck "Next”. To irstal to 4 different new or edsting folder,
entar one el of ik Browsa”,

Fioicier: |'C:'|F\ ogr-am Flles\iorosoft 5051 Initiabor), Broswse. .

okl can install the softwaes on the following drives:
=i 200,

=0 F
=T ind

y

’ J Note

S

here.

The ability to select a location for the installation of the Microsoft iSCSI
Initiator is only available for new installations. If you are upgrading to a
newer version of the initiator, the options will be different than shown

5. Click Next to continue in the “Confirm Installation” window.
8 I )|

Confirm Installation &
oty

Thae retalér & neacy 10 irstsl Morosoft iI505] Iatiahor on your Compuber.

Chcke Tenrt™ to start thir instalation.

ool | oo | [ ]
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The Microsoft iSCSI Installation Program will execute once the setup
files have been copied.

ricrosalt iSCS1 Installotion Program.

EC51 Trestalation Options
1% Irestall Complate [SCS Indtiator

1 Irstal GCST Service Only
1 Uninstall ISCS1 Inkiator and Service

" Pasform No Action

=] oot |

6. Choose to “Install Complete iSCSI Initiator,” and then click OK.

Configuring the iSCSI Initiator

The iSCSI Initiator Properties window is used for configuring the driver and can be
accessed by launching the “iSCSI Initiator” from the Windows Control Panel.

iSCSI Initiator Pro x|

General | Disu:-:u'-.-'er_l,ll Targetsl PersistentTargetsI Bound "v"n:ulumes.-"Devicesl

The ISC5| protocol uzes the following information bo uniquely

- identify thiz intiator and authenticate targets.
Initiator Mode Mame: igr. 1997 -05. com. microzoft: rattlesnake
To rename the initiator node, click Change. Change...

To authenticate targets using CHAR, click Secret to

specify a CHAP secret, Secret

To configure IPSec Tunnel Mode addresses, click
Tunnel.

i

Tunnel

k. Cancel Spply
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Changing initiator node name

The initiator is automatically assigned a unique name during the installation process.
Make a note of the “initiator node name,” which can be used by Cybernetics iSCSI
devices for assigning control of storage resources. This name is displayed on the “Gen-
eral” tab and can be changed if a target has not yet been assigned to it. To change the
name, click the “Change” button and type in the new name..

Initiator Node Na x|

‘ou can change the name of this initiator node. Changes may affect
access ko iSCSI targets,

Initiatar node name:

I iqn. 1991-05. cam, microsoft: rattdesnake

Reset | Ik Zancel

Adding Target Devices

1. Select the “Discovery” tab to allow for adding target devices.

iSCSI Initiator Prop x|
General Discoverny | Targetsl Ferziztent Targetsl Bound "v"u:ulumes.-"DE'-.-'icesl
— Target Portals
Addrezs | Fort | Adapter | IP .ﬁ.ddressl
Add Hemowve Refrezh

2. Click Add... in the Target Portals area to enter the IP address or DNS name and
socket number for an iSCSI target device.

Twpe the IP address or DNS name and socket number of the portal wou
want ko add, Click Advanced to select specific settings For the discovery
session ko the paorkal,

IP address or DNS name: Port:

192.168.1.1 |32r5|:| Advanced, ., |
Ik I Zancel |
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3. Clicking Advanced... allows access to security settings, such as CHAP
authentication, which is supported by Cybernetics iSCSI devices. The CHAP
password must be between 12 and 16 characters.

Figure A-1 Advanced Settings

Advanced Settings ﬂﬁl

General | |PSec |

— Connect by using

Local adapter: I Default j

Source |P: I Drefault j

T arget Portal: I j
—CRC / Checksum

[ Data digest [ Header digest

~ ¥ CHAP logon information

CHAP helps enzure data zecurity by providing authentication bebween
a target and an initiator tiving o establish a connection. To use it
zpecify the zame target CHAF secret that was configured on the target
for this initiator.

Llser name: qun.'l 991 -05. com. microzoft: rattlesnake

Ixxxxxxxxxxxxxx

T arget secret;

[ Perfarm mutual authentication

T o uze mutual CHAR zpecify an intiator secret on the Initiator Settings
page and configure that secret on the target.

k. Cancel Apply
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Select the “Targets” tab to view the iSCSI targets discovered through the added target
portals. To log onto an iSCSI target, select it from the list, and then click Log On....

iSCSI Initiator Prope x|

Eenerall Dizcovery T argets | F'ersistentTargetsI Bound "-.J'-:ulumesHDevil:esl

Select a target and click Log On to access the storage devices for that
target. Click detailz to zee information about the sessions, connections and
devices for that target.

Targets:
M ame | Status |
eul. 000E5E0000005631 Inactive
eui. 000b5E0000005092 Inactive
eui. 000b560000005093 Inactive

Dietailz Log On... Refrezh

4. Select the option to “Automatically restore this connection when the system boots” to
make a target persistent, so the iSCSI Initiator will attempt to reconnect to it each time
the computer is rebooted. Click OK to log onto the target.

Log On to Target il

Target name:

I e, 000bS60000005591

¥ Automatically restare this connection when the system books

™ Enable mulki-path

i“: Only select this option if i5C51 multi-path software is already installed
=1 on your computer,

Advanced. .. | (0] 4 Cancel

5. If you added a CHAP password in step 3, you will need to click on “Advanced...”. This
will bring up the menu shown in Advanced Settings. Enter the Target secret and
press “OK”. This will bring up the Log on to Target screen. Press “OK” to Log on.
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After the target has been logged onto, it will show as “Connected”
on the “Available Targets” tab.

iSCSI Initiz x|
Eenerall Discovery 1 angets PersistentTargetsI BnundVDlumestevicesl

Select a target and click Log On to access the storage devices for that
target. Click details bo zee information about the sessions, connections and
devices for that target.

T argets:
I arne | Statuz |
e 000bSE00000056591 Connected
eLi. J00bAE00000050S2 Connected
eLi. J00b5E0000005053 Connected

Dretailz Lag On... Refrezh

6. Repeat this process to add additional target portals as desired.

Creating System Dependencies

Using iSCSI Disk Devices with the iSCSI
Initiator

When using an iSCSI disk device to create file shares (e.g., for network storage, backup
copies, e-mail), the iISCSI Initiator service needs to start before the Server service, which
creates file shares. This is because the Server service cannot create file shares for iSCSI
disk devices until the iISCSI Initiator service is initialized. If the services are not started in
the proper order, the file shares located on the iSCSI disk device may not be re-created
when you restart the iSCSI host computer that the shares are created on.

To start the services in the proper order, you can use system dependencies to make one
service start before another.

The following instructions explain how to set up the dependencies:

1. Run the Windows Registry Editor by opening regedt32.exe using Start > Run...

2. Goto HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services

Cybernetics UM-MV-86-B1-0801



159

3. Select 1anmanserver in the folder tree.
““HKEY_LDCAL_MACHINE on Local Machine

-3 iScsiPrt +||DependOnService : REG_MULTI_S:
— 30 Khdclass Description : REG_SZ : Provides BP
— 30 kmixer DigplayName : REG_SZ : Server
- KSecDD ErrorCaontral : REG_DW/ORD : 0x1

% lanmanserser IrmageFath : REG_EXFAND_SZ: %5
— 30 lanmanworkstation _{|OhjectMame  REG_52: LocalSystet
— 0 Ibrifdc Start: REG_DWORD : 0x2

— 3 LmHosts Type: BEG_DWORD : 0x20

— 3 IpBnds 3k

— 3 Messenger
— 3 mnmdd
-3 mnmsrc

= Registry Editor
Registry | Edit Tree  Yiew  Security  Options  \Window  Help

Birarst, ..

: iScsiPr
SEring) . G Kbdclass

Walue W ame:; IDependD nService

-2 larttdc

Data Type: REG_MULTI_SZ

0K I Eancell Help |

Select Edit > Add value... from the menu bar

Enter the Value Name Dependonservice

Select rec_MuLTI sz for the Data Type

Click OK

Make the value pependonservice set to the iSCSI Initiator service msiscsi.

Multi-String Editor |

Data:
MSISCSI ]

© N o o A

" o

k. I Cancel Help |

9. After you are finished editing the registry, be sure to restart the computer to make
sure the settings will take effect.
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Using Backup Software with the iSCSI
Initiator

When using backup software with the Microsoft® iSCSI Initiator, the iSCSI Initiator ser-
vice needs to start before the backup software services. This ensures the backup soft-
ware will be able to detect the SCSI devices that the iSCSI Initiator logs into. This
requires starting the services in a specific sequence.

To do this, you can use system dependencies to make one service start before another.
By setting up the correct dependencies, you can create a chain reaction and thus start
the services in the correct sequence.

The following instructions explain how to set up the dependencies for a backup product:
Run the Windows Registry Editor by opening regedt32.exe using Start > Run...
Go to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

Make sure each backup software service has a bpependonservice value. If the
DependonsService value does not exist for the service, you must create it:

= Registry Editor

Registry | Edit Tree iew Security Options  Mindow  Help
add Key...

=
SERITT e
DWoRD, .,

L T i o

O

MMEKSERY
MSPCLOCK,

Walue Mame: DependOnService

Drata Type:

] I Cancel Help

Select the service in the folder tree.

Select Edit > Add value... from the menu bar
Enter the Value Name pependonservice
Select rec_MuLTI sz for the Data Type

Click OK

m o o © >»

4. Make the value pependonservice set to the names of services you want started before
the service itself starts. For backup software services, make sure to include the iSCSI

Cybernetics UM-MV-86-B1-0801



161

Initiator service mMsiscst and the Workstation network and connection service

LanmanWorkstation.

Multi-String Editor |

Diata:

MSISCSI -
Lanrnartsfark ztation _I

B Ne

k. I Cancel Help |

5. After you are finished editing the registry, be sure to restart the computer to make
sure the settings will take effect.

Logging Off
& Caution

It is necessary to log off the iSCSI connections before shutting down a target in
order to avoid possible data loss. Failure to log off the iSCSI connections will
cause Microsoft Windows to send “Unsafe Device Removal” messages.

If it becomes necessary to shut down the miSAN-V-Series use the following steps to log
off the iISCSI connections between the host and the miSAN-V-Series.

1. Open the “Targets” Tab in iISCSI Initiator Properties.
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2. Highlight one of the targets and press “Details”

iSCSI Initiator Properties ﬂ
General I Discovery T argets | Perzistent T argetz I Bound olumes/D evices I

Select a target and click Log On to access the storage dewvices for that
target. Click detailz to zee information about the sessionz, connections and
devices for that target.

Targets:
M ame | Statuz |
Connected
eul. J00BSE0000005092 Connected
eui. 00bSE0000005093 Connected

Details | Log/dn... | Refresh |

k. I Cancel | Apply |

3. Click “Log off”.

4. Repeat the process for each target on the machine you are shutting down.

i5C5I Initiator Properties ﬂ

Generall Digcovery T argets I Perzistent Targetsl Baound \:"n:nlumesx’Devic:esI

(T ' [ C | - a ' [ E T |

arget Properties X|

Sessions |Devices I Properties I

=
k.

C

This target has the Following sessions:

Identifier |

Log aff... Refresh

Cybernetics
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AppendixB
Linux iSCSI Initiator

Introduction

There are many variations of Linux available. Your installation and configuration of Linux
may be different than those mentioned later in this Appendix. Cybernetics takes no
responsibility for any of the code recommendations or content of the links provided.

Before starting, determine the kernel version being used by typing uname -r

The project page for Linux iSCSI is: http://linux-iscsi.sourceforge.net/

The linux-iscsi driver began as an open source version of the Cisco iSCSI Initiator. Much
of the configuration of the 3.xx (for Linux Kernel 2.4) and 4.xx (for Linux Kernel 2.6) driv-
ers is the same as it is for the Cisco driver on other platforms such as Solaris.

As of the 5.xx series, the linux-iscsi project is merging with the Open-iSCSI project. The
merged driver is still hosted on the linux-iscsi Sourceforge page with a parallel versioning
system on the Open-iISCSI webpage. As of now, this version is still experimental. Since it
is drastically different, it will not be covered in this appendix.

Installation

In all cases, you should get the latest packaged version of linux-iscsi from the Linux dis-
tro's package manager if a packaged version exists.

Linux Kernel 2.6 Notes

Version 4.02 only supports up to Linux kernel 2.6.9.

According to the linux-iscsi developers, you should use Open-iSCSI for |k 2.6.11 and
higher for now. There are No production releases of the Open-iSCSI driver yet though.

As an alternative, the Core-iSCSI project revived an earlier iSCSI initiator effort. It claims
to be the only production-level iSCSI initiator for > |k 2.6.9.

The Core-iSCSI project provides an iSCSI Initiator kernel driver for Linux along with a
separate package with user-land management utilities.

Since the linux-iscsi project has moved back into the development phase due to its
merger with Open-iSCSI in the 5.xx series, there were no production Linux iSCSI initiator
implementations available for lk 2.6.10 and up. Core-iSCSI was revived to fill this gap
until linux-iscsi/Open-iISCSI matures. The developers hope to make the user-land man-
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agement utilities pluggable with the kernel portion of Open-iSCSI or any futurue initiator
du-jour.

Core-iSCSI is based on GPLed portions of the commercial PyX Initiator from PyX Tech-
nologies (now owned by SBE, Inc.) The current maintainer is an employee of SBE, Inc.

The project does not have a web page. It has an active discussion board at http://
groups.google.com/group/core-iscsi

core-iscsi Initiator: http://www.kernel.org/pub/linux/kernel/people/nabl/iscsi-initiator-core/

core-iscsi-tools: http://www.kernel.org/pub/linux/utils/storage/iscsi/

Core-iSCSI Setup

The configuration file is /etc/sysconfig/initiator, and the syntax is different from linux-
iscsi's /etc/iscsi.conf. For an iTape/HSTC, you need a line like:

CHANNEL="0 1 eth0 192.168.1.1 3260 0 HeaderDigest=None;DataDigest=None"

Replace eth0 with the name of the network interface you are using for iSCSI. The param-
eters "HeaderDigest=None;DataDigest=None" are optional but increase performance by
turning off CRC checksums.

To login/logout, use:
/etc/init.d/initiator start
[etc/init.d/initiator stop

To login to multiple iSCSI targets at the same IP address (e.g. a HSTC with two virtual
devices), use something like the following in /etc/sysconfig/initiator:

CHANNEL="0 1 eth0 192.168.1.1 3260 0 HeaderDigest=None;DataDigest=None none
eui.000b560000004a41"

CHANNEL="1 1 eth0 192.168.1.1 3260 0 HeaderDigest=None;DataDigest=None none
eui.000b560000004a42"

In this example, "eui.000b560000004a41" and "eui.000b560000004a42" are the iSCSI
target names from an example HSTC. You need to substitute the actual target names
from the device you are using. You may get the iSCSI target names from a ASP, HSTC,
or miSAN-VX in the Information menu under "Local iSCSI Target List". Alternately, you
may leave off the target name initially, login, logout, get the target name list from "dmesg
| grep 'Discovered iSCSI Target™, edit the config file with the names, then log back in.

Debian lk 2.6

This applies for all Debian-based distros (Debian, Ubuntu, Knoppix, etc) with kernel 2.6.

There is no linux-iscsi package available via apt. You will need to compile from source.
First, resolve the dependencies if needed:

apt-get install libsysfs-dev

apt-get install udev
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Red Hat 9 & Enterprise Linux 3

To install an RPM:

Go to http://sourceforge.net/projects/linux-iscsi and download the latest Production RPM
for your distro version.

Install from the RPM - run “rpm -i rpmfile’
SuSE Linux Pro 9.1

The package name is linux-iscsi (version 4.0.1-83). This initiator works with cy-iscsi prod-
ucts (hstc, misan, itape). However, you must edit /etc/init.d/iscsi to point to the proper
location for the kernel driver. If you do not edit this file, the attempt to start iscsi will hang.
Edit /etc/init.d/iscsi as follows:

Find the line (in most cases line 207) that has the following:
EM=/lib/modules/'uname -r'/misc/iscsi.ko

Change it to EM=/lib/modules/'uname -r'/extra/iscsi.ko

Source Compilation

To install from source:

Go to http://sourceforge.net/projects/linux-iscsi and download the Production source file
for your kernel version. You will probably want to make a directory such as /usr/src/iscsi
to download to.

Read the README file and make sure that all dependencies are resolved.
Extract the source folder. "gunzip’ the file and then “tar -xvf* the unzipped file
Change to the folder and run 'make’ to build the driver.

Then run "‘'make install’ to build the installation script and start the installation.
Setup

Edit the iISCSI configuration file at /etc/iscsi.conf using your favorite file editor. You will
add the remote iSCSI target IP address (iTape, HSTC, etc) as a DiscoveryAddress
(example: DiscoveryAddress=192.168.1.1). Save the file.

Stop & restart the iISCSI service. Change to the /etc/init.d directory and run "./iscsi stop
followed by "./iscsi start’

Test the setup

Confirm that the OS sees the tape device(s). "cat /proc/scsi/scsi’ will list all attached SCSI
devices (including iSCSI).

You should now have a device called "st0". Run ‘mt -f /dev/st0 status™ to confirm this. If
there are mutiple remote iSCSI target tape drives, check the status of each (st1, st2, etc).
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Also, try a tar to write & read to the drive. “tar -cvf /dev/st0 /somedir’ will backup the
"somedir" directory. “tar -tvf /dev/st0" will display the file listing on the drive. “tar -xvf /dev/
st0 /somedir’ will restore to the "somedir" directory.
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AppendixC
Glossary

The following list of terms and definitions are used in the preceding chapters and should
be read and understood by administrators of the miSAN-V-Series.

3DM - 3ware Disk Manager 2 (3DM®) is a web-based interface used for viewing the sta-
tus of and managing the 3ware® Escalade® 9500S-8 SATA RAID controller and associ-
ated disk drives remotely.

Array — One or more disk drives that appear to the operating system as a single unit.
Within 3ware software (3BM and 3DM) arrays are typically referred to as units.

Auto-archive — A feature used for automatically copying virtual tapes to physical tapes
after a backup to the virtual tapes. Auto-archive allows for automating the process of cre-
ating and maintaining tape cartridge duplicates of virtual tape backups.

Autoload — A feature used for automatically changing the virtual tape for a virtual tape
drive. When enabled, the miSAN-V-Series will mount the next virtual tape listed in the
“Mounted medium” listbox when a host issues an “eject” command.

Barcode label — A label affixed to a tape cartridge that shows a barcode.

Basic disk — A physical disk drive containing basic volumes, such as primary partitions
and logical drives.

CAT 5/5e/6 — Ethernet cable standards defined by the Electronic Industries Association
and Telecommunications Industry Association (EIA/TIA).

» CAT 5 is the 5th generation of twisted pair Ethernet cabling and the most popular of
all twisted pair cables in use today. CAT 5 usually contains four pairs of copper wire,
although Fast Ethernet communications only utilize two pairs.

+ CAT 5 enhanced (5e) supports short-run Gigabit Ethernet
(1000 Mbps) networking by utilizing all four wire pairs and is backward-compatible
with ordinary CAT 5.

» CAT 6 cable contains four pairs of copper wire and unlike CAT 5, utilizes all four pairs.
CAT 6 supports Gigabit Ethernet (1000 Mbps) and supports communications at more
than twice the speed of CAT 5e, the other popular standard for Gigabit Ethernet
cabling.
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CHAP - “Challenge-Handshake Authentication Protocol” (CHAP) is a scheme that uses a
3-way “handshake” (peer-response-authenticator) to periodically verify the identity of the
peer (iISCSI host initiator). Authentication begins after a network link is established and
the authenticator (iISCSI target; iSAN Vault) sends a “challenge” message to the peer.
The peer responds with a calculated value that embeds a “secret” (user password). The
authenticator checks the response value against its own expectation. If the value
matches, the peer is then authenticated (logged on to the iSAN Vault).

Compression — Compression reduces the amount of storage space required to store a
given amount of data. The miSAN-V-Series is incapable of compressing data while writ-
ing to virtual tapes. Data compression is only performed by a physical tape drive when
the miSAN-V-Series writes to physical tape. The “Drive compression for copying” menu
option toggles internal tape drive data compression for all attached tape devices.

Copy Profile — Copy profiles allow the user to define and save relationships between vir-
tual tapes and physical tapes slotted inside the physical stacker. For example, the first vir-
tual tape will always be copied to the first physical tape, the second virtual tape to the
second physical tape, the third virtual tape to the third physical tape and so forth. Using
copy profiles saves from manually having to select virtual tapes to copy each time
“Offload disk to tapes” is enabled.

D2D2T - Disk-to-Disk-to-Tape (D2D2T) is an approach to computer backup and
archiving in which data is initially copied to a disk storage device and then periodically
copied again to a tape storage device (or to an optical disc drive).

Daisy-chaining — Connecting multiple devices one to another in a series.

Distributed Parity — Parity works in combination with striping on RAID 5 and RAID 50.
Parity information is written to each of the striped drives, in rotation. Should a failure
occur, the data on the failed drive can be reconstructed from the data on the other drives.

ECC - Error-Correcting Code (ECC) is integrated into many tape drives for the purpose
of reconstructing data bits missing from the tape as a result of tape quality degradation.
The number of ECC occurrences since the last tape rewind is calculated as a percentage.
In general, error rates are the highest at the beginning of a tape since this part of the tape
is written to every time the tape unloads.

Host I/0 — The HSTC'’s disk drive input and output (disk 1/0) resources used by hosts for
backup and restore jobs. Both host I/O resources and job 1/O resources draw from the
same disk I/O resources. Thus, one impacts the other’s performance. You can use the
“Host vs. job 1/0 policy” setting to determine the priority of host I/O relative to job 1/0.

Hot Swap — The process of swapping out a drive without having to shut down the system.
This is useful when you need to swap out a degraded drive, manually or automatically,
with a pre-designated spare.

HSTC - High Speed Tape Cache (HSTC) is a software engine that emulates conven-
tional tape drives and tape cartridges. Host applications use HSTC virtual tapes and
drives as conventional backup resources.

iSCSI — Internet SCSI (iISCSI) is a method of transmitting SCSI commands, data and sta-
tus across Ethernet-based standard TCP/IP networks. This allows SCSI devices and
SCSl-aware software (e.g., backup applications) to communicate remotely via existing
networks.
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iSCSI Initiator — A device that begins an iSCSI transaction by issuing a command to
another device (the iSCSI target) to perform a task. Typically an iSCSI host bus adapter
is the initiator, but targets may also become initiators, such as when the miSAN-V-Series
is configured to use remote iISCSI devices.

iSCSI Target — An iSCSI device that executes a command given by an iSCSI initiator to
perform a task. The
miSAN-V-Series is the target for an iISCSI host initiator.

Fault Tolerance — The ability of a system or component to continue normal operation
despite a hardware or software failure. This often involves some degree of redundancy.
For disk drives, complete redundancy is “Mirroring”, where every write operation is per-
formed on two or more disk drives, so if one fails the other can take over.

JBOD - “Just a Bunch of Disks” (JBOD) is an acronym that refers to disk drives that have
not been configured in a RAID array (See “RAID”). With JBOD, each drive is either oper-
ated independently or drives may be seen as a single drive by combining the drives into
one larger logical disk. JBOD does not provide RAID aggregation, fault tolerance or
redundancy.

Job 1/0 — The HSTC’s disk drive input and output (disk 1/0O) resources used for the
HSTC's jobs (e.g., offloading disk to tape). Both job I/O resources and host I/O resources
draw from the same disk I/O resources. Thus, one impacts the other’s performance. You
can use the “Host vs. job 1/O policy” setting to determine the priority of host I/O relative to
job I/0O.

Logical Disk — A number of areas on one or more disk drives that the computer system
considers as one filesystem. The areas of disk space are not necessarily contiguous but
are presented to the computer system as a single disk drive. In disk arrays, drives are
presented as individual logical disks (See “JBOD”) or are configured by a RAID controller
as logical disks spanning multiple disks (See “RAID”).

LVD - Low Voltage Differential (LVD) uses less power than the HVD bus, is less expen-
sive and allows the higher speeds of Ultra 2/3 SCSI. LVD terminators run on 3.3 Volts
DC.

Media changer — A mechanical device within a tape library that moves tapes to an inter-
nal tape drive. A media changer allows the library to load tapes sequentially into a tape
drive during a write/read operation requiring multiple tapes. The media changer device
usually has its own SCSI ID and resides on LUN 0 of that ID.

MTU

Maximum Transmission Unit (MTU) is the maximum packet size, in bytes, that can be
transmitted across a link. Changing the default packet size from an MTU size of 1,500 to
9,000 (also called a “jumbo” packet) can significantly increase performance depending
upon the activity. For this to be effective, however, each point in the network must be con-
figured to support jumbo packets. If much of the network is dedicated to 10/100 Mbps
Ethernet, the MTU packet size ought to be set to 1,500 to minimize layer-two fragmenta-
tion and reassembly.

Optical Ethernet — Ethernet consisting of optical fiber cabling. The miSAN-V-Series Opti-
cal Fiber interface requires a dual mode optical fiber cable having an SC duplex connec-
tor.
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Optical Disc — An optical disc is an electronic data storage medium that can be written to
and read using a low-powered laser beam (e.g., CD-R/W, Blu-ray, ProData).

Optical Disc Drive — For the miSAN-V-Series, a SCSI drive that records data on an opti-
cal disc.

Physical Device — A physical tape drive or physical tape library. This is the miSAN-V-
Series

“‘back-end” as seen by the miSAN-V-Series. These devices are installed (internal),
attached (SCSI) or connected (iISCSI) to the miSAN-V-Series and are used for offloading
disk to tapes.

Physical Stacker — A physical tape library (these terms are used interchangeably). If the
mMiSAN-V-Series is not configured with optional Tape Library Control support, an external
tape library will appear to the miSAN-V-Series as a standalone tape drive. With optional
Tape Library Control support, the miSAN-V-Series can use an external tape library drive
and its slotted tapes.

Physical Tape — A data tape cartridge.

Physical Tape Drive — An installed (internal), attached (SCSI) or connected (iSCSI) tape
drive.

Physical Tape Library — An attached (SCSI) or connected (iSCSI) tape library. If the
miSAN-V-Series is not configured with optional Tape Library Control support, an external
tape library will appear to the miSAN-V-Series as a standalone tape drive. With optional
Tape Library Control support, the miSAN-V-Series can use an external tape library drive
and its slotted tapes.

RAID - “Redundant Array of Independent Disks” (RAID) is a grouping of disk drives (an
array) combined in such a way as to provide fault tolerance and increased write/read per-
formance. Several disk grouping methods exist, called RAID levels, which are configured
by a disk array controller in the storage enclosure. Most storage enclosures implement
the RAID levels described below. Configuring the RAID storage enclosure for the appro-
priate use will make the most effective use of disk storage resources and provide the cor-
rect level of fault tolerance.

RAID 0 — This is the most basic implementation of the Striping technique. However,
because this type of array has no inherent fault tolerance (i.e., redundancy), RAID 0 is not
true RAID unless it is used in conjunction with other RAID levels (e.g., RAID 10 and RAID
50).

RAID 0 arrays can provide high write performance relative to true RAID levels because
there is none of the overhead associated with parity calculations or other data recovery
techniques. This same lack of provision for rebuilding lost data means RAID 0 arrays
should be restricted to storage of noncritical data and combined with a strict backup pro-
gram.

In a RAID 0 array, which requires a minimum of two disks to be installed, storage capacity
for each disk is determined by the smallest disk in the array. For example, an array with a
100, 250 and 150 Gigabyte drive will show a total storage capacity of 300 Gigabytes (100
Gigabytes x 3).

RAID 0 is recommended for use with large, non-critical file applications, such as multime-
dia and scientific computing.
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RAID 1 — This is the simplest form of a fault-tolerant array. Based on the concept of mir-
roring, this array consists of multiple sets of data stored on two or more drives. Although
many RAID 1 implementations involve two sets of data (hence the term mirror), three or
more sets can be created if increased reliability is desired.

In a RAID 1 array, storage capacity is determined by the smaller of the two disks in the
array. This provides maximum fault tolerance with complete redundancy but minimum
data storage capacity, since a host system sees only the capacity of a single disk drive.
Writing the same data to the two disks in the array results in poor write speeds, but RAID
1 yields high performance for read-intensive operations.

If a drive failure occurs in a RAID 1 array, subsequent read and write operations are
directed to the surviving drive(s). A replacement drive is then rebuilt using data from the
surviving drive. This rebuilding process has some impact on the array’s I/O performance
because all data must be read and copied from the surviving drive(s) to the replacement
drive.

RAID 1 offers high data availability, because at least two complete sets of data are
stored. Connecting the primary drives and mirrored drives to separate drive controllers
can further enhance fault tolerance by eliminating the controller as a single point of fail-
ure.

RAID 1 has the highest storage cost of any non-hybrid RAID level, because it requires
sufficient drive capacity to store at least two complete sets of data.

RAID 1 arrays are recommended and better suited for small databases or other small-
scale systems that emphasize reliability, such as in accounting or finance.

RAID 10 — This RAID level, originally called RAID 1+0, is implemented as a striped array
(RAID 0) whose segments are RAID 1 arrays. RAID 10 requires a minimum of four disks
installed and is basically several RAID 1 drives linked together with RAID 0. This yields
the speed benefits of RAID 0 with the redundancy benefits of RAID 1. The high I/O rates
are achieved by striping RAID 1 segments. This provides better transfer rate speeds than
RAID 1 alone, especially with write speeds, but not as high as pure RAID 0. This is rec-
ommended for database servers requiring high performance and fault tolerance.

RAID 5 — This widely used RAID type overcomes some of the drawbacks of other parity-
based arrays. In essence, RAID 5 allows for parity information for the array’s data to be
distributed among all drives in the array, a minimum of three, instead of being stored on a
dedicated parity drive.

This distribution parity approach reduces the write bottleneck common to other RAID lev-
els, because concurrent writes do not always require access to parity information on a
dedicated drive. However, overall write performance still suffers because of the overhead
cause by reading, recalculation and updating parity information.

To improve the read performance of an RAID 5 array, the data stripe size can be opti-
mized for the particular application program using the array. Overall RAID 5 array perfor-
mance is equivalent to that of a RAID 3 array except in the case of sequential reads,
which reduce the efficiency of the drives’ read-ahead algorithms because of the distrib-
uted parity information.

As in other parity-based arrays, data recovery in a RAID 5 array is accomplished by com-
puting the XOR of information on the array’s remaining drives. Since parity information is
distributed among all the drives, loss of any drive reduces the availability of both data and
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parity information until the failed drive is regenerated. This can cause degradation in
application program performance for both reads and writes.

This is the most versatile RAID level, and thus recommended for application, database,
and file servers, and also ideal for email, news and WWW servers.

RAID 50 — This RAID level is a combination of RAID 5 and RAID 0, and requires a mini-
mum of six disks installed, in order to provide striping to RAID 5 subarrays. This provides
better transfer rate speeds than RAID 5 alone, especially with write speeds, but not as
high as pure RAID 0. RAID 50 is recommended for critical small file applications requiring
higher transfer speeds.

RAID 5 + Hot Spare — The RAID 5 + Hot Spare configuration is a RAID 5 array with a
dedicated “Hot Spare” drive.

In essence, the RAID 5 array operates as described previously, however, there is an
additional Hot Spare drive that is set up as a standby drive for use as a global spare (i.e.,
immediately available for use by any RAID 5 array). The Hot Spare drive sits idle awaiting
a failure in the RAID 5 array. In the event of a failure, the Hot Spare drive will take over for
the failed drive automatically and the RAID 5 array will not suffer performance degrada-
tion.

The Hot Spare drive configuration is recommended for a critical RAID 5 array where a
drive failure in the array should not cause downtime.

SCSI Cable — For use with the miSAN-V-Series, a shielded cable having a VHDCI 68-pin
male connector for an LVD bus or an HD 68-pin male connector for an HVD bus.

SCSI Terminator — A device attached to the end-points of a bus network or daisy-chain.
The purpose of the terminator is to absorb signals so that they do not reflect back down
the line.

Striping — A data storage technique used in most RAID levels. Striping is a method of
mapping data across the physical drives in an array to create a large logical drive. The
data is subdivided equally into consecutive segments, or “stripes,” that are written
sequentially across the drives in the array. Each stripe has a defined size or depth in
blocks.

A striped array of drives can offer improved write/read performance compared to an
individual drive if the stripe size is matched to the type of application program
supported by the array:

* In an l/O-intensive or transactional environment where multiple concurrent requests
for small data records occur, larger (block-level) stripes are preferable. If a stripe on
an individual drive is large enough to contain an entire record, the drives in the array
can respond independently to these simultaneous data requests.

* In a data-intensive environment where large data records are stored, smaller (byte-
level) stripes are more appropriate. If a given data record extends across several
drives in the array, the contents of the record can be read in parallel, improving the
overall data transfer rate.

System Policy — The policy specified by the “Host vs. job I/O policy” setting, which deter-
mines the priority of
host 1/O relative to job I/0.
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TCPI/IP — The suite of communications protocols used to connect hosts on the Internet.

Unit — A logical unit of storage, which the operating system treats as a single drive. A unit
may consist of a single drive or several drives. Also known as an array.

Virtual Device — A virtual tape drive or virtual stacker. This is the miSAN-V-Series “front-
end” as seen by iSCSI host initiators. Virtual devices appear to host computers as directly
attached SCSI devices. Thus, backup hosts must handle all the pros and cons thereof
(e.g., drivers, device configuration, media rotation, etc.).

Virtual Stacker — An emulated tape library recognized by iSCSI host initiators as having
a SCSI media changer.

Virtual Tape — An emulated tape cartridge, which allows for storing volume tag informa-
tion as if a barcode label had been applied. This is the backup media used by the virtual
devices.

Virtual Tape Drive — An emulated tape drive recognized by iSCSI host initiators as a
SCSI tape drive.

Volume Tag — The information used to physically identify a tape cartridge, such as is pre-
sented by a barcode label on a tape cartridge. Notice, the volume tag will appear as a
barcode label in the backup software.
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AppendixD
Common Questions

The following text explains possible answers and solutions to common miSAN-V-Series
questions and problems. If a solution to the problem you are experiencing is not found
below, contact Cybernetics Technical Support (See Appendix E, “ Technical Support”).

Question:What is the proper order for powering on all devices?
Answer:

1. Power on all tape drives and libraries first. Wait for all devices to finish their Power On
Self-Test (POST).

2. Power on the miSAN-V-Series. Wait for the miSAN-V-Series to respond to a ping
command.

3. Power on any iClients. Wait for the iClients to respond to a ping command.
4. Power on any servers that will directly access the miSAN-V-Series.

Question:What are the default IP addresses for the miSAN-V-Series?
Answer:

ETHO - IP: 192.168.1.1, subnet mask: 255.255.255.0
ETHI1 - IP: 192.168.2.1, subnet mask: 255.255.255.0
ETH2 - IP: 192.168.3.1, subnet mask: 255.255.255.0

Problem:The tape cartridges in my attached tape library have barcode labels. How do |
copy the label information
to the virtual tapes?
Note:The miSAN-V-Series will only be able to query for barcode information if the
external library reportsbarcodes (i.e., the library has a barcode reader).

Solution:From the Web Control Panel, select “HSTC Options” > “Configuration” > “Copy
volume tags” > Enabled. Enabling this option causes the virtual tape volume tag to be
automatically updated with the barcode label information after a virtual tape is written to a
physical tape cartridge (See “Copy volume tags” on page 52). Then, to transfer all the
barcode labels to virtual tapes, select the physical stacker from the “Devices” tab, and
then click

Offload disk to tapes. The Offload disk to tapes window is used for assigning virtual
tapes to physical tapes to be used in making the copy (See “Offload disk to tapes...” on
page 86). This process will overwrite all data on the physical tapes with the data on the
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virtual tapes. As explained earlier, the barcode labels will also be copied from physical
tape to virtual tape.

Problem:The miSAN-V-Series will not respond to a ping command.
Solution:

1. Make sure the miSAN-V-Series is powered on and fully initialized.
Make sure you are using a known good CAT 5e or 6 networking cable.

Confirm the IP address of the machine you are attempting to ping the miSAN-V-
Series from is on the same subnet as the miSAN-V-Series.

Problem:The miSAN-V-Series does not detect a physical tape device that is directly
attached to the miSAN-V-Series.
Solution:

1. Verify the physical devices are powered on and have passed their Power On Self-
Test (POST).

2. Confirm the physical tape devices are securely connected to the SCSI ports labeled
“‘DRIVE” on the rear panel of the miSAN-V-Series.

Note:Ports labeled “HOST” are configured for a direct-host connection and cannot be
used for a SCSI device. If the other port is labeled “Reserved”, then your miSAN-V-
Series is not meant to connect directly to an external physical tape drive.

Check all cabling for damage and replace if necessary.

“Rescan physical devices” from the Web Control Panel
(See “Rescan SCSI buses” on page 103).

5. Save the Debug Log, accessible from the Web Control Panel: “Browser Links” >
“View debug messages”, and then contact Technical Support (See “ Technical
Support” on page 179).

Problem:The miSAN-V-Series does not detect any physical tape devices connected via
iSCSI.
Solution:

1. Verify you can successfully ping the IP address of the iSCSI physical tape devices. If
not successful, troubleshoot the network connections for both the miSAN-V-Series
and the iSCSI device.

2. Verify the “Remote iSCSI Devices” settings for the iSCSI devices are properly
configured (See “Remote iSCSI Devices” on page 91).

3. Verify the “Device Visibility” settings for the iSCSI devices are properly configured
(See “Device Visibility” on page 98).

4. Select “Tools” > “Rescan physical devices...” from the Web Control Panel (See
“‘Rescan SCSI buses” on page 103).

Problem:The miSAN-V-Series does not show any or all of the virtual tapes.
Solution:

1. Verify you have previously created the virtual tapes (See “Create Virtual Tapes” on
page 38).
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2. Confirm you have assigned the created virtual tapes to the desired virtual devices
from the Web Control Panel: “Tools” > “Assign virtual tapes...”.

3. Capture a Debug Log from “Browser Links”, and then contact Cybernetics Technical
Support (See “Browser links” on page 70)

Problem:The Web Control Panel appears as a blank gray box. (The Java applet failed to
load.)
Solution:

1. Clear the Web browser cache.

2. Download and install the latest version of the Java™ web browser plug-in from the
Sun Microsystems Java website at http://www.java.com.

Problem:The Web Control Panel displays a “Lost communication” box, saying “The unit
is not responding.”

Solution:Telnet to the miSAN-V-Series, and then login as menu. If the “Offline Mainte-
nance” menu appears, try exiting the menu to bring the miSAN-V-Series back online,
which effectively restarts the unit. While restarting the miSAN-V-Series, read the startup
messages, and if the unit goes back to the “Offline Maintenance” menu, act accordingly to
fix the problem: for a SCSI bus problem, inspect the SCSI bus cabling. Else, if the prob-
lem persists, contact Technical Support for assistance (See Appendix E, “ Technical Sup-
port”).

Problem:One of the internal disk drives seems to have gone bad.

Solution:Log in to the 3ware Disk Manager 2 to see the status of the drive (See “Drive
Information Page” on page 122). If the disk drive is bad, follow instructions for removing
the drive in “Removing a Drive” on page 138and then instructions for adding a drive in
“Adding a Drive” on page 138. A good way to test the disk drive once it is removed from
the miSAN-V-Series is to install it in a PC and run a low-level (long) format. If the format
completes successfully, then the problem may be elsewhere. If the format fails, as
explained in “Product Warranty Statement” on page vi, contact Cybernetics Technical
Support (See Appendix E, “ Technical Support”) to initiate a service request. Customers
can opt to send the hard drive to Cybernetics to coordinate the service request through
the manufacturer or obtain service directly from the manufacturer.

Problem:The speeds on the miSAN-V-Series are slower than expected.
Solution: There are several possible causes for slower than expected speeds. Some of
the most common:

1. Slower than expected speeds to the miSAN-V-Series (i.e., writing/reading virtual
tapes)

a. Network Attached

* Make sure that ALL the networking hardware is capable of and connecting at
1000Base-T (1000 megabits per second).

Note:lf the data travels through a single medium that is slower than 1000Base-T (e.g.,
100Base-T),then the data will travel at the slower speed throughout all the network.

* Make the data path as simple as possible, such that the number of network
hops is reduced if possible. Implement a dedicated 1000Base-T SAN
(subnetwork) for the miSAN-V-Series and connected data sources.
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» If using a managed network switch, verify the miSAN-V-Series is
synchronizing at 1000Base-T. If not, change the networking hardware.

» Directly connect the miSAN-V-Series to the backup server.

« Disable all virus scanning software on the backup server and the data source
machines.

b. SCSI Attached
* Isolate the miSAN-V-Series as the only device on the SCSI bus.
» Check the SCSI cable for any bent or damaged pins/connectors.

» Verify you are using an Ultra 3 Wide SCSI (Ultra 160) or better SCSI HBA and
that the miSAN-V-Series is synchronizing at 160 MB/sec.

* Verify that the manufacturer’s drivers are loaded for the SCSI HBA.

+ Disable all virus scanning software on the backup server and the data source
machines.

2. Slower than expected speeds from the miSAN-V-Series (copying virtual to physical
tape).

a. Make sure “Drive compression for copying” is enabled before copying from
virtual to physical tape (See “Drive compression for copying” on page 52).
Selecting this feature enables the built-in data compression (if available) for
the physical tape drive.

b. Check the SCSI cable for any bent or damaged pins/connectors.

c. Clean the tape drive, and then retry normal operation with a new, never-
before-used tape cartridge.
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AppendixE
Return Policies

Shipping Damage

You must immediately inspect your new Cybernetics equipment and notify Cybernetics
and the freight carrier within 2 business days of receipt, if the item arrives damaged.
Cybernetics cannot be responsible for shipping damage that is not immediately reported

Hardware Products

At Cybernetics, we take customer satisfaction very seriously, and we value our relation-
ship with every customer. We go to great lengths to understand every aspect of your
requirements before we quote a solution, and we work closely with customers to make
sure the solution you receive will meet your expectations. Accordingly, our products are
backed by a 30-day functionality guarantee. If you experience any technical issues,
please contact our Technical Support group (see “Technical Support and Repair Proce-
dures” appendix) for free telephone support within 30 days of receipt of your order. If we
determine that the hardware is incompatible, and fails to function in your environment, we
will issue a RAN (Return Authorization Number) for the equipment. Upon receipt of the
equipment in new condition, we will issue a credit or refund for the purchase price paid,
less shipping and handling. If the equipment is returned for any reason other than an
approved functionality issue, a 15% restocking fee will apply. In all cases, the hardware
must be returned via prepaid air freight.

To qualify as eligible for return (with or without restocking fee), the transaction must meet
the following requirements:

* The product was purchased directly from Cybernetics
* The product was originally shipped within the past 30 days

* The customer made a good faith effort to cooperate with Cybernetics’ Technical
Support for troubleshooting

» Cybernetics has issued a RAN for the product
* The product is returned via an airfreight carrier

* The product arrives in undamaged, like new condition within 5 days of RAN issue date
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Software Products

Software is not eligible for return.

Tape Media Products

Unopened tapes are eligible for return within 14 days of the original shipment date.
Opened tapes are not eligible for return.

Promotional Items

If a promotional item was provided as the result of a hardware purchase, the promotional
item must also be returned in like new condition in the event a return is approved for the
qualifying hardware purchase. Media Club promotional items are not eligible for return.

Maintenance Contracts

Extended service contracts and upgraded maintenance service fees are not eligible for
refund. Cybernetics may, at its own discretion, prorate and transfer any remaining service
period to a new hardware purchase.

Exceptions to Cybernetics’ 30-day
Hardware Return Policy:

» Special order products and accessories are not eligible for return

« Custom built products and configurations are not eligible for return

Return Procedure

To return products, you must first contact Cybernetics Technical Support or Customer
Service at (757) 833-9200 to request a Return Authorization Number (RAN) within the
return policy period applicable to the product you want to return. A refund or credit will not
be issued unless accompanied by a valid RAN.

v 4,

) Note

$

For a return, you must ship the product(s) to Cybernetics within five (5)
days of the date the RAN was issued.

You must:

1. All products returned to Cybernetics must be packed in the original shipping contain-
ers. If the original shipping containers were discarded, you can purchase replacements
through Customer Service or Technical Sales.

2. Return the products properly prepared for shipment, and in their original packaging
material, in new condition along with any media, documentation, and all other items that
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were included in the original shipment. For more information about preparing the equip-
ment for shipping, please see your product manual.

3. Ship the product(s) at your expense, and and fully insured, via an airfreight carrier to
the following address:

Cybernetics (RAN XX-XXXX)
111 Cybernetics Way
Yorktown, VA 23693

& Warning

The customer accepts full responsibility for any and all products that
are lost or damaged in transit when shipped without insurance or with
insufficient insurance.

y) Note

Before you ship the product(s) to us, make sure to back up the data on
the hard drive(s) and any other storage device(s) in the product(s).
Remove any confidential, proprietary or personal information,
removable media, such as floppy disks, CDs, or PC Cards. We are not
responsible for any of your confidential, proprietary or personal
information; lost or corrupted data; or damaged or lost removable
media.

Upon receipt of the complete, undamaged and like new returned purchase, Cybernetics
will issue a credit, replacement, or refund of the purchase price paid, less shipping, han-
dling and applicable restocking fees.
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AppendixF

Technical Support

If problems occur during installation or operation of the miSAN-V-Series, contact our
Technical Support staff at
(757) 833-9200 with the following information available:

* Your company name, ZIP code, and phone number

« The 8-digit serial number, located on the rear of the device case and on the Product
Documentation CD

* The following information about your system and problem:

» System Configuration

SCSI Daisy-Chaining/Termination Configuration
Drive-Switch Settings

Computer System Type

Operating System and Version Number

Backup Procedure and Software

¢ Error Behavior

System Errors and Messages

Drive Errors and Messages

This information may instead be faxed to (757) 833-9300 or emailed to techsup-
port@cybernetics.com.

Send to “Attention: Technical Support.”

Cybernetics
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AppendixG
Cybernetics miSAN-V-Series
Notices

Notices
Copyright

© 2006 Cybernetics, Inc. All rights reserved. This manual and the information contained
herein are the property of Cybernetics. No part of this document may be reproduced,
transmitted, transcribed, stored in a retrieval system, or translated into any language or
computer language in any form or by any means - electronic, mechanical, magnetic, opti-
cal, chemical, manual, or otherwise - without prior written permission of Cybernetics, 111
Cybernetics Way,

Yorktown, VA 23693.

Chapter 4 “Using 3ware Disk Manager” contains portions excerpted from the AMCC Stor-
age User Guide for the 3ware Serial ATA RAID Controller that supports the 9000 series
(PN 720-0114-01, March 2005) available online at
http://www.3ware.com/support/UserDocs/3ware9000UsrGuide.pdf.

Warranty

Cybernetics makes no representation or warranties with respect to the contents of this
document and specifically disclaims any implied warranties of merchantability or fitness
for any particular purpose. Further, Cybernetics reserves the right to revise this publica-
tion and to make changes in it from time to time without obligation to notify any person or
organization of such revision or changes.

Trademarks

CY-HSTC, CY-miSAN-V-Series, High Speed Tape Cache and miSAN are trademarks or
registered trademarks of
Cybernetics.

3BM, 3DM, 3ware and Escalade are all trademarks or registered trademarks of 3ware,
Inc.

Java, Java Runtime Environment, Java Virtual Machine and the Java Coffee Cup logo
are trademarks or registered trademarks of Sun Microsystems, Inc. in the United States
and other countries, and refer to Sun’s Java programming language and browser technol-
ogies. This user manual is not sponsored by or affiliated with Sun Microsystems, Inc.

Other names and products are trademarks or registered trademarks of their respective
holders.
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FCC Notice

This equipment was tested and found to comply with the limits for a Class A digital device
pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable pro-
tection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instruction manual, may cause harm-
ful interference to radio communications. Operation of this equipment in a residential area
is likely to cause harmful interference, in which case the user will be required to correct
the interference at his own expense.

Shielded cables are required for this device to comply with FCC regulations. Use shielded
cables when connecting this device to others.

CSA Notice

Le présent appareil numérique n’émet pas de bruits radioélectriques dépassant les lim-
ites applicables aux appareils numériques de Classe A préscrites dans le reglement sur
le brouillage radioélectrique édicté par le Ministere des Communications du Canada.

English translation: This digital apparatus does not exceed the Class A limits for radio
noise emissions from digital apparatus as set out in the radio interference regulations of
the Canadian Department of Communications.

GNU GPL Notice

A portion of the software contained in this Cybernetics product is used under the GNU
General Public License. The GPL is published by the Free Software Foundation at http://
www.gnu.org/copyleft/gpl.html. The source code for the software used under that license
is available from Cybernetics. A full copy of the GNU General Public License is included
with the source code.

Apache Software License

This product includes software developed by the Apache Software Foundation (http://
www.apache.org/).
The full license for the Apache software is included below:
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

“License” shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.

“Licensor” shall mean the copyright owner or entity authorized by the copyright
owner that is granting the License.

“Legal Entity” shall mean the union of the acting entity and all other entities that
control, are controlled by, or are under common control with

that entity. For the purposes of this definition, “control” means (i) the power, direct
or indirect, to cause the direction or management of such

entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or
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more of the outstanding shares, or (iii) beneficial ownership
of such entity.

“You” (or “Your”) shall mean an individual or Legal Entity exercising permissions
granted by this License.

“Source” form shall mean the preferred form for making modifications, including
but not limited to software source code, documentation
source, and configuration files.

“Object” form shall mean any form resulting from mechanical transformation or
translation of a Source form, including but not limited to
compiled object code, generated documentation, and conversions to other media

types.

“Work” shall mean the work of authorship, whether in Source or Object form, made

available under the License, as indicated by a copyright

notice that is included in or attached to the work (an example is provided in the
Appendix below).

“Derivative Works” shall mean any work, whether in Source or Object form, that is
based on (or derived from) the Work and for which the

editorial revisions, annotations, elaborations, or other modifications represent, as a
whole, an original work of authorship.

For the purposes of this License, Derivative Works shall not include works that
remain separable from, or merely link (or bind by name) to the
interfaces of, the Work and Derivative Works thereof.

“Contribution” shall mean any work of authorship, including the original version of
the Work and any modifications or additions to that Work or

Derivative Works thereof, that is intentionally submitted to Licensor for inclusion
in the Work by the copyright owner or by an individual or

Legal Entity authorized to submit on behalf of the copyright owner.

For the purposes of this definition, “submitted” means any form of electronic,
verbal, or written communication sent to the Licensor or its

representatives, including but not limited to communication on electronic mailing
lists, source code control systems, and issue

tracking systems that are managed by, or on behalf of, the Licensor for the purpose
of discussing and improving the Work, but excluding

communication that is conspicuously marked or otherwise designated in writing by
the copyright owner as “Not a Contribution.”

“Contributor” shall mean Licensor and any individual or Legal Entity on behalf of
whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License,
each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-
charge, royalty-free, irrevocable copyright license to reproduce, prepare Derivative
Works of, publicly display, publicly perform, sublicense, and distribute the Work and
such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge,

Cybernetics
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royalty-free, irrevocable (except as stated in this section) patent license to make, have
made, use, offer to sell, sell, import, and otherwise transfer the Work, where such
license applies only to those patent claims licensable by such Contributor that are
necessarily infringed by their Contribution(s) alone or by combination of their
Contribution(s) with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a cross-claim or counterclaim in
a lawsuit) alleging that the Work or a Contribution incorporated within the Work
constitutes direct or contributory patent infringement, then any patent licenses granted
to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative
Works thereof in any medium, with or without

modifications, and in Source or Object form, provided that You meet the following
conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy
of this License; and

(b) You must cause any modified files to carry prominent notices stating that
You changed the files; and

(¢) You must retain, in the Source form of any Derivative Works that You
distribute, all copyright, patent, trademark, and attribution notices
from the Source form of the Work, excluding those notices that do not pertain
to any part of the Derivative Works; and

(d) If the Work includes a “NOTICE” text file as part of its distribution, then any

Derivative Works that You distribute must include a readable

copy of the attribution notices contained within such NOTICE file, excluding
those notices that do not pertain to any part of the

Derivative Works, in at least one of the following places: within a NOTICE
text file distributed as part of the Derivative Works; within the

Source form or documentation, if provided along with the Derivative Works;
or, within a display generated by the Derivative Works, if

and wherever such third-party notices normally appear. The contents of the
NOTICE file are for informational purposes only and do not

modify the License. You may add Your own attribution notices within
Derivative Works that You distribute, alongside or as an addendum

to the NOTICE text from the Work, provided that such additional attribution
notices cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may
provide additional or different license terms and conditions

for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use,

reproduction, and distribution of the Work otherwise complies with the
conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any
Contribution intentionally submitted for inclusion in the Work by You to

the Licensor shall be under the terms and conditions of this License, without any
additional terms or conditions.

Cybernetics
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Notwithstanding the above, nothing herein shall supersede or modify the terms of any
separate license agreement you may have executed with Licensor regarding such
Contributions.

6. Trademarks. This License does not grant permission to use the trade names,
trademarks, service marks, or product names of the Licensor, except as required for
reasonable and customary use in describing the origin of the Work and reproducing
the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing,
Licensor provides the Work (and each Contributor provides

its Contributions) on an “AS IS” BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are
solely responsible for determining the appropriateness of using or redistributing the
Work and assume any risks associated with Your exercise of permissions under this
License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort
(including negligence), contract, or otherwise, unless required by applicable law (such
as deliberate and grossly negligent acts) or agreed to in writing, shall any Contributor
be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the
use or inability to use the Work (including but not limited to damages for loss of
goodwill, work stoppage, computer failure or malfunction, or any and all other
commercial damages or losses), even if such Contributor has been advised of the
possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or
Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance
of support, warranty, indemnity, or other liability obligations and/or rights consistent
with this License. However, in accepting such obligations, You may act only on Your
own behalf and on Your sole responsibility, not on behalf of any other Contributor,
and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
gSOAP Software License

Part of the software embedded in this product is gSOAP software.
Portions created by gSOAP are Copyright © 2001-2004 Robert A. van Engelen, Genivia
inc. All Rights Reserved. The full license for the gSOAP software is included below:

THE SOFTWARE IN THIS PRODUCT WAS IN PART PROVIDED BY GENIVIA
INC AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
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INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

Product Warranty Statement

The miSAN-V-Series is warranted to be free from defects in materials, parts and work-
manship and will conform to the current product specification upon delivery. For specific
details of your warranty, contact Cybernetics.

The warranty for the miSAN-V-Series shall not apply to failures of any unit when any of
the following occur:

* the miSAN-V-Series is repaired by anyone other than Cybernetics or authorized
service personnel

» the miSAN-V-Series is physically abused or is used in a manner inconsistent with the
operating instructions or product specifications defined by Cybernetics

« the miSAN-V-Series fails because of abuse, accident, acts of God, alteration,
excessive dirt/dust buildup, faulty installation, misapplication, mishandling, misuse,
modification, neglect, or service by anyone other than Cybernetics or authorized
service personnel

+ the miSAN-V-Series is damaged during transport because of improper packaging,
including using unauthorized packaging

For Cybernetics devices with integral hard disk drives (HDD) in their enclosures, each
HDD is covered by its manufacturer’s warranty. If a HDD malfunctions, contact Cybernet-
ics Technical Support at (757) 833-9200 or

techsupport@cybernetics.com to initiate a service request. Customers can opt to send
the HDD to Cybernetics to coordinate the service request through the manufacturer or
obtain service directly from the manufacturer.
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