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General Application Notes

This support note is applied for two different products types P-2812HNU-Fx and
P-2812HNUL-Fx, the difference is P-2812HNUL-Fx supports lifeline.

P-2812HNU(L)-Fx support note is applied to both P-2812HNU(L)-F1, and
P-2812HNU(L)-F3 models. The differences between these two models are:

>
>

F1 supports Annex A, and F3 supports Annex B.
For F1, the DSL line connector is RJ-11, and for F3, the DSL line connector is
RJ-45.

Why use the P-2812HNU(L)-Fx?

Key features of the P-2812HNU(L)-Fx

The P-2812HNU(L)-Fx is an VDSL2 integrated access device (IAD), which
provides high-speed VDSL Internet access in cooperation with major service
providers to meet the worldwide market requirements of triple-play services.
This model also features built-in 802.11n WLAN which allows for simple
on-site deployment without additional wires. Two lines of telephony service
(P-2812HNUL-Fx) are provided using VolP technology with SIP signaling
protocol. Additionally, the device incorporates dual WAN functionality, suitable
for Switch/DSLAM or WiMAX users. Users may also leverage the built-in USB
interface for file sharing or together with a 3G USB dongle for 3G backup
connectivity.

Dual WAN to Simplify the Logistics for ISP

When a customer migrates from ADSL2+ or VDSL2 to PON or WiMAX, the ISP
only needs to install a simple and relatively cheap bridge-device to terminate
the physical connection and provide an Ethernet-interface towards the
customer. The customer’s existing P-2812HNU(L)-Fx will still able to be used
for terminating the IP-connection, but now via the Ethernet WAN-interface.

The end-users can still enjoy the services provided by their original CPE,

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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without having to change the CPE due to the different physical connection.
Dual mode VDSL2/ADSL2+ functionality

P-2812HNU(L)-Fx series supports dual-mode functionality that enables service
providers to support ATM or PTM on the same device. It offers bi-directional
high speed VDSL2, VDSL connection with speed of up to 100/45Mbps in PTM
mode and 24/1Mbps ADSL2+, ADSL2 and ADSL connection in ATM mode. This
powerful feature ensures the service provider can support connections not
only on the IP network but also on the legacy ATM network without changing
the CPE.

Internet Access through 3G Networks

The P-2812HNU(L)-Fx with a USB interface for 3G USB dongles provides
convenient Internet access through 3G networks to eliminate the restrictions
of wired networks and to further extend last-mile connectivity. In
Internet-challenged environments, such as rural or mountain areas, 3G
connectivity may be the only viable solution; and it can be used to provide
temporary Internet access to places such as exhibition booths as well.
Furthermore, 3G access can be used as a WAN backup for high-availability

Internet connections in office environments.
Quality of Service (QoS)

The P-2812HNU(L)-Fx series comes equipped with both ATM and IP QoS
features. The service provider can base its QoS policy on the service plan to
freely design and prioritize mission-critical services such as IPTV and VolP. This
increases the network efficiency and productivity to enable the service

provider to bring real multi-play into residential user’s life.
TR-069 Remote Management

With TR-069 standard management specifications, the service provider is able
to manage and configure the client devices remotely without end-user’s
manual intervention. This unique feature not only offers user truly
“plug-and-play” experience but also reduces the complexity of deployment

and therefore saves service provider’s operating and maintenance costs.

PPP over Ethernet

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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Since PPPoE benefits both Telco’s and ISPs, the P-2812HNU(L)-Fx implements
this feature and has tested it thoroughly with PPPoE servers.

NAT

NAT provides system administrators with an easy solution to create a private
IP network for security and IP management. Powered by NAT technology, the
P-2812HNU(L)-Fx supports complete NAT mapping and most popular Internet
multimedia applications, such as NetMeeting, MSN Messenger, Skype, I1CQ,
IPTV, QuickTime, Real Player (RSP/RTSP), VolP SIP ALG, etc.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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Key Application Scenario

B Multi-Service application Scenario

VDSL/ ADSL Py
WAN Access B
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3G Station

The ZyXEL device provides shared Internet Access by connecting the DSL port to the
DSL or Modem jack on a splitter or your telephone jack. The P-2812HNU(L)-Fx serves

as a home gateway, providing high speed Internet service, VolP and High Quality
IPTV service.
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Internet Connection

A typical Internet access application of the P-2812HNU(L)-Fx is shown below. For a

small office, some components need to be checked before accessing the Internet.

Bridging
IPOE / IPoA

—_ —— o PPPOE / PPPoA

o Before we begin.
The device is shipped with the following factory defaults:

1. 1P address = 192.168.1.1, subnet mask = 255.255.255.0 (24 bits).
2. DHCP server enabled with IP pool starting from 192.168.1.33.
3. Default user’s username/password = user/1234.

e Setting up the PC (Windows 0S).
1. Ethernet Connection

e All PCs must have an Ethernet adapter card installed.
2. TCP/IP Installation

You must first install the TCP/IP software on each PC before you can use it for the
Internet access. If you have already installed the TCP/IP protocol, go to the next
section to configure it; otherwise, follow these steps to install:

¢ Inthe Control Panel/Network window, click Add button.
¢ In the Select Network Component Type windows, select Protocol and click

Add.
All contents copyright (c) 2011 ZyXEL Communications Corporation.
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¢ In the Select Network Protocol windows, select Microsoft from the list of
manufacturers, then select TCP/IP from the Network Protocols and click OK.

3. TCP/IP Configuration
Follow these steps to configure Windows TCP/IP:

e In the Control Panel/Network window, click the TCP/IP entry to select it and
click Properties button.
e Inthe TCP/IP Properties window, select obtain an IP address automatically.

Note: Do not assign any arbitrary IP address and subnet mask to your PCs; otherwise,

you will not be able to access the Internet.

e Click the WINS configuration tab and select Disable WINS Resolution.

e Click the Gateway tab. Highlight any installed gateways and click the Remove
button until there are none listed.

e Click the DNS Configuration tab and select Disable DNS.

e Click OK to save and close the TCP/IP properties window.

e Click OK to close the Network window. You will be prompted to insert your
Windows CD or disk. When the drivers are updated, you will be asked if you
want to restart the PC. Make sure that your Device is powered on before
answering “Yes” to the prompt. Repeat the aforementioned steps for each

Windows PC on your network.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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Access Application Notes

Web GUI

The following procedure describes the most typical operation of the device using a
browser. The device features an embedded Web server that allows you to use Web
browser to configure it. Please make sure there is no Telnet or Console login session
before configuring the router using a browser.

- Accessing the Prestige Web

Please enter the LAN IP address of the Prestige router in the URL location to retrieve
the web screen from the device. The default LAN IP of the device is 192.168.1.1. See
the example below.

Welcome
Welcome to P-2812HNUL-F1 configuration interface. Please
enter username and password to login.

Username: L

Password:

- Log into the P-2812HNU(L)-Fx via Web GUI.
Set up your PC/NB IP address to be a DHCP client.
2. Connect to a LAN port of P-2812HNU(L)-Fx via RJ45 Ethernet cable and
open your Web browser.
3. The default IP of P-2812HNU(L)-Fx is 192.168.1.1

Username/password = admin/1234

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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ZyXEL r-212+N0LF1 ORI E Logout

LAN Device F ?

Cs & Y

Connecbon Status

3G Backup connection

ZyXEL r-s12:n0L51

3G Badkup ¥!Enable 3G Backup
Cara Descnpton NIA
Usemame (Optonal)

Password (Opbonal)

PN e (Ophonal) Only for uniock P next tme I

(P ramaining avthentication imes: NIA)
Dial Sting

APN niemet

Connection MNalledUP

& Qttion an IP Aodress Automalically

Use te following stakc IP aodress

& Qbtam DNS mfo synamically

Use Me following stabic DNS IP aodress

Natwork Settmg

1. Goto Network Setting> Broadband > 3G Backup.
2. Select the check box Enable 3G Backup.
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Card Description will show what dongle model is plugged into
P-2812HNU(L)-Fx Series .

If P-2812HNU(L)-Fx Series supports that dongle, 3G status will read
Enable.

Fill in the PIN number.

Enter the APN string or number.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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Application Scenario

The following example demonstrates a Triple Play service configuration running Data,
VolP and IPTV. The step by step guide beneath the following scenario illustration will
take you through the setup of the WAN Interface, NAT Port forwarding (using FTP
service to demonstrate Data service), VolP configuration (to demonstrate VolP
service), Quality of Service and WLAN setting (to demonstrate WPS setup).

The following figure is a simplified overall scenario diagram of WAN interface
configuration.

IPTV server

SIP Server

DHCP N
server = !

5 t
IP DSLAM Switch Router

L3 switc.

B
. A
. o
. -

! Data_IPT
*V

ALK

NB

T 4

P-2812HNU(L)-Fx Y / v

STB

ADSL 2+ WAN Mode

In the ADSL WAN mode, we will set up two WAN interfaces: for data/IPTV and for
VolP services. Based on the current implementation, the IPTV service will go through
the data WAN interface in routing mode.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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1. Go to Networking Setting > Broadband and select Broadband tag.
2. Change the WAN switch mode to type: ADSL, then click Switch WAN
Interface. The system would require rebooting.

ZyXEL P-2812HNUL-FY pOONEYN

Broadband
Broadbana ‘_,'. .-

You can conhgurs the Inemat semngs of this device. Comect configurations build successiul Internst connection

Switch WAN Mode
Type v | Switch WAN nfartace

Add new WAN Interface

Internet Setup

Ethe_ EMhe 0 PoE Das MNiA NiA M
Adsl. ADSL Ro PoE Dis g 35 NIA

vdsl VOSL X FoE Dis MNiA N NiA

&

Network Setting

3. After restarted, go to Networking Setting > Broadband and select Broadband
tag again.

4. Click “Add new WAN Interface” button to create the data WAN interface.

In Add New Interface, give this interface a name (e.g. IPTV) and select the

ADSL interface Type.

Set interface Mode to Routing.

Choose IP over Ethernet WAN service Type.

Configure the PVC parameters (VPI/VCI). In this example, set 0/33.

Please set Service Category to “UBR without PCR” for Data and IPTV service

© ©® N O

for medium priority.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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Add New WAN Interface

General

Name:

Type:

Mode :
WANServiceType :
IPv6/IPv4 DualStack :

ATM PVC Configuration
VPI [0-255] :

VCI [32-65535] :

DSL Link Type :
Encapsulation Mode :

Senvice Category :

24

>

IPTV
ADSL  ~

m

Routing

IP over Ethernet -

Disable v =

0

33

| EoA

LLC/ISNAP-BRIDGING ~
UBR WithoutPCR

10. Set IP Address to “Obtain an IP Address Automatically”.
11. Enable all Routing Features: select NAT Enable, IGMP Proxy Enable and Apply
as Default Gateway.

12. For DNS Server setting, choose “Obtain DNS info Automatically”.
13. Click Apply.

Add New WAN Interface

IP Address

© Obtain an IP Address Automatically

Enable DHCP Option 60 :

) Static IP Address

Routing Feature
NAT Enable :

IGMP Proxy Enable :

Apply as Default Gateway :

DNS Server
© Obtain DNS info Automatically

dEE

) Use the following Static DNS IP Address

)

m

1

14. Please repeat steps 1-13 to create the second data WAN interface for VolP,
named “VolP”. Set VCI to 34 and select “CBR” and set cell rate “170” this

time.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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WAN Interface Edit = ‘
Name: VolP i
Type : ADSL v B
Mode : Routing ~
WANServiceType : IP over Ethernet v 1
1Pv6/IPv4 DualStack : Disable « 1
ATM PVC Configuration
VP [0-255] : 0 ) —
VCI[32-65535) : 34 j
DSL Link Type : [EoA  ~|
Encapsulation Mode : LLC/SNAP-BRIDGING +
Service Category : CBR v

Peak Cell Rate[cells/s] : 170 §

ID Addrace

After completion, you will see two new WAN interfaces as shown in the following
screenshot.

ZyXEL P.2812HNUL-F1
You c3n configura the Intamet 3attings of this dewce. Commect configurations budd successal Intemet connection

Switch WAN Mode
Tepe
Add new VAN Interface

Internet Setup
T R

Network Settmg
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IP Multicast Introduction

e What is the IP Multicast?
Traditionally, the IP packets are transmitted in two ways: unicast or broadcast.
Multicast is a third way to deliver the IP packets to a group of hosts. Host groups are
identified by the class D IP addresses, i.e., those with "1110" as their higher-order
bits. In dotted decimal notation, host group addresses range from 224.0.0.0 to
239.255.255.255. Among them, 224.0.0.1 is assigned to the permanent IP hosts

group, and 224.0.0.2 is assigned to the multicast routers group.

The IGMP (Internet Group Management Protocol) is the protocol used to support
multicast groups. The latest version is version 2 (See RFC2236). The IP hosts use the
IGMP to report their multicast group membership to any immediate-neighbor
multicast routers, so the multicast routers can decide if a multicast packet needs to
be forwarded. At the start-up, the Prestige queries all directly connect networks to
gather group membership.

After that, the CPE updates the information by periodic queries. The device
implementation of IGMP is also compatible with version 1. The multicast setting can
be turned on or off on the Ethernet and remote nodes.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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NAT Introduction

e What is NAT?

NAT (Network Address Translation-NAT RFC 1631) is the translation of an
Internet Protocol address used within one network to a different IP address known
within another network. One network is designated as the inside network and the
other is the outside. Typically, a company maps its local inside network addresses to
one or more global outside IP addresses and "unmaps" the global IP addresses on
the incoming packets back into local IP addresses. The IP addresses for NAT can be
either fixed or dynamically assigned by the ISP. In addition, you can designate servers,
e.g., a Web server and a Telnet server, on your local network and make them
accessible to the outside world. If you do not define any servers, the NAT offers the
additional benefit of firewall protection. In such case, all incoming connections to
your network will be filtered out by the CPE, thus preventing intruders from probing

your network.

For more information on IP address translation, please refer to RFC 1631, The IP
Network Address Translator (NAT).

e How does NAT work?

According to the following figure, we define the local IP addresses as the Internal
Local Addresses (ILA) and the global IP addresses as the Inside Global Addresses
(IGA). The term 'inside' refers to the set of networks that are subject to translation.
The NAT operates by mapping the ILA to the IGA required for communication with
hosts on other networks. It replaces the original IP source address (and TCP or UDP
source port numbers) and then forwards each packet to the Internet ISP, thus
making them appear as if they came from the NAT system itself (e.g., the CPE router).
The CPE keeps track of the original addresses and port numbers, so the incoming
reply packets can have their original values restored.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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Data Service FTP Downloading Scenario

® Topology

— I SIP Server —_—
DHCP

L3 switc.

P-2812HNU(L)-Fx

<|P>
172.23.30.106

+<Subnet mask> o
255.255.255.0
o P-2812HNU(L)-Fx

| IPTV server

- _J =

Switch

-

Router f
Notebook ’ = 1?*'-\;“
w<|pP> N;‘\/

172.23.98.235

*<Subnet mask>
255,255.248.0

FTP Server
<IP>
192,168.1,1
FTP Server *<Subnet mask>
255,255.255

<Port>
999
s<User/Password>

admin/1234

[l

-

- ”\/L""

NAT provides system administrators with an easy solution to create a private IP

network for security and IP management. Powered by NAT technology, the
P-2812HNU(L)-Fx supports complete NAT mapping and most popular Internet
multimedia applications. This feature is best demonstrated with the NAT port

forwarding feature implemented in the CPE. In a scenario shown in the above
diagram, we have an FTP server installed behind the CPE with an IP assigned by the
local DHCP server (192.168.1.33). How should we configure the P-2812HNU(L)-Fx, so
that the notebook at the WAN site can access the FTP server? The following

step-by-step guide illustrates the setup.

PS: Make sure that NAT is enabled on the WAN interface.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
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Port Forwarding Configuration

a. Create a port forwarding rule for the FTP server.
1. Goto Network Setting> NAT > Port Forwarding and click “add new rule”.

2. Select the Service Name, e.g. “FTP”.

3. Select the WAN Interface, e.g. “EtherWAN1",

4. Enter the Server IP Address, e.g. “192.168.1.33".
5. Click Apply.

Add new rule =
Service Name : FTP v i
WAN Interface : EtherWAN1 ~
Start Port : 120
End Port: 21 L
Translation StartPort: |20
Translation End Port : 21 i
Server IP Address : 192.168.1.33|
Protocol : TCP ] E
B Note:

To translate the port to internal server, enter the translated port number of

PP PRt gy YOI Uy Y PO 1), JIe QUG N, SOy [y Ry . O 3 . W W ¢ Rty Y peppety

[ Apply ] [ Back ]

ooy ey |
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VoIP Configuration

Setting up an SIP Account
The VolP technology sends voice signals over the Internet Protocol. This allows users
to make phone calls and send faxes over the Internet at a fraction of the cost of

using the traditional circuit-switched telephone network.

The Session Initiation Protocol (SIP) is an application-layer control (signaling)
protocol that handles setting up, altering and tearing down of voice and multimedia
sessions over the Internet. SIP signaling is separate from the media for which it
handles sessions. The media that is exchanged during the session can use a different
path from that of the signaling. SIP handles telephone calls and can interface with
traditional circuit-switched telephone networks. The Prestige can hold up to two SIP
account simultaneously. Please follow the instructions below to configure the SIP

accounts properly.

Note: You should have a voice account already set up and have VolP information

from your VolP service provider prior to configuring a SIP account on the unit.

With the account information supplied by your ITSP provider at hand you may start
the setup procedure.
1. Go to VolP >SIP, select “Add New” for the Service selection and enter the

SIP server IP address supplied by your SIP service provider.

ZyXEL r-nzmnuLs

SIP Service Provider Selection

Sendce Provider Selection —~AddNEN - -

General

SIP Senece Provioer Y Enable S&° Sendce Provdar
SIP Serace Provider Name ChangeMe

SIP Local Port

SIP Server Address Changstle

SIP Server Port C (1025-85525)
REGISTER Server Address ChangeMe

REGISTER Senves Port 5 (1025-65535)

SIP Service Domain Changedle
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2. Click on the “SIP Account” tab to configure the SIP account.
3. Click Edit icon for “SIP1” and configure the SIP account.

SIP Account Configuration

<

| »

SIP Service Provider Selection

Senvice Provider Selection : ChangeMe

m

SIP Account Selection

SIP Account Selection : SIP1

General

SIP Account : Active SIP Account
SIP Account Mumber : ChangeMe

Authenticaton

Username : Changele

4. Fill in the SIP number and the account username and password. Leave the
Advanced setting unchanged.

SIP Account Configuration

B

Voice Features i
Primary Compression Type : G711MuLaw

Second Compression Type : G.729 -

Third Compression Type : G711ALaw

Speaking Valume Control Middle -

Listening Volume Control : Middle -

Active G.168(Echo Cancellation)

m

[T Active VAD{Voice Active Detectar)

E note:
VAD will not be active while G.722 is used.

Call Features

Send Caller ID 2
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After the SIP account is properly configured, the P-2812HNU(L)-Fx will automatically
register the configured SIP account with assigned SIP server. If it does not, you can go
to the Status page, scroll down to the SIP account status section, and click “Register”

to register the SIP account manually.

ZyXEL r-212HNULF L ongunge B Lo
“Status o i S—————

- Sacuity Mode
SSID3 Information Type
-83ID ZyXEL 5186 Storage
- Status on Printer
Security Mode NPAD 54
SSID4 Information
- 8SID
- Status
- Secunty Mode:

Account Status Ut

Not Registered

v
M
>

Connection Status

Status
- Securtly Mode e, s
SSI03 Information Type
SSID ZyxEL %184 Storage
- Status Printsr
- Security Mode
SS04 intormation
- SSID
- Stalus
Securtty Mode

Account Status URI

[‘waregister l Registered
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FXO Lifeline Application Notes

This FXO Lifeline application notes section is for P-2812HNUL-Fx only. Here we use
P-2812HNUL-F1 as example

Usage of FXO Lifeline

By using the FXO lifeline function, you can make and receive regular FXO phone calls
in coexistence with the VolP service on the same phone set. This can be done by
simply assigning a prefix number (by default the prefix for FXO dial out is 0000 and
can be changed to any desired value) and dialing this prefix to switch over to the FXO

line, rather than dialing the FXO number as usual.

Furthermore, when the P-2812HNUL-Fx experiences power loss such as in the case
of earthquake and other natural hazard that causes power loss, it will automatically
switch to the FXO line and allow you to dial a regular phone number without dialing

the prefix number.

This can be applied in emergency situations such as for contacting police, fire or
emergency medical services during a power outage. The following section illustrates
how to configure the lifeline in P-2812HNUL-Fx Web GUI.
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Lifeline configuration
To configure the lifeline in P-2812HNUL-Fx, click on FXO Line to display the following

screen.

ZyXEL »-51240ULF anguage

FX0

EXO Device

When you wish to place a call rough the rad@onal landine instead of Inteened, you can dial the Pre-fix Number and Relay
to PSTN ling section,

Pre-Fix For FXO Outgoing Call

Pra-Flx Number

Volice Features
¥ Active G 188(Echo Cancellation)

Active VAD(Voice Active Dedector)

SIP Fail Over
Force fo S# f PSTH unplugged

You can specify a prefix number in the prefix field. This number will be used to switch
from VolIP to the FXO system when you wish to make a call to an FXO destination. For
example, when you want to dial out to an FXO destination, you would first pick up
the phone, and when you hear a dial tone, you would push in the prefix number as
defined in the prefix field. In this case, it would be 0000; the device would then
switch over to the FXO line. At this moment you would hear a dial tone from FXO
again, allowing you to dial out to FXO as you would on a regular FXO system.
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File Sharing

This feature allows sharing files on a USB memory stick or hard drive connected to
the P-2812HNU(L)-Fx with other users on the network. The topology shown below
allows PC A, B & C to access files on the USB Hard drive.

|

S

PCA

.// ~

PCB ~_/USB Hard Drive

> P-2812HNU(L)-Fx

Plug a Flash disk into the USB port.

Go to Network Setting > Home Networking.

Select “Enable” of File Sharing Service(SMB) function.
Set the Workgroup name (e.g. Workgroup)

vk N e

Select the Folder for sharing.
6. Click on “Apply”.
When the File Sharing feature is enabled, P-2812HNU(L)-Fx will find the attached USB

hard drive.
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12ZHNUL-F1

Server Configuration
File Shanng Senices(SMEB) @ Enadle ) Disable

Host Name rovter
Workgroup Name Worsgroup
Share Directory List

Add New Share |

vl ) Network » 1o Il % - P
Organces « Netwtes aret Shenng Cartes Aild & praten Add 3 varsens devce ==l @
¢ Favorites + Computes {29)
W Deckdop
& Downioads _k JALEANE ’k ANDY-VAID k CS0-CS02
L, Recest Places
'& HEATHER PC 'h MOHNNYSERVER ’k JOHNNYWORK
o Lisranes & i | ¢
+ Documents
o) Music ; 'k NELKUO-PE ‘k PATRICK-NE 'k PATRICK-VAID
- Prtues . B ¢
H v |
'h I~ '-.& PEPPER-NE :& ROUTER E
o} Hemegroup -
- c ’_* SCHANG-ZPC '_h SPEED 'k TEST-20530C8353
& Computer 4
& Locs Dik (C)
ca Local Disk 09 f,k TWI4198-N8 :k USER * TYXEL-DEROCTRR
S Netoort
L e '& 1356008 :h MACKYSU-HE V* TWNELZIN-0
& L13NE
& ANOY-VAID p - o s ” 7
W cihios Y TWNELZTS3:03 ) TWNEI329.02 Iy Tenenm
B HEATHER-PC
o jaCrsu-hs 'k TWHRLI083-01 ’-k TWHEIL 6 '_k TWPC13£50-02
& JOHNNYSERVER L ’ =2
& OHNNYWORK
& NELKUO-PC '* NSAZ401-CS0 ’_h HSAZ2PLUSLATTE
W NSAOMPLUSLAT - u
t ROUTER Categurms: Compute Netwurk lbeatio= 13176 cw
ikgrous: WORKGROUR

8. Simply click “Router”, the contents of the USB hard drive will be displayed.
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@éo:!-n-ﬁ.u.n.»:mm. w [ 49 ||| Sewseh AT e

Ovganiee = Network snd Sanng Center Veow rermate prirgen - T ©®

o Msic

5 J tosbabie milMEgux 3537 1
~ Ficture R

B decs -
3 Homegroup
& Computer

£ Local Dk {Cy)

wa Local Dk (Dx)

S Network
® 1356008

9. Set security level for shared folder. Go to Network Setting > Home

Networking. Click “Add New User” to create file sharing users.

ZyXEL r-22126NULF1 ——— -

Server Configuration
File Sharing Services{SMB) © Enadle ' Disadle
Host Name touter

Workgroup Name Workgroup

Share Directory List

| Agpty | | cance |

Network Setting

10. Input the user name and password, then click “Apply”.
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Add New User

User Name : test123

New Password : ssssse

Retype New Password ; sssses
a Note:

1. User Name must be 5 to 15 keyboard characters in length.

2. Password and Retype Password must be § to 15 keyboard characters in length.

2. "admin” and "user” cannot be used for file sharing, since they are the default users for web
GUI.

[Apply ] [ Back] |

...... i

11. Click the “Edit” icon of the shared folder.

ZyXE P-2812HNUL-F1

Server Configuration
File Snharing Sendces(SMB) @ Enable © Disable
HostName 1oute

Workgroup Name Woekgroup

Share Directory List

] TOSHIBA_MK1248GSX TOSHIBA MK1245GSX_85VF TOSHIBA MK1246GSX_BSW¥

test123

12. Set Access Level to “Security” and move the user account which allowed
to access to “Allow Users” box, then “Apply”

All contents copyright (c) 2011 ZyXEL Communications Corporation.
30



Modify Share Directory Ral

Share Name : TOSHIBA_MK1246GSX_85VF3X7S_1 1

Share Path : iTOSHlBA_MK‘]246GSX_85VF3X7S_1

Description : TOSHIBA_MK1246GSX_85VF3X7S_1

Access Level - Security v 1
Available Users L Allow Users

13. Then the system would need authentication to access the shared folder.

G E =™ » Nework » ROUTER

Organize ¥ Netwerk and Sharing Center View remote printers
J\ Music & " ]
] Pictures l ! ';;s:::eba_mkl24695x_85vf3x7s_1
£4 Videos e,
«@ Homegroup | Windows Security u
- Enter Network Password
I’ Computer Enter your password to connect to: Router

& Local Disk (C:)
= Local Disk (D:)

""—_“ [Llser name ]
€5
!-I?letwork |D IPassword ]
P 13560NE . Domain: USER

18 14184NB [7] Remember my credentials
/% ANDY-VAIO
1M CS0-CS02
18 HEATHER-PC
1M JACKYSU-NB
{8 JOHNNYSERVER

@ Access is denied.
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e Media Server Feature

Using the media server feature to play media files on a the PC, this section shows you
how the media server feature works with the Windows Media Player in windows 7 (if
user do not have media player as User Guide suggested) to play music or video from
USB disk and NSA-210 which is connecting to the LAN port.

—

—~4
B
"

X Y

=S5 o P-2812HUN(L)-Fx
PCC

1. Goto Network Setting > Home Networking > Media Server.
2. Click on “Enable Media Server”.

ZyXEL P-2812HNUL-F1

Home Networking

It you would bes %0 play any meda contents stored In 3 USE Sash dive or disk through 3 media client like PS3, aftach he USE
Nash drive or disk onlo this device and enable e Media Serer function

¢ Enable Media Server
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3. Run Windows Media Player on PC and go to Organize > Manage libraries >
Videos, then click “Add” to add folders to Videos.

4 Videos Library Locations @

Change how this library gathers its contents

When you include a folder in a library, the files appear in the library, but continue to be stered
in their original locations.

Library locations

3 Add...
My Videos Default save location

C:\Users\Administrator\Videos
Remove

) Public Videos

C:\Users\Public\Videcs

Learn more about libraries

[ OK ] [ Cancel

4. Select the folder on the shared USB disk that you would like to add to the
Videos list, then click “Include folder” and “OK”.
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r Tk
Include Folder in Videos Cox
' ] i + e hiba_mk1246gsx_ 85 |

Dvl Lo« ROU..tHbutqshlba_mk124699<_§§yfr. > v | "l l VScarcb tosﬁ:rtz?_mxlz 7037,)\‘_8?.. po
Organize v New folder == ow @
5] Documents “*  Name : Date medified Tl
@ Music .
g 1 SRECYCLE.BIN 3/4/2011 9:51 AM A
[=] Pictures
y . Avatar720 8/4/2010 8:05 AM F
B videos
L ME 1/25/2011 7:50 AM H
. New folder 12/18/201010:29... F
1% Computer = : ) |
. 1 pacific_war 8/4/2010 8:15 AM F*
E Local Disk (C:) : 3 :
. ) Recycled 1/3/2010 3:10 PM Fi
a Local Disk (D:)
1. RECYCLER 1/25/2011 7:50 AM F
@ Network 1. System Volume Information 12/22/20091:00 PM  H
i ; 0 | test 3/4/2011 %47 AM H
'8 ROUTER
i | 1. Videos 3/4/20119:52AM  H
4 toshiba_mk1246gsx 85v |
1M USER
=7 [ L[} »
Folder: Videos
[ Include folder ] [ Cancel ]
L 4

5. Click “Videos” on Windows Media Player, Media Player would search the

video files and add to the video library automatically.
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4 Videos
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6. Allthe videos on the library are able to play remotely.

The.Neighbor.2007.DVDRIP.XViD-ESPiSE

S
W atthew = =7 §
Modine

|

i ==

You can also play the media contents in the NAS210 as well following the same

steps.
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QoS Support

Introduction of QoS
*  Quality of Service (QoS) refers to both a network’s ability to deliver data with

minimum delay, and to the networking methods used to control the use of
bandwidth. QoS allows the ZyXEL Device to group and prioritize application

traffic and fine-tune network performance.

*  Without QoS, all traffic data is equally likely to be dropped when the network is
congested. This can cause a reduction in network performance and make the

network unfit for time critical applications such as video-on-demand and VolP.

1. Click Network Setting > QoS > General, and activate the QoS service,
then set the Maximum Upstream bandwidth value to 509 to fully
utilize WAN bandwidth.

ZyXEL #-2512r6NULF1 Language E Logout

Qos

Quaity of Serace (Q03) defnes he trathc prorty of Intemet serces 1o the home network

Y| Activa QoS
WAN Managed Upsiream Bandwidth - 509

Trafic priorfy will be automatically assignad by None

B Note:

You can 355190 Me ups¥eam banawiaih manually

Ifthe Reid is empty, the CPE s#l e value automatically

I Enable QoS chackbox is seleded choose an automapping type o assign YaMic prionty automabically

Network Settng
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2. Click on “Queue Setup”.
3. You can “Add new Queue” or “Edit” the Queues displayed in the
screenshot. The Priority and Weight can be adjusted

ZyXEL P-2812HNUL-F1

QoS

Queue Selup deodes he priocity on WAN inferfaces Use this page lo configure QoS queue assignment

WAN_Defsult_Queus
Fast
Normal

Stow

Network Sething

4. You can add new Queues for VolP and IPTV. Click “Add new Queue”,

active the new queue, named “VolP”, set priority as 7 and weight as 15.

Add new Queue f

%

¢

V] Active

Name : VolP

Interface : WAN

Priority : 7(High) ~

Weight : 15 «

Rate Limit : " (kbps)

[ Apply ] [ Back ]

5. Again, Click “Add new Queue”, active the new queue, named

“Dat_IPTV”, set priority as 5 and weight as 10
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Queue Edit X
[¥] Active
Name : Data_IPTV
Interface : (WAN ~|
Priority 5 v
Weight: 10 «
Rate Limit : [ (kbps)

| Apply | | Back |

6. Click on the “Class Setup” tab to set up QoS Classifiers
7. Configure the first Class rule for VolP. Select “VolP” in “To Queue:” and

input a name for it. E.g. “VolP_test” as follows:

Edit Classifier Setting =

Class Configuration

Class Name : \VoIP_class I

Classification Order : [1 -

Forward To Interface [Unchange | T
DSCP Mark : [ Unchange i | (0~63)

To Queue : [VolP M

Criteria Configuration
Use the configurations below to specify the characteristics of a data flow need to be managed by this QoS rule

= Basic

_——,
From Interface | Local v
[ Fther Tune [ 1P roxnaon) v] %

8. Enable the From Interface and set to “Local”, and Ether Type criteria
and set them accordingly.
9. Set the Destination IP address to the SIP server’s IP address.
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Edit Classifier Setting =
Criteria Configuration ™
Use the configurations below to specify the characteristics of a data flow need to be managed by this QoS rule

= Basic
From Interface Local v
[¥] Ether Type IP (0x0800) v [
= Source ‘
[T] MAC Address MAC Mask L Exclude 13
[C] 1P Address IP SubnetMask Exclude ‘
Port Range ‘ ~| (1~65535) C Exclude I
= Destination
[T mAC Address MAC Mask O Exclude
[V 1P Address 59,124 163.151 IP Subnet Mask [l Exclude
Port Range ‘ ~| (1~65535) ‘ Exclude -

10. Click “Apply”. Now we have completed the Class rule for VolP service,
and the next step is to configure the second class rule for the

Data_IPTV service.

11. Click “Add new Classifier” to add the second class rule.

ZyXE P-2812HNUL-F1 Language : BRI *N' Logout

A classifier groups traffic into data flows according to specific criteria. Class Setup can add, edit, or delete QoS classifiers.

Class Name Classification.. Fowrardto DSCP Mark To Queue Modify

Interface: Local 7
VoIP_class Ether Type: IP UnChange UnChange VoIP g M
Destination IP: ...

Ether Type: IP 5
ICMP Protocol ICHMP UnChange UnChange Fast [ 'IE
Ether Type: IP >
HTTP Protocol: TCP UnChange UnChange Normal LKM
Destination Por...
Ether Type: IP g
HTTP-Proxy Protocol: TCP UnChange UnChange Normal ‘val‘_IIT
Destination Por...
Ether Type: IP 5
Protocol: TCP UnChange UnChange Lv,"'@
Destination Por...
Ether Type: IP
Protocol: TCP UnChange UnChange

Network Setting

12. Configure the second Class rule as follows:
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Edit Classifier Setting =

X

|

Class Configuration

Active : L
Class Name : Data_IPTV j
Classification Order : Last v

Forward To Interface Unchange v

DSCP Mark: Unchange - | (0~63)

802.1P : Mark Unchange v

To Queue: Data_IPTV v

Criteria Configuration

Use the configurations below to specify the characteristics of a data flow need to be managed by this QoS rule
= Basic

V| Frominterfface  Lan =

-
= o

13. Enable the “From Interface” criteria and set it to “LAN” and Select
“Data_IPTV” in “To Queue:”. Then click “Apply”.

14. To make sure the Class rules are correctly configured, you can go to
Network Setting > QoS > Monitor.

5. Select 5 sec as the refresh interval time, and monitor the ZyXEL device’s
QoS packet statistics.

ZyXEL 725120011 B Logout
Monitor
Refresh Interval Ssaconds -

Status :
* Interface Monitor

WAN_Detault_Queue
LAN_Default_Queue
Fast
Actve user
Passive user
Stow
VolP
Data_IPTY

(=28 -8 - N ~ DL - - B ~ Y -}

Network Settng
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Wireless Application Notes

Wireless Introduction

WEP Configuration (Wired Equivalent Privacy) Introduction

The 802.11 standard describes the communication that occurs in the wireless
LANSs.

The Wired Equivalent Privacy (WEP) algorithm is used to protect wireless
communication from eavesdropping, because the wireless transmissions are easier
to intercept than transmissions over wired networks, and wireless is a shared
medium. Everything that is transmitted or received over a wireless network can be

intercepted.

The WEP relies on a secret key that is shared between a mobile station (e.g. a
laptop with a wireless Ethernet card) and an access point (i.e. a base station). The
secret key is used to encrypt packets before they are transmitted, and an integrity
check is used to ensure that packages are not modified during the transition. The
standard does not discuss how the shared key is established. In practice, most
installations use a single key that is shared between all mobile stations and access

points APs.

The WEP employs the key encryption algorithm, Ron's Code 4 Pseudo Random
Number Generator (RC4 PRNG). The same key is used to encrypt and decrypt the
data.

» IV (24
Initialization (24 bits)
Vector (IV) ——¥ H | Seed _— Key Sequenc
Secret key (K)——» D —»

Cipher-
Mesogoe. (M) l > ” ‘ text (C)
CRC-32 R < P=M||ICRC
Transmitted (T)
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The WEP has defenses against this attack. To avoid encrypting two cipher texts
with the same key stream, an Initialization Vector (IV) is used to augment the shared
WEP key (secret key) and produce a different RC4 key for each packet. The IV is also
included in the package. The WEP keys (secret key) are available in two types, 64-bits
and 128-bits. Many times you will see them referenced as 40-bits and 104-bits
instead. The reason for this misnomer is that the WEP key (40/104 bits) is
concatenated with the initialization vector (24 bits) resulting in a 64/128 bit total key

size.

- Plaintext —8 —3
Message CRC

43] Key Sequence = RC4(IV, k)

v Ciphertext
*—— Transmitted Data —»
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Setting up the Access Point

Most access points and clients have the ability to hold up to the 4 WEP keys
simultaneously. You need to specify one of the 4 keys as default Key for data

encryption. To set up the Access Point, you will need to set one of the following
parameters:

64-bit WEP key (secret key) with 5 characters.

O

64-bit WEP key (secret key) with 10 hexadecimal digits.
128-bit WEP key (secret key) with 13 characters.

128-bit WEP key (secret key) with 26 hexadecimal digits.
IEEE 802.1x Introduction

The |EEE 802.1x port-based authentication

is desired to prevent the
unauthorized devices (clients) from gaining access to the network. As the LANs

extend to hotels, airports and corporate lobbies, the insecure environments could be
created. The 802.1x port-based network access control makes use of the physical
access characteristics of IEEE 802 LAN infrastructures, such as the 802.3 Ethernet,
802.11 Wireless LAN and ADSL LRE (Long Reach Ethernet), in order to provide a

means of authenticating and authorizing devices attached to a LAN port that has
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point-to-point connection characteristics, and of preventing access to that port in
case of the failure of authentication process.

( Internet
|\

N\ \ Application

Server

—
=
p—
-

7
)
nAUTROL ] Autherized
Li%g,nmm ; L
’ | Authentication

\! \7 Server
= |

Wireless Supplican

The IEEE 802.1x authentication is a client-server architecture delivered with the
EAPOL (Extensible Authentication Protocol over LAN). The authentication server
authenticates each client connected to an Access Point (for Wireless LAN) or switch
port (for Ethernet) before accessing any services offered by the Wireless AP. The

802.1x contains tree major components:
1. Authenticator:

The device (i.e. Wireless AP) facilitates the authentication for supplicant
(Wireless client) attached on the Wireless network. Authenticator controls the
physical access to the network based on the authentication status of client. The
authenticator acts as an intermediary (proxy) between the client and authentication
server (i.e. RADIUS server), requesting the identity information from the client,
verifying that information with the authentication server and relaying a response to
the client.

2. Supplicant:
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The station (i.e. Wireless client) is being authenticated by an authenticator
attached on the Wireless network. The supplicant requests access to the LAN
services and responds to the requests from the authenticator. The station must be
running the 802.1x-compliant client software, such as that offered in the Microsoft
Windows XP operating system, Meeting House AEGIS 802.1x client and Odyssey
802.1x client.

3. Authentication Server:

The device (i.e. RADIUS server) provides an authentication service to an
authenticator. This service determines, from the credentials provided by the
supplicant, whether the supplicant is authorized to access the services provided by
the authenticator. The authentication server performs the actual authentication of
client. It validates the identity of the supplicant. Because the authenticator acts as
the proxy, the authentication service is transparent to the supplicant.

Some Wireless AP (i.e. ZyXEL Wireless AP) have built-in authentication server,
therefore the external RADIUS authentication server is not needed. In this case, the
Wireless AP is acted as both authenticator and authentication server.

e Authentication Port State and Authentication Control

The port state determines whether or not the supplicant (Wireless Client) is
granted access to the network behind Wireless AP. There are two authentication
port state on the AP, authorized state and unauthorized state.

By default, the port starts in the unauthorized state. While in this state, the port
disallows all the incoming and outgoing data traffic, except for 802.1x packets. When
a supplicant is successfully authenticated, the port transits to the authorized state,
allowing all the traffic for client to flow normally. If a client that does not support the
802.1x is connected to an unauthorized 802.1x port, the authenticator requests the
client’s identity. In this situation, the client does not respond to the 802.1x request;
the port remains in the unauthorized state and the client is not granted access to the
network.
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When the 802.1x is enabled, the authenticator controls the port authorization
state by using the following control parameters. The following three authentication
control parameters are applied in the Wireless AP.

B2021x

,‘X ........... * CliEﬂt _,‘ ..................................................

Authenticator Authenticator
B4 None | 4...........
X > 18021x client| ™ A»
Force Unauthorized 1 l Auto
Autlflenticiitur

v v

Force Authorized

1. Force Authorized: Disables the 802.1x and causes the port to transit to the
authorized state without any authentication exchange required. The port transmits
and receives the normal traffic without the 802.1x-based authentication of client.
This is the default port control setting. While the AP is setup as Force Authorized,
the Wireless client (supported 802.1x client or none-802.1x client) can always access
the network.

2. Force Unauthorized: Causes the port to remain in the unauthorized state, ignoring
all attempts by the client to authenticate. The authenticator cannot provide
authentication services to the supplicants through the port. While AP is setup as
Force Unauthorized, Wireless clients (supported 802.1x client or none-802.1x client)
never have the access for the network.

3. Auto: Enables the 802.1x and causes the port to begin in the unauthorized state,
allowing only the EAPOL frames to be sent and received through the port. The
authentication process begins, when the link state of port transitions from down to
up or when an EAPOL-start frame is received requests the identity of the client and
begins relaying authentication messages between supplicant and the authentication

server. Each supplicant attempting to access the network is uniquely identified by
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the authenticator by using the client’s MAC address. While the AP is setup as Auto,
only the Wireless client supporting the 802.1x client can access the network.

e Re-Authentication

The administrator can enable the periodic 802.1x client re-authentication and
specify how often it occurs. When the re-authentication is time out, the
authenticator will send the EAP-Request/Identity to reinitiate authentication process.
In the ZyXEL Wireless AP 802.1x implementation, if you do not specify a time period
before enabling the re-authentication, the number of seconds between
re-authentication attempts is 1,800 seconds (30 minutes).

e EAPOL (Extensible Authentication Protocol over LAN)

The authenticators and supplicants communicate with one another by using the
Extensible Authentication Protocol (EAP and RFC-2284). The EAP was originally
designed to run over PPP and to authenticate the dial-in users, but the 802.1x
defines an encapsulation method for passing the EAP packets over Ethernet frames.
This method is referred to as the EAP over LANs, or EAPOL. Ethernet type of EAPOL
is 88-8E, two octets in length. The EAPOL encapsulations are described for IEEE 802
compliant environment, such as the 802.3 Ethernet, 802.11 Wireless LAN and Token
Ring/FDDI.

VR EAPOL e
Wireless Client
(802.1x client) (Authenticator)

The EAP protocol can support multiple authentication mechanisms, such as
MD5-challenge, One-Time Passwords, Generic Token Card, TLS and TTLS etc.
Typically, the authenticator will send an initial Identity Request followed by one or
more Requests for authentication information. When supplicant receives the EAP
request, it will reply the associated EAP response. So far, the ZyXEL Wireless AP only
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supports the MD-5 challenge authentication mechanism, but will support the TLS
and TTLS in the future.

EAPOL Exchange between 802.1x Authenticator and Supplicant

The authenticator or supplicant can initiate the authentication. If you enable
the 802.1x authentication on the Wireless AP, the authenticator must initiate
authentication, when it determines that the Wireless link state transits from down to
up. It then sends an EAP-request/identity frame to the 802.1x client to request its
identity. (Typically, the authenticator sends an initial identity/request frame
followed by one or more requests for authentication information.) Upon the receipt

of frame, the supplicant responds with an EAP-response/identity frame.

However, if during boot-up, the supplicant does not receive an
EAP-request/identity frame from the Wireless AP, the client can initiate the
authentication by sending an EAPOL-Start frame, which prompts the switch to
request the supplicant’s identity. In above case, authenticator is co-located with
authentication server. When the supplicant supplies its identity, the authenticator
directly exchanges the EAPOL to the supplicant until the authentication succeeds or
fails. If the authentication succeeds, the port becomes authorized. If the
authentication fails, the port becomes unauthorized. When the supplicant does not
need the wireless access any more, it sends EAPOL-Logoff packet to terminate its
802.1x session and the port state will become unauthorized. The following figure
displays the EAPOL exchange ping-pong chart.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
48



Supplicant

|

EAPDL-Start

Authenticator /
Authentication Server

EAP-Requestidentity

|

EAP-Request-Challenge

EAP-Response/dentity (D)

EAP-Response-Challenge

-
EAF-Success
Authentication success 4
EAP-Fail
Authentication fail -4
o ) EAPCOL-Logorff
Authentication terminated P

Port authorized

Port unauthorized

Port unauthorized

The EAPOL packet contains the following fields: protocol version, packet type,

packet body length, and packet body. Most of the fields are obvious. The packet type
can have four different values and these values are described as followed:

Ethernet Frame Destination Source Type Data CRC
(0180C2-000003) (88-8E)
""
" \
- e -
e -.
e i
- "
r"“ s
" Protocol Packet Packet body Packet Body
EAPOL packet - ) Y
Version Type length
77
(/) ;/
e
l/ ’/////
EAP-Packet (0) S2T7A
EAPOL-Start (1) o4

" /
EAPOIL-LogofT (2) /
EAPOL-Key (3)
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e EAP-Packet: Both the supplicant and authenticator send this packet, when the
authentication is taking place. This is the packet that contains either the
MD5-Challenge or TLS information required for authentication.

e EAPOL-Start: This supplicant sends this packet, when it wants to initiate the
authentication process.

e EAPOL-Logoff: The supplicant sends this packet, when it wants to terminate
its 802.1x session.

e EAPOL-Key: This is used for the TLS authentication method. The Wireless AP
uses this packet to send the calculated WEP key to the supplicant after the
TLS negotiation has completed between the supplicant and RADIUS server.

Wi-Fi Protected Access Introduction

The Wi-Fi Protected Access (WPA) is a subset of the IEEE 802.11i security
specification draft. Key differences between the WAP and WEP are user
authentication and improved data encryption. The WAP applies the IEEE 802.1x
Extensible Authentication Protocol (EAP) to authenticate wireless clients using an
external RADIUS database. You can not use the P-660HW-Tx v2's local user database
for WPA authentication purpose, since the local user database uses the MD5 EAP
which can not generate keys.

The WPA improves data encryption by using Temporal Key Integrity Protocol
(TKIP), Message Integrity Check and IEEE 802.1x. Temporal Key Integrity Protocol
uses 128-bits keys that are dynamically generated and distributed by the
authentication server. It includes a per-packet key mixing function, a Message
Integrity Check (MIC) named Michael, an extend initialization vector (IV) with

sequencing rules and a re-keying mechanism.

If you do not have an external RADIUS and server, you should use the WPA-PSK
(WPA Pre-Share Key) that only requires a single (identical) password entered into
each access point, wireless gateway and wireless client. As long as the passwords
match, a client will be granted to access to a WLAN.

Brief in WPA2

WPA2 (Wi-Fi Protected Access 2) is the Wi-Fi Alliance interoperable

implementation of the ratified IEEE 802.11i standard. WPA 2 implements the
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National Institute of Standards and Technology (NIST) which security is a higher level
then WPA, cause it brings AES-base algorithm and Cipher Block Chaining Message
Authentication Code Protocol (CCMP) in it and offers stronger encryption then WPA
uses (TKIP). WPA2 encryption keys that are used for each client on the network are
unique and specific to that client. Eventually, each packet which is sent over the air is
encrypted with a unique key. The higher security is enhanced with the use of a new

and unique encryption key because there is no key reuse.
WPA &WPA2

Both WPA & WPA?2 offer a high level security for end users and administrators,
which utilize EAP (Extensible authentication Protocol) for authentication, both of
them all support Personal and Enterprise mode. Because WPA2 provides a stronger
encryption mechanism through AES (Advanced Encryption Standard), WPA2’s level

and standard is requirement for some corporate and government users.

Wireless Configuration

Activate the WLAN interface of the P-2812HNU(L)-Fx and connect the notebook
(802.11bg wireless NIC required) under the WPA-PSK security mode.

a. Wireless Setup.
1. Goto Network Setting > Wireless > General.
2. Check the Active Wireless LAN box.
3. Enter the Network Name(SSID), e.g. “Test_01".

Awtreless netaotk name (also knoan as SS0) and 2 securty leved are basic elemaents o start a wireless sentce Ris recommaended % set 3 secunty level
oihar than No Sacunity 10 orotedt your 33t Fom unauthonzed S00eEs o GAMage Va wireless nebwork

Wireless Network Setup

Wineless Y. Enabie Wiredess LAN

Wireless Network Settings

Wireless Network NameS810 Tesi_nt

Mode Salect 8021104
Channel Selection Ao - Saan

Security Level
4. Select the Security Mode, e.g. “WPA-PSK”.
5. Enter the Pre-Shared Key, e.g. “njdrhwceiq”.

6. Click Apply.
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Channit Selection Auto v |Ben

Dpeeatng Cnannsl 7
Security Level
More Secure
— (Recommended]
G : | emmmsss—— ae————
A 4 A
o
Security Mode : WPAPSK «

Entier 2-63 characters (a2, A-Z, 3nd 0-3) or 4 hexadezimal digits
{afand 0-9) Spates and underscoms am not alowed

Pra-Sharea Key nydrtratag more

ooty | [ Cances|

View all the available wireless networks on your notebook (802.11bg wireless NIC
required):

Nebwork Tasks Choose a wireless networlk

g Refresh netwark list Click. an item in the lisk below to connect to a wireless network in range or ko gek more
information.

-

<2} Set up a wireless netwark. ((i}) WLAMN-2163kmk-abc

for a home of small office

Related Tasks TEST_DO1

\.i;) Learn abauk wireless '“_?’ Security-enabled wireless network (wPA)
networking

‘ﬂ? “hange the arder of 5 I
preferred networks 't Security-enabled wireless netwark I..I

@ Change advanced nlg!

setkings

Unsecured wireless netwark I.III

ZyXEL_MIS

r_f: Security-enabled wireless network I.II[I
POA-3274-02

r_f’ Security-enabled wireless network (WPAZ) I.[I[I[I

Conneck
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Enter the WPA-PSK pre-shared key.

Wireless Network Conmection

The netwark 'TEST_01' requires a netwark key (also called a WEP ke or WPA kew). &
network, key helps prevent unknown intruders from connecting to this network,

Type the key, and then click Connect,

Metwork key: |.....“".

Confirm network key: |...."""

Zonneck ] [ Cancel

=z Network Connection

Network Tasks Choose a wireless network

ﬂ Refresh network lisk Click an iter in the list below to connect to a wireless network in range or ko get more
information.

<2 Set up a wireless network (@) TEST_01 Connected
far a horne or small office |

5 Security-enabled wireless network (WPA) I“!!
WLAN-Z2234zki

Related Tasks . ((ﬁ})

i Learn about wireless "_.r"? Security-enabled wireless network (WPAZ) I“!!
networking WLAN-D480qrh

(«@))
Change the order of

preferred networks

'%'H Change advanced ((ﬁ))

sekbings
((T)

((ﬁ))

"_.r"? Security-enabled wireless network (WPAZ) “l]l][l
WLAN-5430mji

"_;"? Security-enabled wireless network (WPAZ) “l]l][l
oZDSL

”_.f Security-enabled wireless network II[I[I['
WLAN-O749msm

*_-r'? Securiby-enabled wireless network (WPAZ) II[I[I[' Iil

Conneck

We can see that the notebook is now connected to the WLAN interface of the
P-2812HNU(L)-Fx.

b. Wireless Setup Hiding the SSID.

Go to Network Setting > Wireless LAN > General.

Check the Enable Wireless LAN box.

Enter the Wireless Network Name (SSID), e.g. “TEST_01".

Check the Hide SSID box
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5. Select the Security Mode, e.g. “WPA2-PSK”.
6. Enter the Pre-Shared Key, e.g. “RKW7ENKNM49VW ”.
7. Click Apply.

Awrpless natwore name (als0 mown 35 SSID} ana 8 SeCulily [evel are Basic Slements 10 S43 0 wBless Se0ace 11is reCommenosd to S84 a secunty kevel
ofher han No Security to protect your data from accens of wa

Wireless Network Setup

Wirsiess 7| Enatte Wieless LAN

Wireless Network Settings

Wirsless Network Name(SSD) TEST_ Dt
l [1#]]ra3e s210
BeslD 021312811 688c
Node Seled 802 14by -
Channel Setecton Aty v [Scaa)
Operatng Channal 7
Security Level

View all the available wireless networks on your notebook:

U9 Wireless Network Conmection

Network Tasks Choose a wireless network

'=- Refresh network lisk Click, an itern in the list below to conneck ko a wireless netwark.in range ar to get more
infarmation.

WLAM-2234zki

] .
=3 Set up a wireless netwark, (@)
]

for & home o small office ( i )

F_f Security-enabled wireless network, (WPA2) IIII!

Related Tasks ((i)) WLAN-0480qgrh

"_1) Securiby-enabled wireless nebwork (WPAZ) II[I[I[I
netwarking WLAN-5430mii

(«@)
ﬁ Change the order of i

preferred networks

fgh Change advanced ((i))

i) Learn about wireless

"_f Securiby-enabled wireless network (WPA2) I.[I[I[I
ZyXEL_ G

settings .
F_f Security-enabled wireless network, (WPA2) IIII!

SuperaP

(fib)
"_1) Securiby-enabled wireless nebwork IIII!
HCI

(fi?)
Unsecured wireless network, I.II! [i]

Conneck

As we can see, we cannot find the SSID “TEST_01".
To connect to “TEST_01”, we need to configure the “Wireless Network Connection

Properties” of the notebook WLAN interface:

All contents copyright (c) 2011 ZyXEL Communications Corporation.
54



& Wirele

General | wireless Rlebworks | A dvanced

Usze wWindows to configure my wireless nebwork. settings

Aeeailable netveorks:

To connect to, disconnect from, or find out more information
about wirelezs nebworks in range, click the button below.

[ Wiews Wwirelezs Nebwarks ]

Freferred networkos:
Automatically connect to available networkz in the order listed
belows:

E TEST_O1 [Marual) I lA] P ove up
[»]

A ZYHELCSO [Sutomatic)

R Zv=EL C50 [Automatic)

s

[ Add. ] [ Femowve ] [ Froperties ]

Learn about zetting up wireless netwoark

configuration.

Ok Cancel

Go to the “Connection” tab and check “Connect when this network is in range”

checkbox.

TEET_ 01 properties

Aszociation | Authentication | Connection

Automatic connection

wrhenewver thiz nebwork iz detected, "Windows can connect
to it automatically.

Connect when this netwark is in range

[ ak. ] [ Cancel ]

We can then see the notebook connected to the “TEST_01", even though the SSID is

not displayed in the broadcast network list.
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(05 WMireles=s Network Commection status ? x

General Suppnrtl
Connection - .
Status: Connected
M etwaark: TEST_0O1
Druratior: o074z |
Speed: 54.0 Mbps
Signhal Strength: Illl[l
Lctivity
Sent Received
| i [(T]]
Packets: 190 =]
[ Properties ] [ Dizable ] [ Wiew Wireless Metworks ]

Cloze
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WPS Application Notes

What is WPS?

Wi-Fi Protected Setup (WPS) is a standard created by the Wi-Fi Alliance for easy
and secure establishment of a wireless home/office network. The goal of the WPS
protocol is to simplify the process for configuring the security of the wireless network,

and thus calling the name Wi-Fi Protected Setup.

There are several different methods defined in WPS to simplify the process of
configuration. P-2812HNU(L)-Fx supports two of those methods, which are the PIN
Method and the PBC Method.

PIN Method:
A PIN (Personal Identification Number) has to be read from either a sticker on the
new wireless client device or a display, and entered at either the wireless access

point (AP) or a Registrar of the network.
PBC Method:

A simple action of “push button” suffices the process to activate the security of the

wireless network and at the same time be subscribed in it.

WPS configuration

a. WPS Setup
1. Goto Network Setting > Wireless > WPS.
2. Check the “Enable” box for WPS.
3. Click Apply.
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Enavang WA Msmnm)m TOU F34 naw WES-compalitte davices 10 the wimless network with 2ase Seiect one of s WFS mathods and

follow the mstructy WPS chion If your dienl device is equipped with 3 WPS bution. Push Bution Coniguraian (PEC) method
mcuuummwoom

General

WeS @ Enable © Dizabie

Add a new device with WPS Method
g Method 1 PBC l;d Method 2 PIN

Step 1. Enter e PN of sour new wireless dient device and then click

Step 1.C0ck WPS tutton
Regster

Stap 271855 s WPS SuUtion on your mew wirsless clieat
device within 120 zeconds

Step 2 Press the WPS tution on yout new wireless chent device within
120 seconts

Note: You must press the other wireless device’s WPS button within 2 minutes of

pressing this button.
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Maintenance Log

Internal Maintenance

The P-2812HNU(L)-Fx has the ability to record the events occurring in the CPE in a

system log (according to the severity) and maintain this log in itself.
At this point, the P-2812HNU(L)-Fx only can logs VolP service events.

a. Activate the Maintenance Log.
1. Goto Maintenance > Log setting.
Select “Enable” for Syslog Logging.
Insert the parameters, for example the syslog server address.
Select the logging conditions according to user’s needs.
Click “Apply”

vk Wb

Log Seing 3=nas which hpes of IDDS 360 WiCh 10G 16veds yOUu want 10 record. If you Mave 3 LAN chient on your natwork hal is running 3 555109 WMy, you
can also zave he fog Ales there 2y enatling Sysiog Logang and enter e IP address of that LAN chent

Sysiog Settuing

Ssiog Logang & Enatie . Disabie

Sysiog Saner 50124 163147 (P Addess
LOP Port 514 (Sensr Pomy

Active Log and Select Level

Log Category Log Level
VolP

VoiP-Call Stakstics ALL =
Y NolP-SP Call Signaing ALL _-"
¥ VolP-SP Registratons ALL .
7 VolP-Phone Event ALL =
7 voP-Misc ALL -
Sysiem
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b. View thelog in the Web GUI.
1. Goto System Monitor > Log.

Log

D aliadat Mt s T

Phone Log

VoI acthnes will D l0ggea and Ssplaged in e Folowng tabie. You £an define what typs of sverms and its favel you want 1o wew You can atso refer 1o
Hainlenance » Log Seding %o change which trpes of phone fogs you want to record.

AlLogs * Lewl Ml « [Befresh 'CP.'_J!

SIP Regis¥anon: SIP Changalle: Register Fall, error_cause 43 fast message repeated 1 imesin 1

' Sep 27122707 e

$4conas)
2 Sap 27 122857 an S Regisyaion SIP Changaite Ragister Fal, srmor_cause 43
3 Sep 27120157 e SP Regisyaton SIP.Changeide Register Fail arror_cause 43
4 Sep 27 123458 (13 SIP Regisyason: SIP.Changeie: Rogister Fall, error_cause 43
5

Sep 27123650 an SF Reglayaton SIP Changstse Register Fail, sror_casss 43
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Maintenance Tools

Maintenance Procedure

a. Upgrading Firmware.
1. Goto Maintenance > Firmware Upgrade.

ZyXE P-2812HNUL-F1

Firmware Upgrade

Frmware Upgrade 15 where you can updale e device wil newty rel ¢ fratures by upy g the latest i % Youcan
cownload the tatest irmmware fle from the manufacturer websits of Mis device.

Upgrade Firmware
Current Firmmwvars Version V3 10(TLL 004

FaePalh

Mauntenance

Click “Browse”.
Select the Firmware to upload and click “Open”.
Click “Upload”.
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b. Backing-up the Configuration.
1. Goto Maintenance > Backup/Restore.

You can save e curtent devdce 2eings 0 a backup Ale In pour cormpuier, of restore predows sefings from 2 backup Ale. You can also reget fae device bace
10 118 fackory default

Backup Configuration

Click Backup 10 save e cument configuration of your sysiem % your compuier | Backup |

Restore Configuration

TO 851002 3 PraVioUsly Saved ConAguraton Mis to pour SFEMem, Drows e 1o e oCason of e Configurabon fle and Alce Uplasa
FileFath ¥ upicad

Back to Factory Defaults

Click Resst 10 dear al user-emerad confgurabon information 504 ratum 1o 15K0ry detsuts After rédatling ihe

- LAN IP aoress will be 1921881 1
DHCP will be reset 4o server

2. Click “Backup”.
3. Click “Save”.

* Maintenance > Tools > Configuration

File Download

Do you want to save this file. or find a program online to open
it?

| Click Backy
; Name: config.rom
.
Type: Unknown File Type, 170KB

‘ From: 192.168.1.1

[ Fihd ][ Save ]LCancel ]

To restore g tion of the configuration file a
click Uploa

File Path : I—

Restore Conf]

harm your computer. If you do not trust the source, do not find a

= pragram to open this file or save this file. What's the risk?

@ S While files from the Internet can be useful, some files can potentially
2]

Back to Factory Defauits

4. Select the directory to save and click “Save”.
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C.

Save As

|

Y

[ <
My Recent
Documents

My Network

> Maintenance > Tools > Configuration

Save in: I (3 My Documents

4 O i@

FIX)

|} Bluetooth SFHEFRIZE
@My Music
@My Pictures

File name: config

Save as type: [ .rom Document

S8t

- DHCP will be reset to server

Upload Configuration.

1. Goto Maintenance > Tools > Configuration.
2. Click “Browse”.

3. Select the configuration file to upload and click Open.

™ My Documents
Flle  Edit

wJ“

Address

View  Pavorites

()

Iu My Documents

File and Folder Tasks

o) Maks w e Folder
&D Fublish this folder to the
Welby

kad Share this folder

Other Places

(igh Deskiop

Il Shared Documents
j My Carmputer

N My stk Flacws

' / J search ||

Tools  Melp

Folders

'

Name  ~
I Blustooth ST DE
u’ﬁMy Music
lu'._"_IMy Plekures
%) Wiralwss Network connection Status

|tes) contig. rom

Slze  Type
Flle Folder
Pile Folder
Files Foldmr
27KB  IPEG Image
171 KB ROM File
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Product FAQ

Will the device work with my Internet connection?

P-2812HNU(L)-Fx is designed to be compatible with major ISPs utilize ADSL as a
broadband service. P-2812HNU(L)-Fx offers Ethernet ports to connect to your
computer so the device is placed in the line between the computer and your ISP.  If
your ISP supports PPPoE you can also use the device, because PPPOE is supported in
the device.

Why do | need to use P-2812HNU(L)-Fx?

You need an ADSL modem/router to use with ADSL line, P-2812HNU(L)-Fx is an ideal
device for such application. The device has 4 Ethernet ports (LAN ports) and one
ADSL WAN port. You should connect the computer to the LAN port and connect the
ADSL line to the WAN port. If the ISP uses PPPoE you need the user account to
access Internet.

What is PPPoE?

PPPoE stands for Point-to-Point Protocol over Ethernet that is an IETF draft standard
specifying how a computer interacts with a broadband modem (i.e. xDSL, cable,
wireless, etc.) to achieve access to the high-speed data networks via a familiar PPP
dialer such as 'Dial-Up Networking' user interface. PPPoE supports a broad range of
existing applications and service including authentication, accounting, secure access
and configuration management. There are some service providers running of PPPoE
today. Before configuring PPPoE in the device, please make sure your ISP supports
PPPoE.
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Does the device support PPPoE?

Yes. The device supports PPPoE.

How do | know | am using PPPoE?

PPPoE requires a user account to login to the provider's server. If you need to
configure a user name and password on your computer to connect to the ISP you are
probably using PPPoE. If you are simply connected to the Internet when you turn on
your computer, you probably are not. You can also check your ISP or the information
sheet given by the ISP. Please choose PPPoE as the encapsulation type in the device
if the ISP uses PPPoE.

Why does my provider use PPPoE?

PPPoE emulates a familiar Dial-Up connection. It allows your ISP to provide services
using their existing network configuration over the broadband connections. Besides,
PPPoE supports a broad range of existing applications and service including
authentication, accounting, secure access and configuration management.

Which Internet Applications can | use with the device?

Most common applications include MIRC, PPTP, ICQ, Cu-SeeMe, NetMeeting, IP/TV,
RealPlayer, VDOLive, Quake, Quakell, Quakelll, StarCraft, & Quick Time.

How can | configure the device?

a. Telnet remote management- driven user interface for easy remote
management

b. Web browser- web server embedded for easy configurations
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What can we do with the device?

Browse the World Wide Web (WWW), send and receive individual e-mail, and
download software. These are just a few of many benefits you can enjoy when you
put the whole office on-line with the device.

Does device support dynamic IP addressing?

The device supports either a static or dynamic IP address from ISP.

What is the difference between the internal IP and the

real IP from my ISP?

Internal IPs is sometimes referred to as virtual IPs. They are a group of up to 255 IPs
that are used and recognized internally on the local area network. They are not
intended to be recognized on the Internet. The real IP from ISP, instead, can be
recognized or pinged by another real IP. The Device works like an intelligent router
that route between the virtual IP and the real IP.

How does e-mail work through the device?

It depends on what kind of IP you have: Static or Dynamic. If your company has a
domain name, it means that you have a static IP address. Suppose your company's
e-mail address is xxx@mycompany.com. Joe and Debbie will be able to send e-mail
through the device using jane@mycompany.com and debbie@mycompany.com
respectively as their e-mail addresses. They will be able to retrieve their individual
private and secure e-mail, if they have been assigned the proper access right.

If your company does not have a domain name, it means that your ISP provides you
with a dynamic IP address.
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Suppose your company's e-mail address is mycompany@ispname.com. Jane and
John will be able to send e-mail through the device using
"jane"<mycompany@ispname.com>  and "john"<mycompany@ispname.com>
respectively as their e-mail addresses. Again, they will be able to retrieve their
individual private and secured e-mail, if they have been assigned the proper access
right.

What DHCP capability does the device support?

The device supports DHCP client (Ethernet encap) on the WAN port and DHCP server
on the LAN port. The device's DHCP client allows it to get the Internet IP address
from ISP automatically if your ISP uses DHCP as a method to assign IP address. The
device's internal DHCP server allows it to automatically assign IP and DNS addresses
to the clients on the local LAN.

How do | used the reset button, more over what field

of parameter will be reset by reset button?

You can use a sharp pointed object insert it into the little reset button beside the
power connector. Press down the reset button and hold down for approx 5 second,
the unit will be reset. When the reset button is pressed the devices all parameter
will be reset back to factory default include, password, and IP address.

The default IP address is 192.168.1.1, Password 1234.

What network interface does the new device series
support?

The new device series support auto MDX/MDIX 10/100M Ethernet LAN port to
connect to the computer or Switch on LAN.
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How does the device support TFTP?

In addition to the direct console port connection, the device supports the
uploading/download of the firmware and configuration file using TFTP (Trivial File
Transfer Protocol) over LAN.

Can the device support TFTP over WAN?

Although TFTP should work over WAN as well, it is not recommended because of the

potential data corruption problems.

When do | need NAT?

a. Make local server accessible from outside Internet

When NAT is enabled the local computers are not accessible from outside. You can
use Multi-NAT to make an internal server accessible from outside.

b. Support Non-NAT Friendly Applications

Some servers providing Internet applications such as some mIRC servers do not allow
users to login using the same IP address. Thus, users on the same network cannot

login to the same server simultaneously.

What is BOOTP/DHCP?

BOOTP stands for Bootstrap Protocol. DHCP stands for Dynamic Host Configuration
Protocol. Both are mechanisms to dynamically assign an IP address for a TCP/IP
client by the server. In this case, the device is a BOOTP/DHCP server. Win95 and
WinNT clients use DHCP to request an internal IP address, while WFW and WinSock
clients use BOOTP. TCP/IP clients may specify their own IP or utilize BOOTP/DHCP to
request an IP address.
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What is DDNS?

The Dynamic DNS service allows you to alias a dynamic IP address to a static
hostname, allowing your computer to be more easily accessed from various
locations on the Internet. To use the service, you must first apply an account from
several free Web servers such as WWW.DYNDNS.ORG.

Without DDNS, we always tell the users to use the WAN IP of the P-2812HNU(L)-Fx
to reach our internal server. It is inconvenient for the users if this IP is dynamic. With
DDNS supported by the device, you apply a DNS name (e.g., www.zyxel.com.tw) for
your server (e.g., Web server) from a DDNS server. The outside users can always

access the web server using the www.zyxel.com.tw regardless of the WAN IP of the
P-2812HNU(L)-Fx.

When the ISP assigns the device (P-2812HNU(L)-Fx) a new IP, the device updates this
IP to DDNS server so that the server can update its IP-to-DNS entry. Once the
IP-to-DNS table in the DDNS server is updated, the DNS name for your web server

(i.e., www.zyxel.com.tw) is still usable.

When do | need DDNS service?

When you want your internal server to be accessed by using DNS name rather than
using the dynamic IP address we can use the DDNS service. The DDNS server allows
to alias a dynamic IP address to a static hostname. Whenever the ISP assigns you a

new IP, the device sends this IP to the DDNS server for its updates.
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Wireless FAQ

What is a Wireless LAN?

Wireless LANs provide all the functionality of wired LANs, without the need for
physical connections (wires). Data is modulated onto a radio frequency carrier and
transmitted through the ether. Typical bit-rates are 11Mbps and 54Mbps, although in
practice data throughput is half of this. Wireless LANs can be formed simply by
equipping PC's with wireless NICs. If connectivity to a wired LAN is required an
Access Point (AP) is used as a bridging device. AP's are typically located close to the

centre of the wireless client population.

What are the advantages of Wireless LANs?

a. Mobility:
Wireless LAN systems can provide LAN users with access to real-time information
anywhere in their organization. This mobility supports productivity and service

opportunities not possible with wired networks.

b. Installation Speed and Simplicity:
Installing a wireless LAN system can be fast and easy and can eliminate the need to

pull cable through walls and ceilings.

c. Installation Flexibility:

Wireless technology allows the network to go where wire cannot go.

d. Reduced Cost-of-Ownership:

While the initial investment required for wireless LAN hardware can be higher than
the cost of wired LAN hardware, overall installation expenses and life-cycle costs can
be significantly lower. Long-term cost benefits are greatest in dynamic environments
requiring frequent moves and changes.

e. Scalability:

Wireless LAN systems can be configured in a variety of topologies to meet the needs
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of specific applications and installations. Configurations are easily changed and range
from peer-to-peer networks suitable for a small number of users to full infrastructure

networks of thousands of users that enable roaming over a broad area.

What are the disadvantages of Wireless LANs?

The speed of Wireless LAN is still relative slower than wired LAN. The most popular
wired LAN is operated in 100Mbps, which is almost 10 times of that of Wireless LAN
(10Mbps). A faster wired LAN standard (1000Mbps), which is 100 times faster,
becomes popular as well. The setup cost of Wireless LAN is relative high because the
equipment cost including access point and PCMCIA Wireless LAN card is higher than
hubs and CAT 5 cables.

Where can you find wireless 802.11 networks?

Airports, hotels, and even coffee shops like Starbucks are deploying 802.11 networks
so people can wirelessly browse the Internet with their laptops. As these types of
networks increase, this will create additional security risk for the remote user if not
properly protected.

What is an Access Point?

The AP (access point also known as a base station) is the wireless server that with an
antenna and a wired Ethernet connection that broadcasts information using radio
signals. AP typically acts as a bridge for the clients. It can pass information to wireless
LAN cards that have been installed in computers or laptops allowing those computers
to connect to the campus network and the Internet without wires.

What is IEEE 802.11?
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The IEEE 802.11 is a wireless LAN industry standard, and the objective of IEEE 802.11
is to make sure that different manufactures' wireless LAN devices can communicate
to each other.802.11 provides 1 or 2 Mbps transmission in the 2.4 GHz ISM band
using either FHSS or DSSS.

What is 802.11b?

802.11b is the first revision of 802.11 standard allowing data rates up to 11Mbps in
the 2.4GHz ISM band. Also known as 802.11 High-Rate and Wi-Fi. 802.11b only uses
DSSS, the maximum speed of 11Mbps has fallbacks to 5.5, 2 and 1Mbps.

How fast is 802.11b?

The IEEE 802.11b standard has a nominal speed of 11 megabits per second (Mbps).
However, depending on signal quality and how many other people are using the
wireless Ethernet through a particular Access Point, usable speed will be much less
(on the order of 4 or 5 Mbps, which is still substantially faster than most dialup, cable

and DSL modems).

What is 802.11a?

802.11a the second revision of 802.11 that operates in the unlicensed 5 GHz band
and allows transmission rates of up to 54Mbps. 802.11a uses OFDM (orthogonal
frequency division multiplexing) as opposed to FHSS or DSSS. Higher data rates are
possible by combining channels. Due to higher frequency, range is less than lower
frequency systems (i.e., 802.11b and 802.11g) and can increase the cost of the
overall solution because a greater number of access points may be required. 802.11a
is not directly compatible with 802.11b or 802.11g networks. In other words, a user
equipped with an 802.11b or 802.11g radio card will not be able to interface directly

to an 802.11a access point. Multi-mode NICs will solve this problem.
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What is 802.11g?

802.11g is an extension to 802.11b. 802.11g increases 802.11b's data rates to 54
Mbps and still utilize the 2.4 GHz ISM. Modulation is based upon OFDM (orthogonal
frequency division multiplexing) technology. An 802.11b radio card will interface
directly with an 802.11g access point (and vice versa) at 11 Mbps or lower depending

on range. The range at 54 Mbps is less than for 802.11b operating at 11 Mbps.

What is 802.11n?

802.11n supports frequency in both 2.4GHz and 5 GHz and its data rate from 54
Mbit/s up to 600 Mbit/s in theory; in the 802.11n Channel Doubling technology
which can double the bandwidth from 20 MHz to 40 MHz and effectively doubles
data rates and throughput. It adds MIMO feature, which using multiple transmission
and reception antennas to allow higher raw rate, and resolve more information using
a single antenna possibility. It also uses the “Alamouti coding” coding schemes to

increase transmission range.

Is it possible to use products from a variety of vendors?

Yes. As long as the products comply to the same IEEE 802.11 standard. The Wi-Fi logo
is used to define 802.11b compatible products. Wi-Fi5 is a compatibility standard for
802.11a products running in the 5GHz band.

What is Wi-Fi?

The Wi-Fi logo signifies that a product is interoperable with wireless networking
equipment from other vendors. A Wi-Fi logo product has been tested and certified by

the Wireless Ethernet Compatibility Alliance (WECA). The Socket Wireless LAN Card is

All contents copyright (c) 2011 ZyXEL Communications Corporation.
73



Wi-Fi certified, and that means that it will work (interoperate) with any brand of

Access Point that is also Wi-Fi certified.

What types of devices use the 2.4GHz Band?

Various spread spectrum radio communication applications use the 2.4 GHz band.
This includes WLAN systems (not necessarily of the type IEEE 802.11b), cordless
phones, wireless medical telemetry equipment and Bluetooth™ short-range wireless
applications, which include connecting printers to computers and connecting

modems or hands-free kits to mobile phones.

Does the 802.11 interfere with Bluetooth devices?

Any time devices are operated in the same frequency band, there is the potential for
interference.

Both the 802.11b and Bluetooth devices occupy the same2.4-to-2.483-GHz
unlicensed frequency range-the same band. But a Bluetooth device would not
interfere with other 802.11 devices much more than another 802.11 device would
interfere. While more collisions are possible with the introduction of a Bluetooth
device, they are also possible with the introduction of another 802.11 device, or a
new 2.4 GHz cordless phone for that matter. But, Bluetooth devices are usually
low-power, so the effects that a Bluetooth device may have on an 802.11 network, if

any, aren't far-reaching.

Can radio signals pass through walls?

Transmitting through a wall is possible depending upon the material used in its
construction. In general, metals and substances with high water content do not allow
radio waves to pass through. Metals reflect radio waves and concrete attenuates
radio waves. The amount of attenuation suffered in passing through concrete will be

a function of its thickness and amount of metal re-enforcement used.
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What are potential factors that

interference among WLAN products?

Factors of interference:

1. Obstacles: walls, ceilings, furniture... etc.

2. Building Materials: metal door, aluminum studs.

3. Electrical devices: microwaves, monitors, electric motors.
Solution:

1. Minimizing the number of walls and ceilings

2. Antenna is positioned for best reception

may

causes

3. Keep WLAN products away from electrical devices, e.g.: microwaves, monitors,

electric motors... etc.
4, Add additional APs if necessary.

What's the difference between a WLAN and a WWAN?

WLANs are generally privately owned, wireless systems that are deployed in a

corporation, warehouse, hospital, or educational campus setting. Data rates are high

and there are no per-packet charges for data transmission.

WWANSs are generally publicly shared data networks designed to provide coverage in

metropolitan areas and along traffic corridors. WWANs are owned by a service

provider or carrier. Data rates are low and charges are based on usage. Specialized

applications are characteristically designed around short, burst messaging.

What is Ad Hoc mode?

A wireless network consists of a number of stations without access points. Without

using an access point or any connection to a wired network.
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What is Infrastructure mode?

Infrastructure mode implies connectivity to a wired communications infrastructure. If
such connectivity is required the Access Points must be used to connect to the wired
LAN backbone. Wireless clients have their configurations set for "infrastructure

mode" in order to utilize access points relaying.

How many Access Points are required in a given area?

This depends on the surrounding terrain, the diameter of the client population, and
the number of clients. If an area is large with dispersed pockets of populations then

extension points can be used for extend coverage.

What is Direct-Sequence Spread Spectrum

Technology — (DSSS)?

DSSS spreads its signal continuously over a wide frequency band. DSSS maps the
information bearing bit-pattern at the sending station into a higher data rate bit
sequence using a "chipping" code. The chipping code (also known as processing gain)
introduces redundancy which allows data recovery if certain bit errors occur during
transmission. The FCC rules the minimum processing gain should be 10, typical

systems use processing gains of 20. IEEE 802.11b specifies the use of DSSS.

What is Frequency-hopping Spread Spectrum

Technology — (FHSS)?

FHSS uses a narrowband carrier which hops through a predefined sequence of
several frequencies at a specific rate. This avoids problems with fixed channel

narrowband noise and simple jamming. Both transmitter and receiver must have
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their hopping sequences synchronized to create the effect of a single "logical
channel”. To an unsynchronized receiver an FHSS transmission appears to be

short-duration impulse noise. 802.11 may use FHSS or DSSS.

Do | need the same kind of antenna on both sides of a

link?

No. Provided the antenna is optimally designed for 2.4GHz or 5GHz operation. WLAN

NICs often include an internal antenna which may provide sufficient reception.

What is the 2.4 Ghz Frequency range?

This frequency range has been set aside by the FCC, and is generally labeled the ISM
band. A few years ago Apple and several other large corporations requested that the
FCC allow the development of wireless networks within this frequency range. What
we have today is a protocol and system that allows for unlicensed use of radios
within a prescribed power level. The ISM band is populated by Industrial, Scientific
and Medical devices that are all low power devices, but can interfere with each

other.

What is Server Set ID (SSID)?

SSID is a configurable identification that allows clients to communicate to the
appropriate base station. With proper configuration, only clients that are configured
with the same SSID can communicate with base stations having the same SSID. SSID
from a security point of view acts as a simple single shared password between base

stations and clients.

What is an ESSID?
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ESSID stands for Extended Service Set Identifier and identifies the wireless LAN. The
ESSID of the mobile device must match the ESSID of the AP to communicate with the

AP. The ESSID is a 32-character maximum string and is case-sensitive.

How do | secure the data across an Access Point's radio

link?

Enable Wired Equivalency Protocol (WEP) or Wi-Fi Protected Access (WPA) to encrypt

the payload of packets sent across a radio link.

What is WEP?

Wired Equivalent Privacy. WEP is a security mechanism defined within the 802.11
standard and designed to make the security of the wireless medium equal to that of
a cable (wire). WEP data encryption was designed to prevent access to the network
by "intruders" and to prevent the capture of wireless LAN traffic through
eavesdropping. WEP allows the administrator to define a set of respective "Keys" for
each wireless network user based on a "Key String" passed through the WEP
encryption algorithm. Access is denied by anyone who does not have an assigned key.
WEP comes in 40/64-bit and 128-bit encryption key lengths. Note, WEP has shown to

have fundamental flaws in its key generation processing.

What is the difference between 40-bit and 64-bit WEP?

40 bit WEP & 64 bit WEP are the same encryption level and can interoperate. The
lower level of WEP encryption uses a 40 bit (10 Hex character) as "secret key" (set by
user), and a 24 bit "Initialization Vector" (not under user control) (40+24=64). Some
vendors refer to this level of WEP as 40 bit, others as 64 bit.
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What is a WEP key?

A WEP key is a user defined string of characters used to encrypt and decrypt data.

A WEP key is a user defined string of characters used to

encrypt and decrypt data?

128-bit WEP will not communicate with 64-bit WEP or 256-bit WEP Although 128 bit
WEP also uses a 24 bit Initialization Vector, but it uses a 104 bit as secret key. Users

need to use the same encryption level in order to make a connection.

Can the SSID be encrypted?

WEP, the encryption standard for 802.11, only encrypts the data packets not the
802.11 management packets and the SSID is in the beacon and probe management
messages. The SSID is not encrypted if WEP is turned on. The SSID goes over the air
in clear text. This makes obtaining the SSID easy by sniffing 802.11 wireless traffic.

By turning off the broadcast of SSID, can someone still

sniff the SSID?

Many APs by default have broadcasting the SSID turned on. Sniffers typically will find
the SSID in the broadcast beacon packets. Turning off the broadcast of SSID in the
beacon message (a common practice) does not prevent getting the SSID; since the
SSID is sent in the clear in the probe message when a client associates to an AP, a

sniffer just has to wait for a valid user to associate to the network to see the SSID.
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What are Insertion Attacks?

The insertion attacks are based on placing unauthorized devices on the wireless

network without going through a security process and review.

What is Wireless Sniffer?

An attacker can sniff and capture legitimate traffic. Many of the sniffer tools for
Ethernet are based on capturing the first part of the connection session, where the
data would typically include the username and password. An intruder can
masquerade as that user by using this captured information. An intruder who

monitors the wireless network can apply this same attack principle on the wireless.

What is the difference between Open System and

Shared Key of Authentication Type?

Open System:

The default authentication service that simply announces the desire to associate with
another station or access point. A station can authenticate with any other station or
access point using open system authentication if the receiving station designates

open system authentication.

Share Key:
The optional authentication that involves a more rigorous exchange of frames,
ensuring that the requesting station is authentic. For a station to use shared key

authentication, it must implement WEP.

What is 802.1x?

IEEE 802.1x Port-Based Network Access Control is an IEEE (Institute of Electrical and
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Electronics Engineers) standard, which specifies a standard mechanism for
authenticating, at the link layer (Layer 2), users' access to IEEE 802 networks such as
Ethernet (IEEE 802.3) and Wireless LAN (IEEE 802.11). For IEEE 802.11 WLAN, IEEE

802.1x authentication can be based on username/password or digital certificate.

What is the difference between No authentication
required, No access allowed and Authentication

required?

No authentication required—disables 802.1X and causes the port to transition to the
authorized state without any authentication exchange required. The port transmits
and receives normal traffic without 802.1X-based authentication of the client.

No access allowed—causes the port to remain in the unauthorized state, ignoring all
attempts by the client to authenticate. The switch cannot provide authentication
services to the client through the interface.

Authentication required—enables 802.1X and causes the port to begin in the
unauthorized state, allowing only EAPOL frames to be sent and received through the
port. The authentication process begins when the link state of the port transitions
from down to up, or when an EAPOL-start frame is received. The switch requests the
identity of the client and begins relaying authentication messages between the client
and the authentication server. Each client attempting to access the network is

uniquely identified by the switch by using the client's MAC address.

What is AAA?

AAA is the acronym for Authentication, Authorization, and Accounting and refers to
the idea of managing subscribers by controlling their access to the network, verifying
that they are who they say they are (via login name and password or MAC address)

and accounting for their network usage.
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What is RADIUS?

RADIUS stands for Remote Authentication Dial-In User Service. RADIUS is a standard
that has been implemented into several software packages and networking devices.
It allows user information to be sent to a central database running on a RADIUS

Server, where it is verified. RADIUS also provides a mechanism for accounting.

What is WPA?

WPA (Wi-Fi Protected Access) is a subset of the IEEE 802.11i security sepcification
draft. Key difference between WPA and WEP are user authentication and improve

data encryption.

What is WPA-PSK?

WPA-PSK (Wi-Fi Protected Access Pre-Shared Key) can be used if user do not have a
Radius server but still want to benefit from it. Because WPA-PSK only requires a
single password to be entered on wireless AP/gateway and wireless client. As long

as the passwords match, a client will be granted access to the WLAN.

What is WPA2?

WPA2 (Wi-Fi Protected Access 2) which security is a higher level then WPA, cause it
brings AES-base algorithm and CCMP in it and offers stronger encryption then WPA
uses (TKIP). WPA2 encryption keys that are used for each client on the network are
unique and specific to that client. Eventually, each packet which is sent over the air is
encrypted with a unique key. The higher security is enhanced with the use of a new

and unique encryption key because there is no key reuse.

All contents copyright (c) 2011 ZyXEL Communications Corporation.
82






