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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com
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European Community Declarations
Manufacturer:  DrayTek Corp.

Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu County, Taiwan
303
Product: Vigor300B

DrayTek Corp. declares that Vigor300B of routers are in compliance with the following essential requirements
and other relevant provisions of EC, Directive 2004/108/EC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class A.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/SupportDLRTTECE.php#.

2 ce
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Chapter 1: Preface

Vigor300B, a firewall broadband router with multi-WAN interface, can connect to
xDSL/cable/VVDSL2/Ethernet FTTx. The multi-WAN and LAN switch facilitate unified
communication applications in business CO/remote site to handle large data from subscribed
fatter pipe. The state-of-art routing feature, and multi-WAN provide integrated benefits for
professional users and small offices.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

CEhTe] Cancel current settings and recover to the previous saved settings.

-
P

U Clear all the selections and parameters settings, including selection from

drop-down list. All the values must be reset with factory default settings.

add Add new settings for specified item.

Et Edit the settings for the selected item.

Delete Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 4 for detailed
explanation.

1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first. The displays of LED indicators and connectors for the routers are different
slightly.

Vigor300B Series User's Guide 1 Drﬂ’y TEk



Description for LED

Vigor300B

Multi-WAN Load Boloncer

Status

581

seaasaic

usng

Explanation

ACT (Activity) Blinking The router is powered on and running
normally.
Off The router is powered off.
DoS On The DoS/DDoS function is active.
Blinking It will blink while detecting an attack.
DMZ On DMZ Host is specified in certain site.
Off DMZ Host is inactive.
WAN1 ~ WAN4 On The WAN1 or WAN2 connection is ready.
Blinking It will blink while transmitting data.
USB1 ~ USB2 On USB device is connected and ready for use.
Blinking The data is transmitting.
LED on Connector
Left LED On The port is connected.
LAN 1/2 (Green) Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is disconnected with 10/100Mbps.
Left LED On The port is connected.
WAN 1/2/3/4 | (Green) Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
(Green) Off The port is disconnected with 10/100Mbps.

DrayTek
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Connectors

usH

[ ] @ @

ACT DoS DMZ -

L e 8

WAN1 WANZ USB1 -

e @

- IANZ WA 15 e [
= Gigal » A 2 3 @ .

Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

LAN1/2 (Giga) Connecters for local networked devices.
WAN1/2/3/4 Connecters for remote networked devices.

(Giga)

USB1/2 Connecter for Mobile HDD, 3G Modem or printer.

- TI Connecter for a power cord.
e I 0. ON/OFF - Power switch.

Vigor300B Series User's Guide 3 Dra’y Tek



1.3 Hardware Installation

1.3.1 Network Connection

Before starting to configure the router, you have to connect your devices correctly.

1.
2.

Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of Vigor300B.

Connect the other end of the cable (RJ-45) to the Ethernet port on your computer (that
device also can connect to other computers to form a small area network). The LAN
LED for that port on the front panel will light up.

Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router
with Ethernet cable (RJ-45).

Connect the power cord to Vigor300B’s power port on the rear panel, and the other
side into a wall outlet.

Power on the device by pressing down the power switch on the rear panel. The PWR
LED should be ON.

The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

Below shows an outline of the hardware installation for your reference.

4

Power cable

o
ol

DrayTek

o =

T Cgetan o1

DrayTek
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1.3.2 Rack-Mount and Wall-Mount Installation

The Vigor300B can be mounted on the wall by using standard brackets shown below.

Before mounting the router on the wall or the rack, you have to make sure that power is OFF.
Remember to remove the power cable and all network interface cables, and consider the
cable limitations and the wall structure when choosing a wall for mounting.

Do the following steps to mount the router on rack:

1.  Attach the brackets on each side of the chassis by using the machine screws. Each side
requires four screws.

MACHINE SCREWS
M3xEmm

2.  Make the holes on the brackets align to the holes on the rack. Use machine screws to
fasten the brackets on the rack. Each side requires two screws.

MS5x11,5mm g

19"Rack

\
| o020 @ o 0 B o B o 0 o 2 @ &)

Vigor300B Series User's Guide 5 Dray Tek



Do the following steps to mount the router on wall:

1.  Attach the brackets on each side of the chassis by using the machine screws. Each side
requires two screws.

M3xEmm

\
\
Y

2. Locate the wall studs for attaching the router. Drill wall-mount screw holes and put the
studs on the holes first.

3. Make the reserved holes on the brackets align to the studs on the wall. Use machine
screws to fasten the brackets on the wall. Each side requires two screws.

=

SELF-TAPPING SCREWS
M3, 5x18mm

Wall

Note: Make the front and the rear of the chassis being perpendicular to the floor. The
front panel should be installed upward that you can read the LEDs.

6 Vigor300B Series User's Guide

DrayTek



Chapter 2: Initial Configuration

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP

L dynamically from the router or set up the IP address of the computer to be
the same subnet as the default IP address of Vigor router 192.168.1.1.
For the detailed information, please refer to the later section - Trouble
Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values on the window for
the first time accessing. The default value for user name is admin and the password is
admin. Next, click Login.

DrayTek s P PI&L):

User: admin
Password: eseeee

English w Login

Vigor300B Series User's Guide 7 Dra’y TCk



3. Now, the Main Screen will pop up.

DrayTek _Vl'gor3OOB Login: Admin

4N Refresh
Auto Logout : |S11in A Device Information System Information
Quick Start Wizard Mogel Vigora00B CPU Usage zs%_
Online Status Hardware 1.0 :
Pom U 12 %_
Firmwsare : 1.0.5RC2 it i
| Build Date 2012-05-31 17:12:08 Coprocsssor : CPU Usage:0% Memory Usage:1%
Revision : 14 System Up Time 0 days 2:44:53
Current System Time : Sat Jan 1 10:44:51 UTC 2011
Objects Setting 1Pv4 P&
User Management Profile  Connectio Uptime  MAC Protocol [P Gateway DNS RK Packet: TX Packet: Operation
Applications lan1 up 0 days Z:4... 00:50:7FF... static(NAT) 192.168.1.1 116 2408
Bandwidth Management wani down 0 days 0:0:0 12:31:55:6... none(NAT) 0 0
System Maintenance
External Devices
Product Registration
! I J v
L]

4.  Go to System Maintenance page and choose Administrator Password.

System Maintenance >> Administrator Password

| Administrator Password |

Original Password : sesssse

New Password : LLLLL]

Confirm Password : sesss

‘ =1 ooy ‘

5. Enter the login password (admin) on the field of Original Password. Type a new one
in the field of New Password and retype it on the field of Confirm Password. Then
click Apply to continue.

6. Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.

Drdy TEk 8 Vigor300B Series User's Guide



2.2 Quick Start Wizard

Quick Start Wizard is a wizard which is designed for configuring your router accessing
Internet with simply steps. In the Quick Start Wizard group, you can configure the router to
access the Internet with different modes such as Static, DHCP, PPPoE, or PPTP modes.

For most users, Internet access is the primary application. The router supports the Ethernet
WAN interface for Internet access.

Click Quick Start Wizard from the home page. Quick Start Wizard will guide the user to
select proper LAN interface profile, WAN interface profile and select proper protocol for
connection. The following will explain in more detail for the various broadband access
configurations.

2.2.1 Step 1 - Specifying the WAN Profile

In the first page of Quick Start Wizard, please choose a WAN profile and specify IPv4
protocol.

Quick Start Wizard

Step 1
Profile : wani »
IPv4 Protocol Static W

b 7| K Next mm allﬂncel

Available parameters are listed as follows:

Item Description

Profile Use the drop down list to choose one of the WAN profiles
for modifying.

wani W

wan

wWan

wani

wans

IPv4 Protocol Use the drop down list to choose the type for the IPv4
protocol for such profile.

Vigor300B Series User's Guide 9 Dray TEk



PPPoE v

Static
DHCP
PPEoE

Static - If Static is selected, you can manually assign a static
IP address to the WAN interface and complete the
configuration by applying the settings and rebooting
your router. Please type in values for IP address,
Subnet Mask, Gateway IP Address and DNS
Server IP Address specified by your ISP, and then
click Next.

DHCP - It allows a user to obtain an IP address
automatically from a DHCP server on the Internet. If
you choose DHCP mode, the DHCP server of your
ISP will assign a dynamic IP address for Vigor300B
automatically. It is not necessary for you to assign
any setting. (Host Name and Domain Name are
required for some ISPs).

PPPoE - PPPoE stands for Point-to-Point Protocol over
Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users
through an Ethernet to the Internet with a common
broadband medium, such as a single DSL line,
wireless device or cable modem. All the users over
the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All
local users can share one PPPoE connection for
accessing the Internet. Your service provider will
provide you information about user name, password,
and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point
Protocol over Ethernet) connection, please select
PPPoE for this router to get the following page.
Enter the username and password provided by your
ISP on the web page.

Next

Click it to access into the Step 2 page.

Cancel

Click it to discard all the settings.

When you finish the above settings, please click Next to go to next page.

DrayTek
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2.2.2 Step 2 - Configuring the Selected Protocol

After clicking Next, you can see the following page which will vary according to the IPv4
protocol type selected in Step 1.

IP Address : a0 0 0

TFCE JCC CLC

Subnet Mask : 255.255.255. ]

Gateway IP Address :

€y add [5] save

DHS Server IP Address

If Static is selected

If Static is selected, the following screen will appear. You can manually assign a static IP
address to the WAN interface and complete the configuration by applying the settings and
rebooting your router. Please type in values for Static IP address, Static Mask, Static
Gateway and Static DNS specified by your ISP, and then click Next.

Quick Start Wizard

Step 2
IP Address - 172 . 15 . 3 . 103
Subnet Mask : 255.255.255. e
Gateway IP Address 172 _ 18 _ 1 _ 1 ™™ | (optional)
Cy add [2] save
DNS Server IP Address
DNS Server IP Address : Mo items to show.

N Previous L % H Finizh Q Cancel

Available parameters are listed as follows:

Item Description
IP Address Type a public IP address for such WAN profile.

Vigor300B Series User's Guide 1 Dray TCk



Subnet Mask Choose the static mask from the drop down list.

Gateway IP Address Type a public gateway address for such WAN profile.

- click it to remove the IP address if you are not satisfied

with it.
DNS Server IP Type a public IP address as the primary DNS (Domain Name
Address Server). To add a new IP address, simply Add. Four boxes will

appear for you to type the IP address. When you finish the
settings, click Save.

©y aod [S] save

DNS Server IP Address

5 1 1 (i

| 168

[1s]

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny boxes
one by one.

Save — After finished the IP address configuration, click it to
save the setting onto the router.

© add [F] save

DHS Server IP Address

168.95.1.1 1]

W} _ click the icon to remove the selected entry.

Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to exit the wizard without saving the configuration.

When you finished the above settings, please click Finish.

DraYTEk 12 Vigor300B Series User's Guide



If DHCP is selected

DHCP allows a user to obtain an IP address automatically from a DHCP server on the
Internet. If you choose DHCP mode, the DHCP server of your ISP will assign a dynamic IP
address for Vigor300B automatically. It is not necessary for you to assign any setting. (Host
Name is required for some ISPs).

Quick Start Wizard
Step 2

Host Hame :

(Optional

S Previous | K [ Finizh &3 cancal

Available parameters are listed as follows:

Item Description

Host Name (Optional) | Type a name as the host name for identification.

Previous Click it to return to previous setting page.

Finish Click it to finish the configuration.

Cancel Click it to exit the wizard without saving the configuration.

When you finished the above settings, please click Finish.

Vigor300B Series User’s Guide
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If PPPOE is selected

PPPoOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point Protocol over Ethernet) connection,
please select PPPoE for this router to get the following page. Enter the username and
password provided by your ISP on the web page.

Ouick Start Wizard

Step 2
Username : FIFEEE3SE@hinet net
Password : LTI LT Y T

'; Prewvious | & E Finizh I.;] Cancel

Available parameters are listed as follows:

Item Description

Username Type in the username provided by ISP in this field.
Password Type in the password provided by ISP in this field.
Previous Click it to return to previous setting page.

Finish Click it to finish the configuration.

Cancel Click it to exit the wizard without saving the configuration.
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When you finished the above settings, please click Finish. Later, you can surf the Internet at
any time.

T NN R P b P Tt W |
o

Saving Wizard Configuration...

When the following screen appears, it means you have finished the Quick Start Wizard
configuration.

Note .

= - Vizard Setting Complete
1/
iy

oK
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2.3 Register Vigor Router

Please follow the steps below to register the router.

1 Before using such function, please register your router online first. Log into the web
configurator of Vigor300B and click Product Registration.

|

External Devices

Product Registration

2 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.
Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and

RN & 4 services!
UserName : |james_fae |
Password : |o....... |
Auth Code : t xxhdd

If you cannot read the word,click here

Forgotten password Login l

Don't have a MyVigor Account ? Create an account now

Became the MyVigor member, vou can recslve the e-newslelfer update.
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3 The following page will be displayed after you logging in MyVigor. From this page,
please click Add.

DrayTek

My Information

D About Us Welcome james_fae

& Product Last Login Time : 2011-08-24 09:39:13
Last Login From : 123.110.144.220

Q@ My Information Current Login Time : 2011-08-24 23:01:15

Current Login From : 114.37.142.184

RowNo : PageNo :E

7. VigorACS Sl

= Vigor Series

e Management
Serial Number { D N
& Product Host ID evice Name
AEgsiie 104001703857  Viger2710  Vigor2710 -
0 Customer Survey 200807100001 VigorPro5300 VigorPro5300 -
200911030001 ryan VigorProh300 =

Note: Below the field of Your Device List, all the Vigor routers that you have
registered to MyVigor website will be displayed in sequence.

4 When the following page appears, please type in Nick Name (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the
box of Registration Date). After adding the basic information for the router, please click

Submit.
DrayTek : My Vigo
T —. seom Lo
D tbout Us My Product Search for this site
& Praduct

Registration Device
9 My Information g

. VigorACS SI Serial number : 2011082214320301

<= Vigor Series Nickname : * vigor3nos
o Management Registration Date © 08-24-2011
Product Usage : - Select-

Registration

- Product Rating : — Select — ~ i

e e ing | Your opinion so far)
No. of Employees : —Select— ¥ [In total within your company |
Supplier : [ Where you bought it from |
Date of Purchase : [ mme-dd-yyyy |

Internet Connection : *

] Cable [ ADSL [ vDsL [ Fiber
3G ] WiMAK [1LTE
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5  Now, your router information has been added to the database. Click OK to leave this
web page and return to My Information web page.

Your device has heen successfully added to the database.

oK)

6  Take a look at the page of My Information, the new added Vigor300B is listed under
Your Device List.

Dray Tek

D abowt
b ‘Welcome, drayiekiae
O Product Last Login Time : 20011-08-24 09:39:13
Last Login From : 123.110.144.220
S0 Wy Intormistion Current Login Time : 2001-08-24 23:00:15
. VigorACS S1 Current Login From : 114,37.142.184

AowMo : 5 * PageMo: 2 %

- Vigor Series

=] Management
 Serial Number/Host D | Device Name 1 Model | Note
201007071 44501

5 Customer Surcy

Yigoe3 300V Wigor 3300 -
201007081 05301 Vigor2B20 VigorZB20
201010051 04801 Vigor2 71 0vn VigerZ 710
PAL T FA TR ] Vigor2 320 MigorZ 320
201108221 4320301 vigor2D0B Vigor2960 ]
+
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Chapter 3: Application and
Tutorial

3.1 How to Configure Load Balance with Multi-WAN on
Vigor300B~?

There are two different LANs configured in the following figure. One is for Sale
(192.168.1.1/24) and the other is for FAE(192.168.2.1/24). Sale's LAN will be configured to
go Internet always via WAN1. When WANL is down, Sale's LAN will automatically failover
to WANZ2. FAE's LAN will be configured to go Internet always via WAN2, but when WAN2
is down Sale's LAN will automatically failover to WANL.

WAN1 WAN2
123.123.123.123 223.223.223.223

When WAN1 is down,
LAN1 will automatically
failover to WAN2.

When WAN2Z2 is down,
LAN2 will automatically
failover to WAN1.

Vigor300B

LAN1
192.168.1.1/24

IP: 192.168.1.10/24 PC1|p ‘ ‘Pcz IP: 192.168.2.10/24
Gateway: 192.168.1.1 Gateway: 192.168.2.1

LAN2
192.168.2.1/24
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1. Access into the web configurator page of Vigor300B.

2. Goto LAN>>General Setup to create a profile for LAN1 (192.168.1.1/24).

Vl'gor 300B 14:29:41 Login: Admin

LAN >> General Setup >> General Setup

SN IGenem\ Setup ” DHCP | DHCPRelay | RADVD || DHEPG |

Quick Start Wizard

Add Edit  [f] Delete 4™ Refresh Frof
Online Status Iﬂ; >e [m e

WAN Profile Enable This Prc Description VLAN ID |Pvd4 Protocol IPv6 Protocol

LAN lan1 true 10 static Link-Local

General Setup
IP Routing

Static Route

Switch

m

Bind IP to MAC

RIP Configuration

MAT

Firewall

Objects Setting
User Management

Applications | =

Bandwidth Management

System Maintenance

n el

< i ET

3. Click Add to open the following page.

General Setup =[x 1]
Profile : lani
Enable This Profile
Description {(Optional)
VLANID : 10
Default MAC Address : (3 Enable () Disable
MAC Address |r_||;| |: 50 |:|'.-'1' |:|r_Jr:i |:|rel |:|5g |
IPv4 Protocol : static A
Mode : AT v
IP Address : 192 188 1 1
Subnet Mask : |255.255.255.D |v |
Gateway IP Address : ) i ] |m|-. | {Optionaly
T Add Save
IE Subnet Mask Mode
Ma iterns to show,
2nd Subnet
. (=l
(= m | 3
Apply () Cancel ‘

Type the information specified for LAN1 profile, then click Apply to save the settings
and exit the screen.
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4.  Click Add again to create a profile for LAN2 (192.168.2.1/24).

General Qetilp o ><
Profile : lanz
Enable This Profile
Description : (Optional)
VLANID : 11
Default MAC Address © () Enable () Disable
MAC Address : |L|[| |:|5r_| |:|Ff |:|»7.|:1 |:|ei |:|59 |
IPv4 Protocol static L
WMode : NAT v
IP Address : 1920 | [188 | |4 oL
Subnet Mask : !255.255.255.0 |v|
. s .
Gateway IP Address : } : I |n1|l | (Dptianal)
€y pdd [5] save
IP Subnet Mask Mode
Mo items to show,
2nd Subnet
[ m | [
[ apply (3 Cancel ‘

Type the information specified for LAN2 profile, then click Apply to save the settings
and exit the screen.

5. Open WAN >> Load Balance and click the Pool tab.

i DrGYTek Vfgor3OOB 14:22:12 Login: Admin

WAHN >> Load Balance >> Pool

G | Fool || Rule |

Quick Start Wizard

Prof

Add Edit  [fJ] Delet ™ Refresh
Online Status © X Il Deete 65 Refres

ﬁ Profile Mode Interface Primary Profile  Backup Profile

General Setup No items to show

Default Route

Load Balance

Firewall

Objects Setting

User Management
Applications
Bandwidth Management

System Maintenance

External Devices

(al ] o

il [

Product Registration

o

Vigor300B Series User's Guide 21 DFGYTek



6. Click Add under the Pool tab to create a profile (e.g., WAN1IWAN2) for automatic
Load Balance between WAN1 and WAN2. Choose Load_Balance as the Mode

option.

Pool

Mode Load_Balance

Profile : ygam10iar 2

Mode : |Lead_Balance w

Lead_Balance
Failover

Click the Load_Balance tab to open the following page.

U Apply @ Cancel

7.
Pool

Mode Load_Balance
©y add [ save
Interface Wieight
wean 1 m
Wwan2 1 ﬂ

Interface :

] 2pply (@ cancel

Setup the Weights (e.g, “1”) of WAN1 and WANZ2 as you want. In this case ratio of

WAN1 and WANZ2 is 1:1. Also, you can type 2 and 1 for WAN1 and WAN2, then the
ratio of line speed of WAN 1and line speed of WAN 2 will be 2:1.

8.

After clicking Apply, the created profile will be shown on the screen.

Auto Logout ; | Off
Quick Start Wizard
Online Status

WAN
General Setup
Default Route

Load Balance

Switch

DrayTek

WAN >=> Load Balance >> Pool

Pool Rule

€y Add £ Edit  [f] Delete ¢ Refresh Frofile Mumber Li
Profile Mode Interface Primary Profile Backup Profile
WANTYWANZ Load_Balance wand 1 wan2 4
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9. Open WAN >> Load-Balance and click the Rule tab.

| DrayTek

Vigor300B

VVAN »>> Load Balance >> Rule

14:22:48 Login: Admin

“ Rule |

Quick Start Wizard

Online Status

General Setup

Default Route
Load Balance

Switch

Dbjects Setting
User Management

Applications

Bandwidth Management

System Maintenance

External Devices

€y Add £ et [[] Delete G Refresh 4 MovelUp ¥ Move Down

Profile  Enable T Protocol Sourcel Sourcel

i Load Balar

No items to show.

Product Registration [ el

m E‘

|

B3]

10. Click Add to create a profile for Rulel accepting the data coming from 192.168.1.0/24
which always goes Internet via WAN1 when WANL1 is up. Type the information
specified for such rule. (e.g., Rulel for Profile; 192.168.1.0 for Source IP Address;
wanl for Load Balance Pool/WAN Profile and so on). Next, click Apply to save and

exit.
Rule =3
Profile : Fule
Enable This Profile
Protocol : |A|-|- | v |
Source IP Address 182 168 1 0 |nfﬁ_ | (Optionaly
Source Mask : 255.255.255.0 | w | (Optional)
Destination IP Address - |m | (Optional
Destination Mask : 255.258.255.0 | W |(Dptiuna|}
Load Balance Pool VAN Profile : | want v |
E Apply @ Cancel
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11. Click Add again to create a profile for Rule2 accepting 192.168.2.0/24 which always
goes Internet via WAN2 when WANZ2 is up.

Rule =3

Profile : Rulez

[¥] Enable This Profile

Protocol : ALL v

Source IP Address L 2 0 m= | (Optional
Source Mask : 255.255.255. w [ (Optional

Destination IP Address : _ _ _ J'Hr, (Optional
Destination Mask : 255.255.255. w | (Optional

Load Balance PoolWAN Profile : [wanZ w

ﬂ Apphy @ Cancel

12. After clicking Apply, the created profiles will be shown on the screen.

WAN =>> Load Balance >> Rule

Awto Logout : Off v e T

Quick Start Wizard = =
@y Add £ Edit  [[] Delete % Refresh 4 Move Up ¥ hove Down

Online Status
| Profile Enable This Protocol  Source IP A Source Mas Destination Destination Destination Destination Load Balat
General Setup Rulet true ALL 192.168.1.0 255.255.25¢ 266.255.25¢ want
Default Route Rule2 true ALL 192.168.2.0 255.255.25¢ 255.255.25¢ wan2
Load Balance

13. Next, open WAN >> Default Route. Choose the profile of “WAN1IWAN2” as WAN
Profile/Loadbalance Pool Name.

WAN >> Default Route

Auto Logout : |0 k=

Default Route
Quick Start Wizard
Online Status T
WAN Profile Loadbalance Pool Name | WANTYWANZ v
et 1 wani
General Setup wWan2
Default Route wan3
=Ta
Load Balance | AN AN |
Switch :

Note: The priority of WAN >> Load Balance>>Rule is higher than WAN >>
Default Route.

Now, you have completed the configuration. Next time, when WANL is down, the
connection for PCs behind Sale's LAN (192.168.1.1/24) will automatically failover to
WAN2.

Dray Tek 24 Vigor300B Series User's Guide



Chapter 4: Advanced
Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 3.

4.1 WAN Setup

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the General Setup link.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private 1P address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
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via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

General Setup

Default Route

Load Balance

Switch

4.1.1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN profiles in details.

This router supports multi-WAN function. It allows users to access Internet and combine the
bandwidth of the WAN profiles to speed up the transmission through the network. Each
WAN port can connect to different ISPs, even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation.

~
Drdy Tek Vigor300B 14:18:28 Login: Admin = [N
WAN »> General Setup
Auto Logout : |Off v
Quick Start Wizard
Online Status XK Edt Gh Refresn
A Profile Enable This Descriptior VLAN ID VLAN Tag Port IPv4 Protoc IPvG Protoco
wani falze 10 Dizable WANT Nong Link-Local
Default Route wanz falke il Dizable WVIANZ Nonge Link-Local
Load Balance wand falze 12 Dizable WAN3 None Link-Local
Switch wans falke 13 Dizable VAN Nonge Link-Local
S
St
e —
External Devices
Product Registration
v
< F

Each item will be explained as follows:

Item Description

Edit Modify the selected WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.
Refresh Renew current web page.
Profile Display the profile name.
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Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

Description Display a brief explanation for such profile.

VLAN ID Display the VLAN ID of the profile.

VLAN Tag If the data transmitted with tag, Enable will be displayed in
this field. Otherwise, Disable will be shown instead.

Port Display the physical WAN interface for such profile.

IPv4 Protocol Type Display the IPv4 protocol selected by the profile.

IPv6 Protocol Type Display the IPv6 protocol selected by the profile.

How to edit the WAN profile

1. Open WAN>>General Setup. Choose wanl/wan2/wan3/wan4 profile and click the
Edit button to open the following dialog. Only the tab of the protocol specified in 1Pv4
Protocol field will be available for you to modify. If you want to change and specify
another connection mode for such WAN profile, remember to choose the mode from
the drop down list of 1Pv4 Protocol.

General Setup - | X

Globkal

Profile : wani

Enakle This Profile

Description : (Optiona
WVLANID : 10

VLAN Tag : Dizakle N

Port : VAN

Default MAC Address : (%) Enable () Disable

Mode : AT v
IPv4 Protocol Nong v
IPvE Protocol Link-Local v

H Apply Q Cancel

Available parameters for global configuration are listed as follows:

Item Description

Profile Type a name for such profile.

Enable This Profile | Check this box to enable such profile.

Description Give the brief description for such profile.
VLAN 1D Type the VLAN ID number for such profile.
VLAN Tag Enable — Click it to enable the function of VLAN Tag. Data
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transmitted through the router will not be tagged with any
number.

Disable — Click it to disable the function of VLAN Tag.
Data transmitted through the router will be tagged with
specified number for identification.

Port Display the physical WAN interface for such profile.
Default MAC Enable — Click it to enable the default MAC address for
Address such profile.
Disable — Click it to type the MAC address manually for
such profile.
MAC Address - Specify the MAC address for such profile if
you click Disable for Default MAC address. In default, the
system will determine it automatically.
Mode

Determine such profile will be used for NAT or routing.
ROUTIMNG v

MAT
ROUTIMG

IPv4 Protocol

There are four connection modes for you to specify for IPv4
protocol type. Each mode will bring up different web page.

PPPoE w

MNone

Static
OHCP
PPPoE

IPv6 Protocol

There are four connection modes for you to specify for IPv6
protocol type. Each mode will bring up different web page.

Link-Local W

Link-Local
Static
DHCP-1A_MA
DHCP-1A_FPD

Global configuration allows you to enable the profile, give a brief explanation for such
profile, specify the VLAN ID, specify MAC address, choose IPv4 and IPv6 protocol,
and specify the mode of the data transmission (NAT or Routing).
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Different IPv4 and IPv6 protocol types specified will bring up different configuration
web page.

If you choose Static as IPv4 protocol type, click the Static tab to open the following

page:

General Setup

Glebal

IP Address :

Subnet Mask :

Gateway IP Address :

DNS Server IP Address .

] 0 0 0

255.255.255.0 ¥

€y add [2] save
DNS Server IP Address

Mo items to show.

Cy add [5] save
1P Subnet Mask

m »

H Apply -.‘3 Cancel

Available parameters are listed as follows:

ltem

Description

IP Address

Type the IP address specified for such profile.

Subnet Mask

Use the drop down list to choose the subnet mask for such
profile.

Gateway IP
Address

Type a public gateway address for such WAN profile.

- click it to remove the IP address if you are not
satisfied with it.

DNS Server IP
Address

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny
boxes one by one.

) Add [ save
DNS Server IP Address

JHS Server IP Address 188 9z 1 1| ﬂ:[l

Save — After finished the IP address configuration, click
Save to save the setting onto the router.
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T3 2dd [ save
DS Server IP Address

168.85.1.1 m

W' _ click the icon to remove the selected entry.

IP Alias Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny
boxes one by one.

) add [ save

P Subnet Mask

IP Alias : 192 1538 1 a5 2552552550 v ||

Save — After finished the IP address configuration, click
Save to save the setting onto the router.

©y add [ save
IP Subnet Mask
IP Alias : 182.168.1.85 255.255.255.0 |m

W' _ click the icon to remove the selected entry.

MTU/MRU Type the value of MTU/MRU. The default value is 1500.
Connection Select a detecting mode for this WAN interface. There are
Detection Mode three ways ARP, PING and HTTP supported in Vigor

router for you to choose to send the request out.

FING v

MHone

ARP

PING

HTTF
Connection Add - Click this button to have a field for adding a new IP
Detection Host address. Assign an IP address or Domain name as a

destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down. This function
is available when Connection Detection Mode is set with
PING or HTTP.
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Ty Add [ save
Connection Detection Hos!
192.168.1.28 m

Connection Detection Host

Save — click this button to save the setting.

Wl _ click the icon to remove the selected entry.

Connection Assign an interval period of time for each detecting.
Detection Interval

Connection Assign detecting times to ensure the connection of the WAN
Detection Retry interface. After passing the times you set in this field and no

reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose DHCP as IPv4 protocol type, click the DHCP Tab to open the
following page:

¥
| General Setup - X
Glokal DHCP
1
| Host Hame : {Optional
€3 add [E] save
1P Subnet Mask
IP Alias :

No items to show.

MTU/MRU : 1500

Connection Detection Mode : |Nong w

H Apphy -.3 Cancel

Available parameters are listed as follows:

Item Description
Host Name Type a name as the host name for identification.
(Optional)
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IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

Add - To add a new IP address, click Add. Type the IP
address and use the drop down list to specify the subnet
mask. Next, click Save. The new one will be added and
displayed on the field under the box.

Ty add | ] save

IP Subnet Mask
182.168.1.96 255,255 .255.0 []h

Save — Click this button to save the setting.

W _ click the icon to remove the selected entry.

MTU/MRU

It means Max Transmit Unit for packet. The default setting
is 1500.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
three ways ARP, PING and HTTP supported in Vigor
router for you to choose to send the request out.

FIMNG w

MHane
ARP

PIrG
HTTF

Connection
Detection Host

Add - click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down. This function is
available when Connection Detection Mode is set with
PING or HTTP.

Cy add [ save

Connection Detection Host

192.168.1.28 m

Connection Detection Host

Save — Click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
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interface will be regarded as breaking down.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

If you choose PPPoE as IPv4 protocol type, click the PPPoE Tab to open the

following page:

General Setup - || 2
Glokal PPPoE
Username :
Password :
MTU/MRU : 1452
Debug () Enable () Disable
Alvays On {(3) Enable () Disahle -
Fixed IP : (1 Enable (%) Disable
Connection Detection Mode : |None v
€3 add [ save
1P Subnet Mask
P Alias - Mo items to show. -

H Apply -.3 Cancel

Available parameters are listed as follows:

Item Description

Username Type the user name offered by your ISP.

Password Type the password offered by your ISP.

MTU/MRU Type the value of MTU/MRU. The default value is 1492.

Debug Click Enable to display the PPPOE debug message in
Syslog. The default setting is Disable.

Always On Enable - Click it to enable the function of Always On. The
router will keep network connection all the time.
Disable — Click it to disable the function of Always On.

Fixed IP Enable - Click it to enable the function of Always On. The
router will keep network connection all the time.
Disable — Click it to disable the function of Always On.
Fixed IP Address — Type an IP address here if you choose
Enable for Fixed IP.

Connection Select a detecting mode for this WAN interface. There are

Detection Mode

two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.
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PIMNG w

Mone
PG
HTTF

Connection
Detection Host

If you choose PING/HTTP as Connection Detection Mode,
you have to specify the detection host address in this field.
Use the default setting.

Add - Click this button to have a field for adding a new IP
address. Assign an IP address or Domain name as a
destination to be detected whether the host is active (sending
reply to the router) or not. If not, the connection of WAN
interface will be regarded as breaking down. This function
is available when Connection Detection Mode is set with
PING or HTTP.

©y add [E] Save

Connection Detection Hos!

192.168.1.28 m

Connection Detection Host

Save — Click this button to save the setting.

W' _ click the icon to remove the selected entry.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

Add - Click this button to display the IP address field for
adding a new IP address. Type the IP address on the tiny
boxes one by one.

©y add [ save
P Subnet Mask

IP Alias : 192 1538 1 a5 2552552550 v ||

Save — After finished the IP address configuration, click
Save to save the setting onto the router.
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€y 2dd [ save
IP Subnet Mask
IP Alias : 182.168.1.85 255.255.255.0 m

W' _ click the icon to remove the selected entry.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose DMZ (only available in wan4 profile) as IPv4 protocol type, click the
DMZ Tab to open the following page:

General Setup -

Global
|
|
DMZ Mode : NAT v
IP Address : 0 0 0 0
| . . .
1 CE 2EC FEC

| Subnet Mask ; |[255.255.255, >

H Apply -.3 Cancel

Available parameters are listed as follows if you choose NAT as DMZ Mode:

Item Description

DMZ Mode Choose NAT or Routing as DMZ mode.
NAT
Routing
255,255,255, W

IP Address Type the IP address specified for such profile.

Subnet Mask Use the drop down list to choose the subnet mask for such
profile.

Apply Click it to save the configuration and exit the dialog.

Vigor300B Series User's Guide 35 Dra’y Tek



Cancel Click it to exit the dialog without saving the configuration.

General Setup =[]
|
| Global DMZ
|
DMZ Mode : Routing "
DIMZ Qutgoing Interface : v

| ©3 add [E] save
DMZ Host IP List

DMZ Host IP List: No iteme to =how

cp e e g e op e

H Apply Q Cancel

Available parameters are listed as follows if you choose Routing as DMZ Mode:

Item Description
DMZ Mode Choose NAT or Routing as DMZ mode.
Routing w
NAT
Routing
DMZ Outgoing Choose any on the WAN interfaces for DMZ outgoing.
Interface

W
WAN1
WANZ

VAN

DMZ Host IP List Enter the private IP address of the DMZ host.
Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose Link-Local as IPv6 protocol type

Link-Local address is used for communicating with neighbouring nodes on the same
link. It is defined by the address prefix fe80::/64. You don't need to setup Link-Local
address manually for it is generated automatically according to your MAC Address.
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® If you choose Static as IPv6 protocol type, click the StaticV6 tab to open the
following page:

General Setup = || %

Global PPPoE

IPvG Address :

IPvE Prefix Length ; g4

IPvE Gateway Address ; (Optional)
€y add [2] save
IPvE DNS Server Address

Mo items to show.

IPvG DNS Server Address :

H Apply Q Cancel

Available parameters are listed as follows:

Item Description
IPv6 Address Type the IP address for such protocol.
IPv6 Prefix Length | Type your IPv6 address prefix length.
IPv6 Gateway Type your IPv6 gateway address.
Address
IPv6 DNS Server Type your IPv6 primary DNS Server address.
Address
Ty add 5] Save
IPvi DNS Server Address
192.168.1.8 i
IPvi DNS Server Address .
Add — Click this button to have a field for adding a new IP
address.
Save — Click this button to save the setting.
Wl _ click the icon to remove the selected entry.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.
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® If you choose DHCP-1A_NA as IPv6 protocol type, click the DHCPV6 Tab to open
the following page:

General Setup

Global

DHCPwE(IA_NA) Gateway Address : (Optional
€y add [ save
|
| DHCPwE(IA_NA) DNS Address
Mo items to show.
DHCPwE(lA_NA) DNS Address .
H Apphy {3 Cancel
Available parameters are listed as follows:
Item Description
DHCP (IA_NA) Type the gateway IP address for IPv6 DHCP IA_NA mode.
Gateway Address
DHCP (IA_NA) Add - Click this button to type primary DNS server address
DNS Address for IPVe.
©y rdd [ save
DHCPVG{IA_NA) DNS Addre¢
192.168.1.29 m
DHCPwG{IA_NA) DNS Address :
Save — Click this button to save the setting.
[ _ click the icon to remove the selected entry.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.
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® If you choose DHCP-IA_PD as IPv6 protocol type

It is not necessary for you to configure any web page.

2. After finished the settings configuration, click Apply to save and apply the settings.

4.1.2 Default Route

This page allows you to assign a WAN profile as the default route.

DrayTek

Quick Start Wizard

Online Status

WAN
General Setup
Default Route

Load Balance

Switch

User Management

Applications

Bandwidth Management

System Maintenance

External Devices

Product Registration

3]

|>

-
V;gorSOOB 14:21:23 Login: Admin C»
WWAHN >> Default Route
VIAN Profile/Loadbalance Pool Name :

‘ &N Refresh =Y

|£

Available parameters are listed as follows:

Item Description
WAN Profile Display the WAN or load balance profiles for the user to
/Loadbalance Pool choose as a default route.
Name wan W
wean
wan2
wand
wané
Refresh Renew the page configuration.
Apply Click it to save the configuration.
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4.1.3 Load Balance

Vigor300B supports a load balancing function. It can assign traffic with protocol type, IP
address for specific host, a subnet of hosts, and port range to be allocated in WAN interface.
User can assign traffic category and force it to go to dedicate network interface based on the
following web page setup.

In the WAN group, click the Load Balance option.

Pool

This page allows the user to integrate several WAN profiles as a pool profile specified with
the function of load balance or failover. The profiles configured here will be selected in the
field of WAN>>Default Route page.

= . 3
-
Dr ay Tek Vigor300B Login: Admin
WAN >> Load Balance > Pool
Auto L +- |off « |l —
S Pool |  Rue
Quick Start Wizard — Prof
o Add Edit Delete o Refresh o
Online Status Qru XK m e
Profile Mode Interface Primary Profile Backup Profile
General Setup Mo items to ghow.
Default Route
Switch
-
-
e —
~ Applications |

External Devices

Product Registration m

4

Each item will be explained as follows:

Item Description
Add Add a new pool profile.
Edit Modify the selected pool profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
pool.

Delete Remove the selected pool profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.
Profile Display the name of the rule.
Mode Display the protocol of such rule.
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Interface Display the name of the WAN profiles for Load Balance
rule.

Primary Profile Display the primary profile configured in Failover page for
such profile.

Backup Profile Display the backup profile configured in Failover page for
such profile.

There are two modes, Load_Balance and Failover, for you to choose as the Pool
configuration. If you choose Load_Balance, the tab of Load_Balance will be shown which
allows you to configure for different WAN interfaces. If you choose Failover, the tab of
Failover will be displayed which allows you to specify the primary profile and backup
profile for such Pool setting.

How to add a pool profile for Load Balance

1. Open WAN>>Load Balance and click the tab of Pool.

VAN >> Load Balance = Pool

Pool Rule
©y add € Edt  [[]] Delete ™ Refresh
Profile Mode Interface

No itemz to show.

2. Simply click the Add button to open the following dialog. Type a name for such profile
(e.g., LB_1). Choose Load_Balance as the Mode selection.

Pool =X

Mode Load_Balance

Profile :

Mode : |Load_Balance w

Load_Balance
Failower

U Apphy »,3 Cancel
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3.  Click the Load_Balance Tab.

Pool
Mode Load_Balance

€y 2dd [B] save
Interface Wisight

| No items to show.

1

1

| Interface :

ﬂ Apphy Q Cancel

4.  Click Add. A new line for adding new entry will appear. Use the drop down list of
Interface to choose one of the WAN profiles. Type the value (e.g., 20) for Weight.

| Pool

Mods Load_Balance

Ao e e

L3 add [S) save

Interface

wani
wanz

Interface : wan?

e nlL B R

I\-il ﬂ n 2

Veight

5. Click Apply. A new profile will be added on the page.

WAN >> Load Balance »>> Pool

Pool Rule
©y add & Edit  [[J] Delete ™ Refresh
Profile Mode Interface Primary Profile
wan1 20

ELEI_1 Load_Balance

DrayTek 4
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How to add a Pool profile for Failover

Such page allows you to set a backup profile which will be activated when the primary
profile is invalid by any reason.

1. Open WAN>>Load Balance and click the tab of Pool.

VWAN >> Load Balance >> Pool

Pool Rule
©y add & Edit  []] Delete  &™ Refresh
Profile Mode Interface

Mo items to show.

2. Simply click the Add button to open the following dialog. Type a name for such profile
(e.g., FL_1). Choose Failover as the Mode selection.

Pool = || X

Mode Failower

Profile :

Mode : |Failover v

Load_Balance
Failower

ﬂ Apply Q Cancel
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3. Click the Failover Tab. In default, the system will apply Primary Profile. If Primary
Profile cannot be used any more, the Backup Profile will be used instead.

Pool

Mode Failover

Primary Profile : |wan1l )

ﬂ Apply O Cancel

4.  Use the drop down list to choose the one you need.

Pool
Mods Failover
Primary Profile : | wanl w
Backup Profile ;. |wanz w
! wani
wanz2

5. Click Apply. A new profile will be added on the page.

WAHN >> Load Balance >> Pool

Pool Rule

3 add Y& Edt  [[[] Dekete D Refresh Profile !
Profile Mode Interface Primary Profile Backup Pri
LB_1 Load_Balance wani 20
FL_1 Failower wani 20 wani wan2
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Rule

This page will make the packets be transmitted with user defined profiles with IP address
and protocol that is different with default route.

~
D a F ! ' F: ’ " ~
r y € Vlgor3OOB Login: Admin
WANMN => Load Balance >> Rule
. |Off v
Auto Logout — =
Quick Start Wizard - — =
L) Add Edit Delste oh Refresh Move U - Move Down
Online Status e )‘\' m i - ?
Profile Enable T Protocol Sourcel Source l Destinati Destinati Destinati Destinati Load Balar
General Setup No items to show.
Default Route
Switch
e
S —
-]
~ Bandwidth Management |
External Devices
Product Registration 4 m | >
v
< | >
s £

Each item will be explained as follows:

Item Description
Add Add a new rule profile.
Edit Modify the selected rule profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected rule profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up / Move Down Move the selected profile up or down.

Profile Display the name of the rule.

Enable This Profile Display the status of such profile.

Protocol Display the protocol used for such rule.
Source IP Address Display the source IP address for such rule.
Source Mask Display the source Mask for such rule.

Destination IP Address | Display the destination IP address for such rule.

Destination Mask Display the destination Mask for such rule.
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Destination Port Start Display the destination port starting value for such rule.

Destination Port End Display the destination port ending value for such rule.

Load Balance Display the profile of load balance applied for such rule.
Pool/WAN Profile

How to add a new rule for Load Balance
1.  Open WAN>>Load Balance Policy and click the tab of Rule.
2. Simply click the Add button.

WAN == Load Balance Policy == Rule
Faoal Fule

Ty add € Edit  [JJ] Delete &% Refresh

Profile  Enable T Protocol Source | Source [ Destinat [

Mo itermns to show.

3. The following dialog will appear.

Rule =

Profile : Heavytraffic

| Enakle This Profile

Protocol : ALL w

Source IP Address 192 _ 168 _ 1 _ 23 o= | (Optional
Source Mask 255285258, w | (Optional

Destination IP Address : 192 _ 168 _ 1 _ &3 o= | (Optional

Destination Mask : 255 255 255,

<
5
=
5
o

Load Balance PoolWAN Profile ; |wan1 w

ﬂ Apphy Q Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the rule.

Enable This Profile | Check this box to enable such profile.

Protocol Choose a protocol (ALL, TCP, UDP, TCP/UDP, ICMP,
FTP, TETP, HTTP, SMTP, POP3) for such rule applied to
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load balance. All is the default setting.

Source IP Address | Type a WAN IP address here as the source IP address for
such rule.

— Click the icon to clear the IP setting.

Source Mask Use the drop down list on the right to choose a suitable mask
for the source.

Source Mask 20020502000 w
255255 25510 -
255255 254 1)
Destination IP Address 25525500
25525400
0.0.0.0
it Tl - P,
Destination IP Type a WAN IP address here as the destination IP address
Address for such rule.

— Click the icon to clear the IP setting.

Destination Mask Use the drop down list on the right to choose a suitable mask
for the destination.

Destination Port Type a value as the destination port starting for such rule.
Start

Destination Port Type a value as the destination port ending for such rule.
End

Load Balance Pool | Choose one of the profiles to be used by such rule. In which,
/WAN Profile wanl to wan5 profiles are configured in default. In addition,

profiles configured in WAN>>Load Balance Policy>> Pool
page also will be displayed here.

To have user-defined WAN profile, please refer to
WAN<<General Setup for detailed information.

Load Balance PoolWAN Profile : |wani

wani

wanz
Apply Click it to save the configuration.
Cancel Click it to return to the factory setting.

4.  Enter all the settings and click Apply. The new rule profile will be added on the screen.

WAHN >> Load Balance >> Rule
Pool Rule

€y add Y& Edit [ Delete  &™ Refresh <@ MoveUp ¥ Move Down

Profile *  Enable Thi: Protocol Source IP ¢ Source Ma Destinatior Destinatior Destinatior Destinatior Load Balan

éHea'.'ytrﬁffiC true ALL 192.168.1.... 2552552 192.166.1.... 26562552 wan1l
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4.1.4 Switch

The administrator can monitor all the packets passing through mirrored port. It is useful for
the administrator to analyze the troubles on Network.

Dray’.rek 7 Vfgor3OOB 14:26:13 Login: Admin

|

WAHN >> Mirror

Auto Logout : |OFf v
< Mirror

Quick Start Wizard

Online Status . .
["] Enable This Profile

Mirroring Port : VAN ~
General Setup

i . WANZ
Default Route Mirrored Port WAN2 .

Load Balance

er Managemend
Applicatio

dth Managemen!

Maintenance -

:

“

4] m iT\

External Devices N Refresh E Apply

Product Registration

|

=
|

Available parameters are listed as follows:

Item Description
Enable This Profile Check the box to enable the Mirror function for the switch.
Mirroring Port Select a port for the administrator to use for viewing traffic

sent from mirrored ports.

Mirrored Port Select a port to make the packets passing through it
monitored by the administrator.

Mirroring Port AN w

Mirrored Port L e w

AR
Ltr e
VAR
VAR
VARG
CPLI

Refresh Renew current web page.

Apply Click it to save the configuration.
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4.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own.
As mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does
is to translate the packets from private IP address to public IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server
that assigns private IP address to each local host.

General Setup

IP Rowuting

Static Route

Switch

Bind IP to MAC

RIP Configuration

4.2.1 General Setup

This page allows you to set LAN profiles for PCs in LAN. Settings of DHCP, DHCP Relay,
RADVD and DHCPv6 settings are generated automatically by the system when the LAN
profile is created. You can edit these settings by switching into each tab individually.

Note: One LAN profile shall be enabled at least to keep the normal operation. The default
LAN profile named “lan1” shall not be deleted. Otherwise, the system might be damaged. If
such file is deleted due to careless, please reset your router to restore the default setting.

~
D r ay Tek Vigor k{00 :] 14:29:41 Login: Admin 1
LAN >> General Setup >> General Setup
suimlegeai Lo v Genera\Setup DHCP DHCF Relay RADVD DHCPv6
Quick Start Wizard E —
oriine Status €y agd & Eat [ Dekete &M Refresh el
_ Profile Enakle This Prc Description VLAN ID IPv4 Protocol IPv6 Protocol
A lant true 10 static Link-Local
General Setup
IP Routing
Static Route
Switch
Bind IP to MAC £
RIP Configuration
| m ™
2
< EN
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General Setup

This page allows you to enable the profile, give a brief explanation for such profile, specify
the VLAN ID, specify MAC address, and choose protocol type for such profile.

LAN >> General Setup >> General Setup

General Setup DHCP DHCP Relay RADVD DHCPvE
:) Add % Edit H‘I[ Delete 5 Refresh Profile Mumber Limit : 10
Profile Enable This Profile Description VLAN ID IPv4 Protocol IPvE Protocol
lan1 true 10 static Link-Local

Each item will be explained as follows:

Item Description

Add Add a new LAN profile.

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected LAN profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Description

Display the brief explanation for the LAN profile.

VLAN ID

Display the VLAN ID configured for the LAN profile.

IPv4 Protocol Type

Display the IPv4 protocol type for the LAN profile.

IPv6 Protocol Type

Display the IPv6 protocol type for the LAN profile.

DrayTek
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How to add a new LAN profile
1. Open LAN>>General Setup and click the General Setup tab.

LAH >> General Setup >> General Setup

General Setup DHCP DHCP Relay RADVD DHCPwE

Gp sod L Edt [ Detete &M Refresh
Profile Enable This Profile Description VLAH ID

lan1 true 10

2. Click the Add button to open the following dialog. Different protocol type selected will
bring up different configuration web page.

General Setup - |3

Profile : lantest

+/| Enable This Profile

Description : (Opticnal
VLANID: 0

Default MAC Address : () Enable () Disable

IPv4 Protocol : static

Mode : NAT v

IP Address : 0 ) 0 ) 0 ) 0

Subnet Mask : 255.255.255. ~

Gateway IP Address : _ _ _ T (Optional
3 add [2 save

IP Subnet Mask ode

LAN Znd Subnet

2nd Subnet :

No items to =how.

1 m »

B Apply ».;j Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the LAN profile.

Enable This Profile | Check this box to enable such profile.

Description Type the description for the new LAN profile.

VLAN ID Type a number as the VLAN ID to make the data be
identified while performing data transmission.

Default MAC Enable — Click it to enable the default MAC address for

Address such profile.

Disable — Click it to type the MAC address manually for
such profile.
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MAC Address

If Default MAC address is disabled, please specify a MAC
address manually.

IPv4 Protocol

Display the fixed type (static) for the IPv4 protocol for such
profile.

Mode Choose NAT or ROUTING as the operation mode for such
profile.
IP Address Type the IP address of the router for the LAN profile.

Subnet Mask

Use the drop down list to choose a suitable mask for the
LAN profile.

Gateway IP Such IP address is ready for matching with the function of
Address Virtual System.

L1 —click the icon to clear the IP setting.
2" Subnet Specify one 2" subnet which might be needed in the future.

©y Add [ Save

IP Subnet Mask Mode
192.168.1.83 255.255.255.0 NAT Il
255.255.255.0 |~ | |NAT ~ ||

Add — Click it to add a new subnet mask with IP address and
specified mode.

Save — Click it to save the settings.

IP — Type the IP address if you click Add for adding a new
entry.

Subnet Mask — Use the drop down list to choose the one
you want.

Mode - Specify NAT or Routing as the mode.

W' _ click the icon to remove the selected entry.

IPv6 Protocol

It defines the IPv6 connection types for LAN interface.
Possible types contain Link-Local, Static and DHCP-SLA.
Except Link-Local, each type requires different parameter
settings.

Link-Local- Link-Local address is used for communicating
with neighbouring nodes on the same link. It is defined by
the address prefix fe80::/10. You don't need to setup
Link-Local address manually for it is generated
automatically according to your MAC Address.

Static —This type allows you to setup static IPv6 address for
LAN.

DHCP-SLA- DHCPv6 client mode would use IA_NA
option of DHCPV6 protocol to obtain IPv6 address from
server.

IPv6 Address

If Static is chosen as IPv6 Protocol, please type the IPv6
address in this field.

IPv6 Prefix Length

Display the IPv6 prefix length.
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DHCPV6 SLA
WAN Interface

If DHCP-SLA is chosen as IPv6 Protocol, please choose one
of the WAN profiles in this field.

DHCPv6 SLA ID

The ID number set here is used by an individual organization
to create its own local addressing hierarchy and to identify
subnets.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and

exit the dialog.

LAHN == General Setup >> General Setup

General Setup DHCP

3 s 2 Edit

DHCP Relay RADVD DHCPv6

Prad

I].I] Delete ™ Refresh

IPv6 Protocol

Profile Enable This Profile Description VLAH ID IPvd Protocol
laml true 10 static Link-Local
lartest true Just for test 21 static DHZP-SLA
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DHCP

In the Vigor300B router, there are some IP address settings for the LAN interface. The IP
address/subnet mask is for private users or NAT users. The IP address of the default gateway
on other local PCs should be set as the Vigor300B server IP address. When the DSL
connection between the DSL and the ISP has been established, each local PC can directly
route to the Internet. The IP address/subnet mask can also be used to connect to other private
users (PCs). On this page you will see the private IP address defined in RFC-1918. Usually
we use the 192.168.1.0/24 subnet for the route.

LAH => General Setup >> DHCP

Genersl Setup DHCP DHCP Relay RADND CDHCPvE
2 Edt &M Refresh
Profile Enable Thi: Start IP End IP DHS Routers Lease Tim Specify Re Remote Di: Remote Di:
Iz true 192168.1....192168.1.... 168951 1 86400 Dizable 1921681 ... 1921681 ...
lantest true 00010 000193 6400 Dizable 000198 000245

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Start IP Display the starting IP address of the IP address pool for
DHCP server.
End IP Display the ending IP address of the IP address pool for

DHCP server.

DrayTek

54 Vigor300B Series User's Guide



DNS Display the IP address for DNS.

Routers In general, this box will be blank. It means Vigor300B will
be regarded as the gateway for the user.

Lease Time Display the lease time for the DHCP server.

Specify Remote Dial-in
IP

Display the status of remote dial-in function. Disable means
disabled; Enable means enabled.

Remote Dial-in Start IP

Display the start IP address for an IP range. The DHCP
server can assign an IP address for remote dial-in user from
such IP range.

Remote Dial-in End IP

Display the end IP address for an IP range. The DHCP server
can assign an IP address for remote dial-in user from such IP
range.

How to edit a LAN profile for DHCP
1.  Open LAN>>General Setup and click the DHCP tab.

General Setup DHCP DHCP Relay RADYD DHCPwE
JE Edit &M Refresh
Profile Enable Thi: Start IP End IP DHS Routers  Lease Tim Specify Re Remote Di: Remote Di:
élam true 1921651 ... 1921651, 168.95.11 SE400 Digable 1921681, 1921681 ...
00010 000195 SE400 Disable 000196 000245

élarrtest true

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the

following dialog.

DHCP

Profile : lan1

¥ | Enakxle This Profile

Start IP - 192 168 1 10
| End IP: 182 168 1 195
|
| :,1 Add H Save
| DNS
1 .
DNs: Mo itemz to show.
1
{
Routers : i ptiona

Lease Time: 28400

H Apply ,;; Cancel

Available parameters are listed as follows:
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Item Description

Profile Display the name of the LAN profile.

Enable This Profile | Check this box to enable this profile.

Start IP Set the starting IP address of the IP address pool for DHCP
server.

End IP Set the ending IP address of the IP address pool for DHCP
server.

DNS Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor300B as the DNS
server.

Ty add [ save
DNS

| . . i

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.

W _ click the icon to remove the selected entry.

Routers In general, this box will be blank. It means Vigor300B will
be regarded as the gateway for the user.

However, if you want to use other gateway, please assign the
IP address in this field.

Lease Time Set a lease time for the DHCP server. The time unit is
minute.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

5. The LAN profile has been edited.

DrCIYTEk 56 Vigor300B Series User's Guide



DHCP Relay

This page allows users to specify which subnet that DHCP server is located that the relay
agent should redirect the DHCP request to.

LAH => General Setup >> DHCP Relay
General Setup DHCP DHCP Relay RADYD DHCPvE

JEEdt 4™ Refresh

Profile Enable This Profile DHCP Server Location DHCP Server IP
lan false
lantest falze

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.
Refresh Renew current web page.
Profile Display the name of the LAN profile.
Enable This Profile Display the status of the profile. False means disabled; True

means enabled.
DHCP Server Location | Display the LAN or WAN profile for the DHCP server.
DHCP Server IP Display the IP address of DHCP server.
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How to edit a LAN profile for DHCP Relay
1. Open LAN>>General Setup and click the DHCP Relay tab.

LAH => General Setup >> DHCP Relay
General Setup DHCP DHCP Relay R&ADWD DHCPvE

JL Edit 4N Refresh

Profile Enable This Profile DHCP Server Location DHCP
élam false

élantest falze

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

smlicl dad i

DHCP Relay = ||

Profile : lan1
Enable This Profile

DHCP Server Location  wan W

DHCP Server IP

H apply 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.
Enable This Profile | Check this box to enable this profile.

DHCP Server Specify a WAN profile as the server location.
Location

DHCP Server IP Type the IP address of DHCP Server.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4.  The LAN profile has been edited.
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LAHN => General Setup == DHCP Relay

General Setup CHCP DHCP Relay RADYD CHCPvE
2 Edt & Refresh
Profile Enable This Profile DHCP Server Location DHCP Server IP
larr falze
laritest true lantest1s 192168190

RADVD

The router advertisement daemon (radvd) sends Router Advertisement messages, specified
by RFC 2461, to a local Ethernet LAN periodically and when requested by a node sending a
Router Solicitation message. These messages are required for IPv6 stateless

auto-configuration.

LAH >> General Setup >> RADVD

General Setup DHCP

S Edt &N Refresh

Profile
lan1

lantest

DHCPRelay | RADVD |  DHCPvE

Enable This Profile Advertisement Lifetime

falze 30
talze 30

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the LAN profile.

Enable This Profile

Display the status of the profile. False means disabled; True
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means enabled.

Advertisement Lifetime | Display the lifetime value.

The lifetime associated with the default router in units of
minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of O indicates that the router
is not a default router and should not appear on the default
router list.

How to edit a LAN profile for RADVD
1. Open LAN>>General Setup and click the RADVD tab.

LAH >=> General Setup >> RADVD

General Setup DHCP DHCP Relay DHCPwE

J£ Edit &M Refresh

Profile Enable This Profile Advertisement Lifetime
lam falze a0
lartest falze 30

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

RADVD -

Profile : lante=t

{|¥| Enable This Profile

Advertizsement Lifetime : 20 Winutes

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.
Enable This Profile | Check this box to enable this profile.
Advertisement Type a value for advertisement lifetime.
Lifetime

The lifetime associated with the default router in units of
minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of O indicates that the router
is not a default router and should not appear on the default

router list.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.
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3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4.  The LAN profile has been edited.

LAHN == General Setup >> RADVD
General Setup DHCP DHCP Relay RADVD DHCPvE

2 Edt &M Refresh

Profile Enable This Profile Advertisement Lifetime
lan falze 30
lantest true 30

DHCP6

DHCP6 Server could assign IPv6 address to PC according to the Start/End IPv6 address
configuration.

LAH => General Setup >> DHCPwé
General Setup DHCP DHCP Relay RADYD DHCPvé

JEEdt 4™ Refresh

Profile Enable This Profile Start IP End IP DHS
lan1 false
lantest false

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.
Refresh Renew current web page.
Profile Display the name of the LAN profile.
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Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Start IP Display the starting IP address of the IP address pool for
DHCP server.

End IP Display the ending IP address of the IP address pool for
DHCP server.

DNS Display the private IP address for DNS server.

How to edit a LAN profile for DHCPv6
1. Open LAN>>General Setup and click the DHCPV6 tab.

LAHN >> General Setup > DHCPvE

General Setup

J Edit

DHCP DHCP Relay RADVD DHCPwG
N Refresh
Enable Thiz P Start IP End IP
falze
falze
falze

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the

following dialog.

[ pHCPve =%
Profile : lan1
+/| Enable This Profile
StartIP : 2000:10
EndIP @ 2000:ff
Ty add [ save
DHS
2000::2 i
DNS :
ﬂ Apphy Q Cancel
Available parameters are listed as follows:
Item Description
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Profile Display the name of the LAN profile.

Enable This Profile | Check this box to enable this profile.

Start IP Set the starting IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the
following example:

2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.

End IP Set the ending IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the
following example:

2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.

DNS Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor300B as the DNS
server.

Ty add [&] save

DNS
2000::2 11

DHS :

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

The LAN profile has been edited.
LAN >> General Setup >> DHCPvG
General Setup DHCP DHCP Relay RADVD DHCPvE

L Edt &M Refresh

Profile Enable Thig Profile Start IP End IP DNS
lan1 true 2000:10 2000:FF 2000::2
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4.2.2 IP Routing

To make local device in LAN accessing into external network without passing NAT or let
the remote device access into the local device without passing NAT behind the router, please
use IP routing function to complete the work.

Usually, the local device might be assigned with a public IP address or an IP address with

the same subnet as certain WAN. When the local device tries to transmit the data packets out,
Vigor300B will send it out through that certain WAN interface without passing through

NAT. Meanwhile, remote device also can access the local device directly without any
difficulty.

-~
. = ~
D r ay Te k ngor k{0]0]:] 14:31:01 Login: Admin Cr
LAN >> IP Routing
o
Auto Logout : » P Routing
Quick Start Wizard [ - —
€3 Add Edit Delete M Refresh Renams
Online 5tatus u y{ I]]] t’ (.g
Profile Enable This Prc WAN Profile LAHN Profile IP Mask
e
I —— Mo ftems to show.
General Setup
1P Routing
Static Route
Switch
Bind IP to MAC E
RIP Configuration
e
e
et B
System Maintenance ]
1 m »
e ~
v
< |¥

Each item will be explained as follows:

Item Description
Add Add a new IP Routing profile.
Edit Modify the selected IP routing setting.

To edit the IP routing setting, simply select the one you want
to modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected profile.

Delete Remove the selected route setting.

To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of such IP route profile.

Enable This Profile Display the status of the profile. False means disabled; True

means enabled.

WAN Profile Display which WAN profile used for sending out the data

Drﬂy T€k 64 Vigor300B Series User's Guide



packets.
LAN Profile Display which LAN profile used for the local device.
IP Display the private IP address for such profile.
Mask Display the subnet mask for such profile.

How to add a new IP Routing profile
1.  Open LAN>>IP Routing.
2. Click the Add button.

LAN == IP Rowting
IP Roarting

Ts add & Edit  [JJ] Delete 5 Refresh
Profile Enable This Profili VWAN Profile

Mo

3. The following dialog will appear.

IP Rowmting = [

Profile : Raoutingtest1

7| Enable This Profile

WAN Profile : wan o
LAN Profile : |lani »
P . 192 188 1 34
Mask : 2552552550 w

M apply 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IP routing profile.

Enable This Profile | Check this box to enable such IP routing profile.

WAN Profile Choose one of WAN profiles for sending data out.

LAN Profile Choose one of LAN profiles for the local device.

IP Type the private IP address for such IP routing profile.
Mask Use the drop down list to choose the subnet mask for such IP

routing profile.
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4.

Enter all the settings and click Apply. The new profile will be added on the screen.

LAH == IP Routing

|' IP Routing |
3 add R Edt [ Delete N Refresh G Rename
Profile Enable This Profile WAH Profile LAHN Profile 1P Mask
Routingtestl true wear] I 192.166.1.34 255.255.255.0

4.2.3 Static Route

When there are several subnets in LAN, a more effective and quicker way for connection is
static route rather than other methods. Simply set rules to forward data from one specified
subnet to another specified subnet.

DrayTek

Quick Start Wizard

Online Status

General Setup

| Static Route

IP Routing

Switch

m

Bind IP to MAC

RIP Configuration

NAT

Firewall

Objects Setting
User Management

Applications

Bandwidth Management
System Maintenance

Diagnostics

Vigor

300B

14:31:26

LAMN >> Static Route >> Static Route

L

I Static Route || IPVE Static Route | Inter-LAN Route |

Login: Admin

€3 Add

Y& Edit

[ Delete

9 Refresh () Rename

Profile

Enable This F Destination If Subnet Mask Gateway

No items to =how.

WANILAN Prc Metric

lal

i |

i
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Static Route

LAN >> Static Route >> Static Route

Static Route IPvE Static Route | Inter-LAN Route

€y add Y& Edi  []] Delete &5 Refresh (P Rename Profile Num
Profile Enakle This Pro Destination IP A Subnet Mask Gateway VWAN/LAN Profils Metric
Mo items to shaw.
Each item will be explained as follows:

Item Description

Add Add a new static route setting.

Edit Modify the selected static route setting.
To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.
To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of such static route.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Destination IP Address

Display the IP address for such static route profile.

Subnet Mask

Display the subnet mask for such static route profile.

Gateway

Display the gateway address for such static route profile.

WAN/LAN Profile

Display the subnet / LAN or WAN profile of the gateway.
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Metric Display the distance to the target.

How to add a new Static Route profile
1.  Open LAN>>Static Routing and click the Static Route tab.
2. Click the Add button.

LA SRALIL UL LU PG

25 add JEEdt  [[] Delete &M Refresh G R
Profile Enable This Pro Destination IP A Subnet I

Mo tems t

3. The following dialog will appear.

Static Route =B

Profile : Mew_control

7| Enable This Profile

Destination IP Address : 1392 168 1 9B
Subnet Mask 205,255 2445.0 w | (Cptional )
Gateway - 192 _ 168 _ 1 _ 11
WANLAH Profile : lantest w

Metric : 20| Optional )

M apply (I Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the static route profile.

Enable This Profile | Check this box to enable such profile.

Destination IP Type the IP address for such static route profile.
Address
Subnet Mask Use the drop down list to choose the subnet mask for such

static route profile.

Gateway Type the gateway address for such static route profile.

WAN/LAN Profile | Choose one of the LAN/WAN profiles of the gateway for
such static route.
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Metric Type the distance to the target (usually counted in hops).

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

5. Enter all the settings and click Apply. The new profile will be added on the screen.

LAH >> Static Route >> Static Route
Static Route | IPvE Static Route | Inter-LAN Route

Gy add L Edt ) Delete M Refresh G Rename

Profile Enable This Pro Destination IP A Subnet Mask @ Gateway WAHNLAH Proi
Mewe_contral true 1921681 .56 2552552550 1921681 .11 lanitest

IPv6 Static Route
For IPv6 protocol, click the 1Pv6 Static Route tab to configure detailed settings.

LAH == Static Route >> IPvé Static Route
Static Foute | IPwé Static Rowute | Inter-LAM Route

£y Add PR Edt [ Delete &% Refresh  Gf Rename
Profile Enable This Pro Destination IP & Prefix Length  Hexthop WAHLAH Profils Metric

Mo items to show.

Each item will be explained as follows:

Item Description
Add Add a new static route setting.
Edit Modify the selected static route setting.

To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
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selected rule.

Delete Remove the selected static route setting.
To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of such static route.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Destination IP Address

Display the IP address for such static route profile.

Prefix Length

Display the prefix length of the profile.

Nexthop

Display the nexthop address for such static route profile.

WAN / LAN Profile

Display the subnet LAN or WAN profile of the gateway.

Metric

Display the distance to the target.

How to add a new IPv6 Static Route profile

1.
2.

DrayTek

LAH >> Static Route

Open LAN>>Static Route and click the IPv6 Static Route tab.
Click the Add button.

> [Pué Static Route

Static Route | IPwé Static Route | Inter-LAMN Route

Sp add | JEEdt  [[) Delete O™ Refresh G Rename

Profile

Enable This Pro Destination IP A Prefix Length

Mo tems to sho

The following dialog will appear.
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IPv6 Static Route

Profile :

W5_Mew_Control

Enable This Profile

Destination IP Address : | f280:250:1212:00ff.5500

Prefix Length :

Nexthop :

VWANLAN Profile

IMetric :

20 (Optional

ﬂ Apphy \3 Cancel

Available parameters are listed as follows:

ltem

Description

Profile Name

Type the name of the static route profile.

Enable This Profile

Check this box to enable such profile.

Destination IP
Address

Type the IP address for such static route profile.

Prefix Length

Type the prefix length for such profile.

Nexthop

Type the nexthop address for such static route profile.

WAN/LAN Profile

Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

Enter all the settings and click Apply. The new profile will be added on the screen.

LAN == Static Route ==> IPv6 Static Route

Static Route

€y add & Edit

| Inter-LAN Route

[ Dekte &M Refresh G Rename

Profile Enakle ™ Destination IP Address Prefix L Nexthop VUANLA I

V§_Ne.. true fe80:250:1212:0011:8500 30 fed0::250:1212:001.6585 lan1 20

Vigor300B Series User’s Guide

71 DrayTek



Inter-LAN Route

To make the users in different LAN communicating with each other, please check the box to
enable Inter-LAN route function.

LAHN == Static Route == Inter-LAN Route

Static Route IPvwE Static Route

"] Enable This Profile

& Refresh [2] Apply
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4.2.4 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable LAN
interface, and configure 802.1Q VLAN ID for different LAN interfaces, and so on.

802.1Q VLAN

Virtual LANs (VLANS) are logical, independent workgroups within a network. These
workgroups communicate as if they had a physical connection to the network. However,
VLANS are not limited by the hardware constraints that physically connect traditional LAN
segments to a network. As a result, VLANSs allow the network manager to segment the
network with a logical, hierarchical structure. VLANSs can define a network by application or
department. For instance, in the enterprise, a company might create one VLAN for
multimedia users and another for e-mail users; or a company might have one VLAN for its
Engineering Department, another for its Marketing Department, and another for its guest
who can only use Internet not Intranet. VLANS can also be set up according to the
organization structure within a company. For example, the company president might have
his own VLAN, his executive staff might have a different VLAN, and the remaining
employees might have yet a different VLAN. VLANSs can also set up according to different
company in the same building to save the money and reduce the device establishment.

User can select some ports to add into a VLAN group. In one VLAN group, the port number
can be single one or more.

The purpose of VLAN is to isolate traffic between different users and it can provide better
security application.

~
.
Dray Tek Vigor300B 14:32:02 Login: Admin =S
LAN >> Switch >> 80210 VLAN
o =
At oguus | 8024QVLAN | Mirror
Quick Start Wizard - — ol
L3 Add Edit Delete 5 Refresh i
Online Status Qra X m &3 Refr
VLAN ID Member Untag
]
) 10 LAN1 LANZ LAN1,LANZ
-
General Setup
IP Routing
Static Route
Bind IP to MAC E
RIP Configuration
]
e —
pplications |
. ame
Syste aintenance i)
> Hics fl m »
ek
W
< d

Each item will be explained as follows:

Item Description
Add Add a new VLAN ID setting.
Edit Modify the selected VLAN ID setting.

To edit VALN ID setting, simply select the one you want to
modify and click the Edit button. The edit window will
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appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected VLAN ID setting.

To delete a VLAN ID setting, simply select the one you want
to delete and click the Delete button.

Refresh Renew current web page.
VLAN ID Display the VLAN ID number.
Member Display the LAN interface that is used to access into Internet

for such LAN profile with the VLAN ID number.

Untag Display the LAN interface that packets transmitted to
Internet through such LAN profile with the VLAN ID
number is tagged or untagged.

How to add a new 802.1Q VLAN profile
1.  Open LAN>>Switch and click the 802.1Q VLAN tab.
2. Click the Add button.

LAN >> §02.1Q VLAN

80210 VLAN

€y add| & Edit  [[]] Delete &M Refresh

VLAN ID Member

1I3 LANT, LANZ LANZ LANS

3. The following dialog will appear.

B02.10G VLAN =k
VLANID: 15
Member : | LANZ w
Untag : W
LAN1
LANZ

H Apphy -:3 Cancel

Available parameters are listed as follows:

Item Description

VLAN ID Type the number as the VLAN ID. Type a number used for
identification on VLAN for your computer. Later, you have
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to type the same ID number for each PC which wants to be
grouped within the same VLAN group.

Member Determine which LAN interface can be used to access into
Internet for such LAN profile with the VLAN ID number.

Untag Determine if the packets transmitted to Internet through such
LAN profile with the VLAN ID number is tagged or not.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply. The new profile will be added on the screen.

LAN => §02.1G VLAN

802.1Q VLAN
€3 add & Edit  [[]] Delete ™ Refresh Profile
WLAN I Member Untag
10 LANT,LANZ, LAN3, LAN4 LANT,LANZ, LAN3,LANS
15 LAN3

Mirror

The administrator can monitor all the packets passing through mirrored port. It is useful for
the administrator to analyze the troubles on Network.

Dray Tek Vl'gor3OOB 13:54:33 Login: Admin cr 1

LAN >> Switch >> Mirror

. |off v ]
Auto Logout 802.1Q VLAN Mirror |

Quick Start Wizard

Online Status
[ Enable This Profile

Mirroring Port LANZ v

i LN =
General Setup Mirrored Port

IP Routing
Static Route:

Bind IP to MAC
RIP Configuration

External Devices M Refresh E Apply
Product Registration

Available parameters are listed as follows:

Item Description

Enable This Profile Check the box to enable the Mirror function for the switch.

Mirroring Port Select a port for the administrator to use for viewing traffic
sent from mirrored ports.
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Mirrored Port Select a port to make the packets passing through it
monitored by the administrator.

Apply Click it to save the configuration.

4.25Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

~
Dray 1 ek lgOI‘3OOB 14:33:40 Login: Admin g
LAN == Bind IP to MAC
Auto Logout ;| 5hin v AR
Quick Start Wizard —
: ) -
Online Status Mode : Disable - = SelectAll K Move [y Add € Edit  [[[) Delete ¥ SelectAll ¢
| ARP Table Bind Table
. P MAC Address Profile IP Address MAC
e
General Setup 192.168.1.13 el.chideidads.7y Mo iterns to show.
IP Routing
Static Route
Switch
Bind IP to MAC

RIP Configuration

External Devices
Product Registration

Each item will be explained as follows:

Item Description

Select All Allow you to choose all the items listed in ARP Table.
Move Move the selected item to IP Bind List.

ARP Table This table is the LAN ARP table of this router. The

information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Move on IP

Bind List.
IP Address Display the IP address of one device.
MAC Address Display the MAC address of the device.
Add It allows you to add one pair of IP/MAC address and display

on the table of IP Bind List.

Edit It allows you to edit and modify the selected IP address and
MAC address that you create before.
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Delete You can remove any item listed in IP Bind List. Simply
click and select the one, and click Delete. The selected item
will be removed from the IP Bind List.

Select All Choose all of the selections at one time.

Refresh It is used to refresh the ARP table. When there is one new
PC added to the LAN, you can click this link to obtain the
newly ARP table information.

Bind Table It displays a list for the IP bind to MAC information.
Profile Display the name of the profile.

IP Address Display the IP address specified for the profile.
MAC Display the MAC address specified for the profile.

How to configure Bind IP to MAC
1. Open LAN>>Bind IP to MAC and click the Global Setting tab.
2. Use the drop down menu to specify a suitable mode.

LAN == Bind IP to MAC == Glohal Setting

Glohal Setting || Bind IP to MAC

IP Bind MAC Mode ;| Strict_Bind w

Disable
Enable
Strict_Bind

There are three modes offered for you to choose.
Disable — The function of Bind IP to MAC is disabled.

Enable — Specified IP addresses on the Bind Table will be reserved for the device with
bind MAC address. Other devices which are not listed on the Bind Table shall still get
the IP address from DHCP server.

Strict_Bind — Only specified IP addresses will be assigned to the device with bind
MAC address. Other devices which are not listed on the Bind Table shall still NOT get
the IP address from DHCP server.
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3. When you finish the settings, click the Bind IP to MAC tab to get the following
screen.

LAH == Bind IP to MAC == Bind IP to MAC

Global Setting || Bind IP to MAC

= Select Al B Move £y add & Edt ) Delste =¥ Select Al M Refresh
ARP Table Bind Table
1P MALC Address Profile IP Address MALC
192165110 el:chidedadiTa Mo tems to showe,

4. Click Add to open the following dialog.

- Bind IP to MAC [
Profile : Bind_IP1
IP Address ; 192 _ 168 _ 1 _ 99
MAC oo . a0 . TF oA BE Cab

M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

IP Address Type the IP address that will be used for the specified MAC
address.

MAC Type the MAC address that is used to bind with the assigned
IP address.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

5. Enter all the settings and click Apply.
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6. A new profile has been added onto Bind Table.

» MAC

-

2y add L Edt  [[] Delete = SelectAl &N Refresh

Bind Table
ddress Profile IP Address MAC
=oda48: 78 Bind_IP1 192165.1.99 00:50: 7F: CASE 9D

4.2.6 RIP Configuration

The Routing Information Protocol (RIP) is a dynamic routing protocol used in local
and wide area networks. The routing information packet will be sent out by web
server or router periodically, and can be used to communicate with other routers. It
will calculate the number of network nodes on the route to ensure there is no
obstruction on the network routine. In addition, it will choose a correct route based
on the method of Distance Vector Routing and use the Bellman-Ford algorithm to
calculate the routing table.

RIP can update the routing table automatically and find a route to send packet. See the
following figure as an example:  a unique

A\ (Support RIP)

DrayTek

a&ﬂifi—i—lj@a

B(Support RIP)

Draylik

5[ ) Y il [ .

DrayTek

s 3 0ol ol o T T
C (SupportRIP)

Suppose A supports RIP on WAN1/WAN2/WAN3/WAN4, B supports RIP on WANL1 and
WANZ2, and C supports RIP on WAN1/WAN2/WAN3/WAN4.

B will tell A "if you want to send packets to C, please send it to me first", then A will create
a routing rule to forward packet that destination is C to B.

In another direction, C will do the same thing.
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B3

DrayTek

- Vl'gor3OOB 14:36:19 Login: Admin =

LAN == RIP Configuration

Auto Logout : |SHin »

Quick Start Wizard

Online Status
["] Enable This Profile

Profile lan1 .

General Setup

IP Routing

Static Route

Switch

Bind IP to MAC

RIP Configuration

= h| G b
B f!
m

| sRdbeRses
o TR TEEEeEEE
. a ance | Y Refresh E Apphy

|<

Available parameters are listed as follows:

Item Description

Enable This Profile Check the box to enable the Mirror function for the switch.
Profile Choose one of the LAN profiles.

Refresh Renew current web page.

Apply Click it to save the settings.

4.3 NAT

NAT (Network Address Translation) is a method of mapping one or more IP addresses
and/or service ports into different specified services. It allows the internal IP addresses of
many computers on a LAN to be translated to one public address to save costs and resources
of multiple public IP addresses. It also plays a security role by obscuring the true IP
addresses of important machines from potential hackers on the Internet. The Vigor 3900
Series is NAT-enabled by default and gets one globally routable IP addresses from the ISP
by Static, PPPoE, or DHCP mechanism. The Vigor300B assigns private network IP
addresses according to RFC-1918 protocol and translates the private network addresses to a
globally routable IP address so that local hosts can communicate with the router and access
the Internet.

MNAT
Port Redirection
DMZ Host

Address Mapping

SIP ALG
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4.3.1 Port Redirection

Port Redirection means port forwarding. It may be used to expose internal servers to the
public domain or open a specific port to internal hosts. Internet hosts can use the WAN IP
address to access internal network services, such as FTP, WWW and etc. The internal FTP
server is running on the local host addressed as 192.168.1.2. When other users send this type
of request to your network through the Internet, the router will direct these requests to an
appropriate host inside. A user can also translate the port to another port by configuration.
For example, port number with 1024 can be transferred into IP address of 192.168.1.100 of
LAN. The packet is forwarded to a specific local host if the port number matches that
defined in the table.

l, -
a . 2
r yI-‘ek V:gor3OOB Login: Admin
NAT >> Port Redirection
Auto Logout : |Off »
Quick Start Wizard - —
L Add Edit Delete 5 Refresh Rename
Online Status L A m o 6B
Profile Enable VVANIn Source Private Protoct Public f Public | Private Private Public | IP Alias
e — No items to show.
Port Redirection
DMZ Host
Address Mapping
SIP ALG
.- ]
~ Objects Setting |
~ User Management |
~ Applications |
~ Bandwidth Management |
~ Diagnostics |
External Devices
Product Registration 3] m »
w
gl =

Each item will be explained as follows:

Item Description
Add Add a new port redirect profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.
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IP.IOﬁIe - |[%
Profile : FR_1
Rename as | PR_TEST
B Aoy @ cancel
Profile Display the name of the profile.
Enable The Profile Display the status of the profile. False means disabled; True
means enabled.

WAN Interface Display the WAN interface of this profile.
Source IP Display the source IP used for this entry.
Private IP Display the private IP used for this entry.
Protocol Display the protocol used for the entry.
Public Port Start Display the starting number of the public port.
Public Port End Display the ending number of the public port.
Private Port Display the number of the private port.
Public IP Display what kind of IP is used.
IP Alias Display the selected WAN IP address.

How to add a new Port Redirection profile
1.  Open NAT>> Port Redirection.
2. Simply click the Add button.

HAT == Port Redirect

Port Redirect

Zpadd | JEEdt  [[] Delete &N Refresh

Profile  Enable T WAH Inte Source Il Private Il Protoce

Mo ite

3. The following dialog will appear.
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Port Redirection -3 |

f
Profile : PR_1
Enable This Profile
VAN Interface : All w
Source IP: 142 168 1 55 o= | [Optional
Private |P: 152 168 1 G5
Protocol TCF W
Public Port Start: 0
Public PortEnd: 0
Private Port Start: |0
Private PortEnd: 0
ﬂ Apphy Q Cancel
Available parameters are listed as follows:
Item Description
Profile Type the name of the profile.
Enable This Profile | Check the box to enable this profile.
WAN Interface Specify the WAN interface for such profile.
WAN Interface : All W
All
Source IP :
wanl
] wan2
Private IP : wan3
Protocol ; wans
Source IP Type the source IP address used for port redirection.
=
W1 — click the icon to clear the IP setting.
Private IP Specify the private IP address of the internal host providing
the service. Simply type the private IP used for this entry.
Protocol Choose the protocol used for the entry.
TCP W
TCP
LDP
TCRMUJDP
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Public Port Start/
Public Port End

Type the starting/ending number of the public port.

Private Port Start/
Private Port End

Specify the private port number of the service offered by the
internal host.
Type the starting/ending number of the private port..

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.
A new profile has been added onto Port Redirection table.

HAT == Port Redirect

Port Redirect

Sy add JLEdt  [[] Delete &M Refresh G Rename

Profile  Enable T WAH Inte Source Il Private ll Protocol Public P< Public P< Private

PR true

All 192165, 192.165... TCP 100 130 200
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4.3.2 DMZ Host

In computer networks, a DMZ (De-Militarized Zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside public
network. It prevents outside users from getting direct access to company network. A DMZ is
an optional and more secure approach to a firewall and effectively acts as a proxy server as
well. In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to Web
sites or other companies accessible on the public network. The DMZ host then initializes
sessions for these requests on the public networks. However, the DMZ host is not able to
initiate a session back into the private network. It can only forward packets that have already
been requested. Users of the public network outside the company can access only the DMZ
host. The DMZ may typically also have the company’s Web pages so these could be
served to the outside world. If an outside user penetrated the DMZ host’s security, only the
Web pages will be corrupted but other company information would not be exposed.

-~
-
D r dy 1 ek V|go r300B 14:44:52 Login: Admin =
NAT == DMZ Host
Auto Logout : |Off v
Quick Start Wizard - =
iy A~dd Edit Delete - Refresh Rename
Online Status 0 as K m ) R Gf Renam
Profile Enable This Prc WAN Profile Private IP Use IP Alias IP Alias
i —
e —— No items to show.
I
Port Redirection
Address Mapping
SIP ALG
e
|
Ao
- |
External Devices
Product Registration i m »
v
£ ¥

Each item will be explained as follows:

Item Description
Add Add a new DMZ host profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.
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Profile -|[%

Profile : PR_1
Rename as | PR_TEST

B aoply @3 Cancel

Profile Display the name of the profile.

Enable The Profile Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display the WAN profile that such DMZ host profile will be
applied to.

Private IP Display the private IP used for this entry.

Use IP Alias Display the using status (enabled or disabled) for WAN IP
alias.

IP Alias Display the selected WAN IP address.

How to add a new DMZ Host profile
1. Open NAT>> DMZ Host.
2. Simply click the Add button.

HAT == DMZ Host

DMZ Host
S5 add | JEEdt  [[) Delete  GM Refresh (
Profile Enable This Profile WAH Profile

Mo ite

3. The following dialog will appear.
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DMZ Host ' ' ' %

Profile : DMZ_1_RD

Enable This Profile

WAN Profile : wani w
Privatelp - 192 168 1 101

Use IP Alias :© () Enable (&) Disable

M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable This Profile | Check the box to enable the DMZ Host profile.

WAN Profile Choose a WAN profile for such entry.

Private IP Type the private IP used for this entry.

Use IP Alias Click Enable to invoke IP Alias function.

IP Alias IP alias that can be selected and used for port redirection.

Before using it, please go to WAN>>General Setup and
enable the wanl profile. Add several IP addresses under
Static mode for wanl.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.
A new profile has been added onto DMZ Host table.

HAT >> DMZ Host
DMZ Host

fpadd JEEdt  []) Delete &M Refresh () Rename

Profile Enable This Profile WAH Profile Private IP Use IP Alia
DMZ_1_RD true weani 19216581 .101 Dizahle
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4.3.3 Address Mapping
This page is used to map specific private IP to specific WAN IP alias.

If you have "a group of IP Addresses™ and want to apply to the router, please use WAN IP
alias function to record these IPs first. Then, use address mapping function to map specific
private IP to specific WAN IP alias.

For example, you have IP addresses ranging from 86.123.123.1 ~ 86.123.123.8. However,
your router uses 86.123.123.1, and the rest of the IPs are recorded in WAN IP alias. You
want that private IP 192.168.1.10 can use 86.123.123.2 as source IP when it sends packet out
to Internet. You can use address mapping function to achieve this demand. Simply type
192.168.1.10 as the Private IP; and type 86.123.123.2 as the WAN IP.

Dray Tek Vfgor 3OOB 14:45:39 Login: Admin o g 1

NAT >> Address Mapping

Auto Logout : |Off w

Quick Start Wizard = - —
Ly Add Edit Delste 5 Refresh Rename
Online Status © )‘s’ m » ('g

Profile Enable This VAN Profile Private IP  Private IP s Protocol Use IP Alias IP Alias

Mo items to show.

Port Redirection
DMZ Host

Address Mapping
SIP ALG

B r
I,

External Devices

Product Registration 1 m

|~
£

Each item will be explained as follows:

Item Description
Add Add a new DMZ host profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile.

Enable The Profile Display the status of the profile. False means disabled; True

means enabled.
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WAN Profile Display the WAN profile that such address mapping profile
will be applied to.

Private IP Display the private IP used for this entry.

Private IP Subnet Mask | Display the subnet mask used for this entry.

Protocol Display the protocol used for the entry.

Use IP Alias Display the using status (enabled or disabled) for WAN IP
alias.

IP Alias Display the selected WAN IP address.

How to add a new Address Mapping profile
1. Open NAT>> Address Mapping.
2. Simply click the Add button.

NAT == Address Mapping

Address Mapping

Ty add | & Edit  [JJ] Delete 5 Refresh

Profile Enable This P WAN Profile  Private IP

Mo iterr
3. The following dialog will appear.

Address Mapping - |

Profile : ADO_M_1

7| Enahle This Profile

WAN Profile : wan w
Private IP 182 168 1 |8 |
Private IP subnet Mask | | 2552552550 w
Protocol All W

Use IP Alias () Enable (5 Disable

M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.
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Enable This Profile

Check the box to enable the Address Mapping profile.

WAN Profile

Choose a WAN profile for such entry.

Private IP

Type the private IP used for this entry.

Private IP subnet
Mask

Type the subnet mask used for this entry.

Protocol

Choose the protocol used for the entry.

All w

TCP

UDP
TCRIUDP
All

Use IP Alias

Click Enable to invoke IP Alias function.

IP Alias

IP alias that can be selected and used for port redirection.
Before using it, please go to WAN>>General Setup and
enable the wanl profile. Add several IP addresses under
Static mode for wanl.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.

A new profile has been added onto Address Mapping table.

HAT == Address Mapping

Address Mapping

2y add L Edt  [[] Delete &M Refresh () Rename

ADDM_1 true

Profile Enable This P WAH Profile  Private IP Private IP sul: Protocol
wean 192168199 2552552550 All
90 Vigor300B Series User's Guide



4.3.4 SIP ALG

SIP ALG means Session Initiation Protocol, Application Layer Gateway. This page
allows you to choose LAN and WAN profiles to make SIP message and RTP packets of
voice being transmitting and receiving correctly via NAT by Vigor router.

~
Dray Tek Vig°r3OOB Login: Admin T
NAT >> SIP ALG
Auto Logout : | Off »
Quick Start Wizard
uiine;Siatuz [ Enable This Profile
LAN Interface : lan1 w
v
w VUAN Interface : wanl v
|
Port Redirection
DMZ Host
Address Mapping
T
___oepheanens
yste e L
- | 4 m [
External Devices &Y Refresh H ]
Product Registration
&
& =

Available parameters are listed as follows:

Item Description

Enable This Profile Check the box to enable the Mirror function for the switch.
LAN Interface Choose one of the LAN profiles.

WAN Interface Choose one of the WAN profiles.

Refresh Renew current web page.

Apply Click it to save the settings.

4.4 Firewall

The firewall controls the allowance and denial of packets through the router. The
Firewall Setup in the Vigor300B mainly consists of packet filtering, Denial of Service (DoS)
and URL (Universal Resource Locator) content filtering facilities. These firewall filters help
to protect your local network against attack from outsiders. A firewall also provides a way of
restricting users on the local network from accessing inappropriate Internet content and can
filter out specific packets, which may trigger unexpected outgoing connection such as a
Trojan.

The following sections will explain how to configure the Firewall. Users can select IP Filter,
DoS Defense, MAC Block and Port Block options from Firewall menu. The DoS Defense
facility can detect and mitigate the DoS attacks.
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Firewall

Filter Setup

Dos Defense

MAC Block

4.4.1 Filter Setup

Vigor firewall will filter the packets based on the settings, including IP Filter, Application
Filter and URL Filter configured under Firewall>>Filter Setup. These filters will group
certain objects (e.g., IP Object, Service Object, Keyword Object, File Extension Object, IM
Obiject, P2P Object, P2P Object, Protocol Object, Web Category Object, Time Object, and
etc.) and form a powerful firewall to protect your computer.

DrayTek

Quick Start Wizard

Online Status

Filter Setup

Dos Defense

MAC Block

User Management

Applications

System Maintenance

External Devices

Product Registration

<

“Vigor300B

Firewvall >> Filter Setup == IP Filter

IP Filter | Application Fitter

IP Filter Rule Group

URL Fiter

Login: Admin

€3 Add

& Edit

[ Delste &5 Refresh  (f Rename

Group

Enable This Profile

Ho tems to show.

Comment

Ll

m

IP Filter Rules of Selected Group

3 Add

Y& Edit

[ Delete &M Refresh  (f Rename  Profie Number Limit: 12

Rule

Enable Th Time Proi Source IP Destinatic Service T Action Hext Grov Syslog

Ho tems to show.

IP Filter

This page allows you to create new IP filter rule(s) and group them for your request. The
upper part displays the information of IP Filter Group(s); the lower part displays the
information of IP Filter Rule(s).

You should create at least one IP filter rule and one group profile. The following will explain
IP Filter functions with details.

DrayTek
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Firewall == Filter Setup == IP Filter

IP Filter Application Filter LIRL Filter
IP Filter Rule Group
Dy Aadd £ Edit [ Delete &% Refrash  (f Rename
Group Enable This Profile Comment

IP Filter Rules of Selected Group

#£ Edit

3y Add

Rule Enable This Time Profile Source IP  Destination | Service Ty Action

M Delete

Mo items to show,

m »

N Refresh (R Renarne  Profile Number Limit @ 12
Next Group Syslog

Mo items to show.

Each item will be explained as follows:

ltem

Description

IP Filter Rule Group

Add

Add a new group profile for IP filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Group Display the name of the IP filter group profile.

Enable The Profile

Display the status of the profile. False means disabled; True
means enabled.

Comment

Display the description for such profile.

IP Filter Rule Group of Selected Group

Add Add a new IP filter rule profile. Before you create an IP filter
rule, you have to create an IP filter group first. Otherwise,
you are not allowed to add any IP filter rule here.

Edit Modify the selected profile.
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Item Description
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Rule Display the name of the IP filter rule.

Enable The Profile

Display the status of the profile. False means disabled; True
means enabled.

Time Profile

If no time schedule is set, None will be shown in this field.

Source IP

Display the source IP object profile selected for each rule.

Destination IP

Display the destination IP object profile selected for each
rule.

Service Type Display the service type object profile selected for each rule.

Action Display the action (pass or block) of such rule will use.

Next Group Display the name for next group selected. If no group is
chosen, None will be shown instead.

Syslog Display the status (enable or disable) of the Syslog function.

How to create an IP Filter group

To build an IP group containing IP filter rules, please follow the steps:

1.  Open Firewall>>Filter Setup and click the IP Filter tab.
2. Simply click the Add button.

Firewall =~ Filter Setup == IP Filter

IP Filter Application Fiter URL Fitter
IP Filter Bule Group
2y add JEEdt [ Delete oM Refresh G Re
Group Enable This Profile
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3. The following dialog will appear.

H

IP Filter

Group : IPF_Marketing

Enable This Profile

Comment : used for MKT Dept|

m Apply I.;} Cancel

Available parameters are listed as follows:

Item Description

Group Type the name of the IP filter group.
Enable This Profile | Check the box to enable this profile.
Comment Give a brief description for the profile.

4.  Enter all the settings and click Apply.
A new filter group has been added onto the table.

Firewall >> Filter Setup >> IP Filter
IP Filter Applicstion Fiter URL Fitter

IP Filter Rule Group
£y a0l K Edt [ Delete &M Refresh G Rename

Enable This Profile Comment
used for MKT Dept

Group

IPF _Marketing true

4 m

Tt T s S W =

6. Choose the IP filter group first and then click the Add tab (the lower one in this page).

% DrayTek
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Firewall >> Filter Setup >> IP Filter

IP Filter Application Filtter LRL Filter

IP Filter Rule Group

Gpadd JEEdt [ Delete &% Refresh G Rename

Gruup Enable This Profile Comment
IPF_Marketing true uzed for Mg

[ m

IP Filter Rules of Selected Group

£y add | JEEst [ Delete <™ Refresh () Rename  Frofils Mumber Limit

Rule Enalle This Time Profili Source IP Destination Service Typ Action

Ma itemns ta showe.

7.  The following page for configuration will appear.

| Rule

Rule : Ruls_1

Enable Thiz Profile

Time Profile : Hone w E'j
Any
Source IP : ri}
Any
Destination IP ; ri}
Ay [«
AUTH mls
BGP ]
AT

Available parameters are listed as follows:

DrayTek %
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[=

ﬂ Apphy :3 Cancel
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Item Description

Rule Type the name of the IP filter rule.
Enable This Profile | Check the box to enable this profile.
Time Profile Choose a schedule profile to be applied on such rule.

You can click I':, to create another new time object profile.

Source IP Choose one or more IP object profiles from the drop down
list. The selected profile will be treated as source IP.

You can click I':, to create another new IP object profile.

Destination IP Choose one or more IP object profiles from the drop down
list. The selected profile will be treated as destination IP.

You can click I':; to create another new IP object profile.

Service Type Choose one or more service type object profiles from the
drop down list. The selected profile will be treated as service

type.

You can click I':, to create another new service type object
profile.

Input Interface Choose one of the LAN or WAN profiles as data receiving
interface.

Output Interface Choose one of the LAN or WAN profiles as data
transmitting interface.

Fragments Specify the action for fragmented packets.
do_not_care w
do_not_care
fragment
unfragment

do_not_care -No action will be taken towards fragmented
packets.

unfragment - Apply the rule to unfragmented packets.
fragment - Apply the rule to fragmented packets.

Action The action to be taken when packets match the rule.
Block - Packets matching the rule will be dropped
immediately

Pass - Packets matching the rule will be passed immediately.

Block_If_No_Further_Match - A packet matching the rule,
and that does not match further rules, will be dropped.
Pass_If _No_Further_Match - A packet matching the rule,
and that does not match further rules, will be passed through.

Syslog Click Enable to make the history of firewall actions
appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.
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System Maintenance == Syslog / Mail Alert == Syslog File

Syslog Access Setup Syslog File Mail Alert

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

8.  Enter all the settings and click Apply.

9.  Anew IP filter rule has been added onto IP Filter Rules of Selected Group table.

Group Enable This Profile Comment
IPF_Marketing true used for MKT Dept

1 m »

IP Filter Rules of Selected Group
3 Add % Edit [ Delete ™ Refresh G Rename  Profile Number Limit - 12

Rule Enable This Time Profile Source IP  Destination | Service Typy Action Next Group  Syslog
Rule_1 true kone Ay Any Ay Pass MNone Disable

Note: You can create multiple IP filter groups. Each IP Filter Rules of Selected
Group belongs to an IP Filter Rule Group. Click an IP Filter Rule Group to
show its members in the lower display window.
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Application Filter

Application Filter can integrate several application objects within one profile for restricting
the usage of application. For example, it can block people defined in IP object profile not
using IM application, not using P2P for file sharing, and not downloading files via certain

protocol.

DrayTek

Auto Logout : |Off w

Quick Start Wizard
Online Status

Filter Setup
DoS Defense

MAC Block

External Devices

Product Registration

<

"Vigor300B  isso:e

Firewrall >> Filter Setup >> Application Filter

= & W
7

B3

Login: Admin =

IP Fitter URL Filter

@y add P& Edt  [[]) Delete & Refresh  (f Rename
Profile Enabkle This Time Profil Source IP Exception | IM Block P2P Block Protocol Blod

Mo items to =how.

m

Each item will be explained as follows:

Item Description

Add Add a new group profile for Application filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the application filter profile.

Enable The Profile

Display the status of the profile. False means disabled; True
means enabled.

Time Profile If no time schedule is set, None will be shown in this field.
Source IP Display the source IP object profile selected for such group.
Exception IP Display the IP object profile which will not be filtered by the

router for such group.
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Item Description

IM Block Display the 1M object profile selected for such application
profile.

P2P Block Display the P2P object profile selected for such application
profile.

Protocol Block Display the protocol object profile selected for such
application profile.

How to create an Application Filter profile
1. Open Firewall>>Filter Setup and click the Application Filter tab.
2. Simply click the Add button.

Firewall == Filter Setup => Application Filter

IP Filter Application Filter URL Filter

£y add | JLEdt  [[] Delete &M Refresh () Rename

Profile Enable This Pri Time Profile | Source IP Exception IP

Mo tems to shovw,

3. The following dialog will appear.

Profile = ||

Profile : NO_IM

{¥| Enable This Profile

Time Profile Naone w ‘;
Any
Source IP ':;
Mone
Exception 1P ':}
IM Block : MNone w f‘;
P2P Block : None w ":}
Protocol Block : | Mone v ':J =

ﬂ Apphy J Cancel
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Available parameters are listed as follows:

Item Description

Profile Type the name of the Application filter profile.
Enable This Profile | Check the box to enable this profile.

Time Profile Choose a schedule profile to be applied on such rule.

You can click I",:, to create another new time object profile.

Source IP Choose one or more IP object profiles from the drop down
list. The selected profile will be treated as source IP.

You can click I':, to create another new IP object profile.

Exception IP Choose one or more IP object profiles from the drop down
list. The selected profile will be treated as exception IP
which will not be filtered by the router for such group.

You can click I",:, to create another new IP object profile.

IM Block Choose one or more IM object profiles from the drop down
list which will not be allowed to pass through the router.

You can click I':, to create another new 1M object profile.

P2P Block Choose one or more P2P object profiles from the drop down
list which will not be allowed to pass through the router.

You can click I':, to create another new P2P object profile.

Protocol Block Choose one or more Protocol object profiles from the drop
down list which will not be allowed to pass through the
router.

You can click I':, to create another new protocol object
profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new Application filter profile has been added.

Firewall => Filter Setup >> Application Filter
IP Filter Application Filter URL Filter

Gp add L Edt [ Delete &% Refresh G Rename
Profile Enable This Pri Time Profile  Source IP Exception IP IM Block
Mk true Mone Ay Mone Mone

Vigor300B Series User's Guide 101 Dray Tek



URL Filter

URL Filter can integrate URL, Keyword, File extension and WCF object profiles within one
profile for restricting certain people accessing into Internet.

DrayTek

[

~Vigor300B

Firewall > Filter Setup >> URL Filter

Login: Admin

Auto Logout : |Off v
2 IP Fitter Application Fitter | URL Filter |

Quick Start Wizard

£y Add Edit M Delete 5 Refresh Rename
Online Status < ){‘ m s ('g

Profile Enable This Time Profil Source IP  Keyword P. Keyword Bl File Extensi Web Categol

No items to =howr.

Filter Setup
Do§ Defense

MAC Block

Use Default Message : (%) Enable ) Disable

_'_'.‘
= 8§ 2 ;

| m
External Devices

>
oh Refresh A
Product Registration & U pply

(4] m | »

|~
ol

Each item will be explained as follows:

Item Description
Add Add a new group profile for URL filter.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Rename

Allow to modify the selected profile name.

Profile

Display the name of the application filter profile.

Enable The Profile

Display the status of the profile. False means disabled; True
means enabled.

Time Profile

If no time schedule is set, None will be shown in this field.

Source IP

Display the source IP object profile selected for each rule.

Keyword Pass

Display the keyword object profile selected for each rule
which is allowed to pass through the router.

Display the keyword object profile selected for each rule
which is not allowed to pass through the router.
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Item Description

File Extension Block Display the file extension object profile selected for each
rule which is not allowed to pass through the router.

Web Category Block Display the web category object profile selected for each
rule which is not allowed to pass through the router.

Web Category The message will display on the user's browser when he/she
Administration Message | tries to access the blocked web page.

How to create a URL Filter profile
1.  Open Firewall>>Filter Setup and click the URL Filter tab.
2. Simply click the Add button.

IP Filter Application Filter URL Filter

Ty Add | £ Edit  [JJ] Delete &% Refresh G Renar

Profile Enable This P Time Profile Source IP Keyworil
AP_F_Rulel true MHone Ay MHone

3. The following dialog will appear.

Profile -

Profile : Keyword_1

i|¥| Enable This Profile

Time Profile : Nong v | €
Any
Source IP : ':)
Keyword Pass Mone w ‘:’}
| Keyword Block : Mone w ‘:}
File Extension Block : |None w ‘:’}
Web Category Block : [Mons w ‘:}

ﬂ Apply \:} Cancel

Available parameters are listed as follows:

Item Description

Vigor300B Series User's Guide 103 Dray Tek



Item Description

Profile Type the name of the URL filter profile.

Enable This Profile | Check the box to enable this profile.

Time Profile Choose a schedule profile to be applied on such rule.

You can click I':, to create another new time object profile.

Source IP Choose one or more IP object profiles from the drop down
list. The selected profile will be treated as source IP.

You can click I':, to create another new IP object profile.

Keyword Pass Choose one or more keyword object profiles from the drop
down list which will be allowed to pass through the router.

You can click ﬁ:_.: to create another new keyword object
profile.

Keyword Block Choose one or more keyword object profiles from the drop
down list which will not be allowed to pass through the
router.

You can click I':, to create another new keyword object
profile.

File Extension Choose one or more P2P object profiles from the drop down
Block list which will not be allowed to pass through the router.

You can click I':, to create another new file extension
object profile.

Web Category Choose one or more WCF object profiles from the drop

Block down list which will not be allowed to pass through the
router.
You can click ﬁ:_.: to create another new WCF object
profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new URL filter profile has been added.

Firewall == Filter Setup == URL Filter

IP Filter Application Filter URL Filter

@y add & Edit  [[]] Delete &5 Refresh G Rename

Profile Enable This P Time Profile  Source P Keyword Pas Keyword Bloc File Extensior Web Category
AP_F_Ruletl true Maone Ay Mohe Maone Maone MNohe
Keyword_1  true Mone Ay Mone Mone Mone MNone
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4.4.2 DoS Defense

The DoS function helps to detect and mitigates DoS attacks. These include flooding-type
attacks and vulnerability attacks. Flooding-type attacks attempt to use up all your system's

resources while vulnerability attacks try to paralyze the system by offending the
vulnerabilities of the protocol or operation system.

DrayTek

Auto Logout : |Off w

Quick Start Wizard
Online Status

Filter Setup

DoS Defense
MAC Block

;
" =
. :
;
: 3
:
3

External Devices

Product Registration

<

Vigor300B

Firewall >> System

System

["] Enable This Profile
Block SYN Flood :

5YN Flood Threshold :
5YN Flood Timeout:

Block ICMP Flood :

ICMP Flood Threshold :

ICMP Flood Timeout :

Block UDP Flood :

UDP Flood Threshold :

UDP Flood Timeout :

Block Port Scan :

Port Scan Threshold :

() Enable (&) Disable
300

10

() Enable (%) Disable
300

10

() Enable (%) Disable
300

10

() Enable (%) Disable

300

Login: Admin

Packets/Second

Packets/Second

Packetz/Second

Packets/Second

E Apply

&N Refresn

The DoS Defense Engine inspects each incoming packet against the attack signature
database. Any packet that may paralyze the host in the security zone is blocked. The DoS
Defense Engine also monitors traffic behavior. Any anomalous situation violating the DoS
configuration is reported and the attack is mitigated.

Available parameters are listed as follows:

ltem

Description

Enable This Profile

Check the box to enable this profile.

Block SYN Flood

Click Enable to activate the SYN flood defense function.

If the amount of TCP SYN packets from the Internet exceeds
the user-defined threshold value, the router will be forced to
randomly discard the subsequent TCP SYN packets within
the user-defined timeout period.

The default setting for threshold is 300 packets per second.

The default setting for timeout is 10 seconds.

Click Enable to activate the ICMP flood defense function.

If the amount of ICMP echo requests from the Internet
exceeds the user-defined threshold value, the router will
discard the subsequent echo requests within the user-defined
timeout period.

The default setting for threshold is 300 packets per second.

The default setting for timeout is 10 seconds.
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ltem

Description

Block UDP Flood

Click Enable to activate the UDP flood defense function.

If the amount of UDP packets from the Internet exceeds the
user-defined threshold value, the router will be forced to
randomly discard the subsequent UDP packets within the
user-defined timeout period.

UDP Flood Threshold

The default setting for threshold is 300 packets per second.

UDP Flood Timeout

The default setting for timeout is 10 seconds.

Block Port Scan

Click Enable to activate the Port Scan detection function.

Port scan sends packets with different port numbers to find
available services, which respond. The router will identify it
and report a warning message if the port scanning rate in
packets per second exceeds the user-defined threshold value.

Port Scan Threshold

The default threshold is 300 pps (packets per second).

Block IP Options

Click Enable to activate the Block IP options function. The
router will ignore any IP packets with IP option field
appearing in the datagram header.

Block Land Click Enable to activate the Block Land function. A Land
attack occurs when an attacker sends spoofed SYN packets
with identical source address, destination addresses and port
number as those of the victim.

Block SMURF Click Enable to activate the Block Smurf function. The

router will reject any ICMP echo request destined for the
broadcast address.

Block Trace Route

Click Enable to activate the Block Trace Route function.

Block SYN Fragment

Click Enable to activate the Block SYN fragment function.
Any packets having the SYN flag and fragmented bit sets
will be dropped.

Block Fraggle

Click Enable to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet are
blocked.

Block Tear Drop

Click Enable to activate the Block Tear Drop function. This
attack involves the perpetrator sending overlapping packets
to the target hosts so that target host will hang once they
re-construct the packets. The routers will block any packets
resembling this attacking activity.

Block Ping of Death

Click Enable to activate the Block Ping of Death function.
Many machines may crash when receiving an ICMP
datagram that exceeds the maximum length. The router will
block any fragmented ICMP packets with a length greater
than 1024 octets.

Block ICMP Fragment

Click Enable to activate the Block ICMP fragment function.
Any ICMP packets with fragmented bit sets are dropped.

Block Unknown
Protocol

Click Enable to activate the Block Unknown Protocol
function. The router will block any packets with unknown
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Item Description
protocol types.

Refresh Renew current web page.

Apply Click it to save the configuration.

4.4.3 MAC Block

MAC Block allows you to set lots of proprietary MAC Address. Packets will be dropped if
the source or destination MAC Address of packets is matched with these assigned MAC
Addresses. The advantage of MAC Block is that it can filter some unnecessary packets or
attacking packets on LAN network.

-
I, a ! y I( ‘ d
r y € Vlgor3OOB Login: Admin
Firewall >> MAC Block
Auto Logout : |Off ¥
Quick Start Wizard . =
Edit Delete 5 Refresh Rename
Online Status y“ m b ('g
Profile Enable This Profile MAC Address
s —
S Mo ftems to show
e
ki
Filter Setup
DoS Defense
MAC Block
~ Bandwidth Management |
External Devices
Product Registration
T m T
v
< ¥

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.
Rename Allow to modify the selected profile name.
Profile Display the name of the profile.
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Item Description

Enable The Profile Display the status of the profile. False means disabled; True
means enabled.

MAC Address Display the MAC address for such profile.

How to create a new MAC Block profile
1. Open Firewall>>MAC Block.
2. Simply click the Add button.

Firewall == MAC Block
MAC Block

G ndd  JEEdt [ Delete M Refresh G

Profile Enable This Profil:
Mo ite
3. The following dialog will appear.
MAC Elock -| [

Profile : hB_1
7| Enable This Profile

MAC Address . 00 . a0 . TF oA BE Slab

M apply (I Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name which can briefly describe the reason of the
MAC block of such profile.

Enable This Profile | Check the box to enable this profile.

MAC Address Type the MAC address which will be blocked by the system
for such profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
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5. Anew MAC Block profile has been created.

Firewall == MAC Block
MAL Block

Ty add € Edit  [] Delete &5 Refresh  (f Rename

Profile Enahle This Profile
MB_1 frue

4.5 Objects Setting

Vigor300B allows users to set different filter profiles based on IP, service type, keyword, file
extension, instant message application, P2P application, protocol application, web category
and time setting. These objects setting profiles can be applied in Firewall.

Objects Setting E

IP Object

IP Group

Service Type Object
Service Type Group
Keyword Object
Keyword Group

File Extension Object
Il Object

P2P Object

Protocol Object

Web Category Object
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4.5.1 IP Object

For IPs in a limited range usually will be applied in configuring router’s settings, we can
define them with objects and bind them with groups for using conveniently. Later, we can
select that object/group that can apply it. For example, all the IPs in the same department can
be defined with an IP object (a range of IP address).

This page allows you to specify certain IP address, range of IP addresses or subnet mask as
an object which will be applied in Firewall.

Dray Tek Vfgor 3OOB 14:55:39 Login: Admin = I

Objects Setting >> IP Object

Auto Logout : |Off »

Quick Start Wizard

oo, " , = Prof
L Add Edit Delete Y Refresh
Online Status - /{ [m e

Profile Interface Address Type StartIP Addres End IP Address Subnet Mask

Mo items to show.

IP Group

Service Type Object
Service Type Group
Heyword Object
Heyword Group

File Extension Object
I Object

P2P Object

Protocol Object

Wieb Category Object r 1 I}

< b4

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (256) of the object profiles to be
created.

Profile Display the name of the profile.

Interface Display the interface of the IP Object.

Address Type Disiellay the address type (single, range or subnet) for such
profile.
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Item Description

Start IP Address Display the IP address of the starting point for such profile.

End IP Address Display the IP address of the ending point for such profile.

It will be joint with Start IP Address only when you choose
Range as the Address Type.

Subnet Mask Display the subnet mask for such profile.

How to create a new IP Object profile
1. Open Objects Setting>>1P Object.
2. Simply click the Add button.

LI L LS SR = IF UrleLd

IP Ohject
Ty add | & Edit  [] Delete &5 Refresh
Profile Interface Address Type Start IP Addres

Mo items to show.

3. The following dialog will appear.

IP Ohject =% B
Profile : |P_object_1
Interface : Source w
Adldress Type Suhnet w
StartIP Address © 192 188 1 BEL
Subnet Mask 2652552550 w
M apply @9 Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of such profile.
Interface Determine the category (any, source or destination) of this IP

object. If an IP object is set to Source, it will only appear in
the field of Source IP on Firewall>>IP Filter Rule.
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Item Description

Source w

Ay
Source
Destination

Address Type Choose the address type (Single / Range /Subnet) for such
profile.

Range v

Single
Range
Subnet

Start IP Address Type the IP address of the starting point for such profile.

End IP Address Type the IP address of the ending point for such profile if
you choose Range as Address Type.

Subnet Mask Use the drop down list to choose the subnet mask for such
profile if you choose Subnet as Address Type.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
5. Anew IP object profile has been created.
Objects Setting == IP Object

IP Object

Ty add £ Edit ] Delete 5 Refresh

Profile Interface Address Type Start IP Addres End IP Addres: Subnet Mask
IP_ohject 1 Source Suhnet 192.168.1.78 2552552450
CRM_server  Destination Single 1721611
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4.5.2 IP Group

To manage conveniently, several IP object profiles can be grouped under a group. Different
IP group can contain different IP object profiles.

Dray Tek Vj'gor i {0]0]: 14:56:34 Login: Admin > I

Objects Setting >> IP Group

Auto L it | Off i i
uto Logou e | IPGroup |

Quick Start Wizard
Online Status

IP Object

Service Type Object
Service Type Group
Keyword Object
Heyword Group

File Extension Object
I Object

P2P Dbject

Protocol Object

Web Category Object

<

£y adcd L Edt  [[]] Delete &% Refresh L
Group Name Interface Description Objects

Mo items to show.

m >

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (32) of the object profiles to be
created.

Group Name Display the name of the object group.

Interface Display the interface of the object group.
Description Display the description for such profile.

Objects Display the object profiles grouped under such group.

How to create a new IP Group profile

1.  Open Objects Setting>>1P Group.
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2.

3.

DrayTek

Simply click the Add button.

Objects Setting >=> IP Group

IP Group

3 add | K

Group Hame

Edit  [[]] Delete &M Refresh

Interface

The following dialog will appear.

IP Group

Group Hame :

Interface ;

Objects .

Description

IP_Group_1

Source w

Group for Sales Optional
EIP_Dt:ujeu:tj W

Available parameters are listed as follows:

fC

m Aapaly l.;] Cancel

ltem

Description

Group Name

Type the name of the object group. The number of the
characters allowed to be typed here is 20.

Interface

Source w

Ay
Source
Destination

Determine the category (any, source or destination) of this IP
object. If an IP object is set to Source, it will only appear in
the field of Source IP on Firewall>>1P Filter Rule.

Description

is set not clearly.

Make a brief explanation for such profile if the group name

Objects

such group.

Use the drop down list to check the IP object profiles under

All the available IP objects that you have added on Objects
Setting>>1P Object will be seen here.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.
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5. Anew IP Group profile has been created.

IP Group
5 sdd R Edt [ Delete M Refresh @il
Group Hame Interface Description Objects
IP_Group_1 Source Group for Sales IP_object_1

4.5.3 Service Type Object

TCP and UDP service with specified port range can be saved with different service type
object profiles. Later, it can be applied to Firewall as a filter rule.

In default, common used service type object profiles have been created in this page.

~
Dray Tek V]gor 3OOB 14:57:40 Login: Admin B>
Objects Setting >> Service Type Object
Auto Logout : |Off v
R 1 @y add K Edt  [[[] Delete &M Refresh Frof
Online Status - T =
Profile Protocol Source Port 5ta Source Port Eni Destination Por Destination Port
A AUTH TCcp 1 112 13 2
pmEML Ber e ! e e
~ Firewall | BOOTPCLEENT uop 1 (=] L]
~ Objects Setting | = BOOTPSERVER UDP 1 65535 67 &7 £
IP Object CU_SEEME_HI TCP/UDP 1 65535 24032 24032
IP Group CU_SEEME_LO  TCP/UDP 1 & 7648 7648
ons TCPUDP 1 sz 52
Service Type Group FINGER TCP il 79 79
Keyword Object FTP TCcp 1 65535 20 i
Keyword Group H_323 TCP 1 63535 1720 1720
File Extension Object HTTP TCP 1 65535 80 80
IM Object HTTPS TCP 1 53538 443 &3
P2P Object IKE uor 1 63535 500 00
Protocol Object IRC TCP/UDP 1 85535 8657 8687 b
Veb Category Object - T\ 1 | s
N
< >

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (96) of the object profiles to be
created.
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Item Description

Profile Display the name of the service type object profile.
Protocol Display the protocol selected for such profile.
Source Port Start Display the starting source port for such profile.
Source Port End Display the ending source port for such profile.

Destination Port Start Display the starting destination port for such profile.

Destination Port End Display the ending destination port for such profile.

How to create a new Service Type Object profile
1.  Open Objects Setting>> Service Type Object.
2. Simply click the Add button.

Objects Setting >= Service Type Ohject

Service Type Object

2 add | R Ecit  [[) Delete &M Refresh

Profile Protocol Source Port 5t

AUTH TCP 1

3. The following dialog will appear.

CLHrOTile OOl Chollice Foll STall o Soliice Fold Fndad dallbic
Service Type Object =%
Profile : Cithers
Protocol : TCP w
Source Port Start : 1 I
Source Port End : G3035

Destination Port Start @ 1

Destination Port End @ 63535

ﬂ Apply 1.3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile. The number of the characters
allowed to be typed here is 10.

Protocol Specify one of the protocols for such profile.

Source Port Start ItCis available for TCP/UDP protocol. It can be ignored for
ICMP.
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Item Description
Type a port number (0 — 65535) as the starting source port.

Source Port End It is available for TCP/UDP protocol. It can be ignored for
ICMP. Type a port number (0 — 65535) as the ending source
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

Start ICMP.

Type a port number (0 — 65535) as the starting destination
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

End ICMP. Type a port number (0 — 65535) as the ending
destination port.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.

5. A new Service Type Object profile has been created.

SYELOG LDp 1 65535 o114 514

TELMET TCR 1 53333 23 23

TFTP LoP 1 65535 69 69

Cthers TCP 1 53335 1 65335 =

1 m »

4.5.4 Service Type Group
This page allows you to bind several service types into one group.

To manage conveniently, several service type profiles can be grouped under a service type
group. Different service type group can contain different service type profiles.
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DrayTek

Auto Logout : |Off 3

Quick Start Wizard
Online Status

IP Object
IP Group
Service Type Object
Keyword Object
Heyword Group
File Extension Object
IM Object
P2P Object
Protocol Object
Web Category Object

b

Vigor300B

Objects Setting >> Service Type Group

Login: Admin

(M Refresh Prof

& Edt

[ Delete

Description

£y Add
Group Hame Objects

Ho tems to show.

11}

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (32) of the object profiles to be
created.

Group Name Display the name of the service type group.
Description Display the description for such profile.
Objects Display the service type object profiles grouped under such

group.

How to create a new Service Type Group profile

1. Open Objects Setting>> Service Type Group.
2. Simply click the Add button.
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Objects Setting >=> Service Type Group

Service Tvpe Group

S5 add | DK Edt  [[) Delete & Refr

Group Hame Descript

3. The following dialog will appear.

Service Type Group =

Group Hame : Cross_Dept

Description :  Used for departments Cptional

Ohjects : ALUTH w

ﬂ Apply 1.3 Cancel

Available parameters are listed as follows:

Item Description

Group Name Type the name of the service type object group. The number
of the characters allowed to be typed here is 20.

Group Name Type the name of the service type object group. The number
of the characters allowed to be typed here is 20.

Objects Use the drop down list to check the service type object
profiles under such group.

All the available service type objects that you have added on
Objects Setting>>Service Type Object will be seen here.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. Anew Service Type Group profile has been created.

Objects Setting >> Service Type Group

Service Type Group

B3 acd L Edt [ Detete G5 Refresh Frofile
Group Hame Description Objects
Crozs_Dept Used for departments ALTH
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4.5.5 Keyword Object

Keyword can be set as a filter rule to be applied in Firewall. Vigor300B allows users to set
keyword profile with several keywords. Even, it allows users to group several keyword
profiles within a keyword group.

DrayTek

IP Group
Service Type Object

Service Type Group

Keyword Object
Keyword Group

File Extension Object
IM Object

P2P Dbject

Protocol Object

Web Category Object

<

Auto Logout : | Off »

Quick Start Wizard

Online Status
e
- |
|
-
- | ]

IP Object

Vigor300B

Objects Settin

Login: Admin

g >> Keyword Object

& Edit

&M Refresh Prof

[I] Dekete

€3 Add

Profile Member

Mo items to =how.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (100) of the object profiles to be
created.

Display the name of the keyword object profile.

Display the words specified in such profile.
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How to create a new Keyword Object profile

1.  Open Obijects Setting>> Keyword Object.

2. Simply click the Add button.

Objects Setting >= Keyword Object

Keyword Object

25 add | K Edit

Profile

[ll] Delete

3. The following dialog will appear.

Heyword Object

LM Refresh

= ||

Profile :  KO_1

Ty add [ save

Member

games i
Member :

M apply &3 cancel
Available parameters are listed as follows:

Item Description

Profile Type the name of the service type object group. The number
of the characters allowed to be typed here is 10.

Member Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

Add - Type the word in the box of Member and click this
button to add the new word as keyword object.
Save — Click it to save the setting.
W _ click the icon to remove the selected entry.
Apply Click it to save the configuration.
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Item Description

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new Keyword Object profile has been created.

Keyword Object

£3 sdd & Edt  [[) Delste &M Refresh Rt
Profile Member
KO 1 games

4.5.6 Keyword Group

To manage conveniently, several keyword profiles can be grouped under a keyword group.
Different keyword group can contain different keyword profiles.

D r dy Te k Vfgor 300B 15:01:21 Login: Admin & I

Objects Setting >> Keyword Group
Auto Logout : |OfF v
< Keyword Group

Quick Start Wizard —
Online Stat € add P& eait [ Delete  H Refresh Prof
nline us

Group NHame Description Objects

Mo items to show.

IP Object
IP Group

Service Type Object
Service Type Group
Keyword Object

Keyword Group

File Extension Object
Il Object

P2P Object

Protocol Object

VWeb Category Object

< ¥

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.
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Item Description

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be

created.
Group Name Display the name of the service type group.
Description Display the brief explanation for such profile.
Objects Display the keyword object profiles grouped under such
group.

How to create a new Keyword Group Profile
1.  Open Objects Setting>> Keyword Group.
2. Simply click the Add button.

Ohjects Setting => Keyword Group

Keyword Group

L Add | A2 Edt  [[] Delete &M Refresh

Group Hame Description

3. The following dialog will appear.

Keyword Group -2

Group Hame @ KG_1

Description :  first aroup Optional

Ohjects Wi A1 "

ﬁ Apply I.a Cancel

Available parameters are listed as follows:

Item Description

Group Name Type the name of the service type object group. The number
of the characters allowed to be typed here is 20.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to check the keyword object profiles
under such group.

All the available keyword objects that you have added on
Objects Setting>>Keyword Object will be seen here.
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Item Description

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A new Keyword Group profile has been created.
Objects Setting »> Keyword Group

Keyword Group

padd L Edt [ Delete &M Refresh Prafi
Group Hame Description Ohbjects
KG_1 first group Ko 1

4.5.7 File Extension Object

This page allows you to set file extension profiles which will be applied in Firewall. All the
files with the extension names specified in these profiles will be processed according to the
chosen action.

Dray Tek VfgoraoOB Login: Admin

Objects Setting >> File Extension Object

Auto Logout : |OFf v

Quick Start Wizard p = ot
K3 Add Edit  [f[] Delete » Refresh T
Online Status < X m s

Profile Image Video Audio Java ActiveX Compressi Execution

Mo items to show.

IP Object

IP Group

Service Type Object
Service Type Group
Keyword Object
Keyword Group

IN Object

P2P Object

Protocol Object

Web Category Object 4

£ [

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
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Item Description
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

Image Display the selected file extension of image.
Video Display the selected file extension of video.
Audio Display the selected file extension of audio.
Java Display the selected file extension of java.
ActiveX Display the selected file extension of activeX.

Compression

Display the selected file extension of compression.

Execution

Display the selected file extension of execution.

How to create a new File Extension Object Profile

1.
2.

Open Objects Setting>>File Extension Object.
Simply click the Add button.

(Ihjects Setting == File Extension Chject

File Extension Object

©3 Add | & Edit  [JJ] Delete &S F

Profile
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i S Ridd e CUIL e Ueislz b ElESDL]
File Extension Ohject -

Profile : File_Ext_1

Image : bmp, dib W
Video oY, MRE, Mped, M v
Audio Al .mp3, mda w
Java tlass, jad w
ActiveX alx, aph, axs W
Compressien :|.ace v
Execution : xR, inf, pif w

M apply &3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the File Extension Object group. The
number of the characters allowed to be typed here is 10.

Image Several file extensions for Image offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Video Several file extensions for Video offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Audio Several file extensions for Audio offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Java Several file extensions for Java offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

ActiveX Several file extensions for ActiveX offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Compression Several file extensions for compression offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Execution Several file extensions for execution offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Anew File Extension Object profile has been created.

File Extension Object

©y Aadd % Edit
Profile Image
File_Ext_1  bmp,.dib

4.5.8 IM Object

Ml Delete &5 Refresh
Video Audio Java ActiveX Compression Execution
_moy, mpe, mE au,.mp3,.mda class, jad alk.aph,.axs  .ace _exe,.inf,_pif

People like to use Instant Message to communication with friends on line just for fun or just
because it is easy and convenient. However, it might reduce the productivity of employees to
a company. Therefore, a tool to block or limit the usage of IM application is important to a
company. IM object setting lists all of the popular instant message application for you to
choose to block. Choose the one(s) you want to block and save as an IM Object profile. Later,
it can be applied to Firewall as a filter rule and reach the purpose of block.

DrayTek

Auto Logout : |Off "

Quick Start Wizard
Online Status

IP Object
IP Group

Service Type Object
Service Type Group
Keyword Object
Keyword Group

File Extension Object

P2P Object
Protocol Object
Web Category Object

|~

Objects Setting >> IM Object

Vigor300B

Login: Admin

J& Edt  []] Delste 5 Refrssh P

€3 Add

Profile

Member WeblM

Mo items to =how

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.
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Item Description
Profile Number Limit Display the total number (32) of the object profiles to be

created.
Profile Display the name of the IM object profile.
Member Display the 1M application specified in such profile.
WebIM Display the status of IM object whether including the

specified set of web IM or not.

How to create a new IM Object Profile
1.  Open Objects Setting>>IM Object.
2. Simply click the Add button.

(hjects Setting == IM Object

IM Chject
Ty add | & Edit []] Delete 5 Re
Profile Membe

3. The following dialog will appear.

IM Ohject =]

Profile : Ih_1
Member MSM, QQ, 10, ICHAT | w»

7| WehlM

eMessendger "'
YWebMSM

mMeeho*

ME oo BlelATILLL o

Wehtahoolh

M apply 9 Cancel | §

1
Available parameters are listed as follows:
Item Description
Profile Type the name of the IM object group. The number of the
characters allowed to be typed here is 10.
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Item Description

Member Several IM applications offered for you to choose. Check the
one(s) you want to add for such profile.

Member : MSH, Q0 iC0, iICHAT | »
| MSN
Al
| Weblm Google-Talk
ehlessender 7 ‘L;thDU-Msg
WebhSMN Voica
Mesbo® 7] ICHAT
o SKYPE
Itthaha*
WebIM It lists a package of IM application based on web page. You
may check the box to include all of them.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
A new IM Obiject profile has been created.

Cibjects Setting == IM Object
IM Object

Ty Aadd & Edit  [[J] Delete &5 Refresh
Profile Member WebIiM
Ih_1 MSMN, Q0 ICE ICHAT anhahla
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4.5.9 P2P Object

Vigor300B can block P2P application for users, especially for the ones who always upload
or download improper files to Internet.

P2P object setting lists all of the point to point application for you to choose to block.
Choose the one(s) you want to block and save as a P2P Object profile. Later, it can be
applied to Firewall as a filter rule and reach the purpose of block.

-
l, a ! - L
r y ek Vlgor3OOB Login: Admin
Objects Setting > P2P Object
- |Off
Auto Logout : v P2P Object
Quick Start Wizard - = ot
€3 Add Edt  [f[] Delete 5 Refresh E
Online Status L y‘ M he

Profile Member

No items to show

IP Object

IP Group

Service Type Object

Service Type Group

Keyword Object

Keyword Group

File Extension Object

I Object L3

P2P Object
Protocol Object

Web Category Object 1 1

|

|~
o

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Profile Display the name of the IM object profile.

Member Display the P2P application specified in such profile.
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How to create a new P2P Object Profile
1.  Open Objects Setting>>P2P Obiject.
2. Simply click the Add button.

Chjects Setting == P2P Object

P2P Chject
Ta Add | & Edit [[]) Delete &5 Refresh
Profile
Mo
3. The following dialog will appear.
P2P Ohject = |

Profile :  P2F_0Ohj_1

Member : SoulSeek, eDonkey, Fg

M apply (3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IM object group. The number of the
characters allowed to be typed here is 10.

Member Several P2P applications offered for you to choose. Check
the one(s) you want to add for such profile.

Member : |SoulSeek, eDonkey, Fs »

SoulSeek
eDonkey
FastTrack
Ghnutella
BT
CpenFT
QpenMap
Hunlei

10000 M

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Anew P2P Obiject profile has been created.

(Ohjects Setting == P2P Ohbject
P2P Object

Ty add 3£ Edit  [[]] Delete 5 Refresh

Profile Member
P2P_0Ohj_1 SoulSeek eDonkey FastTrack

4.5.10 Protocol Object

Network services, e.g., DNS, FTP, HTTP, POP3, for LAN users can be blocked by
Vigor300B. Common services will be listed in this function and can be selected to be
blocked by the router.

Dray Tek Vigorsoos Login: Admin

|

Objects Setting > Protocol Object

Auto L t: | Off v
H Protocol Object

Quick Start Wizard = = el
£y Add Edit  [[[] Delete * Refresh =
Online Status e A m s

Profile Member

Ho items to show.

g g

IP Object
IP Group

Service Type Object

Service Type Group

Keyword Object

Keyword Group

File Extension Object

I Object =
P2P Object

Protocol Object

VWeb Category Object Al ULl

|4

< |

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.
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Item Description
Profile Number Limit Display the total number (32) of the object profiles to be

created.
Profile Display the name of the IM object profile.
Member Display the protocol application specified in such profile.

How to create a new Protocol Object Profile
1. Open Objects Setting>>Protocol Object.
2. Simply click the Add button.

Objects Setting == Protocol Object

Protocol Object

Ty add | & Edit  [J]] Delete 5 Refre:

Profile

3. The following dialog will appear.

Protocol Ohbject -

Profile :  Proto_Ohj_1

Member . PostgreSal, Svhase, [«

M apply (I Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the protocol object profile. The number of
the characters allowed to be typed here is 10.

Member Several protocols offered for you to choose. Check the one
(s) you want to add for such profile.
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|| mEsGEL0

T P,
- | [ Oracle

Protocol Ohjed

I PostgreSaL

Svbase

Profile : DBz

Infarmix -
Member : [FostgreStl, Sybase, U

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A new P2P Obiject profile has been created.

Cihjects Setting == Protocol Object

Protocol Object

Ty add & Edit  [[J] Delete &S Refresh

Profile Member

Proto_ohbj_1 Postgresal, Svhase, DB2

4.5.11 Web Category Object

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With web category filtering service of the Vigor router, you
can protect your business from common primary threats, such as productivity, legal liability,
network and security threats. For parents, you can protect your children from viewing adult
websites or chat rooms.

WCF adopts the mechanism developed and offered by certain service provider. No matter
activating WCF feature or getting a new license for web content filter, you have to click
Activate URL to satisfy your request. Note that service provider matching with Vigor router
currently offers a period of time for trial version for users to experiment. If you want to
purchase a formal edition, simply contact with your DrayTek dealer.
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DrayTek

. VfgorSOOB 15:08:09 Login: Admin o>

Objects Setting >> Web Category Object >> Web Category Object

uto Legou | Web Category Object | Content Fiter License

Quick Start Wizard

[»

Add Edit  [[[] Delete &N Refresh Prof
Online Status ﬁ’ >e m i

WAN Profile Child Protect Leisure Business Chatting Computer Other

T ———
LAN MNo items to =how.

B ———
Firewall

Objects Setting

IP Object

IP Group
Service Type Object

Service Type Group

Heyword Object

Keyword Group
File Extension Object

IM Object L

P2P Object
Protocol Object

[ e S w

< &

Note: Web Content Filter (WCF) is not a built-in service of Vigor router but a service
powered by Commtouch. If you want to use such service (trial or formal edition), you
have to perform the procedure of activation first. For the service of formal edition,
please contact with your dealer/distributor for detailed information.

Web Category Object

Objects Setting == Web Category Object == Web Category Object

Web Category Object | Caontent Filter License

Ty Add & Edit [ Delete &5 Refresh

Profile Child Protectior Leisure Business Chatting Computer Other

Mo items to show,

] m &

Each item will be explained as follows:
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Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Profile

Display the name of the object profile.

Child Protection

Display the items under certain category that you choose to
block for protecting the children.

Leisure Display the items under certain category that you choose to
block.

Business Display the items under certain category that you choose to
block.

Chatting Display the items under certain category that you choose to
block.

Computer Display the items under certain category that you choose to
block.

Other Display the items under certain category that you choose to

block.

How to create a new Web Category Object Profile

1.

DrayTek

tab.

Open Objects Setting>> Web Category Object and click the Web Category Object

Simply click the Add button.

Chjects Setting == Web Category Ohject == Web Category Object

Web Category Object

Ta Add | € Edit

Profile

Child Protectior Leisure

Content Filter License

Ml Delete &5 Refresh

Business Chatti

Mo iterms to show.

The following dialog will appear.
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Web Category Object -=| [

Profile : WiCD_1

Child Protection : |Alcohol-And-Tobacco, w

Leisure : Sports, Travel W
Business Web-Based-Email w
Chatting Chat w
Computer : Botnets, Hacking v
ther Mews, Translatars W

M apply &3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the web category object profile. The
number of the characters allowed to be typed here is 10.

Child Protection The web pages which are not suitable for children will be
classified into different categories. Simply check the one(s)
that you don’t want the children to visit.

Child Protection : |Alcohol-And-Tobacco, € w
| Alcohal-And-Taobacco

Leisure : = "
| Criminal-And-Activity

Business : | Gambling

e Hate-And-Intolarance

Chatting Neoal-Drug
Leisure Simply check the one(s) that you don’t want the user to visit.
Business Simply check the one(s) that you don’t want the user to visit.
Chatting Simply check the one(s) that you don’t want the user to use

for gossip with remote people.

Computer Simply check the one(s) that you don’t want the user to visit.
Other Simply check the one(s) that you don’t want the user to visit.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. A new Web Category Object profile has been created.

Objects Setting == Web Category Object == Web Category Object

Web Category Object | Content Filter License

©y Add & Edit  [[] Delete &5 Refresh

Profile Child Protectior Leisure Business Chatting Computer Cther
WD Alcohol-And-Tok Sports, Travel  Web-Based-Em Chat Botnets,Hacking Mews, T

Content Filter License

Move your mouse to the link of Activate URL and click it. The system will guide you to
access into MyVigor website.

.
Draynk v,gorsoOB Login: Admin
Objects Setting >> Web Category Object >> Content Filter License
L eliie Web Category Objsct
Quick Start Wizard =
CoRociStatus License : Activate URL

Enalble This Profile : dizable

Info:

Serial Humber :

Start Date :

Expire Date :
IP Object
IP Group
Service Type Object
Service Type Group
Keyword Object
Keyword Group
File Extension Object
IM Object -
P2P Object
Protocol Object | ‘." Refresh E Apply |
Web Category Object 3

-
S >

After finishing the activation for the trial version of WCF, remember to purchase “Silver
Card” for WCF service from your DrayTek dealer or distributor.
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4.5.12 Time Object

You restrict Internet access to certain hours so that users can connect to the Internet only
during certain hours, say, business hours. The schedule is also applicable to other functions,

e.g., Firewall.
Login: Admin
Auto Logout : |Off v
add )& Edit “‘n Delete &M Refresh Prefile Number Limit : 16
Frequency Start Date Start Time End Date End Time Weekdays
IP Object Mo items te show.
IP Group
Service Type Object
Service Type Group
Keyword Object
Keyword Group
File Extension Object
1M1 Object
P2P Object
Protocol Object
Web Category Object
Time Group
w

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Profile Display the name of the time object profile.

Frequency Display the duration (or period) of the time object profile.
Start Date Display the starting date of the time object profile.

Start Time Display the starting time of the time object profile.

End Date Display the ending date of the time object profile.

End Time Display the ending time of the time object profile.
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Item Description

Weekdays Display the frequency of such time object profile.

How to create a new Time Object Profile
1.  Open Objects Setting>> Time Object.
2. Simply click the Add button.

Cihjects Setting == Time Chject

Time Object
Ty add | & Edit  [JJ) Delete &5 Refre
Profile Frequency Start Date

3. The following dialog will appear.

Time Ohject =|| 3
Profile : Tirme0_1
Frequency | Weekdays W

Start Time @ 08:00:00

End Time ;  23:00:00

Weekdays : |Mon, Tue, Wed w

M 2pply (9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time object profile. The number of the
characters allowed to be typed here is 10.

Frequency Specify how often (Weekdays or Once) the schedule will be
applied.

Start Date Specify the starting date of the time object profile.

Start Time Specify the starting time of the time object profile.

End Date Specify the ending date of the time object profile.

End Time Specify the ending time of the time object profile.
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Weekdays Specify which days in one week should perform the
schedule.
End Time @ 000000
Weekdays ;| Tue, Wed (¥
[ Man
Tue
Yad
[ Thu
[] Fri
[ gat
[T Sun
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. Anew Time Object profile has been created.
Objects Setting == Time Object

Time Ohject

3 Add £ Edit  [[[] Delete 5 Refrash

Profile Frequency Stant Date Start Time End Date Enil Time ¥
Timed_1 Wieekdays 2010-01-01 00:00:00 2010-01-01 00:00:00 Iy

4.5.13 Time Group
This page allows you to group several time object profiles.

DrQYTEk . VigorsoOB Login: Admin

Objects Setting >> Time Group

Time Group

©3 Add & edt  [[] Dekte & Refresh 12

Group Hame Description Dhjects

IP Object

No items te show.
IP Group

Service Type Object

Service Type Group

Keyword Object

Keyword Group
File Extension Object

IM Object

P2P Object

Protocol Object

Web Category Object

Time Object

Time Group

User Management

Applications

Ll m ]

Bandwidth Manacement

<

|~
v
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Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Group Name Display the name of the group.

Description Display the brief explanation for such group.

Objects Display the time objects selected by such group.

How to create a new Time Group Profile
1.  Open Objects Setting>> Time Group.
2. Simply click the Add button.

(Ohjects Setting == Time Group
Time Group

Ty add | & Edit  [J] Delete 5 Refresh

Group Hame Description

Mo itermns

3. The following dialog will appear.

Time Group =

Group Mame : TimeGrp_1

Description :  For Market Only (Optional
Objects : Tim=0_1 w
Timed_1

ﬂ Apphy J Cancel
e —
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Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name

is set not clearly.

Objects Use the drop down list to check the time object profiles
under such group.

All the available time objects that you have added on
Objects Setting>>Time Object will be seen here.

Objects - Time0_1 w
| Timeo_1
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A new Web Category Object profile has been created.

Objects Setting == Time Group
Time Group

Ty add 3 Edit  [) Delete 5 Refresh

Group Name Description Ohjects

TimeGrp_1 For Market anly Time2_1

4.6 User Management

User Management can manage all the accounts (user profiles) to connect to Internet via
different protocols.

User Management

General Setup
User Profile
User Group

LOAP [ Active Directory

4.6.1 General Setup

General Setup can determine the standard (rule-based or user-based) for the users controlled
by User Management. The mode (standard) selected here will influence the contents of the
filter rule(s) applied to every user.
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DrayTek

Auto Logout : | Off »

Quick Start Wizard

Online Status

|I|||

General Setup

User Profile

User Group

LDAP { Active Directory

Applications

g

:
:
:

3
:
3

External Devices

Product Registration

<

"Vigor300B

|

Login: Admin

User Management >> General Setup >> General Setup

General Setup | User-Based Firgwall Status

Mode : Rule-Bazed v

= Y

M Refresh

|£

Available parameters will be explained as follows:

Item Description
Mode There are two modes offered here for you to choose. Each
mode will bring different filtering effect to the users
involved.
User-Based - If you choose such mode, the router will apply
the filter rules configured in User Management>>User
Profile to the users.
Rule-Based —If you choose such mode, the router will apply
the filter rules configured in Firewall>>General Setup and
Filter Rule to the users.
Authentication Type Under User_Based mode, please specify the authentication
type.
Maile : User_Based w
Authentication Type . Local w
White IP List - Local
LDAP
White IP List Under User_Based mode, use the drop down list to choose
IP object and/or IP group profiles.
Mode Lzer_Based (¥
Aurthentication Type . Local v
White IP List : narne W
[ Mone
[ IP_Group_1
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User-Based Firewall Status

The User-Based Firewall Status is a monitoring tool which only works after you choose
User_Based as the Mode setting on User Management>>General Setup.

User authentication setup will launch if the router is running in User_Based mode. The
User-based Firewall Status will start to record each authentication event of specified users
including authentication failure or success, user’s IP, when or how much time the user uses,
and how much rest time for the user.

Auto Logout: | O .
Quick Start Wizard
Online Status
e —
e —
e —
General Setup

User Profile
User Group

LDAP ! Active Directory

T

External Devices

Product Registration

|~

D r Cly Te k Vfgor3OOB 15:19:36 Login: Admin = I

User Management > General Setup >> User-Based Firewall Status

General Setup User-Based Firewall Status

Gh Refresh Auto Refresh : |10 Seconds ~
User Hame [P Allow Time  Start Time  End Time Rest Time Delete

Ho items to =how

Available parameters will be explained as follows:

ltem

Description

Refresh

Renew current web page.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

10 Seconds w

10 Seconds !

30 Seconds

1 Minute

Disable
User Name Display the name of the client.
IP Display the IP address of the client.
Allow Time Display the total network connection time.
Start Time Display the starting time of the network connection.
End Time Display the ending time of the network connection.
Rest Time Display the rest time for the wireless station to browse the

Internet.
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ltem

Description

Delete

——

W _ 1t is available for the administrator to turn off a specific
user’s connection immediately.

tus

onds =
[ Start Time [ End Time l Rest Time

2011-10-20 16:07:55 2011-10-21 00:07:55 07:59:32

Remaove

4.6.2 User Profile

This function allows to configure all accounts (user profiles) in Vigor300B, including
PPTP/L2TP, System user, and so on.

Auto Logout : |Off L3

Quick Start Wizard
Online Status

= ol T =z C

o8 5 I E
= il =

o ¥

General Setup

User Profile

User Group

LDAP | Active Directory

:‘ i
=

a

&

External Devices

DI"GYTEI( Vfgor3OOB 15:21:07 Login: Admin = T

User Management >> User Profile

User Profile

€y Add

Username

Prof

J Ect [ Delste &M Refresh

Enable This Profile System User

Mo items to =how.

Product Registration

<

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.
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Item Description
Profile Number Limit Display the total number (200) of the object profiles to be

created.
Username Display the name of the user.
Enable This Profile Display the status of the profile. False means disabled; True

means enabled.

System User Display the status of the System User. False means disabled;
True means enabled.

How to create a new User Profile
1. Open User Management>>User Profile.
2. Simply click the Add button.

User Management > User Profile

€3 add  J& Edit  [[] Delete 4™ Refresh

Username Enable This P System User PPTP

3. The following dialog will appear.

User Profile -| X

Username :

Enakle This Profile
Password :
Idle Timeout (sec): 300
Usage Time (min): 420

System User: falze v

H Apphy Q Cancel

Available parameters are listed as follows:

Item Description

Username Type a name for such user profile (e.g.,
LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc). When a user tries to access
Internet through this router, an authentication step must be
performed first. The user has to type the Username specified
here to pass the authentication. When the user passes the
authentication, he/she can access Internet via this router.
However the accessing operation will be restricted with the
conditions configured in this user profile.
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Enable This Profile

Check this box to enable such profile.

Password

Type a password for such profile (e.g., lug123,
wug123,wug456, etc). When a user tries to access Internet
through this router, an authentication step must be performed
first. The user has to type the password specified here to pass
the authentication. When the user passes the authentication,
he/she can access Internet via this router with the limitation
configured in this user profile.

Idle Timeout

If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By
default, the Idle Timeout is set to 300 seconds.

Usage Time (min)

It means the maximum usage duration for the user. By
default, the Usage Time is 480 minutes.

System User

Choose True to allow the user accessing into WUI of
Vigor300B via the username and password above. If you
choose False, you can set SSL for such profile.

Group

Choose the level for such profile from the drop down list.

ser W

ser
Cperatar
Admin

User — the user that accessing into the web configurator of
Vigor300B can see limited settings.

Operator — the user that accessing into the web configurator
of Vigor300B can see most of the settings.

Admin — the user that accessing into the web configurator of
Vigor300B can see all of the settings. Such level owns the
highest authority.

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new User Profile has been created.

User Management > User Profile

User Profile

€y add  DF Edit

Username

M Refrezh

[ﬁ] Delete

Enable This Profile System User

gEata_c ut
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4.6.3 User Group

The User Group can consist of several user profiles, which help the administrator to manage
a large number of users conveniently.

Drdy Tek V,'gor3OOB 15:22:39 Login: Admin = ¥

User Management >> User Group

Auto Logout : |Off £3

Quick Start Wizard : :
2y Add

Online Status E;

Usergroup Enable This Profile Member

J Ect ) Delste &M Refresh L

Mo itemz to =how.

ol = TH =§ N =
n = b D -
= B

B 4

General Setup

User Profile

LDAP | Active Directory

=
B
& i

Ba

External Devices

Product Registration 4 m

< | k2

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (200) of the object profiles to be
created.

Usergroup Display the name of the user group.

Enable This Profile Display the status of the profile. False means disabled; True

means enabled.

Member Display the user profiles under such group.
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How to create a new User Group Profile
1. Open User Management>>User Group.
2. Simply click the Add button.

User Management == User Group

User Group

Ty add | & Edit  [J] Delete &5 Refresh

Usergroup Enahle This Profile

Mo iterms to show.

3. The following dialog will appear.

User Group =

Usergroup : LAN_UGroup_1

7| Enable This Profile

Member Drata_out w

M apply @ Cancel

Available parameters are listed as follows:

Item Description

Usergroup Type the name of such profile.

Enable This Profile

Check this box to enable such profile.

Member Use the drop down list to check the user profile(s) under
such group.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
A new User Profile has been created.

User Management >> User Group

User Group
Ty add 3 Edit  [J] Delete & Refresh
Usergroup Enable This Profile Member
LAR_UGrup_1 true Data_out
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4.6.4 LDAP/Active Directory

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in
TCP/IP network. It defines the methods to access distributing directory server by clients,
work on directory and share the information in the directory by clients. The LDAP standard
is established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service
without the complexity of other directory service protocols. For LDAP is defined to perform ,
inquire and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.

A~
I ’ a ! '( . =
r y € Vlgor3OOB Login: Admin
User Management >> LDAP [ Active Directory
Auto Logout : |Off v
Quick Start Wizard
Online 5tatus
[ Enable This Profile
e —
Server IP Address
i
! Port: 389
e —
e — Base DN
General Setup
User Profile
User Group
~ Ba th Management |
| Sysem manenanes | a3
- - |
External Devices &> Refresh H Aoty
Product Registration
)
& 3

Available parameters are listed as follows:

Item Description

Enable This Profile Check this box to enable such profile.

Server IP Address Enter the IP address of RADIUS server.

Port It means the port on TCP for establishing an LDAP session
between clients and LDAP server. The default value is 389.

Base DN It means “Base Distinguished Name”. Type or edit the
distinguished name used to look up entries on the LDAP
server.

Refresh Renew current web page.

Apply Click it to save the configuration.
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4.7 Application

Below shows the menu items for Applications.

Applications

Cynamic DHS

GVRP

IGIMP Proxy

UPnP

Wake on LAN

Smart Monitor

4.7.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

~
Dray Tek Vigor300B 09:31:32 Login: Admin = B
Applications >> Dynamic DNS >> Status
Auto Logout : |SMin e stﬂtus S
Quick Start Wizard . |
T M Refresh Auto Refresh : |10 Seconds )
A Profile Status Domain Name
L ———— ddn=1 Mot Connected
G ———— ddns2 Mot Connected
e —— ddnz3 Mot Connected
W ddns& Mot Connected
~ User Management | ddnsS Mot Connected
pplications ddnzg Mot Connected
m = ddns7 Net Connected
GVRP ddns8 Mot Connected
IGMP Proxy ddnsg Mot Connected
uPnP ddn=10 Mot Connected
WWake on LAN
Smart Monitor
- Bandwidth Management | L
External Devices | =
o]

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to ten accounts from eight different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied
by most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit
their websites to register your own domain name for the router.
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Status
This page displays all the available DDNS profiles.

Applications >> Dynamic DNS »>> Status

© Status | Setting
M Refresh Auto Refresh : |10 Seconds v

Profile Status Domain Name
ddnz1 Not Connected

ddnez Not Connected

ddne3 Mot Connected

ddnzd Not Connected

ddns5 Not Connected

ddnz& Not Connected

ddne? Mot Connected

ddnsd Not Connected

ddnzg Not Connected

ddns10 Not Connected

Each item will be explained as follows:

Item Description
Refresh Renew current web page.
Auto Refresh Specify the interval of refresh time to obtain the latest status.

The information will update immediately when the Refresh
button is clicked.

10 Seconds w

10 Seconds !

30 Seconds

1 Minute

Dizable
Profile Display the name of the DDNS.
Status Display the connection status of the DDNS server.
Domain Name Display the domain name for the DDNS server.
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Setting

This page allows you to configure DDNS server for your request.

Applications >> Dynamic DNS >> Setting

Status

: Setting |

K Edt P Refresh

Profile Enakle This Prof VAN Profile Routing Policy  Service Provider Service Type Domain Hame
ddnzs1 falze wani dyndns Dvnamic
ddns2 falze wan dyndng Dynamic
ddnz3 falze wani dyndnz Dynamic
ddnad falze wani dyndnzs Dwnamic
ddngs falze wani dyndnz Dynamic
ddnz8 falze wani dyndnz Dynamic
ddna? falze wani dyndnzs Dwnamic
ddnsg falze wani dyndng Dynamic
ddns9 falze wan dyndng Dynamic
ddnz10 falze wani dyndnz Dynarmic

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the profile.

Enable This Profile

Display the status of the profile. False means disabled; True

means enabled.

WAN Profile

Display current WAN profile used by such DDNS profile.

Routing Policy

Display the routing policy used for such DDNS profile.

Service Provider

Display the name of service provider used by such profile.

Service Type

Display the type for such profile.

Domain Name

Display the domain name of such profile.
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How to edit an existing DDNS Profile

There are 10 sets of DDNS server offered for you to modify and configure. Please choose
any one of them and click Edit to open the following page for modification.

1. Open Applications>>Dynamic DNS and click the Setting tab.
2. Choose the one you want to edit and click the Edit button on the top.

Setting - |3

Profile : ddn=1
Enakle Thiz Profile

VAN Profile : wanl W
Routing Policy : zelected_wan_first W
Service Provider ; |dyndnz W
Service Type : Dwnamic )

Domain Name @

User Login Name :

Password :

Wild Card : (") Enable (%) Disable

Backup MX () Enable (%) Disable

Mail Extender : (Optional

ﬂ Apphy -.3 Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the profile.

Enable This Profile | Check this box to enable such profile.

WAN Profile Choose a WAN profile that such profile will apply to.
Routing Policy Choose the routing policy of such profile.

Selected_wan_first — Choose it to make such profile being
applied by the selected WAN interface only first.

Selected_wan_only — Choose it to make such profile being
applied by the selected WAN interface only.

zelected_wan_firet v

zelected_wan_first
zelected_wan_only

Service Provider Select the service provider for the DDNS account.
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Service Type Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Cwnamic w
Cynamic
Static
Zustom
Domain Name Type in one domain name that you applied previously. Use

the drop down list to choose the desired domain.

User Login Name Type in the login name that you set for applying domain.

Password Type in the password that you set for applying domain.

Wildcard and The Wildcard and Backup MX features are not supported for

Backup MX all Dynamic DNS providers. You could get more detailed
information from their websites.

Mail Extender Type the IP/Domain name of the mail server.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

3. Enter all the settings and click Apply.
4.  The DDNS Profile has been modified.

Applications >> Dynamic DN S >> Setting
Status Setting

& Edit D Refresh

Profile Enable This Prof WAN Profile Routing Policy Service Provider Service Type Domain Name
ddns1 true wani selected_wan_fi... dyndns Dynamic 182.168.1.101
ddns2 falze wani dyndns Dynamic
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4.7.2 GVRP

This function can define the method for the changing the VLAN information among devices.
With supporting GVRP, the device can receive the VLAN information coming from other
devices.

>

Login: Admin

DrGYTek : Vigor3OOB 09:33:10

Applications > GURP

: |SMin v
Auto Logout : GVRP

Quick Start Wizard

Online Status

[ Enable This Profile

Interface »

Join Time : 20 Seconds

Dynamic DHS

IGMP Proxy

UPnP

Wake on LAN

Smart Monitor

Bandwid

G Refresh  [2] Apply

External Devices | =

|€

Available parameters are listed as follows:

Item Description

Enable This Profile Check this box to enable GVRP function.

Interface Choose LAN and WAN profiles.

Join Time Define the time for the system to send GVRP packet to other
device. The unit is second.

Refresh Renew current web page.

Apply Click it to save the configuration.
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4.7.3 IGMP Proxy

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast

groups.

Auto Logout : | SMin

Quick Start Wizard

Online Status

Dynamic DHS
GVRP

uPnpP

Wake on LAN

Smart Monitor

External Devices

DrayTek

IGMP

Vl'gor 300B 09:33:43

Applications >> IGMP Proxy

[ Enable This Profile
IGMP Proxy Channel - |wan1 v

Downstream : lan1 w

Login: Admin >

G Refresh [2] apply

Available parameters are listed as follows:

ltem

Description

Enable This Profile

Check this box to enable GVVRP function.

IGMP Proxy Channel

IGMP Proxy Channel : |wani

wani
Downstream :

wanz
wani

wWana

Downstream Choose a profile for use while downloading data from
Internet.
Refresh Renew current web page.
Apply Click it to save the configuration.
4.7.4 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.

DrayTek

158

Vigor300B Series User's Guide



UPNP is available on Windows XP and the router provide the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

-~
-
Dray 1 ek ngor 3OOB 09:35:06 Login: Admin =
Applications >> UPnP
Auto Logout : |Shlin £
Quick Start Wizard
Online Status
|:| Enable This Profile
e -
Download : 1024 @ Kbps O Mbps
I
] Upload : g1z ® Kbps O Mbps
| External Interface - |[wan1 v
~ Objects Setting |
Internal Interface : |lan1 ~
~ User| agement |
Max Session: S00
- F
Dynamic DNS 7
GVRP
IGMP Proxy
Wake on LAN
Smart Monitor
~ System Maintenance |
] G Refresh  [2] Apply
External Devices | =
b

Available parameters are listed as follows:

Item Description

Enable This Profile Check this box to enable UPnP function.

Download Enter the maximum sustained WAN download speed in
kilobits/second. Such information can be requested by UPnP
clients.

Upload Enter the maximum sustained WAN upload speed in
kilobits/second. Such information can be requested by UPnP
clients.

External Interface Select a WAN profile for UPnP protocol.

Internal Interface Select a LAN profile for UPnP protocol.

Max Session Determine the maximum session number for UPnP function.

Refresh Renew current web page.

Apply Click it to save the configuration.

After enabling UPNP service setting, an icon of IP Broadband Connection on Router on
Windows XP/Network Connections will appear. The connection status and control status will
be able to be activated. The NAT Traversal of UPnP enables the multimedia features of your
applications to operate. This has to manually set up port mappings or use other similar
methods. The screenshots below show examples of this facility.
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Address !@ Metwark Cannections

et e Broadband
| Network Tasks

=1 F
cl hinet
E Create a new cannection .’ Disconnected
it WHAN Miniport (PPPOE)

| Diakup.

-"';)*‘ best
L1 Disconnected
JJL DrayTek 15DN FPP

ﬁ Set up a home or small
~ office netwark

See Also *
j(f Metwork Troubleshooter

Other Places A Internet Gateway

G Sananl Rl I 1P Broadband Connection on
i'ﬂ My Metwork Flaces ) Rouker
Enahled

Ej My Documents

iy My Computer
" L LAN or High-Speed Internet

cl Local Area Connection
Enabled

Details

Network Connections
System Folder

|_;‘jd Realtek RTLE139/810x Family ...

"R IP Broadband Connection on Router Status E”El

méeneral_|
Intermet Gateway
Statuz: Connected
Ciuration: 00:19:06
Speed: 100.0 Mbps
Activity
Internet Internet Gateway My Camputer
Packets:
Sent: 404 734
Feceived: 1,118 ERE
| Properties J [ Dizable

The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP
address and configure port mappings on the router. Subsequently, such a facility forwards
packets from the external ports of the router to the internal ports used by the application.

&y

<7}

--G-eneralnl Services |

Connect to the Internet using: Select the services running on your network that Intermet users can
access.

| \—j IP Broadband Connection on Fouter | e -sl
[ Ftp Example
msnhmsar [192.168.29.11:13135) 60654 UDP
msnmsgr [192.168.29.11:7824] 13251 UDP

This connection allows you to connect to the Intermet through a menmzgr [192.165.29,11:9789) 53221 TCP

zhared connection on another computer.

& e Ve

Show icon in notification area when connected Add. Edit . I Hidlile 1

ok | [ Cancel | [ ok [ cance |

>

>

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations
Activating the UPnP function on your network may incur some security threats. You
should consider carefully these risks before activating the UPnP function.

Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.
Non-privileged users can control some router functions, including removing and

adding port mappings.

The reminder as regards concern about Firewall and UPnP
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The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.

4.7.5 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake on LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

A
s 2
Dray Tek ngor {0/0]:] 09:36:29 Login: Admin =
Applications »» Wake on LAN
Auto L it : |SMin
e s Wake on LAN
Quick Start Wizard . . . . .
Note: Wake on LAN integrates with Bind IP te MAC function, only binded PCs car
Online Status
e
e
]
|
- F
Dynamic DHS
GVRP
IGMP Proxy
UPnP
Smart Monitor
" eme
_myEem e e Wake By: (2)IP Address () Mac Address  IP Address : v
- | — —
1) m
External Devices | =
b

Available parameters are listed as follows:

Item Description

Wake by Two types provide for you to wake up the binded IP. If you
choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct
IP address.

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop
down list. Choose the IP address from the drop down list that
you want to wake up.

MAC Address Type any one of the MAC address of the binded PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.

Delete Click this button to remove the result.
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4.7.6 Smart Monitor

Check the box of Enable Smart Monitor and click Apply. Later, such router can be
monitored by Vigor SmartMonitor. If such feature is enabled, the Mirror function under
LAN>>Switch will be disable.

D r Cly Tek Vigor300B 09:37:30 Login: Admin = r

Applications >> Smart Monitor

Auto Logout : |Shin »

Quick Start Wizard

Online Status
|:| Enable Smart Monitor

Dynamic DNS
GVRP

IGMP Proxy
UPnP

Viake on LAN

Smart Monitor

tics ©h Refresh H Apply
External Devices

4.8 Bandwidth Management

Below shows the menu items for Bandwidth Management.

Bandwidth Management

Incoming Class
Incoming Filter
Outgoing Class
Outgoing Filter
Sessions Limit

Bandwidth Limit

The QoS (Quality of Service) guaranteed technology in the Vigor router allows the network
administrator to monitor, analyze, and allocate bandwidth for various types of network
traffic in real-time and/or for business-critical traffic. Thus, timing-sensitive applications will
not be impacted by web surfing traffic or other non-critical applications, such as file transfer.
Without QoS-guaranteed control, there would be virtually no way to prioritize users/services
or guarantee allocation of finite bandwidth resources to network or servers for supporting
timing-sensitive and mission-critical network applications, such as VolP (Voice over IP) and
online gaming applications.

Differentiated quality of service is therefore one of the most important issues over the
Internet infrastructure. In Vigor router, DSCP (Differentiated Service Code Point) support is
also taken into consideration in the design of the QoS-guaranteed control module.

The QoS function handles incoming and outgoing classes independently. Users can
configure incoming or outgoing separately without any impact on the other.
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4.8.1 Incoming Class

Incoming Class Setup allows you to configure bandwidth percentage for data and voice
signals transmission. Click the Bandwidth Management option and choose Incoming
Class.

DFGYTek )Vfgor 300B 10:01:04 Login: Admin

Bandwidth Management >> Incoming Class >> Total Rate Control

S Total Rate Control | Ciass Rate Control |

Quick Start Wizard

[»

Online Status

Mode : () Enable (%) Disable

S ————————
LAN Rate : 0 (® Kbps (O Mbps
NAT

Firewall

Objects Setting
User Management

Applications

Bandwidth Management

Incoming Class

Incoming Filter

Outgoing Class

Qutgoing Filter

Sessions Limit

Bandwidth Limit =

System Maintenance

Diagnostics | G Refresn ] Apply
External Devices E|

Total Rate Control
This page can set the total rate of incoming data for the QoS policer.
Bandwidth Management >> Incoming Class > Total Rate Control

| Total Rate Control || Class Rate Control |

Mode : () Enable (%) Disable

Rate : 0 &) Kbps () Mbps

M Refresh B 2oty

Available parameters are listed as follows:
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Item Description

Mode Click Enable to enable such function.

Rate Type the number as the total transmission rate for the
incoming data.

Refresh Renew current web page.

Apply Click it to save the configuration.

Class Rate Control
This page allows you to edit the incoming class rate for the QoS policer.
Bandwidth Management >> Incoming Class >> Class Rate Control

Total Rate Contrel

J2 Edt &M Refresh

QoS Policer Mode Rate
incoming_clazs0 Dizable 0
incoming_clazs1 Dizable 0

Each item will be explained as follows:

Item Description

Edit Modify the selected policy.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

policy.
Refresh Renew current web page.
QoS Policer Display the name of the QoS Policer.
Mode Display the status of QoS Policer.
Rate Display the rate of QoS Policer.
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How to edit the incoming class rate for the QoS policer

1.  Open Bandwidth Management>> Incoming Class and click the Class Rate Control
tab.

2. Choose one of the incoming class rates and click the Edit button.

Bandwidth Management == Incoming Class == Class Rate Control

Total Rate Control | Class Rate Control

J£ Edit &5 Refresh

QoS Policer Maode
incoming_classo Disable
incaming_classi Disahle

3. The following dialog will appear.

: Class Rate Control - | l

oS Policer @ incoming_class
Mode (" Enable () Disable

Fate : 15

M apply (9 Cancel

Available parameters are listed as follows:

Item Description

QoS Policer Display the name of the incoming class profile.

Mode Click Enable to invoke such incoming class profile.

Rate Type the number of rate for such profile.

Apply Click it to save the configuration and exit the page.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. The QoS Policer profile has been modified.
Bandwidth Management == Incoming Class == Class Rate Comirol
Total Rate Control || Class Rate Control

#£ Edit 4% Refresh

oS Policer Mode Rate
incoming_class0O Dizable ]
incoming_classi Enahle 14

4.8.2 Incoming Filter

There are 30 filter rules for incoming data that can be configured in such page.

~
D r ay Tek Vl'gor 300B 10:04:29 Login: Admin = B
Bandwidth Management >> Filter Rule
Auto Logout : | Off i mergme
T .
F—— YL Edt % Refresh
Al Filter Rule Policer Drop Reserved
. tan fiter_rule_0 no_rate_control Disable Dizable :
I — fitter_rule_1 no_rate_control Dizable Dizable
fitter_rule_2 no_rate_control Dizable Dizable
| ObjectsSetting fiter_rule_3 no_rate_control Disable Dizable
— i lanageme; — fitter_ruls_4 no_rate_control Dizable Dizable 3
“ fitter_rule_5 no_rate_control Dizable Dizable
~ Bandwidth Manageme -E fiter_rule_& no_rate_control Disable Dizable
Incoming Class fitter_rule_7T no_rate_control Disable Disable
fitter_rule_& no_rate_control Dizable Dizable
Outgoing Class filter_rule_% no_rate_control Disable Dizable
Outgoing Filter fitter_rule_10 no_rate_control Dizable Dizable
Sessions Limit filtter_rule_11 no_rate_control Dizable Dizable
Bandwidth Limit fitter_rule_12 no_rate_control Disable Disable
- te) | a enance | fitter_rule_13 no_rate_control Dizable Dizable
| Diagnostics ) fiter_rule_14 no_rate_control Disable Disable .
External Devices |=
b

Each item will be explained as follows:

Item Description

Edit Modify the selected policy.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

policy.
Refresh Renew current web page.
Filter Rule Display the name of the filter rule.
Policer Display the name of filter Policer.
Drop Display the status for the packet to be discarded or not.
Reserved Display the status for the packet to be kept in the buffer or
not.
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How to edit the incoming filter for the QoS policer

1.  Open Bandwidth Management>> Incoming Filter.

2. Choose one of the filter rules and click the Edit button.

Bandwidth Management == Filter Rule

Filter Rule

S Edit | 5 Refresh

Filter Rule

filter_rule_0
filter_rule_1
filter_rule_2

filter_rule_3

Policer

hao_rate_cantrol
no_rate_caontral
no_rate_caontrol

no_rate_cantrol

3. The following dialog will appear.

Filter Rule
Filter Fule : filter_rule_1
Paolicer : ho_rate_cantrol
Crop
Reserved
IP Protocol : MHaone
Source IP Address 1] I}
Source IP Address Mask 1] I}

Source Port Enable
Source Port Start ;

Source Port End :

Drestination IP Address

Drop

Disable
Disable
Disable
Disable

b

(" Enable &) Disable

(yEnable (&) Disable

o

(yEnable (&) Disable

0
0

0

Destination IP Address Mask ; 0

Destination port Enable

Drestination Port Start :

Drestination Port End

0
0

1]

0

() Enable (5 Disable

M apply (9 Cancel
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Available parameters are listed as follows:

Item Description

Filter Rule Display the profile name of the filter rule.

Policer Choose the QoS Policer profile to apply to such filter rule.
no_rate_cantrol w

nao_rate_cantrol
incaming_classo
incaming_classi

Drop Choose Enable to discard the packets which satisfy the
condition of the filter rule.

Reserved Choose Enable to keep the packets which satisfy the
condition of the filter rule, even the system is busy.

When both Drop and Reserved are set to Enable, the
priority of Drop is higher than Reserved.

IP Protocol Choose a protocol for such filter rule.

MHaone w

Mone
[TMP
[GMP
TCP
IIDP

Source IP Address | Type the source IP address for such incoming filter rule.

Source IP Address | Type the mask address for the source IP address.
Mask

Source Port Enable | Choose Enable to restrict the source port value.

Source Port Start Type the starting port number (0 - 65535) in the range of the
source port.

Source Port End Type the ending port number (0 - 65535) in the range of the
source port.

Destination IP Type the destination IP address for such incoming filter rule.
Address

Destination IP Type the mask address for the destination IP address.
Address Mask

Destination port Choose Enable to restrict the destination port value.

Enable

Destination Port Type the starting port number (0 - 65535) in the range of the
Start destination port.

Destination Port Type the ending port number (0 - 65535) in the range of the
End destination port.

Apply Click it to save the configuration and exit the page.
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Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
The incoming filter rule for QoS Policer has been modified.

Bandwidth Management == Filter Rule

Filter Rule |
J£ Edit &5 Refresh
Filter Rule Policer Drop Reserved
filter_rule_0 ho_rate_cantral Disahle Disahle -
filter_rule_1 no_rate_control Enahle Disahle
filter_rule_2 no_rate_cantrol Disahle Disahle

4.8.3 Outgoing Class

Outgoing Class Setup allows you to configure bandwidth percentage for data and voice
signals transmission. Click the Bandwidth Management option and choose Incoming

Class.

DrayTek

[

.
V:gor3OOB Login: Admin
Bandwidth Management >> Outgoing Class >> Total Rate Control

il - .
=== Total Rate Control | Class Rate Control | Queue 1-5 Weight |

Quick Start Wizard

I

Online Status

WAN
] .
" Rate 0 @ Kbps () Mbps

e
NAT Description Control port (Totally} rate limit

Status (0 Enable (%) Disable

Firewal

Objects setting
s —

User Management

Applications
mﬁ 'ﬁ Management

Incoming Class

Incoming Filter

Outgoing Class

Outgoing Filter

Sessions Limit

Bandwidth Limit

System Maintenance
e ——|
| & Refresh E Apply

Diagnostics

External Devices |3

%
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Total Rate Control
This page can set the total rate of outgoing data for the QoS policer.

Bandwidth Management >> Outgoing Class >> Total Rate Control

Total Rate Control Class Rate Control || Queus 1-5 Weight

Status : () Enable (%) Disable
Rate : 0 (&) Kbps () Mbps
Description : Control port (Totalhy} rate limit

M Refresh H Apply

Available parameters are listed as follows:

Item Description

Status Click Enable to enable such function.

Rate Type the rate for outgoing data. The range can be set from
64000 to 10000000.

Description Describe the meaning of such parameter.

Refresh Renew current web page.

Apply Click it to save the configuration and exit the page.
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Class Rate Control
This page allows you to edit the outgoing class rate for different QoS policer.

Bandwidth Management = Outgoing Class >» Class Rate Control

J& Edit 4™ Refresh

Profile Status Rate Description
outgoing_clazz0 Dizable 0 Control queue Tihightest)
outgoing_class1 Dizaktle 0 Control gueue Ghigher)
outgoing_clazs? Dizable 0 Control queue 1-5{low )

Each item will be explained as follows:

Item Description

Edit Modify the selected policy.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

policy.

Refresh Renew current web page.

Profile Display the name of the outgoing class rate profile.

Status Display the status (enable or disable) of such profile.

Rate Display the limitation (from 64000 to 10000000) for the rate
of queue.

Description Display the description for such profile.
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How to edit the outgoing class rate for the QoS policer

1.  Open Bandwidth Management>> Outgoing Class and click the Class Rate Control
tab.

2. Choose one of the profiles and click the Edit button.

Total Rate Control | Class Rate Control | Qlueue 1-5'wWWeight

J& Edit| 4% Refresh

Profile Status Rate
outgoing_classi Disahble 1]
noutgoing_classi Disahle 1]
outgoing_class? Disable 1]

3. The following dialog will appear.

Class Rate Control =|| 3
Profile : outgoing_class
Status (s Enable () Disable
Rate B5| @ Kbps () Mbps

Description ;. Control quede Glhigher)

M apply 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the QoS Shaper profile.

Status Click Enable to enable such function.

Rate Type the limitation for the rate of queue. Click the unit for
such rate.

Description Such information is offered by the system automatically. It is
not necessary to change it.

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.
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5. The outgoing class rate for QoS Policer has been modified.

Total Rate Control | Class Rate Control | Glueue 1-5%Weight

J& Edit &M Refresh

Profile Status Rate Description
outgoing_class0 Disahle 0 Control queue Tihightest
outgoing_class Enable B4 Control queue Ghigher)

mitnninn rlace3 Micahkhle n ontenl onene -5 0w

Outgoing Queue 1- 5 Weight

There are several available outgoing queues, four shapers at varying levels, and five data
gueues with weights. All queues in the data group to be initialized with weights of zero,
resulting in a strict service to completion (STC) mechanism across all queues.0.

Bandwidth Management >=> Outgoing Class >> Queue 1-5 Weight
Total Rate Control Clazs Rate Contrel | Queue 1-5 Weight

2 Edit M Refresh

QoS Queue Weight
low_gueus_5 0
low_gueus_4 0
low_gueue_ 3 0
low_gueus_2 0
low_gueus_1 0

Each item will be explained as follows:

Item Description

Edit Modify the selected policy.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

policy.
Refresh Renew current web page.
QoS Queue Display the name of the QoS queue.
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Weight Display the weight of the QoS queue.

How to edit the outgoing queue 1- 5 weight for the QoS policer

The bandwidth of the whole network traffic is dispatched according to the weight setting
configured in Queue 1-5 Weight. For example, the weight value for queue 1 is set to 5, for
queue 2 is 4, for queue 3 is 3, for queue 4 is 2 and for queue 5 is 1. Then session of queue 1
will have the largest bandwidth for it occupies largest weight (5/(5+4+3+2+1)).

1.  Open Bandwidth Management>> Outgoing Class and click the Queue 1-5 Weight
tab.

2. Choose one of the profiles and click the Edit button.

Total Rate Control  Class Rate Control | Quene 1-5 Weight

JX Edit | &M Refresh

QoS Queue Weiglt
lowy_gueue 5 1]
lowe_queue_4 L]
lowy_gueue_3 0

3. The following dialog will appear.

Cueue 1-5 Weight -3

oS Gueue @ low_gueue_5
Weight : 23

M apply O3 Cancel

B | i s o B B |

Available parameters are listed as follows:

Item Description

QoS Queue Display the name of the QoS queue.

Weight Type the weight of queues in bytes, range from 0 to
1000000.

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.
The outgoing queue 1-5 weight for QoS Policer has been modified.
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Total Rate Control | Class Rate Contral || Gueue 1-5 Weight

S Edit % Refresh

QoS Gueue Weight
[owy_gqueue_5 25
[owy uee 4 I}

4.8.4 Outgoing Filter

There are 30 filter rules for outgoing data that can be configured in such page.

DrayTek

>

- Vigor3OOB 10:11:31 Login: Admin o

Bandwidth Management >> Outgoing Filter

Auto Logout : |Off »

Quick Start Wizard —
o3 Add Edit Delste 5 Refresh Rename
Online Status €y % i g @

Profile Enable This Profi Source IP Destination IP Service Type Queue Number

No items to show.

= = 0O -1 N
! ri I

Incoming Class

Incoming Filter

Outgoing Class

‘Outgoing Filter

Sessions Limit

Banchwidth Limit ==

II

External Devices

1

[£3

Each item will be explained as follows:

Item Description
Add Add a new filter profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile for the filter.

Enable This Profile Display the status of the profile. False means disabled; True

means enabled.
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Source IP Display the source IP address for the filter.

Destination IP Display the destination IP address for the filter.

Service Type Display the protocol used for such filter.

Queue Number Display the queue number that such filter is categorized.

How to add an outgoing filter for the QoS policer
1. Open Bandwidth Management>> Outgoing Filter.
2. Simply click the Add button.

EBandwidth Management == Curtgoing Filter

Ourtgoing Filker

Ty Add | & Edit  [J]] Delete &5 Refresh () Ren:

Profile Enable This Profi Source IP Destination ||

Mo itermns to show.

3. The following dialog will appear.

Profile =3
Profile : Cut_filt_1
7| Enable This Profile
Source P IP_ohject_1 w I‘n
Destination IP ©  CRM_server w !f
Service Type © | Any v |
Cueue Number |0 v
M apply 9 Cancel
Available parameters are listed as follows:
Item Description
Profile Type the name of the filter profile.

Enable This Profile | Check this box to enable such profile.

Source IP Type the source IP address with subnet mask value to be
applied for this filter.

Destination IP Type the destination IP address with subnet mask value to be
applied for this filter.
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Service Type

Choose one of the service types from the drop down list. If

you want to create a new service type, simply click L to
open the following dialog.

Profile = |[%] B
Profile : for_out_filter
Pratocoel : TCP v
Source Port Start : 1
Source Port End : G5535

Destination Port Start @ 1

Destination Port End © 65535

Tytadd (@ Cancel

Profile — type a new name for such service type.

Protocol —There are two options: TCP, UDP and
TCP/UDP. Select the protocol that you want to use.

Source Port Start /End - Type the start /end number for the
port range of the source port for such filter.

Destination Port Start / End - Type the start /end number
for the port range of the destination port for such filter.

Queue Number

Choose a queue number to category the packets matching
with the condition configured as above. Queue 7 is the
highest; 0 is the lowest.

Cueus Number

M s L)k —= O O

Apply

Click it to save the configuration and exit the page.

Cancel

Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.

5. The outgoing filter for QoS Policer has been created.

Bandwidth Management => Qutgoing Filter

Outgeing Filter

€y add Y& Edit

Profile

[ Delste &S Refresh G Rename

Enalkle This Profile Source IP Destination IP Service Type (#]8

0ut_fit_1
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4.8.5 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer)
applications (e.g., BitTorrent) always need many sessions for procession and also they will
occupy over resources which might result in important accesses impacted. To solve the
problem, you can use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Dray Tek Vfgoraoos 10:12:48 Login: Admin =
|
Bandwidth Management >> Sessions Limit
et ) ! e Sessions Limit
Quick Start Wizard ﬂ SSR— —
p——— €y ade P& Eot [ Delete M Refresh G Rename
Profile Enable This Profile Source IP Max Sessions
e —
[ | Mo ftems fo show
e —
s
(oo
0
i =
Incoming Class Use Default Message : () Enable () Disable
Incoming Filter
Qutgoing Class
Outgoing Filter
Bandvwvidth Limit = = -
Sys S &N Refresh H Apply
i
External Devices - L
Each item will be explained as follows:
Item Description
Add Add a new profile.
Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.
Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.
Refresh Renew current web page.
Rename Allow to modify the selected profile name.
Profile Display the name of the profile.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Source IP

Display the IP address with subnet mask of the profile.

Max Sessions

Display the maximum sessions used by the profile.

Connection Limit

Display the message to inform the user when the permitted

DrayTek
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Administration Message | session limit is reached.

How to add a session limit profile for the QoS policer
1.  Open Bandwidth Management>> Sessions Limit.
2. Simply click the Add button.

Bandwidth Management == Sessions Limit

Sessions Limit

Ty add | & Edit  [JJ) Delete 5 Refresh

Profile Enahle This Profile Sm

Mo items to

3. The following dialog will appear.

Sessions Limit -=|[ X

Profile : Session_1

7| Enable This Profile

Source IP 192 168 1 35 255.255.255.0 )

Max Sessions : 1000

M apply 9 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable This Profile | Check this box to enable such profile.

Source IP Typg the source IP address with subnet mask for limit
session.

Max Sessions Defines the available session number for each host in the

specific range of IP addresses. If you do not set the session
number in this field, the system will use the default session
limit for the specific limitation you set for each index. This
field cannot be typed with “0”, otherwise the profile cannot

be saved.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Asession limit profile has been created.

Bandwidth Management >=> Sessions Limit

Sessions Limit

Ty add # Edit  [[) Delete &5 Refresh  Gf Rename

Profile Enable This Profile Source IP Max Sessions
Session_1 true 192.168.1.351 500

4.8.6 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large
of bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

~
. 2
Dray Tek Vigor300B 10:13:26 Login: Admin (=Y
Bandwidth Management >> Bandwidth Limit
Off w H i
U] | Bandwidth Limit |
Quick Start Wizard —
Add Edit Delete 5 Refresh Rename
Online Status E: x m he ('a
A Profile Enable This Profi Start P End IP TX Limit RX Limit
i
i ————————— HORESS o Shiowe
S —————
[
| ceenestons E
| Bandwidth Management |
Incoming Class
Incoming Filter
Outgoing Class
Outgoing Filter
Sessions Limit
Bandwidth Limit =
— ' Ma ance |
External Devices | = 4 AL L
b

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.
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Rename Allow to modify the selected profile name.

Profile Display the name of the bandwidth limitation profile.

Start IP Display the start IP address for the profile.

End IP Display the end IP address for the profile.

TX Limit Display the limitation for the speed of the upstream for the
profile.

RX Limit Display the limitation for the speed of the downstream for
the profile.

How to add a bandwidth limit profile for the QoS policer
1. Open Bandwidth Management>>Bandwidth Limit.
2. Simply click the Add button.

Bandwidth Management == Bandwidth Limit

Bandwichth Limit

T3 Add | S Edit  [[]] Delete &% Refresh

Profile Start IP End IP

Mo iterr

3. The following dialog will appear.

Bandwidth Limit - |3

Profile :  Band_limit_1

7| Enable This Profile

Startlp @ 132 163 1 B

EndiP - 192 168 1 B2

TX Limit © 1024 & Kbps O Mbps
RX Limit @ 1024 & Kbps O Mbps

M apply (I Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Start IP Define the start IP address for limit bandwidth.
End IP Define the end IP address for limit bandwidth.
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TX Limit

Define the limitation for the speed of the upstream. If you do
not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index. Do
not type the value with “0”, otherwise the profile cannot be
saved.

RX Limit

Define the limitation for the speed of the downstream. If you
do not set the limit in this field, the system will use the
default speed for the specific limitation you set for each
index. Do not type the value with “0”, otherwise the profile
cannot be saved.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
A bandwidth limit profile has been created.

Bandwidth Management >> Bandwidth Limit
Bandwidth Limit

Cy add Y& Edt  [[]] Delete &S Refresh (P Rename

Profile Enalble This Profile StartIP End IP TH Limit RX Limit
EEan:I_Iim'rt_1 true 182.1838.1.77 152.183.1.82 1024 1024
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4.9 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog/Mail Alert, Time and Date,
Access Control, SNMP Setup, Reboot System, Firmware Upgrade and Upload Language
File.

Below shows the menu items for System Maintenance.

System Maintenance

TR-063

Administrator Password

Configuration Backup

Syslog ! Mail Alert

Time and Date

Access Control

SHMP Setup

Reboot System

Firmware Upgrade

4.9.1 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

-~
- ]
Dray Rk Vigor300B 10:20:10 Login: Admin =8
System Maintenance >> TR-063
Auto Logout : | Off v [
I [ Enable This Profile
ACS Server URL :
| er amansmenm =
ACS Server Username : acs
| Bandwidth Management | ACS Server Password: [seasanne
n Ma ane VUAN Profile : want n
TR-069 Port: 2069
Administrator Password CPEURL : http:4- 8065/ cwmplcreg
Sy e Periodic Status () Enable ) Disable
Syslog / Mail Alert
= Periodic Time : 0o
Time and Date
: vigor
AccEEE ol CPE Username : g
SHMP Setup CPE Password: =~ wessssse
Reboot System
Firmware Upgrade &
External Devices M Refresh E Apply
Product Registration ‘ -
v

Each item will be explained as follows:

Item Description
Enable This Profile Check this box to enable such profile.
ACS Server Such data must be typed according to the ACS (Auto
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URL/Username Configuration Server) you want to link. Please refer to Auto

/Password Configuration Server user’s manual for detailed information.

WAN Profile Choose one of the WAN profiles which will be recognized
by VigorACS.

Port Type the port number for Vigor300B which will be
recognized by VigorACS.

CPE URL Display the URL of such CPE.

Periodic Status

The default setting is Enable. Please set periodic time for
VigorACS to send notification to CPE. Or click Disable to
close the mechanism of notification.

Periodic Time

Set the time for VigorACS to send notification to CPE.

CPE Username

Type the user name for the CPE which will be used by the
administrator of VigorACS to log into the WUI of
Vigor300B.

CPE Password

Type the password for the CPE which will be used by the
administrator of VigorACS to log into the WUI of
Vigor300B.

Refresh

Renew current web page.

Apply

Click it to save the configuration.

4.9.2 Administrator Password

This page allows you to set new password for accessing into the WUI of the router.

DrayTek

Auto Logout : |Off v

TR-069

Configuration Backup
Syslog / Mail Alert
Time and Date
Access Control
SHMP Setup

Rekoot System

Firmware Upgrade

10:20:43 Login: Admin =

.
Vigor300B
System Maintenance >> Administrator Password
Administrator Password

User Name admin

Original Password :
Hew Password :

Confirm Password :

External Devices E Apply
Product Registration
Each item will be explained as follows:
Item Description
User Name Display the name of the administrator.
Original Password Type the old password.
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New Password

Type the new password.

Confirm Password

Re-type the new password for confirmation.

Apply

page.

Click this button to save the configuration and exit the web

4.9.3 Configuration Backup

Most of the settings can be saved locally as a configuration file, and can be applied to
another router. The router supports functions of restore and backup for the configuration

-~
)
D r Cly I‘ek VIQO r300B 14:28:00 Login: Admin =
System Maintenance >> Configuration Backup >> Backup
Auto L it | SMin
= Lot i Backup Restore
.
D Encrypt Config
I —
ewWa (%) Backup to Local File
ek —
| Objects Setting | Backup Type : OBackuptDRemoleTFFP Server
[ TeErREREER——— () Backup Selected Config
| Config File Hame : V2005_2012-05-08.t52
- th Management
 System Maintenance
TR-068
Administrator Password
Configuration Backup =
Syslog / Mail Alert
Time and Date
Access Control
SHNMP Setup
Reboot System
Firmware Upgrade
|
External Devices & Backup

Product Registration

Each item will be explained as follows:

Item Description
Encrypt Config Check this box to encrypt the configuration file for saving.
Backup Type Choose one of the types to determine where the file will be

stored.

in local host.

which file you want to store.

Backup to Local File — The configuration file will be stored

Backup to Remote TFTP Server — The configuration file
will be stored in the remote TFTP server specified.

Backup Selected Config — The configuration file will be
stored with an existing file in local host. You must select

the name if required.

Display the configuration file name (x.tgz). You can change

Execute the file downloading job to the computer.
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Restore

DrayTek

Auto Logout : |SMin v

TR-069

Administrator Password

Configuration Backup

Syslog / Mail Alert

Time and Date

Access Control

SHMP Setup

Reboot System

Firmware Upgrade

cs

External Devices

Product Registration

[

|

14:31:12

Vigor300B

Login: Admin

System Maintenance >> Configuration Backup >> Restore

Backup Restore
[ pecrypt Config
@ Restore Settings via Local Config File
Restore Type :
O Restore Settings via TFTP Server

SelectFile : Browse..

O Restore

[E3

Each item will be explained as follows:

Item Description
Decrypt Config Check this box to decrypt the configuration file for using.
Restore Type Choose one of the types to determine where the file will be

downloaded from.

Restore Settings via Local Config File — Click it to restore
the configuration settings through a configuration file stored
locally.

Restore Settings via TFTP Server — Click it to restore the
configuration settings through TFTP server.

Use the Browse.. button to locate the file for uploading to
the router.

Click it to upload the selected file to the router. After
finishing the restoration, the system will ask you to reboot
the router.

Confirm X

0 Restore success, reboot now?

0K Cancel
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4.9.4 Syslog / Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get
into the Web Configurator of the router or borrow debug equipments.

DrayTek

dVigor3OOB

System Maintenance >> Syslog / Mail Alert >> Syslog Access Setup

Objects Setting
User Management

Applications

Bandwidth Management

System Maintenance

TR-069

Router Name :

Firewall Log

Administrator Password

VPN Log :

Configuration Backup

Time and Date

Syslog | Mail Alert

User Access Log

VAN Log

Access Control

Others Log :

SHMP Setup

Reboot System

Firmware Upgrade

External Devices

10:32:36

Syslog Access Setup I| Syslog File | Mail Alert
Server Port:

Wigor (Optional)
O Enable @ Disable
() Enable (3) Disable
() Enable (%) Disable
() Enable (3) Disable

() Enable (%) Disable

Login: Admin

Product Registration

¢h Refresh

= Aoy

Syslog Access Setup

To configure settings for Syslog, open System Maintenance>>Syslog/Mail Alert and click
the Syslog Access Setup tab.

System Maintenance >> Syslog / Mail Alert >> Syslog Access Setup

| syslog Access Setup | Syslog File | Mail Alert
Status - |Disable |v |
ServerIP: 127 | 0 | |3 1 |

Server Port:
Router Hame :
Firewrall Log :
VPHN Log :

User Access Log
VAN Log :

Others Log :

“igar

() Enable () Disable
(") Enable (3) Disable
() Enable (%) Disable
() Enable (%) Disable

() Enable (%) Disable

{Optional)

N Refresh

= Y
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Available parameters are listed as follows:

Item Description
Status Choose one of the selections to determine current status for
Syslog access. If you choose Local as Status, you don’t need
to type any server IP and port. Just give a name for the
router.
Dizable v
Disable
Femaote
Local
Buath
Server IP Type the IP address of the Syslog server.
Server Port Type the port number for the Syslog server.
Router Name Type the name of the router. The default name is Vigor.
Firewall Log Click Enable to make the firewall log recorded in the
Syslog.
VPN Log Click Enable to make the VPN log recorded in the Syslog.
User Access Log Click Enable to make the user access log recorded in the
Syslog.
WAN Log Click Enable to make the WAN log recorded in the Syslog.
Others Log Click Enable to make other logs recorded in the Syslog.
Refresh Renew the web page.
Apply Click this button to save the configuration and exit the web
page.
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SysLog File
Dfd)'Tek V,'gor3005 14:32:13 Login: Admin

System Maintenance >> Syslog / Mail Alert >> Syslog File

AutoLogout: SN v [ ‘
uto Logou | Sysiog Access Selup { Syslog File | Mail Alert
wrd

GH Refresh

Log 4
Firewall <30=Jan 1 08:00:36 Vigor: dhcpd: DHCP server: W3.1.0 N
Objects Setting <30=Jan 1 08:00:36 Vigor: dhcpd: Wrote 0 class decls to leases fil.
User Management <30=Jan 1 08:00:38 Vigor. dhcod: Wrote 0 lsases to leases file
Applications <30=Jan 1 08:00:36 Vigor: dnsmasq[65S6]: started, version 2.52 cachesize 150 g
Bandwidth Management <30=Jan 1 08:00:36 Vigor: dnsmasq[6555]: compile time options: IPvE GNU-getopt no-DBus no-18N DHCP TFTP 7
System Maintenance <30=Jan 1 08:00:36 Vigor; 556]: using local only for domain lan

TR-06%

<28=Jan 1 08:00:36 Vigor: dnsmasqg[6556): no servers found in Ampiresolv.conf.auto, will retry

e e <30=Jan 1 08:00:36 Vigor: dnsmasq[6556]: read Jjetc/hosts - 1 addresses

Ene{in et epiFncham <13=Jan 1 08:00:44 Viger: miniupnpd: removing frewall rules for want from zone zone

BEL e T <13»Jan 1 08:00:4¢ Viger: miniupnpd: adding firewall rules for wan-wan1 to zone zone

Time and Date

Access Control

SHNMP Setup
Reboot System

Firmwrare Upgrade

External Devices

Product Registration -

Available parameters are listed as follows:

Item Description

Refresh Renew the web page.

Mail Alert

DI'GYTEk _Vfgor3OOB 10:36:18 Login: Admin

System Maintenance >> Syslog / Mail Alert >> Mail Alert

| Aute Logout : Mail Alert

‘ Syzlog Access Setup | Syslog File

[o]

Firewall .
|| Enable This Profile

Objects Setting
Mail From ;
User Management
T —————— _
Applications Ii} Add E Save

Bandwidth Management Mail To

System Maintenance

TR-069

Ho items to show.

m

Administrator Password
Mail To

Configuration Backup

Syslog il Alert

Time and Date

Access Control

SNMP Setup

Reboot Syst T -
L SMTP Port: S

Firmware Upgrade S |

S sener — £
External Devices | ‘," Refresh g Apphy
Product Registration -

Available parameters are listed as follows:

Item Description

Enable This Profile Check the box to enable such function.
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Mail From Type a mail address for the mail sender.

Mail To Assign a mail address for the mail receiver.

SMTP Port Type the port number for SMTP server.

SMTP Server Type the IP address for SMTP server.

User Login Click Enable to make any user logging into the mail server.
User Name Type the user name for authentication.

User Password

Type the password for authentication.

Refresh

Renew the web page.

Apply

Click this button to save the configuration and exit the web
page.

495 Time and Date

This page allows you to specify where the time of the router should be inquired from.

As an NTP (Network Time Protocol) client, the router gets standard time from the time
server. Some time-based functions cannot work properly until the system time functions run
successfully. Typically, NTP achieves high accuracy and reliability with multiple redundant
servers and diverse network paths.

DrayTek

Auto Logout - |Off ¥

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SHNMP Setup

Reboot System

Firmware Upgrade

External Devices

Product Registration

Vi gor {0]o]:] 10:37:25 Login: Admin >

System Maintenance >> Time and Date

Time Type : NTP v
Server: pool.ntp.org

Port: 122

Interval : 00

Time Zone : Taipei v

Daylight Saving : (") Enable (3) Disable

o Refresh E Apply

Available parameters are listed as follows:

Item Description

Time Type NTP — Select to inquire time information from Time Server
on the Internet using assigned protocol.
Browser - Select this option to use the browser time from
the remote administrator PC host as router’s system time.

Server Type the domain name of the server.

DrayTek
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Port Type the port number for the time server.
Interval Select a time interval for updating from the NTP server.
Time Zone Select the time zone where the router is located.

Daylight Saving

Click Enable to enable the daylight saving. Such feature is
available for certain area.

Refresh

Renew the web page.

Apply

Click this button to save the configuration and exit the web
page.

4.9.6 Access Control

This page allows you to open or close the web configurator ofVigor300B by using Telnet,
SSH, HTTP, HTTPS... and etc...

DrayTek

Auto Logout ; | Off v

5

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

SNMP Setup
Reboot System

Firmware Upgrade

External Devices

Product Registration

" Vigor300B

10:39:22 Login: Admin B>

System Maintenance >> Access Control

Web Allowr :

() Enable (%) Disable

Web Port:

Telnet Allow :

Telnet Port :

S5H Allow

SSH Port:

HTTPS Allows

HTTPS Port:

User Define

&0
() Enable (%) Disable
23
O Enable @ Disable
22

() Enable (%) Disable

() Enable (3) Disable

Access Control

1n,

»
G Refresn 5] Apply

Available parameters are listed as follows:

Item Description

Web Allow Click Enable to allow system administrator to login from the
Internet and management the web page of the router.

Web Port Type the port number for the management through web
page.

Telnet Allow Click Enable to allow system administrator to login from the
telnet and management the web page of the router.

Telnet Port Type the port number for the management through telnet
page.

SSH Allow Click Enable to allow system administrator to login from the
SSH server and management the web page of the router.

SSH Port Type the port number for the management through SSH
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Server.

HTTPS Allow Click Enable to allow system administrator to login from the
HTTPS server and management the web page of the router.

HTTPS Port Type the port number for the management through HTTPS
server.

User Define Click Enable to allow system administrator to login from the

user defined IP address and management the web page of the
router. If you enable such function, the system can be
managed by these three IP addresses via WAN.

Allowed IP1 - Allowed Type the first IP address for the system administrator to
IP3 login.

The former box indicates an IP address allowed to login to the
router, and the later box indicates a subnet mask allowed to
login to the router.

Allow Ping from WAN Click Enable to allow system administrator to ping the router
from WAN interface.

Allow Ping form LAN Click Enable to allow system administrator to ping the router
from LAN interface.

Refresh Renew the web page.

Apply Click this button to save the configuration and exit the web
page.

4.9.7 SNMP Setup

This page allows you to manage the settings for SNMP setup.

DrGYTek Vigor300B 10:39:59 Login: Admin & r

System Maintenance >> SNMP Agent

Auto Logout : |Off 3

[]enable This Profile
Get Community :  public
Set Community : private

Manager HostIP:  default

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

Reboot System

Firmware Upgrade

External Devices N Refresh H Apply
Product Registration

Available parameters are listed as follows:

Item Description
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Enable This Profile

Check the box to enable such profile.

Get Community

Set the name for getting community by typing a proper
character. The default setting is public.

Set Community

Set community by typing a proper name. The default setting
is private.

Manager Host IP

Type the IP address for the manager host.

Refresh

Renew the web page.

Apply

Click this button to save the configuration and exit the web
page.

4.9.8 Reboot System

The Vigor router system can be restarted from a Web browser. You have to reboot the router
to invoke the configured settings that you made before.

If you want to reboot the router using the current configuration, choose Reboot with
Current Configurations and click Reboot. To reset the router settings to default values,
click Reboot with Factory Default Configurations and click Reboot. The router will take
a period of time to reboot the system.

Open System Maintenance>> Reboot System.

Auto Logout . | Off .

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SNMP Setup

Reboot System

Firmware Upgrade

External Devices

Product Registration

Dray Tek VIgoraoOB 10:40:35 Login: Admin = r

System Maintenance >> Reboot System >> Reboot System

Reboot Option : O Reboot with Factory Default Configurations

(%) Reboot with Current Configurations

() Reboot with Customized Configurations

C Reboot

Available parameters are listed as follows:

ltem

Description

Reboot with Current
Configurations

Click it to reboot the router using the current
configuration. Then, click Reboot..

Reboot with Factory
Default Configurations

Click it to reset the router settings to default values. Then,
click Reboot.

Reboot with Customized
Configurations

Click it to reboot the router using the current configuration
(only the configuration settings listed and selected below). If
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you choose this option, Select Config File will be available
for you to select.

(3 Reboot with Current Configurations
Reboot Option ("3 Reboot with Factory Default Configurations
(=) Reboot with Customized Configurations

Select Config File : | lan_wan_profile, wan_ «

lan_wan_prafile E
[] load_halance
wan_vlan
lan_vlan

[ switch_mirrar
[ static_route
[ ipkind_mac

nntt redirert

After choosing the configuration files, click Reboot.

Reboot Click this button to execute the rebooting job.

4.9.9 Firmware Upgrade

The following web page will guide you to upgrade firmware by using such page.

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site
is www.DrayTek.com (or local DrayTek's web site) and FTP site is ftp.DrayTek.com.

Click System Maintenance>> Firmware Upgrade.

D r Cly Tek Vigor300B 10:41:40 Login: Admin (=3 1

System Maintenance >> Upgrade Firmware

Auto Logout : |Off )

pgrade Firmwar

Current Firmwrare Version : V1.0.0RC2

Select File : Browse...

TR-05%

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date
Access Control
SHMP Setup
Reboot System
Firmware Upgrade

External Devices [_" Upgrade

Product Registration | =

£

Available parameters are listed as follows:

Item Description

Current Firmware Display current version of the firmware.

Version

Selected File Use the Browse.. button to locate and select the new
firmware.

Upgrade Click it to perform the firmware upgrade.
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4.10 Diagnostics

In some cases, a user may need to know some information about the router, such as static or
dynamic databases, or other routing information. The Vigor300B supports five functions,
Routing Table, ARP Cache Table, DHCP Assignment Table, NAT Sessions Table and
Traffic Graph for the user to review such information.

Routing Table

ARP Cache Table
DHCP Table

HAT Session Table

Traffic Graph

Web Console

Ping/Trace Route

Data Flow Monitor

4.10.1 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Drdy Tek . Vigor300B 10:43:43 Login: Admin &= 1

Diagnostics »> Routing Table >> Routing Table

Routing Table IPv5 Routing Table |

M Refresh
Destination Gateway Genmask Flags Ietric Iface
152.168.1.0 0.0.0.0 255.255.255.0 u ] lan-lan1

User Management

Appicatiuns
Ba HHH Management
T — |

System Maintenance

Diagnostics
Routing Table
ARP Cache Table

DHCP Table

HAT Session Table

Traffic Graph

Web Console

Ping/Trace Route

Data Flow Monitor

External Devices

Product Registration -

|

Routing Table

Display the information for each route.
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Diagnostics >> Routing Table >> Routing Table

Routing Table IPvE Routing Table

M Refresh
Destinaticn Gateway Genmask Flags Ietric Iface
192.168.1.0 0.0.0.0 255,255 255, u 0 lan-lan1

Each item will be explained as follows:

ltem

Description

Refresh

Renew the web page.

Destination

Display the destination IP address for various routings.

Gateway

Display the default gateway.

Genmask

Display the subnet mask for various routings.

Flags

Display the flag of the routing entry. Possible flags include:
U (route is up)

H (target is a host)

G (use gateway)

R (reinstate route for dynamic routing)

D (dynamically installed by daemon or redirect)

M (modified from routing daemon or redirect)

A (installed by addrconf)

C (cache entry)

I (reject route)

Metric

Display the distance to the target (usually counted in hops).
It may be needed by routing daemons.

Iface

Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).
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IPv6 Routing Table

Display the information for each route with IPv6 protocol.

Diagnostics >» Routing Table >> IPvE Routing Table

Routing Table IPvE Routing Table

M Refresh
De=tination MNext Hop Flagz Ietric Iface
fedl:i64 u 255 eth0
fell:. /54 u 258 eth2
fedl: /54 u 256 lan-lani
1128 U 0 Iy
fell:128 u 0 lo
fedh:nza u 0 Iz
fed0:M28 u 0 Iz
T80 250:7Tif:.feff:39... u 0 lo
fel0:250:Tiif.feff39... u 0 lo
fedl: 250:7fif.feff.39... = u 0 Iz
ffon:e u 256 ethd
ffo0:./2 u 256 eth2
008 u 255 lan-lan1
Each item will be explained as follows:
Item Description
Refresh Renew the web page.
Destination Display the destination IP address for various routings.
Next Hop Display the next hop address for such route.
Flags Display the flag of the routing entry. Possible flags include:

U (route is up)

H (target is a host)

G (use gateway)

R (reinstate route for dynamic routing)

D (dynamically installed by daemon or redirect)
M (modified from routing daemon or redirect)
A (installed by addrconf)

C (cache entry)

I (reject route)

Metric Display the distance to the target (usually counted in hops).
It may be needed by routing daemons.

Iface Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).
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4.10.2 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

DrGYTEk Vfgor3OOB 10:50:34

Diagnostics >> ARP Cache Table >> ARP Cache Table

Login: Admin

| ARP Cache Table ” 1P Neighber Table

&% Refresh [} Clear Al

|P Address HW Type WAL Address Flags Profile Clear
Objects Setting 192.158.1.13 ether elichi4eda:2879 C lan-lan1 [ %
User Management

Applications

Bandwidth Management
System Maintenance
Diagnostics

ARP Cache Table

DHCP Table

NAT Session Table

Traffic Graph

Vieb Console

Ping/Trace Route =

Data Flow Monitor

External Devices

Product Registration -

ARP Cache Table

Diagnostics >> ARP Cache Table > ARP Cache Table

i ARP Cache Table ” IPv§ Neighbor Table

& Refresh [ Clear Al

IP &ddress HW Type MAC Address Flags Profile Clear
192.168.1.13 sther slichidsdadd Ty C lan-lan1 | gt |
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Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Clear All Remove all of the information from this page.

IP Address Display the IP address for different ARP cache.

HW type Display the hardware type of the address from RFC 826.
MAC Address Display the MAC address for different ARP cache.

Flags Each complete entry in the ARP cache will be marked with

the flag of 0x2. Permanent entries are marked with 0x4 and
published entries have the 0x8 flag.

Profile Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).

Clear Delete the selected profile.

IPv6 Neighbor Table

Diagnostics = ARP Cache Table => IPvé Neighbor Table
ARP Cache Table || IPvB Neighbor Table |
LM Refresh
P Address Profile WAL Address Statuz

Mo items to show.

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

IP Address Display the IPv6 address of the neighbor.

Profile Display the interface to which this neighbor is attached.
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Item Description
MAC Address Display the MAC address of the neighbor.
Status Display the status for such neighbor.

INCOMPLETE - Address resolution is in progress and the
link-layer address of the neighbor has not yet been
determined.

REACHABLE - The neighbor is reachable recently (within
tens of seconds ago).

STALE-The neighbor is no longer to be reachable. Yet, until
traffic is sent to the neighbor, no attempt should be made to
verify its reachability.

DELAY - The neighbor is no longer to be reachable, and the
traffic has recently been sent to the neighbor.

Rather than probe the neighbor immediately, however, delay
sending probes for a short while in order to give upper layer
protocols a chance to provide reachability confirmation.

PROBE - The neighbor is no longer to be reachable, and
unicast Neighbor Solicitation probes are being sent to verify
reachability.

4.10.3 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Auto Logout - |Off v

D r dy Tek Vigor300B 10:54:36 Login: Admin (= F

Diagnostics >> DHCP Table

Routing Table
ARP Cache Table
DHCP Table

NAT Session Table

Traffic Graph

Vieb Console

PingTrace Route

Data Flow Monitor
External Devices

Product Registration

o Refresh
IP Address Start Date Start Time End Date End Time Mac Address
182.168.1.18 2011/01/08 074054 Z011/01407 07:40:54 B8:09:27.dc:20:ed
182.168.1.13 201101007 01:28:13 2011/01/08 01:29:13 el:chdeda 4879
182.168.1.10 2011401007 02:08:16 2011/01/08 0Z:06:16 7c:61:93:18.eadf

Each item will be explained as follows:

Item Description

Refresh Renew the web page.
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Item Description

IP Address Display the IP address of the static DHCP server.

Start Date Display the starting date that DHCP server is activated.
Start Time Display the starting time that DHCP server is activated.
End Date Display the end date that DHCP server is closed.

End Time Display the end time that DHCP server is closed.

Mac Address Display the MAC address of the static DHCP server.

4.10.4 NAT Session Table
This table can display about 30000 sessions with 20 pages.

DrayTek

Vl'gor3OOB 10:66:45 Login: Admin >

Diagnostics >> NAT Session Table

<

- |off N
et Cooonts NAT Session Table |

|

o* Refresh

Source Destination AN Protocol State TIL

No ftems to =how.

f
- £ C
7
f -

Routing Table

ARP Cache Table
DHCP Table

HAT Session Table

Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor
External Devices

Product Registration

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Source Display the source IP address and port of local PC.
Destination Display the destination IP address and port of remote host.
WAN Display the WAN interface used.

Protocol Display the protocol of such NAT session used.

State Display the actual state of the TCP connection.

TTL Display how long the conntrack entry has to live.
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4.10.5 Traffic Graph

Click Diagnostics and click Traffic Graph to pen the web page. Specify LAN and WAN
profiles to display corresponding graphs for CPU, Memory, LAN and WAN configurations.
Click Refresh to renew the graph at any time.

“
‘ Y
DrGYTEk V]gar3OOB 10:56:13 Login: Admin =
Diagnostics => Traffic Graph > Setup
o
sotpllize nis b setup | cPu Jiemory LAN WAN
_ :
- DEnab\e This Profile
e LAN =
VWAN : v
oot
—— ' Management
~ System Maintenance |
Routing Table
ARP Cache Table
DHCP Table
HAT Session Table
Traffic Graph
Wek Console
Ping/Trace Route =
Data Flows Monitor
External Devices H Apply
Product Registration
v

Each item will be explained as follows:

Item Description

Setup In this page, simply specify which LAN profile and WAN
profile will be applied. The traffic graph will be drawn based
on the profiles selected.

Enable This Profile — Check this box to enable such profile.
LAN - Use the drop down menu to choose a LAN profile.
WAN -Use the drop down menu to choose a WAN profile.

Refresh - Click it to renew the web page under the Setup
tab.

Apply - Click it to save the configuration configured under
the Setup tab.

PU Click the CPU tab.

There are three selections provided for you to specify.
Recent 24 Hours — Display the information of CPU
operation about recent 24 hours.

Recent 7 Days — Display the information of CPU operation
about recent 7 days.

Recent 4 Weeks — Display the information of CPU
operation about recent 4 weeks.

0

Memory Click the Memory tab.
There are three selections provided for you to specify.

Recent 24 Hours — Display the information of memory
operation about recent 24 hours.
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Item Description

Recent 7 Days — Display the information of memory
operation about recent 7 days.

Recent 4 Weeks — Display the information of memory
operation about recent 4 weeks.

LAN Click the LAN tab.

There are three selections provided for you to specify.

Network Interface — Display the information of LAN or
WAN operation.

Recent 24 Hours — Display the information of LAN
operation about recent 24 hours.

Recent 7 Days — Display the information of LAN operation
about recent 7 days.

Recent 4 Weeks — Display the information of LAN
operation about recent 4 weeks.

WAN Click the WAN tab.

There are three selections provided for you to specify.
Network Interface — Display the information of WAN or
WAN operation.

Recent 24 Hours - Display the information of WAN
operation about recent 24 hours.

Recent 7 Days — Display the information of WAN operation
about recent 7 days.

Recent 4 Weeks — Display the information of WAN
operation about recent 4 weeks.
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Below show a graphic for CPU:
Diagnostics >= Traffic Graph > CPU

Setup Memory LAN

™

WA

TR
Interval © (%) Recent 24 Hours () Recent7 Days () Recent 4 Veeks

CPU Usage(?:)

Idle System User [+] Nice
1.0

0.0

4.10.6 Web Console

Click Diagnostics and click Web Console to pen the web page for typing commands used in
console connection. A remote user can operate Vigor300B from this web page without
installing and opening other connection utility.

! Login:
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4.10.7 Ping/Trace Route

This page allows you to trace the routes from router to the host. Simply type the IP address
of the host in the box and click Run. The result of route trace will be shown on the screen.

~
3 ]
DrdyTek Vigor300B 10:57:24 Login: Admin &
Diagnostics >» Ping/Trace Route
Auto Logout ; |Off .
¥
Objects Se g |
s lanagel o) |
App a ONS |
Routing Table
ARP Cache Table
DHCP Table
HAT Session Table
Traffic Graph |
Web Console |
Ping/Trace Route -3
Data Flow Monitor @ ping (O TraceRoute  Host: Interface : | lan1 v ») Stz
External Devices | - -
. N — 1| m »
Product Registration -
v

Each item will be explained as follows:

Item Description

Ping / TraceRoute Click Ping to perform ping function.
Click TraceRoute to invoke trace router function.

Host Type the IP address of the host.

Interface Choose one of the LAN or WAN profile to be applied by
such function.

Start Click it to start the action of Ping or Trace Route.

Stop Click it to terminate the action of Ping or Trace Route.
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4.10.8 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds.

DrayTek

Auto Logout - |Off

<

= m»C C Zl
] B o w g b | B
g 3 i [y o
0 o o B
2 a
3 e
>

Routing Table

ARP Cache Table

DHCP Table

NAT Session Table

Traffic Graph

Vieb Console

Ping/Trace Route

Data Flow Monitor

External Devices

Product Registration

|

~Vigor300B

|

10:5€:00 Login: Admin >

Diagnostics = Data Flow Monitor

[ Enable Dataflow Monitor

M Refresh

(%) Recent 5 Minutes

IP Address TX rate(Kbps) RX rate(Kbps) Sessions Block Time

#* Loading data...

|

Each item will be explained as follows:

Item Description
Enable Dataflow Check the box to enable such function.
Monitor
Refresh Click it to renew the web page.
Chart Click this button to illustrate data chart. Refer to the
following figure as an example.
Data Flow Monitor =%
Bandwidth Chart for IP:224.0.0.5
O T HERX Last Updated: 1:0::15/03/08 14 16116
Block Prevent the specified PC accessing into Internet within 5
minutes.
UnBlock Allow the specified PC accessing into Internet within 5

minutes.

Display the records with 5 minutes/24 hours recently.

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.
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Description

Display the IP address of the monitored device.

Display the transmission speed of the monitored device.

Display the receiving speed of the monitored device.

Sessions Display the session number that you specified in Limit
Session web page.
Block Time Display the time for the duration of the block.

4.11 External Devices

Vigor router can be used to connect with many types of external devices. In order to control
or manage the external devices conveniently, open External Devices to make detailed

configuration.

Auto Logout : | Off v

Routing Table

ARP Cache Table

DHCP Table

NAT Session Table

Traffic Graph

Web Console

Ping/Trace Route

Data Flow Monitor
External Devices

Product Registration

Dray TEk v,‘goraoos 11:06:50 Login: Admin = F

External Devices >» External Devices

["]Enable Auto Discovery % Refresh

Status Model Hame IP Address Connection time Clear

es |

No items to show.

Each item will be explained as follows:

ltem

Description

Enable Auto Discovery

Check the box to detect the external device connected to
Vigor300B.

Refresh Click it to renew the web page.

Status Display

Model Name Display the model name of the external product.
IP Address Display the IP address of the external product.

Connection Time

Display the connection time that the external product
connecting to Vigor300B.

Clear

Remove the record of the device automatically when it is
offline.
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From this web page, check the box of Enable Auto Discovery. Later, all the available
devices will be displayed in this page with icons and corresponding information.

Note: Only DrayTek products can be detected by this function.
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Chapter 5: Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
® Pinging the router from your computer.

®  Checking if the ISP settings are OK or not.

®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check if the power line and WLAN/LAN cable connections is OK.
If not, refer to “1.3 Hardware Installation” for reconnection.

2. Turn on the router. Make sure the ACT LED blink once per second.

- ACT Des DMZ
Vigor300B °® o o
Mubi-WAN LoaZ Bolancar pESE ufl

FRElon wan: WaNd LSB2
Reset

3. If not, it means that there is something wrong with the hardware status. Simply back to
“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.
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5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For Windows

The example is based on Windows XP. As to the examples for other operation
E—_“ systems, please refer to the similar steps or find support notes in
www.draytek.com.

1. Go to Control Panel and then double-click on Network Connections.

Webwork Connections

2. Right-click on Local Area Connection and click on Properties.

=
m Disable
- m  Status
=5 R .
epair

=thi Bridge Connections

Create Shortcut

Rename

Propetties

3. Select Internet Protocol (TCP/IP) and then click Properties.

-4 ethO Properties

General |Authenticati0n Advanced

Caonnect using:

‘m A5UST ek Braadcam 440% 10400 Ir ‘

Thiz connection uzes the following ikems:
El Client for Microsaft Metwarks

.[% File amd Printer Sharitg for Microzoft Wetwarkz
BQDS Packet Scheduler

Intermet Pratocol [TCPAP)
Dezcription

Transmission Contral Protocaol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Matify me when thiz connection haz limited or no connectivity

Ok ] [ Cancel
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4.  Select Obtain an IP address automatically and Obtain DNS server address
automatically.

Internet Protocol (TCP/IP) Properties

General | Alternate Corfiguration

You can get 1P settings azsigned automatically if your network, supports
thiz capability. Otherwize, pou need to ask your network administrator for
the appropriate P gettings.

(%) Obtain an IF address automatically

(D) Uze the fallawing 1P address:

(® 0btan DMS server address automaticall

() Use the fallawing DMS server addiesses:

[ ]
]

[ OF. H Cancel ]

For Mac OS

1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Network.

3. Onthe Network screen, select Using DHCP from the drop down list of Configure

IPv4.
86N Network =)
. ; —
= N & §
Show All Di“spla:.'rs Sound Nelv;furk Startup Disk
Location: .Automatic ﬂ
Show: | Built-in Ethernet ﬂ
f TCP/IP | PPPoE = AppleTalk Proxies Ethernet '
Configure IPv4 "Usiﬂg DHCP ﬂ
EAddress 192.168.1.10 | Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains {Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4
( Configure IPv6... ) 7
SerrrrT————— NS
H-Jcl'khlk further ch ( Assi 3 ( Apply Now )
£ ick the lock to prevent further changes. [ Assistme... | [ Apply Now ]
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the router. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 5.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes= time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1ms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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e Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorl®:~ drovtek} ping 192.168.1.1

PING 192.168.1.1 (192,168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seq=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_zeg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeg=2 ttl=2E5 time=A.716 ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 tine=A.72 mz
AC

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8.723/8.7656 ns

Yigori@:~ drovtekd ||

5.4 Checking If the ISP Settings are OK or Not

Open Online Status to check current network status. Be careful to check if the settings
coming from your ISP have been typed correctly or not.

&5 Refresh
Device Information System Information
Model Wigor200B8 CPU Usage : S i
Hardware : 1.0 :  Memery Uzage : 1 —
Firmweares : W1.0.0RC2 Syetem Up Time : 5 days 15:46:20
Build Date : 2012-05-11 18:33:07 Current Syztem Time : FriJan 7 03:45:18 UTC 2011
Rewversion : 3080
1P P
Profile Connecti Uptime  MAC Protocol IP Gateway ODNS RX Packe TX Packe Operatior
lan1 up S days 1... 00:50:7F.... =static(NA... 152188, . 34548 28874
1 m »

If there is something wrong with the configuration, please go to WAN page and choose
General Setup again to modify the WAN connection.
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[>

DrayTek

. Vfgor 300B 11:37:52 Login: Admin =

VAN >> General Setup

Auto Logout ; |SHin v

General Sets

Quick Start Viizard

Y& Edt (M Refresh

Online Status
AN Profile Enable This | Description VLAN ID VLAN Tag Port IPv4 Protoco IPvG Protocol
ani falze 10 Disable WUAN1 None Link-Local
Default Route wan2 falze ) Dizable WANZ Hene Link-Local
Load Balance wan3 false 12 Dizable WAN3 Hene Link-Local
Switch weand falze 13 Dizable WANS None Link-Local

External Devices

Product Registration

[E3

5.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will lose all settings you did
¢ before. Make sure you have recorded all useful settings before you pressing. The
password of the factory default is null.

Software Reset
You can reset router to factory default via Web page.

Go to System Maintenance>> Reboot System on the web page. The following screen will
appear. Choose the selection you need and click Reboot After few seconds, the router will
return all the settings to the factory settings.

System Maintenance > Reboot System >> Reboot System

Reboot System

(%) Reboot with Current Configurations
Reboot Option : Cn Reboot with Factory Default Configurations

(") Reboot with Customized Configurations

c,, Reboot
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Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold
for more than 5 seconds. When you see the ACT LED blinks rapidly, please release the
button. Then, the router will restart with the default configuration.

Factory
Reset

=

=
— =y
N2

'l el e W

Des  DMI

Vigor300B

Mol WA Loas Balancar

s & @
WANT WAN3 USB1

Faclery wakz WaNd USE3

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

5.6 Contacting Your Dealer

If the router settings are correct at all, and the router still does not connect to internet, please
contact your ISP technical support representative to help you for configuration.

Also, if the router still cannot work correctly, please contact your dealer for help. For any
further questions, please send e-mail to support@draytek.com.
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