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= Working Concept




Introduction to D-Link Unified Access System

= Introduction

Introduction

D-Link Unified Access System is an integrated wired/wireless
solution which provides:

e Centralized management

e Secure wireless connectivity

e Seamless layer 2 and layer 3 wireless roaming

e Automatic RF adjustment

e Comprehensive statistics and report

e Visualization management tool

Users can easily deploy and manage their wireless network with this
solution.




Introduction to D-Link Unified Access System

= Introduction

Centralized Management

= Central Policy Control

Profile configuration is applied to a managed AP when an AP is in managed mode,

or when an AP is reset. Users hence can enjoy the convenience of one-time
configuration.

L2 or L3 i
Network [|+‘

Firmware dispatch

v

Profile dispatch . < )
- RADIUS server settings
- Security settings
- Radio configuration — |k
- SSIDs, VLAN & Tunnel setting
- QOS configuration

Page is Animated




Introduction to D-Link Unified Access System

= Introduction

Centralized Management — Switch Clustering

= DWS-4026 only

= Peer Switches can form a Cluster Group
= All wireless configuration & management can be done from one switch
e One Master gathers statistics and status from all APs and Clients in the group
e Provides single point of management

= Similar to D-Link Single IP Management (SIM)

Master Controller
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Introduction to D-Link Unified Access System

= Introduction

Secure Wireless Connectivity

» Complete Security Features

»  Support tradition wireless security
e Managed AP MAC list
e Wireless Client MAC list
e WEP (Static/Dynamic)
e WPA Enterprise/Personal
e WPA2 Enterprise/Personal

» Also support D-Link proprietary security
e Captive Portal
e Wireless Intrusion Detection System (WIDS)

e Wireless Intrusion Prevention System (WIPS)/Threat Mitigation — DWS-
4026 only




Introduction to D-Link Unified Access System

= Introduction

Secure Wireless Connectivity — Captive Portal

= A Web-based Authentication which provides intuitive, user friendly
authentication

= An authentication web page is prompted to the HTTP client on the wireless
network before surfing the Internet

= Authentication Web page could be customized
= No configurations needed for wireless clients

ﬁ?@;_ | 1. INTRODUCTION

[
EestlLodge's Acceptable Use Policy (TATURPT™) i=s intended to help —J
enhance the use of the Internet by preventing unacceptable
use. All users of BestLodge Internet services (the "Services™) -
those who access some of our Services but do not have accounts
["Wizitors™), as well as those who pavy a monthly service fee
to subscribe to the J3erwvices ([("Members"™)-must comply with this
ATTP. We support the free flow of information and ideas over
the Internet and do not actively monitor use of the Zervices
Pass“vordl under normal circumstahces. 3imilarly, we do not exXercise
editorial control owver the content of any Web site, electronic
mail transwission, news group, or other material created or

Connect accessible owver or through the Jerwvices, except for certain

proprietary websites. Howewver, in accordance with our Internet :j

[T Check here to indicate that you have read and accepted the Acceptance Use Policy.

AN

Enter Ynuf Username & Password

Username |




Introduction to D-Link Unified Access System

= Introduction

Secure Wireless Connectivity — WIDS

= DWS-4026 supports advanced Wireless Intrusion Detection and Mitigation:

Detect and classify AP :

— Managed, Standalone, Unknown, Rogue (fake managed AP, fake SSID, illegal channel, etc...)

Detect and Classify Wireless Client
— Authenticated, Black-listed, Rogue (probe attack, flooding network, etc...)

Unified Switch

Detect & Classify

Managed e managed SSID

> using illegal channe
Standalone > using invalid channe

correct security confi
Unknown

Authenticated

Black-Listed

Wireless Client




Introduction to D-Link Unified Access System
» Introduction

Secure Wireless Connectivity — WIPS/Threat

Mitigation

= DWS-4026 supports advanced Wireless Intrusion Detection and Mitigation:
e Detect and classify AP :

— Managed, Standalone, Unknown, Rogue (fake managed AP, fake SSID, illegal channel, etc...)

e Detect and Classify Wireless Client
— Authenticated, Black-listed, Rogue (probe attack, flooding network, etc...)

Mitigate attacks from Rogue AP

- Disable Rogue AP once detected
Mitigate attacks from Rogue Clients Managed e managed SSID

(AP must operate in Sentry Mode) > using illegal channe

) ) Standalone > using i i :
- Disable Rogue Client once detected using invalid channe
correct security confi

Unknown
““

. ;
.+** Wireless AP

L 4
L 4
L 4
L4
L 4
L 4
L 4
.0
L 4 i

Page is Animated Wireless Client

Unified Switch

Authenticated

ooding network

Black-Listed




Introduction to D-Link Unified Access System

= Introduction

Fast Roaming

= |deal for VolP Application

» Fast L2/L.3 Roaming

e Fast roaming can be supported within a subnet (Layer 2) or across subnet
boundaries (Layer 3).

e The APs need to be managed by Unified Switch to achieve fast roaming
e One DWS-3000 switch can support fast roaming up to 48 APs.
e One DWS-4000 Switch can support fast roaming up to 64 APs.

Unified Switch

Subnet A

- = ey

v

Page is Animated SeStnlElee - RS -
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Introduction to D-Link Unified Access System

= Introduction

Fast Roaming (Cont.)

» Inter-Switch Roaming

Page is Animated

DWS Series not only can support fast roaming between APs which are managed by
the same switch, it can also support roaming between switches

For DWS-3000, 4 Peer Switches in the same Roaming group
DWS-3000 supports up to 192 APs

For DWS-4000, 8 Peer Switches in the same Roaming group
DWS-4000 supports up to 256 APs

v

L2 or L3 Inter-Switch Roaming
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Introduction to D-Link Unified Access System

= Introduction

Automatic RF Adjustment — Auto Channel

= Channels will automatically be adjusted on any new event in the system
such as an AP being added or removed, or the switch can be programmed to
automatically readjust channels at certain times (i.e. 2:00am each day) of
the day or upon a certain interval (i.e. every 6 hours)

Channel 52

Channel 36

|
l..

3. Changes to
Channel 149

Channel 60

||
l,

Channel 44

||
I.

1. When first time implementing APs, the System selects different channels for

Page is Animated  APs at random to avoid interference
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Introduction to D-Link Unified Access System

= Introduction

Automatic RF Adjustment — Auto Power

= Automatic power uses a proprietary algorithm to automatically adjust the RF
signal to broadcast far enough to reach wireless clients, but not so far that it
interferes with RF signals broadcast by other APs.

15




Introduction to D-Link Unified Access System

= Introduction

Automatic RF Adjustment - Self-Healing Network

= Fail-Safe

e When a Managed AP is powered down, the power of its neighboring AP(s) managed
by the same switch is immediately increased by 20%.

e The power level will adjust again every pre-configured Interval by sensing
neighboring AP power status.

Failure detected

»
»

Increase 20% of power!

Page is Animated 16




Introduction to D-Link Unified Access System

= Introduction

Comprehensive Statistics/Alerts

» Logging for Dynamic RF Status

e The administrator can benefit by the rich logging/trap function provided by DWS-
4026. Information such as AP status, RF scan, and client status makes DWS-4026 a
powerful RF monitor.

Wireless Global Status/Statistics

WLAN Switch Operational Status Enabled

IP Address 192.168.1.235
Peear Switches

Total Access Points
Managed Access Points

12 &= = 0

Connection Failed Access Points

Discovered Access Points

- | O
b
L

Rogue Access Points
Authentication Failed Access Points
Total Clients

Authenticated Clients

802.11a Clients

802.11h/g Clients

Black-listed Clients

WLAN Utilization 3 %
MNobe: The Black-listed Clients are the clients thal are confligured to be disafiowed to associate with any AP with the defaulk profife.

SRR

Statistics on Web GUI
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Introduction to D-Link Unified Access System
» Introduction

D1s

Building Networks for People

[TEAN T wLan

&3 ows-3025

@ Monitoring

#H{E Administration
Bl WLAN Visualization

13 ﬁ

Conzole

| SSID Status I VAP Status I Statistics |

| Summary | D etail | Neighbor APs |

“:, ------ Wy

5 b = W w1

Associated Client Status

<

Associated Client Status on Web GUI

AP MAC Tunnel IP

Address S51D Address
DIIIIHES 57:0d:al  D017:9a2:d2.0570 D-Link
[100:0c:1:23:91.34 17:8a:d2:05:60 D-Lin
[J000cfi2ee2®  D0:17.93:020570 D-Link
[00:0c 1 43:65:26 DO:17:9a:d2:05:70 -Link
[J00:0e:35:35:9b:5d  D0:17:9a:d2:05:70  D-Link
[J00:0e35:49:76:65 00:17:95:d2:05:60 D-Link
[(J000e:3552-bfcc  00:17:9a:d2.0560 D-Link
[(]00:0e:355c02sb  00:17.9a:d2:0560 D-Link
[]00:0e:3561:e9:f  0017:9a:d2:05:70 -Link
[J00:0e:3576:43.ch  D0:17:9a:d2.0560 D-Link
[J000e357d74:be 001792420560 D-Link
[(100:0&9b: 25 df 31 A7 93:d2:05:71 -Link
[]000eShdschE2 00:17:95:d2:0560 D-Link
[J00:0eShd4a:ch:d2 00:17:93,d2:05:60 D-Lin|

Location
5F_David
aF_Arhur
5F_David
5F_David
5F_David
5F_Arthur
5F_Arthur
5F_Arthur
5F_David
5F_Arthur
5F_Arthur
5F_David
5F_Arthur
aF_Arhur

Channel Radio

2-802 11g
2-802.11g
2-802.11g
2-802.11g
2-802.11g
2-802.11g
2-502.11g
2-802.11g
2-802.11g
2-802.11g
2-802.11g
2-802 11g
2-802.11g
2-802.11g

Encryption
Protocol
Mone

Mone
Mone
MNone
Mone
Mone

Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone

Auth|
Auth |
Auth|
Auth
Auth
Auth
Auth
Auth
Auth
Auth
Auth
Auth
Auth
Auth v |
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Introduction to D-Link Unified Access System

= Introduction

Easy-to-Use Visualized Management Tool

= The diagram below shows an example of a floor plan and network with a D-
Link Unified Switch that manages two APs. The graph also shows a peer
switch and a rogue AP in the network.

Switches: Eiln Edit \_.‘iw Options Legend Help

s Local Switch EIEIEY D-Link
wasd Peer Switch Switches | | Building 100 |
Managed APs:

2 Managed (w2 radios)

5,}5 Managed (w2 sentny

Managed APs

® Discovered or Authenticated
}" Failure

RF Scan APs:
;) Peer Managed

;.’ Acknowledged Rogue
i # Rogue or Ad-Hoc Rogue T

Miscellaneous: 00:00:84:20:50:10

-

; - 00:02:BC:00:12:90
‘ ASEIN S ORe 00:02:BC:00:12:91
& AP Power Display 00:02:BC:00:13:50 - |
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Introduction to D-Link Unified Access System

= Hardware Basis

Hardware Basis

» D-Link Unified System consists of two components:
e Unified Switch and Unified Access Point

= D-Link has four Unified Switch models
=  Unified Switch = L2* Switch + Wireless Controller

Switch

Description 24-Port Gigabit L2* 24-Port Gigabit L2* PoE Unified Switch
P POE Unified Switch with Two 10GE Open Slots

Access Point

No. of APs 24 / 48 48 64
Note PoE Capable

* Release 3.0

20




Introduction to D-Link Unified Access System
» Hardware Basis

= DWL-8600AP
e Support 802.11n Wireless LAN
e Up to 300Mbps wireless throughput, 5 times of 802.11g
e Four-antenna design using MIMO Technology
e Support up to 32 SSIDs
e Support 802.3af Power over Ethernet

DWL-3500AP = DWL-8500AP
e Support 802.11g e Support 802.11 a/g
Wireless LAN dual band Wireless

LAN

e Two 5dbi a/g dual
band antennas

e Support 16 SSIDs
e Support 802.3af PoE

e Two 5dbi antennas
e Support 8 SSIDs
e Support 802.3af PoE

21




Introduction to D-Link Unified Access System

» Working Concept

Working Concept

In D-Link Unified System, the Unified Switch works as wireless controller
and centralized controls and manages all the APs.

The switch provides the configurations, including SSIDs, radio settings, QoS,
security, and more, to the Unified APs and Thin APs.

D-Link Unified Access System works only when the APs are managed by D-
Link Unified Switch.

D-Link Unified Switch only can work with specific Unified APs, not all the APs
can be managed by Unified Switches.

DWS-3000 series (Release 3.0) can work with DWL-8600AP
DWS-4026 doesn't work with (can't manage) DWL-3500/8500AP

Manage APs and provide config files j,_

/ | Unified APs

L2 or L3 |

w

Consider as Unknown/Rogue and mitigate if neededd Non Unified APs

Unified Switch

22




Unified System Deployment

Session 2

Unified System Deployment

23




Unified System Deployment

Session 2: Unified System Deployment

= Protocol Basics

= Overlay and Unified Solution

» Tunnel and Non-Tunnel Modes

= AP Management and Client Data Network
= Switch Redundancy

24




Unified System Deployment

= Protocol Basics

D-Link Wireless AP Protocol (DWAPP)

= CAPWAP like protocol
= Can cross L2 or L3 network

=  Switch & AP

e TCP/Port 57777, SSL encryption
- Firmware/Profile delivery/Heartbeat/Client session key sharing etc.

- UDP/Port 57775, 57776
- Report and Statistics

=  Switch & Switch
e TCP/port 57777, SSL encryption

. UDP/port 57775
- Client data/AP data/RF status sharing within peer switches

= Note: Make sure there is no NAT device between AP and switch

Unified Switch

(Peer Switch) Control packets TCP/SSL l l

“ g -
L2 or L3 /

Network

Unified Switch \1 |

Statistics _ o5




Unified System Deployment

» Overlay and Unified Solution

Overlay Solution

= In overlay solution deployment, unified switch is introduced to existing
network infrastructure to protect current investment in network
infrastructure with all the benefits of WLAN switching.

= The Unified Switch works as wireless controller here.

Unified Switch Layer 3 Switch I Server Farm

il
E—— - 535555 s 0 .

Layer 2 switch Layer 2 switch

|
& &

Page is Animated 26




Unified System Deployment

» Overlay and Unified Solution

Unified Solution

= Deploy at the network edge for greatest scalability
= Full Gigabit Ethernet speed is ready for 802.11n

= Unified Switch works as L2 edge switch and wireless controller at the same
time

~
~
~

Layer 3 Switch ~Server Farm

1
Sararesereses we {
etz | E
\

N
N

\

\
N \
A \
1
& 4

!

o O ===
<
-

All layer 2 switches are
replaced with unified switch | ‘

\
N
~

’
.
-
~ v
A -

Layer 2 switch Layer 2 switch nifiad switch

Unified Switch

Page is Animated
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Unified System Deployment

» Overlay and Unified Solution

Overlay + Edge Deployment

» Typical deployment topology — Mixture of Overlay and Edge deployments
= The unified switch to APs is reachable by routing
= Example: A campus network

Computer Center APs across L2 or

Manage remote
— L3 network

Building A

-Replace existing old Overlay Deployment -

L2 switch

Provide wired &
wireless connections

= i & DWS-4026
J [ j ) DGS-3600
Ly =i i DGS-3400

T [
|H | B H- | | }- -I H_ |H | | .

Edge Deployment

Page is Animated 28




Tunnel Mode

Unified System Deployment

= Tunnel and Non-Tunnel Modes

= Wireless client’s data will go through IP-IP tunnel and back to the Unified

Switch.

B \\\__IP—IP Tunnel

> Unified Switch

Unified Switch

[APs 1P[ sw's 1P [IP Packet|

Src IP Dst IP
[ sws 1P [AP's 1P [IP Packet]
Src IP Dst IP

A
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Unified System Deployment

= Tunnel and Non-Tunnel Modes

Non-Tunnel Mode

= Wireless client’s data can be tagged with a VLAN but not necessarily goes
back to the Unified Switch (depending on the network design).

Unified Switch

Data’s flow direction
depends on the network’s
VLAN configuration

30




Unified System Deployment

= Tunnel and Non-Tunnel Modes

Flexible Deployment — Adaptable Wireless

=  Wireless traffic can be local-switched at the AP or Central-switched at the
Unified Switch depending on users’ needs

= No need to purchase additional license or upgrade firmware

Unified Q- \ — —
e X

e g

Server Farm

Local-Switched (Non-Tunnel Mode) Central-Switched (Tunnel Mode)

Page is Animated * Better performance » Better centralized security control 31




Unified System Deployment

= Tunnel and Non-Tunnel Modes

& Non-Tunnel Modes

» Advantages and Disadvantages

Tunnel

Advantage

e Easier Unified Switch
configuration

e Save more bandwidth in
Overlay topology

» Better centralized policy with
ACL, QoS, DHCP Server, etc

e Transparent to customer
network (no ‘VLAN
explosion’ issue

Disadvantage

 May not use advanced
features, such as ACL, QoS,
DHCP Server, etc on the
Unified Switch in Overlay
topology

* ‘VLAN explosion’ issue —
setting up VLAN membership
across large network
requires huge effort

 More complicated Unified
Switch configuration

« May consume more
bandwidth in Overlay

topology

32




Unified System Deployment

» AP Management and Client Data Network

AP Management and Client Data Network

= AP and client data can be segregated into different networks to provide

better security.
Unified Switch - Setting up ACL on Unified

Switch or edge switches to
prevent wireless clients to
access AP Management Network

e Unified Switch manages APs W
by IP therefore the routing
must be properly set up

L2 or L3
Network

AP Management Network
10.92.0.0/16

AP Management Network
10.91.0.0/1(/
- | |
18 | | 18

e 9 C

Wirelesé PC Network Vo IP Ne't;/vork Wireless PC Network VolP Network
192.168.2.0/24 192.168.2.0/24

-
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Unified System Deployment

» Switch Redundancy

Switch Redundancy Design — N + 1

» One extra switch works only as backup
= Allow each switch manages its maximum number of APs

Primary:
Unified Switch 1

Secondary:
Unified Switch BKP

-

L2 or L3
Network

Primary:
Unified Switch 2

Secondary:
Unified Switch BKP

i

Unified Switch 2

34




Unified System Deployment

» Switch Redundancy

Switch Redundancy Design — N + N

= Each switch backup its peer switches

= In order to backup peer switches, the switch needs to reserve some space
for peer switch managed APs. Therefore, it cannot manage its maximum
number of APs.

= Do not require an extra switch

Primary:
Unified Switch 1

Secondary:
Unified Switch 2

Primary:
Unified Switch 2

Secondary:

Unified Switch 2 Lt Unified Switch 1

35




Unified System Usage

Session 3

Unified System Usage

36




Unified System Usage

Session 3: Unified System Usage

= User Interface
= AP Profile

= AP Discovery
= AP Validation
= Peer Switch

37




Unified System Usage
» User Interface

,D-Lin‘? DI

= D-Link Unified Switch supports 3
Building Networks for People 8 usc_4024

p kinds of user interface
(T - Web GUI

P e— el e CLI (telnet and console port)
B L2 Features System Description D-Link DWS-4026
N System Nome J e SNMP v1/v2c/v3

System Location ]

{3 Access Control Lists
BHE Security System Contact J
BHE] Monitoring IP Address 10.90.90.90

System Object D 136141171107351

SyﬂemTime.{ymrmmrddh:m:s, mﬁ_“ﬁ‘ F‘W'ﬁ— u DefaUIt IP Of the Unified SWitCh iS
e 10.90.90.90

= Default account is “admin” and
blank for the password

B COM4 - Tera Term VT E”E”g]

T I Fe G rew i = Provide MIB file for SNMP protocol

[53

DoDD WA T BEsgsks] 4. 44 oooo ZZE2 6666
DD DD W W W 88 44 44 00 00 22 64
DD DD WW W T Fag -- 444444 00 00 22 BEBEG
oD DD TTATTATTATTATTATTATTAT 898 44 00 00 22 66 BB
DoDD W T 3388 44 oooo ZEZEZE BE6E
e Baud rate: 115,200 bps

User: admin a

Password: O Data bItS. 8

(DWS-40268) >en H -

nl?assword: 'Pa”ty- none

» Stop bit: 1
e Flow control: none

(DWa-4026) #

Eim
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Unified System Usage
» User Interface

D'I.illk D-Link Wireless Access Point " D_Llnk Unlfled APS Support three
types of user interfaces:
e Web GUI

# Home A Tools ~ B Configuration ~ 5. System 1#) Heip

* Access Point

[Basic Settings - CLI
=W status » Review Description of this Access Point ...
=@M
=a o These fields show infarmation specific to this access point. ® S N M P Vl/VZC/VS
H ¥ Services
&= B sNupy3 IP Address: 10.80.30.51
= @ vaintenance ey :
"h?Cl\Eﬂt Qos 1PvE Autoconfigured Global Addresses u I n Man ag ed MOde Web G U I and
= Cluster 1Pv6 Link Local Address: feg0::222:b0ff:fe3d: 9580 ’

MACAddre&s:. | 00:22:80:3D:95:80 SNMP a_re disabled
= DHCP client is enabled by default
T = If there is no DHCP server in the

Password:

network, the AP will use its default
v s IPas 10.90.90.91

» Default username and password
are both “admin”

149.98.98.71
255.8.8.8

BR:22:BA:3D:95:80 n DWL-8600AP Supports eXteI‘na|

dhcp—status up

ibve sococanfiERSEEE b console port (Baud rate 115,200

=tatic—ipuvb 23
ztatic—ipuvb—prefix—length @ b S
DLIMK—UWLAN-APH# p

39




=

Unified Switch

Unified Switch
10.90.90.90/8 10.90.90.92/8

# set management dhcp-status down

Unified System Usage
» User Interface

1} # factory-reset
Tl (set AP to factory default)
# reboot

— (re-start AP)

# set management static-ip 10.90.90.92 (Telnet again with new IP)

# set management static-mask 255.255.255.0
# set static-ip-route gateway 10.90.90.90

# save-running

# get management (Check the new configuration)

40




Unified System Usage

= User Interface

Save Changes

= After changing the configuration of the Switch or AP, it is necessary to save
changes.

= |Ifitis not saved, the Switch and AP will loose its configuration after the
power cycle

= Save changes can be done through WEB Ul or CLI

= Command:
e “write memory” for Switch
e ‘“save-running” for AP

' ~

& e Command Prompt

Reset Configuration (DWa-4026) #write memory
Reset Password DLINK-WLAN-AP login: admin
This operation may take a few minutes. Paz=yord:

in i anagement interfaces will not be available during t

his time.

Enter ‘help’ for help.

Download File

DLINK-UWLAN-AFPH# save—running

HTTF File Download Are you sure you want to save? (y/n} y DLINK—ULAN-APH _nobaot
Lpload File Config file "startup-config' created successfully .
Multiple Image Service
Erase startup-config File Configuration Saved! Connection to host lost.
Autolnstall (DWS-4026) # i

WEB Ul of the Switch CLI of the Switch CLI of the AP

41




AP Profile

= D-Link Unified Solution centralized manage all APs by using AP Profiles

=  With AP Profiles, users can pre-configure the wireless parameters such as
SSID, Security, QoS, and push configurations to all managed APs

» There is a default profile in switch, users may use it if their APs have the
same settings

LAN | WLAN

=

DWs-4026

1:| Security
f:l Monitoring

E‘a Administration

LG

! E{{3 AP Management

H{Z] Adwvanced Configuration

BHE] WLAN visualization

Global | Discovery | Profile | Radio |

Unified System Usage

= AP Profile

Valid AP | oul |

Wireless Default VAP Configuration

(3 1-802 11ain O 2-802 11bigin

im“m 1-Default
? - dlink2 1-Default
1-Default
1-Default
1-Default
1-Default

E K B NN

L3 Tunn
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled

AP Profile 1-Default

el Hide S5ID i Redirect
Disabled Mone Mone
Disabled MNone Mone
Disabled MNone MNone
Disabled Mone Mone
Disabled Mone Mone
Disabled Mone Mone
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Unified System Usage

= AP Profile

AP Profile

several new

£ pws-4026
E'[:I Security
'[:l Manitaring
E{ﬂ Administration
: Basic Setup

! D AP Management

~[g] Global

| Networks

AP Frofil
Peer Switch

» Next, apply different profiles to different APs

LA Y wLan

£ ows-d0zs
{:l Security

B3 Maonitoring

=] Global

€] Peer Switch
EHZ Access Paint

all AP Status

AP Authentication Faily
: &P RF Scan Status

i AP De-Authentication
B3 client

EZ3 administration

EZD wLaM visualization

Ea Adwvanced Configuration

If the users need to divide the APs into different groups, they can create

profiles.

I Default | Test

Access Point Profile List

Profile Profile Status
[ 1-Default Associated
[J2-Test Configured

~. | Support up to 16
profiles jon each Switch

Tool

g Logout £ He
I Statistics

Summary | Detail | Radio Summary | Radic Detail | Meighbor APs | MNeighbor Clients | VAP | Distribute

Managed AP Status

MAC Address

{)-Peer

Managed Location Port Address
00:22:b0:3d:95:80 Local AF 04

Switch IP Software

Configuration

Status Profile
0d:00:00:03 Managed Success 3-Local AP

Version Age Status
192.168.101.1 1.0.0.6

00:22:p0:3d:97:00 Remote Unknown 1721720101 1.0.0.6 0d:00:00:05 Managed Success 2-Remote &

Auto Refresh
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Unified System Usage

= AP Profile

Apply Settings to AP

= After configuring the profiles, the settings are saved in switch and not the
APs. Remember to push the configurations to APs using the following two

ways:
1. Reset the APs
Y Wi
Q ows-402¢ Managed AP Reset
B security
E{ Monitoring MAC address Location IP Address Status Reset Status
EHER administration [100:22: b0:3d:55:40 10.90.90.91 Managed Mot Started
Basic Setup
EH_—" AP Manage et
Fieset [ Feset ” Feset All H Fefresh

2. By clicking “Apply” button
'% Seeuity Access Point Profile Summary
@ Menitoring

EHE8 Administration Profile Profile Status
~{£] Basic Setup [#] 1-Default Configured

@ AP Management
EI@ Advanced Configuration

Apply [- Refresh

P Profileg
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Unified System Usage

= AP Discovery

AP Discovery

To implement D-Link Unified Solution, the switch must manage the
APs.

To manage the APs, the switch needs to find out where are the APs.
D-Link Unified Solution implements some mechanisms for switch
and AP to discover each other:

e L2 discovery — Switch discovers AP

e L3 discovery — Switch discovers AP

e L3 discovery — AP discovers switch

e DHCP option 43

With Default setting, the switch only discovers VLAN 1 (no default

setting on APs). The users need to manually locate the AP if the AP
IS not in the default VLAN of the switch.
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Unified System Usage

= AP Discovery

AP Discovery — L2 Discovery

APs need to in the same L2 broadcast domain with switch.

Switch sends a broadcast packet containing the discovery message every 30
seconds.

= Users need to input the AP’s VLAN
= VLAN 1 is the default VLAN in the L2 discovery list

LAN WLAN
£3 pws-4026 Glob] P rofile | Radio | ssID | Valid AP | oul ‘
[]'D Security
B Monitoring Wireless Discovery Configuration
[_].
L2/VLAN Di
L3/IP Discovery ——
: VLAN List .
SO AP Management IP List <empty list> ' - Defaul
[]'D Advanced Configuration
E-{T wLAN Yisualization
" ]
IP Address Range  From I To I VLAN (1-3965) I—
Add i
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Unified System Usage

= AP Discovery

AP Discovery — L3 Discovery

= |f the AP and switch are in a L3 environment, the switch can discover the
APs with their IP addresses.

= The switch and AP must be able to ping each other.
= Switch sends UDP message to AP.
= AP initiates an SSL TCP connection to the switch.

e
UDP Discovery Message List of AP IPs
AP 1 IP
< )
i AP 2 IP
__667:? ! = 172.17.5.x
(
N4
172.17.6.
\)O{: ) 6.X
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Unified System Usage

= AP Discovery

AP Discovery — L3 Discovery

= It is possible to ask the AP to discover the switch.
= The users need to use CLI to achieve this.

= Login to the CLI of the AP and configure 1-4 Switch IP addresses using
command “set managed-ap switch-address-1”

= Next, the AP will try to discover the switches in sequence with the IP
address

= The switch and AP must be able to ping each other.

B COM4 - Tera Term VT

| ST ey e winrl Tent

Haln
%DLINK—WLAN—AP# set managed-ap switch-address-1 10.50.50.50 &
IDLINE-WLAN-AP# set managed-ap switch-address-2Z 10.90.90.91
IDLINE-WLAN-AP# get managed-ap

List of Switch IPs

i up

ap-state down Switch 1 IP
switch-address-1 10.90.%0.50 .
switch-address-2 10.90.90. 91 Switch 2 IP

switch-address-3
switch-address-4
l[dhcop-switoch-address-1
ldhop- switch-address-2
!dhcp—switch—address—B
!dhcp—switch—address—4
inanaged—mode—watchdng u]
IDLINE-WLAN-AF# save-running

=

48




Unified System Usage

= AP Discovery

DHCP Option 43

» |tis a heavy loading to configure the switch’s IP address on all APs,
especially when there are many APSs.

= D-Link Unified Solution provides an easy way to complete these settings
automatically with DHCP option 43

» Format for DHCP option 43 values are defined by RFC 2132 as follows:
e Data type code (01) + address length (04) + IP address in hexadecimal format

= DHCP Option 43 entry for 192.168.1.10 looks like 01 04 CO A8 01 OA.
= DHCP Option 43 is not required if switch IP is statically configured in APs.

(=1[E

File Edit Setup Contral Window Help
DLINK-WLAN-AF# get managed-ap

|

Eropert Yalue

Bt TR, . N DHCP Request

ode u

ap-state uE ::t :l:] >
switch-address-1 {{ }:I

switch-address-2

switch-address-3 DHCP Response

switch-address-4

a

dhcp-switch-address-1 192.168.0.254
dhcp-switch-address-2 192.168.10.254
hecp-switch-address-3

a :
ﬂ;ﬂ.\hcp—switch—address—‘l W DHCP Server

anaged-mode-watchdog 0
DLINE-WLAN- AP#

| €
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Unified System Usage

= AP Discovery

AP Discovery Limitation

» Routing between switch and APs is necessary.

The correct L2 or L3 discovery setup is needed if the switch and APs are not
in the same VLAN/network segment.

AP discovery is NOT allowed when passing through NAT.
»  Firmware versions of both Switch and APs must the same.

AN wLAN ™
& ows-a026 Global | Profile | Radio | sSID | validap | out |
{9 Security
B2 Monitoring Wireless Discovery Configuration
EHER Administration L2/VLAN Di
Setup) L3/IP Discovery seovery
B 4P Management IP List <empty list= WLAN List 1 - Default
D advanced Configuration
EHZ wiLaM Wisualization
Delet
IP Address Range  From I To I VLAN (1-3965) I—
Acld Add
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Unified System Usage

= AP Validation

AP Validation Valid AP database

] | Global | Discovery | Profile | Radio | ssiD | o

(RN WLAN

8 DWs-4026
EHE] sSecurity
H{Z3 Monitoring AP Database 11128
Managed AP 1
i A Rogue AP 0
-{:I AR MEmmgemsnk Standalone AP 0
BHZ3 Advanced Configuration
E{E wWLAN Visualization
Add the MAC [ 00:22:b0-3d:95-80 Managed 1-Default
address of the AP
manua”y here < MACAddress [00:00-00:00-00-00 Location |

» Before applying configuration to the AP, the AP must be managed by the
Unified Switch.

» To manage an AP, the MAC Address of the AP must be in “Valid AP”
database.

= Valid AP database can be local or on a RADIUS server.

» There are two ways to add the MAC address of the AP to local Valid AP
database, the first way is to add it manually.
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Unified System Usage

= AP Validation

AP Validation

= Another way is to place a “tick” to the required AP from WLAN — Monitoring
— Access points — All Access Points , and click “Manage”
B
D Security
i Wk Switch IP [ —
(2] Glebal MAC address Location Port Address Version Age Status Profile Radio
Peer Switch [w#] 00:22:b0:3d:95:80 /A MAA 10.90.90.91 MN/A Oh:0m:10s Mo A M7A
EE] Access Point T g:}abase
{] Managed AP Status
] AP Authentication F
5] AP RF Scan Status | Delete All ]LManage |  Acknowledge I
AP De-Authenticatic
| |

After completing the setup, remember to check the AP status from WLAN —
Monitoring — Access points —» Managed AP Status

LAN WLAN A I Statistics‘

a Dws-4028 Summary | Detail | Radio Summary | Radio Detail | Neighbor APs | Neighbeor Clients | VAP | Distr
E{:l Security
B8] Monitoring Managed AP Status
-] Global
e o MAC Address
_ PEErh"‘”tC.h - (*)-Peer Switch IP Software “onfiguration
H3 Access Point | Managed Location Port Address Version Age Status status Profile
L Al AP Status 00:22:b0:3d:95:80 0/ 10.90.90.91 1.0.0.6 Dd:UU:UU:01uccess 1-Default
Managed AP Status
AP Authentication F
€] AP RF Scan Status DAt Nalata All R
Delete Delete -efresh r o
AP De-Authenticatic e i
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Unified System Usage

= AP Validation

Debug Mode

» The APs managed by the unified switch are not accessible via Telnet.

= The users must enable “Debug Mode” if they want to access the AP.

»  When the “Debug Mode” on the AP is enabled, it can be accessed via Telnet
again.

AT wian

&3 ows-a026

Managed AP Advanced Settings

E{ Security
E{3 Monitoring

Location i
. . 00:22:b0:3d:98:40 Disabled 1-802.11afn 100 100
=) d Lthsahled 10d 1ad
‘a rinistration 2-502.11hfg.|"n l m
Basic Setup
EHER ap Managsment Managed AP Debug
: a Reset
: MAC address 00:22:B0:30:98:40
: RF Managerment -
Software Download Location
; - == IP Address 10.590.90.91
Status Mone
Passwori I

Confirm Password I
Fnahle Debug ﬁl

[ Cancel ” Apply ]
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Unified System Usage

= Peer Switch

Peer Switch

= D-Link Unified Solution allows users to group up to 4/8 Unified Switches to:
e Share the information about the AP they managed
e Share the information about wireless clients associated with the APs
e Set Switches in a peer group can handle up to 8000 clients
e Form an inter-switch roaming group (Need the same security setting)

WS3

H_iiAPs managed
APs managed _ji by WS4
by WS1

APs managed aps managed
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Unified System Usage

= Peer Switch

Inter-switch Roaming

= Inter-Switch roaming (formed by Peer Switch) can support fast roaming and
pre-authentication across Switch.

WS1

|
’,_

&y ——— o»

AP1 managed AP2 managed
by WS1 l | by WS2
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Unified System Usage

= Peer Switch

How to Set Up Peer Switch?

= Peer unified switches discover each other using similar method as unified
switch discovering APs.

= In L2 network, they are able to find each other easily.

= In different VLANs or L3 network, the users need to set VLAN Discovery or
L3 Discovery

L3/IP Discovery L2/VLAN Discovery
IP List <empty list= VLAN List 1 - Default
IP Address Range From To | VLAN (1-4094) |
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Unified System Usage

= Peer Switch

Check the Peer Switch Status

= Check Peer Switch Status
RN wiaN

a DWs-4028 I Configuration | Managed AP |
f:l Security
E-E3 Monitoring Peer Switch Status
Global Vendor Software Protocol Discovery Managed AP
IP Address 1D Version Version Reason Count Age
B3 Access Foint 192.168.10.1 D-Link 1.0.0.6 2 [P Pall 1 0d:00:00:23

I 192.168.301 D-Link 1006 2 IP Poll 1 0d-00:00:23
All AP Status

Managed AP Status

AP Authentication Faily

» Check Peer Switch’s Managed AP Information

All Access Points

Firmware Authenticated
MAC Address Location IP Address Version Age Status Profile Radio Channel Clients
00:17:9a:d2:8d:70 10909021 1023 Oh:0m:3s Managed 1-Default 1-802.11a 44 0
2-802 11g 1 0 1 1
[J00:17:9a:d2:05:78 MN/A MAA, MEA, Oh:1m:37s Rogue M, 802 11g 1 MEA, The COIOr Indlcates
00:17:9a:d2:3b:18 N/A I, MNFA, 0h:0m:37s Peer WS MNAA 802 11g 1 INFA, the AP type
Ianaged
00:19:5b:b0:¢3:48 N/A AR, MFA, Oh:2m:37s Peer WS NA 802 11g 1 MEA, e Green: I\/Ianaged AP
hanaged .
[100:50:18:21:d1:e7 MN/A 2N [l 0h:3m:37s Rogue [ 80211 1 [RI72N ® Red Rogue AP
Delete All H Manage H Acknowledge ” Refresh
|
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Lab 1: Switch Redundancy

Lab 1

Switch Redundancy
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Lab 1: Switch Redundancy

Equipment Requirement

= |t is recommended to have four members in each group

= Equipment

DWS-4026 x 3

DWL-8600AP x 3 (with power adapter and console cable)
DGS-3627 x 1

Wireless Client with IEEE 802.11n and support WPA2-Enterprise x 2
Windows XP desktop computer or laptop x 1 (as RADIUS Server)
RS-232 console cable x 1 (USB to RS-232 if required)

Network cable x 10

NOooALDhPE
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Lab 1: Switch Redundancy

Lab 1: Switch Redundancy

This scenario shows how to setup fail over solution for DWS-4026
and how to use the AP Discovery with DHCP option 43

Objectives:

» Knowing how unified switches discover APs or how APs discover unified
switches

e Knowing the communication between Peer Switches
e Understanding the configuration of DHCP option 43
e Designing a correct redundancy solution for customer

60




Lab 1: Switch Redundancy

Network Topology

= Unified Switch 1 is in VLAN10O, works as DHCP server and provides IPs for
VLAN1O0, 20, 30.

» Unified Switch 2 is in VLAN20 while Unified Switch 3 is in VLAN3O.
» L3 Switch creates three L3 Interfaces for VLAN10, 20 and 30, and handing
the routing.

= To begin, the AP Group 1 is managed by Switch 1, AP Group 2 is managed
by Switch 2, AP Group 3 is managed by Switch 3. If one of the Unified
Switches crashes, its managed APs will automatically be managed by other
Switches. | l

I'l l ‘ AP Group 1

Unified Switch 1

DHCP sever 5”{

Unified Switch 2

Unified Switch 3

L3 Switch

L
l'l‘ll ll AP Group 2

I‘H!
i‘ l AP Group 3
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Lab 1: Switch Redundancy

Lab 1: Switch Redundancy

Table 1: Physical Connection

Unified Switch 1 1 L3 Switch 1

Unified Switch 2 7 L3 Switch 7

Unified Switch 3 13 L3 Switch 13
L3 Switch 4 AP Group 1 N/A
L3 Switch 10 AP Group 2 N/A
L3 Switch 16 AP Group 3 N/A

Table 2: VLAN and Port Assignment

Unified Switch 1 10 VLAN10 N/A 1

Unified Switch 1 20 VLANZ20 1 N/A

Unified Switch 1 30 VLAN3O 1 N/A
L3 Switch 10 VLAN1O N/A 1-6
L3 Switch 20 VLANZ20 1 7-12
L3 Switch 30 VLAN3O 1 13-18
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Lab 1: Switch Redundancy

Lab 1: Switch Redundancy

Table 3: IP Addressing

Unified Switch 1 4/1 10 192.168.10.1/24
Unified Switch 1 4/2 20 192.168.20.2/24
Unified Switch 1 4/3 30 192.168.30.2/24
Unified Switch 2 Management 1 192.168.20.1/24
Unified Switch 3 Management 1 192.168.30.1/24
L3 Switch ipifl0 10 192.168.10.254/24
L3 Switch ipif20 20 192.168.20.254/24
L3 Switch ipif30 30 192.168.30.254/24

Table 4: DHCP Server

Unified Switch 1 | VLAN1O | 192.168.10.0/24 192.168.10.1-100 0104.c0a8.0a01

192.168.10.200-255 0104.c0a8.1401
0104.c0a8.1e01

Unified Switch 1 | VLAN20 | 192.168.20.0/24 192.168.20.1-100 0104.c0a8.1401

192.168.20.200-255 0104.c0a8.1e01
0104.c0a8.0a01

Unified Switch 1 | VLAN30 | 192.168.30.0/24 192.168.30.1-100 0104.c0a8.1e01

192.168.30.200-255 0104.c0a8.0a01
0104.c0a8.1401 63




Lab 1: Switch Redundancy

Lab Scenario Discussion

= |s DHCP option 43 necessary in this scenario?

»  Why need 3 VLANS?
= Why I need to create 3 VLANs on Unified Switch 1? Is that a necessary step?

=  Why configuring tagged ports between Unified Switch 1 and L3 switch?
= Why disable L2 discovery but enable L3 discovery?
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Working Principles of Basic Functions

Session 4

Working Principles of
Basic Functions

65




Working Principles of Basic Functions

Session 4: Working Principles of Basic Functions

» Standalone Mode and Managed Mode
= Virtual Access Point

= AP Channel and Power Management
= L3 Tunnel

» Fast Roaming

=  Wi-Fi Multimedia

= Dynamic VLAN Assignment

» Advanced Management
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Working Principles of Basic Functions

» Standalone Mode and Managed Mode

Standalone Mode and Managed Mode

» D-Link Unified AP supports Standalone and Managed Modes.

=  When the AP works as Managed Mode (often does), it works as a Thin AP. It
IS managed by Unified Switch and received configuration from the switch.

= When the AP be configured as Standalone Mode, it works as a Fat AP. It
works alone, does not require a wireless controller.

= Standalone Mode supports WEB GUI but Managed Mode does not.

Unified switch
L2/L3 switch ‘ J

B S l R + - Managed

_ ' - Mode
Wr\” ~ Standalone

- Mode . :
Wireless controller is needed, managed

. . and received configuration from controller
Work alone without the need of wireless controller 9
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Working Principles of Basic Functions

» Standalone Mode and Managed Mode

Standalone Mode and Managed Mode (Cont.)

=  When the Unified AP boots up, it > Boot
will try to enter managed mode User Reboot AP 7
first. If there is no unified switch Unified Switch | b _
- H H - ISCovering
inside the network, it will turn to inside network?

standalone mode.
= Once the managed AP loses the Yes/ N

Keep

m_anagement from the switch, it >  Managed Mode Standalone Mode

will tune to standalone mode and 3

keep the current configuration J No

until it reboots. Lose Management?

= The current AP status can be y

checked by Cy

e Command “get managed-ap”, up is Tune to Standalone
managed mode and down is Mode but keep
standalone mode config from switch

- WEB UI l T N6

Unified Switch back
Yes to network?
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Working Principles of Basic Functions

» Standalone Mode and Managed Mode

Standalone Mode and Managed Mode (Cont.)

- > Boot
=  For DWS-4026 R1 (currently), Usor Reboot AP
when the AP loses Y
management from switch, the ‘Unified Switch ~ Keep
AP turn back to standalone inside network? Discovering
mode and disable the radios. Yﬁ/ N‘O
= For DWS-4026 R2 (future > Managed Mode Standalone Mode
release), when the AP loses NG
management from switch, 1 \I/\/I -
users will have a pre-option to ose Vianagement:
disable the radio or not. If the Yes, ;
. . - . . off
radio is I’_lOt disable, it will _ Turn radio on or off? —>| Tune to Standalone
behave like DWS-3000 series. Mode and disable
On|, the radio
Tune to Standalone
Mode but keep config
from switch No
v 1 No
Unified Switch back to
Yes network?
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Working Principles of Basic Functions

= Virtual Access Point

Virtual Access Point (VAP)

= |tis also called SSID.

= A physical AP can provide multiple SSIDs.

= To the wireless clients, it appears to have many APs inside the network.
» Customer can classify users into different groups with VAP.

» |t can isolate users by different SSIDs and security methods.

153&551 . %’&

e

I J SSID_2 Site Survey

| WPA
Ayailable Metwoark

SSID 3 SSI0 | MAC(BSSID) | Sida

WPA_Z i Primary S50 00:11:95:E0:EF:D8 4 i |

i M3SID_1 00:11:95:E0:EF:D9 4 EH
i M33ID 2 00:11:95:E0:EF: DA ,j: t
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Working Principles of Basic Functions

= Virtual Access Point

Combine with VLAN Function

= An VID can be assigned SSID, wired and wireless users with the same VID
form a VLAN group.

=  When combining with VLAN function, the AP forwards wireless packets with
the user-assigned tagged VID to wired network

» The AP must be connected to a switch which supports VLAN function with
correct VLAN settings.

| Global | Discovery | AAAJ RADIUS | Radio | | Valid AP |
Wireless Network Configuration
§sID [Dean Security ONone OWEP & WPAMWPA2
Hide SSID [] () WPA Personal O WPA Enterprise
VLAN T
A (11040%) WPA Versions  [7]PA [JWpA2
T3 Tanmer T

WPA Ciphers TKIP [¥ICCMP{AES)
WPA Key Type ASCIl

L3 Tunnel Subnet 1 )
Passphrase

L3 Tunnel Mask

L3 Tunnel Status Mane

MAC Authentication ()| gcal O)Radius @) Disable

RADIUS IP Address 1 0 Bl
] RADIUS Secret e

lnterﬂet RADIUS Accounting
C—
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Working Principles of Basic Functions

= Virtual Access Point

VAP Features

= DWL-3500AP supports 8 SSIDs on 2.4GHz
= DWL-8500AP supports 8 SSIDs on both 2.4/5GHz, total 16 SSIDs
= DWL-8600AP supports 16 SSIDs on both 2.4/5GHz, total 32 SSIDs

= VAP function procedure:
e Create and configure a new SSID
e Assign this SSID to specific AP Profile
e Apply the profile to APs

» DWS-3000 series create 8 SSIDs (VAPs) by default and DWS-4026
create 16 SSIDs. Users can choose to use the default VAP settings.

= Note: Same SSID can be assigned to different profiles or same
profile with different radio
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Working Principles of Basic Functions

= Virtual Access Point

Create New SSID (Wireless Networks)

_— WLAMN 1D SSID VLAN Hide SSID L3 Tunnel Securi Redirect
1 dlirk1 1-Default Disabled Disabled Mone Mone
i ows-402s 2 dlink2 1-Default Dizabled Disabled Mone Mone
E{C Security 3 dlink3 1-Default Disabled Dizabled Mone Mone
. L 4 dlink4 1-Default Disabled Disabled kone Mone
EHIT Monitoring n ) .
IZ—ZI-@ o ) =1 dlinks 1-Default Disabled Disabled Mone Mone
Administration 5 dlinkE 1-Default Disabled Disabled Mane Mone
7 dlink? 1-Default Disabled Disabled Mone Mone
-{:I AP Management =] dlinks 1-Default Disabled Disabled Mone Mone
E'@ Edvanced Configuration =] dlink3 1-Default Disabled Disahled Mone Mone
10 dlink10 1-Default
11 dlink11 1-Default C f' 64 H
: 12 dink1z 1-Defaul onftigure up to unique
remte 13 dlink13 1-Default .
1w amas oem SSIDS (Wireless networks)
WiIDE Security 15 dlink15 1-Default
Clients 16 dlink16 1-Default Disabled Disabled Mone Mone
EHI wLAM Wisualization
|=siD17 Add
LAN WLAN . Access Point Profile VAP Configuration
S ows-q0zs AP Profile 2-Frofile
HO security ©1-802 11am O 2-802.11bigin
E{E3 Monitaring
EH3 administration Network VLAN L3 Tunnel Hide SSID Securi Redirect
Basic Setup 1-Default Disabled Disahled Mone Mane
70 AP Management ] 1 - dinkl 1-Default Disabled Disablad Mone Mone
E"a Advanced Configuration " g ) g::gtg 1 _Miafanl Micahlad Micahlad Mana Mlama
; Global ;
- 4 - dl!nktl -
o) |5 dinks Apply different SSIDs for new
B - dlinkb
] - 7- dl?nk?' f- I I I I
© - dinka AP profile manually (Apply to AP
: WIDS Sseurity 1 s dlink3
BICT Clisnts =] 1? - g:!nm? 1-Default Disabled Disahled hone Mone
- dlin
BMER wLAM Visualization 1 12 - dlink12 1-Drefault Disabled Disabled Mone Mone
] 13- dlink13 1-Default Disabled Disabled Mare Mone
14 - dlink14 . :
1 15 - dlink15 1-Drefault Dizsabled Disabled MNone Mane
O] piedinkls 1-Default Disabled Disabled Mare Mone
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AP Channel Assignment

= Two methods of Channel Assignment:
e Static assign
—  Through valid AP database (fix the channel)
— Managed AP Advanced (run-time only)
3 ows-dozs Global | Discovery | Profile

Radio | SsID

Working Principles of Basic Functions

oul

= RF Management

i:l Security

B2 Monitaring Valid Access Poin

E‘a adrninistration MAC Address

AP Database

| Global | Discovery | AAA /RADIUS | Radio | SSID |

[00:11:95:A3:7D:50

Valid Access Point Configuration

[ Edit

Power (%)

Power (%)

(0[]
[0 ]

B . Managed Mode VWS Managed i
H : 135|C
Managed AP Location |
D AP Management Authentication Password |
¢ {11 advanced Canfiguration Rogue AP Profite
B3 wLaN Visualization Standalone AP Radio 1 - 802.11a Szt
Radio 2 - 802_11g Channel 11 ~
Auto
MAC address 3
[] 00:22:h0:3d:95:40 H
7
a8
9
10
11

Automatic (two methods)
Initial Channel Selection (ICS)
Auto Channel Adjustment (ACA)
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Working Principles of Basic Functions

AP Channel Assignment

= Initial Channel Selection (ICS)

Each time the AP reboot or managed by switch, the mechanism runs to select the
initial operating channel.

In DWS-4026, the AP chooses one channel at random from eligible channels which
could be configured by customer and makes this channel the operational channel.

For DWS-3000 series, only channels 1, 6, 11 are available.

LAN WLAN

=3 pws-4026

D Security

D Monitoring

li!-a Administration
m Basic Setup
E(I] AP Manzgemsnt

Ea Advanced Configuration
[ slobal
@ Networks
@ Paer Switch
@ WIDS Security
D Clients
H{Z] WLAN Visualization

RTS Threshold (bytes)
Load Balancing

Load Utilization (%)
Maximum Clients

RF Scan Other Channels
RF Scan Sentry

RF Scan Interval (secs)
RF Scan Sentry Channels
RF Scan Duration (msecs)
Rate Limiting

Rate Limit (pkts/sec)

Rate Limit Burst (pkts/sec)
Channel Bandwidth
Protection

Ho ACK

Supported Channels

Auto Eligible

Rate Sets (Mbps)

Basic

Supported

[2247  (pto2347)
]

50 (to100)
[200 @toz200)

"
0 (30to 120)

2021138 211b/g

[0 (0te2000)
]

[f0 ftoso)
[ s

1 2 3 4
FEI I
1 2 55 &
F

5
F

BO®

DTIM Period {# beacons)
Beacon Interval (msecs)
Automatic Channel
Automatic Power
Initial Power (%)
U-APSD Mode
Frag Threshold (bytes)
Short Retries
Long Retries
Transmit Lifetime (msecs)
Receive Lifetime (msecs)
Station Isolation
Primary Channel
Short Guard Interval
Multicast Tx Rate (Mbps)
6 7 g 9
EIN I
11 12 18 24

G ] )

10

BOs O

= RF Management

10 (110 255)

[100 2010 2000)

100 {1t0100)

2345 (256 to 2346)

Lower

1

48
O

@O f
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Working Principles of Basic Functions

= RF Management

AP Channel Assignment

» Auto Channel Adjustment (ACA)

e The Unified Switch periodically evaluates the operational channel and changes the
channel if the current channel is noisy

= Switch decide which channel to use by:
e RSSI readings from managed APs
e Comparing the transmission/reception error rates
= Three ways to configure ACA
e Fixed Time (Plan is calculated once every 24 hours at the specified time)
e Manual (Users initiate the calculation of the channel plan)
e Interval (Switch periodically calculates the channel plan, 6-24 hours)

8 pws-anzs Channel Plan History | Manual Channel Plan | Manual Power Adjustments |
2 | Security
BB Monitoring RF Configuration
M administration
L . Channel Plan ®5 GHz (80211 am) O2.4 GHz (B02.11 big/n)
Basic Setup
E"-‘ﬂ [Ty e—— Channel Plan Mode OFixed Time © Manual O Interval
Reset Channel Plan History Depth |5 0 to 10)
\F Manageme Channel Plan Interval (hours) IE {6 to 24)
- Software Download Channel Plan Fixed Time {(hh:mm) ||:| : ID
' Advanced Settings
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Working Principles of Basic Functions

= RF Management

Automatic Channel Selection Limitation

» The automatic channel selection algorithm does not affect APs with
the following conditions:

The channel is statically assigned.

The AP uses a profile that has the Automatic Channel field disabled
(Radio Configuration Setting).

Channel plan algorithm does not support radios using Super A/G.

When running the ICS, the neighboring APs may use the same channel
because the channel is randomly assigned.

If there is no wireless clients in the network, which means there is no
wireless data in the network. The APs are not able to select the best
channel (may choose the same channel) because the error rate database
IS insufficient to make the best decision.

State ®an O o Mode [EEE 802.11an v
RTS Threshold {bytes) W (0to 2347) DTIM Period (# beacons) |1|:|7 {1 to 255)
Load Balancing ] EBeacon Interval {msecs) W {20 ta 2000%
Load Utilization (%) lani (1 ta 100 Awtomatic Channel

Maximum Clients W {0 to 2005 Automatic Power

RF Scan Other Channels Initial Power (%) W (1 to 10}

RF Scan Sentry ]
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Working Principles of Basic Functions

= RF Management

AP Power Assignment

=  Two methods to assign the power of AP
e Static
e Automatic

=  Static Assignment
e Web GUI has only four options to fix the power through valid AP database (same as
static channel)

e Command line can support more options
(Config-wireless)#ap database 00:17:9a:d2:8d:70
(Config-ap)#radio 2 power 70

e Managed AP Advanced (run-time only)

TAI ) WLAN -

& Dws-4025 | Global | Discovery | Profile | Radio | ssiD | oul

B Security

H{3 Monitoring

EHZY Administration

Basic Setup)

[:I AP Management

Ea Advanced Configuration
[ clobal
Networks
AP Profile
Peer Switch
WIDS Security
D Clients

BHIR WLAN visualization

Valid Access Point Configuration

MAC address 00:22:b0:3d:97:00 ~

AP Mode Managed ~

Location I

Authentication Password ! [P it

Profile 1- Default ~

Radio 1 - 802.11a/n Channel Auto - Power (%) 0

Radio 2 - 802.11bl/g/n Channel Auto + Power (%)

e 12.5% (Max-9db)
25% (Max-6db)
[Refresh ] [ Delete ] I Submit ] 50% (Max-3db)

100% (Max)
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Working Principles of Basic Functions

= RF Management

AP Power Assignment

Automatic Power Assignment

e The Unified Switch monitors the AP’s statistics to adjust the power when
necessary, if the AP’s power level is not manually setup.

e Power level is a percentage of maximum power.

e The switch sets the initial power of the AP to the value specified in the
profile.

e The algorithm increases or reduces the power level in 10% increments.

The Unified Switch uses the following statistics to make the power
adjustment decision:

e Increase in duplicate packets from client (ACKs cannot reach clients)
e Increase in re-transmissions (ACKs cannot reach AP)
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AP Power Assignment

Working Principles of Basic Functions

= RF Management

= Two way to configure Auto Power Adjustment
e Interval (15-1440 minutes)

e Manual

3 ows-4025

E{3 Security
={3 Monitoring
E4E administration

Basic Setup

Advanced Settings
EI'G Advanced Configuration

Feer Switch

[ Rt

I Channel Plan History | Manual Channel Plan | Manual Power Adjustments ‘

RF Configuration

Channel Plan

Channel Plan Mode

Channel Plan History Depth
Channel Plan Interval (hours)

Channel Plan Fixed Time {hh:mm)

Power Adjustment Mode

Power Adjustment Interval {minutes)

5 GHz @B02.11 aim) O2.4 GHz (B02.11 bigin)
O Fixed Time @ Manual O Intarval

|5 0to10)
IE (5 to 24)
ID ] ID

® Manual O Interval

[15 (15 to 1440)

= Note: The algorithm never reduces the AP power below the initial power
setting in the profile (Default is 100%). Therefore if the initial power setting
is 100% in the profile then the auto power adjustment algorithm has no

effect on the AP.
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Working Principles of Basic Functions

» Layer 3 Tunnel

Layer 3 Tunnel

» Layer 3 (L3) Tunnel, also called IP-IP tunnel, is supported by D-Link Unified
Solution to build a bridge between switch and APs regardless the number of
L3 network subnets they pass through.

=  Within this tunnel, the mobile stations can maintain the same IP connections
while roaming from one AP to another AP even when these APs are attached
to different IP subnets.

» This feature is especially useful for environments that use wireless Voice
over IP (VolP) on the 802.11 networks with multiple subnets.

172.17.6.0/24

Tunnel bridge mApl g'&

Tunnel subnet 172.17.5.0/24
192.168.20.0/24 :

Tunnel bridge

Always get IP
P} address in
Tunnel bridge #%V Tunnel bridge m Ap2 192.168.20.0/24,
1 regardless which is
192.168.5.0/24 192.168.6.0/24 the connected AP
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Working Principles of Basic Functions

» Layer 3 Tunnel

Layer 3 Tunnel

When configuring L3 tunnel mode, the switch establishes an IP-IP tunnel to
the APs that are configured for tunneling mode.

The tunnel will encapsulate IPv4 packets inside an extra IPv4 packets.

Both the switch and the AP perform tunnel encapsulation and de-
capsulation.

e The AP uses the Unified Switch IP address as the destination IP in the outer IP
header and itself as the source IP.

e The Unified Switch uses the AP IP address as the destination IP in the outer IP
header and itself as the source IP.

Tunnel b“dgem d

Extra < <«
IP header Encapsulate -
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Layer 3 Tunnel

192.168.10.254

WS1 loopback interface:

Working Principles of Basic Functions

» Layer 3 Tunnel

e
L3 SW

172.17.5.0/24

,,172.17.6.0/24| ‘1 {

= AP2
172 17.5 254 172.17.6.254172.17.6.1

172.17.5.253

L3 Tunnel
192.168.20.254

STA ping interface 172.17.5.253

192.168.250.3 192.168.20.2

Eile Edit Eiew ED Eapture &naly’ze Etatistics ﬂelp
SE[x @] R[«[=©[F[g] @lela] B DExX B
MNa. . |T|me |Suurce Destination |F'mtuc0| |Inf0
- —T T = —rrerT o = e L e L amm—r
Sour*ce port: 57776 Destination port: 57776

=

1208? 10?0'588203 192' UDP

168 10. 254
EE (pingl) request

168.20.2

L LTTLETTIE L

1708 6. 250, 7 72.17.5.257
12089 10?1 039352 1?2 17.5. 253 192, 168 250 3 ICMP Echo (pingd reply
12090 1071.545257 192 .168.20.2 192 .168.10.254 UDF Source port: 57776 Destination port: 57776
~l T
HFrame 12088 (94 bytes on wire, 94 bytes captured)
[ M PR ) TT, g — . |"\|"‘|-10-'-?In-|'"||"\-|"‘||"\-|"‘||"\, T SSCRR A A N A O N O I A T — —
BInternet Protocol, Src Addr: 192.168.20.27 (197.168.20.2), Dst Addr: 192.168.10.254 (197.168.10.254) APL1/ WS1
BInternet Protocol, Src Addr: 192.168.250.3 (192.168.250.3), Dst Addr: 172.17.5.253 (172.17.5.2530 QTA / Interface
L) a1 a1 L o v R e el - —_—
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Working Principles of Basic Functions

» Layer 3 Tunnel

L3 Tunnel Configuration

» To create an individual VLAN and IP subnet, the wired equipment and
roaming wireless clients have to be in the same L3 tunnel subnet.

= Routing is enabled on each switch.
= L3 tunnel is enabled based on SSID (go through Basic Setup — SSID )

= NOTE: When L3 tunneling is enabled the VLAN ID is not used.

Global | Discovery | AAA /RADIUS | Radio | | Valid AP | [ Global [ Discovery [ AAA /RADIUS [ Radio [ECTEN Valid AP |

Wireless Default VAP Configuration
SsiD L3 Tunnel
AP Profile 1-Default )
01-802.11a ®2-802.11g Hide SSID =
VLAN 1 (1 to 4004)
Network VLAN L3 Tunnel Hide SSID Security
1-L3 Tunnel - ] 1-Default Enabled Disabled hone 2 dunnel
2 - Managed SSID 2 v | 1-Default Enabled Disabled hNone L3 Tunnel Status Not Configured - Routing Disablad
O Edit 1-Default Disabled Disabled Mone LS Tl Sn R
M Edit 1-Default Disabled Disabled Mone
' L3 Tunnel Mask [55 0552550
O Edit 1-Default Disabled Disabled Mone unnetias 2552552550
al Edit 1-Default Dicsabled Disahled MNone MAC Authentication OLocal ORadius ® Disable
O Edit 1-Default Disabled Disabled Mone RADIUS IP Address 0.0.00 BN R
O Edit 1-Default Disabled Disabled Mone RADINS]gaerat T
Refresh ] [ Submit ] ’Next] RESISI ceoting
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Working Principles of Basic Functions

» Layer 3 Tunnel

Layer 3 Tunnel Limitation

» Tunneled packets have extra 20 bytes in header for all devices. It
does TCP MSS Reduction to avoid the frame over-sizing issue.

= |Pv6 clients are not supported on tunneled interfaces.
* Only unicast IPv4 traffic is tunneled in hardware.
= Multicast traffic and Non-IP traffic are tunneled in software.

e Slower
e Cause network congestion
= All devices that use the L3 tunnel network are stored in the ARP

cache because the wireless subnet is local to the switch (ARP cache
fills up faster than expected).
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Working Principles of Basic Functions

» Fast Roaming

What is Roaming?

= A wireless client connects to an AP first. Next, this client moves to another
location which is too far from the original AP to keep connected, so this
client disconnects from the original AP and tries to connect to a new AP.

= To allow wireless client to roam, all the APs need to have the same SSID
and security.

» Roaming behavior is controlled by wireless client, D-Link Access Points
provide solutions to speed up this behavior.

AP2 with the same

APL 1 i = SSID and security
‘ { I ll ) with AP1
1 T | =
) | ) |
Client is originally Roaming Client moves here
connected to AP1 \5 and connects to AP2
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Working Principles of Basic Functions

» Fast Roaming

Seamless Fast Roaming

» To speed up the hand over time of the roaming behavior, D-Link
unified solution implements seamless roaming solution with the
following.

e Keep the client’s IP address while it roams (L3 Tunnel Mode)

— The wireless client can keep its IP address after roaming to another AP,
regardless it is a L2 or L3 roaming. Even these two APs are in the different
subnets, the client can continue keep the same IP address.

e Re-authentication can be avoided or shorten re-authentication time
— WPA2 Pre-Authentication (WPA2-PSK & Enterprise)
— WPA2 Key Caching (WPA2-PSK & Enterprise)
— Dynamic Key Forwarding (WPA2-Enterprise)

= Note: Dynamic WEP / WPA Enterprise does not supported by fast
roaming function
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Working Principles of Basic Functions

» Fast Roaming

Seaming Fast Roaming — Keep IP Address

=  With the tunnel function on D-Link Unified solution, the wireless clients can
roam to different APs in different network subnets without renewing the IP
address. This will save lots of updating time.

e Client IP
P 10.5.5.75
P DUy Tunnel Subnet
e AP1 IP 10.5.5.0/724
/ 10.5.20.1
=~ i T
(L 3] N el
Client IP i'r
10.5.5.75
\
v, 10.5.40.1 As clients move from one
N AP3 IP AP to another AP, the
N 10.5.60.1  switch updates its ARP

table to reflect the new
T _@ Client IP _ _
10.5.5.75 location of the client.
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Working Principles of Basic Functions

» Fast Roaming

Seaming Fast Roaming — Keep IP Address

» |t supports seamless roaming across peer switch too.

Switch 1 Interfaces:
- VLAN Routing: 10.5.5.1
“ Network: 192.168.10.1

Switch 2 Interfaces:
<VLAN Routing: 10.5.5.2
Network: 192.168.20.1

10.5.5.8

Unified
Switch 2

AP 1 fien
192.168.10.10
AP 2
192.168.20.10
Client IP _
10.5.5.75 \ Client IP @ Client IP
10.5.5.75 /  10.5.5.75
— i - -

ol

—  —

bl |
T

[
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Working Principles of Basic Functions

» Fast Roaming

Seaming Fast Roaming — Keep IP Address

= |Itis only used for time-sensitive roaming traffic, such as IP mobile
telephone.
= Typically this feature is for customer to deploy in VolP environment, general
data traffic does NOT necessary require this function.
= If using L3 roaming, enable at least two SSIDs per AP
e One SSID for traffic that must use tunnel (VolP)
e One SSID for non-VolP traffic TR
Unified
Switch

AP1 AP2 AP3
172.17.1.1/24 . 172.17.2.1/24 .1 . ~ 4 172.17.3.1/24
= - -

VolP Data VoIP Data VoIP Data
L3 Tunnel Non Tunnel L3 Tunnel Non Tunnel ' L3 Tunnel Non Tunnel
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Working Principles of Basic Functions

» Fast Roaming

Shorten Re-Authentication Time when Roaming

=  WPA2 Pre-authentication (WPA2-PSK & Enterprise)
e The client can attempt to authenticate to other APs within range.

e D-Link’s implementation — Pre-Auth request will be forwarded by the Unified Switch
to the neighboring AP.
= ¢

= |J|l ...... (<

Pre-Auth requestf

Unified Switch

» WPA2 Key Caching (WPA2-PSK & Enterprise)
e The AP & Clients will retain the PMK key generated for each session.

e When the client roams to another AP and then roams back, re-authentication is not
necessary

91




Working Principles of Basic Functions

» Fast Roaming

Shorten Re-Authentication Time when Roaming

» Dynamic Key Forwarding (WPA2-Enterprise)
e D-Link’s implementation (Non-Standard)

» Key Forwarding:
e Authenticated with RADIUS

2)
...................... I!{L? @ -~ l? P I\eArlllekrey g ene rated

PMK (Pair wise Master Key)

can be cached in Switch and

forwarded to APs in the same

,l l roaming group

R | g}? e When client roaming to other
‘ AP, it will send the PMK ID to

| the new AP.

|

Ty

]
1 i ~

A
[ ]

Peer Switch
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Working Principles of Basic Functions

= Wi-Fi Multimedia

Wi-Fi1 Multimedia

Wi-Fi Multimedia (WMM) is an optional Wi-Fi Alliance interoperability
certification, based on Enhanced Distributed Channel Access (EDCA) of the
IEEE 802.11e standard.

WMM provides basic Quality of service (QoS) features to IEEE 802.11
networks, multimedia applications including voice, video data could get
higher priority.

Devices which pass the Wi-Fi WMM certification are guaranteed to work with
each other.

To make WMM works, both AP and client have to support it.

Normal data gets lower ‘
priority and is transmitted %’

after voice data

Support WMM ‘&%

—

Voice data gets higher priority
and is transmitted firstly Support WMM
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Working Principles of Basic Functions

= Wi-Fi Multimedia

WMM Operating

» For legacy 802.11 network, CSMA/CA-based Distributed Coordination
Function (DCF) is used for transmit data which avoids the collision condition.
Each client has to wait for a random backoff time. If there is no other clients
transmitting, the client will get the permission and start to deliver the data

=  With DCF, all the clients get the same priority

= WMM defines 4 Access Categories, Voice, Video, Best Effort, and
Background. The categories are mapped to different priories which are
defined in IEEE 802.1p.

» The default priority is Best Effort

Access Category Description IEEE_80_2.1p
priority
Voice Highest priority 7,6
Video Prioritize video traffic above other data traffic 5,4

Traffic from legacy devices, or traffic from applications

Best Effort or devices that lack QoS capabilities

Low priority traffic (file downloads, print jobs) that does
not have strict latency and throughput requirements

Background
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Working Principles of Basic Functions

= Wi-Fi Multimedia

WMM Operating

= WMM is an extension to the legacy CSMA/CA-based DCF mechanism

= Each time when AP transmits a packet, it wait for a specific period of time,
defined by AIFS (Arbitration Interframe Space ) and listen for contention.

= After the waiting time of AIFS, AP starts to count down a random backoff
wait time from O to the value defined by the Minimum Contention Window
(cwMin).

= |If the random backoff time ends and a collision is detected, the AP select a
random time again and retry, but doubles the time range. The retry and
doubling behavior continues (if collisions remain there) until reach the value

specified in the Maximum Contention Window (cwMax) or packet has been
sent/discarded.

Initial transmission AIFES 0 — cwMin
= AIFS
1st retransmission AIFS 0 — 2x cwMin
= Random Backoff
2nd retransmission AIES 0O — 4x cwMin Wait Time
i Y
1 : 1 :
vl\r ‘I\r
Xth retransmission AIFS O — cwMax
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Working Principles of Basic Functions

= Wi-Fi Multimedia

WMM Operating

= |If the random backoff time ends and no collision is detected, AP starts to transmit
this packet

=  WMM enabled devices create four queues for different categories, data packets
will be assigned to different queues according to its access category and priority.

= Each queue follows the described Agaliention, aia e
mechanism and is configured with /\A
different AIFS, cwMin, cwMax
parameters. Voice | | Video | | gest —

= Queues with higher priority are ASHIEN Irnes {

transmit queue

configured with lower

AIFS/cwMin/cwMax (lower waiting
time) to make sure the packet has l
higher chances to be transmitted. | | | | | N | Resolve internal

A<
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Working Principles of Basic Functions

= Wi-Fi Multimedia

WMM Setup

=  WMM setup is base on AP Profile and enabled by default.

= Customer can setup AP EDCA Parameters which affect the traffics from AP to
client or Station EDCA Parameters which affect the traffics from client to AP.

» TXOP: The Transmission Opportunity is the time period that a client who has
won the control of the shared medium can retain it.

= Max. Burst: This value is the maximum burst time length allowed for packet
bursts on the wireless network. A packet burst is a collection of multiple
frames transmitted without header information.

.
AN N—
E ows-40zs
BT security AP Profile 1-Default
BIZ3 Monitoring O1-802 11am @ 2-802 1 1bgin
EHEY Administration
Basic Setup AP EDCA Parameters
'[:I AP Management Clueue AIFS (msecs) cwMin (msecs) cwiMax {msecs) Max. Burst {psecs)
: - vanced Configuration Data 0 {Woice) |1— 3 A 7 ~ W
2] clobal Data 1 (Video) [ 7 > 15 v fomn
Metworks Data 2 (Best Effort) F 15 v B3 v C—
] boer wich Data 3 {(Background) |7— 15 A 1023 » ID—
=] WIDS Security WMM Mode
E clients Station EDCA Parameters
BE wian Visualization Cueue AIFS (msecs) cwhMin (msecs) cwhMax (msecs) TXOP Limit (msecs)
Data 0 (Voice) - 3 v 7 - [«
Data 1 (Video} F 7 v 15 |w [a
Data 2 (Best Effort) B 15 63 | [0
Data 3 (Background} [ 15w 1023 v [T 97




Working Principles of Basic Functions

= Wi-Fi Multimedia

WMM Limitation

= Both AP and clients have to be certified by Wi-Fi for WMM and has WMM
enabled.

= The source application on clients (for instance VolP) must supports WMM.

= APs with WMM can accept IEEE802.1p priorities from wired network and
could map its priorities to IEEE802.1p, too. But it doesn’t take effect if WMM
Is disabled.

= |EEE802.1p has priorities from O to 7, higher number has higher priority,
and same does WMM, but an exception existed that O is higher than 1&2.

Wi-Fi CERTIFIED™ Interoperability Certificate Certification ID: WFA7771
e This certificate lists the capabilities and features that have successfully completed Wi-Fi Alliance
| - | | Fi interoperability testing. Additional information about Wi-Fi Alliance cerification programs is
- % available at www wi-fi.org/certification_programs.php.
CERTIFIED"
Tested Dual-Band Certificate Date: August 28, 2009
Spatial Concurrent | 1
S i Company: D-Link Systems
n Product: D-Link Dual Band PoE Access Point / DWL-8600AP
Rt 2 Model/SKU #: DWL-2600AP/
Receive 2 Category: Enterprise Access Point, Switch/Controller or Router
|EEE Standard Security Multimedia
IEEE B02.11a WPA™ . Enterprise, Personal WHMME
IEEE B02_11b WPAZ2™ . Enterprise, Personal
IEEE 802.11g
IEEE B02_11n draft 2.0
IEEE B02.11d EAP-TLS
IEEE 802.11h EAP-TTLS/MSCHAPV2
PEAPVIVEAP-MSCHAPW2
Optional 802.11n Capabilities PEAPVI/EAP-GTC
- Short Guard Interval EAP-SIM
- 40 MHz operation in 5 GHz 98
- HT Duplicate (MCS 32)




Working Principles of Basic Functions

» Dynamic VLAN

Dynamic VLAN Assignment

» The clients get assigned to the appropriate VLAN that is configured
in the RADIUS server regardless which port or SSID they connect
to.

» Flexibility for the clients to move around the network without much
configuration required by the administrator.

= Users have to pass the 802.1X authentication before they can
access the network.

= Based on the username, the RADIUS server will dynamically assign
the clients to different VLANS.

= |t forces the specific user be assigned to specific VLAN.
= |t can authenticate both wired and wireless clients.

» |t does not support fast roaming.
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Working Principles of Basic Functions

» Dynamic VLAN

Configuration Example

= Enable wired dynamic VLAN Edit DialinProfile 20 x|
assignment globally from the Web Diakin Constraints | IP | Mok |
GUI through LAN SN Securlty N Authentication | E ncrption Advanced
8021X N 802.1X Sett|ng N VLAN Egggg :Edruiljg?nal connection attributes to be returned to the Bemote
Assignment Mode Atibutes:
I ame | endor | alue
SericeTune EDG Standard Framed
i Tunnel-tedium-Type RADIUS Standard 802 [includes all 802
T |-Pet-Giroup-10 RaDIUS Standard 502
. RADIUS Tunnel AttrIbUteS used [TEEQ?I-TEEE o RaDius S::Edz:d Wirtual LaNz [WLAM]
e Tunnel-Type=VLAN (13)
e Tunnel-Medium-Type=802
e Tunnel-Private-Group- ID= VLANID
< | i
=  Wireless dynamic VLAN function is add. | Edt. | Bemove |
supported by default, just leave the
VID of the SSID as 1.
k. I Cancel AEply
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Working Principles of Basic Functions
» Dynamic VLAN

Internet

T

Wired User

Userl go to V2

RADIUS Server
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Working Principles of Basic Functions
» Dynamic VLAN

Internet

T —

Username or

Certificate
- Username or
ﬂ ) ( (..,j Certificate

£ o

Userl go to V2
User2 go to V3

RADIUS
Server

TN

Userl

el

User2
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Working Principles of Basic Functions

» Advanced Management

Advanced Management

There are three main types of interfaces that assign IP addresses in
Unified Switch

e VLAN routing interface

e Network interface (network management IP address)

e WLAN function interface

VLAN routing interface routes data from different VLANS.

e An interface that binds a VID, usually stands for a network subnet

e Need to create VLAN first, then enable VLAN routing to create VLAN
routing interface

e DWS-4026 can show the VID of the interface using CLI but DWS-3026
series cannot

e Command: show running-config
— vlan database

— vlan 10,20
— vlan routing 10 10 —» The 1st “10” is the VID, the 2nd “10” is the interface
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Working Principles of Basic Functions

» Advanced Management

Network Interface and Management Network

= Network interface is the IP Address
e Entered into browser address bar, or
e For telnet client to configure switch

= The default network management interface is 10.90.90.90/8
= Management network is a subnet only for managing the switch.

» QOperational network is the network where the box is responsible for
routing/switching the traffic

» In D-Link’s design, operational network traffic is not allowed to flow to the
management network

Default VLAN V10 V20

PC A
- Not allowed —
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Working Principles of Basic Functions

» Advanced Management

WLAN Function Interface

= |t is the IP Address to communicate with AP.

= Itis very important to make sure that the communication between
AP and WLAN interface is routable.

» The IP address of WLAN function interface is chosen automatically.
e |IP address of the loopback interface has the first priority.

e If user does not setup Loopback interface, the lowest VLAN routing
interface will be selected, for example interface 4/1 has higher priority
than 4/2.

e If the switch works as L2 devices, which means there is no VLAN routing
in this switch, the network management interface will be the WLAN
function interface.

= A loopback interface is a permanent logical interface which must be
always up. As such, it provides a mean to configure a stable IP
address on the device that may be referred to by other switches. It

Is typically used by routing protocols.

= Make sure what is the IP address of WLAN interface before
Implementing APSs.
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Working Principles of Basic Functions

» Advanced Management

WLAN Function Interface Configuration

= Create Loopback interface

EH ows-g0zs
'i:l o . Loopback Configuration
[:I L2 Features
El'a L3 Features Loophack : —
~{Z] BOOTR/DHCP Relay A IPvd Address |192.168.0.254
B Are IPv4 Subnet Mask |255.255 255 1
'CI Ip
E@ Loopbacks l Delete Loophack H Submit ]
: Zonfi |
= Verify the WLAN interface status before implementing APs
a DIS-4026 ’ Switch Status ‘ IP Discovery | Configuration Received ‘ AP Hardware Capability ‘
D Security
N Morioring Wireless Global Status/Stafistics
e
, WLAN Switch Operational Status Enabled IP Address 192.168.10.1
Peer Switch
D Access Point Peer Swiches .
{:I Client
B Adriisator Cluster Controller Yes Cluster Controller IP Address 192.168.10.1
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Working Principles of Basic Functions

» Advanced Management

Manage APs in VLAN Environment

= When using Unified Solution in a multiple VLAN environment, it is
recommended to create a new VLAN for AP management network to
separate the AP management network and client data.

= In this example, V5 is newly created and only for managing APs.

(Using untagged port to managed AP)

The port connecting to the AP has tagged V1, V2 V3 and untagged V5

SSID 1
V
} SSID_2
V2
SSID_3

V3
Internet
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Working Principles of Basic Functions

» Advanced Management

Manage APs in VLAN Environment

= |If the topology does not allow creation of a new VLAN, an existing VLAN can

be used to manage the AP.

= An additional configuration is needed on the managed AP.

= Commands:

e ‘“set management vlan-id 10”, where the 10 equal to the vian ID
» Disadvantage: Mixing the AP management network and client data network
= In this example, the port that connects the AP has to be tagged with V10,

V20, V30 (Using tagged port to manage AP)

SSID_1
Vv
I } SSID_2
. V20
|
Internet SSID_3
e V30
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Working Principles of Basic Functions

» Advanced Management

Manage APs Iin Layer 3 Environment

» Always check the WLAN interface IP first.

= Configure the correct routing setting between AP and switch.

= Configure the correct gateway for APs (If DHCP server is not used).

= Ping AP to switch or from switch to AP. It must succeed.

» Could use tunnel mode or non-tunnel mode in L3 environment
Unified Switch
Loopback: 192.168.10.1/24

Interface 4/1: 192.168.101.1/24
Interface 4/2: 172.17.10.1/24

L3 Device
IPIF1:172.17.10.254/24

172.17.10.0/24 172.17.20.0/24

Office AP

|,  Local AP 172.17.20.x/24
[ ‘[ ’ 192.168.101.x/24
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Working Principles of Basic Functions

» Advanced Management

Manage AP through VPN

= Able to manage AP through VPN.

= The AP management data are “don’t fragment” packets, make sure the VPN
devices do not drop “don’t fragment ” packets.

Loopback Interface
192.168.10.254 WAN: 192.168.192.1 WAN: 192.168.192.2
1

Unified Switch

AP2
1 172.17.6.1

. DFL-800 DFL-800
7.5 253 LAN:172.17.5.254

AP1
192.168.20.1

172.1

192.168.20.254 LAN:172.17.6.254
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Lab 2: Advanced Management

Lab 2

Advanced Management
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Lab 2: Advanced Management

Lab 2: Advanced Management

This scenario shows how to manage AP in L2 and L3 environment,
setup tunnel and non-tunnel modes, design management data and
client data flow.

Objectives:

e Understand management network and client data network
e Understand tunnel and non tunnel mode

e Understand WLAN function interface

e Design typical L2 + L3 wireless network
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Lab 2: Advanced Management

Network Topology

=  Wireless network in local office works in L2 environment, remote office is
implemented with L3 network.

= All employees connect to SSID S2-Groupl-Employee and assign to the same
subnet regardless where they are.

= Guests connect to SSID S2-Groupl-Guest and assign to different subnet
according to their locations.

= Base on the design, remote office requires a L3 tunnel SSID and a non-
tunnel SSID. Local office needs to mix the management network and client
data network to minimize the needed VLAN.

Unified Switch 172.17.10.0/24 -3 Switch
——TT3 cezmr 172.17.20.0/24

| . Local AP C';?{:; fp
@ [. ’ 192.168.101.x/24 SSIDs. - 172.17.20.x/24
SSIDs: S2-Groupl-Employee
S2-Groupl-Employee 192.168.101.x/24
192.168.101.x/24 S2-Groupl-Guest
S2-Groupl-Guest 172.17.20.x/24

192.168.102.x/24 113
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Lab 2: Advanced Management

Table 1: Physical Connection

Unified Switch 24 L3 Switch 1
Unified Switch 1 Local AP N/A
L3 Switch 24 Remote AP N/A

Table 2: VLAN and Port Assignment

Unified Switch 10 CorelO N/A 24

Unified Switch 101 Tunnell01 1 N/A

Unified Switch 102 Client102 1 N/A
L3 Switch 10 CorelO N/A 1
L3 Switch 20 Client20 N/A 24
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Lab 2: Advanced Management

Table 3: IP Addressing

Unified Switch 4/1 10 172.17.10.254/24
Unified Switch 4/2 101 192.168.101.254/24
Unified Switch 4/3 102 192.168.102.254/24
Unified Switch Management 1 10.90.90.90/8
Unified Switch Loopback N/A 192.168.100.254/32
L3 Switch ipif10 10 172.17.10.1/24
L3 Switch ipif20 20 172.17.20.1/24

Table 4: DHCP Server

Unified Switch Tunnell01 192.168.101.0/24 192.168.101.200-255
Unified Switch Client102 192.168.102.0/24 192.168.102.200-255
L3 Switch Client20 172.17.20.0/24 172.17.20.1-100
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Lab 2: Advanced Management

Lab Scenario Discussion

= The reason to create loopback interface on Unified Switch?

»  Why employees need a tunnel, can | create a tunnel for guests?
=  Why need to configure local AP? Is that necessary?

=  Why need a static route on L3 switch?
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Session 5

New Functions
Implementation
(DWS-4026/DWL-8600AP)
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Session 5: New Function Implementation
(DWS-4026/DWL-8600AP)

=  Switch Clustering

= Layer 2 Distributed Tunnel

» RF Scan and Rogue Management

» Wireless Intrusion Detection System

» Wireless Intrusion Prevention System

= |EEE 802.11n

= AP Clustering

=  Wireless Distribution System

= Centralized IEEE 802.1x Authentication
» Other Features
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» Switch Clustering

Switch Clustering

» Peer Switches can form a Cluster Group. Within this group, users can push
the configurations from one switch to other peer switches.
e Itis not necessary to configure the same settings one by one.

= In a Cluster Group, a Cluster Controller will be selected. This Controller will
gather all the AP and clients statistics in this group.
e Single point of management is possible.

= Switch clustering is only supported by DWS-4026.

Apply configurations Apply configurations

N
7

N
7

L2 or L3
Network

L2 or L3
Network

Cluster Controller

: <€
Report Information Peer Switches Report Information

pd
~

Managed APs
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» Switch Clustering

Cluster Controller Selection

= The switches select the Cluster Controller by two ways:

e Compare Cluster
Controller.

Priority. The switch with the highest priority becomes the Cluster

e If the priority is the same, the switch with lower IP address becomes the Cluster

Controller.

The Cluster Priority can be O to 255. Setting O disables the Cluster function,

the IP of the Controller will show 0.0.0.0.

A ows-4026

G Security

Cl Maonitoring

E‘a Adrministration

Basic Setup

G AP Management

E'a Advanced Configuration

Metworks

AP Profile
Peer Switch
~E] wiDs Security
E{ED Clients

E{T wlLAN Visualization

SNMP Traps | Distributed Tunneling |

Peer Group 1D |1— i1 to255)
Client Roam Timeout (secs) !30— (1 to 120)
Ad Hoc Client Status Timeout {(hours) |2.-.1— 0 to 168)
AP Failure Status Timeout {(hours) |2.-.1— 0 to 168)
MAC Authentication Mode white-list |+
RF Scan Status Timeout (hours) |2.-.1— 0 to 168)
Detected Clients Status Timeout {hours) Im— 0 to 168)
_Tunnel IP MTU Size 1500
Cluster Priority Iﬂ— 0 to 255, 0 - Disahle)
AF Client Gos Lisable
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» Switch Clustering

Cluster Controller Selection (Cont.)

= A switch performs the election process when

e It boots up.
- It loses connection to the current Cluster Controller.
e A new peer switch joins.

Cluster Priority changes in any of the peer switches.

= Each switch makes an independent decision about the Cluster Controller. If
there is no peer switch, it will appoint itself as the Cluster Controller.

= Check status

a bws-q02¢ | Switch Status | IP Discovery | Configuration Received | AP Hardware Capability ‘
ElD Security

Peer Switch

D Access Point Peer Switches 2
Cl Client
B Administration Cluster Controller Yes Cluster Controller IP Address 192.168.10.1

WLAN Switch Operational Status Enabled IP Address 192.168.10.1

H{Z1 WLAN Visualization

Total Access Points 3 Managed Access Points 3
Standalone Access Points 0 Rogue Access Points 6
Discovered Access Points 0 Connection Failed Access Points 0
Authentication Failed Access Points 0 Unknown Access Points 23
Rogue AP Mitigation Limit 16 Rogue AP Mitigation Count 0
Maximum Managed APs in Peer Group 256 WLAN Utilization 15 %
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» Switch Clustering

Cluster Controller Capabilities

= |t can push the configurations to other peer switches.

= It can control the APs that managed by peer switch, for example to run auto
channel/power adjustment, WIDS.
» |t can display information of whole peer group.

e The switches which are not Cluster Controllers can only show its locally attached
devices. (Different with DWS-3000 series)

= The Cluster Controller is also responsible for assuring that there is not more
than 256 APs in the unified system.

3 ows-4026 I Statistics ‘
{:I Security
Iiﬂﬁ irikariog Summary | Detail | Radio Summary | Radio Detail | Neighbor APs | Neighbor Clients | VAP | Distributed Tunneling
[ ciba Managed AP Status
i% Peer Switch
B3 Access Point MAC Address Switch Software Configuration Authenticated
All AP Status *}-Peer Managed Location Port IP Address Version Status  Status Profile Radio Channel Clients
@ [* 00:22:b0:3d:95:80 01 192.168.30.102 1.0.0.6  0d:00:00:01 Managed Success 1-Default 1-802.11a/n 36 0
1£°°| 2-802 11bfg/in 11 0
AP RF Scan Status 00:22:b0:3d:97:00 01 192.166.10.101 1.0.0.6  0d:00:00:04 Managed Success 1-Default 1-802.11a/n 36 0
AP De-Authentication # 0 thin e :
B{D Client * 00:22:b0:3d:98:40 0N 192.168.20.102 1.0.06  0d:00:00:04 Managed Success 1-Default 1-802.11a/n 132 0
H{3 Administration 2:802.11b/gln 11 0
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» Switch Clustering

Configuration Pushing

= Configurations are pushed manually by the admin, and it is not automatic.

= Configurations can be pushed from any peer switch to other peer switches in
a cluster. It is not necessary from the cluster controller only.

& ows-4025 I Configuration Enable/Disable ‘
Q Security
B8 Moritoring
El.‘;adminisvatmn Configuration Request Status Mot Started
Basic Setup
'f:I 1 — Total Count o
E“a Adwvanced Configuration Success Count u
B clobal Failure Count a
Metwoarks
~E] ap profile Peer IP Address Configuration Request Status
DSEE Switeh 192.168.20.1 Mot Started
8] WIDS Security i 192 168.30.1 Mot Started
E{A clients
BIE3 WLAN visualization | Start || Stertall || Refresh
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» Switch Clustering

Configuration Pushing

= Users can choose up to ten configuration items to push.

2 ows-4026 Configuration Request ‘ |
D Security
BHE2 Monitoring Peer Switch Configuration Enablel/Disable
EHEY adrministrati
itk ministration Glohﬂl Enahle 3
Basic Setup 5 _
i:l AP Managerment Iscovery Disable
B4 advanced Confiquration Channel/Power Enahle
& Global AP Datahase Enable
2] Metworks AP Profiles Enable
~(2] &P Profile Known Client Enable
Peer Switch Captive Portal Enable
“E) WIDs security RADIUS Client Enable
E{3 Clients
QoS ACL Enable +
B3 wLAN Visualization -
QoS DiffServ Enable »

124




New Functions Implementation (DWS-4026/DWL-8600AP)

» Layer 2 Distributed Tunnel

Layer 2 Distributed Tunnel

» Layer 2 (L2) Distributed Tunnel mode is used to support L3 roaming without
forwarding any traffic to the Unified Switch.

=  When clients roam to another AP which is not in the same network subnet,
traffic from roamed clients is tunneled to the originally associated AP of the
client.

» Roamed client remains on the same VLAN and has the same IP address.

¥ DWS-4026

. .
Yaunt

o000 00 |l |l__

172.17.3.0 10.10.1!.0

Page is Animated 125
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» Layer 2 Distributed Tunnel

Layer 2 Distributed Tunnel Operation

= The initial associated AP of the client is called the “Home AP”. The AP which
the client roams to is called the “Association AP”.

= When a client roams to another AP in a different subnet, the Association AP
tunnels all traffic from the client to the Home AP using L2 UDP tunnel. The
Home AP injects the traffic received over the tunnel into the wired network.

>
Ty
wd
/
% 1

Association AP
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» Layer 2 Distributed Tunnel

Layer 2 Distributed Tunnel Operation (Cont.)

= It uses CAPWAP tunnel encapsulation to forward L2 frames, no extra IP
header is needed.

= Association AP encapsulates the packets into tunnel and Home AP de-
capsulate the packets.

= Note: If a client roams to another AP in the same subnet, the tunnel is not
created, and the new AP will become the Home AP.

L 3 Switch

1{ L2 Tunnel “- {

Home AP < Association AP

P [pata) i |17 [pata

Encapsulate the original
packet to the frame body

De-capsulate the packets

-L&
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» Layer 2 Distributed Tunnel

Layer 2 Distributed Tunnel Setup

» |t is based on Virtual Access Point, VAP (SSID).
= Two APs form a roaming group.

= APs need to be in different VLAN and network subnet (AP's IP subnet and
not client's IP subnet)

= APs attaching to different peer switches can establish a tunnel.

IRETN TR \Vireless Network Configuration

3 DWs-4026

SSID i
B3 Security Jdllnlﬂ
E{Z Monitoring Hide S5ID 4
EHEY Administration Ignore Broadcast [F]
Basic Setup VLAN 11 (1 to 4094)
{:I AP Management i3 Tunnel n
El-ﬁdvanced Configuration Tl St None
€] Global
L3 Tunnel Subnet ’ 7 T
Networks :
AP Profile L3 Tunnel Mask 256 255 255
(8] Peer Switch MAC Authentication O Local CRADIUS @ Disable
WIDS Security Redirect &) Mone O HTTP
B Clients Redirect URL —
EHEQ WLAN Visualization
Wireless ARP Suppression Mode Disable *
L2 Distributed Tunneling Mode Disahble
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» Layer 2 Distributed Tunnel

Layer 2 Distributed Tunnel

= Some more parameters

LG win
A ows-a026 | General | SNMP Traps |
EHE Security
B Monitaring Distributed Tunneling Configuration
B administrati
a _____ rinsEraRen Distributed Tunnel Clients 128 {1 to 8000)
Basic Setup
'{:I &P Management Distributed Tunnel Idle Timeout |12[| {30 to 3E00)
Ea fdvanced Configuration Distributed Tunnel Timeout I?QUD (30 to B6400)
Global Distributed Tunnel Max Multicast Replications Allowed |123 (1 to 1024)
{g] MNetworks

» Advantages of Layer 2 distributed tunneling
e Support fast roaming
e Reduce network resources because traffic is forwarded locally
e Reduce Unified Switch loading

» Disadvantages of Layer 2 distributed tunneling

e Reduce AP performance due to the extra load on the APs for handling roamed
clients.

e If the Home AP fails, the L3 roaming does not work because the traffic is not
tunneled to the Home AP.
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» Wireless Intrusion Detection System

Wireless Intrusion Detection/Prevention System

= DWS-4026 supports Wireless Intrusion Detection/Prevention
System (WIDS/WIPS).
e |t detects intrusion of rogue AP and clients automatically.
e |t mitigates attacks from rogue AP and clients.

= Steps to use WIDS/WIPS
e RF scan with active mode or sentry mode

e Manually assign rogue devices or automatically defined rogue AP/clients
by Unified System

e Mitigate rogue devices if needed

= For intrusion mitigation, Unified System only mitigates the
interference from rogue AP/clients
e Automatically mitigate rogues.
e AP/clients which are not classified as rogue are not influenced.
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» Wireless Intrusion Detection System

Radio Frequency Scan

= Unified APs can scan the entire wireless network and list all the APs in the
network.

= Two scanning modes:

e Active mode: The AP primarily services wireless clients, performs RF scan
periodically and reports the results to the Unified Switch.

e Sentry mode: The AP performs only continuous RF scans and does not service
Wireless Clients.

= Unified AP performs only passive RF scans by listening to the wireless traffic.
APs do not perform active scans, which send probe requests.

Listen to network

Receive Rogue’s packets Rogue AP sends
and report to the switch wireless packets
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» Wireless Intrusion Detection System

Sentry Mode Operation

The AP is dedicated to perform RF scan and does not service any wireless

clients.

AP in sentry mode scans from the first to the last channel and repeat

continuously.

AP in sentry mode spends one second on each channel for RF scan.

Radios that are configured in sentry mode scan all 802.11 channels, and not
just the channels valid for the specific country

Sentry mode is configured based on radio (profile).

[[LAl o wian

5 DWS-4026

H{E3 Security

H{EA Monitoring
EH+E3 Administration

Peer Switch
WIDS Security
D Clients

H{ER WLAN Visualization

Global | Radio | SSID I QoS

Access Point Profile Radio Configuration

& 1-802.11ain O 2-802.11b/g/n

State & on OO0OfF
RTS Threshold (bytes) [2347 (0 to 2347)
Load Balancing |
Load Utilization (%) [eo {1 to 100)
i i IETT— ot
RF Scan Other Channels ]
RF Scan Sentry ]

‘ RF Scan Interval (secs) [c0 (2hic 15m \
RF Scan Sentry Channels 802 11a 802 11b/g
RF Scan Duration (msecs) {— (10 to 2000)
Rate Limiting il

Mode

DTIM Period (# beacons)
Beacon Interval (msecs)
Automatic Channel
Automatic Power

Initial Power (%)
U-APSD Mode

Frag Threshold (bytes)
Short Retries

Long Retries

Transmit Lifetime (msecs)

AP Profile 1-Default

| IEEE 802.11a/n ~|
[0 (o255

[100 (20 to 2000)
[0 {1t0 100)

| Enable »
]2346 (256 to 2346)
7

4
512
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» Wireless Intrusion Detection System

Active Mode Operation

= Itis enabled by default.

» |t has three options:

e RF Scan Other Channels: It scans other channels and AP only listens to its
operational channel when the option disabled

e RF Scan Interval: The interval that AP scan all the channels, in seconds. The
default is 60.

e RF Scan Duration: The duration that the AP stays in each channels, in millisecond.
The default is 10.

= The AP scans only the supported channels in its country.

& DWS-4026 .
5 = - MAC Address 551D Physical Mode Channel Status Age
@ security [[108:03:64:00:01:24 Ricky 4F 802 11b/g 11 Unknown 0d:00:00:05
B33 Monitoring [100:0a:73:98:12:c3 rochet 802.11bfg 1 Unknown 0d:00:00:05
(2] Global []00:11:95:95:ca:28 SRV 802.11b/g 11 Unknown  0d:00:00:05
~{€] Peer Switch [100:11:95:95:ca:29 802 11b/g 11 Rogue 0d:00:00:05
B23 Access Point [100:11:95:95:ca:2a 802.11b/g 11 Rogue 0d:00:00:05
All AP Status [ 100:11:95:95:ca:2b ALPHA 802.11b/g 11 Unknown 0d:00:00:05
Mahaged KD Stk |:|DI]:11:95:?3:Td:53 GuestTest 802.11b/g 11 Unknown 0d:00:52:17
AP Authertication il |:|DI]:13:=_iu;rf:01.9q AP-syjh-T4 802.11b/g 11 Unknown 0d:00:00:05
Bk [[100:16:01:6f:07:8d Buffalo11gn 802 11b/g 11 Unknown 0d:01:17:55
it e [100:17:9a:d2:3b:28 D-Link 802.11b/g 11 Unknown 0d:00:00:05
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» Wireless Intrusion Detection System

Clients Detection

= The wireless clients are detected by the wireless system because the clients
either attempt to interact with the system, or because the system detects
traffic from the clients.
= The wireless clients are detected by following methods:
e Clients attempt to associate with the Unified System.
e Clients attempt to authenticate with the Unified System, but fail.
e Clients pre-authenticate with the wireless system.
e Clients send 802.11 management frames to the system.
- Data traffic from/to clients is detected by Unified AP.

LTERRTY wian N Pre-Authentication History Summary | Roam History Summary |
o owssd02g Detected Client Status
1:| Security
B3 Monitering MAC Address Client Name Client Status Create Time
Slobal [100:02:6£54-2d-55 Detected 0d-00:00:14 0d:03:09:32
B [100:02:d1-01°7744 Detected 0d-00:20:22 0d:03:00-28
) [100:03:1b:58:3:08 Detected 0d:00:00:14 0d:03:19:16
HE{{3 Access Point
E“a ; [100:03:7£10°:48:0a Detected 0d:00:32:52 0d:03:19:16
: il _ []00.037fbe f1.03 Detected 0d-03:04:31 0d-03.04-31
18] Amietnd Ehent [100:0c-e7:3f28:90 Detected 0d:02:20:09 0d:02:28:09
18l Ad Hoc Clients [100:0c:f1-2d-93:cc Detected 0d-00:00:14 0d:01:23:08
Detected Clients []00:0d:88:89:a1:09 Detected 0d:00:29:22 0d:03:19:16
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» Wireless Intrusion Detection System

Manual Detected AP Classification

The detected APs are classified into the following categories:

Managed: AP is managed by the wireless system.

Standalone: Administrator classifies it as standalone AP in valid AP database.
Rogue: The AP is classified as a threat by threat detection algorithms.

Unknown: The AP is detected but not classified.

By default, detected AP is classified to unknown AP. Users can manually define the

AP category.

= DWs-4026

D Security

Eha Monitoring

~(£] Global

Peer Switch

H4Eq Access Point

'
Managed AP Status
AP Authentication Failo

AP RF Scan Status

AP De-Authentication 4
H{Z] client

EHZA Administration

BHZ3 wLAN Visualization

| Global | Discovery | Profile | Radio | ssiD | oul

MAC address

AP Mode

Location

Authentication Password

Profile

Radio 1 - 802.11a/n
Radio 2 - 802.11b/g/n

Valid Access Point Configuration

| 00:22:80:3D:95:90 ¥ |

Managed
Standalone
Managed
m ] Edit
1_—Default b
Channel Auto v| Power (%) |E] V|
Channel @ Power (%) |g v|
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» Wireless Intrusion Detection System

Known Client Database

= Detected clients can be classified as known clients in Known Clients
Database.

e Itis used to compare detected clients with known valid clients and generate traps
when unknown clients are detected

e |tis used for MAC Authentication for associated clients.
e Itis used for Wireless Intrusion Detection System.
= |t can reside on the switch or on the RADIUS server.

= It supports up to maximum 1024 entries.

2 ows-4026 Known Client Summary

ﬁ Security
E{Z3 Monitoring MAC Address Name Authentication Action
E@ L [(]00:129:02:0e:0c:95 Grant
Basic Setup
ﬁ AP Managenment
EI'S Adwvanced Configuration
& clobal
Metworks
AP Profile
Pear Switch
] wiDs security
E'a Clients

IDD:DD:DD:DD:DD:DD Al

[ Delete ][ Delete All ][ Refresh ]
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» Wireless Intrusion Detection System

Automatic Intrusion Detection — AP

= The threat classification algorithm allows Unified System classifies APs as
rogue automatically.

= 11 types of threats are supported.

= The two threats “Unmanaged AP detected on wired network” and “AP is
operating on an illegal channel” are only detected with sentry-mode AP.
Other threats can be detected by either sentry mode or active mode.

e —— :
TR wian N WIDS AP Configuration
R DWS-4025 i 3
Administrator configured rogue AP Enable »
i M d SSID f known AP pret ]
B Moniorng anage rom an unknown |Enable vl
B4y Administration Managed 551D from a fake managed AP | Enable vl
(8] Basic Setup AP without an SSID [Enable |
'D AF Management Fake managed AP on an invalid channel Enabla vi
BEl Advanced Configuration Managed S5ID detected with incorrect security i_EI'IEl-:HE |
~E] clobal - —
..... Invalid 551D from a managed AP Bkl ~|
Metworks L | |
i r:é»l AP Profile AP is operating on an illegal channel Enable v|
€] Peer Switch Standalone AP with unexpected configuration Enable vl
jEVI0S Security Unexpected WDS device detected on network &gﬁle v
EE clients Unmanaged AP detected on wired network | Enable vi
= WLAN Vis i [ I e e e S —— S
B3 wian visuslization Rogue Detected Trap Interval (seconds) 300 (60 to 3600. 0 - Disable)
Wired Network Detection Interval (seconds) ]EU (1 to 3600, 0 - Disable)
AP De-Authentication Attack | VI 137
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» Wireless Intrusion Detection System

Automatic Intrusion Detection — Clients

= Wireless clients can be classified automatically by Unified System, too.

= The wireless clients are classified into the following categories:
e Authenticated — The wireless client is authenticated with the wireless system.
e Detected The wireless client is detected by the wireless system, but is not a

security threat.

e Black-Listed — The client with this MAC address is specifically denied access via
MAC Authentication.

e Rogue — The client is classified as a threat by one of the threat detection

algorithms.
A ows-4026
Cl Security
D Monitoring
E“a Adrinistration
Basic Setup
D AP Management
El‘a Advanced Configuration
(2] slobal
MNetwaorks
AP Profile
Feer Switch

WIS Security

Not Present in Known Client Database Test Disable »
Configured Authentication Rate Test Enable
Configured Probe Requests Rate Test Enable
Configured De-Authentication Requests Rate Test Enable '+
Maximum Authentication Failures Test Enable
Authentication with Unknown AP Test Disable »
Client Threat Mitigation Disable »
Known Client Database Lookup Method Local w
Known Client Database RADIUS Server Name |Default-RADIUS-Server
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» Wireless Intrusion Prevention System

WIPS/Threat Mitigation

= The function is disabled by default, system will automatically mitigate all
rouge devices including rogue APs and rouge clients once you enable it.
» The basic technique of intrusion mitigation is to send de-authentication
packets to rogue devices.
e It sends de-auth packets to clients on behalf of the rogue AP.
e It sends de-auth packets to the rogue AP on behalf of the clients associated with

that AP.

e It sends de-auth packets to known clients that associate with Unknown APs

wian A

E oWs-gnzs
1:| Security
1:| Monitaring
Elﬁ adrministration
Basic Setup
1:| AP Management
EI'E Advanced Configuratic
&l Glabal
Metworks
AP Profile
Peer Switch —
WIDS Security

Managed SSID from a fake managed AP

AP without an SSID

Fake managed AP on an invalid channel
Managed SSID detected with incorrect security
Invalid SSID from a managed AP

AP is operating on an illegal channel
Standalone AP with unexpected configuration
Unexpected WDS device detected on network
Unmanaged AP detected on wired network
Rogue Detected Trap Interval {seconds)

Wired Network Detection Interval {seconds)

AP De-Authentication Attack

Enahle
Enahle
Enable
Enahle
Enable
Enable
Enable
Enable
Enable

ISDD (B0 to 3600, 0 - Disable)
IEEI {1 to 3600, 0 - Disable)

Disable

A i S |
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» Wireless Intrusion Prevention System

WIPS/Threat Mitigation

APs in sentry mode send de-auth packets every seconds to mitigate the
intrusion from both rouge AP and client

APs in active mode send de-auth packets every ten seconds for intrusion
mitigation and only for rouge AP in its operation channel. Rouge client and
rouge AP in other channels won’t be affected.

Max 16 APs, 128 clients are attacked concurrently.
Users could view AP De-Authentication Attack Status to check which rogue

is attacked.

(O wian

8 ows-4025

D Security

E‘a Manitaring

2] Global

Feer Switch

EH access Point

Al AP Status
fManaged AP Statis

AP De-authentication

AP De-Authentication Attack Status

BSSID Channel Time Since Attack Started RF Scan Report A
00:19:5h:8f94:49 11 0d:00:04:13 0d:00:01:13
00:17: 98 d2:93:19 1 0d:00:01:13 0d:00:00:13
00:17:9a:d2:01:39 1 0d:00:01:13 0d:00:00:13
00:19:5h:8f:94: b3 1 0d:00:01:13 0d:00:00:13
00:19:5h: b1 3k:EY 1 0d:00:01:13 0d:00:00:13
00:17:9a: d2:8f:. d9 1 0d:00:07:13 0d:00:00:13
00:19:5h:5.95:51 1 0d:00:01:13 0d:00:00:13
00:1e:58:72:/9:19 1 0d:00:07:13 0d:00:00:13
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» Wireless Intrusion Prevention System

WIDS/WIPS Limitation

Users must make sure that there is no legitimate APs which are classified as
rogues before enabling the attack feature.

e System shows the classified result and reason on WIDS AP Rogue Classification.

De-auth messages are sent every ten seconds (active mode) or every
second(sentry mode) for performance concern.

e The function is to mitigate, not to block the rogues

If the detected rogue is spoofing the BSSID of the valid managed AP then
the wireless system doesn’t attempt to use the attack.

The de-authentication attack is not effective against Ad hoc networks.

The APs operating on channels outside of the country domain are not
attacked due to the law.

a Dws-4028 AP RF Scan Status | AP Triangulation Status | ‘
[:l Security
EHER Monitoring WIDS AP Rogue Classification
8 Shobal MAC Address : 00:22:b0:3d:95:d0
|Z] Peer Switch Giotis - Rogue
EHZY Access Point
I Condition Reporting
est Description Detected MAC Address '
Administrator configured rogue AP False MNone 0 Enabled
Managed SSID from an unknown AP False Mone 0 Enabled
Managed SSID from a fake managed AP False Mone 0 Enabled
AP without an SSID True 00:22:b0:3d:97:00 2 Enabled Rogue
Fake managed AP on an invalid channel False MNone 0 Enabled
£ Managed SSID detected with incorrect security False Mone 0 Enabled
- A B Invalid SSID from a managed AP False Mone 0 Enabled
[} d trat
Q- mlms_ra Ic_n . AP is operating on an illegal channel False MNone 0 Enabled 141
B WLAN Visualization Standalone AP with unexpected confiauration False Mone 0 Enabled
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= IEEE 802.11n

IEEE 802.11n

= |EEE 802.11n has ratified on Sep. 2009

= DWL-8600AP supports IEEE 802.11n.

= It has higher performance and more coverage.

= |t can support maximum 300Mbps on both 5GHz/2.4GHz concurrently.

*  Primary 802.11n feature implemented in DWL-8600AP.
e 2X2 MIMO
e Channel Binding
e Guard Interval

Wi-Fi CERTIFIED™ Interoperability Certificate Certification ID: WFA7771

o This certificate lists the capabiiities and feaiures that have successfully completed Wi-Fi Alliance
| : | |' | Fi interoperability testing. Additional information about Wi-Fi Alliance certification programs is
- | availahle at www wi-fi_org/certification_programs.php.

CERTIFIED"
Tested Dual-Band Certificate Date: August 28, 2009
Spatial Concurrent ; i
Streams Maximum Compamy: H IJ_r'Ik ot )
Product: D-Link Dual Band PoE Access Point / DWL-8600AP
L i £ Model!SKU #: DWL-8600AF/
Receive 2 Category: Enterprise Access Point, Switch/Controller or Router
IEEE Standard Security Multimedia
IEEE 802.11a WPA™ - Enterprise, Personal WMNEE:
IEEE 802.11b WPAZ™ - Enterprise, Personal
IEEE 802 11g
IEEE 802 11n draft 2.0
|IEEE 802.11d EAP-TLS
|IEEE 802.11h EAP-TTLS/IMSCHAPVZ
PEAPVIVEAP-MSCHAPVZ
Optional 802.11n Capabilities PEAPVI/EAP-GTC
- Short Guard Interval EAP-SIM
- 40 MHz operation in 5 GHz
- HT Duplicate (MCS 32)
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= IEEE 802.11n

Antenna Technology Revolution
= Single Input, Single-Output channel suffers from fading

SISO
Data stg’]ream radio channel Data stream

» Single-Input, Multiple-Output channel: Rx Diversity

SIMO B
ata stream

Data st 1 tL .
aas rezL[ radio channel ‘ Comblner? >

=  Multiple-Input, Single-Output channel: Tx Diversity

MISO
Data stream T Data stream

radio channel
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= IEEE 802.11n

Multiple-Input, Multiple-Output (MIMO)

It is the use of multiple transmitters and receivers (multiple antennas) on
wireless devices to improve performance. When two transmitters and two or
more receivers are used, two simultaneous data streams can be sent, which

double the data rate. Multiple receivers alone allow greater distances
between devices.

DWL-8600 implemented two by two MIMO on both 2.4/5GHz.

Channel

N

»
>

v

Combiner

144
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= IEEE 802.11n

IEEE 802.11n Channel Bandwidth

802.11a/g uses 20MHz frequency bandwidth per channel.
802.11n can use 40MHz channel (optional) which is consist of two 20-MHz

channels that are contiguous in the frequency domain.

doubled.

With doubling channel bandwidth, the data transmitting/receiving speed is

Due to the double channel bandwidth, there are lesser available channels

(without interference) compared with 802.11a/g.

20 MHz
Channels

40 MHz
Channels

/X

Doubling channel
bandwidth enables higher
data rates

/

X
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= IEEE 802.11n

Guard Interval

» Guard Interval is a time period between two transmitted symbols.

= The purpose is to prevent interference in multipath environments. When two
symbols arrive over two different paths, the beginning of a new symbol may
arrive at the receiver before the last symbol is completely received.

» The default setting of 802.11a/g/n is 800 nanoseconds.
= 802.11n supports short guard interval which shorten the time to 400ns
» |t can improve around 10% of performance.

v

Time line

Earlier Symbol 2 Earlier Symbol 1

& S
1 ~ rd

]
Guard Interval

Later Symbol

1 -
Interference
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IEEE 802.11n Parameters

IEEE 802.11n

Go to WLAN — Administration - Advanced Configuration — AP Profile to

configure 802.11n parameters (these parameters are not displayed in Basic
Setup option).

setting of 5GHz is 40MHz and 2.4GHz is 20MHz.

Short Guard Interval is enabled by default.
Primary Channel is used for 802.11n clients that supports only a 20-MHz

channel bandwidth and for legacy clients.

WLAN

LAN

23 pws-4026

EH{Z] Securi ity
FH{Z3 M™onitoring
EE] administration

EHE] Adwance
“E] clobal

; Peer Switch
WIDS Security
{:| Clients

H{Z] WwWLAN Visualization

State

RTS Threshold (bytes)
Load Balancing

Load Utilization (%)
Maximum Clients

RF Scan Other Channels
RF Scan Sentry

RF Scan Interval (secs)
RF Scan Sentry Channels
RF Scan Duration {msecs)
Rate Limiting

Rate Limit (pktsfsec)

Rate Limit Burst (pkts/sec)
Channel Bandwidth
Protection

No ACK

@ on O Of

2347 (010 2347)

]

[0 ¢t 100y

2000 (0o 200)

[l

]

[E0 (30 to 120)
802.11a - 802.11b/g

[0 (10 o 2000)

]

[0 (1t050)

75 (1iovs)

|40 MHz ~]

| Auto =
[Disable ~

Mode

DTIM Period (# beacons)
Beacon Interval (msecs)
Automatic Channel
Automatic Power

Initial Power (%)

U-APSD Mode

Frag Threshold (bytes)
Short Retries

Long Retries

Transmit Lifetime {msecs)
Receive Lifetime (msecs)
Station Isolation

Primary Channel

Short Guard Interval
Multicast Tx Rate (Mbps)

20 or 40MHz Channel Bandwidth could be configured here. Note, the default

| IEEE 802 11b/g/n

|

[10 {1 ta 255)

[100 (20 to 2000)

[100 {1to 100)
|Enable |

[2348 (256 to 2346)
7

4
512

512

]

[ Lower @]
o |
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New Functions Implementation (DWS-4026/DWL-8600AP)

= AP Clustering

AP Clustering

Admin can treat a group of 8600APs in the same subnet as one single
device.

Previously, admin needs to configure every AP individually.
AP Clustering

Same concept as Switch Clustering.

APs share configuration information with each other

It provides single point of management for the AP Cluster

i l l Confi%uorrr%l lig%]ration
: S B LLTLLIT It I i s st s aasnesnsty i
||I_ ammEEEEEEEE I‘ ........ a Admln
i * -"" pmnnm L
* a® 0. ammumu® nmm
o :‘; * == """ POL .
= . “‘ ‘0
‘I 2 L] “ ] s ov® .
( n . v [ 3
: u .
Bl
AP Cluster L v,
- B |'
| .
.
.

Page is Animated
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New Functions Implementation (DWS-4026/DWL-8600AP)

= AP Clustering

AP Clustering

= APs have to be connected on the same network subnet.

APs that join the cluster need to have the same Cluster Name.
= Maximum 8 APs in a cluster.

= Clustering mode is enabled on all the APs (default disabled).
Users can create multiple clusters in a network subnet.

= access Point

-
'"'ZBESIC Settings Thi=s acces=s point 1= operating in stand-alone mode... T
e
Status : S g ; Clustered

Eg..ﬁ Manage This access point is operating in stand-alene mode, and is not managed

2 as= part of a cluster. ¥ou can choose to manage this acces=s point as part
E]--ﬁ Services of a cluster. To do this, press the "start clustering™ button below. o

Access
&S SNMPY3 = | Points
2 a usterin

B Maintenance g
i Client QoS
B Cluster Clustering Options...

. 5
& Access Points

; Enter the location of this AP.
eS510NS

Location: not set
=1 Channel | |
i Management Enter the name of the cluster for this AP to join.
é""%WirEIEEE Cluster Name: |default |
Meighborhood ) _
Clustering IP Version: ) Ipve (& IPva
Update
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= AP Clustering

AP Clustering Operation

= When multiple APs form cluster, the following arbitration rules

determine the AP which control the cluster:

e Clusters are formed when APs configure the cluster name and enable
their clustering mode.

e Clusters are formed between APs that have same cluster name and are
joined by a wired network.

e When APs start the cluster formation, the first AP that declares itself a
member of the cluster wins the arbitration.

e The AP that wins the arbitration pushes the configuration to the rest of
the APs in the cluster.

e When administrator configures one of the APs in the cluster, that AP will
then push the configuration to the rest of the cluster and have control of
the cluster.

e When two disjoint clusters are joined, the first cluster that is created
wins the arbitration for cluster control. The configuration on the newer
cluster is overwritten by the larger cluster controller.
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= AP Clustering

AP Clustering Operation (Cont.)

e A single AP can be called as a cluster with one AP and the above rule of
arbitration applies.

e APs can be dropped out of cluster if they lose the connectivity to other
APs in the cluster. That means if they do not receive discovery packets
for 60 seconds. The discovery packets are transmitted every ten
seconds.

e |If an AP loses connectivity and joins the cluster again before it is
dropped from the cluster, any configuration changes to that AP during
the lost connectivity will be propagated when connectivity resumes.

« If there is any changes in configuration in the disconnected AP, it will be
propagated once the AP joins the cluster again. If there is change in
configuration in two disconnected APs, the latest change will be selected
and will be propagated across the cluster.
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= AP Clustering

AP Clustering — Channel Management

=  With AP Clustering, the APs automatically assigns radio channels used by
clustered access points to reduce interference.

= Administrator can configure the detecting interval and specify the minimum
percentage of interference reduction. The proposed plan must be achieved
in order to apply Channel Management.

= This mechanism takes the following parameters into consideration:
e Signal strengths

* Access Point
-

e Channel of the detected APs #Basic Settings Channels ...
-8 Status
D"'ilﬂ'Manage autornatically re-assigning channels
= Services Current Channel Assignments
B 5Py 3 IP Address  Radio Band Channel Locked
[]—-ﬁMaintenance 172,17.5.145 00:22:B0:30:95:90 B/GAM 9 (Local Automatic)
=R Client QoS 172,17.5.145 00:22:B0:30:95:80 A/M 116 (Local Autoratic)
EHE Cluster

& Access Points

=1 "
& Sessiong

Mo Mew channels proposed in the last iteration,

& Channel Management Proposed Channel Assignments { ago
- \Wireless Neighborhood S N R e et iy
Advanced

Change channels if interference is reduced by at least R
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» Wireless Distribution System

Wireless Distribution System (WDS)

= WDS allows standalone DWL-8600AP to act as wireless bridge and connect
two networks wirelessly.

e Data is encrypted when it is sent between two networks.
e There is no need to run cables across two sites.

= Multiple WDS links can be enabled for redundancy
e It supports 802.1d STP to prevent loops.

) (e

Network 1 Network 2
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» Wireless Distribution System

Wireless Distribution System (WDS)

=  WDS is only supported by Standalone Mode.

=  WDS works in Layer 2 network and connects two or more physical network
segments. However, these segments have to be in the same network
subnet.

= To build the WDS link between two APs, it is needed to enter the correct
MAC address of the opposite AP, and the channel, security of both APs must
be the same.

= SSID on both sides must be the same when using WPA/WPA2-PSK.

e
= Access Point
-4 Basic Settings .
= g Spanning Tree Mode ) Enabled & Disabled
= status
= Manage Radio 1 [
-= Ethemet Local Address |00:22:B0:3D:95:80]
Settings -
= Wireless Remote Address | |'-_¢_-_‘
Settings - i [in (Flain-text) Vl
E _ nci 1on one aln-te:
= Radio i '
~Evap
—=WDS Radio !].—vi
~EMAC Local Add |p0:22:B0:3D:95:80|
Authentication e b=t e
--= Load Remote Address | |'-:‘__"-J'
Balancing :
- = Managed Encryption | Mone (Flain-text) V|
Access Point
-5 Authentication
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= Centralized IEEE 802.1x Authentication

Centralized IEEE 802.1x Authentication

=  On DWS-3000’s 802.1x process, each AP works as the 802.1x authenticator
and authenticates clients individually.

e All AP’s IP have to be configured in RADIUS database.
= New software architecture on DWS-4026 enables Switch to act as 802.1x
authenticator.
e Switch will interface with RADIUS server instead of AP.
e Only Switch’s IP will need to be entered in RADIUS database.

Authenticator: o -::37‘.":'?-3"-7—-"“' J
DWS-3000 sl . ‘l I J .
architecture AP2's IP < R | | ‘
: | !

APs communicate with
RADIUS Server RADIUS server directly

. ) Supplicant
Authenticator PP

DWS-4026 Authenticator: e P

Switch’s IP '
architecture APs forward authentication\
requests to switch, switch _
RADIUS Server works as authenticator Supplicant

I \_
Iu|U o8
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= Centralized IEEE 802.1x Authentication

Centralized IEEE 802.1x Authentication

= DWS-3000 system has 1 RADIUS server for wireless authentication, 3
RADIUS servers for wired clients authentication.

= DWS-4026 has up to 32 RADIUS server support, for both wired and wireless
authentication.

= DWS-4026 support group of RADIUS servers.

e Customer configures a RADIUS Server Name first, then assign IP addresses to this
RADIUS Server Name as an IP group, when using 802.1x authentication, designate
this RADIUS Server Name as the RADIUS server.

E“S Security

Port Security administ

“{Z] Paort Security Interface RADIUS Authentication Server Configuration

Fort Security Static

I Mamed Server Status |

€] ssL configuration RADIUS Server Host Address Acd -

€] ssH configuration Host Address I

FA captive Portal D NS 3 e Default-RADIIS-Server
E4E9 RaDIus

8] rRaDIUS Configurat

REIFCIus Authentica
B4 o026 RADIUS Authentication Server Name |Defau|t-RADIUS-Senrer
BEl Security ~ RADIUS Authentication Server Status Configured
'f:l Manitaring RADIUS Accounting Server Name |Defau|1—RADIUS—Senrer
E‘ﬁ Administration RADIUS Accounting Server Status Mot Configured
Basic Setup RADIUS Use Network Configuration Enable
{;' AP Management RADIUS Accounting i

156




New Functions Implementation (DWS-4026/DWL-8600AP)

= Other Features

Other Features

=  QUI database

e DWS-4026 contains a build-in database of registered Organizationally Unique

Identifiers (OUIs) which can be used to identify the manufactures of the detected
APs and clients.

- If the detected devices are not in the database, customer can add a new one from

the Local OUI Database Summary page, up to 64 user-defined OUls can be added.
The local database is searched first.

a DUt -4028 ‘ Global | Discovery | Profile | Radio | SSID I Valid AP | ‘
Cl Security
'Cl R Local OUl Database Summary

EEI Adrministration

Mate: No entries currently extst in the Local OUY Database. [f desired, you can add new OUT entries .

@ Advahced- Cl:l.nflguratll:nn oUl Value Iiﬂﬂ:ﬂ:hﬂ OUI Description D-Link Add
B3 wLaAN Visualization
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= Other Features

Other Features

» Default SSL Certificate
e A self-signed SSL certificate is generated by default on the switch.

a OW5-d025 Secure HTTP Configuration
e . .

Adrministration

-{:l LZ Features HTTPS Admin Mode Disable

D L3 Features TLS Version 1 Enahle |+

O qos SSL Version 3 Enahle

B :

"‘[:I Aocess Control Lists HTTPS Port I— (1 to 65535

EE3 security
2] Port Security Administrat HTTFS Session Soft Timeout {Minutes) | (1to 6O)
Port Security Interface C HTTPS Session Hard Timeout (Hours} I (1to 168)
“[B] Port Security Static Maximum Number of HTTPS Sessions I (0to 16)

= SSL Configuratio Certificate Present? Trua
S5H Configuration

Certificate Generation Status Mo certificate generation in progress
2R Captive Portal

[4
E{] raDIus
[

88 Port Access Control [ Download Cerificates H Generate Cerificate ” Submit ]

= |Pv6 management of the switch
e Customer can manage switch with IPv6 IP address.
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= Other Features

Other Features

= NetBIOS Name Snooping
e The managed AP snoops the clients’ NetBIOS name and send it to the switch.

& ows-4025 l SSID Status | VAP Status | Switch Status | Statistics
|:| Security . . . T -
B89 Monitoring Summary | Detail | Client QoS | Neighbor APs | Distributed Tunneling |

Global
' Peer Switch
D Access Paint
EEI Client

Associated Client Status

MAC Address Client
)-Peer AP MAC 1P

Associated Address SSID  BSSID Addr :ss NetdIUS Name Lo
[ 00134676 ed5h 0022 b0:3d:95:80 Deanl 00:22:h0:3d:95:80 DEAN-9D335C7352

" ad Hoc Clients
fg] Detected Clients

= Captive Portal

e Allow user to log out of the CP with a pop-up logout button.
e Support per-user bandwidth control.

E oWs-4025

F aptive Porta ogo do O
EHEH security C ; i i
Ela Eant Portal £ | httpiff11,90,90,103/security/captive_portalfcp_logout.ht %
aptive Porta
e - - Enable Captive Portal Idle Timeout (secs) fi 7
Global Confi t
obal Canfiguration Web Authentication

CP Configuration Configuration Name IDefaL”t Session Timeout (secs)

Local User Protocol Mode G HTTE O HTTRS Max Up Rate (bytes/sec)

You are now authorized and connected to
Interface Association

Verification Mode & Gyest ) Local O RADIUS Max Down Rate (bytesisec) the network. Please retain this small logout
CP Status - window in order to de-authenticate. Press
: User Logout Mode Max Receive (hytes) the logout button when done.
nterface Status
e et Enable Redirect Mode |l Max Transmit {(bytes)
SMMP Trap Configurati Redirect URL I Max Total (bytes)
B Manitoring RADIUS Auth Server  [Defaul-RADIUS Server
EZIA aAdministration User Group 1-Default I A Delate FAo dify Eﬂ elntarnet H100% v

BI{E wiLAM wisualization
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= Other Features

Other Features

= Client QoS

e The Client QoS feature allows users to apply the wired QoS features including
access control lists (ACLs) and differentiated service (DiffServ) of the Unified
Switch to the wireless clients associated to the AP.

e Enable AP Client QoS first

A ows-dozs
B security Peer Group 1D I'l {1 to 2658)
{3 Monitaring Client Roam Timeout (secs) IS‘D— {1 to 120)
Ela Adrninistration Ad Hoc Client Status Timeout (hours) |24— {0 to 168)
Basic Setup AP Failure Status Timeout {(hours) |24— {0t 168)
g izvh;:::e(:;::guration MAC Authentication Mode white-list v
- e RF Scan Status Timeout (hours) |24— {0 to 168)
eworks Detected Clients Status Timeout (hours) |2‘1— {0 to 168)
AP Profile Tunnel IP MTU Size 1800 v
E) peer switch Cluster Priority e f0ia055 0 - Disable)
WIDS Security AP Client QoS Disable +

e Apply ACL or Differentiated Service for wireless networks based on SSIDs

3 ows-4026 Client QoS ]
FD security Client QoS Bandwidth Limit Down (bits-persecond) ||j (0 to 4294967295, 0 - Disable)
[+ itari

£ Menitaring Client QoS Bandwidth Limit Up (bits-per-second) ID (0 to 4294967295 0 - Disable)
EHA administration '

; e Client QoS Access Control Down <nones W
lasIC =EeTUp

'CI AP Management Client QoS Access Control Up <naone= ¥

BT advanced Canfiguration Client QoS Diffserv Policy Down <nonex ¥
M wLAM Visualization Client QoS Diffserv Policy Up <none> ¥
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Lab 3: Switch Clustering

Lab 3

Switch Clustering
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Lab 3: Switch Clustering

Lab 3: Switch Clustering

= This scenario is an example to designing switch clustering and
Layer 2 distributed tunnel environment.

= Objectives:
e Understand how to design and setup a cluster environment.

e Understand how to select the cluster controller and push configuration
between the Unified Switches.

e Understand the configuration of the Layer 2 distributed tunnel and when
to use it.
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Lab 3: Switch Clustering

Network Topology
=  With this topology, users can set up a cluster controller and push
configurations to other switches in the same peer group.

Instead of Layer 3 tunnel, wireless clients can get the same fast roaming
result with Layer 2 distributed tunnel.

Unified Switch2
Across L3 Network Network IP: 10.90.90.91

Loopback: 192.168.20.254
Unified Switchl L3 Device 172.17.6.0/24

Network IP: 10.90.90.90
Loopback: 192.168.10.254

= ‘Eﬂ—_-:’.-.
~—

172.17.5.0/24 ’, |
' 192.168.102.x/24"

AP2
'[ ] Seamless
Roaming
AP1
192.168.101.x/24 . SSID : S3-Groupl
Client

2 »
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Lab 3: Switch Clustering

Lab 3: Switch Clustering

Table 1: Physical Connection

Unified Switch 1 1 AP1 N/A
Unified Switch 1 24 L3 Switch 1

Unified Switch 2 1 AP1 N/A
Unified Switch 2 24 L3 Switch 24

Table 2: VLAN and Port Assignment

Unified Switch 1 5 Coreb N/A 24
Unified Switch 1 101 AP1 N/A 1
Unified Switch 1 201 Clientl 1 N/A
Unified Switch 2 6 Core6 N/A 24
Unified Switch 2 102 AP2 N/A 1
Unified Switch 2 202 Client2 1 N/A
L3 Switch 5 Core5 N/A 1
L3 Switch 6 Core6 N/A 24
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Lab 3: Switch Clustering

Table 3: IP Addressing

Lab 3: Switch Clustering

Unified Switch 1 Management 1 10.90.90.90/8
Unified Switch 1 Loopback N/A 192.168.10.254/32
Unified Switch 1 4/1 5 172.17.5.254/24
Unified Switch 1 4/2 101 192.168.101.254/24
Unified Switch 1 4/3 201 192.168.201.254/24
Unified Switch 2 Management 1 10.90.90.91/8
Unified Switch 2 Loopback N/A 192.168.20.254/32
Unified Switch 2 4/1 6 172.17.6.254/24
Unified Switch 2 4/2 102 192.168.102.254/24
Unified Switch 2 4/3 202 192.168.202.254/24

L3 Switch ipifS 5 172.17.5.1/24

L3 Switch ipif6 6 172.17.6.1/24

Table 4: DHCP Server

Unified Switch 1 101 192.168.101.0/24 192.168.101.200-255
Unified Switch 1 201 192.168.201.0/24 192.168.201.200-255
Unified Switch 2 102 192.168.102.0/24 192.168.201.200-255
Unified Switch 2 202 192.168.202.0/24 192.168.202.200-255
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Lab 3: Switch Clustering

Lab Scenario Discussion

= Can | push configurations from Unified Switch 2 (Non cluster controller) to
Unified Switch 17

= Can | see peer switch managed AP or run auto channel/power for peer
switch managed AP on Unified Switch 2?

=  Why need a static route on Unified Switch 1 and 2?

= AP1 and AP2 are in different IP subnets, what if they are in the same
subnet?

= How to confirm L2 Tunnel is working?
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Command Line Interface

Session 6

Command Line Interface
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Command Line Interface

Session 6: Commmand Line Interface

= Command Line Interface
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Command Line Interface

Command Line Interface

= Use the following settings to make
a console connection:

e Select the appropriate serial port
(COM port 1 or COM port 2).

COM4 Properties

Fart Settings

e Set the data rate to 115200 baud. Bits per second: | SR
e Set the data format to 8 data bits,
1 stop bit, and no parity. Databits: |8 vl

e Set flow control to none.

= In command line interface, enter a
question mark (?) at the command Stop bits: |1 v
prompt to display the commands
available in the current mode.

= The full command keyword appears
when sufficient unique characters
are typed. Once you have entered
sufficient letters, press the
SPACEBAR or TAB key to
complete the keyword.

Bariby: | MNane W |

Elowy contral; |N|:|ne vl

[ Bestore Defaulk: ]

k. l [ Cancel ] [ Apply ]
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Command Line Interface

CLI and Scenario

= There are three basic levels of Command Mode for users to classify user
privilege. Different modes can run different level of commands.

=  User EXEC mode is the first level that contains a limited set of commands to
view basic system information, enter enable to get into Privileged EXEC
mode.

= The Privileged EXEC mode allows you to enter any EXEC command or enter
the Global Configuration mode with the command configure

= Global Config mode groups general setup commands and permits making
modifications to the running configuration.

User EXEC (DWS-4026)> | This is the first level of To exit, enter logout
access.
Privileged EXEC | (DWS-4026)# | From the User EXEC To exit to User EXEC
mode, enter enable mode, enter exit or press
Ctrl-z
Global Config (DWS-4026) From the Privileged EXEC | To exit to Privileged EXEC
(Config)# mode , enter configure mode, enter exit or press
Ctrl-z
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CLI Example

» The user wants to have two SSIDs
to classify the wireless users, one
with VLAN 101 for employees, the

other one with VLAN 102 for guest.

Different SSIDs have different

security, the expected

configurations are as follows:

Command Line Interface

Employee
v1i01

10 AP1 N/A 1 192.168.10.254/24
20 AP2 N/A 13 192.168.20.254/24
101 employee 1, 13 N/A 192.168.101.254/24
102 guest 1, 13 N/A 192.168.102.254/24

employee

101

WPA-PSK

12345678

guest

102

WEP

12345
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Command Line Interface

CLI Example

1. Assign Switch IP Address
(DWS-4026) =enable
Password:
(DWS-4026) #network parms 192.168.1.241 255.255.255.0

2. Create VLANS
(DWS-4026) #vlan database
(DWS-4026) (Vlan)#vlan 10
(DWS-4026) (Vlan)#vlan 20
(DWS-4026) (Vlan)#vlan 101
(DWS-4026) (Vlan)#vlan 102
(DWS-4026) (Vlan)#vlan name 10 AP1
(DWS-4026) (Vlan)#vlan name 20 AP2
(DWS-4026) (Vlan)#vlan name 101 employee
(DWS-4026) (Vlan)#vlan name 102 guest

3. Create IP Interface by VLANSs
(DWS-4026) (Vlan)#vlan routing 10
(DWS-4026) (Vlan)#vlan routing 20
(DWS-4026) (Vlan)#vlan routing 101
(DWS-4026) (Vlan)#vlan routing 102
(DWS-4026) (Vlan)#exit
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CLI Example

4. Assign VLANS settings to the ports
(DWS-4026) #configure
(DWS-4026) (Config)#interface 0/1
(DWS-4026) (Interface 0/1)#vlan participation include 10
(DWS-4026) (Interface 0/1)#vlan participation include 101
(DWS-4026) (Interface 0/1)#vlan participation include 102
(DWS-4026) (Interface 0/1)#vlan pvid 10
(DWS-4026) (Interface 0/1)#vlan tagging 101
(DWS-4026) (Interface 0/1)#vlan tagging 102
(DWS-4026) (Interface 0/1)#exit
(DWS-4026) (Config)#interface 0/13
(DWS-4026) (Interface 0/13)#vlan participation include 20
(DWS-4026) (Interface 0/13)#vlan participation include 101
(DWS-4026) (Interface 0/13)#vlan participation include 102
(DWS-4026) (Interface 0/13)#vlan pvid 20
(DWS-4026) (Interface 0/13)#vlan tagging 101
(DWS-4026) (Interface 0/13)#vlan tagging 102
(DWS-4026) (Interface 0/13)#exit

5. Setup the IP Routing Interface
(DWS-4026) (Config)#interface loopback O
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CLI Example

(DWS-4026) (Interface loopback O)#ip address 192.168.0.254 255.255.255.0
(DWS-4026) (Interface loopback O)#exit

(DWS-4026) (Config)#interface 4/1

(DWS-4026) (Interface 4/1)#ip address 192.168.10.254 255.255.255.0
(DWS-4026) (Interface 4/1)#exit

(DWS-4026) (Config)#interface 4/2

(DWS-4026) (Interface 4/2)#ip address 192.168.20.254 255.255.255.0
(DWS-4026) (Interface 4/2)#exit

(DWS-4026) (Config)#interface 4/3

(DWS-4026) (Interface 4/3)#ip address 192.168.101.254 255.255.255.0
(DWS-4026) (Interface 4/3)#exit

(DWS-4026) (Config)#interface 4/4

(DWS-4026) (Interface 4/4)#ip address 192.168.102.254 255.255.255.0
(DWS-4026) (Interface 4/4)#exit

(DWS-4026) (Config)#ip routing

6. Setup DHCP
(DWS-4026) (Config)#service dhcp
(DWS-4026) (Config)#ip dhcp pool AP1
(DWS-4026) (Config-dhcp-pool)#network 192.168.10.0 255.255.255.0
(DWS-4026) (Config-dhcp-pool)#default-router 192.168.10.254
(DWS-4026) (Config-dhcp-pool)#ex

174




Command Line Interface
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(DWS-4026) (Config)#ip dhcp pool AP2

(DWS-4026) (Config-dhcp-pool)#network 192.168.20.0 255.255.255.0
(DWS-4026) (Config-dhcp-pool)#default-router 192.168.20.254

(DWS-4026) (Config-dhcp-pool)#exit

(DWS-4026) (Config)#ip dhcp pool employee

(DWS-4026) (Config-dhcp-pool)#network 192.168.101.0 255.255.255.0
(DWS-4026) (Config-dhcp-pool)#default-router 192.168.101.254

(DWS-4026) (Config-dhcp-pool)#exit

(DWS-4026) (Config)#ip dhcp pool guest

(DWS-4026) (Config-dhcp-pool)#network 192.168.102.0 255.255.255.0
(DWS-4026) (Config-dhcp-pool)#default-router 192.168.102.254

(DWS-4026) (Config-dhcp-pool)#exit

(DWS-4026) (Config)#ip dhcp excluded-address 192.168.10.100 192.168.10.255
(DWS-4026) (Config)#ip dhcp excluded-address 192.168.20.100 192.168.20.255
(DWS-4026) (Config)#ip dhcp excluded-address 192.168.101.100 192.168.101.255
(DWS-4026) (Config)#ip dhcp excluded-address 192.168.102.100 192.168.102.255

7.1 Configure wireless setting
(DWS-4026) (Config)#wireless
(DWS-4026) (Config-wireless)#country-code us
Are you sure you want to change the country code? (y/n) y
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7.2 Configure AP Discovery
(DWS-4026) (Config-wireless)#discovery vilan-list 10
(DWS-4026) (Config-wireless)#discovery vilan-list 20

7.3 Add the APs the valid AP database
(DWS-4026) (Config-wireless)#ap database 00:22:B0:3D:95:80
(DWS-4026) (Config-ap)#profile 1
(DWS-4026) (Config-ap)#location AP1
(DWS-4026) (Config-ap)#exit
(DWS-4026) (Config-wireless)#ap database 00:22:B0:3D:95:90
(DWS-4026) (Config-ap)#profile 1
(DWS-4026) (Config-ap)#location AP2
(DWS-4026) (Config-ap)#exit

7.4 Configure SSID
(DWS-4026) (Config-wireless)#network 1
(DWS-4026) (Config-network)#vlan 101
(DWS-4026) (Config-network)#ssid employee
(DWS-4026) (Config-network)#security mode wpa-personal
(DWS-4026) (Config-network)#wpa key 12345678
(DWS-4026) (Config-network)#exit
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(DWS-4026) (Config-wireless)#network 2

(DWS-4026) (Config-network)#vlan 102

(DWS-4026) (Config-network)#ssid guest

(DWS-4026) (Config-network)#security mode static-wep
(DWS-4026) (Config-network)#wep key type ascii
(DWS-4026) (Config-network)#wep key length 64
(DWS-4026) (Config-network)#wep key 1 12345
(DWS-4026) (Config-network)#exit

7.5 Assign SSID to the correct profile and radio
(DWS-4026) (Config-wireless)#ap profile 1
(DWS-4026) (Config-ap-profile)#name Test
(DWS-4026) (Config-ap-profile)#radio 1
(DWS-4026) (Config-ap-radio)#vap O
(DWS-4026) (Config-ap-profile-vap)#network 1
(DWS-4026) (Config-ap-profile-vap)#enable
(DWS-4026) (Config-ap-profile-vap)#exit
(DWS-4026) (Config-ap-radio)#vap 1
(DWS-4026) (Config-ap-profile-vap)#network 2
(DWS-4026) (Config-ap-profile-vap)#enable
(DWS-4026) (Config-ap-profile-vap)#exit
(DWS-4026) (Config-ap-radio)#exit
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(DWS-4026) (Config-ap-profile)#radio 2
(DWS-4026) (Config-ap-radio)#vap O
(DWS-4026) (Config-ap-profile-vap)#network 1
(DWS-4026) (Config-ap-profile-vap)#enable
(DWS-4026) (Config-ap-profile-vap)#exit
(DWS-4026) (Config-ap-radio)#vap 1
(DWS-4026) (Config-ap-profile-vap)#network 2
(DWS-4026) (Config-ap-profile-vap)#enable
(DWS-4026) (Config-ap-profile-vap)#exit
(DWS-4026) (Config-ap-radio)#exit
(DWS-4026) (Config-ap-profile)#exit
(DWS-4026) (Config-wireless)#exit
(DWS-4026) (Config)#exit

8. Save Configuration
(DWS-4026) #write memory
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Session 7: System Maintenance and
Troubleshooting

» Firmware Upgrade

» Backup Configuration File

= Factory Reset and Image Problem
= Logs
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* Firmware Upgrade

Firmware Upgrade — Unified Switch

Upgrade firmware from Tool —» Download File of the Web Ul

2 oWs-4026

Download File To Switch

{:I administration
D LZ Features File Type Code N
'{:l L3 Festures Image Name imagel ¥
{_:l RoS Transfer Mode TFTP ~
F{{ access Control Lists
Server Address Type 1Pud
{:I Security w
B Monitaring Server Address |1D_90.90.1UD
Transfer File Path |
Transfer File Name IhellofSWltChjUUE.Dpr
[Jstart File Transfer

= Upgrade firmware from CLI
e copy tftp://10.90.90.90/helio_switch_1006.0pr imagel

= D-Link Unified Switch supports dual image, users can select one of them as
the operation image and the other as the backup image.

» Check and active images from Tool —» Multiple Image Service

R pws-202s
BHZA administration

BME) Lz Features =
Active Image

E{ZA L3 Features

BHEA QoS Image1 Ver Image2 Ver Current-active
BEl Access Control Lists 1.0.06 image image

e tmage Name

FZA mMaonitoring

Image Description

Image Description
Imagel |default image Change
Image2 I Change
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* Firmware Upgrade

Firmware Upgrade — Unified AP

Upgrade firmware from Unified Switch when the AP is in Managed Mode

WLAN — Administration -» AP Management — Software Download

Able select the number of APs to be upgraded concurrently from group size
e

{:' Security

{:' Monitoring Server Address I1D.QD.QD.9EI
L__J‘a Adrninistration File Path I

i File Name i

EIS AP Managerment Ihe“D—ap—1DDE'tad

Group Size I1D 1 to 547

Image Download Type img__dwlISs00

Managed AP Al
00:22:b0:3d:95:80 - 192.165.20.1 - AP1

{:I Aadvance d Configuration
E{ZE wiamM Yisualization

= The firmware could be upgraded from CLI
e firmware-upgrade tftp://10.90.90.100/ap_21012.tar

» In Standalone Mode, firmware is upgraded from Tool — Upgrade of the Web
Ul

= Note: It needs approximately 12 minutes to complete the process. Do not
power off the AP in this time, or firmware may be corrupted.
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» Backup Configuration File

Backup Configuration File

= Backup or recover the configuration file from Tool — Upload/Download of

the WebUIL.
3 ows-4025 Upload File from Switch
{:l Security
{:' Manitaring File Type Text Configuration »

B{A administration

Transfer Mode TFTP
EI0 wLaM Visualization Server Address Type ot
Server Address [192.168.1.100

Transfer File Path |

Transfer File Name |Canfig file.txt

[ Start File Transfer
File transfer operation completed successfully.

» Backup configuration from CLI.
e copy nvram:startup-config tftp://10.90.90.100/ConfigFile.txt
e copy tftp://10.90.90.100/ConfigFile.txt nvram:startup-config

= Note: DWS-3000 only supports binary config file and DWS-4026 supports
text-based file.
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» Backup Configuration File

Backup Configuration File — Script Files

» D-Link Unified Switch provides another type of text based
configuration file called Script file.

» For DWS-3000 series, this is the only way to edit the configuration
without using switch.
= Commands:

e show running-config config.scr (config.scr is the name assigned for this
config file)

e copy nvram: script config.scr tftp://10.90.90.111/config.scr (config.scr
Is the config file to download to the PC, 10.90.90.111 is the PC's IP)

= The config.scr file can be edited with notepad or MS word.

» Upload the configuration back to switch.
e copy tftp://10.90.90.111/config.scr nvram:script config.scr
e script apply config.scr
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» Backup Configuration File

Firmware and Configuration between

DWS 3000/DWS-4000 Series

There is no upgrade path from DWS-3000 switch to DWS-4000
switch

= There is no conversion path from DWS-4000 switch to DWS-3000
switch

» The configurations for DWS-3000 and DWS-4000 are different in
format and content
e They do not inter-operate.

e The binary configuration of DWS-3000 cannot be transferred to DWS-
4000.

e Similarly, the text/binary configuration of DWS-4000 cannot be
transferred to DWS-3000.
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» Factory Reset and Image Problem

Switch Boot Menu and Reset Password

= There is no reset button, backdoor password or password recovery for
Unified Switches.

= If the users forget the password, the configuration of the switch needs to be
reset to factory default through console.

»  When the switch is powered on, select option 2 to enter the Boot Menu
through console.

B CcOM4 - Tera Term VT

™ Select 16 to reset Fil= Edit Setup antn.:vl windoms  Help

Ecot Menu Wersion (Date): 15 ooT Z009

E

gelect an option. If no selection in 10 secon ds then

password to default e R B by

= For DWS-3000 series, L e e
option 16 is supported, |~ 77"
the only way you can do |coce smem veraion marey: 15 cer zans
is to reset all the
configurations.

» Select 10 - Restore
configuration to factory
defaults (delete config |l - isiior mii iy tmane 7 foorory defewine (deiere config fiies

1l — Restore Password to factory default and start operatinal <ode

files) [es Vsl

ptions awvailahle

Start operational <ode

Change baud rate

Retrieve event log using XZMODEM

Load new operational code using EZMODEM
Display operational <ode wital product data
Pun flash diagneostics

Update boot code

Delete operational <code

Reset the system

WD m e Wl R O

%
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» Factory Reset and Image Problem

AP Reset

= If the password of the AP is forgotten, there is no backdoor password, press
the reset button to reset the configuration to factory default.

» Remember the password of the AP but forget the IP address.
e Need to reset on DWL-3500/8500AP
e For DWL-8600AP, go through console to check the IP

e Command: get management
—  “static-ip” is the manually configured IP
—  “ip”is the current using IP which may be from DHCP server

B COM4 - Tera Term VT =13
File Edit Setup Control ‘Window Help

DLINK-WLAN-AF login:
DLINK-WLAN-AP login: admin
Password:

Enter "help’™ for help.

|2

DLINK-WLAN-APH
DLINK-WLAN-AP# get management

Property Value

vlan-id 1

interface brtrunk

static-ip 10.%90.%0.51
static-mask 255.0.0.0

ip 192.168.20.1
mask 255.255.255.0

mac 00:22:B0:3D:95:80
dhep-status up =
ipve-status down
ipvé-autoconfig-status up

static-ipvé He
static-ipvé-prefix-length 0O

|PLINK-WLAN-AF#

| £
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» Factory Reset and Image Problem

Damage Image - Switch

= Enter the Boot Menu through console.
» Select 11 — Activate Backup Image.

= If there is no backup image or the backup image does not work, select “4 -
Load new operational code using XMODEM” to upload a new firmware.

= Send the firmware file through the Hyper Terminal.

B COM4 - Tera Term VT

File Edit Setup Control Window Help

Eoot Menu Version (Date): 15 oCT 2009
delect an option. If no selection in 10 secomn ds then
operational code will start.

|

B Send File

1 - gStart operational code.
2 g Hrnent Beot:Menu Folder: D:\DeanstphD-Link D ocument\DS W Firmaares2.1.0.11
gelect (1, Z2):E2
Filenarme:

. |D:"~Dean"~M_l,l"-.D-Link DucumentHDWSHFirmwareHE|[ Browse... ]
lBoot Menu Version (Date): 15 oQT Z0029
Options available Erl:ltl:":l:ll:
1 - 8tart operational code S e
Z - Change baud rate smadern
3 - Retrieve event log using XMODEM
4 - Load new operational code using XMCODEM
5 - Display operational code vital product data
& - Run flash diagnostics EEhd ] I ElDSE ] [ Cancel ]
7 - Update hoot code
Il - Delete operational code

9 - Reset the system

10 - Restore configuration to factory defaults {delete config files)
11 - Activate Backup Image

16 - Restore Password to factory default and start operatinal code
[Boot Menu]

(Al
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» Log Files

Logs — Unified Switches

= There are several types of switch logs.

A Log
el st Loo C Syslog Configuration
Admin Status i
Consaole Log Configuratic Disgolc
Command Logger Confic Local UDP Port 514 (1 to 65535)
“&] Host Configuration Messages Received a7
Persistent Logger Config Messages Dropped 0
3 sHMP Manager Messages Relayed 0

= System log

e Contain error messages for catastrophic events
e Not understandable to users, only for R&D troubleshooting

System Log

Entry Filename Line TasklD Code Time

00001: EVENT= bootos.c 256 OFFFFEOD ALAAALNN 0003
00002: ERROR= usmdb_sim.c 1541 OFFFFEOD 0ooooooo pooz2
00003: EVENT= bootos c 256 OFFFFEOD ALAAAANN 0oo3
00004: ERROR:= usmdb_sim.c 1541 OFFFFEDO 00000000 pooz
00005: EVENT= bootos c 256 OFFFFEOD AAAAAANN 0003
00006: ERROR= usmdb sim.c 1541 OFFFFEDO 00000000 ooz
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» Log Files

Buffered Log

This log stores messages in memory based upon the settings for message
component and severity.

It is enabled by default.
It disappears after rebooting.
Only the latest 128 entries are displayed on webpage.

E-{{] MLD Snooping 8
EHZ MLD Snooping Querier Buffered LOQS
. Wkt Pl ating Total number of Messages 1962 (displaying only the last 128 messages)
B3] Spanning Tree Statisti e 5 i 5
14> FEB 08 10:19:05 11.90.90 97-1 UNKM[157963528]: wsap_stats.c(1330) 1638 %%
B System Statistics wsapStatsClientStatsProcess(): AP for associated client mismatch requesting AP to resend client info.
E-{I] WLAN Summary <14= FEB 08 10:13:05 11.90.90 97-1 UNKN[148257352]: clientassoc.c(990) 1839 %% Dropping client
EHER Protected Ports disassociation message from AP-00:22:b0:3d:91:c0.client:00:23:76:41:30:54 is no more associated to this
o ; 2 VAP:00:22:b0:3d-91:d 1!
03 Filters <14> FEB 08 10:20:05 11.90.90.97-1 UNKN[157963528]: wsap_stats.c(1330) 1840 %%
BE{Z} Port Access Control wsapStatsClientStatsProcess(): AP for associated client mismatch requesting AP to resend client info.
E-{I] Port Security <14= FEB 08 10:20:05 11.90.90 97-1 UNKM[148257352]: clientassoc.c(990) 1841 %% Dropping client
E . _— disassociation message from AP:00:22:b0:3d:95:c0.client:00:23:76:41:30:54 is no more associated to this
& RADIUS Statist %
DD i S VAP:00:22:b0:3d-95:d1!
=14= FEB 08 10:24:10 11.90.90.97-1 UNKM[157963528]: wsap_stats.c(1330) 1842 %%
el wsapStatsClientStatsProcess(): AP for associated client mismatch requesting AP to resend client info.
| System Log <14= FEB 08 10:24:11 11.90.90 97-1 UNKM[148257352]: clientassoc.c(990) 1843 %% Dropping client
PSSR L disassociation message from AP:00:22:b0:3d:91:c0.client:00:23:76:41:30:54 is no more associated to this
a
e VAP-00:22:b0:3d:91:d1!
) Frepriog = <14> FEB 08 10:25:05 11.90.90.97-1 UNKN[157963528]: wsap_stats c{1330) 1844 %%
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» Log Files

Persistent Log

The persistent log is stored in persistent storage, which means that the log
messages are retained even if the switch reboots.

The first log type is the system startup log. The system startup log stores the
first 32 messages received after system reboot. The log full operation attribute is
always set to “stop on full”. This log can store up to 32 messages.

The second log type is the system operation log. The system operation log stores
the last 1000 messages received during system operation. The log full operation
attribute is always set to “overwrite”. This log can store up to 1000 messages.

BEHE] MLD Snooping

1:| MLD Snooping Querier
Q Multicast Forwarding C
{:I Spanning Tree Statisti
G Sy=tem Statistics
f:| WLAM Summary

G FProtected Ports

ﬁ Filters

G Port Access Control
G Port Security

-{:| RADIUS Statistics

Buffered Log
System Log

Persistent Log

Trap Log

-~

Persistent Logs

Mumber of Persistent Messages 32
00001 - =13= JAN 01 00:00:29 11.90.90.97-1 TRAPMGR[1638T79856]: traputil_c(598) 20 %% Wireless switch
enabled

00002 : =13= JAM 01 00:00:29 11.90.90.97-1 TRAPMGR[47282248]: traputil c(598) 21 %% Link Up: 0.1
00003 : <13= JAN 01 00:00:29 11.90.90.97-1 TRAPMGR[47282248]: traputil_c{598) 24 %% Link Up: 0/2
00004 - =13= JAMN 01 00:00:35 11.90.90.97-1 TRAPMGR[61982952]: traputil c(598) 25 %% Cold Start: Unit: 0
00005 : <13= JAN 01 00:00:36 11.90.90.97-1 TRAPMGR[4T282248]: traputil.c{598) 26 %% Link Up: 0/24

00006 : <13= JAN 01 00:00:44 11.90.90.97-1 TRAPMGR[1638T79856]: traputil.c{598) 27 %% Wireless switch
disabled

00007 - <13= JAN 01 00:00:59 11.90.90.97-1 TRAPMGR[163879856]: traputil_c{598) 30 %% Wireless switch
enabled

00008 - <13= JAN 01 00:01:04 11.90.90.97-1 TRAPMGR[148257352]: traputil.c(598) 31 %% Wireless managed AP
MAC: 00:22:b0:3d:95:c0 discoverad

00009 : <13= JAN 01 00:01:04 11.90.90.97-1 TRAPMGR[148257352]: traputil_c(598) 32 %% Wireless managed AP
MAC: 00:22:b0:3d:91:c0 discovered

00010 - <13z JAN 26 10-83-07 11 90 90 97-1 SNTPIS13959841 sntn client cf1A75Y 33 %% SNTP- svstem clock
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» Log Files

Send to Log Server

= Enable System Log Configuration
e LAN — Administration —» Log —» System Log Configuration

= Configure the IP address of the log server
e LAN — Administration —» Log — Host Configuration

» Debug (7) will include all log message

2] Authentication List Cor R
— Hosts Configuration

ser Login
Denial Of Service Prot Host m
Multiple Port Mirroring —
System Severity Setti i e I1[]_EI[]_9[J_1[][]
Telnet Sessions Status Active
~{Z] outbound Telnet Clien Port 514 (1 to 65535)
€] Ping Test Severity Filter Critical (2) v
@@ SNTP Emergency (0)
EME# Port Configuration Alert (1)
e Subn critical (2) esh
EE] Log

£ 1 Error {3)

System Log Configu Warning (4)

MNotice (5}

Informational IEi

Host Configuration
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» Log Files

SNMP Trap Log

= SNMP Traps is defined to inform administrator of events such as entry
addition, deletion and database full events.

= The administrator can choose the types of traps to receive.

E{E Securit : ;
I Security Wireless SNMP Trap Configuration
'@ Monitoring
E+488 Administration AP Failure Traps Disahble +
“{g) Basic Setup AP State Change Traps Disable
=k AP M t %
: it Client lailure Traps Disable
| Reset
&) RF Management Client State Change Traps Disable v
-{2] Software Download Peer Switch Traps I@I
~{€] Adwvanced RF Scan Traps Disable »
EH8] Adwvanced Configuration Rogue AP Traps Disab-le e
..... Wireless Status Traps Disable
=] Metworks =
AP Profiles
-mS bmit
E-E] wLAN Visualization cortabl
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» Log Files

Logs — Unified AP

»  From command line:
e get log-entry - show logs on AP
= Using the syslog server:
e set log relay-enabled 1
e set log relay-host xx.yy.zz.aa, where xx.yy.zz.aa is the syslog server
e setlog severity 7

DLINE-WLAN-APH# =et log relay-enabhled 1
DLINK-WLAN-AFPH# set log relay-host 192.168.1.1
DLINE-WLAN-APH# =et log severity 7
DLINE-WLAN-AP# get log detail

Property Value

F

persistence Vves =
severity 7

relay-enabled 1

relay-host 122.168.1.1

relay-port 514

DLINE-WLAN- AP

52
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Lab 4

Command Line Interface
and Dynamic VLAN
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Lab 4: Command Line Interface and Dynamic VLAN

= This scenario shows when and how to use the Dynamic VLAN
Assignment function.

= Objectives:
e Understand how to use dynamic VLAN function.

e Understand how to set up the RADIUS server for Dynamic VLAN
environment.

e Different users are assigned to different VLAN.
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Network Topology

= In this scenario, the users can group wireless users to different VLAN with
only one SSID and multiply SSIDs are not required.

= End users need to support WPA/WPAZ2-Enterprise, and enter the WPA/WPA2
authentication according to the identifications.

= RADIUS server will automatically assign them to different VLANSs.

RADIUS Server
assign VLANs
for users
according to

their usernames
RADIUS Server

Usern_a_me or Single
Certificate SSID Username or

Certificate

o 7 ud

Userl — VLAN101

User2 — VLAN102
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Lab 4: Command Line Interface and Dynamic VLAN

Table 1: Physical Connection

Unified Switch 1 AP N/A

Unified Switch 9 RADIUS Server N/A

Table 2: VLAN and Port Assignment

Unified Switch 100 AP N/A 1,9
Unified Switch 101 UserGroupl 1 N/A
Unified Switch 102 UserGroup?2 1 N/A
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Table 3: IP Addressing

Unified Switch 4/1 100 192.168.100.254/24
Unified Switch 4/2 101 192.168.101.254/24
Unified Switch 4/3 102 192.168.102.254/24

Table 4: DHCP Server

Unified Switch AP 192.168.100.0/24 192.168.100.200-255
Unified Switch UserGroupl 192.168.101.0/24 192.168.101.200-255
Unified Switch UserGroup?2 192.168.102.0/24 192.168.102.200-255
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Lab Scenario Discussion

= Must | use WPA-Enterprise for Dynamic VLAN?
= Are radius settings on DWS-4026 and DWS-3000 the same?
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