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Vulkano Remote Access Configuration

In order to communicate with your Vulkano from outside your home network to add or edit scheduled recordings, and
transfer them to your PC or mobile phone once they're completed, you may need to manually configure your network
router to allow remote access.

Remote access is also commonly called "port forwarding" and we will use those terms interchangeably in this guide.
Different router manufacturers use different terminology to describe remote access. It can be called:

Port Forwarding

Port Mapping

Remote Access

Gaming and Applications
Special Servers

Note: Special router setup steps for port forwarding are typically not needed if all you are doing is streaming
live video from Vulkano.

If your home router supports UPnP (Universal Plug n Play), then chances are good that Vulkano can perform this
setup on your router automatically.

However, if you get this screen during TV Out Setup,

Remote access could not be configured.
Press OK to continue.

or this screen when running the PC Setup Wizard,
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Fort Forwarding Configuration |ssue

“ulkano Setu IPnP to configure your router. If you can confirm that UPRP s enabled
your router, we can try it again.

- Configure again using LUPnF _

- Test the configuration remotely Test

er you will not be able tot r recardings to your PC
om home. Transferring files when you are an the

Far more information on router setup for remote access, please click the
green question mark i

then you may need to handle port forwarding setup manually on your router. Please use this guide to determine the
best approach to take, depending on the capabilities of your router.
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Do | really need to configure my router?

Choosing a strategy for configuring your router for remote access should be done in the following order, as the steps
are listed in increasing level of difficulty.

#1 Your router supports UPnP, UPnP is enabled, remote access configuration already works, and you are
reading this document just to learn more about port forwarding.

If your router is relatively new, chances are good that it supports UPnP (Universal Plug n Play) and UPnP is turned
on by default. In this case, Vulkano itself can make the settings changes to your router using UPnP and you won't
have to do anything extra.

#2 Your router supports UPnP, but UPnP is disabled. You need some guidance to enable UPnP on your
router.

There's a possibility that your router supports UPnP, but for some reason it's turned off. If this is true, then the
simplest thing you can do is to turn UPnP on and then let the Vulkano setup make the settings changes using UPnP.

If you cannot find information about your specific router (or a similar model) in this guide, then you should locate
the documentation for your router, which you can usually find in the "Downloads" or "Support" section of the router
manufacturer's web site. Search the documentation for UPnP to find out whether it is supported and how to make
sure that it is enabled.

Turn UPnP on, then return to the setup screen to "try again".
If you're using TV Setup, go to this page.
If you're using PC Setup Wizard, go to this page.

#3 Your router does not support UPnP, but does support DHCP reservation to make sure that the Vulkano
can always get assigned the same IP address without needing to configure Vulkano to use a static IP. In
addition, you will need to set the port forwarding rules on your router manually.

Depending on your router manufacturer, DHCP reservation may be called:
Static DHCP

Static DHCP Assignment

fixed-address

Address Reservation

IP reservation

MAC!/IP binding

Start by reading this page regarding DHCP reservation, then check the sections of this document for your router (or
a similar model) which describe how to make a DHCP reservation.
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#4 Your router does not support UPnP, and does not support DHCP reservation. In this case you will need

to configure Vulkano to use a static IP. In addition, you will need to set the port forwarding rules on your
router manually.

If your router supports neither UPnP nor DHCP reservation, then you will have to configure your Vulkano with a static
IP address and you will need to set your router manually to forward a couple ports to this address.
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Do | really need to set a static IP address for Vulkano?

The reason for setting a static IP address is so that your Vulkano ALWAYS comes up on the same IP address, even
if it reboots, or your router reboots, or the power in your house goes off for a while, then comes back on, etc.

Setting a static IP address is a reliable way of making sure that your Vulkano is always at the same address. But
some router manufacturers have devised clever ways of allowing your device to repeatedly get assigned the same IP
address without requiring the further complications of setting up a static IP address.

Depending on your router manufacturer, this feature may be called:
DHCP reservation

Static DHCP

Static DHCP Assignment

fixed-address

Address Reservation

IP reservation

MAC!/IP binding

Check your router's documentation to see if it offers this feature. If so, go ahead and use it. If not, continue on to
first set a static IP for Vulkano.
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DHCP Reservation - Getting Vulkano's MAC address

Knowing the MAC address of your Vulkano will simplify your set up if your router supports DHCP reservation.

Vulkano's MAC address can be found on the Help...About screen of the TV User Interface, or the
Advanced...Info..LAN screen (for Vulkano connected via Ethernet)

Advanced Mode - Info

General LAH WaFi Status Audio/Wideo Remq

Mode DHCP
IP Address 10.0.1.6
Subret 255,255, 255.0

MaC 00:17:04:01: 2103

or the Advanced...Info..WiFi screen (for Vulkano connected via Wi-Fi).

Advanced Mode - Info

General LAH WaFi Audio/Wideo Remo

Mode Managed - Dynamic IP (Gary's Metwark)
IP Address 10.0.1.5
Subnet 255.255.255.0

00:17:04:01:21:74
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Setting a Static IP address for Vulkano
Before you set a static IP address for Vulkano, you'll need to know the following information:

e Your router's IP address.
o Your router's DNS server address(es).
¢ Your router's DHCP address range.

With these bits of information, you can choose a static IP address for Vulkano that will not interfere with any
addresses that the router gives out automatically to other devices or computers on your network.

How to find the router's IP address and the DNS addresses:
¢ Windows
e Mac OS/X

Accessing your router's configuration

To access your router's configuration, you copy the router's IP address which you just found into the address field of
your favorite browser, as shown:

' [ D-LIMK S¥STERS, TMC | ... “

€« C O 192168111

Or, as in the case of the Apple Routers, you may need to run a special utility that you installed on your PC when you
first set up your router.

Assuming you are using the browser method to access your router's configuration, press "Enter" after typing in the
router's address. This will take you to a login screen for your router where you will need to enter the user name and
password.

Log in to the router

User Name : | Admin ||

Password :

[ Log In ]

We will now show you a specific example to show you how to determine the DHCP range of your router. The
method will be different depending on your router's manufacturer and model.
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On the D-Link DIR-601, the DHCP Server settings are found under "Setup" (top bar) and "Network Settings" (side
bar). You can see here that the DHCP |IP Address Range is 192.168.11.90 to 192.168.11.115.
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=3/

INTERMET

WIRELESS SETTIMGS

I| SETUP |I ADYANCED TOOLS STATUS

—

Uze this section to configure the internal network settings of your router and also to configure
the built-in DHCP Server to assign IP addresses to the computers on your netwaork, The IP
Address that is configured here is the IP Address that you use to access the Web-based
management interface, If you change the IP Address bere, you may need to adjust your PC's
rietwiatk settings to access the network again.

| MET'WORE SETTIMGS

[Save Settings ] [Dn:nn't Sawe Settings ]

FROUTER SETTINGS

Use this section to configure the internal network settings of yvour router, The IP Address that
is configured here is the IP address that you use to access the YWeb-based managerment
interface, If you change the IP address here, you may need to adjust your PC's netwaork
settings to access the network again,

Router IP Address @ 192,165,111
Subnet Mask :  |255.255.255.0
Device Mame : | dinkrouker

Local Domain Name : (optional )

Enable DNS Relay :

DHCP SERVEE SETTINGS

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers
of yoLr network,

Enable DHCP Server :
DHCP IP Address Range @ |192.163.11.90 to |192.1658.11.115

DHCP Lease Time : 10050 (rninutes)

Always Broadcast : {compatibility for some DHCP Clients)
NetBIOS announcement : [
Learn NetBIOS from WAN :

NetBIOS Scope : (optional)

NetBIOS node t¥De © &) grosdeast orly (Use when no WINS servers corfigured)

Point-to-Point (no broadcast)
Mized-mode (Broadcast then Point-to-Paoint )
Hyhrid (Point-to-Point then Broadcast)

Primary WINS IP Address :
Secondary WINS IP Address :
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Finding your Gateway and DNS addresses - Windows
To determine this information on a Windows PC, first open a command prompt (or "DOS Box" for the older crowd).

Just type "cmd" (without the quotes) into your "Run" window (Windows 7 is shown as the example below), then press
"Enter".

Pt
= see mare results

|n:r'nd x|

You will get a command prompt. Type in the command
ipconfig /all

and press the enter key. Depending on your system configuration, you may get a lot of text on the screen. This is
normal.
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AWindows\system32\cmd.exe

C:sUserssGaryripconfig Aall

Windows IP Configuration
Host Wame . . . . . Gary—PC-UG4l

Primary Dns Eufflx .

Node Type . . . . Broadcast

IF Routing Enahled. Ho
WINS Proxy Enabhled. No

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description . . e e e e e

Phyzical Hddress. e e e .
DHCP Enabled. . . . . .
Autoconf iguration Enahled .
Link—-local IPve Addressz . .

Generic Marvell Yukon BBEEOP1-B80E@3 8818 based Ethernet Controll
B8-38—1B—46-8B—13

Yes

Yes

feB@::c437:habt?:eBab:37elix108(Preferred

18.8.1 . 14<Preferred)

255 _255._.255.8

Hunday, Octobher 11, 2018 5:56:46 PM

October 13, 2818 5:58:14 AM
ingu}t Gateway I e s
DHCPub IAID . 251678555

DME Servers 198.6.1.195
198 .6.1.146

IPv4 Address. . - . . . .
Subnet Mask . . -
Leaze Obtained. .-

8-23-F1-61-B68-38-1B—46-8B-13

Tunnel adapter isatap.{1E6GEZ2E5%5-57B?-4CAF-2EBB-DA7?288437FC:
Media disconnected

Microsoft ISATAP Adapter

Media State . . .
) BE-BP—B0—BR—-BR—BE—BA—-EA

Cunnectlun—sp331flc DNS Sufflx
Description . . e e e e e
Physzical Hddress. e e e e e
DHCP Enabled. . . . .
Autoconfiguration Enahled -

No
Yes

Tunnel adapter Teredo Tunneling Pszeudo—-Interface:

Connection—specific DNS Suffix

Deszscription . . e e e e e Teredo Tunneling Pseudo—-Interface

Physical Hddress. e e e . A—-A8-A0—A0—-A8—We—Aa—-EA

DHCP Enabled. . . . . No

Autoconf iguration Enahled Yes

IPvb Address. . . - 2081 :0:4137:2e76:184bh:5fbf :cBad:fcl14(Preferred>
Link-local IPvk Hddress - feB@::184bh:5fbhf :cBad:fcld4x12(Preferredd

Default Gateway . . . . . -

MetBIOS over Tocpip. - . . Dizabled

C:sUseprssGarylr

Now look carefully for the entry which says "Default Gateway" on the left. Make a note of the IP address listed. In
this case, itis 10.0.1.1. This is your router's IP address.

Also look for the entry (or entries) corresponding to your DNS Servers. In this case there are 2 entries: 198.6.1.195
and 198.6.1.146.

So now you have two pieces of information you needed, which are:
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Router address: 10.0.1.1
DNS server address(es): 198.6.1.195 and 198.6.1.146.

Write these down to save them for later.
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Finding your Gateway and DNS addresses - Apple OS/X

Router address (Default Gateway)

From the Apple menu, select System Preferences... .

In System Preferences, from the View menu, select Network.

Select the appropriate port. For example, choose Ethernet for broadband connections, AirPort for wireless, or
Internal Modem for dial-up.

4. Click Advanced... , and in the sheet that opens, click the TCP/IP tab. The number next to "Router:" is your
default gateway. In this example, the router's IP address is 192.168.1.1.

wn =

8een MNetwork
[« » | [ Showall | Q

Location:  Automatic l

ELd

L R

ELd

Show: ' Built-in Ethernet l

{ TCP/IP | PPPoE  AppleTalk Proxies Ethernet |

Configure IPv4: ' Using DHCP s ]
IP Address: 192.168.1.100 (' Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID:
(If required)

Router: 192.168.1.1

DMS Servers: (Dptional)

Search Domains: (Dptional)

IPve Address: feB0:0000:0000:0000:020a:95ff:feb7:7ec4

4 Configure IPvG. .. ) @

i -
Ji] Click the lock to prevent further changes. [ Assist me... | Apply Now
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DNS addresses

If you're using an Apple system running OS/X, you can determine your DNS server addresses by opening a terminal
window by launching Applications --> Ultilities --> Terminal, and typing in the following command:

$ cat /etc/resolv.conf
The output will look something like this:

nameserver 203.54.1.20
nameserver 203.54.1.21

So now you have two pieces of information you needed, which are:

Router address: 192.168.1.1
DNS server address(es): 203.54.1.20 and 203.54.1.21

Write these down to save them for later.
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Choosing a static IP address for Vulkano
From the previous steps, you should now know:

e Your router's IP address (example: 192.168.1.1)
e Your router's DHCP address range: (example: 192.168.1.32 to 192.168.1.64)
¢ Your router's DNS addresses: (example: 203.45.16.30 and 203.45.16.31)

The static IP that you choose for Vulkano needs to be between your router's IP address and the lower end of the
DHCP address range, namely from:

192.168.1.2
to:
192.168.1.31

Or, it can be between the upper end of the DHCP address range, and 253 on the same subnet (first three numbers
with dots between them). So, on the upper end, that gives you from:

192.168.1.65
to:
192.168.1.253.

You'll also need to make sure that you don't choose an address already in use by another network device configured
for static IP, if any.

For this example, we will choose:

192.168.1.30. Write this down along with the DNS addresses you determined in the earlier steps.
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Setting a static IP using TV Setup

Choose Settings...Advanced Setup...Network... and choose the interface you have used to connect your Vulkano to
your network, either Ethernet or Wi-Fi.

Ethernet is chosen in the example below. If you chose Wi-Fi instead, the following screens which are relevant to
Static IP configuration will show up after you enter the SSID and security password for your wireless network.

How do you want Vulkano to connect to your network?

Get automatically from DHCP (Recommended)
Let me specify a static IP address (Advanced)

Choose "Let me specify a static IP address (Advanced)" and press OK.
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Enter a static IP address by using the number
buttons on the remote. Press OK when done.

Use the number buttons to enter your chosen static IP address. Use the left and right arrow keys to move between
the fields. Press OK when you are done.

Please confirm the settings for Subnet Mask and Gateway.
Are these correct?

Subnet Mask: 255.255.255.0
Gateway (router) address: 10.0.1.1

Yes, use these addresses.
No, let me enter specific addresses.
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Vulkano TV Setup guesses the most likely settings for your subnet mask and gateway (router) address. If you don't
know that these values are different then shown, select "Yes, use these addresses". Otherwise, choose "No, let me
enter specific addresses" and make your entries on the following screens.

The subnet mask of 255.255.255 is almost universally used in consumer home networks.

Now you will need to enter the DNS server information you found earlier. At this screen, select "Let me specify a
DNS server (Advanced)".

How do you want Vulkano to connect to a DNS server?

Connect automatically (Recommended)
Let me specify a DNS server (Advanced)

Now enter the DNS server addresses which you located earlier:
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Enter DNS server by using the number
buttons on the remote. Press OK when done

Preferred:

Alternate:

You are done configuring your Vulkano's static IP address.

You may now continue to making your port forwarding settings on your router, followed by the port forwarding test
here.
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Setting a static IP using PC Setup Wizard
Run the PC Setup wizard and enter your Vulkano's password.

On the Video Input Configuration screen, click on the "Advanced" button.

Yideo Input Configuration

Flease select the video input you wish to use:

® Composite
© Component “E@JHIH.&TEH
FIED 20107

4

0

10 ahove. If not, tr
it troubleshooting

Yersion: 2.1.1010.616

Choose "Network™ on the left, and "WiFi" at the upper right if you are connected to your network wirelessly, or "LAN"
if you are using the Ethernet port. Click on the tab labeled "Client IP Settings".
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Advanced Mode - MNebwiork

Hetwork
——
Admin

IP address 192 168 . 11 . 82
Subnet mask 255,235 .255 . 0

192 188 . 11 . 1

Preferred DMS server 203 .54 01

Alternate DMS semver 203 .54 .1

Yersion: 2.1.1010.616

Enter your chosen static IP address, the Gateway (router address), and the DNS addresses. The subnet mask of
255.255.255 is almost universally used in consumer home networks and should be entered here unless you know
that it should be something else - meaning you're an advanced networker! Press "Apply" when you are done.

You are done configuring your Vulkano's static IP address.

You may now continue to making your port forwarding settings on your router, followed by the port forwarding test
here.
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Completing Vulkano setup: TV Ul

You may have had to stray away from the setup screens where you first encountered problems with remote access
configuration. Here's how to quickly get to where you can test the settings you've made on your router.

From the Main Menu, select "Settings", then "Advanced Setup":

Live TV Satup
Guide Advanced Setup
My Recordings Reboot

Internet Apps

Settings

0 Help

Scroll down to select "Remote Access" and press "OK".
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Select the setting you wish to edit and press OK

AN
Vulkano Name and Password
Time Zone
Remote Access
Storage

Press OK on this screen to test the Remote Access configuration:

Port 56123/49177 need to be forwarded to allow streaming

and sideloading by other clients connected to yourVulkano.
Press OK to test port forwarding on your router
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Testing remote access configuration.
Please wait...

Assuming all works well, you'll see:

Remote access configured successfully

Congratulations! Your Vulkano and network are now set up to allow you to set up, edit, and download recorded
shows no matter where you are.
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Completing Vulkano setup: PC Setup Wizard
You may have had to stray away from the setup screens where you first encountered problems with remote access
configuration. Here's how to quickly get to where you can test the settings you've made on your router.

Start the PC Setup Wizard, if necessary, and enter your password.

As soon as you encounter a screen with the "Advanced" button displayed, click on "Advanced".

Yideo Input Configuration &

Flease select the video input you wish to use:
® Composite

O Component

. = e video above. If not, try selecting a different input. Ifyou continue to have problems, o

¢ for troubleshooting tips.

“arsion: 2.1.1010.616

Now click on the "Ports" tab:
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Advanced Mode - Info &

General LAH WaFi i Audio/Wideo Remote UsE

Testing of parts acc

- Configure again using LIPnF _

- Test the configuration remately Test

Flease wait while we're trying router settings for specific paorts:

Configuring router by UPAP - not tried.

56123) - not tried.

Flaceshifting port [}
sideloading port (49177) - not tried.

Yersion: 2.1.1010.616

Using UPnP on your router
If you enabled UPnP on your router, choose: "Configure again using UPnP".

If there is any problem, you'll see:
Configuring rauter by UPnP - failed.

Placeshifting port (56123) - Failed

—

sideloading port (49177 - Metwark error

¢ Please double check the UPnP settings you made on the router and try it again. If you continue to have
problems, please follow the steps for manual port forwarding.

If all goes well, you'll see:
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Configuring router by UPRP - success.

Congratulations! Your Vulkano and network are now set up to allow you to set up, edit, and download recorded
shows no matter where you are.

Manual Port Forwarding Setup
If you made the changes yourself manually, then click "Test".

If there is any problem, you'll see:
Configuring router by UPRP - not tried.

- Failed

77 - Metwaork arror

e Please double check the settings you made on the router and try it again.

If all goes well, you'll see:

Configuring router by UPnP - not tried.

eshifting part (5

oideloading port (49177 - C

Congratulations! Your Vulkano and network are now set up to allow you to set up, edit, and download recorded
shows no matter where you are.
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Routers which support UPnP

If your router supports UPnP, you should confirm that UPnP is enabled so that Vulkano can make the port forwarding
settings automatically.

Please check the list below for your router manufacturer. Even if your specific model is not listed, it is likely that the
steps will be similar.
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Belkin Connect N150

Open a browser window, type in the IP address of your router, then hit Enter.

On the left hand side, select "System Settings":

You should be taken to the login screen:

Login

Before ywou can change any settings, vou need to login with a password. IF
vou have notyet set a custom password, then leave this field blank and
click "Subrmit”

Password

Default = leave blank

Clear Submit

To check the UPnP configuration status, look for the section called "UPnP Enabling". If not, then check the "Enable"
button, then click on "Apply Changes" at the bottom of this screen.

UPHP Enabling:

ADVANCED FEATURE! Allowys wou to turn the LIPMP feature of the Router an or off. [fyou use applications that
suppart UPAP, enabling UPnP will allow these applications to automatically canfigure the router. More Info

- UPHP Enable ! Disable = @ Enable O Disable
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After enabling UPnP, return to the TV User Interface setup screen, or the PC Setup Wizard screen to retry Remote
Access Setup.
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D-Link DIR-601
Open a browser window, type in the IP address of your router, then hit Enter.

You should be taken to the login screen for your router:

Product Page: DIR-601 ardhna reion: A1 Firrm ion ¢ 1.00MA

Log in to the router

User Name : | Admin ||

Password : |

WIRELESS

The default User Name is "Admin", while the default Password is blank (don't enter anything).

To check the UPnP configuration status, select "Advanced" on the top menu bar, then "Advanced Network" on the
left hand side. Now you can check whether UPnP is enabled. If not, then check the "Enable UPnP" checkbox, then
click on "Save Settings".
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Product Page: DIR-601 Hardweare Yersion: &1 Fir

ADYAMNCED STATUS

If you are not familiar with these Advanced Metwork settings, please read the help section
before atternpting to modify these settings.

Universal Plug and Play {UPhP) supports peer-to-peer Plug and Play functionality for
network devices.

Enable UPhP :

WaN PING

If you enable this feature, the WaN port of your router will respond to ping requests
frnm the Tnternet that are spnt tn the WAN TP Addrecs.

A0 AMCED METMWACRE I

After enabling UPnP, return to the TV User Interface setup screen, or the PC Setup Wizard screen to retry Remote
Access Setup.

Version 1.0.2
10/15/2010



Linksys WRT120N

Open a browser window, type in the IP address of your router, then hit Enter.

You should be taken to the login screen for your router:

Authentication Required

The server 192,168, 1,1:80 at WETLZ0M requires a usernarme
ahd password,

Uzer Mame:

Password; dobrkndek

The default User Name is blank (don't enter anything), while the default Password is "admin" .

To check the UPnP configuration status, select "Administration" on the top menu bar, then "Management" on the
sub-menu which appears. Now you can check whether UPnP is enabled. If not, then check the UPnP "Enabled"
checkbox, then click on "Save Settings".
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LINKSYS by Cisco

Firmware “rsion: w1.0.04

Wireless-N Home Router WHT120H

Administration Applications &

) Administration Status
Gaming

Access Restrictions

| Diagno ] | Factory Defaultz | Firtmsare Lpgracde

Management
Router Access

Router Pazsward:

Re-enter to Confirm:

Local Management Arcess via Hrte [ HTTeS
Access _ -
Access via Wireless: @ Enabled | Disabled

Remote Management = Remote hanagement: ) Enabled @ Disabled

Access B
ACCEsS vis! EVHTTP ' HTTPS
Remate Upgrade: Enabled © Disabled
Allowed Remate P @) any P Address
Address: y .o .o |0 to D
Remate Management Port: | S050
UPnP 3 I uPnP: @ Enabled | Disabled

Alliovy Users to Configure. @) Enabled ) Disabled
Allowy Uzers to Dizable & &
Internet Access "' Enabled '"#' Dizabled

Backup and Restore [ Backup Configuration ] [ Restore Configuration

Swstem Rehoot

Start to Reboot

Save Settings Cancel Changes c l s c O b

After enabling UPnP, return to the TV User Interface setup screen, or the PC Setup Wizard screen to retry Remote

Access Setup.
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Netgear RangeMax N150

Open a browser window, type in the IP address of your router, then hit Enter.

You should be taken to the login screen for your router:

Suthentication Required

The server 192,168.1,.1:80 at METGEAR MPMNA24M requires a
usernarme and password,

ser Mame:  admin

Adehehrhedehe

Password:

The default User Name is "admin", while the default Password is "password".

To check the UPnP configuration status, select "UPnP" on the left menu bar. Now you can check whether UPnP is
enabled. If not, then check the "Turn UPnP On" checkbox, then click on "Apply".
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o
NETGEAR

router manager
RangeMax™ Wirelass-N 150 Router

Setup Wizard UPNP
Add WPS Client

Turn UPnP On

BEE LEEs Advertisement Period(in minutes)

Wireless Settings

B et s Advertisement Time To Live(in hops)

UPnP Portmap Tahle
Logs :
Block Sites Active Protocol Int. Pt
YES TCP 216E
Block Services
YES UDP 216E
Schedule :
E-mail YES UDP 2997
-mai = — g
YES TCP 3767
Router Status _
Attached Devi VES UDP 1767
ttached Devices = T =

Backup Settings

Set Password [ Apply ] [ Cancel ] [ Refrash

Router Upgrade

Wireless Settings

Port Forwarding / Port
Triggering

WAN Setup
LAN Setup
Dynamic DNS
Static Routes

e Management

ork Monitor
Display Settings
Traffic Meter
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After enabling UPnP, return to the TV User Interface setup screen, or the PC Setup Wizard screen to retry Remote
Access Setup.
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Routers which do not support UPnP
Some routers do not support Universal Plug n Play at all and have to be configured manually.

The information presented here was current at the time this document was written. It is possible that an update to
your router's firmware may be available that makes UPnP work, which would save you a lot of trouble setting things

up.
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2Wire 2700 HGV

The 2Wire 2700 HGV manual can be accessed here.
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http://www.2wire.com/pages/pdfs/5100-000326-000.Rev.A.pdf

Choosing a static IP address for Vulkano
As the 2Wire router does not support DHCP reservation, you will need to explicitly set Vulkano to use a static IP

address that will not conflict with the DHCP range that your router will use to give out addresses automatically to
other devices on the network.

First, determine your DHCP range on the next page, then use this information to set the static IP address on
Vulkano.
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Determining your DHCP range
The "DHCP range" refers to the list of IP addresses that are handed out automatically to devices connecting to your
home network by your router. Each network device requires an IP address to communicate.
Open a browser window, type in the IP address of your router, then hit Enter.

Click on the "Advanced Settings" link to see this page. The DHCP range is shown outlined by an orange box.

EW "/ : B%m Lng:;? gaa ' Firewal

Link Natwaork Network
Summary Wireless Settings = Advanced Setlings £ HOME | Help | Site Map
Edit Advanced Home Network Settings
VWARNING

_"\. Modifying the settings on this page can impact the abilty of computers on the local network to access your broadband connection. Modifications
may alzo affect broadband-enabled applications and services running on the local network.

Settings Current Settings
Private Network Private Netwark
Ifyou change the IP address range, you must renew the DHCP lease on Router 197 18 11,1
all devices on the netwoark, Address; i B
192.168.1.0 f 255.255.265.0 (default) Subnet Mask:  255.255.255.0
DHCP Range: 192_165.11.173 -

17216.0.07255.255.0.0
19z.188.11.200

10.0.0.07255.255.0.0 Allocated: 28
® Configure manualy S
Router Address: 197 .168.11.1 Device List
Subniet Mask: 255.255.255.0 & E;:ZE T 1sz.1es.11.102
| Enable DHCP EDIT ADDRESS ALLOCATION
First DHCP Address: 192.168.11.172
Last DHCP Address: 192.168.11.200
Set DHCF Lease Time 1 hiours

As shown, the DHCP range is from 192.168.11.173 to 192.168.11.200.
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The first three numbers of an IP address, separated by dots, in this case 192.168.11, are collectively known as the
subnet.

You want to choose a static IP for Vulkano that is outside of this range.

The entire subnet consists of the range of IP addresses between 192.168.11.1 and 192.168.11.253. The router
usually reserves the lowest address for itself.

So the IP address ranges in this example are:

192.168.11.1 - used by the 2Wire router
192.168.11.2 to 192.168.11.172 - available
192.168.11.173 to 192.168.11.200 - used by DHCP
192.168.11.201 to 192.168.11.253 - available

Now proceed to configure Vulkano for an available static IP address using the instructions on this page.
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Configuring Remote Access

Log into the 2Wire 2700 HGV's setup page using the router's IP address in your browser.

By default, there is no login required. Here's the initial screen:

awiRe L 2 ¥ 2 %

Home : Firewall
ﬁ““’" Link . Nalwark . Natwork
| = Summary | System Passvornd | Date and Time Settings | Details | 4 HOME | Help | Site Map
Firewall
Network at a Glance (7
Firewall = Wienny firesaall
— Aotive SUMMary
o = 2T00HGY Gateway « Set svstem password ij
]I f ' « Software; 4.25.15 . ' .
= Privacy policy
o Passwiord Nok Set T
Upgrade the System
“our system = Wiew available
. software is
upgrades and
* Broadband Link = Wigny SLIMmary current. options
Connection Speed: Check back
« INcoming 1568 kbps for future
. available
= Outgoing: 512 kbps upgrades.
r_ﬁl o Home Hetmork (Y
@- = ie the home netwwork
- C urk :
"'@J‘ ém" ere Run the « Registration info
Gary-PC-TFe41T System Setup
Wizard = Bun System
@ volocano Setup Wizard

Click on "View the home network".
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System Link Netwark

Advanced Settings |

| = Summary | Wireless Settings |

: %

Voice Firewall
Network

£y HOME | Help | Site Map

View Network Summary

Local Devices

' Status at a Glance

&

................................................................................ R Huma Hatwurh
Gary-PC-WE 41l For this computer; Local Interfaces
« Edit fireweall settings Ethernet: 1
» Wiewy device details Vireless 1
................................................................................ / LSE:
voleano | For thiz computer:
| « Edit firevwall settings Wireless Settings
« Wiewy device details etwvark Mame:
Access Point:

EDNT SETTINGSI

DISLELE

DisapLe|
EN.“.BLEI

ZWIREEZZ4
O0:14:-9E:hE:E8E5:71

Identify the "volcano" or "vulkano" device, then click on "Edit firewall settings".
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o E -f. E EET“E E y 'Qb
ey @ - Jo W

-

Broadband - Home Voice Firewall
Link : Nalwark : Natwork

em

Summary = Firewall Settings Advanced Settings

Edit Firewall Settings

4 HOME | Help | Site Map

Settings

By default, the firewall blocks all unwanted access from the Internet. You can allow access from the
Internetto applications running on computers inside your secure home netwark by enabling firewall
pinholes. Opening firewall pinholes is also known as apening firewall ports or firewall port forwarding. = Reszet all firewsall
To da this, associate the desired application with the computer below. Ifyou cannotfind a listing for your zettings
application, vou can create a user-defined application profile. (To create a user-defined profile, you will

need to know protocol and port information.)

= Wiewy firewall details

To Allow Users Through the Firewall to Hosted Applications...
@ Select a computer

Zhoose the computer that will host applications through the firewall: | wolcana E|
9 Edit firewall settings for this computer:

Maximum protection — Disallow unsolicited inbound traffic.

Allow indnadual application{s) - Choose the application(s) that will be enahled to pass through the firewall to this computer.

@
e e wua e we eoied Applications list.
£11 applications [~] Hosted Applications:
Aoge of Wonders - "

Aliens ws Predator
Anarchy Online
Azsheron’=s Call LoD
Baldur’ = Gate

BattleCom

Battlefield Communicator FERCWE
EBlack and White
Dark Reign
Diark Reign Z

m

» Add & new uzer-defined application

= Edit or delete user-defined application

Allow all applications (DMZplus mode) — Set the selected computer in DMZplus mode. All inhound traffic, except traffic
which has been specifically assigned to another computer using the "Alaw individual applications” feature, will
automatically be directed to this computer. The DMZplus-enabled computer is less secure because all unassigned

firewvall ports are opened for that computer.

Hote: COnce DMIplus mode iz selected and you click DOMNE, the system will izzue & new IP address to the selected computer. The
computer must be set to DHCP mode to receive the newy IP address from the system, and you must reboct the computer, If you are
changing DMZplus mode from one computer to another computer, you must reboot both computers.

DoarlE
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You will need to add three user-defined applications:

1. Vulkano EPG: TCP on port 49177
2. Vulkano TCP: TCP on port 56123
3. Vulkano UDP: UDP on port 56123

Select "Allow individual applications", then click on the link "Add a new user-defined application".

Enter the settings shown below, then click on "Add definition".

Edit Application
Settings

Profile Name
Enter a name for the application profile that you are creating.

Application Hame: Tulkano EPG

Definition
Choose a protocaol and enter the portds) for this application, then click
ADD DEFIMITION to add the definition to the Definition List. Ifthe

application reguires multiple ports or both TGP and LUDP parts, vou will
need to add multiple definitions.

Hote: In some rare instances, certain application types require specialized fireweall
changes in addition to simple port forwarding. If the application you are adding
appears in the application type menu belowe, i iz recammended that you select it

Protocol: @ TCF une
Port {or Range): From: 43177 To: 49177
Protocol Timeout TCP default 36400
(seconds): UDP default GO0
. Default = the same port as
Map to Host Port: defined above.
Application Type: Hone (Default) E|
00 DEFIMITICHN
BLCK
Version 1.0.2
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The following screen will appear, confirming your entry. Click on "Back".

Similarly, add the definitions for Vulkano TCP and Vulkano UDP:

Edit Application
Settings

Profile Name
Application Hame: Yulkano TCP

Definition
Choose a protocal and enter the partis) for this application, then click
ADD DEFIMITION to add the definition to the Definition List. Ifthe

application requires multiple ports or both TSP and LDP ports, sou will
need to add multiple definitions.

Hote: In zome rare instances, certain application types require specialized fireweall
changes in addition to simple port forvwarding. If the application you are adding
appears in the application type menu belowy | it is recommended that vou select it

Protocol: @ TCP LIDP

Port {or Range): Frarm: To:

Protocol Timeout TCP default 86400
(seconds): DP default 600

Default = the same port as

Map to Host Port: defined above.

Application Type: MNone (Default) E|
D0 DEFIMITION

Definition List

Protocol Port {or Range) HostPort Timeout (sec)

TCP EElzz 10 Rk 26400 FEMOWE

BRCH
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Edit Application
Settings

Profile Hame
Enter a narme far the application profile thatyau are creating.

Application Hame: Tulkano UDE

Definition
Choose a protocol and enter the portds) for this application, then click
ADD DEFIMITION to add the definition to the Definition List. Ifthe

application reguires multiple ports ar hoth TSP and UDP ports, you will
need to add multiple definitions.

Hote: In some rare instances, certain application types require specialized fireweall
changes in addition to zimple port forysarding. If the application you are adding
appears in the application type menu belowvy | it iz recammended that wou select i,

Protocol: TCP a LIDP

Port (or Range): Fraom: 56123 Tor EElZ3
Protocol Timeout TCP default 36400
(seconds): LIDP default 600

Default = the same port as

Map to Host Port: defined above.
Application Type: None (Default) =
BD0 DEFIMITICMN
BACK
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Edit Application
Settings

Profile Name
Application Name: Tulkano UDP

Definition
Choose a protocal and enter the paortis) for this application, then click
ADD DEFIMNITION to add the definition to the Definition List. Ifthe

application requires multiple ports or both TCP and LDP ports, yvou will
heedto add multiple definitions.

Hote: In some rare instances, certain application types require specialized fireweall
changes in addition to zimple port forwarding. If the application you are adding
appears in the application type menu belowy | it iz recammended that wou select i,

Protocol: @ TCP LIDP

Port (or Range): Fram: Tor

Protocol Timeout TCP default 85400
(seconds): LIDP default 600

Default = the same port as

Map to Host Port: defined above.

Application Type: None (Default) =
ADD DEFIMITICN

Definition List

Protocol Port {(or Range) Host Port  Tirmeout (sec)

D P 1 e SE1E3 00 FEMOWE

BRiCH

Once you have added all 3 of the application settings for Vulkano, you now need to apply them to the Vulkano
device. Make sure that "vulkano" or "volcano" is the selected computer, select "Allow individual application(s)",
click and shift-click to select all three Vulkano application rules, then finally click "Add" to add them to the list.
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awirz ¢ 92 ¥ ¢

Home : Voice Firewall
Link : Malwaork : Matwork
Summary = Firewall Settings Advanced Settings 4 HOME | Help | Site Map

Edit Firewall Settings

Settings
By default, the firewwall blocks all urwanted access from the Internet. Yoo can allow access fram the ] ] ]
Internet to applications running on computers inside your secure home network by enabling firewsall - Wiew firewvall details
pinholes. Opening firewall pinholes is also known as opening firewall ports or firewall port forwarding. = Reset all firewsall

To dothis, associate the desired application with the computer below. Ifyou cannat find a listing for your zettings
application, you can create a user-defined application profile. (To create a user-defined profile, you will
need to know protacol and portinfarmation
To Allow Users Through the Firewall to Hosted Applications...
@ Select a computer
Choose the computer that will host applications thraugh the firewall: | voleano E|

9 Edit firewall settings for this computer:

(7 Maximum protection — Disallow unsolicited inbound traffic.

i@ Allow individual application{s) — Choose the application(s) that will be enabled to pass through the firewall to this computer.
Click ADD to add it to the Hosted Applications list.
&11 applications [~ Hosted Applications:

Talkano EPG i
Tulkanao TCP

Yulkano UDP
TMindows Remote Desktop oo

Age of Empires

bLoge of Eings

Age of Wonders FEWMOWE

Aliens ws Predator

Anarchy Online

Azheron’=s Call b -

» Add &3 new user-defined apalication

« Edit or delete uzer-defined application

After adding the new Vulkano applications, you'll see this:
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Hosted Applications:

Tulkano EPG -
Tulkano TCPE
Tulkano TDEP

You can now close the browser window showing your router setup and proceed to test the port forwarding setup with
TV Setup or PC Setup Wizard.
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Apple Airport Extreme

Use the Apple AirPort Utility software to configure your Apple AirPort router.
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Making a DHCP Reservation
The AirPort Extreme router allows you to make a "DHCP Reservation" which makes sure that your Vulkano always
gets assigned the same IP address, without requiring you to actually set Vulkano to use a static IP.

In the AirPort utility, choose the Internet-DHCP tab.

r -
.- AirPort Utility - Gary's AirPort Extre CSREEL X

O m B o
Printers

Disks  Adwanced

File Base Station Zettings Help

| Inkernet Connection | TCRJIF | DHCF | AT |

DHCP Beginning Address; | 10.0 |, 1 .10
Gary's AirPort Extreme DHCP Ending Address: 10,0 L1 .3
DHCP Lease: 24 [hu:uurs -

DHCP Message:

LDAP Server:

DHCF Reservations: | IP Address Diescripkion

) et |

Rewvert ] [ |Jpdate

Click on the "+" sign to add a DHCP reservation.
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DHCP Reservation Setup Assistant R —— ﬁ

If you want to reserve a specific IP address For a client on vour network, enter a description for the
reseryvation,

Description:  Yulkano|

Reserve the address by MAC address or DHCP Client 10,

Reserve address by: (@ MAC Address
) DHCP Clienk ID

When vau are finished, click Continue,

Back, Conkinue ] I Cancel

Enter "Vulkano" for the description and "Reserve by MAC Address", then click on "Continue".

Enter the Vulkano's Mac address, which you can determine by following these instructions, then click on "Done".
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F K
DHCP Reservation Setup Assist_ - — u

Enter the MAC address for the wireless dient receiving the reservation,

MAC Address: 001704012103

Enter the IP address wou wank o reserve For the client, The IP address vou reserve will only be given ko
the client with the MAC address or DHCP Client ID you entered,

IPw4 Address:  10.0.1, 10

Click done when you are finished,

[ Back ][ Cone ] [ Cancel

Finally, click on "Update" to enter the settings to your Apple AirPort Extreme.
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Choosing a static IP address for Vulkano
If you choose not to use DHCP reservation, you will need to explicitly set Vulkano to use a static IP address that will
not conflict with the DHCP range that your router will use to give out addresses automatically to other devices on the

network.

First, determine your DHCP range on the next page, then use this information to set the static IP address on
Vulkano.
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Determining your DHCP range
The "DHCP range" refers to the list of IP addresses that are handed out automatically to devices connecting to your
home network by your router. Each network device requires an IP address to communicate.

To find the Apple Airport Extreme's DHCP range, run the AirPort Utility and access the Internet-DHCP tab as shown.

P )
(= =) =
AirPort Printers Disks  Adwanced

Internet Connection | TCRYIP | DHCF | NAT |

File Base Station Zettings Help

Gary's AirPort Extreme DHCP Ending Address:

DHCP Beginning Address;

DHCP Lease:

DHCP Message:

LDAP Server:

DHCF Reservations: | IP Address Diescripkion

[ Revert ] | Update |

As shown, the DHCP range is from 10.0.1.10 (the DHCP Beginning Address) to 10.0.1.34 (the DHCP Ending
Address). The first three numbers separated by dots, in this case 10.0.1, are collectively known as the subnet.

You want to choose a static IP for Vulkano that is outside of this range.
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The entire subnet consists of the range of IP addresses between 10.0.1.1 and 10.0.1.253. The router usually
reserves the lowest address for itself.

So the IP address ranges in this example are:

10.0.1.1 - used by the Apple router
10.0.1.2 to 10.0.1.9 - available
10.0.1.10 to 10.0.1.34 - used by DHCP
10.0.1.35 to 10.0.1.253 - available

Now proceed to configure Vulkano for an available static IP address using the instructions on this page.
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Configuring Remote Access
To configure remote access on the Apple Airport Extreme, you'll use the "Port Mapping" feature in the Airport Utility

software.

Open the Airport utility and select "Manual Setup” from the main screen.

File Base Station 3Settings Help

® _ AirPart Ukility Found an AirPort Extreme (Simultaneous Dual-Band 110,

Gary's AirPort Extreme

Manual Setup

Click on the "Advanced" icon, then the "Port Mapping" tab.
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AirPork Extreme Name:
IP Address:
Version:

AirPort 10

Gary's AirPort Extreme
10.0.1.1
7.5.1

90:34:00:D7.BF: 1B

If this isn't the AirPort wireless device wou want to set up, wou can select another from the lisk on the left, IF
vou don't see it, make sure it is plugged in and in range of wvour computer,




File Base Station Zettings Help

AjrPort  Internet  Printers Diisks Advanced

Logging and Statistics | Port Mapping | MobileMe | 1Pve |

® _ If wou want computers outside vour network bo access specific devices on your netwaork, dlick Add (+) and
enter a service and pork,
Gary's AirPort Extreme

Description

Rewvert ] [ |Update

Now click the "+" sign to add a new Port Mapping rule.

Select "Custom" from the "Service" drop-down list.
Enter 49177 for both the Public and Private TCP Port(s).

In the "Private IP address" field, enter your Vulkano's static IP address. This will probably be different than what is
shown here.
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Port Mapping Setup Assistant -— - ‘ R ﬁ

Choose a service from the pop-up menu or enter the public and the private IP address and ports that wou
want ko map bebween,

Service: [Custnm. 50 o

Public TCP Part(s) 49177
Public UDP Port{s):
Private IP Address:  10.0.1.4
Private TCP Portis): 49177

Private UDP Park(s):

Back [ Continue l [ Cancel ]

Press "Continue", then enter "Vulkano EPG" in the description field. Click "Done" to save this entry.
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Port Mapping Setup Assistant — I&

Enter the description For this port mapping entry,

Description:  Wulkano EPG

[ Advertise globally using Eonjour

Setrvice Mame:

l Service Type:

| When vou are finished, click Done to save your pork mapping entry.

ﬁ esck || Dore | [ cance

Now click the "+" sign to add another new Port Mapping rule.

Select "Custom" from the "Service" drop-down list.
Enter 56123 for both the Public and Private TCP Port(s), and Public and Private UDP Port(s).

In the "Private IP address" field, enter your Vulkano's static IP address. This will probably be different than what is
shown here.

Version 1.0.2
10/15/2010



f' ™
Port Mapping Setup Assistant - - - — lﬂ

l Choose a service from the pop-up menu or enter the public and the private IP address and ports that wou
want ko map bebween,

Service: [Custnm. 50 o

Public TCP Part(s)  S6123

Public UDP Port{s): 56123

Private IP Address: | 10.0.1.4|
Private TCP Portis):  SA123

Private UDP Park(s)  S6123

Back, [ Conkinue ] [ Cancel ]

Press "Continue", then enter "Vulkano Streaming" in the description field. Click "Done" to save this entry.

Version 1.0.2
10/15/2010



I B
Port Mapping Setup Assistant - - - ﬁ

I Enter the description For this port mapping entry,

Description:  Wulkano streaming

[ Advertise globally using Eonjour

Setrvice Mame:

Service Type:

When vou are finished, click Done to save your pork mapping entry.

[ Back ][ Cone ] [ Cancel ]

Confirm your new entries, then click on "Update". Your Remote Access configuration is now ready to test.
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File Base Station Zettings Help

AjrPort  Internet  Printers Diisks Advanced

| Logging and Statistics | Port Mapping | MobilaMe | IPve |

® _ If wou want computers outside vour network bo access specific devices on your netwaork, dlick Add (+) and
enter a service and pork,
Gary's AirPort Extreme

Description

vulkano EPG
Yulkano streaming

[ Rewvert ] [ |Update ]

You can now close the AirPort Utility and proceed to test the port forwarding setup with TV Setup or PC Setup
Wizard.
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AT&T uVerse (2Wire)
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Choosing a static IP address for Vulkano
As the AT&T 2Wire router does not support DHCP reservation, you will need to explicitly set Vulkano to use a static

IP address that will not conflict with the DHCP range that your router will use to give out addresses automatically to
other devices on the network.

First, determine your DHCP range on the next page, then use this information to set the static IP address on
Vulkano.
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Determining your DHCP range
The "DHCP range" refers to the list of IP addresses that are handed out automatically to devices connecting to your
home network by your router. Each network device requires an IP address to communicate.
Open a browser window, type in the IP address of your router, then hit Enter.

Click on the "Advanced Settings" link to see this page. The DHCP range is shown outlined by an orange box.

EW "/ : B%m Lng:;? gaa ' Firewal

Link Natwaork Network
Summary Wireless Settings = Advanced Setlings £ HOME | Help | Site Map
Edit Advanced Home Network Settings
VWARNING

_"\. Modifying the settings on this page can impact the abilty of computers on the local network to access your broadband connection. Modifications
may alzo affect broadband-enabled applications and services running on the local network.

Settings Current Settings
Private Network Private Netwark
Ifyou change the IP address range, you must renew the DHCP lease on Router 197 18 11,1
all devices on the netwoark, Address; i B
192.168.1.0 f 255.255.265.0 (default) Subnet Mask:  255.255.255.0
DHCP Range: 192_165.11.173 -

17216.0.07255.255.0.0
19z.188.11.200

10.0.0.07255.255.0.0 Allocated: 28
® Configure manualy S
Router Address: 197 .168.11.1 Device List
Subniet Mask: 255.255.255.0 & E;:ZE T 1sz.1es.11.102
| Enable DHCP EDIT ADDRESS ALLOCATION
First DHCP Address: 192.168.11.172
Last DHCP Address: 192.168.11.200
Set DHCF Lease Time 1 hiours

As shown, the DHCP range is from 192.168.11.173 to 192.168.11.200.
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The first three numbers of an IP address, separated by dots, in this case 192.168.11, are collectively known as the
subnet.

You want to choose a static IP for Vulkano that is outside of this range.

The entire subnet consists of the range of IP addresses between 192.168.11.1 and 192.168.11.253. The router
usually reserves the lowest address for itself.

So the IP address ranges in this example are:

192.168.11.1 - used by the 2Wire router
192.168.11.2 to 192.168.11.172 - available
192.168.11.173 to 192.168.11.200 - used by DHCP
192.168.11.201 to 192.168.11.253 - available

Now proceed to configure Vulkano for an available static IP address using the instructions on this page.
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Configuring Remote Access
Log into the AT&T 2Wire router's setup page using the router's IP address in your browser.

By default, there is no login required.

Click on "Settings", then "Firewall".

Under "1) Select a computer"” select "vulkano" or "volcano". The display will change to "You have chosen
vulkano".
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& atat | U-verse EWRE

Home || Services H Settings || Site Map |

System Info  Broadband LAN ._ Firewall Logs Diagnostics

Status Applications, Pinholes and DMZ Advanced Configuration

Allow device application traffic to pass through firewall

By default, the firewall blocks all unwanted access from the Internet. You can allow access from the Internet
to applications running on computers inside your secure home network by enabling firewall pinholes.
Opening firewall pinholes is also known as opening firewall ports or firewall port forwarding. To do this,
associate the desired application with the computer below. If you cannot find a listing for your application,
you can create a user-defined application with the protocol and port information.

Allow device application traffic to pass through firewall

By default, the firewall blocks all unwanted access from the Internet. You can allow access from the Internet
to applications running on computers inside your secure home network by enabling firewall pinholes.
Opening firewall pinholes is also known as opening firewall ports or firewall port forwarding. To do this,
associate the desired application with the computer below. If you cannot find a listing for your application,
you can create a user-defined application with the protocol and port information.

To allow Internet traffic or users through the Firewall to your LAN devices, applications and servers
1) Select a computer

Choose the computer that will host applications through the firewall

r: Choose 192.168.1.64
£t Choose 192.168.1.65

% ¥ou have chosen vulkano
Choose 102.168.1.67

¥ Choose users—iPod

fy» Choose TGC-5anF-01-Why
i Choose Wii

& Enter IP address i [ Choose |

2) Edit firewall settings for this computer

) Maximum protection - Disallow unsolicited inbound traffic

@ Allow individual application(s) | Choose the application(s) that will be enabled to pass through the firewall
it to the Hosted Applications list.

Filter Applications by Application List Hosted Applications
» All applications AeiiEnies = g
e Games Age of Kings =

Age of Wonders
Aliens vs Pradator

+ Messaging and Internet  |Anarchy Online

Phone Asheron’s Call

Baldur's Gate

+ Audio/video

* servers BattleCom
o Other Battlefield Communicator
5y Black and White X o
s User-defined "
Add a new user-defined Edit or delete user-defined
application application
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In the section "2) Edit firewall settings for this computer", choose "Allow individual application(s)".

You will need to add three user-defined applications:

1. Vulkano EPG: TCP on port 49177
2. Vulkano TCP: TCP on port 56123
3. Vulkano UDP: UDP on port 56123

Select "Allow individual applications", then click on the link "Add a new user-defined application".

Enter the settings shown below, then click on "Add to List".
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& atat U-verse

Home | Services Settings

Site Map

System Info  Broadband LAN

Firewall Logs Diagnostics

Status Applications, Pinholes and DMZ  Advanced Configuration

Application Profile Name

Create Application Definition

Protocol

Port (or Range)
Protocol Timeout
Map to Host Port

Application Type

Definition List

Firewall Application Profile Definition

If the desired application requires multiple ports of both TCP and UDP ports, you will need to add multiple
definitions. Current definitions for this profile are shown in the Definition List below.

j'_ifumanu EPG

TCP @ iDP ©
Fron | 48177 |ro 48177
- ._-STCF default 8400 seconds, UDP default 600 seconds

|Default/blank = same port as above

Mote: In some rare instances, certain application types require
specialized firewall changes in addition to simple port forwarding. If

the application you are adding appears in the application type menu
abowve, it is recommended that you select it.

The following screen will appear, confirming your entry.
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© Configuration Successful

Firewall Application Profile Definition

If the desired application requires multiple ports of both TCP and UDF ports, you will need to add multiple
definitions. Current definitions for this profile are shown in the Definition List below.

Application Profile Name
Create Application Definition

Protocol

Port (or Range)
Protocol Timeout
Map to Host Port

Application Type

Definition List

Yulkano ERPG

TCP @ UDP ©

From : '_'T.;, J

[ ._'TCP default 8400 seconds, UDP default 600 seconds
[ ._'Default.-'blank = same port as above

- Ll
MNote: In some rare instances, certain application types require
specialized firewall changes in addition to simple port forwarding. If

the application you are adding appears in the application type menu
above, it is recommended that you select it.

Protocol Port (or Range) Host Port Timeout (sec)

TCP 49177 491FF

Similarly, add the definitions for Vulkano TCP and Vulkano UDP:
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Firewall Application Profile Definition

If the desired application requires multiple ports of both TCP and UDFP ports, you will need to add multiple
definitions. Current definitions for this profile are shown in the Definition List below.

Application Profile Name

Create Application Definition

Protocol

Port (or Range)
Protocol Timeout
Map to Host Port

Application Type

MaAafimitiam 1 irr
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ulkano TCP |

TCP @DP ©

From .55123 | ro 56123

{ |TCP default 8400 seconds, UDP default 600 seconds

{ Default/blank = same port as above
E =]

MNote: In some rare instances, certain application types require
specialized firewall changes in addition to simple port forwarding. If

the application you are adding appears in the application type menu
above, it is recommended that you select it.




Firewall Application Profile Definition

If the desired application requires multiple ports of both TCP and UDFP ports, you will need to add multiple
definitions. Current definitions for this profile are shown in the Definition List below.

Application Profile Name Wulkano UDF |

Create Application Definition

Protocol

Port (or Range)

Protocol Timeout [ \TCP default 8400 seconds, UDP default 600 seconds
Map to Host Port [ ]Default.-'blank = same port as above
Application Type r Ei

Mote: In some rare instances, certain application types require
specialized firewall changes in addition to simple port forwarding. If
the application you are adding appears in the application type menu
above, it is recommended that you select it.

Once you have added all 3 of the application settings for Vulkano, you now need to apply them to the Vulkano
device. Again, make sure that "vulkano" or "volcano" is the selected computer, select "Allow individual

application(s)", click and shift-click to select all three Vulkano application rules, then finally click "Add" to add them
to the list.
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2 Maximum protection - Disallow unsolicited inbound traffic

® Allow individual application(s)}- Choose the application(s) that will be enabled to pass through the firewall
to this computer. to add it to the Hosted Applications list.

Filter Applications by Application List Hosted Applications
" i
All applications — .
e Games WIREES
Tualkano UDP
+ Audio/video WMindows Pemote Desktop

2 bLye of Empires
+ Messaging and Internet

bLoge of Kings

M bLoge of Wonders

* Senvers Aliens ws Predator
Anarchy Online
¢ Other Asheron” = Call

+ User—defined

Add a new user-defined Edit or delete user-defined
application application

© Allow all applications (DMZplus mode) - Set the selected computer in DMZplus mode. All inbound traffic,
except traffic which has been specifically assigned to another computer using the "Allow individual
applications” feature, will automatically be directed to this computer. The DMZplus-enabled computer is
less secure because all unassigned firewall ports are opened for that computer.

MNote: Once DMZplus mode is selected and you click save, the system will issue a new IP address to the
selected computer. The computer must be set to DHCP mode to receive the new IP address from the system,
and you must reboot the computer. If you are changing DMZplus mode from one computer to another
computer, you must reboot both computers.

After adding the new Vulkano applications, you'll see this:
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Hosted Applications:

Tulkano EPG -
Tulkano TCPE
Tulkano TDEP

Now click "Save" to apply the settings to your router.

You can now close the browser window showing your router setup and proceed to test the port forwarding setup with
TV Setup or PC Setup Wizard.
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Additional resources
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Monsoon Multimedia Support Information

Live Support Hours:

9:00 AM to 9:00 PM PST Monday - Saturday
Call 1(866)-937-4282

Support by e-mail

E-mail support@monsoonmultimedia.com and you will hear a reply within 24 hrs Monday to Friday.

For Mobile Queries kindly write to mobile@monsoonmultimedia.com.

Online Vulkano Community Forum: http://placeshiftingenthusiasts.com/mm/forum/
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support@monsoonmultimedia.com
mobile@monsoonmultimedia.com
http://placeshiftingenthusiasts.com/mm/forum/

Web links
Here are links to several technical articles which you may find useful if you wish to learn more about the technology
behind port forwarding. This information is optional and only offered in case you are interested.

General information about Port Forwarding: http://en.wikipedia.org/wiki/Port_forwarding

Vulkano port forwarding instructions for many routers: http://portforward.com/english/applications/port_forwarding/
Monsoon_Vulkano/Monsoon_Vulkanoindex.htm

Note: The software that this web site wants to sell you uses UPnP to attempt port forwarding setup, just like the
Vulkano Setup itself. This is a third-party web site with no affiliation with Monsoon Multimedia.

DHCP: http://en.wikipedia.org/wiki/Dynamic_Host Configuration_Protocol

Finding your DNS server address: http://www.cyberciti.biz/fag/how-to-find-out-what-my-dns-servers-address-is/
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