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FCC Caution

FCC Part 15.19 Caution:

1. This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:
(1) this device may not cause harmful interference and
(2) this device must accept any interference received, including interference that
may cause undesired operation

2. This device and its antenna(s) must not be co-located or operating in conjunction
with any other antenna or transmitter.

3. Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

The antennas used for this transmitter must be installed to provide a separation
distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.

FCC Statement in User’s Manual (for calss B)
FCC Section 15.105

“Federal Communications Commission (FCC) Statement”

This equipment has been tested and found to comply with the limits for a lass B digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation. This

equipment generates uses and can radiate radio frequency energy and, if not

installed and used in accordance with the instructions, may cause harmful

interference to radio communications. However, there is no guarantee that

interference will not occur in a particular installation. If this equipment does cause

harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the

interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipmentinto an outlet on a circuit different from that to which the
receiver is connected.

-- Consult the dealer or an experienced radio/TV technician for help.

CE Statement of Conformity

Our product has been tested in typical configuration by Ecom Sertech Corp and was found to
comply with the essential requirement of “Council Directive on the Approximation of the Laws
of the Member States relating to Electromagnetic Compatibility” (89/336/EEC; 92/31/EEC;
93/68/EEC)
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Chapter 1  Introduction
1.1 Hardware Features

Item Specification

Key Components

Main Processor Realtek RTL8196EU 400MHz Network Processor
Flash 8Mbytes Serial Flash
RAM 32Mbytes SDRAM
Wireless Chip Realtek RTL8188ER 1T1R single chip
Communication Interfaces
LAN Port 1 x 10/100Mbps RJI45 with auto MDI/MD IX
USB Port 1 xUSB 2.0 OTG USB To Ethernet 10/100Mbps
Ethernet
Wireless [EEE 802.11b/g/n 2.4GHz 1T1R
Others
Wireless Antenna Internal x1

802.11b: 19+2dBm @ normal temp. range
802.11g: 16x2dBm @ normal temp. range
802.11n (20MHz/40MHz): 14+2dBm @ normal
temp. range

11Mbps : TYP. -83dBm @ 8% PER

54Mbps: TYP. -70dBm @ 10% PER

11n (20MH2): TYP. -64dBm @ 10% PER

11n (40MH2): TYP. -61dBm @ 10% PER
Reboot/Reset button: push 1 second for restart:
Button push 10 seconds for resetting to system default.
WPS button: push for starting WPS process

Operating Temp.: 0 to 40°C (32 to 104°F)

Transmission Power

Receive Sensitivity

Operation Storage Temp.: -20 to 70°C (-4 to 158°F)

Requirement Operating Humidity: 10% to 85% Non-Condensing
Storage Humidity: 5% to 90% Non-Condensing

Power Supply Power Adapter DC5V/0.5A

Dimensions 69 (L) x 26 (W) x 19.6 (H) mm

http://www.sapido.com.tw/ 6 User Manual v1.0.0



http://www.sapido.com.tw/

1.2 ProductAppearance
LED Indicator Status Description:

POWER WAN WIRELESS

LAN  WPS
= |

Power is being applied to this

(_D Power indicator Green |On
product
On Wireless is connected
Green |Blinking

[[.,U”} (i Wireless / WPS Wireless Tx/Rx activity
I

30ms

activity - —
Reddish [Blinking oo
Orange |30ms WPS function in progress
On 100Mbps Ethernet is connected
G inki .
reen |Blinking 100Mbps Ethernet Tx/Rx activity
30ms
Q LAN port activity Oon 10Mbps Ethernet is connected

Green |Blinking

120ms 10Mbps Ethernet Tx/Rx activity
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Chapter 2 Utility

BRD70n support driver and utility auto install

Auto install

Router mode Install a new usb Ethernet NIC on PC - user
can manage BRD70n by this usb Ethernet NIC
USB to Ethernet Install a new usb Ethernet NIC on PC - user
can access internet by it

USB to Wireless Install a new usb wireless utility and driver on
PC > user can connect to AP by this utility

http://www.sapido.com.tw/ 8 User Manual v1.0.0
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Chapter 3 System and Network Setup

The BRD70N is an easy to setup and wireless device for various application and environment,
especially for large installs such as hotels, offices space, warehouses, hot-spots and more.
To begin with BRD70N , you must have the following minimum system requirements. If your
system can't correspond to the following requirements, you might get some unknown troubles
on your system.

¢  Internet Account for XDSL/Cable Modem

¢  One Ethernet (10/100mbps) network interface card.

¥ TCP/IP and at least one web browser software installed (E.qg.: Internet Explorer, Firefox,
Safari ~ Chrome latest version).

¢ 802.11b -~ g ~ n wireless adapter for wireless mobile clients.

v Recommended OS: WinXP, Visata or Win7 / Linux.

3.1 Build Network Connection

Administrator can manage the settings for WAN, LAN, Wireless Network, NTP, password,
Firewall, etc.

Please confirm the network environment or the purpose before setting this product.

3.2 Connecting BRD70N

Prepare the followings before the connection:
¥  PC or Notebook for setup

¢  Ethernet cable

1. Make sure you are under “Router Mode”.
2.  Connect BRD70N to xDSL/ Cable modem with the Ethernet cable.
3. Turn on your Computer.

3.3 Network setup

After the network connection is built, the next step is setup the router with proper network
parameters, so it can work properly in your network environment. Before you connect to the
wireless router and start configuration procedures, your computer must be able to get an IP
address from the wireless router automatically (use dynamic IP address). If it's set to use
static IP address, or you're unsure, please follow the below instructions to configure your
computer with dynamic IP address:

Insert BRD70n into PC USB port and install utility/driver > after the utility and driver done °
you can get an [P address from BRD70n (router mode )

3.3.1 Windows 2000
Click “Start” button (it should be located at lower-left corner of your computer), then click
control panel. Double-click Network and Dial-up Connections icon, double click Local Area
Connection, and Local Area Connection Properties window will appear. Select “Internet
Protocol (TCP/IP)", then click “Properties”.
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Local Area Connection Properties 3 7] =l

Geneva I
Conmect Leing:
| @3 Fealek RTLA0ZYAS) PO Elheme: Adaplm

Components cheched ane uned bu this connechion:
] 98] Cliart for Microsoft Mehacr::

1 2 Bl cand Pt Sl Hicrasait Koot
L T T I I L
\-1""" taae,,

Instal | Urirestal ;'_T Propesine

Dlescrigion ML TTPPPPPPETT L
Traremsnon Conliol ProtacolInlsme: Fielocol Tre delauk
e siEa nmwmmm:atn
Ao dhoeies Pharcorreciad natunks

¥ Sheowy icon in laskbar mhen coneected

ot | Cemwal |

1. Select “Obtain an IP address automatically” and “Obtain DNS server address

automatically”, then click “OK”.
InLernel Protocol (TCRTP) Properises : __'uﬂ

Gereral I

“fow o et 1P settings assigred subomsticaly i pour retwatk suppornts
Thi capabiily, Othersse, pou essd 10 ack, wour neswork adminiralo) bor
Ihe sppiomais P ssbnge.

t @ Oblan anlF addess sulomabcaly :
1.?!“,5”%1!!%--------- (R R R R R R L]

= Optain DS seve adbess adonalcaly :
8 lluwmﬂmm"rrmrm:—
Freferred DS sonver
et DHE sewey,
-E-_C-!ﬂ-_-
5 ok | & ocaen |

3.3.2 Windows XP
1. Click “Start” button (it should be located at lower-left corner of your computer), then
click control panel. Double-click Network and Internet Connections icon, click Network
Connections, then double-click Local Area Connection, Local Area Connection Status
window will appear, and then click “Properties”.
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4. Local Area Connection Properties

Geneezl | &therbcation | Advanced

Cornect using

EE AMD PCMET Family PCI Etramet &d .

Thiz conmection utes tha falowsirg ilems:

W B2 Chent for Microsoft Neworks
[ Fiweartef PREESS Mg dgr Micrazalt Kebwodes
B BN 00S Packel Scheduer

*a

Inztal . 1 .; Popestias _

L= i

L)
L ——

Desciplion

Trarmrizsion Contiol ProtocolInbamet Protocol The defaul
wide area restweork, probocol Bhat provides communication
acioss diverse inberconnecied nebaarks

[ Shews icen in nobhcalion aiea when carneched
[w] Hotity me: wien this cornection has imited o ne connectiviy

[ oc ][ conn ]

2. Select “Obtain an IP address automatically” and “Obtain DNS server address
automatically”, then click “OK”.

Internet Protocol (TCPSAP) Properties

Geraial | Akeinste Corfguiahion

“fou can get IP selings assigned sulomahcaly F o nebeork supports
thiz capabiity, Otheseaze, vou need to ask pour netwark, administrator far
the aparopiate P sellings

P

= (e Oplaans DHS server addies: automatcaly

-:;Q Usg the flawing DNS sorver addipeses:

LI '™
-

i Cor ) F coea |

¥

3.3.3 Windows Vista/Windows 7
1. Click “Start” button (it should be located at lower-left corner of your computer), then
click control panel. Click View Network Status and Tasks, and then click Manage Network
Connections. Right-click Local Area Network, then select “Properties”. Local Area
Connection Properties window will appear, select “Internet Protocol Version 4 (TCP / IPv4)”,
and then click “Properties”.
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x|

Ketwirking |
Connect uging:

| &% e} FRO/10M0 MT Netwok Comnaction

Thia conniction 1ses tha folowing hema:
W % Chard for Microsoft Netwarks
w JBl0sS Padcst Schedulsr
File ard Prioter Sharne for Microscht Networs

]
o=t 9 "L ueme Frotocel Versan & (1CH/ 98 vs,

+
I.._4

Descnphion e aripgpmarest 1
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ok | Ceed |

2. Select “Obtain an IP address automatically” and “Obtain DNS server address
automatically”, then click “OK”.

Gemeral | Altermiats ConSguration |

o can gat [P seHings assigrend automatizaly if your nebwerk supports
ﬂnmﬂn.m._ml'ndhdmmm'kMam

S & Gbian e et :
/ Laas A R T Aot e s s e (RETRT TR RN )
F ockr g

[ ik getenpay: i
JUR I T S W LR EE R NN R N
- -
» " Obtan DHS server address sutomaticaliy -

l_gpwmm%wu_-_!--u-n-- aa it

Eler bsata DS Suever

Actyanced. ..

ppRA RSNy,
& a
o I'E.m:ll |
5

3.4 Router IP Address Lookup

After the IP address setup was completed, please clicks “start” — “run” at the bottom-lower
corner of your desktop:
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] ,.] home user

ﬁ Internet o My Documents
) o 1
Recent Documents  #
l’"'l E-mail --‘} s B
e My Picbures
L] .
m Command Prompt =t My Music

j_-! My Computer

‘!" (B
=

[}- Cortral Pariel
® windows Madia Playar

Set Program dccess and

Deafaiks
.3 N E R 4 Prirters and Faxes
i Print=
@ Tour Windoiws 2P .!J, Help and Suppart

K #j Files and Settings Trarsfer J—J Soarch

Wizard
All Programs L ’
) ooor [ |rum off computer

74 start

Input “cmd”, and then click “OK”.

Run E|®

= Tvpe the name of & program, Folder, document, or
: Internet resource, and Windows wil open b For wou.

Open: | cmd| w
|

Input “ipconfig”, then press “Enter” key. Please check the IP address followed by “Default
Gateway” (In this example, the gateway IP address of router is 192.168.1.1)

CzsDocuments and Settingssdemo?ipconfig

QK ][ Cancel ][ Brovese. .. ]

Windows 1P Configuration

Ethernet er Local Area Connection:

Czwlocuments and Settingssdemo?

NOTE: If the IP address of Gateway is not displayed, or the address followed by ‘IP Address’ begins with
“169.x.x.X", please recheck network connection between your computer and router, and / or go to the
beginning of this chapter, to recheck every step of network setup procedure.

3.41 Loginto Web GUI ( Router mode)
After your computer obtained an IP address from wireless router, please start your web
browser, and input the IP address of the wireless router in address bar, and the following
message should be shown. Please click “admin” to login the BRD70N .
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.-":‘ Login - Windows Internet Explorer

IF—.'.-_Q" -
€12 || hitp:/192.168.1 Liadmin asp

Enter the User name and Password in to the blank and then Click Login. The default values
for User Name and Password are admin (all in lowercase letters).

™  English IEI
&  Tlser Mame (default:admin)
%  Fasword (default:admin)

Change Pazsword

Users can set or change user name and password used for accessing the web management
interface in this section.

Input User Name and New Password, then input Confirm Password again.

™  English EI
& Tlser Mame (default:admin)
% Fasword (default:admin)

| T Change Password

/

% MewPasword

% Eeenter Mew Password

subroit et

Chapter 4 Internet Connection
This Chapter describes how to setup BRD70N to the internet. The BRD70N is delivered with
the following factory default parameters.

Default IP address: 192.168.1.1

Default IP subnet mask: 255.255.255.0

Web login user name: admin

Web login password: admin

http://www.sapido.com.tw/ 14 User Manual v1.0.0
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4.1 Using as a broadband router
“N Open a Web browser, and enter http://192.168.1.1 (Default Gateway) into the blank.

/2 Login - Windows Internet Explorer
e

(& A Igl hittp: /192,168 1. 1ad min asp

I Enter the User name and Password into the blank and then click Login. The default

values for User Name and Password are admin (all in lowercase letters).

™  English E|
& | TUser Mare (default:admin)
®  Fasword (default:admin)

Status page

Download
pdadd

Login Change Fassword

Sapido

@ Home Status

Fimmware Version

Logout

Operaten Mode

AT o Getting 1P from DHCP
HED AN Satus sarver ey
Uptime  Start :

: WAM 1P Address & 0.0.0.0 P o =
T:HL‘_’ " 1543 : i o .
(| 3 {0 DNS 1 = 0.0.0.0 J;\-.._. 3 oo
01/28 18+ 44 el =
DS 2 ®| 0.0.0.0 fione .
DS B 0.0.0.0 .
Halp - . . o
I . Attain I[P Protocal B OHCP
This page has the status of Intermet s A = g
cormection and the infeemation of the local Gakewa 2l 0.0.0.0
! Lateway [N !
ared natwork
1. Click on thie diagram for the WAN Setting ® Forsarding Setting.,, et Mol

informatich mtermel comnection.

2. Click on the [Routes] diagram for the
configuration of this mater, You can
also change the sottings through this
Funckian,

3. Click on the diagram Far
numbers of the user who are
ponnecting to this router. You can

block/unlack the usars” connectan,

42 Home button menu
Gj Home

Click Home button icon to enter MENU as below.
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N
(=

Internet Setup

Wireless Basic Settings DDNS

€ <

Firmware Upgrade

=3

&

Time Zone Dos Femote Management Advance Setup
Status Factory Default Reboot Logout
Item Description

Internet Setup

There are several different method to access Internet : PPPoOE -~
DHCP - Static IP ~ PPTP ~ L2TP - WiFi ISP

Wireless Basic Settings

Do wireless basic configuration : SSID - encryption

DDNS

You can assign a fixed host and domain name to a dynamic
Internet IP address. Each time the router boots up, it will re-register
its domain-name-to-IP-address mapping with the DDNS service
provider.

Firmware Upgrade

This function allows you upgrade the BRC70X firmware to new
version. Please note do not power off the device during the upload
because it may crash the system.

Time Zone You can maintain the system time by synchronizing with a public
time server over the Internet.
DoS Denial of Service

Remote management

This page allows you to access the GUI on WAN.

Advance Setup

Advance setting menu

Status You could check WAN, LAN, Client network in status.
Factory Default You could reset the current configuration to factory default.
Reboot This function is used to reboot

Logout This page is used to logout.

http://www.sapido.com.tw/
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4.3 Internet Setup
Click Internet Setup iconto enter WAN setup as below. The Intemet Setup is

depended on the service that you contract with the provider. The BRD70N provides five selections
for the Internet Mode type, PPPoE, DHCP, Static IP , PPTP and L2TP and HotSpot. Check

with your ISP if you don’'t know the WAN type.
Internet Setup

TN
(PPPoe DHCE
o [

DHCP Static IP

PPTP L2TP

http://www.sapido.com.tw/ 17 User Manual v1.0.0
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43.1 PPPoE
PPPOE

PPPoE user name and password

User Name:
Password:

Wireless Setup
Wireless AP

SSID

Encryption:
WPA_Pre-Shared Key

@ Enable © Disable
Sapido_Router
WPA2 B2

Item Description
User Name Input your user name provided by your ISP. If you don’t know,
please check with your ISP.
Password Input the password provided by your ISP.
Wireless AP Turn on/off wireless
SSID Service Set identifier, users can define to any or keep as default.
Encryption Select wireless encryption type form the drop-down list.
4.3.2 DHCP
DHCP
MAC setting
MAC type © Universal @ Specific
Clone MAC Address: 00d041cd4012
Wireless Setup
Wireless AP @ Enable © Disable
551D Sapido_Router
Encryption: WPA2 (=]
WPA_Pre-Shared Key  sesssessse
Item Description
MAC type Select "Universal” or “ Specific"
Wireless AP Turn on/ off wireless
SSID Service Set identifier, users can define to any or keep as default.
Encryption Select wireless encryption type form the drop-down list.

http://www.sapido.com.tw/
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4.3.3 Static IP
Static IP

IP Address setting

[P Address: 172111
Subnet Mask: 25525525510
Gateway: 172.1.1.254
DNS: 8.8.8.8

Wireless Setup

Wireless AP @ Enable © Disable
551D Sapido_Router
Encryption: WPA2 (=]

WPA_Pre-Shared Key  eessssssne

Item Description
IP Address Enter the IP address which is provided by your ISP.
Subnet Mask Please enter the Subnet Mask address
Gateway Input ISP Default Gateway Address.
DNS Input DNS information which is provided by your ISP
Wireless AP Turn on/off wireless
SSID Service Set identifier, users can define to any or keep as default.
Encryption Select wireless encryption type form the drop-down list.
434 PPTP
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PPTP

IP Address setting

Address Mode:
Server IP Address:
User Name:
Password:

MTU Size:

Wireless Setup
Wireless AP

® Dynamic © Static

172111

1400 (1400-1460 Bytes)

[[1 Enable MPPE Encryption
[[1 Enable MPPC Compression

@ Enable © Disable

S5ID Sapido_Router
Encryption: WPA2 B2
WPA_Pre-Shared Key  sessssssse
ltem Description
Address Mode Select "Dynamic" or "Static"
IP Address Input your IP address or domain name
Gateway Input ISP Default Gateway Address.

Server IP Address

Input your server IP address provided by your ISP. If you don't

know, please check with your ISP.

User Name Input PPTP account provided by your ISP.
Password Input the password provided by your ISP.
MTU Size Maximum Transmission Unit. Usually provide by computer

operation systems (OS). Advanced users can set it manually.

Enable MPPE Encryption

Microsoft Point-to-Point Encryption (MPPE) provides data security
for the PPTP connection that is between the VPN client and VPN
server.

Enable MPPC Compression

Microsoft Point-to-Point Compression (MPPC) is a scheme used to
compress Point-to-Point Protocol (PPP) packets between Cisco
and Microsoft client devices. The MPPC algorithm is designed to
optimize bandwidth utilization in order to support multiple
simultaneous connections. The MPP C algorithm uses a
Lempel-Ziv (LZ) based algorithm with a continuous history buffer,
called a dictionar

Wireless AP Turn on/off wireless
SSID Service Set identifier, users can define to any or keep as default.
Encryption Select wireless encryption type form the drop-down list.

435 L2TP

http://www.sapido.com.tw/
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L2TP

IP Address setting

Address Mode:

Server IP Address:

User Name:
FPassword:
MTU Size:

Wireless Setup
Wireless AP

@ Dynamic O Static
172111

1400 (1400-1460 Bytes)

@ Enable © Disable

S5ID Sapido_Router
Encryption: WPA2 (=]
WPA_Pre-Shared Key  essssssnse
Item Description
Address Mode Select "Dynamic" or "Static"
IP Address Input your IP address or domain name
Gateway Input ISP Default Gateway Address.

Server IP Address

Input your server IP address provided by your ISP. If you don't
know, please check with your ISP.

User Name Input PPTP account provided by your ISP.

Password Input the password provided by your ISP.

MTU Size Maximum Transmission Unit. Usually provide by computer
operation systems (OS). Advanced users can set it manually.

Wireless AP Turn on/ off wireless

SSID Service Set identifier, users can define to any or keep as default.

Encryption Select wireless encryption type form the drop-down list.
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Chapter 5 GUI Function Setup

5.1 Wireless basic settingAP

This page is used to configure the parameters for wireless LAN clients which may connect to
your Access Point. Here you may change wireless encryption settings as well as wireless
network parameters

Wireless Basic Settings

[ Disable Wireless

S5ID: Sapido BRD70n_311242
Encryption None B2
Item Description
Disable Wireless Turn on/ off wireless
SSID Service Set identifier, users can define to any or keep as default.
Encryption Select wireless encryption type form the drop-down list.
5.2 DDNS

You can assign a fixed host and domain name to a dynamic Internet IP address. Each time
the router boots up, it will re-register its domain-name-to-1P-address mapping with the DDNS
service provider. This is the way Internet users can access the router through a domain name
instead of its IP address.

| Note: make sure that you have registered with a DDNS service provider before enabling this feature.

Dynamic DNS

[ Enable DDNS

Service Provider :

Domain Name :

User Name/Emai

Password/Key :
Mote:

For TZ0, you can have a 30 days free trial here or manage your TZ0 account in contro
panel

For DynDNS, you can create your DynDMNS account

Please enter Domain Name, User Name/Email, and Password/Key. After entering, click on
Apply Changes to save the setting, or you may click on Reset to clear all the input data.
Item Description
Enable/Disable DDNS Select enable to use DDNS function. Each time your IP address to
WAN is changed, and the information will be updated to DDNS
service provider automatically.
Service Provider Choose correct Service Provider from drop-down list, here including
DynDNS, TZO, ChangelP, Eurodns, OVH, NO-IP, ODS, Regfish
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embedded in BRD70n.
User Name/Email User name is used as an identity to login Dynamic-DNS service.
Password/Key Password is applied to login Dynamic-DNS senice.

5.3 Firmware Upgrade
This function can upgrade the firmware of the router. There are two methods for user upgrade
firmware: Auto upgrade and Manual upgrade.

Caution: To prevent that firmware upgrading is interrupted by other wireless signals and causes failure.
We recommend users to use wired connection during upgrading.

| Note: The firmware upgrade will not remove your previous settings.

5.3.1 Auto upgrade
It provide auto detect new firmware from Internet, and user can select to upgrade
new version or not.

Firmware Upgrade
@ Auto upgrade © Manual upgrade

MNow Version : Verl.0.1
New Version :

Upgrade Firmware ?

Yes

5.3.2 Manual upgrade
If you download firmware from website, you can upgrade firmware manual as
below.

Firmware Upgrade

Auto upgrade

Select File:

Upload Reset

54 Time Zone
Users can select time zone and synchronize the local clock on the router.
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Time Zone Setting

Time Zone Select :

(GMT+08:00)Taipei

e J s J oo

Item

Description

Time Zone Select

Please select the time zone.

5.5

It provide 2 kind of Denial of Service: Home and Enterprise

4

DoS

Home:

Denial of Service

NEEEEEEEEEFE

Disable

TCP/UDP Port Scan
ICMP Smurf

IP Land

IP Spoof

IP Tear Drop

Ping Of Death

TCP Scan

TCP Syn With Data
UDP Bomb

UDP Echo Chargen

|'§-:|

Home

©  Enterprise

Sensitivity

o
Item Description
Home Check “Home” to enable DoS function for prevention. You also can
check “NO Prevention” to disable DoS function.
v Enterprise:
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Denial of Service

© Disable 2 Home @ Enterprise

Whole System Flood : SYN 0 Packets/Second
Whole System Flood : FIN 0 Packets/Second
Whole System Flood : UDP 0 Packets/Second
Whole System Flood : ICMP 0 Packets/Second
Per-Source IP Flood : SYN 0  Packets/Second
Per-Source IP Flood : FIN 0 Packets/Second
Per-Source IP Flood : UDP 0 Packets/Second
Per-Source IP Flood : ICMP 0 Packets/Second
Enable Source IP Blocking 0 Block time (sec)

TCP/UDP Port Scan Sensitivity

ICMP Smurf

IP Land

IP Spoof

IP Tear Drop

Ping Of Death

TCP Scan

TCP Syn With Data
UDP Bomb

UDP Echo Chargen

D €3

Item i Description
Enterprise Check “E nterprise” to enable DoS function for prevention. You also
can check “No Prevention’ to disable DoS function.

B EEEEEEEES
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5.6 Remote Management
This page allows you to access the GUI on WAN.

Remote manager

HTTP Connection Port: &0
Enable Web Server

Enable
Access on WAN: | El
i
Item Description
HTTP Connection Port Users can access GUI by this port » default is 80
Enable Web Server Access Allow user access GUI from WAN side
on WAN
5.7 Status

You could check WAN, LAN, Client network in status.
WAN Configuration

Status
WAN status Getting IP from DHCP m
SErver D) o
SS5I0:
WAN IP Address 2| 0.0.0.0 oo BRD ’
70n_311242 N _
- Sapido_BRD70
DNS 1 # 0.0.0.0
Encryption: - n_311242
DNS 2 # 0.0.0.0 Mone .
DNS 3 # 0.0.0.0 :
Attain IP Protocol #| DHCP
Gateway % 0.0.0.0 [:
WAN Setting #| Forwarding Setting... Client Mumberl

LAN Configuration
User can enable/disable wireless ~ PdNet ~ web server on WAN from this page.
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Status

LAN IP Address # 102.168.1.1

MAC Address # 00:e0:4c:0a:15:79

Wireless AP = Enable (@]

Disable
SSID # Sapido BRD70n_:
Encryption # |Nnne E|
PdNet =
Device Name #| Sapido_BRD70n_311242

Web Server on WAN |#

Client Configuration
Status Allow or block client

to access internet

Client List

IP address Host name kade
192.168.1.100 James-PC ﬂ

Blockade List

IP address Host name Unlock

5.8 Factory Default

You could reset the current configuration to factory default.
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DHCP

S5I1D:
Sapido_BRD
J70n_311242

Encryptipn:
MNone

Sapidd BRD70
n_31ip4z

S5ID:
Sapido_BRD
7O0n_311242

Encryption:
None

-+ fKe-E

Client Numberl

DHCP

Sapido_BRD70
n_311247

Client Numberl

User Manual v1.0.0


http://www.sapido.com.tw/

Reset Default

Are you really want to factory default machine config ?

Yes

5.9 Reboot
This function is used to reboot

Reboot

Do you want to reboot ?

Yes

5.10 Logout

This page is used to logout

Logout

Do you want to logout ?

Yes
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Chapter 6 Advance Setup
6.1 Internet Mode

6.1.1 Internet Setup

Please refer Internet Setup

6.2 IP Config
6.2.1 WAN
6.2.1.1 PPPoOE

Wan interface setup

PPPoE

User Name:

Password:

Service Name:

Connection Type:

DHCP Static IP PPTP L2TP

Continuon s |E|

Comnect Discomnect
Idle Time: 5 (1-1000 minutes)
MTU Size: 1452 (1360-1492 Bytes)

@ Attain DNS Automatically
© Set DNS Manually

DNS 1: 2558
DNS 2: [o0.00
DNS 3: 0.0.00

Clone MAC Address: COOO0O000000

Enable IGMP Proxy
[[1 Enable Ping Access on WAN

Eefiesh

Item Description

User Name Input your user name provided by your ISP. If you don’'t know,
please check with your ISP.

Password Input the password provided by your ISP.

Service Name

Input the service name provided by your ISP.

Connection Type

Three types for select: Continues, Connect on Demand, and
Manual.

MTU Size Maximum Transmission Unit. Usually provide by computer
operation systems (OS). Advanced users can set it manually.
DNS Select Attain DNS Automatically. Or select Set DNS Manually,

if you want to specify the DNS, and enter the DNS provided by your
ISPinDNS 12 3.

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
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Address"

Save & Apply Click on Sawe to save the setting date, the Apply button for execute
current configuration.
6.2.1.2 DHCP
Wan interface setup
PPPoOE ”DH CP Static IP PPTP L2TP
Host Name:
MTU Size: 1452 (1400-1492 Bytes)
@ Attain DNS Automatically
© Set DNS Manually
DNS 1: |
DNS 2: |
DNS 3: |
Clone MAC Address: COCOCO0C0000

Enable IGMP Proxy
[l Enable Ping Access on WAN

Item Description

Host Name You can keep the default as the host name, or input a specific
name if required by your ISP.

MTU Size Maximum Transmission Unit. Usually provide by computer
operation systems (OS). Advanced users can set it manually.

DNS Select Attain DNS Automatically. Or select Set DNS Manually,

if you want to specify the DNS, and enter the DNS provided by your
ISP in DNS 12 3.

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address”

Save & Apply

Click on Sawe to sawe the setting date, the Apply button for execute
current configuration.

6.2.1.3 Static IP
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Wan interface setup

PPPOE DHCP HStatic IP PPTP L2TP
IP Address: 172111

Subnet Mask: 2552552550

Gateway: 17111254

MTU Size: 1500 (1400-1500 Bytes)

DNS 1: a.8.8.8

DNS 2: 0.0.00

DNS 3: 0000

Clone MAC Address: OOO0O000C00

Enable IGMP Proxy
[ Enable Ping Access on WAN

Item Description

IP Address Enter the IP address which is provided by your ISP.

Subnet Mask Please enter the Subnet Mask address

Gateway Input ISP Default Gateway Address, .

MTU Size Maximum Transmission Unit. Usually provide by computer
operation systems (OS). Advanced users can set it manually.

DNS Input DNS information which is provided by your ISP

Clone Mac Address Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Save & Apply Click on Sawe to save the setting date, the Apply button for execute
current configuration.

6.2.1.4 PPTP
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Wan interface setup

PPPoE DHCP Static IP HF‘F‘TF‘ L2TP

Address Mode:
Server IP Address:
User Name:
Password:

MTU Size:

@ Dynamic © Static
172,111

1400 (1400-1460 Bytes)

[ Enable MPPE Encryption
[ Enable MPPC Compression

@ Attain DNS Automatically
@ Set DNS Manually

DNS 1:
DNS 2:
DNS 3:

Clone MAC Address: Q00000000000

Enable IGMP Proxy
1 Enable Ping Access on WAN

Item

Description

Server |IP Address

Input your server IP address provided by your ISP. If you don’t
know, please check with your ISP.

User Name Input PPTP account provided by your ISP.
Password Input the password provided by your ISP.
MTU Size Maximum Transmission Unit. Usually provide by computer

operation systems (OS). Advanced users can set it manually.

Enable MPPE Encryption

Microsoft Point-to-Point Encryption (MPPE) provides data security
for the PPTP connection that is between the VPN client and VPN
server.

Enable MPPC Compression

Microsoft Point-to-Point Compression (MPPC) is a scheme used to
compress Point-to-Point Protocol (PPP) packets between Cisco
and Microsoft client devices. The MPPC algorithm is designed to
optimize bandwidth utilization in order to support multiple
simultaneous connections. The MPP C algorithm uses a
Lempel-Ziv (LZ) based algorithm with a continuous history buffer,
called a dictionar

DNS

Select Attain DNS Automatically. Or select Set DNS Manually, if
you want to specify the DNS, and enter the DNS provided by your
ISPin DNS 12 3.

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Save & Apply

Click on Sawe to sawe the setting date, the Apply button for execute
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| current configuration.

6.2.1.5 L2TP
Wan interface setup

PPPoE DHCP Static IP PPTP ”LETF‘
Address Mode: @ Dynamic © Static

Server IP Address: 172111

User Name:

Password:

MTU Size: 1400 (1400-1460 Bytes)

@ Attain DNS Automatically
© Set DNS Manually

DNS 1: |
DNS 2: |
DNS 3: |
Clone MAC Address: CO0000000000

Enable IGMP Proxy
[l Enable Ping Access on WAN

Item

Description

Server IP Address

Input your server IP address or Host Name provided by your ISP.
If you don’t know, please check with your ISP.

User Name Input PPTP account provided by your ISP.

Password Input the password provided by your ISP.

MTU Size Maximum Transmission Unit. Usually provide by computer
operation systems (OS). Advanced users can set it manually.

DNS Select Attain DNS Automatically. Or select Set DNS Manually, if

you want to specify the DNS, and enter the DNS provided by your
ISP in DNS 12 3.

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address”

Save & Apply

Click on Sawe to sawe the setting date, the Apply button for execute

current configuration.

6.2.2 LAN

Use this page to set up the local IP address and subnet mask for your router.
Please select LAN Interface Setup under the IP Config menu and follow the
instructions below to enter the LAN setting page to configure the settings you
want.
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LAN Interface Setup

IP Address:
Subnet Mask:
Gateway':
DHCP:

DHCP Client Range:
DHCP Lease Time:

static DHCP:

Domain Name:

192.165.0.1

2552552550

192.168.0.1

Server |E|

192.168.0100 - 1921680200
480 (1 - 10080 minutes)

sapido Router

802.1d Spanning Tree: |Disabled =]

Clone MAC Address: Q00000000000
ltem Description
IP Address The default value of LAN IP address is 192.168.1.1 for this router.
Subnet Mask Input Subnet Mask, normally it is 255.255.255.0.
Gateway Input ISP Default Gateway Address. If you don't know, please
check with your ISP.
DHCP Enable or disable DHCP services. The DHCP server will

automatically allocate an unused IP address from the IP address
pool to the requesting computer if enabled.

DHCP Client Range

Define the DHCP client range and then the DHCP server will
assign an IP to the requesting computer from this range. The
Show Client will display every assigned IP address, MAC address,
and expired time. The default range is 192.168.1.100 -
192.168.1.200.

DHCP Lease Time

IP avaliable time

Set Static DHCP

This function allows you reserve IP addresses, and assign
the same IP address to the network device with the specified
MAC address any time it requests an IP address. This is
almost the same as when a device has a static IP address
except that the device must still request an IP address from
the DHCP server

Domain Name

The name of device

802.1d Spanning Tree

IEEE 802.1d Spanning Tree Protocol (STP) is a link layer
network protocol that ensures a loop-free topology for any bridged
LAN. The main purpose of STP is to ensure that you do not create
loops when you have redundant paths in your network. Loops are
deadly to a network.

CloneMACAddress

Copy the MAC address from the device you had registered to your
ISP if your ISP asks for the specific MAC Address.

Set Static DHCP :
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IP Binding

[l Enable Static DHCP
IP Address:
MAC Address:

Add

Static DHCP List:
IP Address

James-PC

MAC Address

Select

Item

Description

Enable Static DHCP

Select enable to use Static DHCP function

IP Address

Please enter IP address to limit

MAC address

Please enter MAC address to limit

Static DHCP List

It will display all IP and MAC address you made.

Delete Selected & Delete
All

Click Delete Selected will delete the selected item. Click Delete All

will delete all items in this table.

6.2.3 DDNS

You can assign a fixed host and domain name to a dynamic Internet IP address. Each time
the router boots up, it will re-register its domain-name-to-IP-address mapping with the DDNS
service provider. This is the way Internet users can access the router through a domain name

instead of its IP address.

| Note: make sure that you have registered with a DDNS service provider before enabling this feature.

Dynamic DNS

[l Enable DDNS
Service Provider :
Domain Name :
User Name/Email :

Password/Key :
Mote:

0 E dyndns

hest dyndns ooz

For TZ0, you can have a 20 days free trial here or manage your TZ0 account in control

panel

For DynDNS, yvou can create yvour DynDNS account

Refirsh
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Please enter Domain Name, User Name/Email, and Password/Key. After entering, click on
Apply Changes to save the setting, or you may click on Reset to clear all the input data.
Item Description
Enable/Disable DDNS Select enable to use DDNS function. Each time your IP address to
WAN is changed, and the information will be updated to DDNS
service provider automatically.
Service Provider Choose correct Service Provider from drop-down list, here including
DynDNS, TZO, ChangelP, Eurodns, OVH, NO-IP, ODS, Regfish
embedded in BRD70N .

User Name/Email User name is used as an identity to login Dynamic-DNS service.
Password/Key Password is applied to login Dynamic-DNS service.
Save & Apply Click on “Save” to save the setting data. The “Apply” button can

execute current configuration

6.3 IPv6 Config

IPv6 Setting

Enable IPvG

WAN
origin Type: DHCP6 |+ |
WAN Link Type: FFFoE | » |

PPPoOE
User Name:
Password:

Service Name:

AC Name:
Connection Type: Continucns E|
Disepneet
Idle Time: 5 (1-1000 minutes)
MTU Size: 1452 (1360-1492 bytes)

DNSv6 Setting

Enable DNSvE
Router Name router.oy
@ Attain DNS

Automatically
© Set DNS Manually
DNS1 Prefix Length
Q000 [ (0000 2 |0000 @ (0000 3 (0000 20000 {3 (0000 {2 (0000 0

Eefresh
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Item Description
Origin Type SLAAC ~ DHCPv6 ~ IP ° Please check ISP to get correct type
WAN Link Type PPPoOE ~ TP
PPPoE Use IPv4 PPPoE account and password to do IPv6 connect
Child Prefix Address Check ISP to get this data
Static IP Check ISP to get IP address and default gateway IP address
Router Name Router domain
DNSv6 Select Attain DNS Automatically. Or select Set DNS Manually, if
you want to specify the DNS, and enter the DNS provided by your
ISP in DNS
6.4 Wireless

6.4.1 Basic Settings

This page is used to configure the parameters for wireless LAN clients who may
connect to your Access Point. Here you may change wireless encryption settings
as well as wireless network parameters

Wireless Basic Settings

[ Disable Wireless

Band: 24 GHa (B+G+N) [ = |

Mode: AP B2 Multiple AP
Network Type: Infrastructure

S5ID: Sapido_Fonter

Channel Width: Ao =]

Control Sideband: Uprer | = |

Channel Number: Auto [ v |

Broadcast SSID: Enakled [=|

WMM: Enahled

Data Rate: Auto ||

Associated Clients: Showr Active Clients

Enable Mac Clone
Enable Universal Repeater
SSID Extended: ESSID Sapido Rouer

Refresh [N Save
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Data Broadcast Active

No. Enable Band SSID Rate . WMM Access l[Ii‘e-nt
List

AP1 al f

AP2 7

AP3 |

AP4 [

Iltem Description

Disable Wireless Turn off the wireless service.

Band Select the frequency. It has 6 options: 2.4 GHz
(B/G/N/B+G/G+N/B+G+N).

Mode Select the mode. It has 3 modes to select: (AP, Client, WDS,

AP+WDS).
Multiple AP: Please check Section 4.1.2.1.
* In Wi-Fi AP mode only support Client mode.

Network Type

v Infrastructure : one of the two methods for connecting to

wireless networks with Wi-Fi enabled devices such as
laptops, Pda’s I-phone etc. These devices are connected to
wireless network with the help of Access point (AP). Wireless
Access Points are usually routers or switches which are
connected to internet by Ethernet port.

v  Ad hoc : By using ad hoc mode, devices are capable for
communicating directly with each other. No Access point
(routers / switches) is required for communication between
devices and all devices in the range connect in peer to peer
communication mode.

SSID

Service Set identifier, users can define to any or keep as default.

Channel Width

Please select the channel width, it has 3 options: 20MHz / 40MHz /
Auto

Control Sideband

Enable this function will control your router use lower or upper
channel.

Channel Number

Please select the channel; it has Auto, 1, 2~11 options.

Broadband SSID

User may choose to enable Broadcast SSID or not.

WMM

Enable / Disable Wi-Fi Multimedia

Data Rate

Please select the data transmission rate.

Associate Clients

Check the AP connectors and the Wireless connecting status.

Enable MAC Clone
(Single Ethernet Client)

Clone the MAC address for ISP to identify.

Enable Universal Repeater
Mode (Acting as AP and

Client simultaneously)

Allow to equip with the wireless way conjunction upper level,
provide the bottom layer user link in wireless and wired way in the
meantime.

(The IP that bottom layer obtains is from upper level.)

SSID of Extended Interface

While linking the upper level device in wireless way, you can set
SSID to give the bottom layer user search.

Multiple AP BRD70n can register up to 4 SSIDs (wireless LAN group).
It can be used as if there are multiple wireless LAN access
points with one product. Each SSID could be set with
different data rate, WMM and access type

Save & Apply Click on “Save” to save the setting data. The “Apply” button can
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| execute current configuration

6.4.2 Advanced Se

ttings

Wireless Advanced Settings

Fragment Threshold:
RTS Threshold:
Beacon Interval:
Preamble Type:
IAPP:

Protection:
Aggregation:
Short GI:

WLAMN Partition:
20/40MHz Coexist:
RF Output Power:

236 (256-2346)

2347 (0-2347)

100 (20-1024 ms)

@ Long Preamble © Short Preamble

@ Enabled © Disabled
~ Enabled @ Disabled
@ Enabled © Disabled
@ Enabled © Disabled
2 Enabled @ Disabled
@ Enabled © Disabled

®100% ©O70% ©O50% ©35% O15%

Item

Description

Fragment Threshold

To identify the maxima length of packet, the over length packet will be
fragmentized. The allowed range is 256-2346, and default length is
2346.

RTS Threshold

This value should remain at its default setting of 2347. The range is
0~2347. Should you encounter inconsistent data flow, only minor
modifications are recommended. If a network packet is smaller than
the present RTS threshold size, the RTS/CTS mechanism will not be
enabled. The router sends Request to Send (RTS) frames to a
particular receiving station and negotiates the sending of a data
frame. After receiving an RTS, the wireless station responds with a
Clear to Send (CTS) frame to acknowledge the right to begin
transmission. Fill the range from 0 to 2347 into this blank.

Beacon Interval

Beacons are packets sent by an access point to synchronize a
wireless network. Specify a beacon interval value. The allowed
setting range is 20-1024 ms..

Preamble Type

PLCP is Physical layer convergence protocol and PPDU is PLCP
protocol data unit during transmission, the PSDU shall be appended
to a PLCP preamble and header to create the PPDU. It has 2
options: Long Preamble and Short Preamble.

IAPP Inter-Access Point Protocol is a recommendation that describes an
optional extension to IEEE 802.11 that provides wireless
access-point communications among multivendor systems.

Protection Please select to enable wireless protection or not.

Aggregation

Enable this function will combine several packets to one and transmit
it. It can reduce the problem when mass packets are transmitting.

Short Gl

Users can get better wireless transmission efficiency when they
enable this function.

WLAN Partition

Shut down the communication between the connected
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wireless LAN devices.

If you set up as "Enabled", devices connected with the
router, such as a printer, will not be able to use.
Default Setting: "Disabled"

20/40MHz Coexist

Configure 20/40MHz coexisting scheme.

If you set up as "Enabled”, "20MHz" and "40MHz" will
coexist.

Normally use as "Disabled".

Default Setting: "Disabled”

RF Output Power

Users can adjust RF output power to get the best wireless network
environment. Users can choose from 100%, 70%, 50%, 35%, and
15%.

6.4.3 Security

Here users define the security type and level of the wireless network. Selecting different
methods provides different levels of security. Please note that using any encryption
may cause a significant degradation of data throughput on the wireless link. There
are five Encryption types supported: “None”, “WEP”, “WPA”, "WPA2", and “W PA-Mixed".
Enabling WEP can protect your data from eavesdroppers. If you do not need this feature,
select “None” to skip the following setting

Wireless Security

Select 551ID:

Encryption:

Authentication Mode:

Root AP - Sapido_Reuter (=]

WPA-Mixed]E3

@ Enterprise (RADIUS) © Personal (Pre-Shared Key)

WPA Cipher Suite: TKIP [HIAES
WPA2 Cipher Suite: TKIP [HIAES
RADIUS Server IP
Address:
RADIUS Server Port: 1812
RADIUS Server
Password:
ltem Description
WEP WEP is the most general encryption scheme among
wireless LAN security, configure the common encrypted
key (WEP Key) for access point and wireless LAN handset.
WEP key length are "64bit", "128bit", and "256bit" (This
product corresponds up to 128bit), larger the value is,
more the character can be set, and encryption strength will
enhanced.
* If you configure the encryption key as "5 letters in
half-width alphabets and numbers" or "Hexadecimal in 10
digits", please select "64-bit".
* |f you configure the encryption key as "13 letters in
half-width alphabets and numbers" or "Hexadecimal in 26
digits", please select "128-bit".
WPA /| WPA2 WPA/WPA?2 is wireless LAN security standard which is
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strengthen over WEP. On WPA-PSK/WPA2-PSK, uses
encrypted key called pre-shared key, and set up common
encryption key for access point and wireless LAN handset
like WEP. There are "AES" and "TKIP" as encryption
scheme. "TKIP" automatically updates the key at regular
intervals, check and approve the communication, so it can
communicate safer than WEP key which uses single
encryption key for long time. "AES" is harder to decode
comparing to "TKIP", so it can say tougher encryption
scheme than "TKIP"

WPA-Mixed Support WPA and WPA2 at the same time

802.1x Authentication For radius server authentication

Radius

Personal (Pre-Shared * |f you configure Pre-Shared Key as "Hexadecimal in 64
Key) digits", please select "Hex (64 characters) ".

* |f you configure encryption key in "8 to 63 letters in
half-width alphabets and numbers”, please select
"Passphrase

6.4.4 Access Control

Access Control allows user to block or allow wireless clients to access this router. Users
can select the access control mode, then add a new MAC address with a simple
comment and click on “Apply Change” to save the new addition. To delete a MAC
address, select its corresponding checkbox under the Select column and click on “Delete
Selected” button.

Wireless Access Control

Users can allow/deny the computers/devices for accessing Internet
through Wi-Fi.: Disable  [=|

MAC Address:

Current Access Control List:
MAC Address Select

6.45 WPS
This page allows user to change the setting for WPS (Wi-Fi Protected Setup). Using this
feature could let your wireless client atomically synchronize it's setting and connect to the
Access Point in a minute without any hassle. SAPIDO BRD70N could support both Self-PIN
or PBC modes, or use the WPS button (at real panel) to easy enable the WPS function.
PIN model, in which a PIN has to be taken either from a sticker label or from the web

interface of the WPS device. This PIN will then be entered in the AP or client WPS device to
connect.

PBC model, in which the user simply has to push a button, either an actual or a virtual one,
on both WPS devices to connect.
BRD70n WPS only support no encryption and WPA2

Please follow instructions below to enable the WPS function.
1. Setup Wireless LAN with WPS PIN :
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(2). Getthe WPS PIN number from wireless card and write it down.

Wi-Fi Protected Setup (WPS)

An easy and secure setup sol ution for Wi-Fi network

Pin Input Config (PIN)

After pushing the PT butkon. Please enter the PIN cade o your AR,

— | PINCode,: 38658170 |

[[_ Pin Jn/u't Conifig [PIN)

Push Button
#itar pushing the PBC b

ofi.Pleasa push the ohysical button o0 your

(2). Fill'in the PIN number from the wireless cayd in Client PIN Number field, and then

click “Start PIN".

Wi-Fi Protected Setup

[ pisable WPS

Self-PIN Mumber:

Push Button
Configuration:

Stop W5SC:

Client PIN Number:

Current Key Info:

Authentication
WPAZ PSK

start FBC

99956042

Start PIN

Encryption
AES

Key
1234567890

(3). Click PIN from Adapter Utility to complete the WPS process with the wireless

router.

Wi-Fi Protected Setup (WPS)
An easy and secure setup solution for Wi-Fi network

Pin Input Config (PIN}

After pushing the PTN bukkon.Please ertar tha PIN code nto your AP,

PIN Code : 36698170

Pin Input Config (PIMN)

)

| =

Push Button

(4). Wireless dongle should connect to BRD70n

2. Start PBC:

(1). Press the BRD70n WPS button and wait for WPS LED blinking

(2). Press the dongle WPS button
(3). Wireless dongle should connect to BRD70n

6.5 Firewall
6.5.1 DoS
Please refer DoS

6.6 System Management
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This section including, Change Username/Password, Upgrade Firmware, Profiles Save,
Remote Man_algement, Time Zone, UPnP, Route Setup, VPN Passthrough, and Wan Type
Auto Detection | |t is easy and helpful for users making more detailed settings.

6.6.1 Change Password
Users can set or change user name and password used for accessing the web management
interface in this section.

Change Password

User Name: adrin
Mew Password: T

Confirmed Password: (TTYY]

Input User Name and New Password, then input Confirm Password again.

6.6.2 Firmware Upgrade
Please refer Firmware Upgrade

6.6.3 Profiles Save
Users can create a backup file that contains current router settings. This backup file can be
used to restore router settings. This is especially useful in the event you need to reset the

router to its default settings.
1. Save Configuration
(1). Click Save

Save/Reload Settings

Save Settings to File:

Load Settings from ST
File:

[_] p]_l::il EI.Il:l.

(2). Please click “Save” to save the configuration to your computer.

File Download R

Dy woaanl b sende ths libe, or lind a program online o open iy

Eﬂ Mame: config.dst
Type: Unkrown Fils Type, 17-2KR
From: 192.168.1,254

fd ||| see | Cancel

- ‘While files from the Intemed can be usefd, some files can polentialy harm
g wour comperes Hwoa do nol Tust ha sedroe, do natfind & pragram o

open ths e orstee this e Whetls he rngk?

(3). Select the location which you want to save file, then click Save.
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Save i [ [ Dockicp P O T i

3 I P R T
L\b 'iﬁv Compuker
Wy Fasant  [%droy Menunds Plaoas
Oocumnerls Clpic

-
2 |

My Dincumeses
My i:-:r-u:l.lm

. File pane m ot | t Sere :l
WpMstmol Sove azhipe gzl Dooument vl |  Corce

2. Load configuration file -
(1). Tap “browse” and select configuration file then click Open

Chaoye File ta Uploas

Lunch o | O Dy ] a8 rE-
Lt Comerks
_..]J'- ¥ M Cormpurer
Wy Ancant S Mo Plaoes
Dioomrerts  Liacer CotiCan
E_li. BB atoek Coryrol Cenier
- A permacs ALY
Lhmshing
o
T, s Thumorals
Wt D0 VS
Py Conmpuar
oty Pkt
Phucsa
TRe rame urhg - [ Cpur
Filirs O bl A 3 = =]

(2). Click Upload to upload configuration file to BRD70N .
Save/Reload Settings

Save Settings to File:

Load Settings from
File:

(3). Atfter 60 seconds, BRD70N will reboot automatically.

6.6.4 Remote Management
Please refer Remote Management

6.6.5 Time Zone

Users can synchronize the local clock on the router to an available NTP server (optional).
To complete this setting, enable NTP client update and select the correct Time Zone.
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Time Zone Setting

Time Zone Select :
(oM T+08: 000 Taipei

¥| Enable NTP client update

Automatically Adjust Daylight Saving
MTP server : @ 122013015871 - Talwan |E|

(Manual IP Setting)

Item

Description

Time Zone Select

Please select the time zone.

Enable NTP client update

Please select to enable NTP client update or not.

Automatically Adjust
Daylight Saving

Please select to enable Automatically Adjust Daylight Saving or
not.

NTP Server Please select the NTP server from the pull-down list, or you can
enter the NTP server IP address manually.
Save & Apply Click on Sawe to save the setting date, the Apply button for execute
current configuration.
6.6.6 UpnP

UPnP Setting

Enable/Disable UPMNP:

v  UPNP
Universal Plug and

@ Enabled Disabled

Play (UPnP) is a standard of networking protocols

promulgated by the UPnP Forum. The goals of UPnP are to allow devices to

connect seamlessly

home (data sharing,

and to simplify the implementation of networks in the
communications, and entertainment) and in corporate

environments for simplified installation of computer components. BRD70N
supports UPNnP function, and can cooperate with other UPnP devices. When
you activate UPnP, please click My Network Places. Users will see an Internet
Gateway Device icon. By click the icon, users can enter the GUI of the router. If
you do not wish to use UPnP, you can disable it.

6.6.7 Route Setup

Dynamic routing is a distance-vector routing protocol, which employs the hop count as a
routing metric. RIP prevents routing loops by implementing a limit on the number of hops allowed
in a path from the source to a destination. The maximum number of hops allowed for RIP is 15

Static routing is a data communication concept describing one way of configuring path
selection of routers in computer networks. It is the type of routing characterized by the absence of
communication between routers regarding the current topology of the network. This is achieved by
manually adding routes to the router routing table.
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Routing Setup

] Enable Dynamic Route

MNAT: @ Enabled Disabled

Transmit: @ Disabled RIP 1 RIP 2

Receive: @ Disabled RIP1 " RIP?Z

[ Enable Static Route

IP Address:

Subnet Mask:

Gateway:

Metric:

Interface:

Static Route Table:

Destination 1P Netmask Gateway Metric Interface Select
Address
Item Description

Enable Dynamic Route

Enable or Disable dy namic route

NAT

Enable or Disable NAT function

Transmit There are 3 options :
1. Disable : do not send any RIP packet out
2.  Send RIP1 packet out
3. Send RIP2 packet out
Receive There are 3 options :
4. Disable : do not receive any RIP packet
5.  Only receive RIP1 packet
6.  Only receive RIP2 packet
Item Description
Enable Static Route Enable or Disable dy namic route
IP Address Destination IP address
Subnet Mask Destination IP subnet mask
Gateway Gateway IP address for destination
Metric Metric number on router’s routing table
Interface Static route rule for LAN or WAN interface
6.6.8 VPN Passthough

Virtual Private Networking (VP N) is typically used for work-related networking. For VPN tunnels,
the router supports IPSec, Pass-through, PPTP Pass-through, and L2TP Pass-through.
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VPN Passthrough Setting

' Enabled © Disabled
' Enabled © Disabled
' Enabled © Disabled
' Enabled © Disabled

Enable/Disable IPSec Passthrough:
Enable/Disable PPTP Passthrough:
Enable/Disable L2TP Passthrough:
Enable/Disable IPV6 Passthrough:

Refresh Save

©® ® ® ®

Item Description

IPSec Pass-through Internet Protocol Security (IPSec) is a suite of protocols used to
implement secure exchange of packets at the IP layer. To allow
IPSec tunnels to pass through the router, IPSec Pass-through is
enabled by default. To disable IPSec Pass-through , select Disable

PPTP Pass-through Point-to-Point Tunneling Protocol is the method used to enable
VPN sessions to a Windows NT 4.0 or 2000 server. To allow PPTP
tunnels to pass through the router, PPTP Pass-through is enabled
by default. To disable PP TP Pass-through, select Disable.

L2TP Pass-through To allow the L2TP network traffic to be forwarded to its destination
without the network address translation tasks.
IPV6 Pass-through Allow IPV 6 packet to be forwarded to its destination without the

network address translation tasks.

6.6.9 Wan Type Auto Detection
Auto Detection

[0 Enable WAN Type Auto Detection
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Chapter 7 USB to Ethernet + Wireless AP

7.1 Auto install
HW switch to “USB to Ethernet + Wireless AP” mode and insertit to PC/NB
USB port> it can run auto install process. After that > PC/NB has a USB ethernet

NIC card
7.2 Access internet

Plug in internet cable into BRD70n RJ45 ethernet port » then NB/PC can
access internet ° this mode is a USB ethernet card

7.3 Ifyou wantto manage BRD70n
Set PC/NB BRD70n NIC card IP as 192.168.1.x » then open brower and type
192.168.1.254 - The detail feature please refer BRD70n router mode

¥  Englizh IEI

& User Name (default:admin)

®  Pasword (default:admin)
Change Password
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Chapter 8 Wireless dongle
8.1 Autoinstall
HW switch to “USB to Wireless” mode and insert it to PC/NB USB port - it can

run auto install process. After that - PC/NB has BRD70n wireless utility

8.2 Configuring your wireless network (with Wireless Ultility)

8.2.1 Double click on the computer with wireless signal icon in your taskbar or the
shortcut icon on the desktop.

8.2.2 Status : Status page shows connection status.

8.2.3 Available Network : It display available wireless network. The “Refresh” button
can scan the area for wireless network(s). Once the scan completed, select the
desired wireless network from the list and double click it - it should pop up the
wireless Network Properties window for security setting (WEP, WPA, WPA2, and
etc.).
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| Channel =

Status Available Network(s)
SSID signal | Network Authentic.
) BR270n_ces212 78%  MNone

T — (E) BRC70n_James_2x 74% WPAZ Pre-Shared ...
) saPIDO_BR270n 6.  70% None
(E) Sapido_BRD70n_cd... 54% WPA Pre-Shared K...
) EssID_SAPIDO_BR...  50% WPAZPre-Shared...

Profile € 1 11ac AP 2.46 46% WPA Pre-Shared K.

(:'&1) Sapido_GR297n_a... 46% WPA2 Pre-Shared ...
@ 11N pini_Router 46% Mone

Wi-Fi Protect Setup (E) Broadband_Router 46% None
) essiD_sapido BRF... 4% WPA2Pre-Shared...
) EsSID_Sapido BRB...  42% WPA2Pre-Shared ...
€ SAPIDO_BRF70n 8.  40% WPA2Pre-shared...
tEJ ASUS_PM 40% WPA Pre-Shared k...
o 1 |

Status

Available Network

Profile

Wi-Fi Protect Setup

8.2.4
this page.
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Network

L ey ey

Metwork key:

BRCT70n_James 2x

WPAZ-FEE

m
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HELP

Double-click on the SSI0 you
would like to connect with.
Please enterin the encryption
when the Wi-Fi connection is
secured.

HELP

Click on "OK” after entering in
the encryption.

Profile : User can add - remove -~ edit, duplicate wireless connection profile in

User Manual v1.0.0


http://www.sapido.com.tw/

Status HELP

Ayailable Metworkis)
This shows the profile(s) of
the Wi-Fi connection(s). Users
can Add, Remove, Edit, and
Duplicate the profile.

Profile Mame | SSID

BRC 70n_James_2x  BRC70n_James_2:

Available Network

Remove

Profile

Wi-Fi Protect Setup
Duplicate

8.25  Wi-Fi Protect Setup (WPS)
WPS is an easy and secure setup solution for Wi-Fi network. Please click the Wi-Fi Protect

Setup tab. BRD70N has two methods, PIN (Pin Input Config) and PBC (Push Button Config),
to setup the network.

Status Pin Input Config (PIN) MEL
After pushing the PIN button.Please enter the PIN code into PIN and PBC are the
your AR connecting methods of WPS.
Users can choose the
) PIN Code : 99956042 technigue according to their
Available Network need.(The PIM code is varied
Pin Input Config [PIM] while re-entering this page)
. Push Button
Profile

After pushing the PBC button Please push the physical
button on your AP or visual button on the WPS config page.

Status
Status: 0

Complet|

LCancel

8.2.5.1 Pin Input Config (PIN)
¢ Click on the “Pin Input Config (PIN)” button, And then enter the PIN code into the AP that

you want to connect. For example, the AP uses BR360n to be the connecting device.
Enter the PIN code into client pin number and then clicks the “Start PIN” button.
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HELP

Status Pin Input Config (PIN)
After pushing the PIN button.Please enter the PIN code into PIM and PBC are the
your AR connecting methods of WPS.
Users can choose the
PIN Code : 99956042 technigue according to their
Available Network need.(The PIN code is varied
. Fush Button
Profile

After pushing the PBC button.Please push the physical
button on your AP orvisual button on the WPS config page.

Wi-Fi Protect Setup Fusn Buttun Cunfly [PEE)

Status

Statys - WPS Protocol Communication ...

Complet ﬂ

Note:
» Every time you click the tab to change the page, the PIN code will be
changed.
» The PIN function in AP should be started before the WPS setup in BRD70N
times out.

Wi-Fi Protected Setup

This page allows you to change the setting for WPS (/i-Fi Protected Setup). Using this feature could et your wireless
client automatically synchronize its setting and connect to the Access Point in a minute without any hassle.

[0 pisable WPS

[Apply Change ] [ Feset ]

Self-PIN Number: B4TET420
Push Button Configuration: Start FBC
Client PIN Number: 110383705 | [ Start PN

current Key Info:

Open WEP 1111111111

¢  BRD70N is waiting for the other AP to start the PBC function. The other AP starts the
PBC function should be before BRD70N WPS times out.

2. Once the WPS connected successfully, wireless utility will show the connection status.
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Status

Available Network

Profile

Wi-Fi Protect Setup

Status:
Encryption:

BSID:

Signal Strength:

IP Address:

Gateway:

8.2.5.2 Push Button (PBC)
¢  Click on the “Push Button Config (PBC)” button.

Status

Available Network

Profile

Wi-Fi Protect Setup

Pin Input Config (PIN)

Associated

WPAZ Pre-Shared Key
BRC70n_James_2x
192.168.170.116

192.168.170.1

After pushing the PIM button.Please enter the PIM code into

your AP,

PIN Code : 99956042

Pl lnput Cunfig [P1E)

Push Button

After pushing the PBC button Please push the physical
button an your AP or visual button on the WPS config page.

Fuzh Bution Config [PEE)

Status

Status - WPS Protocol Communication ...

Cnmpletli

HELP

This shows the current status
ofthe Wi-Fi connection.

HELP

PIM and PBC are the
connecting methods of WPS.
Users can choose the
technigue according to their
need.(The PIN code is varied
while re-entering this page)

Note: The PBC button can click the visual button on the page or push the physical button

on AP.

¢  BRD70N is waiting for the other AP to start the PBC function. The other AP starts the

PBC function should be before BRD70N WPS times out.

¢  Once WPS connected successfully, Wireless Utility will show the connection status.
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Status

Available Network

Profile

Wi-Fi Protect Setup

8.3 Configure GUI

Status:
Encryption:

BSID:

Signal Strength:

IP Address:

Gateway:

Associated

WPAZ Pre-Shared Key
BRC70n_James_2x
192.168.170.116

192.168.170.1

HELP

This shows the current status
ofthe Wi-Fi connection.

Please refer BRD70n router mode ( login IP address : http://192.168.253.1/)
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