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Introduction

Welcome to the world of wireless connectivity and thank you for choosing
Cingular as your service provider. Within this User Guide, you will find
the information that you need to connect to your Email, the Internet, and
even your corporate intranet using the Cingular Communication Manager
software.

Communication Manager 5.1 serves as an upgrade not only to earlier
versions of Cingular Communication Manager, but also to Cingular's
legacy Connection Manager software. Previous users of either package will
find much that is familiar in this new client software, as well as many new
and exciting features.






Communication Manager Overview

Cingular Communication Manager simplifies access to Cingular's wireless
data network - integrating access to both high-speed WiFi and nationwide
GSM - into a single, easy-to-use software package. With Cingular
Communication Manager, there are no confusing configuration options
and no complex network jargon. We have designed this for you and hope
that you enjoy your experience.

Cingular Communication Manager is more than just a data connectivity
tool. It also integrates with your existing VPN software, allows you to send
and receive Text Messages and even provides you the ability to create
custom connection profiles.

Plus, you can easily switch between the GSM Connection and WiFi
Connection windows using the large tabs near the top of the screen.

Select GEM Select WiFi
Connection Window Connection Window

(i) v

Ready: EDGE/GPRS Accelerated oy o

Cingular

B2 Menagms |
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How the Cingular Communication Manager Works

Cingular Communication Manager is pre-configured to prefer WiFi Profiles
over GSM (EDGE, GPRS, UMTS, CSD) Profiles to ensure that you get the
best available Cingular connection for your particular location. This means
that:

* When a WiFi network (which has been saved as a profile by you or by
Cingular) becomes available, Cingular Communication Manager will
take action based on the connection settings in the WiFi profile.

* When a WiFi network (which has been saved as a profile by you or by
Cingular) is not available, Cingular Communication Manager will
search for an available GSM network. Once an available GSM network
is detected, Cingular Communication Manager will take action based
on the connection settings in the GSM profile.

When connected to a GSM network and a Wi-Fi profile network is detected,
Cingular Communication Manager will take action based upon the
connection settings in the WiFi profile. If you choose to change the
connection to the WiFi network, the GSM connection will be terminated
when the connection to the Wi-Fi network is complete. If your WiFi profile
is set to auto launch your VPN, it will re-establish your VPN session once
the WiFi connection is active.



Installation and Setup

System Requirements

The system requirements for basic installation and operation of Cingular
Communication Manager are shown in the table below.

Processor 233 MHz 233 MHz 233 MHz 300 MHz
RAM 128 Mb 128 Mb 128 Mb 256 Mb
Hard Drive Space 30 Mb 30 Mb 30 Mb 30 Mb
Internet Explorer IE 5.5 IE 5.5 IE 5.5 IE 5.5
OS Service Pack NA NA Ser(\g??alt:;;;k 2 Ser(v;crxlaaltD;;;k 1

Additional Requirements:

Internet Connection (if downloading from Internet)
CD-ROM (if installing from CD)

Type Il slot (if using a PC card)

Compatible wireless device (GSM and, if applicable, WiFji)

A list of compatible devices can be found at:
http:/ /www.cingular.com/communicationmanager

Wireless Service Requirements

Use of Cingular Communication Manager requires a subscription to one of
the following:

» Data Access service plan (if using a PC card as a modem)

» Data Access feature for your voice service plan (if using your phone as
a modem)

Note: WiFi service available only on select plans. Ask for details.
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Where Do | Get the Software?

Communication Manager software is available from one of the following
places:

On the web: http:/ /www.cingular.com/communicationmanager

* Itis recommended that you download the software from your
computer’s existing wireline Internet connection.

» Wireless usage charges apply for wireless downloads.
Software CD (Limited availability)
* Included in select PC card boxes for PC card customers.

* Available as a separate purchase for a nominal fee.

Installing The Communication Manager Software
Installing the Communication Manager software is easy.

WiFi Customers
Prior to downloading and installing the Communication Manager
software, do the following;:

1. Insert your WiFi PC card into your PC. This will prompt
Windows to present the Device Installation Wizard.

2. Follow the on screen instructions presented by the Wizard.

Note: Disregard this step if your WiFi modem is integrated into your
PC, if you are using a combination WiFi and GSM PC card, or if you
are not a WiFi customer.

WiFi and GSM Customers
To avoid interference, please do not have more than one PC card in

your laptop at a time.

If you are downloading for installation from the Internet:

1. Go to: http://www.cingular.com/communicationmanager and follow
on-screen instructions to download the Cingular Communication
Manager software.

2. Go to, and open the folder where you downloaded the Cingular
Communication Manager software on your PC.

3. Click "Setup" on the WinZip Self-Extractor window that appears.



Installation and Setup

4. Follow the on-screen instructions for installation and configuration of
the Cingular Communication Manager software.

If you are installing from a software CD-ROM:
5. Insert the CD into the CD-ROM drive.

6. If your PC automatically starts running the CD-ROM, follow the on
screen instructions for installation and configuration.

7. If your PC does not automatically install the software from the CD-
ROM:

a. Open the “My Computer” folder by double clicking the icon on
your desktop.

b. Find the CD-ROM drive where the Cingular Communication
Manager CD is located, double click the icon to access the CD in the
CD-ROM drive.

c. Double click on the Setup.exe file to begin installation. Follow the
on screen instructions for installation and configuration of the
Cingular Communication Manager software.

Post-Install Configuration

This page includes options that configure the initial operation of Cingular
Communication Manager. They include:

¢ Default for WiFi Management

e Install /Configure Tethered Device

¢ Use VPN Integration

Note that the settings for all of these options can be changed later.

Default for WiFi Management

Check this box if you want Communication Manager to be able to connect
to Wi-Fi networks. This will enable the display of the Wi-Fi user interface.
When this box is not checked, the display of W-Fi related screens and
controls will be suppressed.

Notes

* Wi-Fi management must be enabled if you wish to access to the
Cingular Wireless Hotspot Service.

+ If Wi-Fi management is enabled on a Windows XP system,
Communication Manager will shut down the "zero config" Wi-Fi
management tool built into Windows each time it starts (this tool may
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conflict with Communication Manager's Wi-Fi management
capabilities). The tool will be restarted automatically when you exit
Communication Manager.

* If you wish to change this setting later, it can be found in the
Application tab of the Settings window.

Install /Configure Tethered Device

If this box is checked, Communication Manager will launch the Device
Wizard to install the appropriate drivers for your cellular device as soon as
you exit this screen. If you do not wish to install device drivers at this time,
you may remove the check from the box. If you wish to install drivers later,
you can launch the Device Wizard at any time by selecting Device Wizard
from the Tools menu.

Use VPN Integration

If this box not checked, the Do Not Use VPN option in the VPN settings
window will be selected when you first launch the Communication
Manager software. This has the effect of disabling the VPN functionality of
Communication Manager until you configure the VPN tab of the settings
window. Checking the box has one of two effects:

* If you are upgrading from a previous version of either Cingular
Communication Manager or Cingular Connection Manager for which
you have configured VPN settings, Communication Manager will
retain the previously-configured settings.

* If you do not have previously-configured VPN settings, the Use
Existing VPN Profile option will be selected in the VPN tab of the
settings window. However, you may not be able to successfully
establish a VPN connection until you complete the configuration for
that option.
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Using the Device Wizard

The Device Wizard configures Communication Manager to access a
particular wireless device. It may run automatically when the software is
first installed (see Post-Install Configuration for more information).
However, if you wish to configure a wireless device later, you can access
the wizard by selecting Device Wizard from the Tools menu.

The individual pages of the wizard include:
1: Check for Updates
2: Select Device Type

3: Connecting the Device

* 4: Viewing Diagnostics

Important
DO NOT connect the device until the Device Wizard instructs you
to do so.

Check for Updates

This page of the Device Wizard prompts you to check for any driver
updates. It is recommended that you click Check for Updates at this point
to make sure that the latest device drivers have been installed. Wireless
usage charges apply if downloaded via wireless connection.

When you are finished checking for updates, select Next to continue.

Select Device Type

This page of the Device Wizard prompts you to specify how your wireless
device will be connected to your PC. The following choices are available:

» PC Card

» USB

* Infrared

* Bluetooth

* Serial/Other

Choose the method used by your device and then select Next to continue.
Consult the documentation that came with your wireless device if your are
unsure which method your device uses to connect to a PC.
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Note: Although Communication Manager can communicate with a
handset over a Bluetooth connection, it cannot perform Bluetooth
pairing automatically (you will have to manually pair the PC and the
handset).

Connecting the Device

Make sure your SIM card is properly inserted in your phone before
connecting the phone to the PC.

The Device Wizard will ask you to insert or connect the device you wish to
configure.

1.

3.

If you are using a PC card, insert the card into an empty PCMCIA slot
on your computer. Make sure your card is face up and antenna is
connected. Please refer to your PC's owner's manual for additional
details on how to install PC cards on your computer.

If you are using Infrared, align your device’s infrared port with your
PC’s infrared port. Consult your phone’s owner’s manual for details.

If you are using a Serial or USB cable, connect your phone to the cable
and connect the other end of the cable to the appropriate port on your
PC.

If you are using Bluetooth, consult your user’s manual for instructions
on how to connect your phone to your PC.

After connecting the device select Next to continue the installation.

Viewing Diagnostics

The Device Wizard will then indicate that your device has been
configured and selected as the default device that will be used for
network connectivity.

At this point, you may choose to run diagnostics on the configured
device. If you wish to do so, click the Run Diagnostics button. Setup
will perform a basic system test and display detailed information about
your device including your mobile number.

Select Finish to complete the installation.
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Connecting Your Wireless Device

Cingular Communication Manager supports devices connected to your PC
via any of the following methods:

» PCCard
« USB

* Infrared
* Bluetooth
* Serial

For instructions on which method to use and how to make the physical
connection between the device and your PC, see your wireless device's user
guide.

Important

& The first time you connect a new wireless device, you must run the
Device Wizard to configure the software to use the new device. Be sure
to not to connect your wireless device until the wizard instructs you to
do so. If your device is already connected, disconnect it before you start
the wizard.

11
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Inserting a SIM Card

The SIM (Subscriber Identity Module) card contains a small amount of
memory and a processor to assist in the management of your account
information. The SIM card uses contact points to connect with your
wireless device. You must take care not to damage the contact points.

The orientation notch is used as a reference for properly inserting the SIM
card. Inserting the SIM card incorrectly will prevent the device’s modem
from communicating with the network.

Most devices provide an icon on the device that indicates how to insert
your SIM.

SIM Card
Contact Point
cingular ="'E : :
R i i& Ornentation
s Noteh
Front of SIM Back of SIM
Phones

The SIM card slot is typically found under the battery on most phones -
refer to your phone's owner manual for specific details on how to install
your SIM card in your phone.

PC Cards
Insert SIM in accordance with the icon on the PC card label.

1. Locate orientation icon on PC card label.

2. Note location of SIM notch and ensure SIM is inserted fully into PC
card.
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How to connect to a WiFi network

Note: WiFi service available only on select plans. Contact your Cingular
Wireless sales representative or call 1-866-CINGULAR to get more
information or subscribe to this service.

To connect to a Wi-Fi network, follow these steps:

3. If the Wi-Fi connection window is not already displayed, click the WiFi
button to display it now.

4. If one or more Wi-Fi networks for which you have a profile established
are available, Cingular Communication Manager will present the name
of the highest priority network and indicate that it is ready to connect.
If this is the first time you are attempting to connect to a Cingular Wi-Fi
network, see Logging into a Cingular WiFi Network for the First Time.

If no Wi-Fi networks for which you have a profile established, but one
or more Wi-Fi networks for which you do not have a profile established
are available, Communication Manager will display the name of the
network with the strongest signal and indicate that it is ready to
connect.

_Cingular Communication Manager, =~

File Connection:  Tool: Help

WiFi

]
X ral

Ready: PCTEL Guest My

Signal -56 dBrn
20 WiFi netwarks awailable

Timer:

5. If you want to connect the network displayed, click Connect.

If you want to connect to a different network, click the "networks
available" text, which will produce a list of all available networks.
Select the network you want to connect to by double-clicking on this
network or clicking once on the associated connect button.

13
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Note: If you see a *closed* item in the networks list, this indicates the
presence of one or more Closed networks. Connecting to such a
network requires the creation of a profile for that network. See How to
access a closed network for more information.

6. If the network is encrypted, you will now be prompted to enter an
encryption key. If this is the case and you know the required encryption
key, enter it and click OK. If you don't know the encryption key for an
encrypted network, you must click Cancel and select a different
network. See How to access an encrypted network for more information
on connecting to encrypted networks.

7. Once you have completed this procedure, the Cingular Communication
Manager software will attempt to establish a connection to the selected
network.

You can also configure the Cingular Communication Manager to
automatically connect to certain networks whenever they are
available. See Network Profiles for more information.

Detecting and Connecting to Preferred Wi-Fi Networks
Communication Manager is designed to automatically detect and alert the
user to available Wi-Fi Connectivity. When a Cingular Wi-Fi Hotspot is
detected, Communication Manager will pop up the dialog box shown
below:

Connect? @g|

Mekwark
Cingular Hokspat

Signal strength

B -67 dBm

This preferred profile is available,

Do wou wank ko connect now or laker?

I Conneck ] [ Later ] [ Help ]

Users also have the ability to connect to any network using the available
network list.
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Wired Equivalent Privacy (WEP)

Unlike a wired local network, a wireless network cannot easily be protected
from potential intruders by physical barriers such as walls. Since radio
signals travel through physical objects, a potential intruder merely needs to
listen with the right equipment to see the traffic traveling across a wireless
network. For this reason, public wireless networks typically employ
encryption to protect their users.

WEP is the standard encryption technology that is used on most WiFi
networks today. However, a more advanced, more secure encryption
technology called WPA is beginning to gain acceptance and is replacing
WEP on an increasing number number of networks.

WiFi Protected Access (WPA)

WiFi Protected Access (WPA) is a key improvement to WiFi data security
for both Enterprises and SOHO users. Providing a secure alternative to the
flawed WEP encryption standard, WPA is a specification created by the
WiFi Alliance designed to simplify and improve the process of securing
WiFi networks. WPA provides an upgrade path for enterprises which
allows them to preserve existing investments in 802.1x/EAP authentication
capabilities which may have been deployed as initial access control
methods. In addition SOHO users can take advantage of a Pre-shared Key
mode in WPA which allows the encryption and network protection
capabilities to function on a home network as well.

What types of WPA are there?
There are two types of WPA (Communication Manager supports both):

« WPA
This type of WPA uses 802.1x to authenticate a user to a network. This
type of WPA is typically used in office and enterprise environments.

You will need to check with your IT staff to see if you can utilize this
form of WPA.

* WPA-PSK
WPA-PSK (Pre-Shared Key) is typically used in home/small office
environments. The encryption key is between eight and sixty-four
characters. Currently, several 802.11g access points and routers support
(or have updates for) WPA-PSK. Refer to your access point/router
manual to see if you can use WPA-PSK with it.

15
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What else do | need to use WPA?

To utilize WPA, you will need a WPA-compliant card and access to a WPA-
enabled network.

Using WPA with Communication Manager

Networks that are encrypted with WPA will be noted on the network list.
The type of encryption (WPA, WPA-PSK, etc) will also be noted. For WPA
encrypted networks, you will also need to utilize an 802.1x Authentication
mode to access the network, for a Public Shared Key (PSK) encrypted
network, you will have to enter an encryption key as you would for a WEP
encrypted network.

To learn how to connect to a WPA-enabled network, see How to Access an
Encrypted Network

See Also:
Enabling 802.1X Authentication

What is a closed network?

Closed networks are private networks that do not choose to broadcast their
existence. Such a network will not appear in the list of available networks
unless it is specifically configured as a Network Profile. Cingular
Communication Manager can detect when there are closed networks
present simply because it "sees" unidentified broadcasts in the WiFi
frequency band. When this happens, it will display the word *closed* in the
WiFi networks list.

However, Communication Manager cannot detect the actual name of or
establish a connection to a closed network unless you create a profile for
that network. For more information, see the following:

» How to access a closed network

 How to create a WiFi Network Profile




How to access a closed network

Connecting to WiFi Networks

To access a closed network in the Cingular Communication Manager, you
must set up a Profile for that network. Follow these steps to create a closed

Network Profile:

1. Open the Cingular Communication Manager. You will see the main

window.

2. Select Edit Connection Profiles from the Connections menu. The
Network Profiles window will now be displayed.

3. Select the WiFi heading in the left pane of the network profiles

window.

4. Click the Add button. The first page of properties for the new profile

appears.

WiFi

531D | Iy Home Metwork, |

[ This is a non-broadcasked network (Closed)

Enable data encryption

Authentication method: iWEP'OPEN (Mormal Method) |+ |
| |
| |

= provided For me automatically

Enable 802, 1x authentication

EAP type: |EAP-TTLS v

[ Mexd = l[ Cancel ]

5. Enter the name of the network you want to add in the SSID field. Be
aware that the network name is case sensitive and must be entered
exactly as provided by the administrator of the closed network to which

you want to connect.

6. Check the This is a non-broadcasted network (closed) box to identify

this as a closed network.

17
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7. Fill out the remaining fields on this window as instructed by the
administrator of the closed network.

8. Click Next to continue to the next page of profile properties.

What is an encryption key?

An encryption key is a code key used to encrypt data exchanged between
an encrypted network and the Cingular Communication Manager. You
cannot exchange data with an encrypted network without having the
appropriate encryption key.

There are two ways to obtain an encryption key:

* Obtain a key from the administrator of the network you are trying to
access.

» Configure 802.1x authentication according to the instructions of the
network's administrator. A key will be provided automatically as part
of the login process.

Logging into a Cinglular WiFi Network for the First Time

WiFi service available only on select plans. Contact your Cingular
Wireless sales representative or call 1-866-CINGULAR to get more
information or subscribe to this service.

The first time you connect to a Cingular WiFi network, the Cingular
Communication Manager will prompt your to enter your Cingular network
username and password.

* “Username” is the 10-digit Cingular mobile number associated with
your Laptop Connect service. No dashes or spaces should be entered
(e.g. 8005551212).

» “Password” will be the last six digits of your username (e.g. 551212),
unless you are given a new password by Cingular customer care. This
information will be retained by Cingular Communication Manager and
will be used for all subsequent connections to Cingular preferred WiFi
networks, so you will not need to enter it repeatedly.

18
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If you do not know your Cingular wireless mobile number,
you can normally find it by selecting Tools>Network
Information>GSM>Device from Cingular Communication
Manager's main window. Your Cingular Wireless GSM
device must be connected to your computer for this number to
be displayed.

Diagnostics E|
Device | Network

Hardware information

25 (5P 15 Wwindows %P Professional {3ervice Pack 1)
Part: GCFS_CTRLO
Modern manufacturer: SOMNY ERICSSON
MModem model; Jalaczxc}
Hardware Id; PCMICIASony _Ericsson-GC32_PC_Card-2951
Device driver: Sony Ericsson G2 EGPRS Modem
Firmware wersion: GCE3 R3BG

Device information

Serial #: Mot available
IMSI #: 310410005225547
IMET #: 001003001 14305

Phone Number: 1-770-378-9519

Phone battery status:

If you are not able to obtain your mobile number from this
display, you can obtain it from your Service Agreement, a
recent bill, or by contacting Cingular customer care at 1-866-
490-2666.

Possible reasons for authentication failure:
If you experience problems logging into the Cingular WiFi network, check
the following;:

* Incorrect Username/Password. Verify the correct username and
password for your account, then reattempt to login by connecting to the
Cingular preferred network.

* Incorrect Cingular Service Plan. Verify that the Cingular service plan
that you have subscribed to includes Cingular WiFi service.

19
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* Non-Cingular WiFi Network. You may be attempting to connect to a
non-Cingular WiFi network. Additional charges may apply and be
billed directly to you by the WiFi network provider.

If you believe that your username/password is correct and that your
account is setup for roaming access, please contact Cingular technical
support at 1-866-490-2666.

Options for Connecting to a New Network

If Prompt me... is selected on the WiFi tab of the Settings window, you will
see the following dialog whenever you connect to a network for the first
time:

New Network Options E 2l

‘o hawve sucessfully connected to a new netwaork,
Flease select what you want to do with this information,

Metwork,
(Chicagn

~ Options
% automatically conneck ko network in future
" Prompt me before connecting ko this network
" Save settings For manual connections

" Do not save.

Choosing one of the first three options will automatically create a Profile
for this network.

Choosing Do not save settings will allow you to connect to the network,
but will not save any parameters for future connections.

By choosing to automatically add network connection parameters to a
Network Profile, a user can facilitate automated access to networks in the
future. Using the Network Profiles Window, a user can adjust the ranking
of these profiles to allow the Cingular Communication Manager to
automatically select among available networks set for auto connection.
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WiFi Connections Interface

The main interface for establishing WiFi-based wireless connections is
shown below. Click on an area of interest for more information.

Switch to GSM
Connection Window

File § Correchons

gular Communication Manager,

Tools

Click Here to
Connect or Disconnect

Halp

Signal
. n08ct Tull = Strength
Connectad to Chcago Shpst L0 Indicator
19 WiFL metuorcs s silable
Encryption
Tmer 000004 w21k (e = ll'ldi:{arli'ur

Launch a VPN
Connection

(PR

LS tscatioms |

View Location
Directory

WiFi Protocol
Indicator

The WiFi connections window provides available network connection
information, connected/disconnected status, and access to various controls
and components of the Cingular Communication Manager.

Encryption Indicator

This icon is lit when the WiFi network whose name is displayed in the
main window is an encrypted network.

WiFi Protocol Indicator

This indicator displays the WiFi protocol used by a network you are
currently connected to. There are three different protocols supported by
Cingular Communication Manager:

 802.11a - provides over the air transmission speeds of up to 54 Mbps in
the 5 GHz frequency band.

+ 802.11b - provides over the air transmission speeds of up to 11 Mbps in
the 2.4 GHz frequency band.

* 802.11g - provides over the air transmission speeds of more than 20
Mbps in the 2.4 GHz frequency band.
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GSM Button
Click this button to switch to the GSM Connection Window.

Signal Strength Indicator

This gauge shows the strength of the signal being broadcast from the
currently-displayed network. Stronger signals tend to produce more
reliable connections.

Note that when no signal is detected, the numerical signal strength
displayed below the bars will erroneously display a large negative value
rather than "no signal."

Connect/Disconnect

Click this button to connect to (or disconnect from) the network profile
whose name is currently displayed in the connection status area. Note that
this button is specific to the access technology selected:

* Pressing this button on the GSM user interface connects to/disconnects
from a GSM network.

* Pressing this button on the WiFi user interface connects to/disconnects
from a WiFi network.

VPN Connect Button

Click this button to connect to a Virtual Private Network (VPN) that has
already been configured on your system. VPN connections are configured
in the VPN tab of the Settings window.

Notes:

* This button is disabled if the Do Not Use VPN option is currently-
selected in the VPN settings tab. The button can be re-enabled by
selecting either one of the other two options on that tab.

* If you cannot access the Settings window, VPN settings must be
configured by your network administrator.

* If the VPN button is enabled, but you have not yet completed VPN
configuration, the VPN tab of the settings window will appear when
this button is clicked.

Locations Button
Click this button to view the WiFi Location Finder directory.
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Networks Button

Click on this button to display the list of WiFi networks that Cingular
Communication Manager is currently detecting.

Profiles Button

Clicking this button opens the Network Profiles window. This window
allows you to select and edit profiles for GSM and WiFi networks. For more
information on creating and using profiles, please see Network Profiles.

The list of Wi-Fi networks

Selecting Available Wi-Fi Networks from the Tools menu opens the
networks list.

“7 Cingular Communication Manager
Conneck Preferred Mekwork Mode BS5ID Channel Encryption Signal Strength

*Clnsed* & &  00-02-2D-2C-55-47 3 B wep | B
B021xTest & & 00-07-40-8B-77-A7 11 B wep [ B
Encrypted & & 00-40-96-45-00-3C 1 S wEP | B
v chicaga @ & 00-90-4B-6E-21-22 11 [ B

Also Encryphed Q.” - 00-06-25-F1-98-D3 o B wep -
OPEN_A4ASCIT & & 00-02-7D-22-BI-6E 4 & wep [ 1]
OPEN_HEX128 & &  O0-0ZZD-Z7EE4E 10 (BwEp F
OPEN_HEXG4 & & 00-60-10-10-32-F4 8 3 wep E
Jim's PC @& &  00-02-2D-2D-0FSD 11 B wep | 3
PCTEL & 4  02-05-7F-BF-0B-20 1 B wep B

ETEL I 1 1 L 1
28 =028 ad =

To connect to a network on the list either select the network and then click
the corresponding Connect button or double-click on the network in the
list. The information displayed for each network will include some (if not
all) of the items shown below. Right-clicking anywhere in the window will
produce a menu that controls which columns are displayed.

Connect

This column provides connection/ disconnection buttons for each available
network.

Preferred

A check mark is presented for any WiFi network that is currently listed in
the Network Profiles window. This includes network profiles that have
been pre-defined by Cingular, WiFi networks for which you have created
Network Profiles and WiFi networks that you have saved using the New
Network Options dialog.
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Network

This is the Network Signal Set IDentifier (SSID). Essentially this is just a
name that is broadcast by a WiFi access point to identify the network.

If you see a *closed* item in this column, this indicates the presence of one
or more Closed networks. Connecting to such a network requires the
creation of a profile for that network. See How to access a closed network
for more information.

Mode
This column displays two possible entries:

@ 4%  Indicates that this network is in infrastructure mode. You will
be connecting to a network through a dedicated wireless
access point.

@ @  Indicates that this network is in ad hoc mode. You will be
connecting directly to another PC through its wireless
network interface card.

BSSID
This is the MAC address of the Access Point’s Wireless Network Interface
Card.

Channel
The channel on which the wireless network is broadcasting.

Encryption

Networks that are encrypted will have the ® icon in this column. The
accompanying text indicates the encryption method. See How to access an
encrypted network for instructions on connecting to encrypted networks.

Signal Strength

Signal Strength. A gauge showing the strength of the signal being
broadcast from each network. Stronger signals tend to produce more
reliable connections.
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Beacon Period

Wireless access points periodically broadcast a packet called a "beacon"
which helps to synchronize communications with connected systems. The
number in this column indicates how often (in milliseconds) the beacon is
transmitted.

Supported Rates
A list of all the transmission rates supported by this network.

Time First Seen

The time of day when Communication Manager first detected this network.
Note that this value represents the current session only. It will be reset
when you restart Communication Manager.

Time Last Seen
The time of day when Communication Manager last detected this network.

WiFi Network List — Display Options

Right-clicking in the WiFi networks list produces a menu that controls
display options for the list

v Conneck

v Preferred

W Mebworlk

v Mode

v BSSID

v Channel
AP wendor

v Encryption

v Signal Strength
Beacon Period
Supporked Rates
Time Firsk Seen
Time Last Seen

v Show Closed Metworks
v consolidate Mekworks

Reset Colurins
Show all Columns
Hide all Colunins

All of the items in the top section of this menu correspond to columns in
the list of WiFi networks. Checked items will be displayed. Unchecked
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items will not be displayed. Select any item in this section to add or remove
the accompanying check mark.

The remaining items in the menu are described below:

Show Closed Networks

When this item is checked, Communication Manager will indicate that one
or more closed networks are present by displaying the word *closed* in the
WiFi networks list. Removing the check from this item will suppress the
indication (*closed* will no longer appear when closed networks are
detected).

Consolidate Networks

Since two or more hotspots that are broadcasting the same network name
are almost certainly providing access to the same network, Communication
Manager normally only lists one hotspot (the one with the strongest signal)
for any given network name. If you would prefer that all hotspots that
broadcast the same network name are listed individually, remove the check
from this item.

Reset Columns

Select this item to restore all the check marks in the top section of this menu
to their default states.

Show All Columns
Select this item to check all items in the top section of this menu.

Hide All Columns
Select this item to uncheck all items in the top section of this menu.
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WiFi Network Info

To view information about a WiFi network you are currently connected to
or the WiFi device you are using to connect to that network, select Tools >
Diagnostics > WiFi Network Info. The window shown below will appear.
For more information, click on the area of the screen shot below that you
are interested in.

Network Settings

TP Info : WLAN |

Settings
IP address:
Gateway:
DM3 server:
DHCF server:
WIMS server:

Ackivity
Sent Received

Packets

TCP/IP Network Settings

This box displays your computer's current network configuration. It
includes the following information:

IP address

The Internet address your computer is using for the current network WiFi
connection.

Gateway

The address of the device that is responsible for routing all of your network
traffic onto the Internet.

DNS Server

The address of the server your computer is using to translate verbal
Internet addresses into numerical addresses (and vice versa).
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DHCP Server

The address of the server that assigned your computer's network
configuration for the current wireless connection.

WINS Server

The address of the server (if any) that your computer is using to find the
names of computers on a Windows network.

Activity
The number of packets of data that your computer has sent and received
over the WiFi connection since it was established.

WiFi Network Info

To view information about a WiFi network you are currently connected to
or the WiFi device you are using to connect to that network, select Tools >
Diagnostics > WiFi Network Info. The window shown below will appear.
For more information, click on the area of the screen shot below that you
are interested in.

Network Settings

Wendor description:

Card settings
MAC address:
Drriver version:

Firmware wersion:
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Card Settings

This box contains information about the WiFi device you are currently
using. Fields include the following;:

MAC address

The hardware address of the device. MAC (Media Access Control)
addresses are pre-configured by the device's manufacturer and usually
cannot be altered. These addresses are used for transferring data by
hardware-level protocols such as Ethernet and 802.11. Higher level
protocols such as the TCP/IP protocol suite used by the Internet have their
own addressing schemes, but still rely on the hardware-level protocol for
the transfer of data between individual nodes on a network.

Driver version

This is the version of the WiFi modem driver for this device that is
currently installed on your computer.

Firmware version
This is the version of the device's on-board operating software.

Vendor Description
This is the name of your WiFi modem.
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The WiFi Location Finder

The Location Finder allows you to easily locate Cingular Wi-Fi Hotspot
locations near to you or in locations that you plan to visit. Using a simple
search function or by clicking on the states in a US map, users can quickly
identify locations near to them where public WLAN services are available.

Location finder's database of hotspots can be updated as part of
Communication Manager's normal update process. You will be prompted
when such an update is available. To download an update, just accept the
update when the prompt appears. See Updating Cingular Communication
Manager for more information.

Cingular Wiki Localion Findes

X cingular
communication manager
Search
controls
and filters Map for
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Search Bezet B oy Inn Hotel & Subes Chicage Dvsantewsn (Chicaga)
resulis - Hasttem Sukes Chicagoiaperile (Naparvil)
@ ¥ Renmssance Chicago North Shore (Morthbrook)
x 3 AmariSies Schar =
E Hawthorn Suites Chicago Vermnan Hills
e min f
Detailed
iy B gl pcation
uza . .
b information
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Disabling the Windows XP Wireless Network Client

By default, Windows XP attempts to manage any Wi-Fi network
connections it detects. However, this conflicts with the management
functions provided by Cingular Communication Manager (when Wi-Fi
support is active).

For this reason, Cingular Communication Manager will disable the
Windows XP wireless network management tool when launched (if Wi-Fi
support is active) and re-enable it on shutdown. This makes manually
disabling the management tool unnecessary. However, if you wish to do
so, follow these steps:

1.

Right click on any network connection icon that appears in the system
tray at the bottom-right corner of your screen.

€L =
Metwork,

Connection
lcon

Select Open Network Connections from the menu that appears. The
Windows XP Network Connections window appears.

Right click on the icon that corresponds to your wireless network
connection.

Select Properties from the menu that appears.

5. Select the Wireless Networks tab.
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-4 Wireless Network Connection Properties Ejg|

General Wireless Networks E,&dvanced
Uze wWindows to configure my wireless network, settings

Available networks:
To connect bo an available network, click Configure.

1 finksysa021x ~

1 etwirsless

L crgda =

Preferred networks:

Automatically connect to available networks in the order listed
belon:

Add...

Learn about zetting up wireless network
configuration.

I 1] H Cancel ]

6. Uncheck Use Windows to configure my wireless network settings.

7. Click OK to close the window.

Supported Wi-Fi Adapters

Adapter
Vendor Model Standard Type 802.1X | WPA
PCMCIA
2Wire WRLS Tpye Il 802.11b card N/A N/A
PCMCIA
Actiontec WP221P-X 802.11b card N/A N/A
PCMCIA
Ambicom WL1100B 802.11b card N/A N/A
Ambicom
(Realtek  [WL1100B (New PCMCIA
RTL8180) Card) 802.11b card N/A N/A
Gold (PC24E H PCMCIA
Avaya FC) 802.11b card Yes N/A
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PCMCIA
Avaya PC Silver 802.11b card Yes N/A
Belkin F5D6050 802.11b USB N/A N/A
Air Station WLI- PCMCIA
Buffalo CB-G54A 802.11g card Yes Yes
Air Station WLI-
CB-G54A (G54- PCMCIA
Buffalo WR) 802.11g card Yes Yes
Air Station WLI-
CF-OP (WLI- PCMCIA
Buffalo CF-S11G) 802.11b card N/A N/A
Air Station WLI- PCMCIA
Buffalo PCM-L11GP 802.11b card N/A N/A
PCMCIA
Cisco Air-PCM-340 802.11b card N/A N/A
PCMCIA
Cisco Air-PCM-352 802.11b card Yes N/A
PCMCIA
Compaq WL100 802.11b card N/A N/A
Compex WLU11A USB 802.11b USB N/A N/A
PCMCIA
Corega PCCS-11 802.11b card N/A N/A
PCMCIA
Corega PCCB-11 802.11b card N/A N/A
PCMCIA
Corega PCCL-11 802.11b card N/A N/A
D-Link DWL-120 802.11b USB N/A N/A
DWL-650 PCMCIA
D-Link (WL211F) 802.11b card N/A N/A
DWL-650
(KA2DWL- PCMCIA
D-Link 650V2) L2F 802.11b card N/A N/A
PCMCIA
D-Link DWL-650+ 802.11b card N/A N/A
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PCMCIA

D-Link DWL-AB650 802.11ab card N/A N/A
PCMCIA

D-Link DWL-G650 802.11g card Yes N/A
PCMCIA

D-Link AG650 802.11ag card Yes Yes
Truemobile PCMCIA

Dell 1150 802.11b card Yes N/A

Truemobile

Dell MINI-PCI1150 802.11b Mini-PCI Yes N/A
PCMCIA

Enterasys RoamAbout 802.11b card N/A N/A
PCMCIA

Gem-Tek WL-211F 802.11b card N/A N/A

Pro/Wireless

2100 3B Mini PCMCIA

Intel PCI 802.11b card Yes N/A
AirPort WN- PCMCIA

I/O Data B11/PCM 802.11b card N/A N/A
PCMCIA

Linksys WPC11 802.11b card N/A N/A
PCMCIA

Linksys WPC11 Ver.2 802.11b card N/A N/A
PCMCIA

Linksys WPC11 VER.3 802.11b card N/A N/A

Linksys WPC54G 802.11g PCMCIA | Yes Yes

Linksys WPC11 VER.3 802.11b USB N/A N/A

WPC54G-2

Linksys (cisco) 802.11g PCMCIA | Yes Yes

Linksys WPC51B 802.11ab PCMCIA | Yes N/A

Linksys WPAC55AG 802.11ag PCMCIA | Yes Yes

Microsoft MN520 802.11b PCMCIA N/A N/A
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Microsoft MN720 802.11g PCMCIA N/A N/A
Aterrm
NEC WL11CA 802.11b PCMCIA N/A N/A
NetGear MA401 Ver2.5 802.11b PCMCIA N/A N/A
NetGear MA521 802.11b PCMCIA Yes Yes
NetGear WG511 802.11g PCMCIA | Yes Yes
NetGear WG121 802.11g USB Yes Yes
NetGear WG511T 802.11g PCMCIA | Yes Yes
Network
Everywhere NWP11B 802.11b PCMCIA N/A N/A
Network
Everywhere NWU11B 802.11b USB N/A N/A
NTT-ME MN 802.11b PCMCIA N/A N/A
Orinoco Gold 802.11b PCMCIA Yes N/A
Orinoco Silver 802.11b PCMCIA N/A N/A
RoadLanner
Wave GH-
Planex NS11H 802.11b PCMCIA N/A N/A
Orinoco Gold
Proxim UsB 802.11b UsSB Yes N/A
Proxim Orinoco Silver 802.11b PCMCIA Yes N/A
Proxim Orinoco Gold 802.11b PCMCIA Yes N/A
Proxim Orinoco Gold 802.11b PCMCIA Yes N/A
Orionco Gold
Proxim Mini-PCI 802.11b Mini-PCI Yes N/A
SMC SMC2632W 802.11b PCMCIA N/A N/A
SMC SMC2632W V.2 802.11b PCMCIA N/A N/A
PCMCIA
SMC SMC2642W 802.11B card/CF N/A N/A
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SMC SMC2662W V.3 802.11B uUSB N/A N/A

SMC SMC2835W 802.11g PCMCIA | Yes N/A

Sony PCWA-C150S 802.11b PCMCIA N/A N/A

Sony PCWA-C800S | 802.11abg PCMIC Yes Yes

Sony PCWA-C500 802.11a PCMCIA N/A N/A

Sony Ericsson GC79 GPRS/802.11b| PCMCIA N/A N/A

US Robotics USR5410 802.11g PCMCIA N/A N/A
US Robotics USR2210 802.11b PCMCIA N/A N/A
ZoomAir 4100 802.11b PCMCIA N/A N/A

Secure WiFi Connections

Encrypted WiFi networks are typically deployed by corporations or other
entities that need to provide secure wireless access restricted only to their
specific user community.

There are numerous standards available to protect the WiFi airlink (from
WiFi modem to WiFi access point), such as WEP and 802.1X. Which one of
these you need to use is determined by the network administrator who has
configured the wireless network infrastructure. Cingular Communication
Manager software must be configured to match the type of encryption
deployed in the WiFi network you are connecting to.

Customers whose connection also traverse the Internet (ex. public WiFi
hotspot) may also consider protecting the Internet transport with end-to-
end encryption, such as a VPN. The sections under the Securing a WiFi
Connection heading address the airlink security of the WiFi connection. For
additional information of VPN security, see Virtual Private Networks.
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How to access an encrypted network

The steps required to connect to an encrypted WiFi network are the same
as those required to connect to a non-encrypted WiFi network — until you
click Connect. When you click the Connect button, the client will display
the following window:

Network Key Entry i |
Tebwork Key Entry
FCTEL
. The Metwork that wou are attempting ko connect ko is

\11) protected with WEP encryption, Please enter the
correct key and click Connect to gain access.

If ywour network uses 802, 1x For authorization, click
the Advanced button to select required method.

Mebwork Key:

Confirm Metwork Key:

Connect I Cancel | Advanced | Help |

In order to proceed, you must do one of the following;:

* Enter a network encryption key obtained from the administrator of the
network you are trying to access.

» Configure 802.1x authentication according to the instructions of the
network's administrator.

When you are finished, click the Connect button to proceed.

Note: If you create a profile for this network containing the appropriate
encryption parameters, you will not see this dialog when you attempt to
connect.

How to change the encryption keys for a Network Profile

When network is added to the Network Profile list all encryption
information is saved with it. Therefore, you will not be asked for
encryption information again when connecting. For security purposes, the
network administrator may find it necessary to change the encryption key
for the network. Follow these steps to change the encryption key in the
Cingular Communication Manager:

1. Select Edit Connection Profiles from the Connections menu in the
main window. The Network Profiles window appears.

2. Select the network you wish to edit the encryption key for.
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3. Click the Edit button.
4. Switch to the WiFi tab.

X

Edit Profile

General | WiFi

5510 Hotspok
[ This is a non-broadcasted network { Closed)

Enable data encryption
Authenticabion method: |WEP-OPEN (Marmal Method) %

Metwork key:
Confirm network key:

Key index (advanced): |1 b

[IEnable 8021 authentication

[ [0]'4 H Cancel H Apply ]

5. Enter the new encryption key in both the Network Key box and the
Confirm Network Key box.

6. Click the OK button.

How to Enable 802.1x Authentication

The Cingular Communication Manager allows you to use 802.1x to
authenticate against your corporate network or other domain. The Cingular
Communication Manager will allow you to use any 802.1x authentication
method that is installed on your PC. (Please note that 802.1x authentication
is only available on Windows 2000 with Service Pack 4 or later installed
and on Windows XP)

To enable automatic 802.1x authentication for a specific network profile,

1. Create a network profile for the WiFi network that you wish to 802.1x
authentication with.

2. Open the Network Profiles window by selecting Edit Connection
Profiles from the Connections menu.

3. Select the Network Profile you wish to edit
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Click the Edit button.
Select the WiFi tab.

Select an Authentication method.

Connecting to WiFi Networks

If you selected a WEP method, you must check Enable 802.1x

authentication (if you select WPA, this box will be checked
automatically). From the dropdown (see below), select the type of

authentication you wish to enable.

8. Select an EAP type per the instructions of the administrator of the

network whose profile you are editing.

9. Click the Properties button to display the configuration options
available for the EAP type selected. Make any changes indicated by the
network administrator.

10.Click OK to exit the Configuration window.

11.Click OK to exit the Edit Profile window.

The Cingular Communication Manager provides a native implementation
of EAP-TTLS with the client. This EAP-TTLS client has been tested against
both Funk and Interlink RADIUS servers (commonly used by private WiFi

networks).

Edit Profile

Genaral | WiFi |

331D

EAP bvpe:

| My _work_netwark,

[ This is a non-broadcasted network (Closed)

Enable data encryption

Authentication method: WEP-OPEN (Normal Method) ¥ |

Enable 802.1x authentication

EAP-TTLS

Smart Card or other Certificate

Protecked EAP (PEAF)

o4 l [ Zancel
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802.1x Authentication

IEEE 802.1x is an authentication standard that greatly reduces the security
vulnerabilities associated with connections to IEEE 802.11 wireless
networks. The IEEE 802.11 wireless network standards specify two
authentication methods: one that is based on identification of the wireless
adapter (open system authentication) and the other that is based on a proof
of knowledge of a secret key (shared key authentication). 802.1x enforces
the authentication of the credentials of a wireless computer or user before
allowing access to the wireless network and, depending on the actual
authentication method used, determines encryption keys for wireless
communication. If you connect to an 802.11 wireless local area network
(WLAN) without 802.1x authentication enabled, the data that you send is
more vulnerable to attacks.

Enabling EAP-TTLS for Windows 2000 and Windows XP

Note: To utilize EAP-TTLS you must already have an account in a domain
that is setup to support EAP authentication.

To enable EAP-TTLS, follow these steps:

1. Make sure vour operating system supports EAP-TTLS

2. Enable trust of the domain by going to the Certificate Server. Using
Internet Explorer open
http:/ / certificateserver.yourdomain.com/ certsrv. Enter your domain
username (in the form domain\ user if a domain field is not present)
your password, and the domain name if the domain field is present.

3. Once authenticated, select Retrieve the CA certificate and click next.

4. Click on Install this CA certification path. You may be asked to let
"Microsoft Certificate Enrollment Control" execute, or to allow
certificates installation from this web site, both of which you should
allow.

5. When the "Root Certificate Store" dialog appears, select Yes and a
message will be displayed saying that CA certificate has been
successfully installed.

6. Return to http:/ /certificateserver.yourdomain.com/certsvc, and select
Request a certificate.

7. At the "Choose Request Type" dialog, select Advanced request.

8. On the "Advanced Certificate Requests" dialog, select Submit a
certificate request to this CA using a form, click Next.

9. On the next dialog, choose User as the "Certificate Template",
Microsoft Enhanced Cryptographic Provider v1.0 as the "CSP", 2048 as
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"Key Size", and click Submit. You may be prompted to allow certificate
request, which you should.

10.0On the "Certificate Issued" page, click Install this certificate. Again, if
asked, please allow installation of the certificates. The "Certificate
Installed" page will be displayed after the certificate is successfully
installed.

See Also:
How to Install EAP-TTLS Client

Installing EAP-TTLS for Windows 2000 and Windows XP

To utilize EAP-TTLS you must already have an account in a domain that is
setup to support EAP authentication.

EAP-TTLS is pre-installed on Windows 2000 machines with Service Pack 1
(or later) applied and Windows XP machines. You only need to install it on
Windows 2000 machines that have not had any service packs applied.

To install EAP-TTLS on a Windows 2000 machine, simply install one of the
Microsoft Windows 2000 Service Packs. As of this writing, Service Pack 4 is
the latest Service Pack.

See also:
How to Enable EAP-TTLS

How to Use EAP-TTLS with Cingular Communication Manager
To use EAP-TTLS with a Network Profile follow these steps:

1. Save the network you wish to authenticate to in your Network Profiles.

2. Open the Network Profiles window by selecting Edit Connection
Profiles from the Connections menu.

3. Select the Network Profile you wish to edit and then click the Edit
button.

4. Select the WiFi tab.
5. Select an Authentication method.

6. If you selected a WEP method, you must check Enable 802.1x
authentication (if you select WPA, this box will be checked
automatically). From the dropdown (see below), select the type of
authentication you wish to enable.

7. From the EAP type drop down, select EAP-TTLS.
8. Click Properties.
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9. Check Allow authentication using a certificate.

Configuration &l

|Jse identity protection (recommended)

—_—
Marme For anorymous login: | Anonymous |

werify server's certificate (recommended)

Server name must conkain:

PhaseZ authentication bype: Epp,p v |

[ allow authentication using a certificate
Use session resumplion

Cache Username and Password

[ OK ] [ Cancel ]

10. Close the configuration dialog by pressing OK.
11. Close the Edit Profiles window by selecting OK.
12.Close the Network Profiles window by selecting Close.

To connect to the configured network using EAP-TTLS, re-insert your WiFi
card, and connect to the configured network. You may be asked to choose
the certificate to use with EAP-TTLS, in which case you should select the
one that was issued to you. The Cingular Communication Manager will
display Obtaining IP address while it attempts to authenticate you to the
network.

See also:
How to Enable EAP-TTLS
How to Install EAP-TTLS
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FAST Configuration

FAST (Fast Authentication via Secure Tunneling) is an authentication
protocol developed by Cisco. Its function is to secure your user name and
password information by creating an encrypted "tunnel" between
Communication Manager and the WiFi network's login server.

When you select FAST as the EAP type, you can configure the properties
shown below. Click on an area of interest for more information.

Configuration &l

|Jse identity protection (recommended)

Marme For anorymous login: | Anonymous

Server name must conkain:

Phase2 authentication type: |

Cache Username and Password

[ OK ] [ Cancel

PEAP Configuration

PEAP (Protected Extensible Authentication Protocol) is an authentication
protocol developed by Microsoft, Cisco and RSA security. Its function is to
secure your user name and password information by creating an encrypted
"tunnel" between Communication Manager and the WiFi network's login
server.

When you select PEAP as the EAP type, you can configure the properties
shown below. Click on an area of interest for more information.
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Configuration gl

|Jse identity protection (recommended)

Marme Far anonymous login: l Anonymous

werify server's certificate (recommended)

Server name must conkain:

PhaseZ authentication bvpe: |M5-CHAPwZ
el |

[ allow authentication using a certificate

Lse session resumpkion

Cache Username and Password

[ OK ] [ Cancel

TTLS Configuration

TTLS (Tunneled Transport Level Security) is an authentication protocol
developed by Funk Software and Certicom. Its function is to secure your
login information by creating an encrypted "tunnel" between
Communication Manager and the WiFi network's login server.

When you select TTLS as the EAP type, you can configure the properties
shown below. Click on an area of interest for more information.

Configuration E|

IJse identity protection {recommended)

Mame For anonymous |ogin: l Anonyrnous

Werify server's certificate (recormmended)

Server name musk conkain:

PhaseZ authenkication bype: w

[ ] allow authentication using a cerkificate

se session resumpkion

Cache Username and Password

[ Ok, l [ Cancel
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Using a Smart Card or Other Certificate

If your computer is running Windows XP, you can select "Smart Card or

Other Certificate" as your EAP type for 802.1x authentication. Certificates
are digital "proof of identity" documents that are "signed" by a certifying

authority. If a network's administrator allows the use of certificates, your
computer can present such a certificate as login credentials.

The configuration for certificates is shown below. Click on an area of
interest for more information.

Smart Card or other Certificate Properties

‘wihen conhecting:
(%) Use my smart card

() Use a certificate on this computer

Walidate zerver cerificate

Contect to these servers:

Truzted Root Certification Autharities:

| (7 4BAECOM Roat CA Al
[] Autoridad Certificadora de la &sociacion M acional del Maotaria— |
[] &wtoridad Certificadora del Colegio Macional de Correduria Pu
[] Baltimore EZ by DST
[] Belgacam E-Trust Primary Cé,
[] caw HET Securebet Ca Class &
[] Ctw HET Secureblet CA Class B
[] caw HET Securebet Ca Root ||
< |

Wiew Certificate

[]Use a different user name for the connection

l (] 8 H Cancel ]
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How to Connect to The Cingular EDGE/GPRS/UMTS Network

1. If the GSM connection window is not already displayed, select the GSM
tab on the main window. The Cingular Communication Manager
software will search for available GSM networks. Once an available
network has been detected, you will see the Ready to Connect screen
(as shown below):

Cingular Communication Manager

File Connection:  Tool: Help

GSM | wiF

X o

ignal 21 d
Ready: 'EDGE/GPRS Accelerated' e |

Metvmark:
Cingular

Timer:

LS )\ b

If the main application window is not visible, it may be minimized
to appear only in the system tray. To access the Cingular
Communication Manager, click on the Cingular Communication
Manager icon shown in the system tray (bottom-right corner of your
screen).

below:

eady ko Connect y
000000 EDGE/GFRE | COMMECT | '

If you wish to restore the window to normal, click the up arrow
button at the right end of the mini-bar.

f The interface may also appear in the "Mini-Bar" view as shown
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If you have not properly attached and/or configured you wireless
device, Communication Manager may display the No Wireless Device
message rather than "Ready."

2. The name that appears after "Ready" is the name of the network profile
that is currently selected. If this is the profile you wish to use, proceed
to step 3. If you would like to select a different profile, open the Select
GSM Connection Profile option in the Connections menu. Then, select
the connection profile that you would like to use from the sub-menu
that appears. See Using the Correct GSM profile for more information
on the Cingular network profiles included with Communication
Manager.

3. Click the orange Connect button to create your connection. The
Cingular Communication Manager will show the "Connecting" screen
as seen below.

" Cingular Communication Manager

File Connection:  Tool: Help

GSM | wiF

X voull

_ Signal 79 dBrn
Connecting. .. Hetvwark:

Cingular

i Timer:

_Swes | | B messaging |
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4. Once you are connected, the Cingular Communication Manager will
indicate that you are connected maintain a timer measuring how long
you have been connected, as well as display real-time counters of
estimated bytes sent and received. A log of past connections may be
found by choosing Tools > Diagnostics > Event Viewer. Note: Actual
billing will be greater than estimated usage.

ingular Communication Manager.

File Connection:  Tool: Help

GSM | wiF

n D
X vall

Signal -79 dBrn
Hetwmork:
Cingular

arted: 'EDGESGPRS Mon-Accelerate

Tirmer: O0:00:08 Sents 2.0KB Received: 421

B oven | ‘Euﬂﬂﬂﬂn'

You can launch your VPN either by pressing the VPN button
whenever there is a connection OR by configuring
Communication Manager to automatically launch your VPN
upon connection. See How to Automatically Launch a VPN
Connection for more information.

Connecting to the Cingular GSM Circuit Data (CSD) Network

GSM Circuit Data is available as an additional dial-up connectivity option
for when you are outside of the EDGE/GPRS coverage area or wanting to
use dial-up connections such as RAS. To take advantage of the GSM Circuit
Data network, you must have the optional GSM Circuit Data feature added
to your Cingular service. Call 1-866-CINGULAR for details or to sign up for
GSM Circuit Data.

If you have GSM Circuit Data on your service, you will need to activate the
preconfigured GSM Circuit Data (CSD) profiles within Cingular
Communication Manager in order to be able to connect using the software.
For information on how to creating GSM connection profiles, please see
Creating a Profile for a GSM Network.
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Once a GSM/CSD profile has been created, to chose Circuit Data for your
connection, just toggle between connection types using the Select GSM
Connection Profile section of the Connections menu.

For more information on creating and using network profiles, please see
Network Profiles.

Using the correct GSM Profile

Communication Manager comes pre-configured with several profiles that
should be used depending on how your device was provisioned. Each
profile defines different connection methods to the network based on the
Access Point Name (APN) your SIM has been provisioned to use.

The APN specifies the external networks that a mobile device can access. It
also defines the type of I’ address to be utilized, security mechanisms to
invoke, available value added services, redundancy, and fixed end
connections.

Each pre-defined profile in Communication Manager is designed to
connect using an APN to the Cingular network. A brief summary of the
APN profiles is listed below. Depending on the service to which you have
subscribed, you will have one of the following groups of profiles available
to you:

Group 1

* EDGE/GPRS Accelerated: This is the standard profile for users with
profile group 1. In most cases, it will provide the best experience. This
profile can be used to connect to EDGE, GPRS and UMTS networks.
Additionally, data acceleration will be inherent in some connections
established with this profile. Data acceleration can be configured on the
Acceleration tab of the Settings window.

* EDGE/GPRS Non-Accelerated: This is similar to the accelerated profile.
However, data acceleration will not be used.

Group 2

* GSM Connect — Proxy: This is the default APN/profile provisioned for
most users with profile group 2. Proxy APN provides a Cingular
private IP address and does not allow unrequested data to pass from
the Internet to the mobile user.

* GSM Connect — Public: Provides a public IP address and does not
allow unrequested data to pass from the Internet to the mobile
user. Additional charges may apply.
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* GSM Connect — Internet: Provides an Cingular private IP address and

does allow unrequested data to pass from the Internet to the mobile
user. Additional charges may apply.

Accelerated Profiles

Accelerated connections utilize in-network acceleration/compression
technology to provide a faster connection experience.

A\

A\

Data acceleration can result in reduced graphics quality. If you are
using your accelerated profile and wish to reload a given web page
with full quality graphics, do the following;:

»  Microsoft Internet Explorer users can press CTRL + F5 (or
hold CTRL while clicking the RELOAD button on the
browser).

» Netscape users can press SHIFT + Reload.

If you experience difficulty with your connection while using an
accelerated profile, disconnect and try connecting with the
unaccelerated profile.

For more information on connection profiles, please see Network Profiles.

About GSM signal strength

The signal strength of a GSM network is expressed in the main GSM user
interface as both a series of bars and as a numerical value (in dBm). A lower
numerical value means “better signal”. For example:

-60 dBm is an exceptionally strong signal

-70 dBm is quite good

-80 dBm is satisfactory

-90 dBm is a weaker signal with reduced throughput
-100 dBm is a borderline unusable signal level

-113 dBm indicates a "no signal" condition

Cellular data is a line of sight technology. Obstructions between the cell
tower and you “attenuate”, or weaken, the signal strength. Often signal
strength can be improved by moving slightly, approaching the windows of
a building, or laying the antenna down flat away from the laptop LCD.
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If you are moving while connected, your wireless connection may drop if
signal is lost (approaching -110 dBm). Prior to losing signal your wireless
device should start to scan for a stronger signal from a roaming provider in
order to improve the performance of the connection. If your device
automatically switches to a roaming provider, the data session will be lost
for a short interval. Disconnects will likely result in interruption of
application functionality and data transfers that are underway. Critical
work that cannot be interrupted should not be performed while moving in
order to minimize this risk.

Note: Signal strength is not the only variable factor in determining the
throughput of your wireless connection. Distance from cell site, network
availability and traffic, device, applications, tasks, file size, transmission
limitations and interference, and other factors also impact the speed of your
connection.

GSM Network Types: GPRS, EDGE, UMTS

Cingular offers GPRS, EDGE and UMTS services.

GPRS (General Packet Radio Service) is an IP-based service for GSM
cellular networks, and has been deployed worldwide. GPRS/EDGE
supports I[P-based applications and provides a mobile extension of the
Internet, or private intranets. More information on GPRS can be found at
http:/ /www.cingular.com/midtolarge/gsm_gprs

EDGE (Enhanced Data Rates for Global Evolution) is a powerful
enhancement to the radio technology used by GPRS. EDGE dramatically
improves national wide area wireless data throughput rates and network
capacity, while providing full backward compatibility for GPRS devices
and applications. More information on EDGE can be found at

http:/ /www.cingular.com/midtolarge/edge

The Cingular UMTS network offers wireless mobility at broadband speeds.
UMTS is currently available in six metro markets: San Francisco, Seattle,

Phoenix, Dallas, San Diego and Detroit. For more information and the latest
updates on availability go to http:/ /www.cingular.com/midtolarge/umts.

How to disconnect from a Cingular Data network

To disconnect from any network connection using the Cingular
Communication Manager, simply click the disconnect button in the
primary user interface or exit the application using the X in the right hand
upper corner of the user interface.
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GSM Connections Interface

The main interface for establishing GSM (cellular, PCS) data connections is
shown below. Click on an area of interest for more information.

Switch to Click Here to
WiFi Interface Connect or Disconnect

" Cingular Commur| fation Managar
File Connections Toflls Heb
' ' wn '| Indﬂ:atr.':r

X @ ;-,ll

Ready: EDGE/GPRS Accelerated’ e Signal
Indicator

Tirmyest
Lo ) \kiwen)
Launch a VPN Send and Receive
Connection Text Messages

This window provides available network connection information,
connected/ disconnected status, and access to various controls and
components of the Cingular Communication Manager software.

WiFi Button
Click this button to switch to the WiFi connection interface.

Messaging Button

Click this button to read and write text messages using the Text Messaging
client.
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GSM Security

Cingular maintains a comprehensive security policy that dictates the
requirements and procedures to help maintain the security of Cingular
networks. Any network security architecture must take into account end-
to-end communications, as well as all the individual links and nodes that
make up the network. The primary security components of an application
that uses the Cingular GSM network are:

User Authentication

A device can be configured so that a user is prompted to enter a personal
identification number (PIN) before being able to use the device.

Network access authentication

The network authenticates a user device against information stored in the
SIM.

Encryption

The radio link is protected by further encrypting information between the
mobile device and the infrastructure node called the Serving GPRS Node
(SGSN).

Protection of IP addresses
IP addresses are encrypted, never transmitted in the clear.

Customer Supplied VPN

VPNs work across the Cingular network and VPN launch can be integrated
into Cingular Communication Manager connectivity application.
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The GSM Diagnostics window

To view information about your laptop, wireless modem, network
connection, and session activity, select Tools> Diagnostics > GSM Info.

The Device window will appear providing useful information on your
laptop PC and wireless device. Note that your mobile number (phone
number) is listed on this window as well..

Diagnostics fg|

Device | Metwark

Hardware infarmation
05 (3P
Pork:

Modem rodel:
Hardware Id:

Device driver:
Diriver wersion:

Firmeare wersion:

Device information
Serial #:

IMSI #:
IMET #:

Phone Murnber:

Modemn manufacturer:

Phone battery skakus:

M3 Windows %P Professional (Service Pack 1)
GEFS_CTRLO

SOMY ERICSSON

g8l

PCMCIAN 0Ny _Ericsson-Gi82_PC_Card-2951
Sony Ericsson GCE2 EGPRS Madem

Mok available

GCE3 R3B6

Mok available
310410005228547
00100300114305
1-770-378-9519

Mok available

Click the Network tab to be provided additional information on the

network and connection session.
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Diagnostics

| .Device- Metwirk, |

Mekwork. information

Metwiork bype: GFRS
Tebwork name: Zingular Wireless
Signal strength (%s): 62
Signal strength {dBm): -79
APM used: Mot available
Cauntry: Mok available

Session information

Skakus: disconnected
Data received during the session; ]
Data sent during the session: i
IP address: 0.0 .0 .0

Supported GSM Devices

For information on wireless devices that are compatible with
Communication Manager, please see
http:/ /www.cingular.com/midtolarge/laptop_connect _devices




Text Messaging (SMS)

Short Message Service (SMS) is a standard used by Cellular Carriers
worldwide for interchange of text messages between devices. Originally
developed as a GSM network technology, SMS massages can be sent using
any compatible device. Cingular Communication Manager Text Messaging
Center makes SMS simple by allowing the user to send and receive
messages from a familiar email-like messaging client.

The Text Messaging Client

You can send and receive Text Messages through Cingular Communication
Manager very much like you can do on most wireless phones. In fact, the
Cingular Communication Manager integrates with the existing Text
Messaging application on your phone (if using a phone as your modem).

You never need to synchronize your Communication Manager Text
Messaging client with your phone's text messaging client - what you
see on the Communication Manager Text Messaging client is what you
would see if using your phone to manage text messages.

All Cingular customers with Text Messaging capable devices can send
and receive messages for a low per message cost. Or, if you plan to send
and receive more than the occasion text message, you can save money
by signing up for one of Cingular’s more economical text messaging
packages. Ask for details.

To view text messages, press the Messaging button at the bottom of the
main application window:
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Cingular Communication Manager
Fie Conneclions Tools Help

WiFi

pomect] gl
-F3 dian

scted: 'EDGE/GPRS Nar-Accelerate g
Cingular

Timar; 000006 Sant; 2 KB Facalwed: 421

Click to Read
Text Messages

...or select Text Messaging from the Tools menu. You will then be
presented with a message viewing and composing application that should
feel familiar to anyone accustomed to using popular e-mail software
packages.

Reading and Managing Incoming Messages

Receiving Text Messages

Updating Your Inbox

Using Text Messaging with tethered cellular handsets
Managing Text Messages

Sending Messages
Sending Text Messages

Using the Address Book

Using the Address Book
Accessing the phonebook in your mobile device




Text Messaging (SMS)

Viewing and Managing Messages

Receiving Text Messages

Others can send you text messages from their mobile phone or PC. They
will need to know your mobile number. Your friends and colleagues can
even send you text messages from their PC by sending an email to your 10-
digit wireless number @cingularME.com. For example:
4045551212@cingularME.com.

If you are using a PC card, you can usually find your mobile number
by looking under Tools > Network Info > GSM (select the Device
tab).

When you receive an e-mail or a text message, the graphic on the text
messaging button will change to indicate the presence of new messages.

Cingular Communication Manager
Fie Conneclions Tools Help

GSM WiFi

*p 3
X puconnsc)  vout]
-F3 dian

scted: 'EDGE/GPRS Nar-Accelerate g
Cingular

Timar; 000006 Sant; 2 KB Facalwed: 421

Click to Read
Text Messages

Click on this button to view your messages.
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Once the text messaging client window opens, a list of your messages will
be displayed in the right-hand pane. Each message will be accompanied by
one of the following icons:

B  Anunread SMS message

f=4  An SMS message that you have already read

B  Anunread e-mail message

=4  An e-mail message that you have already read

Double-click on any message listed to view the complete message.

Note: Users with cell phone handsets will be subject to the connection
limitations listed in Using Text Messaging with tethered cellular handsets.

See also:

Sending Text Messages
Using The Text Messaging Client
Managing Text Messages

Updating Your Inbox

If your wireless device is connected to your PC, Communication Manager
will automatically retrieve new messages from the device when it is
launched. You can also update the contents of your Inbox by clicking either
one of the following icons in the text messaging client window:

=  Send/Receive. When you click this button, Communication
Manager will transmit any unsent messages in your Outbox and
query your wireless device for any new messages received. If
new messages are present, they will be added to your Inbox.

#]  Refresh. When you click this button, Communication Manager,
will delete all messages in your Inbox and then copy all
messages on your wireless device into the Inbox. Note that
messages that are in your Inbox, but not also on your wireless
device will be lost!



Text Messaging (SMS)

Using text messaging with tethered cellular handsets

Cingular Communication Manager can connect with Cingular Wireless
handsets over a serial, Bluetooth or IrDA connection. Cingular
Communication Manager will assume that these wireless devices are your
primary viewing device for text messages. Therefore, it will not delete any
message from the device just because you happen to read it in Cingular
Communication Manager's text messaging client. However, when you
delete a message in the text messaging client, it will also be deleted from
the handset.

If you use your handset to send and receive text messages when it is not
attached to the Cingular Communication Manager, Cingular
Communication Manager's text messaging inbox may change when you
reattach the handset.

Certain handsets are not able to send text messages during an active data
connection. If a device does not support sending a text message while using
an active data connection, the message will be queued for delivery as soon
as the active data connection is released. This is typically when the user
selects the Disconnect button.

See also:

Receiving Text Messages

Sending Text Messages

Accessing the Address Book on your mobile device

Note: Although Communication Manager can communicate with a handset
over a Bluetooth connection, it cannot perform Bluetooth pairing
automatically (you will have to manually pair the PC and the handset).

Managing Text Messages

The text messaging client window provides a number of management
functions that allow you to save and organize you incoming and outgoing
messages. They include the following:

#-  Click this button or select Folders > New Folder from the File
menu to create a new folder in which to store messages.

Z4  Click this button or select Folders > Delete Folder from the File
menu to delete a folder you have created (and all the messages it
contains).
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T

Click this button or select Move to Folder from the Edit menu to
move the selected message to another folder.

Note that moving a message from the Inbox to another folder
will not delete the message from your wireless device.
Therefore, the message may re-appear in your Inbox if you re-
import messages from the device.

Click this button or select Copy to Folder from the Edit menu to
place a copy of the selected message in another folder.

Click this button or select Delete Message from the Action
menu to delete the selected message. Note that deleting a
message from the Inbox will also delete it from your wireless
device! (however, if your wireless device is not currently
connected to your PC, the message will not be deleted from the
device until the device is reconnected)

Click this button or select Load from the File menu to return all
folders (except the Inbox) to their state at the time of the last
save operation (see description for the Save Icon, below). This is
useful, for example, if you accidentally delete messages that you
wanted to keep.

Click this button or select Save from the File menu to save the
current state of all folders (except the Inbox). Note that a Save
operation is automatically performed whenever you close the
text messaging client window.



Text Messaging (SMS)

Sending Messages

A\

Before attempting to send or receive text messages, check to make sure the
Cingular Wireless Device is inserted (PC Cards) or connected (phones) to
your PC and registered with the wireless network (software will indicate
Ready to Connect or Connected).

Communication Manager can send text messages when the
application is in Ready to Connect mode or when the application is
actively connected to a Cingular Wireless data service such as
EDGE/GPRS or GSM-Circuit Data.

The Cingular Communication Manager supports sending the following
types of text messages:

* Mobile to Mobile:
In the To... field you type the mobile number of the person you are
sending a message to. For example: Enter “18155551212” in the To...
field of the text messaging client.

* Mobile to Email:
In the To... field you type the Email address of the person you are
sending a message to. Your message will appear as a normal email to
the recipient.

To send an text message, do the following:
1. Click New in the main Text Messaging Client window.

2. Type the mobile number or email address of the person you wish to
send a message to in the To field. (See picture below for example)

w

Type the message you wish to send.

. Click Send.

D
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M Untitled - Message

wiSend [ESave (@Zendassms (Osend as Emall

[ to.. | |1sissssiziz

Cingular Communication Manager makes bext messaging from your laptop easy|

337160 This 5M3 will be sent using 1 message(s)

Did You Know?

For your convenience, phone numbers can be stored in the included
address book.

See also:

Receiving SMS Messages

Accessing the Address Book on your mobile device
Using SMS with tethered cellular handsets




Text Messaging (SMS)

Using the Address Book

Cingular Communication Manager includes and Address Book feature
which can be used to manage phone numbers and addresses. You can open
the address book either by clicking the To... button in the New Message
window or by clicking on the icon below in the main window of the text
messaging client:

£

The address book appears as shown below.

Wireless Address Book

First Marne rMiddle Name Last Mame Mobile|

Zancel

Edit

Delete

e B

From here, you can do the following;:
* Add a new address book entry by clicking the Add button.

+ Edit an address book entry by selecting the entry you want to edit and
then clicking the Edit button.

* Delete an address book entry by selecting the entry you want to delete
and then clicking the Delete button.

* If you opened the address book from the New Message window,
selecting an address book entry and then clicking OK will copy the
entries phone number to the To field in the new message window.

Note that you can import address book entries stored on your mobile
phone. See Importing the address book from your mobile device for more
information.
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Accessing the Address Book on your Mobile Device

You can import your wireless device's phone book entries into Cingular
Communication Manager and export Communication Manager's address
book to your wireless device.

Importing Phonebook Entries

To import phonebook entries from your wireless device, click the import
phonebook icon shown below:

]

The address book entries from the handset will be added to
Communication Manager's address book. Entries already in
Communication Manager's address book will not be disturbed unless the
name of an imported entry matches that name of an entry in
Communication Manager's address book exactly. In this case, the imported
entry will overwrite (replace) the existing entry.

Exporting Address Book Entries

To export entries from Communication Manager's address book to your
wireless device, click the export phonebook icon shown below:

4]

Important! This will replace the entire phonebook on your wireless device.
Anything in the device's phonebook prior to this action will be deleted.

For more information on using the text messaging client with handsets,
please see Using text messaging with tethered cellular handsets.




Virtual Private Networks (VPNSs)

Virtual Private Networks (VPN’s) are end-to-end, secure, private networks
that can be accessed over a public backbone network (like the Internet)
without compromising their privacy. Typically, they maintain their privacy
by forming secure (encrypted) "tunnels" directly to the users who access
them.

Cingular Communication Manager software automatically recognizes
supported VPN client software and associated profiles. Once a supported
client is installed, all you need to do is choose the existing VPN software
and profile (or designate another VPN software to use) from the VPN
settings window.

Note: Enterprises often use some sort of VPN to provide remote access to
their corporate network. If you receive Cingular wireless services through
an enterprise (such as a place of employment), the network administrator
for that enterprise may actually require you to establish a VPN connection
whenever you use your wireless service. If this is the case and you fail to
establish a VPN connection within a set period of time after you establish a
wireless connection, you will be disconnected with an error indicating that
VPN access is required. For more information, contact your enterprise
network administrator.

Configuring a VPN Connection
Follow these steps to configure a VPN connection:

1. Consult the administrator of the VPN you wish to access. The
administrator will provide you with VPN client software and
instructions for establishing VPN connections using that software.

2. 1If the VPN client software is not already installed on your system,
install it now. (Microsoft's VPN client is pre-installed on most versions
of Windows).

3. Open the Cingular Communication Manager.

4. Access the VPN settings tab by selecting the Settings... option from the
Tools drop down menu and then clicking the VPN tab.
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Settings

Application || Sounds | Update Settings | Rules Engine | Advanced Networking

App Laurncher WFI G5k | WPN i_ Acceleration

() Do not uze VPN

) Use existing WPN profile
Client; Prafile;

{7 Use third party YPN client
Command line:

|
Parameters:

[ ] 4 l [ Cancel l [ Apply l [ Help ]

5. If the VPN client software you are using is supported by the Cingular
Communication Manager, select Use existing VPN profile. Supported
software installed on your system will be automatically detected. Just
select the client software that you want to use from the Client menu and
then select the profile that you want to use from the Profile menu.

If the VPN client software you are using is NOT supported by the
Cingular Communication Manager, select Use third party VPN client.
Then, click the Browse button to specify the location of the client
software that you are using.

6. Click OK to exit the Settings window.

Once your VPN settings are configured, there are two ways to start your
VPN connection.

« Automatically start your VPN upon connection by configuring your
connection profile to do so.

* One click manual launch of the VPN by pressing the “VPN” button on
the main interface.

68



Virtual Private Networks (VPNs)

Automatically launching a VPN connection

You can configure any network profile to automatically connect to a Virtual
Private Network whenever you connect using that profile. Follow these
steps:

1. If you have not already done so, configure the connection settings for
the VPN you wish to connect to. (see Configuring a VPN Connection).

2. Open the Network Profiles window.

Profiles El

File Help
: @ WiFi Profile Mame EDiGE|GPRS Accelerated
= GsM Profile Tvpe Lser
M EC'GE/GPRS Accelerated ™
"’ EDGE/i5PRS Non-Accelerated AH Falrp R
Browser Launch - Mo | Use Proxy - Yes
IF Address Ohbtain IP automatically
DMS Server Ohbtain DNS autarmatically
[ Add ] [ Edit ] Remove Conneck ’ Help J [ Close l

In the left pane, select the profile for which you want to automate VPN
connection.

3. Click the Edit button. The properties sheet for the selected profile
appears.

4. If the General tab is not already selected, select it now.
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Edit Profile X
General | Wik |
Praofile name Connection options
| |Manual v
WM
[ Auko Launch

Browser Settings
[ pisable IE's manual proxy settings on connect

[JLaunch browser window on connect
Skart LIRL:

(Please enter vour Full URL, including the http: )| prefix,
For example: hibp:/fun, vourwebaddress, com)

[ Ok H Cancel ] Apply

Check the Auto Launch box in the VPN section.
Click OK to exit the window.

Repeat steps 3 through 7 for any additional profiles that you want to
auto-launch your VPN connection with.

Manually Launching a VPN Connection
Whenever you are connected to the Internet, you can launch a pre-
configured VPN connection by clicking the VPN button in the Main
Window.
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Cingular Communication Manager
Fie Conneclions Toolt Help

S e

| X vall

acted: ‘EDGE/GPRS Man-Accelarate -
Cingular

Tirmer: D0:000% Senti 206B Received: 421

Supported VPN Clients

The Cingular Communication Manager currently supports VPN client
software from the following vendors.

» Microsoft
* Cisco

* Nortel
 Checkpoint (please read)

Other VPN clients can operate with Cingular Communication Manager, but
non-supported client software must be configured manually. See
Configuring a VPN Connection for more information.
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Network Profiles

Network Profiles are networks that you have saved at connection time
using the auto-connect options or have manually added to the Network
Profiles network list. Additionally, Cingular has created some pre-defined

profiles for you.

Creating Network Profiles has the following advantages:

* You can configure the client to automatically connect to a Network
Profile whenever that network is available.

* If the last network you connected to is not available at a particular
location, the Cingular Communication Manager will display a network
from your list of network profiles in the main window (if one is
available). This allows the same easy, one click connecting to an
alternate network.

Moreover, you must have a profile for the following;:

* You cannot connect to a closed WiFi network or unless you create a
"closed network" Network Profile.

* You must have a GSM network profile for each GSM network that you
wish to connect to.

For more information:

Creating a Profile for a WiFi Network
Creating a Profile for a GSM network
The Network Profiles window

Pre-defined Cingular Profiles

Cingular Communication Manager is pre-configured with network profiles
for accessing the Cingular WiFi and GSM networks.

73



Cingular Communication Manager Help

74

Profiles E|
File Help
G Wi Profile Mame EDGE}GPRS Accelerated
e GsM Profile Type Lser
EDGE/GPRS Accelerated
EDGE/GPRS Mon-Accelerated AH Launich - No
Browser Launch - Mo | Use Proxy - Yes
IF Address Ohbtain IP automatically
DMS Server Ohbtain DNS autarmatically
[ Add ] ’ Edit ] Remove [ Help J [ Close l

The Cingular WiFi network profile will allow you to connect to Cingular
preferred WiFi networks whenever you are within range of a Cingular
WiFi access point.

The pre-configured Cingular Wireless GSM profiles allow you to connect to
Cingular's EDGE, GPRS and UMTS networks whenever you are within
Cingular's coverage area. See Using the Correct GSM profile for more
information on the GSM profiles available.

You can also create other network profiles that will allow you to connect
seamlessly to other access points that you typically use.

Note: You cannot delete a pre-defined profile, but you can edit the settings
on its General properties tab.

See also:

How to Create a WiFi Network Profile

How to Create a GSM Network Profile

How to automatically launch a VPN connection




Network Profiles

Network Profiles Window

Use this window to add or edit a Network Profile. Click on a portion of the
screen shot below for more information on a particular item.

Profiles @

File Help
B Wi Profile Mame EDGE}GPRS Accelerated
e G5 Profile Type Lser

EDGE/GPRS Accelerated

EDGE/GPRS Mon-Accelerated AH Launich - No
Browser Launch - Mo | Use Proxy - Yes
IF Address Ohbtain IP automatically
DMS Server Ohbtain DNS autarmatically

[ Add ] ’ Edit ] Remaye Connact [ Help J [ Close ]

Note: You can also change the priority of a given profile within a network
type. For example, you can prioritize EDGE/GPRS Non-accelerated above
EDGE/GPRS Accelerated. However, you cannot reprioritize network types
in this window (for example, prioritizing GSM above WiFi). For
reprioritization of network types, see the Rules Engine tab of the Settings
window.

See also:

How to create a WiFi Network Profile
How to create a GSM Network Profile
How to remove a Network Profile

How to change Network Profile properties

List of Network Profiles

On the left side of the Profiles window, there is a list of all the Network
Profiles that you have defined so far. Also listed here are any Network
Profiles that have been pre-configured by Cingular. You can change or
remove any Profiles that you have defined yourself. However, you can only
make minor changes to profiles created by Cingular.

Note that the higher a network appears in this list, the higher priority the
network is considered. If two networks with profiles are available, the
Cingular Communication Manager will select the higher priority network).
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Network Profile Information

This are the details of the currently highlighted Network Profile. The
following information is displayed for each Profile:

Profile Name

This is the name of the Network Profile. If you have not given the Profile a
name, this will be the SSID of the network.

Profile Type

This will show if the Profile was created by Cingular (indicated by the
word "Carrier") or by you (indicated by "User").

VPN

This indicates if a VPN connection is set to auto-launch when this network
is connected.

Browser

This shows if you have your browser set to auto-launch a page and if you
have proxy settings for this profile.

IP Address

This will indicate if you are using DHCP (indicated by "Automatic") or
have set the IP information for this profile.

DNS

This shows if you are using the DHCP name servers (indicated by
"Automatic") or have set the DNS servers for this profile.

Add button
Click this button to add a new Network Profile to the list.

Remove button
To remove a network from the list, select the network in the list above and
then click this button.

Note: You cannot remove networks that have been pre-configured by
Cingular.

Connect button
Click this button to connect to the currently selected Network Profile.



Network Profiles

Edit button

To modify a Network Profile entry, select the Network Profile in the list
above and then click this button. This opens the Preferred Network
Properties window so that you can edit the properties of the selected
network.

Rank buttons

Use these buttons to adjust the ranking of the network selected in the list
above. Higher ranked networks will be preferred above other networks in
the list.
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Creating a Profile for a GSM Network
Follow these steps to create a GSM Network Profile.

1.

5.

Open the Cingular Communication Manager software. You will see the
main window.

Select Edit Connection Profiles from the Connections menu. The
Network Profile window will now be displayed.

Click on the GSM heading in the list of profiles on the left side of the
window.

Click the Add button, to bring up the window below. It displays pre-
configured profiles for a number of GSM networks. Select the network
whose profile you would like to add. If you want to create a profile for
a network that is not listed here, select the last item in the list, Create
Custom Profile.

Wireless WAN X

Areailable Mebwork Profiles:

|EDGE/GPRS Accelerated
|EDGEJGPRS Mon-Accelerated
EGSM,I'CSD Accelerated

| GSM/CSD Mon-Accelerated

| Create Custom Profile

[ Mexd = l[ Cancel ]

Click Next. The second page of GSM profile properties appears. This
page allows you to configure the GSM-specific settings in the network
profile. Click on a portion of the screen shot below for more
information on a particular item:



Wireless WAN

Service | Create Custom Profils] |

Service Type |Packet

Access Method

Dialed Mumber | atinaal |

Access Point Mame | |

User Info

Username | |

Password | |

K

[ < Back ][ Mext = l[ Cancel

)

Network Profiles

6. Click Next to configure the IP Properties of your GSM profile.

Note: All information such as encryption key, network visibility, and the

network name will be saved for future connections.

Service
The name of the network.
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Service Type

Select the type of service you want to create a profile for.

|Packet |

|Cirv:|_|it |

Available options are:

¢ Circuit - Choose this option to connect to Cingular Wireless
EDGE/GPRS services

* Packet - Choose this option to connect to Cingular Wireless GSM-
Circuit Data services

Access Method

Choosing and modifying these values will determine how the Cingular
Wireless data connection is made. These values will be pre-populated
based on the service selection made by the user.

Access Method

" Dialed Number |

* Access Point Mame |

Enterprise users who have custom data connections from Cingular
Wireless will need to consult with their IT department for specific profile
set-up instructions and values.

User Info

Users can use these fields to enter the username and password that is
required for connection to Cingular Wireless data services. Users using
default Cingular Wireless service will have these values pre-populated
using the service selection made by the user as described in Choosing your
default Cingular Wireless Network Connection.

Note: Do not change the value for the Cingular Wireless service username
and password as it may result in a failed connection.



Network Profiles

Lsername i

Password ]

Users who have custom data connections from Cingular Wireless or their
Enterprise will need to consult with their IT administrator for the correct
User Info values.

Create Network Profile (IP properties)

The IP Settings page is part of the configuration for certain types of
network profiles. This page allows you to configure the Internet Protocol
(IP) addressing to be used with this Profile. However, you should not alter
these values for Cingular Wireless Data connections unless specifically
instructed to do so by your network administrator. For more information,
click on an area of interest in the screen shot below.

IP Settings x]

‘fou can get IP settings assigned automatically if vour preferred
nebwork supports this capability, Otherwise, wou need ko ask
wour nebwark administrator For the appropriate IP settings.

(%) Cbtain an IP address automatically

() Use the following IP address:

IP address: | : i |

Subnet mask: | : i |

Default gateway: [ & [ [ I

(%) Obtain DNS server address automatically
(") Use the Following DS server addresses:

Prefetred DMS sarver: |

Alternate DS server: |

[ < Back ][ Mexd = l[ Cancel ]

When you are finished configuring the settings on this page, click Next to
continue. (Instructions continue here).
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See also:

How to create a WiFi Network Profile
How to create a GSM Network Profile
How to remove a Network Profile

How to change Network Profile properties

Profile IP Address

These settings specify the IP address that your system will use when
connected to this network. The default selection, Obtain IP address
automatically, instructs the Cingular Communication Manager to ask the
network to assign it an appropriate address each time it connects. This is
the correct setting for most network profiles.

However, if the network does not support automatic address assignment,
you can enter appropriate values manually by clicking Use the following
IP address. Contact the administrator of the network whose profile you are
configuring to obtain appropriate values for these fields.

Profile DNS server

These settings specify the address of the name server that your system
should use to translate names (i.e. "Cingular.com") to numerical addresses
when connected to this network. The default selection, Obtain DNS server
address automatically, instructs the Cingular Communication Manager to
ask the network to provide the address of a name server each time it
connects. This is the correct setting for most network profiles.

However, if the network does not support automatic DNS server
assignment, you can enter appropriate values manually by clicking Use the
following DNS server address. Contact the administrator of the network
whose profile you are configuring to obtain appropriate values for these
fields.
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Create Network Profile (General properties)

This page contains settings that apply to all types of Network Profiles.
Click on a portion of the screen shot below for more information on a

particular item.

General
Praofile name Connection options
| | IManuaI Vl
WRM

[Jauto Launch

Application Launcher

Enable Application |

Browser Setkings

Stark URL:

[ Disable IE's manual proxy settings on conneck

[JLaunch browser window on conneck

(Please enter wour Full URL, including the htkp: || prefix,
For example: http: /v, vourwebaddress, com)

[ < Back. ][ Finish

l l_ Cancel

See also:

How to create a WiFi Network Profile

How to create a GSM Network Profile

How to remove a Network Profile

How to change Network Profile properties

Profile Name

Enter a short "nickname" for this profile to be shown in the Network

Profiles Window
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Connection Options

This setting controls what the Cingular Communication Manager will do
when it detects the network you are configuring. There are three options:

Automatic

Select this option if you want the Cingular Communication Manager to
automatically connect to this network whenever it is detected.

Prompt me

Select this option if you want the Cingular Communication Manager to ask
you whether to connect to this network each time the network is detected.

Manual

Select this if you only want to connect to this network manually (by
selecting it from the list of networks and clicking Connect).

VPN Autolaunch Options

Check this box if you would like to automatically launch your default VPN
profile when this network is connected. Note that your VPN settings must
already be configured.

Enable Application Launcher

If this box is checked, Cingular Communication Manager will launch the
applications listed on the App Launcher tab of the Settings window
whenever it establishes a connection to the network whose profile you are
configuring.

If this box is not checked, the specified applications will not be launched.

Disable IE Proxy Settings

Check this box if you wish to bypass Internet Explorers proxy
configuration. This is typically done for users who connect outside of their
corporate network and need to disable their corporate proxy server
configuration. You may wish to consult with your IT professional to see if
this applies to your configuration.
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Launch browser window on connect
Check this if you wish to automatically launch your browser when you

establish a connection to this network. Enter a start URL that your browser

will connect to in the text box. Typically, the browser will launch 10

seconds after a connection is established. However, if you have selected to

auto-launch a VPN, the browser will launch 20 seconds after a connection
is established.

Creating a Profile for a WiFi Network
Follow these steps to create a Network Profile.

1. Open the Cingular Communication Manager. You will see the main
window.

2. Select Edit Connection Profiles from the Connections menu. The
Network Profile window will now be displayed.

3. Click on the WiFi heading in the list of profiles on the left side of the
window.

4. Click the Add button, to bring up the window below. This window
allows you to configure the WiFi-specific settings in the network
profile. Click on a portion of the screen shot below for more
information on a particular item:

WiFi ]

551D | My Home Mebwark, |

[ This is a non-broadcasted netwaork (Closed)

Enable data encryption

= |
Authentication method: |WEP-OPEM (Hormal Method) %)
i |
| i
Enable 802, 13 authentication
EAP type: | EAP-TILS v

Mext = ]l Cancel
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5. Click Next. The General Properties window appears.
6. Configure the settings in the General Properties window and then click
Finish.

See also:
How to remove a Network Profile
The "Network Profiles" window

Network

Enter the name of the Network Profile in this box. Note that the name
entered here must match the SSID (Service Set IDentifier) used by the
network exactly.

Closed Network
Check this box if the network you are configuring is a closed network.

Authentication Method

Select the appropriate authentication method for this network profile.
Available authentication methods are:

* None: Select this option if the network is unencrypted

* WEP-Open (Normal Method): This is the standard WEP encryption
method.

* WEP-Shared: Use this encrypted method only if told to do so by your
network administrator. You will need to enter your pre-shared
network key and confirm this network key a second time for accuracy
in the fields provided.

* WPA: If you select this method, the option to Enable 802.1x
Authentication will be selected and you will need to specify which
802.1x authentication method you will be using.

* WPA-PSK: You will need to enter your pre-shared network key and
confirm this network key a second time for accuracy in the fields
provided.

Note: The two WPA options will not appear if your WiFi device does not
support WPA encryption or if you have chosen to disable WPA support
(see the WiFi tab of the Settings window).
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Network Key
If your network administrator provided a network key for accessing this
network, enter it here.

Note: You must enter a network key if you selected WEP-SHARED or
WPA-PSK as the authentication method. If you selected WEP-OPEN as the
authentication method, you can either enter an encryption key here or fill
out the 802.1x authentication section as instructed by your network
administrator.

Enable 802.1x Authentication

Follow these steps to enable 802.1x authentication when connecting to this
network:

1. Check the Enable 802.1x authentication box

2. Select the EAP type from the dropdown menu.

3. Click the Properties button to configure the settings for the selected
EAP type.

Note: You must check the Enable Data Encryption box above in order to
enable 80.1x encryption.

How to Edit a Network Profile

Follow these steps to edit an existing network Profile:

1. Select Edit Connection Profiles from the Connections menu in the
main window. The Network Profiles window appears.

Profiles E|

File Help
G Wi Profile Mame EDGE}GPRS Accelerated
e GsM Profile Type Lser

EDGE/GPRS Accelerated

EDGE/GPRS Mon-Accelerated AH Launich - No
Browser Launch - Mo | Use Proxy - Yes
IF Address Ohbtain IP automatically
DMS Server Ohbtain DNS autarmatically

[ Add ] ’ Edit ] Remove [ Help J [ Close l
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2. In the left pane, select the network you wish to edit.

3. Click the Edit button. A tabbed interface showing all the user-editable
settings of the selected profile appears (see links below for more
information).

profile, this will usually not be the case with profiles that have been
pre-defined by Cingular. For these profiles, you will only be able to
edit the settings on the General tab.

i\ Although you will be able to edit all the settings of a user-defined

4. Make the desired changes.
5. Click the OK button when you are finished.

Profile Editing Tabs
WiFi

GSM

JIL

General

How to Remove a Network Profile

Follow these steps to remove a network from the Network Profiles
window:

1. Open the Cingular Communication Manager. You will see the Main
Window.

2. Select Edit Connection Profiles from the Connections menu.

3. The Network Profiles window will now be displayed.

4. Select the network that you want to remove from the list in the left pane
of the window.

5. Click the Remove button.

6. Click Close to exit the Network Profiles Properties window.

i\ You cannot remove the profiles that have been pre-defined by Cingular.
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Settings

The "Settings" window allows you to configure the behavior of the
Cingular Communication Manager software. Among other things, these
settings control how the client connects to networks, the sounds it
produces, when it retrieves updates and how it handles conflicting
applications.

To open the settings window, select Settings from the Tools menu as
shown below:

Cingular Communication Manager.

File Connection:  Tool: Help

- Texk Messaging
GSM Avvailable WiFT Mebworks

Diagrioskics

Device Wizard. .

Install Firmware, ., =
signal .29 dBm
Check for Updates Hetiaathe

Cingular

The interface that appears includes the following tabs:

» Acceleration

« Advanced Networking

« App Launcher

 Application

+ GSM

» Rules Engine
+ Sounds

« Update
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« VPN

+ WiFi
Advanced Networking Settings

Advanced Networking Settings

The Advanced Networking Settings tab allows you to set a custom value
for the TCP Receive Window (RWIN). For specific information, please click
on the part of the dialog that you are interested in.

Settings
_Applauncher | Wi | GSM | WPN | Acceleration |
| &pplication | Sounds | Update Settings | Rules Engine ! Advanced Networking
R

(%) Use default 05 value
() Optimized GPRSAEDGE wvalus

() Use custom value

Global BwIH parameter:

Important; it iz recommended that FWwIN zetting changes be made only by
your IT administrator.  Following the selection of a new BWwIN value, the PC
must be restarted.

aF. l [ Cancel \pply

Note: Modifying RWIN values is an advanced networking task. If you
have any questions about RWIN please contact your IT systems
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administrator.

RWIN

Other computers sending data to your system expect your system to
acknowledge each packet of data it receives. This helps to ensure that your
system actually receives all the data it requests.

The TCP Receive Window (also known as RWIN) specifies the maximum
amount of data that another system may send before it receives an
acknowledgement for at least some of the data sent previously. When this
value is set too high, the sending system may transmit far more
information than your current Internet connection can actually receive in a
given period of time. This could result in lost information that the sender
has to retransmit (causing delays). If the value is set too low, the sender is
spending more time waiting for your system's acknowledgements than it
needs to and less time sending information to you (this can also cause
delays).

Since the optimal value for RWIN varies depending on the speed of the
network to which your system is connected, the value can be set
independently for most types of connections. When you install a new
network adapter (or wireless modem), the installer program will usually
optimize the RWIN value for its type of connection. So, for the vast
majority of connection types, you never need to worry about this value.

However, your PC also has a Global RWIN value that may be used in
certain circumstances, the most common being when you establish a VPN
connection (depending on the specific VPN make). The RWIN settings
provided on the Advanced Networking settings tab adjust this global
value. However, you should only adjust them if you are specifically
instructed to do so by your network administrator.

Use custom value

Selecting this option allows you to specify a custom global RWIN value in
the space provided.

Optimized GPRS/EDGE value

Selecting this option sets the global RWIN value to an optimized value
specified by Cingular (if any).
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Use default OS value

Selecting this option keeps the global RWIN value at its default setting for
your operating system. It is strongly recommended that this option is
selected unless you are specifically instructed to do otherwise by your
network administrator.

App Launcher Settings

The App Launcher tab allows you to specify a list of applications that will
be launched automatically when you connect to a network. For specific
information, please click on the part of the dialog that you are interested in.

Application || Sounds | Update Settings | Rules Engine | Advanced Networking
App Launcher | wiFi G5M YN Acceleration

Add

The Application Launcher iz uzed to getup a ligt of applications
anddor filez that can be launched when a connection to a
network iz establizhed. The order that the applications are listed
iz the arder that they will be launched in.

aF. l [ Cancel Iy

Application List

The applications listed here will be automatically launched each time the
Cingular Communication Manager establishes a connection to a network.
Use the buttons immediately below this box to Add a new application to
the list, Edit the parameters used to launch an application on the list or
Delete an application from the list.
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Add Launched Application

Click this button to add an application to the list above. The button opens
the Application Launcher window, which allows you to specify an
application to launch and add any additional command line parameters
needed to launch the application.

Edit Launched Application

Select an application from the list above and then click the Edit button to
edit the parameters used to launch that application. The button opens the
Application Launcher window.

Remove Launched Application

Select an application from the list above and then click the Remove button
to remove a launched application from the list.

Raise/Lower Priority

Click the Raise Priority and Lower Priority buttons to move a selected
application up and down the list. Applications will be launched in the
order listed.
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Application Launcher Window

This window allows you to select an application to launch automatically
and to specify any additional command line parameters needed to launch
that application. For additional information, please click on the part of the
window that you are interested in.

Application Launcher g|

File:

| | [ Browse l

Parameters:

| | Test

File to Launch
Do one of the following:

* Type the complete path and filename of the application file to launch in
the space provided.

* Click the Browse button to browse for the application file.

Browse for Launched File
Click this button to browse for the application to launch.

Parameters for Launched File

Enter any additional command line parameters that are needed to launch
the desired application. Note that most applications will launch
successfully without any parameters entered here. For more information,
consult the documentation for the application you are launching.

Test Launched File
Click this button to launch the specified file now.
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Application Settings

The Application tab allows you to modify various general settings of the
Cingular Communication Manager software. For specific information,
please click on the part of the dialog that you are interested in.

Settings

4pp Launcher WiFi G5M WP Acceleration
| Application iSDunds |Jpdate Settingz | Rules Engine | Advanced Networking

Application setiings
[ User interface is always on tap
Enable Splash screen
[ Automatically run this application on machine startup
Dizplay Connection Timer
Use thig as my default WiFi management utilty, 2

wharning Meszages

Resget all waming meszages. Reset

aF. l [ Cancel \pply

Always on Top

When this box is checked, Cingular Communication Manager's windows
will always appear on top of other application windows.

Enable Splash Screen

When this box is checked, Cingular Communication Manager will display a
splash screen while it loads. If you don't want the splash screen to be
displayed, remove the check mark from this box.
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Automatically run this application...

When this option is checked, the Cingular Communication Manager will
automatically launch whenever you start your computer.

Reset all warning messages

The Cingular Communication Manager provides various warning
messages that can be disabled if you do not want to see them. For example,
the Cingular Communication Manager will warn you that there may be
surcharges when connecting to a particular network. This warning
dialogue provides you with a method to turn this warning off. You can
turn the warning messages back on by clicking the Reset button.

Display Connection Timer

This box controls whether the connection timer will be displayed in the
main window. When the box is checked (default), the timer will be
displayed. When the box is unchecked, the timer will not appear.
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Data Acceleration Settings

When connected to a Cingular GSM network, Cingular Communication
Manager can employ data compression and acceleration techniques to
enhance your connection speed. The settings in the Acceleration tab
configure the data acceleration used. For specific information, please click
on the part of the dialog that you are interested in.

Settings

Application || Sounds | Update Settings | Rules Engine | Advanced Netwarking

App Launcher wiFi G5M WPM | Acceleration |
Acceleration
) | T |
Startup type: lﬂ;tomatlc v_| tart
Client; Buytetd ohile Acceleration Client rinztall
Status: Acceleration OFF

Acceleration level
: Original Accelerated
Highest e —

‘ High

Medium High

.T) M ediurn Low

Low
Lowest

Medium image quality Default ] [Advanced

ok J[ conca ] con

Note: Data compression is only in effect when Cingular Communication
Manager is connected to a Cingular GSM network and has successfully
negotiated a session with the data acceleration server in the Cingular
network.

Startup Type

Startup type controls whether the data acceleration client automatically
activates itself whenever a GSM network connection is established, or
whether the user must manually click Start to activate the acceleration
client. The EDGE/GPRS Accelerated profile defaults the acceleration client
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to Automatic. The client will always detect if it cannot accelerate a
particular session and will deactivate itself in such cases. Examples of this
would include a VPN connection where the data is encrypted and cannot
be optimized by the acceleration server in the Cingular network.

Acceleration Start Button

If Startup Type is set to "Manual," you can use this button to enable and
disable data acceleration.

Acceleration Client

This is the name of the client software that has been installed to perform
data acceleration tasks.

Install / Uninstall Acceleration Client

If a data acceleration client is currently installed, click this button to remove
it from your system (this will disable acceleration entirely!)

If a data acceleration client is not currently installed, click this button to
install one.

Acceleration Status
This indicates whether or not data acceleration is currently enabled.

Note: look for the icon shown below in the lower-right corner of your
screen. It is green when acceleration is enabled, red when acceleration is
disabled.

o

Acceleration Level

This slider allows the user to control the level of performance optimization,
and to balance that against the level of quality desired in the displayed
graphics. The higher the level of acceleration, the lower the quality of the
graphic images on a web page. The highest acceleration setting disables
receipt of all graphic images on web pages. The sample pictures to the right
of this control give an example of the typical graphical quality of each
setting.
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Advanced Button

Click this button to view the advanced configuration options for the data
acceleration client.

Default Button

Click this button to return all acceleration settings to their default values.
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GSM Settings

The GSM tab configures the Cingular Communication Manager's ability to
make data connections over wireless telephone networks. For specific
information, please click on the part of the dialog that you are interested in.

Settings

Application | Sounds | Update Seftings | Rules Engine || -.t’-‘-.dvanc_ed Metworking

App Laurncher WFI i GSM WM | Acceleration
Device selection
[] Digabled
| Standard Modem (COM1] | [[5elect..

Mebwark, zelection

%) Auta O Manual
Operator Operator [0
0

Roarming Selection

Domestic: () Always Prarnpt
International: (O Always (& Prompt ) Never
] 4 l [ Cancel l [ Apply l [ Help

In order to switch to another device that has not yet been configured,
you must run the device configuration wizard for that device. Before
inserting the new device select “Device Wizard...” from the Tools
menu to begin new device configuration.
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Device Selection

This allows you to select which EDGE/GPRS device you would like the
Cingular Communication Manager to use to establish connections.
Normally, Communication Manager will automatically select the most
appropriate device it detects. However, if would like to select a specific
device to use for GSM connections, you can do so here.

Network Selection

Selecting the manual option here will allow you to manually select from a
list of available EDGE/GPRS networks. Note that this option is only
available when using older handsets. This option will not be available if
you are using an ENS (Enhanced Network Selection) capable handset and
SIM.

Domestic Roaming Selection

The selected option in this box dictates whether Cingular Communication
Manager will attempt to connect to a roaming network in the USA. Since
you will never be charged for roaming within the United States, the
domestic roaming setting has been locked in the "always" position. This
allows Communication Manager to connect to a roaming network
whenever Cingular's own network is unavailable.

International Roaming Selection

The selected option in this box dictates whether Cingular Communication
Manager will attempt to connect to a roaming network when outside of the
USA. Typically, such connections are more susceptible to roaming charges
than connections made within the USA.

Consult your service agreement for more information about international
roaming service and any charges that such service might incur.

Always

When this option is selected, Cingular Communication Manager will
always attempt to connect to the network that provides the best quality
signal in the area, even if that network is not part of Cingular's home
network.

Prompt

When this option is selected, Cingular Communication Manager will warn
you before it attempts to connect to a network is not part of Cingular's
home network and provide you the option to not connect to that network.
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Never

When this option is selected, Cingular Communication Manager will never
attempt to connect to a network that is not part of Cingular's home
network.

Rules Engine Tab

The Rules Engine tab allows you to specify the conditions under which the
Cingular Communication Manager will attempt to switch from one type of
connection to another type of connection. For specific information, please
click on the part of the dialog that you are interested in.

Settings

_ App Launcher WiFi GSM | WPH Acceleration
| &pplication | Sounds | Update Settingsi Rules Engine i.t’-‘n.dvanced Metworking

Uze Rules Engine
Metwork, Connection Options
(#) Use priorities
WwiFi
GFRS

() Orly use specified device

when automatically switching technologies:

|F'rompt to dizconnect A

Retry Interval to return ta Prianity Netwark,
() Dan't retry

(%) Retry after mirtes

aF. l [ Cancel \pply

and not GPRS networks specifically.

f Note: In the “Rules Engine” Tab, GPRS refers to all GSM connectivity
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Use Rules Engine

When this box is checked, Cingular Communication Manager will attempt
to automatically switch to preferred connection technologies whenever
networks using preferred technologies are available.

When this box is NOT checked, Cingular Communication Manager will
never switch technologies by itself. To switch technologies, you must
manually select a different type of connection in the main window and
then click the Connect button. Note that this also disables GSM auto re-
connect.

Use Priorities

Select this option to specify which connection types are higher priority than
others. Cingular Communication Manager will attempt to automatically
switch to a higher priority connection technology whenever a higher
priority technology is available.

Use Specified Device

When this option is selected, Cingular Communication Manager will only
automatically switch connection technologies when a connection of the
specified type is available. Moreover, it will only switch to the specified
technology. It will not automatically switch to other technology types.

Auto Switch Action

The "When automatically switching technologies" list specifies what actions
Cingular Communication Manager takes after it has successfully
established a connection to a higher priority technology.

Maintain Previous Connection

When this option is selected, Cingular Communication Manager will
remain connected to the previous connection until you manually
disconnect or until that connection becomes unavailable.

Disconnect Previous Connection

When this option is selected, Cingular Communication Manager will
automatically disconnect the previous connection as soon as a connection is
established using a higher priority technology.
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Prompt to Disconnect

When this option is selected, Cingular Communication Manager will
display a prompt asking you if you wish to disconnect the previous
connection or retain it.

Retry to Connect

Select how many minutes after you lose a connection that Cingular
Communication Manager should attempt to reconnect.
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Sound Settings

The Sounds Tab allows you to instruct Cingular Communication Manager
to play a sound when various events occur. It also allows you to specify the
sounds that the connection software plays. For specific information, please
click on the part of the dialog that you are interested in.

Settings
App Lqunn;:_hg;'___ WiF | GSM W . Acceleration
| &pplication | Sounds | IUpdate Settings | Fules Engine | Advanced Netwarking |
Enable zounds
[] Connected

[] Lost Comnection

| | Browse

[] Hatspat Authentication

| | Browsze

] 4 l [ Cancel l [ Apply l [ Help

Enable Sounds

Check this box to enable the playing of tones to indicate significant network
events. Once this box is checked, you can enable tones for individual event
types using the remainder of items on this tab.
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Connected (enabling tone for)

Check this box to enable the playing of a tone when Communication
Manager successfully connects to a WiFi network that is not one of
Cingular's pre-defined profiles. You must specify the tone (a Windows
wave file) to be played in the box below or click the Browse button to select
a wave file.

Note: You must check the Enable Sounds box in order to use this control.

Lost Connection (enable tone for)

Check this box to enable the playing of a tone when Communication
Manager loses its connection to a WiFi network. You must specify the tone
(a Windows wave file) to be played in the box below or click the Browse
button to select a wave file.

Note: You must check the Enable Sounds box in order to use this control.

Carrier Hotspot Connection (enable tone for)

Check this box to enable the playing of a tone when Communication
Manager connects to a Cingular WiFi hotspot. You must specify the tone (a
Windows wave file) to be played in the box below or click the Browse
button to select a wave file.

Note: You must check the Enable Sounds box in order to use this control.
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Update Settings

The Update Settings tab allows you to specify how often (if ever) Cingular
Communication Manager attempts to retrieve updates to its software and
its databases. For specific information, please click on the part of the dialog

that you are interested in.

Settings

App Launcher Wi G5k WM Acceleration
| Application || Sounds | Update Settings f_F!uIes Engine || Advanced Networking
Jpdates
(®) &utomatically download and install
() Prompt me to download and install
|Ipdate Perind:
_14 Daps

() Manually download and instal

Ok l [ Cancel

checked for and installed regularly. Prolonged failure to check for and

f Regardless of which option you select, be sure that updates are

install updates may result in critical updates being missed. Certain
updates may be required in order to continue establishing connections
to Cingular wireless services.

Automatically download and install

Select this option to have the Cingular Communication Manager
automatically download and install updates wben they become available.
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Manually download and install updates

Select this option if you wish updates to be downloaded only when you
click the Update Now button below.

Prompt me to download and install updates

Select this option to be prompted by Cingular Communication Manager at
specific intervals to download and install updates. Note that if an invalid
number of days is entered (such as zero), the update interval will default to
seven days.

Update Now
Click this button to check for updates now.

Firmware Update

Updates to your cellular device's firmware (its internal operating software)
will be downloaded as part of Communication Manager's normal software
update process. When you receive such an update, you will be asked
whether you want to apply the update to your device immediately or defer
the update until later. If you have chosen to defer the update, you can
apply the update later by clicking this button.

Note: If you have multiple cellular devices, only the currently connected
device will be updated.
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Cingular Communication Manager Settings

The WiFi tab allows you to configure the Cingular Communication
Manager's ability to connect to WiFi networks. For specific information,
please click on the part of the dialog that you are interested in.

Settings

Application || Sounds | Update Settings | Rules Engine | Advanced Networking

| App Launcher | W | G5k WM Acceleration
Mew netwark. options
() Autamatically save all networks that | connect to
(%) Prompt me before saving netwaork settings
(7 Allow manual input of network settings only
WwPA Encryption Suppoart
(%) Aillow WHA Support
() Dizable WPA Support
] 4 l [ Cancel l [ Apply l [ Help

Connection Options

This setting controls what the Cingular Communication Manager will do
when it detects the network you are configuring. There are three options:

Automatic

Select this option if you want the client to automatically connect to this
network whenever it is detected.

Prompt me

Select this option if you want the client to ask you whether to connect to
this network each time the network is detected. (click here for help on the

prompt dialog).
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Manual

Select this if you only want to connect to this network manually (by
selecting it from the list of networks and clicking Connect).

VPN Settings

The VPN tab specifies how the Cingular Communication Manager accesses
Virtual Private Networks (VPNs). For specific information, please click on
the part of the dialog that you are interested in.

Settings

'-.t’-‘n.ppl_ication | Sounds | Update Seftings | Rules E_r]giﬂe_'_i_-_.t’-‘il:l_vanc_ed Metworking
App Laurncher WFI | GEM WPN Acceleration |

() Do not uze VPN

) Use existing WPN profile
Client; Prafile;

{7 Use third party YPN client
Command line:

Parameters:

[ ] 4 l [ Cancel l [ Apply l [ Help

See also:

Configuring a VPN Connection
Automatically launching a VPN connection
Manually Launching a VPN Connection
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Do Not Use VPN

When this option is selected, Communication Manager's built in ability to
connect to Virtual Private Networks will be disabled. You will not be able
to connect to a VPN either by clicking the VPN button on the main user
interface or by configuring a profile to connect automatically. If you wish to
connect using either one of these methods, you must select one of the other
two options on the VPN settings tab and configure the parameters required
for that option.

Use Existing VPN Profile

Select this option if you want to log in using a supported VPN client that
has already been installed on your system. The Cingular Communication
Manager can automatically detect the presence of supported client software
and the user profiles employed by supported client software.

Client

Select a supported VPN client. Note that a VPN client must already be
installed on your system in order for it to appear in this list.

Profile

Select a login profile from this list. Only pre-configured profiles for the
selected VPN client will be displayed here.

Turning Off Client Support
Follow these steps to turn off support for particular VPN client software:

1. In the VPN tab of the settings window, click the Client Support button

2. Remove the check mark next to each client software package for which
you wish to disable support.

3. Click OK.

4. Restart the Cingular Communication Manager software.

Why is this necessary?

It probably is not necessary. Cingular Communication Manager will most
likely never have a problem with any of the supported VPN client software
packages. However, disabling support for unused client software will
eliminate all intentional interaction between Communication Manager and
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the unused software, thus making the possibility of conflicts even more
remote.

Use Third Party VPN Client

Select this option if you want to log in using a VPN client that is not
currently supported by Cingular Communication Manager. The Cingular
Communication Manager can launch an unsupported client, providing that
the client does not require any special treatment to launch. However, the
Cingular Communication Manager cannot detect the presence of or
configure the operation of unsupported client software. Parameters
required to launch such a client must be entered manually.

Command Line
Do one of the following:

* Type the complete path and filename of the VPN client software you
want to use in the space provided.

¢ Click the Browse button to browse for the VPN client software.

Browse
Click this button to locate a VPN client in your file system.

Parameters

Enter any additional command line parameters that are needed to launch
the specified VPN client. For more information, consult the documentation
for the VPN client you are using.



Connection Log

Event History Manager

Cingular Communication Manager provides an easy-to-reference log of
each connection made. The Connection Log can be found by choosing the
Connection Log option from the Help menu. This opens this Event History
Manager window.

Evenl Histary Manager El
Tvpe Tedhnology Daba, ‘I'I'n_e Curation Total Bytes Description ] |
(Enformation GPRSJEDGE 2004109116 OF2#:...  O0:00:00 i Canmected |
"\?]nfnfnutim GPRSJEDGE 200400916 06c16:...  O0:21:48 5365238 Disconrected
"\?]nfu'rmtinn PRI EDGE 20040916 05:54:...  00:000 o Canrected
'@M[un\alim SPRSJEDGE 20040916 0%56:...  00:00:00 0 Canrected
() Ifermation  GPRS[EDGE 200409115 11:07:...  00:00:00 i Canrected
(A} rfermation  GPRS/EDGE 200409115 1107, 0E:0%aE 94753 Disconnected
'\_?]nfnrl‘natim PRIJEDE 2004/09/15 DB:47:...  00:00:00 o Canrected
(i Irfermaticn  GPRS/EDGE 200409114 0B30:...  O0:00:00 i Cannected
[ nfermation  GPRSJEDGE 2004/09{14 04:36:.. O0:00:00 i Cannected
"\?]nfurmatim GPRIJEDGE 2004/09/14 0Z:52:... 03552 61753 Discennected
[EInformation  GPRSJEDGE 2004j09(14 11:16:...  O0:00:00 i Cannected
() Infermation  GPRS[EDGE 2004/09(14 0141, 00:00:00 i Canfected
'@]nfnrmatim EPRIEDEE 2004/09/13 0%:17:...  D2:06:36 336011 Dizconrected 2
[EER T e Patatadl s b den AT oA o emm o etnd
) ]
Filter by Sasgmonis) 44, Duration 55:24:25, Bytes 52,789, 342
[Jose=rangs  From| <00 To |
Technclogy _ Type
[atL ¥ AL v [(Gezrren | [ clese |

Fields captured for each connection include:

* Type of information (Information, Error, Warning). Click on the icon in
this field to show even more information about this event.

* Technology (GPRS/EDGE, WiFi)
* Date and time

* Duration

 Estimated bytes used

WiFi usage estimate assumes 1,500 bytes per packet received and 150 bytes per
packet sent.

» Connection description
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Event Detail

Double-click on any entry in the Event History Manager window brings up
the Event Detail window, where you are presented with even greater detail
on the given connection. This additional detail may be helpful should
customer support be working with you to troubleshoot a connection.

Event Detail

Attribute

localTimestamp
arror

profile

ogin

os

clientver
messageType
technology
hiost

clientId

jcan
eventtype
ienTirmaSkamnn

Yalue
20040916 06;16:30 PM
u]

EDGESGPRS Accelerated
ISPDA@CIMGULARGPRS, COM

Windows xP

3.0.50.0

End

GPRS/EDGE

M30342GH2901 kY
6525805C-8E5E-4900-5E2F-2538694E9E L FE

Disconnected
ANNA-NA-1ETZ7 16307

Filtering the Connection Log

For your convenience, in the bottom left corner of the Event History
Manager window, the connection Log summarizes the total number of

connections, duration, and bytes used for all connections in the log.
Communication Manager can even filter the viewed connections by Date,
Technology and Type. Just select the desired options for filtering, and click

Update.




Event History Manager.

Connection Log

X

Tvpe Te... Date | Time Duration Total Bytes Description s
@Information Wi 9/29/2004 7:49:25 PM  00:00:06 i} Cannected
@Information Wik 9/29/2004 7:49:20 PM  DD:00:01 i} Connecting to Chicago
@Information WiFi  9/29/2004 7:49:14 PM  00:00:02 i} Card Detected
@Information WiFi  9/27/2004 3:44:11 PM 00:00:08 i} Disconnecting. ..
@Information WiFi  9/27/2004 Z:44:11 PM 00:00:08 i} UserDisconnected —
@Information WiFi  9/27/2004 34403 PM  00:00:08 i} Connected
@Information WiFi  9/27/2004 3:43:55 PM  00:00:00 0 Connecting to Chicago
’E)Information Wil 9/27/2004 3:42:20 PM 00:00:06 i} Disconnecting. ..
@Information Wik 9J27/2004 3:42:20 PM  00:00:05 i} UserDisconnected
@Information Wi 9/27/2004 342:14 PM 00:00;05 i} Connected
@Information Wik 9/27/2004 3:42:06 PM  00:00:00 i} Connecting to Chicago
@Information Wi 9/27/2004 3:42:01 PM 00:00:02 i} Card Detected
@Information WiFi  9/24/2004 11:55:3.., 00:00:05 i} Connected
e S Ay A P - F P S, b
£ | e
Filker by Session(s) 5, Duration 03:37:56, 0 Bykes
Date Range Frc-m! 9/29/2004 | Ta | 9/29/2004 v |
Technology Tvpe
|,q|_|_ vl |,o,|_|_ v | Lpdate Clear Log ] [ Clase

Click Clear Log to erase the currently logged events.
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Application Timeout

The Cingular Communication Manager software is licensed on a "rolling"
basis. This means that your license will expire 120 days from the last time
you connected to a Cingular Wireless network. When you are within 60
and 90 days of expiring, Cingular Communication Manager will remind
you with a pop-up message. To re-license the software, all you need to do
is connect to one of the Cingular Wireless networks (GSM or Wi-Fi).
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Updating the Cingular
Communication Manager

Cingular Communication Manager contains a powerful update engine that
makes it easy for you to keep your software up-to-date with the latest in
hotspot locations, network configurations, and software enhancements.
Additionally, the update process can download any available updates to
your GSM device's firmware (its internal operating software). The update
engine sends no personally identifiable information about you to the
update server.

Your software can be updated one of two ways:

Automatically
Every 14 days, the software will automatically check for an update.

Manually

Follow these steps to check for updates immediately:

1. Go to Tools > Check for Updates.

Cingular. Communication Manager

File Connections Toaols Help

= Text Messaging
GSM #wvailable WiFi Metworks

Diagnostics

® Device Wizard, ..
Install Fiernware:. .. T.ll
signal -85 dBm
Check For Updates Metwark:

Cingular

Settings...

Timer:

Lo ) Uuss)

If an update is available, you will be informed in the Available Update
window that there is an update available, what is in it, and how large
the size of the update is. Please note that updates, while recommended,
are optional.

2. If you would like to accept the update, click Download. If you would
like to not accept the update, click Cancel.
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3. If you have clicked Download, a web page will be launched that will
list all updates currently available.

If you want to install one of the updates listed, click the corresponding
Install button.

If you do not want to install any of the updates, click any of the Cancel
buttons.

120



Technical Support

Additional Support

If you need additional assistance beyond what is provided in this User
Guide, please call Cingular Technical Support at 1-866-293 4634 or Cingular
Customer Service at 1 866 Cingular. Please be prepared to answer the
following questions:

1. What is the mobile number for your wireless device (mobile phone/PC
card)? This information can be found by doing the following:

a. Click Tools from the main window.
b. Click Diagnostics.

c. Click GSM Info.

d. Click Device.

2. What version of the Cingular Communication Manager software are
you using? This information can be found by doing the following;:

a. Click Help from the main window.

b. Click About Communication Manager.

3. What Operating System and Service Pack are you using? This
information can be found by doing the following:

a. Click Help from the main window.
b. Click About Communication Manager.

c. Click System Info.

4. What (if any) error message are you receiving?
5. What were you doing when the error message occurred/appeared?

6. What was your location when you were experiencing the problem
(physical/street address or zip code)?
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Online Support Resources

Cingular's laptop connect support web page provides links to a number of
online resources that may be of help, including:

» download the latest version of the Communication Manager software
* download updates for your wireless device's firmware

» view web-based support, tutorials and forums

Frequently Asked Questions (FAQ)

What is the version of my GSM modem driver/phone?
Select Tools > Diagnostics > GSM Info > Device.

How do | determine if the Cingular Communication Manager is
configured correctly to connect to an EDGE/GPRS network?

Profiles that have been pre-defined by Cingular should be correct already.
There is no need to verify their correctness (nor is it possible). If you have
created an EDGE/GPRS network profile yourself, you can check the profile
settings by doing the following:

1. Open the Network Profiles window.

2. Select the profile whose configuration you wish to verify.
3. Click the Edit button.
4

. Verify that the fields displayed match the settings specified by the
administrator of the EDGE/GPRS network you are trying to connect to.

Can | have the Cingular Communication Manager play .wav files
indicating when | connect to or lose a network connection?

Yes! Select the tools>settings and then click on the Sounds Tab. From this
menu you can select two options:

* Select a sound to play once you connect to a network

* Select a sound to play if you lose your network connection
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Which Wi-Fi cards are interoperable with Cingular Communication
Manager?

Please refer to Supported Wi-Fi Adapters for a list of Wi-Fi cards that have
been deemed interoperable with the Cingular Communication Manager.

The Cingular Communication Manager was installed and launched, but
no card is detected, how do I activate my card?
See No Wireless Device for instructions on troubleshooting this condition.

Cingular Communication Manager continues to scan, why can't
Communication Manager find a network?

The Cingular Communication Manager will continue to scan until it finds
an available network(s) or Hot Spot. Wireless providers can easily update
local database of WLAN Hot Spots.

How do | connect to a network?

When Cingular Communication Manager finds an available), click on the
Connect button.

How do | get Cingular Communication Manager to stop launching
every time | restart my laptop/PC?

Uncheck the "Auto Launch" option in the Application tab of the Settings
window.

Cingular Communication Manager connected a network, but why do |
keep losing connection?

This maybe due interference, cased by other devices like cordless phones,
microwave ovens and other 2.4GHz band devices.

Why am | unable to connect to a network signal that | can see in
Cingular Communication Manager?

Signal strength from the wireless access point may not be strong enough to
allow reliable connections. It may not be a publicly available access point.
Many companies or campuses will use wireless networking within their
buildings, but will not grant public access.
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Does Cingular Communication Manager support WEP Encryption?

Yes, the Cingular Communication Manager supports ASCII 64-bit, 128-bit
and HEX 64-bit, 128-bit WEP encryption.

Does Cingular Communication Manager support VPN?

Yes, the Cingular Communication Manager VPN auto-launch allows users
to automatically initiate secure wireless connections using their existing
security mechanisms. Microsoft, Checkpoint, Nortel, and Cisco VPN clients
are supported.

Cingular Communication Manager is not saving my username and
password

One of the requirements of the Cingular Communication Manager
application is 128-bit encryption. This encryption is the highest available
for Internet communications, and is the standard for most secure
transactions occurring on the Internet today. On most Operating Systems,
128-bit encryption is ensured if Internet Explorer version 5.5 or higher is
installed. On Windows 2000, the requirement is the installation of either the
Windows 2000 High Encryption Pack or Windows 2000 Service Pack 2 (see
www.microsoft.com for information on how to download these upgrades).
Without 128-bit encryption, some features of the application may not work
as expected.




Troubleshooting Guide

Numbered Errors

Error 619

This error is typically reported when attempting to connect to an EDGE or
GPRS network. This error indicates a failure during the call setup.

Resolution

Click on the Cancel button and wait for the Communication Manager to
display "Ready to Connect" Then try again.

Error 630

Using a cellular handset as your wireless device

This error is typically reported when the your phone or other wireless
device has been removed or has not been setup properly. Make sure the
device you are using for the current connection is properly attached to your
PC. It may be necessary to verify the phone or device setup.

Using a PC Card as your wireless device

This error is typically reported if Communication Manager has detected a
hardware error in the PC Card. Click on the Cancel button and wait for
Communication Manager to display "Ready to Connect" If this error
continues to be displayed turn your computer off then on. This error may
also be displayed if the PC Card is not properly inserted. Make sure the PC
Card is secure in its slot.

Error 631

This error is typically seen if you disconnect or cancel an EDGE/GPRS
connection prior to authentication. In this case, the application is merely
informing you that it didn't expect you to disconnect at this stage.
However, there is no actual failure. You should be able to re-connect at any
time.
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Error 633

Either the drivers for your wireless device are not functioning properly or
some other program is locking the device. Try shutting down and
unplugging the computer for 1 minute. Restart the computer and try to
connecting again.

Note: If you are using an external wireless device to connect and that
device has a separate power cord, once the computer is shut down, unplug
the device's power for 1 minute, plug the device back in, then turn on the
device on and restart the computer before attempting to connect again.

Diagnosing More Complicated Causes

If the problem persists, follow these steps to determine the type of
condition that is occurring:

1.
2.

Close the Cingular Communication Manager software.

From the desktop, right click on the My Computer icon and choose
Properties from the menu that appears.

3. Select the Hardware tab.

4. Click the Device Manager button.

5. In the Modems group, locate the device that you were using when you

received the error. Right click on this device and select Properties from
the menu that appears.

Select the Diagnostics tab.

Click the Query Modem button. If the device is functioning properly,
the Diagnostics tab will now display a series of commands and
responses.

If you receive an error that states that the modem isn't responding and
another application may be using the port, another application has
most likely locked the device. See "Resolving Application Conflicts,"
below.

If you receive any other error or no responses are displayed, your
device driver is not functioning properly. Reinstalling the device driver
may fix this problem. See Reinstalling the Device for more information.
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Resolving Application Conflicts

Shut down all other applications that are running on your computer and
try to connect again. If you are still receiving this error, follow these steps
to locate the application that is locking your wireless device:

1.

While holding down the Ctrl and Alt keys, press the Del (or "delete")
key.

Click the Task Manager button. A list of applications and processes
that are currently running will now be displayed.

Close each application that appears in the Applications tab. To do this,
select an application and then click the End Task button. Repeat as
necessary.

4. Select the Processes tab.

5. Use the End Task button to shut down all processes except the

following:

» Windows Explorer/Internet Explorer (designated explorer.exe in the
Image Name column)

* Task Manager (designated taskmgr.exe in the Image Name column)

* Every Program for which the User Name is SYSTEM

Try your connection again. If this resolves the problem, restart your
machine and try to connect again. If you receive the error again either
now or in the future, repeat the above steps, clicking End Process for
only one program at a time. Each time you use End Process, try your
connection again. When the error no longer appears, you will know
which program is creating the conflict and how to shut it down.

Error 634

This error is typically reported if an unexpected error has occurred while
connecting to an EDGE or GPRS network.

Follow these steps to resolve this error:

1.

Verify that there is no default dial-up connection selected in the Control
Panel. Click here for instructions.

If you are still unable to connect, shut down your PC. Then, restart the
computer and the Communication Manager software and try to connect
again.

If you are still unable to connect, reinstall the software drivers for you
wireless device. See Reinstalling the Device for more information.
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4. If you are still unable to connect, your device's Subscriber Information
Module (SIM) may not be properly configured for data access. Contact
Cingular Customer Care for Additional Support.

Correcting Default Connection Settings

Several errors can be caused by a network connection in the Control Panel
being configured as your default connection. Follow these steps to make
sure the configuration is correct:

1. Exit the Communication Manager software.

2. Select Settings > Control Panel > Network Connections (or "Network
and Dial-Up Connections") in the Start Menu.

3. You should now see a window that lists all network connections that
your PC is currently configured to establish. If any connection listed
under the Dial-Up heading includes a checkmark, remove the check by
right clicking on that connection and then selecting Cancel as Default
Connection from the menu that appears.

4. Restart the Communication Manager software and try to connect again.

Error 635

This error may be reported if an unexpected error has occurred while
connected to an EDGE or GPRS network.

Resolution

Click on the Cancel button and wait for Communication Manager to
display "Ready to Connect."
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Error 678: There Is No Answer

If you have previously established connections successfully using the same
wireless device and network profile, the problem is most likely that the
device that answers your data call is temporarily out of service. This is a
network problem. It will most likely be addressed by your provider shortly.
Select a different profile to connect or try again later.

Other possible causes include the following;:

* The wrong telephone number is being dialed. Verify that the Dialed
Number field of the network profile you are using to connect contains

the correct number See How to Edit a Network Profile for more

information.

* There may be a problem with your cellular device's firmware. Verify
that your device is using the latest version of operating software offered
by its manufacturer. If you have an alternate method of connecting to
the Internet, you can find links to the latest firmware for many devices

on Cingular's laptop support web page.

Error 679: Cannot Detect a Carrier
This error usually has one of the following causes:
* You are not using the correct network profile to establish the connection
or the profile you are using is not configured correctly. Try selecting an
alternate connection profile from the Select GSM Connection Profile

section of the Connections menu or check with your IT administrator to
see if you have a custom APN for connecting to the Cingular network.

* The network profile you are using to establish the connection has an
incorrect dialed number or access point name (APN). Verify the

contents of these fields. See How to Edit a Network Profile for more

information.

* The Subscriber Identity Module (SIM) in your cellular device has not
been properly setup or has not been configured for data service.

Contact Cingular Customer Care for Additional Support.
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Error 680: There is No Dial Tone

This error typically occurs only when you are using an external wireless
device (such as a phone) rather than a device that is internal to your PC.
The following causes are typical:

Another Program is Using Your Wireless Device

This error can appear if another program is already using your wireless
device. Shut down any other programs that may be using your wireless
device and then try to connect again.

Incorrect Device Selected

Verify that the device selected on the GSM tab of the Settings window is the
device you wish to use for cellular connections.

Error 691

This error may be reported if Communication Manager has received an
Authentication Error from an EDGE/GPRS network.

Resolution

Click on the Cancel button and wait for Communication Manager to
display "Ready to Connect." Then try again.

Error 692

This error is typically reported if Communication Manager has lost its
connection with the phone or device.

Resolution
1. Click on the Cancel button and wait for Communication Manager to
display "Ready to Connect" Try to connect again.

2. 1If this problem continues to occur, close Communication Manager.
Then, restart the software and try to connect again.

3. If the problem still appears, disconnect the wireless device from your
computer (if it is a PC Card, eject it) and then reattach. Try to connect
again.
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Error 717

Cingular Communication Manager was unable to obtain an IP address
from the network. This is most likely a one time error only. Try connecting
again.

Error 718: Timeout waiting for valid response from PPP peer

This error indicates a PPP conversation was started, but was terminated
because the remote server did not respond within an appropriate time. This
can be caused by several conditions including the following;:

Temporary Glitches and Services Outages

If you have not made any changes to your wireless device or its drivers
since the last time you connected successfully, the problem is most likely
caused by transient issues such as poor quality of the wireless signal or a
temporary service outage.

Try connecting again. In many cases, you will be able to connect again
immediately. If that doesn't work, restart Windows and try again.

Also, check the signal strength gauge in the main window. If the signal
strength is low, you may need to try a different connection technology or
wait until you are in an area where you can get a better signal.

If you have good signal quality and trying again does not work, there is
most likely some sort of temporary service outage.

Driver Issues

Although rare, it is possible that this error can be caused by a defective
software driver for your wireless device. The best solution for this is simply
to obtain and install the latest version of the driver from your device's
manufacturer.

TCP/IP Issues

This error may also occur if you have do not have TCP/IP protocol enabled
for the device that you are using to connect or if its TCP/IP settings are
incorrect. Follow these steps to verify that TCP/IP is enabled:

1. Select Start > Settings > Control Panel > Network Properties (or
"Network and Dial-Up Properties")

2. Right click on the connection corresponding to your wireless device
and select Properties from the menu that appears.

3. Select the Networking tab.

4. In the list in the lower half of the window, make sure that Internet
Protocol (TCP/IP) is present and that the box next to it is checked.
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Personal Firewall Issues

Personal firewall software on your PC may be configured to block Internet
access - either generally, or from specific connections. Make sure any
personal firewall software you are using is configured to permit Cingular
Communication Manager to access the Internet.

Error 720: No PPP control protocols configured

This error is typically reported if an unexpected error has occurred while
connecting to an EDGE or GPRS network.

Follow these steps to resolve this error:

1. Verify that there is no default dial-up connection selected in the Control
Panel. Click here for instructions.

2. If you are still unable to connect, shut down your PC. Then, restart the
computer and the Communication Manager software and try to connect
again.

3. If you are still unable to connect, reinstall the software drivers for you
wireless device. See Reinstalling the Device for more information.

4. If you are still unable to connect, your device's Subscriber Information
Module (SIM) may not be properly configured for data access. Contact
Cingular Customer Care for Additional Support.

Error 721: Remote PPP peer or computer is not responding

This error is typically reported if an unexpected error has occurred while
connecting to an EDGE or GPRS network, but has also been known to occur
on CSD connections.

Follow these steps to resolve this error:

1. Verify that there is no default dial-up connection selected in the Control
Panel. Click here for instructions.

2. If you are still unable to connect, shut down your PC. Then, restart the
computer and the Communication Manager software and try to connect
again.

3. If you are still unable to connect, reinstall the software drivers for you
wireless device. See Reinstalling the Device for more information.

4. If you are still unable to connect, your device's Subscriber Information
Module (SIM) may not be properly configured for data access. Contact
Cingular Customer Care for Additional Support.
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Error 734: The PPP link control protocol terminated

This error is typically reported if an unexpected error has occurred while
connecting to an EDGE or GPRS network, but may also be due to poor
signal strength.

Follow these steps to resolve this error:

1. Verify that there is no default dial-up connection selected in the Control
Panel. Click here for instructions.

2. If you are still unable to connect, shut down your PC. Then, restart the
computer and the Communication Manager software and try to connect
again.

3. If you are still unable to connect, reinstall the software drivers for you
wireless device. See Reinstalling the Device for more information.

4. If you are still unable to connect, your device's Subscriber Information
Module (SIM) may not be properly configured for data access. Contact
Cingular Customer Care for Additional Support.

Error 736

This error may be reported if a network connection cannot be established.
This may be due to poor signal strength.

Resolution

Click on the Cancel button and wait for the CCM to display "Ready to
Connect" Then try again.

Error 744

This error may be reported if an unexpected error has occurred while
connected to an EDGE or GPRS network.

Resolution

Click on the Cancel button and wait for Communication Manager to
display "Ready to Connect."
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Error 774

This error is typically reported if an unexpected error has occurred while
connecting to an EDGE or GPRS network, but has also been known to occur
on CSD connections.

Follow these steps to resolve this error:

1. Verify that there is no default dial-up connection selected in the Control
Panel. Click here for instructions.

2. If you are still unable to connect, shut down your PC. Then, restart the
computer and the Communication Manager software and try to connect
again.

3. If you are still unable to connect, reinstall the software drivers for you
wireless device. See Reinstalling the Device for more information.

4. If you are still unable to connect, your device's Subscriber Information
Module (SIM) may not be properly configured for data access. Contact
Cingular Customer Care for Additional Support.

Error 777

Make sure that your wireless device is properly connected to your PC and
try to connect again. If you still receive this error, shut down the PC, restart
and then try to connect again.

If the problem persists, there may be a problem with the software driver for
your wireless device. Obtain and install the latest driver from your wireless
device's manufacturer.



Troubleshooting Guide

Text Errors and Messages

Acquiring Data Service

This appears in the status area of the main window when Communication
Manager is attempting to establish a connection to a GPRS/EDGE network
or a UMTS network. The message is typically displayed while the
connection is in the "GPRS attach" phase ("PDP attach" on UMTS
networks), which essentially means that the network has been successfully
detected and your wireless device is now attempting to register with the
data network and get authenticated.

If this message remains displayed for an extended period, it probably
means that your device is having difficulty getting attached. There are a
number of possible reasons for this, including the following:

 This may be due to poor signal strength. Check the signal strength
gauge in the main window. If the signal strength is too low, you may
have to choose a different access technology or wait until you are in an
area with a stronger signal.

* If you have not yet used this SIM to connect, the Subscriber Identity
Module (SIM) in your GPRS device may not be properly provisioned
for data access. Contact Cingular Customer Care for additional support.
(if you have connected using this SIM, it is probably provisioned
correctly).

* The network detected may not actually be available. For example, there
may be some sort of temporary service outage or if you are roaming,
you may not actually have permission to connect to the roaming
network.

No SIM

This message indicates that your wireless device requires a SIM (Subscriber
Identity Module) to establish a wireless connection, but the SIM has not
been properly inserted. See Inserting your SIM card for more information.

Note: SIMs not provided with your device or from other service providers
may not be recognized.
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No Wireless Device

This message usually indicates that your wireless device is not currently
connected to your PC or is not switched on. In the case of cell phones and
cellular modems, it may also mean that Communication Manager has not
yet been configured to use the device. Do the following:

* Make sure that the device has been properly connected to your PC.
Also try disconnecting the device and then reconnecting the device to
your PC.

* Make sure that the device is receiving power. Battery powered devices
should have batteries. Rechargeable devices should be charged. AC
powered devices should be plugged into a suitable outlet.

e For GSM devices, make sure the correct device is selected on the GSM
tab of the settings window.

* If you have not yet configured Communication Manager to use this
device, run the Device Wizard to do so. See Using the Device Wizard

for more information.

For advanced users only
« If all of the above steps fail to resolve the problem, it is possible that the

driver for the device is corrupt. See Reinstalling the Device for
information in reinstalling your device drivers.

Searching For Network

This appears in the status area of the main window when Communication
Manager is searching for any type of wireless network to connect to.

Ordinarily, this message should disappear within thirty to forty seconds.
For 3G capable devices, searching could take up to 2 minutes. If the
message persists for longer, Communication Manager is having difficulty
finding an available network. There are several reasons this may occur.

* You are out of coverage area. Check the signal strength indicator to see
if it displays more than 1 bar of coverage.

* If this is the first time the device or SIM module has been used it may
take up to 4 minutes to recognize and attach to the appropriate
network.

* You may be using the wrong connection profile. Choose an alternate
connection profile from the Select GSM Connection Profile section of
the Connections menu and then try to connect again.
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¢ The SIM in your modem has not been properly activated. Contact
Cingular Customer Care for Additional Support.

Signal Below xxx for xxx Seconds

This warning appears when the strength of the wireless signal has
remained poor for an extended period of time. You may not be able to
establish and/or maintain a data connection. You may need to move to
another location in order improve signal strength and maintain a usable
connection

Wi-Fi Device Disabled

Wi-Fi devices, like any other network adapter, can be disabled in the
operating system. The Communication Manager will indicate in the
primary Ul whether a card is disabled.

Resolution

Users can enable an attached Wi-Fi adapter by selecting Adapters > Turn
on WiFi from the Connections menu. Likewise an adapter can be disabled
by selecting Adapters > Turn off WiFi . This feature is valuable to any user
who needs to turn off the adapter in certain situations such as travel on an
airplane or in situations where low battery consumption is critical. Wireless
cards can also be enabled or disabled under the Windows Network
Connections Control Panel (also called Network and Dialup connections).
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Issues by Category

Installation Errors

The Communication Manager is designed to install on the following
operating systems: Windows XP Service Pack 1 and Service Pack 0,
Windows 2000 Service Pack 4,3,2, Windows 98SE and Windows Me. See
System Requirements for additional information.

Installation error information is provided in a pop-up dialog during
the installation process.

Error 1607: Fatal Error During Installation
This error is caused if the installer is asked to run twice before the first
installation is complete.

Resolution: Press OK when the error occurs. This will terminate the first
installer and the second installer will complete the install process.

Error 1603: Fatal Error During Installation

This error is caused if the Install Script/Install Shield is not registered with
the operating system.

Resolution: Run the following line from the command prompt to register
the engine properly:

C:\ Program Files\ Common Files\ InstallShield\ Driver\ 9\ Intel 32\ IDriver.exe"
/regserver

User with no administrative rights

Users without administrative rights on an individual machine will be
denied the ability to install software on that computer.

Resolution: No workaround is possible as the user must have
administrative rights to install Cingular Communication Manager. Contact
your IT department.
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Application Launch Issues

Application is not visible after launch

Cingular Communication Manager is designed to launch into the display
state from which it was last exited. As such, it is possible that the Client
will launch directly to its minimized state, causing the user to assume that
it is not actually running.

Resolution: Look in the system tray for the signal icon. If that icon is
present, double clicking it will display the main Communication Manager
user interface. In addition, a right click on the signal icon in the system tray
will raise a menu. The show item in this menu will have the same effect as
the double click.

Auto launching of Communication Manager at Startup

The Cingular Communication Manager installation can be setup to allow
the Communication Manager to automatically launch when a computer
boots up or when a new user logs into the machine. This may (or may not)
be the desired functionality for the end user.

Resolution: The user can change this behavior of Cingular Communication
Manager by selecting Tools>Settings and choosing the Advanced Settings
tab. Select Auto start check (or uncheck) the box to automatically launch
Cingular Communication Manager.

PC Card Issues

In some circumstances, Cingular Communication Manager will not be able
to detect a user's wireless card that is installed in the system. The following
is a list of possible causes of this situation:

Card Driver and/or firmware are outdated

Communication Manager is an application that takes advantage of the
latest capabilities of EDGE/GPRS certified hardware. As such, a card may
not function properly and may not be detected if recent firmware and
drivers have not been installed on a user's computer.

Resolution: You must re-install the device: See Re-Installing the Device.
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Card Is Disabled

EDGE/GPRS cards, like any other network adapter, can be disabled in the
operating system. Communication Manager will indicate in the primary
window whether a card is disabled.

Resolution: Users can enable an inserted EDGE/GPRS adapter by selecting
selecting Adapters > Turn on GSM from the adapters menu. Likewise, an
adapter can be disabled by selecting selecting Adapters > Turn off GSM.
This feature is valuable to any user who needs to turn off the adapter in
certain situations such as travel on an airplane or in situations where low
battery consumption is critical. Wireless cards can also be enabled or
disabled under the Windows Network Connections Control Panel (also
called Network and Dialup connections).

Card is Functioning Erratically

If a supported card is not functioning as expected, it is possible that the
card is improperly installed.

Resolution
If a supported card is functioning erratically, the card installation details

can be verified as follows:

1. Right-click on My Computer, on your desktop or in the start menu
depending on your operating system and configuration.

2. Left click Properties and then select Device Manager from the
Hardware tab.

3. Search for Network Adapters.

4. If you do not see Network Adapters, none of these adapters have been
properly installed.

5. Click on the plus (+) sign next to Network Adapters.

6. If you see a yellow circle with a black exclamation point, the card has
been located by the system, but it is not properly installed.

7. If you see a red X, the card is broken.

8. Either flag indicates that the card will not support a network
connection.

If 4, 6, or 7, above are true, the device will need to
be reinstalled.
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PC Card Connection Errors

When attempting to connect to either an EDGE or GPRS network with a PC
Card, the following errors may be reported if the connection cannot be
made.

 Error 630
« Error 631
» Error 635
» Error 679
« Error 691
» Error 718
« Error 734
» Error 736

e Error 744

EDGE/GPRS Phone Issues

In some circumstances, the EDGE/GPRS Cingular Communication
Manager will not be able to detect a user's wireless phone. The
EDGE/GPRS Cingular Communication Manager is capable of supporting
various phone interfaces. These interfaces include the following supported
interfaces. These interfaces are dependent upon the phones capabilities as
defined by the manufacture.

* Serial Interface
» USB Interface
* IrDA (Infrared)
* Blue Tooth

Disabled

EDGE/GPRS devices, like any other network adapter, can be disabled in
the operating system. The Communication Manager will indicate in the
primary Ul whether a card is disabled.

Resolution: Users can enable an inserted EDGE/GPRS adapter or phone
interface by selecting Adapters > Turn on GSM from the Connections
menu. Likewise an adapter can be disabled by selecting selecting Adapters
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> Turn off GSM. This feature is valuable to any user who needs to turn off
the adapter in certain situations such as travel on an airplane or in
situations where low battery consumption is critical. Wireless cards can
also be enabled or disabled under the Windows Network Connections
Control Panel (also called Network and Dialup connections).

No Wireless Device

The GPRS roaming client will display No Wireless Device if it cannot
actively communicate with the EDGE/GPRS phone or PC card via its
modem. A No Card detect state will appear if a serial/ USB interface is not
connected to the computer. It will also indicate this state if the phone is not
turned on, or if a wirelesss PC card is not inserted.

Resolution: Make sure the serial/ USB cabled is connected to the computer
in its proper position. Make sure the phone is properly charged and turned
on, and if using a PC card make sure it is firmly inserted in your PC's
PCMCIA slot.

You must have a valid modem connection associated with your
EDGE/GPRS phone or PC card.

Check your Phone and Modem Properties:
1. Select Phone and Modem properties from the Control Panel.

2. Select the Modem tab in the Phone and Modem options window. If you
do not see a modem installed that is configured to use with your
EDGE/GPRS phone you must configure one manually. Go to step 3.

3. Select Add from the window dialog.
4. Check Don't detect modem I will select it from a list, press Next.

5. Make sure Standard Modem Type is highlighted in the Manufacturer
window. Select Standard 56000 bps Modem from the Models window.

6. Press Next.
7. Select the COM port the GPRS connection is using.

Note: If you do not know the COM port you can check the device
manager for under Control Panel > System > Hardware > Device
Manager; then select Ports under the listing of devices. The COM port
being used by your GPRS connection should be displayed.

8. Select Next. Your configuration will be updated to use the modem on
the COM port you selected.

9. Press Finish to complete the installation.
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10.Launch the Client to test your GPRS connectivity.

Phone Connection Errors

The following errors may appear when attempt to establish an EDGE or
GPRS connection with a phone.

* Error 619

Error 630

Error 633

Error 692

Error 721

Error 734

IrDA or Blue Tooth Connections

Blue-tooth is a technology that allows communication between digital
devices such as PCs, mobile phones, lap-tops and Personal Digital
Assistants (PDA). It is achieved by a short-range (around 10 meters)
wireless connection that will vary in form depending on what hardware it
is to be associated with:

I'launch the Cingular Communication Manager using a Blue Tooth phone.
Communication Manager states ""No Wireless Device"

* Make sure the phone is turned on and within 10 meters of the
computer.

* Make sure the phone is paired to the computer.
Pairing allows you to avoid entering access information each time a
connection is attempted. Paired devices share a unique Link Key, which
they exchange each time they connect.

If your phone is IrDA capable make sure the infrared port is pointed in a
direct line of site of the infrared port on the phone. Make sure the phone is
powered on and properly charged.
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Network Scanning Issues

Cingular Communication Manager never finds available network

The EDGE/GPRS Cingular Communication Manager does not report
available networks. The EDGE/GPRS Communication Manager does not
indicate EDGE/GPRS support.

Resolution: In the above conditions either the SIM does not have data
capabilities or no wireless data network is available. Verify with the
provider that Data capabilities are enabled for your SIM.

Cingular Communication Manager indicates CSD (Circuit Switched Data) not
EDGE/GPRS

The Cingular Communication Manager indicates that only CSD is available
when you expect EDGE/GPRS data capabilities.

* Verify with your provider that either circuit switched data or packet
data is configured for your SIM.

* Verify that Data connectivity is configured for your SIM.
* Verify the Connection profile is set appropriately for EDGE/GPRS

EDGE/GPRS Cingular Communication Manager says "Ready to Connect", but
fails to connect

The EDGE/GPRS Cingular Communication Manager allows a connection if
the EDGE/GPRS device has associated to the EDGE/GPRS network. If the
GPRS signal strength is to low the client will fail to connect and display
“Ready to Connect” again.

Reinstalling the Device
Note: This procedure is recommended only for highly advanced PC users.

Prior to reinstalling a device, it is important that the driver be uninstalled in
order to guarantee the Device Wizard in Cingular Communication
Manager will function properly.

Note that it is strongly recommended that you perform this procedure from
a location in which you have an alternate method of connecting to the
Internet (Wi-Fi, Ethernet or traditional modem access). This will allow you
to ensure that the device driver you are about to install is the most recent
driver available.

Note: The following procedure is representative of Windows XP Pro, but is
similar to all supported OS's.

1. Make sure the device you wish to reinstall is physically connected to (or
inserted in) your PC.
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2. From the desktop, right click on the My Computer icon and choose
Properties from the menu that appears.

3. Select the Hardware tab.
4. Click the Device Manager button.

5. If the device is a USB/Serial/IRDA, expand the Modem group. If the
device is a PC card, expand the Network adapter group.

6. Right-click the device you are uninstalling and then select Uninstall
from the menu that appears.

7. Windows will prompt you to confirm that you wish to unintstall the
device. Go ahead and confirm.

8. Windows will now proceed to uninstall the device. You can now close
the Device Manager and System Properties windows.

9. If you have an alternate method of connecting to the Internet available,
connect now.

10.DISCONNECT THE DEVICE and then launch the Device Wizard;
under the Tools men

' Cingular Connection Manager =~ = |

File Toolz Help

Metwork Info i
WiFi User Tnfo WiFi

Available WiFi Networks T R |

‘WiFi Location Finder

Texk Messaging

Transparency
Always on Top

Device \Wizard. ..

SIGMAL

Check for Updates

Prafiles. .. ]
Settings. .. El Profiles

11. After the wizard launches, click Next to go to the second page of the
wizard. If you are currently connected to the Internet, click the Check
for Updates button to verify that you have the latest drivers for your
device.

12.Proceed through the wizard, following the instructions on the screen.
When the wizard is complete the device has been reinstalled.
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Reinstalling the Device Firmware

In some cases, updated firmware for your wireless device will be available
("firmware" is the internal operating software on the device itself). Since
firmware updates often contain fixes for various types of connection
problems, it may be helpful to obtain and apply the latest updates to your
device.

Cingular's laptop connect support web page provides links to the latest
firmware updates for many of the wireless devices that may be used with
Cingular Communication Manager. Follow the appropriate links to locate
the latest firmware for your device and then install the software according
to the instructions provided online.
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