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Declaration Of Conformity

ce®

Marking equipment with the above symbol indicates compliance with the Essential
Requirements of the R&TTE Directive of the European Union (1999/5/EC). This equipment
meets the following conformance standards:

EN300 328, EN301 489-17, EN60950

Radio Frequency Interference Warnings & Instructions

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the
following methods:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and the receiver.

Connect the equipment into an electrical outlet on a circuit different from that
which the radio receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

Modifications made to the product, unless expressly approved by the party responsible, could
void the user’s right to operate the equipment.

RF Exposure

The Wi-Fi card used in this router has been tested and complies with FCC RF Exposure (SAR)
limits in typical laptop computer configurations meaning that it can be used in desktop or laptop
computers with side mounted PCMCIA slots, which can provide 1 cm separation distance from
the antenna to the body of the user or a nearby person, but use in thin laptop computers may need
special attention to maintain antenna spacing while operating This also means that it cannot be
used with handheld PDAs (Personal Digital Assistants). Use in other configurations may not
ensure compliance with FCC RF exposure guidelines. This router and its antenna must not be
co-located or operate in conjunction with another antenna or transmitter.
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Safety Summary Messages

WARNING
& HIGH VOLTAGE
is used in the equipment. Make sure equipment is properly grounded
BEFORE opening. Failure to observe safety precautions may result in electric

shock to user.
& CAUTION

Check voltages before connecting equipment to power supplies. Wrong
voltages applied may result in damage to equipment.
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Chapter 1 - About this Manual

1.1 Introduction

Thank you for Purchasing the Telkom Mega 100WR2 Router. This manual contains all the
information that you should need to operate your router. Should you wish to set your router up in
the shortest possible time, then please follow the printed Quick Start Guide that is included with
you router package. The Quick Start Guide contains sufficient information to guide you through
the basic configuration of your router. For more complicated configurations, please read the Easy
Start guide that is included on the product CD. In both cases, we suggest that you still read the
Manual at some stage, as this will give you more insight into the advanced functions of your
router and enable you to get the best use out of your router.

1.2 Scope and Purpose

This manual provides the following:
An overview of the Telkom Mega 100WR2 system configuration and connectivity;
General description and specifications of the Telkom Mega 100WR2 system components;

Operating instructions of the Telkom Mega 100WR2 router system;

1.3 Targeted Audience

This manual is designed and developed for the operators and users who are required to operate
and perform first-level maintenance of the Mega 100WR2 Router. It assumes the reader of this
manual has basic knowledge and experience in operating similar modem configuration and
computer systems equipment.

1.4 Manual Organization

The manual is divided into the following chapters:
Chapter 1 — About this Manual; This chapter provides an introduction to the manual’s scope and
purpose, targeted audience and contents organisation.

Chapter 2 — Router Description; This chapter provides the system description and system
configuration diagram of ADSL Router connections.

Chapter 3 — Your Router At A Glance; This chapter provides an overview of Ports, LED’s, Front
and Back indicators of the Mega 100WR2 Router.

Chapter 4 — Setting Up the Telkom Mega 100WR2 Router; This chapter provides description of
all function within the Web User Interface.
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Chapter 2 — Router Description

The Mega 100WR2 Router is a high-speed WAN bridge/router. This full-featured product is
specifically designed to allow maximum of 4 Ethernet devices to be directly connected to the
local area network side of the router, via high speed 10/100 Mbps Ethernet ports. Users using
wireless workstations are able to connect to the router using 802.11g wireless technology. The
Mega 100WR2 Router has also full NAT firewall and DMZ services to block unwanted users
from accessing your network.

For game users, the Mega 100WR2 Router had already pre-configured for several low latency
game ports. Just click on the game you are playing on-line and the rest is done for you.

The Mega 100WR2 Router is fully compatible with all PCs: As long as the PC supports an
Ethernet interface and is running a TCP/IP protocol stack, your PC can have high-speed WAN
access. So, plug in the Mega 100WR2 Router (refer to Easy Start Guide or Quick Start Guide),
configure it (as per your ISP’s requirements) and enjoy fast Internet access like never before.

2.1 Router Overview

Figure 2-1 shows the system configuration diagram of a typical Wireless router connection.

Computers or Notebooks with Ethernet

Network Cards.
— —
SRR ‘-“ ] "'-'?':':'x.':‘ﬂ.‘.'::.'.l‘..l;..- :'I

Mega 100WR?2
router

Computers or Notebooks with
Wireless PC cards or USB Clients.

Figure 2-1: Router system configuration diagram
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Chapter 3 - Your Router At A Glance

The Mega 100WR2 has the following features.

3.1 Ports and Buttons (see 3.2.2)

Reset and Restore to Factory Defaults: The “restore to factory defaults” feature will set the
Mega 100WR2 Router to its factory default configuration. You may need to return your router to
its factory defaults if the configuration is changed and you lose the ability to interface with the
router via the web interface, or following a software upgrade. To reset the Mega 100WR2 router,
simply press and hold the reset button (on the back panel) for about approximately 10 seconds.
The router will be reset to its factory defaults and after about 30 ~ 40 seconds the router will
become operational again.

LAN (Local Area Network) E1 to E4 port(s): These ports connect to Ethernet network
devices, such as a PCs, Hubs, Switches, or Routers. The ports are 10/100 Base-T Auto-
MDI/MDIX Ethernet jacks (RJ-45). (These ports allow either cross or straight cables to be used.)

Power: This is where you connect the power. Make sure you observe the proper power
requirements. Use only the supplied Power Supply (LPU) to prevent incorrect operation/damage
to your router.

USB (Universal Serial Bus): This port connects to a PC’s USB port. The Mega 100WR2
router’s USB port only supports Windows based PCs, via an RNDIS driver (Included with the
software on the supplied CD).

DSL port: This is the WAN interface that connects directly to your ADSL enabled phone line.
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3.2 Mega 100WR2 Overview

3.21 Front Panel Indicators

Figure 3-1 shows the front panel indicators of the Mega 100WR?2 router.

0]0,

®

/

Figure 3-1: Front Panel Indicators

LED Name

Status & Meaning

1. Power

Lights up when power is supplied to the ADSL Router.

2. E1 - E4 (Ethernet)

Lights up when the Ethernet cable is properly connected
from your Router to an Ethernet device/card. Flickers
when the Router is transmitting/receiving data.

3. Wireless Flickers when the Wireless LAN is operating.

4. USB Lights up when the USB cable is properly connected
from your router to your PC’s USB port. Light is Off
when the USB cable is not (properly) connected.

5. DSL Light is off when no ADSL enabled telephone line is
connected. Flickers when the ADSL Router is trying to
establish a connection with your ISP (Training). Lights
up when the ADSL connection is established.

6. Internet Lights up when the PPP connection is established. Light

is off when there is no PPP connection.
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3.2.2 Back Panel

Figure 3-2 shows the back panel indicators of the Mega 100WR2 router.

® G

Figure 3-2: Back Panel Indicators

Label Description

1. DSL Connects to your ADSL enabled telephone line.

2. USB Connects to your PC’s USB port, if required.

3. RESET To reset the ADSL Router, simply press and hold the
reset button for at least 10 seconds (all customised
settings that you have saved will be lost and the router
will be returned to factory default settings ).

4. E1-E4 The 10/100 Base-T Auto-MDI/MDIX Ethernet jacks

(ETHERNET) (RJ-45) connect to your PC’s Ethernet (Network) card or
an Ethernet Hub / Switch.

5. DC9YV To connect to the Power Adapter (LPU) that comes with
your package.

6. POWER SWITCH Push downwards to switch ON and press upwards to
switch OFF.

7. RF Antenna 2.4Ghz Wireless Antenna.
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Chapter 4 - Setting Up the Telkom Mega 100WR2

This section will guide you through your Mega 100WR2 router’s configuration. The Mega
100WR?2 router is shipped with the PPP configuration that is required to connect to Telkom

ISP’s network.

NOTE: The quickest way to configure your Mega 100WR2 when usinga  PC
running one of the Windows operating systems (OS), is described in the
printed Quick Start Guide (for other OSs’, use the Easy Start Guide on
the CD in PDF form) and it is suggested that these processes are followed
before attempting to make any connection. It is however possible for
advanced users to make use of the information given below to configure
your router, without having to use the utility.

4.1 Logging into your Mega 100WR2

To configure your router, open your web browser. You may get an error message at this point;
this is normal. Type the router’s default IP address (10.0.0.2) on the web address bar.

NOTE:Before continuing, you should have your computer’s network card configured for
DHCP mode and have proxies disabled on your browser. Upon accessing the
I Mega 100WR2, if the browser still displays a login redirection screen, you should
check your browser's setting and ensure that the JavaScript support is enabled. If
the screen shown in Figure 4-1 is not attainable, you must delete your temporary

Internet files to clear the web cache.

Please Log In to continue.

Log In

Username:

Password:

Figure 4-1: login screen
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4.1.1. First Login

Upon entering the default IP address (10.0.0.2), if the user is logging for the first time
(and has not been setup using the setup utility), the user will be shown the “Setup” page
as shown in Figure 4-2. This setup routine is to ensure that the basic settings are entered
into the router before a user attempts to change any of the advanced settings. Please click
on Internet Login Account Setting

Save Settings Restart Access Point Restart Router

Basic Advanced ‘Wireless Security  Status  Help

Setup

The following steps help you to configure the device.

== Step 1 ! Internet Login Account Setting

Figure 4-2: Setup Page

The page in Figure 4-3 will now be displayed. This page is for configuring the basic
settings of your account. Please do not change the Protocol, VPI and VCI information
unless requested by your ISP — The default values are those required to achieve
connectivity through Telkom ISP, but other ISP’s may require different values. This
setup utility continues as per Figure 4-3 till Figure 4-7 and more or less explains its self.
A few additional comments are given below:

Sawve Settings Restart Access Point  Restart Router Setup Basic Advanced Wireless Security Status Help

Internet Login Account Setting

This information should be provided by wour Internet Service Provider.

|guest@telkomadsl |

User ID
Example: user@ispname
Password |"". |
Provided by your ISP,
Protocol PFPoE w
<< Previous To continue, please click Next. Mext ==

Figure 4-3 : Internet Login Account Setting
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It's a good idea to change your SSID — this is the name of your Wi-Fi port.

Save Settings  Restart Access Point  Restart Router =l Dasic  Advanced  Wire Security Status Help

Setup Wireless LAN Configuration
Step 1 o . .
it This is to specify the network name of your wireless local area network.
Step 3
Summary

Wireless Network Name / S5ID |y0urne1workname
Enter a name (S5I0D) for yvour wireless network.

OR

Request Setup Wizard to generate a unique Generate SSID
S5ID for you.
Country Standard South Africa +

Hide your Wireless Network Name / SSID Mo«

Wireless Channel

MNote:

i. Your system's wireless network adapter must have the same 551D as the wireless router to access the
network wirelessly

2. You can also make your Wireless Netwerk Name/ SSID invisible to other wireless uzers by hiding your

S5ID.
3. Specify the wireless channel for your network. All wireless clients must use the same channel to access to
the router.
<= Previous To Continue, Click Next...... Mext ==

Figure 4-4: Wireless LAN Configuration

This setup process forces you to change the default Admin password for better security

Save Settings Restart Access Point Restart Router Setup Basic Advanced Wirel

Setup System Password
Step 1

Step 2 System Password is used to change your User Name or Password.

Summary Enable Authentication

User Name:
Password: I:I
Confirmed Password: I:I
Idle Timeout: minutes

<= Previous To Continue, Click Next...... Next »=

Figure 4-5:System Password
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You should print out the summery page and keep it for future reference

Save Settings Restart Access Point  Restart Router Setup Basic Advanced Wireless Security Status Help

Summary

ISP Username guest@tellomadsl
System Username admin

Wireless Metwork Name / SSID yournetworkname
Wireless Channel 11

Sawve or print this page for future reference

<= Previous Click to complete yvour Setup...... Finish ==

Figure 4-6: Summery

If you complete this process, and the router is unable to connect to the Internet, and you are
unable to solve the problem, then it is a good idea perform a “Default Reset” on the
router, and rather use the Setup Utility on the supplied CD to set your unit up.
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Save Settings Restart Access Point  Restart Router Setup  JREEEEY ed  Wir Security ~ Status  Help
Try to connect to ISP

Configuration saved and trying to connect to the Internet....

Summary

Figure 4-7: Trying to connect to ISP

4.1.2. Subsequent logins

Those who have already configured their routers via the Utility or have previously
set the router up via the Web browser will be directed to the “Basic Home” page. See
Fig 4-8.

Saue Settings Restart Aceeds Faint Pastart Router

Basic Home

[ £ Router Intormation
DEL UF Sy stem Upkime 1 hours 4 mrtes

Domnstream [ BLERETE Fodel Haga 100WAE
Upstraam (Ehps) Firmware Version  99.70.1
Imternet Connected Ethermet MAD address 00 DEC3 L0 6013
Connected Time 1hr 43min Ssec DSL MAL address 00 5O 05013
Connection Type PRPoZ WSE MAL address 000 5008 S 06
Userinanse AP MAL iR
1P Address 220.255.92.55 AT Enabled
Default Gateway 219,74,144,1 Flrewall Enabled
Frimary D5 165.21,83.88
Secondary DNS 165.21.100.88

D camiie |

Wireless ke
L&M IP Addriess 10002 Fetmark Hame f 5510 5 bsrknama
DHLE Enahled Hecunty Type WE
DHCPF Range 10001 - 10,000,254 WEP Encryption Key Mot applostde
Ethernet Connected
Ush Cisconnezted

Figure 4-8: Basic Home
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4.2 Quick Start

If you wish to change your current configuration, click on the ‘Quick Start’ link. Figure 4-9
will appear. Your login information can be altered here is required.

Save Settings Restart Access Point  Restart Router EEE ~Advanced Wireless Security Status  Help

Quick Start

|guest@te|komadsl |
Example: user@ispname

User ID

FPassword
Provided by your I5P.

Protocol PPPoE

Mote: after clicking on Connect, please be sure ta click on "Save Settings" =0 that
your username/password and other settings will be saved for next modem reboot.

Figure 4-9: Quick Start Page

4.3 LAN/DHCP Configuration

On one side of your Mega 100WR2 Router, are your Local Area Network (LAN) connections.
This is where you plug in your local computers to the ADSL Router. The physical connection to
the LAN side of your router is by means of the Wi-Fi, USB and Ethernet ports. The ADSL
Router is configured by default to automatically provide all of the PC's on your network with
Internet addresses (DHCP).

To enable or disable DHCP, click Basic, and select LAN Configuration. The Start IP Address is
where the DHCP server starts issuing IP addresses. This value should be greater than the ADSL
Router IP address value. For example if the ADSL Router IP address is 10.0.0.2 (default) than
the starting IP address should be 10.0.0.3 (or higher).
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The End IP Address is where the DHCP server stops issuing IP addresses. The ending address
cannot exceed a subnet limit of 254. Hence the max value for our default gateway is10.0.0.254.
If the DHCP server runs out of DHCP addresses, users will not get access to network resources.
If this happens you can increase the Ending IP address (to the limit of 254), or if you are not
using as many PCs as you have allowed DHCP numbers and you are still having the problem,
then you should reduce the lease time.

The Lease Time is the amount of time a network user will be allowed connection to the ADSL
Router with their current dynamic IP address. The amount of time is in units of minutes; the
default value is 3600 minutes (60 hours).

Note: If you change the start or end values, make sure the values are still within the same subnet
as the gateways IP address. In other words, if the gateways IP address is 10.0.0.2 (default) and
you change the DHCP start/end IP addresses to be 192.128.1.2/192.128.1.100, you will not be
able to communicate to the ADSL Router if your PC has DHCP enabled.

In addition to the DHCP server feature, the ADSL Router supports the DHCP relay function.
When the ADSL Router is configured as DHCP server, it assigns the IP addresses to the LAN
clients. When the ADSL Router is configured as DHCP relay, it is responsible for forwarding the
requests and responses - negotiating between the DHCP clients and the server.

When turning off the DHCP server and relay the network administrator must carefully configure
the IP address, Subnet Mask and DNS settings of every computer on your network. Do not
assign the same IP address to more than one computer and your router must be on the same
subnet as all the other computers. See Figure 4-10.

Save Settings Restart Access Point Restart Router Advanced Wireless Security Status Help

LAN Group 1 Configuration

1P Address: |1C|'.f|'.'0.2

Netmask: | 255.255.255.0

Default Gateway: |165,146,'!28_1

Host Name: ||ogin

Diomain: |router

(¥) Enable DHCP Server

Start IP: |10.0.0.1
End IP: W
Lease Time: | 3600 Seconds

(O Enable DHCF Relay

(O Server and Relay Off

“apply I concel |

Figure 4-10: LAN / DHCP Configuration
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Note: This page is for the setup of LAN Group 1 only. If you have assigned
interfaces to different LAN Groups (see the advanced section) you will have to
view their details under “Advanced “, “LAN”",”LAN Configuration”

4.4 Diagnostic Test

Advanced Wireless Security Status Help

Save Settings Restart Access Point Restart Router Setup

Diagnostics

Press the Test button to run the full diagnostic test.

Test

Mo testis running

Click here to run "Ping" Test.

Figure 4-11: Diagnostics Test Screen

Diagnostic Test is used for investigating whether the ADSL Router is properly connected to the
WAN Network. See Figure 4-11. This test may take a few seconds to complete. To perform the
test, select your connection from the list and press the Test button. Before running this test,
make sure you have a valid DSL link.
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Save Settings Restart Access Point Restart Router Setup Advanced  Wireless

Diagnostics

System Up PASS HELF
Interface (PC to Modem} PASS HELF
DSL line synchronisation PASS HELF

Click here to run "Ping” Test.

Click here to run "Full Modem" Test,

Figure 4-12: Diagnostics Test Result Screen

After running the Diagnostic Test, the screen will indicate which tests pass or fail. See Figure 4-
12.

44.1 Ping Test

Once you have your router configured, ensure you can ping the network. Type the target
address that you want to ping. If your PC is connected to the ADSL Router via the
default DHCP configuration, you should be able to ping the network address 10.0.0.2. If
your ISP has provided their server address, try to ping the address. If the pings for both
the WAN and the LAN sides are complete and you have the proper protocols configured,
you should be able to surf the Internet. By default when you select ping test, the Mega
100WR2 will ping 3 times. The router shown in Figure 4-13 passes a Ping test; this
basically means that the TCP/IP protocol is configured correctly. If the first Ping test
does not pass, the TCP/IP protocol is not loaded for some reason; you should restart your
router.
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Save Settings  Restart Access Point  Restart Router Advanced Wireless Security Status Help

Ping Test

nFiu-uratic:n Enter IP Address to ping: |10.0.02
Packet size: bv‘te.s
Mumber of echo requests:

PING 10.0.0.2 (10.0.0.2): 64 data bytes |
72 bytes from 10.0.0.2: icmp_seq=0 ttI=255 N
time=0.0 ms |
72 bytes from 10.0.0.2: icmp_seq=1 ttl=255 =
time=0.0 ms ‘
72 bytes from 10.0.0.2: icmp_seq=2 ttl=255

time=0.0 ms

--- 10.0.0.2 ping statistics --- bl

Figure 4-13: Ping Test Screen

442 Full Modem Test

This test can be used to check whether the modem section of your router is properly
connected to the Network. This screen is accessed by first running a diagnostic test.
Select the type of your connection from the list and press the “Test” button. Some ISPs do
not support this type of testing, so if the test fails, please consult your ISP to see which
form of test they support (If any) See Figure 4-14.
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Save Settings Restart Access Point Restart Router Advanced Wire

Modem Test

This test can be used to check whether your Modem is properly connected to the Network. This test may take a
few seconds to complete. To perform the test, select your connection from the list and press the Test button.

Connectien Type VPL:WCI
unickstart pppoe  8:35

Test Type:

Madem Test Result: No testis running

Figure 4-14: Modem Test
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4.5

Advanced

This mode is catered for advance users, a brief explanation of the links are listed as shown
below. See Figure 4-15.

45.1

45.2

Tave Setings  Restert Azoess Foint  Restart Rowter mmv:n:c: wirgless Secunty  Statuz Help

Adwamred

Advanced
wan

Tha Advareed saction ks pou configore sdvanced festures likve LAN Cenfiguralion, SKTP, 1GMP, Bridge[MAC)
Filtars, LAY chants, abc,

Aloms changes b be made to 1P 2ddresses and

Lam Canfiguration v o enable DHCR server,

Las Clients Alloas user o Join specifisd LAY groups,
Ethernet Switch

Configuration

Salnct to corfigura sthernat suitch sattings.

Ty Enables oomoiter to suta-detsct and adapt ko
hardeans changes

Short for Simple Hetrork Tme Protocal, 8
SHTP simplified version of NTF. Allows Bhe user to
spncdeanized with & specfied bme server.

SHMP Alloas user to menage "SYHP Agents and ‘Traps',

Configure Firewal and NAT pass-through to paur

Port Formerding | ..ot weelications.

Bridge Filier s.'tlg::aﬁ;r;.:::.ablﬂ disable bidge filters ko
L Clients Configurs LAY Clients,

Easy Comnect Allom user to acoess Inbernet wdhouk changes to
Configuration P Metork Sattings

Bridge Filters Salat ty Fetup Badge Filbers,

IGMP Prony ;urll:leudu:;r:uhxnnl gaiu-thraugh far diffarant
Web Access Configure aceess Comrod st Tor remote 'wed
Lontral accEgs.

S55H Access Configure acoess controd list for remote SEH
Cantral AcEEL.

Palicy Raouting Configurs Poficy Eouting information,

Ingress Configure [ngress infarmation,

Egress Configurs Egrass infarmation

Shaper Configure Shaper information.

Houting Zonsisks of stabic and dynemic routing,

Figure 4-15: Advanced Screen

WAN Connection

The Wide Area Network (WAN) connection exists on the “other” side of the Router, also
referred to as a broadband connection. This WAN connection configuration is different
for each ISP. Your Mega 100WR2 is set by default to connect to the Telkom ISP and
should work as it is (once you have entered username and password information). Should
you wish to use this router to connect to any other ISP, you may need to change the
relevant configuration data.

New Connection

A new connection is a virtual connection. Under normal conditions, you will require only
one virtual connection. Your Mega 100WR2 Router, can however, support up to 8
different (unique) virtual connections. If you have multiple different virtual connections,
you may need to utilize the static and dynamic routing capabilities of the modem to pass
data correctly. Your Router is supplied with its first connection (quickstart) pre-
configured (described below) .You may add up to 7 more, and may change the quickstart
connection if required.
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SavE SEMnGE Rl dtanT ACEEdE Paint

Advanced
S

Padtart Router

Satup Basic | EEERETTEETH

PRPaE Commeclion Setup

Wireless

HELLILY

Hane: | Type: | PPPoE v Shanng:  Disable +
crkizna: [f AT [ Firewall LN [T Priarity Bits:
PPP Settings P¥L Settings
Encapsulation: @ LLCC) W yc: b
Usernafe: ysamame I‘-'l='|:.|:|
Fasswnrd |aese werln
Hdle Tinmoms: | seg QaS: SR w
Eeep Alive: |10 min PR s
Authertication: (&) Sute (O CHAP O PAP 5-'9-. 1
CR1 [
T |15 hytes T 1
HEBS: oalls
2 Demand: [] Defauk Gateway: 5
: . CDUT:
Erfarcn rru: [ Erabug: [ usacs
pew unnuimbered: [ valid Rie: [ ;f‘u"gD
os Tz 1 I

Figure 4-16: New Connection (PPPoE Connection Setup)

453 ADSL Modulation

To configure the DSL modulation type, Click WAN, ADSL Modulation. This will bring
up the modem setup screen (Figure 4-17). Tick the modes that you would like the
modem to be able to use. You are able to specify a particular type of modulation (Should
your ISP support only one particular type) by selecting only 1 option or you can select
many options and let the router detect which to use. In most cases, this screen should not
be modified.

Save Settings Restart Azeeds Paint Pastart Router Satup Rasic Wireless  Sedanty Stabus Hed

rodem Sedup
Zelact tha masddation tppa.

Advanced

Lan

Applaation [ we_moce
& 051G .dme
[ aDEL_G lite

¥ ADSL 0 drribis

[ ADEL_G divk.bis_DELT
& nosL_zplus

[ a0sL_zplus_DELT

[ a0EL_re-sdsl

[# aDsL_re-stil DELT
[ AosL_ans1_T1a1d
& MuLTI_Moce

[ ADEL_G.rd.bis_Anch
Ii ADEL_ 2pkas_dnxh

Figure 4-17: ADSL Modulation (Modem Setup)
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4.5.4

Quickstart

PPPOE is also known as RFC 2516. It is a method of encapsulating PPP packets over
Ethernet. PPP or Point-to-Point protocol is a method of establishing a network
connection/session between network hosts. It provides a mechanism of authenticating
users.

To configure the router for PPPOE, click on Advanced. Under WAN, select New
Connection. The default PPPOE connection setup is displayed. At the Type field select
PPPoE and the PPPOE connection setup page is displayed. Give your PPPOE connection a
unique name; the name must not have spaces and cannot begin with numbers. In this case
the unique name is called “quickstart”. Select the encapsulation type (LLC or VC); if you
are connecting to the Telkom ADSL network, then use LLC. Select the VPI and VCI
settings use 8 and 35 for the Telkom network. Also select the quality of service (QoS);
leave the default value if you are unsure. See Figure 4-18

Following is a description of the different options:

1. Username: The username for the PPPOE access; this is provided by
Telkom or your ISP.

2. Password: The password for the PPPOE access; this is provided by
Telkom or your ISP.

3. On-Demand: Enables on-demand mode. The connection will
disconnect if no activity is detected after the specified idle timeout
value.

4. Idle Timeout: Specifies that PPPoE connection should disconnect if
the link has no activity detected for n seconds. This field is used in
conjunction with the On-Demand feature. To ensure that the link is
always active, enter a 0 in this field.

5. Keep Alive: When on-demand option is not enable, this value specifies
the time to wait without being connected to your ISP before
terminating the connection. To ensure that the link is always active,
enter a 0 in this field.

6. Enforce MTU: Check this box if you experience problems accessing
the Internet over a PPPoE connection. This feature will force all TCP
traffic to conform with PPP MTU by changing TCP Maximum
Segment Size to PPP MTU.
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455

PPPaE Connection Setup

Hame: [quickeshan Type: | PRPOE ™ Sharing: [
cotions: (W WAT [F Firswsl] ULAH [0 Priarity Bata:
PPP Sektings P¥C Settings
Encapiclation: (3 WCCH WS PUC: |t
Username; =
Pagamor d: ammsnsas '."-.'.I'.
1die Timeou - s
Eanp alive: |10 min FoRi ] —
Aathertizalion: (@) A0 (03 CHAR (T PAR e
s | | eps
FTU: | 143
bytes MBS palle
o Demand: [ Defauk Gataway: [ .
Enforce MTU: B Cebug: O covT: usees

=22 Unnumbared; [ valid x: [ el

LIS PEE N Configurs |
[Cannnct Jikicconnect]
| ppiy [ cetete | cancel |

Figure 4-18: Quickstart (PPPoE Connection Setup)

LAN Configuration

You can change the Mega 100WR2 Router’s IP address by clicking LAN, and then LAN
Configuration. Select the options from LAN group 1 and click Configure.

Your router’s default IP address and subnet mask are 10.0.0.2/255.255.255.0; this subnet
mask will allow the ADSL Router to support 254 users. If you want to support a larger
number of users you can change the subnet mask; but remember that the DHCP server is
defaulted to only give out 255 IP addresses. Further remember that if you change your
gateways’ IP address and you have DHCP enabled, the DHCP configuration must reside
within the same subnet. The default gateway is the routing device used to forward all
traffic that is not addressed to a station within the local subnet. The hostname can be any
alphanumeric word that does not contain spaces. The domain name is used to in
conjunction with the host name to uniquely identify the gateway. To access the Mega
100WR2’s web pages, the user can type 10.0.0.2 (the default IP address) or type
domain.hostname. The apply button will temporarily save this connection. To make the
change permanent you need to click on Save Settings (at the side of the page). Refer to
Figure 4-19
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Save Settings  Rasact Acoews Paint  Resbart Router |3 Basic Seority  Status  Help

Advanced Lan Configuration
WAN
_LAM group L
e |
E:mm Canfigurs
| LAH group #
Interfaces |
] e
SE02
550) < o
| LAN group 3
e
< e ) _
LAN group 4
_LAN greup 5§
BT
< Farace |
| apniy | Eancel |

Figure 4-19: LAN Configuration

45.6 LAN Clients

To add a LAN client, select LAN clients option under LAN. If DHCP was enabled in the
configuration, all DHCP clients are automatically assigned with IP address. If a fixed IP
address server is on the LAN and you want this server to be visible via the WAN, you must
add its IP address. Once the IP address has been added, you can apply Port Forwarding and
Access Control rules to this IP address.

Save Setings  Restart Aceess Paint  Pastart Router Satup Basic wireless Secty. Stalus Hep

Advanced LAk Clignts

Wil Tor 3 & LAN Client, Enker IF Address and Hosthame, e clck apply.

LAN

Hpploation
iri Sedrot LAN Connection: | LAM iroup T w

n

Emer P Address:

Huostname!

HAT fuddrass:

Dynanic Addresses
Esgarve |Faddress  Mosineme Mag bt
I:I 10.0.0.1 tedtmackine OD:01:02:E7:5d:03 Dymsme

Figure 4-20: LAN Clients
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45.7 Ethernet Switch Configuration

The IGMP Snooping prevents the switch from flooding the LAN ports with multicast
frames, and will instead direct them to the CPU port for processing. Users are able to

specify connection speed and set their values accordingly from the following available
options. See Figure 4-21.

Auto

10/Half Duplex
10/Full Duplex
100/Half Duplex
100/Full Duplex

Etlerned Swilch Canfiguration
Set Yalue Fallback Yalue
Fripsizal Portdi| Autg v Dissbled
Fhwsical Pn-r."::.l'u.rln - Drizahlad
Phiysical r"o-'t.’::_.ﬁwl,o v_ 100yFudl Duplex

Brisical Pt Ao v Disabled

Figure 4-21: Ethernet Switch Configuration

45.8 Application (UPnP)

UPnP, NAT and Firewall Traversal allow traffic to pass-thru the Mega 100WR2 for
applications using the UPnP protocol. This feature requires one active DSL connection. In
presence of multiple DSL connections, select the one over, which the incoming traffic will
be present, for example the default Internet connection.

To enable UPnP, you must first have a WAN connection configured. Once a WAN
connection is configured, click Advanced and under Application, select UPnP. You must
enable UPnP and then select which connection will utilize UPnP. See Figure 4-22.
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459

Advanced il
WAl To enable UPnP, check the Enable UPRP box and select o oonneotion befow.
LaN

C] Enable UPRF
WAN Cannechan:

LAN Connaction:

Figure 4-22: UPnP

SNTP

SNTP (Simple Network Timing Protocol) is a protocol used to synchronize the system
time to the public SNTP servers. When the SNTP feature is enabled, your router will start
querying for the time clock information from the primary SNTP server. If it fails to get a
valid response within the “timeout” period, it will try for “retry” number of times, before
moving to the Secondary SNTP server. If it fails to get a valid response from Secondary
STNP server within valid retry times, it starts querying Tertiary SNTP server. If it fails to
get a valid response from all the servers, then the program stops. When a valid response is
received from one of the server, the program sleeps for “Polling_interval” amount of
minutes, before starting the whole process again. Use the following procedures to enable
SNTP.

1. Select Enable SNTP.

2. Primary SNTP Server - The IP address or the host name of the primary
SNTP server.

3. Secondary SNTP Server - The IP address or the host name of the
secondary SNTP server.

4. Tertiary SNTP Server - The IP address or the host name of the tertiary
SNTP server.

5. Timeout - If the router failed to connect to a SNTP server within the
“Timeout’ period, it will retry the connection.

6. Polling Interval - Time between a successful connection with a SNTP
server and a new attempt to connect to an SNTP server.

7. Retry Count - The number of times the router will try to connect to an
SNTP server before it try to connect to the next server in line.

8. Time Zone - The time zone of the router.

Day Light - Check/uncheck this option to enable/disable day light
saving. See Fig 4-23.
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Save Settings Restart Acoeds Paint Pestart Router
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Figure 4-23: SNTP

45.10 SNMP

SNMP (Simple Network Management Protocol) is a troubleshooting and management
protocol, which uses the UDP protocol on port 161 to communicate between clients and
servers. SNMP uses a manager MIB (management information base) agent solution to
fulfill the network management needs. The agent is a separate station that can request data
from an SNMP agent in each of the different managed system in the network. The agent
uses the MIBs as dictionaries of manageable objects. Each SNMP-managed device has at
least one agent that can respond to the queries from the NMS. The SNMP agent supports
GETS, SETS, and TRAPS for 4 groups with MIB-II: System, Interface, IP, and ICMP. The
SNMP agent supports three-community names authentication. See Figure 4-24.

Gave Setings Fos st Acolas Faint Rastart Router Satup BAs I Wareless  Seconly. SLabE Hed

SNTP

Advanced
W Ta mnabla SKTE, chack the Enable SHTE box and entar a lima server,

[ Enable SHTP

Frimary SHTF Server
Eecondary SNTP Sarvar:
Tartiary SHNTP Sarvar:
Timeout:

Follireg Inkerval:

Retry Count:

Tirres Zans:

1962511
0000

0000

5 | Eas
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Dy Light: [

Figure 4-24: SNMP Management
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4511 IGMP Proxy

Multicasting is a form of limited broadcast. UDP is used to send datagrams to all hosts that
belong to what is called a Host Group. A host group is a set of one or more hosts identified by a
single IP destination address. The following statements apply to host groups:

» Anyone can join or leave a host group at will.

* There are no restrictions on a host’s location.

* There are no restrictions on the number of members that may belong to a host group.
* A host may belong to multiple host groups.

* Non-group members may send UDP datagrams to the host group.

Multicasting is useful when the same data needs to be sent to more than one device. For instance,
if one device is responsible for acquiring data that many other devices need, then multicasting is
a natural fit. Note that using multicasting as opposed to sending the same data to individual
devices uses less network bandwidth. The multicast feature also enables you to receive multicast
video streams from multicast servers.

IP hosts use Internet group management protocol (IGMP) to report their multicast group
memberships to neighboring routers. Similarly, multicast routers use IGMP to discover which of
their hosts belong to multicast groups. Your router supports IGMP proxy that handles IGMP
messages. When enabled, your router acts as a proxy for a LAN host making requests to join and
leave multicast groups, or a multicast router sending multicast packets to multicast groups on the
WAN side.

Sawe Settings  Restart ficcess Point Restart Router Setup  Basic [EsPEL-GE \vireless  Security  Status  Help
IGMP Proxy
IGMP Proxy could be enabled on WaN and LAM connections.

Advanced

[] Enable IGMP Proxy

Interface Upstream /Downstream/Ignore

Figure 4-25: IGMP Proxy

IGMP Proxy page shown in Figure 4-25 allows you to enable multicast on available WAN and
LAN connections. You can configure the WAN or LAN interface as one of the following:
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* Upstream: The interface that IGMP requests from hosts is sent to the multicast router.

* Downstream: The interface data from the multicast router are sent to hosts in the multicast
group database.

* Ignore: Neither IGMP request nor data multicast are forwarded.

You can perform one of the two options:
1. Configure one or more WAN interface as the upstream interface.

2. Configure one or more LAN interface as the upstream interface.

4.5.12 TR-068 WAN Access

The TR-068 WAN Access page shown in Figure 4-26 enables you to give temporary permission
to someone (such as technical support staff) to be able to access your router from the WAN side.
From the moment the account is enabled, the user is expected to log in within 20 minutes,
otherwise the account expires. Once the user has logged in, if the session remains inactive for
more than 20 minutes, the user will be logged out and the account expires.

Advanced Ervable WA focess Update
W T Enable Webpage Update from 'wAN side

WAN Updats: [0
Wil Accass: )
Usar Hama: |
Fassward:

port: [51003

Figure 4-26: TR-068 WAN Access
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To create a temporary user account for a remote access to your router, follow the procedure
below.

1.  Select WAN Update to enable write privileges on the router for the remote user.
2. Select WAN Access to enable read privileges on the router for the remote user.
3. Enter a user name and password in the User Name and Password fields.

4.  Enter a port number In the Port field (for example, 51003).

5. Click Apply to temporarily activate the settings on the page.

Note—the changes take effect when you click Apply; however, if the router configuration is not
saved, these changes will be lost upon reboot.

6.  To make the change permanent, click Save Settings.
7. Toaccess your router remotely, enter the following URL in a browser :

http(s)://WAN IP of router:Port Number

4.5.13 TR-069

TR-069 is a CPE (Customer Premises Equipment) Management Protocol to be used on WAN
interfaces, and is intended for communication between a CPE router and an Auto-Configuration
Server (ACS). TR-069 enables the secure auto-configuration of a CPE, and also incorporates
other CPE management functions into a common framework.

The CPE WAN Management Protocol is intended to support a variety of functionalities to
manage a collection of CPE, including the following primary capabilities:

Auto-configuration and dynamic service provisioning
Software/firmware image management
Status and performance monitoring
Diagnostics
Figure 4-27Error! Reference source not found. shows the default TR-069 page, which is

accessed by clicking the TR-069 link on the Advanced page. The TR-069 page allows you to set
up connection parameters.
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Figure 4-27: TR-069
45.14 NAT services

If the user has more than one public IP address assigned by the ISP, these additional IP addresses
can be used to map to servers on the LAN. One public IP address will be used to provide Internet
access to the LAN PCs via NAT, serving as the primary IP address of the router. The rest will be
mapped to servers on the LAN. Refer to Figure 4-28.

Save Settings Restart Access Point Restart Router Setup Basic Advanced EREHTEIESS

ess  Security Status Help

Advanced MNAT Services
i A
LAN IP:I:I Subnet LAM IP:l:I
Start Public IP:I:I End PublicIP:|:|
Cnnnal:tinn:

Name Type LAN IP Subnet LAN IP Start Public IP End Public IP Connection Edit Delete

Figure 4-28: NAT Services
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45.15 DNS Proxy

This feature, shown in Figure 4-29 allows the user to select the DNS (Domain Name Server)
Server Priority as well as enter IP addresses for primary DNS and secondary DNS.

DS Proxy

DHS Server Friankyt Onke fule Dscovanad DNE Seners (=
User Configured DME Servers
Primury DHE:

Sacondary DHS!

Figure 4-29: DNS Proxy

45.16 Dynamic DNS Client (DDNS)

Dynamic DNS allows the user to register with a Dynamic DNS Provider as listed. The
dynamic DNS will be linked with the WAN IP of the router even after the ISP updates the
WAN [P to another IP address. It can be useful in web hosting and FTP services. See Figure
4-30.

Note: The Username/Password entered should be the same as the Username/Password you
specified during your registration of the DNS hostname.
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Figure 4-30: Dynamic DNS Client

4.5.17 Easy Connect Configuration

The Easy Connect feature (Figure 4-31) allows users to surf the web with ease, without the need
to change their PC’s default configuration setting (for TCP/IP, Proxy, DNS etc). These services
are disabled by default.

There are 4 features on Easy Connect:

1.

Auto IP: All valid TCP/IP settings on LAN PC’s can surf the web via the router, without
the need to change the IP address to the same subnet as the router, or to “Obtain an IP
address automatically”.

Auto DNS: Regardless of the DNS IP address set on a user’s PC, valid or not , if enabled,
Auto DNS will still allow the PC to surf the web.

Auto NetBIOS: This function allows the proxy server to use any NetBIOS name and the
Auto NetBIOS will still allow the PC to surf the web, with a condition that the router
gateway MUST be in Private IP Ranges.

Auto Proxy: For any valid Private IP proxy setting with any port number, (ie 1234 on the
web browser such as Internet Explorer), Auto Proxy will still allow the PC to surf the web.
For any Public IP proxy setting, the router will assume the proxy is valid and hence Auto
Proxy function will not take place.

I NOTE: The port number to be used must be specified in both the web browser and

the Auto Proxy Ports.

Private IP Ranges

Class A: 10.0.0.0 ~ 10.255.255.255

Class B: 172.16.0.0 ~ 172.31.255.255

Class C: 192.168.0.0 ~ 192.168.255.255
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Save Settings Restart Access Point Restart Router

Status  Help

Advanced Easy Connect Configuration
WaAN
LA

To configure easy connect to allow user to access Internet without changes to PC Metwork Settings,

Enahle Easy Connect: O

Feature Configuration:

Auto IP:[J)  Auto DNS:[] Auto METBIOS: ]  Auto Provey:[]

Proxy Ports:  [8008 [s08D EEEE I

Figure 4-31: Easy Connect Configuration

45.18 Port Triggering

Port triggering is a specialized form of port forwarding which enables computers behind NAT to
be accessed. It triggers open an incoming port when a client on the LAN makes an outgoing
connection to a predetermined port on a server. Refer to Figure 4-32.

Save Settings Restart Access Point Restart Router Setup Basic

Advanced RES 155 Security  Status Help

Advanced Port Triggering

Marne:

H

Start Trigger Port:

Start Open Port: l:l End Open Part: l:l Protocol Type

Trigger Port Trigger Port
Name " “ta End

Open Port Open Port - N
Protocol Start End Protocol Connection Edit Delete

[ avply [ cancel |

Figure 4-32: Port Triggering
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4.5.19 Port Forwarding

Using the Port Forwarding page, you can provide local services (for example web hosting)
for people on the Internet, or play Internet games. When users send this type of request to
your network via the Internet, the router will forward those requests to the appropriate PC.
Port forwarding can be used with DHCP assigned addresses but remember that a DHCP
address is dynamic (not static). For example, if you were configuring a Netmeeting server,
you would want to assign this server a static IP address so that the IP address is not
reassigned. Also remember that if an Internet user is trying to access an Internet
application, they must use the WAN IP address. The port forwarding will translate the
WAN IP address into a LAN IP address.

To configure a service, game, or other application, select the WAN connection from the
Home screen, click Advanced, select Application, and select Port Forwarding. Next
select the IP of the computer hosting the service and add the corresponding firewall rule. If
you want to add a custom application, select the User category, click New and fill in the
Rule Name, Protocol and Port number for your application. . See Figure 4-33.

For example, if you want to host a Netmeeting session, from the Home screen, click
advanced select Application, select Port Forwarding. First select the IP address for your
Netmeeting server. Next select the Audio/Video category and add Netmeeting to the
applied rules box. To view the management rules, highlight Netmeeting and select view;
this will display the pre-configured protocols and ports that Netmeeting will use. Now
assuming that your WAN connection is correct, you can run Netmeeting from your server
and call users that are on the Internet. If they know your WAN [P address, users can now
call you. You should remember that Telkom ISP assigns a dynamic IP to your WAN port,
so your WAN IP is regularly changing. If you wish to have users outside the router (on the
internet) connect to a port that you have forwarded, they will have to know the current IP
address of the WAN port. A convenient way to overcome this is to make use of a Dynamic
DNS provider (see section on DDNS - 4.5.16).
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Figure 4-33: Port Forwarding

4.5.20 Bridge Filters

The bridge filtering mechanism provides a way for the users to define rules to allow/deny
frames through the bridge based on source MAC address, destination MAC address and/or
frame type. When bridge filtering is enabled, each frame is examined against each defined
filter rules sequentially. When a match is determined, the appropriate filtering action
(determined by the access type selected i.e. allow or deny) is performed. Please note that
the bridge filter will only examine frames from interfaces, which are part of the bridge
itself. Twenty filter rules are supported with bridge filtering. See Figure 4-34.

Sive Seltings  Restart Arcess Peint  Restart Router

Advanced Bridge Fillers

I Enahle Bridne Filters
[CiEnable Bridne Filter Hanagement Interface

Select Lam: LAk gpoup T =
Hridge Filter Management Interface: =0 o

g MAT Src Part Dest MAT Dresl Part i Protacol i Muode
D0-00-00-00-30-00F AMY ~ | 00-00-00-00-00-00 AR - _PPPuE Session 'f_l:ll:n:,- bt
Edit Brd MAL Sec Part Dewt MAT Desl Port Protecol Mode Delebe
cancer

Figure 4-34: Bridge Filters
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4521 Web Access Control

The Web Access Control page allows you to configure remote access to the router via the web
over the WAN interface. The configuration settings are shown in Figure 4-35

Save Settings  Restart Access Point Restart Router Setup  Basic [EsPELE=GE \Vireless  Security  Status  Help

Advanced Web Access Control

Enable: [

Choose a connection:| quickstart Vl

Remate Host IP:|0.0.0.0
Remote Metmask: |2RR 2hG 256 2RA
Redirect Part: | 5080

Figure 4-35: Web Access Control

If you want to access your router at home from a remote location such as your office, configure
your WAN IP address using the following procedure.

Enable Web Access Control (WAN-Side)

1. Select “Enable” to enable the Web access control feature.
2.1n the “Choose a connection” field, select the connection used to connect to the Internet.

3.In the Remote Host IP field, enter the WAN-side IP address you will use to access your
router (for example, 196.1.1.0).

4.1n the Remote Netmask field, enter the netmask of your WAN-side IP address.
5.Enter a port number In the Redirect Port field (for example, 80).
6. Click Apply to temporarily activate the settings on the page.

This WAN address is added to the IP Access List. This allows you to access your router at
home from a WAN IP (196.1.1.0) via the Web.

Note—the changes take effect when you click Apply; however, if the router configuration
is not saved, these changes will be lost upon router reboot.

7.To access your router from the remote IP (196.1.1.0), enter the following

URL.: http(s)://WAN IP of router:Port Number into your browser.
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4522 SSH Access control

The SSH Access Control page shown in Figure 4-36 configures your router to allow you remote
access to it via SSH from the WAN port.

Save Settings Restart Access Paint Restart Router Setup Basic EPEGLEE Vireless  Security Status Help
Advanced SSH Access Control
Wi A
Enable: [
Choose a connection:| quickstart "l
Rermote Host IP: | 0.0.0.0

Remote Metrask: |265.255 2566 255

Figure 4-36 : SSH Access Control

Enable SSH Access Control (WAN-Side)

1.Select “Enable” to enable the SSH access control feature.
2.1n the “Choose a connection” field, select the connection used to connect to the Internet.

3.1In the Remote Host IP field, enter the WAN-side IP address you will use to access your
router (for example, 196.1.1.0).

4.1n the Remote Netmask field, enter the netmask of your WAN-side IP address.
5.Click Apply to temporarily activate the settings on the page.

Note—the changes take effect when you click Apply; however, if the router configuration
is not saved, these changes will be lost upon router reboot.

6.To access your router from the remote IP (196.1.1.0), enter the following URL
http(s)://WAN IP of router:Port Number into your browser
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45.23 QoS

QoS stands for Quality of Service. The QoS framework allows you to configure your router to
meet the real time requirements for voice and video.

Different QoS marking is used in different networks:
* ToS network: ToS bits in the IP header

* VLAN network: Priority bits in the VLAN header
» DSCP network: Uses only 5 bits of the CoS

« WLAN: WLAN QoS header

The QoS framework is supported on all the above domains. How do you make them talk to each
other? How can you make sure the priority from one network is carried over to another network?
Class of service (CoS) is introduced as the common language for the QoS mappings. When QoS
is enabled, the router has full control over packets from the time they enter the router till they
leave the router. This is how it works: The domain mapping (ToS bits, priority bits, etc.) of a
packet needs to be translated to CoS when the packet enter the router, and vice versa, the CoS of
a packet needs to be translated back to the domain mapping when the packet leaves the router.

There are 6 types of CoS (in descending priority):

CoS1
CoS2
CoS3
CoS4
CoS5
CoS6

The rules are:

1. CoS1 has absolute priority and is used for expedited forwarding (EF) traffic. This is always
serviced till completion.

2. CoS2-CoS5 are used for assured forwarding (AF) classes. They are serviced in a strict round
robin manner using the following priority scheme:

CoS2 > CoS3 > CoS4 > CoS5

3. CoS6 is for best effort (BE) traffic. This is only serviced when there is no other class of
service. If QoS is not enabled on your router, all traffic will be treated as best effort.
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There are some additional terms you should get familiarize with:

Ingress: Packets arriving into the router from a WAN/LAN interface.
Egress: Packets sent from the router to a WAN/LAN interface.

Trusted mode: Honours the domain mapping (ToS byte, WME, WLAN
User priority).

Untrusted mode: Does not honour domain mapping. This is the default
QoS setting.

Traffic Conditioning Agreement (TCA): The TCA needs to be defined for
each interface:

— Ingress mappings (Domain =>CoS)

— Egress Mappings (CoS => Domain)

— By default, all interfaces are in Untrusted mode.

Shaper

4524 Egress

For packets going out of the router, the marking (CoS) need to be translated to the mappings
understood by the network domains. The reverse CoS and domain mapping is configured using
the Egress page. This page is access by selecting Egress on the Advanced main page under QoS.

No Egress Mode

The default Egress page (Figure 4-37) settings for all interfaces is No Egress. In this mode, the
domain mappings of the packets are untouched.

Save Settings  Restart Access Point  Restart Router Setup  Basic [EsRELIE=GE ‘vireless  Security  Status  Help

Egress

Connection |

@ Mo Egress O Layers O Layerd

Advanced

outing

No Egress TCA defined

Cancel

Figure 4-37: No Egress
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Egress Layer 2 Configuration

The Egress Layer 2 page (Figure 4-38) allows you to map the CoS of an outgoing packet to user
priority bits, which is honoured by the VLAN network. Again, this feature is only configurable
on the WAN interfaces as VLAN is only supported on the WAN side on this version of the
router.

Save Settings Restart Access Point  Restart Router Setup  Basic [EEEERDEEE 'Aireless  Security Status Help

Advanced Egress
Connection : | QUickstart

(O MoEgress  (® Layerz () Layers

Unclassified Packet :
Class of Service : User Priority :

Class of Service User Priority

Figure 4-38: Egress Layer 2

Connection Select the WAN interface to configure the QoS for outgoing packets,
LAN interface cannot be selected as VLAN is currently supported
on the WAN side only.

Unclassified Packet Some locally generated packets might not have been classified and
thus do not have a CoS value, such as PPP control packet and ARP
packet. You can define the CoS for all unclassified outgoing packets
on layer 2 using this field, which will then pick up the user priority
bits based on the mapping rules you create. The selections are (in the
order of descending priority): CoS1, CoS2, CoS3, CoS4, CoS5, and
CoS6. The default value is CoS1 (recommended).

Class of Service The selections are (in the order of descending priority): CoS1, CoS2,
CoS3, CoS4, CoS5, and CoS6.

User Priority The selectionsare 0, 1, 2, 3,4, 5, 6, 7.
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Egress Layer 3 Configuration

The Egress Layer 3 page (Figure 4-39) enables you to map CoS to ToS so that the priority
marking of outgoing packets can be carried over to the IP network.

Save Settings  Restart Access Point  Restart Router Setup  Basic [EAePECll iirsless  Security  Status

Advanced Egress

Cannection ¢ | Quickstart v

O Mo Egress O Layerz @ Layerd

Default Non-IP:
Class of Service : Translated Tos: l:l

Class of Service Translated TOS

[ Apoly |
Figure 4-39: Egress Layer 3

Connection Select the WAN/LAN interface here to configure the QoS for
outgoing traffic to the IP network.

Default Non-IP Locally generated packets (such as ARP packets) do not have a CoS
marking. You can define the CoS for all unclassified outgoing
packets on layer 3 using this field. The selections are in the order of
descending priority): CoS1, CoS2, CoS3, CoS4, CoS5, and CoSé6.
The default value is CoS1 (recommended).

Class of Service The selections are (in the order of descending priority): CoS1, CoS2,
CoS3, CoS4, CoS5, and CoS6.

Translated ToS The Type of Service field takes values from 1 to 255. The selections
are0,1,2,3,4,5,6,7.

Page 47 of 81



Mega 100WR2 ADSL2+ Router - Manual

45.25 Ingress

The Ingress page (Figure 4-40) enables you to configure QoS for packets as soon as they come
into the router. This page is accessed by selecting Ingress on the Advanced main page under
QoS. The domain mappings are converted to CoS (the common language) so that the priority
marking is carried over. There are four modes that are discussed below:

Ingress Untrusted Mode

Untrusted is the default Ingress page setting for all interfaces. In this mode, no domain mapping
is honoured in the router. All packets are treated as CoS6 (best effort) as shown in Figure 4-40.

Save Settings  Festart Access Point  Restart Router Setup  Basic [EEGEELIECRE Vireless  Security  Status Help

Advanced Ingress

Interface :

(® Untrusted O Layerz (O Layers (O Static

TOS Class of Service

Al Cos6

Figure 4-40: Ingress Untrusted Mode
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Ingress Layer 2 Configuration

Layer 2 page allows you to map an incoming packet with VLAN priority to CoS. This feature is
only configurable on the WAN interfaces as VLAN is only supported on the WAN side in the
current software release.

Save Settings Restart Access Point  Restart Router Setup  Basic [EGEERLE VWireless  Security  Status Help

Advanced Ingress

AN
Interface ;| Quickstart ¥

O Untrusted ® Layerz (O Layers (O Static

Class of Service :
User Priority :

User Priority Class of Service

[resct [ avly [ concel

Figure 4-41: Ingress Layer 2 Configuration

Interface Select the WAN interface here to configure the CoS for incoming
traffic. Only the WAN interface can be selected as VLAN s
currently supported only on the WAN side.

Class of Service The selections are (in the order of descending priority): CoS1, CoS2,
CoS3, CoS4, CoS5, and CoS6.

User Priority The selections are 0, 1, 2, 3,4,5,6, 7.
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Ingress Layer 2 Priority Bits to CoS Configuration

1.

From Interface drop-down box, select quickstart or other connection type of your choice.
You are configuring QoS on this WAN interface.
Select CoS1 in Class of Service and 5 in Priority Bits.

Any packets with priority marking 5 is mapped to CoS1, the highest priority that is
normally given to the voice packets.

Click Apply to temporarily activate the settings.

Select CoS2 in the Class of Service field and 1 in the Priority Bits field. Any packets that
have a priority bits of 1 is mapped to CoS2, which is the second highest priority. This is
given to the high priority packets such as video.

Click Apply to temporarily activate the settings.

Note—the changes take effect when you click Apply; however, if the router configuration
is not saved, these changes will be lost upon reboot.

Repeat step 2-5 to add more rules to quickstart.
Up to eight rules can be configured for each interface.

Note—any priority bits that have not been mapped to a CoS default to CoS6, the lowest
priority.

Repeat step 1-6 to create rules to another WAN interface.

Note—Any WAN interface that is not configured defaults to the Untrusted mode.
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Ingress Layer 3 Configuration

The Layer 3 page allows you to map ToS bits of incoming packets from the IP network to CoS
for each WAN/LAN interface.

Sawe Settings  Restart Access Point  Restart Router Setup  Basic [ELRELEGE Yvireless  Security  Status  Help

Ingress

Interface : | QUickstart ¥

O Uuntrusted O Layerz (8 Layers (O Static

Advanced

Class of Service :
Tos : l:l Default Non-IP:

TOS Class of Service

[resct | avoty ] concel

Figure 4-42: Ingress Layer 3 Configuration

Interface For both WAN and LAN interfaces, you can configure QoS for layer
3 (IP) data traffic.

Class of Service This CoS field allows you to map incoming layer 3 WAN/LAN
packets to one of the following CoS (in the order of descending
priority): CoS1, CoS2, CoS3, CoS4, CoS5, and CoS6.

ToS The Type of Service field takes values from 0 to 255.

Default Non-IP A static CoS can be assigned to all layer 3 incoming packets (per
interface) that do not have an IP header, such as PPP control packets
and ARP packets. The default is CoS1 (recommended).
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Ingress Layer 3 ToS to CoS Configuration

1.

From Interface drop-down box, select LAN Group 1.
You are configuring QoS on this interface.
Select CoS1 in Class of Service and enter 22 in Type of Service (ToS).

Any incoming packet from LAN Group 1 (layer 3) with a ToS of 22 is mapped to CoS1,
the highest priority, which is normally given to the voice packets.

Leave the default value CoS1 in Default Non-IP.

Any incoming packet from LAN Group 1 without an IP is mapped to CoS1, the highest
priority.

Click Apply to temporarily activate the settings.

Note—the changes take effect when you click Apply; however, if the router configuration
is not saved, these changes will be lost upon reboot.

Repeat step 2-4 to add more rules to LAN Group 1.
Up to 255 rules can be configured for each interface.

Note—Any ToS that have not been mapped to a CoS is treated as CoS6, the lowest
priority.

Repeat step 1-5 to create rules to another WAN/LAN interface.
Note—Any WAN/LAN interface that is not configured has the default Untrusted mode.

To make the change permanent, click Save Settings.
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Ingress Static Configuration

The Ingress - Static page enables you to configure a static CoS for all packets received on a
WAN or LAN interface.

Save Sethings Restart Access Point  Restart Router Setup  Basic ERERR=I'M '"ircless Security  Status Help

Ingress

Interface : | quickstart v

O Untrusted O Layerz (O Layerd (8 Static

Class of Service :

Figure 4-43: Ingress Static Configuration

To configure, use the following procedure to configure Ingress static QoS settings.
Ingress Static Configuration
1.  Atthe Interface drop-down box, select USB.

You are configuring QoS on this interface only. Any WAN/LAN interface that is not
configured, defaults to the Untrusted mode.

2. Select CoS1 in Class of Service.
All incoming traffic from the USB interface receives CoS1, the highest priority.
3. Click Apply to temporarily activate the settings.

Note—the changes take effect when you click Apply; however, if the router configuration
is not saved, these changes will be lost upon reboot.
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4.5.26 QoS Shaper Configuration

The Shaper Configuration page (Figure 4-44) is accessed by selecting Shaper on the
Advanced main page. Three shaper algorithms are supported:

*HTB
* Low Latency Queue Discipline
* PRIOWRR

Note—Egress TCA is required if shaper is configured for that interface.

Save Settings  Restart Acocess Paint Restart Router Setup  Basic [EGRELICE Vireless  Security  Status  Help

Advanced QoS Shaper Configuration
WAN

[] HTB Queue Discipline Max Rate: |:|

[ Low Latency Queue Discipline

Khbits

Cosl Kbits  cogz .

[ ] [ 1
Cos3 I:I Kbits  cosg I:IKbits
[ ] [ 1

Khits

Cogs ¢ Kbits  casge

[ PRIOWRR

CosE l:l% Cos3 l:l% Cosd I:I% Cos5 l:l% CoS6 l:l%

“reset [l appiy [l cancel

Figure 4-44: QoS Shaper Configuration

Interface You can choose any WAN/LAN interfaces except WLAN, which
does not support Shaper feature. This field needs to be selected
before shaper configuration can take place.

Max Rate This field is applicable for the HTB Queue Discipline and Low
Latency Queue Discipline, both are rate-based shaping algorithms.

HTB Queue Discipline The hierarchical token bucket queue discipline is a rate-based
shaping algorithm. This algorithm rate shapes the traffic of a class
over a specific interface. All CoSx traffic is assigned a specific rate
to which data will be shaped to. For example: If CoS1 is configured
to 100Kbps then even if 300Kbps of CoS1 data is being transmitted
to the interface only 100Kbps will be sent out.

Low Latency Queue This is similar to the above algorithm except that CoS1 is not rate
Discipline limited. So in the example above CoS1 data is not rate limited to
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100Kbps but instead all 300Kbps is transmitted. The side effect is
that a misconfigured stream can potentially take all bandwidth.

PRIOWRR

This is a priority based weighted round robin algorithm operating on
C0S2-CoS6. CoS1 queues have the highest priority and are not
controlled by the WRR algorithm.

Of the three shaping algorithms available on the Shaper Configuration page, only one can be
enabled at a time. An example of each configuration is given as follows.

Example 1: HTB Queue Discipline Enabled

In the example shown in Figure 4-45, HTB Queue Discipline is enabled. The PPPoEl
connection has a total of 300 kbits of bandwidth, of which 100 kbits is given to CoS1 and
another 100 kbits is given to CoS2. When there are no CoS1 or CoS2 packets, CoS6 packets
have the whole 300 kbits of bandwidth.

Save Settings

Advanced

w HTB Queue Discipline Max Rate:

[] Low Latency Queue Discipline

[ PRIOWRR

Restart Access Point Restart Router Setup EEE 20vanced Security  Status Help

QoS Shaper Configuration

Interface : | quickstart v

Cosl khits  cosz Khbits
Cas3 D kbits  cosg ICI Khits
D Khits  cose Kbits

CoS2 l:l% Co33: I:I% CoSd l:l% Co55 l:l% CoS6 l:l%

Cos5

“resct [l avpiy [l cancel

Figure 4-45: HTB Queue Discipline enabled
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Example 2: Low Latency Queue Discipline Enabled

In this second example shown in Figure 4-46, Low Latency Queue Discipline is enabled. CoS1 is
not rate controlled (hence the field is disabled). CoS2 takes 100 kbits when there are no CoS1
packets. CoS6 has 300 kbits when there are no CoS1 or CoS2 packets. This is similar to the HTB
queue discipline as they are both rate-based algorithm, except that CoS1 is handled differently.

Save Settings Restart Access Point Restart Router Setup Basic QEGEERLCM 'Aireless Security  Status Help

QoS Shaper Configuration

Interface : | quickstart v
[] HTB Queue Discipline Max Rate:

E Low Latency Queue Discipline

oSl I:I Kbits  Cogz Kbits
CoS3 ICI Kbits  cps4 ICI
oS5 I:I Kbits cogg . (900 Kbits
(] PRIOWRR

Co52 l:l% CoS3 l:l% CoSd l:l% Co55 l:l% CoS6 l:l%

Khbits

“reset [ apply [l concel

Figure 4-46: Low Latency Queue Discipline enabled
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Example 3: PRIOWRR Enabled

In the third example, shown in Figure 4-47, PRIOWRR is enabled. Since PRIOWRR operates
only on the number of packets being transmitted, the max rate field has been disabled.
Percentages are assigned to CoS2 - CoS6 and CoSL1 is not rate controlled (hence the field is not
displayed). When there are no CoS1 packets, CoS2, CoS3 and CoS4 each have 10 percent, and
CoS6 has 70 percent. This is similar to the Low Latency Queue option, except that one is packet-
based, and the other is rate-based.

Save Settings Restart Access Foint  Restart Router Setup  Basic [ESUERELE Yireless Status Help

QoS Shaper Configuration

Interface : | quickstart +
[] HTB Queue Discipline Max Rate: l:l

[] Low Latency Queue Discipline

costi [ Jubis cosey [ ]
Cos3 I:IKbits Cosd I:IKbits
TS5 I:IKbits CoSE I:I

# PRIDWRR

Cos2 :% Co83 % Cos4 :% Cos5 :|:|% CoS6 %

khits

Khbits

[resce [l avoly [ concel”

Figure 4-47: PRIOWRR enabled
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4.5.27 Policy Routing Configuration

The Policy Routing Configuration page shown in Figure 4-48 is accessed by selecting Policy
Routing Configuration on the Advanced home page under QoS. This page enables you to
configure policy routing and QoS. The policy routing configuration is discussed as follows. The
QoS configuration is discussed in ““Ingress Payload Database Configuration®”.

Save Settings  Restart Access Point  Restart Router Setup  Basic [ERELIELE Vireless  Security  Status  Help

Advanced Policy Routing Configuration

Ingress Interface 1| LAMN group 1 v Destination Interface :| quickstat

DiffSery Code Point :|:| Class of Service :
Source Port :|:| Destination Port :|:|
Local Routing Mark:|:|
Ingress Interface DSCP Source IP Destination IP Source Port Protocol  Local Mark Delete
Dest Interface Cos Mask Mask Destination Port Source MAC

Figure 4-48: Policy Routing Configuration

Ingress Interface The incoming traffic interface for a Policy Routing rule. Options are
LAN interfaces, WAN interfaces, Locally generated (traffic), and not
applicable. Examples of Locally generated traffic are: voice packets,
packets generated by applications such as DNS, DHCP, etc.

Destination Interface The outgoing traffic interfaces for a Policy Routing rule. Selections
include LAN Interfaces and WAN interfaces.

DiffServ Code Point The DiffServ Code Point (DSCP) field value should be between 1
and 255. This field cannot be configured alone; additional fields like
IP, Source MAC, and/or Ingress Interface should be configured first.

Class of Service The selections are (in the order of priority): CoS1, CoS2, CoS3,
CoS4, CoS5, CoS6, and N/A.

Source IP The IP address of the traffic source.

Mask The source IP netmask. This field is required if the source IP has

been entered.
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Destination IP

The IP address of the traffic destination.

Mask The netmask of the destination. This field is required if the
destination IP has been entered.
Protocol The options are TCP, UDP, ICMP, Specify, and none. If you choose

Specify, you need to enter the protocol number in the box next to the
Protocol field.

This field cannot be configured alone; additional fields like IP,
Source MAC, and/or Ingress Interface should be configured first.

This field must be filled in if the source port or destination port has
been entered.

Source Port

The source protocol port. You cannot configure this field without
first entering the protocol.

Destination Port

The destination protocol port or port range. You cannot configure
this field without entering the protocol first.

Source MAC

The MAC address of the traffic source.

Local Routing MAC

This field is enabled only when Locally Generated is selected in the
Ingress Interface field. The mark for DNS traffic generated by
different applications are described below:

* Dynamic DNS: OxE1
* Dynamic Proxy: OXE2
» Web Server: OXE3

* MSNTP: OxE4

* DHCP Server: OXE5
* IPtables Utility: OXE6
* PPP Deamon: OxE7

* IP Route: OXE8

* ATM Library: OxE9
* NET Tools: OXEA

* RIP: OXEB

* RIP v2: OXEC

* UPNP: OXEE
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* Busybox Utility: OXEF
» Configuration Manager: 0xFO
* DropBear Utility: OxF1

* Voice: 0

Currently, routing algorithms make decisions based on destination address, i.e. only Destination
IP address and subnet mask is used. The Policy Routing page enables you to route packets on
the basis of various fields in the packet. The following fields can be configured for Policy
Routing:

Destination IP address/mask

Source IP address/mask

Source MAC address

Protocol (TCP, UDP, ICMP, etc)

Source port

Destination port

Incoming interface

DSCP

4.5.28 Static Routing

If the Mega 100WR?2 router is connected to more than one network, you may need to set
up a static route between them. A static route is a pre-defined pathway that network
information must travel to reach a specific host or network. You can use static routing to
allow different IP domain users to access the Internet through the Mega 100WR2.
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The New Destination IP is the address of the remote LAN network or host to which you
want to assign a static route. Enter the IP address of the host for which you wish to create a
static route here. For a standard Class C IP domain, the network address is the first three
fields of the New Destination IP, while the last field should be 0. The Subnet Mask
identifies which portion of an IP address is the network portion, and which portion is the
host portion. For a full Class C Subnet, the Subnet Mask is 255.255.255.0. The Gateway
IP address should be the IP address of the gateway device that allows contact between the
Routers network and the remote network or host.

In other words, if you wish to have both a 10.0.0.0. network and a 192.168.1.0 network
locally , with a firewall or some other interconnecting device at 10.0.0.10, and wish to
have both local networks access the internet through your Mega 100WR2, you would set
as follows : new IP address = 192.168.1.0 mask = 255.255.255.0 and Gateway =
10.0.0.10

l.e.: If anybody on the 10.0.0.0 network is looking for any device on the 192.168.1.0
network (any of the 255 Ip addresses in this range), the router will re-direct the requests to
follow the path via 10.0.0.10, and not via its own WAN interface as it would normally.

See Figure 4-49.

Advanced Slatic Bouting
Wik
Choose 4 connection: | quickstan &

Mu Dastinatan 17 Mazk: | 255 7552550

GahEway Matric: |0

The Rauting Tahle is erpty.

Figure 4-49: Static Routing
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4.5.29 Dynamic Routing

Dynamic Routing allows the Mega 100WR?2 to automatically adjust to physical changes in
the network. The Mega 100WR2, using the RIP protocol, determines the network packets’
route based on the fewest number of hops between the source and the destination. The RIP
protocol regularly broadcasts routing information to other routers on the network. The
Direction determines the direction that RIP routes will be updated. Selecting In means that
the Mega 100WR2 will only incorporate received RIP information. Selecting Out means
that the Mega 100WR2 will only send out RIP information. Selecting Both means that the
Mega 100WR2 will incorporate received RIP information and send out updated RIP
information.

The protocol is dependent upon the entire network. Most networks support RIP v1. If RIP
v1 is selected, routing data will be sent in RIP v1 format. If RIP v2 is selected, routing
data will be sent in RIP v2 format using subnet broadcasting. If RIP v1 Compatible is
selected, routing data will be sent in RIP v2 format using multicasting. See Figure 4-50.

Crwrarmic Bouling
[ Enable RIF

Fratocol: FIF W b

[ Enalia Pasiwar d

Fassmord: sess
Interface Direction

LAH gross 1 Broth

QKA 4] w

Figure 4-50: Dynamic Routing
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4.5.30 Routing Table

The Routing Table shows the information used by routers when making packet forwarding
decisions. Packets are routed according to the packet's destination IP address. See Figure
4-51.

Roastart Aciiss Faint

Save SeMings Pastart Router

Satup Basic wareless  Seunty. Stabus Help

Advanced Routing Table
Wil
Feznination Gaceway s Flag= Mecrio Fer Oze [faoe
215,74, 194.1 Qa0 0.0 255,255, 255.255 OH o a O pppd
00,00 DaDa D 255 255.25E8.0 L) o o O bro
235 DD D Qa0 0.0 255 0. 0.0 1] 1 a [ )
o 2lF.7€,19%.1 O 0 D Lz o a O pppd

Figure 4-51: Routing Table

45.31 System Password

You can change your Mega 100WR2’s username and password by clicking on System
Password. You can also change the idle timeout. You will need to log back onto the router
once the timeout expires. If you forget your password, you can press and hold the reset
button for 10 seconds (or more) to reset to factory default settings. The Mega 100WR2 will
reset to its factory default configuration and all custom configurations (including ADSL
user name and password) will be lost. See Figure 4-52.

Save Setings  Resdard Aceess Faint  Restart Reuter Satup Basic [COEENIERE Wirelass  Gecunly.  Stabus Help

Advanced Systerm Pasivord
Spstem Passeord i5 used to changs pour User Name or Passwond,
Enable dutrenboation:
User Nara: |mdmin
Pasgwrd: |
Confirmed Passwond!

tebe Timaaut; (10 minulag

Figure 4-52: System Password
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45.32 Firmware Upgrade

It is possible for the user to upgrade the Mega 100WR2’s firmware should an upgrade become
available. If there is an upgrade for this router, it will be found on the 2C Telecoms website
(www.telkomphones.co.za) it is important that you do not use any other firmware to attempt to
upgrade this router, since this may well cause the unit to fail! To upgrade the firmware, first
download the latest version to your PC, click on Firmware Upgrade, click Browse, find the
firmware file to download. Make sure this is the correct file. Click on Update Gateway. Once
the upgrade is complete the Mega 100WR2 will reboot. You will need to log back onto the Mega
100WR?2 after the firmware upgrade is completed. The firmware upgrade should take about 5
minutes to complete. Note: Do not remove power from the Mega 100WR2 during the
firmware upgrade procedure! See Figure 4-53.

Advanced Firmivrare Lul.rul]e

WM Ta updata r routar, plaais chck an tha brosia Eatton and salact an updatad frmaare file, Ones delecad, dick
on the U:-l:hrt G-:bw-rf huu: -:-be-:l update, Tau n: L '.hselu't the “Get Confiquration” button o download

Wour CUrTenT confuguration ta & ¥

Seleet a Fla:
(Hazx fils siza 3.5 HE}
Firmware Image oan be the combined siegle
innage with ar withaut Sgital signature.

Updats Gateway

The system will ke rastarted sutormatcsly, sker the Flesysism image is
successfuly updated. Vou wil need to reconnect 3g4in ta configuors your
salup.

Cet Cenfiguration

Figure 4-53: Firmware Upgrade

4.5.33 Restore to Default

The restore to factory defaults feature will reset the Mega 100WR?2 to its factory default
configuration. A prompt as the one shown in Figure 4-54 will pop-up. You may need to
reset the Mega 100WR?2 to its factory default if you lose the ability to interface router via
the web interface for any reason (or following a software upgrade). To reset the router,
simply press and hold the reset button for at least 10 seconds. After about 30 ~ 40 seconds
the ADSL Router will be operational again.

Microsoft Internet Explorer

‘:;/ Are you sure you wank to restore Factory defaults?

[ Ok i ’ Cancel

Figure 4-54: Restore to Default prompt
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4.6 Wireless

4.6.1  Wireless Setup

SSID is the wireless network name of your router. Your wireless client will need this name
to establish a wireless connection. The SSID default is set to “yournetworkname”. It can
be changed to any suitable name should you wish. The wireless setup menu allows the
user to enable or disable the AP (Wireless Access Point). Disabling AP will turn the
wireless interface of the router off, and prevent anybody from connecting to the router
using Wi-Fi. If you do not intend to use the Wi-Fi section of your Mega 100WR2, it is
suggested that you disable the AP. See Figure 4-55.

Save Settings Restart Access Point  Restart Router Setup  Basic  Advanced RESTEIEIH-AN - Status Help

Wireless Wireless Setup

Enable &P: @

Primary S3I0: |yuurnetw0rkname

Hidden S2ID: [

WLAN ID: D
Channel BSG: EI
g02.11 Mode:

LN
User Isolation:
Qo Support:

00 =

Mote: you must Restart Access Point for Wireless changes to take effect. Apply

Figure 4-55: Wireless Setup Page
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4.6.2 Wireless Configuration

The Wireless Configuration page shown in Figure 4-56 allows the user to configure many of the
advanced options of the routers Wireless Access Point (AP).

Sy Setings Pestad Areess Faint Pasrtart Fouter

Wireless Conliguration

Beacon Pesad: 100 rmzac  DTIH Pericdi (3
RTS Thrasheld:  ADDE frag Threshold: 4025

Fomar Lewal:  Full |

Mot you mast Bastart Access ok for Wirsleze chsngas o telos affact. m m

Figure 4-56: Wireless Configuration Page
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4.6.3  Multiple SSID

On the page shown in Figure 4-57, the Enable Multple SSID field allows you to create multiple
SSIDs for your AP. The SSID field takes up to 32 alpha-numeric characters. Change the VLAN

ID any number between 1 and 4095. Up to 3 secondary SSIDs are supported in addition to the
primary SSID.

Save Settings  Restart Access Paint Restart Router Setup Basic  Adwvanced [RUICIESCE Security  Status

Wireless Configure Multiple SSID

[0 Enable Multiple 5510

wanios [

Mote: you must Restart Access Point for Wireless changes to take effect, m
Figure 4-57: Multiple SSID

4.6.4  Wireless Security

It is important for users to enforce security in their wireless LAN environment. This is to prevent
unauthorized wireless users from accessing their router. By default, your router is protected by

WPA security, using a unique encryption key which you will find on a lable on the bottom of
your router.

Wireless Securily

Eebact an BRI and it secunty profile: | yOUmeksakname
Hanagemant

WS

O Hore Cr wER O mnzax = wra
(S wra, CrmrLz Dianywra
[ Enable WPaA2 Pra-authednlicalion
Group Ket Inberval: | 3500 |Petn: This is shared by ) =4 aptions,
() Radius Serves 1P Address:
part: |
Secrut: |
) Pre-Shared Kep PEs Sirig: TUTESNENSARN [ [PS strng must e Deteeen B oand 63
charscters)
Mot pou st Bestart Accees Brnt for Wirdase chargaes o tale effact, m m

Figure 4-58 : Wireless Security
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4641 WEP

WEP is a security protocol for WLAN systems. WEP provides security by encrypting the data
that is sent over the WLAN.

The router supports three levels of WEP encryption:
64-bit encryption
128-bit encryption
256-bit encryption

With WEP, the receiving station must use the same key for decryption. Each radio network
interface card (NIC) and AP, therefore must be manually configured with the same key.

In order to implement security, proceed with the following steps. See Figure 4-59 .

Select the WEP option.

Check on “Enable WEP Wireless Security” option.

Select the “Cipher”option, the available options are 64 bits, 128 bits and 256 bits.
You can configure up to 4 sets of keys for your wireless client.

Save Settings Restart Access Foint  Restart Router Setup  Basic  Advanced QCHIEIEEEE Security Status Help

Wireless Security

Select a Wireless Security level:

O Mone ® WEP O 802.1x O wea

@' Enable WEP Wireless Security

Authentication Type: lm

ot Encryption Key Cipher
| [64bits =]
| [64bits =]
| [Babits =
| [Babits =]

1]
o
o

O00@®

Enter 10, 26, aor 558 hexadecimal digits for 64, 125 or 256 bit Encryption
Keys respectively, e.q., A4 AA A4 AA AA for a key lenagth of A4 bits,

Mote: vou must Restart Access Paint for Wireless changes to take effect, m
Figure 4-59: Wireless Security — WEP

46.4.2 802.1x

802.1x is a security protocol for WLAN. It is a port-based network access control that keeps the
network port disconnected until authentication is completed. 802.1x is based on extensible
authentication protocol (EAP). EAP messages from the authenticator to the authentication server
typically use the remote authentication dial-in user service (RADIUS) protocol. On the screen
shown in Figure 4-60, enter the IP Address of the RADIUS Server (for 802.1x authentication
purposes). This is used only when you have a RADIUS Server and want to use it for
authentication. Most homes and offices do not have a RADIUS Server.
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Save Settings Restart ficcess Point  Restart Rolter Setup  Basic Advanced JRNIGEIEEEE Sccurity  Status Help

Wireless Wireless Security

Select a Wireless Security lavel:

@) Mone ) WEP ® 502.1% O wpra

Radius Settings

Server IP Address: l:l
Port: (1812
Secret:

Group Key Interval: |SEDD |

Mote: vou must Restart Access Point for Wireless changes to take effect, m
Figure 4-60: Wireless Security — 802.1x

4643 WPA

WPA is the short term for WiFi Protected Access. WPA is an industry-supported, pre-standard
version of 802.11i that utilizes the Temporal Key Integrity Protocol (TKIP), which fixes the
problems of WEP, which includes using dynamic keys. WPA uses a sophisticated key hierarchy
that generates new encryption keys each time a mobile device establishes itself with an AP.
Protocols including 802.1X, EAP, and RADIUS are used for strong authentication. Like WEP,
keys can still be entered manually (pre-shared keys); however, using a RADIUS authentication
server provides automatic key generation and enterprise-wide authentication. WPA uses
temporal key integrity protocol (TKIP) for data encryption. WPA2, also known as 802.11i, uses
advanced encryption standard counter mode CBC-MAC protocol (AES-CCMP) for data
encryption. Figure 4-61 shown the configuration screen for WPA. On this screen you are given
the option to select WPA, WPA2 or ANYWPA as your security type

Save SeMings  Restart Azeesd Faint  Pastart Router

Wireless Securily

Select an SEI0 and it sacunky profle: | WDumekakname =
Hanagemant

WLS % . =
O Mo O wer O enzix = wea

£ WPa, CrmEaz Cianywra
[ Enabile WRAZ Pra-authentication

Group Kay Inberval: | 3500 Mote: This is shared by al W=a aptions,
) Radius Server 1P Address:
Part:
Snerat: |
& Pre-Shared key PEs Strig: TOTSESERSEARE | Py saring must e betmeen B and 63
characters)
Mote: you masst Bastart Acomss Prant for Wirsless chargas tn beke effact, m m

Figure 4-61: Wireless Security - WPA
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46.5 Wireless Management

The Wireless Management screen shown in Figure 4-62 consists of Access List and
Associated Stations.

4.6.5.1 Access List

This feature permits you to allow or ban any wireless client from accessing the
wireless router. You must select Allow or Ban, and add the MAC address of the
applicable device’s wireless LAN card.

4.6.5.2 Associated Stations

Wireless clients, which are connected to the wireless router, will be displayed in
this screen. You are able to ban a device from accessing the Wi-Fi port by
clicking on the Ban Station option, and clicking Apply.

Save SeMings  Restart Azeesd Faint  Pastart Router

Wireless Management

Salack an S510: | youmekvsakname

Access List Axsociated Skatbons

Access List

[ crable access List

Challow Clesn
Ha ddrass: EE
Mote: pouy magst Restart fcomss Pront for Wirelass changes to talke effack, n:ﬂ' m

Figure 4-62: Wireless Management
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4.6.6  Wireless Distribution system

Wireless Distribution System (WDS) is a system that interconnects BSS to build a premises wide
network. WDS network allows users of mobile equipment to roam and stay connected to the
available network resources. You can configure your router AP as WDS mode using the WDS
page shown in Figure 4-63.

Save Settings Restart Access Point  Restart Router Setup  Basic  Advanced ENIGEIEEEE Security  Status Help

Wireless Wireless Distribution System

WD'S Mode: | Disabled
WDS Mame: VW05 T

Activate as Root: [

WDE Privacy: [ Secret: l:l

Auto Channel Selection: [
Auta Configuration: [

Bridging Direction Enable MAC address

Dawnlink 1. [ l:l
Dawnlink 2: - [ l:l
Dawnlink 31 [ l:l
Daownlink 41 [ l:l
Mote: you must Restart Access Point for Wireless changes to take effect.

Figure 4-63: WDS

WDS Mode The following WDS mode are available:

Bridge: In Bridge mode, the AP basic service set (BSS)
service is enabled.

Repeater: In Repeater mode, the AP BSS is disabled when
connection to the upper layer AP is established.

Crude: In Crude mode, the AP BSS is always enabled;
however the links between APs are configured statically and
are not maintained.

Disabled (Default): WDS inactive.

In both Bridge and Repeater modes, WDS uses management
protocol to establish and maintain links between APs.

WDS Name The WDS name is used to identify WDS network. The field takes up
to eight characters. Multiple WDS networks may exist in the same
area.
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Activate as Root This field must be selected for the root device in WDS hierarchy.
Only one WDS root device may exist in WDS network. This field is
not applicable for Crude mode.

WDS Privacy Selecting this field commands WDS manager to use a secured
connection between APs in the WDS network. Security settings
must be the same in all APs in the WDS network.

Note: WDS privacy is not supported in Crude mode.

Secret The 32-character alpha-numeric privacy key.

Auto Channel Selection | Auto channel selection is not supported in the current version.

Auto Configuration Auto configuration is not supported in the current version.

Uplink Connection The BSS ID of the upper device in the WDS hierarchy. This uplink
cannot be configured if root is enabled.

Downlink Connection The BSS ID of the lower device in the WDS hierarchy connected to
this AP. Up to four downlinks can be configured.

4.7 Security

The security feature section allows users to configure the following as shown in Figure 4-64:

IP Filters
LAN Isolation
URL Filters

Save Settings Restart ficcess Point  Restart Router Setup  Basic  Advanced Wireless [Rf=lsBlgiag m

Security

The Security section lets yvou configure security features like IP Filters, LAM Isalation and Url Filters.

To grant and deny access to the router according to

IP Filters specific IP address
LAN Wireless, USE & Ethernet (able to isolate cormrnunication
Isolation with ane another),

Url Filters  ability to specify URL links and block undesired sites.

Figure 4-64: Security
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4.7.1 IP Filters

1P Filters

Select LAN Group: | LM grovp T b
Lar IR 000 m
Block all Traffiz: ) [0 Block utgoing ®ing  Cyskorn [P Filers
Category Availahle Bules Applied Rules
Alignve Predetee ~
& Gemes fizheon's Call
Dierk Pein 2
QW e e Farce
O sdisvizes |Doam ETEN
) Apps Clune 2000
g = Direct (7, 8) Games
o SRR EieFane oI
O s EveiClugsl
[Fightar Acell s

Figure 4-65: IP Filters

The IP filters page, Figure 4-65, allows you to open selected IP ports to allow specific programs
access to/from the Internet. Many of the most popular applications and games are given in the
easy to use table, and setting your router up for these software applications has been made really
simple. If the application that you are using is not found on the rules list, you are able to
configure the required ports using the “User” function, and specifying your own filter rules. To
apply a filter rule, you need to select the required rule, and click on ADD > to move the selected
rule to the Applied Rules section.

4.7.2 LAN Isolation

LAN isolation allows you to disable the flow of packets between up to five user-defined LAN
groups. Your LAN group can consist of any combination of the following ports WLAN, USB,
Ethernet or any of the multiple SSID’s . This allows you to segment your LAN and enables you
to secure information in private portions of your LAN from other publicly accessible LAN
segments. l.e.: you could prevent a user accessing your Wi-Fi interface from connecting to any
device that is connected to your Ethernet port. You will need to group the LAN interfaces into a
LAN group under the Advanced, LAN, LAN Configurations page, and then you can disable
the traffic by selecting the desired options shown in Figure 4-66.
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Save Setings  Restard Ateess Faint  Restart Reuter

LA [solation
Ta block teaffic framn one LAM bo ancther LAM, check: the Disable check box.

] disable traffic between LAN group 1 and LAN group 2
7] misable traffic between LAY group 1 and LAN group 3
] igakle traffic between LAY group 1 and LAN group 4
] Disable traffic between LAY group 1 and LAN group 5
[ Disable traffic between LAY group 2 and LAN greug F
) isakle traffic between LAY group 2 and LAN graup 4
) mxable traffic hetwesn LAN group 2 and LAN graup %
] misakle traffic hetween LAY group 2 snd LAN graup 4
] tazable traffic betwesn LAN group 3 and LAN group 5
[T Mzakle traffic batwasn LAM group 4 snd LAN group 5

Figure 4-66: LAN Isolation

47.3 URL Filters

This feature allows the router to block access to certain websites by examining its URL (a text
string describing a unique location on the Internet). If the URL contains a blocked keyword, then
access to that website will be denied. On the page shown in Figure 4-67, select Enable, type a

word that you wish to ban in the Keyword field, and click Add.

Save Settings Restart Access Point Restart Router Setup Basic  Advanced W el Security

Security URL Filters

IF Fil

LA URL Filtering allows the router to block access to certain websites by examining its URL, a text string
describing a unique location on the Internet. If the URL contains a blocked keyword, then access to
that website will be denied.

Advertisements from websites like ads.doubieclicl.net can be blocked by adding ads. doubleclicl. net to
the list of blocked keywaords,

Access to undesirable websites related to pornography or gambling can also be blocked in this way.

Enable O

Keyword | |@

Regular Expressions are supported.

Blocked keywards

(32 keywords maximum)

Rermowve

Select a keyword and click Remowe to remove the keyword from the list.

Figure 4-67: URL Filters
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If you wish to remove a word from the list, click on that word, and click on Remove. Remember
to click on Apply once you have made changes.

4.8 Status

This status section (Figure 4-68) allows users to view the following connections and interfaces:

Connection Status
System Log

Remote Log
Network Statistics
DHCP Clients
Modem Status

Qos Status

Product Information
WDS Report

Save SEMNQS  REsTart Aseesd Faint  Rastart Router '- 0 Ly RIS

Shatur
Tree Stabus section alows you to vies the StabestStabstics of diferent conrections and interfaces,

Shazis WAK 1P Address, uptime and protocsl

Connection Status
mnnaccn

Shaows 10Q information for disgrastio purposes

System Leg and refarentes.

Shaows log inFormetion for disgrastic purposes
Remate Log and references from a remate srea
Showes the statishics af dfferert irterfacas -

Metwork Statisties ol D DEL insinss,

BHCP Clients Shezies the sysbeird that are connected.

Shaows the status and skabstics of your
Fodem Status broadband (DEL) connection,

Do% Status Shawen (o stabun.

Shaows the product information and sofbware

Product Infornsatien wErSinng.

WIS Report Shawes the WIDG report and statishcs

Figure 4-68: Status

48.1 Connection Status

Connection Status will display all the relevant information regarding your Internet
Connection. It will display the type of protocol used, the WAN IP address, the connection
state and the duration connected. See Figure 4-69.
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Save Seitings  Restard Aceess Faint  Pastart Router Satup Basic Adv “iLy (L

Conpection Status (1)

Description  Trpa 1 Sheke Onlna Dizgoract Renzon
quickstart pppoe 220 2555255 Conmected ihr 3dmin 2sec WA

Figure 4-69: Connection Status

4.8.2 System Log

The Mega 100WR2 keeps a log of various events (See Figure 4-70). You can configure
the router to generate log reports to a remote host.
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Figure 4-70: System Log

4.8.3 Remote Log Settings

This feature is for users to enable remote logging. Settings mentioned below are essential
for this feature to work. See Figure 4-71.

Log Level
Adding / Deleting IP address
Logging destination
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Figure 4-71: Remote Log Settings
4.8.4  Network Statistics

Information regarding the Status and Statistics of your Ethernet, USB, DSL and Wireless

line will be displayed, depending on which of the buttons shown in Figure 4-72 you have
selected.
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Figure 4-72: Network Statistics
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485 DHCP Clients

This page, as shown in Figure 4-73, shows the MAC address, IP address, host name and
lease time of the users that are connected using DHCP.
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Figure 4-73: DHCP Clients

4.8.6 QoS status

This page, as shown in Figure 4-74 displays the QoS status and shows which packets have been
received or dropped.
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Figure 4-74: QoS status
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4.8.7 Modem Status

The page in Figure 4-75 displays the Modem status and DSL statistics as shown in.
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Figure 4-75: Modem Status

488 Product Information

This screen will show a summary of all the product information of the Mega 100WR2. , as
well as the Software version of the firmware that is loaded on your router. This is shown in
Figure 4-76.
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Figure 4-76: Product Information
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4.89  WDS Report

You can view the WDS report for your router’s (AP) by clicking the WDS Report link from the
Status main page. The WDS Report page( Figure 4-77) allows you to view the following WDS-
related wireless activities:

WDS configuration and states

WDS management statistics

WDS database
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Figure 4-77: WDS Report

Page 80 of 81



Mega 100WR2 ADSL2+ Router - Manual

4.9 Help

The Help screen takes you to the different Help Sections for Firewall, Bridge Filters, LAN
Clients, LAN Group Configurations, PPP Connection, UPnP, IP QoS and RIP Help.
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Figure 4-78: Help Screen
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