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Introduction

University of Copenhagen — Electronic Research Data Archive (UCPH ERDA or just ERDA) is the
storage and archiving facility provided by University of Copenhagen to employees and students. It

delivers centralized storage space for personal and shared files in addition to archiving of e.g. PhD

theses and research data for publishing.

The latest version of this guide is always available from http://www.erda.dk/ in different languages.

Prerequisites

You only need a web browser to use the fundamental features of the ERDA system. In case you
want to use the advanced features, you may have to install additional client software.

How to Access UCPH ERDA

Everyone associated with UCPH has a username consisting of six characters, like abc123. The
username is popularly known as the Swedish number-plate. The login is generally used for web
mail and to access intranet facilities like KU Net.

You can use that same login to sign up for and access your account on ERDA'.

Sign-up
Signing up is as easy as opening the sign-up web page

https://sid.erda.dk/cgi-sid/signup.py,

1 We also provide a 'digital signature'-like login method for users who e.g. prefer that extra level of security, but that
is not covered in this guide.
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https://sid.erda.dk/cgi-sid/signup.py
http://www.erda.dk/

UCPH ERDA account sign up - Mozilla Firefox
v &|[Q Search | @ 3 ¥ & 5 @v % &~ D =

Bucrnerpa  Electronic Research Data Archive T _E§

Welcome to the UCPH ERDA account sign up page

Signup for UCPH ERDA

id.erda.dk/cgi-sid/signu

Before you can use this site you need a user account. You can sign up for one here as described below.

OpeniD

The simplest sign up method is to use an existing QpenlD login if you have one
If you are a KU user, your usual login for KU Net and KU webmail works for OpenlD as well.

~

KT ORI ST Sl O e
Sign Up with KU OpenlD

When you click the Sign Up with OpenlD button you will be taken to a login page where you need to enter your credentials and accept that your identity is used for login with this site as well

Client Certificate

We provide high security access control with client certificates, like the ones you may know from digital signature providers. Itis a bit cumbersome to get and install such a client certificate, so if you want to keep it
simple and have other access options, you may want to use those instead.

If you already have an x508 user certificate that we trust, you can also sign up with that instead of requesting a new one

Sign Up with Existing User Certificate

Ex cocke: D Descrptiors OK (e 1 DL0ES)

Support @ 2003-2015, The MiG Project

ERDA User Guide
Questions about ERDA?
Please contact us at support@erda.dk

clicking the Sign Up with KU OpenlID button and entering your KU login when prompted.

As an example we show it for the user with KU username brs278 below, but please use your own
KU login.

4748



Login - Mozilla Firefox
c_handle={HMAC-SH ~ @ || Q Search D & % & s @~ &% wv D =

Menu (-_ & https:/fopenid.ku.dk/endpoint?openid.assoc

E@BENHAVNS UNIVERSITET

https://erda.dk/ is asking for access to following user information:

s role

*ou

.0

* nickname
* fullname
* email

* country

KU OpenID

brs278

" Remember Trust

Yes (Allow)  No (Cancel)
s

The site https: //erda. dk/ has requested verification of your OpenD.

When you click Yes (Allow) your account on ERDA is created and you will see a link to your
personal entry page like this:
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autocreate - Mozilla Firefox ECRERE

Menu #® (€ nhttps:#'.ferda‘dkfwsgi-b\n.’autocreate.py?openid‘ns.sreg:http“’aBavc||QSearch | + % & 8 @~ % =v D,

Bucrnerpa  Electronic Research Data Archive : w}“ 54

Automatic UCPH ERDA sign up

Created the user account for you - please open your personal g&%e to proceed using it

8 cocke: 0 Deserpirs: OK (dore n0.1705)
Support @ 2003-2015, The MiG Project
ERDA User Guide

Questions about ERDA?

Please contact us at support@erda.dk

https://erda.dk/wsgi-bin/fileman. py

Just click the your personal page link to go start using your account.
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Login
After signing up you can always access your account by pointing a web browser to https://erda.dk

and entering your KU login as shown below if prompted

Login - Mozilla Firefox

Menu & (4 & https:/fopenid.ku.dk/endpoint?openid.assoc_handle={HMAC-SH~ ¢ || Q Search +$ % & S & & =~ D,

KE@BENHAVNS UNIVERSITET

KU OpenlID
brs278

sssssses

" Remember Trust

Yes (Allow)  No (Cancel)
5

The site https://erda.dk/ has requested verification of your OpeniD.

After entering your login and clicking Yes (Allow) you will reach the actual ERDA site.

The web browser remembers your login for a while, so you don't have to repeat the login every
time. You can explicitly log out inside ERDA after use. This is generally recommended, and
particularly if you share your computer with anyone else.

Overview

When you open ERDA you will start out on the file manager where you can manage your files in a
familiar fashion. Use the navigation menu to the left to access to your Files, Workgroups,
Archives and Settings pages. Each of those pages is described more thoroughly in the following
sections.
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https://erda.dk/

Files

This is your main area on ERDA and where you manage your personal and shared files. The
directory tree in the left pane takes you quickly to a specific sub-directory and the right pane shows
the files and directories in the current directory.

The location bar right above the two panes shows the path to the current directory with quick
navigation links to parent dirs.

3] File Manager - Mozilla Firefox 4 _OX
Menu # (4 ) & https://erda.dk/wsgi-bin/fileman.py v &|[Q Search |9 & %W & § v % =»v D =
Bucrurpa  Electronic Research Data Archive o e

o5 Workgroups =

# Sefings welcome. it 260,00 B wt 2015-07-09 1535

8 Logout

Click this area to open upload helper..
Sfiles in current folder of total 266.00 B in size.
) Enable touch screen interface (all clicks rigger menu) ! Show hidden files and dirs
4t cocke: 0 Descrptir: OK e 0.3

Support (©) 20032015, The MiG Project

ERDA User Guide

Questions about ERDA?

Please contact us at support@erda.dk

Right-clicking a directory or file brings up a context menu in which you can select common actions
on the item that you right-clicked. For files the actions include e.g. download, edit and rename. For
directories you get the choice of e.g. uploading or creating files inline. Right-clicking in the empty
space below the entries in the right pane brings up the context menu for the current directory.
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File Manager - Mozilla Firefox

Menu # (<€) & https://erda.dk/wsgi-bin/fileman.py v &|[Q Search |9 & ¥ & 5 @ % =~ D =

Bucrnerpa  Electronic Research Data Archive s

=
= Archives = [Fhame T s size $ Type  + Date Modified
- welcome. bt 260.00 B it 2015-07-09 1535

| Open Folder
Ld Qmmde&

Create File
- Upload File
(]| Pack
Copy
[ Paste
|_g Delete Folder
\=1) Rename

o open upload helper...
[T Advanced >

Sfiles in current folder of total 266.00 B in size.

[} Enable touch screen interface (all clicks wigger menu) ) Show hidden files and dirs

Ext cocke: 0 Descrptin: OK (dore n0.127s)

Support (© 20032015, The MG Project

ERDA User Guide
Questions about ERDA?
Please contact us at support@erda.dk

You can add new text files inline with the Create File entry from the right-click menu or upload
with the Upload File entry there.

The latter opens the upload dialog where you can drag and drop local files from your desktop or
click Add files... and point files out for upload.
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File Manager - Mozilla Firefox

v &|[Q Search @ & % & 5 @ % =~ D =

Menu # |4 & https:/ferda.dk/wsgi-bin/fileman.py

Oucrn Erpa  Electronic Research Data Archive

R |

o3 Workgroups =

[ Archives N

Fancy Upload

Optional final
destination
dir:

[

+ Add files © Start upload @ Cancel upload o
i

Close

Click this area to open upload helper..

5files in current folder of total 266.00 B in size.

Upload Files ®
s

2015-07-09 15:35

Support

ERDA User Guide
Questions about ERDA?
Please contact us at support@erda.dk

[} Enable touch screen interface (all clicks wigger menu) ) Show hidden files and dirs

Ext cocke: 0 Descrption: OK (dore n0.1275)

2003-2015, The MiG Project

When you are done selecting files for upload you can click Start uplead to actually upload.
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J| File Manager - Mozilla Firefox + - Ox

Menu # (€ & https:/erda.dk/wsgi-bin/fileman.py v &|[Q Search |9 & ¥ & 5 @ % =~ D =

Oucrn Erpa  Electronic Research Data Archive

S d

o3 Workgroups =

Archives @i .
Upload Files ®

Optional final | s
destination
dir:

+ Addfiles... Start upload @ Cancel upload

@ Delete

2.40 Mbit/s | 00:00:22 | 7.30 % | 524.49 KB / 7.18 MB

checkjob py R o

cphettoolbox-1.0.0.zip 104 M8

Studenter-CT.mdv 540 MB
0.63 KB
logo.png
740.18 KB

instructions.pdf

xt 2015-07-09 15:35

) Enable

Close

Ext cocke: 0 Descrption: OK (dore n0.1275)

Support

ERDA User Guide
Questions about ERDA?
Please contact us at support@erda.dk

wait for them to complete or click Cancel if you change your mind.
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File Manager - Mozilla Firefox

v C"||Q Search

@ &+ ¥ &

Menu # |4 & https:/ferda.dk/wsgi-bin/fileman.py

S @v & #v D =

8 ucrn ErRDA

Electronic Research Data Archive

R |

saw Workgroups

[ Archives
#° Setlings
& Logout

Support

ERDA User Guide
Questions about ERDA?

Please contact us at support@erda.dk

xt 2015-07-09 15:35

Optional final
destination
dir:

checkjob.py

cphcttoolbox-1.0.0.zip

Studenter-CT.m4v

logo.png

instructions.pdf

+ Addfiles... Start upload @ Cancel upload o

163 KB
1.04MB

5.40 MB

0.63 KB

740.18 KB

File Manager

Upload Files ®
Fancy Upload Legacy L ad

Ext cocke: 0 Descrption: OK (dore n0.1275)

2003-2015, The MiG Project

Finally click Close when finished and your uploaded files show up among your other files.
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| File Manager - Mozilla Firefox + - 0OX

Menu #® (4 )& https:/erda.dk/wsgi-bin/fileman.py v @||Q Search 2 4+ W & S v % @y D =
N : . AT
Bucrnerpa  Electronic Research Data Archive 4 }j"
o3 Workgroups =l
fSemngs gfcneckjob Py 159KB Py 2015-07-09 15:59
& Logout Bcphcﬂnalnoxrl.ﬂ 0.zip 102026 KB zip 2015-07-09 15:59
- linstructions.pdf 72283 KB pdf 2015-07-09 1559
“llogo.png 626.00 B png 2015-07-09 15:59
Studenter-CTmdyv % 515MB méy 2015-07-09 1559
Dwe\cume.ixt 26000 B it 2015-07-08 15:35
Click this area to open upload helper.
11 files in current folder of total 6.85 MB in size.
! Enable touch screen interface (all clicks trigger menu) -/ Show hidden files and dirs
Exf ke 0 Deserpikan OK (e 110.1275)
Support (© 20032015, The MG Project
ERDA User Guide
Questions about ERDA?
Please contact us at support@erda.dk

Double click files to open them directly in the browser if possible but with fallback to download
and open in a suitable local application otherwise. In the latter case any changes will only be saved
locally and not in ERDA. Therefore it is necessary to upload the modified file again in that case.

It is possible to edit simple text files with Edit from the right click and please refer to the sections
about Advanced Data Access for a guide to the possibilities of mounting and easily working directly
on files in your ERDA folder without worrying about the upload step.

File Sharing

ERDA integrates sharing of files with work or research groups tightly in the Files interface. For
each group you participate in there's a shared directory with the name of the group and a shared-
folder icon 'e. All files and directories inside such directories are automatically and transparently
shared with all participants in the group. In this example the user participates in the eScience group
so the associated shared directory is shown.
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File Manager - Mozilla Firefox
Menu # (€& https:/erda.dk/wsgi-bin/fileman.py v &|[Q Search | @ &8 ¥ & 5 @~ % =~ D =

Bucrnerpa  Electronic Research Data Archive e

+3 Workgroups =

(& Archives 5! + Size + Type + Date Modified
7 Setings e eSC\Eﬂwh | eScience 8008 dir 2015-17-06 08:46

|eScience - Workgroup shared files d\rectory‘ 2z Py AT L

« cphcttoolbox-1.0.0.zip 102026 KB zip 2015-07-09 1559
- |instructions pdf 722.83 KB pdf 2015-07-09 1559
|¥/10go.png 626.00 B png 2015-07-09 1559
[ studenter-CTmav 515 MB médv 2015-07-08 1559

- welcome txt 26000 B et 2015-07-08 15:35

Click this area to open upload helper

12 files in current folder of total 685 MB in size

[) Enable touch screen interface (all clicks trigger menu) L) Show hidden files and dirs

Ex cocke: 0 Descrption: OK (dore 10044

Support (© 2003:2015, The MiG Project

ERDA Uszr Guide
Questions about ERDA?
Please contact us at support@erda dk

More information about signing up for groups is available in the following sections.

Workgroups (VGrids)

You can share files with your colleagues using the Workgroup features. On the Workgroups page
you can see all such groups, and the ones you participate in have extra options like a link to the
group shared files and web pages.

14 /48



Workgroups (i.e. VGrids) administration - Mozilla Firefox

Menu # (€)@ https://erda.dk/wsgi-bin/vgridadmin.py Edv ¢ ||Q Search O &+ ¥ & 5 @~ % &~ D =
- ; " A
Bucrn erpa  Electronic Research Data Archive AT

Workgroups (i.e. VGrids)

orkgroups ‘Workgroups share files, a number of collaboration tools and resources. Members can access web pages, files, tools and resources. Owners can additionally edit pages, as well as
. add and remove members or resources
[ Archives

- Please note that for historical reasons Workgroups are also referred to as VGrids in some contexts.
#° Setlings
& Logout Workgroups managed on this server

= =11 to 10 of 40 rows = =10 Workgroups per page v

e s e web pages
eScience @ @ lgd Open @ View @ View
eScience/Projects b “H @ |lgg Open @Vlew @V\ew
eScience/Projects/NBI 5 @ g Open @ |View @ View
eScience/Projects/NEl/eSciStore H @ |gaOpen @\liew @V\ew
eScience/Projects/NBIMiG-develop -] lgg Cpen @ View @ View
AgProdEcon - e @\ Vview
APL s @ @) Vview
APL/KMC == @|View
BIO @ O @|view
Bohrium - B @ View

Additional Workgroups

Please enter a name for the new Workgroup to add, using slashes to specify nesting. Le. if you own a Workgroup called ABC, you can create a sub-Workgroup called DEF by entering
ABC/DEF below

Create Workgroup

Request Access to Workgroups

You can request access to Workgroups using the individual plus-icons above directly or by entering the name of the Workgroup to request access to, what kind of access and an
optional message to the admins below

membership v
Request Workgroup access

8 cocte: 0 Deserption: O (e 1 0.1773)

Support @ 2003-2015, The MiG Project

ERDA User Guide

If you think you are entitled to participate in a group, that you are not already in, you can use the
green request-membership icon © to ask the group administrator to give you access. The request-
ownership icon =4 can similarly be used to request co-administrator rights for a group. When you
click to request member or ownership a small window will open with a text field where you can
write a message/reason which the owners will receive along with your access request.

Privileged users can also add new groups using the Create Workgroup button at the bottom of
their Workgroups page as shown in the example here.

Archives

The Archives page provides PhD students and researchers with a method to archive or freeze a
snapshot of one or more files. This is required in relation to handing in PhD theses and in certain
cases when submitting a paper to a conference or journal. Initially the archive list is empty but after
adding a couple of archives it could look like the example below.
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Frozen Archives - Mozilla Firefox
v ¢|[Q search |9 & ® & 9 @ % =~ D =

J
Menu #® @& -)‘ﬂhtt;:-:::_;:-‘erda‘dK."‘-:-.‘-z.g|-I:wn;‘fleezedt:-.|:@.f

Bucrn erpa  Electronic Research Data Archive

an Workgroups Frozen archives are write-once collections of files used e.g. in relation to conference paper submissions. Please note that local policies may prevent users from deleting frozen archives
without explicit acceptance from the management.

= Archives

Existing frozen archives
_M ==16 to 10 of 11 rows = = |5 frozen archives per page v
% Files

+ Created

archive-gJidip @ IE9test Mon Apr 7 15:46:44 2014 2
archive-hFJgquR {@} Researching PhD Archival Technigues Wed Apr 915:43:14 2014 1
archive-MuUQd1u @ Data-driven and Adaptive Scientific Workflows on the Grid Wed Mar 25 13:56:51 2015 21
archive-pyElug @  Testfrom win 8 Mon Mar 31 12:12:29 2014 2
‘arcmve-usaCJM @ test max files in dir Fri May 22 16:49:09 2015 161

Additional Frozen Archives

@ Create a new frozen arc%'va

Ex cocke: 0 Descrption: OK (dore 7.0

Support © 20032015, The MiG Project

ERDA Ussr Guide
Questions about ERDA?
Please contact us at support@erda.dk

https://erda.dk/wsgi-bin/adminfreeze.py

You can inspect a frozen archive with the blue info icon and if the system is configured to allow
deletion of archives you can remove them again with the red remove icon and new archives can be
created with the Create a new frozen archive link at the bottom of the page.

As an example we could create a new archive called My article data by filling out the resulting
form like this:
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J Freeze Archive - Mozilla Firefox + -8 x

Menu # | €)@ https://ferda.dk/wsgi-bin/adminfreeze.py v @||Q Search O &+ ¥ & 5 @~ % &~ D =
- . n - -
Bucrn erpa  Electronic Research Data Archive I j

= Files Freeze Archive

o Workgroups Please enter your archive details below and select any files to be included in the archive
[ Archives Y

#° Setlings Name:
&l Logout CphCTToolbox Performance Paper Figures
Description:

Figures for our paper
"Cph CT Toolbox: A Performance Evaluation”
http://ieeexplore.icee. org/xpl/articlebetails. jsp?arnumber=7237019

The raw figures were exported as pdf for the paper.

Freeze Archive Files: | Add file/directory | Add upload
Remove | .upload-cache/app-chunk-flow-snake-condensed.odg

Remove | .upload-cache/bounding-box.odg
¥ Make Dataset Publicly Available

Create Archive

Ex corke: 0 Descrptin: OK (dore n0031s)

Support © 20032015, The MiG Project

ERDA User Guide
Questions about ERDA?
Please contact us at support@erda.dk

Existing private or shared ERDA files can be added with the Add file/directory button and new
files can be uploaded directly to the archive with the Add upload button. The former brings up a
file select dialog in which you can select from your ERDA files. The latter opens an upload dialog
like the one from Files. When you are done adding files and have marked if you want the archive
files to be published, you can click Create Archive to finish.

Please note that archiving does not remove the files you may have selected from ERDA, but only
saves a snapshot of the current contents. That is, you are free to keep working on such files
afterwards and without causing changes to the archived version.
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I Create Frozen Archive - Mozilla Firefox
Menu # (4 ) @ https:/jerda.dk/wsgi-bin/createfreeze.py ~ & ||Q Search O &+ ¥ & 8 @~ & &~ D =

Bucrn erpa  Electronic Research Data Archive '—%ﬂf‘
Created frozen archive with ID archive-rFFTol successfully!
@ View new archive-tFFTolU frozen archive
The archive is publicly available at
@ | http:/'www.erda.dk/public/archives/Y X JjaGI2ZS 1yRkZUb1U=/published-archive.html
48 ke 0 Deserpti K (e 1 0.2E5)
Support (©) 20032015, The MiG Project

ERDA Ussr Guide
Questions about ERDA?
Please contact us at support@erda.dk

Afterwards you can see all the details registered about it on the view archive page and use the links
to access the associated files.

Settings

On the Settings page(s) you can tweak your personal ERDA settings to your liking. This includes
configuring the look-and-feel of the web interface and setting up advanced access methods like e.g.
access with a SFTP/WebDAVS/FTPS/Seafile client or mapping of your user home as a network
drive on your local PC or workstation.

ERDA also includes a file synchronization service like Dropbox, but one which KU employees are
permitted to use — unlike Dropbox.

Further description of the SFTP/WebDAVS/FTPS/Seafile tabs and their use is available in the
Advanced Access sections.

You don't need to edit the settings to just use the fundamental functionalities. So you can safely
leave them alone if in doubt.
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Settings - Mozilla Firefox
Menu # (€ & https:/erda.dk/wsgi-bin/settings.py v &|[Q Search |9 & ¥ & 5 @ % =~ D =

Bucrnerpa  Electronic Research Data Archive " wﬁ;‘ _@

Pl oo
43w Workgroups @stwe Cwidgets |[@dsFTP ||@iwebDAvs ||@FTPS || Seafile

[ Archives Select your UCPH ERDA settings

& Logout

Please note that if you want to set multiple values (e.g. addresses) in the same field, you must write each value on a separate line but without blank lines

Email
List of E-mail addresses

LIEE"E

1 bardino@nbi. ku.dk

Language
Your preferred interface language

|English |

Site Base Menu

Which base menu to use

|default v/

Site User Menu

Additional menu items.

Site Collaboration Links

Which group collaboration components to use.
|default  ~

Enable Widgets
If you want to be able to customize your grid pages with custom content Widgets are specified on your widgets settings page when enabled

True v/
| Save General Settings |
P
Support 20032015, The MiG Project
ERDA User Guide

Questions about ERDA?
Please contact us at support@erda.dk
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Advanced Data Access

In addition to the web interface ERDA also provides some advanced access interfaces for more
efficient and transparently integrated file access. Among others these interfaces allow you to
transfer many or big files more efficiently and to map your ERDA files and directories on your local
PC or workstation. In that way you can work with them just like if they were local files.

ERDA comes with a file synchronization service resembling Dropbox, but one that employees at
KU are permitted to use in contrast to Dropbox.

WebDAVS

WebDAV is a popular protocol to access remote storage. It works on top of the HTTP protocol
which is commonly used for accessing web pages, and it can be secured with TLS/SSL in the same
way, and then we refer to it as WebDAVS. Recent versions of Microsoft Windows, Mac OSX and
Linux support this protocol natively, so with those it's possible to access such remote content like if
it was in a local directory. I.e. without the need to install additional software and still in a secure
fashion.

You generally need to first open the WebDAVS settings tab on your Settings page at ERDA and
configure how you want to authenticate to our WebDAVS server. Enter a password that you want to
login with and click Save WebDAVS Settings. Please also note your Login Details including your
automatic login username shown there.
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2] Settings - Mozilla Firefox +_0Ox

Menu % | € & https://erda.dk/wsgi-bin/settings.py?topic=webdavs v @||Q Search 9 3+ ¥ & S v % #~ D =
N . X A
B ucen erpa  Electronic Research Data Archive 4 ’*j‘
1= Files
l._]General @siyle |[Dwidgets | [@sFTP ] AwebDAVS [l
[ Archives WebDAVS access to your UCPH ERDA account
You can configure WebDAVS login to your UCPH ERDA account for transparent file access from your PC or workstation

* Hostjo erda dk

« Port 8020

* Usemame bardino@nbi. ku.dk

* Password / Digest as you choose below

oShow more WebDAVS client details

Authorized Password
Please enter and save your desired password in the text field below, to be able to connect with usemname and password as described in the Login Details
0200000000 (leave empty to disable davs access with password)

Save WebDAVS Settingsh

Ext corke: 0 Descrptior: OK (dore n0.0315)

Support @ 2003-2015, The MiG Project

ERDA User Guide
Questions about ERDA?
Please contact us at support@erda.dk

You can also find the required server URL by clicking the Show more WebDAVS client details...
link there. In this example the server URL is https://erda.dk:8020 and the automatic username is
bardino@nbi.ku.dk, but please look up your own.

Windows Native WebDAVS

In Windows it is possible to access WebDAVS locations directly from the built-in file manager. E.g.
with the Map network drive or the Add a network location button available when navigating to
the Computer location as shown in the images below. Please note that Windows 7 only provides
the corresponding functionality inside the Map network drive wizard while Windows 8 exposes it
as a dedicated button.

NOTE: Windows 7 was the first Windows version to provide reasonable native WebDAVS support.
Older versions like Windows Vista may also work with these instructions, and otherwise external
WebDAVS helpers can provide similar functionality.
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@DvL“ » Computer »

Organize -

0 Favorites
Bl Desktop
&4 Downloads

System properties

- | 4 | | Search Computer

&=

Uninstall or change a proegram Map network drive Open Centrol Panel = v

S

Creates a shortcut to a shared folder
or computer on a network.

4 Hard Disk Drives (1)

Local Disk (C:)
o

l.-_'" Recent Places 116 GE free of 126 GB

4 Devices with Removable Storage (1)
. CD Drive (D:) COROM
- =
5| Documents *_/ 0 bytes free of 66.7 MB

J? Music W CoFs

[e=| Pictures
B videos

4 Libraries

1M Computer
&, Local Disk (C3)
e} CD Drive (D:) CDI

?ﬂ Network -

" | [E1IWINT Workgroup: WORKGROUP
= Processor: Intel(R) Core(TM) i3 CP...

Memory: 1.00 GB

Click the Connect link to proceed adding the network location.

T N

@UVLE » Cnmrider

Organize «

[l

'\:.)' % Map Metwerk Drive
0 Favorites|
Bl Deskto
4 Downl

What network folder would you like to map?

= Recent] Specify the drive letter for the connection and the folder that you want to connect to:

4 Libraries Drive: IZ: v]
3 Docurm
J‘- Music
=/ Picturg

E Videos

Falder

- Browse...

Example: \\server\share
Reconnect at logon

[] Connect using different credentials

Connect to a Web site that you can use to store vour documents and gictU§§.

M Comput
‘Q_{ Local
& CD Dri

9‘ MNetwork

AT

Finish

Cancel
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Add Metwork Location

@Q'E Welcome to the Add Network Location Wizard

This wizard helps you sign up for a service that offers online storage space. You can use this space
to store, organize, and share your documents and pictures using only a web browser and Internet
connection.

Organize «

- Favorites
Ml Deskto You can also use this wizard to create a shortcut to a website, an FTP site, or other network location,
& Downl

= Recent

- Libraries
3 Docum
J‘? Music
le=| Picturef

E Videos

1M Comput
.Q_{ Local O
4 CD Dri

[ MNext h][ Cancel ]

G‘ﬂ Metwork

W E
A Finish

Enter the server URL from the WebDAVS settings tab. In this case it was https://io.erda.dk:8020

Add Metwork Location

@\:j'm Specify the location of your website

Organize ~ Type the address of the website, FTP site, or network location that this shortcut will cpen,

- Favorites|
Ml Desktio Internet or network address:

& Downl https:_ff'io.lerda. dizB020 - Browse...

= Recent]

View examples

4 Libraries
3 Docur
J? Music
= Picture]

E Videos

M Comput
‘q_{. Lecal

e} CD Dri

[ Mext D;[ Cancel ]

?ﬂ Network

5 | IE
A —
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You will then be prompted for your automatic username and the password you entered on the
WebDAVS settings tab. In this case it specified the automatic username bardino@nbi.ku.dk.

Add Metwork Location

@Q'E Specify the location of your website

Type th—=t £ iin CTO "
Windows Security

Organize «

- Favorites|
Bl Deskto Interne|
& Downl https:

Connect to io.erda.dk

Connecting to io.erda.dk

= Recent

View ey
| bardino@nbiku.dk

4 Libraries
3 Docur
J‘- Music
= Picture|

B videos [ 0K i:}“ Cancel

[7] Rermemnber my credentials

M Comput
£ Local O

24 CD Dri

[ MNext EJ[ Cancel ]

'&i Metwork

- |
A Eoeh

Choose a name or accept the default one for the connection shortcut.
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GO~

Organize »

- Favorites
B Deskto
& Downl

| Recent

- Libraries
3 Docur
JT Music
le=| Picturef

E Videos

1M Comput
.ﬂ_—,{ Local O
4 CD Dri

?ﬂ MNetwork

Add Metwork Lecation

What do you want to name this location?

Create a name for this shortcut that will help you easily identify this network location:

https://io.erda.dk:8020.

Type a name for this network location:

[ Next {g[ Cancel ]

A E

Finish

Cancel

Click Finish to end the wizard and open the remote location for use like a local folder.

GO~

Organize v

- Favorites
Bl Deskto
& Downl

= Recent

- Libraries
3 Docur
JT Music
= Picturef

E Videos

M Comput
.ﬂ_—; Local §
&3 CD Dri

G‘ﬂ MNetwork

Add Metwork Lecation

Completing the Add Network Location Wizard

You have successfully created this network location:

A shortcut for this location will appear in Computer,

Open this network location when I click Finish,

[ Finishﬂ[ Cancel ]

A"

Finish

Cancel

25/48



Then your ERDA files and folders should appear up in the standard file manager.

[= = =]
[E=%ECR ==
@U'| 4 » Computer » ic.erdadk » - |¢f | | Search io.erda.dk jol |
Organize =~ 0 @
4% Favorites i Name Date modified Type Size
2}
Bl Desktop | davs 9/7/201511:39 PM File folder
& Downloads J ftps 9/8/201512:38 AM  File folder
2| Recent Places J ssh 9/8/201512:38 AM  File folder
J .upload-cache 9/7/201511:37 PM File folder
4 Libraries J eScience 9/7/201511:35 PM File folder
> 3 Documents - | default 9/7/2015 6:33 AM Cascading Style 5... OKB
> @ Music || checkjob.py 9/8/201512:37 AM  PY File 2KB
» =] Pictures 1 cphettoolbox-1.0.0 9/7/2015 6:59 AM Compressed (zipp... 1,021 KB
> E Videos |&| instructions 9/7/2015 6:59 AM Firefox HTML Doc... 723 KB
R logo h 9/7/2015 6:53 AM PNG image 1KB
4 M Computer B Studenter-CT Tvoe: P 97772015693 AM MP4 Video 5,271 KB
> & Local Disk (C3) | welcome Si AM Text Document 1KB
» &4 CD Drive (D:) CDI— .
» 4 io.erda.dk
1 12 items
.

As long as you are online you can use the files there just like your local ones. Next time you start
your computer you can easily access the files again using the saved ERDA shortcut from the same
location as shown in the first screenshot in this section.

It is also possible to make the remote content available as a network drive by filling in the server
URL from above directly in the Folder field of the Map network drive wizard.

Adjust Windows WebDAVS Transfer Limit

NOTE: Unfortunately Microsoft has chosen to enforce a very low and artificial limit on how big
files one can download from WebDAV(S) locations.

In practice the limit results in a rather unhelpful error message like this one, if you attempt to
download files of about 50MB or more from your WebDAVS folder.
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[sll==]

5 DavWWWRoot (\\io.erda.dk@S5L@8020) (Z:) 1 cphcttoolbox-1.0.0 9/7/2015 6:59 AM
- 4| mn
51mib.bin Date modified: 9/15,/2015 11:29 AM Date created: 9,15/201511:29 AM
BIM File Size: 49.8 MB Offline availability: Not available

@ Copy File ==
UU 5 » Compufl  Anunexpected error is keeping you from copying the file. If you continue to h DavWWWRoot (\\ic.erda.d
receive this error, you can use the error code to search for help with this
Organize = | | Opeq problem. §== = [
. Error 0x800700DF: The file size exceeds the limit allowed and cannot be saved. ate modified Type
i Favorites N
Bl Desktop 1/201511:33 PM File folder
4 Downloads 51mib.bin /8/201512:38 AM File folder
1= Recent Places = Type: BIN File /8/2015 7:11 AM File folder
Size: 49.8 MB o . -
_ Date modified: 9/15/2015 11:29 AM (B0 123G AM - Filefelder
4 Libraries /8/2015 6:22 AM File folder
3 Documents /8/2015 5:47 AM File folder
J? Music File folder
=| Pictures 7/2015 6:33 AM Cascading Sty
B Videos Try Again l | Cancel /15/2015 11:27 AM  BIN File
#15/2015 11:29 AM  BIN File
18 Computer || 53mib.bin 9/15/201511:30 AM  BIN File
&, Local Disk (C) || 501mib.bin 9/15/201511:27 AM  BIN File
&4 CD Drive (D:) COROM i || checkjob.py 0/8/2015 3:23 AM PY File

Compressed [ +

b

m

It is treated in more detail on their support pages where they also provide a small tool to edit the

limit. The following paragraphs summarize the steps to increase this excessively small limit on

download file sizes.

Open the associated support page at Microsoft

https://support.microsoft.com/en-us/kb/2668751

and scroll down to the blue and white Download button. Click it and select Run as shown below
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https://support.microsoft.com/en-us/kb/2668751

@@HI https://support.microsoft.com/en-us/kb/2668751 LP~-ac || =. You cannot download mor... * | | m ?,’\,\? {‘é‘}
problem occurs. For more information about how to back up and restore the registry, click the following article
number to view the article in the Microsoft Knowledge Base: ()
322756 (http://support.microsoft.com/kb/322756/ ) How to back up and restore the registry in Windows
To have us fix this problem for you, go to the "Fix it for me" section. If you prefer to fix this problem yourself, go to
the "Let me fix it myself" section.
Fix it for me
To fix this problem automatically, click the Fix it button or link. Then click Run in the File Download dialog box,
and follow the steps in the Fix it wizard.
Notes
+ When you follow the Fix it wizard, you need enter a FileSizeLimitIinBytes value that is larger than the size of
the file that you want to download.
+ This wizard may be in English only. However, the automatic fix also works for other language versions of
Windows.
+ If you are not on the computer that has the problem, save the Fix it solution to a flash drive or a CD and then
run it on the computer that has the problem.
Do you want to run or save MicrosoftFixit35026.msi (1.00 MB) from download.microsoft.com? Run L\é Save - Cancel x W

@ H E] ‘ Ol ‘ (5 5 [ T

to proceed with installing the Fix it application from Microsoft. First step is to tick the I Agree box
and click Next

28/48



| <52 (=) =. https://support.microsoft.com/en-us/kb/2668751 P~-ac || =' You cannet download mor. * )J'u\ "“" é;:}
problem occurs. For more information about how to back up and restore the registry, click the following article
number to view the article in the Microsoft Knowledge Base: 2
322756 (http://support. microsoft.com/kb/322756/ ) How to back up and restore the registry in Windows
To have us fix this g 15/ Microsoft Fxit 55026 [o] & =] em yourself, go to
the "Let me fxitmy - Microsoft Fix it | Microsoft
Fix 1t
Fix it for me
Fleaze take a moment ta read the terms of the license below. If you agree to the terms, click the |
Agree’’, then "Mext" to start this Microzsoft Fix it solution. Otherwise click "Cancel”.
To fix this problem MICR ARE LICENSE TERMS ~  pad dialog box,
and follow the step 4
MICROSOFT FIX IT TOOLS
These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on which
you received it, if any. The terms also apply to any Microsoft
Notes | Agree l About l l Privacy Statement l _
+ When you follo nan the size of
the file that you
!
+ This wizard may ; T versions of
Windows.
« If you are not on the computer that has the problem, save the Fix it solution to a flash drive or a CD and then
run it on the computer that has the problem.
Then, go to the "Did this fix the problem?” section, v

6:05 AM
9/17/2015

(M S G S

o @

= Y=

After one or more dialogs where you just answer Yes or Next you reach the following dialog where
you can actually change the size limit from the default 50000000 Bytes (i.e. about 50MB) to e.g. the
maximum possible value shown to the right, 4294967295 Bytes (i.e. 4GB).
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(=) |aa https://support.microsoft.com/en-us/kh/2668751 p-ac || B You cannot download mor... * {nr HH é;:}
problem occurs. For more information about how to back up and restore the registry, click the following article
number to view the article in the Microsoft Knowledge Base: 2
322756 (http://support. microsoft.com/kb/322756/ ) How to back up and restore the registry in Windows
To have us fix this g 15/ Microsoft Fxit 55026 [o] & =] em yourself, go to
the "Let me fxitmy - Microsoft Fix it | Microsoft
Fix 1t
Fix it for me
FileSizeLimitinBytes:
To fix this problem 4204357299 Butes (1 ~ 4234967295) oad dialog box,
and follow the step
[ Far more infarmation,click here ]
Notes
+ When you follo nan the size of
the file that you
[ Cancel ] [ < Back ] [ Mext » QJ
+ This wizard may ; T versions of
Windows.
« If you are not on the computer that has the problem, save the Fix it solution to a flash drive or a CD and then
run it on the computer that has the problem.
Then, go to the "Did this fix the problem?” section, v

613AM | |

(M S G S

= Y=

o @ &

9/17/2015

Then click Next and wait for Fix it to create a restore point and so on before finally selecting Close
to finish the wizard and Yes to reboot when requested. Then it becomes possible to transfer much
bigger files.

Mac OSX Finder

On Mac OSX you can access remote WebDAV(S) content with the native Finder application. In the
menu under Go you select Connect to Server.

Enter the server URL from the WebDAVS settings tab and click Connect.
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8 E [E@ Documents o
(«l»] Bl=om(=-(#-] (=] o] (Q '
FAVORITES

=l All My Files

@g Applications

(& Desktop TS & T 02 AU ——

% Docume Server Address:
0 Downloads

| https: //ioferda.dk:8020

TAGS

@ Red
() QOrange
0 Yellow
0 Green
@ Blue @ Remove
& Purple
) Gray

C All Tags...

Faworite Servers:

You will then be prompted for your automatic username and the password you entered there. In this
case it specified the automatic username bardino@nbi.ku.dk.

> 5
8 E [E@ Documents o
el Bl=om(=-(#%(2] (] (Q
EANEIEIRES |0 O C Connecting to Server |
@ -
= All My Files Connecting to https:/ fio.erda.dk ...
@g Applications @ |
[z Desktop
| o beccsmane
0 Downloads ) ) B B
TAGS Enter:m:‘:;ame and password to connect to
® Red io.erda.dk".
© Orange Connect as: [ Guest
' Yellow (*) Registered User
0 Green
Name: |bardino@nbi.ku.dk |
@ Blue
© Purple Password: |uuun |
© Gray [ | Remember this passward in my keychain
C All Tags...
| Cancel | E—Cﬂnﬂ.ﬁi—-}

On success you will see the remote contents which could look like this
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(@ Documents ;;-'-
| @00 E io.erda.dk e
= s m|m| (=] (%~ = ][] (Q
(B m ] (=] (3] (2] (=]
FAVORITES Name & Date Modified Size
E All My Files | checkjob.py idag 12.14 2 KB
rﬁg Applications i cphettoolbox-1.0.0.zip i gar 15.59 1 MBE
= » [ eScience i dag 08.35 -
‘ Dener & instructions.pdf i gér 15.59 740 KB
@ Documents « logo.png i gar 15.59 626 bytes
o Downloads & Studenter-CT.m4v i gar 15.59 5,4 MB
Sh _ welcome.txt i gar 15.35 260 bytes
SHARED
[]io.erda.dk =
TAGS
@ Red
_ Orange
Yellow
Creen
) Blue
! Purple
Cray
. All Tags...

Linux with Nautilus / Konqueror | Thunar | ...

On most modern Linux distributions you can access remote WebDAV(S) content with the native file
manager. In the file manager menu typically under Go you select Open Location.

Enter the server URL from the WebDAVS settings tab (possibly replacing https with davs in the
URL if it complains) and click Connect. You find the server URL

In XFCE with the Thunar file manager as shown here you need to use the davs rather than the https
prefix in the URL.
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Desktop - File Manager
File Edit View Go Help

DEVICES < | = jonas [=/Desktop

__| File System 'Name v Size Type Date Modified
mig-home@migrid.org
PLACES

# jonas
[l Trash
| | Documents

[ Pictures
i build
. migrid-trunk

[ online-ct @® Cancel i3 Open

I ct-toolbox

.
NETWORK

Open Location

Location: [i davs:/fio.erda.dk:8020| ]

|[=] Browse Network

| 0'items, Free space: 8,9 GB

You will then be prompted for your automatic username and the password you entered on the
WebDAVS settings tab. In this case it specified the automatic username bardino@nbi.ku.dk.

Desktop - File Manager
VFHe Edit View Go He\pi

DEVICES < [@ jonas (= Desktop

| File System 'Name v Size Type
mig-home@migrid.org

PLACES

# jonas

T Desktop

[ Trash =] + o X

|l | Documents | Enter password for /

ﬁ Pictures Username: | bardino@nbi.ku.dk
L build

B migrid-trunk

Password: |@eeeeeee|

) Forget password immediately

I online-ct B
= ct-toolb (»» Remember password until you logout
ct-toolbox
: ) Remember forever
B tmp
NETWORK @® Cancel | Connect

=) Browse Network

0 items, Free space: 8,9 GB

On success you will see the remote contents which could look like this
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+C=DK+ST=NA+L=NA+0=NBI+0U=NA+CN=Jonas Bardino+emailAddress=bardino@nbi.ku.dk - File Manager
File Edit View Go Help

DEVICES [ +C=DK+5T=NA+L=NA+0=NBI+0U=NA+CN=]onas_Bardino+emailAddress=bardino@nbi.ku.dk
__, File System Name v Size Type Date Modified
mig-home@migrid.org | g eScience 0 bytes folder Today

PLACES @ checkjob.py 1,6 kB Python script Today

#% jonas & cphcttoelbox-1.0.0.zip 1,0 MB Zip archive Yesterday

[ Desktop <{ instructions. pdf 740,2 kB PDF document Yesterday

{0 Trash & logo.png 626 bytes PNG image Yesterday

i | Documents ! Studenter-CT.mdv 5,4 MB unknown Yesterday

[ Pictures £ welcome.txt 260 bytes plain text document Yesterday

i build

W migrid-trunk N

W online-ct

B ct-toolbox

o tmp
NETWORK

=) Browse Network

f@ / onio.erda.dk:8020 —

7 items

NOTE: The Nautilus/Thunar file managers rely on the GNOME gvfs library, which had a known
bug at least until recent versions. Thus upload of files bigger than 1GB would simply hung. You can
try to upgrade to a working version of gvfs (e.g. 1.22.2) or use another client if you experience this
problem.

SFTP

SFTP is a secure end efficient file transfer protocol similar to the old FTP protocol but with proper
security built in. It relies on the security mechanisms of the OpenSSH suite of applications and it is
supported by a number of clients on all popular platforms. Some platforms even integrate it natively
in the general file manager so that no extra software is required.

You generally need to first open the SFTP settings tab on your Settings page at ERDA and
configure how you want to authenticate to our SFTP server. Either by inserting one or more SSH
public keys® or entering a password that you want to login with and click Save SFTP Settings.
Please also note the Login Details including the automatic username shown there.

2 How they are used is outside the scope of this guide but a good starting point could be
https://support.cs.ncl.ac.uk/Advice/Secure_Shell/PublicKey/
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Settings - Mozilla Firefox

Menu # | €)@ https://erda.dk/wsgi-bin/settings.py?topic=sftp v ¢'||Q Search @ & ¥ & S @~ % &~ D =
Bucrn erpa  Electronic Research Data Archive i

s Workgroups (= General ||@style |[Twidgets | [EREN @weboavs ||g@FTPs Seafile
(@ Archives SFTP access to your UCPH ERDA account

You can configure SFTP login to your UCPH ERDA account for efficient file access. On Linux/UN*X it also allows transparent access through SSHFS

« Hostjo erda dk

= Port 22

* Usemname bardino@nbi ku dk

= Publickey / Password as you choose below

aShow more SFTP client details.

Authorized Public Keys

You can use any existing RSA key, or create a new one. If you signed up with a x509 user certificate, you should also have received such a key.pem along with your user certificate. In
any case you need to save the contents of the corresponding public key (X pub) in the text area below to be able to connect with usermame and key as i in the Login Details
RocREREO

1

2

(leave empty to disable sfip access with public keys)

Authorized Password

Please enter and save your desired password in the text field below, to be able to connect with usemame and password as described in the Login Details.
0000000080 (leave empty to disable sftp access with password)

Save SFTP Settings b

Ex corke: 0 Deserptin: OK (e N0

Support @ 2003-2015, The MIG Project
ERDA User Guide

Questions about ERDA?

Please contact us at support@erda.dk

We recommend one of the following clients known to work with ERDA but it is possibly to use
others.

FireFTP
FireFTP is an add-on to the Firefox web browser and works on all popular platforms.
It can be installed directly from the Add-ons handler inside Firefox.

Please refer to your SFTP settings tab on ERDA to see login details for connecting to your home
with SFTP. The Configuration dialogs for the user with automatic username bardino@nbi.ku.dk is
shown as an example here, but please use your own automatic login and your chosen password
from your SFTP settings tab
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Main ‘ Connection | Advanced |

Account Manager 4+ O X

Main Details

Account Name:  ERDA SFTP

| Category: |(optiona|}|

Host: io.erda.dk |
ID
Login: ' bardino@nbi.ku.dk |
Password: | oeeeeeee| |
I Anonymous
' ®Cancel | | «OK |

Account Name can be chosen freely while Host, Login and Password are taken from your SFTP
settings tab. Switch to the Connection tab and set Security to SFTP and enter the Port from your

SFTP settings tab.

Initial Directories

Account Manager 4 O X
M Connection | Advanced |
Connection Type
~ Passive Mode 1Pv6
Security: | SFTP v Port: | 22
Private Key: | [ | Browse... |

Local: |

| | Use Qurrent|

Remote: |

| | Use Cgrrent:|

Keep directories in sync while navigating

|@Cancelll " OK |

N

After clicking OK to finish the configuration you can hit Connect in the top left
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FireFTP - Mozilla Fire

Menu # @ € @ sftp:/fio.erda.dk/ v
& ERDA SFTP v | |Connect|| Edit Abort
(S| | MThrma [ ] Rrrweca (=]

and you should see your remote content in the right half-pane

ERDA SFTP - FireFTP - Mozilla Firefox

Menu 4 | € @ sftp:/fio.erda.dk/ ~ ¢&|[Q Search | + ¥ & 5 v # =+ D =
= .

& ERDA SFTP ~ Disconnect Edit Abort Log/Queue Tools Help

= @ [/home | Browse = el ~| Change

Bl Name v Size Type Date  m Name v Size Type Date =
T bin = jonas Sep 11 12:18 #eScience [—eScience 1KB Sep 8 14:47
“5boot =lost+found Oct 30 2012 “Oseafile_readonly  —ceafile rea... 4 KB Jan 11970
#5dev {2 checkjob.py 2KB py Sep 8 12:23
Cetc @cphcttoolb... 1,021 KB zip Sep 7 15:59
Kinstructio... 723 KB pdf Sep 7 15:59

“51ib64 fE@Studenter- %5,271 KB mav Sep 7 15:59

EL:ZZTJWM [= welcome.txt 1KB txt Sep 7 15:35

+Emnt
~opt
+i5proc @
+froot 2
+i=run
+i=sbin
+iEsrv
+i=isys
+=tmp
+i5usr
T var

Ted Sfp CONNECH on (SEver version 37
Connected (version 2.0, client paramiko_1.15.2)

Authentication (password) successfull

Secsh channel 1 opened

Opened sftp connection (server version 3)

Connected (version 2.0, client paramiko_1.15.2)

Authentication (password) successfull

Secsh channel 1 opened

Opened sftp connection (server version 3)

Log Queue\
Remote Listing: 8 object(s), 6.86 MB Binary

FileZilla

FileZilla is popular stand-alone FTP/FTPS/SFTP client available on all popular platforms. The
ERDA configuration is not that different from the FireFTP one, but please refer to the project page
for more information:

https://filezilla-project.org

PUuTTY

PuTTY is a popular stand-alone SFTP client originally developed for Windows but now also
available on other platforms. The ERDA configuration is not that different from the FireFTP one,
but please refer to the project page for more information:

371748


https://filezilla-project.org/

www.chiark.greenend.org.uk/~sgtatham/putty/

SSHFS

On Mac OSX and Linux it's possible to map remote storage with SSHFS so that the contents look
just like if they were in a local directory. Your SFTP settings tab contains very brief instructions for
doing so if you click the Show more SFTP client details... link.

There's also some information on

https://sourceforge.net/p/migrid/wiki/MiGFSIntro/

FTPS

FTPS is another secure and efficient file transfer protocol built on top of the old FTP protocol, but
with proper security added. It relies on the security mechanisms of TLS/SSL and it is supported by a
number of clients on all popular platforms. As far as we know none of the major platforms integrate
it natively in the general file manager, so you probably need to install a dedicated client to use it.

You generally need to first open the FTPS settings tab on your Settings page at ERDA and
configure how you want to authenticate to our FTPS server. Enter a password that you want to login
with and click Save FTPS Settings. Please also note the login details including the automatic
username shown there.

Settings - Mozilla Firefox

Menu #® |4 )& https://erda.dk/wsgi-bin/settings.py?topic="Ttps v @& ||Q Search 2 & % & 8 @~ % =y D =
- - - _ W o o
C / F A
Bucrn rrpa  Electronic Research Data Archive T
SFies [Settings ___ 0
,,}.Workgroups [._IGeneral S style \:lWidgets EQSFTP Hg{WebDAVS l F:EFTPS
[ Archives FTPS access to your UCPH ERDA account
You can configure FTPS login to your UCPH ERDA account for efficient file access.
3] Logout Login Details
+ Hostjo.erda.dk
= Port 21
* Usemname bardino@nbi. ku. dk
* Password as you choose below
gShow more FTPS client details...
Authorized Password
Please enter and save your desired password in the text field below, to be able to connect with usemame and password as described in the Login Details.
000000000 (leave empty to disable ftps access with password)
Save FTPS Settmgs%
41 o 0 Deserpn OK (e n00EE)
Support @ 2003-2015, The MiG Project
ERDA User Guide
Questions about ERDA?
Please contact us at support@erda dic
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Our SFTP server is more thoroughly tested and allows the stronger public key authentication but
our FTPS server may deliver higher throughput, so feel free to use either in accordance with your
needs.

You can use the clients that we mentioned in the SFTP section but other FTPS clients may also
work.

FireFTP

The configuration is much like for SFTP just using the automatic username and the password you
entered on the FTPS settings tab:

4 Account Manager 4 0

Main \ Connectiqn | Advanced |
W

Main Details

Account Name: ERDA FTPS Category: |(optional) v
Host: io.erda.dk
ID
Login: bardino@nbi.ku.dk
Password:  ooee000@)|
I Anonymous
® Cancel + OK

Account Name can be chosen freely while Host, Login and Password are taken from your FTPS
settings tab.
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] Account Manager 4 0 X

———
Main Connection | Advanced

Connection Type
~/ 1Pv6

Security: Auth TLS (Best) v || Port: 21

Initial Directories

Local: Use Current
Remote: Use Current
® Cancel + OK

Set Security to Auth TLS (Best) and enter the Port from your FTPS settings tab.
After clicking OK to finish the setup you can hit Connect like for SFTP.

Seafile

Seafile on ERDA is a file synchronization service much like Dropbox — but since ERDA is located
at UCPH physically and network-wise it comes without the UCPH restrictions on the use of
Dropbox. All data are sent through a secure connection to the ERDA storage, and users can
additionally choose to have their synchronized data encrypted locally before ever sending it over the
network to the storage. This means that data are significantly better protected against eavesdropping
by strangers. The optional encryption is done with the AES 256 algorithm, which Datatilsynet

defines as a valid algorithm for strong encryption (in Danish only).

Seafile provides sharing capabilities which can be used to share data with internals and externals,
and in that context it is left to the users to adhere to rules and regulations about confidentiality and
sensitive private data.

You generally need to first open the Seafile settings tab on your Settings page at ERDA and register
your Seafile account on ERDA. Enter a password that you want to use for Seafile login and click
Register.
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http://www.datatilsynet.dk/offentlig/sikkerhed/staerk-kryptering/

Settings - Mozilla Firefox
Menu # (€)ahttp 7topic=seafile Edv ¢|[Q Search |9 & ¥ & 5 @ % =~ D =

Bucrnerpa  Electronic Research Data Archive R

Eraa o

5 Workgroups [FlGeneral |[@style | Dwidgets ||@sFTP ||gwebnavs ||gFTPs -
[ Archives Seafile synchronization on UCPH ERDA

You can register for an UCPH ERDA Seafile account to get synchronization and sharing features like those known from e.g. Dropbox and Spideroak
L - This enables you to keep one or more folders synchronized between all your computers and mobile devices and to share those folders with other people

ﬂ Logout ~ Register Seafile Account

Seafile Username bardino@nbi.ku.dk
Choose Password ® [TT111]

erda.dk/wsgi-bin/settings.py

Confirm Password

Register
I

4

In case you already registered for Seafile and received the resulting account email you can Logm to Seafile  and then return here to finish the integration

Othenwise you can still  Proceed without Login | so that integration is in place when you get your Seafile account.

Ex cocke: 0 Descrption: OK (dore 1 0.030s)

Support ©) 2003-2015, The MiG Project

ERDA User Guide
Questions about ERDA?
Flease contact us at support@erda.dk

The registration will proceed and inform the ERDA administrators to activate your Seafile account.
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Private Seafile - Mozilla Firefox
L]

# Settings *x/n Private Seafile x|+
Menu # (<€) & https://erda.dk/seafile/accounts/register/complete/ v &||Q Search |9 & ® & 5 v % =~ D =
) S
A Seafile™ English ~
Registration complete, please wait for administrator to activate your account.
Documents Client Server Version: 4.3.2
Introduction Seafile for Windows, Mac and Linux © 2015 Sealile
Help About Us

You'll receive an email once your account is activated, and then you can use the Login link there to
login with your email and the password you chose in the previous register step. Then proceed
creating libraries of files and folders for synchronization and/or sharing.
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Libraries - Private Seafile - Mozilla Firefox
Menu | @& https:/erda.dk/seafile/ Bl % § v =v D,

PA Seafile” a ﬁ

Mine Shared B3 New Library

You have not created any libraries

You can create a library to organize your files. For example, you can create one for each of your

Libraries projects. Each library can be synchronized and shared separately.

=
@ Folders
&

Links

Documents Client Server Version: 43.2
Introduction Seafile for Windows, Mac and Linux © 2015 Seafile
Help About Us

As an example you create a library called autosync by clicking the New library button shown
above and filling the pop-up with just that name before clicking Submit.

Then you can click on the newly created autosync library and upload files using the Upload button
and selecting one or more local files as shown with the instructions.pdf file below.
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Libraries - Private Seafile - Mozilla Firefox

Menu ‘ﬂ https://erda.dk/seafile/#my-libs/lib/63cal%ae-0544-414d-8751-07e4d6a81577 E:I| % 8 ©~v e~ D,
'A Seafile™ My Home  Groups Help A ﬁ
Personal Libraries / Mine / autosync /

Upload New Folder New File Share o 7 O
* Starred
i Personal Wiki [ Name Size Last Update
D Devices h
Share Admin

& Lbraries
@ Folders
69 Links

File Uploading... 44% (2.25 MB/s) =
Cancel All
instructions.pdf 740.18 KB Cancel
Documents Client
Introduction Seafile for Windows, Mac and Linux
Help

https://erda.dk/seafile/#

Once you have data in your Seafile library you can share them with others by moving the mouse
over the file or folder and clicking the share icon appearing.
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Libraries - Private Seafile - Mozilla Firefox
0/63cal%ae-0544-414d-8751-07e4d6a8 1577 E:2I| Y s v &~ D,

Menu \ & https://erda.dk/seafile/#my-libs/

PA Seafile s &

Personal Libraries / Mine / autosync /

&= Libraries Upload New Folder New File Share &y B (D

i Personal Wiki Name « Size Last Update

m Devices instructions.pdf + r&]i - T722.8KB Just now

Libraries

=
@ Folders
69 Links

Documents Client Server Version: 4.3.2
Introduction Seafile for Windows, Mac and Linux © 2015 Seafile
Help

https://erda.dk/seafile/#

About Us

This will open a short sharing wizard pop-up where you first Generate a sharing link and then enter
email addresses of people to share it with. You can password protect the share and include a small
message with the link email if you like.

To actually synchronize one or more libraries to your PC(s) or workstation(s), you need to install
the client. When you login to your Seafile page there's a link to the downloads page at the bottom.
The client is available for all common platforms, including Windows, Mac OSX and Linux in
addition to clients in the app stores for mobile devices.

Download and install the one for your platform to proceed. Then add your account as shown here
but with your email and password from the Seafile registration.
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7 Add an account + O X

Server: https://sid.erda.dk/seafile/ v

For example: hitps:/seacloud.cc

or hitpei192.168.1.24:8000

Email: bardino@nbi.ku.dk
Password: | F#FkkkH

Computer Name: carbon

e.g. Jim's laptop

Shibboleth Login Login h Cancel

When you click Login you will get a list of libraries for your account. You can right click on a
library and select Sync this library to make a local version for synchronization. You will then be
asked where to store the synchronized folder locally. Once chosen the client should start actually
synchronizing your library to that folder.

Any future changes or additions you make to that folder will also automatically be synchronized to
your library.

Seafile also includes automatic file versioning so that you can always fetch older versions of
synchronized files on your Seafile web page. This includes files that you deleted from your local
synchronization folder, making it work as a backup as well.

You can install the client on as many devices as you want and repeat the Sync this library to
always have files synchronized between them.

Finally you can access the library contents from the ERDA Files interface by returning to your
ERDA Seafile settings and saving the password you chose for your Seafile account login. In that
way a sedfile_readonly folder will show up in your ERDA home folder.
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J| File Manager - Mozilla Firefox + - Ox
Menu # | € & https:/erda.dk/cgi-bin/fileman.py ~ &|[Q Search | +F ¥ & 5 v & v D =

Bucrnerpa  Electronic Research Data Archive o e

3
@rowes |5 A s e s oatemoanes
a8 escience |y eScience 900B dir 2015-08-09 14:47

B seafile_readonly,

- seafile_readonly 400 KB dir 1970-01-01 01:00
‘seaﬁ\e_readomly - read-only Seafile library access mrecmry| 159 KB Py 2015-08-0912.23

[ cphctioolbox-1.0.0.2ip 102026 KB zip 2015-07-09 1559

-~ linstructions. pdf 72283 KB pdf 2015-07-09 1559

\“/logo.png 626.00 B png 2015-07-08 1559

[ studenter-CTmav 515 MB mav 2015-07-09 1559

|~ welcome txt 260.00 B xt 2015-07-09 1535

Click this area to open upload helper

20 files in current folder of total 688 MB in size

[) Enable touch screen interface (all clicks trigger menu) L) Show hidden files and dirs

Ex cocke: 0 Descrption: OK (dore 1 0.053S)

Support (© 2003:2015, The MiG Project

ERDA Uszr Guide
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Please contact us at support@erda dk

Due to the difference in storing format we currently only provide read-only access to the Seafile
library files there.
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Support, Questions and Comments

We welcome all comments on how we can improve the user experience as well as any questions
you may have about the use of ERDA. This includes support in case something doesn't work the
way it is intended and described here.

It is very helpful for us if you include information about your operating system and browser with
any support requests. If you aren't sure you can open up

https://www.whatismybrowser.com/ or http://detectmybrowser.com/

and send us at least the line below “Your web browser is:” in the blue block at the top or the line
starting with “You're using” respectively.

Screenshots of any problems are also very useful.

Feel free to contact us by sending an email to the ERDA Support <support@erda.dk>.

Kind Regards, the UCPH ERDA team.
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