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1 Introduction

Welcome to "Telia Mobil Mail”, which offers you the chance to transfer the key features of
Microsoft Outlook and Lotus Notes from your desktop straight to your phone. This allows you
to move freely, but still keep up with all of your important email accounts, calendar
appointments and contacts. This Installation and Administration Guide presents the setup
process for the corporate administrator and basic functions of the software. Please read these
instructions carefully before utilising your "Telia Mobil Mail”.

1.1 How "Telia Mobil Mail” works

"Telia Mobil Mail” is designed to connect mobile device users easily and securely to enterprise
groupware systems. The figure below picture describes the "Telia Mobil Mail” Push components
to give you an overview of the whole framework.

Fush
Coannector

Entzrprise ?&\F//
\n >

Erniail server

Push Messaging
Center Integrated
Desktop o
Clionts 7 to 0S5/B3S

Figure 1. Solution Overview

The "Telia Mobil Mail” Push Connector monitors mailboxes to mirror any changes to the
mobile client. It is designed for deployment on a computer situated on a corporate network,
and run by the IT administrator of an organisation. The Push Connector includes several
features that enable administrators to tailor the “Telia Mobil Mail” service to your individual
needs.

The " Telia Mobil Mail” Relay Server is designed to enable Push Connectors to connect to
the “Telia Mobil Mail” Client, which is otherwise not addressable due to corporate firewall and
the dynamic nature of mobile device’s IP address and network availability.

The Push Client resides on the mobile device, and maintains a connection to the Relay Server
using TCP/IP over a packet data (e.g. GPRS, 3G) network. This enables True Push from the
Relay Server once a new email arrives or a change in the calendar notes occurs.
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Figure 2. Push Connector in the corporate network

Inside the corporate LAN, the Push Connector connects to the Exchange Server using MAPI. It
can be administered remotely from any computer in the corporate LAN through the Push
Connector Management Console. The outward connection to the Relay Server is via TCP/IP.

1.2 How Push Connector Works

The Push Connector runs as a Windows service on a Windows Server machine in the LAN and
constantly monitors multiple user mailboxes. Push connector must be located close to the
email server in the network so that the network latency and bandwidth are sufficient to
manage multiple mailboxes at the same time.

Push Connector administration is performed remotely from a Management Console program,
which runs on a PC machine in the same LAN. Administrators can manage many push
connectors from the same console. Also, there may be many management consoles installed
to manage the same connectors.

Push Connector constantly monitors only the mailboxes of active users. All events in a user’s
mailbox are signalled to the Push Client immediately when the event happens. Also, all the
events communicated by the Push Client are immediately applied in the user’s mailbox.

Push Connector requests user connectivity status information from Relay Server once an hour,
by default. So, if user has been disconnected from the Relay Server an hour or more then Push
Connector will notify this, set user into Inactive, state and stop monitoring the user’s mailbox.
Push Connector keeps communicating events to the mobile device until it notices that the
client is disconnected from Relay Server. Thus, Relay Server needs to store those messages in
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its message queue to wait until the device connects again. The messages in queue are stored
in encrypted format.

When device connects again, Relay Server will first push all queued messages to the device
and immediately notify the connector that the device is active again. After this event, Push
Connector compares the current mailbox state and the state when user was last connected,
and replicates the current state to the device.

If a mobile device is disconnected for a long time and there are queued messages in the Relay
Server message queue, then Relay Server clears old messages from the queue automatically
and they will never be delivered to the device. By default, Relay Server clears queued items
older than 5 days.

1.3 Secure Communications via Relay Server

The protocol used in communication between the Push Connector and Relay Server uses
standard FIPS compliant AES encryption. The primary transport protocol to Relay Server is a
plain TCP connection. TCP connections from Push Connector through the Firewall are only
opened towards the Relay Server and therefore there is no need to open any ports in the
Firewall for inbound connections. The Push Connector only uses outbound connections and
never acts as a server towards the Internet.

TCP connection is established only after a successful challenge-response authentication
between Push Connector and the Relay Server. Both Relay Server and Push Connector store a
connector specific authentication key for this purpose. Also the Push Clients use the same
challenge-response authentication towards Relay Server, but the authentication key is, of
course, unique for each device.

Third party VPN solutions can be used between Relay Server and the Push Connector to bring
additional security but this is not necessary as the application protocol is end-to-end secured.

All application data delivered between mobile devices and connectors is end-to-end encrypted
using 128 bit AES encryption. These packages are communicated via Relay Server in a secure
way but Relay Server is, of course, not able to see the content of the data being transported.
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2 Push Connector Installation

2.1 Installation Quick Steps
This section provides a list of steps to successfully install the Push Connector.
1. Make sure your system meets the software and hardware requirements as described in
section 2.2.
2. Create a Windows user account with sufficient permissions. This is described in section
2.3. Please note that without sufficient permissions the service cannot run.
3. Install the Push Connector with Push Connector Manager as described in sections 2.4 -
2.5.
4. Optionally install further Push Connector Management Consoles for remote
administration as described in section 2.6.
5. Enable service(s) for users using the Push Connector Manager as described in section
3.7.
2.2 System requirements
The table below specifies the overall system requirements for installing and running the Push
Connector.
Machine for the Push Hardware (0-1000 users):
Connector installation e Intel (>1 GHz) CPU
(Enterprise Server) e RAM: Min 512 MB. This amount is sufficient for organizations

up to 50 000 employees (employees meaning entries in the
GAL). For larger organizations the minimum
recommendations are as follows:

50 000 - 100 000 in GAL: 1GB RAM

100 000 - <200 k in GAL: 1,5 GB

200 k - <300k in GAL: 2 GB

>300k in GAL: =2 GB
On the minimum configuration you can run up to 250 users
(meaning users of the service) on the Push Connector. After
that add 256 MB for each 250 users added to the Push
Connector.
Please note that these recommendations are estimates and
may depend on the data in each GAL entry. For better
performance it is recommended to add more RAM than the
minimum requirement.

e Itis recommended to have one Push Connector per 1000

users and to balance the users evenly across Connectors

e 100 MB free disk space

Operating system:
e  Windows 2000 Server SP3, or higher
e  Windows 2003 Server
e Windows XP Professional

Installed additional software:
. Microsoft Outlook 2000, or
. Microsoft Outlook 2003
NOTE! Outlook XP should NOT be used!

It is recommended to use English language versions of the operating
system and Outlook client software.

Microsoft does not recommend running Outlook on the same machine
with Exchange or Domain Controller. So, the connector must not be
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installed on the same machine that is running Exchange server or
Domain Controller.

Support for Languages that require Unicode characters in email
messages requires that the default language for non-unicode
characters is set in the operating system. See chapter 2.3.1 for more
details.

Network Connections The Push Connector machine needs to have a fixed IP address in the
LAN. Public IP address is not required.

Constant LAN (>10 Mbps) connection from the Push Connector PC to
the Exchange Server with latency less than 10 ms. See chapter 2.2.1
for more details.

There should not be any firewalls between the Push Connector and
Exchange computers. If there is a firewall between the two
computers, it must be configured so that Outlook can access the
Exchange server from the Push Connector computer. For more
information how to configure these firewalls please consult Microsoft
documentation.

The Exchange Server must have TCP/IP connectivity and be able to
send and receive Internet emails.

The Push Connector server must be configured as a Member Server
on the same domain as the Exchange Server.

The firewall must be configured to allow TCP outbound connection
from the connector machine to Relay Server (default port 7171). The
available ports towards the Relay Server are defined in the connector
license file.

Exchange Server Microsoft Exchange 5.5, or
Microsoft Exchange 2000 SP3 with Post-Service Pack 3 Rollup*, or
Microsoft Exchange 2003 SP1 and SP2

A new Exchange user account for the Push Connector (the "Telia
Mobil Mail” privileged user account). This account must have an
Internet email address (for example,
AlwaysOnAdmin@company.com) and access to all of the Exchange
mailboxes of the intended "Telia Mobil Mail” end-users.

*Post-Service Pack 3 Rollup fixes problems with message
read/unread status for off-line use of Outlook

NOTE! Environments which are undergoing a migration from
Exchange version to another may cause problems to Push Connector.
Lost functionality is possible to restore when all mailboxes have been
migrated to new server environment, including the Push Connector
mailbox.

Windows User Account The Windows user account used to run the Push Connector service
needs local administrator rights and log on as service rights to
the machine where the Push Connector service will be installed and
run.
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2.2.1 Checking Network Latency to the Email Server

Push Connector requires fast LAN connection to the email server to run properly. Required
bandwidth is 10 Mbps and the round-trip time to server should be below 10 ms.

Network latency is checked easily using a ping command on the Push Connector machine as
follows:

1. Open Windows command prompt
2. Type ping <email server hostname/IP address>
3. Check the round trip time shown in the command output

If the network latency is too big place the push connector machine closer to the email server in
your LAN. If there are many email servers in different geographical locations, each location
should have its own Push Connector.

Having small bandwidth or big latency to the email server may cause Push Connector to go in
error state for one or more users time to time.

2.3 Preparations for Installing the Push Connector

A successful installation of “Telia Mobil Mail” Push Connector requires that a service account
with suitable permissions is created for the service. Without adequate permissions the service
cannot run properly. Creating the privileged user account is described in the following
chapters. You must have an Exchange server installed in order to install the Push Connector. If
you plan to install several Push Connectors, one service account for each Push Connector is
required. Service account names should be unique across domains.

2.3.1 Setting non-unicode Language

The default language for non-unicode programs must be configured in the operating system
that runs the Push Connector if the service will be used to deliver messages with characters
that require unicode support, such as Cyrillic characters.

10
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Regional and Language Options @E]
Fegional Options | Languages | Advanced

Language for non-Unicods programs

This system setting enables non-Unicode programs to display menus
and dialogs in their native language. |t does not affect Unicods
programs, but it does apply to all users of this computer,

Select a language to match the language version of the non-Unicode
progranms You wark o use:

LCode page conversion tables

~
[] 10001 [MAC - Japanese]

[ 10002 [MAL - Traditional Chinese Bigh)

[ 10003 [MAL - Korean)

10004 [MAL - &rabic]

10005 [MAL - Hebrew] v

Default uger account settings

[[] 4pply all settings to the curent user account and ta the default
uger profile

0K l[ Cancel ][ Lpplp

Instructions:

WN =

Open Control Panel => Regional and Language Options

Open ‘Advanced’ tab

Select the used language from the drop-down list in ‘Language for non-Unicode
programs’

Click OK

If this setting is not set, the messages sent through the service may have ‘?’ characters
replacing original ones.

2.3.2

Creating a service account (privileged user)

Please note that granting the privileged connector account appropriate privileges is the most
important step of installation and granting insufficient privileges will cause problems later when
running the service. The service is designed to perform operations such as reading, sending
and deleting emails and needs permissions to do so. Shortcuts and workarounds such as
granting delegate access from the Outlook client do not work.

Creating the push connector service account is done as follows:

Log on to the computer running Exchange as Administrator.

Go to Start> All Programs> Microsoft Exchange> Active Directory Users and
Computers.

Select the Users folder, and on the Action menu select New>User. The New Object-
User dialog will appear.

Enter details of the privileged user account, for example, privuser in the First name
and User log on name fields. Click Next.

11
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X

Mew Object - User,

g Create in:  camtest ticatolocal/Uzers

Eirst name:; | privuger Initials: | |
| i

Laszt name: |
[ 1

Full name: | Privvuser |

Uszer logon name:;

[ - I : i
ipnvuser | | Ehcamtest.ticato. local |

Lzer logon name [pre-wWindows 2000]:
CAMTESTY | privuser |

. Back [ Mewt » ][ Cancel ]

Figure 3. Creating New User Account for the Push Connector

5. Enter the password and tick the Password never expires box. Make sure that all
other boxes are unchecked. Click Next.

New Object - User,

g Create in:  heltest ticato localaccountz/lnternal/Private

Paszward: |....--o. |

Confirm pagsword: |oooooooo |

[]User must change password at next logon
[]Uger cannat change password

FPaszsword never expires

[]Azeount is disabled

< Back ” Mest » ][ Cancel

Figure 4. Set Password

6. Leave all the fields with default values and make sure that the Create an Exchange
mailbox is ticked. Click Next.

12
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Mews Object - User

g Createin  camtest.ticato local/llsers

¥ Cieate an Exchange mailbox

Alias:

|privuser

Servern
| Ticato/HELSINKI/HELSVRO2 x|

tailbox Stare:
| First Storage Group/Mailbox Stors (HELSYROZ) |

[ < Back “ Newt » |[ Cancel

Figure 5. Creating an Exchange Mailbox

7. Click Finish to create the new account.

8. In the Active Directory Users and Computers screen, right click on the privileged user
account just created and select Properties.

9. Fill the General tab Description field with something like "Telia Mobil Mail”
privileged user account.

privuser Properties |E|B|

Member OF || Diakin Environment | Sessions Fiemate control
 Teminal Services Profils | COM+ || Ewchange General
| E-mail Addresses | Exchange Features Exchange Advanced

Geneial | Addiess | Acoount | Frofle | Telephones | Drganization |

g privuzer

Firzt name: !privuser Initialz: |

Last name: | |

Dizplay name: Eprivusei |

Description: E;’-\Iwa_l,ls-Dn ail privileged uzer account |

Dffice: | i

Telephone number: | | [ Other.... ]

E-mail: iprivuser@helstZ.heltest.ticato.cnm |

‘Web page: i | [ Other... ]

|I or J[ Cancel ][ Apply ]

Figure 6. Privileged Connector User Account Properties

10. Click the Member Of tab, and click Add. The Select Groups screen will appear.
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Add the Exchange Enterprise Servers group. Click OK. This gives mailbox access to
all mailboxes in the system and is the recommended option. If you are running
Exchange 2003, or if you want to give mailbox access “user by user”, see chapter
2.3.4. For instructions how to check that you have sufficient privileges see section
2.4.1.

NOTE!
Make sure that the privileged user is not a member of the Domain Admins group, or
adding users to the server will fail later on.

In some cases, there can be conflicting access rights due to different settings on a
higher level. Privilege defaults may also change between mail server versions, so when
you upgrade, always check the privileges. In Exchange 2003, please ensure that the
privileged user account has the following rights to each user's mailbox that will be using
the “Telia Mobil Mail” service:

e Administer Information Store

e Send As

e Receive As

Check this by the following procedure:

1. Open Start>All Programs>Microsoft Exchange>System Manager

2. Open Servers>[Your Server]. If you are using several Administrative groups, you
find this setting under Administrative groups>[Your Group].

3. Right click on [Your Server] and select Profiles

4. On the Security tab select the user or group

5. Verify that the appropriate privileges, (see above) are checked as ‘allow’
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C-EXT Properties @

Diagnustics L_u:ugging Public Folder Referralz D_etails Directory Access

__ General | Locales ____ Mailbox Management
RPCHTTFE | F'u:uliu:ies_' Security Full-Test Indexing | Monitaring |

Group or uger names:

| m E=change Domain Servers [ Exchange Domain Servers) [ I
€ FNOS (RNOS)
€ RN1S(RNTE)
| ¥} E.-'l'-.lwa_l,lsl_:l hn Service Account [ AlwapzlnEcarp; cam]
€ pyEcomp. com

L - L Ead . V
[ Add... ] [ Remove ]

Permizzions for AlwayzOn Service

Account Al D
Adminizter infarmation store F |
Create named properties in the information stare [ ]
Wiew information store status F |
Receive Az ]
Send Az F [
Special Permizzions :.v.:

For special permizzions or for advanced zettings,
click Advanced, =

] l [ Cancel

Figure 7. Account Privileges

12. Go to section 2.3.3 to give the privileged user account the Log on as a service rights.
If this is not set, the installation program will report an error stating *...could not start
system services.... You can then also ignore this error and set these permissions from
Windows Services properties.

2.3.3 Running the Push Connector as a Service

You now have to make sure that the created privileged user account has the Log on as a
service rights on the Windows 2003 server (the server that used to install and run the "Telia
Mobil Mail” Push service). This is done as follows:

1. Grant the privileged user local administrator permissions. Using an account with local
administrator permissions (for example, the local Administrator account or an account
which is a member of the Domain Admins group), log on to the server where you plan
to install the "Telia Mobil Mail” Push service.

2. Go to Start>Control Panel>Administrative Tools>Computer Management.

3. Select System Tools>Local Users and Groups>Groups.
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E Computer Management E@

=) Fle  Action  View Window Help == =]
- BEXFB @
I@ Computer Management, {Local)

= ﬁﬁ System Tools
+ [ﬂ Event Yiewer

[+-g] Shared Folders
= % Local Users and Groups
: 27 Users

23 Groups

iyl Performance Logs and Alerts

Descripkion

Administrators Administrators have complete and u. .,
@Backup Operators Backup Operators can override secu. ..
gGuests Guests have the same access as me..,
gr\letwork Configuration ... Members in this group can have som...
Performance Log Users Members of this group have remote ...
Performance Manitar Us... Members of this group have remaote ...
gPower Users Pawer |sers possess mast administr...
gPrint Operators Merbers can administer domain prin...
Remote Desktop Users Members in this group are granted t...
Replicator Supports file replication in a domain

gUsers Users are prevented From making ac. ..
HeIpServicesGroup Group fFor the Help and Support Center
TeInetCIients Members of this group hawe access k...

by Disk Defragrenter
- Disk, Management
# & Services and Applications

Figure 8. Local Users and Groups

4. Double click the Administrators group. The Administrators Properties screen will
appear.

5. Click Add.

6. In the From this location text field, select your domain. In the Enter the object
names to select text field, add the user account you created and click Check Names.
Click OK to confirm.

Select Users, Computers, or Groups

Select thiz object type:

i-Users or Groups | [ Object Types. .. ]

Erarn thiz lacation:

smatnerlocal | [ Locations..._|

Enter the object names to zelect [examples]:

exampleprivuzer [exampleprivuser@smartner. comn]] | Check Mames

[ 0K H Cancel ]

Figure 9. Select Users, Computers or Groups

7. Grant the privileged user the Log on as a service rights. Go to Start>Control
Panel>Administrative Tools>Local Security Policy and select Security
Settings>Local Policies>User Rights Assignment.
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‘i Local Security Settings |E|EIE|
File  Action  Wiew Help

¢o O EB 8

@ Securiby Settings I Palicy Security Setting "~
- ({8 Account Policies [2¥) cererate security audits LOCAL SERVICE, NE. .,
= (@ Local Policies Impersonate a dlient after authent, .. Administrators, SER. .
# (8 aud EDHEY . Increase scheduling priority Administrators
(@ User Rights Assignment Lead and unload device drivers Adrninistrators

" d—l [fb"ie;::t: jfi::ns Leck pages in memary
(L] Software Restriction Policies (®]Log an as & batch job I’LOCP.L S
s e SMARTHMER

-, P Security Policies on Local Computer et e
g Manage auditing and security log Administrators

Modify firmweare environment walues  Administrators
PerFDrm wolume maintenance tasks  Adminiskrators

&5

ProFiIe single process Administrators, Pow, ..
ProFiIe system performance Administrators

Remove computer from docking st...  Administrators, Pow. ..
Replace a process level token LOCAL SERVICE,ME...
Restere files and directories Adrninistratars, Back. .,
Shut down the syskem adrinistrators, Paw, . —
Synchronize directory service data bt

Figure 10. Group Policy

8. Double click the Log on as a service entry. A Properties dialog with security setting
tab will appear.

9. Click Add user or Group. The Select Users, Computers or Groups dialog will appear.

10.In the Enter the object names to select text field, add the user account you created
and click Check Names. Click OK to confirm.

Select Users, Computers, or. Groups

Select thiz object type:

i-l-_l-eg.l_“;mups, or Builtiin gECUty prineiaals | [ Object Types... ]

Erarn this location;

!—smartner.lncal |[ Locations. .. ]

Enter the object names to zelect [examples]:

ewarmpleprivuzer [exampleprivusen@ismarther. com) Check Mames

T

Figure 11. Select Users or Groups

You are now ready to install the “Telia Mobil Mail” Push Connector as specified in chapter
2.4,

2.3.4 Granting Mailbox Access User by User

This section is optional and you only need to make the changes explained here if you were not
able to give privileges as outlined in section 2.3.2. As described there, the default access rights
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configuration for the privileged connector user account grants connector the access to all
mailboxes in Exchange. Thus, no additional access rights configurations are required when
adding new users to the connector. However, in Exchange 2003 environments the full mailbox
access permission is disabled by default and unless you can override this mailbox right
otherwise you need to grant the rights user by user.

So, if required, it is also possible to grant the privileged user such user rights that it cannot
access all the mailboxes and grant access to the mailboxes user by user as they are added to
the service.

The following instructions can be used to grant connector the necessary access rights to one
mailbox.

1. Open Active Directory user list
2. Select the user to be added in the connector
3. Open its properties and select ‘Exchange Advanced’ page
4. Click *Mailbox Rights...’
5. Add the privileged user account (connector account) in the list and grant ‘Full mailbox
access’ to this user (see the picture below)
6. Click ‘Apply’
Permissions for Touch Test 1 ':, e |
Mailbox Fights |
Narme -] Add.
m Euchange Services [DEMONERchange 51
ﬂ runner [runnen@idemna. smarther, com) ﬂl
€7 SELF

ﬂ TaouchT est Privuzer [bouchprivuzer@demn

<] ]

Permizsions: Allow Deny

Delete mailbox storage
Read permizzions O
Change permizsions O
Take ownership O
Full mailbos access

O

Azzociated external account

Advanced. . I

Ok i Cancel | Apply

Figure 12. Mailbox permissions

NOTE! Check that there are no conflicting access rights blocking the mailbox access on a
higher level in the Active Directory hierarchy.

2.4 Installing the Push Connector

Before you install the Push Connector, please contact your “"TELIA MOBIL MAIL” Reseller to get
your license file. You will be prompted for the license file when you run install the Push
Connector Manager.
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Prerequisites for Installing the Push Connector

Important Prerequisites!

1.

4.

2.4.2

Privileged user
Make sure that you are logged onto the Windows 2003 server where you plan to install
the "Telia Mobil Mail” Push Connector as the privileged user.

. User account access

Make sure that you have access to all email accounts on the domain using MS Outlook.
To verify this, open Outlook. If this is the first time Outlook has been run under the
privileged user account, you will have to follow a series of prompts:

1. Select Corporate or Workgroup mode and open the mailbox of the privileged
user.

2.  Once Outlook has been opened, select File>Open>Other User’s Folder.

3. Select the inbox of any intended "“Telia Mobil Mail” end-user and click OK.

If the user’s inbox can be accessed, then you have successfully configured the
privileged user account.

. Log on as a service

Make sure that that you have Log on as a service rights. To confirm this:

1. Go to Start>Settings>Control Panel>Administrative Tools>Local
Security Policy. The Microsoft Management Console for the Local Security
Settings will appear.

2. Select Local Policies>User Rights Assignment, and double click Log on as a
service. The Local Security Policy Settings screen will appear.

3. Make sure that the privileged user account that you have added has a tick in
both, the Local Policy Setting and Effective Policy Setting, boxes.

Verify TCP connection to Relay Server

Make sure that you have a TCP connection to the Relay Server. You can find the Relay
Server IP address in the licence file. You can verify the connection, for example, via
trying to open a telnet connection from the connector machine to the Relay Server as
follows:

Example, Telnet to relay server port 7171 using command line command: telnet
relayserver.com 7171.

Defining Outbound Connection Port

The license file may include more than one port that the push connector can use to connect to
the relay server. You can remove some of the options to force the Push Connector to use a

certain

port only. Please note that you cannot add ports to the list, as the ports are defined in

the Relay Server.

So, if the license file defines Relay Server ports 7171, 9191, and 80, then the connector will
try each one of these ports until it gets a direct TCP connection to Relay Server. It will choose
the first port which enables connection to Relay Server.

2.4.3

Push Connector Installation
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"Telia Mobil Mail” Push Connector is installed as a service on its host computer. Once "Telia
Mobil Mail” is installed, the Windows services manager will administer it.

To install the Push Connector files, follow these steps:

1. Run the connector installation program (the .msi file)

2. The InstallShield Wizard screen will appear. Click Next.

3. Once you have read and agreed to the license agreement, click Next.

|.§' Configure SEVEN Always-on Mail(Exchange} x|
SEYEM Mail access configuration {1 of 2) ‘ 1
Enter the password for the account ko be used by SEVEN Mail, T

The SEYEM Mail service will run-as the currently logged on user, Please supply the
password Faor this account.

If this is nok the account you want to use For the SEVEM Mail service, wou musk Firsk
log on ko khe swstem as that user.

Run service as W2003"test1

Password For this user: |********

This account must be a local Administrator and have the 'Log on as a service' user
right For SEYEM Mail to Function correctlh,

IrstallShield

< Back I Mtk = I Cancel |

Figure 13. Access configuration

4. An access configuration screen will appear. Enter the password of the privileged user in
the fields provided and click Next.
fi@ Configure SEYEN Always-on Mail(Exchange) . ;. x|

Duality access configuration ’ﬁ

Flease provide infarmation on the servers used by Dualiky,

Exchange server: Ipapaklnp

IF address af this machine: |192- 168.1,154

Mote: this must be the address by which Duality clients
can contact the Push Connector when docked,

ImstallShield

< Back I Mext = I Cancel
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5. Enter the IP address of the Exchange Server Host machine and the name of the
Exchange Server in the fields provided, and click Next. This information is required for
when Windows Mobile clients connect to the Push Connector when they are cradled.

ji& Configure Smartner Duality Push Connector (Exchange) _)i]
Relay server license !q &
Please specify the relay server license file location .

Flease specify the location of the relay server license file in the Field below, You should have
received this file from ywour reseller as part of the purchase,

I'|,'|,Fi|eserver'l,FiIetransFer'p,Iicense.txt Browse |

Imstallshield

< Back I Mext = I Cancel

Figure 15. License file location

6. In the Relay server license screen, browse to the location of the license file you
received when you purchased the licences and click Next. At this stage a TCP

connection to the Relay Server is created.
7. Click Install to begin the installation.
8. The Installing "Telia Mobil Mail” Push Connector screen will appear.

9. When the installation is finished, the InstallShield Wizard Completed screen will appear.

10. Click Finish to complete the installation.

2.5 Upgrading the Push Connector

This section describes how to upgrade the Push Connector if you have a previous version
installed. If you are using 4.0, a prerequisite for the upgrade is that you acquire a new license
file from your reseller. New license is not required if you are installing on version 5.0 or 5.2.

End-users may be in any state in the service during the upgrade.

Existing users can use the new features only after the client application on the mobile device is

updated as well.

Steps to perform the Push Connector 5.2 (Enterprise Server) upgrade:

1. Log on to the connector computer as the Windows user that is running the
connector. (You can check this by opening the "Telia Mobil Mail” Connector
Manager program from the Start Menu. If the program starts, you are logged in

as the correct user)
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Start the installation program of the "Telia Mobil Mail” 5.2 Push Connector.
Installation program will update all relevant components and keep existing users
and settings.

You will be prompted for a license key if upgrading from a pre 5.0 version.
Check that the upgraded connector services are up and running after the
upgrade.

NOTE! Automatic upgrade is not possible if Push Connectors have different branding, i.e.
product name. You must upgrade the Push Connector with a newer push connector having the
same product name, or perform the upgrade so that the new connector is installed parallel to
the old one and users are removed from the old one and added to the new connector when
they upgrade the client software.

2.6 Installing Push Connector Management Consoles

The Push Connector Management Console can be installed on separate PCs from the Push
Connector to enable remote management of the server. The main benefits are:

The Push Connector can be remotely administered by the administrators from
any location on the corporate LAN

The Push Connector Management Console can be used to administer several
different Push Connector instances

Management rights can be delegated through standard Windows Domain user
rights management

The Push Connector administrator does not need to have access to the emails in
the Exchange server (through the privileged user). This permission is restricted
to the Push Connector service only.

The Management Console is installed automatically on the Push Connector Server. To install
the Push Connector Management Console on other computers follow these steps:
1. Log on to the Push Connector with the Push Connector service account (privileged

user).

2. On the Push Connector Server, go to Start>"TELIA MOBIL MAIL"” Push
Connector>Access Manager.
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i# Management access manager E
The Following list conkains the users and groups that are allowed to access
the management service.

Display name Full name
Qexampleprivuser SMARTHERLOC AL exampleprivuser
add
Close

Figure 16. Access manager

3. Add the User or Group that needs access to the Push Connector. Hint: For easier
administration it may make sense to create an Active Directory group e.g.
PushConnectorAdmins. Then you need to add the users who need access to Push
Connector only into this group in Active Directory.

Log in to another computer as one of the users to whom you gave access to the Push
Connector.

Run the Management Console Setup program.

Once you have read and agreed to the license agreement, click Next.

Select the installation directory and click Next.

Select the program folder for the Start menu icon and click Next.

In the Ready to Install screen click Install.

10 If the installation was successful, the InstallShield Wizard Completed screen will appear.

11. Click Finish to complete the installation.

»

VN Y

Once installed, the Management Consoles are automatically updated when a new version of
the Push Connector is installed.
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3 Push Connector Administration

3.1 Launching the "Telia Mobil Mail” Push Connector Manager

When you have installed the Push Connector Management Console, it can be opened from the
Start menu.

i Management Console (default, English (U.S.)) - [Console Root\Connector (PDM-TESTSERVER)Wsers] [= |[E]X)

% File  Action MWew Favorites  Window  Help = ]E' ﬂ
; ia] 2
I1L_} Cpsolo Rie: B8 User actions I
=) Connector (PDM-TESTSERYER)
[+ Zonneckor Setkings
:I G Marne | Skatus | Infarmation
2 Services m Add users There are no items to show in Ehis view,
£ >
< |2 User actions 4 Standard
Connected

Figure 17. Push Connector Manager

You are now ready to use the Push Connector.

3.2 Connecting to Push Connector server

This section describes connecting to the server when using a remote "Telia Mobil Mail”
Management Console. If you are using the Management Console locally on the Push
Connector, it is automatically connected. To connect to the server, follow these steps:

1. Right click on the Connector and select Properties.
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Tii Management Console (default, English {UJ.5.}) - [Console Root\Connector (PDM-TESTSERVER)Wsers] [C][8][X]
nﬁ File  Action Yiew Favorites  Window  Help = |=Y H
&= (53| B EX n

ID“%—— = Connector actions
= Download logs
+-_] Connect

[:| Lsers Wiew » fome | ualic
+-[] Modules  New Window from Here pad logs There are no items to show in this view,

Mew Taskpad Yiew. ..
Edit Taskpad Yiew. .,
Delete Taskpad Wiew

Renames
Expork Lisk. ..

Properties

Help

£
\ Conneckar actions Standard

|

Cpens property sheet for the current selection,

Figure 18. Connector Properties menu
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2. In the Properties dialog select Another Computer and Browse to the Push

Connector computer.

Connector. (Local machine) Properties

Management client zettings |

Select the compuker yau wank ko manage
i) Local computer (the computer this consale is running on)
%) anather computer:
| | | EBrowse... |
Management client language:
|English {U1.5.) v |
k. ] [ Caricel Apply

Figure 19. Connector Properties dialog
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3. Click on OK and the Management Console connects to the Push Connector. Make sure
you have given the user sufficient privileges as described in section 2.6, or the
connection will fail.

3.3 Reloading Cached User List from Email Server

Push Connector loads the Global Address List from the Exchange Server to its cache which is
used to add users and to perform remote recipient address search from Push Clients.

The cached list is reloaded daily but it can be reloaded manually also selecting the connector
icon on to Management Console, clicking the right mouse button and selecting ‘Reload user list
from email server’ action.

3.4 Reinstallation of Push Connector

Reinstalling Push Connector can be done using the same license file on condition that the Push
Connector has been uninstalled. If the Push Connector has not been uninstalled (or if
uninstallation failed to free the licenses on the service provider server), the service provider
can reset the license manually on the Relay Server. Note that reinstalling means that all users
are removed from the Push Connector.

If the Push Connector is not uninstalled, a new license file or license reset is required because
the Authentication Key contained in the original license file is not valid anymore. Push
Connector uses the Authentication Key in the License File only during the first connection to
Relay Server and then Relay Server and the Push Connector negotiate a new Authentication
Key that is used for all new connections. So, if you reinstall a connector with the same License
Key, Relay Server detects that the connector is trying to perform challenge-response
authentication with wrong key and rejects connection attempts.

When you request your Relay Server service provider to reset your connector license and
provide a new one, the Relay Server and connector have the same key in use for
authentication.

3.5 Connector Settings

Under Connector Settings you find a number of settings to control the operation of the Push
Connector. There are three pages of settings: General Settings, Watchdog Settings and
Logging Settings.

3.5.1 Connector Information

Click on the Connector item in the left hand side tree view to see information about the status
of the Connector. The following information is available:

Service status This shows if the server is running or if there is a problem.

Server version This shows the build number of the Server.

Total number of users This shows how many users have been added to the push
connector.

Maximum users This shows the maximum number of users in the license.
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Connector extra information

This indicates any available troubleshooting information.

There may be several issues indicated if there are many

internal problems, so you may need to scroll to see them
all.

Relay Server connection
status

This shows if the Push Connector is connected to the Relay
Server using a direct TCP connection.
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3.5.2 General Settings

Click on Connector Settings and General Settings in the left hand side tree view to access
the General Settings. The following settings are available:

System Language

Sets the default language of the system

Automatic recovery interval.

This setting controls how often the connector checks for
users in error state and attempts to reset them in case
they are in error state. The user may go to error state for
instance when the email quota is exceeded.

Default synchronisation
interval

This setting controls how often the Push Connector checks
for new email. With the default setting of 5 seconds, there
will be an average delay of 2.5 seconds before new email
in the Exchange server is sent to the device.

Default synchronisation
interval for over 50/100/200
users

You can set a different synchronisation interval as the
number of users grows. Normally this would not be
required in an Exchange environment.

User inactivity threshold

This setting controls after which period of client inactivity
the Push Connector stops forwarding emails to the Relay
Server for the user. The default is 60 minutes.

Docking address (connector
IP)

This setting tells where Pocket PC devices should dock
when docked into cradle. This should be the IP of the Push
Connector inside the corporate LAN.

Primary mail server

This is the mail server address.

Relay server e-mail address

This setting is the email address of the Relay Server.
Normally this is automatically filled in during installation
and does not need to be changed.

Relay server IP address

This setting is the IP address of the Relay Server. Normally
this is automatically filled in during installation and does
not need to be changed.

Relay server port

This setting is the port through which the Push Connector
communicates to the Relay Server using direct TCP
connection.

3.5.3 Watchdog Settings

The watchdog is a monitoring process that monitors the status of and restarts the Push
Connector if necessary. Click on Connector Settings and Watchdog Settings in the left
hand side tree view to access the General Settings. The Watchdog is a service which checks
to see that the Push Connector is running. If the Push Connector causes an exception, the
watchdog can restart it. The following settings are available under Watchdog Settings:

Time to keep service on hold
after exception limit has been

The time the watchdog waits before restarting the server
after too many instant exceptions.
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exceeded

Running time after which an
exception is not an instant
exception

If the server halts due to an exception before it has been
alive for the time defined by this setting, the exception is
registered as an instant exception. Zero value means no
instant exception counting.

Maximum number of
consecutive instant exceptions
before putting service on hold

This setting specifies the maximum amount of consecutive
instant exceptions before a recovery wait is performed.

Maximum service memory
usage

This setting specifies how much memory the Push
connector service can use. If the limit is exceeded the
server is restarted.

Ping interval

This specifies how often the watchdog pings the Push
Connector.

Maximum time to wait for ping
response

This setting specifies the time within which the server
must respond to the ping request. The server will be
restarted if this time limit is exceeded. Zero value means
no pinging.

Maximum number of
consecutive ping failures

When the number of consecutive timed out pings reaches
this value the server is shut down forcefully.

Maximum time to wait for the
service to stop gracefully

The time in which the server must exit as a response to
the stop message from the watchdog. The server will be
shut down forcefully if this time limit is exceeded.

Maximum running time for the
service

If this time limit is exceeded the server is restarted. Zero
value indicates no limit.

Preferred hour of day to
restart the service

The default value -1 specifies to reset at any time.

Logging Settings

Part of TeliaSonera Group

The Push Connector writes a number of logs while operating. The following settings are
available under Logging Settings:

Log level

This setting defines which events are written into the log
file. The finer the log level the larger the number of events
that are written. A fine log level leads to log files of
significant size, consumes resources and slows down
program operation because writing to the hard disk takes
time. For this reason it is recommended to use the fine
levels only when investigating problems. The following
values are selectable:

e Fatal errors - events which stop the program
from functioning or a permanent loss of data.

e  Errors - events that may cause a loss of service

e Warnings - events that affect the user but do not
cause any loss of service

e Information - events that are useful for an
administrator or support person to know but is
not a warning or an error

e Data dump - events that may be useful to an
administrator and definitely useful to "TELIA
MOBIL MAIL” Support: Data dump, UT packets,
PEC data, MAPI/Notes

e Debugging messages - events that are typically
only useful to a developer

e Fine debug - finer granularity developer events

e Tick debug - This is the finest level of logging.

Log directory

Allows you to specify the directory (folder) for saving the
Push Connector logs.
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3.6 Push Connector Logs

Log files are useful for troubleshooting and monitoring how the connector is operating. The log
files should always be sent as part of support requests if there are problems with the Push
Connector service. You can also follow up the operations the push connector users perform.

The log files are by default located in the \logs subfolder on the Push Connector computer. In
order to view them remotely from a Management Console they must first be downloaded by
selecting the Connector in the tree view and selecting Download logs from the Action
menu. The logs are saved as compressed files in *.zip’ format.

3.6.1 Used Log Files and their Location
Push Connector uses the following log files:

e EnterpriseServerLog.txt: this is the main log written by the Push Connector service.
Push Connector writes its events and errors in this log file.

e WatchdoglLog.txt: this log is written by a special monitor process that monitors the
performance of the Push Connector and restarts Push Connector if necessary.
Automatic restarts and recoveries are reported into this file.

¢ GalProviderServer.txt: this is the log file for the Global Address List Provider. This
process is for keeping the address list up-to-date. By default, the address list is
updated once every 24 hours.

e ManagementServerLog.txt: this log contains management server events, such as
user activities and debugging information.

e ManagementServerLog audit.txt: this log contains audit information such as user
logins. The following events are logged: Login, Login failure, Logout, AddUser,
ActivateUser, ActivateUserEmail, ClearError, ResetUser, ClearDevice, RemoveUser,
StopConnector, StartConnector, UpdateProperty

These log files are all written in the working directory of the Push Connector, which is normally
under C:\Program Files\"TELIA MOBIL MAIL"\Always-On Mail Push Connector.

Management Console uses the following log file:

¢ ManagementClientLog.txt: this log is written by the Management Console. The
activities and errors of the Management Console are written into this file.

3.6.2 Archival of Log Files

Each log file is archived every time the Push Connector service restarts. The log files written
before the restart are archived by adding the date and time to the filename
‘EnterpriseServerLog [2005-12-31 18.42].zip’ to them. Note that the timestamp comes from
the time when the file was backed up (i.e. when the server started up again), not from the last
line written to the file. At start up log files with a timestamp older than 15 days are deleted.

3.6.3 Archival of Logs Files if Push Connector Fails To Respond
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In the event of an unexpected Push Connector exception, its main log file
EnterpriseServerLog.txt log is archived automatically for troubleshooting with timestamp
information in the file name.

As an example, if the Push Connector causes an exception on November 12, 2005 at 16.12 PM,
the log file written by that is automatically copied and named as ‘EnterpriseServerLog [2005-
11-12 16.12] wd.zip'.

Thus, it is easy to collect the log files containing activities before each exception situation just
by collecting the log files with similar timestamp in the file name.

3.7 User Administration

This section describes the user actions that can be performed with the Push Connector.

The following actions are available in the Action menu:

Enter activation code
Activate by e-mail
Clear Error

Reset user

Clear Device
Remove user(s)

Add users
Properties

3.7.1 Adding a user

Push Connector adds users from a cached user list (Global Address List) which is loaded
from Exchange Server. If you have added new users to the server but they are not visible
in the cached user list, reload the user list from server.

The same cached user list is used also to search recipient addresses for emails as a remote
search from clients.

To add a user, do the following:

1. Select the Users item in the left hand pane.

2. Select the Add users from the Action menu.

3. Select the user(s) from the Global Address list and click OK. Repeat the procedure for
all users you wish to add.
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X

i [ Select ]

Marne Mail address 2
defetest defetesti@smartner, local
Demol Cam demolcami@smartnet., ..
Demol Demonskratar dermoli@smartner, com

Demoz Cam demo2cam@smartnet. ..
Derno3 Cam camdemaZi@smartner. ..
Demod Cam camdemodi@smartnet., ..
DemoS Cam camdemoS@smartner., ..

DRS alerk drsalerb@smartner.com
Duality 1 duality 1 @smartner . com
Duality 2 duality2@smartner, com
Duality 3 duality3@smartner, com
Duality 4 dualitys4@smartner, com
Duality & Cualityé@smnarkner.com

Selected users:

Demol Demonstratar

Figure 20. Add users

When you press OK the status of the operation will be shown in the Management Console
window. It should go from ‘Adding User to relay server’ to ‘Adding user’ to ‘Ready to
install’.

‘il Management Co nsole (default, English (L1.5.]) - [Console RootA\Connector (PDM-TESTSERVER)MIsers]

CER

'%] Eile  Action Miew  Favorites  Window  Help T E’jlﬂ
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[;l Cresok o ) B8 User actions
= Conneckor (Local machine)
[+ l::[ Conneckor Settings )
; 9 Users me Status Information
# (7] Modules B Properties nol Demonstrator  Rea
= mDemol Carmn Ready toinstal
¥ Remove useris) mDemDZ Cam Adding user 25 % complete
ﬁ Add users
frii Activate by e-mail
_g Enter activation code
£ >

\ User actions A, Standard /

I.ﬁ. new user was added Connected

Figure 21. Users in Management Console
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NOTE!

If a user has a large amount of email in their Outlook Inbox and Calendar events, the
state may remain as Adding User for several minutes until the Push Connector has
finished processing the existing email. The time that the state remains as Adding User
will depend on the size of the user’s Inbox. You must not install the user’s Push Client
until that user’s state has changed to Ready to Install.

4. The user or users have now been added to the Push Connector. The user’s state will
remain as Ready to Install until the Push Client is installed to their mobile device.
Installing and activating the client on a mobile device is explained in chapter 4.

5. When the Push Client has been installed and activated, the user’s state will change to
Enabled.

3.7.2 Clearing an error state

The Clear error action lets you reset the error state of a user. An error state might occur for
instance when a user exceeds their mailbox size limit. Errors are also automatically cleared at
a set interval by the server.

3.7.3 Resetting users

The Reset user(s) action allows you to reset the user defaults, such as they are when the
user is added to the server. This feature should be used for instance when re-installing the
mobile client software for an existing user. Resetting a user changes a user’s state to Ready
to Install.

To reset a user, do the following:

1. Select the user or users that you wish to reset.
2. Select Reset User from the Action menu.
3. Re-install the client to the device.

3.7.4 Clearing a device

The Clear device is an action to be used when the device has been lost or stolen to minimise
the security risk. This action deletes all the data that has been synchronised to the device such
as emails, calendar entries and contacts. This action also deletes the encryption key from the
device.

NOTE!

Using the Clear device action deletes all synchronised data including emails, calendar
entries and contacts from the device as well as the encryption key. After performing
this action, the client software needs to be reinstalled for the service to continue.

Steps to clear a device:
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1. Select the user or users for whom the device should be cleared.
2. Select Clear Device from the Action menu, and click OK to confirm.

The Push connector will then send out a protocol signal to command the push client to clear
device data.

3.7.5 Locking a Device

Remote locking is currently available only for devices using Symbian S80 client software, such
as Nokia 9300 and Nokia 9500. If a user is using Symbian S80 type of push client, then the
Push Connector shows Lock Device option in the action list. When the device is locked
remotely the user can not use the device at all before a pre-defined lock code is entered.

Locking of device from Push Connector requires that user has set the lock code in his device.
This is done in Device security settings (Control Panel => Security => Device security)
changing the ‘Lock code’ value for the device.

Assuming that user has set the lock code of the device, then the device can be locked remotely
as follows:

1. Select the user whose device should be locked
2. Select Lock Device from the Action menu, and click OK to confirm

The Push connector will then send out a protocol signal to command the push client to lock the
device. Device will be locked immediately when the message arrives to the device.

3.7.6 Removing a user
The Remove user action allows you to permanently remove a user from the service(s).
To remove a user, do the following:

1. Select the user or users that you wish to remove.
2. Select Remove User from the Action menu, and click OK to confirm.
3. The user has now been permanently removed from the Push Connector.

3.7.7 Viewing and editing user properties

The Properties contain a number of basic read-only and editable settings for the user.
Multiple users can be edited at a time. The properties dialog is opened by selecting the user
and selecting Properties on the Action menu. The following settings are available:

General
- Display name. This is the name of the user shown in Push Connector user list.
- Mail address. This field shows the user’s email address.
- Client ID. This is a unique identifier by which the Relay Server identifies the
client. It is used for support purposes.

33



TELW

Part of TeliaSonera Group

- Device Type. This is an informational field which shows the type of mobile
device being used. The field is automatically filled.

- Client version. This field shows the SW version on the mobile device.

- User language. Select one of the languages to be used as default for Push
Connector generated strings.

Statistics
- Data last received. This shows when the Push Connector has last received data
(email, calendar or contact data) from the client.
- Data received this month. Shows how much data has been received by the
Push Connector from the device during this month.
- Data received last month. Shows how much data has been received by the
Push Connector from the device during last month.
- Data last sent. Shows when data has last been sent to the device.
- Data sent this month. This field shows how much data has been sent to the
device during this month.
- Data sent last month. This field shows how much data has been sent to the
device during the previous month.
Services
- On the Services tab you can select whether Calendar and Contacts should be
synchronised. Email is always on.
Email

- On the Email tab, the Truncate messages larger than means the size limit at
which emails will be cut when sent to the device. It is set to 10k by default. This
means that emails larger than 10k will appear truncated on the device, and the
user will need to request the rest of the email before it is downloaded.

- The Don’t synchronize mails older than sets a limit for when emails are
propagated to the device. If you select e.g. 2 days, it means mails from the
current date and one day in the past are handled (mails from ‘today’ and
‘vesterday’). The Push Connector does not forward emails older than this to the
device, so if the device is off for 3 days, the mails from the first day will not be
forwarded when the device is turned back on.

Note that there is a related setting on the device called ‘Days to store emails’.
The device setting controls how old emails are deleted from the device to save
memory.

3.7.8 Changing User’s Mobile Device

When a user wants to change their mobile device and start using the “Telia Mobil Mail” service
on the new device, the user account in the Push Connector needs to be reset and activated
again with an activation code from the new client installation. A new activation code is required
to minimize the risk of possible denial of service attacks and enforce strong security practices.

Please, read chapter 3.7.3 for instructions to reset a user account.

3.8 Changing the Content of Automatic Email Messages Sent to End-
users

The Push Connector sends preformatted emails directly to end-users in certain situations. The
content of these email messages can be changed easily in order to inform the users about
what to do in a specific situations.
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Preformatted email messages are stored in RTF format in the Templates directory of the Push
Connector (\Program Files\"TELIA MOBIL MAIL"\Push Connector\Templates). The content of
the emails can be easily updated by editing these files with a normal document editor
supporting RTF format.

The predefined automatic email files are:
e Welcome.rtf: this message is sent to each end-user after successful service activation.

e Activation.rtf: this message is sent to an end-user if the connector is ordered to ask for
the client activation code from the end-user via email.

e ActivationBadCode.rtf: this message is sent to end-users who respond to activation
message with an invalid activation code.

e ActivationFailed.rtf: this message is sent to end-user whose client activation via email
has failed.

3.9 Creating and Restoring a Backup of User Accounts

Push Connector stores the user account information in the Windows Registry and partially also
in the Push Connector Maps directory.

A backup of the data on the Push Connector is done by copying all user and server specific
data. The user account information from the Windows Registry also needs to be exported. Note
that when the accounts are restored, any emails pushed after the backup are pushed to the
device again. These instructions can be used to extract user accounts from an existing
connector.

Backup users from the Push Connector:

1. Log on to the Push Connector machine containing the user accounts with the Push
Connector Windows user account

2. Stop the Push Connector services

3. Export windows registry branch \HKEY_CURRENT_USER\Software\"TELIA MOBIL
MAIL"\Always-On Mail Push\' to a file using Windows Regedit application.

4. Copy the user account files from the Push Connector \Maps directory to your backup
location. The Maps directory is Program Files\"TELIA MOBIL MAIL"\Always-On Mail Push
connector\Maps.

Restore user accounts to Push Connector:

Log on to the Push Connector using the Windows account used for the service

Stop the Push Connector services if running

Import the windows registry files (.reg) back to the location

"\HKEY_CURRENT_USER\Software\"TELIA MOBIL MAIL"\Always-On Mail Push'

4. Copy the user account files from your backup location to the Push Connector \Maps
directory. The Maps directory is Program Files\ “TELIA MOBIL MAIL"\Always-On Mail
Push connector\Maps.

5. Restart the Push Connector services

WN -

3.10 Moving a Push Connector to another Server
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It is possible to move all the users on one Push Connector to another clean installation. This is
useful for instance when you wish to upgrade to a more powerful computer.

To move a connector from server A to server B, please follow these steps:

1.

2.

3.

4.

5.

6.

Setup the new server (server B)

Log on to the server B using the same Windows domain account that is running the
Push Connector service on server A

Install the connector with a test license, not with the production license that you
have used before!

Stop the Push Connector services

Log on to the server A and stop Push Connector services

Backup users from server A (Push Connector stores the user account information in the
Windows Registry and partially also in the Push Connector Maps directory):

Log on to the Push Connector machine containing the user accounts with the Push
Connector Windows user account

Stop the Push Connector services

Export windows registry branch "\HKEY_CURRENT_USER\Software\"TELIA MOBIL
MAIL"\Always-On Mail Push\' to a file using Windows Regedit application.

Copy the user account files from the Push Connector \Maps directory to your backup
location. The Maps directory is Program Files\"TELIA MOBIL MAIL"\Always-On Mail
Push connector\Maps or similar.

Disconnect server A from network

Change server B IP address to server A's IP address (necessary for Windows Mobile
client docking functionality)

Restore users to server B:

Log on to the server B using the same Windows domain account that is running the
Push Connector service on server A

Install the connector with a test license, not with the production license that you
have used before!

Stop the Push Connector services

Import the windows registry files (.reg) back to the location
"\HKEY_CURRENT_USER\Software\"TELIA MOBIL MAIL"\Always-On Mail Push\'

Copy the user account files from your backup location to the Push Connector \Maps
directory. The Maps directory is Program Files\ “TELIA MOBIL MAIL"\Always-On Mail
Push connector\Maps or similar.

Restart the Push Connector services
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e If you get authentication failed errors after starting the new machine, please check
that the following key is the same on both the old and the new machine:

\HKEY_CURRENT_USER\Software\ "TELIA MOBIL MAIL"\Always-On Mail
Push\Global\RelayServerKey

7. Uninstall connector from server A (make sure server A is not connected to network)

Please note that moving single or groups of users to another Push Connectors is not supported
and may cause problems.
3.11 Increasing the Amount of Licences

Push Connector checks the available number of licenses from the Relay Server every time
when a new user is added.

If you have activated the number of users allocated to your license, please contact your “Telia
Mobil Mail” reseller to purchase further licenses. License handling is on the Relay Server, no
modifications to Push Connector are required to increase the amount.
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4 Installing Push Clients

This chapter describes a step list for installing the “Telia Mobil Mail” Push Clients.
More information is available in the device specific user guides.

4.1 Installation Packages

"Telia Mobil Mail” Push Client for devices running the Windows Mobile operating system is
delivered as a standard Windows installation (.CAB) file.

"Telia Mobil Mail” Push Client for devices running the Symbian OS is delivered as a standard
Symbian installation (.SIS/.SISX) file.

"Telia Mobil Mail” Push Client for Java 2 Mobile Edition devices is delivered as standard JAD and
JAR files.

4.2 Client Installation and Activation Process

Detailed step lists for installing the different clients are available in the User Guides for each
mobile device type. At the end of the device installation process an Activation Code will be
displayed. The Activation Code that should be sent as a response to the activation email or
entered for this user in the Push Connector Manager.

To manually enter the user specific Activation Code to the Push Connector, do the following:

1. Select the user and select Enter activation code on the Action menu. The following
screen will appear:

Activate Demo’ Demonstrator @

vou should now start the client on wvour device, Ik will display vour unigue ackivation
code, which vou should now enter below,

After 5 walid activation code has been entered wou can click "OK" to activate the dient,

The activation code is composed of & groups of 5 characters and contains only the

capital letkers A-7 and numbers 2-9,

Figure 22. Activating user

2. Select "I would like to activate by entering the activation code now” and type
in the Activation Code that is shown on the mobile device screen.

The Activate by email action allows you to send an activation email to a user. The email
prompts the user to install the client (if not already done) and to reply to the message with the
activation code. To request for the Activation Code directly from the user by email, do the
following:
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1. Select the user in the Push Connector Users view and select Activate by email
from the Actions menu

2. A dialog will appear requesting the validity period during which the user must reply
with the Activation Code in order for the Activation to be successful.

Activate Demo1 Demonstrator @

A= a security measure the e-mail activation must take place within a certain time period.
Please enter the maximum period below,

Mazximum number of days ba wait For response ' v/

The activation message can be sent in several lanquages. Please select the mosk
suitable language From the lisk below,

Preferred activation message language ;3':,.'5tem language |

After wou press OF, the system will send an activation request to the selected useri(s).
If the users don't respond within the selected number of daws their account will rever
ko the "Ready to install" skate

[ (a4 ] [ Cancel ]

Figure 23. Email activation settings

3. Select the amount of time in days that the user has time to reply with the Activation
Code and the preferred language and click OK.

The user will now receive an email requesting the Activation Code along with

instructions on how to respond to it.

a. If the user responds within the set time with the valid Activation Code, the user
state is automatically changed into Started, and they can immediately start using
the service. The "Telia Mobil Mail” user interface on the mobile device will no longer
show the Activation Code. The current status of the application is shown instead.

b. If the user responds with an invalid Activation Code, a new email is sent to the user
describing the error, and requesting the user to reply to the email with the correct
Activation Code.

4.3 Cloning Mobile Device Installations

"Telia Mobil Mail” clients can be preinstalled on many devices by cloning one non-activated
installation to many devices. In this way, the application is easier to distribute. So, the Push
Client application is installed only to one device and then that device installation cloned to
other devices using third party mobile device management tools.

It is important to clone the application in the right state. The client can not be fully activated

and installed before cloning because then all the devices have the same user profile. The right
cloning stage for Symbian and PocketPC clients is different:
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e Symbian: Device cloning should be done right after the client installation program
finishes. The Push Client application itself must not be started at all before copying the
application to other devices.

e Windows Mobile: Device cloning should be done after you have run the client
installation program until the License screen shows up. Choose not to accept the licence
and then it is ready for cloning.

4.4 Upgrading from Previous Versions

This chapter describes how to perform an upgrade from a previous “Telia Mobil
Mail” installation.
4.4.1 Client Upgrade Compatibility

The table below describes how the upgrade can be done from earlier versions of "Telia Mobil
Mail”.

"Telia Mobil Mail” Version Upgrade to "Telia Mobil Mail” Enterprise Edition 5.2

V5.0 The new version can be upgraded on top of the
existing installation. Existing 5.0 clients will work,
but clients should be upgraded to 5.2 to benefit
from the new features.

It is recommended to activate only 5.2 clients to the
Push Connector.

V 4.0 The new version can be upgraded on top of the
existing installation. Existing 4.0 clients will work,
but clients should be upgraded to 5.0 to benefit
from the new features.

All new clients activated to the push Connector must
be newer clients. Push Connector does not accept
activation codes from 4.0 or older clients.

NOTE! Clients and connectors are upgradeable only
using the same branding (product name). If you
have version 4.0 client with brand X and 5.0 with
brand Y then you can not upgrade directly and will
need to reinstall.

4.4.2 Upgrading the “"Telia Mobil Mail” Push Client

The client upgrade process will differ slightly depending on the used mobile device. Please
follow the instructions below to upgrade the client software.

The recommended option to deliver the clients are to either download them from a web site, or
by sending the new client installation as an email attachment. For details, please see the client
user guides.
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4.4.2.1 Upgrading Push Client on Symbian Devices

Symbian clients can be upgraded by running the .SIS./SISX installation file on the phone. It
will automatically update all necessary files while keeping existing settings.

4.4.2.2 Upgrading the Windows Mobile client

Windows Mobile / Pocket PC client can be upgraded by running the new .CAB installation file on
the phone. It will automatically update all necessary files while keeping existing settings.

4.4.3 Uninstalling the client

Please check the device specific documentation for uninstall instructions.
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5 Troubleshooting

This chapter describes basic troubleshooting instructions in some typical problem
cases.

5.1 General Problem Situations

The following subchapters provide information about common problem situations and how to
resolve them.

5.1.1 Relay Server connection status is ‘Not connected’ in the Push
Connector

This means that Push Connector is using direct TCP connectivity to Relay Server, but currently
the connection is not available.

Typically, the reason is that the connector has been disabled from Relay Server or there is a
temporary outage in the network, or the firewalls are blocking the connection.

Resolution:

1. Restart the Push Connector and check the connection status again to see if this
recovered the connection. If not, continue to perform the checks listed below.

2. Check the used Relay Server IP address and port from general settings (3.5.2)

Login to Push Connector machine (machine where the actual Push Connector
service is running) and open Windows command prompt (Run... => cmd).

4. Try to open a telnet connection from connector machine to the Relay Server
connector port with following command: telnet <relay server IP> <port>

a. If the telnet connection is established the telnet shows an empty screen for a
while, this means that the connectivity to the Relay Server is in place. If the
connector is still not able to establish a connection, then the Relay Server is
not accepting connection from your connector and you must contact your
Relay Server service provider.

b. If connection is not possible then there is a network problem or firewalls
blocking the traffic from Push Connector to this port at Relay Server. You
must check the network configurations in the LAN and possible firewalls in
between.

5.1.2 User account stays in ‘Adding User to relay server’ state in the
Push Connector

This state means that Push Connector is communicating with Relay Server in order to check
the license quota for the company and to get unique device ID and Relay Server authentication
information for the new user.

Normally ‘Adding user to relay server' should take only a few seconds to complete, but if it

stays in this state for many minutes then there is most probably a connection problem to Relay
Server.
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Resolution:

1.

2.

3.

5.1.3

Check the ‘Relay Server connection status’ from Push Connector Management Console
(see chapter 3.5.1).

a. If it says ‘Connected’, the connection is OK

b. If it says ‘Not connected’ then you need to verify TCP connection to Relay

Server (see chapter 2.4.1).

After you have fixed the connectivity to Relay Server, restart the connector so that it
tries to resend the request to Relay Server again.
If the user account goes to ‘Ready to install’ state in a minute then the issue is
resolved. If not, then the connectivity to Relay Server is not corrected yet and you must
continue troubleshooting the connection.

User account stays in ‘Installing’ state in the Push Connector

Sometimes, after activating a new user account in the Push Connector, the user account stays
in ‘Installing’ status for a long time. This user status means that the connector has sent a
Provisioning Message to the Push Client and waits for a Provisioning Response Message from
the client. Connector goes to ‘Started’ state only after it has received the Provisioning
Response message back from the client.

Possible reasons for staying long in “Installing” status are:

1.

Push Connector is not connected to Relay Server and can not send the Provisioning
Message to Relay Server immediately.

Provisioning Message is on its way to Relay Server. So, Relay Server has not received
the message and can not push it to the Push Client.

The client is not connected to Relay Server (check that it shows the Activation Code on
its screen). So, the Relay Server is not able to Push the message to the client.

The client is connected, but to a wrong Relay Server instance. So, the correct Relay
Server instance can not push the message to the client.

The client has received the Provisioning Message but Provisioning Response is still on
its way to Push Connector. So, everything is OK on the client side, but the connector
does not know it, yet.

The picture below illustrates these problem areas.

A

1
1
.0 @ [
! Connector
TCP ! I
Exchange/

Domino
server

Packet data
(e.g. GPRS) Relay
K jip\/\)/ Server
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5.1.4 Delays in Message Delivery

If the service works well and the Push Client and the Push Connector are directly connected
via TCP to the Relay Server, the messages from client to connector should go in seconds.

The table below presents the most common reasons and resolutions for delay problem.

Reason Resolution

Push connector has internal errors or Check that the end-user account is not in ‘Error’
problems with connectivity to Email state in the push connector. (resolving Errors
server and thus is not able to provide state is described in other chapter)

messages as fast as it should.
9 Check that the network to email server is fast

enough (see system requirements) and see the
log file for possible errors.

Restart the connector to recover from errors
caused by the native email server protocol.

The Push Client or the Push Connector Pause and resume the client to verify that it is
has lost its connection to Relay Server. | able to connect to Relay Server. If not, then it is
a network problem or the user has been disabled
from the service on the Relay Server side.

Check the Relay Server connection status from
the Push Connector management console. If it is
not connected there may be a firewall blocking
the connection. Restart Push Connector to verify
that it can connect.

There is a big queue of messages for This is possible if the client or connector has
the user or for the connector on the been disconnected from the Relay Server for a
Relay Server side. long time.

This solution will resolve itself as Relay Server
processes the message queue soon after the
connection is available again.

5.1.5 Characters not shown correctly in the messages
This usually means that the default language for non-unicode characters is not set at all or not

set correctly. In this case, characters are usually shown as question ‘?’" marks in the text.

See chapter 2.3.1 for more information.

5.1.6 User Accounts going into Error state in Push Connector

User accounts listed in Push Connector may go into Error state for many reasons. The table
below presents the most common reasons and resolution.

Reason Resolution
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User’s mailbox session has internal The most typical reason is that the connection to

problems. user’s mailbox may get stuck due to network
errors between the Push Connector and the email
server.

Push Connector tries to recover these errors
automatically, but if it can’t recover
automatically, restart the connector.

Check also the network quality to the email
server (see system requirements)

Permissions to read mailboxes are Access rights may be changed by someone else,
changed so that connector is not able which may cause this kind of problems.

to access user’s mailbox anymore . )
To resolve this issue check the mailbox access

rights for the user mailbox which is in Error

state.
The quota of the user’s mailbox has If user’s mailbox quota is exceeded it usually
been exceeded causes an error in the Push Connector.

This is resolved by archiving or deleting items
from the end-users mailbox in the email server.

Invalid message in user’s mailbox This means that the user has some item in the

mailbox which is has a special format which the
Push Connector is not able to interpret without

errors.

Sometimes special message formats may cause
an error state in Push Connector.

The item causing this problem may be identified
by looking the Push Connector log file but also
looking user’s mailbox directly and trying to
identify special looking emails or other items.

Suspected items can be moved to folders which
are not monitored by the Push Connector to
resolve this case.

5.1.7 Push Connector stops working after the password for the
connector user account (privileged user) is changed

If the password for Push Connector user (privileged user) is changed then the password
must be changed to all the Windows services that run as a part of the Push Connector.

To resolve this situation open ‘Services’ list from the Control Panel of the Push
Connector machine and reset the new password to all Push Connector services found in
the list. Then restart the services.

5.1.8 Management Console opens empty after Push Connector
installation

This may happen if you have many user accounts in the system having similar name as the
privileged user account created for the connector.
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Check EnterpriseServerLog.txt and GalProviderServerLog.txt files for the mention of error
80040700. This error happens if there are usernames which begin with the same characters.
E.g. if you are attempting to use ‘privuser’ and Exchange already has ‘privuser2’ and
‘privuser3’ defined.

To resolve this issue use another username for the connector user account.

5.1.9 Management Console is not Starting

Push Connector authenticates all Management Console users against the Active Directory
using connection to domain controller. If this connection is not available then the Management
Console can not be used unless the authentication is disabled.

To resolve this issue connectivity from the Push Connector machine to the domain controller
should be checked and resolved.

If this can not be done, the authentication can be disabled from the Push Connector by
disabling Kerberos authentication from the registry settings of the Push connector machine.
This is done by setting /Global/Management/Security Provider
Configuration/127.0.0.1/Authentication value empty.

5.1.10 Uninstalling Push Connector leaves old settings in the Registry

This may happen if uninstallation is done with different user account that was used to install
the push connector.

Make sure you are logged in with the same user with which you installed the push connector
when uninstalling.

Old settings can also be removed from the registry manually under the current user’s registry
settings.

5.1.11 Server Information in the License key do not match

The Push Connector performs a DNS lookup for the Relay Server host name when installing
the Push Connector and compares the resolved IP address to the IP address used in the Push
Connector.

This causes problems if the DNS used at the Push Connector returns different IP address than
the Relay Server’s public IP address.

To resolve this, check the Relay Server IP address host name in the Push Connector license
file and perform nslookup command on the push connector machine. If the returned IP
address is different than the one in License File, change DNS registry or make the correct DNS
mapping in local host file.

5.2 Generic Check Procedures for a Push Connector Installation

The following table show general checks that verify if the connector is installed correctly.

What to Check? How to Check? What to do if check not
Problem area. assed?
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Windows account
running the Push
Connector

Logon to the connector machine using
the connector user windows account.

Check that the "TELIA MOBIL MAIL"
Push Connector Access Manager and
Management Console Programs are
available the start menu and that the
user account running the Push
Connector service is the one you used
to logon to the connector machine
(Check by pressing CTRL + ALT +
Delete and see the logon information).

Logon with a different windows
user account. Most probably the
connector was not installed using
the windows account you are
using.

If the correct account cannot be
used, reinstall the connector and
be sure to use the privileged user
account during the installation.

Check that the Push
Connector is running

Open Windows Services and check
that the "TELIA MOBIL MAIL"” Push
Connector service is ‘Started’.

[Try to restart the service and check
that it restarts without errors.

Start connector service.

If you get a logon permission
failure, reset logon username and
password to the service and try
starting again.

Outlook installation
and default connector
mailbox

Stop the Push Connector Service.

Open the Outlook client on the
connector machine.

Check that it opens directly to the
connector mailbox using Outlook
profile name ‘Outlook’ (or ‘MS
Exchange Settings’ in Exchange 2000).

Check that the Outlook version is
correct by opening About window and
checking the requirements from the
installation guide.

Configure the connector mailbox
as the default mailbox for the
Outlook with profile name
Outlook’.

If it does not help, re-install
Outlook (check that it is the
correct version).

Check connector
access to other user’s
mailboxes

Open the Outlook client and try to
open some end-user’s mailbox by
selecting File>Open... >Other User’s
folder. Then select inbox folder and
Open.

If you cannot open the inbox, the
connector user does not have correct
access rights.

Configure active directory
settings as instructed in the
installation guide.

Check that the Push
Connector Manager's
operating system is
correct version

Open Control Panel>System>General
and check that the operating system is
the same as required in the installation|
guide.

Install the correct version of the
operating system.

Check that the
connector machine
has fixed IP address

Check this from the computer’s
network settings in Control Panel.

Reconfigure TCP/IP networking
settings.

Check that the
connector machine
has sufficient
resources

Check system information and ask the
IT administrators what the machine
specs are. Check that they correspond
to the requirements set in the
installation guide.

Upgrade the system as required.

Part of TeliaSonera Group

47



TELW

Part of TeliaSonera Group

Check that network Get the network configurations from [Move the connector machine

connection to the network administrators. closer to the Exchange in the
Exchange server is network.
good and reliable Check that the connector is in the

same LAN (> 10 Mbps) with Exchange
server and that the Exchange is not
far away geographically. Check that
there are no packet losses (ping) in
between connector machine and the
Exchange.

Check that ping round trip time is less
than 10ms to the server.

Language setting for |Check that language setting for non- |[Select the language that is used
non-unicode programs|unicode programs is set correctly in this service.

opening Control Panel => Regional
and Language Settings => Advanced

5.3 Exchange Environment Specific Error Situations

5.3.1 Upgrading from Exchange 2000 to 2003 causes MAPI errors in
user accounts

The default active directory security settings change from Exchange 2000 to Exchange 2003.

Check Active Directory privileges for the Service Account (privileged user). The original
privileges may have been changed when upgrading Exchange.

For more information, see end of chapter 2.3.2, which describes setting access rights to the
connector user account.

5.4 Troubleshooting Push Clients

Please, see the End-user Guide document for instructions to troubleshoot operations in Push
Clients.
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6 Additional Support and FAQs

6.1 Frequently asked questions

Q.

A.

> 0 P O

When I add a new user to the Push Connector the user’s status does not change to
“Started”.

A possible reason for this is that the "Telia Mobil Mail” Client on the mobile device is not
running, or the mobile device is out of packet data coverage. Also, if the activation email
is not in ASCII (‘Plain text only’) format, the provisioning email may be rejected.

Why do emails not always arrive to my mobile device immediately when they come to my
corporate mailbox even though the client is up and running without showing any
warnings?

There are usually two reasons that occasionally may cause delays in the service. 1. The
email routing from your corporate email server to “TELIA MOBIL MAIL"” Relay Server has
delays. This is typical for email routing systems especially when there is a lot of email
traffic in the network. 2. Your mobile device has gone out of packet data coverage
temporarily and the “Telia Mobil Mail” Client has not yet recovered it automatically.

During Installation of "Telia Mobil Mail” Push Connector I get an error saying, “Please
check that the MAPI profile you specified is correct.”

Please make sure that the MAPI profile name on your Exchange setup is ‘Outlook’ (or ‘MS
Exchange Settings’ in Exchange 2000). If it is something else, please rename it to
‘Outlook’ to overcome the problem.

I'm trying to verify that user permissions for the privileged user account have been set
up correctly. When I try to open user’s Inbox as the privileged user by using Outlook on
the Push Connector computer I get an error saying “"Unable to open the folder. Cannot
find the folder Inbox”. What’s wrong?

The privileged user has not been granted sufficient rights to access other users
mailboxes. Please refer to installation chapters for instructions how this can be done.

User’s status in the “Telia Mobil Mail” Push Connector is in Warning state, what does it
mean?

The service is working normally, typically the reason for warning is that some items could
not be read from the Exchange or user’s quota is exceeded. The service will automatically
recover from these incidents once the initial reason is resolved.

When I use the Management Console in another language than English, I still get some
error messages in English. Is this normal?
Error messages derived from host system error messages are displayed in English.

Why do the emails not disappear immediately from the outbox of mobile device even if
the "Telia Mobil Mail” client is connected and running well?

Emails disappear from the outbox after the mail has been delivered to the Push
Connector and it has informed the Relay Server about this. Thus, the delays of email
routing between the Relay Server and the corporate email server may cause the emails
to stay in the outbox for a long time.

I'm using MS Exchange 2003 server and adding users causes some users to go into error
state.

This is known problem in Microsoft Exchange 2003 and MAPI connections prior to the
latest patches. Please, see chapter 2.2 and upgrade to the specified version.
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6.2 Additional support

If you are experiencing problems with “Telia Mobil Mail”, please contact your “TELIA MOBIL
MAIL" reseller for additional support.

When submitting a support request, please include the following information in the request to
enable us to help you faster:

@)
@)

@)
@)

Your name

Company name

Reseller/operator name (if applicable)
Privileged user email address
Environment information

Exchange/Domino server version

Outlook/Notes version used on the connector server
"Telia Mobil Mail” edition and version

Mobile device type and version

Affected user(s) email address(es)

e Description of the problem

o

O O O O O O

Is this a new or existing installation?

What happened (detailed steps)?

What did you expect to happen?

When did the problem occur?

Email, appointment subject where the problem occurred
How to reproduce the problem?

What works?

Please include also log files from the connector and clients if possible:

Push
Connector

Windows
phones

Symbian
phones

See section 3.6 for information about the Push Connector log file locations.

Windows phones have the log file(s) in the root directory: ExmController.txt

The Duality.log.txt can be seen by viewing the settings in your phone's Duality
client or selecting Menu>Tools. Choose View log. You can view, copy, read, save
or beam the log to another machine.
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