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ECAS User Manual

The European Commission Authentication System (ECAYS) is the service allowing users to
access most of the digital systems developed or used by the European Institutions.

To have access to the "Mobility Tool" and be able to manage your mobility project(s), you
havetoregister in ECAS.

The purpose of thismanual isto explain how to register in ECASfor thefirst time and how to
change your password or personal data.

Please notice that once created in ECAS, the same login and password is to be used for any
system under ECAS authentication. If you already have an ECAS account for the same email
address, you will be able useit to accessthe " Mobility Tool". Thereisno need to create a new
one.
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Reqgistration with ECAS (average time: 10 minutes)

1. Open the following pagédittps://webgate.ec.europa.eu/aida/selfreg

“European Commission
Authentication Service

English {en} -

European Commission Authentication Service (ECAS): User Registration Form

Pleaze fill in and submit the information requested below to register as a user of European Commission
Information Systems. The username you choose (or the one assigned to you) may be used to log inte any system
using the ECAS authentication service that vou are authorised to access. When you login, yvou will =ee an ECAS
page with a banner similar to the one on this page.

If wou are asked to specify your domain when logging in, choose "External”

Fialds marked * sre mandstory

Choose a username (optional):

First name:

E-mail:

I
|
Last name: I =
|
I

Re-enter your e-mail address:

Email preferred language: English (en) -

Privacy statement:
¥ Privacy statement for users registered with the European Commission's = C\

Identity Management Service
1. What is the Identity Management Service?

The European Commission's [dentity Management Service (IMS) provides a
common way for users to register or be registered for access to a number of
different Commission information systems or services (referred to hereafter as
sites).

You are affected by this orivacy statement if vou use the Furopean Commission

r By checking this box, vou acknowledge that you have read and understoad the privacy statement

Security check:

b |
Trv a different image

Please type in the characters in the above image

upper and lower case may be used interchangeably]
-
Submit |

DIGIT:: |

e

This website iz managed by the European Commission's Informatics DG

cefting (o=

dansk (da) Priuacy Statement 1
Deut=ch (de)

eesti (2]

hhrwikd (el Plea=z [l
English (=n) [nfaimatia
espanol (es) 2:"::‘ Ecz_-
frangais Cfr)

italiano (i) I yau ane

|atwies (vl

listuviu 0) Choaze a .
magwar thu)

talti (it Fusl name
HNededands (nl)

polski (ol Laxl name
portugués (prl E-mail:

romaEna (rod
slowending (sk)
slovens&ina (=10 Email pr=le
suami (i)
swanska (5w

Re-=nL= oy

Frivacy =La
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3. Fill the mandatory fields of the User Registratiorm and select your language preference.

Fields marked * are mandatory

Choose a username (optional):

First name:

E-mail:

Last name: I =

Re-enter yvour e-mail address:

Email preferred language: I English (en) 'I*

4. Read and accept the privacy statement.

Frivacy staternent:
4 Privacy statement for users registered with the European 75 q

Commission’s Identity Management Service
1. What is the Identity Management Service?

The European Commission's Identity Management Service (IMS) provides a
common way for users to register or be registered for access to a number  w

¥ By checking this box, you acknowledge that you have read and understood the privacy staternent

5. Enter the characters that appear on the secumgkdimage. If they are not clear enough click
on 'Try a different image" link.

Security checl:

Try a different image

Please type in the characters in the above image
tupper and lower case may be used interchangeably)
it

6. Click on "Submit" button.

7. Within minutes an automatic email will be sent toe tmailbox indicated in the User

Registration Form. The email message will contairser name for the new account and a link

for the initialisation of the user password.
8. In the received email click on thethislink>" to initialise an ECAS password.
9. Create your new password.
Keep in a safe place your login and password. You will need them to access the M obility Tool

when you receive a message communicating that your project data is already available in this
tool.
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Creation of a new password (average time: 5 minutes)

If for any reason an automatic email with link mitinlise password did not arrive, please follow th
steps below.

1. Open the following pagédittps://webgate.ec.europa.eu/cas/ec

European Commission
Authentication Service

=> EUROPA > Authentication Service > Welcome

Welcome to the Commission's Authentication Service for External Users

This =ite provides common authentication services to Commission information systems, with secure user login through a common login procedure, reducing the number of
times users have to enter their username and password.

ou can get more information and help by clicking here
Have you already created your first password? If not, you can do it here

Need to change your password? Change mv password

Forgotten your d? Start the procedure for obtaining a new passward

You can also just |oqin or view the data this service holds about vour account

vord ! Privacy Statement ! Contact ! Help Ww‘ﬁ;’“{‘o D GlT ke

| S This Website is managed by the European Commission's Infarmatics DG - Version 1.18.5 - Srocezzins

2. Click on the link in the line starting withHave you already created your first password? | f
not, you can do it here>

3. Fillin the Password Initialisation form

Username or e-mail address I

Caonfirm username or e-mail I
address

Security check

Try a different image

Trv the audic version &)

Please type in the characters from the security check
(upper and lower caze may be used
interchangeably)

Request ECAS password I

4. Click on the button Request ECAS passwor d>
5. An automatic email will be sent to your mailbox.

6. Inthe received email click on the link to createEECAS password.

- Page 4/9
Document Version 1.00 dated 13.5.2011



Password change (average time: 2 minutes)

1. Open the following pagéittps://webgate.ec.europa.eu/cas/ec

European Commission
Authentication Service

>> EURDPA > Authentication Service > Welcome

Welcome to the Commission's Authentication Service for External Users

This site provides common authentication services to Commission information systems, with secure user login through a commeon login procedure, reducing the number of
times users have to enter their username and password.

¥ou can get more information and help by clicking here

Have you already created your first password? If not, you can do it here

Need to change your p d? Change mv password

Forgotten your p d? Start the procedurs for obtaining a new passward

You can also just |ogin or wiew the data this service holds about your account

i Change Password ! Privacy Statement | Contact ! Help

2. Click on the link in the line starting with Meed to change your password? Change my
passwor d>

3. Log in to ECAS with your username and current pasdw

Domain External (*)

Username or e-mail addressl

Password |
[T Remember me
[T warn me each time an application asks for my identity

[T Wiew my ECAS account details after legging me in

Login I

4. Specify a new password, accordingly to the rulesiged.

Change ECAS password

Uzername

Clomain External
ECAS password I

The new ECAS password |

Confirm new ECAS password |

Submit I

5. Click on <Submit>
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Forgotten password (average time: 5 minutes)

1. Open the following pagédittps://webgate.ec.europa.eu/cas/ec

European Commission
Authentication Service

>> EURDPA > Authentication Service > Welcome

Welcome to the Commission's Authentication Service for External Users

This site provides common authentication services to Commission information systems, with secure user login through a commeon login procedure, reducing the number of
times users have to enter their username and password.

¥ou can get more information and help by clicking here

Have you already created your first password? If not, you can do it here

Need to change your password? Change mv password

Forgotten your p d? Start the procedure for obtaining a new password

You can also just |ogin or wiew the data this service holds about your account

& Password | Privacy Statement @ Contact

&
i
‘o
o
o

2. Click on the link in the line starting withFor gotten your password? Start the procedure for
obtaining a new passwor d>

3. Fill in the Password Change form

Username or 2-mail address |

Confirm username or e-mail I
address

Security check

Trv the sudio version o )

Flease type in the characters from the secunty check
{upper and lower case may be used
interchangeably]

Request ECAS password I

4. Click on the button Request ECAS passwor d>
5. An automatic email will be sent to your mailbox.

6. Inthe received email click on the link to resetiy&CAS password.
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Change of first name, last name or email address

1. Open websitéttps://webgate.ec.europa.eu/cas/Icamal login. Make sure your domain is set to
External.

Comain External (*)

U=zername or e-mail addressl

Password |
[T Remember ms
[T warn me each time an applicaticn asks for my identity

[T wiew my ECAS acceunt details after logging mein

Login I

2. After the login, open the following padettps://webgate.ec.europa.eu/cas/ec

European Commission
Authentication Service

>> EUROPA > Authentication Service > Welcome

Welcome to the Commission's Authentication Service for External Users

Your are logged in as (registered to 3.

This site provides commeon authentication services to Commission information systems, with secure user login through a commen login procedure, reducing the number of]
times users have to enter their username and password.

You can get more information and help by clicking hers
Have you already created your first password? If not, you can do it here
Meed to change your password? Chanoe mv password

Forgotten your p d? Start the procedure for obtaining & new password

You can also just |[ogin or view the data this service helds about vour account

Logout (nosmenml) : Change Password

| e This Website i= managed by the European Commission's Informatics DG - Version 1.18.5 -

3. Click on the link wiew the data this service holds about your account>
4. Click on the button M odify my personal data>

5. Change your information

Fizlds marked * are mandatory

Username:

First name:

Last name:

T—‘——-
*

E-mail:

Email preferred language: English (en)

- |

Save |

6. Click on the Save> button
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7. An automatic email will be sent to the new mailbox
8. In the received email click on thehislink> to confirm the change of the email address

Account removal

1. Open websitéttps://webgate.ec.europa.eu/cas/Icaymal login. Make sure your domain is set to
External.

Cramain External (*)

Username or e-mail addressl

Fassword I
[T Remember me
[T warn me each time an application asks for my identity

[ wiew my EC&S account details after legging me in

Login |

2. After the login, open the following padettps://webgate.ec.europa.eu/cas/ec

European Commission
Authentication Service

>> EUROPA > Authentication Service > Welcome

Welcome to the Commission's Authentication Service for External Users

Your are logged in as (registered to ¥

This site provides commen authentication services to Commission information systems, with secure user login through a commaon legin procedure, reducing the number off
times users have to enter their username and password.

You can get more information and help by clicking here
Have you already created your first password? If not, you can do it here

Need to change your p d? Change mv password

Forgotten your p d? Start the procedure for obtaining a new password

You can also just [ogin or view the data this service holds about vour account

I._.;_‘_;. yut (nosmenml) -:- Change Passwor Privacy Statement Contact Help %C&ﬂ“ﬁ; I lT’",_::

s This Website is managed by the European Commission's Informatics DG - Version 1.18.5 - Sroceszsing: L0

3. Click on the link wiew the data this service holds about your account>
4. Click on the button M odify my personal data>
5. Click on the button Belete>

6. Confirm your choice.

Please note, ECAS accounts are never deleted eattldated" for accounting purposes.
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ECAS account rules

1. An ECAS account is unique and can be associatddomily one, changeable email address.

2. An ECAS account never expires.

3. An ECAS account can be locked. This measure is takign after 5 unsuccessful login
attempts. The locking is automatically releasedraft minutes.

ECAS password rules

A password must contain at least 10 characters fhoe® out of four different character groups.
A password expires 180 days after being changéut@lised.

A warning is given 5 days before password expiratio

A password cannot be changed until it is at leakdylold.

The last 5 passwords are remembered and cannetussed.

arwbdpE

ECAS account support

1. ECAS Help websitenttps://webgate.ec.europa.eu/cas/ec/help.jsp
2. ECAS Helpdesk: DIGIT-USER-ACCESS@ec.europa.eu
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