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Chapter 1 Introduction

1.1 Introduction
Thank you for purchasing this 150Mbps Portable 3G
Wireless Router

3G150M is a 150Mbps Wireless Router which complies
with the latest IEEE802.11n standard and is compatible with
IEEE802.11b/g standards. It supports 3G network access
and provides up to 150Mbps wireless receiving and sending
rate, 3 times that of G-products. Besides, it provides four
working modes.

3G Router Mode: It is the default mode. In this mode,
the router can co-operate with USB 3G modem card via its
usB
port. By simply configuring the network parameters, mul-
ti-computer can share the 3G network service. It is espe-
cially suitable for places where it is not convenient to estab-
lish fixed broadband and users who are in need of a mobile
networking solution.

Wireless AP Mode: In this mode, it can be used as the
converter between wired and wireless signals. For example,
when the device is connected to the broadband interface in
one room of a hotel with a network cable, multi-computer
can share the Internet without configuration.

WISP mode: To amplify wireless signal and share the

Internet with multi-computer, you only need to do some
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simple configuration on this router. This mode applies to
WLAN wireless Internet access provided by ISP.

Wireless Router Mode : Broadband access cable can
be connected to RJ-45 port, and the device can be used as a
wireless router for multi-computer to share the wireless
network. This mode applies to various broadband
environments, such as ADSL and cabled TV access and so
on.

3G150M integrates 3G Router, Wireless Router, WISP and
Wireless AP working modes for various wireless access
applications. In addition, it provides “Mode” button -
extremely convenient for working modes switching. This
router can also be powered via the computer’s USB port for
you to establish the wireless network conveniently and
flexibly.

In a word, the 3G150M is an exquisite and portable
router which can apply to various wireless networks and is
an ideal choice for businessmen and fashion followers to
access the Internet wirelessly.

1.2 Product Features

» Supports IEEE 802.11n, IEEE 802.11g, IEEE 802.11b,
IEEE 802.3, and IEEE 802.3u standards.

» Adopts the advanced 11N technology, designed with an
internal high performance antenna, and with 150Mbps

transmission rate, 3 times that of 54Mbps products.

5
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» Supports 3G router, wireless AP, WISP and wireless
router working modes.

» Supports 64/128-bit WEP, WPA, and WPA2 encryption
methods and security modes, etc.

» Supports WPS wireless configuration and one WPS
button encryption method.

» Provides one 10/100Mbps auto-negotiation Ethernet
port for LAN/WAN usage.

» Supports xDSL/cable modem, broadband static and
dynamic connection.

» Supports remote web management.

» Supports wireless roaming technology for highly
efficient wireless connections.

» Supports hidden SSID function and MAC address-based
access control.

> Provides system log for recording the router’ running
status.

» Supports IEEE802.11b/g/n auto negotiation/manual
mode.

»  Supports UPnP and DDNS.

» Supports LAN access control over Internet connection.

»  Supports virtual server, and DMZ host.
>

Internal firewall to prevent hacker attack.
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1.3 Package Contents

Please unpack the box and check the following items:

» One 150Mbps Portable 3G Wireless Router
> One Power Adapter

» One Quick Installation Guide

> One Software CD

> One Common USB Line

> OneY Type USB Line

If any of the above items are incorrect, missing, or
damaged, please contact your Tenda reseller for immediate

replacement.
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1.4 LED Indicator and Port Description

1.4.1 Front Panel and LED Indicator Show

>

Il [l

ﬂ 1508 i 36 Wirless Roor ot sc1s0M |

Znda

N 2
LT o =T

LED indicator description on the front panel: (from L to R)

3G Router: Lighting up blue indicates the device is in
3G Router working mode.

AP: Lighting up blue indicates the device is in wireless
AP working mode.

WISP Router: Lighting up blue indicates the device is
in WISP Router working mode.

Wireless Router: Lighting up blue indicates the device
is in Wireless Router working mode.

3G: Insert the 3G USB modem card. When the indicator
Lights up, it indicates the device is well connected.
Flashing indicates it is transmitting data packets.
WPS/Reset: Press the button for one second, the
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indicator will be flashing which means the device is
negotiating with the Client in WPS mode.

» LAN/WAN: Lighting up blue indicates the Ethernet
cable is well connected and flashing indicates it is

receiving or sending data packets.

1.4.2 Side Panel Show

Uil | |wesmeser  wooe | ] | Iy
1] vuu vuu

WPS/RESRT: Wi-Fi Protection Setup button and system
reset button. Press it for 1 second, the WPS function will be
enabled and WPS indicator will flash. Keep pressing this
button for 7 seconds, the settings configured in this device
will be deleted and it will restore the settings to factory
default.

MODE: Press this button to change working modes and the
corresponding mode indicator will light up blue.

1.4.3 Rear Panel Show

1 N
LAN/WAN ) Y

/

e
( )
ﬁ — POWER F
— (1) —
. [ﬂ,:,ﬂ] Iy,
N N ey
T — — |

Rear panel port description: (From Rto L)
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POWER: Mini USB power port for power adapter
connection or you can connect it to the PC' USB port
with the included USB line.

» LAN/WAN: The 100Mbps LAN/WAN Ethernet port, in
Wireless Router mode, it is used as a WAN access port
to connect the DSL MODEM, superior equipment, etc.
While in 3G Router, AP, and WISP mode, it is used as a
LAN port to connect the PC, Ethernet Switch.

» USB: USB 2.0 port is for 3G USB Modem card
connection, such as TD-SCDMA, WCDMA2000, and
WCDMA, etc.

10
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Chapter 2 Hardware
Installation

2.1 How to Install the Router

If you want to configure the router, please follow the
steps below to connect it to the computer. For better wireless
performance, please put the device in the middle of wireless
coverage area.

Please use the included power adapter to power the
Router. (NOTE: Use of a different power adapter could cause

damage and void the warranty of this product).

ﬁﬁ.
) S

2.2 Network Connection Topology
2.2.1 3G Router Mode

A. If you use a wired network adapter, please follow the
diagram below to establish the connection.

11
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Alf you have a 3G USE modem card (such as TD-SCDMA, CDMA2000, and
WCDMA modem cards] and you need to share 3G signals fo access the
Internet, please connect the USB modem card to your router's USB port (the
USB line is not a must).

G MaetWork ﬁ

3G UsE Modermn Card

B. If you use a wireless network adapter, please follow the

diagram below to establish the connection.

3G189C 3G USB Modem Card

%ISDMISGSDDM

Portable 3G Wireless Router

3G Router Mode:

If you have a 3G USB Modem Card and 3G
Network Service, you can share the 3G
Internet access with others anywhere and
anytime.

2.2.2 Wireless AP Mode

12
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2Wireless AP Node

Comnect a single Bthernet cable to the access point or let it
pick up another wireless devices’s transmission, and make a
wireless comnection available to all in range

Internet

CABLE/DSL MODEM

N —__¥ired Router

361501/36300K
Portable 36 Wireless Router

N NN

2.2.3 WISP Mode

3. WISP Mode:

This is mainly used in hotspot access. Not only your computer
can connect to the Internet via o router in WISP mode, but other
Wi-Fi devices (PDA, PSP, Wi-Fi phone) can access the Internet
without running up bills.

3G150M/300M Portable
3G Wireless Router

2.2.4 Wireless Router Mode

13
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4. Wireless Router Mode:
Use this mode to form a wireless local network that has broadband
access via an Ethernet cable.

\ ————""" CABLE/DSL MODEM

3G150M/300M Porfable
3G Wireless Router

14
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Chapter 3
How to Log in to the Router

The chapter mainly presents how to enter the Router’s Web
page. In 3G Router, wireless AP, and WISP modes, you can
configure the router by connecting it to the computer via
network cable. In wireless router mode; you can only
configure the router with wireless network adapter. The
default web page login IP is: 192.168.0.1

3.1 Connect with wired network adapter.

3.1.1. Configure the IP address of your computer’s wired
network adapter.

Right click "My Network Places” on your computer desktop

and select “Properties”.

15
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3.1.2. Right click “Local Area Connection” or “Wireless

Network Connection” and select “Properties”.

i

3.1.3. Select “Internet Protocol (TCP/IP)” and click

“Properties”.

<L Local Area Connection Properties

General | Advanced

Caonnect using:
B8 Realek RTLS139 Family PTI Fast Ett

This connection uses the following items:

"I B oS Packet S cheduer =l
¥ %= AEGIS Protocol (EEE 802,14 v35.30 |
1 5 Inteimet Protocal (TEPAP) |

el
[l 2]
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

3.1.4. Select “"Obtain an IP address automatically” or select
16
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“Use the following IP address”.

A. “Obtain an IP address automatically” as the following
diagram:

Internet Protocal (TCP/IP) Properties

General | Altemate Configuiation

You can get IP settings assigned automaticaly f your network suppotts
this capability. Othennise, you need to ask your network adkainktiator for
the appropriate IP settings.

() Obtain an P address automatically
{0 Use the following IP address:

(%) Obtain DNS server address autamatically
) Use the following DNS server addiesses:

o) [t

B. “Use the following IP address”

Internet Protocol (TCP/IP) Properties

General
“You can get IF setings assigned automatically if your network supports
this capabilty, Otherwise, vou need ta 2sk, your network. admiristrator for
the appropriate |P settings.
) Obtain an |P address autamatically
) Uss the following IP adeess
1P address [92 8. 0. 2 |
Subriet mask: 25,255 2% 0
Default gateway: 192.168. 0 . 1
@) Uss the following DNS server addissses
Preferred DNS server: 132168, 0 . 1 |
Alernate DN server
-
Enter:
H

> IP Address:

192.168.0.XXX: (XXX is any number
17
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from 2~254)
» Subnet Mask: 255.255.255.0

For example:

> IP Address: 192.168.0.2

» Subnet Mask: 255.255.255.0

» DNS Server: Input the DNS server address provided
by your ISP. You can also use the Router as the DNS

proxy server. Click "OK” to save the configurations.

3.2 Connect with wireless network adapter.
If you switch to Wireless Router mode, you can only
access the Router’s web interface by using a wireless
network adapter. Then set the wireless connection as below.
3.2.1 . Right click "My Network Places” on your computer
desktop and select “Properties”. As we can see from the

picture below, the wireless connection is disconnected.

LAN or High-Speed Internet

3 Local Area Connection 3 Wireless Metwork Connection 2

o
"__T}" Connecked :!ﬁ Mok connecked
T Inkel{R) PROSIO0VE Metwork . ] T G 802,110 USE Wireless LAM Card

3.2.2 . Right click “"Wireless Network Connection” and refer

to chapter 3.1.3 and 3.1.4 for IP address configuration.

3.2.3 . Right click “Wireless Network Connection” and
select “View Available Wireless Networks”.
18
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On the right of the interface it displays all the wireless
signals scanned by the current network adapter, click

“Refresh Network List”, and the SSID entitled “Tenda” will

[
Network Tasks Choose a wireless network
R Refreshnetworklist lick an ke inthe list below to connect to a wirsless network in range o to get mare.
information
<2 setup a wireless network (qy ™ L
For a hame or small office ﬁ
Unsecured wireless network wlll
Related Tasks ((ﬁ)) Hobldatain
i) Lesrn about wireless Unsecured wireless netwark atll
netcrking (tcyy) Tenda_Public
Yy Changs the order of (ﬁ u
preferred networks © Security-enabled wireless network (WRA) atll
Gp Change advanced ey T
settings ﬁ
| Securiy-snabled wircless netork (WPA) anl

This nebwork requires & netviork key. TF youwant ko connect to this
network, cick Cornec

D-Link

g [
[ come: ]

3.2.4. Select “Tenda” and click “Connect” or double-click

“Tenda” to connect to this device.

3.3 Log in to the Web Interface.

After finishing your computer's network adapter
configuration, you can follow the steps below to log in to the
Router’s web interface.

3.3.1 Open a web browser such as Internet Explorer and
enter IP address:http://192.168.0.1 and press “Enter”.

19
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7 hitp://192.168.0.1/ - Microsoft Internet Explorer

Fle Edit wew Favortes Tools Help

Qe - © - [x] [B] @ Pwwsr Jrroms @ - 1n 3 B

fddress | 48) htp:f]192.168.0.1

3.3.2 Input “admin” in both User name and Password fields
and click “"OK".

Connect to 192.168.0.1

%

‘Wireless-M Broadband Router

User name: | admin v|
Passward: | aessel |

Remember my password

3.3.3 If you enter the correct user name and password,

you will come to homepage interface as is shown below.

30 Rater
Please clck N and confgus the deviestepby st

20
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Chapter 4 Setup Wizard

There are four working modes: 3G Router, Wireless AP,
WISP, Wireless Router. This chapter describes the basic

settings of different modes using Setup Wizard

4.1 3G Router Mode
4.1.1 Log in to the Web interface

In “3G Router” mode, click “Setup Wizard” in the left
column and then click “Next” to configure the connection

3G Router Wireless AP WISP Wireless Router

3G Router

System Status

Advanced Settings
WLAN Settings 3G Router
DHCP Server Pleese click Hext" and configure the device step by step

Next

Security Settings

Routing Settings

System Tools
Logout

—>What New at

TENDA>>>

©2009 Texda

method.

21
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4.1.2 Configure the Connection Method

Network Settings :

5P [I5% Information —= =]
Batr PN Coce I
Diek 1
Advanced PPP Settings :

Usermaroe L ]
= I
Notice : Notice: Flease enter the carrect ascording to the

of your ISP, After finishing and saving the settings, please check the connection
status on the nmuing status page. It costs sbout | minute to Dial-up, but the time
needed 15 different according to different raodel of USBE modem card. If som still
can't successfully Dial-up, please try to unplug and plug the USE modem card
again or reboot the Router,

Select the Internet Service Provider (ISP) of your 3G
modem card from the ISP list. If you don’t find the 3G
modem card you are using from the list, please select
“OTHER” and input the correct parameters, if you are not
sure about them, please inquire the technicians of your ISP.
For parameters not provided by your ISP, just leave the
corresponding fields blank.

If your 3G modem card can not be used via this router,
please log in to our website to download the latest upgrade
software to upgrade the device’s software. After this, if you

still have problem, please consult Tenda technical support.

22
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4.1.3 Wireless Basic Settings

Metwork Made 11big/n mixed mode  x

S3ID Tenda

EBroadeast S5ID @ Bnabls ¢ Disabls

BSSID C8:3435F09DCE

Channsl 2437MHz [Channel B) =
Operating Mode @ Mized Mode " Gresn Field
Channel Bandwith a0 @ 2060

Guard Inferval Clong & Auto

MCS Auto @

Reverse Ditection Grant " Disable (* Enable

Extend Channel 2417MHz (Channel 2) =
Aggregation MSDU(A-

* Di (ol
MSDU) Disable " Ensble

> Network Mode: Select one mode according to the
using environment, and you are recommended to use
the 11b/g/n mixed mode.

» SSID: SSID (Service Set Identifier) is the unique
name of the wireless network. You can change it to
other names.

> Broadcast SSID: Select “Enable” to enable the
device's SSID to be visible by your wireless devices.
The default is enabled.

» Channel: The wireless frequency used by wireless
network. You are not recommended to use the same
channel that used by other SSIDs for using the same
or neighboring channels would cause mutual
interference and reduce the router’s transmission rate.

Please refer to chapter 6.1 wireless basic settings for

23
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other settings.

4.1.4 Wireless Security Settings

SSID - "Tenda"
Security Mode | Disable =l

DNote: Wirelsss Securityy Setting

802.11n standard only defines Open-Hone (Disable), WPA-
personal-AES, WPA2-personal-AES three kinds of encryption
wncdes, different vendoes may have corapatibility issues

It is suggested that you choose WPA2-Personal for
“Security Mode” and AES for “WPA Algorithms”, you only
need to input 8~63-bit Pass Phrase combined with numbers,
letters and characters. Click "Next” to save the configuration.

More details please refer to the following chapter.

Click “Apply” to save the settings.

The cordfiguration is corapleted Click Apply to actirate your settings or press Back to
change your settings

The Router is rebooting to bring the configuration into
effect, please DO NOT power off it.

24
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17%

4.2 Wireless AP Mode

In “Wireless AP” mode, click “Setup Wizard” in the left
column and then click "Next”. Please refer to chapter 4.1.3 to
4.1.5 for the setting methods

3G Router WISP Wireless Router

AP Mode
Setup Wizard
Log Out

—What New at

TENDA>>> AP Mods

©2009 Tenda, Please click Next ad coufigw the device step by step.

In this mode, as the converter between the wired and
wireless signals, the router provides a central access point
for wireless access and allows multi wireless client to access
simultaneously (generally the computer with wireless
network adapter).Connect the router to the broadband
interface with one network cable, and multi-computer can
share the wireless Internet without configuring the device
,but the computer’s TCP /IP properties should be set as
“Obtain an IP address automatically”’(generally DHCP

25
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function is supported by broadband router).

4.3 WISP Mode

If you are provided the wireless WAN access by your ISP
to access the Internet, you should select WISP mode. Please
follow the “Setup Wizard” to configure the device.

4.3.1 In WISP mode, click “Setup Wizard” in the left

column and then click “Next”.

56 Router 1 Wireless AP wis Wireless Route

WISP Made
Pleas cick Nest e configus thedevie step by tep.

4.3.2 Click “Scan” to scan the wireless signals in WISP

settings interface, and select the channel you want to use.

26
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331D TENDA,
MAC 00: b0:0e:30:01:98

Charnel 1 8
SecwityMode  |[WPAZ-PSK -
WPAMWEAZ
o) &
Algprithms TKIP AES

Pass Phrase:

Chaose  SSID MAC Channel  Security Signal

o = 8303502008 1 WPAPSK/TKIP 65

a | TENDA  00b00e300198 1 NONE 34
© Tend®99 833524848 6 NONE 0
o Tenda  00:10:180109:58 & NONE 100
€ IPCOM  c8335100c00 6 NONE 81
9] Tenda®90 83235375047 8 NONE 0
9] Tenda®9  c83a35:40e0.70 é HONE 0
8] TendalDD o8 3a3516:41 8 é HOHE 0
8] TendalDD o8 3a3512:62:48 é HOHE 0
8] 520 00:14:78 fece 1400 10 WPAZPSK/AES 10
(s} Tenda 00b08c05 2668 11 NONE 2
o 32 O0b00cdedfd] 11 WPAZPSK/BES 81
€ IPCOM 83253000150 13 NONE 29
€ eCos test c83a530L0£54 13 WPAPSK/MES 81
9] Hesot 78:09:0e:01-02:00 13 NONE 55

» SSID: SSID (Service Set Identifier) is the unique name
of the wireless network. Enter the SSID of the WISP AP
that needs to be connected to this device.

» MAC Address: Input the wireless MAC address of the
wireless AP that needs to be connected to this device.
Sometimes, MAC address is also hamed BSSID.

» Channel : Specify the effective channel (from 1 to
13\Auto) of the wireless network. The channel you
select must be the same with that of the AP provided by
your ISP.

> Security Mode: The security mode and pass phrase
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you set should be the same as that of the AP. More

details please refer to chapter 6.2.

4.3.3 Connection Method

 Dymanaic IP {via DHCP)

€ Static IP

" ADSL Virtual Dial-up (via PPPoE)
€ L2TP

 PPTP

In WISP mode, there are five access modes: Dynamic IP
(via DHCP), Static IP, ADSL Virtual Dial-up (via PPPoE), L2TP
and PPTP. The default mode is Dynamic IP. If your ISP
provides you the Dynamic IP access mode, please select
“Dynamic IP” and click “next”. If you are provided the static
IP access mode, please select “Static IP” and fill in the
parameters provided by your ISP or network administrator
and then click “"Next”. If you are provided the PPPoE access
mode, please input the user name and password provided by
your ISP and click “Next”. In L2TP and PPTP modes, you
need to input the IP address, user name, and password.

Please refer to chapter 4.1.4 to 4.1.6 for further settings.

4.4 Wireless Router Mode

In wireless router mode, you can directly connect it to
28
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broadband devices or home broadband cable such as DSL
modem, and CABLE modem.

First, log in to the router’s management interface as
chapter 3 described. The configuration steps are as follows:

4.4.1 In Wireless Router” mode, select “Setup Wizard” in

the left column and then click “Next”.

T Wil Ar s T—

Wielss Router Mods
Plesse click Next and confige the dvice step by sep.

4.4.2 Connection Method

Refer to chapter 4.3.3 for connection methods selection.

& Drymamic [P (via DHCF)

© Static IP

€ DL Virtual Disl-up (via PPPaE)
C LaTP

C PPTP

NOTE:

In this mode, the LAN/WAN port can only be used as a
WAN port. After the settings takes effect, if you want to log
29
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in to the Web interface, only the computer with wireless
network adapter can access the wireless router (please refer
to chapter 3.2 for the login method), and share the
broadband service. When you finish the settings, you can set
the computer’s Internet Protocol (TCP/IP) as “Obtain an IP
address automatically” (refer to appendix Ifor setting
method).
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Chapter 5 Advanced Settings

5.1 LAN Settings

This section mainly describes how to configure the TCP/IP
parameters of LAN port. Configuration interfaces vary in
different modes.

5.1.1 1In 3G Router mode, WISP mode, Wireless Router
mode, please configure the LAN port parameters as the
diagram below (NOTE: In wireless router mode, you can only
configure the device by using the wireless access way).

This is to configurs the basis paramsters for LAN ports
MAC Addess  CE3A35F0ODCE

IP Address 192.168.0.1
Submet Ilask 255.265.255.0

» MAC Address: It displays the router's LAN MAC
address, which can not be changed.

» IP Address: The Router’s LAN IP address (not your
PC’s IP address). The default value is 192.168.0.1.

» Subnet Mask: The Router’s LAN subnet mask. The
default value is 255.255.255.0.

NOTE:
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If you change the IP, you need to use the new one to log in

to the Web interface.

5.1.2 LAN Settings in Wireless AP Mode

This is to configms the basic parameters for LAN ports
MAC Address  CE3A35FOSDCE

1P Mods Static [P hd
IP Address 192.168.01
Subnet Mask 2562552560

Default Gateway |192.168.0.254
Primary DNS o
server

Secondary DNS o

server

Hostoeme  [Tenda  |(Optioma)

» MAC Address: It displays the router's LAN MAC
address, which can not be changed.

> IP Mode: You can select “Static IP” or “Dynamic
IP”. If you select Static IP, you need to input the
parameters provided by your ISP. If you choose
Dynamic IP, you should set the computer’s Internet
protocol as “Obtain an IP address and DNS sever
automatically”.

> IP Address: The device’s LAN IP address (not your
PC's IP address). The default value is
192.168.0.1.If you change it, you need to use the
new IP to log in to the Web interface.

» Subnet Mask: The Router’s LAN subnet mask. The
default value is 255.255.255.0.
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>

NOTE:

Default Gateway: Input the Gateway provided by
your ISP. If you are not sure, please inquire your
ISP or network administrator.

Primary DNS Address: Enter the necessary
address provided by your ISP.

Secondary DNS Address: Enter the second
address if your ISP provides, and it is optional.
Host Name: The device’s wins hame which you can

use to visit the device.

Once you changed the IP address of the LAN port, you

should use the new IP to enter the WEB management

interface.
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5.2 WAN Settings
5.2.1 3G WAN

Network Settings :

ISP [iEP nformation —= 7]
Entex PIN Code [
Access Point Narae: .
Dist 7
Avanced PPP Settings :

Username 7
Passuord L ]

Internst Conmection Option:
 Connect Autoratically
€ Connect Manually
€ Connsct on Desand
I Il Time: [60___](60-3600 seconds)
" Clonnect on Fied Time

IMPORTANT: Please set the tire in systera Tools, before you select this
Interet connection.

TeeFom[0 ] [0 0]

Time format, Hours:0~23; Iinute:0~-59

Select the corresponding ISP to identify the 3G modem
card and auto-match the 3G network parameters, which
makes it convenient for 3G network users. If you don't find
your ISP name in the list, please select "OTHER” and input
the parameters provided by your ISP.

Click “System Status” to view the connection status
between current 3G WAN port and your ISP. When it shows

“connected”, you can share the 3G network service.
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Connection Status Conmgeted
WAN [P 1125779212
Subnet Iask 255255255255
Crateway 10.64.64.64
Prirmary DS Server 21021196
Secondary DNS Server 221 58888
Connection Iode 3G WAN
Clonnection Time 00:09:01

Titeer of this raonth 00:10:01

[ Eonnect | [ Disconnect

Internet Connection Modes:

There are four Connection modes: Connect Automatically,

Connect Manually, Connect on Demand, and Connect on

Fixed Time. Please select according to your needs.

»

Y

NOTE:

Connect Automatically: Connect automatically to
the Internet after rebooting the system or connection
failure.

Connect Manually: When the network is
disconnected, users can connect it manually.
Connect on Demand: Dial up automatically when
there’s data transmission.

Connect on Fixed Time: Connect to the Internet

during the time you specified automatically.

We recommend that you use the “Connect on demand”

mode, in this mode the router will disconnect the 3G modem

card connection when the computer is turned off or there’s
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no traffic being transferred, so even you forget to turn off
the router, it won’t waste the money in the UIM. For your
convenience, the router will dial up automatically when the
computer needs to have access to the Internet. When there’s
no traffic, you need to log out all programs that can be
connected to the external network, such as, thunder, BT and

SO on.

5.2.2 WAN Settings in WISP Mode and Wireless
Router Mode

Depending on your access ways, there are five ways of

WAN configuration.

A. Dynamic IP

Wi connection mode: Dymaraic I[P

MTO 1500 | Do MOT IModifyr Unless Necessary)

» MTU: Maximum Transmission Unit. The default value is
1492. DO NOT modify it unless necessary. But if some
specific websites or web application software can not be
open or enabled, you can have a try to change the MTU
value as 1450, 1400, etc.
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B. Static IP

" Diymamic IP {via DHCP)

¥ Static IP

" 4DSL Virtual Disl-up évia PPPoE)
£ 1aTP

< PPTP

P Adiness fpooo
SmetMek 0000
Defiit Gatewny  [0000 |
PawaryDNS |
SscondayDNS |

If your connection mode is static IP, you can modify the

parameters as is shown in the above diagram

» IP Address: Enter the WAN IP address provided by
your ISP. If you are not clear, please inquire your ISP.

> Subnet Mask: Enter the WAN Subnet Mask. The default
value is 255.255.255.0.

> Gateway: Enter the WAN Gateway provided by your
ISP.

» Primary DNS Address: Enter the necessary address
provided by your ISP.

» Secondary DNS Address: Enter the second address if

your ISP provides, and it is optional.

C. ADSL Virtual Dial-up (via PPPoE)
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' Dymamic IP (via DHCF)

' Static IP

¥ 5 DSL Virtual Dial-up (via FPPaE)
' LaTP

" PPTP

User Mame |pppoe_user

Password Ipppoe_passwd

» Connection Method: It shows the current connection
method.
» User name: Enter the user name provided by your ISP

» Password: Enter the password provided by your ISP.

D. L2TP

" Dymariz IP (via DHCE)

£ Static IP

" ADSL Virtual Dialup {via FPPOE)

& LaTP

 PPTP

LITP Server [0000  }1P or Domain rawe)
User Nome:

Password

Adress Mode: [Static =]

IP e L 1
Submet Mask: [
Defuult Giateway- ]

> L2TP server: Ihe 1P address or domain name of the

destination server and it is used to specify the
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destination address which needs for L2TP connection.

» User name/Password: Used to validate identity when

connecting to the L2TP server.

» Address Mode: Set the router’s IP address mode, you

can select either “Dynamic” or “Static”. If your ISP

doesn’t provide the IP address, please select “"Dynamic”.

All the above parameters are provided by ISP.

E. PPTP

© Dymamic IP (via DHCP)

 Static [P

" ADSL Virtual Dial-up {via PPPoE)

€ LaTP

@ pPTP

PPTP Server: ppip_server TF or Dornain name)
User Nare, pptp_user

Basgond

Acdress Mode Static =

IP Address 18216811

Submet Mask: 2652652550
Dot Gatevay-

For PPTP connection configuration, please refer to the L2TP

connection method.

5.3 MAC Address Clone

This page

is for the Router's WAN MAC address

configuration (Only in Wireless Router mode)
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WAN MAC Address Clone.

MAC Addess
[ RestoreDefauitmac_ |[ Clone MAC Address |

Some ISPs require user's MAC address to access their
network. This feature copies the MAC address of your
network device to the Router.

» MAC Address: It displays the router's WAN MAC
address, which can be entered manually.

> Clone MAC Address: Copy the computer's MAC
address to the router’s WAN port as the router’s WAN
MAC address.

» Restore Default MAC Address: Restore the router’s

WAN port MAC address to the default.

5.4 DNS Settings

DNS is short for Domain Name System (or Service).The
server that implements domain name service is called DNS
server, which is used to respond to the domain name service

inquiry.
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DNS Settings ~
PrnayDNSAddess [ ]
Secondary DMS Address [ Yaptional)

> DNS settings: Tick to enable the DNS server. The
router’'s DNS address connected via WAN will adopt the
manually added DNS address. Router’s DHCP sever will
answer the client’s requests and distribute DNS address.

» Primary DNS Address: Enter the necessary address
provided by your ISP.

> Secondary DNS Address: Enter the second address if

your ISP provides, and it is optional.

NOTE:

After the settings are completed, reboot the device to

activate the modified settings.

41



Tenda ®150Mbps Portable 3G Wireless Router User Guide
Chapter 6 WLAN Settings

6.1 Basic SettingS

IV Enable Wireless

Hetwork Mode 11bfg/ mixed mode ¥
sSID Tenda

Broadrast(SSID) © Enble Disshle

BSSID CE3AISFOIDCE

Charmel 2437MHz (Channel )~
Operating Made & Mied Mode ¢ Green Fisld

Channel BandWidth oo 2000

Guard Interval Clong ® Buto
MCS Auto ¥
Reverse Direction

(o] @
GrnRDG) Disable Enghle
Extension Charmel 2417MHz (Channel 2) ¥
Aggegation MSDU

[ C
(A MSDU) Drisable Enghle

> Enable Wireless: Tick to enable the Router’s wireless
features. If you don’t want to use this feature, you can
disable it and all functions related with wireless will be
disabled.

» Network Mode: From this drop-down menu, you can
select the wireless standards running on vyour
network. The default is 11b/g/n mode.

11b mode: Select it if you have only Wireless-B
devices.
11g mode: Select it if you have only Wireless-G
devices.

11b/g mixed mode: Select it if you have only
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Wireless-B and Wireless-G devices.
11b/g/n mixed mode: Select it if you have
Wireless-B, Wireless-G and Wireless-N devices.

» SSID: SSID (Service Set Identifier) is the unique
name of the wireless network. Enter this SSID for
wireless devices to have access to the router. You can
either customize a network name or use the default.

» Broadcast (SSID): Select “Enable” to enable the
router’ SSID to be scanned by wireless devices. The
default is enabled. If you disable it, the wireless
devices must know the SSID for communication.

» BSSID : Basic Service Set Identifier of wireless
network. In IEEE802.11, BSSID is the MAC address of
wireless access point.

» Channel: The channel used by the current router. You
can select other effective channels from the drop-
down list. There are channels 1 to 13 for your options.
When there are many wireless signals around, you can
select a different channel to reduce interference.

» Operating mode: works in 11n mode only. Different
wireless standards involve different frame formats in
physical layer. Green Field mode can greatly improve
the wireless transmission efficiency .However, if the
device that is using 802.11n Greenfield mode does not
adopt the same channel with that of 802.11b/g base

station, device in 802.11b/g mode can not
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communicate with the Greenfield connection point. On
the contrary, there will be collision, errors and
resending in the information transferring process
between them. For common usage, we recommend
that you use the Mixed Mode, which integrates
traditional mode and Green Field mode.

» Channel bandwidth: Select the best channel
bandwidth to enhance the wireless performance.
When there are 11b/g and 11n wireless clients, please
select the 802.11n mode of 20/40M frequency band;
when there are only non-11n wireless clients, you can
select 20M frequency band mode; when the wireless
network mode is 11n mode, please select 20/40
frequency band to boost its throughput. After you
finish the settings, click “"Next” to enter the interface
for wireless encryption settings.

» Guard Interval: Works in 11n mode only. 802.11b/g
standards require there’s an 800 ns interval between
the information signs when sending them and this
interval is called Guard Interval (GI).Different Gls
determine whether there’s interference affecting the
transmission rate while sending the signal. We
recommend that you use the default value.

» MCS (Modulation Coding Scheme): Works in 11n
mode only. The physical rate relies on several
elements such as modulation method, encoding rate,

the amount of the three-dimensional flow, 40MHz
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binding or not, thus, these elements which influence
throughput combined will generate multiple physical
rates for you choices. MCS can be interpreted as the
complete combination of the elements which influence
the rate. Each combination is uniquely marked with an
integer.

> Extension Channel : To figure out the network
frequency range in 11n mode.

» Aggregation MSDU: Aggregates multi-MSDU to
become a bigger load. The MSDU can be considered
as an Ethernet Message. Usually when AP or wireless
client receives the message (MSDU) from the protocol
station, they would mark it with Ethernet Head, which
is called A-MSDU Sub-frame. However, it needs to be
converted to 802.11 message format before being
sent out through RF port. And A-MSDU technology
aims to aggregate several A-MSDU Sub-frames and
send out by encapsulating them into an
802.11message.Thus, it reduces the occupied bits of
PLCP Preamble, PLCP Header and 802.11MAC which
are required to send an 802.11message.Besides, the
amount of response frame is decreased and the

message sending rate is improved.
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6.2 Security Settings

This interface enables you to configure wireless
encryption. This device supports WPA-Personal, WPA2-
Personal, mixed WPA/WPA2-Personal, Mixed WEP, OPEN, and
SHARED etc. It is suggested you encrypt the wireless
network to avoid network stealing. Three commonest
encryption methods are introduced here (you need to input
password to connect to your wireless network adapter when
you have encrypted the router, please refer to Appendix II

for configuration methods).

6.2.1 WPA-Personal

WPA is a standard and interoperable WLAN enhanced
security solution which greatly strengthens the existing and
future WLAN system data protection and access control
ability. WPA originates from IEEE802.11i standard, and is
compatible with it. WPA guarantees to protect WLAN users’
data and only the authorized network users can have access
to WLAN. The encryption Algorithms it adopts is better than
WEP.
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331D -- "Tendad56"

Security Moade IWF‘A- Persanal j
WP Algorithins @ AES CTKIP O TKIPZAES
Pass Phrase |PIsChangeMe

KeyRenewal Intervadl— [900 sonond

Notice: Wirless Seruity Settings

802.11n only defines three standard encryption methods: Open-Nong (Disable),
WP - Persomal- AES, WP A2-Personal- 4AES. Other encryption methods are
nonstandard, There may be compatbility problems among different
manufacturers

» WPA Algorithms: You can choose either AES
(advanced encryption standard) mode or TKIP
(temporary key integrity protocol) mode.

> Pass Phrase: Please enter the encryption character
string. It consists of 8-63 ASCII characters.

» Key Renewal Interval: It refers to the valid period

for the key.

6.2.2 WPA2-Personal

WPA2(Wi-Fi Protected Access version 2) provides better
security than Wireless Equivalent Privacy ( WEP ) or Wi-Fi
Protected Access ( WPA ) does. It does not only adopt TKIP

encryption but also the new encryption mode----AES.
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551D -- "Tendad3a"

Secwrity Mods IWF‘AZ - Personal j
WPA Algonithis @ 4ES CTKIP © TKIPZAES
Pass Phrase |P\50hangeMe

KeyRemewallnterval  [3600  sopond

Notice: Witelass Security Sattings

802 11n only defines three standard encryption methods: Open-Mone (Disshle),
WEA- Personal-AES, WPA2-Personal- 8ES. Other encryption methods are
nonstandard, There may be compatibility probleres among different
ranfacturers

» WPA Algorithms: Select data encryption type. AES
(advanced encryption standard), TKIP (temporary key
integrity protocol) and TIKIP&AES are supported.

> Pass Phrase: Please enter the encryption characters
string. The valid character is ASCII. It consists of 8-
63 ASCII characters.

» Key Renewal Interval: It refers to the valid period

for the key.

6.2.3 Mixed WEP

Wired equivalent protection (WEP) encrypts the data
wirelessly transmitted between two devices to avoid
unauthorized users’ wire tapping or invasion. WEP security,
based on RC4 data encryption technology, provides data
confidentiality, integrity, and authentication for wireless

network communication.
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SSID -- "Tendad36"

Seouity Mods [Wixed WEP =l

Defanlt Key m

WEFKeyl: | [Hex =]
WEPKey2: | [Hex =]
WEPKey3: | [Hex =]
WEF Key 4: | |Hex j

Notice: Wireless Security Settings

802 11n only defines three standard encryption methods: Open-Hone (Disable),
WP A- Personal AES, WP A2-Fersonal- AES. Other encryption methods are
romstandard. Thers ay be compatibility probletas amemg diffsrent
manufarturers.

» WEP Key: It can be set as ASCII and Hex formats.

> Key description: Select ASCII code (5 or 13 ASCII,
invalid characters such as / and ™are forbidden) or
valid Hex characters (10 or 26 hex characters).

> Default Key: You can select one among the 4 preset

keys.

6.3 Advanced Settings

This section introduces configuration of wireless advanced
functions, which enables you to configure wireless
parameters at length, including BG protection mode, basic
data rates, Fragmentation threshold, RTS threshold, and
WMM etc.
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BG Protection ode | Auto ¥

Basiz Data Rates [Defauit1-26.511 mbps) =]
Beacon Inferval 100 s (range 20 - 999, default 100)
Fragent Theeshold  |2346 (range 256 - 2346, default 2346)
RT3 Threshold 2347 {range 1 - 2347, default 2347)
TZ Pawer 100 (range 1 - 100, defaalt 100)
WM Capable & Eable  © Disable
APSD Capahle " Enable @ Disable

Apply

> BG protection Mode: “Auto” by default. It is good for
relatively slow 11b/g wireless clients to connect 11n
wireless network smoothly in a complicated wireless
area.

» Basic Data Rates: You can select one suitable Basic
Data Rate from the drop-down menu according to your
need. The default value is (1-2-5.5.-11Mbps). It is
recommended not to modify this value.

» Beacon Interval: Set the beacon interval for AP.
Generally, the smaller the interval is, the faster wireless
clients connect; the bigger it is, the higher efficiency
wireless network data transmission will achieve. Default
value is 100. It is recommended not to modify this
value.

» Fragment Threshold: The fragmentation threshold
defines the maximum transmission packet size in bytes.

The packet will be fragmented if the wireless data
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packet is bigger than the threshold setting. The default
size is 2346 bytes. It is recommended not to modify this
value.

» RTS Threshold: RTS is short for “Request to Send”.
When the packet size exceeds this threshold, enable
CTS/RTS to reduce collision possibility. For the long-
distance clients to access in interference involved
environment, set a relatively smaller RTS value. It is
recommended not to modify the default value in SOHO
environment; otherwise it will affect AP performance.

» TX Power: Set the output power of wireless radio. The
default value is 100.

> WMM Capable: It will enhance the data transfer
performance of multimedia data when they’re being
transferred over wireless network. It is recommended to
enable it if you are not familiar with WMM.

> APSD Capable: It is used for auto power saving

service. The default is disabled.

6.4 WPS Settings

WPS (Wi-Fi Protected Setting) is an easy and quick way to
establish the encrypted connection between the wireless
network clients and the device. Users only need to enter PIN
code or press WPS button on the side panel to configure it
.In the "WLAN settings” menu, click "WPS settings” to enter
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the configuration interface.

You could setup security sasily by choosing PIN or PBC method to da Wi-Fi
Protected Setup

WES Settings:  Dissble & Enble

WES mode ® ppC O PIN

WPS Summary

WES Current Status Idle

WES Configwed: Ho

WES 551D Tendad56
WES Auth Mods: Open
WPS Encryp Type: Hone

WP3 Default Key Index: 1
WPS Key( ASCIT):
4P PII 5T690322

» WPS Settings: To enable or disable WPS function. The
default is “disable”.

» WPS mode: Provide two simple WPS ways: PBC (Push-
Button Configuration) and PIN code.

> PBC: Select the PBC and click “save” or press the
WPS /RESET button on the back panel of the device for
about one second, at the same time enable client’s
WPS/PBC to establish connection.

> Operation process: Press the button for about one
second and WPS indicator will be flashing for 2 minutes,
which means the WPS is enabled. During the flashing
time, you can enable the WPS/PBC of the wireless client
for them to negotiate. Two minutes later, the WPS
indicator will be off, which means the WPS connection is

completed. Repeat the above steps to add more clients.
52



)
'enda 150Mbps Portable 3G Wireless Router User Guide

»

At present, the WPS supports up to 32 clients

PIN: If this option is enabled, you need to enter a PIN
code matching with the one in the wireless client.

WPS Summary: It displays the current status of Wi-Fi
protected setting, including authentication mode,
encryption type, default key and other information.
WPS Current Status: “Idle” means WPS is in idle
state. “Start MSC process” means the process has been
started and is waiting for being connected. Configured
means the negotiation between server and clients is
successful.

WPS Configured : “ Yes” means WPS feature is
enabled and goes into effect. "No” means it doesn’t
takes effect. Usually when the AP-security has been
enabled, it displays “No”.

WPS SSID: It displays the main SSID set by WPS. WPS
only takes effect in main SSID

WPS Auth. Mode: The authentication mode adopted
by WPS, usually it is WPA/WPA2-Personal mode.

WPS Encryption Type: The encryption type used by
WPS, generally AES/TKIP.

WPS key: The effective key automatically generated by
AP.

AP PIN (KEY) : The PIN code used by default.

Reset OOB: Press this button, the WPS client will be in

idle state, and WPS indicator will turn off. AP will not

53



)
'enda 150Mbps Portable 3G Wireless Router User Guide

respond to the WPS client’s connection requests.

6.5 WDS Settings
Wireless AP signal coverage has range limits. WDS s
mainly used to repeat wireless signal, and enlarge its
coverage. Please keep SSID, channel and encryption type of
all AP respectively consistent.
This router supports three WDS modes: Lazy, Bridge,
Repeater.
> Lazy: In this mode, the connected router must be in
Bridge or Repeater mode and the MAC address of your
router must be entered.
> Bridge: In this mode, the connected router must be in
Lazy or Repeater mode. Manually add the MAC address
of the connected router to AP MAC address list or scan
to select.
> Repeater: In this mode, the connected router can be
in Lazy, Bridge mode or single client. Manually add the
MAC address of the connected router to AP MAC address

list or scan to select.
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6.6 Wireless Access Control
To secure your wireless LAN, the wireless access control
is actually based on the MAC address management to allow

or block the specific clients to access the wireless network.

MAC Address Filter: [T g

MAC bddress IManagernent
MAC Address Action

> MAC
Address Filter: “Allow”: to only allow the clients in
the list to access the wireless network. “Block”: to only
prevent the clients in the list from accessing the

wireless network;
» MAC Address Management: Input the MAC addresses

of the wireless clients you want to allow or block and
click “Add".

» MAC Address list: Show the added MAC addresses.
You can add or delete them.

6.7 Wireless Connection Status

This page displays wireless client’s connection status,

including MAC address, rate, etc.
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The Current Wireless Access List

HO. AT Address |  Podwith |

» MAC Address: Shows the wireless MAC addresses of
the hosts connected to the Router.
» Bandwidth : Shows the channel bandwidth current

connected host (the wireless client) used.
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Chapter 7 DHCP Server

DHCP server is for the 3G Router, WISP and wireless

Router modes.

7.1 DHCP Server

DHCP server is to configure TCP/IP parameters for all the
computers in LAN. When you enable the router's DHCP
server, the DHCP server will automatically configure the
TCP/IP protocol for all the computers in LAN (including IP

address, subnet mask, gateway and DNS etc).

DHCP Server ¥ Enhle
IP Address Start 192.1620.
IF Lddress End 19216210,

Lease Time One day 'l

> »

DHCP Server: Enable or disable DHCP server to
automatically assign IP addresses.

» IP Address Start: Starting IP addresses automatically
distributed by DHCP server.

» IP Address End: Ending IP addresses automatically
distributed by DHCP server.

» Lease Time: The length of the IP address lease.
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Configuring a proper lease time can improve the
efficiency for DHCP server to reclaims the invalid IP

addresses.
For example:

If the lease time is an hour, then DHCP server will reclaim

the IP address every hour.

7.2 DHCP List and Binding

DHCP client list displays computers’ IP address, MAC
address, host name and other information which are
assigned by the DHCP sever. You can manually enter the IP
and MAC address and convert it to static allocation.
According to the connected computer's MAC address, DHCP
will assign the appropriate IP address. If you can not find the
corresponding static binding entry, assign an IP from the
DHCP pool to the computer. If the computer had been bound
for the IP address and MAC and they do not correspond,
then the computer will be unable to access Internet via the
equipment. (Binding it prevents the client changing IP

address and to evade the monitoring device)
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Static [P

IP Addwess 1921680 |

mecsdnes[ [} [ ]
| No. | IPAddress | MAC Address | IPMAChind | Delete |
| Host Name ‘ IP Adiress ‘ MAC Address | Lease

» IP Address: Enter the IP address which needs static
binding.

» MAC Address: Enter the MAC address of the computer
you want to bind.

> Host name: It displays the name of the bound
computer.

» Lease Time: The left time for the corresponding IP

address lease.
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Chapter 8 Virtual Server

Virtual Server feature is only for 3G Router, WISP, and

Wireless Router modes.

8.1 Port Range Forwarding

This section deals with the port range forwarding mainly.
The Port Range Forwarding allows you to set up kinds of
public services such as web servers, ftp, e-mail and other

specialized Internet applications on your network.

The Router can be configured as a virtual server onbehalf of local sexvices behund the LAN
port. The given remote requests will be re-divected to the local servers via the virtual server.
This section deals with the port range forwamding mainly. The Port Range Forwarding
allows you to set up kinds of public services such as web servers, ftp, e-mail and other
specialized Intemnet applications om your network

NO.  Start Pori-End Pori To IP Address  Proiocol Enable Delete

L[ e waiesofin ] [ToR 7]
a [0 enisse[ ([foP ]
s [ e[ |[TeRF]
s [ Jwneso[_|[TcP 7]
C A N Y1) m— |
s [0 Tuenese[ ([P ]
w [ W Jwaee[ [TCP ]

Wellknown 75|y < [Emalm |1 -

Service Port:

q
1

o o e o
o o e o

» Start/End Port: Service port range provided by the
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mapped host in internal network.

> IP Address: the IP address of the computer which is
used as a server in LAN.

» Protocol: It includes TCP, UDP and Both. Select “Both”
when you are not sure about which protocol to use.

> Enable: Only after you enable it, can the configured
rules go into effect.

> Delete: Click to empty the parameters.

» Well-Known Service Port: In “Well-Known Service
Port” there are commonly used protocol ports. Select
one among them and a serial number for ID then click
“Add” to add it to the list. You can also manually add the
ports which are not included in the “Well-Known Service
Port”.

» Add: helps you to add the Well-Known Service Port to

the item you are configuring.

For example:

The server at the IP address of 192.68.0.10 in LAN
provides WEB service at the port of 80 and Telnet service at
the port of 23. If you want the clients on the Internet to visit

this server, please set the device as the diagram above.
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NOTE: If you set the virtual server of the service port as
80, you must set the Remote Web management port on
“Security Settings” menu at any value except 80, such as
8080. Otherwise, there will be a conflict to disable the virtual

server.

8.2 DMZ Settings

IMFORTANT: When snshlsd the DMZ host, the firewall settings of the
corputer will not fimstion

DMZ host [P ¥ Enble

» DMZ Host IP: Please enter the IP address of the LAN
computer which you want to set as the DMZ host.
> Enable: Click to enable/disable the DMZ host.
For example:
Set the LAN computer at the IP address of 192.168.0.100
as a DMZ Host to intercommunicate with another host on the

Internet.

NOTE:
When the DMZ host is enabled, the computer is completely
exposed to extranet, and the firewall settings of the DMZ

host will not function.
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8.3 UPNP Settings

UPnP (Universal Plug and Play), which goes into effect
under Windows XP or Windows ME (NOTE: system needs to
be integrated with or installed with Directx 9.0) or would
also go into effect if you have installed application software
that supports UPnP. With the UPnP function, hosts in LAN can
request the router to process some special port switching so
as to enable external hosts to visit the resources in the

internal hosts.

Enghle UPrP I

> Enable UPnP: Click to enable/disable the UPnP.
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Chapter 9 Traffic Control

9.1 Traffic Control

Traffic Control is for communication traffic limit in the LAN
and WAN. It can support limitation rules up to 20 entries and
simultaneously control maximum of 254 PCs' traffic. In

addition, IP address range configuration is supported.

Traffic Contro]

Interfoce Tpload BY Download B

wan [z e weyen
Proiocol Port Semvice

Services: |TCP =] [5050 [HTTP Secondary =]

IP weaese. [ [

UpDown: [Up 7

BWRaer: [ .| (kByek)

Apply: r

‘N\un‘l’nn‘ﬂ" Up/Down ‘ BW Range ‘Alyply|Eﬂil|Del‘

» Traffic Control: To enable or disable the internal IP
traffic control. The default is disabled.

» Interface: Enter the actual uploading and downloading
bandwidth in WAN port.

> Service: To select the service type for traffic control,
such as HTTP service.

> IP Address: The range of IP addresses, it can be a
single IP or IP range.

» UP/Down: To specify the traffic heading way for the

selected IP addresses: uploading or downloading.
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Bandwidth Range: The Minimum/Maximum
Uploading/downloading data traffic (KB/s) which can not
exceed the WAN bandwidth limit.

»  Apply: Check to enable the currently edited rule.

» Add: Click “add to list” button to add the current rule to
the rule list.

> Apply: Click “Apply” to activate the current rule.

» Cancel: Click “Cancel” to drop all settings saved last

time.

9.2 Traffic Statistics
This function is to calculate the data traffic of the client that

connected to this router and the speed of each client.

I Enable

IP ddress

Receive Paclet | 20 B ‘

UP Rate(KBytels) | Down Rate(KBytefs) e

Send Packet |Send Biyte(lByte)
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Chapter 10 3G WAN Traffic

10.1 3G WAN Traffic

In 3G WAN access mode, 3G WAN traffic statistic function
is supported. Click "3G WAN traffic" to check the router's
Internet traffic, transmission rate, transmission data volume
and data traffic for the recent two months, and you will know

how much traffic still can be used.

The results are only for reference, for the actual traffic please goes to the ISP

Upload speed: 0 Kbps
Dovwmnload speed: 031 Kbps
TX byrtes: it 32 KB
FX btes: 13822 KR

30 WAN traffic of June : 80664 KB
35 WAN traffic of May:  0KB

Save Traffie data: & Disthle " Enable

NOTE: this function is only for 3G WAN.

You can enable or disable “Save Traffic data” in 3G WAN
Traffic. The default is disabled. Enable it and the system will
save the 3G traffic data.
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10.2 Connection Timer

In 3G WAN access mode, Connection Timer function is
supported. Click “System Status" to know the WAN port
connection time, Internet access time of this month and

other information.

Conmeetion Status Connected

WAN [P 11297.79.212
Subret Mask 255253255255
Gateway 10.64 64 64
Privary DS Server 21021196 6
Secondary DNS Server 22158888
Conmection Mods 30 WAN
Connection Time 00:09:01

Tirner of this ronth 00:10:01

\ Connect \ | Disconnect |

NOTE:

The statistics of 3G WAN Traffic and Connection Timer are

for reference only, the actual statistics is subject to the ISP.
(This router can only calculate the time or traffic flow when
the 3G modem card access Internet via the device; however,
it fails to do so when the 3G modem card is directly plugged

into the computer).

Chapter 11 Security Settings
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The security settings are for 3G Router, Wireless signal
amplification and Wireless Router modes. The security
settings of wireless access point (AP) mode please refer to
Chapter 6.

11.1 Client Filter

To better manage the computers in LAN, you can control
LAN computers’ access to some ports on Internet by data

packet filters function.

Client Filtering Settings V.

Acoess Poliy: | 10 T

Enable ¥ Delste the Policy
@ Disable

Filtering Mode access the Intermet
© Engble

Policy Neroe
Start IP: 1921680
End 1P 1921620
Fort
Type: [rer =

Tines: [0 ][0 ] [8 ][0 ]

Date: M Everyday 7 Sun 7 Mon 7 Tue [T Wen 7 The [T Fri 7 Sat

oy [Gancer |
> Client Filtering Setting: Check to enable client filter.

» Access Policy: Select one number from the drop-down
menu.

> Enable: Check to enable the access policy.

» Filtering mode: Select “Disable” to forbid the filtered
hosts’ corresponding ports to access the Internet at a

specified time. Select “Enable” to permit the filtered
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hosts’ corresponding ports to access the Internet at a
specified time.

> Start/End IP: Enter the starting/ending IP address.

» Port: Enter the controlled TCP/UDP protocol port; and it
can be a port range.

» Type: Select the protocol used by the controlled data
packets (TCP/UDP/Both).

» Time: Select the time range of client filter rule.

A\

Date: select according to your needs.

> Apply: Select “Apply” to enable the s