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Introduction

About INODE

iNODE is a Network Operating System that uses a license and a subscription system to
operate. It can be purchased in the form of a CD-ROM allowing for custom installation or as a
stand-alone device that includes all hardware with network and software component
necessary to operate.

iNODE offers a variety of connectivity features including VPN, Internet Connection Sharing,
RAS, and many more. The administration and the management of the system is fully web
based.
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In a nutshell iNODE is:

1) Offers Connectivity & Services for unlimited users

2) Robust solution based on Linux

3) Subscription based upgrades/services (dynamic IP, Support Services)
4) Configurable solely through the iNODE Web Management Interface

Depending on the configuration and network topology iNODE can transparently offer a
variety of services while replacing very expensive hardware equipment requiring tedious
configuration and a thorough understanding of networking concepts.

iNODE can operate in three different modes which can actually be upgraded or activated
when needed. These are:

1) Connectivity Router
* Internet Access Server / Router
*  WAN Interface support: PSTN ext. modem, ISDN SO or ext. TA, aDSL, SyncSerial or
F.R., Ethernet
¢ Dynamic IP
»  Powerful Dial Scheduler
e aDSL dial backup

2) Network Services

File Server

Proxy Cache Server with Bandwidth Control

E-mail Server with Anti Virus option

Optional VPN Server / Client

File Server

Fax Server

QoS, Traffic Shaper, URL Filtering, Transparent Proxy, NAT

3) Security
e Basic Unmanaged preconfigured Firewall
URL Filtering
Web access policies
Antivirus on Email Traffic
Anti-Relay RBL checks
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Chapter 1

Before you Begin

This chapter covers the main steps that you should complete to ensure that your network is
configured for iNODE. These steps are generic and apply to each installation type that iNODE
supports. Depending on your existing environment, there may be additional tasks necessary
for your small business. For example, you may need to repeat the installation steps for a
remote site of your small business network.

Regardless of your installation type, it is recommended that you complete the following
steps to ensure that everything is in place for a successful installation. The main steps to
complete before you begin installing iNODE include: identifying your network topology,
adding the server to the network, starting Setup, collecting required information, and
completing the configuration.
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Before you Begin 10

Step 1: Identifying your Network
Topology

It is vital that the identification of the network topology is complete before configuring
anything on iNODE. This is mainly because depending on your network topology different
iNODE services can be utilized. As such, repetition of the configuration and possible
malfunction that can be caused to the network while in process of changing will be avoided.

Peer-to-peer network

In a peer-to-peer network configuration, your computers are connected together to
communicate and share data. The computers may connect through an Internet connection
device that also provides firewall service for the local network. If you do not have a firewall
device on the local network, the computers connect through a switch or hub. Additionally,
they may share an Internet connection through one computer. Figure 1 shows peer-to-peer
network configurations with and without a firewall device.

Figure 1. Peer-to-peer network
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Before you Begin 11

Server-based network

In this server-based configuration, your network includes a server, such as an iNODE server
computer. In a server-based network, client computers connect to the Internet either
through the server or an Internet connection device. To protect the local network from
unauthorized Internet access, many small businesses have a firewall service running on their
server or on the Internet connection device, as shown in Figure 2.

Figure 2. Server-based network

Computer #1

Computer #2

Switch c Internit
or HUB Server onnectior
Device

Computer #3
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Before you Begin 12

Step 2: Understanding iNODE’s services

Having identified your networks topology is now time to understand the iNODE services that
can be utilized based on your network topology. In this section of the chapter an attempt is
made to cover the most common configurations and setups of iNODE.

The following figure shows all potential uses of an iNODE server.

Smart Phone
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Lant VPN Connection
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Access to fileserver Bandwidtt
is restricted by Management
Host and/or User
Home User Caching
Hidden Folders Incoming &
Internet ” File Outgoing Fax
Accessed  Common Folders & Storage
Servers iNODE
Private Folders Transpare
Data Base
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Before you Begin

INODE Internet Connection Device

In a server based configuration, your network includes a server such as a computer running
iNODE. In such a configuration the server is an interface to the outside world. As such, client
computers connect to the Internet through iNODE (Figure 4).

WW W

- Intarnet Access

- E-mail Server

= Fax Server

= Firewall & Antivirus
= Proxy Server

- File Server
- VPN Server
- QoS, Bandwidth Mgnt

FIGURE 4. iNODE as an Internet Connection device

Configuring the iNODE server in such a topology enables you to utilize the following services:

Unlimited Users

Email Server with remote mailbox delivery
Antivirus

User Administration

Remote Administration

Caching Web Proxy

Statistics per user & service

Bandwidth Management

URL Blocking

Connection Diagnostics

PSTN, ISDN, Leased Line, xDSL connections
Single dynamic IP account

13
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Before you Begin 14

INODE Firewall Internet Connection Device

To protect the local network from unauthorized Internet access, you can configure iNODE’s
firewall service, as shown in (Figure 5). Such a setup allows you to utilize all the

aforementioned services plus the security required to protect your network from malicious
Internet attacks.

FIGURE 5. iNODE Firewall

. dataways
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Before you Begin 15

INODE and an Internet Connection Device

You may choose to connect to Internet using a 3™ party Internet Connection Device such as a
router, or dial-up (PSTN or ISDN) router. This device is then connected to the iNODE server
through a secondary Ethernet Interface as shown in Figure 6.

FIGURE 6. iINODE together with an Internet Connection Device

The iNODE services that can be utilized in such a set-up are no differenS@W@rones
mentioned earlier including the firewall. The Internet Connection Device simply offers
another layer of abstraction to your Internet connection.

Depending on the services offered by your Internet Connection Device you have to decide
whether iNODE or your Internet Connection Device will offer NAT and / or Firewall services.
In cases where the type of Connection is aDSL PPPoE the Internet Connection Device, like
aDSL Modem with Ethernet interface, can be configured to do Bridging (RFC1943) and the
real IP (static or dynamic) may be used by iNODE itself.

Computer #1

Computer #2
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Before you Begin

INODE e-mail Server

If you choose to setup iNODE as an e-mail server only, then you will have to use an Internet
Connection Device which will then connect to your network’s hub or switch where the iNODE
server is connected (Figure 7).

Virus infected E-mails are
rejected, deleted and
Administrator is notified

Virus Infected

o

E-mail ’ :,,L, All updated Virus Definition
_ >< ) Files (VDF) are downloaded
o engine 4 automatically to each iNODE
Antivirus Scan ; :
ngine #2
$ \ w
. All incoming &

outgoing E-mails are
scanned for viruses

| Central Office |

FIGURE 7. iINODE e-mail Server

In such a network setup you may utilize the following iNODE services:
— Unlimited Users
— Email Server with remote mailbox delivery
— Antivirus
— User Administration
— Remote Administration
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Before you Begin 17

INODE Fax Server

iNODE is a perfect solution for fax serving. Users can be grouped by divisions or individuals
and fax lines can be dedicated for sending & receiving fax. Even remote users have access to

fax messages as the e-mail client is used for faxing.

Incoming &
Outgoing Fax

Internet Access r‘$
Internet VPN Connection S~
Fax Device

File L1
Grouping pool
Printing Device 5 “Financial Dept."

(for hardcopy FAX)

Remote user
Fax Client

Grouping pool
“Technical Dept.”

Message

Servers

&

FAX Message

Central Office

FIGURE 8. iNODE Fax Server
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Before you Begin 18

INODE File Server

iNODE offers File serving capabilities. Thus, many folders for file storage on the iNODE
system can be created in order to cover any organizations’ needs.

Each folder is equipped with its own permissions for security protection against unauthorized
users. In other words each folder can be “common” for access from all users, “private” or
“hidden”.

FIGURE 9. iNODE File Server

For more safety users are allowed to access the file server by a specific host only or with a
specific user ID and are restricted to either write and/or read the files contained.

File File File File
anc anc anc anc
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Before you Begin 19

INODE Proxy - Cache Server

iNODE offers advanced Proxy serving features allowing users to access the internet according
to parameters like: Time, User ID, Host PC & specific WEB site lists.

Also, iNODE offers bandwidth management services for the incoming traffic and can
guarantee specific bandwidth to users or group of users.

| AN
= eee

URL LIST URL LIST URL LIST
ROUP #1 GROUP #2 GROUP #3

Access is filtered by:
Content, Time, Gl
User & Host PC

v Bandwidth

Management

- @ o and/ or —a
]
4
Host P i | WEB

ST Cache
[P — Engine

User —
S~ and/or — Time

Central Office

FIGURE 10. iNODE Proxy - Cache Server

Amongst others the Proxy/Cache engine option is a perfect caching engine for internal users
speeding up the content that is delivered to the company’s users.
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Before you Begin 20

INODE Router

Many businesses have one or more remote sites requiring on-line connections with these sites
(Figure 11, 12). Due to its routing capabilities iNODE can replace traditional router solutions.

« Imbernet Access
= E-mail Server

—_ | = Fax Sodvos
=« Firgwall & Antivinus
= Promy Senser

= Fily Sarvor
- VPN Server
- QoS Bandwidth Mgnt

Degital rocd Line, PP, X.23, Digitsl nuéd Lime, PPP, .25,
Frame Relay. HOLG. otc Frama Rolay, HOLC. st

FIGURE 11. iNODE Router

iNODE supports almost all Layer 2 protocols such as PPP, Cisco HDLC. iNODE is compatible
with almost all well-known router models available on the market that support the same
standards.

Configuring your iNODE server as a router does not stop you from utilizing all the additional
iNODE services that were mentioned earlier. Depending on your business needs you may
decide to use all or a subset of those services.

The following figure shows a backup router configuration of iNODE.

. dataways
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Before you Begin

iWVPHN tunnel

FIGURE 12. iNODE Circuit Backup
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Before you Begin 22

INODE Virtual Private Network (LAN to LAN)

One of the most commonly used services of iNODE is the Virtual Private Network (VPN)
service. iNODE’s VPN service connects your small or large business remote sites seamlessly
requiring minimal cost and mainly effort. By utilizing such a setup your remote sites can
make use of all the applications and mainly data that exist in each of the connected sites.

iNODE guaranties to offer you
— Secured VPN connections with data compression
— Robust & secure encrypted tunneling/routing and
— DDR support

FIGURE 13. iNODE Virtual Private Networking

. dataways
© 2001-2004



Before you Begin

INODE Remote Access VPN

By utilizing iNODE’s VPN service allows your users to remotely connect to your business
network and have access to their data as if they were connected to the company’s LAN
(Figure 13). This service allows for secure access to your data over the Internet. A remote
user can connect either by dialing-up to the Internet or while connected to another LAN that
has access to the Internet.

This network setup allows your users to connect to your LAN remotely through internet
offering:

— Secure LAN Access Globally

— Remote POS

— Support contractors remote access

23
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Before you Begin 24

INODE Certification Authority - CA Manager

iNODE offers a Certification Authority server capable of covering secure communication
access needs like VPN access.

iNODE CA Manager can deliver certificates to be used from 3rd party applications like secure
exchange of e-mails and web server enabled applications.

CA, PKI
Server

WEB SERVER
Certificate

Certification,
Authentication =
Manager
& Repository

Remote VPN Client

Trusted Closed S

User Group

| Central Office

FIGURE 14. iNODE Certification Authority - CA Manager
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Before you Begin

INODE QoS - Quality of Service

iNODE can be used to provide Quality of Service for critical applications. A company has the
ability to offer a group of users a predefined minimum bandwidth for critical applications.

FIGURE 15. iNODE Quality of Service

This capability can be provided for Internet access where bandwidth management is
important in order to ensure that priority is given to certain users over others.

25
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Before you Begin 26

Step 3: Adding iNODE to your network

After you have identified your network topology and decided that you need to take
advantage off by utilizing iNODE, you can then add the iNODE server to the network. Add the
computer to a peer-to-peer network that has a firewall device or take advantage of iNODE’s
firewall.

If you decide to use an Internet connection device that provides a firewall service, you will
add the computer running iNODE to the network as shown in Figure 15. Additionally, ensure
that the power for the Internet Connection device is on.

Internet
Connetion
Device

iNODE as
Email Server
File Server
Fax Server
Proxy Server

FIGURE 15. Internet connection and one network adapter

In this configuration, the following applies:
The computer running iNODE uses only one network adapter to connect to both the local
network and the Internet. This limits the services offered by iNODE.

The Internet connection must use a separate network device, such as a local router (dial-on-
demand ISDN or Leased Line router). For this Internet connection device, your Internet
service provider (ISP) provides an IP address for the external interface. The IP address is
either dynamically assigned by your ISP, or you had to manually configure a static IP address
on the device.

The IP addresses for the LAN adapter on your iNODE server and the IP address for the
internal interface of your Internet connection device must be within the same range. For

dataways
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Before you Begin

example, if the Internet connection device also provides IP addresses to client computers,
you will need to use an IP address within the same range as the range of IP addresses used by
the internal interface of the Internet connection device.

Because the Internet connection device is the default gateway to the Internet, the device
must provide a firewall service or you must make use of a firewall device to protect your
local network from unauthorized Internet access. In this topology, you cannot configure the
firewall provided by iNODE because iNODE is not the gateway to the Internet. If you want to
use the firewall provided by iNODE, you must install a second network adapter in your iNODE
server and use it as an external interface connected directly with a crossed cable to your
Internet Connection Device. This way you may take advantage of all of iNODE offered
security services.

The method that you use to add the server to a peer-to-peer network that does not have a
firewall device on the local network depends on whether you have a broadband or dial-up
connection to the Internet.

Using a broadband connection

If you have a broadband connection but you do not have a device on your local network that
provides a firewall service, you must add the server that will run iNODE as shown in
Figure 16.

FIGURE 16. Broadband connection and two network adapters

In this configuration, the following applies:

There must be two network adapters: one network adapter connects to the local network,
and one connects to the Internet using an Internet connection device.

27
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Before you Begin

The Internet connection must use a network device, such as a DSL modem or cable modem.
Your ISP may provide a single real IP address (dynamic or static) and a range of real IP
addresses which are routed to your inside network. You can select to either configure
Internet Connection Device for Routing or Bridging. If you need real IP Address for iNODE you
can use configure that with 2 ways:

a) Internet Connection Device is configured with routing, Real IP Address range is
configured to the Ethernet interface of the device and iNODE will use one of the real
IP addresses.

b) Internet Connection Device is configured to do bridging (RFC1483), iNODE will run a
PPPoE client to its external LAN interface, real IP will be on the PPPoE connection of
iNODE and if there is a real IP range, this range can be routed behind iNODE (real
LAN).

If your Internet connection requires a user name and password, also called Point-to-Point
Protocol (PPPoE or PPPoA), these settings must be configured on your Internet connection
device or on iNODE. For information about how to configure PPPoE on your device, see your
device manufacturer’s documentation.

28
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Before you Begin 29

Using a dial-up connection

If you have a dial-up connection using either a dial-up modem or ISDN terminal adapter, you
must add the server that will run iNODE as shown in Figure 4.

iNODE will be connected directly to the Internet via a PSTN network (POTS or ISDN). You can
use the Dialup Scheduler to configure the time schedule of your dialup connections.

dataways
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Before you Begin 30

Step 4: Collect Required Information

Before you begin the installation process it is a good practice to have collected all the
required information needed to complete you installation process and to configure your
iNODE server.

To do so you will have to collect the following information:

1)

2)

3)

4)

User’s particulars. Make a list of the users that need to be added to the system
including answers to the following questions for each one of them:
a) Is VPN access required?
b) Is VPN access going to be granted over a static IP address?
c) Is there a mailbox required?
d) Will the user have access to :
e File Server
e Fax Server
e Proxy Server

Internet connection particulars, including public IP address, Netmask, User Name and
Password for the connection (if it is a dial-up connection), default gateway IP address,
Internet connection low level protocol settings (PPPoE, PPPoA, etc) etc.

Security. Is IPSec required? If yes then you will have to consider the following:

a) Who is the Certificate Authority?

b) Which users or devices are going to need certificates and of what sort?

c) Are there going to be any Road-Warriors configured on the system and how many?
d) If there a need for DHCP over IPSec ?

Will LAN users have access to all Internet Services or only via Web Proxy?

dataways
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Chapter 2

Installing INODE

iNODE can be purchased either pre-installed on a computer ready to be configured or in the
form of a CD-ROM where you have the option to install it on any computer of your choice.

If you have purchased a pre-installed version of iNODE then there is nothing you need to do
about installing it. Getting up and running is a matter of plugging the power cord and
configuring your iNODE server.

If you have purchased the iNODE CD-ROM then you have to follow the instructions provided in
this chapter. The set-up program will guide you through the iNODE installation process.

Keep in mind that iNODE recognizes two network interfaces. One interface is the LAN
interface connected to the internal LAN and optionally can use a second interface as WAN
interface. WAN interface can be a second Ethernet port, xDSL adapter, external PSTN
Modem Connection, PPPoE Connection, ISDN Connection, etc.

dataways
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Installing iNODE 32

Pre - Installed Version

Having purchased the pre-installed version of iNODE leaves you with only the following to do:

1) Connect the Ethernet cable of LAN switch to the Ethernet port at the back panel of the
iNODE device.

2) Connecting the power cord to the power supply at the back of the iNODE device

Front View of the device Rear View of the device

Figure 1

3) Start the device by pressing the power button on the front panel of the iNODE device

4) Start configuring iNODE by accessing the iNODE Web Management Interface through any
PC on your Local Network (LAN).

. dataways
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Installing iNODE 33

CD-ROM version

If you purchased a CD-ROM version of iNODE, the following installation procedure must be
followed in order to install all the necessary iNODE software on your own computer.

The installation procedure is quite simple as the set-up program will guide you through the
installation process.

The following table shows the minimum and recommended system configuration for the
computer on which you will install iNODE.

System Configuration
Minimum Recommended
Pentium 133 Mhz Pentium Il
32 Mb RAM 64 MB RAM
2,5 GB hard disk 4 GB hard disk
bootable CD-ROM drive bootable CRROM drive

Before you begin please make sure that the Network Interface Card (NIC) installed on the
computer where iNODE is to be installed is one of the supported NIC’s. Consult the Hardware
Compatibility List for that.

Finally, check that the DATE setting on your computer’s BIOS Setup is properly set.

Now you are ready to initiate the installation procedure. Insert the iNODE CD-ROM in the
bootable CD-ROM drive and restart the computer.

ATTENTION!

All data on the computer’s hard disk will be erased, as Setup will format
the entire disk to work for iNODE. It is necessary to keep a backup copy of
any operating system or data that you might need before you proceed.

The iNODE’s setup program should start automatically. By following the instructions bellow
your system will be setup in about 10-20 minutes depending on the available hardware.

1) Confirm or set the system date when prompted. If the setting is correct then just press
ENTER.

dataways
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Installing iNODE 34

iNODE wersion 1.2.1 - (C) 2001-2003 DATAWAYS Hellas S.A. All rights reserved.

System clock reports Z26-05-2004, 16:27.
Press Enter to continue if it is walid,
or the Reset Button to enter BIOS and correct it nowttt

Press the ENTER key when prompted for the disk capacity. If the computer you are
installing iNODE on was used for a different purpose then ensure that you have backed up
any files that you might need before you press the ENTER key.

Capacity Check: 16353 MB, Dk!
All existing data on this disk will be lost. Press Enter to continue._

Now the setup program has all the required information. You hard disk space will be
formatted and all necessary files will be copied on it.

Copying. This will take a few minutes

4)

3)

When prompted if your computer supports ACPI type y or n (yes or no) depending on the
motherboard’s manufacturer specifications and press ENTER.

Setting parameters.................

Does your PC BIOS has ACPI support emnabled(ysm): _

Having copied all the required files, the set-up program asks you to Press the ENTER key
to restart. Please remove all removable media (disks or CD-ROMs) from the drives.

Proceed configuring from web interface at http:--10.10.10.10:9234

Installation complete. Press Enter to restart.
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Installing iNODE 35

iNODE is now installed and ready to be activated. As the installation indicated, you can start
configuring your iNODE from its Web Management console as soon as the system restarts.
Please make a note of the URL which is given to you as it is the only way to access the Web
Management Console and configure your iNODE.

dataways
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Installing iNODE 36

Activating iNODE

iNODE’s activation and initial configuration can be done exclusively through the Web Interface
Management Software that comes together with every iNODE package.

Before trying to access the Web interface, make sure the iNODE server is connected on your
local network’s (LAN) switch or hub.

Alternatively the activation process can be done with a laptop or PC with an ethernet card,
which is connected with the iNODE’s network interface card with a crossed-over Ethernet
cable.

It is recommended to use Microsoft Internet Explorer 5.0 or later, with javascript enabled, to
access the Web Interface Management Software.

1) In order to access the iNode Web Inteface Management you first need to assign an IP
address in the range of 10.10.10.xxx (e.g. 10.10.10.1) with 255.255.255.0 netmask to the
computer that you will be using for this purpose.

The IP address 10.10.10.10 is reserved for the iNODE by default.

2) Start-up your Internet Explorer and in the address bar type the URL given to you during
setup. (http://10.10.10.10:9234/)

After entering the default credentials which is :

Username : inode.admin

Password : 009009
iNODE Web Management Interface appears and the Start up Wizard begins. The wizard will
assist you in configuring the desired IP address for iNODE, a connection to the internet,
and finally, the registration information required to activate iNODE.
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Installing iNODE 37

3) Click on “START” to begin with the Wizard.

iNODE Setup Wizard :: Welcome

Welcome to INODE

Thank you for selecting Dataways products.

The current version of iINODE allows a number of applications that set your company’s
standards much higher than before.

Before entering the iNODE user interface some data is necessary in order to activate the
applications.

The setup procedure takes only a few minutes to complete and includes 4 steps.

Please click on "Start” to begin.

Start »>>>

4) Firstly, you’re asked to enter the IP address that you wish iNODE to use for your local
network (LAN). Enter the IP address, as well as the netmask. Consult your network
administrator for the proper TCP/IP settings of iNODE.

iNODE Setup Wizard :: Lan Interface Setup Step 1/4

LAN Interface Setup

You must assign an IP address for use in your Local Area Network. The IP
address/netmask pair should match your current network configuration.

It is recommended to use an IP address from the private address space
(192.168.0.0 - 192.168.255.255, 10.0.0.0 - 10.255,255.255).

1P Address: [213.140.132.17 |

Netmask: [255.255.255.192 |

et >>>

i/ dataways
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iINODE identifies all possible network interfaces (such as
modems, network cards etc) that are available on the
computer during the installation process. It allows you then

to configure those interfaces only. In case a new interface is
added at a later stage, iINODE will identify it at the next boot

up.

iNODE Setup Wizard :: WAN Interface Setup Step 2/4

Async-Serial Connection through external AT modem or ISDN Terminal Adapter
COM1/COM2/USB serial ACM port

LAN/WAN router
®
Use another router as a default gateway

PPP over Ethernet client
Run the PPPoE client on an ethernet interface

@ ISDN Controller (5 bus) single/multi-link ISDN connection
+ FEicon.Diehl Diva PCI ISDN adapter

- Sync-Serial High-speed connection (x.21) up to 8Mbps
~ - HDLC controller missing or not supported -

- xDSL Cennection via xDSL Controller
- xDSL controller missing or not supported -

5) The wizard will propose to you the available interfaces for connecting to the Internet. It
only shows the interfaces that have been detected during the installation process by the
system. This can be any of the following:

a) Serial Line Connection through analogue modem or ISDN Terminal Adapter or USB
modem.
i) Select this option if you have an analogue modem or an ISDN Terminal Adapter
connected to a Serial port on your iNODE computer.
ii) The Wizard will next prompt you for the necessary information such as (username,
password, phone number etc.) required in establishing a connection with the
Internet.

i dataways
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b) Internet Connection through LAN interface
i) Select this option if there is already a router connected to the Internet in your
local network (LAN). All Internet traffic is forwarded through this router.
ii) The Wizard will then prompt you for the IP address of default gateway i.e. the IP
address of the router in your LAN.

c) ISDN Connection through Network Interface Card

i) Select this option if any of the following PCI cards is installed: AVM fritz, Eicon
DIVA, ELSA MicroLink or QuickStep, Teles.

ii) The Wizard will next prompt you for the necessary information such as (ISDN
Account, phone number etc) required in establishing a connection with the
Internet. (connection speed may vary between 64 and 128 Kbit/sec depending on
the connection you have with your provider)

d) Internet Connection through secondary Ethernet interface
i) Select this option if a second Ethernet network card is installed which connects
iNODE with the router.
ii) The Wizard will next prompt you for the IP address and the netmask to be
assigned to the secondary Ethernet interface, as well as for the default gateway IP
addressed to be used.

e) WAN Connection through Synchronous Fast line interface
i) Select this option only if a Cyclades PC300 PCI Fast serial card is installed on your
iNODE computer.
ii) The Wizard will next prompt you for the necessary information (speed,
encapsulation, protocol etc.) in order to establish connection with the remote end
through digital leased line or DSL (speed up to 8 Mbits).

6) Before completing the installation, the wizard will prompt you for information that is
required for the product’s registration. The required information is your Company’s name,
a Contact name within your company, and contact phone numbers. This data is necessary
to ensure better surveillance of the product’s function, to detect any possible problems
and to establish contact with you when necessary.

iNODE is now activated. The product may be used during a trial period of 30 days, during
which all functions are activated. If you wish to extend iNODE’s function for more than 30
days, you need a licence. To acquire a licence, please contact Dataways Hellas
(www.inode.gr).

After the thirtieth day of the trial period, iNODE’s function will be disabled, but your settings
will be preserved.

If you already purchased an iNODE licence, this will be updated automatically within the next
5 days of the installation.
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Accessing INODE after Activation

Now that the installation Wizard’s job is completed, iNODE’s IP address will change to the one
you entered during the installation. To access the Web interface of iNODE, in your browser’s
address bar type http://xxx.xxx.xxx.xxx:9234/ (where xxx.xxx.xxx.xxx is the IP address you
assigned to iNODE’s LAN Interface during the activation process).

ATTENTION!

Do not forget to change back the IP settings to its original settings on the
computer you used to access the iNODE’s Management Web Interface
during the activation process.

You can now use the Web interface to adjust parameters, to add users, to activate or
deactivate services or just monitor the system’s performance.

dataways
© 2001-2004



Chapter 3

Configuring INODE

The configuration of iNODE is a simplified process that requires no expertise of any system
specific commands or utilities as it may be with other devices or operating systems. It is a
process conducted solely through the iNODE Management Web Interface and can be done
through any client computer that is connected to the LAN where the iNODE server is also
connected.

In this chapter you will find all the detailed procedures you need to follow to successfully
configure your iNODE services. If you require further assistance then you may use the on-line
help by clicking on the question mark icon at any time during the configuration.
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iNODE’s User Interface Overview

The iNODE Management Web Interface is specially designed in such a way as to enable
administrators to have quick access to certain areas of the tool by a single click of their
mouse. It is the only interface you will ever need to consult in order to configure maintain and
monitor your iNODE installation.

As shown in the following picture the interface offers a quick launch bar at the top right of
the screen that allows you to access:

1) The user management console

2) Monitor the system status and
3) Check your Internet Link Status

iNODE version 1.2.2

© 2004 DATAWAYS Hellas SA

"iNODE", "Connectware” and the iNODE logo are registred trademarks of DATAWAYS Communications.
© 2001-2004 DATAWAYS Hellas 5.A. All rights reservad.
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Alternatively, you may access the different areas of the iNODE Management Web Interface
categorized by what you want to do as follows:

1) Configuration
2) Monitoring

3) Maintenance
4) Licensing

By clicking on one of the selections it will expand presenting you the available choices. The
category tree is shown on the left side of the screen as shown in the previous figure.

Finally, on the left side of the screen and on top of the category tree, iNODE offers a Quick
Navigation Pick List that allows you to directly access specific areas of the configuration
software with a click of your mouse. Just click on the pick list and the interface will unfold all
the available item choices of your iNODE installation that you may access.

0 O NRO,LPHEO 2L I-LUOK &-ox
iD dataways
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Configuration

System Settings

In the system settings section you can configure:

1) your servers Host Name

2) your domain name

3) your secondary domain name (if you have one)

4) the administrator email address

5) change the iNODE Management Web Interface password

To get to the system settings screen click on the Configuration selection of the Category Tree
List at the left of your screen and then click on the System Settings selection.

Hostname: iinn:n:le

|
Domain: iinu:n:le.gr !

Secondary Domain: |

2 Accept mail for the above
domains

Administrator's
e-mail address:

Change Web Interface Password

Hostname

To change your host name in the Host Name box type the new name of the iNODE server. This
name is to be used at all services where the system has to be identified. You can select the
name of your company, a site role or name, or anything you want with alphanumeric
characters.

Domain

To change the domain name of your network in the Domain box type the internet domain
name you have registered for your company.

. dataways
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Secondary Domain

To change your secondary domain name in the Secondary Domain box enter the name of the
secondary domain name that you have registered for your company with one of the Domain
Name providers.

Administrator's e-mail address
To change the administrator’s e-mail address in the administrator’s e-mail address box enter

the email address of person(s) need to be notified for any critical system events or anything
else.

Accepting Email

If you wish to have this particular iNODE server to retrieve emails for the domain specified
then click the Accept mail for the above domain box and make sure that the tick box is
checked. Otherwise only emails for the full hame of the server (hosthame.domain) will be
accepted.

Change Web Interface Password
To change the iNODE Management Web Interface’s password click on the Change Web
Interface Password and then enter the new password twice.

ATTENTION!
Make sure that you do not forget the password. If you decide to write it
somewhere then make sure that it is not accessible by others and is stored
in a safe place.
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User Management

All intranet users must be registered in the iNODE database. Each registered user may have
access to the iNODE LAN through the VPN, remote dial-up, service. In addition each user can
individually have access to fax, file, and proxy services.

To get to the user management section of the iNODE Management Web Interface you can
simply click on the User Management selection of the quick launch bar or select it from the
pick list or by clicking and expanding the Configuration selection of the Category Tree List.

:: User Management G

User Full user name

bill billys= Delete
domain Dele
dpap Dimitris Papadopoulas | [0
karagian test user Delete
nick nickolaos Delete
poip pweoir Delete

The User Management screen allows you to:

1) View a list of all the users of the system
2) Add a single user

3) Add multiple users from a file

4) Edit a user

5) Delete a user
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Adding a new user
To add a new user to the system, do the following:

1) Click on the Add User button

2) In the Username box enter the user name

3) In the Password box enter the password

4) In the Confirm Password box re-enter the password

5) In the Full user name box enter the full name of the user

CERRTT ©

Username: dpap

Password:
Confirm password:

Full user name: |Dimitris Papadopoulos

vangelis, wge@ll.ht, gwe@uu.gr,
Forwarding address; wge@yutytyutytu.gr, ewew@uiui.gr, er@tr.hg, m
kkaragian@dataways.gr, test122

Remote access details

Fax service VPN access
File service VPN remote IP: |10 [ |254[ |2

Proxy service Dial infout access

Remote access [ | Dialin Peer remote IP:

[_Update settings |

6) Click the Edit button next to the Forwarding address to enter the email address that
all incoming email for this user will be forwarded to. (See below for details)
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In the User rights area do the following:

1)
2)

3)
4)

To enable fax services for this user (i.e. to receive and send faxes) click and check
the Fax service box.

To enable access to the shared files in the server for this user click and check the
File service box.

To enable proxy services for this user click and check the Proxy services box.

To enable remote access to the system for this user click and check the Remote
Access.

If you choose to enable remote access for this user then you will need to do the following in
the Remote access details section:

1)
2)

3)
4)

3)

To enable VPN access for this user then click and check VPN Access box.
To restrict the VPN access for this user for a specific IP address, in the VPN Remote
IP box enter the remote IP address that the user machine should have.

The IP address assigned for this user will always be 10.254.2.XXX and whenever the
user connects with iNODE will always get this specific IP Address. This is called a
“static VPN user IP”.

If you enable the VPN access for this user and do not enter a number then the user
will get an IP address from the 10.254.1.XXX address range - whichever is available
the moment the user connects with iNODE. This is called a “dynamic VPN user IP”.

If you want to associate an IP address with a specific user, then always give the user a
static VPN IP. If you don’t mind this, then leave this field blank but keep in mind that
each time the user connects with iNODE he will might have a different IP address.

To enable Dial-in/out access click and check the Dial in/out access box
In the Dial-in peer remote IP box enter the remote IP address of the user machine
that will be connecting to the system.

Click on the Submit button or the Update Settings button depending on whether you
are adding a new user or editing a user.

The user is now created and you have returned to the main User management screen. If at any
time you wish to terminate the creation of the user all you have to do is click the Back

button.

If the passwords you entered in the “password” and the “confirm password” box, do not
match you will be prompted with the following error message. Simply click on the Back button
and re-enter the password.
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Password input validation error.

Password input should be between 6 to 10
alphanumerics

g the user forwarding address list

To edit the user forwarding address list do the following:

1)
2)
3)

4)

Click the Edit button next to the Forwarding address in the modify or add new user
screen.

In the Insert email box enter the forwarding email address for all incoming emails of
this specific user account and then click the Add member button

Alternatively you could select a user from the choose one list and click the Add
member button.

To remove a member from the list, simply select the member(s) that you wish and
click the Remove Selected button.

:: User Management :: Edit User Forwarding Address

List: dpap
Members

vangelis ”~
wged@ll.ht
qwe@uu.gr
wedyubytyutytu.gr

When

ewew @uiui.gr M

Remove selected

Inzert email:

or choose one: | |V|

you are done click the Back button to return to the “Modify user” or “Add new user”

screen and do not forget to save your changes by clicking the corresponding Update Settings
or Submit buttons.
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Adding multiple users
To add multiple users, from the main user management screen click on the Add multiple
users button.

Click on the Browse button to select the file from your local computer that contains the users
that you wish to add to the system and then click the OK button.

:: User Management :: Add Multiple Users

Insert file containing users

The file containing the user list must have one line per user, each line containing a list of
comma-separated values of the following form:
username,password,real name

Editing a User
To modify user settings do the following:

1) In the table of users click on the user name that you want to edit.

2) You will be presented with the details of the specific user where you can make all the
desired alterations to the user’s data.

3) Click the Update Settings button to save your changes

The user information changes have now been saved and you have returned to the main User
management screen. If at any time you wish to terminate editing the user all you have to do is
click the Back button.

Deleting a User
To delete a user you will have to:

1) In the main User Management Screen click the Delete button next to the user you
wish to delete.

2) On the Confirmation Box click Delete to delete the user or Back to preserve the user
and return to User Management.
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LAN Interface

In the LAN Interface section you can configure the following:

1) your system LAN interface IP settings
2) Enable or disable the DHCP service
3) Enable or disable the NAT service

* IP Address: |213.140.132.19 |

* Netmask: |255.255.255.192 |

Secondary IP: [192.168.79.1 |

Secondary IP Netmask: |255.255.255.D |

Default Gateway: |213.1¢D.132.14 |

Enable DHCP Server: [ |

DHCP Range Start: [213.140.132.35 |

DHCP Range Ends: |213.140.132.38 |

Enable NAT:

* Mandatory

Setting Primary and Secondary IP Addresses

After the iNODE installation process, the default IP address of the iNODE server is 10.10.10.10
and the netmask is 255.255.255.0. If you wish to change the IP address of the server you will
have to:

1) In the IP Address box enter the desired IP address
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2) In the Netmask box enter the desired netmask which usually is 255.255.255.0 unless
you have otherwise segmented your LAN.

If you wish your iNODE server to be assigned a secondary IP address for the same network
interface then you will have to:

1) In the Secondary IP box enter the secondary IP of the network interface
2) In the Secondary IP Netmask enter the subnet mask of your LAN which can be
different than the first one.

ATTENTION!

Be careful when changing the current IP address because this is the
address that is being used by your browser to have access to the iNODE
Management Web Interface. If you change the IP address and/or the
netmask you may loose the connection with the iNODE. To re-establish the
connection in the browser URL enter the new IP address and login to the
system again and continue your configuration.

Setting the Default Gateway

In the Default Gateway box enter the IP address of the device that is connected to the
Internet. This is required only if your iNODE server is not directly connected to the Internet
and the connection is established through another Internet Connection Device such as a
physical router or another computer playing the role of router.

Setting the DHCP Server
iNODE can operate as DHCP server amongst other services. As such, iNODE can control a range

of IP addresses offered, and dynamically assign them to the client computers that connect to
the LAN.

To enable the DHCP server functionality you will have to:

1) Click and check the Enable DHCP server checkbox
2) In the DHCP Range Start box enter the starting IP address for the DHCP pool of
addresses that the service will assign to connected clients. (eg. 10.10.10.1)
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3) In the DHCP Range Ends box enter the ending IP address of the DHCP pool of
addresses. (eg. 10.10.10.200)

Network Address Translation (NAT)

iNODE incorporates NAT for making quick and secure Internet connections. Also, by enabling
the service ensures that your client computers that have been assigned a private IP address
can send data through the NAT interface to the Internet and receive responses in return.

To enable the service, just click and check the enable NAT checkbox.

For your changes to take affect you will have to «click on the
Submit button and save your changes. If at any point you are not sure if you have done the
right thing the just click on the Reset button and all the values will be reset.
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IP Routing

Through this interface you can configure the routing table that is required so that data can
flow between networks that are behind another Router or Gateway or in different network
segments.

In the upper section of the screen you can observe the current routing table commands that

are in operation. Here you can selectively delete a specific route entry. Right underneath the
table you can enter new routing commands that will then be displayed at the table above.

:z Basic IP Routing 0

Current routing commands table

Network: Number MNetwork Metmask Default Gataway
Mo routing commands.

Add a new routing command

Hetwnrk:| |

Hetlnask:! |

Gatewaf:| ‘

Proceed

To add a new static route entry, do the following:

1) In the Network box enter the IP address of the remote network or segment of your
network (eg. 10.4.30.0)

2) In the Netmask box enter the subnet mask of the remote network. (eg.
255.255.255.0)

3) In the Gateway box enter the IP address of the default gateway machine that data
will be forwarded through. (eg. 10.4.29.10)

4) Click the Proceed button to add the entry to the routing table.
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ATTENTION!

IP routing can only be established when your network or specific machines
on your network have been assigned static IPs. If you make use of the
DHCP service make sure that you have excluded those IP addresses that
are assigned to devices used for routing data to different networks or
network segments.

55

dataways
© 2001-2004



Configuring iNODE 56

Internet Connection

To establish your Internet connection iNODE offers you an intuitive Wizard that will guide you
through a simple installation process. To begin with, the system automatically identifies the
installed interfaces that can potentially be used to connect your iNODE server to the Internet.
For a detailed description of the different configuration options that can be presented to you
through the wizard, depending on the selected interface, please refer to Appendix A of this
manual.

The supported interfaces are:

1) Asynchronous Serial connection to AT commands compatible modem or ISDN TA

2) LAN/WAN router. Another router on your network acts as the default gateway.

3) PPP over Ethernet client. Configures the internal PPPoE client on an Ethernet adapter

4) ISDN connection interfaces (Eicon Diva, AVM Fritz, ELSA MicroLink)

5) High Speed Serial connection. Currently the Cyclades PC300 8Mbps HDLC/PPP/FR
synchronous board is only supported.

6) xDSL controller - Fritz!DSL.

If you are connecting to the internet through such an interface then you can follow the
installation instructions presented in this section of the manual. If you wish to use another
interface please refer to Appendix A for detailed instructions.

In its first screen the wizard presents to you all the available interfaces prompting you to
select the one you wish to configure for connecting to the Internet.

Select the LAN / WAN router and click the Next button.
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:z Internet Connection Wizard 9

O Async-Serial Connection through external AT modem or ISDN Terminal Adapter
COM1/COM2/USB serial ACM port

LAN/WAN router
Use another router as a default gateway

PPP over Ethernet client
O
Run the PPPoE client on an ethernet interface

ISDN Controller (S bus) single/multi-link ISDN connection
- ISDN controller missing or not supported -

Sync-Serial High-speed connection (x.21) up to 8Mbps
- HDLC controller missing or not supported -

®DSL Connection via xDSL Controller
- xD5L controller missing or not supported -

In the second screen of the wizard you are required to select the Ethernet interface through
which you will be connecting to the Internet. To do so, select the desired interface from the
pick list.

To configure this specific interface you will need to do the following:

1) In the IP Address box enter the public IP address of your iNODE server. This IP address
must be assigned to you by your ISP.

2) In the Netmask box enter the subnet mask of the system

3) Fill the Secondary IP box only if you have a need to do so. The secondary address may
be a private IP address or public IP address depending on what you are trying to do.

4) In the Secondary IP Netmask enter the subnet mask for your secondary IP address.

Steps 3 and 4 are optional and should only be applied by expert users. However if you think
that there is a need to configure them but you are not certain then contact the Dataway’s
support team to assist you.
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Gt B ©

Interface Configuration - Select an ethernet adapter:

eth(: Intel Corp. PRO/100/VE ethernet adapter V'|

IP Address: |213.l4ﬂ.132.1?

Netmask: |255.255.255.192 |

Secondary IF: | |

Secondary [P Netmask: | |

Next >>

5) Click the Apply changes button
6) Click the Next button

In the next screen the wizard will present you all the information that you configured earlier.
You are now prompted to enter the IP address of the Default Gateway Router.

In the Default gateway router IP address box enter the IP address of the Internet Connection
Device that is directly connected to the Internet and is assigned a public IP address.

You can click the Back button to alter your settings. Otherwise, you can click the Next button
to proceed with the configuration.
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S i) ©

Interface Selected: eth0: Intel Corp. PRO/100/VE ethernet adapter

Primary IP Address info:

Address: 2131398313237
Hetmask: 2520020182 — 28
Wildeard: 0.0.0.63

S

Hetwork: 213.140.132.0/26
Broadcast: 213.140.132.63
HostMin: 213.138.3132.1
HostMax: 213.128.132.62

Hosts/Net: &2

Default gateway router IP address: |213.14U.132.14

Next >>

If everything has gone well you will be presented with the following screen which confirms
that your settings have been saved displaying the default router IP address.

New settings saved.

213.140.132.14 is now the default gateway
router.
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Leased Line Connection

You may use the leased line connection wizard if you need to connect your LAN to the
Internet or to a branch office or Corporate HQ via a synchronous serial leased line. The wizard
will guide you through the necessary configuration steps to setup the connection.

From the Category Tree Menu expand the Configuration selection and then click on LL
Connection Wizard.

In the Basic Settings Screen do the following:

1) From the Protocol encapsulation list, select the protocol encapsulation that will be
used. The available options are a)PPP b)CISCO HDLC c)Raw HDLC

2) From the Clock Mode list select if it is going to be internal or external

3) In the Line Bandwidth box enter the desired bandwidth to be used. If no value is
entered in this box the connection’s bandwidth will fluctuate.

4) Click on the Next button

:: Leased Line Connection Wizard :: WAN Connection

Synchronous Serial Wan Connection Basic Settings

Media type ®x21

* Protocol encapsulation: | FEE v|

* Clock mode:
Line bandwidth: I:I

*+ Mandatory

In the following screen you are required to enter the IP settings of the connection.

1) In the Local IP address box enter the IP address of the server that you are configuring
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2) In the Subnet mask box enter the subnet mask of the network segment of your local
network

3) In the Remote IP address enter the IP address of the Remote server that you will
connect to

4) In the MTU number box enter the MTU number

5) Click on the Next button

:z Leased Line Connection Wizard :: WAN Connection

Synchronous Serial Wan Connection IP Settings

* Local IP address: 1192.168.40.2

* Subnet mask: |255.255.255.252

* Remote IP address (PointToPoint): |192.1EB.4D.1

* MTU number: 11500

* Mandatory

Having completed the configuration information needed the Wizard will prompt you to select
the purpose of this connection. This interface can either be used to connect to the Internet or
to a remote branch office or the Head Quarters.

1) Click on the selection list and select the desired option
2) Click the next button

=
A0
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;i Leased Line Connection Wizard :: WAN Connection

New settings saved

* ¥ou should now select whether your synchronous serial interface will be used
for internet connection or as a WAN connection to a remote branch office.

Iselept one option -'v-l

Your connection is now setup. The wizard will end with the following screen informing you
about the successful completion of the configuration. You may click on the Home button or
click on another selection of the Category Tree List on the left hand side of your screen.

i Leased Line Connection Wizard :: WAN Connection

Interface configuration completed
succesfully

Interface status is up.
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Dial Scheduler

This powerful scheduling page may be used to schedule your dialling events on a specific pre-
configured time plan.

:: Configuration

(" Disable Dialing () Scheduled Dialing - persist
Crutgoing calls are blocked Initiate the link and stay connected
during the following timetable
(" Dial on Demand () Scheduled Dialing - demand
Initiate the link only on demand Initiate the link on demand during

the following tirmetable

) Leased Line Simulation ) Yersatile Scheduled Dialing

~ Initiate the link ance and never hangup ~ Initiate the link and stay connected
during the foellowing timetable, all other
hours initiate the link on dermnand

To setup the dial scheduler you will need to select one of the following by clicking and
selecting the corresponding option:

1. Disabling Dialing
With this option you can disable dialling permanently. It is equivalent with cable
disconnection of your Modem/ISDN Line. No dialup connection will be attempted by iNODE.

2. Dial on demand

You may select this option in cases where you need to bring the internet connection up only if
there is a request. If the line is idle for the idle timeout which is defined in the dialup profile
form, the line is disconnected. This is called demand mode.

3. Leased Line Simulation

This selection will put your dialup connection permanently up while the iNODE system is
running. The line will never be disconnected for any reason except of ISP or PSTN/ISDN
Network problems.

4. Scheduled Dialling - Persistent
A connection can only be established within the hours defined in the timetable. It has the
same function as the option 3 but only for the hours that are defined in the timetable.

5. Scheduled Dialling - Demand
The line will be up but in demand mode only for the hours that are defined in the timetable.
At all other hours the line will be administratively down.

6. Versatile Scheduled Dialling

It is a mix of option 2 and 4. The line will be permanently up in hours defined in timetable but
it will be in demand mode all other hours.

Depending on the above selection and where it is required, you may have to configure a time
plan for your dial-up connection. The scheduler allows you to configure up to 3 three different
time intervals for each weekday (Custom option). To do so, simply fill in the corresponding
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boxes with the desired time intervals for which you want your dial-up connection to be
enabled.

Alternatively, you may select to have a common dial-up interval configured for every day of
the week by clicking on the Daily option.

Finally, your dial-up scheduler can enable your line only during business days within
predefined time intervals (Business Day option). Business days are Monday to Friday.

Daily Business Day Custom

To save your settings click the Submit Changes button.
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RAS

In this page you can enable & configure (or disable) the RAS (Remote Access Service). More
specifically, you can enable/disable, configure either your dial-out or dial-in access.

To get to this section of the tool you will need to have an ISDN adapter installed. If such an
adapter is installed then select the RAS option in the category list tree under Configuration.

Dial-out Access

iNODE allows dial-out access only if the remote peer IP address is known together with the
required routing information. Dial-out connections can be established towards remote sites
(Home , Central offices, e.t.c.) from the iNODE server itself or from clients attached on the
LAN where iNODE is the default gateway.

Dial-in Access

iNODE allows dial-in access from remote client(s) who have been authenticated on the local
user database. For additional security, iNODE allows you to name the Remote phone
number(s) that are allowed to dial-in. Thus, a user can only dial-in from one of the listed
numbers while the user name that will be used for the connection must exist in the local user
database with the Enable Remote Access option enabled.

To configure RAS you will need to do the following:

1) To enable RAS click and select the enable option from the Enable RAS pick list.

2) In the LOCAL PEER IP ADDRESS box enter the IP address-(es) of the remote iNODE
peers that might need to dial-in to this iNODE system. This value is mandatory for the
Dial-In access service to be enabled and so it should never be absent should you want
your clients or remote sites to be able to dial-in to you iNODE server.

3) In the REMOTE PEER IP ADDRESS box enter the IP address of the client that you would
like to allow dial-out connections to. If you need to enable Dial-Out access then you
will have to provide the IP address of the system that you would like to dial out to.
Make sure that the IP address entered here is not the same as a LAN IP or any other
network interface IP already configured on iNODE.

ATTENTION!

If the system is already configured for Internet Multilink
Access, meaning that no ISDN B channel is available for
binding from the RAS module, the Enable RAS option will be
disabled by default.
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ISDN RAS (Remote Access Service) Basic Settings
* Enable RAS {(Remote Access Service) : |disab|ed "I

* LOCAL PEER IP ADDRESS: I

* REMOTE PEER IP ADDRESS {needed in case of dialout to remote office) : |

* Local ISDN Phone Number: lan
* Timeout { seconds ): ISDD

=l
* Remote phone number(s) {Caller ID) for Dialin Access {seperated by enter) _I

* Remote (home or Central) Office phone number for Dialout Access |14

Dialout Access towards Remote Office is only enabled when REMOTE PEER IP
ADDRESS value is provided , else this system will feature only Dialin Access from
Remote Office(s) which have succesfully been authenticated towards local user
database.Furthermore , for authentication purposes concerning dialout access |,
you must add a new user { Same as in remote user database ) in local user
database , enabled for Dialin access .You can add Routing information for
networks set behind remote PEER IP using the Basic IP routing functionality

* Mandatory

4) In the Local ISDN Phone Number box enter your phone number. (The phone number
assigned to the ISDN interface connection used by the RAS module by your telephone
company). If this iINODE's ISDN Connection is established through a PBX, then the EAZ
number suites this value. In any other case that the number is not known by any
other way, then enter O in the box.

5) In the Timeout (seconds) box enter the timeout interval for which the line will
disconnect if no activity is present on the line. Please note that if you do not provide
a timeout value then iNODE uses the default system value (59 secs).

6) In the Remote phone number(s) (Caller ID) for Dialin Access (seperated by enter)
box enter the phone numbers (maximum of 10) that iNODE will allow to dial-in. If no
number is entered in this box then iNODE will allow any dial-in connection that the
user can be authenticated regardless of the location or phone number that is calling
from.

7) In the Remote (home or Central) Office phone number for Dialout Access box enter
the phone number for dialing-out to a remote Office site services. This phone number
will only be used if the Dial-out is enabled, meaning that a REMOTE PEER IP ADDRESS
is already provided.

8) Click Next to save your configuration

9) In the following screen click Home if you have only allowed dial-in access.
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10) In the case where dial-out access is configured then you will have to modify your
Routing table to accommodate routing to the dial-out network. To do so click the
Routing button. Alternatevily you may access and configure your Routing table at a
later stage by selecting the IP Routing option under the Configuration option from the
Category Tree List. During this time and until you configure your Routing table you
will not be able to access your remote site.

:: Dial In Connection Wizard

New settings succesfully added.

Dialin access will be granted to authenticated users calling from everywhere.You
can now enter new routing information using the Basic IP Routing module

Routing
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Certificate Authority Management

iNODE provides you with all the required functionality to establish your own Certificate
Authority for intra-company communications with remote clients. iNODE can issue certificates
that can later be used to establish secure VPN connections.

To setup your own Certificate Authority, expand the Configuration selection in the Category
List tree and click on CA Management.

EETTT o

iNODE Certificates Authority

CA Status: Not Configured
CA Name: No authority
CA DN: -

reate a new CA Import CA certificate

To create a new CA certificate click the Create a new CA button

.., dataways
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Creating a New CA Certificate

1) In the Name box enter the name of the CA certificate

2) From the Country Pick list select the country

3) In the State box enter the state

4) In the Locality box enter the prefecture or the Suburb

5) In the Organization box enter the Organization’s name

6) In the Organizational Unit box enter the organization unit

CERRERSRTTTIT) ©

iNODE CA Configuration

Name: iNODE_CA |

Country: | Select a Country V|

State: |

Locality: |

COrganizational Unit; |

|
|
COrganization: | |
|
|

e-mail: |

Passphrase: | |

Passphrase (again]:| |

Validity (days): |3'55'|:|' |

Add the issued certificate
to IFSec Certificates repository

7) In the email box enter a contact email address

8) In the Passphrase box enter the CA password

9) In the Passphrase again box enter the CA password again

10) In the Validity (days) box enter the number of days the certificate will be valid for

69

11) Click and check the Add the issued certificate to IPSec Certificate’s Repository if

you wish to do so.
12) Click the Create CA button
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CERRERRTTTIT) ©

INODE CA Created

=== CA Management

13) Click the CA Management to return back to the main page of CA Management which
will now allow you to Create New Certificates signed by your newly configured CA.

i[ dataways

COMMUNICATIONS

© 2001-2004



Configuring iNODE 7

Resetting - Recreating the CA Certificate

If you decide to recreate the CA certificate then navigate to the main CA Management form.
iNODE presents to you information on the Certificate Authority already configured. From this
screen you can Reset or Recreate the Certificate Authority by clicking on the Reset/Recreate
CA button.

;i CA Management 9

iNODE Certificates Authority

CA Status: Configured
CA Name: iNODE_CA
CA DN: C=GR,ST=attica,L=Athens,0=Dataways Hellas 5.4, 0U=R&D,CN=INO0E_CA,E=ca@dataways.gr

iNODE CA Certificates

# Name DM Download revoke

Radwarrior C=GR,ST=Attica,L=Athens,O=Dataways Hellas
Certificate S.4.,0U0=R&D,CN=Radwarrior Certificate, E=rw@dataways.gr

iNODE will ask you to confirm that, notifying that all certificates that have been issued will be
also deleted.

oot

Please confirm

This action will erase all certificates and will reset the CA configuration. Do ¥ou
wish to proceed?

If you still wish to proceed then click the Reset/Recreate CA button and you will be prompted
to enter the CA password to proceed with the deletion.
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Issue a New Certificate

To create a new certificate, expand the Configuration selection in the Category List tree and
click on CA Management. At the bottom of the certificate list click on the New Certificate
button and in the Issue certificate form enter the following information:

1) In the CA Password box enter the Certificate Authority’s password
2) In the Name box enter the name of he Certificate

3) From the Country pick list select the CA’s country

4) In the State box enter the name of the CA’s state

5) In the Locality enter the CA’s locality

6) In the Organization enter the CA’s name

:: Issue Certificate 0

New Certificate Properties

CA Password: | |

Name: | |

Country: | Select a Country V|

State: |

Locality: |

Organization: |

Organizational Unit; |

e-mail: |

validity (days): |3'55

Passphrase: | |

Passphrase (again): | |

Description: | |

Challenge Password: | |

Add the issued certificate
to IPSec Certificates repository

eate Certificate ancel

7) In the Organizational Unit box enter the responsible CA’s organizational Unit.

.., dataways
© 2001-2004



Configuring iNODE 73

8) In the e-mail box enter the CA’s e-mail address

9) In the Validity enter the number of days the certificate will be valid for.

10) In the Pass-phrase box enter the certificate’s password.

11) In the Pass-phrase (again) box enter the password again

12) In the Description box enter the a description for the certificate

13) In the Challenge Password box enter a password only if this certificate will be used
for purposes other than IPSec.

14) Click and check the Add the issued certificate to IPSec Certificates repository
option if you want to add the issued certificate to the IPSec repository

15) Click on the Create Certificate Button to create the certificate

:: Issue Certificate G

Certificate Created

The certificate was successfully issued,
and successfully added to IPSec Repository.

iNODE notifies you about the successful creation of the certificate. If you had checked Add
the issued certificate to IPSec Certificates repository option then it will also notify you
about the successful completion of that task as well.

Click on the CA Management button to return to the main screen of the CA Management and
continue with your Certificate Creation and configuration.
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Downloading a Certificate

To download a certificate, expand the Configuration selection in the Category List tree and
click on CA Management. From the list of certificates click on the PEM, DER, P12 button, next
to the certificate you wish to download, depending on the format you wish to save the
certificate in.

iNODE CA Certificates

# MName DM Download revoke
Radwarrior C=GR,5T=Attica,L=nAthens,0=Dataways Hellas
Certificate S.4,0U0=R&D,CN=Radwarrior Certificate, E=rw@dataways.gr

In the Export Certificate form do the following:

1) Enter the P12 Container Password in the P12 Container Password box. (This box only
exists if you export the certificate in P12 format.)

2) In the Private Key password box enter the private key password

3) Click and check the Include CA certificate if you want to include the CA certificate
that signed that certificate you are exporting

4) Click the Export button

:: Export Certificate G

Format: P12 @

Certificate Name: Radwarrior Certificate

P12 Container password: | |

Private key password: | |

Include CA certificate:

iNODE will open up a standard windows SAVE AS dialogue from where you can select where to
save your Certificate.

. dataways
© 2001-2004



Configuring iNODE

ATTENTION!
You can only download certificates that have not been revoked. If a
certificate is revoked, remains in the list with all buttons disabled.

75
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Revoking a Certificate

To revoke a certificate, expand the Configuration selection in the Category List tree and click
on CA Management. From the list of certificates click on the Revoke button next to the
certificate you wish to revoke.

:: Revoke Certificate G

Please confirm
This action will revoke the following certificate :

Mame : Radwarrior Certificate

Di : C=GR,ST=Attica,L=Athens,0=Dataways
Hellas S.A.,0U=R&D,CN=Radwarrior
Certificate,E=rw@dataways.gr

Description : Certificate for Roadwarrior 1

Please enter the CA Password :

In order to revoke a certificate you will have to know the CA password, which you will be
prompted to enter in the Please enter the CA Password box. Finally click on the Revoke
Certificate button and the certificate will be revoked.
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Security Settings

iNODE is shipped with a basic firewall capabilities set. The system blocks any unwanted traffic
traversing through it. The types of packets that are blocked by default are:

1) Spoofed packets

2) Source routed packets
3) Redirected packets

4) xmas packets

5) NULL packets

Through this section of the tool you can control the main traffic categories. You can block or
allow:

1) ICMP traffic
2) HTTP traffic
3) FTP traffic

traversing through iNODE. This means for example, that if you deny HTTP traffic, the only way
for your users to access the Internet WWW services is via the Proxy Service.

ICMP Traffic: | Allow v |

HTTP Service: | Allow V|

FTP Service: | Allow V_I

Allow Access to Web Interface from the Internet

To change the settings and deny or allow access to each of the three protocols simply do the
following:

1) Click on the corresponding pick list of the protocol you wish to allow or deny traffic
flowing through the iNODE server
2) Select Allow, or Deny, depending on what you want to do
3) Click on the Submit button to save your changes
Through this section of the tool you can also allow remote access to the iNODE Management
Web Interface through Internet. If you wish to allow the access you will have to click and
check the Allow Access to Web Interface from the Internet checkbox.
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IPSec - VPN

iNODE offers IPSec-VPN services allowing remote sites and users to connect and have secure
access to intra-company data, as if they were connected to the local network, through the
Internet.

IPSec Configuration

To enable and configure the IPSec-VPN access, on the Category List tree expand the Configure
selection. Then click and expand the IPSec-VPN selection. Finally, click the IPSec
Configuration selection

To enable or disable IPSec, click on the corresponding button, at the top of the screen next to
the IPSec Status.

iNODE allows you to enable or disable options that further enhance the security provided by
IPSec in one or all of the following ways:

1) IPSec on LAN interface

2) Strict CRL checking

3) Allow connections with unique IDs.

To enable the aforementioned options simply click and check the required option and then
click on the Submit Changes button.

:: IPSec Configuration G

IPSec Status: Enabled

IPSEC Options

Enable IFSec on LAN interface: [ |
Strict CRL checking: []

Allow only Unique IDs: [ ]
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iNODE will then inform you that the IPSec options have changed. If you need to go back to the
options screen, click on the IPSec Options button.

:: IPSec Configuration 9

IPSec Options changed

<<= [IPSec Options

i[ dataways
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Certificates Repository

In order for IPSec to operate you will need to use certificates or preshared key authentication.
X.509v3 Certificates can either be created by iNODE’s Certificate Authority or you may import
certificates that have been created by other Certificate Authorities such as Verisign.

To browse the certificates that are available on iNODE or import more, on the Category List
tree expand the Configure selection. Then click and expand the IPSec-VPN selection. Finally,
click the Certificates Repository selection.

In the screen presented to you can browse in a tree like form all the available and revoked
certificates that exist in the current installation of iNODE. You may expand or collapse the
tree nodes either by clicking the cross or minus signs on the left of the selections or by
clicking on the open all or close all at the top of the tree list.

CERRRTITIT) ©

IPSec Certificates Management

open all | close all

Q Local Certificates

EHE Local CA [Dataways 5.4. Certificates Autharity]
Dataways 5.4, Certificates Authority

2] Issued Certificates

- B2 Revoked Certificates

Elﬁ Ip=ec Certificates Repository

F-{=] Dataways 5.4, Certificates Authority

Import certiticate
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Importing Certificates

To import a certificate, navigate to the main Certificates Repository form by expanding the
Configure selection from the category list tree. Then click and expand the IPSec-VPN
selection, and click the Certificates Repository selection. Click on the Import Certificate
button at the bottom of the repository’s tree.

In importing a certificate you will first need to know the format of the certificate you are
importing. iNODE supports the PEM, DER and P12 formats.

To import a P12 format certificate do the following:

1)
2)

3)
4)
5)

click on the P12 button on the top right corner of the screen.

In the Certificates (P12) box either enter the full path name of the certificate file or
click on the browse button locate it.

In the P12 Container password box enter the password for the P12 container.

Click on the Next button

From the standard windows dialogue that will follow locate and select the certificate
you wish to import.

(T ©

Format : P12 PEM/DER Py

Certificates (P12): | |[ Browse... |

P12 Container password: |
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To import a PEM or DER format certificate do the following:

1) Click on the PEM/DER button on the top right corner of the screen.

2) In the Certificate box either enter the full path name of the certificate that you want
to import of click on the browse button. Browse and find the certificate that you want
to import. Your selection will be displayed in the Certificates box.

3) In the Private Key box enter the full path name of the private key file or click on the
Browse button to locate it.

4) In the Private Key Password box enter the private key password

5) Click the Next button

6) From the standard windows dialogue that will follow locate and select the certificate
you wish to import.

(T o

Format : PEM/DER PEL/UER P12
Certificate: | |[ Browse... |
Private key: | |[ Browse... |

Private key password: |
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Xporting - Deleting - Accessing Certificate
e[:l?alls J J J

To access a certificate’s details, navigate to the main Certificates Repository form by
expanding the Configure selection from the category list tree. Then click and expand the
IPSec-VPN selection, and click the Certificates Repository selection.

From the Certificates Repository list click and expand the IPSec Certificates Repository. Click

and expand the Certification Authority under it and then click on the certificate that you wish
to export, delete or just browse through its details.

:: Certificates Repository G

IPSec Certificates Management Certificate Details
open all | close all Mame : Radwarrior Certificate
DM : C=GR,_
1; Local Certificates ST=Athica,
: . L=Athens,
E"SI Local CA [INODE_CA] O=Dataways Hellas S.4.,
¢ ElinoDE_ca OU=R&D,
: o Issuad Cerificsios CH=Radwarrior Certificate,

E=rw@dataways.gr

LEradwarrior Certificate
i = . @ A private key for this
P #) Revoked Certificates &=z1 Certificate is included.
=] Ipsec Certificates Repository valid from : Jun 23 17:19:27 2004 GMT
E-{E=iNeDE_CA

to :Jun 23 17:19:27 2005 GMT

----- Radwarrior Certificats

Upon clicking on the certificate name, the Certificates Details will appear on the right side of
the tree.
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To Delete a certificate from the repository:
1) Click on the DELETE button
2) The form on the right of the Repository Tree will change and will ask you to confirm

the deletion.
3) Click on the Delete button

:: Certificates Repository 9

IPSec Certificates Management Please Confirm

This will delete the following
certificate :

Name : Radwarrior Certificate

open all | close all

i Local Certificates

, ! DN : C=GR,
E) Lacal Ca [iINODE_CA] ST—Attica,
ElinoDE_ca L=athens,
Bl Issued Certificates 832;;‘?5“53'5 Hellas 5.4,
~[ERadwarrior Certificate CH=Radwarriar Certificate,
i8] Revoked Certificates E=rw@dataways.or

Eﬁ Ipsec Certificates Repository

=-Einope_ca
Import certificate

Deleting a certificate from the repository does not delete or
revoke the certificate all together. The certificate will remain

active and can be used otherwise. If you wish to revoke the
certificate then you will have to do that from the CA
Management section.
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To Export a certificate:

1) Click on the PEM or DER buttons depending on the format you wish to export the
certificate in.

2) iNODE will open up a standard windows SAVE AS dialogue from where you can select
where to save your Certificate.

dataways
© 2001-2004



Configuring iNODE 87

Local IPSec Keys

Local IPSec Keys are the keys that the local server uses to authenticate the remote party of an
IPSec connection.

To configure local IPSec keys, on the Category List tree expand the Configure selection. Then
click and expand the IPSec-VPN selection. Finally, click the Local IPSec Keys selection.

The screen presented to you lists the available local IPSec Keys that currently exist in the

system. Each entry in the list can be modified or deleted by clicking on the corresponding
button next to it.

) o

Local IPSec Keys

|Local Key ID | Remote Peer |Auth Type |PSK/Certificate | Action
| testsynolon |mai|.5ynulun.gr| X.509 | testcert | Modify Delete

To modify a local key do the following:
1) Modify the attributes of the key presented to you. Note you can modify any attribute

except the Local Key Name.
2) Click the Modify Local Key button to save your changes

G o

Local Key Settings

Local Key Name: |5__ nolon |

Remote Peer: [ | ANYONE

Remote Peer IP: |rnai|.5vnu:u|on.gr |

Authentication type: |){.5IZIEI {certificates) Vl

Local Certificate: |testu:ert Vl

Private Key Password : | |
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To create a new local key, click on the New Local Key button at the bottom of the list in the
main Local IPSec Key screen and do the following:

1) In the Local Key Name box enter the name of the local key

2) Click and check the Remote Peer option if you want the key to be used in a
roadwarrior connection.

3) From the Authentication type pick list select the authentication type

4) From the Local Certificate pick list select the certificate that will be used as a local
key

5) In the private key password box enter the certificate’s private key password.

6) Click on the Add Local Key button

G o

Local Key Settings

Local Key Name: | |

Remote Peer: [] ANYONE

Authentication type: | ¥.509 (certificates) V|

Local Certificate: | Select a certificate V|

Private Key Password : | |
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IPSec Connections

To configure IPSec connections, on the Category List tree expand the Configure selection.
Then click and expand the IPSec-VPN selection. Finally, click the IPSec Connections Selection.

From the main IPSec Connections screen you can observe the available connections that are
configured on the system.

:: IPSec Connections 9

IPSec Connections

lﬁhﬁlame |Descri|]-tinn |T',r|]-e |Auth entication |Activatiu-n
|_1|tis'gnulun ttest vpn synolon |Static Connection %.509 Certificate |Start

Create New Connection

From this screen you can modify or delete the configuration of a connection, simply by
clicking on its name.

You may also configure New Connections by clicking on the Create New Connection button.

4B
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To configure a new Static IPSec connection, do the following:

1)

From the Connection Type pick list select the connection type that will be used for
this connection. The available options are Static IPSec Connection and Road-Warrior
IPSec Connection.

In the Connection Name box enter the name of the connection

In the Description box enter a description for the connection

From the Authentication pick list select the Authentication type for the connection. It
can be either x.509 Certificate or Preshared Secret Key

From the Tunnel Type pick list select the tunnel type to be used in this connection. It
can be either Tunnel or Transport.

If you require compression of the IP packets click and check the IP Compression
option.

If you want to enable the Perfect Forward Secrecy click and check the PFS option

If the client will be assigned an IP address through a DHCP server click and check the
DHCP option.

From the Tunnel Activation options select either Automatic (for a concentrator that
is waiting for connections), Start (for a client that initiates a connection to the
concentrator) or Disable (to temporarily disable this specific connection).

Static IPSec Connection Properties

Connection Type: | Static IPSec Connectian w

Connection Name:

Description:

Authentication: | x.509 Certificate w

Tunnel Type: | Tunnel W

IP Compression: |:| PF5S: DHCP: |:|

Tunnel Activation: &) Automatic () Start (_ Disabled
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In the local peer settings portion of the new connection properties do the following:

1) In the Local IP Address box enter the local IP address or click and check the use
default route option

2) In the Local Subnet box enter the local network (network number/netmask)

3) From the Local Certificate pick list select the certificate to be used locally

Local Peer Settings

| ocal IP Address use default route
Local Subnet:

Local Certificate: | testcert w

Local ID: C=GR.
S5T=test,
CMN=testcert

In the Remote Peer Settings portion of the new connection properties do the following:

1) In the Remote IP Address box enter the remote IP address

2) In the Remote Subnet box enter the remote subnet mask

3) In the Remote ID box enter the remote id or click on the icon next to it to select the a
certificate from a list. Once the list is presented to you click on the certificate name
to select it.

4) From the Remote CA pick list select the Certificate Authority that issued the
aforementioned certificate

Remote Peer Settings

Remote IP Address:
Remote Subnet:

Remote ID: @
Remote CA: | Dataways 5.4. Certificates Authority w

Finally click on the Create button to create the connection.
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A Road Warrior Connection is different to the configuration from a static IPSEc Connection
in the following:

1) For the Tunnel Activation you can either configure it to Automatic or Disabled

Road-Warrior IPSec Connection Properties

Connection Type: | Road-warrior IPSec Connection |

Connection Name:

Description:

Authentication: | x.509 Certificate A
Tunnel Type: | Tunnel W
IP Compression: |:| PF5: DHCP: |:|

Tunnel Activation: &) Automatic ' Disabled

2) In the Remote peer settings you can not enter any remote IP address. You can only
define a remote subnet, which will be routed through the IPSec tunnel.

Remote Peer Settings

Remote Subnet:

Remote ID: @

Remote CA: [ INODE_CA
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IPSec DHCP Configuration

To reach the IPSec DHCP configuration, on the Category List tree expand the Configure
selection. Then click and expand the IPSec-VPN selection. Finally, click the IPSec DHCP
Configuration.

iNODE supports the DHCPv4 protocol which enables you to configure IPSec VPN connections
using DHCP. DHCPv4 is capable of distinguishing if a request for an IP address is made over the
local network or over a VPN connection and acts accordingly being able to monitor both type
of connections.

To configure your IPSec DHCP do the following:

1)
2)
3)
4)

3)

Click and check the Enable IPSec DHCP Server option

In the Network box enter the network address that this server will be serving.

In the Netmask box enter the subnet mask

In the Start IP Address box enter the starting IP address for the pool of addresses to
be used by the DHCP server

In the End IP Address box enter the ending IP address of the pool of addresses to be
used by the DHCP server

I ©

IPSec DHCP Configuration

Enable IPSec DHCP Server:

Network: | 192.168.7.0

Netmask: 255255 .255.0

Start IP Address: 192168750

Nameserver: | 192.168.71

Domain Name: |E|E|E|E|.gl'

|
|
|
End IP Address: |192_1 68.7.100 |
|
|
|

WINS Server: |

In the NameServer box enter the DNS IP address

In the Domain Name box enter the domain name for which the DHCP server is active
In the WINS Server box enter the IP address of the WINS server (if one exists in your
network)

Click on the Submit button to save your changes
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PPTP - VPN

iNODE offers VPN services allowing remote sites and users to connect and have secure access
to data as if they were connected to the local network through the Internet.

In order to connect two or more remote network sites over VPN you need to configure two
iNODE servers, one on each site. One and only one of the two iNODE servers will have to act
as the VPN concentrator where all remote VPN connections will be terminated. The other
iNODE server that resides at the remote location will have to be configured as a VPN client.

VPN Concentrator
To configure your server as a VPN concentrator is as simple as clicking on the VPN
Concentrator selection and then clicking on the Submit button.

:: VPN :: Choose mode

Select VPN Mode:

(®)WPN Concentrator
(O WPN Client
(O Disable VPN Subsystem

If your iNODE is configured to function as VPN Concentrator then all VPN connections will be
authenticated against the local iNODE user database.
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2 VPN :: Server Options

VPN Concentrator is running

Listening for incomming VPN clients on
demol.inode.gr

If the service is successfully configured you will be presented with the above screen. This
screen shows that your VPN concentrator is configured and running. It also shows the fully
qualified domain name (FQDN) of your VPN Server. This name together with a set of
credentials is needed for any user who wants to make a VPN connection to the LAN.

. dataways
© 2001-2004



Configuring iNODE 96

VPN Clients
Configuring an iNODE VPN client is again an easy process. From the category tree menu click
on Configure, Security Settings, and then click on VPN PPTP.

On the first screen of the VPN configuration select the VPN client selection and then click on
the Submit button.

In the Options page that will be presented next, you will have to provide some information
with regards to the VPN concentrator to connect to by doing the following:

1) In the VPN Server hostname box DNS name of the server that acts as the VPN
concentrator e.g. vpns.company.com

2) In the Username box enter the user name that exists in the VPN concentrator server
and has VPN access enabled.

3) In the Password box enter the password that corresponds to the username entered.

4) Click on the Submit button to save your changes and enable the VPN client.

:z VPN :: Client Options

VPN Server hostname: | |

Username: | datawaysvpn |

Password: | |

[ Submit |

ATTENTION!

The user that will be used to connect to the VPN concentrator must exist
in the VPN concentrator’s user database and must have the VPN access
enabled. On how to enable to the VPN access please refer to the user
management section of this manual.

Note also that when iNODE is a PPTP VPN Client, you must manually specify any additional
routing entries that must exist in the routing table! This can be done from Configuration -
>Basic IP Routing.

In order to access a subnet behind the VPN server, you must add a routing entry for that
network, specifying that the gateway is 10.254.254.254 (the IP of the VPN server).
Accordingly, in the VPN Server side, you must specify a routing table entry for the subnet
behing the client. That is for that subnet specify that the gateway is 10.254.2.x(the static IP

dataways
© 2001-2004



Configuring iNODE

we gave to the VPN client). We can not use any routing commands when giving dyamic IPs to
Clients.

Also note that the above IPs - networks are predefined and can not be changed, so you
should avoid using IPs in these subnets (10.254.254.x, 10.254.1.x, 10.254.2.x), in order to
avoid confusion and unpredictable results.

97
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Fax Service

iNODE can also provide you with fax server functionality that enables your network users to
send and receive faxes from their desktop with a click of a button.

To reach iNODE’s fax services configuration, on the Category List tree expand the Configure
selection. Then click and expand the Fax Service selection. Finally, click the General Settings
selection.

To configure the Fax Service do the following:

1)
2)
3)
4)
3)

6)
7)

Enable the service by clicking the Enable button if it is not already enabled.

In the Company box enter your company’s name.

In the Description box enter a description

In the Location box enter a location

In the Email domain box enter the domain name of the email server that will
distribute the faxes to the users

In the password box enter the password for the service administrator

In the Confirm password box re-enter the password

:: Fax Service :: Settings 0

8)

Fax Service Status: Enabled

Company Company Name
Description: INODE fax server
Location: |Location
Email domain: dev2.inode.gr
Password:

Confirm password:
Numbering

Country code: |30 Long distance prefix:

Area code: 2310 International prefix:

Maximum dialing attempts: 12 Retry interval on busy (secs): 180

Maximum dialing fails: 3 Retry interval on MNfA (secs): 310
Minimum goodlines (%): 75 Motify Faxmaster:
Max consecutive bad lines: Faxmaster: | karagian [V]

In the Country code box enter your country’s code
In the Area code box enter your area’s code number
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10) In the Long distance prefix enter your long distance prefix

11) In the International prefix box enter your international prefix

12) In the Maximum dialling attempts box enter the maximum dialling attempts before
the service fails the operation

13) In the Maximum dialling fails box enter the maximum failed dialing attempts before
the service fails the operation

14) In the Retry interval on busy box enter a value in seconds for the service to wait
before it retries to call again

15) In the Retry interval on N/A box enter a value in seconds that the service will need to
wait before it retries to call again, should no answer is received from the remote fax-
modem.

16) In the Minimum good-lines box enter a value that corresponds to the percentage of
good lines that need to be readable before the page transmitted is considered failed
and needs to be resend.

17) In the Max consecutive bad lines box enter a value that shows the consecutive
number of bad lines that will fail the transmitted page and needs to be resend.

18) From the Notify Faxmaster list select an option if you need the service to notify
someone via email for the failed attempts

19) From the Faxmaster list select a user that will act as faxmaster and will receive all
notifications from the service

20) Click the Update Settings button to save your changes.
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Legacy Fax Modem

iNODE can support two type of modems. By the term legacy fax-modems we refer to all known
serial modems that offer fax capabilities. If you would like to use such modems then you will
need to configure them as shown below.

Choose the Legacy Fax modem option from the menu under the Fax Service menu option. The
screen presents to you a list of the already configured modems. From here you can:

1) Add a new modem

2) Delete an existing one

3) Or Alter the configuration of an already configured one.

:: Fax Service :: Legacy fax-modems 9

name port  fax number allow receive allow send description
testmodem |ttyS0| 654098 yes yes  |dokimh
APy
*/ dataways
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Adding a new legacy modem
To add a new legacy modem, click the Add new modem button.

In the form presented to you do the following:
1) In the name box enter a name for the specific modem.
2) In the description box enter a description.
3) From the port list select the serial port where the modem is connected to.
4) From the speed list select the maximum modem speed.
5) From the flow control list select the modem’s flow control capabilities.
6) Click the Next button

EERERTTTITT o

New modem

name new modem|
description
port [ty51 [¥]
<peed 35400 v
flow control

When you click the Next button you will have to wait for a few moments for iNODE to detect
the new modem and confirm your settings.
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When iNODE successfully detects your modem you will need to do the following:

1)

In the Fax number box enter the fax number that will be shown on faxes send through
this modem

Click the Allow send option if this modem will be used to send faxes

Click the Allow receive option if this modem will be used to receive faxes

In the Rings before answer box enter the number of rings before the modem answers
the line

From the Speaker volume list select the appropriate value for the speaker setting

In the Tagline format box enter the format string to use when imaging tag lines across
the top of each transmitted page.

This string may include escape codes that cause various items to be interpolated
into the imaged tag line. The following server-implemented escape codes are
supported :

Escape Description
%%d destination phone number
%% job identifier
%%j user-specified job tag
%%I Localldentifier or canonicalized FAXNumber
%%m sender’s electronic mail address
%%n canonicalized FAXNumber
%%p current page number of session
%%P current page number of job
%%r receiver's name
%%s sender's name
%%t total pages in session
%%T total pages in job
%%% “%”

In addition, the format string may indicate that text is to be centered in multiple
equal-sized fields by separating text with " |" characters. For example, " “a|b|c"
would cause the tag line to be broken up into three equal-sized areas with the strings
“'a", " 'b", and " c" centered within each region.

The default tag line format string is = “From %%n | %c | Page %%P of %%T".

The differences between the %%p or %%P and the %%t or %%T options are noticed when
a fax job is retried after an incomplete attempt and only the previously unsent pages
are then queued in a successive session.
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EERRTTTT ©

Modem detected

Port: ttyS1
Name: new modem
Description:

Fax number:
Allow =end
Allow receive
Ring=s before answer: |1

Speaker volume:

Tagline format: From %%n|%c|Page % %P of %%T

Modem priority: | 255 Modem rate:
Modern min. speed: | 2400 Wait for dial tone [ ]
Modem page done timeout: | 180000 Dial mode:
Modem page start timeout: | 120000 Phacprefi

Modem Reset Command:

7) In the Modem priority box enter the priority of this modem (this option is valuable if
you have a number of modems used for the fax service)

8) From the Modem rate list select the modem’s rate

9) In the Modem min. speed box enter the modem’s minimum speed

10) Click the Wait for dial tone option if your telco provider has such option

11) In the Modem page done timeout box enter a value in milliseconds for terminating
the connection if a whole page is not received within this time interval.

12) In the Modem page start timeout box enter a value in milliseconds for terminating
the connection if the start of a new page is not received within this time interval.

13) From the Dial mode list select the desired dial mode.

14) In the Pbx prefix box enter the number to dial to get an outside line if your modem’s
telephone line is connected to a PBX.

15) In the Modem reset command box enter the AT command that will reset your modem
if needed. Please refer to your modem’s manufacturer manual.
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Editing a Legacy Modem’s Settings
To alter your modem’s settings, from the modem list click on the modem’s name you wish to
modify. For explanation of the settings see the Adding a new legacy modem section above.

When you are done with your changes, click the Save button.

Deleting a Legacy Modem
To delete a legacy modem, from the list of legacy modems click the Delete button next to the

modem you wish to remove.
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ISDN CAPI Fax - Modems

The second supported type of modems is CAPI Fax - modems. This type supports specific ISDN
internal card fax - modems such as the FritzCard PCl v1/2/2.1. Please consult the iNODE
Hardware Compatibility List for details. If you would like to use such modems then you will
need to configure them as shown below.

Choose the CAPI Fax modem option from the menu under the Fax Service menu option. The
screen presents to you a list of the already configured modems. From here you can:

4) Add a new modem (only if a known CAPI controller is detected)

5) Delete an existing one

6) Or Alter the configuration of an already configured one.

:: Fax Service :: CAPI fax-modems

Warning! No CAPI controllers detected!
The following modems are not available!

Hoele] prmir pppeael =i

fax number allow receive description

testcapi| 325416 yes testcapi Delete

ATTENTION!

iNODE detects the CAPlI modem controllers automatically. If a valid
controller is not identified then you cannot add a hew modem. The same
holds for editing an already configured modem. If for any reason the
controller is not identified then you cannot save your changes to the
configuration of an existing modem.

Adding a new CAPI modem
To add a new CAPI modem, click the Add new modem button.
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:: Fax Service :: Edit CAPTI Modem

Mame: testcapi
Fax number: 325416

Description: |testcapi
Allow receive:

Concurrent Receives: | 1

ISDN CAPI Controller: Warning: Mo CAPI controllers detected!

Channel:

Cutgoing MSN: Use DDI: [ |
Suppress MSN: [] DD Offset:
Mumber Prefix: DDI Length:

« Back

Editing a CAPI Modem’s Settings
To alter your modem'’s settings, from the modem list click on the modem’s name you wish to
modify. For explanation of the settings see the Adding a new CAPI modem section above.

When you are done with your changes, click the Save button.
Deleting a CAPI Modem

To delete a legacy modem, from the list of legacy modems click the Delete button next to the
modem you wish to remove.
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Fax-Modem Groups

iNODE offers you the capability to configure Fax-modem groups. This way you can manage a
large number of modems should such a requirement exists.

Choose the Fax modem groups option from the menu under the Fax Service menu option. The
screen presents to you a list of the already configured groups. From here you can:

1) Add a new modem group

2) Delete an existing one

3) Or Alter the configuration of an already configured one.

:: Fax Service :: Fax-modem groups

Add new modem group
capigroup testcapi

lega rou testrmodem

Adding a new modem group
To add a new modem group click the Add new modem group button.

In the form presented to you do the following:

1) In the New modem group name box enter the name of the group you wish to create
2) Click the Next button

:: Fax Service :: New modem group 9

New modem group name: | |

| «<Back | Next » |

In the second screen presented to you do the following:
1) From the list of available modems select the modem you wish to add to this specific
modem group and click the add button
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2) If you add wish to remove a modem from the group select the modem you wish to
remove from the modems in group list and click the remove button.
3) If at any stage you wish to terminate the process click the Back button

:: Fax Service :: Edit modem group

capigroup

available modems madems in group

testmodem m testcapi

Editing a new modem group

To edit a new modem group click on the name of the group from the list of available modem
groups and follow the instructions provided in the previous section Adding a new modem
group.

Deleting a modem group
To delete an existing modem group simply click the Delete button next to the name of the
group you wish to delete from the list of available modem groups.

4B
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Incoming Fax Routing

iNODE offers you the capability to configure incoming fax routes. This way you can manage
which users receive what faxes depending on the modem used for fax reception and the
sender.

Choose the Incoming Fax Routing option from the menu under the Fax Service menu option.
The screen presents to you a list of the already configured routes. From here you can:

1) Add a new route

2) Delete an existing one

3) Or Alter the configuration of an already configured one.

:: Fax Service :: Incoming Fax Routing

Add new route

Sender Modem Receiver Attachment type

+ | = |karagian|par
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Adding an Incoming Route
To add a new incoming route, click the Add new route button.

In the form presented to you do the following:

1) In the If Sender is box enter the sender’s fax identifier or * for any sender. You can
see the precise identifier from an incoming fax. Note that sometimes this identifier
can have some leading or trailing spaces that may not be noticeable at first. If you
notice that faxes are not matches as they should try adding a wildcard (*) at the
beginning or at the end of the identifier.

2) From the and received from Fax-Modem list select a modem

3) From the Route to Email list select the user or list that will receive the fax

4) From the Attachment type list select the file format that tha fax will be converted to
in order to be send as an attachment to the email.

5) Click the OK button

:: Fax Service :: Add Fax Incoming Route

If Sender is ;

and received from Fax-Modem : |..fllr‘|‘3-r modem M

Route to Email : | tl

Attachment type:

Editing an Incoming Route
To edit an existing route, click on the sender’s name from the list of available incoming
routes. Follow the instruction provided in the previous section Adding an Incoming Route.

Deleting an Incoming Route
To delete an existing route, click the Delete button next to the route that wish to remove.
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Outgoing Fax Routing

iNODE, also offers you the capability to configure outgoing fax routes. This way you can
manage which users can send faxes through which modem or modem group.

Choose the Outgoing Fax Routing option from the menu under the Fax Service menu option.
The screen presents to you a list of the already configured routes. From here you can:

1) Add a new route

2) Delete an existing one

3) Or Alter the configuration of an already configured one.

:: Fax Service :: Outgoing Fax Routing

Add new route

User Modems & Modem Groups
karagian | capigroup
APy
" dataways
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Adding an Outgoing Route
To add a new outgoing route, click the Add new route button.

In the form presented to you do the following:
1) From the If Sender is list select a user.
2) From the Use Fax-Modem/Group list select a modem or group.
3) Click the OK button or click the Back button to abort the operation.

:: Fax Service :: Add Outgoing Route

If Sender is : | dpap EI
Use Fax-Modem/Group : |testmcdem M

|_«<Back | 0K

Editing an Outgoing Route
To edit an outgoing route click the user name that corresponds to the route you wish to edit
and follow the instructions provided in the previous section Adding an outgoing Route.

Deleting an Outgoing Route
To delete an existing route, click the Delete button next to the route that wish to remove.
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File Service

iNODE also provides you with file services functionality that enables your network users to
share documents between them.

To reach iNODE’s file services configuration, on the Category List tree expand the Configure
selection. Then click and expand the File Service selection. Finally, click the General Settings
selection.

If you wish to disable the service click the Disable button. If the service is disabled click the
Enable button to enable the service.

To configure the service do the following:
1) In the workgroup box enter a name for the workgroup
2) In the server description box enter a description for the server that will be accessed
3) Click the Delete sharepoint files option if you wish to also delete shared files
contained in a Sharepoint when the sharepoint is deleted.
4) Click the Update settings button to save your changes

:: File Service :: General Settings G

File Service Status: Enabled Disahle

workgroup DATAWAYS
server description TEST

Delete sharepaint files

Update setting

. dafaways
© 2001-2004



Configuring iNODE 114

File Sharepoints

iNODE, also offers you the capability to configure file sharepoints. This means that you can
setup specific folders that will be shared amongst all of your users or just a specific group of
them.

Choose the File Sharepoints option from the menu under the File Service menu option. The
screen presents to you a list of the already configured sharepoints. From here you can:

1) Add a new sharepoint

2) Delete an existing one

3) Or Alter the configuration of an already configured one.

:: File Service :: File Sharepoints

harepoin

Share Name Browseable Read only Max. connections Admins  Disk Size
deny yelete
testshare yes no 20 913.140.132.16 600k Delets
allow karagian
- - karagian
q . yelete
vangelis-dokimh yes no 26 testd 4.0k Delef
vangelis2
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Adding a new sharepoint
To add a new sharepoint click the New sharepoint button.

In the form presented to you do the following:
1) In the name box enter the name of the sharepoint.
2) In the description box enter a description for the sharepoint.
3) Click the browsable option if you want the sharepoint to be browsable by the users
4) Click the readonly option if you want the sharepoint to be readonly for you users
5) Click the OK button to save and create the sharepoint or the Back button to abort the
operation.

:: File Service :: New Sharepoint

name:
description:

browsable

readonly []

max. cannections: |20

Now that you have added a new sharepoint you will need to edit it and allow or deny users,
hosts and administrators. For more information on this see the following section Editing a
Sharepoint.
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Editing a Sharepoint
To edit a sharepoint, click on the share name from the list of sharepoints.

In the form presented to you do the following:
1) In the Descriptions box enter the new description for the sharepoint
2) Click the Browsable option if you want the sharepoint to be browsable by your users
3) Click the Read-only option if you want the sharepoint to be read-only fro your users.
Note that users specified as administrators will always have read-write access!
4) In Max. connections box enter the maximum number of concurrent connections to the

sharepoint.

:: File Service :: Edit Sharepoint

testshare

Description: |test share
Browsable
Read-only []

Max. connections: |20

Allow only to users Administrators

To complete the editing operation you will need to do the following:
1) Define the users that will be allowed or denied access to this sharepoint
2) Define the hosts that will be allowed to access to this sharepoint
3) Define the sharepoint administrators

Following is a detailed descriptions of how to, for each one of the above.
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Editing sharepoint users
In the Deny Users or Allow only to users section of the main edit form, do the following:
1) Click the Edit button
2) In the form presented to you do the following:
a. From the All users list select the users that you wish to allow or deny access
to and click the add button
b. If you wish to remove a user from the Selected users list click on the user and
then click the remove button
c. From the list at the bottom specify whether you want to allow o deny access
to the Selected users listed in the Selected users list.
d. When done click the Back button.

:: File Service :: Edit Sharepoint Users

testshare
All users Selected users

dpap s

testd

testdd ETEN
tcp

vangeli [ remove _

vangelis2
vangelis_test

nick M

|AIIOW access only to selected users BI

« Back
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Editing sharepoint hosts
In the Deny or Allow hosts section of the main edit form, do the following:
1) Click the Edit button
2) In the form presented to you do the following:
a. In the New host box enter the name or IP address of the host and click the
add host button.
b. If you wish to remove a host from the list, select that host by clicking on it in
the selected hosts list and click the Remove selected button
c. From the list at the bottom of the screen select if you want to allow or deny
access to the select hosts listed in the selected hosts list.
d. Click the Back button

:: File Service :: Edit Sharepoint Hosts 9

testshare

selected hosts
213.140,132.16

New host

| Deny access to selected hosts &]

« Back
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Editing sharepoint Administrators
In the Administrators section of the main edit form, do the following:
1) Click the Edit button
2) In the form presented to you do the following:
a. From the All users list select the users that you wish to act as administrators
for this specific sharepoint and click the add button.
b. If you wish to remove a user from the Administrators list select the user and
click the remove button.
c. When finished click the Back button.

:: File Service :: Edit Sharepoint Administrators

testshare
All users Administrators

dpap -

testd

testdd EETEN
tcp
vangelis [ remove
vangelis2
vangelis_test

nick M

Note that share point administrators have full access rights to the files shared through the
share point. Nevertheless they may have no access to the entire Sharepoint, if they are not
specified in the share point users, or they are specifically denied access to the share point!

=
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Email Service

iNODE also provides you with email services functionality that enables your network users to
send and receive emails from their desktop with a click of a button.

To reach iNODE’s email services configuration, on the Category List tree expand the Configure
selection. Then click and expand the Email Service selection. Finally, click the General
Settings selection.

In the General Settings section you may configure the email server’s parameters as follows:

1)
2)
3)
4)
3)

6)

In the Max. message size box enter the value in kBytes for the maximum email size
that is accepted by the server.

In the Max. SMTP connections per second box enter the number of concurrent
connections that are allowed in each given second.

In the Max. recipients per message box enter the maximum number of recipients that
are allowed to exist in the header of each email.

In the SMTP smart relay box enter the either the server name or IP address of the
smart host used to relay your messages should such functionality is needed.

In the Remote mail polling interval box enter a value in second that the server will
poll a remote email server for any messages that are waiting to be retrieved.

Click the Update settings button to save your settings

:: E-Mail Service :: General Settings 0

Mail Service Status: Configuration Error
Max. message size (KBytes): 50000
Max. SMTP connections per second: |5
Max recipients per message: 100

SMTP =mart relay:

Remote mail polling interval in seconds: 120
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Antivirus Settings

iNODE provides you with antivirus settings interface to enable you to control any possible virus
attacks that may occur through your email system.

To configure your antivirus settings do the following:
1) From the AV Report email list select the user that will receive antivirus reports from
the antivirus system
2) If you wish to notify users for an infected email click and check the appropriate users
that will receive the notification (AV admin, Sender, Recipients, Foreign domains)
3) Click the update settings button to save your settings.

:: E-Mail Service :: Antivirus Settings 9

AV Report email: | System Administrator M

Send wvirus notification to: A admin
Sender
Fecipient(s)

] Foreign domains

Update settings
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Remote Mailbox Delivery

The iNODE email service provides LAN users with the ability to exchange email messages
either locally or through the Internet. If you haven’t done so and you require public mailbox
functionality, please consult with your ISP hosting your domain. Your ISP can provide you with
either a single mailbox or a multidrop mailbox for all of your users. Either way you can
configure your iNODE server to function as an always connected to the Internet email server.

Through this interface you can configure the remote mail services. This will allow you to
retrieve and deliver emails through other email server(s).

To enable or disable the service, click on the appropriate button at the top of the interface.
In addition you may add, edit or delete a specific service.

:: E-Mail Service :: Remote Mailbox Delivery

Remote Mail Service Status: Enabled

Remote POP3 Server POP3 Username Multidrop Local account to deliver Description

test.gr test no dpap

Adding a new service

To add a new service you will need to click the New account button. Then you have two
configuration options. You can either configure a multidrop account or a

Remote mail account.

To configure a multidrop account you need to do the following:

1) In the main screen click the New account button

2) Click and check the Multidrop Account checkbox.

3) In the Remote POP3 Server box enter the domain name of the remote mail server
that you will be accessing (eg. pop3.dataways.gr). This information should have
already been provided by your ISP.

4) In the POP3 Username box enter the username provided from your ISP that allows
you to connect to the mail server and collect your e-mails.

5) In the POP3 Password box enter the password that was provided to you by your ISP
for the aforementioned account.

6) Re-enter your password in the POP3 Password confirm box.
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:: Services :: New remote mailbox account

Multidrop account: [ ]
Remote POP3 Server:

POP3 Username:

POP3 Password:

POP3 Password (confirm):

Local account to deliver: | tl

Description:

To configure a remote mail account you will have to do the following:

In the main screen click the New account button

Click and uncheck the Multidrop Account checkbox.

In the Remote POP3 Server box enter the domain name of the remote mail server
that you will be accessing (eg. pop3.dataways.gr). This information should have
already been provided by your ISP.

In the POP3 Username box enter the username provided from your ISP that allows
you to connect to the mail server and collect your e-mails.

In the POP3 Password box enter the password that was provided to you by your ISP
for the aforementioned account.

Re-enter your password in the POP3 Password confirm box.

In the Local Account to Deliver box enter the local iNODE account that will receive
all remote mail messages.

In the Description box enter a description

ATTENTION!

Please note that the remote mail service doesn't trigger the iNODE server
to connect to the Internet. The remote mail check and delivery will be
done only if the iNODE server is already connected to the Internet.

. dataways
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Editing a remote e-mail account.
To edit an account click the Edit button next to the remote account that you wish to edit and

then follow the instructions provided for adding a new remote mail account.

Deleting a remote e-mail account.
To delete an account click the Delete button next to the entry you wish to remove.
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Mailing Lists
iNODE allows you to configure mailing lists that can be used by all users of the email service.

The main screen of the mailing list menu selection shows you the configured mailing lists. In

addition it allows you to:
1) Add a new list
2) Delete existing list
3) Edit an existing list

:: E-Mail Service :: Mailing Lists 9

list name list members

tes oui@aiu.gr, vangelis
testlist |testlist

dokimh |vangelis, test@a=dasd.gr, vangelis2

Adding a mailing list

To add a new mailing list, in the main screen click the Add list button and in the New List box
enter the name of the new mailing list. Press the OK button.

:: E-Mail Service :: Create Mailing List

MNew Iist:| |

|_«<Back | oK

Next do the following:
1) In the Insert email box enter the email address of a user account and then click the

Add member button
2) Alternatively you could select a user from the choose one list and click the Add

member button.
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3) To remove a member from the list, simply select the member(s) that you wish and
click the Remove Selected button.

:: E-Mail Service :: Edit Mailing List

List: UsersList
Members

Remove selected

Insert email:

or choose one: | Vl

Editing a mailing list

To edit a mailing list, from the main mailing lists screen simply click on the name of the list
that you wish to modify. Then follow the instructions provided for adding a mailing list.

Please note, that once created a mailing list cannot be renamed.

Deleting a mailing list
To delete a mailing list, from the main mailing lists screen simply press the Delete button
next to the mailing list you wish to remove.

Email Domains

The iNODE email service also allows you to configure your own email domains.
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To configure your own email domain names that will be serviced by the specific iNODE server
click on the domains selection under the Email service in the configuration menu.

You will need to provide at least one domain name that will be serviced in case you do make
use of the remote mailing service.

The main screen of the domains selection shows you the configured domain names that are
serviced through this server. In addition it allows you to:

4) Add a new domain

5) Delete existing domain

6) Edit an existing domain

:: E-Mail Service :: Domains

New domain
Cromain name

asdfg.qgr

lalalala.gr lete

testksda.gr lete

inode3.qgr lete

inode.gr lete

F-hr
m
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Adding a new domain
To add a new domain click the New Domain button and then in the Domain nhame box enter

the new domain name that will be serviced (e.g. yourcompany.com). Finally click the OK
button.

:: E-Mail Service :: New Domain

Cromain name:

Editing a new Domain
To edit an existing domain, from the main Domain screen click on the domain name that wish
to modify. Then do your changes and click the OK button.

Deleting a Domain
To delete a domain click the Delete button next to the domain you wish to remove.

ATTENTION!

Please note that configuring local mail domains has nothing to do with
DNS. The domains entered here are simply the domains that the mail
server considers local, that is any mail with a recipient in the domains
above will be delivered to a local account or alias.
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Proxy Service

iNODE can also provide you with proxy services functionality that restrict and at the same
time protect your network users’ access to the network. The proxy service is a very useful
facility if you want to optimize the usage of your internet connection. The iNODE proxy
service accepts requests from unlimited LAN clients for HTTP and FTP requests to port 8080.

To reach iNODE’s Proxy services configuration, on the Category List tree expand the Proxy
Service selection. Finally, click the General Settings selection.

If you wish to disable the service click the Disable button. If the service is disabled click the
Enable button to enable the service.

To configure the service do the following:
1) In the Proxy port box enter the port the proxy will be listening on.
2) In the Proxy RAM box enter the amount of RAM in MB to be used by the proxy service
3) In the Proxy cache size box enter the size of the proxy cache in MB
4) In the Max. cacheable object size box enter the maximum size of an object that can
be cached.

:: Proxy Service :: Configuration

Proxy Service Status: Enabled
Proxy port: [B080
Proxy RAM (MB): 20
Praxy cache size (MB): |515
Max cacheable object size (MB): |20
Enable transzparent proxy: [ ]
Enable proxy authentication:
User ip expiry time (sec): 1000

Max. IP= per user:

=

Allow lan users:

Enable bandwidth control:

] &
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5) Click the Enable transparent proxy option if you wish to force all web traffic to pass
through the iNODE local proxy server.

6) Click the Enable proxy authentication option if you wish to force all users to
authenticate before using proxy services. This allows per user

7)

8) In the User ip expiry time box enter the time in sec within which an ip will be
remember by the proxy to be used by a specific user. This is usefull if you want to
allow users to migrate from one PC to another using the same proxy authentication
credentials.

9) In the Max. IPs per user box enter the number of IP address a specific authenticated
user is allowed to use at the same time.

10) Click the Allow lan users option if you wish to allow access to all of your LANs users

11) Click the Enable bandwidth control option if you wish to set bandwidth rules.

12) Click the Update settings button to save your changes

ATTENTION!

Be very careful when enabling the transparent proxy option. Before you
do so please make sure that you have assessed all your applications
running on your business network and none of them require direct access
to the Internet.

ATTENTION!

Transparent proxy and proxy authentication are mutually exclusive. Proxy
authentication doesn’t work with transparent proxy. This is because web
browsers, doesn’t send any username - password with every request, if
you not configured the browser to use a proxy server (Transparent proxy
situation).

dataways
© 2001-2004



Configuring iNODE 131

Access Control Filters

The iNODE proxy service allows you to configure access control filters that will be used as
conditionals, in order to restrict access to the Internet based on the following constrains:

1) Time
2) IP

3) URL
4) User

Note that User access control filters are valid only when proxy authentication is enabled!

To configure your access control filters click the Access Control Filters option under the Proxy
Service section of the Configuration menu option.

The screen presents to you a list of the available active filters and allows you to:
1) Add a new filter
2) Edit a filter
3) Delete a filter

:: Proxy Service :: Access Control Filters

Filter Description Options

time testtime test Week days, from 09:00 to 15:50
time bla bla srtertgser Sunday, from 02:04 to 23:59
time time ccsd rterte Week days, from 03:00 to 19:59

fowvero time access

time time fovero list Saturday, from 20:10 to 21:59

nanana time
access list

4674567 time
access list

time nanana Week days, from 20:00 to 21:00

time 4674567 Sunday, from 00:00 to 23:59

mynewtest time

access list Wednesday, from 18:00 to 23:59

time mynewtest

time_hop E;’tp ume access | fom 0000 to 23:59

hack time access

time hack Thursday, from 00:00 to 23:59

list
time testarw iR A Weekend, from 14:00 to 23:59
access list
R ip: 255.255.255.255
¢ t TCP IP ess
e L VPR I AGEeSS | etmask: 255.255.,255.0
- ip: 255.255,255.255
p -host
DLy netmask: 255.255.255.0
= IP Address of Tcp ip: 255.255.255.255
Ip tcphost E
ip_tcphost Machine netmask: 255.255.255.0
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Adding a new Access control filter
To add a new access control filter click the New access control filter button. This will start a
wizard that will allow you configure you new access control filter.

In the first screen of the wizard you will need to specify the type of the filter you wish to
create. The available selections are:

1) IP address

2) Url list

3) User

4) Time

Select the type by clicking the corresponding option and then click the Next button

:: Proxy Service :: New Access Control Filter

Select filter type by

(®) IP address
O url list

0 User

) Time

NOTE: All filters names are automatically prefixed with their

corresponding filter type. Thus, if an ip filtered is named
HOSTA then in the list it will appear as ijp_HOSTA.
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If you are adding an IP address filter in the second screen of the wizard do the following:

1) In the Filter name box enter the name of the filter you are creating

2) In the Description box enter a description

3) In the IP box enter the IP or network number to be controlled

4) In the Netmask box enter the netmask for the corresponding network. You must leave
the netmask empty, or set it to 255.255.255.255 to specify a single host. Do not put
the netmask of the network the host belongs to, or the whole network will match the
filter!

5) Click the OK button or the Back button to change the type of the filter.

:: Proxy Service :: New access control filter

Filter name:
Drescription:
Ip:

Netmask:

|« Back | 0K

© 2001-2004



Configuring iNODE

134

If you are adding a URL list filter the in the second screen of the wizard do the following:

1) In the Filter name box enter the name of the filter you are creating

2) In the Description box enter a description

3) In the Url list box enter a regular expression that describes the url’s you wish to
control or alternatively you could append a file containing those by clicking the
Browse button. Note that you don’t enter the actual url here, but a regular
expression that describes it. Regular expressions are expressions that may contain
wildcards, or some special characters (metacharacters) with a special meaning.
The basic metacharacters with their meaning are the following:

Metacharacter Description

[]
[ci-c2]
[~ci-c2]

Matches any single character. For example the regular
expression r.t would match the strings rat, rut, r t, but not
root.

Matches the end of a line. For example, the regular expression
weasel$ would match the end of the string "He's a weasel” but
not the string "They are a bunch of weasels."

Matches the beginning of a line. For example, the regular
expression ~When in would match the beginning of the string
"When in the course of human events" but would not match
"What and When in the" .

Matches zero or more occurences of the character
immediately preceding. For example, the regular expression .*
means match any number of any characters.

This is the quoting character, use it to treat the following
character as an ordinary character. For example, \$ is used to
match the dollar sign character ($) rather than the end of a
line. Similarly, the expression \. is used to match the period
character rather than any single character.

Matches any one of the characters between the brackets. For
example, the regular expression r[aou]t matches rat, rot, and
rut, but not ret. Ranges of characters can specified by using a
hyphen. For example, the regular expression [0-9] means
match any digit. Multiple ranges can be specified as well. The
regular expression [A-Za-z] means match any upper or lower
case letter. To match any character except those in the range,
the complement range, use the caret as the first character
after the opening bracket. For example, the expression
[~269A-z] will match any characters except 2, 6, 9, and upper
case letters.

Or two conditions together. For example (him]her) matches the
line "it belongs to him" and matches the line "it belongs to
her” but does not match the line "it belongs to them.” NOTE:
this metacharacter is not supported by all applications.
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+ Matches one or more occurences of the character or regular
expression immediately preceding. For example, the regular
expression 9+ matches 9, 99, 999. NOTE: this metacharacter is

not supported by all applications.

? Matches 0 or 1 occurence of the character or regular
expression immediately preceding.NOTE: this metacharacter is
not supported by all applications.

Pay special attention to the fact that the dot (.) character is a metacharacter, so in
order to actually specify a dot and not any single character, you must use \.

The above is only a basic subset of the metacharacters used in regular expressions.

4) Click the OK button or the Back button to change the type of the filter.

:: Proxy Service :: New access control filter

Filter name:
Drescription:

Url list: Edit urle manually

or append url file
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If you are adding a time filter the in the second screen of the wizard do the following:

1)
2)
3)
4)

3)

6)

In the Filter name box enter the name of the filter you are creating

In the Description box enter a description

From the days list select the days for which the filter will be active.

From the From time lists select first the hours and then the minutes from which the
filter will be activated

From the To time lists select first the hours and then the minutes at which the filter
will be deactivated.

Click the OK button or the Back button to change the type of the filter.

:: Proxy Service :: New access control filter

Filter name:
Description:
Days: ]
From time: | 00 I aa I
To time: | 23 I 5a I
| «Back Ji| OK |
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Proxy Access Rules

The iNODE proxy service allows you to configure proxy access rules that will restrict access to
your network based on the access filters you have previously created.

To configure your proxy access rules click the Proxy Access Rules option under the Proxy
Service section of the Configuration menu option.

The screen presents to you a list of the available rules and allows you to:
1) Add a new rules
2) Editarule
3) Delete arule
4) Set the order in which the rules will be applied

:: Proxy Service :: Proxy Access Rules G

MName Drescription  Policy Proscy access filter condition

wetrwet user mynewtest 11 Delete

user karagian and user hop 1| t] Delete

user ghjghj23 and user mynewtest 11 t] Delete

testarw |werwg user vangos and time testarw and url testarw|| | 0o

testfilter ip testfilter 1| t] Delete
bwc user bwvc t1 Delete

:
clejelclcle
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Adding a new proxy access rule
To add a new proxy access rule click the New proxy access rule button

To configure the new rule do the following:

In the Rule name box enter the name of rule

In the Rule description box enter a description

Click the Policy icon to change to the action you wish to enforce, i.e. Allow or deny.
The first list next to the policy icon allows you to negate the filter that you will select
from the list next to it. In other words the list contains an empty entry as shown
below and the word not.

From the second list select the filter that you wish to enforce with this rule.

Repeat steps 4 and 5 for other two sets of lists that follow. Remember that the filters
are enforced with the rule with an AND connector.

Click the OK button to save your changes or the Back button to return to the main
screen.

:: Proxy Service :: New proxy access rule

Rule name:

Rule description:

Policy Proxy access filter condition

O V|| MAND| M| MAND VI : VI
Click icon to change policy.
Editing a proxy access rule
../ dataways
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To edit a proxy access rule, click on the name of the rule and then follow the instructions
provided in the previous section Adding a new proxy rule

Deleting a proxy access rule
To delete a proxy access rule, click the Delete button next the rule you wish to remove.

Setting the proxy access rule order
If you wish to set the order in which the proxy access filters are checked, use the arrow
buttons next to the rule you wish to move up or down in the list. When a service request
arrives to the server, the server starts checking from the first access rule until the request
matches all conditions described by the proxy access filters of an access rule. If a rule is
matched the rule’s policy is applied to the request. If no rule is matched, the request is

denied!

The “Allow lan users” option in the general configuration
screen is actually a proxy access rule that allows access to
all IPs of the Local Area Network (according to ethQ’s
IPs). This is considered the last in order in the list of access
rules. If that option is not checked, then you must create
rules that permit access, otherwise any request is denied!

The same applies to the “Enable proxy authentication”
checkbox in the general settings. When this is checked, a
proxy access rule is implied at the end of the rules list, that

allows access to all authenticated users! Only users
that have “proxy access” checked in their user rights can
authenticate to the proxy server!

Be careful when using the above options together! A user
that cannot authenticate, may have access to the proxy,
based on his IP matching the “Allow lan users” rule, even if
authentication fails! In this case, an authentication failure
does not mean that access is denied!

i dataways
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Bandwidth Management Rules

The iNODE proxy service allows you to configure bandwidth management rules that will limit
the download traffic of your Internet Connection using traffic shaping.

To configure your bandwidth management rules click the Bandwidth management rules option
under the Proxy Service section of the Configuration menu option.

The screen presents to you a list of the available active rules and allows you to:
1) Add a new rule
2) Editarule
3) Delete arule

:: Proxy Service :: Bandwidth Management Rules 9

Bucket Aggregate Metwork Individual Bandwidth Management Rules Filter

Name||shaping class | ey e (o rr ) {kbps) | (kbps) Condition
testi | Aggregate 16 kBytes 4 user gwexcghijkh
Aggregate +
BBBB | 939 131 128 56 url bbc AND user 4674567
NOT user gwexcghjkh AND NOT
Fuby | Aggregate Lo [deites e time 4674567 AND NOT url dfgdfh
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Adding a new bandwidth management rule
To add a new bandwidth management rule click the New rule button.

In the form presented to you do the following:

1)
2)
3)

4)

3)

6)

7)

9)

In the Name box enter a name for the rule

In the Description Box enter a description

In the Bucket size box enter the size in kB of the maximum download that can pass
through the proxy server without being throttled. This must be low enough, to prevent
big downloads, but also high enough, to not hold off legitimate users from normal web
browsing.

In the shaping class section, select the bandwidth shaping class appropriate for your
configuration.

There are three shaping classes:

The first class is used to actually limit a single host to a specific download rate. You
specify the aggregate bandwidth for the host.

The second class is used to specify an aggregate bandwidth for a class C network and
an individual bandwidth limit for the 254 hosts in the network. This way you can
allocate a specific amount for the whole network, but limit the bandwidth of each
individual in that network.

The third class is used when more that 1 Class C network is accessing the proxy server.
In this class, you can specify an aggregate bandwidth that is allocated to the whole
class B network, a network bandwidth that limits the bandwidth per Class C network,
and an individual bandwidth, that is used to limit the host bandwidth.

Note that when using the second and third class, the individual bandwidth should be
lower than the network and aggregate bandwidth and the network bandwidth should
be lower than the aggregate bandwidth you specify.

Depending on your previous selection you should also specify the number of kbps in
the corresponding boxes under the Bandwidth section or click the Unlimited traffic
option next to the corresponding selection.

In the bandwidth management rules filter condition section, from the first list select
the not option if you wish to negate the filter that you will select from the list next to
it.

From the second list select the filter that you wish to enforce this rule to.

Repeat steps 6 and 7 for other two sets of lists that follow. Remember that the filters
are enforced with the rule with an AND connector.

Click the OK button to save your settings or click the Back button to abandon the
operation.
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:: Proxy Service :: New Bandwidth Management Rule

MName:

Description:

Bucket size (kBytes): 16

Shaping class Bandwidth (kbps) Unlimited
l@'.-E\»ggrez-gat-s: HrIEEEE o
C‘Aggregate + Individual Individual

OA.ggregate + Individual + Metwork Nebtwork:

Bandwidth Management Rules Filter Condition

[ Il [ @Il ]

=0 L= 1=

Rules Wizard

The iNODE proxy service offers you a rules wizard that allows you to configure access control
filters and bandwidth management rules that will restrict access to your network and shape
you network traffic.

To start the rules wizard select the Rules Wizard option under the Proxy Service section of the
Configuration menu option.

The rule form is divided in 5 major sections.
In the first section of the form you are required to do the following:

1) In the Rule name box enter the name of the rule you are creating
2) In the Description box enter a description
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:: Proxy Service :: Rules Wizard

Rule Mame: | |

Description: | |

In the second section of the form your are required to select the proxy rule type. If the rule
type is Proxy Access the you will need to do the following:
1) Click on the Policy icon to select if the rule will deny or allow access

1. What
Select proxy rule type: ® Proxy access rule ) Bandwidth ma nagement rule

0 Deny Access

i datawa
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If the rule type is bandwidth management then you will need to do the following:

1) In the Bandwidth management class section, select the appropriate option, according
to the shaping class you want to use. Shaping classes are described above.

2) Depending on your previous selection you should also specify the number of kbps in
the corresponding boxes under the Bandwidth section or click the Unlimited traffic
option next to the corresponding selection.

3) In the Bucket size box enter the size in kB that defines the maximum download that
can pass through the proxy server without being throttled.

1. What
Select proxy rule type: O Proxy access rule (*) Bandwidth management rule

Bandwidth management class Bandwidth (kbps) Unlimited
@' Aggregate coilEiE s |:|
(O Agagregate + Individual Individual

G‘Aggregate + Individual + Netwark Metwork:

Bucket Size: (kBytes): 16

In the third section of the form you need to select if the filter will be applies on users or IP
addresses.

If the filter will be applied to users then you can either select an already configured filter or
create a new one. To create a new filter set the top list to the New user filter... selection and

proceed as follows:
1) From the Available users list select the users you wish to add to the Selected users

list and click the Add button.

2. Who
Apply filters on *) users O 1Ps

Sl vl New userfiter..  |v|

Available users Selected users

bill ~

domain (5] [T
dpap

karagian

nick

poip [v]

Alternatively, you can select an already created user filter from the top list.
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If the filter will be applied on IP addresses then you can either select an already configured
filter or create a new one. To create a new filter set the top list to the New ip filter...
selection and proceed as follows:
1) In the Ip box enter the IP address on which you wish to apply the filter
2) In the Netmask box enter the netmask for the corresponding network or leave empty
if the ip specifies a single host.

2. Who
Apply filters on ) Users & 1IPs

IP filter New ip filter...

Ip:

Metmask:

In the fourth section of the form you may select to apply the filter on Urls. To do so simply
select an already configured URL filter from the top list or create a new URL filter by
selecting the New URL filter... option from the list and proceed as follows:

1) In the URL list box enter the URL for which you wish to apply the filter.

3. Where
Apply filters on urls

uri fier EEED

Url list:
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In the fifth section of the screen you may select to apply time period filters. To do so simply
select an already configured time filter from the top list or create a new one by selecting the
New Time filter... option from the list and proceed as follows:

1) From the Days list select the days on which the filter will be applied

2) In the From time lists select the hour and the minutes from which the filter is applied

3) In the To time lists select the hour and the minutes on which the filter will expire.

4. When
Apply filters on time periods

Time filter

Davys:
From time:

To time:

Finally, click the Create Rule button to save your settings.
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Chapter 4

iNODE is equipped with monitoring capabilities that enable you to have access and assess all
your network resources with a click of a mouse. Furthermore, the majority of the monitoring
facilities provide you with a graphical view of the system statistics allowing you to quickly
assess and respond to any situation.

The monitoring facilities are grouped on three major categories:

1) System & Networking
2) VPN
3) Services

In this chapter you will find a quick reference of all available iNODE monitoring tools and their

functionality.
You may access the monitoring area of iNODE Management Web Interface by clicking

Monitoring in the Category Tree menu.
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System and network monitoring and reporting allows you to have a full view of the

performance of your

system with regards to:

1) System Core including all major components of your system such as CPU, memory,

etc.

2) Internet Connection

3) Internet /DN

S connectivity tools

4) IP Traffic Statistics

5) IP Routing

System C

ore

On this page you can examine the main settings of iNODE.

:: System Core 9

Hostname inode.inode.gr Processors |
IP Address 213.140.132.17 Model Intel(R) Celeron(TM) CPU
Uptime 18 days 5 hours 24 minutes 1300MHz
D Sat May 8 21:31:33 EEST Chip MHz  1255.70 MHz
i 2004 Cache Size 256 KB
Load 0.03 0.02 0.00 S\rsterr! 2588.67
Averages Bogomips
PCI Intel Corp. 82815 CGC [Chipset
Devices Graphics Controller] Intel Corp.
Network Usage 82801BA IDE U100 Intel Corp.
82801BA/BAM AC'OT Audio Intel
Device Received Sent Err/Drop Corp. 82801BA/BAM/CAfCAM
lo 1.06 MB 1.06 MB 0/0 Ethernet Controller
IDE hda: Maxtor 6E030LD
tl:lqlﬂ 0.00 KB 0.00 KB of/0 Detites {(Capacity: 28.64 GB)
shaperD 0.00 KB 0.00 KB o0 SCST p
dummyD 0.00 KB 0.00 KB of0 Devices
tunl0 0.00 KB 0.00 KB o/0
gred 0.00 KB 0.00 KB o/0
eth0 191.41 MB 34.20 MB o0
Memory Usage
Type Percent Capacity Free Used Size
Physical Memory 21% 46.92 MB 12.38 MB 59.30 MB
Disk Swap 7% 233.59 MB 17.42 MB 251.01 MB
Filesystem Usage
Percent Capacity Free Used Size
0% 25.94 GB 16.17 MB 27.35 GB

As you may observe the screen is separated into different areas giving you a complete picture
of the components or peripherals providing adequate information about the status, the
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specifications, and the brief statistics of the system. Following is a detail description of each
section.

System Vital

In this area you can observe the system specific parameters as they are configured for the
system.

Hostname: The name you defined in Configuration/System Settings for this iNODE. It is the
FQDN of the system.

IP Address: The LAN interface’s primary IP address.

Uptime: The time elapsed from the previous start up of the system.

System Time: The current time of the system (local time).

Load Averages: (current cpu load) (last 5 min. load avg) (last 15 min. load avg)

Network Usage
In this section you can find statistics of all network interfaces. Received and Sent volumes as
well as errors and interface queue droping figures are all listed here.

The first column of the table identifies the Interface name that each row is referring to. The
most commonly used interface names are listed below.

Interface Name Description

lo is the loopback device

ethx is the ethernet (LAN) interface x (where x the number of
the interface)

hdlcx is the SyncSerial Interface x (where x the number of the
interface)

ipppx is the ISDN interface

pPppX is the PPP interfaces VPN or asynchronous serial and x is
the number of the interface

ipsecx is the IPSec interface (used with IPSec VPN connections)

dataways
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Note that, depending on the installed interfaces this list will be updated accordingly.

Hardware Information
In this section you can find information about your hardware. Any information that you may
need to know about your CPU, Cache and PCl devices amongst other are listed here.

Memory Usage
In this section you may observe statistics with regards to the th physical system memory and

virtual memory (swap space).

Filesystem Usage

In this section you are presented with the statistics of the iNODE filesystem. It is a good
practice to have your file system free space monitored periodically in order to ensure normal
operation.

dataways
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Internet Connection

To reach this section of the tool all you need to do is click on the Internet Connection Status

selection under Monitoring in the Category Tree Menu on your iNODE’s Management Web
Interface.

Internet Interface: eth0: Intel Corp. PRO/100/VE ethernet adapter

ethi

Interface Status/Statistics

Link encap:Ethernet HWaddr 00:10:DC:DE:47:FD

inet addr:213.140.132.17 PBcast:213.140.132.255 Mask:255.255.255.1592
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:2426033 errars:0 dropped:0 overruns:0 frame:0

TX packets:1636895 errors:0 dropped:0 overruns:0 carrier:d
collisions:0 txgueuelen:100

RX bytes:200722270 (191.4 Mb) TX bytes:35884712 (34.2 Mb)
Interrupt:5 Base address:0x2000

In this screen you are presented with statistics regarding your configured Ethernet interfaces.
You may at any time click on the Refresh button to get a new set of statistics. The page
automatically reloads every 15 seconds.

The information provided here includes packets transmitted, packets received, errors,
overruns, frames, collisions, etc that will assist you to identify any possible problems that may
arise with your network interface.

. dataways
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Internet / DNS Connectivity Tools

iNODE is equipped with all the tools required to make your life easier. In this section of the
tool you are provided with a set of tools that are vital in assisting you to identify possible
problems in your network. These tools are:

1) Ping
2) Traceroute
3) Nslookup

All three of them can be executed with a click of your mouse without having to access
command line tools or anything else.

=z Internet/DNS Connectivity Tools 9

() ICMP ping connectivity

'E' Traceroute connectivity

) DNS resolution

|31 215.65.188 | Enter IP/hostname for connectivity tools to apply

To execute any of them do the following:

Select the tool you wish to execute by clicking in the corresponding button on the left hand
side of its description.

In the box below enter the IP address or the host name for which you want to execute the tool
Click on the Proceed button to execute the tool.

To clear the box and start again click on the Reset button.

.., dataways
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Traffic Statistics
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In this section of the tool you may get traffic statistics reports generated in graph format. This
reports can be generated for you for different time intervals assisting you to identify possible
problems with the traffic generated during the course of a business working day. Then all you
have to do is work out how to better allocate and distribute your resources when they are

more

needed.

To generate such a report click on the Traffic Statistics selection under Monitoring in the
Category Tree menu. Then select the required period from the pick list on the upper side of
the screen. Finally, click on the Generate Report and within a few seconds your report will be
ready.

Select period: | last month
|-..: P S | toda W
T W il e b el FE St E-rdﬂ‘_.‘.l'
this hour
incon|gst hour i Thu 200404401 Qoeooz0n max: 76 avg: 15
il this week
o last week
w45 4 this month
% last month
G gl :
= this year
= el last year
0 : ; : t : }
02, 07, B2 abri 2. Pt
incoming smbp Start: Thu 2004/ 04 00 O0zodzod max: O awg: 0
[F]
(1)
L]
e
(]
L
]
=1
=
0 i :
02, 07, 1z o
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The periods are predefined for you and you may select one of the following:

1) Today

2) Yesterday
3) this hour
4) last hour
5) this week
6) last week
7) this month
8) last month
9) this year
10) last year

The report generated for the specific period contains graphed information for each traffic
type (incoming and outgoing) for each of the following protocols:

1) smtp
2) http
3) ftp
4) dns
5) total

dataways
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IP Routing
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To get the IP Routing table click on the IP Routing selection under Monitoring in the Category

Tree menu.

:: Basic IP Routing 9

iNode current internet gateway ip :

iNode current routing information table

Metwork Murnber

192.168.30.0

Metwork Metrnaszk

255.255.255.0

Default Gateway

0.0.0.0

127.0.0.0

255.0.0.0

0.0.0.0

This table shows you the current IP routing information that is configured and active in the

iNODE server.
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IPSec - VPN

Service Status

iNODE allows you to monitor the status of all available IPSEC VPN connections. For each
connection you may get the following information:

1) Connection Name

2) Description

3) Connection Time

4) Local network, IP and netmask used

5) Remote client network, IP and netmask used

9

IPSec Status: Enabled
Active IPSec Connections

Red: Road-Warrior IPSec connections / Green: Static IPSec connections

Connection S Connected Lacal Local Remate | Remote Client | Remote Client

NO ACTIVE CONNECTIONS

The connections are listed in a table as one shown above. The connections listed in red are
Road-Warrior IPSec connections while the ones listed in Green are static IPSec Connections.
That way you may observe the origin of the connections easily.

. dataways
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Connections History

The IPSec connections history supplies you with enough information to monitor and observe
any peculiar behavior in the connections. Unlike the Service Status monitoring facility the
history keeps a log of every single connection that occurred in the system.

IPSec Connections History

Red: Road-Warrior IPSec connections / Green: Static IPSec connections

Clear History File

02/06/04 | 04/0s/04 | 1d,
‘ papasconomau ‘ pap vpn ‘ oo | e 3ot | [213.140.132.19/32 [213.140.132.10 [255.255.255.255 [213.140.137.65
01/06/04 | 02/06/04 | 14,
‘ papasconomau ‘ pap vpn ‘ S | e ‘01:49:01 213.140.132.19/32 [213.140.132.19 |255.255.255.255 |213.140.137.65
. 01/06/04 | 01/06/04 |-
‘dhcpude_Forlto_TCP‘ ‘21:32:19 |21:32:19 ‘on.oo.oo‘ 0.0.0.0/0 ‘ 0.0.0.0 ‘ 0.0.0.0 ‘213.140.132.5?
. VPN me | 01/06/04 | 01/06/04 | .
‘ Forita_TCP ‘ o ‘ S | . ‘00.00.01‘ 0.0.0.0/0 ‘ 0.0.0.0 ‘ 0.0.0.0 ‘213.140.132.5?
. VPN me | 01/06/04 | 01/06/04 |
‘ Forita_TCP ‘ o ‘ S | ST ‘00.00.01‘ 0.0.0.0/0 ‘ 0.0.0.0 ‘ 0.0.0.0 ‘213.140.132.5?
. 01/06/04 | 01/06/04 |
‘dhcpude_Forlto_TCP‘ ‘ S | e |00:00:00 0.0.0.0/0 0.0.0.0 0.0.0.0 213.140.132.57
. VPN me | 01/06/04 | 01/06/04 |
‘ Forito_TCP ‘ . ‘ SV | i ‘00.00.01‘ 0.0.0.0/0 ‘ 0.0.0.0 ‘ 0.0.0.0 ‘213.140.132.5?
. VPN me | 01/06/04 | 01/06/04 |
‘ Forita_TCP ‘ o ‘21:22:48 |21:22:4a ‘on.oo.oo‘ 0.0.0.0/0 ‘ 0.0.0.0 ‘ 0.0.0.0 ‘213.140.132.5?
papaeconomou papvpn | 01/06/04 | 01/06/04 |00 00451513 140.132.19/32 |213.140.132.19 |[255.255.255.255 |213.140.137.65
21:21:52 | 21:22:35
papasconomou papvpn | 01/06/04 | 01/06/04 |40 0445 1513 140.132.19/32 |213.140.132.19 |255.255.255.255 |213.140.137.65
21:19:53 | 21:21:35
papasconomou pap vpn 01/06/04 | 01/06/04 010,06 |313.140.132.19/32 |213.140.132.19 [255.055.955.255 |213.140.137.65
21:18:41 | 21:19:47
papaeconomou papvpn | 01/06/04 | 01/06/04 |00 04,56 1513 140.132.19/32 |213.140.132.19 |255.255.255.255 |213.140.137.65
21:17:10 | 21:18:36
01/06/04 | 01/06/04 |- .o
‘ papasconomou ‘ pap vpn ‘ ooroene | gere ‘00.49.3?‘213.140.132.19;32 ‘213.140.132.19‘255.255.255.255 ‘213.140.13?.55
o . 01/06/04 | 01/08/04 |
‘ pek-foritonorw ‘ pek forito ‘ 30:29:22 | 20:28:33 ‘DD.DD.IL‘ 0.0.0.0/0 ‘ 0.0.0.0 ‘ 0.0.0.0 ‘213.140.132.5?

Again the connections are listed in a color coded format in order to be able to distinguish the
Road Warrior from the Static IPSec connections.

The information provided if more detailed that the Connection Status which as mentioned
earlier provided information only for the active IPSec connections.

If you have frequent IPSec VPN connections to and from your system on a daily basis, it is a
good practice to clear this log every now and again. You may do so by clicking with your
mouse on the Clear History File button.
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Realtime Logfile

The realtime logfile provides you with

IPSec Service Realtime Logfile

"test=zynolon®

"testzynolon”
“testzynolon”
"testzynolon”
“testzynolon”

"testsynolon®
“test=ynolon®

: ERROR:

ERROR:
ERROR:
ERROR:
ERROR:
ERROR:

: ERROR:
: ERROR:
- ERROR:
: ERROR:

asynchronous network
asynchronous network
asynchronous neswork
asynchronous network
asynchronous network
asynchronous network
asynchronous network
asynchroncus network
asynchronous= network
asynchronous network

The information includes:

1)
2)
3)

error
error
error
error
error
error
error
erzror
error
error

report
report
report
report
report
report
report
report
report
report

the name of the connection
the type of the error
the interface involved
the IP address and the port
the reason the connection was refused
the error that was generated

on
on
on
on
on
on
on
on
on
on

158

information about the status of the ipsec system.

ethl
ethl
etho
=thl
ethl
ethl
ethl
ethl
athl
ethl

2.103.
.1o3.
.ipa.
.ipa.
.1o3.
.1o3.
.1o3.
.ipa.
_i03.
.1o3.

77,
77,
7.
77,
77,
77,
77,
77,
77
77,

to
to
©o

for message
for message
for message
for mes==age
for message
for message
for message
for meszags

o
to
to
to
to
for me=sage
for message

to
to

101 port 500,
101 port 500,
101 pors 500,
101 pere 500,
101 port 500,
101 port 500,
101 port 500,
101 pors 500,
101 pore 500,
101 port 500,

complainant
complainant
complainans
complainant
complainant
complainant
complainant
complainant
complainant
complainant

Z2.103.
.103.
.103.
.1p3.
.103.
.103.
.103.
108.
_103.
Z2.103.

: Connection refused
: Connection refused
: Connection refused
: Connection refused
: Connection refused
: Connection refused
: Connection refused
: Connecsion refused
: Connection refused
: Connection refused
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PPTP - VPN

In this section of the tool you can specifically monitor the behavior and the statistics of your
VPN setup.

There three specific reports that can be generated here as follows:
1) VPN Status

2) VPN Logging
3) Failed VPN Connection Attempts

VPN Status

In this area you can examine the status of your VPN connection(s). If your system behaves as
VPN Concentrator you can see if it is up (green box) while you can also observe the current
VPN connections.

i o

VPN SERVER STATUS: up [
Currently Active VPN Connections

Red: Incoming VPN connections / Green: Outgoing VPN connections

USERMAME LOCAL VPN IP REMOTE WPN IP REAL TP CONNECTED SINCE DISCONNECT LSER

The connection table lists all the currently active VPN connections presenting information
with regards to the connection’s IP addresses, user name, and logon time. As you will observe
each table entry is either coloured red or green. A green entry denotes an outgoing VPN
connection (iNODE is connected to a remote VPN server), while a red entry denotes an
incoming VPN client connection.

Should you need to drop a specific VPN connection you may simply do so by clicking on the
corresponding button of the entry in the table that you wish to disconnect.

. dataways
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VPN Logging

In this area of the tool you will find a list of all the VPN connections that occurred in the past.
In other words this is your historical VPN connections list.

Here you can find the full details of every single successful connection that occurred and was
closed (i.e. is not currently active) in the past.

EEEETET o

VPN Connections logfile

Red: Incoming VPN connections / Green: Outgoing VPN connections

Clear VPN entries
TOTALTIME TRAFFIC TRAFFIC
USER LOGON TIME CONMECTED RECEIVED TRANSMITTED LOCAL VBN IP REMOTE VPN IP REMOTE HOST
{sec) {bytes) {bytes)
vpntest 20{25:“'_13“ 33 108 3850 10.254.254.254 | 10.254.2.100 | 213.140.132.1
upntest mi;';g_zsg““ 1470 108 4388 10.254.254.254 | 10.254.1.2 0]
faruk 2"{;‘5{{_252"‘ 927 290195 66583 | 10.254.254.254 | 10.254.1.1 | B1.215.65.188
pmes 23{‘;‘_';’{_11'"3"4 68 108 4698 10.254.254.254 | 10.254.1.2 |195.97.106.160
pmes 23{?_';'6’_20';“ 1283 | 1102315 | 533261 |10.254.254.254 | 10.254.1.1 |195.97.106.160

If you have frequent VPN connections to and from your system on a daily basis, it is a good
practice to clear this log every now and again. You may do so by clicking with your mouse on
the Clear VPN entries button.

i/ dataways
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VPN Failed Connection Attempts

In this area of the tool you may examine all the VPN connection attempts that have failed to
authenticate.

:: Failed VPN Attempis 9

Failed VPN Connection attempts logfile

[ 2042004152504 |  wisaaoasza | ventest
[ 2042004152520 | wisaaoaezi | ventest
[ 2042004152541 | wisaaoaszi | ventest

| 20-4-200419:20:16 | 8121565188 | 0 faruk |
| 20-4-200419:25:32 | 8121565188 | = wpntest = |
| 28-4-200415:17:02 | 195.07.106.160 | = wpntest = |

This screen is particularly helpful as it assists you to identify possible failed harmful attacks to
your network allowing you to further secure your network since you now know where these
attacks are originating from.

For security reasons, the iNODE automatically locks the account after three failed VPN
connection attempts. The system administrator must then reset/change the user’s password.

i data
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Fax Service

In this section of the tool you can specifically monitor the behavior and the statistics of the
fax service.

Send Queue

The send queue report allows you to monitor the faxes that are currently in the queue to be
sent.

You can observe the following information:
Status

Sender

Destination

Time sent

Page sent

TTS

Modem

Error description if there was one

EEEETTIET o

CONOUTANWN =
—_—— — — = — — —

id Status Sender Destination Time sent Page sent TTS  Modem Error description

No fax to send

. dataways
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Incoming Fax Archive

The incoming fax archive keeps all incoming faxes.
Here you can observe the:

1) Received time

2) Duration

3) Sender

4) Number of pages

5) The modem that was used to receive the fax

6) Possible comments

In addition the archive allows you to view those faxes. If there is no need to keep those faxes
or just a number of them then select them by clicking at the option next to the fax entry you
wish to delete and then click the Delete button.

:: Fax Service :: Incoming Fax

id Receive time Duration Sender Pages Modem Comments
) . DATAWAYS P
8|24/09/04 00:00| 0:18 HELLAS 5.7, 1 Zawwaoa Vi ¥l
11|24/09/04 00:00 0:42 |0310953963 2 testcapi View |:|
Total results: 2 ) Delete
Results per page:
1
Search:
from: vl vl vl
to: vl vl vl

Finally you may search for a specific fax based on the date it was received and / or the
sender’s name.

In the search box you may enter the Senders name.

From the from and to lists you may select the day month and year time interval for which you
are searching for.

. dafaways
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Outgoing Fax Archive

The outgoing fax archive keeps all outgoing faxes.
Here you can observe the:

1)
2)
3)

Status

Sender
Destination\
Time Sent

Pages
Dials attempts

Modem used
Possible comments
Problem Description if there is one
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In addition the archive allows you to view those faxes. If there is no need to keep those faxes
or just a number of them then select them by clicking at the option next to the fax entry you

wish to delete and then click the Delete button.

Clicking on the id of the fax you can add your own comments about the specified fax. It is a
good practice to add comments to all faxes, in order to identify them easier at a later time,

or even search for a specific fax, without having to view the actual contents of the fax.

:: Fax Service :: Outgoing Fax O

T2 Pages Dials Modem Comments Problgm_
=sent description
193 | Sent |testuser |2310853353 ﬁ{g?ﬂm 1:1 [1:12 |legacyarou F
194 | Sent |testuser |2310953963 ﬁ‘fggm“ 1:1 [1:12 | capigroup F
195 | Sent |testuser |2310853263 f;{g?f“ 2:2 [1:12 | capigroup P
198 | Failed |testuser |666632 fé{'g?f“ 0:0 |0:12| testcapi P
- 21/09/04| , - Kill time
199 | Failed [test user 855674439 19:50 0:0 |0:12 | capigroup S F]

Total results: 150

Results per page: E

« Previous 20 21 22 23 24 25 26 27 28 29 30
«« First page Last page ==

Search:

fom: [ v][_[v][__I¥]

o]

Finally you may search for a specific fax based on the date it was received and / or the
sender’s name or the fax comments.
In the search box you may enter the Senders name or part of the comment that identifies the

fax.

. dataways
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From the from and to lists you may select the day month and year time interval for which you
are searching for.

dataways
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Realtime Log File

The realtime log file shows you all technical information you need to know regarding the
hardware problems and the services that are running in the background to control them. All
log entries are time stamped.

Here you can observe all installed modem regardless if they are legacy or CAPI modems.

1NODE FA¥ Server Realtime Logfile

=» faxlog <=

Oct 1 18:45:3€ devi FaxQueuer[ZBS8€]: HylaFAX (tm) Version 4.1.8

Ooct 1 18:45:3€ devi FaxQueuner[ZBS8€]: Copyright (c)} 1550-15%€ Jam Leffler

Oct 1 18:49:2F dev? FaxQuener[2ZB98€]: Copyright (c} 1881-188€ Jilicon Graphics, Inc.
Oct 1 1B:49:3€ devZ FaxGetty[ZB9€8]1: Purge stale UOCP lock fvar/lock/LCE. . testmodem
Ooct 1 22:25:21 devZ FaxPuener [25771]: HylaFAX (tm)} Version 4.1.8

Ooct 1 22:25:31 devi FaxQueuer[25771]: Copyright (c)} 1550-15%€ Jam Leffler

Oct 1 22:25:21 dev? FaxQuener[25771]: Copyright (c} 1881-188€ 3Jilicon Graphics, Inc.
Oct 1 22:2€:13 dev? Faxfueuer[277€4]1: HylaFAX (tm) Version 4.1.8

Oct 1 22:2€:13 dev? FaxQueuner[277€4]: Copyright [(c)} 1950-15%€ Jam Leffler

Ooct 1 22:2€:13 devi FaxQueuner[277€42]: Copyright (c)} 1551-155%€ Jilicon Graphies, Inc.

==> capifax.log
Sep 30 13:12:34. [20842]: cZ2faxrecy — INPD: No deviece is waiting for faxes so the program can terminate now.

Sep 30 13:20:55. [27011]: e2faxrecv — ERROR: CAFI not installed, started or have no access rights oo it!

Sep 30 123:20:55.23: [27011]: c2faxrecvy — WARNING: Device "testcapi®™ can't start any threads needed for receiving faxes!

o A
[T

Sep 30 13:20:55.23: [27011]: cZfaxrecvy — INFD: Ho device i= waiting for faxes =o the program can terminate now.

Sep 30 13:21:42.91: [27904]: cZfaxrecy — ERRDOB: CAPI not installed, started or have no access rights on it!

Sep 30 13:21:42.51: [27904]: cZfaxrecy — WARNING: Device "testcapi”™ can't start any threads needed for receiving faxes!
Sep 20 13:Z21:42.91: [27502): cZfaxrecy — INFD: No device is waiting for faxes =o the program can terminate now.

Oct 01 1B:-48:2E.27: [268834]: c2faxrecy — ERROR: CAFI not installed, started or have no access rights on it!

Oct 01 1B8:45:3£.30: [208934]: cZfaxrecy — WABNING: Device "testcapi™ can't start any threads needed for receiwing faxes!
Oct 01 18:45:3€.30: [2085934]: cZfaxrecy — INFD: No deviece is waiting for faxes =o the program can terminate now.
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Download Log File

If you wish to download the realtime log file for further investigation or reporting then you
may do so by clicking the Download Log file option under the Fax service menu option from
the monitoring entry.

dataways
© 2001-2004



Monitoring iNODE 168

File Service

In this section of the tool you can specifically monitor the behavior and the statistics of the
file service.

Current Sharepoint Access

The current sharepoint access report shows you the active connections and files being
accessed at any given time.

From this report you may get information on
1) Username
2) Group
3) And machine that access a sharepoint

:: File Service :: Current Sharepoint access

Ho locked files

In addition you may get information on the following:
1) Service name
2) Process id that the service is using
3) The machine that is running on
4) And the port connected to

.. dataways
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Hosts in Workgroup / Domain

This report shows you information with regards to:
1) The IP address of the server(s) connected in the workgroup or domain.
2) The netbios name of those server(s).
3) The workgroup, operating system and version of the file server

:: File Service :: Hosts in Workgroup/Domain

*=DMB (Domain Master Browser)
+=LMB (Local Master Browser)

IP ADDR NETBIOS MNAME WOREGROUR /OS5 /VERSICON

192.168B.16.55 DEVZ *[DATEWAYS] [Unix] [Samba 3.0.4]

As the legend at the top of the report shows a * next to the workgroup or domain name
declares that the specific server acts as a domain master browser. A + next to the workgroup
name shows a local master browser.

| dataways
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Shares in Workgroup / Domain

This report shows the configured shares within a workgroup or domain.

:: File Service :

hares in Workgroup/Domain

DATRAWARYS

YW PENGUIN

WAWDEVZ

Saxba 2.Z2.la
YW EENGUINY SambaFaor
WAWEENGUINY ADMINS IPC Service (Samba 2.2 _la)
WAWEENGUINY IPCS IPC Service (Samba 2.2.la)
WAWEENGUINY Full
WAWEENGUINY iw
SAWEENGUINS fax Deteways Fax Printer
“WAWEENGUINY FAXEQ
YA EENGUINY SHADOW
WAWEENGUINY DATR
WY EENGUINY EURCFASME
N\ EENGUINY COMMON
Y EENGUINY NETLOSON

BTl Il Tl
WAWODEVZLADMTINS IPC Service (T"B TlTl Il )
WVAWDEWVZWIPCS IPC Service (I"B T1TII%Il)
SMAWDEVZNfax iNODE fax server
WWDEVZNtestshare test share
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Realtime Log File

The realtime log file shows you all the technical information that you may wish to know with
regards to the hardware and services running for the File service.

All entries are time stamped.

iNODE File Server Realtime Logifile

[2004/10/01 22:20:46.74183€, 0] nmbd/nmbd browsesync.c:get_domain master name_node_status_£ail [485)
get_domain master name node status f£ail:
Doing a node status regquest to the domain master browser at IP 10.10.10.10 failed.
Cannot get workgroup name.
[2004/10/01 22:20:4€.B0€2580, 0] :unbr.l.-":unbd._b:nv::::-,m:.::g':r._d.nmain_ma:f.:r_n::m:_nnd.:_:r.ar.u:_fa:il[4&5:
get_domain master_ name node status_fail:
Doing a node status regquest to the domain master browser at IP 19Z2.1€68.1.442 failed.
Cannot get workgroup name.
[2004/10/01 22:25:32_3€18683, 0] nmbd/nmbd.c:terminate (54}
Zot SIGTERM: going down. ..
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Download Log File

If you wish to download the realtime log file for further investigation or reporting then you
may do so by clicking the Download Log file option under the File service menu option from
the monitoring entry.
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Email Service

In this section of the tool you can specifically monitor the behavior and the statistics of the
email service.

Summary

The summary report shows you all the information you need to know with regards to the email
service at a glance.

All you have to do is to select the month and the year for which you wish the report to be
generated.

Statistics for: iINODE Mail Server : dev2.inode.gr
Last Update: 01 Oct 2004 - 23:10 A/\p\/\
Reported period: | Oct Ml 2004 M

Summary
Reported period Month Oct 2004
First A
Last A
Mails . size

. o
Mails successfully sent 0 (0 KB/mails)
Mails failed/refused 0 0

In the first section of the report you may observe the total number of mails and their
corresponding sizes that were successfully sent or failed / refused.

. dataways
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Next you may observe the monthly history of the emails and their sizes per month.

174

Monthly history

— -— — — — —

Jan Feb Mar Apr May Jun Jul Aug Sep Oct MNov Dec
2004 2004 2004 2004 2004 2004 2004 2004 2004 2004 2004 2004

Manth
Jan 2004
Feb 2004
Mar 2004
Apr 2004
May 2004
Jun 2004
Jul 2004
Aug 2004
Sep 2004
Cct 2004
Mav 2004
Dec 2004

Total

vails  [SEZET

0 0

0 0

0 0

0 0

0 0

0 0

41 33.47 KB

0 0
1441 5.00 MB

0 0

0 0

0 0
1482 5.04 MB

The same information is then broken down to the days of the month.

Days of month |

01 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct

Aver;

Day mails  [SEZENN
01 Oct 2004 0 a
02 Oct 2004 0 a
03 Oct 2004 0 (V]
04 Oct 2004 0 v}
05 Oct 2004 0 o
06 Oct 2004 0 a
07 Oct 2004 0 a
08 Oct 2004 0 v}
09 Cct 2004 0 0]
10 Oct 2004 0 0]
11 Oct 2004 0 a
12 Oct 2004 0 a
13 Oct 2004 0 v}
14 Oct 2004 0 o
15 Oct 2004 0 a
16 Oct 2004 0 a
17 Oct 2004 0 (V]
18 Oct 2004 0 v}
19 Oct 2004 0 o
20 Oct 2004 0 a
21 Oct 2004 0 a
22 Oct 2004 0 v}
23 Oct 2004 0 0]
1N
*, dataways
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Then the same information is displayed broken down in days of a week

Days of week

Mon Tue Wed Thu Fri Sat Sun

Day [ il SEE—

Man a 0
Tue 0] 0
Wed 0 0
Thu 0 0

Fri 0 0
Sat 0] o]
5un 0 0

Next the same information is presented within the hours a day.

| =4
5]
o =
@

01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
@ & & & 08N IIIPEEEEECENT I

Hours [ Mails SIS Hours [ sl SIS

oo 0 0 12 0 0

01 0 0 13 0 0

02 0 0 14 0 0

03 0 0 15 0 0

04 a a 16 a a

05 a a 17 a a

06 a a 18 a a

07 a a 19 a a

08 a a 20 a a

09 a a 21 a a

10 i i 22 i i

11 i i 23 i i

Finally you may get information with regards to the top 10 hosts, the top 20 sender emails the
top 20 receiver emails as well as any SMTP errors that where recorded.

Hosts (Top 10) - - -

Hosts : 0 Known, 0 Unknown (unresclved ip) - 0 Unigue visitors  Mails [ Size Last

Sender EMail (Top 20) - -

Sender EMail : 0
Last
Local External --- :

Receiver EMail (Top 20) - -

Receiver EMail : 0
Last
Local External --- :

SMTP Error codes

SMTP Error codes  Mails  percent  [INSEENNN

i data
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Per Host Statistics

This report allows you to set filters per host and get reports either for a specific host or set of
host by excluding a specific one.

Again you may define the month and year for which you wish the report to run.

Statistics for: iINODE Mail Server : dev2.inode.gr

Last Update: 01 Oct 2004 - 23:10 h/\!\/\
Reported period: Oct w2004 VI OK

Back to main page

Filter :

Exclude filter : |

Total : 0 Known, 0 Unknown (unresolved ip) - 0 Unigue visitors

mails  [SiZENN Last

. dataways
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Per Sender Statistics

This report allows you to set filters per sender and get reports either for a specific sender or
set of senders by excluding a specific one.

Again you may define the month and year for which you wish the report to run.

Statistics for: iINODE Mail Server : dev2.inode.gr
Last Update: 01 Oct 2004 - 23:10 ﬁ/\l\/\
Reported period: Oct || 2004 VI OK

Back to main page

Sender EMail : 0 .
Mail=s Last
Local External ' -- 2

.. dataways
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Per Recipient Statistics

This report allows you to set filters per recipient and get reports either for a specific recipient
or set of recipients by excluding a specific one.

Again you may define the month and year for which you wish the report to run.

Statistics for: iINODE Mail Server : devZ.inode.gr

Last Update: 01 Oct 2004 - 23:10 ,,/\:\/\
Reported period: | Oct M| 2004 M OK

Back to main page

Receiver EMail : 0 ¥
Local External Hails -- tast

.. dataways
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User Mailbox size

This report shows you the total size of each user’s mailbox. You may sort the report either by
user name or mailbox size.

:: E-Mail Service :: User Mailbox Size

Uzer mailbox ~ -+ Mailbox Size ~ .-
tcp 43.39 k
te=st78 20.85 k
dpap 17.32 k
testdd 14.03 k
lcaragian 0b
wvangelis 0b
< dataways
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This report is time stamped.

Realtime Log File

The realtime log file provides you with all the technical information you may need to know
with regards to the service or the corresponding hardware.

iNODE Mail Serwver Realtime Logfile - SENDMAIL FORMATED

Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct

N i

dew2
dewZ
dewZ
dewZ
dewZ
dewZ
dewZ
dewZ
dewZ

dewZ

fetchmail[17118]:
fetchmail [17116]:
fetchmail [17116]:
fetchmail [17116]:
fetchmail [17116]:
fetchmail [17116]:
fetchmail [17116]:
fetchmail [17116]:
fetchmail [17116]:
fetchmail [17116]:

awakened at Fri, 01 Oct 2004 22:11:22 +0200 (EEST)

5.4.0 querying test.gr (protocol POF2) at Fri, 01 Oct 2004 22:11:32
fetchmail: POFE connection to test.gr failed: name is wvalid but has
Query =tatus==2 [3OCEET)

fetchmail: =leeping at Fri, 01 Oet 2004 22:11:35 +0200 (EEST)
awakened at Fri, 01 Oct 2004 22:12:35 +0200 (EE3T)

5.4.0 querying test.gr (protocol POF2) at Fri, 01 Oct 2004 22:13:35
fetchmail: POFE connection to test.gr failed: name is wvalid but has
Query =tatus==2 [3OCEET)

fetchmail: =leeping at Fri, 01 Oet 2004 22:12:28 +0200 (EEST)

+0200
no IF

+0200
no IF

180

(EEST)
address.

(EEST)
address.
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Download Log File

If you wish to download the realtime log file for further investigation or reporting then you
may do so by clicking the Download Log file option under the Email service menu option from
the monitoring entry.

dataways
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Proxy Service

In this section of the tool you can specifically monitor the behavior and the statistics of the
file service.

Summary

The summary report gives you an overview of the proxy service statistics that are kept by the
server. Each summary report corresponds to a specific month with a year which you can
define from the corresponding lists. Do not forget to click the OK button to regenerate the

report after you have made you selection.

Statistics for: INODE PrO}{'r' Server
Last Update: 01 Oct 2004 - 23:10 M
Reported period: | Oct M | 2004 M

Summary

Reported w1 oot 2004
period

First visit NA
Last wisit NA

. Pages Hits  Bandwidth

Viewed 0 0 0
traffic * (0 pages/visit) (0 hits/wisit) (0 KB/ visit)
Not viewed

traffic * & U &

* Not viewed traffic includes traffic generated by robots, worms, or replies with special HTTP status codes.

In the first section of the report you may observe the viewed traffic i.e. pages hits and
bandwidth that your users have accessed or traffic generated by robots worms etc.

dataways
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The next sectionof the report shows you the montly history with regards to pages hits and

bandwidth

Monthly history

Jan Feb Mar Apr May Jun Jul Aug Sep Oct MNov Dec
2004 2004 2004 2004 2004 2004 2004 2004 2004 2004 2004 2004

wonth  [NNEEEE nie [ SSTEWETN

Jan 2004 0 0 0

Feb 2004 0 0 0

Mar 2004 0 0 0

Apr 2004 0 0 0

May 2004 0 0 0

Jun 2004 0 0 0

Jul 2004 0 0 0

Aug 2004 117 332 1.43 MB

Sep 2004 8713 16068 120.27 MB

Cct 2004 0 0 0

MNow 2004 0 0 0

Dec 2004 0 0 0
Total 8830 16400 121.70 MB

Then the same information is broken down to days of month

Days of month

Then in days of week

Cay
01 Oct 2004
02 Oct 2004
03 Oct 2004
04 Oct 2004
05 Oct 2004
06 Oct 2004
07 Oct 2004
08 Oct 2004
09 Oct 2004
10 Cct 2004
11 Oct 2004
12 Oct 2004
13 Oct 2004
14 Oct 2004
15 Oct 2004
16 Cct 2004
17 Oct 2004
18 Oct 2004
19 Oct 2004
20 Oct 2004
21 Oct 2004
22 Oct 2004

DDGGDDDGGGDDDDGDDGGDDDI

DDDDDDODDDDDDDDDDDDDDDE

DDDDDDDDDDDDDDDDDDDDDDI

Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct Oct
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Days of week

Mon Tue Wed Thu Fri Sat Sun

Cay
Man

Tue
Wed

Thu

Fri

Sat

Sun

Then in the hours of a day

Hours

10 11 12 13 14 15 16 17 18 19 20 21 22 23

o

Hours

Hours

12
13
14
15
16
17
18
19
20

i}
01
oz
03
04
03
06
a7
08
o9
10
11

21

22

23

y'S
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Monitoring iNODE 185

Finally, you may get information about the top 10 hosts, authenticated users, file types,
pages-url, operating systems, browsers used, origin, searched key-phrases or keywords and
HTTP status codes.

Hosts (Top 10) -

Hosts : 0 Known, 0 Unknown (unresclved ip) - 0 Unigue Last visit
visitors

Authenticated users (Top 10) - -

Authenticated users @ 0 e i Last visit

File type  tits  percent  [WSandwiathi WIPErGERtN

Pages-URL (Top 10) -

0 different pages-url [Viewed " Average size

Operating Systems (Top 10) - -

Operating Systems  Hits  Percent

Browsers (Top 10) - -

Browsers Grabber [ Hits | Percent

Connect to site from

origin I vt Percent
Direct address / Bookmarks
Links from a NewsGroup
Links from an Internet Search Engine - Full list

Links from an external page (other web sites except search
engines) - Full list
Unknown Origin

Search Keyphrases (Top 10) Search Keywords (Top 10)

0 different keyphrases  [IiSEarchill Isresnt 0 different keywords  [IISEarehIIN IPEreEnEl

HTTP Status codes

HTTP Status codes*  Hits  Percent  [BERAWiGE

* Codes shown here gave hits or traffic "not viewed" by visitors, so they are not included in other charts.

i dataways
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Per Host Statistics

This report allows you to narrow down the information per host.
As with the summary report the results of the report are specific to a month within a specific
year.

In the filter box enter the host name for which you wish to view the report. Alternatively, you
may enter the host name of the host you wish to exclude from the list in the exclude filter
box. Click the OK button to generate the report.

Statistics for: INODE Proxy Server
Last Update: 01 Oct 2004 - 23:15 ,j\\/\
Reported period: Oct ¥ || 2004 VI 0K

Back toc main page

Filter : Exclude filter :

Total : 0 Known, 0 Unknawn (unresalved ip) - 0 Unique - . - Lo o
visitors

. dafaways
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Per User Statistics

This report allows you to narrow down the information per user.

As with the summary report the results of the report are specific to a month within a specific
year.

Statistics for: INODE Proxy Server
Last Update: 01 Oct 2004 - 23:15 ,,/\r\/\
Reported period: | Oct Il” 2004 M OK

Back to main page

Authenticated users

Authenticated users @ 0 [ Pages | Hits | Bandwidth Last visit

../ dataways
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Per Page / URL Statistics

This report allows you to narrow down the information per page / URL.

As with the summary report the results of the report are specific to a month within a specific
year.

In the filter box enter the page name or URL for which you wish to view the report.
Alternatively, you may enter the page name or URL you wish to exclude from the list in the
exclude filter box. Click the OK button to generate the report.

Statistics for: INODE Proxy Server

Last Update: 01 Oct 2004 - 23:15 ,/v\/\
Reported period: Oct W 2004 VI 0K

Back to main page

Filter : Exclude filter :

Total: 0 different pages-url [ Wiewed | average size
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Realti Log Fil

The realtime log file shows you technical information about the proxy service.
All information listed here is time stamped.
iNODE Proxy Server Realtime Logfile
127.0.0.1 - karagian [17/3ep/2004:1€:18:232 +0200] "GET n;nhz_ub:’:nt:.-".n"lunalhusr..n"mzm HITF/1.0™ 200 £034 TCF_MIS3:NONE
127.0.0.1 - karagian [17/8ep/2004:1€:19:37 +0200] "GET :a:h:_nb:’=:r-:.-"."'lunalhnsba":xb:mal_a:l HITF/1.0™ 200 2732 TCEP_MI33:NONE
127.0.0.1 - karagian [17/3ep/2004:1€:20:10 +0200] "GET n;nhz_ub:’:nt:.-".n"lunalhust:.n" HITF/1.0™ 200 2588 TCF_MI33:KONE
127.0.0.1 - karagian [17/8ep/2004:1€:20:12 +0200] "GET :a:h:_nb:’=:b:.-"."'1u:=1hn=b."':infu HITF/1.0" 200 2712 TCP_MIS3:NONE
137.0.0.1 - karagian [17/3ep/2004:16:20:25 +02300] “GET cache_object://localhost/digest_stats HITF/1.0" 200 4868 TCF MISS:KONWE
127.0.0.1 - karagian [17/8ep/2004:1€:20:30 +0200]1 "GET :a:h:_nb:’ch-:.-".n"lu:alhn:t'-.n”pzzr_:zl::b HITE 1.0™ 200 323 TCP_MI33:NONE
137.0.0.1 - karagian [17/3ep/2004:16:21:32 +0300] "GET cache_cobject://localhost/delay HITF/1.0" 200 288 TC
127.0.0.1 - karagian [17/8ep/f2004:1€:22:51 +0200]1 "GET :a:h:_ub:’zcb:.-".n"lu:a]hu:b.n"dzlay HTTP/1.0" 200 294 TC
127.0.0.1 - karagian [17/3ep/2004:1€:28:44 +0200] “GET cache_object://localhose/delay HITE/1.0% 200 294 TCE |
213.140.132.1% - - [17/8ep/200%:18:32:24 +0300] "GET http://umn.dl.sourceforge.net/sourceforgefacpid/acpid-1.0.3.tar.gs HITE 1.
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Download Log File

If you wish to download the realtime log file for further investigation or reporting then you
may do so by clicking the Download Log file option under the Proxy service menu option from
the monitoring entry.
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Chapter 5

Maintaining INODE

iNODE is equipped with remote maintenance tools and capabilities that enable you to
maintain your installation.

The monitoring facilities are as follows:

1) Update
2) Backup
3) Reboot
4) Shutdown

In this chapter you will find a quick reference for all available iNODE maintenance tools and

their functionality.
You may access the maintenance area of iNODE Management Web Interface by clicking

Maintenance in the Category Tree menu.

dataways
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Update

At regular time intervals, iNODE system updates will be published by the iNODE development
team. This updates will include minor updates or major version upgrades. You will be notified
for these updates if you are a registered iNODE user.

Through the update section of the tool you can find information related to the history of your
system versions and the updates that have already been applied to it.

To reach this area of the tool, click on Maintenance on the category tree menu. Then click on
Update.

T ©

Description Release Mame Installation
iNode initial installation package 1.0, 31/12/2001 iNode.tar.gz 01/01/2001
Mail Server Update 1.1, 04/07 /2002 mail-server.tar.gz 06/08/2002
iNODE 1.2.1 update 1.4, 02/09/2003 inode-1.2.1.tar.gz 15/09/2003
iNODE 1.2.2 update 1.21, 19/03/2004 inode-1.2.2.tar.gz 31/03/2004
Patch to upload | |(Browss.._|

If you want to apply a patch (update/upgrade), first download it to your hard disk and then
upload it to the iNODE server by pressing the button Browse. Then select the file from your
local machine and press the Install button to perform the update.

../ dataways
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Backup

It is a good practice for the system Administrator to do system configuration backup of the
iNODE server especially every time a configuration change occurs. This way you may restore
the system to its working state within seconds should something goes wrong.

To reach the Backup interface of the tool, click on Maintenance on the Category Tree Menu.
Then click on Backup.

Manage Rescue Containers
Build & Download Rescue Container from iNODE Go|
Upload & Install Rescue Container to iNODE | |[ Browss... ] fﬂ

This area of the tool allows you to

1) Build & Download a Rescue Container from iNODE

This is the backup process option. If you press the Go button the system prepares a backup
container and prompts you to save it in some location on your local machine. Make sure you
keep this backup in a safe place should there be a need to use it at a late stage.

2) Upload & Install a Rescue Container to iNODE

By this option you can Restore an existing backup container. To do show, click on the Browse
button. iNODE then prompts you to select a rescue container file from you local machine to be
uploaded to the server. Locate the file and click OK. This will initiate the upload process.
When the file is uploaded to the system it will then be installed and your server will be
running with some previous version of your configuration.

BACKUP OF MAIL - FAX DATA
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Reboot

To reach the reboot interface, click Maintenance in the Category Tree menu. Then click on
Reboot.

This interface allows you to reboot your iNODE server remotely. If this is what you want to do
just click on the REBOOT button.

your iNODE is about to be
rebooted.

Do yvou wish to proceed ?

. dafaways
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Shutdown

To reach the shutdown interface, click Maintenance in the Category Tree menu. Then click on
Shutdown.

This interface allows you to shutdown your iNODE server remotely. If this is what you want to
do just click on the Shutdown button.

your iNODE is about to be
shutdown.

Do you wish to proceed ?

.., dataways
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Licensing

To reach the Licensing interface, click License in the Category Tree menu. Then click on
Current Status.

iNODE is a service platform based on a subscription scheme. This enables you to run only those
services that you actually need to operate your business network.

In this area of the tool informs you about the specific system options that are licensed for you
to use as well as information about your product key and expiration date.

In case your licence expires you will be presented with the following screen. To reactivate
your iNODE server contact Dataways Hellas S.A. to obtain an activation key.

(7]

This product is licensed to:

Dataways Communications S.A.
Telecom Systems

Product ID: XWVW-CCDC-WYJIG

You need a valid activation key in order to re-activate this inode.
Flease enter activation key to bring the system back to normal mode.

[ option  [installed | Description

|\|"PN Serverl YES |Licensed for unlimited concurrent connections
| VPN Client| YES  [This iNODE can act as a VPN Client
| Antivirus| YES  |Scan Engines 4368, 04062119 installed

To update your license or purchase additional licenses for other services of the system please
contact your reseller or Dataways Hellas S.A.

. dataways
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Appendix A

Configuring Internet
Connections

This appendix contains detailed descriptions of the different Internet Connection Wizards that
iNODE provides you with in order to establish an Internet Connection. To begin with, the
system automatically identifies the installed interfaces that can potentially be used to
connect your iNODE server to the Internet. This is reflected on the first screen of the wizard.
In this screen a list of all possible connection interfaces exists. The wizard allows you to



Appendix A Configuring Internet Connections 198

choose only the interface for which it has identified that the corresponding hardware
interface exists.

The supported interfaces are:

1) Asynchronous Serial connection to AT commands compatible modem or ISDN Terminal

2) LAN/WAN router. Another router on your network acts as the default gateway.

3) PPP over Ethernet client. Configures the internal PPPoE client on an Ethernet adapter

4) ISDN connection interfaces (Eicon Diva, AVM Fritz, ELSA MicroLink, any HiSAX
compatible ISDN board)

5) High Speed Serial connection. Currently the Cyclades PC300 8Mbps HDLC/PPP/FR
synchronous board is only supported.

6) xDSL controller - Fritz!DSL.

Following you will find a detailed description of all wizards except the LAN/WAN router which
has already been presented in the Configuration chapter of this manual.

To reach the Internet Connection Wizards, from the Category Tree List on the left of your
screen expand the Configuration and the click on the Internet Connection selection. You will
then be presented with the first screen of the wizard which is common for all different
setups.
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Async - Serial Connection

In the first screen, the wizard presents to you all the available interfaces prompting you to
select the one you wish to configure for connecting to the Internet. For the Async - Serial
connection you will need a standard PSTN modem or an ISDN terminal connected to one of the
serial or USB ports of your iNODE server.

Select the Async-Serial Connection through external AT modem or ISDN Terminal Adapter
and click the Next button.

:: Internet Connection Wizard 0

® Async-Serial Connection through external AT modem or ISDN Terminal Adapter
COM1/COM2/USB serial ACM port

LAN/WAN router
Use another router as a default gateway

PPP over Ethernet client
Run the PPPoE client on an ethernet interface

O ISDN Controller (S bus) single/multi-link ISDN connection
* AVM Fritz!Card DSL/ISDN PCI adapter

O Sync-Serial High-speed connection (x.21) up to 8Mbps
+ Cyclades PC-300 Fast Serial adapter

xDSL Connection via xD5SL Controller
* AVM Fritz!Card DSL/ISDN PCI adapter

.. dataways
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In the next screen you will be prompted to enter the dialling connection profile properties as

follows:

In the Link name box enter the name of the dialing PSTN profile used for reference

In the Username box enter the dialup account username assigned to you by your ISP.
In the Password box enter your dialup account password.

In the Phone Number box enter the phone number to dial to connect to your ISP.

In the Idle timeout box enter the idle timeout interval (in seconds) for dropping the
connection. Note that the Idle Timeout is only used if the Dialling On Demand mode is
selected through the Dialling Scheduler.

:: Internet Connection Wizard :: Modem & Dialing

&

=&

=&

Secondary DNS: |

Link name: |OTENET
Username: |test
Password: |

Phone Number: |3362545555

Idle timeout:  |300

DNS Server: 1127.0.0.1

Modem Port: | USB Port (ACM) |

Modem Type | Intrac

om netMod (Serial/USB) V|

Custom Init String: | |

6)
7)
8)

9)

* Mandatory

In the DNS Server box enter the DNS server IP address which is given to you by your
ISP.

In the Secondary DNS box enter the Secondary DNS IP address if one is given to you by
your ISP.

From the Modem Port pick list select the serial port to which you have connected
your PSTN Modem or ISDN Terminal Adapter.

From the Modem Type pick list select one from the modem types that matches you
modem. If none of them does select the AT Compatible Modem.

.., dataways
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10) In the Custom Init String box enter the initialization string that may be required by
your modem'’s setup. Please consult the modem’s manufacturer manual for the correct
values of the initialization string.

11) Click Next

12) In the next screen the wizard informs you that the configuration was successful and
that you must run a Dial Connectivity test. In order to do so Click Next.

:: Internet Connection Setup :: Modem & Dialing

Dialing configuration has succesfully
completed.

You must now run Dialout Connectivity test.

13) If the dial connectivity test is successful the wizard will prompt you to configure your
dial scheduler by clicking the Dial Scheduler button. If you do not wish to do so at
this stage then click on the Home button.

:: Internet Connection Setup :: Modem & Dialing

Dialout connectivity test has succesfully
completed.

You should now proceed to DIAL SCHEDULER configuration.

Dial Scheduler== m

You may configure the Dial Scheduler at a later time by selecting the Dial Scheduler selection,
expanding the Configuration list from the Category Tree List.
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PPP over Ethernet Connection

In the first screen, the wizard presents to you all the available interfaces prompting you to
select the one you wish to configure for connecting to the Internet. For the PPP over Ethernet
connection you will need an ethernet adapter to run the internal PPPoE client.

In the first screen of the Internet Connection Wizard click on the PPP over Ethernet client
option and then click Next.

:: Internet Connection Wizard 0

O Async-Serial Connection through external AT modem or ISDN Terminal Adapter
COM1/COM2/USB serial ACM port

LAN/WAN router
Use another router as a default gateway

PPP over Ethernet client
Run the PPPoE client on an ethernet interface

O ISDN Controller (S bus) single/multi-link ISDN connection
* AVM Fritz!Card DSL/ISDN PCI adapter

O Sync-Serial High-speed connection (x.21) up to 8Mbps
» Cyclades PC-300 Fast Serial adapter

O xD5SL Connection via xD5SL Controller
* AVM Fritz!Card DSL/ISDN PCI adapter

In the next screen of the wizard you will be prompted to fill in the following information:

.. dataways
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1) From the Select an Ethernet adapter pick list select the Ethernet adapter that will be
used to run the internal PPPoE client.

2) In the LinkName box enter a name for the connection.

3) In the Username box enter and your username used for this purpose

4) In the Password box enter the password that corresponds to the username entered
earlier.

5) If you do not wish to configure a backup connection click the Submit button otherwise
proceed with the following steps.

G ©

Select an ethernet adapter:
ethl: Intel Corp. PRO/100/VE ethernet adapter V|

Linkname:| |

Usernane: |dataways@ntenetgr |

Passwurd:||||||||| |

[ 1Enable ISDN backup
ISDH Adapter:

Link name:

U=zernamne :

Passwurd:| |

Fhone Humber:

Enable Multilink:

6) In case you wish to enable a backup connection (and you have an ISDN adapter
installed) should the PPPoE fails click and check the Enable ISDN backup.

7) From the ISDN Adapter pick list select the ISDN adapter you have installed and you
wish to activate.

8) In the Link Name box enter a name for this connection.

9) In the Username box enter the username to be used in order to connect to the
network.

10) In the Password box enter your password.
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11) In the Phone Number box enter the phone number to dial to connect to the network.
12) If your account is a multilink PPP(128 KBPS) then click and check the Enable Multilink
13) Click the Submit button.

ATTENTION!
Do not check the "Enable Multilink" option if your account is not a
multilink PPP (128KBPS) account

Following, the wizard will notify you that the configuration settings are saved and the
PPPoE client is now running. Click the Home button to exit the wizard.

PPPoE configuration saved.

The PPPoE client is now running.
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ISDN Controller Connection

In the first screen, the wizard presents to you all the available interfaces prompting you to
select the one you wish to configure for connecting to the Internet. For the ISDN Controller
connection you must have installed one of the supported ISDN PCl adapters or an AVM
Fritz!Card DSL.

In the first screen of the Internet Connection Wizard click on the ISDN Controller (S bus)
single / multi - link ISDN connection option and then click Next.

:: Internet Connection Wizard 0

O Async-Serial Connection through external AT modem or ISDN Terminal Adapter
COM1/COM2/USB serial ACM port

LAN/WAN router
Use another router as a default gateway

PPP owver Ethernet client
Run the PPPoE client on an ethernet interface

® ISDN Controller (5 bus) single/ multi-link ISDN connection
* AVM Fritz!Card DSL/ISDN PCI adapter

O Sync-Serial High-speed connection (x.21) up to 8Mbps
» Cyclades PC-300 Fast Serial adapter

O xD5SL Connection via xD5SL Controller
* AVM Fritz!Card DSL/ISDN PCI adapter
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In the next screen of the wizard you will be prompted to fill in the following information:

1) From the Select an ISDN adapter pick list select the ISDN adapter

2) In the LinkName box enter a name for the connection.

3) In the Username box enter and your username used for this purpose

4) In the Password box enter the password that corresponds to the username entered
earlier.

5) In the Phone Number box enter the phone number to dial to connect to your ISP.

6) In the Idle timeout box enter the idle timeout interval (in seconds) for dropping the
connection. Note that the Idle Timeout is only used if the Dialling On Demand mode is
selected through the Dialling Scheduler.

=z Internet Connection Wizard :: ISDN & Dialing

Select an ISDN adapter:

AVM FritzlCard DSLJISDN PCl adapter V|

Link name: | OTENET

Password: |

|
Username: |agapitlill |
|
|

Phone Number: |68952545555

Idle timeout:

Enable Multilink: [ ]

* Mandatory

7) If your account is a multilink PPP(128 KBPS) then click and check the Enable Multilink
8) Click the Next button.

ATTENTION!
Do not check the "Enable Multilink" option if your account is not a

multilink PPP (128KBPS) account
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Following, the wizard will notify you that the configuration has been successful.

:: Internet Connection Setup :: ISDM & Dialing

ISDMN configuration has succesfully
completed.

i[ dataways
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Sync - Serial High - Speed Connection

In the first screen, the wizard presents to you all the available interfaces prompting you to
select the one you wish to configure for connecting to the Internet. For the Synchronous Serial
High Speed (x.21) connection you must have installed a Cyclades PC - 300 Fast Serial Adapter.

In the first screen of the Internet Connection Wizard click on the Sync-Serial High- Speed
(x.21) connection option and then click Next.

:: Internet Connection Wizard 0

O Async-Serial Connection through external AT modem or ISDN Terminal Adapter
COM1/COM2/USB serial ACM port

LAN/WAN router
Use another router as a default gateway

PPP owver Ethernet client
Run the PPPoE client on an ethernet interface

O ISDN Controller (S bus) single/multi-link ISDN connection
* AVM Fritz!Card DSL/ISDN PCI adapter

® Sync-Serial High-speed connection (x.21) up to 8Mbps
s Cyclades PC-300 Fast Serial adapter

O xD5SL Connection via xD5SL Controller
* AVM Fritz!Card DSL/ISDN PCI adapter

In the Basic Settings Screen do the following:
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1) From the Protocol encapsulation list, select the protocol encapsulation that will be
used. The available options are a)PPP b)CISCO HDLC c)Raw HDLC

2) From the Clock Mode list select if it is going to be internal or external

3) In the Line Bandwidth box enter the desired bandwidth to be used. If no value is
entered in this box the connection’s bandwidth will fluctuate.

4) Click on the Next button

:: Leased Line Connection Wizard :: WAN Connection

Synchronous Serial Wan Connection Basic Settings

Media type ®x21

* Protocol encapsulation: | FEE v|

* Clock mode:
Line bandwidth: I:I

Next ==

*+ Mandatory
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In the following screen you are required to enter the IP settings of the connection.

1) In the Local IP address box enter the IP address of the server that you are configuring

2) In the Subnet mask box enter the subnet mask of the network segment of your local
network

3) In the Remote IP address enter the IP address of the Remote server that you will
connect to.

4) In the MTU number box enter the Maximum Transmission Unit number that can be
sent over the link.

5) Click on the Next button

:z Leased Line Connection Wizard :: WAN Connection

Synchronous Serial Wan Connection IP Settings

* Local IP address: 1192.168.40.2

* Subnet mask: |255.255.255.252

* Remote IP address (PointToPoint): |192.1EB.4D.1

* MTU number: 11500

* Mandatory
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Your connection is now setup. The wizard will end with the following screen informing you
about the successful completion of the configuration. You may click on the Home button exit
the wizard.

' Leased Line Connection Wizard :: WAN Connection

Interface configuration completed
succesfully

Interface status is up.
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xDSL Connection

In the first screen, the wizard presents to you all the available interfaces prompting you to
select the one you wish to configure for connecting to the Internet. For the xDSL Connection
via xDSL Controller you must have installed either an AVM Fritz!Card DSL or an ISDN adapter.

In the first screen of the Internet Connection Wizard click on the xDSL Connection via xDSL
Controller option and then click Next.

:: Internet Connection Wizard 0

O Async-Serial Connection through external AT modem or ISDN Terminal Adapter
COM1/COM2/USB serial ACM port

LAN/WAN router
Use another router as a default gateway

PPP owver Ethernet client
Run the PPPoE client on an ethernet interface

O ISDN Controller (S bus) single/multi-link ISDN connection
* AVM Fritz!Card DSL/ISDN PCI adapter

O Sync-Serial High-speed connection (x.21) up to 8Mbps
* Cyclades PC-300 Fast Serial adapter

xD5SL Connection via xDSL Controller
* AVM Fritz!Card DSL/ISDN PCI adapter

In the next screen of the wizard you will be prompted to fill in the following information:
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1) From the Select an ISDN adapter pick list select the ISDN adapter

2) In the LinkName box enter a name for the connection.

3) In the Username box enter and your username used for this purpose

4) In the Password box enter the password that corresponds to the username entered
earlier.

5) From the Line Protocol pick list select the protocol to be used for the connection

6) In the VPI box enter the value for VPI

7) In the VCI box enter the value for VCI

8) If you do not wish to configure a backup connection click the Submit button otherwise
proceed with the following steps.

L

¥DSL Controller: | AVM FriziCard DSL/ISDN PCl adapter v

Linkname:| |

Uzernamne | dataways@otenetgr |

Passwnrd:||||||||| |

Line Protocol: | adslpppoe %

VEI:

VCI:

L]

[ Enable ISDN backup
ISDH Adapter:

Link name:

FPa==word:

Username:| |

Fhone Humber:

Enable Multilinl:

9) In case you wish to enable a backup connection (and you have an ISDN adapter
installed) should the xDSL controller fails click and check the Enable ISDN backup.

10) From the ISDN Adapter pick list select the ISDN adapter you have installed and you
wish to activate.
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11) In the Link Name box enter a name for this connection.

12) In the Username box enter the username to be used in order to connect to the
network.

13) In the Password box enter your password.

14) In the Phone Number box enter the phone number to dial to connect to the network.

15) If your account is a multilink PPP(128 KBPS) then click and check the Enable Multilink

16) Click the Submit button.

ATTENTION!
Do not check the "Enable Multilink" option if your account is not a
multilink PPP (128KBPS) account

Following, the wizard will notify you that the configuration settings are saved and the
PPPOE client is now running. Click the Home button to exit the wizard.

xDSL Controller configuration
saved.,
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The IPSec protocol is fully supported from iNODE starting from version 1.2.3. It can operate
either in IPSec Gateway mode or Roadwarrior' mode. On how to configure iNODE’s IPSec refer
to Configuring iNODE chapter of the manual.

IPSec VPN Clients for Windows

iNODE’s IPSec services have been tested with a number of MS Windows VPN Clients. The
following table shows those clients and their offered functionality.

=
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% o =) E o 9
o @®© | X -o&;
£l gl S| &l S| 5| 8| ¢ o)
% > O o (0] o (@] o | — o c
gl el 22| 518 8] 2 5| s = @
N =~ ol — ol W| ©| = o e o) o| ®
S| o o|lN| | 510 ‘§ < I
ol | 2|l V)] o ol &l wn| W] 5| S|
O = (e] 3 S Ql = S| ©
Y slelao| Xl 339 5| w3 & =(e
| & ol 21 gl gl 8| 2| vl | & Sl®
| O T 0wl S| €1 = = 0l = S| =
=| w1 @© x| o wl o] 8|1 o
al R olw| 2 2dl>S|lal<=zld]o
Native IPSec Support X x * * *
SSH Sentinel v1.2 * | * * [+ | * *
SSH Sentinel v1.4 N I R I I R x|« x|+ ]
SafeNet SoftRemote x| * Ol I I B x| * *

In this appendix we will only refer to the MS Windows 2000/XP Native IPSec Client which
comes with MS Windows at no additional cost as opposed to the aforementioned clients.

11n IPSec terminology a roadwarrior is the system with dynamic IP that is trying to communicate over IPSec
with another system.
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Installing IPSec Client for Windows 2000 / XP

Prerequisites:

1)
2)

3)
4)
3)
6)

7)

Marcus Miiller's Windows 2000 VPN Client Tool : http://vpn.ebootis.de/

A Client certificate in P12 format that has been issued by a certificate authority
trusted by iNODEZ.

The DN of the CA that issued the certificate

The IP address of the VPN server to connect to

The MS Windows Management console plug-in ipsec.msc.

For Windows 2000, you should at least have installed Service Pacj 2 and the MS
Internet  Protocol Security Policies Tool which can be obtained from:
http://agent.microsoft.com/windows2000/techinfo/reskit/tools/existing/ipsecpol-
0.asp

For Windows XP, you should have installed the windows XP support tools from the
installation CD of Windows XP.

Setting up the management console plug-in

1)

Start->Run...->MMC

Run 2|

Type the name of a program, Folder, document, or
Interrnet resource, and Windows will open it far you,

Open: I MM j

K, [ I Cancel | Browse, ., |

2 Usually this will have been issued by the INODE’s CA Management interface.
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2) From the Console (Win 2000) or File (Win XP) menu option click the Add/Remove
Snap-in... menu item.

‘i Consolel

Jm Window  Help |J 0O ==
o Hew Chrl+ E
! Cpen... Chrl+0

Save Chrl+5 = | B
Save As,..

Add{Remove Snap-in... CtrlH-M

Cipkions. ..

Recent File

Exit

3) From the Add/Remove Snap-in dialogue, in the Standalone tab click the Add button.

Add/Remove Snap-in 21 x|

Standalotie | E xtensions |

Ilze this page to add or remove a standalone Snap-in from the conzole.

=

Snap-ing added to: I% oS

— Description

Add... %J Hemave Shout... |

] I Cancel
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4) From the list of the available snap-ins click and select Certificates and then click the
Add button.

Add Standalone Snap-in 2 x|

Axailable Standalone Snap-ing:

Shap-in | " endar |A
fl.-‘l'-.ctivex Control
Certificates Microzoft Corporation
@ Component Services Microzoft Corporation
Q Computer b anagement Microzoft Corporation | |
Device Manager Microzoft Corporation
@ Dizk Defragmenter Executive Software |nte...
[ Disk bl anagement YERITAS Software Cor...
Ewent Viewer Microzaft Corporation
@ Fau Service Management Microzoft Corporation
g Folder ;I
— Dezcription

The Certificates shap-in allows wou to browse the contentz of the
certificate stores for yourzelf, a service, or a computer,

Add Cloze
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5) Click the Computer account option and then click Next.

Certificates snap-in

i dataways
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6) In the Select Computer dialogue click the Local Computer and then click the Finish
button.

Select Computer x|

Select the computer pou want thiz Snap-in ta manage.

— Thiz znap-in will always manage:

£+ Local computer: [the computer this console iz unning an)

" Anather computer; I Browse,.. |

[ Allow the selected computer ta be changed when launching frarm the command line. T his
anly applies if you zave the conzole.

< Back I Firizh £ I Cancel
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7) In the Add Standalone Snap-In dialogue again click and select the IP Security Policy
Management and then click the Add button.

Add Standalone Snap-in 7] x|

Arvailable Standalone Snap-ing:

Shap-in | Yendar |i|
Digk Defragmenter Executive Software Inte...
[ 1Disk M anagement WERITAS Software Cor...
Ewent Wiewer Microzoft Corporation
.@ Fax Service Management ticrozoft Corporation
[ JFalder
ﬁ Group Palicy ticrozoft Corporation
g Indesxing 5 ervice icrozoft Corporation, |...
@ IP Security Policy kM anagement
(@] Link to web Address
Q Local Uzers and Groups bdicrozoft Corporation lI
— Description

|nternet Protocol Security [|PSec] &dministration. kManage |IPSec
policies for zecure communication with other computers.

Add Cloze

dataways
© 2001-2004



Appendix B Configuring MS Windows IPSec VPN Clients 223

8) In the next dialogue click the Local Computer option and the click the Finish button.

Select which computer this Snap-in will manage *
“W'hen thiz conzole iz saved the location will alzo be zaved
_—

% Local computer
The computer thiz consale iz nking an

™ Manage domain policy for this computer's domain

™ Manage domain policy for anaother domain:

" Another computer:

I Browse... |

< Back I Finizh [ I Cancel
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9) Click the Close button and then click the OK button.

Add Standalone Snap-in 2=

Axailable Standalane Snap-ing

Snap-in | "Yendor |:|
Disk Defragmenter Executive Software Inte...
[ ADisk M anagement YERITAS Software Car...
Event Wiewer Microsoft Corporation
.@ Fax Service Management ticrozoft Corporation
[ dFolder
@ Graup Palicy icrazaft Corparation
E Indexing Service icrozaoft Corporation, 1.
g IP Securty Policy Management
@] Link to web Address
ﬁ Loczal zers and Groups ticrozoft Corporation ;I
— Dezcription
|nternet Pratacol Security [|[PSec] Administration. kManage IPSec
policies for zecure communication with other computers.

idd Close RJ

10) From the menu option Console or File click on Save As... to save the management
console plug-in you just generated.

‘i Consolel - [Console Root]

J% Console Window  Help

T Hew ChrhH

CIpEM. ., Chrl+0

Tree  Save k45

MI_
Add/Remaove Snap-in...  CerlH+M
Opkions. ..

—_—

EI

[N m.-gj

B

1 Consolel.msc

Exit
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Installing the VPN CLIENT TOOLS

To install the certificate you need to import it from the Management console plug-in that you
just generated.

1) Click and expand the Certificates(Local Computer).

‘i Consolel - [Console Root]

Jkﬁ Conscle  Window  Help

m |

- = |

(—

J Ackion  View  Favarites

Tree I Favorites I

@} Console Root

: @ Cettificates (Local Compuker)
,g IP Security Policies on Local Machine

2) Right click Personal and then from All Tasks click Import.

'fiii Consolel - [Console Root]

JB& Consale  Window  Help
J fction  Wiew  Eawvorites J = = | | | B
Tree I Favorites | Marre
(] iConsole Rot: @Certiﬁcates Lo
E@Certlﬁcates (Local Compuker) g IP Security Palic
C Find Certificates. .. |‘u:|rities
C Find Certificates. ..
F-C  Mew Window From Here Request Mew Certificate. ..
- IF
= g Refresh
Help
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3) Click the Next button

Certificate Import Wizard

|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brusk
lisks, and certificate revocation lists From wour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network
connections, & certificate skore is the syskem area where
certificates are kept.

To continue, click Mext,

= Back I Mexk = [ I Cancel

226
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4) Click Browse and then locate and select the .p12 certificate that you have already
stored somewhere on your computer. Then click Open.

Certificate Import Wizard x|

File to Impork
Specify the File wou wank ko import.,

File name:

5:\winhost, example.com.pl2 Browse. .. I

Mote: More than one certificate can be stored in a single File in the Following Formats:

Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store {.35T)

= Back | Mexk = Q Cancel

5) Click Next
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6) In the Password box enter the password that you used to issue the certificate and then
click Next.

Certificate Imporkt Wizard

N
¢, dataways
‘c%mcnmns
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7) From the Certificate Store Screen click and select to automatically select the
certificate store based on the type of certificate and click Next and then Finish.

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically seleck a certificate store, ar you can specify a lacation For
* Automatically select the certificate store based on the bype of certificate
" Place all certificates in the Following store

Zertificate store;:

Personal Brawse, ., |

= Back Mexk = Cancel
l«;

8) If everything is successful click OK on the final dialogue which informs you about that.
Finally close the MMC.

Certificate Import Wiz x|

@ The impork was successful,
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Having imported the certificate you should now install and configure the VPN client tool.

1)

2)

3)

Create a folder c:\ipsec and unpack the VPN tool.

To configure the ipsec utility, you first need to create an ipsec.conf file, which will
contain all the parameters for the connection. All the parameters should correspond
with the parameters that have been defined and configured in iNODE VPN Server
configuration. A typical; ipsec.conf file should look as follows:

conn roadwarrior

left=%any

right=(ip_of_remote_system)
rightca="C=US,S=State,L=City,O=ExampleCo,CN=CA"
network=auto

auto=start

pfs=yes

conn roadwarrior-net

left=%any

right=(ip_of_remote_system)
rightsubnet=192.168.8.0/24
rightca="C=US,S=State,L=City,O=ExampleCo,CN=CA"
network=auto

auto=start

pfs=yes

The conn parameter refers to the connection name. You can give it any name you
want. Make sure that there are no spaces before the conn keyword. The lines
following the conn and refer to this specific connection should be indented either
by spaces or tabs.

In the same config file you can define more than one connections as shown in the
example above. The first connection roadwarrior refers to the connection to the
iNODE VPN Server while the second one refers to the rightsubnet which is behind
the iNODE server.

In the left parameter enter the client IP with which the connection will be
established. If you set it to %any, then the client IP will be automatically
selected.

In the right parameter, enter the hostname of the IP address of the VPN server
that you wish to connect to.

In the rightsubnet parameter, enter the subnet to which you wish to have access
to after the connection. The subnet can in the form of x.x.x.x or x.x.x.x/bits
number.

In the rightca parameter enter the DN of the Certificate Authority that issued the
certificate to be used for the authentication with the server. To find the DN you
can refer to the iNODE’s interface in the configuration section under CA
management.

In the PFS parameter enter yes or no depending on the way you have configured
the connection in the iNODE server. Please refer to the Configuring an IPSec
Connection section of this manual.

Having setup the client certificates and configured the ipsec.conf file you can create
a shortcut to the C:\IPSEC\ipsec.exe on your desktop. This is because the IPSec utility

dataways
© 2001-2004



Appendix B Configuring MS Windows IPSec VPN Clients 231

needs to be executed each time you connect to the internet, to update its parameters
with the new IP address that is being assigned every time. From the moment that you
execute the ipsec.exe, and as soon as the first ipsec policy traffic that has been
defined in the conf file is generated, a negotiation - authentication process is
initiated with the server. Sometimes this negotiation process may take a little longer
and as a result you may experience timeouts while you try to connect. The
parameters that you have setup are kept by the system even between reboots. If you
wish to disable the IPSec you can do so by executing C:\IPSEC\ipsec.exe with the -off
parameter from the command line. In case you want to reset and delete the
parameters all you have to do is to execute the utility with the -delete option which
will erase the configuration from your computer.

ommand Prompt

C:\IPSEC>

C:~IPSEC>

C:~IPSEC>ipsec

IPSec Uersion 2.2.8 (c)> 2001-2083 Marcus Mueller
Getting running Config ...

MHicrosoft’s Windows 2008 identified

Betting up IPSec ...

Deactivating old policy...
Removing old policy...

Connection roadwarrior:
MHyTunnel 213.148.132.8
MyMet 213.148.132.8-255.255.255. 2565
PartnerTunnel: dev2_inode.gr
PartnerMet dev? . inode.gr-s255. 255255255
S%S(ID) C=GR,.5%=Thessaloniki.L=Katotoumha,0=Dataways S.A..C...
u
Auto start
Auth.Mode MD5
Rekeying 368085 -58088K
Activating policy...

Connection roadwarrior—net:
MyTunnel 213.148_.132._8
MyMet 213.148.132_.8-255 255255 255
PartnerTunnel: dev2.inode.gr
PartnerMet 192 _168.1.8-255 _255_255.8
CA CID» GC=GR,S5=Thezzaloniki,L=Katotoumha,0=Dataways S.A..C...
PFE )
Auto start
Auth.Mode HD5
Rekeying 36885 -58808K
Activating policy...

C:~IPSEC>
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In case you experience difficulties or you cannot establish a connection, please make sure
that the ipsec service is running with the use of the Windows Services console.

o |m] g
| action  view |J1--r|-||@|J I T |
Tree I Mame ¢ | Description | akatus | Startup Type | Log 2n As |:|
% Services (Local) %Event Log Logs event... Started Aukomatic Local3yskem
%Fax Service Helps wou ... Manual LocalSyskern
%Indexing Service Manual Localswstem
%Internet Connectio.,,  Providesn.., Marial Local5ystem
2 IPSEC Palicy Agent: Manages I... Started Aukamatic [T
%Lugical Disk Manager  Logical Disk... Started Aukormnatic Local3yskern
%Lngical Disk Manage... Administrat. .. Manual LocalSyskern
%Messenger Sends and ... Started Aukamatic Local3yskern
%Net Logon Supports p... Manual Localswstem
%Netrﬂeeting Remote,.,  Allows aut... Manual Localswstem
%Netwurk Conneckions  Manages o...  Started Manual Local3yskern
%Netwnrk DDE Provides n... Panual Localsystemn
%Netwurk DDE DEDM Manages s... Manual Local3yskern
%Nnrtun Antivirus Au.., Handles Mo, Started Aukamatic Local5ystem
%Nnrtun IUnerase Pra... Started Autornatic Local5ystem
%NT LM Security Sup...  Provides s... Manual LocalSyskern
%Perfnrmance Logs a... Configures... Manual LocalSystern
%F‘Iug and Play Manages d...  Started Aukamatic Local3yskern
8 Portable Media Seri..  Retrievest.., Manual LocalSvstem LI

The status of the IPSEC Policy Agent entry should be started and the startup type should be
set to automatic.

ATTENTION!
Although the P12 format certificate are password protected you should
still pay particular attention when distributing certificates.

For further support or clarifications please contact the Dataways support team.
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Technical specifications
—

Basic System

Linux kernel
X86 compatible code
ACPI Support
Hardened & secure kernel startup

File System
Ext3 fs
Encrypted file system
1 IDE Disk Support

Networking
SYN flood protection
Network packet filtering (netfilter) with Connection Tracking
Fast NAT
NAT Helpers for GRE, H.323, MMS, FTP, IRC
multicasting Advanced router
Advanced Routing
Policy Routing
Traffic Shaping/Policing for in/egress traffic
802.1Q VLAN Support
802.1d Ethernet Bridging
QoS and/or fair queuing with CBQ, HTB, RED, SFQ
RSVP support
AsyncPPP, MLPPP, SyncPPP, PPPoE, PPPoA, PPP-BSD Compression
Generic, Raw, Cisco & FrameRelay HDLC
Support for Cyclades SyncPPP & WANPIPE™
ISDN SyncPPP, ISDN CAPI, ISDN CAPI FAX G3, HiSAX chipset
USB ACM device support
Eicon DivaServer & AVM Passive/Active ISDN boards support
iNTEL, Broadcom 10/100/1000 NIC support
iNTEL, Realtek, SMC, SiS, 3Com NIC 10/100 support
Unlimited Static Routing Entries
Dialup idle timeout disconnect
Dialup powerful Scheduler
Leased Line Connection Wizard
ISDN RAS for dial in & dial out
Internet Connection Wizard
aDSL dial backup via ISDN
Dynamic DNS
IP Traffic statistics and graphs
WAN Link real-time statistics
IP Looking Glass Tools (ping, traceroute, nslookup)
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Services
VPN Server
IPSec Gateway with automatic IKE negotiation
IKE support for 3DES, AES, Blowfish, Twofish, Serpent codec’s
Diffie-Hellman Group 5 and group 2 with PFS
Tunnel or transport mode
PKI x.509v3 or Preshared key authentication
NAT Traversal
DHCP over IPSec support
CA Manager for easy certificate management
PPTP easy LAN to LAN VPN
Automatic lockout of failed logins
Easy VPN Setup
IPSec & PPTP full reporting per user, IP, time, tranfered volumes
3rd party IPSec, PPTP clients, full Gateway interoperability
Fax Server
Legacy external Faxmodems support (Class1/1.0/2.0/2.1)
HiddenFAX ISDN CAPI Fax Group3 Support (Active PCI boards)
HiddenFAX ISDN CAPI Fax Group3 Passive AVM Fritz support
Fax to Email Gateway
Print to Fax Gateway
Modem pools (groups) support
Incoming Fax routing
Outgoing Fax routing via specific modem/group
Fax Protocol Database with Easy Search and Find
3rd party Fax Clients
User Access Control to Fax
Progress Notifications
Windows Printing System Integration
Detailed Fax logging
File Server
Unicode naming support
User restrictions for read/write permissions
Browsable Sharepoints
Protection from Filesystem delete
Host IP restrictions per Sharepoint
Fax virtual printer sharing
File Server Utilities (NetBIOS LAN hosts, shares)
Realtime File Server Log
E-mail Server
SMTP and POP3 servers
SMTP Forwarder support
Connection rate throttling
Max receipients and max message size settings
Unlimited Remote mailbox delivery (Multidrop or single)
RBL antispam support (orbl.org)
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Unlimited mailing lists, aliases

Unlimited domains support

E-mail Server Realtime log

E-mail Server detaled graph and statistics

Web Caching Proxy
Adjustable Cache Disk & RAM Size
Transparent Proxy Support
Proxy Authentication vs Local Users
Adjustable simultaneous IP per User
User Defined Proxy Access Control Filters (ACF)
ACF per Host IP, Username, Proxy Access Time, Requested URL
Conditional Proxy Access ACF definition
Conditional Bandwidth Management ACF definition
Adjustable max cashable object
HTTP, FTP, HTTPS support
Proxy Realtime Log
Proxy detailed report with graph and Statistics
E-mail Antivirus
Automatic virus definitions update
Update Notifications
Automatic scan of incoming and outgoing SMTP
Multiple scan engines support
UnManaged Firewall
Statefull packet inspection
Antispoof, Antismurf embedded rules
DoS defense (SYN, icmp flood)
Block xmass, null, martian packets
URL Filtering
ICMP, FTP, HTTP Traffic Control
Web Management Access Control
Default policy DENY, accept only trusted IPs or Internet Services
Rate limit icmp & tcp-syn
System Management
System Configuration Backup
Mailbox container backup
Fax Protocol Database Backup
SNMP polling support
Easy Setup Wizards
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