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Chapter 1 Product Overview

W301A is a wireless Access Point based on the latest IEEE802.11n
standard while at the same time being backwards compatible with
IEEE802.11b/g devices. Adopting the advanced “Multiple in and Multiple
out” (MIMO) technology, it can provide a maximum of 300Mbps stable
transmitting rate for wireless users. With appropriate Power over
Ethernet (POE) support, you only need to run one cable to the AP to
deliver both data and power. Ceiling mounted design and POE
technology make it couldn't be easier for family, enterprise, and hotel
users to extend wireless networks indoors. Unique Watchdog
technology makes AP working more stably and wireless network running
normally for a long time.

Wireless AP and WDS working modes support wireless AP, wireless
Repeater, wireless Point-to-Point (P2P) Bridge, and wireless
Point-to-Multipoint (P2MP) Bridge functions. Firstly, it can be used as a
wireless Hot Spot to enable the accesses of wireless users when in AP
mode. Secondly, it can be used as a Bridge to connect two or more
wired networks when it is in P2P or P2MP mode. Thirdly, it can also be
used as a wireless Repeater to expand your wireless network coverage
area.

Furthermore, 64/128-bit Wired Equivalent Privacy (WEP), WPA-PSK,
WPA2-PSK, WPA&WPA2, 802.1X Authentication, and MAC Address
filter are all supported to protect your data and privacy. Gigabit LAN port
provides you higher LAN transmission rate. SNMP and Web-based

management interface make configuration easier than ever.
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1.1 Product Features
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Complies with the latest 802.11n and 802.11b/g standards
Supports AP and WDS working modes

Provides 300Mbps receiving and transmitting rate

MIMO technology uses signal reflections to increase 8 times
transmission distance of 802.11g standard and efficiently reduce
“dead spots”

One Gigabit Auto-negotiation LAN port supported for LAN
connection

POE and external power supported

SNMP and Web-based management interface

64/128-bit WEP encryption

WPA-PSK, WPA2-PSK, WPA&WPA2 encryption methods

Auto MDI/ MDIX

Wireless VLAN divisible for managing clients conveniently

Client's access limited

Watchdog designed to make device run stably

Supports auto wireless channel selection

Software controls the wireless signal on/ off and remotely controls

the wireless coverage area.

1.2 Package Contents

Please unpack the package and find the following items:

>
>

One W301A Wireless AP

One Power Adapter
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»  Eight Screws

»  One User Guide

»  One Network Cable
>

Four plastic covers

If any of listed items are missing or damaged, please contact the Tenda

reseller from whom you purchased for replacement immediately.
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Chapter 2 Product Installation

You are recommended to install the product after configuring the

settings of W301A according to the guide in chapter 3. The following

steps take AP mode for example.

1. Use the included power adapter to power on the AP. You can also
use POE power supply or POE switch to power on the AP.

2. Connect one end of the network cable to the LAN port of W301A,
and another end to your Ethernet broadband, switch or PC.

3. Connect wireless adapter to W301A.

Please refer to the topology below:

Internet
e 11N Wireless
DsL Mudem! USE Adapter

11N Wireless
PCI Adapter

<R

11N Wireless .
Motebook :
Computer
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Chapter 3 Configuration Guide

3.1 Web Login

Connect to W301A via wired cable and configure 192.168.0.x(x ranges
2-254) as your PC’s IP address, and 255.255.255.0 as subnet mask.
(Please refer to the Appendix Il for details on TCP/IP setting)

Launch Internet Explorer. In the address bar, enter the AP’s default IP
address, 192.168.0.254. Press Enter key and the login screen will

appear. Enter admin both in the user name and password field.

'Connect to 192.168.0.254

rd| o

‘Wireless-M Access Point

User name;

Password:

(0] 4 Caricel

Click OK to enter the welcome page of the device.
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You can select “Running Status”, "LAN Settings”, “Wireless Settings”,
“SNMP Settings” and “System Tools” on the left menu. Click “Next” to
enter the wireless working mode setup page. W301A supports two
working modes: wireless AP (AP), Bridge (WDS). Select a working
mode to configure the settings. For more details please refer to the

following chapters.

3.2 Setup Wizard

Click “Next” in the first page and the next page appears.

Setup Wizand

Please select wireless working mode;
&) Wireless AP (AF)
©) Bridge(WD5)
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On this page, you can select wireless AP or Bridge to adapt different

wireless access environment.

3.3 Wireless Access Point (AP) Mode

Select “Wireless Access Point (AP)” and then click “Next” to enter the

basic settings.
System Status
Sem‘p Wizard
LAN Settings
Wireless Settings

. Working Mode: AP
SNMP configuration

) : Wireless Mode T1bfg/n mixed mode %
System Tools ‘ = -
351D Tenda
Logzout -
- Broadeast(SSID) @ Enbl: O Disahle
--More Products>>= BSSID 00:B0.CE05:4ED0
2002 Tenda
jeatiosl WLAN Isolation OFushle @ Dissble
Charnel 5 ¥
Operation Mode @ Wied Mode () Green Field
Channel Bandwidth (D20 & 2000
Ghuard Interval Olong @ suta
Reerse Direction
T \
GranttRD) O Disahle (& Enahle

Exsnsion Channsl 2457MHz (Channal 10} &
bgeregation MSDU () Disable O Enchle

Picture 4

Fill in the following items according to the reminder information.
1. SSID: Set the SSID name of the device.
2. Channel: Select the wireless communication channel. The default

is channel 6.

After you finish the settings, click “Next” to enter the “Security Settings”

page as the picture below:
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‘Wireless Security Setting l

SEID -

enda
AP-Secwity Mode | WEP Mixed Mode il
Default Key
WEF Keyl [1z245 | [ascn v
WEF Kay2 [12345 ] [asci ]
WEP Key3. [12345 | [ascn v
WEE Keyd [zaes ] |asan ¥

Mote = AF Seewity Setting
B02 L instandhard defines theee encryphionaundes: Open-Hone
(Disable), WPA- =,
WE A

Coripatibility problars g s

Snty i

rent fartoriss

“Security Settings” is used to encrypt the settings for AP and authorize
the wireless client to access the AP for security in wireless network.
Please refer to chapter 4.1.1.2 for detailed security setting
specifications.

After finishing the settings, click “Next” to finish settings as the picture

below.

Setup Wizand ‘ E

“¥ou have set the parameters of multifunctional wireless AF sucessfully. Click
"Save" to save and enshle settings.

If you want to confizure more, please select other merm,

[Eark | Bt

3.4 Bridge (WDS) Mode
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Select “Setup Wizard” on the left menu and the working mode selection

interface will appear as the picture below.

Setup Wizard E

Flease seleot witeless working rande:
O Wireless AP (&F)
@) Bridgs(WDS)

Select Bridge (WDS) and then click “Next”. You will enter the WDS setup

page as the picture below.

b s I

Wireless bode 11bfgfn mixed mode ,v:

s
Broadrast(35ID) @ Endble O Disable

B3SID 00:B0.06:05:4ED0

WLAN Isolation OEngble @ Disable

Chne

Operation Mode @ Miwd Mode () Green Field
Chanel Bandwidth ~ Croo & 2010

Guard Interval Olong @ duto

Reverse. Direction

Crm(RDG) O Disabl: - @ Eniable

Extension Channel 2487 MHz (Channel 10) 1+

Agmegation MSDU (® Disabls O Fnable

| &llov wireless chient to access

WDS Mode | WDS P2P >
Chu

Bridge (WDS) working mode includes: Point to Point Bridge (WDS P2P),
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Point to Multipoint Bridge (WDS P2MP), Wireless Repeater (Repeater).

Users can select the mode according to need. Please refer to Chapter
4.1.2 for detailed introduction.

Click “Enable Scan”. AP will scan the available wireless device nearby
automatically and display them under the list (see the picture below).
Select the AP which you need to bridge and click “Next” to enter the
security setup interface. On the other hand, you can input the MAC

address of wireless device which you want to bridge manually and

Basic Sotings B
Working bode: AP
Wireless Made 11b/gn mixed mode ,V
st
Eroadeast(SSID) @ Erehle O Disshle
B3SID 00:B0,C6:05:4E:D0
WLAMN Isclation OEneble (@ Disable
Chanzel 5 v
Operation Mode @ Mied Mode O GreenFisld
Channel Bandwidth o & 2040
Gruard Interval Olong @ buto
Rewverse Divection 5 e
i O Disabl: - @ Enable

Extension Channel 2457 MHz (Channel 10) '+
bggegation MSDU. @ Disable O Enable

Allow wireless chient to access
Chanrel

O Tends J003ED 00R00300%e0 1 WEAPSKIAES 100

O Tends  D0ROSCOLOLEY  © HONE 20

O TendlD c23a53aT3ds 13 HONE 9
LBk || Next
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After finish the settings, click “Next” to enter the “Security Setting” option

as the picture below.

Sysiem Status
Betup Wizard
‘Wireless Seilings
SNMP configuration
System Tools
Logout

~-More Products=>>

©2009 Terds:

WDS Security

WDE-Security o |

e | Disable v
[ &

“WDS Security Setting” is used to encrypt the AP and authorize the

device to establish bridge. Only when the passwords of the devices in

bridge are consistent, the communication can get through normally.

After finishing the settings, click “Next” and “Save” to finish settings.

System Status.
Setup Wizard
LAN .S"e_iﬁkn_gs
Wireless Settings
SNMP vsnfi;’ur.a‘l‘iun
§ysxem Tools
Logout
—More Products==>
009 Tends

Vouhave set the parameters of multifunctional wireless AP sucessfully. Click
"Save" to save and enable settings.
1f ot want o configurs mote; please select other men

3.5 Running Status

This page shows the wireless AP’s current status, including wireless

status, LAN status and system information.

11
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Tenda

Wireless status

Working rande
Wireless rods
Main SSID
Security hode
Charnel

LAN ingerface information

Ethemet IP wmethod
MAC Address

IP Address

Subnet mask
Defanult gatevray

Syetem information

Software version
Hardware version
Tun time

Syster tims

AP

LIbigin reived rande
Tenda

Disdble

g

Static [P
D0:BO:CE:054E:DO

1921680 254
2552552550

192.1680.1

3340

20

00:00.05:04

2007-03-29 Tho 09:5307

.

®  Wireless Status

It shows the current working status, including working mode,

wireless network mode, SSID, Channel, Encryption mode, etc.

° LAN Interface information

It shows LAN IP obtain way, MAC address, IP address, subnet

mask, etc.

® System information

It shows the device’s current software version, hardware version,

etc.

12
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3.6 LAN Settings

This section mainly deals with LAN’s basic settings.

System Status
‘S‘M\gg_'.wﬁard
LAN Settings
Wseloce Saltiney You cold configme LN inferface information here
SNMP configuration MAC Address 00:B0-C6:05 4E:D0
System Tools 1P Method StliclP v
Logout IF ddress
-Moxe Products>>> Subnet Mask
©2008 Tersta Defat Gateway
Primay DNSServer | |
Secondary DNS Server l:l
Host name (Optionaly

< Static IP: The default IP address is 192.168.0.254. If necessary,
you can configure a new IP address, subnet mask and gateway
manually for the device.

< Dynamic IP: Automatically obtain IP address, subnet mask and
gateway from DHCP server. (Unless you have got permission to
obtain this information from the uplink connected device, otherwise,

it is not recommended to select this way).

Note: If the LAN IP address is changed, you need use the new IP

address to login the wireless AP’s Web interface next time.

13
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Chapter 4 Wireless Settings
This chapter introduces you wireless settings in two working modes:
Access Point (AP) and Bridge (WDS), including basic settings, security

settings, advanced settings, access control, and connection status.

4.1 Basic Settings

This period introduces you the basic settings in AP mode and WDS
mode.

4.1.1 Access Point (AP) Mode

In this mode, the AP will act as a central hub for accesses from wireless
to wireless, wireless to wired, wireless to WAN. The most important is to
provide a wireless client access such as wireless network adapter
access.

4.1.1.1 Application and Topology Plan

The AP mode can convert the wired transmission into wireless signals. If
you have one wired cable connecting to Internet, and want to access the
Internet via wireless signals connecting to your notebook computer, this

mode fits perfectly.

14
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Internet
11N Wireless
DSL Modem USE Adapter «

.

11N Wireless
PCI Adapter

\.

11N Wireless
Notebook
Computer

4.1.1.2 Function Explanation

The basic setup page in Access Point (AP) working mode is as follows:

15
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System Status
Setup Wizard
LAN Seitings
Wire lgs's' _Seﬂtﬁl_lgs Worlding Made: A7
Thlerite Wirsless Enaile
Security Settings X
ﬁ'l_limn:l:e;;l S'gilin."gi Wireless Mods T1bigin Mixed Maode »
Avcess Control 551D | Tenda
Connection Status Broadeast{S5ID) (%) Enable ) Disable
5 v l.?on‘f.ig “,;aﬁ-,,_,__ ESSID 00:BOC6034E.D0
System Tools WLAN Isolation O Enabile Gt'DJ.sahla
Logout K| ; |
-More Praducts>>> Operation Iode ) nlized Mode ) Green Field
(2009 Tends Chanrel Bandwidth 20 © 2000
Chard Interval Oong & Auto
g‘:::;géjﬂm O Disahle & Ensble
Extension Chaneel | 2457MHz (Channel 10) |
Lgzregation MSDU ) Disable O Enable

Wireless Signal: Click “Disable” to shut all the wireless feature of
this AP; click “Enable” to open the wireless feature.

Network Mode: Select one mode from the following. The default is
11b/g/n mode.

11b mode: Allow the wireless client to connect with the device in
11b mode at the maximum speed of 11Mbps.

11g mode: Allow the 11g/11n-compliant client device to connect
with the AP at the maximum speed of 54Mbps.

11b/g mode: Allow the 11b/g-compliant client device to connect
with the AP with auto-negotiation speed, and 11n wireless client to
connect the device with 11g speed.

11b/g/n mode: Allow 11b/g/n-compliant client device to connect

with the AP with auto- negotiation speed. The maximum speed is

16
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300Mbps.

< Main SSID: SSID (Service Set Identifier) is the unique name of the
wireless network. It is recommended to modify this name for
wireless client to recognize wireless signals.

<~ Broadcast SSID: When you select “Disable SSID broadcast”, AP
will not broadcast its own SSID number. If there is a wireless
connection request, you need to input SSID number manually.

< BSSID: Basic Service Set ldentifier of wireless network. In
IEEE802.11, BSSID is the MAC address of wireless access point.

< WLAN Isolation: The access control feature based on wireless
MAC address. When this feature is enabled, each of your wireless
clients will be in its own virtual network and will not be able to
communicate with each other. This feature is to isolate the
communication of wireless clients connected with different AP.

< Channel: Specify the effective channel (from 1 to 13\Auto) of the
wireless network.

< Extension channel: To increase data throughput of wireless
network, the extension channel range is used in 11n mode.

< Channel Bandwidth: Select the proper channel bandwidth to
improve the wireless performance. 20M bandwidth can improve
the anti-jamming ability of the wireless device. 40M bandwidth can

improve the flux of 11N client.

17
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4.1.2 Bridge (WDS) Mode

Bridge (WDS) mode includes P2P, P2MP, Wireless Repeater.
4.1.2.1 Point to Point Bridge

P2P bridge mode can connect with two wired network via wireless
access points, which communicate by wireless signals and not by
cables. This mode can be free from the cable trouble. The P2P

topology shows below

Select P2P Bridge in drop-down list of WDS mode as the picture
below:

18
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Wireless Basic Seitings ;
Wireless Enable Dizahle
.
Bmadcast(SSTTH & Enshle O Dissble
BSSID 00:B0.CE054EDO
WLAN Isalation (OEnshle @) Disahle
Channel 10 5|
Operation Ilode (3 Mived Mode (O Chreen Field
Channel Bandwidth D20 & 20040
Cruard Interval Olomg @ huto
Reverse Divection

GranRDG) O Disable @ Ensbls

Extension Channel 2437 MHz (Channel B) ¥
Aggregation MSDU () Disable () Ensble

|| Allowe wireless client to access

WDS Mode WDS 2P he]

&P MAC 00:12:3A:4A:88:18

Channsl 10

(e

This page includes the AP and WDS parameter setting. AP
parameter setting can change SSID and enable/ disable wireless

feature.

< AP MAC: Enter the interconnection equipment's MAC
address.

< Channel: Select the channel according to interconnection
equipment’s; the devices on the two ends must be at the
same channel.

< Open Scan: Click this button, the AP will scan the nearby

wireless devices automatically and display the information in

19
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the table. Select the device which need to bridge, the AP will
add the device’'s MAC address automatically and select the

corresponding channel.

4.1.2.2 P2MP Bridge Mode

The P2MP Bridge Mode which connects scattered wired network
together is more complicated than P2P Bridge mode. P2MP usually
transmit wireless signals from one access point, and other access points
are in charge of receiving signals so as to share network resource.
Support up to 4 remote access point connection. In this mode, wireless

clients are not allowed to connect.

P2MP Bridge mode can connect multiple wireless access point together
without cabling. If “Root AP” is configured as P2MP bridge mode, other
(less than 4) remote access points should select P2P bridge modes. The

topology shows below:

Select WDS P2MP mode in the drop-down box of WDS mode as

the picture below.

20



-renda® 300Mbps Wireless Access Point

Wireless Basio Settings T
Wireless Enable Dizahle
Wireless Mode
Bmiadcast(SSID) (& Enable O Disable
BSSID 00:B0:CE054E:D0
WLAN Isolation O Enable (2 Disable
Charzel 10 v
Operation Vode () Mized Wode ) Green Field
Channel Bandwidth Qoo & 20i40
Cuard Interval Olong & Auta
xﬁ;ﬁ;‘;mm O Disehle @ Erable
Appregation MSDU (8 Disahle O Enabile

| Allow wireless chient to access.

WLS Mods WOE P2MP Wl
AP MAC 00:12:3A:4A:88:18

APMAC 00:B0:0C:30:03:E0

AP MAC 00:B0:6C:01:01:F4

wwe [ ]
Chanzel
spply | [ Cancs

< AP MAC Address: Input the remote AP’s MAC address. (No more
than 4)

<> Channel: Select the channel which bridge needs to use. (All APs
in the bridge must be at the same channel.)

<> Enable Scan: Click this button, the AP will scan the nearby
wireless devices automatically and display the information in the
table. Select the device which need to bridge, the AP will add the
device’s MAC address automatically and select the corresponding

channel. When multiple devices are added, AP will select the

21



Enda® 300Mbps Wireless Access Point

channel of the last added device as the bridge used channel (You

can also change the channel according to your need. All the
devices must at the same channel, thus the bridge can be

established.)

4.1.2.3 Wireless Repeater Mode

Repeater Mode can repeat and amplify wireless signals to extend
wireless network coverage. In this mode, wireless clients are allowed to

connect.

When two LAN'’s transmission distance is over the wireless device's
maximum transmission value, or there is much block among devices,
you can use the Repeater mode to deal with these problems by adding

MAC addresses. The topology shows below:

_nternet

]
No=— 4

Select wireless repeater on the drop-down box of WDS mode and the
page will show as below.

22
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Wireless Mode
55D
Baoadeast(SSID)
BSSID

WLAN Isolation
Channel

Operation Iode
Channel Bandvwidth
CGuard Interval
Reserse Direction
Grant{RDG)
Extension Charnel

Agpregation MSDU

AP MAC

Chatmel.

(]

Wireless Basic Settings

11b/gén Mixed Mode 'W

@ Enable O Diisalle
00:BO:CE:05:4E:D0
O Enable (3 Disable
10 |

@ Mized Mode () Green Fizld
O & 20
Olong @ anto

O Disehle & Enabls

2437MHz (Channel B) »

@ Diseble O Enable

Allowe wireless client to access.

wos i
apbsc
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T

When the users select “permit wireless client to access”, AP can also be

used as “Wireless Access Point” to allow the access of wireless client

when it is used as a wireless bridge. The basic settings of wireless

repeater are divided into two parts: one part is the basic setting in AP

mode (See 4.1.1.2); another part is the basic setting in WDS mode (See

4.1.2.2).

23
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4.2 Security Settings
It is used to configure the AP network’s security setting, including AP

security setting and WDS security setting.

4.2.1 AP Security Setting

We introduce six common encryption modes to you (support ten
encryption modes), including Mixed WEP encryption, WPA-PSK,
WPA-Enterprise, WPA2-PSK, WPA2-Enterprise, etc.

Mixed WEP

WEP (Wired Equivalent Privacy), a basic encryption method, usually
encrypts wireless data using a series of digital keys (64 bits or 128 bits in
length). By using the same keys on each of your wireless network
devices, you can prevent unauthorized wireless devices from monitoring
your transmissions or using your wireless resources. WEP is based on
RSA algorithm from RCA4. It is the original and weak encryption method,
so it is recommended not to use this method. Select Mixed WEP to enter

the following window:

System Siatus
Setup Wizard
LAN Settings
Wireless Settings
: . AP Security Settings
Easit-ﬁ;euh(_gs SSIT) .. "Tenda®
ZM‘“:"‘;“;:Z P Sowity Mo [WE i Mode g
Access Contrel Defanlt Key | Key 1 w .
Connection Status WEF Keyl |ascn ]
SNMP configuration WEP Key2 ASCI v
System Tools WEF Key3 [ascl v
Logout WEP Keyd [AsCIl >
—-More Products>>> 4 5
@009 Tenda

24
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Setting Explanation

<~ Security Mode : From the drop-down menu select
the corresponding security encryption modes.

< WEP Keyl~4: Set the WEP key with the format of
ASCIl and Hex. You can enter ASCII code (5 or 13
ASCII characters. lllegal character as “/” is not allowed.)
Or 10/26 hex characters.

< Default Key: Select one key from the four configured

keys as the current available one.

WPA- PSK

WPA (Wi-Fi Protected Access), a Wi-Fi standard, is a more recent
wireless encryption scheme, designed to improve the security
features of WEP. Select “WPA-PSK” from the drop-down menu to

enter the following window:

System Status
‘Setup Wizard
LAN Settings
“Wireless Settings
Reri AP Security Settings
?asxc: .en.mg_*s S0 "Tenda”
Security Seitings — — g
. ’ 5 e AP-Secwrity Mode | WPA - PEK o
Ailvanced Settings = :

Access Conirol WEA Algarithan @TKIP OAES  TEIPZAES

Connection Status Key PlsChangeMe
i Kev Rengwal
SNMP configuration 3600 i
IMP configuration e em
System Tools
Logout
--More Products=>>
@205 Tends
Apply

25
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Setting Explanation
< WPA Algorithms : Provides TKIP [Temporal Key

Integrity Protocol] or AES [Advanced Encryption
Standard]. The default is TKIP mode.
< Pass Phrase: Enter the encrypted characters with
8-63 ASCII characters.
< Key Renewal Interval : Set the key’s renewal period.
WPA2-PSK
WPA2 provides more secure features than WEP and WPA. Select
“WPA2-PSK” from the drop-down menu to enter the following

window:

System Staius

Setup Wizard
LAN geujnng'
“Wireless Se.iﬁ)(gs AP Seeurity Settings
Basic.%e timgs SSID <. "Tenda”
LR B P-Security Mods WF’AZ— PSK "

Advanced Settings
: O B O
Aceess :C!l_il.ﬁ‘s_l_ WP Algorithm ATKIP CJAES () TKIPEAES

Connection Status Key
SNMP configuration EZ:\;R;MW [3600_Peeonds
System Tools e e
Logout
- More Producis=>>
@009 Tenda

Setting Explanation
< WPA Algorithms : Provides TKIP [Temporal Key
Integrity Protocol] or AES [Advanced Encryption
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<>

%
WPA

Standard]. The default is TKIP mode.
Pass Phrase: Enter the encrypted characters with
8-63 ASCII characters.

Key renewal Interval : Set the key’s renewal period.

This security mode is used when a RADIUS server is connected to

the device. Select “WPA” from the drop-down menu to enter the

following window:

System Status
Setup Wizard
'LAN Settings
Wireless Settings
Basic Settings
Security Seitings
Advanced Settings:
Access Contrel
¢ o Siiae
SNMP configuration
System Tools
Logout
.--More Products>>>
22009 Tends

AP Security Settings
S5ID - "Tenda"
AP-Secwity Mode | WPA - Enterprige bl
WPA Alzoxithi @TKIP (OAES  TKIPZAES
Key Rengwal
e 3600 econds
Interval
.
s 192168.0.100
RADIUS Server
1812
o
Shared Key FlsChangeMe
Eession tired out 3s00
Apply

Setting Explanation

<>

WPA Algorithms : Provides TKIP [Temporal Key
Integrity Protocol] or AES [Advanced Encryption
Standard]. The default is TKIP mode.

Pass Phrase: Enter the encrypted characters with
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8-63 ASCII characters.
< Key Renewal Interval : Set the key’s renewal period.
< Radius Server: Enter the IP address of the Radius
server.

< Radius Server port: Enter the authentication port of
the Radius server. The default is 1812.

< Shared Secret: Enter the shared key for authentication
server with 8~63 ASCII characters.

< Session Timeout: The authentication interval period
between AP and authentication server. The default is
3600s.

WPA2

This security mode is based on Radius authentication server and
WPA2 encryption method. WPA2 is used when a RADIUS server
is connected to the device. Select “WPA2” from the drop-down
menu to enter the following window:
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System Status

Setup Wizard

'LAN Settings

Wireless S'ei_t.ing s
Basie Seftings
Security Settings
Advanced Settings
Access: Control
Connection Status

SNMP configuration

‘System Tnir'l.s

th o n_t

|--More Products>>>

2008 Tenda

AP Security Setfings
551D -- "Tenda"
AP-Secwity Mode | WPAZ - Enterprise Bl
WEA Alorithn @ TEIP OaES O TKIPEAES
Key Renewal
Tio L 3600 Feconds
PME Cache Perind  [10 [Minmtes
Preauthentication (2O (3)0n
RADIUS Server
192.168.0.100
Address
1I:'E.P;‘DIUS Server T8z
0]
Shared Key PlsChangeie
Session timed out 3600
Aoply

Setting Explanation
< WPA Algorithms : Provides TKIP [Temporal Key

Integrity Protocol] or AES [Advanced Encryption
Standard]. The default is TKIP mode.

Pass Phrase: Enter the encrypted characters with
8-63 ASCII characters.

Key Renewal Interval : Set the key’s renewal period.
Radius Server: Enter the IP address of the Radius
server.

Radius Server Port: Enter the authentication port of
the Radius server. The default is 1812.

Shared Key: Enter the shared key for authentication
server with 8~63 ASCII characters.

Session Timeout: The authentication interval period
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between AP and authentication server. The default is
3600s.
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802.1x Authentication

This security mode is used when a RADIUS server is connected to
the device. 802.1x, a kind of Port-based authentication protocol, is
an authentication type and strategy for users. The port can be
either a physic port or logic port (such as VLAN). For wireless LAN
users, a port is just a channel. The final purpose of 802.11x
authentication is to check if the port can be used. If the port is
authenticated successfully, you can open this port which allows all
the messages to pass. If the port isn't authenticated successfully,
you can keep this port “disable” which just allows 802.1x
authentication protocol message to pass. Select “802.1x" from the

drop-down menu to enter the following window:

System Stalus
Setup Wizard
LAN Settings
Wireless Seitings
e S . AP Security Setiings
e SSID - "Tends"
Security Settings T
i AP Secuity Mods | B02.1% v
Advanced Seitings
o2 O} )
Access Control WER ®or 100
- an RADIUS Server
ot Addmss 192.168.0.100
SKMP configuration
- - RADIUS Server
System Tools Port 1812
Logout Shared ey PlsChangee
—More Producis>>> Session timed out 3800
©2009 Tenda
Apnly

Setting Explanation

< 802.1x WEP : Click

“Enable/Disable”

disable the WEP algorithm.
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< Radius Server: Enter the IP address of the Radius

server.

< Radius Server Port: Enter the authentication port of
the Radius server. The default is 1812.

< Shared Secret: Enter the shared key for authentication
server with 8~63 ASCII characters.

< Session Timeout: The authentication interval period
between AP and authentication server. The default is
3600s.

Note: To improve security level, do not use too easy characters.

4.2.2 WDS Security Setting
WDS Security Setting is to protect the data safety of wireless bridge.
The security setup page of Point to Point Bridge and Point to Multipoint

Bridge is as the picture below.
System Status
Setup Wizard
'LAN Settings
Wireless Settings

X WDS Security Settings
Basic Setiings

WDS-Secwity
Security Settings Tinds
Advanced Settings
Access Comtrol
Connection Status
Apply

SNMP configuration
_-Sy_stem Tools
Logout
--More Products=>>
@20009 Tenda.

WDS security setting provides three encryption modes: WEP encryption,
TKIP encryption and AES encryption.
< WEP Key: You can set the WEP key in ASCIl code or
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Hexadecimal code.
< Key: You can choose ASCII code (5 or 13 ASCII codes, illegal

characters like “/” are forbidden) or Hexadecimal characters (10 or
26 Hexadecimal characters).

< TKIP/ AES Key: TKIP/AES is an encryption mode based on WPA
and WPA2.

< Key: Key characters are ASCII codes from 8 to 63.

Note: The encryption mode and password of each device in the bridge

must be consistent, thus the connection can be established. You are

recommended to encrypt the bridge to protect the wireless bridge.

The security setup page of wireless repeater is as follows:

Setup Wizard
LAN Settings

‘Wireless Settings

AP Security Settings
Basle Soriings SSID - "Tenda®
Security Settings 1
! AP-Security Mods | WPA - PSK v

Advanced Settings
) @ o
Access Control WP Algorith @TKIP OAES ~ TKIPEAFS

Connection Status Koy 12345678
e Key Benevwal
SR ik 3600 |seconds
o nte
‘System Tools
Logout

—-Mare Products>>>
©2009 Tenda

WDS Security Settings

WDS-Seaurity
Mods

EneryptionKey 52852888

TKIP Encrypl ¥

Security setting of wireless repeater can be divided into AP security
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setting and WDS security setting. AP security setting focuses on

wireless client access, while WDS security setting focuses on wireless
bridge connection. AP security setting appears only when wireless client
accesses are permitted in wireless repeater mode. Please refer to

Chapter 4.2.1 for AP security setup.
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4.3 Advanced Settings

This section mainly deals with wireless advanced settings, including
Speed, Beacon Interval, Fragment Threshold, etc. Select “Wireless
Setting->Advanced Setting” to enter the following screen:

System Status
Setup Wizard
LAN Settings

Wireless Settings BG Protection Mode | Auto %

e Besis Data Fates [Default(1-28511 Mbps)

Security Settings

Advanced Seitings Beacon Interval 1100
Access Contrel Fragment Threshold | 2348
Connection Status RTS Threshold |2347
SNME configuration T Power 1100
System Tools
Logout WM Capable @ Enabls O Disable
--More Producis>>> AFED Capble OEnable @ Disable
©2009 Texda
The liraited of clinet |10
Wireless LED @on Oor

Setting Explanation :

< BG Protection Mode: For 11b/g wireless client, it is easier to
connect with 11n wireless device. The default is “Auto”.

<~ Basic Data Rates: In term of different requirements, you can
select one of the suitable Basic Data Rates from the drop-down
menu. Here, default value is (1-2-5.5-11Mbps...). ltis
recommended not to modify the default value.

< Beacon Interval : The frequency interval of the beacon, which is a
packet broadcast by an AP to synchronize a wireless network. The
default value is 100 ms.
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<>

Fragment Threshold: The fragmentation threshold defines the
maximum transmission packet size in bytes. The packet will be
fragmented if the arrival is bigger than the threshold setting. The
default size is 2346 bytes.

RTS Threshold : RTS stands for “Request to send”. This
parameter controls what size data packet the frequency protocol
issues to RTS packet. If the device works in SOHO, do not modify
the default value.

TX Power : Set the wireless output power level. The default value is
100.

WMM Capable: To enhance wireless multimedia transfer
performance (On-line video and voice). If you are not clear about
this, enable it.

APSD Capable: It is used for auto power-saved service. The
default is disabled.
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4.4 Access Control

To secure your wireless LAN, the wireless access control is actually
based on the MAC address management. Select “Wireless

Setting->Access Control” to display the following screen:

System Status
-’S}.ehnp Wizard
LAN Settings
Wireless Settings

Bagsic Settings

WIAC Address Filter: Allow »

Security Settings

Advanced Settings MAC fiddress Managerent

Access Coniral MAC Address Action

Connection Status (00 }[b0 }faa Jfoa Jlec |
SNMP configuration 00b0 a2 dacec:24

System Tools
Legout

—-More Products>>>
|@2009 Tenda

Setting Explanation:

< MAC Address Filter: Enable/disable MAC address filter. Select
“Close” to malfunction MAC address; “disable” to prevent the MAC
addresses in the list from accessing the wireless network; “Allow”
to allow the MAC address in the list to access the wireless network.

< MAC Address Management : Input the MAC address to
implement the filter policy. Click “Add” to finish the MAC add
operation.

< MAClist: Show the added MAC address. You can add or delete
them.

Note: This AP can support no more than 32 MAC addresses.
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4.5 Connection Status
This page shows wireless client's connection status, including MAC
address, Channel bandwidth, etc. Select “Wireless Setting->connection

status” to enter the following screen:

System Status
Setup Wizard

LAN Settings
R i The Cunent Wireless Aceess List
Basic Settings
Security Settings HO MAG hddress Bandwidth
1} O0-BOECO719:AF A0

Advanced Settings
Access Control
Conne ':ﬁs‘)‘r Status
SNMP cm__ﬁgnra:tin‘n
System Taols
Logout
—More Producis>>>
|©2005 Tenda

Setting Explanation :
MAC Address: Shows current connecting host's MAC address.

Bandwidth: Shows current connecting host's (wireless client)

bandwidth (20MHz or 40MHz).
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Chapter 5 SNMP Setting

5.1 SNMP Introduction

Simple Network Management Protocol (SNMP) is a popular protocol for
network management. It is widely used in local area networks (LAN) for
collecting information, and managing and monitoring, network devices,
such as servers, printers, hubs, switches, and routers from a
management host. Managed devices that support SNMP including
software are referred to as an SNMP agent, which usually interacts with
third-party SNMP management software to enable the sharing of
network status information between monitored devices and applications
and the SNMP management system. A defined collection of variables
(managed objects) are maintained by the SNMP agent and used to
manage the device. These objects are defined in a Management
Information Base (MIB), which provides a standard presentation of the
information controlled by the on-board SNMP agent. SNMP defines both
the format of the MIB specifications and the protocol used to access this
information over the network.

5.2 SNMP Setting

This device supports SNMP vl and SNMP v2c. Please click “SNMP
Setting” in the left page to enter the following window:
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System Status
Setup Wizard
LAN Settings

You could configme SHMP 1 &2 ters here.
Wireless Settings L oS Eontigure whdord parateters hete
) " O Disdble (&) Enable
SNMP configuration
S Contart
System Tools
o Device name WW301A
Logout

Location
e Read Commuity
o T KA oty

Apply

Click “enable” or “disable” to enable and disable SNMP management.

Setting Explanation :

< Contact: Setthe name to access the AP. Usually set the
administrator’'s name.

< Device Name: Setthe AP’s hame, such as Tenda_300A.

< Location: Setthe AP’s network location.

< Read Community: Indicates the community read access string to
permit reading this AP’s SNMP information. The default is Public.

< Read/Write Community: Indicates the community read/write
access string to permit reading and re-writing this AP’s SNMP
information. The default is Private.
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Chapter 6 System Tools

This section focuses on how to maintain AP, including Restore to
Factory Default Setting, Backup/Restore, Firmware Upgrade, Reboot,
Password Change, Syslog.

6.1 Password Change

This section is to set a new user name and password to better secure

your device and network. Click “Apply” to finish changing password.

Setup Wizard

LAN Settings
Wireless Seitings
SNMP configuration

Hots User Hame and Password makenp only by mumber orfand lsttsr

System Tools User Hame
Change Password Old Password
Restore to Factory Hew Password
Backup/Restore Re-enter to Confhm

Time Settings
Rehoot -
Upgrade
Sysiem Log

Logout

More Produciss>>
2009 Tenda

User Name: Enter a new user name for the device.
Old Password: Enter the old password.

New Password: Enter a new password.

RIS

Re-enter to Confirm: Re-enter to confirm the new password.
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NOTE: It is highly recommended to change the password to secure

your network and the device.

6.2 Restore to Factory

This button is to reset all configurations to the default values. It means

the device will lose all the settings you have set.

Restore: Click this button to restore to default settings.
Factory Default Settings:

User Name: admin

Password: admin

IP Address: 192.168.0.254

Subnet Mask: 255.255.255.0

Sysiem Status
Setup Wizard
LAN Seitings

SRR Restore to Factory Default Settings.

SNMP n:im_ﬁgnra_tin'n
System Tools
Change Passward
Resiore to fa-:lnr‘y
Backup/Restore
Time Settings
Rehoot
Upgrade
System Log
Logout

More Productss>>
o2 Tords
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6.3 Backup/Restore

The device provides backup/restore settings, so you need set a
directory to keep these settings.

Backup: Click this button to back up the device’s configurations.
Browse: Click this button to browse the directory where you backup or
save the device’s settings.

Restore: Click this button to restore the device’s configurations.

System Status
Setup Wizard
LAN Settings

‘Wireless Settings
: The device provides backup/mstore settings

SlmEna e o need set a directory to keep these parameters.
System Tools Flease choose restore file:
Change Password
Restore to Factory 3
Backup/Restore.
Time Settings
~ Reboot
Upgrade
Sy‘stsm‘ Log
Logout
---More Products=>>
@008 Tends

6.4 Time Settings

This section is to select the time zone for your location. You can select

your own time or obtain the standard GMT time from Internet.
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Time Seftingy

Tiree Zone:
| (GMT+08:00)Bejing,China, Hong Kong,Singapare, Taipei v_‘

(Motice: GRAT time can he obtained only after accessing to the Internet )

Custorized time:

Setting Explanation :
<> Time Zone: Select your time zone from the drop-down menu.

< Customized time: Enter the time you customize.
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6.5 Reboot System

This page is used to reboot wireless access point. Rebooting the device

makes the settings configured go into effect.

Reboot: Click this button to reboot the device.

Setup Wizard

LAN Settings
Wireless Settings Click here to 1eboot the ronter
SNMP configuration

‘System Tools
Change Password
Restore to Factory
Backup/Restore.
Time Settings
Reboot
Upgrade
System Log

Logout

-~ More Products>>3
|E2009 Tenda

6.6 Firmware Upgrade

The device provides the firmware upgrade by clicking the “Upgrade”
after browsing for the firmware upgrade packet which you can download
from www.tenda.cn. After the upgrade is completed, the device will

reboot automatically.
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‘System Status

Setup Wizard
LAN Settings
Wireless Settings
SNMP contiguration _

“System Tools Browse

Change Password

Select the firmwars

Restore o Factory The current fivrwrare version: 3.3 4f-5ep 28 2000

Backup/Restore
Time Settings
Rehoot

Upgrade

IMPORTANT: Do not power off the system during the firaware npgrade to
avoid damaging the device. The AP will rehoot after the upgrade

System Log
Logout
-—-More Producis>>>
@2002 Tenda

Upgrade Steps:

1. Download the higher firmware version from our website:
www.tenda.cn.

2. Extract the firmware file on your computer.

3. Onthe Firmware Upgrade screen, enter the location directory of the
firmware file in the field provided, or click the Browse button and
find the file.

4. Click Upgrade button, and follow the on-screen instructions.

5. After the upgrade is completed, the device will reboot automatically.

IMPORTANT: Do not power off the system during the firmware
upgrade to avoid damaging the device.

6.7 Syslog

The section is to view the system log. Click the “Refresh” to update the
log. Click “Clear” to clear all shown information. If the log is over 150
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records, it will clear them automatically.

!ah

System Log

Page Leontent

1 2007-03-2909:4202  Systern | wins started.
2 2007-03-2909:4202  Systern  Load watch dog success
3 2007-03-2909:4309  Systern  System start success

1L

Refresh: Click this button to update the log.
Clear: Click this button to clear the current log.
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Appendix I: Glossary

Access Point (AP): Any entity that has station functionality and
provides access to the distribution services, via the
wireless medium (WM) for associated stations.

Channel: An instance of medium use for the purpose of passing

protocol data units (PDUs) that may be used
simultaneously, in the same volume of space, with other
instances of medium use(on other channels) by other
instances of the same physical layer (PHY),with an
acceptably low frame error ratio(FER) due to mutual
interference.

SSID: Service Set identifier. An SSID is the network name
shared by all devices in a wireless network. Your
network’s SSID should be unique to your network and
identical for all devices within the network. It is
case-sensitive and must not exceed 20 characters (use
any of the characters on the keyboard).Make sure this
setting is the same for all devices in your wireless
network.

WEP: Wired Equivalent Privacy (WEP) is the method for secure
wireless data transmission. WEP adds data encryption
to every single packet transmitted in the wireless
network. The 40bit and 64bit encryption are the same
because of out 64 bits, 40 bits are private. Conversely,
104 and 128 bit are the same. WEP uses a common
KEY to encode the data. Therefore, all devices on a
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wireless network must use the same key and same type

of encryption. There are 2 methods for entering the
KEY; one is to enter a 16-bit HEX digit. Using this
method, users must enter a 10-digit number (for 64-bit)
or 26-digit number (for 128-hit) in the KEY field. Users
must select the same key number for all devices. The
other method is to enter a text and let the computer
generate the WEP key for you. However, since each
product use different method for key generation, it might
not work for different products. Therefore, it is NOT
recommend using.

WPA/WPA2: A security protocol for wireless networks that builds on
the basic foundations of WEP. It secures wireless data
transmission by using a key similar to WEP, but the
added strength of WPA is that the key changes
dynamically. The changing key makes it much more
difficult for a hacker to learn the key and gain access to
the network.WPA2 is the second generation of WPA
security and provides a stronger encryption mechanism
through Advanced Encryption Standard (AES), which is
a requirement for some government users.
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Appendix Il: TCP/IP Address Setting (Take WinXP
for example)

Click the “Start—>Settings—>Control Panel” (Fig- 1):

& Cont
Fle Edt ven Fass Tods teb

Qi @ [F Pt (v |-

Pick a category

2 consarpanel 2

Y
5o &

Click “Network and Internet Connections”, the windows as below will
appear (Fig- 2):

O ten Connect
Flo tdr Vew Fovertss Todk teh

Qs+ © (| Pswwer [ roms | (-

e | D Network and It Conn

Pick a task

or pick a Control Panel icon

7 internet options *.. Network Connections

A Network setup wiard | Windows Frewll

< Wieless Network Setup Wizar

Click the “Network Connections”, as Fig-3:
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SRew Conmeciars Dos
R T
Qs - © - 3| P risms |-

M8

LAN or High-Speed Internet

B s

Choose “Local Area Connection”, right-click on the icon, choose the
“Properties”, then the “Local Area Connection Properties"windows
appear, choose the “Internet Protocol (TCP/IP)” in the “This connection

uses the following items”, click the “Properties”.

=k Local Area Connection Properties E@

General | Advanced |

Connest using
B9 Realtek RTLA133 Famiy PCI Fast Ett

This conriection uses the fallawing items

] 48 005 Packet Scheduler Tal

= AEGIS Protocol (IEEE 802.1x) v3.5.3.0

~|

2] i | 2]
Description

Transmission Control Protosal/Intemet Protosal. The default
wide area rietwark pratacal that provides commurication
across diverse inferconnecled networks,

Show ican in nofification area when connected
Matity me when this connection has limited or no connectivity

Choose the “Use the following IP address”, enter the IP address as:
192.168.0.xxx. (xxx ranges 1~253), Subnet mask is: 255.255.255.0(As
Showed in Fig- 5)
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Tnternet Protocol (TCP/IP) Properties 2]
General

Yo can get [P setings assigned automatically f your network supports
this capabiity. Dthenise, you need to ask your network administrator for
the appropiiate P settings.

() Obtain anF address avtomatically

&) Use the following IP address:

IP address: 192 188 0 115
Subnet mask: 255 2565 255 . 0
Default gateway i

(3 Use the following DS server addiesses:

Frefeiied DN server [

Alterate DN server,

Click “OK” to apply and return to the “Local Area Connection Properties”
windows.

Continue click “OK” to exit the setting windows.
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Appendix III: WDS Application Instances

The configurations of P2P, P2MP and Wireless Repeater in WDS mode
are almost the same. The number of devices which need to be
configured is different according to different mode. The following steps
take P2P for example.

If you want to establish P2P transmission between AP1 and AP2, you
need to set the parameters as follows.

Select “WDS” mode in Setup Guide for AP1 and set the SSID as “AP1”
and channel as “13”. The BSSID is 00:b0:¢c6:05:4e:d0.

System Status

Setup Wizard Working Mode: AP
LAN Settings Wireless Iode Mbfyin mixed mode
Wireless Seltings SSID AP
SNMP configuration Broadeast(SSID) @ Enalile O Discble
System Tools ESSID 00:BOCS 05:4ED0
Logout WLAN Isolation OEnhle & Disahle
—More Produciss>> Channel 13 s
@200 Tenda Operation Made & Mied Mode (O Creen Field
Clannel Bandwidth (020 @ 20040
Guard Interval Clong © uta
Reserse Direction O Disthle © Exale
Grnt(RDE) e

Extension Chamnel | 2452MHz (Chaninel 8) v
Aggegation MSDU &) Disable O Endble
Working Mode: WDS

ATlow wireless clisnt to access

WOSMode | WWDS P2P v
AP MAC
Channel |13 %

Click “Next” to enter the WDS Security Setting.
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System Status
Setup Wizard
LAN Settings

Wireless Seitings

) WDS Security
SNMP configuration WS Secmity :TKIP =
System Tools Tvlods
Fezaat By
~Mere Products=>>
©2009 Tenda

Select the encryption mode you need to use. (For example: set the
encryption mode as TKIP and enter the encryption key as 12345678.)

System Status.

Setup Wizard

'LAN Settings

Wireless Setti

W“" e85 Bettngs Vouhave set the parameters of multifnctional wireless AP sucessfully. Click
SNMP configuration "Save" to save and enshle settings.

System Tools If you weant to configurs moze; please select other menu.

Logout

—More Products»>>

@008 Tarda

Click “Next” and save the settings. Then enter the AP2 settings.

Select “WDS” mode for AP2 and set SSID as “AP2”. Select the channel
“13” which is the same as AP1. Enter the BSSID: 00:b0:c6:05:4e:d0 of
AP1 into the AP MAC blank and record the BSSID 00:b0:¢6:05:4e:dd of

AP2. (You can also use “Enable scan to add”.)
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Basic Settings

Wireless Mode 11bfg/n mixed mode ¥

S5ID AP2

Broadeast(SSID) @ Enable O Disable

BS3ID 00:B0:C6:05:4E:DD

WLAH Isolation O Enabls @ Disahle

Channel 13 =

Operatinn Wods (& Mixed Mode ) Green Field
Channel Bardbwidth 207 &2 2040

Guard Interval Olong @ sutn

Reverse Direction

Cra{RDG) O Disable &) Ensble

Exdension Chatmsl 2452MHz (Channel 9) v
Aggregation MSDU (3 Disable ) Enable

| Al wrireless client to access

WDSbde | WDS P2P v
APMAC |00:hD:ch:05:e:dd

Channel

.

Click “Next” to enter the WDS security setting and select AP1

corresponding encryption mode. Then enter the encryption key. (We

select TKIP and encryption key 12345678.)

Security Setfing

e e
* TKIP |*

Wods .

Encryption Key 12345678

Click “Next” and save the settings.
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Setup Wigard

Youhave set the paramsters of multifinstionl wireless AF susessfully. Click

"Serve to seve and enable settings
If you weant to configure moze, please select othier menu.

After you finished AP2 settings, return to AP1 setting.

1B

Select “Wireless Settings— Basic Setting” in AP. SSID, channel and

extension channel can’'t be changed. You only need to enter BSSID:
00:b0:¢c6:05:4e:dd of AP2 in AP MAC address blank an then save it (You

can also use “Enable Scan to add”). Now all the settings of WDS have

been finished.

Basie Settings
Wireless IVlods 11hiin mixed mode ¥
S3ID AP
Broadeast(S510) &) Enable O Disable
BSSID 00:BO.CS:05:4ED0
WLAN Isolation ) Euable () Disable
Charmsl 13 v
Operation Mode @ MiedMode O Green Field
Charmel Bandwidth D20 @ 20040
Cruard Interval Olong @ suto
Reverse Direction
GrantiRDG) O Disahle (2 Enable

Extension Charnsl | 2452MHz (Channel 9) v
Apgregation MSDU (&) Dissble ) Enable

| Allowr wireless clisnt 1o access

WDSMods  |WDS P2P |
APMAC (0060 cB05 dedd

Channel 13 v

=
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