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Introduction
» This Imation LOCK security application program applto secure series of

>

products only. Usage of this AP on other products is prohibited.

This security application program — Imation LOCKdisigned for Windows base
operating system only.

Windows 2000, Windows XP, Windows Vista, Windows @nd Windows 8are
supported byhis application program.

Windows 2000 usersplease upgrade ervice Pack 3 (SP3) or Service Pack 4
(SP4) first before using this security product and aggdlimn program.

Plug inONE device at a timeDO NOT plug in two or more secure device at the

same time when running this security applicatiaogpam — Imation LOCK.

General Description

This product is a USB Flash Memory Storage Deviith & security function. This
security function provides you with a high levelprivacy for your personal data.
This device allows you to set up your own passwuiith a maximum of 16
characters). It also allows you to adjust the mudid secure partitions.

The Imation LOCK provides users with convenience privacy, as well as high

security data on your USB flash memory storageagevi

Features

(a)

(b)

(€)

(d)

(e)

(f)

Disk Free - program is stored on the device, so you don’ehtavcarry the program
on a CD-ROM or floppy disk. Latest upgrades cafoo@d at www.Imation.com

Easy to Operate— program is pictorial with easy to understand gand friendly
descriptions.

Customized Password- users can choose their own personal passworal 16 t
characters in length).

Fixed Password Retry— users are allowed to retype their password 5stinvden
typing in the wrong password for the sixth times thrive will be re-formatted to
protect the data from being exposed to others.

Friendly Reminder — password hint function is available in case tber dorgets
his/her password. Users can set up their own padsiot with a message up to
32 characters long.

Multi Language Support — supports English, Japanese, Simplify Chinese,
Traditional Chinese language interface, will augtedt the language used by
operating system. Default interface is set to Ehgli
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D. Before Using the Security Application Program — Imation LOCK

Upon plugging the device into a USB port, your @peg system should recognize the

devic

e and display a “Removable Disk” icon. Thistie “Public” partition. The

security application program — Imation LOCK will btored in this area as well as the

“Secure” partition area.

Partition 1 — Secure Area
The secure area is password protected and carcbssad by typing in the correct
password only. INO password exists, you can view either of the 2igpams, but
no partition is secure.

Devices with Removable Storage
S e C u re B Removable Disk (£1) Removable Disk
H = tietwork Drives
Partition e
) My Documents

P My Computer CE&X
—"Ir

Ele Edt Vew Favorites Tools Help

b | O seach [ Foders | [T~ @

v Boe ik *
B teme Type Total Size Fre
Hard Disk Drives

e Local Disk (C) Lacal Disk 27,968

@ control panel

My Computer
System Folder

Partition 2 — Public Area

This area is “Always Open” to all users using tleeide. Users can read / write
data to this area any time. The security applicagimgram — Imation LOCK is
resident in this partition. Password security willy apply to the secure partition

and will not affect this partition.
2 My Computer |Z]@®

Fle Edit Yew Favorites Tools Help -

Qo - @  (F | Pseah [rokes | [

adcress | i My Computer Y| Bco |uns
- | Hame Type Total Size Fri

System Tasks Hard Disk Drives

View system information

el e Digk (C)) Logal Disk 7868
iy Add or remove programs

Public
Partition

D. Change a setting Devices with Removable Storage

P < Removable Disk (:) Removable Disk

Other Places
Network Drives

&g My Network Places
D) My Documents

B control Panel

Details

Hy Computer
System Folder
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E1l. Main Screen

s<imation Lock

(E\
J
Set Password

Move the mouse cursor over the icons, and the igi¢iser of the button
will appear within seconds.

E2. Set Password / Change Password

+~imation Lock

Press the top right hand button to setup or chgngepassword.
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Setup Password iIf no password exist, simply enter a password ofryhoice
upto 16 characters in length. You may also entersayard hint (maximum 32
characters including spaces) to remind you of y@aasword in the event that
you forget it.

Note: You can only typein English letters and numbers.

Click the “Show Password” box to view what you tyging.

When ready, pres® (apply) to save the passamigassword hint. You
will see the following messages telling you tha ffassword has been
changed. At this point the device will be lockedosmoatically when you
remove it from the USB port or if there is a susgpen in power.

Press@ (cancel) to cancel the set up procefiyoes do not wish to save the
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password and password hint.
Change Password If a password exists, before you make any changes y
will need to enter the current password. Enter themupsssword, and new

password of your choice. You may also edit theywass hint at the same time.

Qld Password (16 chars) :

Mew Passwaord (16 chars) :

Retype Passward (16 chars):

Password Hint {32 chars): IHello who 7|

I~ Show Password @ o

Click the “Show Password” box if you want to seeatviiou are typing.

Old Password (16 chars) I2005

Mew Password (16 chars) : IhEHDQB‘!1
Retype Password (16 chars): |hE”°123‘!1

|He||0 wha 7
a Q

Press@ (apply) to save changes to the passamtgassword hint. You will
see the following messages telling you that theywasd has been changed. At
this point the device will be locked automaticalliien you remove it from the
USB port or if there is a suspension in power.

Password Hint (32 chars):

Password changed.
3 Flash Drive is now in secure parition,
L unplug and reinsertto autormatically
enter the public parition.

Press @ (cancel) to the change password puceéidyou want to keep
current password and password hint.
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E3. Disable Password

#<imation Lock

Press the middle button on the right to “Disablehfove) the password.
You will be prompted to enter your password. Pr&3s (cancel) to cancel if

you do not want to remove your current passwordpassword hint.

You have six chances to enter the password coyrdxtfore the secure partition
of your device gets re-formatted.

If you have forgotten your password, click on tlesgword hint to remind you
of your password.
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Imation Data Storage and Information Management

| #<imation Lock ‘

O

You will be reminded with the following message@u have typed in the

wrong password for the fifth time.

If you typed in the wrong password for the sixthei your device will be re-
formatted automatically and all data in the seq@amition will be erased from
the device. The capacity of the secure partitidhapipear on the screen after

successfully re-formatting.

E4. Unlock Device
If you have set up a password, when you remove gevice from the USB port
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(or if there is a suspension in power), the se@antition 1 of your device
gets locked automatically. You will not be ableattcess this partition 1, nor
read or write data to partition 1 until you unlatk

Press the bottom button on the right to “Unlocle trartition temporarily.

#“imation Lock

You will be prompted to enter your password. sBre® (cancel) to cancel if you
do not want unlock partition 1.

You have six chances to enter the password coyrdxtfore the secure partition
of your device gets re-formatted.

You will be reminded with the following messagedfu have typed in the
wrong password for the fifth time.
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If you have forgotten your password, click on tlesgword hint to remind you
of your password.

I +<imation Loch

If you typed in the wrong password for the sixthei the secure partition of
your device will be re-formatted automatically.

Once you have entered the correct password, the&partition 1 will be
available until you remove your device from the U8Bt or if there is a
suspension in power. When the Secure partitionubliscked, you can read
or write data to the partition.
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E5. Configure Partition Sizes
You can change the sizes of the two partitions|{p@and secure).

@ My Computer I i|[ Removable Disk (E:) Properties
_Elé .E_d.'t View  Favarites Imk ﬂs‘h} | ¥ General | AutoPlay ” Tools ” HardwarE|
GBack + & - ]| @Sench Dfodes U5 O X o E- o |
éﬁtﬁe&ﬁ My Camputer _1[ ﬁﬁo
o 5 ﬁ @ Type: Remaovable Disk
File system:  FAT
3 Floppy [8:)  ME(C) TESTDATA  Compact Disc
My Computer o] E:) W Used space: 1,777,664 bytes 163 MB
M Free space: 391,208,960 bytes 373 MB
E::;,:EEIE‘S: sk (6] @ Capacity: 392,386,624 bytes 374 MB
Compact Disc Cortrol Parel Remavable
Fl Disk [F:] -
/ Crive E
Public
Partition
Debect) Pbves [ EWwlomotn =

Press the bottom center button of the Imation LgQi&&gram to resize public
and secure partition areas.

| #<imation Lock

You need to “Disable” your password first beforeiyan use this “Configure
Size” (resizing) function if you have already setupassword. Follow section
E3 of this manual to disable your password. It ipayecessary to remove
and plug your device in again after disabling thegword.
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A warning message will show, telling you that datidl be destroyed. If you
have not yet backed up your data. Prgss  (catcehncel the operation and
back up your data first; otherwise, pregs  plgpo continue.

ff Farmatting / Resizing is about to take
. place. All data will be destroyed.
Press canacel if you do not wish to

VA%,

continue.

Move the pointer to the left or right to change of the public and secure

area (minimum capacity that can be set for pubkaa 2MB).

I 2000  Secure Area (MBytes)
: P

e

I 11.00  Public Area (MBytes)

@

Press@ (cancel) to cancel the operation ifdg@mot want to change the
current public and secure area; otherwise, p@s&pply) to continue.
Formatting will then take place. Please wait uhi@ “Formatting

Completed” message appears.

B ing, Wvait...... "
L Formatting completed, please remove

* device from USB port and re-plug in

|i anain hefore using.

2

After configuring (resizing & formatting) your US@evice, please remember
to remove it from the USB port and re-plug in ada@fiore using it.
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Verify the change in capacity sizes of each partitoy right clicking the drive
icon and choosing properties. The secure Pariigiehown in this example.

: M Secure partition
Removable Disk (E:) Properties P Removable Disk (E:) Properties

General | AutoPlay | m [N General |AutoPIayr‘_j‘Tools | Hardware |

—

o L g |

Type: Removable Disk

Type: Removable Disk
File system:  Unknawn File system:  FAT

B Used space: 1,775,616 bytes 1,68 MB W Used space: 1,785,856 bytes  1.70MB

W Free space: 118,540,288 bytes 113 MB W Free space: 233,245,592 bytes 270 MB

Capacity: 120,315,904 bytes 114 MB

Capacity: 285,032,448 bytes

Drive E Drive E
[7 Ok ] [ Cancel l App [ OK ] [ Cancel ] A
Before Configure Size After Configure Size

NB:  After configuring (resizing) is completed all datdl be erased. The

security application program will be restored ie fhublic area
automatically.

F. Checking the Security Application Program —LO  CK’s Version
It will be necessary to know the revision numbeydél need to upgrade to a
newer version of the software or if you are hawiogible using the software and
need help from our technical staff.

Simply press the top left hand button and the wersiill be displayed.

IC
o Marsion. 1.08
[]a]

Password Status:

Secure Pariition Status: | Unlocked @
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G. Running the Program As Privileged User

Some users may see this following screen.

Please insert the dewvice or run this
utility as privileged user.

Check and make sure that you have plugged in yenice and your Windows operating
system did recognise your device. Otherwise, plehsek FAQ Q3 for more detail.

H. FAQ — Frequently Asked Questions

Q1
Al

Q2
A2

Q3
A3

My Windows 98 cannot detect my device, whahould | do ?

Make sure you have installed the latest deviceedffior your device. If you have
already done so, but Windows still cannot detect yievice, please try the following:
(1) Go to "Safe Mode" => "Device Manager"

(2) Remove any devices that are related to USB

(3) Remove any "Unknown devices"

(4) Remove any devices which are not present on screen

(5) Remove any devices that are related to your device

(6) Restart machine

(7) Install driver if necessary (download latest drifreim website)

(8) Restart your computer as requested and then plygundevice

My Windows 2000 / XP cannot detect my devicerhat should | do ?

Since there is no driver required for these opegatiystems the device uses the built-
in driver (USB Mass Storage Class Driver) from thegserating systems. If your
operating system cannot find the device, it is \isly that the built-in driver files
were missing or corrupted; please try to recovesétfiles from a different computer
or from the original Windows operating system CD.

Note: Windows 2000 users, please upgrade to service pack 3 or later.

When | run the LOCK program, it displays “Please insert the device or run
this utility as privileged user”. What should | do ?
This problem may occur in Windows 2000 or Windowg, Xinder the following
two situations. Situation 1 : You have forgotten to insert your device.
Situation 2 : The security application program — LOCK requires
security privileges in the Windows Administrator
Mode. If you are not the administrator of the comepu
these privileges may be restricted by the admatistr
Please check with your IT or administrator of the
computer to open up the privileges for you.
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Q4 When attempting to format a large capacity devie, greater than 32GB, using the

A4

native Windows 2000 or Windows XP format command,ie operation fails.
What should | do?

Large capacity flash drives are not supported &bive format in Windows 2000 or
XP. Use the provided LOCK software to re-partition émanat. Windows Vista and
Windows 7 will format the device using the NTFSrat. The LOCK software will
format to FAT32 on any windows system.
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|. Regulatory

Users of this product are cautioned not to makeifications or changes that are not
approved by Imation Corp. Doing so may void the ptamce of this product and may
result in the loss of the user’s authority to opethe equipment.

United States

This device complies with Part 15 of the FCC ru@peration is subject to the
following two conditions: (1) This device may n@use harmful interference, and (2)
This device must accept any interference receivetlyding interference that can
cause undesired operation.

FCC Digital Emissions Compliance

This equipment has been tested and found to comiythe limits for a Class B
digital device, pursuant to Part 15 of the FCC Ruléhese limits are designed to
provide reasonable protection against harmful fatence in a residential installation.
This equipment generates uses and can radiatefradigency energy and, if not
installed and used in accordance with the instoastimay cause harmful interference
to radio communications. However, there is no guaethat interference will not
occur in a particular installation. If this equipmeloes cause harmful interference to
radio or television reception, which can be detasdiby turning the equipment off
and on, the user is encouraged to try to correcirtterference by one or more of the
following measures:

* Reorient or relocate the radio or television ndog antenna.

* Increase the separation between the computepraguit and receiver.

» Connect the equipment into an outlet on a cirdifferent from that to which the
radio or television receiver is connected.

» Consult the dealer or an experienced radio tsilevitechnician for help.

Canadian Digital Apparatus Compliance
This Class B digital apparatus complies with CaaadCES-003.
Cet appareil numérique de la classe B est confartaenorme NMB-003 du Canada.



