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2. Product Information

Product:
Version:

Online Backup Client
3.11.0.1

3. Benefits

The Online Backup Client has a lot of benefits. See below:

4

Install and online within 5 minutes

Automatic online backups and offline backup (local or removable hard disk)
Convenient User Interface

Incremental data traffic. Low bandwidth required

High data security

SSL connection (HTTPS)

Encryption of data with AES 128 and 256 Bits

Automatic update (always the latest version)

© BackupAgent BV 2007
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4. Features

The Online Backup Client has several features. It supports different kinds of data. It can backup normal
data but also specific data.

Supported Data:

»

Common data

Favorites

Microsoft Outlook

Microsoft Outlook Express

Microsoft SQL 2000/2005

Microsoft Exchange 2000/2003 (Folder-Level and Store-Level)
Windows System State

You can make one or more scheduled tasks to backup data automatically (e.g. daily, weekly).

When an internet connection is not available, the Online Backup Client can also perform a local backup.
You can save the local backup file onto a removable hard disk, so the backup is safe and secured on an
external disk.

The Online Backup Service also includes a Management Console, which can be accessed through an
internet browser (e.g. Internet Explorer). It has several functions:

»
4
»

Access your data to restore or remove a file
Change user settings (e.g. password)

Overview of your backups through logs and reports

© BackupAgent BV 2007 Page 6 of 58
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5. System Requirements

The Online Backup Client is supported on different platforms. See below:

Platforms:

» Windows 2000 Professional

» Windows XP Home / Professional

» Windows Vista

» Windows Server 2000 / 2003 / Small Business Server

» Linux (RedHat, SUSE and Debian (and Debian based systems such as Ubuntu), all with
Java 1.5 or higher)

» Mac OS X (Mac OS X 10.4.10 and higher (Tiger) and Mac OS X 10.5.0 and higher
(Leopard))

On each Windows platform the .Net framework (1.1) needs to be installed. If the framework is not
installed the setup will install the framework automatically. On Linux and Mac OS X the Java 1.5
platform or higher is required.

Note: This manual will cover the Online Backup Client for Windows. A separate manual is available
for the Online Backup Client for Linux and Mac OS X

Hardware requirements:

» PC with 300 megahertz (MHz) or higher processor clock speed recommended
» 128 MB memory

» 25 MB of disk space

» Internet connection (e.g. ADSL, SDSL)

© BackupAgent BV 2007 Page 7 of 58
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6. Setup

6.1. Setup Wizard

The setup has a size of 2 Megabytes. After executing the setup you can choose your own language.
Currently English, Dutch, French, German, Spanish and Italian are supported.

Select Setup Language E|
Select the language to usze during the
installation:
[Encii=n v

QK H Cancel l

Figure 1: Choose language

5! Setup - Online Backup Client

Welcome to the Online Backup
Client Setup Wizard

This wvill install Cnline Backup Client on your comgputer .

| tis recommended that you close all other applications hefare
cortinuing.

| Click Mext to continue, or Cancelto exit Setup.

Back m:{'

| Mext = |’ Cancel

Figure 2: Setup Online Backup Client

Afterwards you will have to:

» Accept the license agreement,
» Choose the installation directory

» Choose to have a short cut on your desktop or not

If the .Net framework (1.1) is not yet installed on your computer, the setup will download and install the
framework first. This can take a few minutes (23 MB).

© BackupAgent BV 2007 Page 8 of 58
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& File Downlond ;

Dawnlaad
Setup it reevee doemioading sddbonal Hes o pou conmpuber

Filer: dotnetlz ene (1 of 1)

Spead 2400 KB/

Shale: Recarving.

Elepred Tme! Lm0

Femainng Time: Coomna

Cussard Fs T4.400 KE of 23697 KB [00%)]
|I'IIIIHIIIIIIIIIIIIIIIIIIIIIIIIHI |
Diome sl Prograss: 14401 KB of 23657 KB [80%]

LTI ITTITTTITITT B

Figure 3: Installing the .Net Framework 1.1

The Online Backup Client is successfully installed on your computer.

5 Setup - Online Backup Client

Completing the Online Backup
. Client Setup Wizard

Zetup has finished installing Online Backup Client on yaur
computer. The application may be launched by selecting the
inztalled icons.

Click Finish to exit Setup.

Start Online Backup Client after installation

e by
Eeckmant‘

Figure 4: Finishing setup
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6.2. Registration Wizard

When the Online Backup Client is started for the first time, it will start with the Registration Wizard. The
Registration Wizard guides you to fill in the account information and encryption key. With the encryption
key your data will be encrypted and decrypted.

Online Backup Client

Thank you for using Online Backup Client

Get started right now with the Registration Wizard.
This wizard will:

e Setup your account information

s Setup your encryption key

Click on "Next' to continue or 'Cancel’ to close this Registration wizard.

‘ Text | I Cancel

Figure 5: Registration wizard

You need to fill in the username and password that you created or obtained from your Online Backup
Provider.

Online Backup Client

Account information

oOnline Backup Client provides an account with a username and password.

Username: ‘YourUserNama |

‘m«********* |
Password:

Forgok your password?

Computer: [GRAFISCHEPT |

7] IF you do nat have an username and password, contact Online Backup Client.

[ o [ e ][ o

Figure 6: User account

Note: This screen also displays the computer name which will be registered at the Backup Server to
store all files.

© BackupAgent BV 2007 Page 10 of 58
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Note: If you don’'t remember your password you can click on the link below the password text field. A
reminder will then be sent to your registered email address.

Note: If there is a problem with the username and password, the Online Backup Client will show a
prompt that signing in is not possible. Several causes can apply to this:

» The username and/or password does not exist or is incorrect
» The time on the client machine differs very much from the real time (more than 24 hours)
» The Online Backup Client cannot access the online services while port 443 (SSL) is blocked

by an anti-virus or firewall on the network

The next wizard page will ask you to set an encryption key. The purpose of this key is to encrypt all files
before transferring them to the Backup Server and decrypt the files from the Backup Server when
restoring them.

Encryption key

To secure your files, you must specify an encryption key. This is an extra password to encrypt
and decrypt your data.
The Encryption key should be more than 6 characters and less than 20.

Fillin your Encryption Key:
Er——

onfirm your Encryption Key:
E——

Encrypion key remindsr:

1 Please remember this key carefully, since no data can be restored when the key is

' missing 1

Figure 7: Encryption Key

You must type an encryption key and then confirm this key. You can only set the encryption key once.
After setting the encryption key it cannot be changed. If you forget the encryption key, the data
encrypted with this key cannot be accessed anymore. Please write down the encryption key in a safe
place.

IMPORTANT: This key is unique and can only be chosen once and cannot be changed
afterwards. Treat this key with great care, since it required to restore your files
after a system crash.

Note: It is possible to store a reminder which can be sent to your personal email address. In this
wizard the field to enter the reminder will change into a link: ‘Forgot your encryption key?’

© BackupAgent BV 2007 Page 11 of 58
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Online Backup Client

Congratulations!

You have finished the Registration Wizard!

To change any steps click "Back’, otherwise click 'Finish".

I Back ] ‘ Finish | I Cancel

Figure 8: End of Registration Wizard

The wizard is now finished. The window will present the option to start the ‘Backup Wizard’ if no backup
task is configured on the client machine. This is only the case when the Online Backup Client is installed
for the first time.

6.3. Backup Wizard

The Backup Wizard provides a clear and friendly way to detect important data for backup and lets you
configure a first backup task in a convenient way.

Backup Wizard

Backup Wizard

Get started right now with the Online Backup Client Backup Wizard, which
will guide you to setup a backup task

» Select your data

+ Select a schedule

‘ Mext | I Cancel

Figure 9: Start of Backup Wizard
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Backup Wizard

Select your data

Name: |DeFauIt Task |
Description: | |
What do you want to backup? Deskiop b

My documents and settings
Outloak
Includes the My documents falder, plus ¥ou|Let me choose what ko backup
outlook if installed, deskkop and cookies,

[ o [ e ][ o

Figure 10: Set the task

The first view in the wizard allows you to name the task. It also provides a combo box with profiles of
important data. Selecting an item in the combo box will also show a description of what the profile
contains.

The next view will allow you to set the schedule for the backup task.

Backup Wizard

Select a schedule

Perform this task:

Pick frequency and starting time of default scheduler task

I Back l ‘ Mexdt: | I Cancel

Figure 11: Set a schedule

To specify a schedule you can set the time and frequency of the schedule. By default the schedule is a
daily schedule and the time is the current time. Other schedules can be: backup once, weekly
schedules and monthly schedules.

Now the backup task is fully specified and will appear in the Online Backup Client as a task.

© BackupAgent BV 2007 Page 13 of 58
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Backup Wizard

Congratulations!

To setup any areas you skipped, click "Back’, otherwise click 'Finish’.

I Back ] ‘ Finish | I Cancel

Figure 12: End of Backup Wizard

6.3.1. Advanced options
You can click on “Advanced” to go to the advanced options of the Backup Wizard.

Filter

The first view of “Advanced” allows you to select filters on the data in the task. You have to add a filter
and determine if the filter ignores the files (‘except files’) or allows only the files in the filter and ignores
all other files (‘only files’).

Backup Wizard

Select your data filter

—Filter {(Does not apply to SQL, Exchange, MAPI and system state resources)

[ Include hidden files

 all files

" Except files {e.g. *.tmp)

Add

Remave

—5elect folder(s) to exclude from backup.

Add

Remove

[ e [ e ][ o

Figure 13: Select a filter
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Local Backup

The next view of "Advanced" will allow you to determine if he wants to backup locally. When checking
the box, the backup will be performed locally. In the textbox below the checkbox you can specify the

exact location for the backup (a local folder on the pc or an external medium.)

Backup Wizard

Select the type of backup

Backup type

" Online backup

(+ iDffiine backup (iocal backup) |

Location: |E:\Documents and Settings'mark'\Desktop Browse

[ o [ e ][ o=

l

Figure 14: Select Offline Backup (local backup)

Tip: A removable hard disk can be selected as a local backup location.

6.4. Restore Wizard

The Restore wizard provides a clear and friendly way to restore important data for backup. Click on
Restore Wizard in the ‘Home’ view in the Main interface of the Online Backup Client to start the Restore

Wizard.

© BackupAgent BV 2007
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Restore Wizard

Get started right now with the Online Backup Client Restore Wizard, which will guide you to

restore your data

» Select your data

» Select the rules to apply

{ et l I Cancel

Figure 15: Start of Restore Wizard

In the next view you can select your data on the Backup Server that needs to be restored

Restore Wizard

Select your data
Folders Mame Size: ersions
= ﬂ My Computers TR Blue hills. jpg 2
1§ 01-vWINDOWSSSES b = g
g BACKUPAG-SEESHO
=iy Ba-PCaOn2
[=-%e C_root
=5 Documents and Set
=11 Al Users
B 153 Documents
=1/ My Picku
1) Samy

¥hat do you want to restore?

GLKB

,l:',w, Swskem State
' SRAFISCHEPC
i oFasvral

Mext ] I Cancel

e |

Figure 16: Select your file or folder

In the next view you can choose restore location and the overwrite rules of the wizard need to be

specified.

© BackupAgent BV 2007
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Restore Wizand

Select the restore rules

—Location: ‘

& Default {COnline Backup Client|Restoredi29112007)

™ Original Location

" Selected Location ‘ ‘ ‘

—Owerwrite rules: ‘

& Askme
™ Blways

7 Mever

[™ Calculate restore size

I Back ] ‘ et | I Cancel

Figure 17: Restore rules

In the next view you can choose to filter for specific files or folders during restore.

Restore Wizard

Select your data filter

i Filter {Does not apply to SQL, Exchange, MAPI and system state resources)
&+ all files
" Only files (e.g. *.doc)

" Except files {e.g. *.tmp}

—Select folder(s) to exclude from backup.

Add

Remave

I Back ] ‘ Mext | I Cancel

Figure 18: Data filter

By clicking [Start] in the last screen, the restore will start.
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7. Online Backup Client main interface

This is the main interface of the Online Backup Client. Several components are displayed in the figure
below:

» Navigation panel
» Account Information

» Main panel (e.g. Home)

EBX

[8] Online Backup Client

E- Navigation
<5 Home
P
% Backup Status: OK
%) Restore Online Backup Client is working without problems.
w| ReportsandLogs
7 Wizards
« Options
%4, Registration Wizard
& Support P
€2 Badup Wiard:
© About 8} Restore Wizard
Backups
Last run backup Date Shatus
@ zondsgrask 11/28/2007 1 3:59:16 PN Successfully completed
@ BackupTazkt 11/20{2007 : 6:00:06 M Successfully completed
#4  Account Information (@ adwinistratie Backup 10/25{2007 ; 11:50:02 A Successfully completed
B3 Vourlserilame Next backup: Default Task: 11/23/2007 4:05 PM
LV B
@ Status: Orline
N Usage: 947.43 MB (34%) Y saciicagen

Figure 19: Online Backup Client main interface

Navigation panel
The Navigation panel is the main navigation through the Online Backup Client. The options:

» Home: Start View
» Backup: Select local data for a backup
» Restore: Select remote data for a restore

» Reports and Logs: View information on executed backups

» Options: Configure backup tasks
» Support: View contact information for support
» About: Additional information about the Online Backup Client

Account Information
Shows account details: account name, storage space, status and usage of storage space.

Main Panel

The main panel is the working space of the Online Backup Client. Depending on what you want to do,
this panel will show the necessary views.

© BackupAgent BV 2007 Page 18 of 58
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7.1. Home

When you start the Online Backup Client it will show the Online Backup Client Home view. This view
shows the status of the last and the next backup task. It also offers a link to download and update the

software if a new version is available.

Backups

Last run backup Date Status

@Zondag taak 11§28f2007 1 3:59:16 PM Successfully cormpleted
@Bach.lpTaakl 11/2002007 ; 6:00:06 PM Successfully completed
@ Administratie Backup 10/2502007 ; 11:50:02 AWM Successfully completed

MNext backup:

Default Task: 11/23/2007 4:05 P

Figure 20: Status of the last and next backup

7.2. Backup

You can backup data by clicking on “Backup” in the "Navigation" panel.

[8] Online Backup Client

1 Navigation % Backup

b
Email Backuy
/| Reportsandlogs > P

o
« Options CoipackupTasky
(3 pefault Task.
@ Support
@ About

#4 Account Information

B Vourllserblame:

@ oteB

4 Home
4% Backup Hame.
(J7ondag taak

[ iPersaoniiks instelingen...

L} Summary of: Administratie Backup

Descriplion
Created date

Frequency
Last start date
Next start date

Number of files

Total size:

Selected resources:

Al mijn doc bestanden
817/2007 3:18PM

Wonthly
11{26{2007 4:21 PM
121212007 9:00 AM

1142
13.39MB

Resource

Type

CH\Documents and SettingsimarkiMy Documents  Folder

@ Status: Gnline

Vi Usage: 947.43 MB (94%)

l Start task

J |

EdtTask | [ Delotetask

Figure 21: Backup

7.2.1. Create or change backup task

To create or change a backup task:

» Click on ‘New Task’ to create a new backup task.

» Select the task in the tree view, and open it. The Task Properties will open, and you can

configure:

o General options (backup type)

o Data

© BackupAgent BV 2007
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o Schedule

o Filter

7.2.2. General

The ‘General-tab’ allows you to set the general options of the backup task.

Task properties \;I[El@l

L[ Generel | & ata | P schedue | 7 Fiber

Name: [Task 1 |

Description: ‘ ‘

[ Active
[ Shutdown computer when completed

[ Enable Volume Shadow Copy

Backup type & Online backup
" Offiine backup (local backup)

f oK. \[ Cocsl ][ Apely

Figure 22: General view

Name and description
First you can give the backup task a name and a description.

Active
By selecting ‘Active’, the task is activated and will be performed on the specified time schedule. When
‘Active’ is not selected, the task will not be performed.

Shutdown Computer when completed
By selecting ‘Shutdown computer when competed’, the system will automatically shut down after
completion of the backup task.

Enable Volume Shadow Copy
Volume Shadow Copy is a technique to backup files that are in use during the backup process (open
files). By selecting ‘Enable Volume Shadow Copy’, files that are in use will be backed up.

Note: Volume Shadow Copy is only available only on Windows XP, Vista and Windows Server 2003

Backup Type (online or offsite backup)

Standard, the Online Backup Client will make an online backup, i.e. a backup to an external Backup
Server, over the internet. It is also possible to make a local backup. It is possible to use a removable
hard disk as location. This results in a self-extractable .zip file which can, for instance, be shipped to
your Online Backup Provider. The Online Backup Provider can include the data in your backup account.

© BackupAgent BV 2007 Page 20 of 58
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By selecting ‘Offline backup (local backup), a default local backup directory will be displayed in the
‘Location’ textbox. You can change the directory by clicking on the browse button which is located at
right of the ‘Location’ textbox.

7.2.3. Data

You can select data to backup in the ‘Data-tab’ in the Task properties. You can easily expand and

collapse the branches of the tree, by clicking the plus or minus signs displayed at the left. All items are
displayed with their type.

- i
[ L7 Bereral | & ata | P Sohedue | S Filer

€] > E] Murnber of Fles: 11 Seer  249KB

Folders Hame [ Size Type [Created

- v (B Deskiop O My Documents ‘System Folder 9J28j2007 1:21:42 P

PoE O My Documents ¥ My Computer System Folder 110001 12:00:00 A

i MY My Computer 831y Network Places System Falder 1/1/0001 12:00:00 Af

¢ LIS My Nietwork Flaces {& Internet Explorer QBytes System Folder 1/1/0001 12:00:00 A
O Sysereenshots 311 File Folder 10/23{2007 2:01:17 P|
O Backupagent 1KB Shortcut 10]232007 2:07:31 )
1 ] Backupaigent_version_3.11... 556 KB Microsoft Office. . 10/23/2007 2:05:09 P)
O & consuant_EN.exe 675KB Application 9128/2007 2:01:57 I
O 2Logremn (2) 692 Bytes shortcut 10/1642007 9:568:51 4
O 8 mozila Firefox 1KB Shortcut 9/19/2007 9:03:08 A
1 55 Radmin Viewer 3.0 (2) 749Bytes  Shortcut 10/11/2007 12:06:21
O & Teamiiewer_Setup_nlexe 1,098 kB Applcation 10102007 3;01:41 B
I 2 NC iewer 4 695Bykes  Shortcut 10/5/2007 3:44:53 I
Bl v

' oK :I Cancel | Apply

Figure 23: Select backup data

When a folder is selected for backup, underlying files and folders are automatically in the selection,
unless explicitly deselected.

Note: If a folder is checked with a grey background only a subset of this folder is part of the backup set

Note: A light grey square in front of a file or folder means that it is not possible adopt that item in the
backup set

Note: The backup of MS Exchange, SQL and System State is explained later in this manual
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7.2.4. Schedule

You can set a schedule for the backup task in the ‘Schedule-tab’ in the Task properties.

Task properties. ‘;l@

L7 General | =5 Data | ™ Schedule | “F Fiter

Perform this task: Dally v

Hour

f oK. \[ Cocsl ][ Apely

Figure 24: Set a schedule

The following schedule options are possible:

» Once: Performs a backup once on the time that is inserted

» Daily: Performs a backup daily on the time that is inserted

» Weekly: Use this option to select which time and day(s) the backup must be performed
» Monthly:  Use this option to select which time and day of the week the backup must be

performed

Note: If you select a task in the view “Backup”, and click on ‘Start task’, the backup task will be
performed immediately.

7.2.5. Filter

The ‘Filter-tab’ offers the possibility to set a filter on the selected backup data.
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Task properties ‘;'@@

[ L7 General | & Data | 7 scheduis |7 Fier

Filter (Does not apply to SQL, Exchange, MAPI and system state resources)

I Include hidden files

© Allfiles
& Only files (e.g. ¥.doc) |

" Except files (e.g. *tmp)

Select folder(s) to exclude from backup.

Add

[ oK, ][ Cocsl ][ Apely

Figure 25: Filter view

The filter offers three types of filter options:

» Check the ‘Include hidden files’ checkbox to include hidden files within the selected data set

in the backup set.
» Select the ‘Only files’ radio button to exclude all data, except the files in the filter
» Select the ‘Except files’ radio button to include all data within the selected data set, except

the files in the filter.

A filter expression can be added to the filter. This is a regular expression (like *.*).

Note: To specify a filter, regular search expressions can be inserted:

» Only doc files: *.doc (all WORD document files will be backed up)
» Only files starting with hello: hello* (all file names starting with hello will be backed up)

» A specific file: ntuser.dat

7.2.6. Backup progress

The backup process can be monitored by clicking on ‘Details’ on the bottom of the application during the
process of a backup (the details-screen will pop-up automatically when a backup task is initiated).
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T TEw task ] T Tl Task T Delete Fask

2P petails ®
Performing Backup Task

Uploading File 'Basic.icl'

File progress 100 %

Total progress 20
Full Patch MoNeed Skipped Done Tokal “Done
Files 28 ] 1} 1} 28 1318 2
Bytes (MB) 2 0 0 0 2z 117 1
Sent (MB) <1 0 - - - - -
Avg.uplspeed: 220,4 Kb/s Compression: 11 %
(Hide Details] Remaining time: 00:28:06 Size uploaded: 308.26 KB
B (549 Elapsed time: 00:00:49 Total size: 117.64 MB
I™ Shutdown computer when completed

Figure 26: The detail screen while making a backup
The details regarding the backup of data:

Progress information

» File progress: The progress of the backup of the indicated file

» Total progress: The progress of the total backup task

In the table (the amount of files, the amount of selected MBs and the amount of sent MBs)

» Full: Full backed up files

» Patch: Patched backed up files (incremental backups)

» NoNeed: Unchanged files (unchanged compared to last backup)
» Skipped: Skipped files (details in the logs (explained later)

» Done: The total amount of processed data

» Total: The total amount of selected data

» %Done: The percentage of processed data

Other information

» Avg.upl.speed: The average upload speed

» Remaining time: The estimated remaining time

» Elapsed time: The elapsed time
» Compression: The average compression rate of the backed up data
» Size uploaded: The size of the uploaded data
» Total size: The total size of the selected data
7.3. Restore

Your backed up data can be accessed by clicking “Restore” in the "Navigation" panel.
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7.3.1. View backed up data

The view shows a collection of computers in the tree view. These computers are the base of the backup
schedules. If the Online Backup Client is (or was previously) installed on a computer, this computer will
be shown in this screen. Furthermore, the tree view shows all backed up data in the same structure as it
was on your computer. In this view you can restore data from the Backup Server and delete data from

the server.

[8l Online Backup Client

E. Navigation D restore
@ Home
[« ] D 54 E] [ Import local backup
% Backup
Folders Mame Size Versions
%) Restore = i My Computers . Blue hills.jpg 40KE 2
-5 DLVWINDOWSSSES = Sunset.jpg 6OKE 1
w| ReportsandLogs -4 BACKUPAG-SBBEXO = Winker.jpg 103K 1
5 =1 BA-PC200z = ater llies.jpg 81KB 1
< Ontions [ e Crock =
= (=15 Documents and Setti
Lk ke =5 sllusers
p = Documents
L -5 My Pictu

i (3 thijs.vanbeek
[ system State

- GRAFISCHERC

- OFASVROL

$4 Account Information

M Vourlserhlame

o16E < | pAJES | 8

@5 status: Onlne

N Lsage: 947,43 MB (94%) [ Reshrs H DL

Figure 27: Restore

7.3.2. Restore latest versions of data

Data can be restored per file, folder or drive. Select files, folders or drives you want to restore, in the
node tree. By clicking the 'Restore’ button, the latest version of the data will be restored automatically.

This is the most common option.

[8] Restore E|

Wersion

" Latest version

" DOlder versions

Before date

" Spechic version

Wersion:

r Location:
& Default [C:\Dnline Backup Client\Restoredy20112007]
" Driginal Location

" Selected Location

| Browze

| ok | [ Cancel

Figure 28: Restore screen
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Before the restore starts, the client will ask you where you want to store the restored data. You can
choose between the Default Location, the Original Location or a Selected Location.

Note: If a file already exists on the restore location, a prompt appears that allows you to skip, rename
or overwrite the file.

7.3.3. Restore older versions of data

When a file has been changed within the period between two backups, the client will backup the file and
notice that it is changed. The client will than create multiple versions of the file on the Backup Server
(only if you have selected to store multiple versions, see later in this manual).

Restore at date

It is possible to restore a file or folder at a selected date in history. You select a file or folder in the
‘Restore’ view and click on ‘Restore’ in the lower main panel. In the ‘Restore’ view that appears, click on
the ‘Older Versions’ button. Here you can select a date in history. The latest backed up versions of the
selected files or folder before that date will be restored.

|8 Restore g|

ersion:
" Latest version

@ Older versions

donderdag 30 augustuz 2007

augustus 2007

ma di wo do v =za =0

1 2 3 48
E 7 8 9 10 11 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 Ell 3

Before date

" Speciic version

Wersior:

Location:

& Default [C:%Online Bag

[ ]¥andaag: 30-11-2007
" Driginal Location

" Selected Location

[ 0K I[ Cancel ]

Figure 29: The calendar provides an easy date selection

Note: This feature only works if you have selected to store multiple versions of the backup data, see
later in this manual.
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Restore specific version

It is possible to restore a specific version of a file (this option only works with files, not on folder-level).
You select a file or folder in the Restore-view and click on ‘Restore’ in the lower main panel. In the
‘Restore’ view that appears, click on the ‘Specific version’ button.

[8] Restore [z|

“Wersion:

" Latest version

" DOlder versions

Before date |

* Specific version

Wersion:

Location:
& Default [C:\Dnline Backup Client\Restoreds23112007)
" Driginal Location

" Selected Location

[ 1] I [ Cancel

Figure 30: Available versions of the file

The available versions of the file will be displayed in the dropdown box. Here you can select a version of
the file and start restoring.

Note: This feature only works if you have selected to store multiple versions of the backup data, see
later in this manual.

7.3.4. Import local backup
Within the ‘Restore’-view it is also possible to import a local backup. This allows you to restore data

from e.g. a local hard disk to your computer. You select ‘ Import local backup’ in the Restore-view. This
action can take some time.
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inline Backup Client.

B. navigation D Restore

<) Home

] 5] 5'd Bl [&)  Import local backup
& Backup

Folders Mame Size Versions
% Restore & @ My Computers d BACKUPAG-RLDS

J GRAFISCHEPC

v ReportsandLogs 4 STUDEERKAMER

options

Online Backup Client

3 support

@ about !} Depending on the size of your local backup fils, this action can take some time,

1 Cancel

Account Information

testiark

"

@ 168 < Ui | =
@y Sstatus: Online
]

Usage: 384,38 1B (36%)

Figure 31: Import local backup

You can navigate and open a ‘local backup file’, which is a ZIP-file. This can be a file that is created by
yourself (making a local backup), or delivered by your Online Backup Provider, for fast restoring
purpose.

Note: The ZIP file must be a file that is created by the Online Backup Client or delivered to you by
your Online Backup Provider

onineokipCtent _____|-Jox

gﬁ. Navigation Open

@ Home Look in [ (@ Deskiop 3 O -

#=  Backup

(3my Documents
4 My Computer sicns
MyRecent | | %My Network Flaces
Documents | |)schemals

‘ & Persaorlijk (2)

%) Restore

v Reportsang

I 'serverD1 (W)

&

< Options
Deskiop

@ Support

@ About

L S

My Documents

®

My Computer

@ o ¥ (o= ]
B testhiark MyNewok | Flesafupe:  [local backup fles [2) ~| [ _cancel ]
@ 1@ —

@ Status: Orline

Delete

Ni Usage: 364,38 MB (38%)

Figure 32: Select ‘local backup file’ for restore

7.3.5. Deleting data from Backup Server
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To delete data from the Backup Server, click on "Restore" in the "Navigation" panel. Select the data that
needs to be deleted (you can select multiple files or folders). Click on the "Delete" button in the lower
main panel to delete the file(s). The client will ask you to confirm the delete action.
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Online Backup Client

\;fj Are you sure you want to remove 2 resources?

|_ Yes _] [ Mo J

Figure 33: Confirm delete action

Note: Removing a folder with many files might cause the folder not to disappear immediately, since
the server software will execute this in the background.

7.3.6. Restore process

The restore process can be monitored by clicking on ‘Details’ on the bottom of the application during the
process of a restore (the details-screen will pop-up automatically when a restore is initiated).

[8] Online Backup Client

1 Navigation D Restore
9 Home
a ) 54 IF:] [  Import local backup
%= Backup -
Folders Hame Size Versions
8 Restore = @ My Computers # || FBlue hills.jpg 40KE 2
-1 DIVWINDOWSSSES % sunset.jpg £3KE 1
w | ReportsandlLogs -j BACKUPAG-SBBBR0 || " winker jpg 103 KB 1
' Ba-Praom water ez oo 81KB 1
< Options H e C_rook =
S (=15 Dacuments and £ %
€ HERY < | 3 < | =
@ About

No active Backup/Restore process
Restoring File 'BA-PC2002\C_rook'\Documents and Settings\All Users' DocumentsiMy

4 Account Information e Aroices o

Vourllserhlame: Files Restored: 2 Files Skipped: o

& 168 Avg.downl.speed: 11446 Kb/s Compression: 100 %
% Status: Downloading (Hide Detd Remaining time: E size downloaded: 109.73 KB
N Usage: 947,43 MB (9495} Elapsed time: 00:00:05

P | shutdown computer when completed

Figure 34: Restoring Data

The details regarding the restore of data:
Progress information

» File progress: The progress of the restore of the indicated file
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Files Restored:

Files Skipped:

Bytes Restored (MB):
Bytes Skipped (MB):
Bytes Received (MB):
Avg.downl.speed:
Remaining time:
Elapsed time:
Compression:

Size downloaded:

Total size:

BackupAgent Online Backup Client for Windows 3.11 User Manual

The number of files that have been restored

The number of files that have been skipped

The amount of restored files in Megabytes

The amount of skipped files in Megabytes

The amount of restored files in Megabyte

The average download speed

The estimated remaining time

The elapsed time

The average compression rate of the backed up data
The size of the downloaded data

The total size of the selected data

7.4. Options

You can set different kind of settings by clicking “Options” in the "Navigation" panel.

[8] Online Backup Client

@ Home

#2  Backup General | Backup ndRestore | Advanced | Exchange Server | SALSewver |

%} Restore General

IR TS [ tart program autometically on computer startup

% Options [ Always instal an updats when it is available

@ Support [ Send me an e-mal with backup status report

[ Send me an e-mail with restore status report

@ About

[ Show hidden Files in data explorer

Language settings | Engish v

Account Information

#3 Account Infarmation Username

M Vourlserhlame

& 1

|VourUsertame
Change password

@ Status: online

N4 Usage: 947,43 MB (94%)

Figure 35: Options

7.4.1. General

In the “General’-tab, you can set general options of the Online Backup Client:
General

» You can select to let the program start when the computer starts and automatically install
updates when available
» You can select to install a new update of the client software when available
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Note: Itis recommended to check this box, because then you will always have the latest version of the
software.

» You can able or disable the sending of backup and restore reports by email
» You can select to show hidden files in the data explorer in the “Backup”-view (when
selecting data to backup (hidden files are standard not included in a data selection)

» You can change the language of the application can be changed.

Account information
You can change your password for you backup account

Note: It might not be possible to change your password in the Online Backup client, since your Online
Backup Provider can disable this option

Note: It is not possible to change the username or encryption key.

7.4.2. Backup and Restore

In the “Backup and Restore”-tab, you can set options that are specific for backing up and restoring with
the Online Backup Client:

Browse For Folder @@
2. Navigation

@ Home Please, select a folder

#%  Backup General | BackupAnd Restore | Adv Deskiop
& (L My Documents
% Restore Versioning

@ My Computer
£ 8 My Netwark Flaces
13 schema's

w  ReportsandLogs Online backup client can maintain mul

i versonss F 2
& Support
Restoring
@ About
Plasse choose the folder which Onfing | Make NewFalder | [ ok | [ cancel |

‘Browse’ to select the Folder,

[€10nine Backup ClientiRestored | [ prowse |

44 Account Information

8 Vourlseriame

L Het:)
@ status: Crline
N4 Usage: 858,16 MB (85%) Apply

Figure 36: Default restore directory

Versioning
In this view the maximum number of versions of backed up files can be set. Default value is 3 versions.
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Note: The original file is a version too. For example setting three versions makes a total of four versions

Restoring
In this view the default restore folder can be specified. This is the folder where data is restored by
default when you don’t choose a specified folder

7.4.3. Advanced

In the “Advanced”-tab, you can set advanced options of the Online Backup Client:

[8l Online Backup Client

E. Navigation f Options
<) Home
4= Backup | General | Backup AndRiestore | Advanced | Exchange Server H 500 Server
% Restore Advanced
v | ReportsandLogs ™ add BackupjRestore reports to windaws logs
< options T Enable the diagnostics (Enable this only when support asks for it.)
@ support Advanced Encryption Standard (AES) type: & 128 bits " 256 bits
@ Aboit Temparary Folder: |C‘\Du:uments and Settings\all Users\Application |‘ Browse
windows Service
Current: service status: Rurring
Connection
Timeout Factor for service requests {default 1) e 5
#3 Account Information N
Bandwidth usage (%}: [io =
M Vourlserhlame
@ i
@ status: onlne
84 Usage: 675.59 MB (87%) Apply

Figure 37: The advanced tab

Advanced

» You can choose to add Backup/Restore reports to windows logs (for the purpose of tracking
errors in the backup or restore processes)

» Enable the diagnostics

Tip: Enable this option only when requested by the support department of your Online Backup Provider

» You can set the type of Encryption of the data that will be backed up: AES 128 bits or 256
bits encryption.
» You can select the folder where temporary files are stored before they are transferred to the

Backup Server.

Note: Make sure there is enough disk space available to store the largest file to upload
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Note: Make sure that this is an empty folder, because this folder is cleared after the backup

Windows Service

Current Service Status: Shows if the Online Backup Service is running. This service performs backups
when the client is not running.

Connection

Timeout factor: This is a service based timeout interval that can be set depending on the speed and
reliability of the internet connection. It is a multiplier of the default timeout interval of 10 seconds.
Bandwidth usage

This allows you to adjust the upload speed in percentage (%) of the available bandwidth between the
Online Backup Client and the Backup Server.

7.4.4. Exchange Server

This tab is not always available and dependent of the client-license you have. Please see later in this

manual for more information about how to backup Microsoft Exchange.

7.4.5. SQL Server

This tab is not always available and dependent of the client-license you have. Please see later in this
manual for more information about how to backup a SQL server.

7.5. Reports and Logs

Click on “ Reports and Logs” in the "Navigation" panel for a chronological overview of important events.

7.5.1. Reports

The “Reports”-view shows a history of reports. You can view the status of the past backups and
restores:
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E. Navigation

< Home

[8l Online Backup Client

n Reports and Logs

4= Backup

© Repots | 7 Logs

“a
@
Y
L]
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Vourllserhlame:
1GB

Status: Orline

Usage: 875.59 MB (87%)

%) Restore Task
Emai Backup
Reports andLogs &l

. t) i 4 | Default Task
< Options & | Email Backup

] Taskz

€ support Q) Task2

p @] Task2
@ Aot ) Default Task

] Task2
| Defauk Task

Type

Backup report
Backup repork
Backup report
Backup repart:
Backup report
Backup report
Backup report
Backup report
Backup repart:

Date

11fz9f2007
11/z812007
11/282007
10/16/2007
107152007
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1071172007
1071172007
10/10/2007

Time:
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FE3PM
10:56 &M
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Successfully completed
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Figure 38: Report view

Double-clicking on a report will show report details.

Backup report details | .

Event |

Date: Thursday, November 29, 2007 at 10 +

Type: Backup report
Repart: .
P
* Account ~

Wersion: 3.11.0.1

* Backup task

successiully

Account: YourUserMame
Computer: GRAFISCHEPC

Backup Report at Thursday 29 November 2007
Status: Scheduler task 'Email Backup ' completed

Operating System: Microsoft Windows NT 5.1,2600.0

I£3

Figure 39: Report details

This report will also be sent to you be email.

7.5.2. Logs

The ‘Logs’ view shows a history of log files.
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[8l Online Backup Client

B, Navigation M reportsandLogs

@ Home

4 Backup [[&3 Fepas | 75 Logs |

% Restore Type Date Tirme: Message

S B i e e
< Options Eror 11/22/2007 430PHM Er kon geen schadunkopie gemaakt worden va...

& support

© About

§4 Account Information

M vourlserhlame
@ ik

@ status: Online

N4 LUsage: 875.59 MB (87%)

Figure 40: Log view

Three types of events can occur:

» Information: This is information on progress of the backup or restore procedure
» Warning: Non fatal errors occurred during backup or restore process.
» Error: A fatal error has occurred in the Online Backup Client.

Details of the log message can be viewed by clicking on [View]. This shows a dialog with detailed
information of the message.

Log Event Details ... rz|
Event |
Date: ‘Wednesday, November 28, 2007 at +
Type: Information
]
Message:

Folder 'C:\Documents and SettingsimarkiDeskkop|debug'
does not exist!

Figure 41: Log Event Details

Note: If the message is related to an action, you can click on [Start action]. This will start the associated
action.
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7.5.3. Cleaning Reports and Logs

In a few steps it is possible to clean the reports or logs list. In the list of reports or logs, you can make a
selection (using ctrl and shift). To clear the list, click on the ‘Delete Selection’ button.

,@_;.p,n line Backup Client

[ =

B~ Navigation ', Reports andLogs

<) Home

#2  Backup @] Reports | /N Logs |

% Restore Type Date Time Message

A — Qerror 11/28(2007  S:27 P Ervor while delsting Folder ‘thijs. vanbesk on se. .,
Awarring  11/28(2007  5:22 PM File restore was skinped: 'BA-PC20021System 5.,

o Options @ information 11/26/2007 4:21PM Folder 'C:\Documenits and SettingsimarkiDeskt. .

@error 13/22{2007  4:30 P Er kon geen schadunkopie gemaakt worden va,

& support Error aoriara o gclule changes, 0O The proce...
Error Online Backup Client & cessOO0bject reference n....

@ Avout (@ Information

@ Irformation

door gebruiker
\?,) Are you sure to clear event loge [ doar gebruiker

44 Account Information

B YourlUserName
& G

@ Status: Online

[ Send Logs. ] [ Delete selection ]

Y4 Usage: 858,16 MB (35%)

Figure 42: Deleting Reports and logs

7.6. Support

Clicking on “Support” in the "Navigation" panel will give contact details of your Online Backup Provider.

[8] Online Backup Client

E‘_ i) ity B support
<) Home
4 Backup
For support please contact:
% Restore Online Backup Client

| ReportsandLogs

G}\I e, yourbackupprovider.com

« Options

44 support@yourbackupprovider.com
& Support z

¥ 0900-YOURBACKLPPRONIDER
@ About

#4 Account Infarmation

B Vourllsertlame
o1GE

@ Status: Orline

Y4 Usage: 575.59 MB (87%)

Figure 43: Support contact information
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7.7. About

Clicking on “About” in the "Navigation" panel will give details on the version of the software and the

license of the software.

[ online Backup Client

3. Navigation

3  Home

%% Backup

%) Restore

| ReportsandLogs

« Options
& support
@ About

Version 31101
Professional Edition

Automatic Backup: on

Status: Mo nev version available

WARNING: This computer program is protected by copyright law and international treaties.
L duplication or distribution of this program, or any portion of it, may result in severs

#4 Account Information

M Vourlserblame

@ 168

@ status: Orline

Y Usage: 575.59 MB (87%)

civil or eriminal penalties, and wil be prosecuted to the maximum extent possible under the law.,

2003-2007 BackupAgent BY, Netherlands, Allrights reserved,

Figure 44: Online Backup Client about
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8. Microsoft SQL Server 2000/2005

8.1. Introduction

By default, the Online Backup Client does not show the MS SQL Server in the Data-tree view panel.
Backup of MS SQL Server can be activated by selecting 'Activate SQL Server Backup' in the “SQL-
Server’-tab in the Options menu.

The Online Backup Client supports backup and restore of SQL Server 2000 and SQL Server 2005.

The location of the SQL Server the Online Backup Client should connect to can be set in the options
panel. By default, this location is '"127.0.0.1' (which is the local machine) for SQL Server 2000 and
'IMACHINENAME\[INSTANCENAMET] for SQL Server 2005.

The Online Backup Client can connect to the Backup Server using Integrated Security or by a user
provided username/password combination.

[@ online Backup Client

@ Home

%= Backup ‘ General || Backup &nd Restore | Advanced | Exchange Server H S0L Server

% Restore SQL Server

] ReportsandLogs A SO S B

« Options

Cannection Settings (anly local maching)

SQL server lacation [01-VWINDOWSSSESABACKIPAGENT
[¥] Use Inkegrated Security

Database user:
Database password: |

& Support

@ About

44 Account Information

B testuserss
© 368

% Status: Online

N4 Usage: 163,94 MB (5%) Apply Und

Figure 45: SQL Server tab

8.2. Backup

In order to create a backup of an MS SQL database, the database resource must be checked in the
selection window of the Online Backup Client. When a connection to the SQL Server can be
established, the MS SQL Server icon will be visible in the folder pane of the ‘Data-tab’ in the backup
task.

Databases that can be backed up will be listed in the folder pane of the “Data”-tab in the backup task.

Selected databases will be added to the backup task and will be backed up as a regular file without any
further user action required.
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[B] Task properties Hi=

| L7 General |\ 5 Dats | [ Schecule | 3 Filer

Number of files: 0 Sizei 0B

hlatme [ Size
i BackupAgentServices &.7MB
master +.8MB

del 1.7MB
i mseh

£ tempdh 2.5MB

-
O system State

oK | Cancel | Apply |

Figure 46: Select SQL database for backup

8.2.1. Backup requirements

»

A connection to the SQL Server is created using Integrated Security or by a user provided
username/password combination. In any case the Online Backup Client must be provided

with sufficient rights to perform the SQL backup procedures.

User permissions for MS SQL are described here:
http://www.microsoft.com/technet/prodtechnol/sgl/2000/maintain/sqlbackuprest.mspx. In
order to create a backup of a database, the user that connects to the SQL Server must be

assigned the sysadmin Server Role and the db_backupoperator and dbo_owner DB roles.

8.2.2. Further notes on backup procedures

4

The Online Backup Client connects to the local MS SQL Server so only backups of local
databases can be performed.

The tempdb database cannot be backed up or restored. Do not select this database for
backup.

The Online Backup Client can perform 'full' and 'differential' backups on MSSQL Server.
The backup method that will be used is chosen automatically.

8.3. Restore

Databases that are available for restore can be found in the “Restore”-view of the Online Backup Client,
in the ‘MS SQL Server’-folder of the computer that was used to create the backup.
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Figure 47: Select SQL database for restore

Inside the MS SQL Server folder is a folder that has the name of the SQL Server and contains the
backed up databases which can be selected for restore.

When the restore procedure is started you are asked for a destination folder of the database files.
Please note that this location will be the location where MS SQL Server will mount the restored
database. The default location that is used by MS SQL Server to store database files is C:\Program
Files\Microsoft SQL Server\MSSQL\Data.

The Online Backup Client will try and download the database that is to be restored and insert it into the
local instance of MS SQL Server. If a database with the same name already exists on the computer, it
will be overwritten. You can choose to create a copy or to overwrite the original database.

[ 0 ko chene—— S R

Restore

Backup

8 Restore Restore datzbase

" Ovenwite original database:
| Reporisant

Options

& Support

@ About

& Cieate copy of databass

~Lacation:
& Default IC:ABackupgent Appliance Client\Fiestoredh30112007)
€ Diiginl Locatian

€ Selected Location

[ Bigwss
T Cancel

B3 testuser99
@ 3@

@ status: online
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Tip: NEVER overwrite a database that is in production

Finalizing restore & mounting may require some time...

8.3.1. Restore requirements

» The Online Backup Client must be provided with correct permissions to perform the restore
operation. According to Microsoft
(http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlbackuprest.mspx) the
user that connects to the Server must have the sysadmin and dbcreator Server roles and

db_owner DB role assigned to it.

» A restore of the master database can only be performed when the Server is in single user
mode. SQL Server can be started in single user mode from the command line using the -m

command line option: "\Program Files\Microsoft SQL Server\MSSQL\Binn\sqlservr" -m.

8.3.2. Further notes on restore procedures

The Online Backup Client connects to the local MS SQL Server so only restores into the local computer
can be performed.
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9. Microsoft Exchange 2000/2003

9.1. Introduction

If Exchange Server is present on the computer on which the Online Backup Client is installed, the
Online Backup Client supports backup and restore of Exchange 2000 and Exchange 2003. The Online
Backup Client supports Exchange backup in three ways:

1. Through an ESE plugin for backing up Exchange mail stores
2. Through the folder-level backup option for backing up mailboxes separately

3. Through VSS by selecting the .edb- and .stm files on the file system

Note: ESE is the API from Exchange to let backup applications take a consistent and reliable backup.

9.2. Backup of Exchange using ESE plugin

To make a backup of Exchange mail stores using the Online Backup Client you can go to the “Options”-
view and click on the "Exchange Server’-tab. Click on ‘Activate Exchange backup’ in the mail store
section to activate this plugin:

| General || Backup And Restore | Adwanced | Ewchange Server | SOL Server

Mailstore level

[w] &ctivate Exchange Backup

[iLse Exchange restore Auto Completion

[ Make Exchange backup in ‘copy mods'

Figure 49: Activate ESE plugin

Additionally you can choose to change settings for backup and restore:

» Selecting the option ‘Use Exchange restore Auto Completion’ will let Online Backup Client
to mount a restored mail store in Exchange, while deselecting this option will only provide
the user with .edb-files and .stm files to complete the restore manually.

» ‘Make Exchange backup in ‘copy mode” will prevent the Online Backup Client from
truncating the log files after the first full backup, so other backup programs can still make

differential backups.

When support for Backup and Restore for Exchange has been activated in the options panel, the
"Microsoft Exchange Server" icon will be visible in the folder pane of the ‘Data-tab’ in the backup task.
Below the "Microsoft Exchange Server" node it is possible to select complete Servers, Storage Groups
and single Stores for backup. Items that are selected will be added to the current backup set.
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Apart from the requirements listed below, performing a backup of an Exchange item is not different from
doing backups of regular files and does not involve any further user actions.

[ rask properties =] B3

| L7 General ” & Dota | ) Scheduls | W Filter

o O |2 2 Humber of fles: 0 St 0B
Folders hame [
-1 [E} Deskiop [ Bmalbox store (BACKUPAG-S. ..
& OO My Doruments [ (£5public Folder Store (BACKUP...
-1 My Computer
g My Metiwork Places
Farvorit

-1, M3 Exchange (Folder level)

oK. | Carcel | Apply

Figure 50: Select Exchange server

Note: For incremental backups, ‘circular logging’ on the Storage group must be disabled

9.2.1. Backup requirements

» Exchange must be installed and running on the local computer in order to perform backups.

» Important: an Exchange Store that is requested to be backed up must be mounted in order
to be accessed. Dismounted Stores may appear in the folder-pane but cannot be backed
up.

» The user that performs a backup must be assigned backup and restore privileges on the
local machine (and of any remote server on which a backup is performed).

» Circular logging must be disabled.

9.2.2. Further notes on backup procedures

» Backups are always performed at Store level. For information about Exchange Folder level

backup, see later in this manual.

» The Online Backup Client performs full or differential backups depending on what gives the
optimal result with respect to network bandwidth usage and performance. However, since

differential backups require a continuous series of log files, it is not possible to use third
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party software when the Online Backup Client is used to schedule backups of Exchange.
This also holds vice versa. Third party software can causes data lose, for example the
software removes Exchange log files that are needed to make a successful backup of

Exchange.

» The first time Exchange is backed up, a full backup will be performed. Depending on how
large the Stores are considered, the backup may take a significant amount of time (up to
one hour and over for Stores measuring GBs) apart from the time needed to upload the

Stores to the remote Backup Servers.

9.2.3. Restore

Exchange Stores that can be restored are listed in the “restore”-view of the Online Backup Client in the
‘MS Exchange folder’-folder of the computer that was used to create the backup. This folder holds sub
folders for every Exchange Server that has been backed up from the local computer.

When the restore operation is started the selected Stores will be downloaded to the local machine and
restored to the local instance of Exchange. If the 'Use Exchange restore Auto Completion' the requested
stores will automatically be inserted into Exchange and mounted.

Note: This feature is only available for Exchange 2003. Alternatively, the Online Backup Client will stop
immediately after downloading the Stores in order to allow the system administrator to perform a
manual restore.

Restore operations on Microsoft Exchange can be sensitive to various system settings. Therefore,
please consider the requirements and further notes listed below before initiating the restore process.

Online Backup Client

@) Home

[+ ] | & |[@  tmportiocal badup

Folders Name: [ Siee [ Versions
%) Restore @ My Computers i=First Starage Group

B OL-VWINDOWSSSES

w| ReportsandLogs 48 1S Exchange (folder levi

%% Backup

< Options

@ Support

-7y ROBEERT

@ About B v2KaSTADRES

#4 Account Information

B3 testuserss
@ 3B 2 | »lel LB

W status: Orline
i Usage: 163,94 MB (5%)

Figure 51: Select Exchange data for restore
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Restore

—YWersion:

@ .
* Letest version | rm——— 2]

 Dlder versions

Before date

© Speciic version @ Dieskkop
B .D My Documents

Wersion: -
= '} [y Computer
[ W3 My Mebwork Places
2 @ Recycle Bin
~Location:

 Default [C:NBacky

" Diiginal Location

@ Selected Locatior

Make Mew Folder

Browize

)i | Cancel |

Figure 52: Select restore location

e —— —————
[@) online Backup Client -3l x|
g Navigation D restors
@ Home
[€] Dol B @ meortlocal backon
£ Backup
Folders Mame: | Siee Versions
&) Restore @ My Computers al| 5 o1-vwinpowssses
B 01-YWINDOWSSSES
O | s - -
< Options
Restors | Delete |
& Support
@ About

Restoring Folder ‘01-YWINDDWSSSBS|MS Exchange Server\01-YWINDOWSSSBS\First Storage

Restoring File "01-¥WINDO Exchange irst Storage
File progress 94 %
Files Restored: 0 Files Skipped: 0

Bytes Restored (MB): 0 Bytes Skipped (MB): 0
#4 Account Information Bytes Recelved (MB): -
B testusergs
@ 3G

Ava.downl.speed: 4046.1 Kb/s Compression: <1%
@, stotus: Downloading (Hide Det§ Remaining time: - Size downloaded: 2.82 MB
Vi Usage: 163,34 MB (5% Elapsed time: 00:00:08
i [™ shutdown computer when completed jzzbetaill  Cancel

Figure 53: Restore Exchange Store

The restore process may require some time...

9.2.4. Restore requirements

» Although backups of Exchange Stores and restores cannot be performed remotely, stores
will always be offered to the local instance of Exchange Server.
» Before an Exchange Store can be restored, assure that the following two conditions apply:

o The Store must be dismounted.
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The Store must accept restore operations.

These operations can be done using the System Manager: select Start > Programs > Microsoft
Exchange > System Manager. Then, in Administrative Groups, select the local server and expand the
Stores list. Select the Store that needs to be restored, right-click the Store and select Dismount Store.
Again, right-click the Store and select Properties. Within Properties, select the Database tab. Select
'This database can be overwritten by a restore’'.

Mailbox Store (BA-TESTSERYER) Properties 2=
Datai: | Pkcies | Securiy
Geneal Daisbssa | Limds |  FulTest Indesing
Exchange database:
|C:\ng¢am Filesh\E nchsrwsmdbdatahpml.edb Browse.. |
Exchangs stieaming database:
|E5Program Files\Escharvndbdatalpiivl.sim Browse.. |
Maitenance intenvat
| P ey fromn 1:00 &M 1o 5:00.4M x| Customize.. |
Time of last full hackup:
[ict avaitable
Time of last incrementsl backup:
|Nu! avalable
™ Do ok mour thes stove 8t Sait-up
[ [Thes databace can be ovewskten by a restorg
0K | Concdl | oo | e |

Figure 54: Exchange Restore requirement:
"This database can be overwritten by a restore'.

9.2.5. Further notes on restore procedures

»

method is available to retrieve lost data.

Restoring Exchange can be a complex operation and may result in loss of data. It is

advised to be very careful when restoring Exchange Stores and only do so when no other

It is possible that when Exchange needs to be restored, e.g. when the system has been
fatally crashed, a discontinuity occurs between the series of log files that is present on the

server and the series of files offered by the Online Backup Client restore. In this case:

Double check that the Store has been dismounted;

Copy the existing database and log files from the Exchange working directory

to a save Place (do not delete them before restore completed successfully);

Delete the log files in the Exchange working directory;

Double check that the Store accepts restores (‘This database can be

overwritten by a restore');

© BackupAgent BV 2007

Page 46 of 58



BackupAgent Online Backup Client for Windows 3.11 User Manual m

o Retry to restore the database using the Online Backup Client.

When problems persist:
» Try to perform the restore manually using the ESEUTIL.EXE utility provided by Microsoft.

» Useful information on Exchange restore processes is logged by Exchange and can be

viewed using the Event Viewer.

9.3. Backup of Exchange on folder level

9.3.1. General

The folder level backup option in BackupAgent is a feature of the BackupAgent client to backup
separate mailboxes and its subfolders. This option offers an alternative for backing up MS Exchange
2003 and makes small restores of parts of the Exchange mail stores possible.

Activating the folder level backup option is simple, however some requirements must be met and some
security settings must be changed:

Additional requirements:

» MS Exchange 2003 Service pack 2 must be installed

» Windows 2003 must be installed

» Hotfix KB908072 for Exchange 2003 must be installed:
http://support.backupagent.com/index.php?_m=downloads&_a=viewdownload&downloadite
mid=36&nav=0,26

Security settings:

» The ‘SystemMailbox’-user must not be hidden from the Exchange address list
» The local and/or domain administrator must have ‘receive as’ and ‘send as’ permission to
the mailstore(s).

To change the SystemMailbox-user:

1. Start the Active Directory management application
2. On the parent node for all users, right-click and choose ‘Find users...’
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! Active Directory Users and Computers

[',_.l| File  Ackion Wiew ‘Window Help
e~ | Bm e FEER @M 8T iE

@ Active Direckory Users and Computers [ba RGN B a e
-] Saved Queries
0P

Y Delegate Contral...

Connect ko Domain, ., main Conk
Connect ko Domain Controller... reignSecur
R.aise Domain Functional Lewel. .. ers

Operations Maskers...

Bl A

3. Inthe ‘Find Users’-dialog, type ‘SystemMailbox’ in the ‘Name’ field and click ‘Find...":

d Users, Contacts, and Groups

File Edit Wiew Help

Find: |Users, Contacts, and Groups j In: I@ baga

Users, Contacts, and Groups | Exchange I Advanced I

Mame: I |

Description: |

4. Select the user and open its properties

[Search results:

Rename
Delete
&dd to a group. ..
Enable Account
Reset Password., ..
Mowe, ..
Exchange Tasks...
7 | Open Home Page
Send Mail -
Displays the propel

e Poverties |

5. On the properties, click on the ‘Exchange Advanced’ tab
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SystemMailbox{490E9569-F231-4789-AD4A-52A 787219886} ... [

tdember OIf I Dial-irn | E rrvironment | Sessiong | Remote control
Terminal Services Profile I COM+ I Exchange General

General | Address | Account | Praofile | Telephones | Organization
E-mail &ddrezzes | Exchange Features Exchange Advvanced

Simple display name:
|

[ Hide fram Eschange address lists
[~ Downgrade high priority mail bound for 3400

LU S T T 1

6. Make sure the ‘Hide from Exchange address list’ checkbox is unchecked
7. Click OK and close the application
8. (Re)start the Online Backup Client

To change the security settings for local administrator:

1. Start the MS Exchange System Manager
2. Browse to the mailstore node in the tree

"". Exchange System Manager

ﬁ‘h File  Action  Wiew  Window  Help

= BME 4B XEFRE @ E

%4 First Organization (Exchange) Mailbox Store (BACKUPAG-*

{1 Global Settings

1 Recipients N?me
=3 Servers .__.i Lu:ug.cuns
= BACKUPAG-SEESXC [ Mailbaxes
14 Queues LA Fulk-Text Indexing

i First Storage Group

; RiE Store (BACKLIPAG-
! --~ér; Public Folder Store (BACKUPAG-S
.__j Frotocols

-4 Conneckors

ru ) 3 Tool

3. Right-click on the node and choose properties
4. In the Properties dialog, click on the Security-tab
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Mailbox Store (BACKUPAG-SBBSX0) Properties EHE
General I Databasze I Lirnits | Full-Text Indexing |
Details I Policies Security

g[DUD ar uger hames:

€ Administator [BALAMSdministrator) =
€7 ANONYMOUS LOGON

€ BACKUPAG-SEEE-0% BALANBACKUPAG-SERE-0%)

!ﬁ Darnain Adrming [BALAND omain Admins)

ﬂi Enterprise &dmins [BALAME nterprize Adminz]

- =
Add | Bemove |
Permizsions far Administratar Allaw Deny
Full contral o =
Fead |
Wirite O
Evecute O
Dielete O
Read permizsions O LI

For special permiszions or for advanced settings,
click Advanced.

ak Cancel Apply | Help |

5. On the Security-tab, click on the Advanced-button
6. In the ‘permission entries’ list, select the local and/or domain administrator and click ‘Edit...’

Permission Entry for Mailbox Store (BACKUPAG-SEESx0) [E B3

Dbiest |
Thiz permission is inherited from the parent objsct.
Marne: IAdministrator [BADANADministrator] %I
Apply ohto: IThis object ahd subcontainers j
Permissions: Al Deny
Add/remove self O a ;I
Fiead properties | O
‘Write properties a O
Delete tree a O
List object | O
Open mail send queue O a
Adminizter information store a O
[Create named properties in the informati ] a
“Wiews information store status O a
Receive fs
Send Az O -
r Apply these permizsions to objects and/on [Clear Al |
containers within this cantainer only

ok I Cancel |

In the Permission Entry dialog browse through the list of permissions
Check the ‘receive as’ checkbox permission in the ‘allow’ column
Check the ‘send as ‘ checkbox permission in the ‘allow’ column

0. Click Ok and close the application

S © >N
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Permizzion entries:

Type | M arne | Permizzian | Inhernted From | Apply To | -

Allone Adminiztrator [BAGA . Send Az <ot inherted: Thiz ohject and zubc..
Adrministrator [BALS, . Heceive Az <rink inherited: Thiz object and subc...

Dery Administrator [(BAGQA..  Receive Az Parent Object Thiz object and subc... 7

Now the type of permission for ‘Send As’ and ‘Receive As’ is set to ‘Allow’

11. (Re)start the Online Backup Client

Note: If the Exchange Server is a Domain Controller, then the Domain Administrators must also have
permission for ‘Send As’ and ‘Receive As’.

9.3.2. Backup of Exchange on folder level

To make a backup of Exchange on folder level using the Online Backup Client you can go to the
“Options”-view and click on the "Exchange Server’-tab.

» On the Exchange Server tab, check the ‘Activate Exchange server backup on folder level

checkbox

| Gerneral " Backup find Restore | Advanced | Exchange Server | SGL Server

Mailstore level

[ Activate Exchange Backup
[l Use Exchange restore Auto Completion

[ Make Exchange backup in 'copy mode'

Folder level

[wlifictivate Exchange Server backup on Folder level

Figure 55: Activate Exchange Server on Folder Level

The option is now activated, so backups and restores of Exchange mailboxes is now possible.
When folder level backup is activated a new ‘MS Exchange (folder level) node is added to the selection

tree of the data view of a backup task. This node can be collapsed and allows you to browse through
and select all mailstores, mailboxes and subfolders. Selected items will be added to the backup task.
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Folders Mame [ Tpe

=-1_[E} Desktop [m] :h'.— Backupagent Mailbos:

DD My Documents O '—.—-hBugs Bunmy Mailbiox
. J My Computer O '—.—-hEImer Fudd Mailbio
. ;g My Ne.twork Flaces O %Koen D'Hondt Mailbo
O+ Favorites O Shroot Mailboz:

104 System State
B i ®, M3 Exchange (Folder level)
=- AL BACKUPAG-SEESAC

Store (BACKLPAG-SE

B

Figure 56: Overview of mailboxes in data selection dialog

Note: For ease of use and overview it is recommended to create a separate task for Exchange folder
level backup. Do not mix this data with files to prevent confusion.

You are now ready to backup Exchange mailboxes. A backup of mailboxes works similar to the backup
of files and folders. The most important difference during the backup of mailbox items takes place
during the preparation phase of the backup. For each mailbox subfolder the following preparation
process is executed:

A PST-file of the mailbox sub item (i.e. ‘Contacts’ or ‘Inbox’) is created by the ‘Outlook service’ of MS
Exchange.

=l W, 1S Exchange (Folder level) & Deleted Ttems Folder 10,999 15
E-¥ | BACKUPAG-SBEERO iDrafts Folder 0 0
El- M3 Mailbox Store (BACKY | [ [ 2 1rbox Folder 3,041 4
: gz;?gjngnevnt ,:ﬂlJournaI Falder 0 0
_ = B4 [ & 3unk E-mail Folder ] ]
© 1k Foen Dok . Motes Folder i} 0

Figure 57: Overview of a folder level mailbox

» This PST file is saved in the temp-folder of the Online Backup Client

» The PST file is then binary compared with current PST files which are already uploaded to
the Backup Server.

» In case of no earlier versions of the PST file the file is completely uploaded to the Backup
Server. Like a normal file it is compressed and encrypted before it is uploaded.

» In case of an earlier version of the PST file all changes between the files are calculated and
a binary patch is uploaded containing only the changes. (If nothing changed, nothing is
uploaded)

» Additional metadata considering mailbox properties and settings are also uploaded to the

Backup Server.
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‘ [T

Performing Backup Task

File progress 0%

Total progress -

Processing resource "BACKUPAG-SBB8X0 \Mailbox Store {BACKUPAG-SBBEX0)'E...Deleted Items"

Full | Patch | MoMesd | Skipped | Done Tokal | %Dane

Files - - - - - 13 -

Bytes (MB} - - - - - <1 -

Sent (MB) - - - - - - -
Avg.uplspeed: - Compression: -
Remaining time: - Size uploaded: -
Elapsed time: 00:00:03 Total size: 944 KB
[ shutdown computer when completed << Details | Cancel |

Figure 58: Progress during mailbox backup

This approach can require a comprehensive amount of available temporary space on a disk to process
all PST files. Please make sure that the temp-folder of the Online Backup Client is set to a path with

enough available temporary disk space.

9.3.3. Restore of Exchange on folder level

Once mailboxes are backed up on the Backup Server, restoring these mailboxes is possible on any
Exchange server. You can browse for mailbox items in the ‘Restore Data’ view of the Online Backup

Client.

To restore a mailbox or mailbox sub item:

Click on one or more of the nodes in the tree view or list view and then click the ‘Restore’ button

Folders lame | Size | Versions
= @ My Computers 2] Calendar 45 KB 1
E|J BACKILPAG-5BESA0 Ao Contacts 32 KE 1
EW" M3 Exchange (falder levy | 7o) Deleted Items 11Z KE 1
4% Mailboz Store (BACK| | 72 Drafts 1
: 1
=7 Elrner Fudd ﬂJournaI 1
-1 BAYPCO0Z0 [ & Junk E-mail .

Figure 59: Version overview

You will prompted to either overwrite or create a copy of the items.
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Wersion:

¥ Latest version

 Dlder versions

Before date I Thursday . August 30, 2007 LI

€ Specific: version

Wersion [ odified: 10/23/2007 2:35:13 F) =l

Location:
€ Original location [ovensirte item]

% Create 'copy of' item

Cancel

Figure 60: Select Restore location

Choosing to copy the items will result in an additional folder with a ‘Copy of-prefix (i.e. ‘Copy of Inbox’)
in the user’s mailbox.

The Online Backup Client will now restore the mailbox or a mailbox sub item:

‘ Details ’?
Mo active Backup/Restore process

Restoring File "Journal’

File progress 0%

Files Restored: 4 Files Skipped: 1]
Byltes Restored {(MB): 0 Bytes skipped {MB): 1]
Byltes Received {(MB): 0

Avg.downl.speed: 0.0Kb/s Compression: 0 %
Remaining time: - Size downloaded: 0B
Elapsed time: 00:00:02

™ shutdown computer when completed Cancel

Figure 61: Progress during restore

Caution: Overwriting the items may cause data loss. It is strongly recommended to use this option only
in case the original mailbox is empty or contains old data.

Caution: If you restore a ‘Copy of a subitem beware that this copy might be part of next backup if the
complete mailbox is selected.

Note: For ease of use and overview it is recommended to create a separate task for Exchange folder
level backup. Do not mix this data with files to prevent confusion.

Note: A restore of a single mail or attachment is not possible. In case a single mail is lost, please
restore a copy of the subfolder (i.e. Inbox) it was located in. The mailbox user can then search
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this copy for his missing mail, benefitting from all search options in his mail client.

Note: Please note that most ‘lost’ mails can be recovered using Exchange own retention functionality.

9.4. Backup of Exchange using VSS

Finally Online Backup Client supports VSS and this can force Exchange to write a consistent backup
copy of the .edb-file and the .stm file to the shadow volume. Therefore selecting these files is a reliable
way of making a daily full backup, which will be patched as a file by Online Backup Client to upload only
the changes.

Task properties [_[O]

| L7 Genmral | &5 Data | P schedule |57 Fiter

(¢ ] b 2 R Mumber of files: 0 Sice: 0B
Falders Mlame [ 5ize [ Type |
=B Program Fies S | [ sty 3KB Recovered Fle ...
L=y Backupagent O =l ean.lag 5,120 K Text Document
- O] BackupAgent Appiiance Client O ] eooooozz log 5,120 KB Text Document
DI Backupagent Server 2006 O £ enonnoz3.log 5120k Text Document
- D‘D Cmak O E eootrputag 2,048 KB Text Document
-1 Commen Files . [Hiprivi edb 3,080 KB EDB File
& O ComPlus Applications
& Sl 4,104 KB STH File
-l D1-vWINDOWSS565 log il ELRFe
Ol address L = pubi st 2,056 kB STH File
O bin O 5 rest.log 5120KE Text Document
O conndats O [ resz.iog 5,120 kB Text Document
E5 Exchangeserver_ot-mwmno || O Elmp.ece L032KE  EDBFie
O exchweb
O Malroat
- MDEDATA
O mtadata
O oma
D res
w5 schema
-0 srsdata
- 1=, cpmc =
4 | Ll_l < | 5
aK | Cancel | Apply

Figure 62: Backup Exchange using VSS
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10. Windows System State

10.1. Backup

In the Folders pane of the ‘Data-tab’ of the Online Backup Client, a checkbox can be used to select the
System State for backup. When the backup is started, the Online Backup will run ntbackup to perform
the actual backup of the System State and then upload the backup file to the Backup Server.

Performing a backup of the System State should be a straightforward operation and involves no special

user action.

10.2. Backup requirements

The Online Backup Client uses Window's ntbackup tool to generate a backup of the computers ‘System

State’. There are no further requirements to perform a System State backup.

Task properties

0 8 |# B

Mumber of files:

Folders
- M[E} Desktop

-0 My Documents
&[] My Computer
£ [ My Network Places
-0 stresnshots_3 11

: Favarites
-0, 2)] Microsoft Outlack

=T

Mame

¥ fghBoot Files
W G COM+ Class Registration D,
W Registry

Figure 63: Selecting System State for backup.
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E I
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Tot
Avg.uplspeed: - Compression:
Remaining time: - Size uploaded:
Elapsed time: 00:00:17 Total size: 0B
[~ shutdown computer when completed Detalls >> | Cancel

Figure 64: Actual backup of system state is performed by ntbackup utility.

10.3. Further notes on backup procedures

» Please note that pressing Cancel during ntbackup's backup procedure cancels the backup

but will not report an error.

» Windows XP Home Edition does not support ntbackup by default. To use System State
backup features of Online Backup Client please install the ntbackup program. The following
URL will provide more information:
http://www.windowsitpro.com/Article/Article|D/24413/24413.html

10.4. Restore

Restoring a System State involves three steps:

» Select the version of the System State that needs to be restored from the System State

folder on the ‘Restore’ view of the Online Backup Client.
» Starting the restore will download the System State backup file to the selected local folder.

» After downloading the backup file, the restore can be completed manually using ntbackup.

* ntbackup can be started by selecting Start > Programs > Accessories > System Tools > Backup.

» Select the System State version that needs to be restored in the ntbackup tool.
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» When the restore is started, the tool will most probably fail to connect to the backup media
file because of an incorrect location.

» You are then offered the possibility to browse to the location where the Online Backup
Client placed the restore file.

» Select the correct file and complete the restore using the ntbackup tool.

[8] Online Backup Client

E, Navigation D Restore
9 Home
[« ] ) Ed F:] (B TImport local backup
#*  Backup =
Folders Mame Size Versions
8 restore = (@ My Computers 3
3 OLVWINDOWSS5ES
w| ReportsandLogs =1 BA-PC2002
- S C_root
« Options ] (5 System State
-5 GRAFISCHERC
D A
@ support -5 oFagvRL
@ About

No active Backup/Restore process
Restoring File ‘BA-PC2002\System State'System State'
Account Information )

File progress 2%

Yourlserhlame
168 Ava.downl.speed: 2239,2 Kb/s Compression: 0%
Status: Downloading {Hide Detd Remaining time: Size downloaded: 43MB

Usage! 675.53 MB (87%) Elapsed time: 00:00:18

P | shutdown computer when completed
Figure 65: Restoring System State
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Figure 66: Restoring System State with ntbackup
10.5. Restore requirements

Restoring the System State is performed using Window's ntbackup tool and requires some basic user
action as described above.
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