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1 Exchange Plug-in Overview

This manual describes how to back up and restore Microsoft Exchange databases and mailboxes using the
Exchange Plug-in. It discusses strategies and best practices on how to configure and optimize the Disaster
Recovery (DR) mode of this Plug-in. This manual also describes how to share a DR backup safeset so you can
restore specific mailboxes, messages or other objects to a .pst file with the new Granular Restore for Microsoft
Exchange application. This ability can eliminate the need to run MAPI backups. This manual also gives
strategies for optimizing MAPI backups should you wish to continue using the MAPI backup method.

The “Agent for Microsoft Windows User’s Guide” has information on installation of the Agent and Plug-ins, and
Agent configuration.

The “CentralControl Operations Guide” (Windows or Web CentralControl) has detailed information on Agents,
Backups, Jobs, Scheduling, Safesets, Options, Logs, Security and Troubleshooting.

1.1 New Features in the 7.20 Release

e  Backup and Restore support for Microsoft Exchange 2013
e Added support for the Agent to share 2013 Exchange DR backup safesets for use with the Granular

Restore for Microsoft Exchange application.

1.2 Features

e The Agent now has the ability to share 2007/2010 Exchange DR backup safesets for use with the
Granular Restore for Microsoft Exchange application. Once a DR safeset is shared, the Granular
Restore application can be used to restore individual mailboxes and messages to a .pst file. This
eliminates the need to have additional MAPI Jobs, thus reducing your storage costs and backup
demands.

e Support for Windows Server 2012 (includes cluster support).

e Added MAPI support for the Exchange 2010 Plug-in for Windows Agent

e Performance advantage through allowing Exchange mailbox backups without prescanning
e Users can select groups within public folders and/or recipients for mailbox backups

e Support for wildcard searches

e Users can exclude mail messages backup or restore

e Options for backing up or restoring Contacts, Journal, and Email Messages

e Unicode UTF-8 support for backups and restores (to Mailbox only)

e Users can include the archive mailboxes of recipients in backups
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Note: Exchange Server 2007/2010/2013 can now be backed up with a 64-bit Agent using VSS (Volume Shadow
Copy Services). This applies to new VSS Jobs only. DR continues to be used with existing Jobs and other
systems.

1.3 Supported Platforms

See the latest Agent release notes (32-bit or 64-bit) for a list of supported platforms.

1.4 Parallel Backups

When an Exchange 2003/2007/2010/2013 server has multiple Storage Groups (Exchange 2003/2007) or
Databases (Exchange 2010/2013), it is now possible to put the different Storage Groups/Databases into
separate Jobs. The Jobs may then be run simultaneously.

In earlier versions (pre- 6.0) of the software, there was an artificial limitation that prevented two (or more)
backup Jobs from running simultaneously on the same Exchange Server.

Note: Do not create parallel Jobs for the same Storage Group (Exchange 2003/2007) or Database (Exchange
2010/2013). This combination can result in conflicts that will prevent the Jobs from completing successfully.
This also applies to Jobs created by Third Party backup applications or Agents on other DAG members.

1.5 CentralControl

Windows CentralControl and Web CentralControl (versions 6.8 and above) can control the Exchange Plug-in on
a 32-bit or 64-bit Agent system.

1.6 Cluster Support

On the Windows 2003/2008 Enterprise Edition, it is possible to create a two-node cluster for the Exchange
2003/2007 Enterprise Server.

Clustering is supported for Windows Agents, with a separately licensed Cluster Support Plug-in. The main
function of the Cluster Support Plug-in is for the Agent on an Exchange Server, which has a virtual IP address in
the cluster, to be able to follow the server when it fails over to another node in a cluster.

The Agent can still access its configuration (on a shared drive), and scheduled backups will occur as usual,
without it looking like a "different" backup and causing a reseed.

1.6.1 Exchange 2007 CCR (Cluster Continuous Replication) DR Support

DR on CCR:

e Agent, Cluster Plug-in and Exchange DR Plug-in.
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e  Shared resource required to handle failover and function with the Cluster Plug-in.

1.6.2 Exchange 2010/2013 DAG (Database Availability Group) DR Support

e The DAG requires failover clustering to be installed in a Majority node configuration, which does not
require any shared drives.

e The “Agent for Microsoft Windows User’s Guide” has information on installing and using the Cluster
Support Plug-in.

1.7 Backup Methods

The Exchange Plug-in supports two types of online backups (DR and MAPI) and three types of restores (DR,
MAPI, and share a DR safeset). Most Exchange Plug-in users would regularly schedule DR (disaster recovery)
backups to protect their Exchange databases. Prior to the 7.10 release, users would also schedule specific
MAPI backups to recover important individual mailboxes and folders. MAPI backups may no longer be
necessary due to the Agent's ability to share Exchange DR safesets which can then be used by the Granular
Restore for Microsoft Exchange application to restore individual mailboxes and messages to a .pst file.

DR backups are faster than MAPI backups, but prior to the release of the Granular Recovery for Microsoft
Exchange application, you could not easily recover a single mail message or mailbox. MAPI backups are
considerably slower, but allow you to selectively choose what to recover. Normally a DR backup is done to
recover everything, in case of a disaster. MAPI backups are done to recover mailboxes or messages when
needed. Now that you can selectively choose what to recover from a shared DR safeset, MAPI backups are not
necessary.

Volume Shadow Copy service (VSS) in Microsoft Windows Servers is used to by the application to back up and
restore Microsoft Exchange Server 2007/2010/2013.

1.8 Disaster Recovery (DR)

Disaster Recovery (DR) backups are full backups of Exchange. These backups are used in case of a total loss of
data in Exchange (i.e.: a disk crash or other catastrophic damage to the system). This method essentially backs
up the entire Exchange database. The Exchange Plug-in refers to this type of restore as Exchange Server
(Database backup only).

Important Note: To protect your Exchange, it is a necessary “best practice” to back up using Disaster Recovery.
Only a Disaster Recovery backup can completely protect your data. A MAPI backup is user-configured to back
up selected mailboxes and folders only.

1.9 DR Backup

Exchange 2007 DR only supports a 64-bit Operating System. The Exchange Plug-in supports backups and
restores. See the latest release notes for details.
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Exchange 2010/2013 DR only supports a 64-bit Operating System. The Exchange Plug-in supports backups and
restores on the 64-bit versions of Windows Server 2008 and Windows Server 2012.

1.10 Mailbox Level (MAPI)

This is the older method that can be used for mailbox-level backup and recovery. It interfaces with the
Exchange MAPI (Messaging Application Program Interface). It is user-configured to back up selected items
(mailboxes and folders) within the database. The Exchange Plug-in refers to this option as Exchange MAPI.
These backups are normally used for recovering data accidentally deleted, or that require specific backup uses
(i.e.: retention for legal restrictions).

Note: For Exchange 2007/2010/2013 the Granular Restore for Microsoft Exchange application should be used
to restore individual mailboxes and messages to a .pst file.

Note: MAPI is not supported for Exchange 2013.

1.11 MAPI Backup and Performance Considerations

An important difference between backing up the Exchange DR (disaster recovery module) and backing up
specific mailboxes or folders (MAPI) is that it takes four to eight times longer per gigabyte to perform backups
at the mailbox level. This is primarily because Microsoft optimizes the backup protocol for backing up the
entire DB, rather than backups at the mailbox or folder level. Also, for mailbox and folder-level backups, a pre-
scan is required, which can slow the process. A slower backup process may or may not influence your backup
selection depending on your specific situation.

Due to limitations using MAPI to back up large numbers of users, messages and volumes of data — the limit is
approximately 400 MB/hr — it is recommended that users do not attempt to use the MAPI backup option to
back up more than approximately 100 mailboxes per Job, with a total of 400,000 to 500,000 messages, or
more than 50 GB of data, in total.

However, to speed the backup process it is possible to use two MAPI Jobs at the same time. One could be used
to back up Public folders, for example, and one could back up Recipient folders.

1.12 Additional Documentation

This guide is intended to be used in conjunction with other manuals that describe the Windows Agent and
CentralControl.

1.12.1 CentralControl Operations Guide

This manual starts with a brief overview of how the products work. The chapters in the manual cover the
following topics:

e Installing the main CentralControl software (GUI).
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e Using the CentralControl GUI — Workspace, Agents, Agent Configurations, Jobs, Safesets, Catalogs and
Log files.

o Performing backups — Types, Seeding, Mapped drives and databases, Options, Tape, Retentions,
Notification, Expiration, Scheduling and Ad-hoc (on demand) Backups.

e Report Logs — Creating and Managing Log files.
e Data Security — User Authentication and Encryption.

e Troubleshooting and Command Line Interface.

1.12.2 Agent for Windows User Guide

o Agent for Windows Install
e Using the Agent for backups and restores
e Windows Systems Recovery

e Cluster Support Plug-in

1.12.3 Release notes

A Release Notes text file contains “up to the minute” information on the released product. Release Notes
contain an overview of new features, known defect (bug) fixes incorporated since the last release, a
description of known issues, and a section on product support. Release Notes are available from your service
provider.

1.12.4 Online Help

Online help is available from within the Windows and Web CentralControl applications by clicking on the help

“-‘!" icon or pressing F1.
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2 Installing the Exchange Plug-in

The Exchange Plug-in is installed during the Windows Agent installation. See the Agent for Windows User’s
Guide. The Plug-in can be installed when installing the Agent or it can be installed later, by re-running the
installation with the Modify selection.

The Cluster Support Plug-in can be installed the same way.

The Exchange Plug-in is included with the Agent kit. It will be installed when the Exchange option is selected.
The Plug-in will also be installed when upgrading from an older Agent version that has Exchange installed. The
Exchange DR Plug-in will continue to be installed to support existing DR Jobs that cannot be upgraded, and for
use with older versions of Exchange.

During uninstall, the Server Agent kit will remove the Exchange Plug-ins.

.I. ._E_:_I f;'":.'{..'::‘:;'.'.: e 5I

Custonm Setup ‘

Select the program Features wou want installed, I"-:"
Click. on an icon in the list below to change how a Feature is installed.
s oy
_________ &3 | Backup Agent eature Description .
_________ E Rl The Exchange 2003 Plug-in
e . (MAPT and DR backs up
""""" ¥_~| Cluster Support Plug-in Exchange at the maibox or DE
-------- l = ~ | Exchange 2003 Plug-in level,
--------- ¥ - | Oracle Plug-in
--------- ¥ - | SharePaint Plug-in This Feature requires 12ME an
......... % +| SOL Server Plug-in wour hard drive,
Installshield

Help = Back I Mext = I Cancel

Select Installation Features for a 32-Bit Agent
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141 EVault Software Agent - InstallShield Wizard [ 23|

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
......... =l ~ | Backup Agent
P Ag The Exchange 2010,/2013 DR

--------- =3 ~ | Agent Assistant Plug-in backs up Exchange at the
--------- ¥ - | Cluster Support Plug-in DB level.

--------- ¥ - | Exchange 2007 Plug-in

-------- =
--------- ¥ - | Exchange 20072010 MAPI Plug-in This feature requires 65MB an
--------- ¥ | SharePoint Plug-in T ELLE

--------- ¥ | 50L Server Plug-in
--------- ¥ - | Crade Plug-in

InstallShield

[ Help ] [ < Back H Mext = ] [ Cancel

Select Installation Features for a 64-Bit Agent

Note: For supported Director, Web and Windows CentralControl versions, see the Release Notes.

2.1 Exchange Plug-in Licensing

The Exchange Plug-in requires a separate license. The license will be automatically supplied from the vault.

See the Agent User Guide or the CentralControl Guide for more information on licensing.
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3 Working with Backups

To back up your Exchange Server you will first need to add a new Agent, create a new Job using the Exchange
DR type, and then schedule that Job to run. This first backup, of your Exchange is forced to be a “seed” backup,
even if “incremental” is selected. Future backups default to the setting on the Job.

You can also perform backups for selected mailboxes and folders. For this selective type of backup, you create
a separate Job using the MAPI for Exchange backup type.

Note: MAPI backups ares no longer recommended as DR backup safesets can now be shared so you can
restore specific mailboxes, messages or other objects to a .pst file with the new Granular Restore for Microsoft
Exchange application.

Backup terms that apply to the Exchange Plug-in:

e Seed: The “first” backup that is performed is referred to as a seed, and is a complete backup of
selected Exchange database. However, a seed is not a selectable type of backup. The seed is created
automatically as your “first” backup whether Incremental or Full is selected as the backup type. The
seed usually takes the greatest amount of time to complete.

e Full: Full refers to how it performs its Full backup type. This reads all the information on an Exchange
Server. The backup type Full, using a Delta (changed data) technique, backs up and optimizes all the
changes in your Exchange (.edb, .log, etc.) that have occurred since the last backup. This data is added
to the original safeset to complete the entire backup safeset. Using Full with the Delta technique
saves a great deal of time, as only changes are transmitted to the Vault. It is recommended to
periodically schedule a full backup as this will reduce the size of the log files, which in turn will reduce
the time required for a recovery if needed.

e Incremental: Incremental backups are transaction logs and the checkpoint file only. To produce a
complete picture of the up-to-date Exchange database the incremental transaction logs are added to
the safeset. Incremental backups take the least amount of time to perform. During recovery, the log
files will be played back to achieve the most up to date restore since the last backup.

Note: When backing up an Exchange DB, do not use Open Transaction Manager™ or Open File Manager™. The
backup does not benefit from OTM or OFM in this case. Also, using OTM or OFM may slow the backup.

The following points apply to DR and/or MAPI backups:

e All Exchange services remain operational while backups occur.
e For Exchange Server 2003/2007/2010/2013 the stores remain mounted.
e Always perform a Full backup after database maintenance or recovery.

o Always perform ‘full system backup (including a system state backup)’ plus a “full Exchange backup’
every time you install new hardware/software. Having these backups will significantly simplify bare-
metal recoveries.
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e Splitting big MAPI Jobs into smaller Jobs is recommended. Smaller Jobs can run simultaneously. One
can be for Public Folders, another for important mailboxes.

e DRonly: It is now possible to put different Storage Groups (Exchange 2003/2007) or Databases
(Exchange 2010/2013) into separate Jobs and back them up simultaneously.

3.1 Creating a New Agent for Your Exchange Server

Please refer to the Windows Agent Guide, Web CentralControl Help or Windows CentralControl Help for
instructions on adding a new Agent.

Note: When configuring the CentralControl application to connect to an Agent, you need to specify a particular
username and password. For details, refer to “Agent Access Privileges” in the CentralControl Guide or Help. If
an authentication password changes (i.e. the user listed on the Agent Properties dialog changes his or her
system password), the Agent Properties dialog must be updated.

3.2 Creating an Exchange Server (DB Backup) Job

1. Launch the New Job Wizard. Set the Backup type, select a vault profile and enter a Job
Name, as described in the CentralControl manual, “Create a Job”. The following selections
will appear in the Backup source type menu.

1. On the New Job Wizard - Backup Source Type window, select the appropriate Exchange DR
from the menu, and then click Next.
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Mew Job Wizard - Backup Source Type @

elect the source of the data that will be backed up by this job.

Backup source type

Exchange 2007 DR -

Exchange 2007 DR

Local Drive Only

MAP| For Bxchange 2003/2007/2010
MNetwons UNC Share

Encoding

Default: Databases with names not in the curent language may not
be backed up.

= Unicode: All databases will be backed up. Some names will display
=~ impropery in selection screens.

<Back | Ned> | | Cancel

Note: The Exchange DR backup source types available that appear are dependant on the Exchange Plug-
ins installed.

2. The Encoding type is Unicode, so some database names might not display properly in
selection screens. You can back these databases up, though. Click Next to continue.

3. Select a Destination for the backup. Click Next.

4, Enter a name for your Job. Enter a Job description (optional). Click Next.

5. On the Source screen, click Add to open the Include/Exclude dialog.

6. Information about the Exchange server will appear. Expand the entry to display its contents.

7. Select databases or components to back up, and click Include. The items that you choose
will appear in the lower pane of the screen.

8. Click OK to continue.

9. Click the Options button to open the Server Backup Options panel.
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Microsoft Exchange Server Baﬂmﬁ- ptions

I

i~ Backup type
= Ful

" |ncremental

v Delete exchange log files after backup

8] I Cancel

10. Select the Incremental backup type. The first backup will always be a Full “seed” of the
Exchange database regardless of the whether Incremental or Full is selected. Subsequent to
the first backup, only the transaction log files will be backed up when is Incremental
selected. The default backup type is Incremental.

11. Select the Delete Exchange log files after backup checkbox if you want to instruct the
Exchange server to delete the log files that you have just backed up. This option helps to
conserve space on your Exchange server, and reduces the time required for the next
backup. Deselect this option if you want to maintain the original Exchange logs for other
specific purposes.

12.  Click Next to proceed to the next step in the New Job Wizard. Complete the Job as you
normally would, and then click Finish.

Note: You can edit your Exchange backup options by opening the Job Properties panel of a
selected Job and clicking on the Source tab.

3.3 DR Backups

The Exchange Plug-in offers two methods for backing up Exchange with VSS: Full and Transaction Log
(Incremental). When the Full option is selected, the Plug-in will back up the transaction log and database files
for the Storage Group(s) (Exchange 2003/2007) or Database(s) (Exchange 2010/2013) selected.

When the Incremental option is selected, the Plug-in will back up the transaction log for the Storage
Groups/Databases selected. You must have done a FULL backup before this.

With any successful backup of Exchange, the transaction logs for the selected Storage Groups/Databases are
truncated.
3.3.1 Exchange 2007

If you are running a Windows Agent 64-bit (version 6.5 or higher) on an Exchange 2007 Server, and have
installed the Exchange Plug-in, you will see an option in Backup Source Type called Exchange 2007 DR.
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This is applicable to new Jobs only. If you have existing DR type Exchange backups, they will remain as DR type
Jobs.

There are three types of replication strategies in Exchange 2007:

e CCR (Cluster Continuous Replication) that replicates to another Exchange Server and has failover
capabilities

e LCR (Local Continuous Replication) that replicates locally

e SCR (Standby Continuous Replication) that also replicates to another Exchange server but does not
have failover capability

Note: For a Backup to work on Exchange 2007 CCR (Cluster Continuous Replication), you must have only one
database per Storage Group. Typically, you would use one backup Job for each Storage Group.

3.3.2 Exchange 2010/2013
There are a number of changes in Exchange 2010/2013 that affect replication strategies:

e CCR, LCR and SCR are no longer used to replicate the Exchange Data and provide failover capabilities

e DAG (Database Availability Groups), which replicates the database to other Exchange Servers and has
failover capabilities

Storage Groups are no longer used, each database has its own checkpoint file and set of transaction logs.

To backup the replica or copy databases in the DAG, Exchange 2010/2013 uses the Exchange Replica VSS
Weriter which is connected to the Microsoft Exchange Replication Service. This VSS Writer can only backup the
databases; restore is not supported.

Note: Only databases that are in a Mounted or Healthy state are backed up. Any unmounted databases will be
skipped. If the skipped database(s) are in a Mounted or Healthy state for the next backup (in the case of a
subsequent incremental backup), they will not need to be reseeded. If all of the selected databases are
unmounted, or not in a Healthy state, the Job will fail.

3.4 Backup Options

There are three options available to the user when the Exchange DR Plug-in is performing a backup. Exchange
2010/2013 do not use the ‘Only Back Up Active Instance’ option.

Backup Type

The Exchange DR Plug-in will support both Full and Incremental (or Transaction Log) backups. When
performing a FULL, the Plug-in will back up the databases, checkpoint file and transaction logs for the selected
Storage Group(s) in Exchange 2003/2007 or Database(s) in Exchange 2010/2013. When performing an
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INCREMENTAL, the Plug-in will backup only the transaction logs and checkpoint file for the selected Storage
Group(s) or Database(s). By default, the backup type will be FULL.

Traditionally, an Incremental backup would only contain the checkpoint file and transaction log files for the
Storage Groups or Database(s) selected. With this Plug-in, the transaction logs will be rolled up with the
contents of the previous FULL and Incremental backups. This simplifies the restore process from an
Incremental because it can be done from a single safeset.

An Incremental backup requires that at least one FULL backup has been run previously. The FULL backup
establishes a baseline for all subsequent Incremental backups.

If the Plug-in determines that it is unable to run an Incremental backup, it ignores the option and runs a FULL
backup instead. This does not occur when validation has failed or there were changes to the log files since the
last incremental backup. In those cases the backup will fail.

It is possible to select Incremental Backups for both scheduled and ad-hoc backups.
Validate Exchange Database

When backing up Exchange the integrity of the Exchange Database files is not validated. When selected, the
Plug-in will use a utility provided by Exchange to validate the exchange data during the backup. By default, this
option is enabled.

The validation runs in parallel with the backup to validate transaction logs and database files. If it detects an
error, the Agent reports the corruption and fails the entire backup.

The Exchange Plug-in provides an option to validate the integrity of the databases and transaction log files
during the backup. The validation option is offered as a Job setting as well as a scheduled option.

Only Backup Active Instance

Exchange 2007 allows backups to be performed against a replica of the Exchange database(s) instead of the
active copy.

This option really only applies to backups that are run on an LCR configuration. When enumerating the list of
Storage Groups to be backed up, the Plug-in will determine whether the Storage Groups support Local
Replication (LCR). If all selected Storage Groups support local replication, the Plug-in will use the replica copy
for backup. If one or more Storage Groups do not support local replication, the Plug-in will use the active copy
for backup. When this is option is turned on, the Plug-in will only use the active copy for backup. If the
Exchange configuration does not support LCR, the option is just ignored. By default, this will be disabled.
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Include/Exclude

B Include / Exclude

=1 T WA R -ER2KT
SRFILEFirst Starage Group
; rjzﬁ Mailbox Databaze
rj’ﬂﬁ Shared Folder

aK |

Path

| File

Q‘i W2k 3HE4-ER2K T First Storage Group

| 3
| Recursive Include |

Yes

Extiude

Bemore tem

Choose a Server or one or more Storage Groups/Databases.

Note: With CCR, in Exchange 2007, backups can only be performed at the Storage Group level. You cannot

select an individual database for backup. However, you can restore a single database from a Storage Group.

With LCR and SCR, you can select more than one database for backup.
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With Exchange 2010/2013 DR backups, you can select more than one database for backup in a single Job:

M Include [ Exclude
E - 00000004 [27-0CT-2010 14:12:00.00 0500)

= EXCH2010NODE oK
& DB1_1 =
g% DB1_2 Cancal
&, DB1_3 |
@ DB2.1
&, DB2_2

Path | File | Recusive Include I

G EXCH2MO-NODENDBI_T = Yes
CJ E<CH2MO-NODENDBT 2 = Yes
C§ EXCH2MONODE\DB1 3 == Yes

3.5 PowerShell Log Messages

The Agent with the Exchange Plug-in uses PowerShell to run commands. This can produce PowerShell-related
Eventlog popup messages.

At backup time, you may see a warning message similar to this:

Eventlog Service 3 x|

The PowerShell Log is Full. IF this is the First ktime vou have seen this
! message, take the Following steps:

1. Click Stark, click Run, bype "eventywr”, and then click Ok,

2. Click Powershell, click the Action menu, click Clear All Events, and then click Mo,

If this dialog reappears, contack your helpdesk or system administrator,

You will need to periodically clear the PowerShell Eventlog messages by following the instructions on this
screen.
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3.6 Scheduling your Exchange Backup
1. Select your Exchange Agent in the left pane of the CentralControl application. The Exchange
Job you created plus the Schedule, Global and Inventory files appear in the right pane.
2. Double-click the Schedule file. The Schedule List appears.
3. Click the New button. The Schedule wizard launches.

4, Work through the Schedule wizard as described in the CentralControl manual. “Add a New
Schedule Entry.”

5. On the Schedule wizard — Options page, make sure Incremental backup is selected. This
ensures that only your Exchange transaction logs are backed up.

6. On the Schedule wizard — Weekly page, select the days when you want the Job to run (e.g.
Monday through Friday).

7. Continue working through the Schedule wizard until finished.

8. Repeat the above procedure to run a backup of your Exchange Job once per week with Full
backup selected.

9. Next, you should decide how to tailor your backup and recovery options based on your
specific Exchange server.

3.7 Backing up Exchange - MAPI

Note: Please review the pre-requisites outlined in section 7, “Exchange MAPI Setup”, prior to running an
Exchange MAPI backup Job.

To back up specific Exchange Mailboxes and Public Folders (MAPI), you will need to create a new Job.

1. Right-click an Exchange Agent, and select New Job. The New Job Wizard opens.

2. Select a Backup source type of MAPI for Exchange 2003/2007/2010 from the list. The
Exchange plug-in must be installed in order for Exchange options to appear here.

3. Select an Encoding option.

4. With Default encoding, mailbox content that is not in the current language might not be
backed up. With the Unicode encoding option, some mailbox content might not display
properly in selection screens, and you cannot restore to PST files. You can back this content
up, though.

Click Next to continue.
Select a Destination for the backup. Click Next.
Enter a name for your job. Enter a job description (optional). Click Next

On the Source screen, click Add to open the Include/Exclude dialog.

L 0 N o WU

Information about the Exchange server will appear. Expand the entry to display its contents.
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10.

11.
12.

Select components to back up, and click Include. The items that you choose will appear in
the lower pane of the screen.

Click OK to continue.

By clicking Options, you can filter items out of your backup selection. All items are selected
for backup by default. If you do not want to back up an item(s), de-select the item(s) by

clicking in the appropriate checkboxes. When your selection is complete, click OK to return
to the Select MAPI items to back up panel.

Backup Options 28
P ailkrcie Puilic folders
| Backup Emall Messages v | Backup Email Messages
| Backup Calendar + | Backup Calendar
¥ | Backup Notes v Backup Notes
| Backup Tasks + | Backup Tasks
¥ | Backup Contacts v | Backup Confacts
| Backup Journal v | Backup Journal
¥ | Include Attachments v | Include Aftachments
+ | Backup Outbox Folder
o | Backup Sent [tems
+ | Backup Deleted Itarms

Eack up single instance of shared entrigs (requires a second pass through

4 Exchange databass)
Back up Online Archive Folders
Select all | ‘ Deselect all Ok “ Cancel

omit different items from different jobs.

it does not appear as a selectable option.)

continuing to back up the items that you want.

To streamline your MAPI backups, you can choose not to include certain items (such as Calendar,
Attachments, Notes, Outbox, Sent Items, Deleted Items, or Public Folders) in the job. You can also

Example 1: For your executives and upper management team, you may want to create a backup job
that includes Inbox, Attachments, Outbox, and Sent Items. (Note: The Inbox is always selected, and

Example 2: For your other staff, you may only want to back up the Inbox (selected by default) and
perhaps Sent Items.

By customizing these jobs independently, you can reduce the size and time of your backup, while
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Enable Backup single instance of shared entries to force a second pass through the data to find
duplicates. This backup is slower, but smaller, because it does not back up all occurrences of
messages and attachments. To avoid the prescanning process, disable this option. The backup will
be faster, but the size may be larger. This is because you are backing up each occurrence of a
shared entry without a second scan (pass).

If you choose not to back up Email Messages, you will not be able to back up attachments or
messages from any folder, except for specific Outlook items (which are handled by other options).

In order to select Outbox Folder, Sent Items, or Deleted Items, you also need to choose something
from the upper section of the screen (e.g., Email Messages or Notes).

Note: If you turn off (uncheck) the “Backup Email Messages” option, you will not back up any Email
messages, regardless of what else you have selected. Also if the “Back up Online Archive Folder”
option is not enabled (checked), you will not back up anything within the Online Archive mailbox,
regardless of what else you have selected. This is unchecked by default.

13. Complete the Job as described in Remaining Steps for Job Creation (below) or refer to the
CentralControl Help or guide.

14. Select one of the radio buttons to exit, run, or launch the schedule wizard. Click Finish to
complete the Job.

Note: Exchange allows you to create folder path directories with subdirectories folders of up to 65,000
characters in length (although individual folders cannot exceed 256 characters). Paths of folder names that
exceed 31,999 characters in total (for version 6+ vaults) cannot be handled.

3.8 Remaining Steps for Job Creation
The Options screen

Quick file scanning: Enabling this option (where available) reduces the amount of data read during the backup
process. Any file streams that are deemed unchanged since the last backup are skipped over. If this setting is
disabled, files are read in their entirety.

Disable deferring: This option allows you to run the job without stopping, even if it means extending the run
beyond the Backup time window.

Backup type: The first time you back up an Exchange database, it will be a backup type of Full. If you choose
Incremental for your first backup, a Full backup will run instead. Subsequent backups can run as Incremental.
(Remember that you should run a full DR backup at least once per week.)

2. Encryption: You can optionally use encryption. Select an Encryption type from the list.

Compose your own Password for encryption. This is not stored anywhere on the system. If you lose this
password, your data will not be accessible.
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3. Choose from the Log Options that follow. Log files are created on the server machine (with the Agent) in
directories using the job names.

Create log file: Enable this option to generate log files for each job executed. These printable log files report
start-connect-completion and disconnect times, file names (i.e., the name of each file that was copied during a
backup process), and any processing errors.

Log detail level: You can select a detail level of None, Summary, Directories, or Files. Detailed logging creates
large log files, but this is useful for troubleshooting problems.

Changing the Log detail level only affects log files that are created from that point on. It does not affect any
previously created log files.

Automatically purge expired log files only: You can automatically purge expired log files, or keep a selected
number of them before they get deleted. The oldest file is deleted first.

Keep the last <number of> log files: You can specify how many log files to keep. When that number is reached,
the oldest log file will be deleted to make space for the new one.

4. Run the job immediately, Schedule the job, or Just exit from this wizard: You can run your job immediately,
or schedule it for later. If you click Finish and simply exit, the job will still be available.
3.9 Verifying Your Backup

After a successful backup, you may check the safeset properties by right-clicking on the safeset, and choosing
Properties (or using F2).

Safeset Properties H |

Joh: MAP13

Catalog number: 00000002

Lacation: 192 168.2.202

Status: Online

Backup time: 16-ky'-2006 1.3:37:00.00 -0400

Starage size: Oniginal 5.1 GB Deltized: 0 bytes Comprezzed: [ bytes
Backup wpe: Full

Fietention; Drayz: i Copies: 7 Archive Daps: 0
Encrypted: Mo

Comprezsed; Yes

kedia type: Digk.

T ape label:

Expiny: 23-hiy-2006 13:37:00.00 -0400

In the logs directory you can view the log file that the backup produced.
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You may also have set the option to receive an email notification on a successful or failed backup. See the
“CentralControl Operations Guide”.
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4 Performing Restores

Restoring an Exchange Server (DR) is a two-step process. The first step in the process ends when the Restore
Job ends, and the second one starts right after that if you have selected the “Start Hard Recovery” option in
the restore Job. The progress of the first step is recorded in the restore log, and the progress of the second is
recorded in Windows Event Viewer.

e For Exchange, you must unmount and set for “overwrite” (in the Exchange Management Console) the
databases that you are restoring.

e For all Exchange recovery strategies, please refer to the Microsoft Exchange documentation on
Microsoft’s website.

Restoring selected Exchange Mailboxes and Public folders only is a simpler process than restoring an entire
Exchange Server (i.e., disaster recovery). For this, the Exchange Plug-in provides mailbox-level restore options.

4.1 About Disaster Recovery (DR)

This section describes how to restore an Exchange server after a worst-case disaster.

With Exchange 2003/2007, the introduction of multiple storage groups and databases adds complexity to
restoring.

Exchange 2010/2013 have removed the use of storage groups, and allowed for the use of multiple databases,
each having its own checkpoint file and set of transaction logs. This reduces some of the complexity for
recovery work.

However, using the /disasterrecovery option allows you to run setup in Disaster Recovery (DR) mode to rebuild
a server previously lost in case you have no full drive backups available for restore.

To fully recover from a total disaster, you need the following:

e Any replacement hardware, if necessary.

e The original operating system disks that were being used, including any applicable service packs or
fixes.

e Full drive backups of the system drives, and other logical drives where critical applications or data
were installed. A “Full backup” consists of the ‘System State backup’ and the ‘full drive or system
backup’. A ‘System State backup’ for Windows Server captures Active Directory, registry, IIS
metabase, and types of data that may not be backed up by some other backup systems.

e Exchange database backups.

e Along with backups of the information store database, you may also need backups of ancillary
databases such as the SRS databases and KMS databases.

e All patches and settings previously applied.
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4.2 Recovering from a Worst Case Disaster
Reconfigure hardware that is similar to the original hardware.

1. Create a logical drive that matches the original configuration. Although hardware does not
always need to be identical, be aware that some drivers that are listed in the backup set
may be incompatible with hardware on the new systems, and may require you to manually
remove or install drivers in Safe mode. Test the system state recovery on replacement
hardware before you actually need to perform a system state recovery.

2. Reinstall the operating system. Install the same version of Windows Server as a stand-alone
server to the same drives and paths to which Windows Server was previously installed. Use
the same server names as those used before.

3. Restore full-drive backups. The full backup consists of your ‘System State backup’ and the
‘full drive or system backup’. By restoring the system state, you have restored Active
Directory, the 1IS metabase, and other components. See the Exchange documentation for
further details.

4. Reinstall Exchange using disaster recovery mode if you do not have a full-drive backup
available for restore, and Active Directory is installed on a separate machine. The disaster
recovery mode in Setup reads the Active Directory, and restores as many settings as
possible. For example, database paths are stored in Active Directory, and they are set
correctly whether or not you install Exchange program files to the previous locations.

Note: If you restore full-drive backups and System State information, you do not need to run in
disaster recovery mode. The local Exchange installation may be completely functional already.
When you use disaster recovery mode, you must manually select all of the components that were
previously installed on the server.

Setup uses Disaster Recovery (DR) switches when it enters disaster recovery mode.
For Exchange 2003, the DR syntax is: /disasterrecovery
For Exchange 2007/2010/2013, the DR syntax is: /mode : recoverserver

5. Restore the Exchange databases.
4.3 Restoring the Exchange Data

4.3.1 DR Restores

If you have used DR to back up an Exchange database, you can choose to restore the database to its original
location, an alternate location, or to an alternate Exchange database.

If you are overwriting an existing database (which must be on the same domain), it must be unmounted and
marked for “overwrite” in the Exchange Management Console.
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4.3.2 Exchange 2007

If you are restoring to a new location and want to mount the database, you must first create a database in a
Recovery StorageGroup with a Database name by using the Exchange Management Shell. Refer to the relevant
procedures recommended by Microsoft.

The Agent/Plug-in supports the restore of entire Storage Groups and/or individual databases within a Storage
Group. From a workflow perspective, the restore is basically the same whether restoring from an Exchange Full
or Incremental backup. In either case, the Plug-in will only need to restore from a single backup safe-set.

You can only restore to the active node of an Exchange CCR cluster. The restore will fail otherwise.

You may have manually deleted a Storage Group’s transaction log files (if they were corrupt, for example). In
this case, restoring a single database to a Storage Group with more than one database could result in data loss
from other databases if Exchange had not committed the removed transaction logs to the database.

4.3.3 Exchange 2010/2013

If you are restoring to a new location and you want to mount the database, you must first create a Recovery
Database through the Exchange Management Shell. Refer to the relevant procedures recommended by
Microsoft.

The Agent/Plug-in supports the restore of the entire server or individual databases on the server. From a
workflow perspective, the restore is basically the same whether restoring from an Exchange Full or
Incremental backup. In either case, the Plug-in will only need to restore from a single backup safeset.

You can only restore to the active copy in a Database Availability Group. A restore to the replica copy will result
in not being able to mount the database or making it active. The restored files will have to be copied to the
active copy node in order to successfully mount and take precedence over the other copies. Each copy will
have to be updated through the Exchange Management Console. Refer to the relevant procedures
recommended by Microsoft.
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Restore Wizard {safeset 00000002) - Select a Source I

Select which typeof zource device to reghore from;
N -

Rezstore from the ollowing Wault:

IF k2

Restore from

{+ safeset |00000002 [11-FEE-2009 06:40:00.00 -0800] .

€ ranteof safesets

from: | OOOOOODT [11-FEE-2009 06:33.00.00 -0500] =

ha II_'!|'_‘:|'_'|['!:_'!|'_‘:|'_'!: [11-FER-2009 05:40: 0000 -0800] ;!
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4.4 Restoring a Standalone Database

Your Exchange Server standalone database is restored from a single DR safeset. You need to select the
Exchange Server backup Job on the CentralControl application and run the Restore Wizard.

1. Before restoring your Exchange database, unmount the database you want to restore and
set it to be overwritten.

2. Select your Exchange Job on the CentralControl application and click the Restore button.
The Restore Wizard launches.

3. Work through the wizard, as described in the “CentralControl Operations Guide".

4, On the Restore wizard — Select Restore Objects page, select the Exchange Server check box.
All Exchange objects available for restore appear in the bottom pane. Select the Exchange
objects you wish to restore. When you are finished with the Select Restore Objects page,
click Next or click the Options button to set the available options.

5. Selecting an object enables the Options button. Click the Options button to open the
Exchange Server Restore Options panel. Selecting Hard Recovery will apply the database
and replay the log files. For Exchange 2007/2010/2013, it will also roll forward any logs
created since the last backup that are in the original directory as long as there are no
missing or corrupt log files. Hard Recovery is selected by default.

6. For Exchange 2003 there is a Roll Forward choice in the restore options. When this option is
selected, it restores all Exchange information from the backup and “rolls forward”, keeping
any log files created since the last backup. The advantage of this type of restore is that your
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Exchange information is completely up-to-date. The disadvantage is that, if one or more of
the log files created since the last backup is missing or corrupt, your restored Exchange
database will also be in a state that it cannot be mounted.

When this option is not selected, the logs in the backup replace the log files on your
Exchange server. The disadvantage is that you will only have the log files included up to
your last backup, possibly resulting in some information loss. An Exchange Administrator
could manually remove Exchange logs that are corrupt and/or missing, as well as the
checkpoint and subsequent log files, from the Storage Group transaction log directory and
perform the restore without any additional recovery steps. Refer to the procedure
recommended by Microsoft in this respect.

Note: For Exchange 2003: Select Restore Logs to Temporary Location. You must select a
temporary location on your computer to hold certain Exchange log files during the restore
process. Once the restore is complete, the files are removed from this directory and placed
in their proper location.

7. Complete the Job and click Finish when done.

8. For Exchange, databases must be manually mounted after restore is complete and
Exchange has finished restoring the databases as well as replaying the log files.

Note: You should always verify that your restore is successful before mounting the stores.
You do this by noting that there are no errors in the restore log file and the Windows Event
Viewer Log.

Note: If, after a bare-metal restore, you are unable to mount the database, check the following
(Windows Event Viewer Log):

If the error logs had no errors, but you received an error like C1041724, and ESE Event ID 455 and
Event ID 9518. The problem may be that the System State Restore restored Exchange checkpoint
files that do not reflect subsequent Exchange DR backups.

To avoid the error, you should delete all the checkpoint files from the database directory (or
exclude them from System State restore) before restoring the Exchange DR backup.

This is a known Microsoft problem. See Microsoft Knowledge Base Article # 896143, “The
Exchange database store may not mount in Exchange Server, and event IDs 9175, 486, 455, 413,
and 5 may be logged”.

4.5 Restoring a DAG Replica Database

Your Exchange 2010/2013 Server DAG Replica database is restored from one backup. You need to select the
Exchange Server backup Job in the Web CentralControl application and run the Restore Wizard.

1. Before restoring, you must make the copy on the restore server active and suspend
replication to all the other copies; unmount the Exchange database and set it to be
overwritten.
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4.6

4.6.1

10.

Select your Exchange Job in the Web CentralControl application, and click the Run Restore
button. The Restore wizard launches.

Work through the wizard.

On the Restore wizard — Select Restore Objects page, select the Exchange Server checkbox.
All Exchange objects available for restore appear in the bottom pane. Select the Exchange
objects you wish to restore. When you are finished, click Next.

Selecting an object enables the Options button. Click the Options button to open the
Exchange Server Restore Options page. For Exchange 2010/2013, selecting Hard Recovery
will apply the database and replay the log files and it will also roll forward any logs created
since the last backup that are in the original directory as long as there are no missing or
corrupt log files. Hard Recovery is selected by default.

Complete the Job and then click Finish.

The databases must be manually mounted after restore is complete. After Exchange has
finished restoring the databases and replaying the log files, check the restore log file and
the Windows Event Viewer Application Log for errors before mounting a database.

Mount the database.
Update the Suspended copies through the Exchange Management Console or Shell.

After replication has completed, move the active copy back to the original node.

Storage Group and Database Selection for Restore

Exchange 2007

From an Exchange server name, you can browse, and select one or more Storage Groups by name. Under a

Storage Group, you can select one or more databases.
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Restore Wizard (safeset 00000002) - Select Restore Dbjects I
I ' Microsoft Exchange Server W55 :
[ptionz. . |
Add

Directony | File | Recursive |
3§ 1018b264-9269-401 .. *~ Yes

HETNOVE:

< Back I Mest s I Catcel

Note: You may have manually deleted a Storage Group’s transaction log files if any are corrupt or missing. If
the transaction log files have been removed, an incremental backup after the restore will not succeed. A Full
backup must be performed before attempting another incremental backup.

Restoring a single database to a Storage Group with more than one database could result in data loss from
other databases.

An Options button is available when the Exchange Plug-in performs a restore.

Start Hard Recovery: When selected, the Exchange Plug-in will replay the transaction logs, and prepare the
restored Storage Group to be used by Exchange. By default, this option is set to true.

If you do not use this option, the Storage Group will not be available to Exchange. The Administrator can
review and check the restore and Exchange files and database, and must then manually prepare the Storage
Group for Exchange. Refer to the relevant procedures recommended by Microsoft.

Microsoft Exchange Server Restore... I

v Start hard recovery

Cancel |

Next, choose what to include or exclude from the restore.
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4.6.2 Exchange 2010/2013

From an Exchange server name, you can browse, and select one or more databases by name on the Restore
wizard page.

Note: You may have manually deleted a database’s transaction log files if any were corrupt or missing. If the
transaction log files had to be removed, an incremental backup after the restore will not succeed. A Full
backup must be performed before attempting another incremental backup.

An Options button is available when the Exchange Plug-in performs a restore.

Start Hard Recovery: When selected, the Exchange Plug-in will replay the transaction logs, and prepare the
restored database to be used by Exchange. By default, this option is set to true.

If you do not use this option, the database will not be available to Exchange. The Administrator can review and
check the restore and Exchange files and database, and must then manually prepare the Storage Group for
Exchange. Refer to the relevant procedures recommended by Microsoft.
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4.7 Storage Group and DB Selection for Restore Destination

4.7.1 Exchange 2007 Restore Destination

Select Restore Destination: Similar to selecting a Database to restore from, here you can select a database to
restore to. From an Exchange server name, you can browse, and select specific Storage Groups by name.
Under a Storage Group you select a specific database.

B Include / Exclude E
=-[_] 00000002 [11-FEB-2009 06:40:C | Mame | Size | Date
== SEACHANGEYSSS: Mailbox Databas..  Obutes 11-FEB-2009 09, aF

By 1080264-9265-4016-34 | B30 bt Eucha..  Dbytes 11-FEB-200909..

W RS | ] CoEcProgram Fil. Obytes 11-FEB-200909..
- Logs 2caR9426-7d65- .. A02ME  11-FEB-2009 06,
2caB9426-7d56-..  Obptes 11-FEB-2009 0.

qJ | IRy | 3]

Path | File | Recurzive Include |
Exclude |
Bemoayedtem

Next you may choose to restore your backup files to their original locations, an alternate location, or to an
alternate database.

© Page 29



Microsoft Exchange Plug-in 7.2 User Guide Performing Restores

Restore Wizard (safeset 00000001 ) - Destination Options

r—Wihete would pou ke to Restore vour Files? -
" Restore Files to thei Original Locations.
" Restore Files to an Allemate location:

|
T Precatvs Deectery S st
1% [Hestore to altemate database’

| Brewsse... |

To estore Lo an alternate Exchange database, only a siagle database can
be zelected for restore.

< Back Mest » Cancel

See the sections that follow for information about completing the restore.

Note: If you are overwriting an existing database (which must be on the same Domain), it must be unmounted,
and marked for “overwrite”.

In the Exchange Management Console, with a database selected, right click on Database Properties to set the
option “This database can be overwritten by a restore”.
4.7.2 Exchange 2010/2013 Restore Destination

Select Restore Destination: Similar to selecting a database to restore from, here you can select a database to
restore to. From an Exchange server name, you can browse to, and select a specific database by name.

Next you may choose to Restore your backup files to their Original Location, an Alternate Location, or to an
Alternate database.

Note: If you are overwriting an existing database (which must be on the same domain), it must be unmounted
and marked for overwrite.

In the Exchange Management Console, with a database selected, edit database option, select “This database
can be overwritten by a restore”.

© Page 30



Microsoft Exchange Plug-in 7.2 User Guide Performing Restores

4.8

4.8.1

Granular Restore for Microsoft Exchange — Sharing a DR Safeset

Overview — Recover individual mailboxes and messages with GR

The Agent now has the ability to share 2007/2010/2013 Exchange DR backup safesets for use with the
Granular Restore for Microsoft Exchange application. Once a DR safeset is shared, the Granular Restore

application can be used to restore individual mailboxes and messages to a .pst file. This eliminates the need for

additional MAPI Jobs, reducing your storage costs and backup demands.

4.8.2

Sharing a DR Safeset for Granular Restore with Windows CentralControl

To share a DR safeset from within CentralControl, select the Agent and Job you wish to
restore from. Right-click and select Restore.

This will launch the Restore wizard. Here you are asked to “Choose what you want to
restore”.

Select the Mailboxes, messages and other Exchange objects. Click Next.

Note: If the Granular Restore application is not found on the system, a warning message is
displayed.

Select the Source and safeset from which to restore. The Source default will display the
appropriate setting from the safeset backup. You can select a different safeset to restore, or
a different source location. If the backup was encrypted, you must enter and confirm the
password.

Advanced Share Options will allow you to provide sharing options for the data source. To
access the advanced share options click the Advanced Share Options button.

e |dle time: Enter the number of minutes that the share can be idle before it is
automatically unshared (value can be from 2 to 180 minutes). The default idle time
is five minutes.

e Bandwidth Options: Use all available bandwidth is checked by default.

Click OK when your selection is complete. The Restore Job Share summary page is displayed
for your review.

Click Share to create the share and display the share path. You should copy the share path
so that you can paste it into the Granular Restore application. To copy the share path, click
once to highlight the path, then right-click to copy the path to your clipboard.

Click Start Recovery to launch the Granular Restore for Microsoft Exchange application.
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4.8.3 Sharing a DR Safeset for Granular Restore with Web CentralControl

1. To share a DR safeset from within Web CentralControl, select the Agent and Job you wish to
restore from. Click the Run Restore button.

2. This will launch the Restore from Backup Wizard. Here you are asked to “Choose what you
want to restore”.

3. Select the Mailboxes, messages and other Exchange objects. Click Next.

4, Select the Source and safeset from which to restore. The Source default will display the
appropriate setting from the safeset backup. You can select a different safeset to restore or
a different source location. If the backup was encrypted, you must enter and confirm the
password.

5. Advanced Share Options will allow you to provide sharing options for the data source. To
access the advanced share options click on the Advanced Share Options button.

e |dle time: Enter the number of minutes that the share can be idle before it is
automatically unshared (value can be from 2 to 180 minutes). The default idle time
is five minutes.

e Bandwidth Option: Use all available bandwidth is checked by default

6. Click OK to save the Advanced Share Options. Click Next when your selection is complete.
The Restore Job Share summary page is displayed for your review.

7. Click Share to create the share and display the share path. You should copy the share path
so that you can paste it into the Granular Restore application. To copy the share path, click
once to highlight the path, then right-click to copy the path to your clipboard.

8. You can now use the Granular Restore application to restore mailboxes and messages to a
.pst file.
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4.9 MAPI - Restoring Exchange Mailboxes and Public Folders

1. To restore from the Exchange Mailboxes and Public Folder safesets, select your Exchange
Agent in the left pane of the CentralControl application. Right-click a Job and select Restore.
This will launch the Restore wizard.

2. The Source defaults will display the appropriate settings from the backup. You can select a
different safeset to restore using the drop-down menu or a different source location.

3. Select Next and the Logon page will display the default settings. Click Next to bring up the
Restore wizard - Select MAPI items to restore page.

4, When you select Add, the Include/Exclude dialog box is displayed. The databases available
are displayed here and their contents can be expanded and/or selected.

Include / Exclude B -

el |
= 00000002 [17-FEB-2011 12:42:00.00 -0500] -
E Exchange MAFI g, |
-1 Public Folders
E-Z5 Recipients m
-6 E2K7User! (Users.E2K10M, local) -
=4 E2K7User3 (Users.E2K10M, local]
--rﬁ Calendar
-- Contacts
1;@ Corversation Action Settings
-2y Deleted ltems

oL
[+ Drrafts =
é

1;| Fw: Message containing other emails with Rich Text
1;| P! Messzage with complex content and HT ML body

1;| P Meszage with comples content and Rich Test body
= =

Path | File | Recursive | [melude |

[3§$E><EH AP AR ecipients\E 2K 7 zerd [Uzers E2K10ME local)h,  =* Yes Evclud

() $EXCHMAPI$:\R ecipients\E 2K PUserd (Users E 2K10M locall.. = Yes 4|5”°“ z

() $EXCHMAPIS: \Recipients\E 2K 7User? (Users E2K10M3 local) . = ez Bermave ltem |
5. Be aware that when restoring to a PST file, you will overwrite any information previously

stored in that location if any exists. You will NOT be prompted with a warning.

6. You can also search the restore catalogue for objects to restore by clicking on the Search
button. Enter the message name to be searched for in the field and check one or more
“type” from the Messages, Mailboxes, and Folders checkboxes. You can use wildcards in
your search such as and “?”, where “*” will allow all and “?” will allow a single character
wildcard replacement. As a mailbox can sometimes contain thousands of files, you have the
option to cancel the search by clicking the cancel button.

“uxn

7. Click OK to continue when your selection is complete.

8. To remove an object from your restore, select the object and then click Remove.
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9. The next page is the Destinations Options page. Restore to Exchange Server is selected by
default. To restore to a different location, click the Restore to directory on disk (PST File)
option. You must enter a valid PST location for this restore or click Browse to find the
location you want to use. Every mailbox store selected will create a PST file.

10. Click Next to bring up the Advanced Restore Options. Complete the Job and click Finish to
start the restore.

4.10 Restoring to a PST file — Considerations
When creating a PST file / restoring to a PST file the default password is "password".

Be aware that when restoring to a PST file, you will overwrite any information previously stored in that
location if any exists. You will NOT be prompted with a warning.

According to Microsoft, restoring to a PST file has the following limitation:

e The maximum size a PST can be is 2 gigabytes for Exchange 2003/2007/2010

e The MAPI Client and Collaboration Data Objects (CDO MAPI) framework does not support the
creation of a Unicode PST where the maximum size a PST can be is 20 gigabytes.

Unicode encoded MAPI backups currently are not able to restore to a PST file because of this limitation.
Restore to PST can only be used when restoring from a Default (ANSI) encoded backup.

Exchange 2007/2010

The installation of the Outlook and MAPI Client and Collaboration Data Objects (CDO MAPI) framework adds

the MAPISVC.INF to the C:\Windows\SysWOW64 folder on the server automatically when it is installed. It
supports the creation of ANSI PST files.

Exchange 2003
In order to allow recovery to a PST file, the user needs to do the following:

e Add "Personal Folders" service to the Exchange profile (via Control Panel\Mail). However, on
Windows 2003, by default there is no Mail Control panel. Without Outlook installed, the Profile

Manager tool does not present the option to create a Personal Folders Service. Outlook should not be
run on the machine that is running the Exchange. (See Microsoft Knowledge Base article #Q266418.)

To circumvent this, manually copy c:\Program Files\Common Files\mapisvc.inf from a system with
Outlook installed to c:\winnt\system32\mapisvc.inf on the Exchange Server. This allows the user to
select Personal Folder service option while using the Profile Manager tool.

MAPISVC.INF is a file that contains configuration information for the MAPI subsystem, message
services, and service providers. Your mapisvc.inf file from an Outlook system should have a line in
[Services] such as: “MSPST MS=Personal Folders” as well as a section that has “MSPST” as its title. Any
DLLs in this section should be available on the system. Note that any DLL files mentioned, such as
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emsui.dll, emsabp.dll and emsmdb.dll are actually found as emsui32.dll, emsabp32.dll and
emsmdb32.dll

e With Outlook, perform at least one export to PST file.

4.11 Troubleshooting — Restore to an Alternate Location
Symptoms:

Exchange databases restored to another location (Mailbox or Public Folder) cannot be mounted. The Database
and backup logs are being retrieved, but it seems like there are no restore.env files. The database is in a dirty
shutdown state, and you cannot replay log files successfully to bring it back to a clean shutdown.

Description:

The restore.env file is a checkpoint file, for being able to replay transaction logs on the server. During a Soft
Recovery, the checkpoint file is used to determine where to begin replaying logs. If the file does not exist, then
it will start replaying, starting with the oldest log.

Hard Recovery does not require a restore.env file. The file is only created when you restore without selecting
the "Hard Recovery" option.

A restore to alternate location is not considered a typical Exchange "recovery", so you should have no
Soft/Hard Recovery options during the restore process.

When the "Restore to an alternate location" option is chosen, the Plug-in places the database and log files in
the new location. This means that it is the user's responsibility to correctly use these files.

Restore to alternate location should be used if:

e A normal restore is impossible. A normal restore will not be possible if the database or log files are
corrupted.

e The user wants to do some lower level work on these files, e.g. use a third party tool that might extract
some data (e.g. mailboxes) from databases.
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5 DR Optimization

This chapter details strategies on optimizing your backups for the disaster recovery (DR) component. This
method essentially backs up the entire Exchange database. The Exchange Plug-in refers to this option as
Exchange Server DR.

5.1 Optimizing your Exchange Backup

Optimizing your Exchange backups and restores requires creating a schedule of both regular Incremental
backups and periodic Full backups.

The backup/restore speeds for disaster recovery (DR) are far superior to the backup/restore speeds for the
mailbox-level (MAPI) component (for a dataset of the same size).

The Exchange Plug-in (DR Module) has a built-in capability to simplify backup/restore strategies:
A user should usually use the "Incremental" setting when setting up an Exchange backup type.

Optimizing the speed of your restore Jobs requires a periodic "Full Backup", which backs up your Exchange
server by first creating a full seed of the complete database. By default, all later backups are incremental and
are transaction logs only. This means that only changes are transmitted to the vault. The transaction logs are
added to the seed to produce a complete picture of the up-to-date Exchange database. Over time, transaction
logs can accumulate, creating safesets with many log files. We recommend performing a "Full Backup"
periodically. A Full Backup instructs the Agent to create a new delta of the complete Exchange database.

To optimize your Exchange backups and restores, we recommend you first create a backup Job with the
Incremental backup type. Schedule the Job to run frequently (e.g. Monday through Saturday). Next, create a
new schedule to periodically run the Job with the Full backup type (e.g. Sunday only). If you are not sure how
many transaction logs have been added to your safeset, open the Job in CentralControl and check its backup
log for the approximate number of files being backed up. If the “Log detail level” is set to Files, all Exchange
transaction logs are listed together as .log files.

There might be other cases when you should consider forcing backup to "Full":

e AlJob fails and log and/or Windows Event Viewer - Applications indicates an error.

e You want to eliminate log files in the backup. This could save time on log replaying when restoring.
e You are performing database repair, defragmentation or recovery.

e You are updating the Exchange server to the latest Service Pack.

Note: Defragmentation of the database will cause the database to re-seed. The database is completely rebuilt
during defragmentation so it is considered a new file.

In addition to the above, always check the Job log for the progress of backup and the log and Windows Event
Viewer > Applications for the progress of restore. Remember, that restore is a two step process - the first one
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ends when restore Job ends and the second starts straight after that if you have selected the "Start Hard
Recovery" option in the restore Job. The progress of the first step is recorded in the log and the progress of the
second is in Windows Event Viewer > Applications.

It is recommended NOT to run Full backups within your regularly scheduled Exchange maintenance time
window. Your maintenance will be put on hold during a backup.

For all Exchange recovery strategies, please refer to Microsoft Exchange documentation.

The following pages illustrate how different backup schedules will affect your vault storage for various sizes of
Exchange databases.

5.2 Choosing a Backup Schedule (DR only)

The following three scenarios present three different Exchanges with different amounts of daily traffic and
number of users. The recommended backup schedule differs based on the size of the Exchange database as
well as your backup and communication needs.

e For Low Traffic / ~250 Users
e  For Medium Traffic / ~1000 Users
e  For High Traffic / ~4000 Users

The examples also show how the schedule can affect your safeset.

Note: Your actual results will vary depending on your traffic, database maintenance, and archive settings.
Note: Logs are data, and are considered part of the total data transferred.
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5.2.1 Low Traffic/250 Users

{Incremental) Friday
(Full) Saturday |
(ncremental) Sunday |3

Gigabytes of data

In this example, the Exchange Server has approximately 4GB of data and approximately 250MB of daily data
traffic or 250 users. Notice that on the second week’s Saturday a Full backup is performed. All changes (delta)
to the Exchange server are transferred to your safeset. The size of the safeset is reduced because the
accumulated 2-week Logs approximate the 2 week’s changes, and have already been incorporated into your
Exchange database.
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5.2.2 Medium Traffic / 1000 Users

Gigaliytes of data 8b|

In this example, the Exchange Server has approximately 16GB of data and approximately 1GB of daily data
traffic or 1000 users. Notice on Saturday a Full backup is performed. All changes (delta) to the Exchange server
are transferred to your safeset. The size of the safeset is reduced because the accumulated week’s logs
approximate the week’s changes and have already been incorporated into your Exchange database.

5.2.3 High Traffic / 4000 Users — Twice Weekly Full

Gigabytes of data

In this example, the Exchange Server has approximately 64GB of data and approximately 4GB of daily data
traffic or 4000 users. Notice that on the mid-week Wednesday Full backup and on the Saturday Full backup, all
the changes (delta) to the Exchange are transferred to your safeset. The size of the safeset is reduced because
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the accumulated 3-day logs approximate the changes over these 3 days and have already been incorporated
into your Exchange database.

5.2.4 High Traffic / 4000 Users — Once Weekly Full

(Incrementalj Sunday | -
L 10 20 30 40 50 L1 fi &0 th
Gigabytes of data

In the case of a High Traffic server, you might not want to use your communications bandwidth for backups
during the mid-week period. In this case, you may prefer using the schedule outlined in this figure and perform
a Full backup on Saturday only. The speed of your bandwidth and your backup time window schedule may be
determining factors. Also, a Saturday Full backup can defer onto Sunday if necessary.

5.3 How Exchange Maintenance Affects your Backups

Your regularly scheduled Exchange maintenance can affect how much data is transferred to your safeset
during a Full backup. If, for example, you run daily maintenance on your Exchange server, then the database
will be changing considerably each day. When performing a Full backup, these changes will be incorporated
into your safeset. This will result in longer Full backup times, as you will be transferring more data. Your
maintenance schedule will not affect an Incremental backup. In this case the transaction logs are the only data
being transferred.

Note: Your backup has priority over the MDB (messaging database) maintenance schedule and as such will
complete ahead of regular maintenance.

5.4 How Exchange Backups Affect your Maintenance

Your Full backup can also affect how your maintenance is performed as your backup Jobs have priority over
the MDB maintenance schedule. If your maintenance is run concurrently with a backup Job, your maintenance
will be put on hold until the backup completes.
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If there is still time within the maintenance schedule window the maintenance can complete. If however, you
ran Full backups every night during the time scheduled for maintenance, then it is possible that your Exchange
would not have time to complete its maintenance. It is important to schedule your maintenance and Full
backups so that they are not in conflict. Running an Incremental backup Job will not significantly affect your
maintenance schedule as only the transaction logs are being transferred.

This effect will also vary depending on the size and activity of your MDB as well as your maintenance schedule.
Maintenance scheduling is done at the storage group level by default within Exchange but can be customized
for each MDB.

The Exchange (MDB) maintenance schedule, effects, and defaults are detailed in Microsoft knowledge base
article Q271222 at http://support.microsoft.com/. This article outlines performance costs and makes several

recommendations.

The default maintenance schedule for Exchange is between 1:00 am and 5:00 am. Your regular maintenance
performs three Jobs:

e Checking Active directory for deleted mailboxes.
e Deleting any mailboxes or messages that are older than your set retentions.
e Defragmenting the MDB store while still online.

In the case of Exchange 2010/2013, online defragmentation is no longer only part of the database
maintenance process. Online defragmentation can run in the background continuously when Enable
background database maintenance (24x 7 ESE scanning) is selected. This setting is enabled by default.

As Jobs 2 and 3 are disk-intensive Jobs your maintenance should be scheduled outside of the time scheduled
for a Full backup.

Running specific Exchange utilities such as ESEutil (extensible storage engine) require unmounting the MDB
store. Backups cannot occur while running this utility. See Microsoft knowledge base article Q192185 at
http://support.microsoft.com/

5.5 Deleting Exchange Log Files

When setting up your backup Job in the Exchange Server Options page, select the Delete Exchange log files
after backup option to remove from the Exchange database all the log files that you have just backed up.

This option helps to conserve space on your Exchange server and reduces the time required for the next
backup. This option also speeds up the restore process, as fewer log files will need to be replayed. Clear this
option if you want to maintain the original Exchange log files for other specific purposes.

Note: This backup option is only available for Exchange 2003 servers using Windows CentralControl.
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6 MAPI Backup Optimization Strategies

This chapter details strategies on optimizing and streamlining mailbox and public folder (MAPI) backups. This
method is user-configured to back up selected items (mailboxes and folders) within the database(s). The
Exchange Plug-in refers to this option as Exchange Server (Mailboxes and Public Folders only).

It is recommended that MAPI backups be performed after a complete DR backup has been performed as MAPI
backups do not protect the entire Exchange database.

An important difference between Exchange DR (Disaster Recovery)and MAPI backups is that it takes four to
eight times longer per gigabyte to perform backups at the mailbox level. This is primarily because Microsoft
optimized the backup protocol for backing up the entire database, not for performing backups at the mailbox
or folder level. Also, for MAPI backups, a pre-scan is required which can slow the process. A slower backup
process may or may not influence your backup selection depending on your specific situation.

Because of speed limitations using MAPI (the limit is approximately 400 MB/hr), MAPI is not recommended for
backing up more than approximately 100 users, with a total of 400,000 to 500,000 messages, or more than a
total of 50GB of data.

However, to speed up the backup process it is possible to use two MAPI Jobs at the same time. For example,
you may use one Job to back up Public folders, and one to back up Recipients. Or, you may use one Job to back
up one set of Recipients and the other to back up another set.

You may find that backing up your selected mailboxes and folders poses no problems for your organization or
your system. In this case, you may not need to streamline your backup Jobs or selections at all. However, you
may also find that backups of your mailboxes and folders are taxing your communication bandwidth, or that
you are storing some data unnecessarily. If this is the case, you may find it prudent to streamline your backups.
By streamlining your backup selection, you can dramatically reduce the size of the backup and correspondingly
reduce the time required to complete the backup, thereby freeing up your communications bandwidth.

There are several ways to optimize MAPI backup performance.
e Split up the data by content, using multiple Jobs.
e Split up the data by importance, using multiple Jobs.
e Use selection filters in the Backup Options to skip any unnecessary items.
e Set schedule priorities in order to back up the most important files first.

e Run two or three MAPI smaller Jobs simultaneously.

6.1 Split by Content

To speed up the backup process, it is possible to use two MAPI Jobs at the same time, one to back up Public
folders, and one to back up Recipient folders.
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Along with the other methods listed here, you can select Jobs, the data to back up, and the scheduling of the
Jobs to perform the backups.

6.2 Split by Importance

You can create multiple backup Jobs and split them by their importance to your organization. This will enable
you to customize the selection of backup items for the different Jobs. You may want to create a separate
backup Job for mailboxes of your executives and upper management team only. This would ensure that the
most important mailboxes for your company are backed up, perhaps on a nightly basis. A separate Job could
be created for backing up middle managers mailboxes as well as other staff. This Job could be run less
frequently, perhaps on Sunday and Wednesday. Splitting the Jobs by their importance to your organization can
free up your communications bandwidth and reduce the size of your backup storage.

6.3 Using Selection Filters

Backup Options 22
T v Public folders
| Backup Email Messages | Backup Email Messages
+ | Backup Calendar + | Backup Calendar
+ | Backup Notes Backup Notes
+ | Backup Tasks « | Backup Tasks
| Backup Contacts + | Backup Contacts
+ | Backup Journal + | Backup Jourmal
¥ | Include Attachrmerts ¥ Include Aftachments
¥ | Backup Outbox Faoldar
+ | Backup Sent Hems
+ | Backup Deleted Items
7 Eack up single instance of shared entries (requires a second pass through
Exchange databass)
Back up Onbne Archivie Folders
“ Select all ‘ ‘ Desedect all OK “ Cancel ‘

You can also streamline your backups through the Backup Options filters when you create Jobs. You may
choose not to back up certain items, such as Calendar, Attachments, Notes, Outbox, Sent Items, Deleted Items,
or Public Folders, within the Job. You can also omit different items from different Jobs.

For example:
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e For your executives and upper management team, you may want to create a backup Job that includes
Inbox, Attachments, Outbox, and Sent Items. (Note: Inbox is always selected, and it does not appear
as a selectable option.)

e For your other staff, you may only want to back up the Inbox (selected by default) and perhaps Sent
ltems.

By customizing these Jobs independently, you can reduce the size and time of your backup, while continuing to
back up the items that you want.

Select the Backup single instance of shared entries option to force a second pass through the data to find
duplicates. This backup is slower, but smaller, because it does not back up all occurrences (i.e., duplicates
included) of attachments and messages. Clear this option to avoid the pre-scanning process. The backup will
be faster, but the size may be larger. This is because you are backing up each occurrence of a shared entry
without a second scan (pass).

If you choose not to back up Email Messages, you will not be able to back up attachments or messages from
any folder, except for specific Outlook items (which are handled by other options).

In order to select Outbox Folder, Sent Items, or Deleted Items, you also need to choose something from the
upper section of the screen (e.g. Email Messages, Notes), depending on exactly what you need to back up.

6.4 Setting Schedule Priorities

It is important that you prioritize the scheduling of your backup Jobs. For example, if you have created two
separate MAPI Jobs for backing up mailboxes (e.g., Job1 for executives and Job2 for everybody else), you
should set your executive backup Job to a higher priority level than Job2. This will ensure that you back up your
most important data first. If you have set your backup time window for a limited number of hours (based on
your need to keep your bandwidth clear at certain times) and Job2 does not have enough time to complete,
your Job2 backup will be deferred at the end of this time window. Your backup will continue when the backup
window opens again (unless you have manually disabled deferring).

You can move your scheduled entries up or down to set their priority using Schedule Entries > Schedule List in
the CentralControl application. For more information on Backup Time Windows and Schedule Priorities, see
the CentralControl Operations Guide, Creating Jobs and Scheduling Jobs.
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7 Exchange MAPI Setup

The Administrator/Installer needs to create a separate Windows account and Exchange Mailbox to run the
backups.

Note: The administrator who installs the Exchange Plug-in requires sufficient privileges to create a Windows
user account, and assign administrative group membership. As well, the administrator needs sufficient rights
within the Exchange organization to create a mailbox and assign administrative/owner access to it.

Complete the following steps in order to pass the profile validation provided with the Exchange Plug-in, and
use the Plug-in to back up your Exchange server.

e Create a Windows account
e Create an Exchange mailbox
e Assign Exchange privileges

e Create a MAPI profile

Sections B and C can vary, depending on combinations of:

e Exchange 2003 on Windows 2003 (SP2 or R2 SP2)
e Exchange 2007 on Windows 2003/2008 (SP2 or R2)
e Exchange 2010 on Windows 2008 (SP2 or R2)

After you complete the steps, you can install the Exchange Plug-in. You must also supply license information to
complete the installation.

Note: MAPI is not supported for Exchange 2013. The Granular Restore for Microsoft Exchange application
should be used to restore individual mailboxes and messages from a DR safeset.

7.1 Creating a Windows Account

For Exchange 2003/2007/2010: For each step that follows, you must complete one successfully before you
start the next step.

1. Using Active Directory User and Computers MMC snap-in on the Exchange server, create an
account for the Exchange Plug-in to use.

Note: The option to create a user mailbox is only available when you run the snap-in on a server
that includes the Exchange System Manager.
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Mew Object - User x| I
ﬁ Createinc  blee localMzers
First name: | Acme Exchange Iitimhs: |
Last name: I
Full name: | Acme Exchange
Lizer logon name:
] AcmeAdmin I@blee.bcal j
Uset logon name [preWindows 2000}
[BLEEN | Acmeadmin
Back Hest » Cancel I
2. Create a new Windows user account

Mew Object - User

g Create it blee local/Uszers

Password: |Il' ses

Confurn password |--“n|-.|

I Uszer muet change password at next logon
¥ Uger cannot change password

¥ Paszword rever expires

I™ Account iz disabled

<Back Next > Cancel |

3. Assign password and other account settings (optional)
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New Object - User x

g' Cresteinc  2kist com/Users

Alias:
|E:-:-:h

Server;
|NE|.-.- Crgarezation Mame/Fist Adriniztrative Group/Ex2KTST L‘

il Sore:
|First Storage Group/Malbox Store [EXZKTST) =]

+ Back Mt » Cancel

4. Create an Exchange mailbox

Mew Object - User E3
g Create i bleelocalUsers

When you click Finish, the following obiect will be crested

Full name: Acme Exchange ;I
Uzet bogon name: acmeadmin@blee.local

The user cannot changa the password
The password never expires.

< Back

5. Verify user information

6. If the Exchange server is also a Domain Controller, use the Domain Controller Security Policy
MMC snap-in. If it is not a Domain Controller, use the Local Security Policy MMC snap-in.
Grant the following user rights to the Windows account created for the Exchange Plug-in:

e Act as Part of operating system
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e Logon asaservice

:rn Default Domain Controller Security Settings

T |

e~ | AE ¥R @m |
B security Settings Policy / | Pokicy setting B
42 Account Policies %] Access this computer From the network Pre-Windows 2000 Compatible Acc...
= #8 Local Policies B act as part of the operating system

&) 2g) Audit Policy %) add workstations to domain Authenticated Users

: o Ll g‘iﬂﬁdw memory quotas for a process Administr stors, NETWORK SERYIC...
3 :I" fﬁ Securiky Options ﬁ_ﬁnﬂm log on locally Print Operakors, Server Operators,.., —
: g ER:;CL;?' — ﬁ;{].ﬁlm log on through Terminad Services Mot Defined
_: I-g Syt Servioas :-E_ﬂsada up files and directories Server Operators, Backup Operato,..
-3 Registry g_}:lﬂfpass traverse checking Pre-windows 2000 Compatible Acc...
-8 Flle System f¥]Change the system time Server Operators, Administrators,L...
5 Y Wireless Network (IEEE 802.11) F la':reate a pagefile Administr stors
(5 Public Key Policies #ig] Create a token object
-] Software Restriction Policies _ﬁg]cmata global objects Mot Defined
-8, 1P Security Policies on Active Dire J‘ii:lltreate permanent shared objects
‘| | 1+ | BE]Debug programs dministrstors =

7. Assign user rights

Act as part of the operating system Properties

Security Policy Setting | Explain This Setting |
=44 Act az part of the operating system

| =

[EhS
¥ Define these policy seltings’

BLEEfacmeadmin

Add User of Group... Hesrave I

oK Cancel Aol ]
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8. Add security policy settings

9. In the Local Security Settings MMC snap-in, go to Security Settings > Local Policies > User
Rights Assignment. Confirm that the account created for the Exchange Plug-in has the
“effective” policy setting in place for the rights assigned in Step 2. There may be a delay
before the “effective” local policy settings become active. The delay will depend on the
Active Directory setup and replication settings.
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7.2 Creating an Exchange Mailbox for the Account

In Exchange 2003, if the Exchange account was not automatically created when the Windows account was
added, use the Active Directory Users and Computers snap-in (Exchange Jobs option) from the Action menu.

Create the Exchange mailbox for the Plug-in to use.

In Exchange 2007/2010, using the Exchange Management Console, create an Exchange mailbox for the newly

created account.

New Object - User __|. 4 ﬂ

g Creste e Zktst com/Users

Fiizt name: IEmhm lratials: |

Last name:; I

Full nanne: IEwchm

U ser bogon name:
]vﬁExch [@2K1st.com =

Uses bogon name {pre-Windows 2000)
FKTET\ |lem:h

< Back MNexd > Cancel I

1. Create a user.
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I‘:;IJ- New Mailbox

i.-\_'-‘-\— T A
O Introduction Introduction
1 User Type Thiz wizard will guide pou through the steps for creating a new mailbox, resource mailbog,
1 inked mailbox and mail-enabling an existing uzer.
o Mew Mailbox )
' ) Chooge mailbox bipe,
| Completion & i

Thiz mailbox iz owned by a uzer to zend and receive meszages. Thiz mailbox cannot be
uzed for rezounce scheduling.

" Room Mailbox

The room mailbos is for room scheduling and iz not owned by a user The uzer account
azzociated with rezource mailbos will be dizabled.

" Equipment Mailbox

The equipment mailbox iz for equipment scheduling and iz not owned by a user. The
[ user account aszociated with the resource mailbox will be disabled.

" Linked Maibos

Linked mailbow iz the name for a mailbox that iz accezeed b a secunty principal [uzer] in
a zeparate, truzted forest,

Help | < Back | Mewt » I Cancel

2. Create an Exchange Mailbox (part 1)
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f""Jr-i MNew Mailbox

S

e

B Inirodechon Uzer Type

1 User Tups “ou can cieabe @ new uzer or zelech edisting usars for whom you want o create new

maiboes.
L0 Meye Maibox R
¥ & maihoxes far;
i Eﬂmﬂhﬂn o wa

*  Existing users
e A, S

Help < Back | Mext I Cancel

3. Create an Exchange Mailbox (part 2).
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MNew Mailbox

B Infrodecton Mailbox Settings
B User Tupe Enber the alizs for e mailbos uzer, and then select the matbox location and poficy ssthings:
O Malbos Settings Al
A Mewe Maibox acmeadmn
. Completion Wb d
[BLEXCHZO07\First Storage GrouphMailbos Database Blowse..,

[ Managed folder mailbos poloy:

[

: [ Esmchange tietheSune maiboy polics:

£3 Managed custom foldess e & premeum featune of messaging records management.
M zilbowes with pobcies that inclide maraged custom foldess requiee i Exchange
anterpize chent access license [CALYL

Help + Back | Mest » I Cancel

4, Create an Exchange Mailbox (part 3).
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'.—""E New Mailbox

[
1 Introduchan Hew Mailbox
Y User Typs ‘wihen wou click Mew, the follawing mailbo will be created.
H Maibas: Settings Configuration Summasy.
; Mew Mailboy i Acme Exchange ”
. Completion

Alias Acme admin

Servei: BLEXCH2007

Stenage Group: First Storase Group
Maibos D alabaze: Mailbox Database

Select Cirl+C ba copy the contents of this page.

Help | < Back | Mew Carcel

5. Create an Exchange Mailbox (part 4).

7.3 Assigning Delegate Control within Exchange

The user account must now be granted access to all mailboxes that will be backed up using the Exchange Plug-
in. Depending on the complexity and security in place within the Exchange organization, this privileged access
to mailboxes can be granted at different levels in the Exchange hierarchy and will be automatically inherited
down. If the entire Exchange organization is controlled centrally, administrative access can be granted at the
Organization level.

7.3.1 Exchange 2003

In this example access is granted at the Administrative Group level, providing access to all the storage groups
contained within that Administrative Group.

e Delegate Exchange Full Administrator permissions at the Organization level or Administrative Group
Level, which is done through the Exchange System Manager
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e Local Administrator on the Exchange server(s) the account is managing

Delegate Full Administrator permissions at the Organization level or Administrative Group level. Do this
through the Exchange System Manager Local Administrator on the Exchange server(s) that the account
manages.

1. Using the Microsoft Exchange System Manager utility select the appropriate object in the
Exchange organization and from the Actions pull-down menu select Delegate Control.

5 Exchange System Manager =10 x|
| @@, Console  window  Help |_|- =l Ell
Jﬂctinn Eiewj¢*||><|@
Tree I First fdministrative Group
% Pastry Store (Exchange) Mame I
E Global Settings 55 Servers
Ijﬂ Recipients tEé Routing Groups
= Adrinistrative Groups i Advanced Security
Ela Firsk Admiristrakive Gror @thjers

F-EF Servers

5@1 R.outing Groups
@ Advanced Security
@ Folders

-3 Tools

2. From the list of users and groups select the Exchange mailbox created for use with the
Exchange Plug-in. Click OK.
Sebect Users, Computers, or Groups
Sabied et cbyesed bype
FJm.(umnul.uﬁrmp Dbpect Typas..,
[Erom this location
anmm Losciationns... |
Eriter lhes pbpct ribas 1o paleid |reamoling]
Ewchangs Chack Namas
Advarced, ok | coee |
S
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3.

7.3.2

In this example, access is granted at the Organization level.

Under Role, ensure that Exchange Full Administrator is selected from the pull-down menu.
Click OK, Next, and Finish.

Delegate Control W

Group frecommended] or User:

IQKTS'nEquxch

Role:

Browse.., I

| Exchange Full Adminiztrator

~Role description
The selected graup or vser can fully ag:lmifdst'ér"E_H@hange;sé,igtm

#

informiation and modify permizsions.

Ok

Caticel

Exchange 2007

The account also needs the following permissions

Local Administrator on the Exchange server(s) the account is managing

1.

Using the Exchange Management Console, select the Organization Configuration from the

console tree.

F:-:rh.lnq: Management Consale

Dh memn g b
«» | OE 2

B Microsaft Exchange

B BYE 200 bocalfMicrosaft Ex

|:-'.|'";l'

Exchenge Adneisratos |

Idenitky ~ | Roke

FEERI0ME bocaflsersMAP  Backup  Exchange Yiew-Only Adminish
£ E2x10ms localfUsers EExchange Exchiange Organization Adrin
£ E2K100 hocalflissrs adrinistrabor Exchangs Organization Admin
$5 £ 000 JoealiMiercsoft Exchange 5., Exchange Visw-Only Adinist
S5 10m locallMicrosoft Exchange 5. Exchange View-Only Adrmirish
S EX10 JocalfMicrosoft Exchange 5. Exchange Recplent Administr,
£ £20 10 JocaljMicrosoft Exchange 5. Exthangs Publ Folder Advin

B Organization Configuration VA ] | Actions

75 Remove

@ reb

E2K10M¥Jocal/Microsaft E..
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2. Right-click the Organization Configuration node and select Add Exchange Administrator.

3. The “Add Exchange Administrator” wizard will begin. Select Browse, and from the list of
users and groups select the user account created for use with the Exchange Plug-in. Click OK

to select the user.

4. Under Role, ensure that Exchange Organization Administrator is selected. Click Add. Click
Finish. The user account will be added to the Exchange Organization Administrators group

in Active Directory.

Add Exchange Administrator

Select the wuser or gioup fo add as an Exchange adminisialor

o Add Exchange Add Exchange Administrator
Adrminizirator Thig wizard helps pou to 28d a new Exchange adminisirator mle. &n Exchange
3 Corglstion admmistiabor has pesmessions to operations az allowed by a cetain role.

| Acme Exchange

™ Exchiangs Server Adminktrator roks

o<

Select the roie and scope of This Exchange admiisiralor
% Ewchange Digarization Adminiztrator rok

" Exchangs Public Folder Adminisirator iole

" Exchange Recipient Administrator iole

™ Exchangs Yiew Ony Administrator role

Select the serverfz] to which thiz role has access:

Add

Cancel |
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Add Exchange Administrator

" Add Exchangs Completion
Administralor The wizard completed successhuly, Click Finish o close thiz wizard.
7 Corgletion Elapzed time: 0000:00
Summany: 1 emds) 1 succeadsd, 0iailed
o, add-£xchange Adwinistrator @ corgleted. =

Enchange Management Shell command completed
AddExchangeddrministratos -|dentily blee local/Users/dcme Exchange'-Aoke
‘Dirgdudran’

Elapzed Time: 00:00:00

Salect Chil+L bo copy the confents of this page.

Help < Back I Finish I Cancel
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7.3.3 Exchange 2010
In this example, access is granted at the Organization level.

1. Add the user account to the Organization Management group using the Active Directory
Users and Computers MMC.

Diial-n | Environment | Sessions I Femote control
 Remote Desktop Services Profile |  Personal Vitusl Desktop | COM+
General I Address I Account I Profile | Telephones | Organization Member Of

Member of
MName | Active Directory Domain Services Folder
Domain Users EZK10MX local /Users

Organization Management  EZK10MX local /Microsoft Bxchange Security

Add... | Hemove |

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POS1X-compliant
applications.

Set Frimary Group

oK I Cancel Apply Help

The account also needs the following permissions:

e Local Administrator on the Exchange server(s) the account is managing

For Exchange 2007/2010 on Windows 2008 servers the User Account Control must be disabled for the MAPI
Service account to allow the MAPI agent to properly function on the server.
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7.3.4 Windows 2008 SP2
To disable Admin Approval Mode
1. Click Start, click All Programs, click Accessories, click Run, type secpol.msc in the Open box,

and then click OK.

2. If the User Account Control dialog box appears, confirm that the action it displays is what
you want, and then click Continue..

3. From the Local Security Settings console tree, double-click Local Policies, and then double-
click Security Options.

4, Scroll down and double-click User Account Control: Run all administrators in Admin
Approval Mode.

5. Select the Disabled option, and then click OK.

6. Close the Local Security Settings window.

To change the elevation prompt behavior for administrators

1. Click Start, click Accessories, click Run, type secpol.msc in the Open box, and then click OK.
2. From the Local Security Settings console tree, click Local Policies, and then Security Options.
3. Scroll down to and double-click User Account Control: Behavior of the elevation prompt for

administrators.
4, From the drop-down list, select one of the following settings:

e Elevate without prompting (tasks requesting elevation will automatically run as elevated
without prompting the administrator)

e Prompt for credentials (this setting requires user name and password input before an
application or task will run as elevated

e Prompt for consent (default setting for administrators)

5. Click OK.
6. Close the Local Security Settings window.

User Account Control Step-by-Step Guide

http://technet.microsoft.com/en-us/library/cc709691(WS.10).aspx

7.3.5 Windows 2008 R2

Log on to the Exchange server using the service account created.
Open the Control Panel and go to the User Account Control Settings.

Set notify to Never, and apply the settings.

S A

Restart the server.
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7.4 Creating a MAPI Profile

For the Exchange Plug-in to function, a MAPI profile must be created on the Exchange server computer that
will run the Plug-in software. In addition, because MAPI profiles are user specific the following steps need to
be executed directly on the Exchange server computer itself.

Note: For Exchange 2007/2010, the MAPI Client and Collaboration Data Objects (CDO MAPI) framework must
be installed on the server. This download is available from Microsoft.

Note: The User Account Control Settings needs to be set to Never Notify for MAPI Service Account. The user
must log off and log back on for the settings to take effect.

Download the Microsoft Profile Manager 2.0 utility from Microsoft.

1. Logon directly to the Exchange server computer using the Windows account created for the
Exchange Plug-in to use. This is the account created in A.

2. Using the Microsoft Profile Manager 2.0 utility create a new MAPI profile for the user
account.

@59 % e

Property [ Type [ vae
Ho Profides., ...

x

Profile M ame:
)

3. Add the Exchange Server service to the MAPI profile by selecting New/Service from the
Profile Manager toolbar. Select MSEMS (Microsoft Exchange Server) from the list of
providers.

Add Serrice

Availible Service Providers:

x|
vu: Abbr. I Long Mame | k., I

PSE RS Microgoft Exchange Server
MSPST M5 COutloak, 37-2002 Perzonal Folders Fil.. Cancel
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4, Enter the name of your Exchange server in the Exchange Server field and the name of the
Exchange Plug-in mailbox (created in B) in the Mailbox field.

5. Click the Check Name box to make sure the profile validates. If the MAPI profile does not
validate properly, check the other settings on the Properties > General page. Retry the
validation.

| Microsoft Exchange Server |

Leneral |.é-.|:|van|::ed| Dial-Lip Netwnrkingl Remate Maill

icrozsoft Exchange semver:

I {Exchange Server Mame:

b ailbo:
I <Mailbox Mare: Eheck HName

—When starting
& Automatically detect connection state
" Manually control connection state

[T Choozethe connection tipe wher starting

etault coprection state
% Conrect with the netwark

€ Wtk offine and'uze dial-up retworking

| A0 Seconds: Untl Server Connection T imeok

. | Cancel Apply Help

Note: If the mailbox is on an Exchange 2007/2010 server, you must use Encrypt information > When using the

network to successfully connect to the mailbox.
@
¥ Microsoft Exchange Server
a3 Mailbox - <Mailbox Mames

& MAPI Profile Manager 2.0 '
EI,'E# ..............................................
- <Mailbox Mame:

Property | Tvpe

File Edit MNew Help
Exchange Settings
E." a
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7.5 Configuring the MAPI Plug-in

There are possible setup issues when you use the MAPI Plug-in on Windows 2003 or Windows 2008 (including
the SCC, SCR, LCR and CCR environments). Special steps are required to prepare Exchange 2007 on a Windows
2003/2008 server to operate with the Exchange MAPI Plug-in.

Note: A public folder database must exist in the Exchange environment.

1. Uninstall Outlook and MAPI Client and Collaboration Data Objects (CDO MAPI) framework if
they are installed.

2. Install the latest CDO MAPI| framework.

3. (This step applies to systems with IPv6 enabled) Disable IPv6: Steps outlined in Microsoft
article: http://technet.microsoft.com/en-us/library/bb629624.aspx

4, Create a MAPI profile with ProfMan.exe. Use the "Check Name" button to make sure the
Exchange server name (not the IP) gets resolved.

5. Use the MFCMapi.exe utility to verify that the MAPI framework is working.
e QOpen MFCMapi.exe. Click on “session”.
e Select “Logon and display store table”.
o Verify that the MAPI framework is working.

6. Proceed with the MAPI Plug-in installation.

7.6  Testing the MAPI Account

To properly use the MAPI backup function of the Exchange Plug-in, you must create a profile that the backup
can use to access all user folders and mailboxes to which you have access rights. But before you run a backup
Job, it is important to check to ensure that the backup Job can access all those folders and mailboxes. If not,
some or all of the mailbox/folder backups could fail.

The first screen shows you the list of settings that will be verified:

Exchange Version

e Domain/User Name and password

e Exchange Organization/Site/Server information

e  MAPI profile exists

e Exchange privileges for the user (Exchange 2003 Only)

If any of these are not verified properly, an error message is presented. You can return to the Options screen
to correct any information. When the data is OK, click Next to continue.
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Note: For Exchange 2007 and 2010, the test does not verify the Exchange permissions for the Exchange
privileges test. As long as the MAPI Profile user is a member of the Exchange Organization Management group,
the whole test will complete successfully.

The second screen lets you select either a random sampling test (faster) or a complete test that checks every
folder/mailbox. Normally a random check would suffice. If any of these tests fail, you can return to accounts,
privileges, and profiles to correct any information. If the tests complete without errors, it means the profile
with permissions should be able to access all the mailboxes/folders. You are returned to the Options screen
that started the test.

For Exchange 2007/2010, if the MAPI Profile user is not a member of the Exchange Organization Management
group the random and complete test will hang when trying to login to the Exchange server and then complete
with errors after 2 to 5 minutes. Click Stop Process to cancel the test before the timeout period.

If the Quick Test fails, apply the following:

1. Open regedit.

2. Stop at:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangelS\ParametersSys
tem

3. Add new key:

Name: Enable Remote Streaming Backup
Type: DWORD
Value: 1 = remote backup enabled

4. To monitor progress, a Verify Progress screen shows you the status of each check. If there
are more than 50 errors the verification will halt. It assumes that there are more errors than
“normal”. The problem should be corrected and the verification restarted.

7.7 MAPI Plug-in User Profile Options

Also, under the Agent Configuration Plug-in tab in CentralControl, there is a “Plug-in Options” button.

Here you enter the credentials to access the user profile used to back up the Exchange data.
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options x|

— Run az

llzer names IEE:-:ch

Pazaword: I xxxxxxxx

xxxxxxxx

Confirm paszword; I

Diomair; |E2k1 O

— Exchange profile Click "OK" lhEI’E\

i _ and then click
Frofile name; IE:-:u:hange Settings I Test | “Sat' in the
previous Plug-In
screen to save
el all entries.

This information must be updated every time you change Windows or Exchange settings.

Note: When you have entered the account and profile information in the Options screen, you must click the
“OK” button to retain that information. Then, when you are back in the Plug-in screen, you must click “Set” to
save everything.

The “Test” button checks to ensure that the MAPI backup can access all the folders and mailboxes to which it
has rights. First, you are shown if the Exchange information is correct (“OK”), if the profile exists and if the
backup account has the correct privileges. Then you may select a verification test; either short (random
sampling), or full (complete). If this program produces any errors as it monitors the progress, you should go
back and check Exchange, MAPI, and the parameters, and then retry. See the section in this manual on
“Testing the MAPI Account”.

7.8 Administrator Mailboxes in Child/Parent Domains
Unique Name Scenario (Default)

Exchange Servers may exist in parent/child domains. The simplest approach to using multiple users here is to
create separate, uniquely named users for each domain where an Exchange Server exists. Then assign the
necessary rights (Exchange Full Administrator rights — see Section 2.2 for more information) to the user, and
create a MAPI profile for it. Use these credentials to configure the MAPI Plug-in.

Same Name Scenario

It is also possible to have multiple mailboxes with the same (non unique) alias name in several sites or
Administration groups within an Exchange organization. There may be a situation in a child/parent domain
where each domain has an Administrator. Both have the same user name, and have their own (same name)
mailboxes on their own server. Problems may arise with the name duplication.
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The Administrator on the parent domain can create a profile on the parent Exchange server. But if you try to
create a profile with the Administrator on the child domain Exchange server, you may receive an error
message that you do not have sufficient privileges. You also, from the child domain, might not be able to use
the Administrator for the parent domain.

If such a situation occurs, the following is a way to resolve the naming conflict so that MAPI backups can
function properly. The name <user> is the same in all cases here.

1. Create a user <user> on the child domain.
2. Create a user <user> on the parent domain.
3. Create a profile called <user> on the child domain Exchange server. Point it to the child

Exchange server, and <user> mailbox.

4, Create a profile <user> on the parent domain Exchange server. Point it to the parent
Exchange server, and <user> mailbox. During this operation you will be prompted to choose
<user> from the child domain or parent domain. Choose the parent domain.

5. Click OK to complete the creation.
6. Enter the following into the Exchange Plug-in section:

On the child domain Exchange PC:

user name = <user>, domain= child domain, profile=<user>
On the parent domain Exchange PC:

user name = <user>, domain= parent domain, profile=<user>

Both Plug-ins should now be configured to use the same <user> mailbox, with the same <user>
profile, but with different domains.

7.9 Notes on Upgrading an older MAPI Agent Plug-in

Since version 6.10 and greater, Mailbox Active Directory names are the same as displayed in Exchange System
Manager Console. Note that this may cause a reseed if the names get changed.

During a MAPI Plug-in upgrade from an Agent with Jobs created prior to version 6.10, an attempt will be made
to automatically replace older MDB mailbox names (used within existing Backup Job selections) with Active
Directory names used by Exchange System Manager Console. However, if there are wildcard selections in your
MAPI Jobs, and some names do NOT coincide with the new Active Directory names, a pop-up will appear. Click
on "View details" to see the Upgrade.log showing which recipient’s mailboxes will not be selected or will be
added. If you proceed with the upgrade, you can later manually change the backup Job to correct wildcard
selections as shown in the log.

Note: You will not see this pop-up if all MDB names are successfully replaced with Active Directory names.
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MAPI Job Upgrade

Please note:

The MAPT upgrade has made an attempt to automatically replace older MDE mailbox names (used

within existing Backup Job selections) with Active Directory names used by Exchange Swstem
Manager Console,

Howewver, due ko the wildcard selections in wour MAPT jobs, some names do NOT coincide with the
new Active Directory names, Click on "iew details" to see which recipient’s mailboxes will not be

selected or will be added. IF vou proceed with the upgrade, vou can later manually change the
backup Job to correct wildcard selections as shown in the log.

[~ Iwant to proceed with upgrade of this Agent,

View Details | ek =

Zancel
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8 Appendix

8.1 Backup Considerations for Exchange 2007 CCR and LCR Setups
The Agent must be installed on both the Active and Passive nodes.

The Cluster Plug-in is not used for LCR as there is no shared storage.

For Disaster Recovery protection, you must back up:

e The entire C:\ drives (system state and data) on both the Active and Passive nodes.

e Exchange database

Note: There may be other dependencies/computers in your scenario that should be backed up as well: Active
Directory, DNS, and Certificate Services.

Important: The Agent Service running on the Passive Node(s) must have the appropriate permissions to access
the Active Exchange instance in order to obtain information regarding the mount status of databases.

WORKAROUND: The agent services (BUAgent and VVAgent) should be running as a domain user with the
following permissions: (Domain Administrator account will satisfy these requirements)

Exchange View-Only Administrator

Local administrators group (for the active node)

8.1.1 Disaster protection for LCR

e LCRrequires a single installation of the Agent.
e For Disaster Recovery protection, you must back up:
O The entire C:\ drive (system state and data)
0 Exchange database
0 Exchange Administrator permissions are required.

Note: There may be other dependencies/computers in your scenario that should be backed up as well: Active
Directory, DNS, and Certificate Services.

8.1.2 Exchange 2010/2013 Database Availability Group (DAG)

e The Agent must be installed on a DAG member containing copies of the databases to be backed up.
e The Cluster Plug-in is not used because there is no shared storage.

e For Disaster Recovery protection, you must back up:
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O The entire C:\ drives (System State and data) on both the Active and Passive nodes (open-file
management should be used)

0 Exchange database

Note: There might be other dependencies/computers in your scenario that should be backed up as well (e.g.,
Active Directory, DNS, and Certificate Services).

Important: The Agent Service running on the DAG member must have sufficient permission to access the
Active Exchange instance in order to obtain information regarding the mount status of databases.

WORKAROUND: Run the Agent services (BUAgent and VVAgent) as domain users with the following
permissions. (Domain Administrator account will satisfy these requirements.)

e Exchange View-Only Administrator

e Local administrator group (for the Active node)

8.1.3 Restore Considerations

Disaster recovery for CCR

1. (If necessary) Re-install OS to the machine where Active Directory, DNS and Certificate Services will
reside.

2. (If necessary) Restore Active Directory, DNS and Certificate Services.
3. Re-install OS for each CCR node where Exchange will reside.

4. Restore the System state and data Job to node 1. Re-boot on prompt. (Your original static IP’s should
be restored at this point.)

5. Restore the System state and data Job to node 2. Re-boot on prompt. (Your original static IPs should
be restored at this point.)

6. You may need to re-start cluster services.

7. Restore the Exchange database.

Disaster recovery for LCR:

1. (If necessary) Re-install OS to the machine where Active Directory, DNS and Certificate Services will
reside.

2. (If necessary) Restore Active Directory, DNS and Certificate Services.
3. Re-install OS to the machine where Exchange will reside.
4. Restore the System state and data Job (Re-boot on prompt)

5. Restore the Exchange database.
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8.2 Other Exchange Considerations

The situation: You are running incremental backups, using separate Jobs, in the same Storage Group(s)
(Exchange 2003/2007) or Database(s) (Exchange 2010/2013). The first Job does a full backup, then an
incremental. The second Job does a full backup, then an incremental. The first incremental backup’s pointers
are now invalidated by the second incremental backup, because both Jobs are sharing the same incremental

pointers/markers.

The second Job can be restored, but the first will give errors if you try to restore it because it is trying to use
the markers from the last incremental backup, which belong to the second backup. So, the roll forward option
cannot be used in this case for the first Job.

Following is an example of steps that can cause this situation:

Launch a full DR backup of your store.
e Launch a MAPI backup of your store.

e Once both of the above backups are completed, restore the MAPI backup (but only restore a single
mailbox to create a few transaction log files).

e Once the MAPI restore is complete, unmount the store and attempt a DR restore of this store with
the "roll forward" and "hard recovery" options selected.

e Restore will complete, but the playback of the logs fails (see Event Viewer).

Use separate Storage Group(s) (Exchange 2003/2007), do everything in the same Job, or keep track of which
incremental backup was last done.

The situation: An Active Directory user has login disabled. The MAPI backup attempts to open the mailbox and
receives a “failed to open mailbox”, and “error logging to mailbox ...” errors. This is a limitation on MAPI
requirements.

As a workaround, establish login hours for the user so that the backup can access the mailbox.

The situation: When backing up Exchange Mailboxes, and Public Folders, you can select several options (Back
up Email Messages, Calendar, Notes, Tasks, Contacts, etc.). Note the following conditions for Mailboxes and
Public Folders:

Without Messages selected, you are unable to back up attachments or messages from any folder, with the
exception of special Outlook items (which are provided by other check boxes).

The selection of Outbox Folder, Sent mail, or Deleted items is not valid without something from above selected
for backup (Messages, Notes, etc.) depending on what you are trying to back up in these folders.

Other notes:

© Page 70



Microsoft Exchange Plug-in 7.2 User Guide Exchange MAPI Setup

Installing the Agent on different nodes of the same Database Availability Group (DAG) is allowed. Make sure
that database backups are not overlapping. The active and copy databases are considered the same database

even if they are on different nodes.

Third Party VSS Writers are not supported for the Exchange DR Plug-in. The Exchange DR Plug-in only supports
the Exchange VSS Writers that came with Exchange.
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