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I ntr od u c ti on  
T h i s  d o c u m e n t  c o n t a i n s  i n f o r m a t i o n  o n  h o w  t o  t r o u b l e s h o o t  s e v e r a l  c o m m o n  D y n a m i c  H o s t  
C o n f i g u r a t i o n  P r o t o c o l  (D H C P )  i s s u e s  t h a t  c a n  a r i s e  w i t h i n  a  C i s c o  C a t a l y s t  s w i t c h  n e t w o r k . T h i s  
d o c u m e n t  i n c l u d e s  t r o u b l e s h o o t i n g  t h e  u s e  o f  t h e  C i s c o  I O S ®  D H C P / B o o t P  R e l a y  A g e n t  f e a t u r e .  

P r er eq u i si tes  
Requirements  
T h e r e  a r e  n o  s p e c i f i c  p r e r e q u i s i t e s  f o r  t h i s  d o c u m e n t . 

C o mp o nents U sed   
T h i s  d o c u m e n t  i s  n o t  r e s t r i c t e d  t o  s p e c i f i c  s o f t w a r e  a n d  h a r d w a r e  v e r s i o n s . 
T h e  i n f o r m a t i o n  p r e s e n t e d  i n  t h i s  d o c u m e n t  w a s  c r e a t e d  f r o m  d e v i c e s  i n  a  s p e c i f i c  l a b  e n v i r o n m e n t . 
A l l  o f  t h e  d e v i c e s  u s e d  i n  t h i s  d o c u m e n t  s t a r t e d  w i t h  a  c l e a r e d  (d e f a u l t )  c o n f i g u r a t i o n . I f  y o u  a r e  
w o r k i n g  i n  a  l i v e  n e t w o r k , e n s u r e  t h a t  y o u  u n d e r s t a n d  t h e  p o t e n t i a l  i m p a c t  o f  a n y  c o m m a n d  b e f o r e  
u s i n g  i t . 

C o nv entio ns  
F o r  m o r e  i n f o r m a t i o n  o n  d o c u m e n t  c o n v e n t i o n s , s e e  t h e  C i s c o  T e c h n i c a l  T i p s  C o n v e n t i o n s . 

K ey  C o nc ep ts  
B e l o w  a r e  s e v e r a l  k e y  c o n c e p t s  o f  D H C P :   

� D H C P  c l i e n t s  i n i t i a l l y  h a v e  n o  c o n f i g u r e d  I P  a d d r e s s , a n d  m u s t  t h e r e f o r e  s e n d  a  b r o a d c a s t  
r e q u e s t  t o  o b t a i n  a n  I P  a d d r e s s  f r o m  a  D H C P  s e r v e r .  

� R o u t e r s , b y  d e f a u l t , d o  n o t  f o r w a r d  b r o a d c a s t s . I t  i s  n e c e s s a r y  t o  a c c o m m o d a t e  c l i e n t  D H C P  
b r o a d c a s t  r e q u e s t s  i f  t h e  D H C P  s e r v e r  i s  o n  a n o t h e r  b r o a d c a s t  d o m a i n  (L a y e r  3 (L 3)  n e t w o r k ) . 
T h i s  i s  p e r f o r m e d  b y  u s e  o f  a  D H C P  R e l a y  A g e n t .  

� T h e  C i s c o  r o u t e r  i m p l e m e n t a t i o n  o f  D H C P  R e l a y  i s  p r o v i d e d  v i a  i n t e r f a c e -l e v e l  ip  h e l p e r 
c o m m a n d s  

E x a mp l e S c ena rio s  
S ce na rio 1 :  C is co R oute r R outing  b e tw e e n D H C P  C l ie nt a nd S e rv e r' s  N e tw ork s   
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A s  c o n f i g u r e d  i n  t h e  d i a g r a m  a b o v e , i n t e r f a c e  Et h e r n e t 1 w i l l  f o r w a r d  t h e  c l i e n t ' s  b r o a d c a s t e d  
D H C P D I S C O V ER  t o  192.168.2.2 v i a  i n t e r f a c e  Et h e r n e t 1. T h e  D H C P  s e r v e r  w i l l  f u l f i l l  t h e  r e q u e s t  
v i a  u n i c a s t . N o  f u r t h e r  c o n f i g u r a t i o n  t o  t h e  r o u t e r  i s  n e c e s s a r y  i n  t h i s  e x a m p l e .  
S ce na rio 2 :  C is co C a ta l y s t S w itch  w ith  L 3  M odul e  R outing  b e tw e e n D H C P  C l ie nt a nd S e rv e r' s  
N e tw ork s   

A s  c o n f i g u r e d  i n  t h e  d i a g r a m  a b o v e , i n t e r f a c e  V L A N 20  w i l l  f o r w a r d  t h e  c l i e n t ' s  b r o a d c a s t e d  
D H C P D I S C O V ER  t o  192.168.2.2 v i a  i n t e r f a c e  V L A N 10 . T h e  D H C P  s e r v e r  w i l l  f u l f i l l  t h e  r e q u e s t  
v i a  u n i c a s t . N o  f u r t h e r  c o n f i g u r a t i o n  t o  t h e  r o u t e r  i s  n e c e s s a r y  i n  t h i s  e x a m p l e . T h e  s w i t c h  p o r t s  w i l l  
n e e d  t o  b e  c o n f i g u r e d  a s  h o s t  p o r t s  a n d  h a v e  S p a n n i n g -T r e e  P r o t o c o l  (S T P )  p o r t f a s t  e n a b l e d , a n d  
t r u n k i n g  a n d  c h a n n e l i n g  d i s a b l e d . 
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B a c k g ro und  I nf o rma tio n  
D H C P  p r o v i d e s  a  m e c h a n i s m  t h r o u g h  w h i c h  c o m p u t e r s  u s i n g  T r a n s m i s s i o n  C o n t r o l  
P r o t o c o l / I n t e r n e t  P r o t o c o l  (T C P / I P )  c a n  o b t a i n  p r o t o c o l  c o n f i g u r a t i o n  p a r a m e t e r s  a u t o m a t i c a l l y  
t h r o u g h  t h e  n e t w o r k . D H C P  i s  a n  o p e n  s t a n d a r d  t h a t  w a s  d e v e l o p e d  b y  t h e  D y n a m i c  H o s t  
C o n f i g u r a t i o n -W o r k i n g  G r o u p   (D H C -W G )  o f  t h e  I n t e r n e t  En g i n e e r i n g  T a s k  F o r c e   (I ET F ) . 
D H C P  i s  b a s e d  o n  a  c l i e n t -s e r v e r  p a r a d i g m , i n  w h i c h  t h e  D H C P  c l i e n t , f o r  e x a m p l e , a  d e s k t o p  
c o m p u t e r , c o n t a c t s  a  D H C P  s e r v e r  f o r  c o n f i g u r a t i o n  p a r a m e t e r s . T h e  D H C P  s e r v e r  i s  t y p i c a l l y  
c e n t r a l l y  l o c a t e d  a n d  o p e r a t e d  b y  t h e  n e t w o r k  a d m i n i s t r a t o r . B e c a u s e  t h e  s e r v e r  i s  r u n  b y  a  n e t w o r k  
a d m i n i s t r a t o r , D H C P  c l i e n t s  c a n  b e  r e l i a b l y  a n d  d y n a m i c a l l y  c o n f i g u r e d  w i t h  p a r a m e t e r s  a p p r o p r i a t e  
t o  t h e  c u r r e n t  n e t w o r k  a r c h i t e c t u r e .  
M o s t  e n t e r p r i s e  n e t w o r k s  c o n s i s t  o f  m u l t i p l e  s u b n e t s  d i v i d e d  i n t o  s u b n e t w o r k s  r e f e r r e d  t o  a s  V i r t u a l  
L A N S  (V L A N s ) , w h e r e  r o u t e r s  r o u t e  b e t w e e n  t h e  s u b n e t w o r k s . S i n c e  r o u t e r s  d o  n o t  p a s s  b r o a d c a s t s  
b y  d e f a u l t , a  D H C P  s e r v e r  w o u l d  b e  n e e d e d  o n  e a c h  s u b n e t  u n l e s s  t h e  r o u t e r s  a r e  c o n f i g u r e d  t o  
f o r w a r d  t h e  D H C P  b r o a d c a s t  u s i n g  t h e  D H C P  R e l a y  A g e n t  f e a t u r e .  

U nd er sta nd i ng  D H CP   
D H C P  w a s  o r i g i n a l l y  d e f i n e d  i n  R e q u e s t s  f o r  C o m m e n t s  (R F C s )  1531 , a n d  h a s  s i n c e  b e e n  
o b s o l e t e d  b y  R F C  2131 . D H C P  i s  b a s e d  o n  t h e  B o o t s t r a p  P r o t o c o l  (B o o t P ) , w h i c h  i s  d e f i n e d  i n  
R F C  951 .  
D H C P  i s  u s e d  b y  w o r k s t a t i o n s  (h o s t s )  t o  g e t  i n i t i a l  c o n f i g u r a t i o n  i n f o r m a t i o n , s u c h  a s  a n  I P  a d d r e s s , 
s u b n e t  m a s k , a n d  d e f a u l t  g a t e w a y  u p o n  b o o t u p . S i n c e  e a c h  h o s t  n e e d s  a n  I P  a d d r e s s  t o  c o m m u n i c a t e  
i n  a n  I P  n e t w o r k , D H C P  e a s e s  t h e  a d m i n i s t r a t i v e  b u r d e n  o f  m a n u a l l y  c o n f i g u r i n g  e a c h  h o s t  w i t h  a n  
I P  a d d r e s s . F u r t h e r m o r e , i f  a  h o s t  m o v e s  t o  a  d i f f e r e n t  I P  s u b n e t , i t  h a s  t o  u s e  a  d i f f e r e n t  I P  a d d r e s s  
t h a n  t h e  o n e  i t  w a s  p r e v i o u s l y  u s i n g . D H C P  t a k e s  c a r e  o f  t h i s  a u t o m a t i c a l l y , b y  a l l o w i n g  t h e  h o s t  t o  
c h o o s e  a n  I P  a d d r e s s  i n  t h e  c o r r e c t  I P  s u b n e t .  

C urrent D H C P  RF C  Ref erenc es  
� R F C  2131 - D H C P   
� R F C  2132 - D H C P  O p t i o n s  a n d  B o o t P  V e n d o r  Ex t e n s i o n s   
� R F C  1534 - I n t e r o p e r a t i o n  b e t w e e n  D H C P  a n d  B o o t P  
� R F C  1542 - C l a r i f i c a t i o n s  a n d  Ex t e n s i o n s  f o r  t h e  B o o t P  
� R F C  2241 - D H C P  O p t i o n s  f o r  N o v e l l  D i r e c t o r y  S e r v i c e s   
� R F C  2242 - N e t w a r e / I P  D o m a i n  N a m e  a n d  I n f o r m a t i o n   
� R F C  2489 - P r o c e d u r e  f o r  D e f i n i n g  N e w  D H C P  O p t i o n s  

D H C P  u s e s  a  c l i e n t -s e r v e r  m o d e l  w h e r e  o n e  o r  m o r e  s e r v e r s  (D H C P  s e r v e r s )  a l l o c a t e  I P  a d d r e s s e s  
a n d  o t h e r  o p t i o n a l  c o n f i g u r a t i o n  p a r a m e t e r s  t o  c l i e n t s  (h o s t s )  u p o n  c l i e n t  b o o t u p . T h e s e  
c o n f i g u r a t i o n  p a r a m e t e r s  a r e  l e a s e d  b y  t h e  s e r v e r  t o  t h e  c l i e n t  f o r  s o m e  s p e c i f i e d  a m o u n t  o f  t i m e . 
W h e n  a  h o s t  b o o t s  u p , t h e  T C P / I P  s t a c k  i n  t h e  h o s t  t r a n s m i t s  a  b r o a d c a s t  (D H C P D I S C O V ER )  
m e s s a g e  i n  o r d e r  t o  g a i n  a n  I P  a d d r e s s  a n d  s u b n e t  m a s k , a m o n g  o t h e r  c o n f i g u r a t i o n  p a r a m e t e r s . T h i s  
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i n i t i a t e s  a n  e x c h a n g e  b e t w e e n  t h e  D H C P  s e r v e r  a n d  t h e  h o s t . D u r i n g  t h i s  e x c h a n g e , t h e  c l i e n t  p a s s e s  
t h r o u g h  t h e  s e v e r a l  w e l l  d e f i n e d  s t a t e s  l i s t e d  b e l o w :   
1. I n i t i a l i z i n g   
2. S e l e c t i n g   
3. R e q u e s t i n g  
4. B o u n d  
5. R e n e w i n g  
6. R e b i n d i n g  

I n  m o v i n g  b e t w e e n  t h e  s t a t e s  l i s t e d  a b o v e , t h e  c l i e n t  a n d  s e r v e r  m a y  e x c h a n g e  t h e  t y p e s  o f  m e s s a g e s  
l i s t e d  i n  t h e  D H C P  M e s s a g e  T a b l e  b e l o w .  

D H C P  M essa g e T a b l e  

R e f e re nce  M e s s a g e  U s e  
0 x 0 1  D H C P D I S C O V ER  T h e  c l i e n t  i s  l o o k i n g  f o r  a v a i l a b l e  D H C P  s e r v e r s .  
0 x 0 2  D H C P O F F ER   T h e  s e r v e r  r e s p o n s e  t o  t h e  

c l i e n t  D H C P D I S C O V ER .  

0 x 0 3  D H C P R EQ U ES T   
T h e  c l i e n t  b r o a d c a s t s  t o  
t h e  s e r v e r , r e q u e s t i n g  
o f f e r e d  p a r a m e t e r s  f r o m  
o n e  s e r v e r  s p e c i f i c a l l y , a s  
d e f i n e d  i n  t h e  p a c k e t .  

0 x 0 4  D H C P D EC L I N E  
T h e  c l i e n t -t o -s e r v e r  
c o m m u n i c a t i o n , 
i n d i c a t i n g  t h a t  t h e  
n e t w o r k  a d d r e s s  i s  
a l r e a d y  i n  u s e .  

0 x 0 5  D H C P A C K   
T h e  s e r v e r -t o -c l i e n t  
c o m m u n i c a t i o n  w i t h  
c o n f i g u r a t i o n  p a r a m e t e r s , 
i n c l u d i n g  c o m m i t t e d  
n e t w o r k  a d d r e s s .  

0 x 0 6  D H C P N A K   
T h e  s e r v e r -t o -c l i e n t  
c o m m u n i c a t i o n , r e f u s i n g  
t h e  r e q u e s t  f o r  
c o n f i g u r a t i o n  p a r a m e t e r . 

0 x 0 7  D H C P R EL EA S E  
T h e  c l i e n t -t o -s e r v e r  
c o m m u n i c a t i o n , 
r e l i n q u i s h i n g  n e t w o r k  
a d d r e s s  a n d  c a n c e l i n g  
r e m a i n i n g  l e a s e .  
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D H C P D IS C O V E R  
W h e n  a  c l i e n t  b o o t s  u p  f o r  t h e  f i r s t  t i m e , i t  i s  s a i d  t o  b e  i n  t h e  I n i t i a l i z i n g  s t a t e , a n d  t r a n s m i t s  a  
D H C P D I S C O V ER  m e s s a g e  o n  i t s  l o c a l  p h y s i c a l  s u b n e t  o v e r  U s e r  D a t a g r a m  P r o t o c o l  (U D P )  p o r t  67 
(B o o t P  s e r v e r ) . S i n c e  t h e  c l i e n t  h a s  n o  w a y  o f  k n o w i n g  t h e  s u b n e t  t o  w h i c h  i t  b e l o n g s , t h e  
D H C P D I S C O V ER  i s  a n  a l l  s u b n e t s  b r o a d c a s t  (d e s t i n a t i o n  I P  a d d r e s s  o f  255.255.255.255) , w i t h  a  
s o u r c e  I P  a d d r e s s  o f  0 .0 .0 .0 . T h e  s o u r c e  I P  a d d r e s s  i s  0 .0 .0 .0 , s i n c e  t h e  c l i e n t  d o e s  n o t  h a v e  a  
c o n f i g u r e d  I P  a d d r e s s . I f  a  D H C P  s e r v e r  e x i s t s  o n  t h i s  l o c a l  s u b n e t  a n d  i s  c o n f i g u r e d  a n d  o p e r a t i n g  
c o r r e c t l y , t h e  D H C P  s e r v e r  w i l l  h e a r  t h e  b r o a d c a s t  a n d  r e s p o n d  w i t h  a  D H C P O F F ER  m e s s a g e . I f  a  
D H C P  s e r v e r  d o e s  n o t  e x i s t  o n  t h e  l o c a l  s u b n e t , t h e r e  m u s t  b e  a  D H C P / B o o t P  R e l a y  A g e n t  o n  t h i s  
l o c a l  s u b n e t  t o  f o r w a r d  t h e  D H C P D I S C O V ER  m e s s a g e  t o  a  s u b n e t  t h a t  c o n t a i n s  a  D H C P  s e r v e r .  
T h i s  r e l a y  a g e n t  c a n  e i t h e r  b e  a  d e d i c a t e d  h o s t  (f o r  e x a m p l e , M i c r o s o f t  W i n d o w s  S e r v e r ) , o r  r o u t e r  
(f o r  e x a m p l e , a  C i s c o  r o u t e r  c o n f i g u r e d  w i t h  i n t e r f a c e  l e v e l  I P  h e l p e r  s t a t e m e n t s ) .  
D H C P O F F E R  
A  D H C P  s e r v e r  t h a t  r e c e i v e s  a  D H C P D I S C O V ER  m e s s a g e  m a y  r e s p o n d  w i t h  a  D H C P O F F ER  
m e s s a g e  o n  U D P  p o r t  68 (B o o t P  c l i e n t ) . T h e  c l i e n t  r e c e i v e s  t h e  D H C P O F F ER  a n d  m o v e s  i n t o  t h e  
S e l e c t i n g  s t a t e . T h i s  D H C P O F F ER  m e s s a g e  c o n t a i n s  i n i t i a l  c o n f i g u r a t i o n  i n f o r m a t i o n  f o r  t h e  c l i e n t . 
F o r  e x a m p l e , t h e  D H C P  s e r v e r  w i l l  f i l l  i n  t h e  y i a d d r  f i e l d  o f  t h e  D H C P O F F ER  m e s s a g e  w i t h  t h e  
r e q u e s t e d  I P  a d d r e s s . T h e  s u b n e t  m a s k  a n d  d e f a u l t  g a t e w a y  a r e  s p e c i f i e d  i n  t h e  o p t i o n s  f i e l d , s u b n e t  
m a s k  a n d  r o u t e r  o p t i o n s , r e s p e c t i v e l y . O t h e r  c o m m o n  o p t i o n s  i n  t h e  D H C P O F F ER  m e s s a g e  i n c l u d e  
I P  A d d r e s s  l e a s e  t i m e , r e n e w a l  t i m e , d o m a i n  n a m e  s e r v e r , a n d  N e t B I O S  n a m e  s e r v e r  (W I N S ) . T h e  
D H C P  s e r v e r  w i l l  s e n d  t h e  D H C P O F F ER  t o  t h e  b r o a d c a s t  a d d r e s s , b u t  w i l l  i n c l u d e  t h e  c l i e n t s  
h a r d w a r e  a d d r e s s  i n  t h e  c h a d d r  f i e l d  o f  t h e  o f f e r , s o  t h e  c l i e n t  k n o w s  t h a t  i t  i s  t h e  i n t e n d e d  
d e s t i n a t i o n . I n  t h e  e v e n t  t h a t  t h e  D H C P  s e r v e r  i s  n o t  o n  t h e  l o c a l  s u b n e t , t h e  D H C P  s e r v e r  w i l l  s e n d  
t h e  D H C P O F F ER , a s  a  u n i c a s t  p a c k e t , o n  U D P  p o r t  67, b a c k  t o  t h e  D H C P / B o o t P  R e l a y  A g e n t  f r o m  
w h i c h  t h e  D H C P D I S C O V ER  c a m e . T h e  D H C P / B o o t P  R e l a y  A g e n t  w i l l  t h e n  e i t h e r  b r o a d c a s t  o r  
u n i c a s t  t h e  D H C P O F F ER  o n  t h e  l o c a l  s u b n e t  o n  U D P  p o r t  68, d e p e n d i n g  o n  t h e  B r o a d c a s t  f l a g  s e t  
b y  t h e  B o o t p  c l i e n t . 
D H C P R E Q U E S T  
A f t e r  t h e  c l i e n t  r e c e i v e s  a  D H C P O F F ER , i t  r e s p o n d s  w i t h  a  D H C P R EQ U ES T  m e s s a g e , i n d i c a t i n g  
i t s  i n t e n t  t o  a c c e p t  t h e  p a r a m e t e r s  i n  t h e  D H C P O F F ER , a n d  m o v e s  i n t o  t h e  R e q u e s t i n g  s t a t e . T h e  
c l i e n t  m a y  r e c e i v e  m u l t i p l e  D H C P O F F ER  m e s s a g e s , o n e  f r o m  e a c h  D H C P  s e r v e r  t h a t  r e c e i v e d  t h e  
o r i g i n a l  D H C P D I S C O V ER  m e s s a g e . T h e  c l i e n t  c h o o s e s  o n e  D H C P O F F ER  a n d  r e s p o n d s  t o  t h a t  
D H C P  s e r v e r  o n l y , i m p l i c i t l y  d e c l i n i n g  a l l  o t h e r  D H C P O F F ER  m e s s a g e s . T h e  c l i e n t  i d e n t i f i e s  t h e  
s e l e c t e d  s e r v e r  b y  p o p u l a t i n g  t h e  S e r v e r  I d e n t i f i e r  o p t i o n  f i e l d  w i t h  t h e  D H C P  s e r v e r ' s  I P  a d d r e s s . 
T h e  D H C P R EQ U ES T  i s  a l s o  a  b r o a d c a s t , s o  a l l  D H C P  s e r v e r s  t h a t  s e n t  a  D H C P O F F ER  w i l l  s e e  t h e  
D H C P R EQ U ES T , a n d  e a c h  w i l l  k n o w  w h e t h e r  i t s  D H C P O F F ER  w a s  a c c e p t e d  o r  d e c l i n e d . A n y  
a d d i t i o n a l  c o n f i g u r a t i o n  o p t i o n s  t h a t  t h e  c l i e n t  r e q u i r e s  w i l l  b e  i n c l u d e d  i n  t h e  o p t i o n s  f i e l d  o f  t h e  
D H C P R EQ U ES T  m e s s a g e . Ev e n  t h o u g h  t h e  c l i e n t  h a s  b e e n  o f f e r e d  a n  I P  a d d r e s s , i t  w i l l  s e n d  t h e  
D H C P R EQ U ES T  m e s s a g e  w i t h  a  s o u r c e  I P  a d d r e s s  o f  0 .0 .0 .0 . A t  t h i s  t i m e , t h e  c l i e n t  h a s  n o t  y e t  

0 x 0 8  D H C P I N F O R M   

T h e  c l i e n t -t o -s e r v e r  
c o m m u n i c a t i o n , a s k i n g  
f o r  o n l y  l o c a l  
c o n f i g u r a t i o n  p a r a m e t e r s  
t h a t  t h e  c l i e n t  a l r e a d y  h a s  
e x t e r n a l l y  c o n f i g u r e d  a s  
a n  a d d r e s s .  
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r e c e i v e d  v e r i f i c a t i o n  t h a t  i t  i s  c l e a r  t o  u s e  t h e  I P  a d d r e s s .  
D H C P A C K  
A f t e r  t h e  D H C P  s e r v e r  r e c e i v e s  t h e  D H C P R EQ U ES T , i t  a c k n o w l e d g e s  t h e  r e q u e s t  w i t h  a  
D H C P A C K  m e s s a g e , t h u s  c o m p l e t i n g  t h e  i n i t i a l i z a t i o n  p r o c e s s . T h e  D H C P A C K  m e s s a g e  h a s  a  
s o u r c e  I P  a d d r e s s  o f  t h e  D H C P  s e r v e r , a n d  t h e  d e s t i n a t i o n  a d d r e s s  i s  o n c e  a g a i n  a  b r o a d c a s t  a n d  
c o n t a i n s  a l l  t h e  p a r a m e t e r s  t h a t  t h e  c l i e n t  r e q u e s t e d  i n  t h e  D H C P R EQ U ES T  m e s s a g e . W h e n  t h e  
c l i e n t  r e c e i v e s  t h e  D H C P A C K , i t  e n t e r s  i n t o  t h e  B o u n d  s t a t e , a n d  i s  n o w  f r e e  t o  u s e  t h e  I P  a d d r e s s  t o  
c o m m u n i c a t e  o n  t h e  n e t w o r k . M e a n w h i l e , t h e  D H C P  s e r v e r  s t o r e s  t h e  l e a s e  i n  i t s  d a t a b a s e  a n d  
u n i q u e l y  i d e n t i f i e s  i t  u s i n g  t h e  c l i e n t  i d e n t i f i e r  o r  c h a d d r , a n d  t h e  a s s o c i a t e d  I P  a d d r e s s . B o t h  t h e  
c l i e n t  a n d  s e r v e r  w i l l  u s e  t h i s  c o m b i n a t i o n  o f  i d e n t i f i e r s  t o  r e f e r  t o  t h e  l e a s e . T h e  c l i e n t  i d e n t i f i e r  i s  
t h e  M a c  a d d r e s s  o f  t h e  d e v i c e  p l u s  t h e  m e d i a  t y p e . 
B e f o r e  t h e  D H C P  c l i e n t  b e g i n s  u s i n g  t h e  n e w  a d d r e s s , t h e  D H C P  c l i e n t  m u s t  c a l c u l a t e  t h e  t i m e  
p a r a m e t e r s  a s s o c i a t e d  w i t h  a  l e a s e d  a d d r e s s , w h i c h  a r e  L e a s e  T i m e  (L T ) , R e n e w a l  T i m e  (T 1) , a n d  
R e b i n d  T i m e  (T 2) . T h e  t y p i c a l  d e f a u l t  L T  i s  72 h o u r s . Y o u  c a n  u s e  s h o r t e r  l e a s e  t i m e s  t o  c o n s e r v e  
a d d r e s s e s , i f  n e e d e d .  
D H C P N A K  
I f  t h e  s e l e c t e d  s e r v e r  i s  u n a b l e  t o  s a t i s f y  t h e  D H C P R EQ U ES T  m e s s a g e , t h e  D H C P  s e r v e r  w i l l  
r e s p o n d  w i t h  a  D H C P N A K  m e s s a g e . W h e n  t h e  c l i e n t  r e c e i v e s  a  D H C P N A K  m e s s a g e , o r  d o e s  n o t  
r e c e i v e  a  r e s p o n s e  t o  a  D H C P R EQ U ES T  m e s s a g e , t h e  c l i e n t  r e s t a r t s  t h e  c o n f i g u r a t i o n  p r o c e s s  b y  
g o i n g  i n t o  t h e  R e q u e s t i n g  s t a t e . T h e  c l i e n t  w i l l  r e t r a n s m i t  t h e  D H C P R EQ U ES T  a t  l e a s t  f o u r  t i m e s  
w i t h i n  60  s e c o n d s  b e f o r e  r e s t a r t i n g  t h e  I n i t i a l i z i n g  s t a t e .  
D H C P D E C L IN E  
T h e  c l i e n t  r e c e i v e s  t h e  D H C P A C K  a n d  w i l l  o p t i o n a l l y  p e r f o r m  a  f i n a l  c h e c k  o n  t h e  p a r a m e t e r s . T h e  
c l i e n t  p e r f o r m s  t h i s  p r o c e d u r e  b y  s e n d i n g  A d d r e s s  R e s o l u t i o n  P r o t o c o l  (A R P )  r e q u e s t s  f o r  t h e  I P  
a d d r e s s  p r o v i d e d  i n  t h e  D H C P A C K . I f  t h e  c l i e n t  d e t e c t s  t h a t  t h e  a d d r e s s  i s  a l r e a d y  i n  u s e  b y  
r e c e i v i n g  a  r e p l y  t o  t h e  A R P  r e q u e s t , t h e  c l i e n t  w i l l  s e n d  a  D H C P D EC L I N E m e s s a g e  t o  t h e  s e r v e r  
a n d  r e s t a r t  t h e  c o n f i g u r a t i o n  p r o c e s s  b y  g o i n g  i n t o  t h e  R e q u e s t i n g  s t a t e .  
D H C P IN F O R M  
I f  a  c l i e n t  h a s  o b t a i n e d  a  n e t w o r k  a d d r e s s  t h r o u g h  s o m e  o t h e r  m e a n s  o r  h a s  a  m a n u a l l y  c o n f i g u r e d  I P  
a d d r e s s , a  c l i e n t  w o r k s t a t i o n  m a y  u s e  a  D H C P I N F O R M  r e q u e s t  m e s s a g e  t o  o b t a i n  o t h e r  l o c a l  
c o n f i g u r a t i o n  p a r a m e t e r s , s u c h  a s  t h e  d o m a i n  n a m e  a n d  D o m a i n  N a m e  S e r v e r s  (D N S s ) . D H C P  
s e r v e r s  r e c e i v i n g  a  D H C P I N F O R M  m e s s a g e  c o n s t r u c t  a  D H C P A C K  m e s s a g e  w i t h  a n y  l o c a l  
c o n f i g u r a t i o n  p a r a m e t e r s  a p p r o p r i a t e  f o r  t h e  c l i e n t  w i t h o u t  a l l o c a t i n g  a  n e w  I P  a d d r e s s . T h i s  
D H C P A C K  w i l l  b e  s e n t  u n i c a s t  t o  t h e  c l i e n t .  
D H C P R E L E A S E  
A  D H C P  c l i e n t  m a y  c h o o s e  t o  r e l i n q u i s h  i t s  l e a s e  o n  a  n e t w o r k  a d d r e s s  b y  s e n d i n g  a  
D H C P R EL EA S E m e s s a g e  t o  t h e  D H C P  s e r v e r . T h e  c l i e n t  i d e n t i f i e s  t h e  l e a s e  t o  b e  r e l e a s e d  b y  t h e  
u s e  o f  t h e  client identifier f i e l d  a n d  n e t w o r k  a d d r e s s  i n  t h e  D H C P R EL EA S E m e s s a g e . I f  y o u  
n e e d  t o  e x t e n d  t h e  c u r r e n t  D H C P  p o o l  r a n g e , r e m o v e  t h e  c u r r e n t  p o o l  o f  a d d r e s s e s  a n d  s p e c i f y  t h e  
n e w  r a n g e  o f  I P  a d d r e s s e s  u n d e r  t h e  D H C P  p o o l . I n  o r d e r  t o  r e m o v e  s p e c i f i c  I P  a d d r e s s e s  o r  a  r a n g e  
o f  a d d r e s s e s  t h a t  y o u  w a n t  t o  b e  i n  t h e  D H C P  p o o l , u s e  t h e  c o m m a n d  ip  dh cp  e x cl ude d-a ddre s s . 
N ote :  I f  d e v i c e s  u s e  B O O T P , i n f i n i t e  l e n g t h  l e a s e s  a r e  s h o w n  i n  t h e  D H C P  b i n d i n g s  o f  r o u t e r s . 
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Renew ing  th e L ea se  
S i n c e  t h e  I P  a d d r e s s  i s  o n l y  l e a s e d  f r o m  t h e  s e r v e r , t h e  l e a s e  m u s t  b e  r e n e w e d  f r o m  t i m e  t o  t i m e . 
W h e n  o n e  h a l f  o f  t h e  l e a s e  t i m e  h a s  e x p i r e d  (T 1= 0 .5 x  L T ) , t h e  c l i e n t  w i l l  t r y  t o  r e n e w  t h e  l e a s e . T h e  
c l i e n t  e n t e r s  t h e  R e n e w i n g  s t a t e  a n d  s e n d s  a  D H C P R EQ U ES T  m e s s a g e  t o  t h e  s e r v e r , w h i c h  h o l d s  
t h e  c u r r e n t  l e a s e . T h e  s e v e r  w i l l  r e p l y  t o  t h e  r e q u e s t  t o  r e n e w  w i t h  a  D H C P A C K  m e s s a g e  i f  i t  a g r e e s  
t o  r e n e w  t h e  l e a s e . T h e  D H C P A C K  m e s s a g e  w i l l  c o n t a i n  t h e  n e w  l e a s e  a n d  a n y  n e w  c o n f i g u r a t i o n  
p a r a m e t e r s , i n  t h e  e v e n t  t h a t  a n y  c h a n g e s  a r e  m a d e  t o  t h e  s e r v e r  d u r i n g  t h e  t i m e  o f  t h e  p r e v i o u s  
l e a s e . I f  t h e  c l i e n t  i s  u n a b l e  t o  r e a c h  t h e  s e r v e r  h o l d i n g  t h e  l e a s e  f o r  s o m e  r e a s o n , i t  w i l l  a t t e m p t  t o  
r e n e w  t h e  a d d r e s s  f r o m  a n y  D H C P  s e r v e r  a f t e r  t h e  o r i g i n a l  D H C P  s e r v e r  h a s  n o t  r e s p o n d e d  t o  t h e  
r e n e w a l  r e q u e s t s  w i t h i n  a  t i m e  T 2. T h e  d e f a u l t  v a l u e  o f  T 2 i s  ( 7/ 8 x  L T ) . T h i s  m e a n s  T 1 < T 2< L T .  
I f  t h e  c l i e n t  p r e v i o u s l y  h a d  a  D H C P  a s s i g n e d  I P  a d d r e s s  a n d  i t  i s  r e s t a r t e d , t h e  c l i e n t  w i l l  s p e c i f i c a l l y  
r e q u e s t  t h e  p r e v i o u s l y  l e a s e d  I P  a d d r e s s  i n  a  D H C P R EQ U ES T  p a c k e t . T h i s  D H C P R EQ U ES T  w i l l  
s t i l l  h a v e  t h e  s o u r c e  I P  a d d r e s s  a s  0 .0 .0 .0 , a n d  t h e  d e s t i n a t i o n  a s  t h e  I P  b r o a d c a s t  a d d r e s s  
255.255.255.255.  
A  c l i e n t  s e n d i n g  a  D H C P R EQ U ES T  d u r i n g  a  r e b o o t  m u s t  n o t  f i l l  i n  t h e  s e r v e r  i n d e n t i f i e r  f i e l d , a n d  
m u s t  i n s t e a d  f i l l  i n  t h e  r e q u e s t e d  I P  a d d r e s s  o p t i o n  f i e l d . S t r i c t l y  R F C  c o m p l i a n t  c l i e n t s  w i l l  p o p u l a t e  
t h e  c i a d d r  f i e l d  w i t h  t h e  a d d r e s s  r e q u e s t e d  i n s t e a d  o f  t h e  D H C P  o p t i o n  f i e l d . T h e  D H C P  s e r v e r  w i l l  
a c c e p t  e i t h e r  m e t h o d . T h e  b e h a v i o r  o f  t h e  D H C P  s e r v e r  d e p e n d s  o n  a  n u m b e r  o f  f a c t o r s , s u c h  a s  i n  
t h e  c a s e  o f  W i n d o w s  N T  D H C P  s e r v e r s , t h e  v e r s i o n  o f  t h e  o p e r a t i n g  s y s t e m  b e i n g  u s e d , a s  w e l l  a s  
o t h e r  f a c t o r s , s u c h  a s  s u p e r s c o p i n g . I f  t h e  D H C P  s e r v e r  d e t e r m i n e s  t h a t  t h e  c l i e n t  c a n  s t i l l  u s e  t h e  
r e q u e s t e d  I P  a d d r e s s , i t  w i l l  e i t h e r  r e m a i n  s i l e n t  o r  s e n d  a  D H C P A C K  f o r  t h e  D H C P R EQ U ES T . I f  
t h e  s e r v e r  d e t e r m i n e s  t h a t  t h e  c l i e n t  c a n n o t  u s e  t h e  r e q u e s t e d  I P  a d d r e s s , i t  w i l l  s e n d  a  D H C P N A C K  
b a c k  t o  t h e  c l i e n t . T h e  c l i e n t  w i l l  t h e n  m o v e  t o  t h e  I n i t i a l i z i n g  s t a t e , a n d  s e n d  a  D H C P D I S C O V ER  
m e s s a g e .  

D H C P  P a c k et  
T h e  D H C P  m e s s a g e  i s  v a r i a b l e  i n  l e n g t h  a n d  c o n s i s t s  o f  f i e l d s  l i s t e d  i n  t h e  t a b l e  b e l o w .  
N ote :  T h i s  p a c k e t  i s  a  m o d i f i e d  v e r s i o n  o f  t h e  o r i g i n a l  B o o t P  p a c k e t .  

F ie l d B y te s  N a m e  D e s crip tion 

o p  1 O p C o d e  
I d e n t i f i e s  t h e  p a c k e t  a s  a n  
r e q u e s t  o r  r e p l y :  
1= B O O T R EQ U ES T , 
2= B O O T R EP L Y  

h t y p e  1 H a r d w a r e  
T y p e  

S p e c i f i e s  t h e  n e t w o r k  
h a r d w a r e  a d d r e s s  t y p e . 

h l e n  1 H a r d w a r e  
L e n g t h  

S p e c i f i e s  t h e  l e n g t h  
h a r d w a r e  a d d r e s s  l e n g t h . 

h o p s  1 H o p s  
T h e  c l i e n t  s e t s  t h e  v a l u e  t o  
z e r o  a n d  t h e  v a l u e  
i n c r e m e n t s  i f  t h e  r e q u e s t  
i s  f o r w a r d e d  a c r o s s  a  
r o u t e r . 

T r a n s a c t i o n  
A  r a n d o m  n u m b e r  t h a t  i s  
c h o s e n  b y  t h e  c l i e n t . A l l  
D H C P  m e s s a g e s  
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C l ient-S erv er C o nv ersa tio n f o r C l ient O b ta ining  D H C P  A d d ress W h ere C l ient a nd  
D H C P  S erv er Resid e o n S a me S ub net  

x i d  4 
I D  e x c h a n g e d  f o r  a  g i v e n  

D H C P  t r a n s a c t i o n  u s e  t h e  
I D  (x i d ) .  

s e c s  2 S e c o n d s  
S p e c i f i e s  n u m b e r  o f  
s e c o n d s  s i n c e  t h e  D H C P  
p r o c e s s  s t a r t e d . 

f l a g s  2 F l a g s  
I n d i c a t e s  w h e t h e r  t h e  
m e s s a g e  w i l l  b e  b r o a d c a s t  
o r  u n i c a s t . 

c i a d d r  4 C l i e n t  I P  
a d d r e s s  

O n l y  u s e d  w h e n  c l i e n t  
k n o w s  i t s  I P  a d d r e s s  a s  i n  
t h e  c a s e  o f  t h e  B o u n d , 
R e n e w , o r  R e b i n d i n g  
s t a t e s . 

y i a d d r  4 Y o u r  I P  
a d d r e s s  

I f  t h e  c l i e n t  I P  a d d r e s s  i s  
0 .0 .0 .0 , t h e  D H C P  s e r v e r  
w i l l  p l a c e  t h e  o f f e r e d  
c l i e n t  I P  a d d r e s s  i n  t h i s  
f i e l d . 

s i a d d r  4 S e r v e r  I P  
a d d r e s s  

I f  t h e  c l i e n t  k n o w s  t h e  I P  
a d d r e s s  o f  t h e  D H C P  
s e r v e r , t h i s  f i e l d  w i l l  b e  
p o p u l a t e d  w i t h  t h e  D H C P  
s e r v e r  a d d r e s s . O t h e r w i s e , 
i t  i s  u s e d  i n  D H C P O F F ER  
a n d  D H C P A C K  f r o m  
D H C P  s e r v e r . 

g i a d d r  4 
R o u t e r  I P  
a d d r e s s  (G I  
A D D R )  

T h e  G a t e w a y  I P  a d d r e s s , 
f i l l e d  i n  b y  t h e  
D H C P / B o o t P  R e l a y  
A g e n t . 

c h a d d r  16 
C l i e n t  
M A C  
a d d r e s s   

T h e  D H C P  c l i e n t  M A C  
a d d r e s s . 

s n a m e  64 S e r v e r  
n a m e  

T h e  o p t i o n a l  s e r v e r  h o s t  
n a m e . 

f i l e  128 B o o t  f i l e  
n a m e  T h e  b o o t  f i l e  n a m e . 

o p t i o n s  v a r i a b l e  O p t i o n  p a r a m e t e r s  

T h e  o p t i o n a l  p a r a m e t e r s  
t h a t  c a n  b e  p r o v i d e d  b y  
t h e  D H C P  s e r v e r . R F C  
2132 g i v e s  a l l  p o s s i b l e  
o p t i o n s . 

D e s tina tion 
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Ro l e o f  D H C P / B o o tP  Rel a y  A g ent  
R o u t e r s , b y  d e f a u l t , w i l l  n o t  f o r w a r d  b r o a d c a s t  p a c k e t s . S i n c e  D H C P  c l i e n t  m e s s a g e s  u s e  t h e  
d e s t i n a t i o n  I P  a d d r e s s  o f  255.255.255.255 (a l l  N e t s  B r o a d c a s t ) , D H C P  c l i e n t s  w i l l  n o t  b e  a b l e  t o  
s e n d  r e q u e s t s  t o  a  D H C P  s e r v e r  o n  a  d i f f e r e n t  s u b n e t  u n l e s s  t h e  D H C P / B o o t P  R e l a y  A g e n t  i s  
c o n f i g u r e d  o n  t h e  r o u t e r . T h e  D H C P / B o o t P  R e l a y  A g e n t  w i l l  f o r w a r d  D H C P  r e q u e s t s  o n  b e h a l f  o f  a  
D H C P  c l i e n t  t o  t h e  D H C P  s e r v e r . T h e  D H C P / B o o t P  R e l a y  A g e n t  w i l l  a p p e n d  i t s  o w n  I P  a d d r e s s  t o  
t h e  s o u r c e  I P  a d d r e s s  o f  t h e  D H C P  f r a m e s  g o i n g  t o  t h e  D H C P  s e r v e r . T h i s  a l l o w s  t h e  D H C P  s e r v e r  
t o  r e s p o n d  v i a  u n i c a s t  t o  t h e  D H C P / B o o t P  R e l a y  A g e n t . T h e  D H C P / B o o t P  R e l a y  A g e n t  w i l l  a l s o  
p o p u l a t e  t h e  G a t e w a y  I P  a d d r e s s  f i e l d  w i t h  t h e  I P  a d d r e s s  o f  t h e  i n t e r f a c e  o n  w h i c h  t h e  D H C P  
m e s s a g e  i s  r e c e i v e d  f r o m  t h e  c l i e n t . T h e  D H C P  s e r v e r  u s e s  t h e  G a t e w a y  i p  a d d r e s s  f i e l d  t o  
d e t e r m i n e  t h e  s u b n e t  f r o m  w h i c h  t h e  D H C P D I S C O V ER , D H C P R EQ U ES T , o r  D H C P I N F O R M  
m e s s a g e  o r i g i n a t e s .  

Conf i g u r i ng  D H CP / B ootP  R el a y  A g ent F ea tu r e on Ci sc o I O S  
R ou ter   
C o n f i g u r i n g  a  C i s c o  r o u t e r  t o  f o r w a r d  B o o t P  o r  D H C P  r e q u e s t s  i s  s i m p l e  - c o n f i g u r e  a n  I P  h e l p e r -
a d d r e s s  p o i n t i n g  t o  t h e  D H C P / B o o t P  s e r v e r , o r  p o i n t i n g  t o  t h e  s u b n e t  b r o a d c a s t  a d d r e s s  o f  t h e  
n e t w o r k  t h e  s e r v e r  i s  o n . F o r  e x a m p l e , c o n s i d e r  t h e  f o l l o w i n g  n e t w o r k  d i a g r a m :   

T o  f o r w a r d  t h e  B o o t P / D H C P  r e q u e s t  f r o m  t h e  c l i e n t  t o  t h e  D H C P  s e r v e r , t h e  ip  h e l p e r-a ddre s s  
inte rf a ce  c o m m a n d  i s  u s e d . T h e  I P  h e l p e r -a d d r e s s  c a n  b e  c o n f i g u r e d  t o  f o r w a r d  a n y  U D P  b r o a d c a s t  
b a s e d  o n  U D P  p o r t  n u m b e r . B y  d e f a u l t , t h e  I P  h e l p e r -a d d r e s s  w i l l  f o r w a r d  t h e  f o l l o w i n g  U D P  

P a ck e t 
D e s crip tion 

S ource  
M A C  A ddr 

M A C  
A ddr 

S ource  IP  
A ddr 

D e s tina tion IP  
A ddr 

D H C P D I S C O V ER  C l i e n t  B r o a d c a s t  0 .0 .0 .0  255.255.255.255 
D H C P O F F ER  D H C P S e r v e r  B r o a d c a s t  D H C P S e r v e r  255.255.255.255 
D H C P R EQ U ES T  C l i e n t  B r o a d c a s t  0 .0 .0 .0  255.255.255.255 
D H C P A C K  D H C P S e r v e r  B r o a d c a s t  D H C P S e r v e r  255.255.255.255 
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b r o a d c a s t s :  
� T r i v i a l  F i l e  T r a n s f e r  P r o t o c o l  (T F T P )  (p o r t  69)   
� D N S  (p o r t  53) , t i m e  s e r v i c e  (p o r t  37)   
� N e t B I O S  n a m e  s e r v e r  (p o r t  137)   
� N e t B I O S  d a t a g r a m  s e r v e r  (p o r t  138)   
� B o o t  P r o t o c o l  (D H C P / B o o t P )  c l i e n t  a n d  s e r v e r  d a t a g r a m s  (p o r t s  67 a n d  68)   
� T e r m i n a l  A c c e s s  C o n t r o l  A c c e s s  C o n t r o l  S y s t e m  (T A C A C S )  s e r v i c e  (p o r t  49)   
� I EN -116 n a m e  s e r v i c e  (p o r t  42)  

I P  h e l p e r -a d d r e s s e s  c a n  d i r e c t  U D P  b r o a d c a s t s  t o  a  u n i c a s t  o r  b r o a d c a s t  I P  a d d r e s s . H ow e v e r,  it is  
not re com m e nde d to us e  th e  IP  h e l p e r-a ddre s s  to f orw a rd U D P  b roa dca s ts  f rom  one  s ub ne t to 
th e  b roa dca s t a ddre s s  of  a noth e r s ub ne t,  due  to th e  l a rg e  a m ount of  b roa dca s t f l ooding  th a t 
m a y  occur. M u l t i p l e  I P  h e l p e r -a d d r e s s  e n t r i e s  o n  a  s i n g l e  i n t e r f a c e  a r e  s u p p o r t e d  a s  w e l l , a s  s h o w n  
b e l o w :   

C i s c o  r o u t e r s  d o  n o t  s u p p o r t  l o a d  b a l a n c i n g  o f  D H C P  s e r v e r s  t h a t  a r e  c o n f i g u r e d  a s  D H C P  R e l a y  
A g e n t s . C i s c o  r o u t e r s  f o r w a r d  t h e  D H C P D I S C O V ER  m e s s a g e  t o  a l l  t h e  h e l p e r  a d d r e s s e s  m e n t i o n e d  

! 
v ers io n 1 2 . 0  
s erv ice tim es ta m p s  deb u g  u p tim e 
s erv ice tim es ta m p s  lo g  u p tim e 
no  s erv ice p a s s w o rd-encry p tio n 
! 
h o s tna m e ro u ter 
! 
! 
! 
interfa ce E th ernet0  
ip  a ddres s  1 9 2 . 1 6 8 . 2 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0  
no  ip  directed-b ro a dca s t 
!  
interfa ce E th ernet1  
ip  a ddres s  1 9 2 . 1 6 8 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0  
ip  h elp er-a ddres s  1 9 2 . 1 6 8 . 2 . 2   
ip  h elp er-a ddres s  1 9 2 . 1 6 8 . 2 . 3   
 
!--- I P  h e l p e r -a d d r e s s  p o i n t i n g  t o  D H C P  s e r v e r  
 
no  ip  directed-b ro a dca s t 
! 
! 
! 
line co n 0  
ex ec-tim eo u t 0  0  
tra ns p o rt inp u t no ne 
line a u x  0  
line v ty  0  4 
lo g in 
! 
end  
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f o r  t h a t  i n t e r f a c e . H a v i n g  t w o  o r  m o r e  D H C P  s e r v e r s  t o  s e r v e  a  s u b n e t  o n l y  i n c r e a s e s  t h e  D H C P  
t r a f f i c  a s  t h e  D H C P D I S C O V ER , D H C P O F F ER , a n d  D H C P R EQ U ES T  /  D H C P D EC L I N E m e s s a g e s  
a r e  e x c h a n g e d  b e t w e e n  e a c h  p a i r  o f  D H C P  c l i e n t  a n d  s e r v e r . 

S etting  M a nua l  B ind ing s  
T h e r e  a r e  t w o  w a y s  t o  s e t  u p  m a n u a l  b i n d i n g s ;  o n e  i s  f o r  t h e  W i n d o w s  h o s t , a n d  t h e  o t h e r  i s  f o r  n o n -
W i n d o w s  h o s t s . T h e r e  a r e  t w o  d i f f e r e n t  c o m m a n d s  u s e d  t o  c o n f i g u r e ;  o n e  i s  f o r  M i c r o s o f t  D H C P  
c l i e n t s , a n d  t h e  o t h e r  i s  f o r  n o n -M i c r o s o f t  D H C P  c l i e n t s : D H C P  cl ie nt-ide ntif ie r (m a n u a l  b i n d i n g  - 
M i c r o s o f t  D H C P  c l i e n t s )  a n d  D H C P  h a rdw a re -a ddre s s  (m a n u a l  b i n d i n g  - n o n -M i c r o s o f t  D H C P  
c l i e n t s ) . T h e  r e a s o n  f o r  t w o  d i f f e r e n t  c o m m a n d s  i s  t h a t  a  P C  t h a t  r u n s  w i t h  W i n d o w s  m o d i f i e s  i t s  
M A C s , a n d  a  0 1  i s  a d d e d  a t  t h e  b e g i n n i n g  o f  t h e  a d d r e s s . T h e s e  a r e  t h e  s a m p l e  c o n f i g u r a t i o n s :  

� T h e  f o l l o w i n g  i s  t h e  c o n f i g u r a t i o n  f o r  M i c r o s o f t  D H C P  c l i e n t s  
co nfig u ra tio n term ina l 
ip  dh cp  p o o l n e w _ p o o l  
h o s t i p _ a d d r e s s  s u b n e t _ m a s k  
client-identifier 0 1 X X X X X X X X X X X X  
 
!--- x x x x x x  r e p r e s e n t s  4 8  b i t  M A C  a d d r e s s  p r e p e n d e d  w i t h  0 1  
 

� T h e  f o l l o w i n g  i s  t h e  c o n f i g u r a t i o n  f o r  n o n -M i c r o s o f t  D H C P  c l i e n t s  
co nfig u ra tio n term ina l 
ip  dh cp  p o o l n e w _ p o o l  
h o s t i p _ a d d r e s s  s u b n e t _ m a s k  
h a rdw a re-a ddres s  X X X X X X X X X X X X  
 
!--- x x x x x x  r e p r e s e n t s  4 8  b i t  M A C  a d d r e s s  
 

H o w  to  ma k e D H C P  W o rk  o n S ec o nd a ry  I P  S eg ments  
B y  d e f a u l t , D H C P  h a s  a  l i m i t a t i o n  i n  t h a t  t h e  r e p l y  p a c k e t s  a r e  s e n t  o n l y  i f  t h e  r e q u e s t  i s  r e c e i v e d  
f r o m  t h e  i n t e r f a c e  c o n f i g u r e d  w i t h  t h e  p r i m a r y  I P  a d d r e s s . D H C P  t r a f f i c  u s e s  t h e  b r o a d c a s t  a d d r e s s . 
W h e n  t h e  D H C P  r e q u e s t  i s  r e c e i v e d  b y  t h e  r o u t e r  i n t e r f a c e , i t  f o r w a r d s  i t  t o  t h e  D H C P  s e r v e r  (w h e n  
I P  h e l p e r -a d d r e s s  i s  c o n f i g u r e d )  w i t h  a  s o u r c e  a d d r e s s  o f  t h e  p r i m a r y  I P  c o n f i g u r e d  o n  t h e  i n t e r f a c e  
t o  l e t  t h e  D H C P  s e r v e r  k n o w  w h i c h  I P  p o o l  i t  m u s t  u s e  (f o r  t h e  c l i e n t )  i n  t h e  D H C P  r e p l y  p a c k e t . 
T h e r e  i s  n o  w a y  f o r  t h e  r o u t e r  t o  k n o w  i f  t h e  D H C P  b r o a d c a s t  r e q u e s t  c o m e s  f r o m  a  d e v i c e  t h a t  i s  o n  
t h e  s e c o n d a r y  I P  n e t w o r k  c o n f i g u r e d  o n  t h e  i n t e r f a c e . A s  a  w o r k a r o u n d , s u b -i n t e r f a c e  c o n f i g u r a t i o n  
(p r o v i d e d  t h a t  t h e  d e v i c e  c o n n e c t e d  t o  t h e  r o u t e r  s u p p o r t s  d o t 1q  t a g g i n g )  t o  s e p a r a t e  t h e  t w o  s u b n e t s  
c a n  b e  c o n f i g u r e d , s o  b o t h  o f  t h e m  g e t  t h e i r  c o r r e s p o n d e n t  I P  a d d r e s s e s  p r o p e r l y . 
I f  t h e  s e c o n d a r y  a d d r e s s  i s  t h e  p r e f e r r e d  w a y , t h e r e  i s  a n o t h e r  w o r k a r o u n d , w h i c h  i s  t o  e n a b l e  t h e  
g l o b a l  c o n f i g u r a t i o n  c o m m a n d  ip  dh cp  s m a rt-re l a y . T h i s  h a s  a  l i m i t a t i o n  i n  t h a t  i t  o n l y  u s e s  t h e  
s e c o n d a r y  I P  t o  r e l a y  t h e  D H C P  r e q u e s t  i f  t h e r e  i s  n o  r e s p o n s e  f r o m  t h e  D H C P  s e r v e r  a f t e r  t h r e e  
c o n s e c u t i v e  r e q u e s t s  f o r  t h e  p r i m a r y  a d d r e s s  p o o l . 

D H C P  C l ient-S erv er C o nv ersa tio n w ith  D H C P  Rel a y  F unc tio n  
T h e  t a b l e  b e l o w  i l l u s t r a t e s  t h e  p r o c e s s  f o r  a  D H C P  c l i e n t  t o  o b t a i n  a n  I P  a d d r e s s  f r o m  a  D H C P  
s e r v e r . T h i s  t a b l e  i s  m o d e l e d  a f t e r  t h e  n e t w o r k  d i a g r a m  a b o v e . Ea c h  n u m e r i c a l  v a l u e  i n  t h e  d i a g r a m  
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r e p r e s e n t s  a  p a c k e t  t h a t  i s  d e s c r i b e d  b e l o w . T h i s  t a b l e  i s  a  p o i n t  o f  r e f e r e n c e  f o r  u n d e r s t a n d i n g  t h e  
p a c k e t  f l o w  o f  D H C P  c l i e n t -s e r v e r  c o n v e r s a t i o n . T h i s  t a b l e  i s  a l s o  u s e f u l  f o r  d e t e r m i n i n g  w h e r e  
D H C P  p r o b l e m s  m a y  b e  o c c u r r i n g .  

P a ck e t C l ie nt IP  
A ddre s s  

S e rv e r IP  
A ddre s s  

G I 
A ddre s s  

P a ck e t S ource  
M A C  A ddre s s  

P a ck e t 
S ource  IP  
A ddre s s  

P a ck e t 
D e s tina tion 
M A C  
A ddre s s

1. 
D H C P D I S C O V ER  
i s  s e n t  f r o m  c l i e n t . 

0 .0 .0 .0  0 .0 .0 .0  0 .0 .0 .0  0 0 0 5.D C C 9.C 640  0 .0 .0 .0  f f f f .f f f f .f f f f f  
(b r o a d c a s t )  

2. T h e  r o u t e r  
r e c e i v e s  t h e  
D H C P D I S C O V ER  
o n  t h e  E1 
i n t e r f a c e . T h e  
r o u t e r  r e c o g n i z e s  
t h a t  t h i s  p a c k e t  i s  a  
D H C P  U D P  
b r o a d c a s t . T h e  
r o u t e r  w i l l  n o w  a c t  
a s  a  D H C P / B o o t P  
R e l a y  A g e n t  a n d  
f i l l  i n  t h e  G a t e w a y  
I P  a d d r e s s  f i e l d  
w i t h  t h e  i n c o m i n g  
i n t e r f a c e  I P  
a d d r e s s , c h a n g e  
t h e  s o u r c e  I P  
a d d r e s s  t o  a n  
i n c o m i n g  i n t e r f a c e  
I P  a d d r e s s , a n d  
f o r w a r d  t h e  
r e q u e s t  d i r e c t l y  t o  
t h e  D H C P  s e r v e r . 

0 .0 .0 .0  0 .0 .0 .0  192.168.1.1 I n t e r f a c e  E2 M A C  A d d r e s s  192.168.1.1 
M A C  
A d d r e s s  o f  
D H C P  
S e r v e r  

3. T h e  D H C P  
s e r v e r  h a s  r e c e i v e d  
t h e  
D H C P D I S C O V ER  
a n d  i s  s e n d i n g  a  
D H C P O F F ER  t o  
t h e  D H C P  R e l a y  
A g e n t . 

192.168.1.2 192.168.2.2 192.168.1.1 M A C  A d d r e s s  o f  D H C P  S e r v e r  192.168.2.2 
I n t e r f a c e  
E2 M A C  
A d d r e s s

4. T h e  D H C P  
R e l a y  A g e n t  
r e c e i v e s  a  
D H C P O F F ER , 
a n d  w i l l  f o r w a r d  
t h e  D H C P O F F ER  
b r o a d c a s t  o n  t h e  
l o c a l  L A N . 

192.168.1.2 192.168.2.2 192.168.1.1 I n t e r f a c e  E1 M A C  A d d r e s s  192.168.1.1 f f f f .f f f f .f f f f  (b r o a d c a s t )
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P r e-E x ec u ti on E nv i r om ent ( P X E )  B ootu p  D H CP  
Consi d er a ti ons  

5. 
D H C P R EQ U ES T  
s e n t  f r o m  c l i e n t . 

0 .0 .0 .0  0 .0 .0 .0  0 .0 .0 .0  0 0 0 5.D C C 9.C 640  0 .0 .0 .0  f f f f .f f f f .f f f f f  
(b r o a d c a s t )  

6. T h e  r o u t e r  
r e c e i v e s  t h e  
D H C P R EQ U ES T  
o n  t h e  E1 
I n t e r f a c e . T h e  
r o u t e r  r e c o g n i z e s  
t h a t  t h i s  p a c k e t  i s  
D H C P  U D P  
b r o a d c a s t . T h e  
r o u t e r  w i l l  n o w  a c t  
a s  a  D H C P  R e l a y  
A g e n t  a n d  f i l l  i n  
t h e  G a t e w a y  I P  
a d d r e s s  f i e l d  w i t h  
t h e  i n c o m i n g  
i n t e r f a c e  I P  
A d d r e s s , c h a n g e  
t h e  s o u r c e  I P  
a d d r e s s  t o  a n  
i n c o m i n g  i n t e r f a c e  
I P  a d d r e s s , a n d  
f o r w a r d  t h e  
r e q u e s t  d i r e c t l y  t o  
t h e  D H C P  s e r v e r . 

0 .0 .0 .0  0 .0 .0 .0  192.168.1.1 I n t e r f a c e  E2 M A C  A d d r e s s  192.168.1.1 
M A C  
A d d r e s s  o f  
D H C P  
S e r v e r  

7. T h e  D H C P  
s e r v e r  h a s  r e c e i v e d  
t h e  
D H C P R EQ U ES T  
a n d  i s  s e n d i n g  a  
D H C P A C K  t o  t h e  
D H C P / B o o t P  
R e l a y  A g e n t . 

192.168.1.2 192.168.2.2 192.168.1.1 M A C  A d d r e s s  o f  D H C P  S e r v e r  192.168.2.2 
I n t e r f a c e  
E2 M A C  
A d d r e s s

8. T h e  
D H C P / B o o t P  
R e l a y  A g e n t  
r e c e i v e s  t h e  
D H C P A C K , a n d  
w i l l  f o r w a r d  t h e  
D H C P A C K  
b r o a d c a s t  o n  t h e  
l o c a l  L A N . T h e  
c l i e n t  w i l l  a c c e p t  
t h e  A C K  a n d  u s e  
t h e  c l i e n t ' s  I P  
a d d r e s s . 

192.168.1.2 192.168.2.2 192.168.1.1 I n t e r f a c e  E1 M A C  A d d r e s s  192.168.1.1 f f f f .f f f f .f f f f  (b r o a d c a s t )
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P r e -Ex e c u t i o n  En v i r o n m e n t  (P X E)  a l l o w s  a  w o r k s t a t i o n  t o  b o o t  f r o m  a  s e r v e r  o n  a  n e t w o r k  p r i o r  t o  
b o o t i n g  t h e  o p e r a t i n g  s y s t e m  o n  t h e  l o c a l  h a r d  d r i v e . A  n e t w o r k  a d m i n i s t r a t o r  d o e s  n o t  h a v e  t o  
p h y s i c a l l y  v i s i t  t h e  s p e c i f i c  w o r k s t a t i o n  a n d  m a n u a l l y  b o o t  i t . O p e r a t i n g  s y s t e m s  a n d  o t h e r  s o f t w a r e , 
s u c h  a s  d i a g n o s t i c  p r o g r a m s , c a n  b e  l o a d e d  o n t o  t h e  d e v i c e  f r o m  a  s e r v e r  o v e r  t h e  n e t w o r k . P X E 
e n v i r o n m e n t  u s e s  D H C P  t o  c o n f i g u r e  i t ' s  I P  a d d r e s s .  
T h e  D H C P / B o o t P  R e l a y  A g e n t  c o n f i g u r a t i o n  m u s t  b e  d o n e  o n  t h e  r o u t e r  i f  t h e  D H C P  s e r v e r  i s  
l o c a t e d  o n  a n o t h e r  r o u t e d  s e g m e n t  o f  t h e  n e t w o r k . T h e  ip  h e l p e r a ddre s s  c o m m a n d  o n  t h e  l o c a l  
r o u t e r  i n t e r f a c e  m u s t  b e  c o n f i g u r e d . R e f e r  t o  t h e  C o n f i g u r i n g  D H C P / B o o t P  R e l a y  A g e n t  F e a t u r e  o n  
C i s c o  I O S  R o u t e r  s e c t i o n  o f  t h i s  d o c u m e n t  f o r  c o n f i g u r a t i o n  i n f o r m a t i o n . 

U nd er sta nd i ng  a nd  T r ou b l esh ooti ng  D H CP  U si ng  S ni f f er  
T r a c es  
D ec o d ing  S nif f er T ra c e o f  D H C P  C l ient a nd  S erv er o n S a me L A N  S eg ment  

  
T h e  s n i f f e r  t r a c e  b e l o w  i s  c o m p r i s e d  o f  s i x  f r a m e s . T h e s e  s i x  f r a m e s  i l l u s t r a t e  a  w o r k i n g  s c e n a r i o  f o r  
D H C P , w h e r e  t h e  D H C P  c l i e n t  a n d  s e r v e r  r e s i d e  o n  t h e  s a m e  p h y s i c a l  o r  l o g i c a l  s e g m e n t . W h e n  
t r o u b l e s h o o t i n g  D H C P , i t  i s  i m p o r t a n t  t o  m a t c h  y o u r  s n i f f e r  t r a c e  t o  t h e  t r a c e s  b e l o w . T h e r e  m a y  b e  
s o m e  d i f f e r e n c e s  c o m p a r e d  t o  t h e  t r a c e s  b e l o w , b u t  t h e  g e n e r a l  p a c k e t  f l o w  s h o u l d  b e  e x a c t l y  t h e  
s a m e . T h e  p a c k e t  t r a c e  f o l l o w s  p r e v i o u s  d i s c u s s i o n s  o f  h o w  D H C P  w o r k s .  

- - - - - - - - - - - - - - - - - - - - Frame 1 - D H C P D I S C O V E R  - - - - - - - 
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
1 [ 0 . 0 . 0 . 0 ]  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  6 1 8  0 : 0 1 : 2 6 . 8 1 0  0 . 5 7 5 . 2 44 0 5 / 0 7 / 2 0 0 1  1 1 : 5 2 : 0 3  A M  D H C P :  R eq u es t,  
 M es s a g e ty p e:  D H C P  D i s c o v er 
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 a rriv ed a t 1 1 : 5 2 : 0 3 . 8 1 0 6 ;  fra m e s iz e is  6 1 8  ( 0 2 6 A  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  B R O A D C A S T  FFFFFFFFFFFF ,  B ro a dca s t 
D L C :  S o u rc e =  S t at i o n  0 0 0 5 D C C 9 C 6 4 0  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
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D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  6 0 4 b y tes  
I P :  I dentifica tio n =  9  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  B 9 8 8  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 0 . 0 . 0 . 0 ]  
I P :  D es t i n at i o n  ad d res s  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 8  ( B o o t P c / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  L eng th  =  5 8 4 
U D P :  N o  ch eck s u m  
U D P :  [ 5 7 6  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  1  ( R eq u es t)  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
D H C P :  T ran s ac t i o n  i d  =  0 0 0 0 0 8 8 2  
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R ela y  A g ent =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C C 9 C 6 4 0  
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s ag e T y p e =  1 ( D H C P  D i s c o v er)  
D H C P :  M a x im u m  m es s a g e s iz e =  1 1 5 2  
D H C P :  C l i en t  i d en t i f i er =  0 0 6 3 6 9 7 3 6 3 6 F2 D 3 0 3 0 3 0 3 5 2 E 6 4 6 3 6 3 3 9 2 E 6 3 3 6 3 4 3 0 2 D 5 6 4 C 3 1 
D H C P :  P a ra m eter R eq u es t L is t:  7  entries  
D H C P :  1  =  C lient' s  s u b net m a s k  
D H C P :  6 6  =  T F T P  O p tio n 
D H C P :  6  =  D o m a in na m e s erv er 
D H C P :  3  =  R o u ters  o n th e client' s  s u b net 
D H C P :  6 7  =  B o o t F ile O p tio n 
D H C P :  1 2  =  H o s t na m e s erv er 
D H C P :  1 5 0  =  U nk no w n O p tio n 
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D H C P :  C la s s  identifier =  6 46 F 6 3 7 3 6 9 7 3 3 1 2 E 3 0  
D H C P :  O p tio n o v erlo a d = 3  ( F ile a nd S na m e fields  h o ld o p tio ns )  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 2  - D H C P O FFE R  - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
2 [ 1 9 2 . 1 6 8 . 1 . 1 ]  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  3 3 1  0 : 0 1 : 2 6 . 8 2 5  0 . 0 1 5 . 1 7 2  0 5 / 0 7 / 2 0 0 1  1 1 : 5 2 : 0 3  A M  D H C P :  R ep ly ,  
 M es s a g e ty p e:  D H C P  O f f er 
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 2  a rriv ed a t 1 1 : 5 2 : 0 3 . 8 2 5 8 ;  fra m e s iz e is  3 3 1  ( 0 1 4B  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  B R O A D C A S T  FFFFFFFFFFFF ,  B ro a dca s t 
D L C :  S o u rc e =  S t at i o n  0 0 0 5 D C C 4 2 4 8 4  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  3 1 7  b y tes  
I P :  I dentifica tio n =  5  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  F 9 0 1  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
I P :  D es t i n at i o n  ad d res s  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rce p o rt =  6 7  ( B o o t P s / D H C P )  
U D P :  D es tina tio n p o rt =  6 8  ( B o o t P c / D H C P )  
U D P :  L eng th  =  2 9 7  
U D P :  N o  ch eck s u m  
U D P :  [ 2 8 9  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  2  ( R ep ly )  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
D H C P :  T ran s ac t i o n  i d  =  0 0 0 0 0 8 8 2  
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C l i en t  I P  ad d res s  =  [ 19 2 . 16 8 . 1. 2 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R ela y  A g ent =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C C 9 C 6 4 0  
D H C P :   
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D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  2  ( D H C P  O ffer)  
D H C P :  S erv er I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 1 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  8 5 5 3 5  ( s eco nds )  
D H C P :  A ddres s  R enew el interv a l =  42 7 6 7  ( s eco nds )  
D H C P :  A ddres s  R eb inding  interv a l =  7 48 43  ( s eco nds )  
D H C P :  S u b net m a s k  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 0 ]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 1. 3 ]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 1. 4 ]  
D H C P :  G at ew ay  ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 3  - D H C P R E Q U E S T  - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
3 [ 0 . 0 . 0 . 0 ]  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  6 1 8  0 : 0 1 : 2 6 . 8 2 9  0 . 0 0 3 . 5 8 6  0 5 / 0 7 / 2 0 0 1  1 1 : 5 2 : 0 3  A M  D H C P :  R eq u es t,  
 M es s a g e ty p e:  D H C P  R eq u es t  
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 5 6  a rriv ed a t 1 1 : 5 2 : 0 3 . 8 2 9 4;  fra m e s iz e is  6 1 8  ( 0 2 6 A  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  B R O A D C A S T  FFFFFFFFFFFF ,  B ro a dca s t 
D L C :  S o u rc e =  S t at i o n  0 0 0 5 D C C 9 C 6 4 0  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  6 0 4 b y tes  
I P :  I dentifica tio n =  1 0  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  B 9 8 7  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 0 . 0 . 0 . 0 ]  
I P :  D es t i n at i o n  ad d res s  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 8  ( B o o t P c / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  L eng th  =  5 8 4 
U D P :  N o  ch eck s u m  
U D P :  [ 5 7 6  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  1  ( R eq u es t)  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   

P a g e  18 o f  45C i s c o  - U n d e r s t a n d i n g  a n d  T r o u b l e s h o o t i n g  D H C P  i n  C a t a l y s t  S w i t c h  o r  En t e r p r i s e ...

8/ 7/ 20 0 8h t t p : / / k b a s e .c i s c o .c o m / p a w s / s e r v l e t / V i e w F i l e / 27470 / 10 0 .x m l ? c o n v e r t P a t h s = 1



D H C P :  H o p s  =  0  
D H C P :  T ran s ac t i o n  i d  =  0 0 0 0 0 8 8 2  
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R ela y  A g ent =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C C 9 C 6 4 0  
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  3  ( D H C P  R eq u es t)  
D H C P :  M a x im u m  m es s a g e s iz e =  1 1 5 2  
D H C P :  C l i en t  i d en t i f i er =  0 0 6 3 6 9 7 3 6 3 6 F2 D 3 0 3 0 3 0 3 5 2 E 6 4 6 3 6 3 3 9 2 E 6 3 3 6 3 4 3 0 2 D 5 6 4 C 3 1 
D H C P :  S erv er I P  ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :  R eq u es t  s p ec i f i c  I P  ad d res s  =  [ 19 2 . 16 8 . 1. 2 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  8 5 5 3 5  ( s eco nds )  
D H C P :  P a ra m eter R eq u es t L is t:  7  entries  
D H C P :  1  =  C lient' s  s u b net m a s k  
D H C P :  6 6  =  T F T P  O p tio n 
D H C P :  6  =  D o m a in na m e s erv er 
D H C P :  3  =  R o u ters  o n th e client' s  s u b net 
D H C P :  6 7  =  B o o t F ile O p tio n 
D H C P :  1 2  =  H o s t na m e s erv er 
D H C P :  1 5 0  =  U nk no w n O p tio n 
D H C P :  C la s s  identifier =  6 46 F 6 3 7 3 6 9 7 3 3 1 2 E 3 0  
D H C P :  O p tio n o v erlo a d = 3  ( F ile a nd S na m e fields  h o ld o p tio ns )  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 4  - D H C P A C K  - - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
4[ 1 9 2 . 1 6 8 . 1 . 1 ]  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  3 3 1  0 : 0 1 : 2 6 . 8 44 0 . 0 1 4. 6 5 8  0 5 / 0 7 / 2 0 0 1  1 1 : 5 2 : 0 3  A M  D H C P :  R ep ly ,  
 M es s a g e ty p e:  D H C P  A c k  
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 5 7  a rriv ed a t 1 1 : 5 2 : 0 3 . 8 440 ;  fra m e s iz e is  3 3 1  ( 0 1 4B  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  B R O A D C A S T  FFFFFFFFFFFF ,  B ro a dca s t 
D L C :  S o u rc e =  S t at i o n  0 0 0 5 D C C 4 2 4 8 4  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  3 1 7  b y tes  
I P :  I dentifica tio n =  6  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  F 9 0 0  ( co rrect)  
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I P :  S o u rc e ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
I P :  D es t i n at i o n  ad d res s  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 8  ( B o o t P c / D H C P )  
U D P :  L eng th  =  2 9 7  
U D P :  N o  ch eck s u m  
U D P :  [ 2 8 9  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  2  ( R ep ly )  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
D H C P :  T ran s ac t i o n  i d  =  0 0 0 0 0 8 8 2  
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C l i en t  I P  ad d res s  =  [ 19 2 . 16 8 . 1. 2 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R ela y  A g ent =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C C 9 C 6 4 0  
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  5  ( D H C P  A ck )  
D H C P :  S erv er I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 1 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  8 6 40 0  ( s eco nds )  
D H C P :  A ddres s  R enew el interv a l =  43 2 0 0  ( s eco nds )  
D H C P :  A ddres s  R eb inding  interv a l =  7 5 6 0 0  ( s eco nds )  
D H C P :  S u b net m a s k  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 0 ]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 1. 3 ]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 1. 4 ]  
D H C P :  G at ew ay  ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 5  - A R P  - - - - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
5  0 0 0 5 D C C 9 C 6 40  B ro a dca s t 6 0  0 : 0 1 : 2 6 . 8 46  0 . 0 0 2 . 9 5 4 0 5 / 0 7 / 2 0 0 1  1 1 : 5 2 : 0 3  A M  A R P :  R  P A = [ 1 9 2 . 1 6 8 . 1 . 2 ]  
 H A = 0 0 0 5 D C C 9 C 6 40  P R O = I P  
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 5 8  a rriv ed a t 1 1 : 5 2 : 0 3 . 8 47 0 ;  fra m e s iz e is  6 0  ( 0 0 3 C  h ex )  b y tes .  
D L C :  D es tina tio n =  B R O A D C A S T  F F F F F F F F F F F F ,  B ro a dca s t 
D L C :  S o u rce =  S ta tio n 0 0 0 5 D C C 9 C 6 40  
D L C :  E th erty p e =  0 8 0 6  ( A R P )  
D L C :   
A R P :  ----- A R P / R A R P  fra m e ----- 
A R P :   
A R P :  H a rdw a re ty p e =  1  ( 1 0 M b  E th ernet)  
A R P :  P ro to co l ty p e =  0 8 0 0  ( I P )  
A R P :  L eng th  o f h a rdw a re a ddres s  =  6  b y tes  
A R P :  L eng th  o f p ro to co l a ddres s  =  4 b y tes  
A R P :  O p co de 2  ( A R P  rep ly )  
A R P :  S ender' s  h a rdw a re a ddres s  =  0 0 0 5 D C C 9 C 6 40  
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A R P :  S ender' s  p ro to co l a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
A R P :  T a rg et h a rdw a re a ddres s  =  F F F F F F F F F F F F  
A R P :  T a rg et p ro to co l a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
A R P :   
A R P :  1 8  b y tes  fra m e p a dding  
A R P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 6  - A R P  - - - - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
6  0 0 0 5 D C C 9 C 6 40  B ro a dca s t 6 0  0 : 0 1 : 2 7 . 3 5 5  0 . 5 0 8 . 7 7 8  0 5 / 0 7 / 2 0 0 1  1 1 : 5 2 : 0 4 A M  A R P :  R  P A = [ 1 9 2 . 1 6 8 . 1 . 2 ]   
 H A = 0 0 0 5 D C C 9 C 6 40  P R O = I P  
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 5 9  a rriv ed a t 1 1 : 5 2 : 0 4. 3 5 5 7 ;  fra m e s iz e is  6 0  ( 0 0 3 C  h ex )  b y tes .  
D L C :  D es tina tio n =  B R O A D C A S T  F F F F F F F F F F F F ,  B ro a dca s t 
D L C :  S o u rce =  S ta tio n 0 0 0 5 D C C 9 C 6 40  
D L C :  E th erty p e =  0 8 0 6  ( A R P )  
D L C :   
A R P :  ----- A R P / R A R P  fra m e ----- 
A R P :   
A R P :  H a rdw a re ty p e =  1  ( 1 0 M b  E th ernet)  
A R P :  P ro to co l ty p e =  0 8 0 0  ( I P )  
A R P :  L eng th  o f h a rdw a re a ddres s  =  6  b y tes  
A R P :  L eng th  o f p ro to co l a ddres s  =  4 b y tes  
A R P :  O p co de 2  ( A R P  rep ly )  
A R P :  S ender' s  h a rdw a re a ddres s  =  0 0 0 5 D C C 9 C 6 40  
A R P :  S ender' s  p ro to co l a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
A R P :  T a rg et h a rdw a re a ddres s  =  F F F F F F F F F F F F  
A R P :  T a rg et p ro to co l a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
A R P :   
A R P :  1 8  b y tes  fra m e p a dding  
A R P :   

D ec o d ing  S nif f er T ra c e o f  D H C P  C l ient a nd  S erv er S ep a ra ted  b y  a  Ro uter th a t is 
C o nf ig ured  a s a  D H C P  Rel a y  A g ent  

S nif f e r-B  T ra ce  
- - - - - - - - - - - - - - - - - - - - Frame 1 - D H C P D I S C O V E R  - - - - - - - 
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F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
1  [ 0 . 0 . 0 . 0 ]  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  6 1 8  0 : 0 2 : 0 5 . 7 5 9  0 . 0 2 5 . 3 6 9  0 5 / 3 1 / 2 0 0 1  0 6 : 5 3 : 0 4 A M  D H C P :  R eq u es t,  
 M es s a g e ty p e:  D H C P  D is co v er 
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 2 4 a rriv ed a t 0 6 : 5 3 : 0 4. 2 0 43 ;  fra m e s iz e is  6 1 8  ( 0 2 6 A  h ex )  b y tes .  
D L C :  D es tina tio n =  B R O A D C A S T  F F F F F F F F F F F F ,  B ro a dca s t 
D L C :  S o u rce =  S ta tio n 0 0 0 5 D C F 2 C 441  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  6 0 4 b y tes  
I P :  I dentifica tio n =  1 8 3  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  B 8 D A  ( co rrect)  
I P :  S o u rce a ddres s  =  [ 0 . 0 . 0 . 0 ]  
I P :  D es tina tio n a ddres s  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rce p o rt =  6 8  ( B o o tP c/ D H C P )  
U D P :  D es tina tio n p o rt =  6 7  ( B o o tP s / D H C P )  
U D P :  L eng th  =  5 8 4 
U D P :  N o  ch eck s u m  
U D P :  [ 5 7 6  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  1  ( R eq u es t)  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
D H C P :  T ra ns a ctio n id =  0 0 0 0 1 42 5  
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R ela y  A g ent =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient h a rdw a re a ddres s  =  0 0 0 5 D C F 2 C 441  
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  1  ( D H C P  D is co v er)  
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D H C P :  M a x im u m  m es s a g e s iz e =  1 1 5 2  
D H C P :  C lient identifier =  0 0 6 3 6 9 7 3 6 3 6 F 2 D 3 0 3 0 6 5 3 0 2 E 3 1 6 5 6 6 3 2 2 E 6 3 3 43 43 1 2 D 45 7 43 0 2 F 3 0
D H C P :  P a ra m eter R eq u es t L is t:  7  entries  
D H C P :  1  =  C lient' s  s u b net m a s k  
D H C P :  6  =  D o m a in na m e s erv er 
D H C P :  1 5  =  D o m a in na m e 
D H C P :  44 =  N etB I O S  o v er T C P / I P  na m e s erv er 
D H C P :  3  =  R o u ters  o n th e client' s  s u b net 
D H C P :  3 3  =  S ta tic ro u te 
D H C P :  1 5 0  =  U nk no w n O p tio n 
D H C P :  C la s s  identifier =  6 46 F 6 3 7 3 6 9 7 3 3 1 2 E 3 0  
D H C P :  O p tio n o v erlo a d = 3  ( F ile a nd S na m e fields  h o ld o p tio ns )  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 2  - D H C P O FFE R  - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry r
1 2 5  [ 1 9 2 . 1 6 8 . 1 . 1 ]  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  3 47  0 : 0 2 : 0 5 . 7 7 2  0 . 0 1 2 . 7 6 4 0 5 / 3 1 / 2 0 0 1  0 6 : 5 3 : 0 4 A M  D H C P :  R ep ly ,  
 M es s a g e ty p e:  D H C P  O f f er 
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 2 5  a rriv ed a t 0 6 : 5 3 : 0 4. 2 1 7 1 ;  fra m e s iz e is  3 47  ( 0 1 5 B  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  B R O A D C A S T  FFFFFFFFFFFF,  B ro ad c as t  
D L C :  S o u rc e =  S t at i o n  0 0 3 0 9 4 2 4 8 F7 1 
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  3 3 3  b y tes  
I P :  I dentifica tio n =  45  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  F 8 C 9  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
I P :  D es t i n at i o n  ad d res s  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 8  ( B o o t P c / D H C P )  
U D P :  L eng th  =  3 1 3  
U D P :  C h eck s u m  =  8 5 1 7  ( co rrect)  
U D P :  [ 3 0 5  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  2  ( R ep ly )  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
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D H C P :  T ran s ac t i o n  i d  =  0 0 0 0 14 2 5  
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C l i en t  I P  ad d res s  =  [ 19 2 . 16 8 . 1. 2 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R el ay  A g en t  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C F2 C 4 4 1 
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  2  ( D H C P  O ffer)  
D H C P :  S erv er I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 2 . 2 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  9 9 47 1  ( s eco nds )  
D H C P :  A ddres s  R enew el interv a l =  49 7 3 5  ( s eco nds )  
D H C P :  A ddres s  R eb inding  interv a l =  8 7 0 3 7  ( s eco nds )  
D H C P :  S u b net m a s k  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 0 ]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 1]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 2 ]  
D H C P :  N et B I O S  S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 1]  
D H C P :  N et B I O S  S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 3 ]  
D H C P :  D o mai n  n ame =  " c i s c o . c o m"  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 3  - D H C P R E Q U E S T  - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
3  [ 0 . 0 . 0 . 0 ]  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  6 1 8  0 : 0 2 : 0 5 . 7 7 4 0 . 0 0 2 . 1 8 5  0 5 / 3 1 / 2 0 0 1  0 6 : 5 3 : 0 4 A M  D H C P :  R eq u es t,  
 M es s a g e ty p e:  D H C P  R eq u es t  
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 2 6  a rriv ed a t 0 6 : 5 3 : 0 4. 2 1 9 3 ;  fra m e s iz e is  6 1 8  ( 0 2 6 A  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  B R O A D C A S T  FFFFFFFFFFFF,  B ro ad c as t  
D L C :  S o u rc e =  S t at i o n  C i s c 14 F2 C 4 4 1 
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  6 0 4 b y tes  
I P :  I dentifica tio n =  1 8 4 
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  B 8 D 9  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 0 . 0 . 0 . 0 ]  
I P :  D es t i n at i o n  ad d res s  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
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U D P :  S o u rc e p o rt  =  6 8  ( B o o t P c / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  L eng th  =  5 8 4 
U D P :  N o  ch eck s u m  
U D P :  [ 5 7 6  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  1  ( R eq u es t)  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
D H C P :  T ran s ac t i o n  i d  =  0 0 0 0 14 2 5  
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R ela y  A g ent =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C F2 C 4 4 1 
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  3  ( D H C P  R eq u es t)  
D H C P :  M a x im u m  m es s a g e s iz e =  1 1 5 2  
D H C P :  C l i en t  i d en t i f i er =  0 0 6 3 6 9 7 3 6 3 6 F2 D 3 0 3 0 6 5 3 0 2 E 3 16 5 6 6 3 2 2 E 6 3 3 4 3 4 3 12 D 4 5 7 4 3 0 2 F3 0
D H C P :  S erv er I P  ad d res s  =  [ 19 2 . 16 8 . 2 . 2 ]  
D H C P :  R eq u es t  s p ec i f i c  I P  ad d res s  =  [ 19 2 . 16 8 . 1. 2 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  9 9 47 1  ( s eco nds )  
D H C P :  P a ra m eter R eq u es t L is t:  7  entries  
D H C P :  1  =  C lient' s  s u b net m a s k  
D H C P :  6  =  D o m a in na m e s erv er 
D H C P :  1 5  =  D o m a in na m e 
D H C P :  44 =  N etB I O S  o v er T C P / I P  na m e s erv er 
D H C P :  3  =  R o u ters  o n th e client' s  s u b net 
D H C P :  3 3  =  S ta tic ro u te 
D H C P :  1 5 0  =  U nk no w n O p tio n 
D H C P :  C la s s  identifier =  6 46 F 6 3 7 3 6 9 7 3 3 1 2 E 3 0  
D H C P :  O p tio n o v erlo a d = 3  ( F ile a nd S na m e fields  h o ld o p tio ns )  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 4  - D H C P A C K  - - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
4 [ 1 9 2 . 1 6 8 . 1 . 1 ]  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  3 47  0 : 0 2 : 0 5 . 7 8 7  0 . 0 1 2 . 8 7 5  0 5 / 3 1 / 2 0 0 1  0 6 : 5 3 : 0 4 A M  D H C P :  R ep ly ,  
 M es s a g e ty p e:  D H C P  A c k  
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 2 7  a rriv ed a t 0 6 : 5 3 : 0 4. 2 3 2 1 ;  fra m e s iz e is  3 47  ( 0 1 5 B  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  B R O A D C A S T  FFFFFFFFFFFF,  B ro ad c as t  
D L C :  S o u rc e =  S t at i o n  0 0 3 0 9 4 2 4 8 F7 1 
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
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I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  3 3 3  b y tes  
I P :  I dentifica tio n =  47  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  F 8 C 7  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
I P :  D es t i n at i o n  ad d res s  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 8  ( B o o t P c / D H C P )  
U D P :  L eng th  =  3 1 3  
U D P :  C h eck s u m  =  3 2 6 F  ( co rrect)  
U D P :  [ 3 0 5  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  2  ( R ep ly )  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
D H C P :  T ran s ac t i o n  i d  =  0 0 0 0 14 2 5  
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R el ay  A g en t  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C F2 C 4 4 1 
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  5  ( D H C P  A ck )  
D H C P :  S erv er I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 2 . 2 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  1 7 2 8 0 0  ( s eco nds )  
D H C P :  A ddres s  R enew el interv a l =  8 6 40 0  ( s eco nds )  
D H C P :  A ddres s  R eb inding  interv a l =  1 5 1 2 0 0  ( s eco nds )  
D H C P :  S u b net m a s k  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 0 ]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 1]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 2 ]  
D H C P :  N et B I O S  S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 1]  
D H C P :  N et B I O S  S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 3 ]  
D H C P :  D o mai n  n ame =  " c i s c o . c o m"  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 5  - A R P  - - - - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
5  C is c1 4F 2 C 441  B ro a dca s t 6 0  0 : 0 2 : 0 5 . 7 9 8  0 . 0 1 1 . 7 6 3  0 5 / 3 1 / 2 0 0 1  0 6 : 5 3 : 0 4 A M  A R P :  R  P A = [ 1 9 2 . 1 6 8 . 1 . 2 ]  
 H A = C is c1 4F 2 C 441  P R O = I P  
D L C :  ----- D L C  H ea der ----- 

P a g e  26 o f  45C i s c o  - U n d e r s t a n d i n g  a n d  T r o u b l e s h o o t i n g  D H C P  i n  C a t a l y s t  S w i t c h  o r  En t e r p r i s e ...

8/ 7/ 20 0 8h t t p : / / k b a s e .c i s c o .c o m / p a w s / s e r v l e t / V i e w F i l e / 27470 / 10 0 .x m l ? c o n v e r t P a t h s = 1



D L C :   
D L C :  F ra m e 1 2 8  a rriv ed a t 0 6 : 5 3 : 0 4. 2 43 9 ;  fra m e s iz e is  6 0  ( 0 0 3 C  h ex )  b y tes .  
D L C :  D es tina tio n =  B R O A D C A S T  F F F F F F F F F F F F ,  B ro a dca s t 
D L C :  S o u rce =  S ta tio n C is c1 4F 2 C 441  
D L C :  E th erty p e =  0 8 0 6  ( A R P )  
D L C :   
A R P :  ----- A R P / R A R P  fra m e ----- 
A R P :   
A R P :  H a rdw a re ty p e =  1  ( 1 0 M b  E th ernet)  
A R P :  P ro to co l ty p e =  0 8 0 0  ( I P )  
A R P :  L eng th  o f h a rdw a re a ddres s  =  6  b y tes  
A R P :  L eng th  o f p ro to co l a ddres s  =  4 b y tes  
A R P :  O p co de 2  ( A R P  rep ly )  
A R P :  S ender' s  h a rdw a re a ddres s  =  0 0 E 0 1 E F 2 C 441  
A R P :  S ender' s  p ro to co l a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
A R P :  T a rg et h a rdw a re a ddres s  =  F F F F F F F F F F F F  
A R P :  T a rg et p ro to co l a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
A R P :   
A R P :  1 8  b y tes  fra m e p a dding  
A R P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 6  - A R P  - - - - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
5  C is c1 4F 2 C 441  B ro a dca s t 6 0  0 : 0 2 : 0 5 . 7 9 8  0 . 0 1 1 . 7 6 3  0 5 / 3 1 / 2 0 0 1  0 6 : 5 3 : 0 4 A M  A R P :  R  P A = [ 1 9 2 . 1 6 8 . 1 . 2 ]  
 H A = C is c1 4F 2 C 441  P R O = I P  
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 2 8  a rriv ed a t 0 6 : 5 3 : 0 4. 2 43 9 ;  fra m e s iz e is  6 0  ( 0 0 3 C  h ex )  b y tes .  
D L C :  D es tina tio n =  B R O A D C A S T  F F F F F F F F F F F F ,  B ro a dca s t 
D L C :  S o u rce =  S ta tio n C is c1 4F 2 C 441  
D L C :  E th erty p e =  0 8 0 6  ( A R P )  
D L C :   
A R P :  ----- A R P / R A R P  fra m e ----- 
A R P :   
A R P :  H a rdw a re ty p e =  1  ( 1 0 M b  E th ernet)  
A R P :  P ro to co l ty p e =  0 8 0 0  ( I P )  
A R P :  L eng th  o f h a rdw a re a ddres s  =  6  b y tes  
A R P :  L eng th  o f p ro to co l a ddres s  =  4 b y tes  
A R P :  O p co de 2  ( A R P  rep ly )  
A R P :  S ender' s  h a rdw a re a ddres s  =  0 0 E 0 1 E F 2 C 441  
A R P :  S ender' s  p ro to co l a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
A R P :  T a rg et h a rdw a re a ddres s  =  F F F F F F F F F F F F  
A R P :  T a rg et p ro to co l a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
A R P :   
A R P :  1 8  b y tes  fra m e p a dding  
A R P :   

S nif f e r-A  T ra ce  
- - - - - - - - - - - - - - - - - - - - Frame 1 - D H C P D I S C O V E R  - - - - - - - 
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
1 1 8  [ 1 9 2 . 1 6 8 . 1 . 1 ]  [ 1 9 2 . 1 6 8 . 2 . 2 ]  6 1 8  0 : 0 0 : 5 1 . 2 1 2  0 . 48 9 . 9 1 2  0 5 / 3 1 / 2 0 0 1  0 7 : 0 2 : 5 4 A M  D H C P :  R eq u es t,  
 M es s a g e ty p e:  D H C P  D is co v er 
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 1 8  a rriv ed a t 0 7 : 0 2 : 5 4. 7 46 3 ;  fra m e s iz e is  6 1 8  ( 0 2 6 A  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  S t at i o n  0 0 0 5 D C 0 B F2 F4  
D L C :  S o u rc e =  S t at i o n  0 0 3 0 9 4 2 4 8 F7 2  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
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I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  6 0 4 b y tes  
I P :  I dentifica tio n =  5 2  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  3 5 0 9  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
I P :  D es t i n at i o n  ad d res s  =  [ 19 2 . 16 8 . 2 . 2 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  L eng th  =  5 8 4 
U D P :  C h eck s u m  =  0 A 1 9  ( co rrect)  
U D P :  [ 5 7 6  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  1  ( R eq u es t)  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  1  
D H C P :  T ra ns a ctio n id =  0 0 0 0 0 5 F 4 
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R el ay  A g en t  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C F2 C 4 4 1 
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  1  ( D H C P  D is co v er)  
D H C P :  M a x im u m  m es s a g e s iz e =  1 1 5 2  
D H C P :  C lient identifier =  0 0 6 3 6 9 7 3 6 3 6 F 2 D 3 0 3 0 6 5 3 0 2 E 3 1 6 5 6 6 3 2 2 E 6 3 3 43 43 1 2 D 45 7 43 0 2 F 3 0
D H C P :  P a ra m eter R eq u es t L is t:  7  entries  
D H C P :  1  =  C lient' s  s u b net m a s k  
D H C P :  6  =  D o m a in na m e s erv er 
D H C P :  1 5  =  D o m a in na m e 
D H C P :  44 =  N etB I O S  o v er T C P / I P  na m e s erv er 
D H C P :  3  =  R o u ters  o n th e client' s  s u b net 
D H C P :  3 3  =  S ta tic ro u te 
D H C P :  1 5 0  =  U nk no w n O p tio n 
D H C P :  C la s s  identifier =  6 46 F 6 3 7 3 6 9 7 3 3 1 2 E 3 0  
D H C P :  O p tio n o v erlo a d = 3  ( F ile a nd S na m e fields  h o ld o p tio ns )  
D H C P :   
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- - - - - - - - - - - - - - - - - - - - Frame 2  - D H C P O FFE R  - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
2  [ 1 9 2 . 1 6 8 . 2 . 2 ]  [ 1 9 2 . 1 6 8 . 1 . 1 ]  3 47  0 : 0 0 : 5 1 . 2 1 4 0 . 0 0 2 . 1 3 3  0 5 / 3 1 / 2 0 0 1  0 7 : 0 2 : 5 4 A M  D H C P :  R eq u es t,  
 M es s a g e ty p e:  D H C P  O f f er 
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 1 9  a rriv ed a t 0 7 : 0 2 : 5 4. 7 48 5 ;  fra m e s iz e is  3 47  ( 0 1 5 B  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  S t at i o n  0 0 3 0 9 4 2 4 8 F7 2  
D L C :  S o u rc e =  S t at i o n  0 0 0 5 D C 0 B F2 F4  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  3 3 3  b y tes  
I P :  I dentifica tio n =  41  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  3 6 2 3  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 19 2 . 16 8 . 2 . 2 ]  
I P :  D es t i n at i o n  ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  L eng th  =  3 1 3  
U D P :  C h eck s u m  =  A 1 F 8  ( co rrect)  
U D P :  [ 3 0 5  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  2  ( R eq u es t)  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
D H C P :  T ra ns a ctio n id =  0 0 0 0 0 5 F 4 
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R el ay  A g en t  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C F2 C 4 4 1 
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
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D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  2  ( D H C P  O ffer)  
D H C P :  S erv er I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 2 . 2 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  1 7 2 5 7 1  ( s eco nds )  
D H C P :  A ddres s  R enew el interv a l =  8 6 2 8 5  ( s eco nds )  
D H C P :  A ddres s  R eb inding  interv a l =  1 5 0 9 9 9  ( s eco nds )  
D H C P :  S u b net m a s k  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 0 ]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 1]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 2 ]  
D H C P :  N et B I O S  S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 1]  
D H C P :  N et B I O S  S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 3 ]  
D H C P :  D o mai n  n ame =  " c i s c o . c o m"  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 3  - D H C P R E Q U E S T  - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
3  [ 1 9 2 . 1 6 8 . 1 . 1 ]  [ 1 9 2 . 1 6 8 . 2 . 2 ]  6 1 8  0 : 0 0 : 5 1 . 2 40  0 . 0 2 5 . 9 7 4 0 5 / 3 1 / 2 0 0 1  0 7 : 0 2 : 5 4 A M  D H C P :  R eq u es t,  
 M es s a g e ty p e:  D H C P  R eq u es t 
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 2 0  a rriv ed a t 0 7 : 0 2 : 5 4. 7 7 45 ;  fra m e s iz e is  6 1 8  ( 0 2 6 A  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  S t at i o n  0 0 0 5 D C 0 B F2 F4  
D L C :  S o u rc e =  S t at i o n  0 0 3 0 9 4 2 4 8 F7 2  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  6 0 4 b y tes  
I P :  I dentifica tio n =  5 4 
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  3 5 0 7  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
I P :  D es t i n at i o n  ad d res s  =  [ 19 2 . 16 8 . 2 . 2 ]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  L eng th  =  5 8 4 
U D P :  C h eck s u m  =  46 9 9  ( co rrect)  
U D P :  [ 5 7 6  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  1  ( R eq u es t)  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  1  
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D H C P :  T ra ns a ctio n id =  0 0 0 0 0 5 F 4 
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R el ay  A g en t  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C F2 C 4 4 1 
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  3  ( D H C P  R eq u es t)  
D H C P :  M a x im u m  m es s a g e s iz e =  1 1 5 2  
D H C P :  C l i en t  i d en t i f i er =  0 0 6 3 6 9 7 3 6 3 6 F2 D 3 0 3 0 6 5 3 0 2 E 3 16 5 6 6 3 2 2 E 6 3 3 4 3 4 3 12 D 4 5 7 4 3 0 2 F3 0
D H C P :  S erv er I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 2 . 2 ]  
D H C P :  R eq u es t s p ecific I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  1 7 2 5 7 1  ( s eco nds )  
D H C P :  P a ra m eter R eq u es t L is t:  7  entries  
D H C P :  1  =  C lient' s  s u b net m a s k  
D H C P :  6  =  D o m a in na m e s erv er 
D H C P :  1 5  =  D o m a in na m e 
D H C P :  44 =  N etB I O S  o v er T C P / I P  na m e s erv er 
D H C P :  3  =  R o u ters  o n th e client' s  s u b net 
D H C P :  3 3  =  S ta tic ro u te 
D H C P :  1 5 0  =  U nk no w n O p tio n 
D H C P :  C la s s  identifier =  6 46 F 6 3 7 3 6 9 7 3 3 1 2 E 3 0  
D H C P :  O p tio n o v erlo a d = 3  ( F ile a nd S na m e fields  h o ld o p tio ns )  
D H C P :   
 
- - - - - - - - - - - - - - - - - - - - Frame 4  - D H C P A C K  - - - - - - - - - -
 
F ra m e S ta tu s  S o u rce A ddres s  D es t.  A ddres s  S iz e R el.  T im e D elta  T im e A b s .  T im e S u m m a ry
4 [ 1 9 2 . 1 6 8 . 2 . 2 ]  [ 1 9 2 . 1 6 8 . 1 . 1 ]  3 47  0 : 0 0 : 5 1 . 2 40  0 . 0 0 0 . 1 5 3  0 5 / 3 1 / 2 0 0 1  0 7 : 0 2 : 5 4 A M  D H C P :  R eq u es t,  
 M es s a g e ty p e:  D H C P  A c k  
D L C :  ----- D L C  H ea der ----- 
D L C :   
D L C :  F ra m e 1 2 1  a rriv ed a t 0 7 : 0 2 : 5 4. 7 7 46 ;  fra m e s iz e is  3 47  ( 0 1 5 B  h ex )  b y tes .  
D L C :  D es t i n at i o n  =  S t at i o n  0 0 3 0 9 4 2 4 8 F7 2  
D L C :  S o u rc e =  S t at i o n  0 0 0 5 D C 0 B F2 F4  
D L C :  E th erty p e =  0 8 0 0  ( I P )  
D L C :   
I P :  ----- I P  H ea der ----- 
I P :   
I P :  V ers io n =  4,  h ea der leng th  =  2 0  b y tes  
I P :  T y p e o f s erv ice =  0 0  
I P :  0 0 0 .  . . . .  =  ro u tine 
I P :  . . . 0  . . . .  =  no rm a l dela y  
I P :  . . . .  0 . . .  =  no rm a l th ro u g h p u t 
I P :  . . . .  . 0 . .  =  no rm a l relia b ility  
I P :  . . . .  . . 0 .  =  E C T  b it - tra ns p o rt p ro to co l w ill ig no re th e C E  b it 
I P :  . . . .  . . . 0  =  C E  b it - no  co ng es tio n 
I P :  T o ta l leng th  =  3 3 3  b y tes  
I P :  I dentifica tio n =  42  
I P :  F la g s  =  0 X  
I P :  . 0 . .  . . . .  =  m a y  fra g m ent 
I P :  . . 0 .  . . . .  =  la s t fra g m ent 
I P :  F ra g m ent o ffs et =  0  b y tes  
I P :  T im e to  liv e =  2 5 5  s eco nds / h o p s  
I P :  P ro to co l =  1 7  ( U D P )  
I P :  H ea der ch eck s u m  =  3 6 2 2  ( co rrect)  
I P :  S o u rc e ad d res s  =  [ 19 2 . 16 8 . 2 . 2 ]  
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I P :  D es t i n at i o n  ad d res s  =  [ 19 2 . 16 8 . 1. 1]  
I P :  N o  o p tio ns  
I P :   
U D P :  ----- U D P  H ea der ----- 
U D P :   
U D P :  S o u rc e p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  D es t i n at i o n  p o rt  =  6 7  ( B o o t P s / D H C P )  
U D P :  L eng th  =  3 1 3  
U D P :  C h eck s u m  =  7 D F 6  ( co rrect)  
U D P :  [ 3 0 5  b y te( s )  o f da ta ]  
U D P :   
D H C P :  ----- D H C P  H ea der ----- 
D H C P :   
D H C P :  B o o t reco rd ty p e =  2  ( R eq u es t)  
D H C P :  H a rdw a re a ddres s  ty p e =  1  ( 1 0 M b  E th ernet)  
D H C P :  H a rdw a re a ddres s  leng th  =  6  b y tes  
D H C P :   
D H C P :  H o p s  =  0  
D H C P :  T ra ns a ctio n id =  0 0 0 0 0 5 F 4 
D H C P :  E la p s ed b o o t tim e =  0  s eco nds  
D H C P :  F la g s  =  8 0 0 0  
D H C P :  1 . . .  . . . .  . . . .  . . . .  =  B ro a dca s t I P  da ta g ra m s  
D H C P :  C lient s elf-a s s ig ned I P  a ddres s  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  C lient I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 1 . 2 ]  
D H C P :  N ex t S erv er to  u s e in b o o ts tra p  =  [ 0 . 0 . 0 . 0 ]  
D H C P :  R el ay  A g en t  =  [ 19 2 . 16 8 . 1. 1]  
D H C P :  C l i en t  h ard w are ad d res s  =  0 0 0 5 D C F2 C 4 4 1 
D H C P :   
D H C P :  H o s t na m e =  " "  
D H C P :  B o o t file na m e =  " "  
D H C P :   
D H C P :  V endo r I nfo rm a tio n ta g  =  6 3 8 2 5 3 6 3   
D H C P :  M es s a g e T y p e =  5  ( D H C P  A ck )  
D H C P :  S erv er I P  a ddres s  =  [ 1 9 2 . 1 6 8 . 2 . 2 ]  
D H C P :  R eq u es t I P  a ddres s  lea s e tim e =  1 7 2 8 0 0  ( s eco nds )  
D H C P :  A ddres s  R enew el interv a l =  8 6 40 0  ( s eco nds )  
D H C P :  A ddres s  R eb inding  interv a l =  1 5 1 2 0 0  ( s eco nds )  
D H C P :  S u b net m a s k  =  [ 2 5 5 . 2 5 5 . 2 5 5 . 0 ]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 1]  
D H C P :  D o mai n  N ame S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 2 ]  
D H C P :  N et B I O S  S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 1]  
D H C P :  N et B I O S  S erv er ad d res s  =  [ 19 2 . 16 8 . 10 . 3 ]  
D H C P :  D o mai n  n ame =  " c i s c o . c o m"  
D H C P :   

T r ou b l esh ooti ng  D H CP  w h en Cl i ent W or k sta ti ons a r e U na b l e 
to O b ta i n D H CP  A d d r esses  
C a se S tud y  # 1 :  D H C P  S erv er o n S a me L A N  S eg ment o r V L A N  a s D H C P  C l ient  
W h e n  t h e  D H C P  s e r v e r  a n d  c l i e n t  r e s i d e  o n  t h e  s a m e  L A N  s e g m e n t  o r  V L A N  a n d  t h e  c l i e n t  i s  
u n a b l e  t o  o b t a i n  a n  I P  a d d r e s s  f r o m  a  D H C P  s e r v e r , i t  i s  u n l i k e l y  t h a t  t h e  l o c a l  r o u t e r  i s  c a u s i n g  a  
D H C P  p r o b l e m . T h e  p r o b l e m  i s  m o s t  l i k e l y  r e l a t e d  t o  t h e  d e v i c e s  t h a t  c o n n e c t  t h e  D H C P  s e r v e r  a n d  
D H C P  c l i e n t . H o w e v e r , t h e  p r o b l e m  m a y  b e  w i t h  t h e  D H C P  s e r v e r  o r  c l i e n t  i t s e l f . F o l l o w i n g  t h e  
t r o u b l e s h o o t i n g  m o d u l e s  b e l o w  s h o u l d  d e t e r m i n e  w h a t  d e v i c e  i s  c a u s i n g  t h e  i s s u e .  
N ote :  T o  c o n f i g u r e  t h e  D H C P  s e r v e r  o n  a  p e r  v l a n  b a s i s , d e f i n e  d i f f e r e n t  D H C P  p o o l s  f o r  e v e r y  
V L A N  s e r v i n g  D H C P  a d d r e s s e s  t o  y o u r  c l i e n t s . 

C a se S tud y  # 2 :  D H C P  S erv er a nd  D H C P  C l ient a re S ep a ra ted  b y  a  Ro uter 
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C o nf ig ured  f o r D H C P / B o o tP  Rel a y  A g ent F unc tio na l ity   
W h e n  t h e  D H C P  s e r v e r  a n d  c l i e n t  r e s i d e  o n  t h e  d i f f e r e n t  L A N  s e g m e n t s  o r  V L A N s , t h e  r o u t e r  
f u n c t i o n i n g  a s  a  D H C P / B o o t P  R e l a y  A g e n t  i s  r e s p o n s i b l e  f o r  f o r w a r d i n g  t h e  D H C P R EQ U ES T  t o  
t h e  D H C P  s e r v e r . A d d i t i o n a l  t r o u b l e s h o o t i n g  s t e p s  a r e  r e q u i r e d  t o  t r o u b l e s h o o t  t h e  D H C P / B o o t P  
R e l a y  A g e n t , a s  w e l l  a s  t h e  D H C P  s e r v e r  a n d  c l i e n t . F o l l o w i n g  t h e  t r o u b l e s h o o t i n g  m o d u l e s  b e l o w  
s h o u l d  d e t e r m i n e  w h i c h  d e v i c e  i s  c a u s i n g  t h e  i s s u e .  

D H C P  S erv er o n Ro uter F a il s to  A ssig n A d resses w ith  a  P O O L  E X H A U S T E D  
E rro r 
I t  i s  p o s s i b l e  t h a t  s o m e  a d d r e s s e s  a r e  s t i l l  h e l d  b y  c l i e n t s , e v e n  i f  t h e y  a r e  r e l e a s e d  f r o m  t h e  p o o l . 
T h i s  c a n  b e  v e r i f i e d  b y  t h e  s h ow  dh cp  conf l ict o u t p u t . A n  a d d r e s s  c o n f l i c t  o c c u r s  w h e n  t w o  h o s t s  
u s e  t h e  s a m e  I P  a d d r e s s . A t  t h e  a d d r e s s  a s s i g n m e n t , t h e  D H C P  c h e c k s  f o r  c o n f l i c t s  w i t h  p i n g  a n d  
g r a t u i t o u s  A R P . 
I f  a  c o n f l i c t  i s  d e t e c t e d , t h e  a d d r e s s  i s  r e m o v e d  f r o m  t h e  p o o l . T h e  a d d r e s s  i s  a s s i g n e d  u n t i l  t h e  
a d m i n i s t r a t o r  r e s o l v e s  t h e  c o n f l i c t . C o n f i g u r e  no ip  dh cp  conf l ict l og g ing  t o  r e s o l v e  t h i s  i s s u e . 

D H CP  T r ou b l esh ooti ng  M od u l es  
U nd ersta nd ing  W h ere D H C P  P ro b l ems C a n O c c ur  
D H C P  p r o b l e m s  c a n  a r i s e  d u e  t o  a  m u l t i t u d e  o f  r e a s o n s . T h e  m o s t  c o m m o n  r e a s o n s  a r e  
c o n f i g u r a t i o n  i s s u e s . H o w e v e r , m a n y  D H C P  p r o b l e m s  c a n  b e  c a u s e d  b y  s o f t w a r e  d e f e c t s  i n  
o p e r a t i n g  s y s t e m s , N e t w o r k  I n t e r f a c e  C a r d  (N I C )  d r i v e r s , o r  D H C P / B o o t P  R e l a y  A g e n t s  r u n n i n g  o n  
r o u t e r s . D u e  t o  t h e  n u m b e r  o f  p o t e n t i a l l y  p r o b l e m a t i c  a r e a s , a  s y s t e m a t i c  a p p r o a c h  t o  
t r o u b l e s h o o t i n g  i s  r e q u i r e d .  
S h ort L is t of  P os s ib l e  C a us e s  of  D H C P  P rob l e m s :  

� C a t a l y s t  s w i t c h  d e f a u l t  c o n f i g u r a t i o n  
� D H C P / B o o t P  R e l a y  A g e n t  c o n f i g u r a t i o n   
� N I C  c o m p a t i b i l i t y  i s s u e  o r  D H C P  f e a t u r e  i s s u e  
� F a u l t y  N I C  o r  i m p r o p e r  N I C  d r i v e r  i n s t a l l a t i o n  
� I n t e r m i t t e n t  n e t w o r k  o u t a g e s  d u e  t o  f r e q u e n t  s p a n n i n g  t r e e  c o m p u t a t i o n s  
� O p e r a t i n g  s y s t e m  b e h a v i o r  o r  s o f t w a r e  d e f e c t   
� D H C P  s e r v e r  s c o p e  c o n f i g u r a t i o n  o r  s o f t w a r e  d e f e c t  
� C i s c o  C a t a l y s t  s w i t c h  o r  I O S  D H C P / B o o t P  R e l a y  A g e n t  s o f t w a r e  d e f e c t   
� U n i c a s t  R e v e r s e  P a t h  F o r w a r d i n g  (u R P F )  c h e c k  f a i l i n g  b e c a u s e  t h e  D H C P  o f f e r  i s  r e c e i v e d  o n  
a  d i f f e r e n t  i n t e r f a c e  t h a n  e x p e c t e d . W h e n  t h e  R e v e r s e  P a t h  F o r w a r d i n g  (R P F )  f e a t u r e  i s  
e n a b l e d  o n  a n  i n t e r f a c e , a  C i s c o  r o u t e r  c a n  d r o p  D y n a m i c  H o s t  C o n f i g u r a t i o n  P r o t o c o l  
(D H C P )  a n d  B O O T s t r a p  P r o t o c o l  (B O O T P )  p a c k e t s  t h a t  h a v e  s o u r c e  a d d r e s s e s  o f  0 .0 .0 .0  a n d  
d e s t i n a t i o n  a d d r e s s e s  o f  255.255.255.255. T h e  r o u t e r  c a n  a l s o  d r o p  a l l  I P  p a c k e t s  t h a t  h a v e  a  
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m u l t i c a s t  I P  d e s t i n a t i o n  a t  t h e  i n t e r f a c e . T h i s  i s s u e  i s  d o c u m e n t e d  i n  C S C d w 31925 ( r e g i s t e r e d  
c u s t o m e r s  o n l y )  . 

� D H C P  d a t a b a s e  a g e n t  i s  n o t  u s e d , b u t  D H C P  c o n f l i c t  l o g g i n g  i s  not d i s a b l e d  
T h i s  d o c u m e n t  w i l l  u s e  t r o u b l e s h o o t i n g  m o d u l e s  b e l o w  t o  d e t e r m i n e  t h e  r o o t  c a u s e , a s  i n d i c a t e d  i n  
t h e  l i s t  a b o v e .  
A .  V e rif y  P h y s ica l  C onne ctiv ity   
T h i s  p r o c e d u r e  i s  a p p l i c a b l e  t o  a l l  c a s e  s t u d i e s .  
F i r s t , v e r i f y  p h y s i c a l  c o n n e c t i v i t y  o f  a  D H C P  c l i e n t  a n d  s e r v e r . I f  c o n n e c t e d  t o  a  C a t a l y s t  s w i t c h , 
v e r i f y  t h a t  b o t h  t h e  D H C P  c l i e n t  a n d  s e r v e r  h a v e  p h y s i c a l  c o n n e c t i v i t y .  
F o r  C a t a l y s t  C a t O S  s w i t c h e s  s u c h  a s  t h e  2948G , 40 0 0 , 50 0 0 , a n d  60 0 0  s e r i e s  s w i t c h e s , u s e  t h e  s h ow  
p ort < m od# > / < p ort_ ra ng e >  c o m m a n d  t o  n o t e  t h e  p o r t  s t a t u s . I f  t h e  p o r t  s t a t u s  i s  a n y t h i n g  o t h e r  
t h a n  co nnected, t h e  p o r t  w i l l  n o t  p a s s  a n y  t r a f f i c , i n c l u d i n g  D H C P  c l i e n t  r e q u e s t s . T h e  o u t p u t  f r o m  
t h e  c o m m a n d s  i s  a s  f o l l o w s :   

S w itch  ( ena b le)  s h o w  p o rt  5 / 1 
P o rt N a m e S ta tu s  V la n D u p lex  S p eed T y p e 
----- ------------------ ---------- ---------- ------ ----- ------------ 
5 / 1  c o n n ec t ed  1  a -fu ll a -1 0 0  1 0 / 1 0 0 B a s eT X   

F o r  I O S  b a s e d  s w i t c h e s  s u c h  a s  t h e  C a t a l y s t  290 0 X L / 350 0 X L / 2950 / 3550 , t h e  e q u i v a l e n t  c o m m a n d  
t o  s h ow  p ort s ta tus  i s  s h ow  inte rf a ce  < inte rf a ce > . I f  t h e  s t a t e  o f  t h e  i n t e r f a c e  i s  a n y t h i n g  o t h e r  t h a n  
<interfa ce >  i s  u p , l i n e  p r o t o c o l  i s  u p , t h e  p o r t  w i l l  n o t  p a s s  t r a f f i c , i n c l u d i n g  D H C P  c l i e n t  
r e q u e s t s . T h e  o u t p u t  f r o m  t h e  c o m m a n d s  i s  a s  f o l l o w s :   

S w itch # s h o w  i n t erf ac e f as t E t h ern et  0 / 1 
F a s tE th ernet0 / 1  is  u p ,  line p ro to co l is  u p  
H a rdw a re is  F a s t E th ernet,  a ddres s  is  0 0 3 0 . 9 4dc. a cc1  ( b ia  0 0 3 0 . 9 4dc. a cc1 )   

I f  t h e  p h y s i c a l  c o n n e c t i o n  h a s  b e e n  v e r i f i e d  a n d  t h e r e  i s  i n d e e d  n o  l i n k  b e t w e e n  t h e  C a t a l y s t  s w i t c h  
a n d  D H C P  c l i e n t , c o n s u l t  t h e  T r o u b l e s h o o t i n g  C i s c o  C a t a l y s t  S w i t c h e s  t o  N I C  C o m p a t i b i l i t y  I s s u e s  
d o c u m e n t  f o r  a d d i t i o n a l  t r o u b l e s h o o t i n g  i n  r e g a r d s  t o  t h e  p h y s i c a l  l a y e r  c o n n e c t i v i t y  i s s u e .  
Ex c e s s i v e  d a t a  l i n k  e r r o r s  c a u s e  p o r t s  o n  s o m e  C a t a l y s t  s w i t c h e s  t o  g o  i n t o  a n  errdis a b led s t a t e . 
R e f e r  t o  R e c o v e r i n g  F r o m  e r r D i s a b l e  P o r t  S t a t e  o n  t h e  C a t O S  P l a t f o r m s  a n d  Er r d i s a b l e  P o r t  S t a t e  
R e c o v e r y  o n  t h e  C i s c o  I O S  P l a t f o r m s , w h i c h  d e s c r i b e  t h e  e r r d i s a b l e  s t a t e , e x p l a i n  h o w  t o  r e c o v e r  
f r o m  i t , a n d  p r o v i d e  e x a m p l e s  o f  r e c o v e r y  f r o m  t h i s  s t a t e . 
B .  T e s t N e tw ork  C onne ctiv ity  b y  C onf ig uring  C l ie nt W ork s ta tion w ith  S ta tic IP  A ddre s s   
T h i s  p r o c e d u r e  i s  a p p l i c a b l e  t o  a l l  c a s e  s t u d i e s .  
W h e n  t r o u b l e s h o o t i n g  a n y  D H C P  I s s u e , i t  i s  i m p o r t a n t  t o  v e r i f y  n e t w o r k  c o n n e c t i v i t y  b y  c o n f i g u r i n g  
a  s t a t i c  I P  a d d r e s s  o n  a  c l i e n t  w o r k s t a t i o n . I f  t h e  w o r k s t a t i o n  i s  u n a b l e  t o  r e a c h  n e t w o r k  r e s o u r c e s  
d e s p i t e  h a v i n g  a  s t a t i c a l l y  c o n f i g u r e d  I P  a d d r e s s , t h e  r o o t  c a u s e  o f  t h e  p r o b l e m  i s  n o t  D H C P . A t  t h i s  
p o i n t , n e t w o r k  c o n n e c t i v i t y  t r o u b l e s h o o t i n g  i s  r e q u i r e d .  
C .  V e rif y  Is s ue  a s  a  S ta rtup  P rob l e m   
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T h i s  p r o c e d u r e  i s  a p p l i c a b l e  t o  a l l  c a s e  s t u d i e s .  
I f  t h e  D H C P  c l i e n t  i s  u n a b l e  t o  o b t a i n  a n  I P  a d d r e s s  f r o m  t h e  D H C P  s e r v e r  o n  s t a r t u p , a t t e m p t  t o  
o b t a i n  a n  I P  a d d r e s s  f r o m  t h e  D H C P  s e r v e r  b y  m a n u a l l y  f o r c i n g  t h e  c l i e n t  t o  s e n d  a  D H C P  r e q u e s t . 
I s s u e  t h e  f o l l o w i n g  s t e p s  t o  m a n u a l l y  o b t a i n  a n  I P  a d d r e s s  f r o m  a  D H C P  s e r v e r  f o r  t h e  o p e r a t i n g  
s y s t e m s  l i s t e d  b e l o w .  
M icros of t W indow s  9 5 / 9 8 / M E :  C l i c k  t h e  S ta rt b u t t o n , a n d  r u n  t h e  W I N I P C F G .e x e  p r o g r a m . C l i c k  
t h e  R e l e a s e  A l l  b u t t o n , f o l l o w e d  b y  t h e  R e ne w  A l l  b u t t o n . I s  t h e  D H C P  c l i e n t  n o w  a b l e  t o  o b t a i n  a n  
I P  a d d r e s s ?   

  
M icros of t W indow s  N T / 2 0 0 0 :  O p e n  a  c o m m a n d  p r o m p t  w i n d o w  b y  t y p i n g  cm d i n  t h e  S ta rt/ R un 
f i e l d . I s s u e  t h e  c o m m a n d  ip conf ig / re ne w  i n  t h e  c o m m a n d  p r o m p t  w i n d o w , a s  s h o w n  b e l o w . I s  t h e  
D H C P  c l i e n t  n o w  a b l e  t o  o b t a i n  a n  I P  A d d r e s s ?   

I f  t h e  D H C P  c l i e n t  i s  a b l e  t o  o b t a i n  a n  I P  a d d r e s s  b y  m a n u a l l y  r e n e w i n g  t h e  I P  a d d r e s s  a f t e r  t h e  P C  
h a s  c o m p l e t e d  t h e  b o o t u p  p r o c e s s , t h e  i s s u e  i s  m o s t  l i k e l y  a  D H C P  s t a r t u p  i s s u e . I f  t h e  D H C P  c l i e n t  
i s  a t t a c h e d  t o  a  C i s c o  C a t a l y s t  s w i t c h , t h e  p r o b l e m  i s  m o s t  l i k e l y  d u e  t o  a  c o n f i g u r a t i o n  i s s u e  d e a l i n g  
w i t h  S T P  p o r t f a s t  a n d / o r  c h a n n e l i n g  a n d  t r u n k i n g . O t h e r  p o s s i b i l i t i e s  i n c l u d e  N I C  c a r d  i s s u e s  a n d  
s w i t c h  p o r t  s t a r t u p  i s s u e s . T r o u b l e s h o o t i n g  S t e p s  D  a n d  E s h o u l d  b e  r e v i e w e d  t o  r u l e  o u t  s w i t c h  p o r t  
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c o n f i g u r a t i o n  a n d  N I C  c a r d  i s s u e s  a s  t h e  r o o t  c a u s e  o f  t h e  D H C P  p r o b l e m .  
D .  V e rif y  S w itch  P ort C onf ig ura tion ( S T P  P ortf a s t a nd O th e r C om m a nds )   
I f  t h e  s w i t c h  i s  a  C a t a l y s t  290 0 / 40 0 0 / 50 0 0 / 60 0 0 , v e r i f y  t h a t  t h e  p o r t  h a s  S T P  p o r t f a s t  e n a b l e d  a n d  
t r u n k i n g / c h a n n e l i n g  d i s a b l e d . T h e  d e f a u l t  c o n f i g u r a t i o n  i s  S T P  p o r t f a s t  d i s a b l e d  a n d  
t r u n k i n g / c h a n n e l i n g  a u t o , i f  a p p l i c a b l e . F o r  t h e  290 0 X L / 350 0 X L / 2950 / 3550  s w i t c h e s , S T P  p o r t f a s t  
i s  t h e  o n l y  r e q u i r e d  c o n f i g u r a t i o n . T h e s e  c o n f i g u r a t i o n  c h a n g e s  r e s o l v e  t h e  m o s t  c o m m o n  D H C P  
c l i e n t  i s s u e s  t h a t  o c c u r  w i t h  a n  i n i t i a l  i n s t a l l a t i o n  o f  a  C a t a l y s t  s w i t c h .  
F o r  m o r e  d o c u m e n t a t i o n  r e g a r d i n g  t h e  n e c e s s a r y  s w i t c h  p o r t  c o n f i g u r a t i o n  r e q u i r e m e n t s  f o r  D H C P  
t o  o p e r a t e  p r o p e r l y  w h e n  c o n n e c t e d  t o  C a t a l y s t  s w i t c h e s , p l e a s e  r e v i e w  t h e  f o l l o w i n g  d o c u m e n t :   
U s i n g  P o r t f a s t  a n d  O t h e r  C o m m a n d s  t o  F i x  W o r k s t a t i o n  S t a r t u p  C o n n e c t i v i t y  D e l a y s   
A f t e r  r e v i e w i n g  t h e  c o n f i g u r a t i o n  g u i d e l i n e s  i n  t h e  d o c u m e n t  a b o v e , r e t u r n  t o  t h i s  d o c u m e n t  f o r  
a d d i t i o n a l  t r o u b l e s h o o t i n g .  
E .  C h e ck  f or K now n N IC  C a rd or C a ta l y s t S w itch  Is s ue s   
I f  t h e  C a t a l y s t  s w i t c h  c o n f i g u r a t i o n  i s  c o r r e c t , i t  i s  p o s s i b l e  t h a t  a  s o f t w a r e  c o m p a t i b i l i t y  i s s u e  m a y  
e x i s t  o n  t h e  C a t a l y s t  s w i t c h  o r  D H C P  c l i e n t ' s  N I C  t h a t  c o u l d  b e  c a u s i n g  D H C P  i s s u e s . T h e  n e x t  s t e p  
i n  t r o u b l e s h o o t i n g  i s  t o  r e v i e w  t h e  f o l l o w i n g  d o c u m e n t  a n d  r u l e  o u t  a n y  s o f t w a r e  i s s u e s  w i t h  t h e  
C a t a l y s t  s w i t c h  o r  N I C  t h a t  m a y  b e  c o n t r i b u t i n g  t o  t h e  p r o b l e m :   
T r o u b l e s h o o t i n g  C i s c o  C a t a l y s t  S w i t c h e s  t o  N I C  C o m p a t i b i l i t y  I s s u e s   
K n o w l e d g e  o f  t h e  D H C P  c l i e n t ' s  o p e r a t i n g  s y s t e m  a s  w e l l  a s  s p e c i f i c  N I C  i n f o r m a t i o n  s u c h  a s  t h e  
m a n u f a c t u r e r , m o d e l , a n d  d r i v e r  v e r s i o n  w i l l  b e  n e e d e d  t o  p r o p e r l y  r u l e  o u t  a n y  c o m p a t i b i l i t y  i s s u e s . 
F .  D is ting uis h ing  w h e th e r D H C P  C l ie nts  O b ta in IP  A ddre s s  on th e  S a m e  S ub ne t or V L A N  a s  
D H C P  S e rv e r  
I t  i s  i m p o r t a n t  t o  d i s t i n g u i s h  w h e t h e r  o r  n o t  D H C P  i s  f u n c t i o n i n g  c o r r e c t l y  w h e n  t h e  c l i e n t  i s  o n  
s a m e  s u b n e t  o r  V L A N  a s  t h e  D H C P  s e r v e r . I f  t h e  D H C P  i s  w o r k i n g  c o r r e c t l y  o n  t h e  s a m e  s u b n e t  o r  
V L A N  a s  t h e  D H C P  s e r v e r , t h e  D H C P  i s s u e  m a y  b e  w i t h  t h e  D H C P / B o o t P  R e l a y  A g e n t . I f  t h e  
p r o b l e m  p e r s i s t s  e v e n  w i t h  t e s t i n g  D H C P  o n  t h e  s a m e  s u b n e t  o r  V L A N  a s  t h e  D H C P  s e r v e r , t h e  
p r o b l e m  m a y  a c t u a l l y  b e  w i t h  t h e  D H C P  s e r v e r .  
G .  V e rif y  R oute r D H C P / B ootP  R e l a y  C onf ig ura tion  
I s s u e  t h e  s t e p s  b e l o w  t o  v e r i f y  t h e  c o n f i g u r a t i o n :   
1. W h e n  c o n f i g u r i n g  D H C P  r e l a y  o n  a  r o u t e r , v e r i f y  t h a t  t h e  ip  h e l p e r-a ddre s s  c o m m a n d  i s  

l o c a t e d  o n  t h e  c o r r e c t  i n t e r f a c e . T h e  ip  h e l p e r-a ddre s s  c o m m a n d  m u s t  b e  p r e s e n t  o n  t h e  
i n b o u n d  i n t e r f a c e  o f  t h e  D H C P  c l i e n t  w o r k s t a t i o n s  a n d  m u s t  b e  d i r e c t e d  t o  t h e  c o r r e c t  D H C P  
s e r v e r . 

2. V e r i f y  t h a t  t h e  g l o b a l  c o n f i g u r a t i o n  c o m m a n d  no s e rv ice  dh cp  i s  n o t  p r e s e n t . T h i s  
c o n f i g u r a t i o n  p a r a m e t e r  w i l l  d i s a b l e  a l l  D H C P  s e r v e r  a n d  r e l a y  f u n c t i o n a l i t y  o n  t h e  r o u t e r . 
T h e  d e f a u l t  c o n f i g u r a t i o n , s erv ice dh cp , w i l l  n o t  a p p e a r  i n  t h e  c o n f i g u r a t i o n , a n d  i s  t h e  
d e f a u l t  c o n f i g u r a t i o n  c o m m a n d . I f  t h e  s e rv ice  dh cp  i s  n o t  e n a b l e d , t h e  c l i e n t s  d o  n o t  r e c e i v e  
t h e  I P  a d d r e s s e s  f r o m  t h e  D H C P  s e r v e r . 
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N ote :  I n  r o u t e r s  t h a t  r u n  o l d e r  C i s c o  I O S  r e l e a s e s , t h e  ip  b ootp  s e rv e r c o m m a n d  h a n d l e s  t h e  
D H C P  r e l a y  a g e n t  f u n c t i o n  i n s t e a d  o f  t h e  s e rv ice  dh cp  c o m m a n d . B e c a u s e  o f  t h i s , t h e  ip  
b ootp  s e rv e r c o m m a n d  n e e d s  t o  b e  e n a b l e d  i n  t h e s e  r o u t e r s  i f  t h e  ip  h e l p e r-a ddre s s  
c o m m a n d  i s  c o n f i g u r e d  t o  f o r w a r d  D H C P  U D P  b r o a d c a s t s  a n d  p r o p e r l y  a c t  a s  a  D H C P  r e l a y  
a g e n t  o n  b e h a l f  o f  t h e  D H C P  c l i e n t . 

3. W h e n  a p p l y i n g  ip  h e l p e r-a ddre s s  c o m m a n d s  t o  f o r w a r d  U D P  b r o a d c a s t s  t o  a  s u b n e t  
b r o a d c a s t  a d d r e s s , v e r i f y  t h a t  no  ip  directed-b ro a dca s t i s  n o t  c o n f i g u r e d  o n  a n y  o u t b o u n d  
i n t e r f a c e  t h a t  t h e  U D P  b r o a d c a s t  p a c k e t s  n e e d s  t o  t r a v e r s e . T h e  n o  i p  d i r e c t e d -b r o a d c a s t  w i l l  
b l o c k  o n  a n y  t r a n s l a t i o n  o f  a  d i r e c t e d  b r o a d c a s t  t o  p h y s i c a l  b r o a d c a s t s . T h i s  i n t e r f a c e  
c o n f i g u r a t i o n  i s  d e f a u l t  c o n f i g u r a t i o n  i n  s o f t w a r e  v e r s i o n s  12.0  a n d  h i g h e r .  

4. F o r w a r d i n g  D H C P  b r o a d c a s t s  t o  t h e  D H C P  s e r v e r ' s  s u b n e t  b r o a d c a s t  a d d r e s s  i s  a n  o c c a s i o n a l  
s o f t w a r e  i s s u e . W h e n  t r o u b l e s h o o t i n g  D H C P , a l w a y s  a t t e m p t  t o  f o r w a r d  D H C P  U D P  
b r o a d c a s t s  t o  t h e  D H C P  s e r v e r ' s  I P  a d d r e s s , a s  s h o w n  b e l o w :  

! 
v ers io n 1 2 . 0  
s erv ice tim es ta m p s  deb u g  u p tim e 
s erv ice tim es ta m p s  lo g  u p tim e 
no  s erv ice p a s s w o rd-encry p tio n  
 
no  s erv ice dh cp  !- ( 2 )   
 
T h i s  c o n f i g u r a t i o n  c o m m a n d  w i l l  d i s a b l e  a l l  D H C P  s e r v e r  a n d  r e l a y  f u n c t i o n a l i t y  o n  t h e  r o u t e r .
 
! 
h o s tna m e ro u ter 
! 
! 
! 
interfa ce E th ernet0  
ip  a ddres s  1 9 2 . 1 6 8 . 2 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0  
no  ip  directed-b ro a dca s t !- ( 3 )   
 
T h i s  c o n f i g u r a t i o n  w i l l  p r e v e n t  t r a n s l a t i o n  o f  a  d i r e c t e d  b r o a d c a s t  t o  a  p h y s i c a l  b r o a d c a s t .
 
!  
interfa ce E th ernet1  !- ( 1 )   
 
D H C P  c l i e n t  w o r k s t a t i o n s  r e s i d e  o f  t h i s  i n t e r f a c e .  
 
ip  a ddres s  1 9 2 . 1 6 8 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0  
ip  h elp er-a ddres s  1 9 2 . 1 6 8 . 2 . 2 5 5  !- ( 4)   
 
I P  h e l p e r -a d d r e s s  p o i n t i n g  t o  D H C P  s e r v e r ' s  s u b n e t .  
 
no  ip  directed-b ro a dca s t  
! 
! 
! 
line co n 0  
ex ec-tim eo u t 0  0  
tra ns p o rt inp u t no ne 
line a u x  0  
line v ty  0  4 
lo g in 
! 
end 
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H .  S ub s crib e r Ide ntif ica tion ( 8 2 )  O p tion T urne d O n  
T h e  D H C P  r e l a y  a g e n t  i n f o r m a t i o n  (o p t i o n  82)  f e a t u r e  e n a b l e s  t h e  D H C P  r e l a y  a g e n t s  (C a t a l y s t  
s w i t c h e s )  t o  i n c l u d e  i n f o r m a t i o n  a b o u t  i t s e l f  a n d  t h e  a t t a c h e d  c l i e n t  w h e n  i t  f o r w a r d s  D H C P  r e q u e s t s  
f r o m  a  D H C P  c l i e n t  t o  a  D H C P  s e r v e r . 
T h e  D H C P  s e r v e r  c a n  u s e  t h i s  i n f o r m a t i o n  t o  a s s i g n  I P  a d d r e s s e s , p e r f o r m  a c c e s s  c o n t r o l , a n d  s e t  
q u a l i t y  o f  s e r v i c e  (Q o S )  a n d  s e c u r i t y  p o l i c i e s  (o r  o t h e r  p a r a m e t e r -a s s i g n m e n t  p o l i c i e s )  f o r  e a c h  
s u b s c r i b e r  o f  a  s e r v i c e -p r o v i d e r  n e t w o r k . 
W h e n  D H C P  s n o o p i n g  i s  e n a b l e d  o n  a  s w i t c h , i t  a u t o m a t i c a l l y  e n a b l e s  o p t i o n  82. 
I f  t h e  D H C P  s e r v e r  i s  n o t  c o n f i g u r e d  t o  h a n d l e  t h e  p a c k e t s  w i t h  o p t i o n  82, i t  c e a s e s  t o  a l l o c a t e  t h e  
a d d r e s s  t o  t h a t  r e q u e s t . 
I n  o r d e r  t o  r e s o l v e  t h i s  i s s u e , d i s a b l e  t h e  s u b s c r i b e r  i d e n t i f i c a t i o n  o p t i o n  (82)  i n  t h e  s w i t c h e s  (r e l a y  
a g e n t s )  w i t h  t h e  g l o b a l  c o n f i g u r a t i o n  c o m m a n d , no ip  dh cp  re l a y  inf orm a tion op tion. 
I.  D H C P  D a ta b a s e  A g e nt a nd D H C P  C onf l ict L og g ing   
A  D H C P  d a t a b a s e  a g e n t  i s  a n y  h o s t —f o r  e x a m p l e , a n  F T P , T F T P , o r  R C P  s e r v e r —t h a t  s t o r e s  t h e  
D H C P  b i n d i n g s  d a t a b a s e . Y o u  c a n  c o n f i g u r e  m u l t i p l e  D H C P  d a t a b a s e  a g e n t s , a n d  y o u  c a n  c o n f i g u r e  
t h e  i n t e r v a l  b e t w e e n  d a t a b a s e  u p d a t e s  a n d  t r a n s f e r s  f o r  e a c h  a g e n t . U s e  t h e  ip  dh cp  da ta b a s e  
c o m m a n d  t o  c o n f i g u r e  a  d a t a b a s e  a g e n t  a n d  d a t a b a s e  a g e n t  p a r a m e t e r s . 
I f  y o u  c h o o s e  n o t  t o  c o n f i g u r e  a  D H C P  d a t a b a s e  a g e n t , d i s a b l e  t h e  r e c o r d i n g  o f  D H C P  a d d r e s s  
c o n f l i c t s  o n  t h e  D H C P  s e r v e r . Ex e c u t e  t h e  no ip  dh cp  conf l ict l og g ing  c o m m a n d  t o  d i s a b l e  t h e  
D H C P  a d d r e s s  c o n f l i c t  l o g g i n g . C l e a r  t h e  p r e v i o u s l y  l o g g e d  c o n f l i c t s  w i t h  cl e a r ip  dh cp  conf l ict. 
I f  t h i s  f a i l s  t o  d i s a b l e  t h e  c o n f l i c t  l o g g i n g , t h i s  e r r o r  m e s s a g e  a p p e a r s :  

% D H C P D -4-D E C L I N E _ C O N F L I C T :  D H C P  a ddres s  co nflict:  client 

J .  C h e ck  C D P  f or IP  P h one  C onne ctions   
W h e n  t h e  s w i t c h p o r t  t h a t  i s  c o n n e c t e d  t o  t h e  C i s c o  I P  p h o n e  h a s  C i s c o  D i s c o v e r y  P r o t o c o l  (C D P )  
d i s a b l e d , t h e  D H C P  s e r v e r  c a n n o t  a s s i g n  a n  a p p r o p r i a t e  I P  a d d r e s s  t o  t h e  p h o n e . T h e  D H C P  s e r v e r  
t e n d s  t o  a s s i g n  t h e  I P  a d d r e s s  t h a t  b e l o n g s  t o  t h e  d a t a  V L A N  /  s u b n e t  o f  t h e  s w i t c h p o r t . I f  t h e  C D P  i s  
e n a b l e d , t h e  s w i t c h  i s  a b l e  t o  d e t e c t  t h a t  t h e  C i s c o  I P  P h o n e  r e q u e s t s  t h e  D H C P  a n d  c a n  p r o v i d e  t h e  
c o r r e c t  s u b n e t  i n f o r m a t i o n . T h e  D H C P  s e r v e r  t h e n  i s  a b l e  t o  a l l o t  a n  I P  a d d r e s s  f r o m  t h e  v o i c e  
V L A N  /  s u b n e t  p o o l . T h e r e  a r e  n o  e x p l i c i t  s t e p s  r e q u i r e d  t o  b i n d  t h e  d h c p  s e r v i c e  t o  t h e  v o i c e  v l a n . 
K .  R e m ov ing  D ow n S V I D is rup ts  D H C P  S noop ing  O p e ra tion  
O n  t h e  C i s c o  C a t a l y s t  650 0  s e r i e s  s w i t c h e s , a n  S V I  (i n  s h u t d o w n  s t a t e )  i s  c r e a t e d  a u t o m a t i c a l l y  a f t e r  
i t  c o n f i g u r e s  t h e  D H C P  t o  s n o o p  f o r  a  p a r t i c u l a r  V L A N . T h e  p r e s e n c e  o f  t h i s  S V I  h a s  d i r e c t  
i m p l i c a t i o n s  o n  t h e  c o r r e c t  o p e r a t i o n  o f  D H C P  s n o o p i n g . 
D H C P  s n o o p i n g  o n  t h e  C i s c o  C a t a l y s t  650 0  s e r i e s  s w i t c h e s  t h a t  r u n  N a t i v e  I O S  i s  i m p l e m e n t e d  
m o s t l y  o n  R o u t e  P r o c e s s o r  (R P  o r  M S F C ) , n o t  o n  S w i t c h  P r o c e s s o r  (S P  o r  S u p e r v i s o r ) . T h e  C i s c o  
C a t a l y s t  650 0  s e r i e s  i n t e r c e p t s  p a c k e t s  i n  h a r d w a r e  w i t h  V A C L s  t h a t  s u p p l y  t h e  p a c k e t s  t o  a  L o c a l  
T a r g e t  L o g i c  (L T L )  s u b s c r i b e d  t o  b y  t h e  R P . O n c e  t h e  f r a m e s  e n t e r  t h e  R P , t h e y  f i r s t  n e e d  t o  b e  
a s s o c i a t e d  w i t h  a n  L 3 I n t e r f a c e  (S V I )  I D B  b e f o r e  t h e y  c a n  b e  p a s s e d  o f f  t o  t h e  s n o o p i n g  p a r t . 
W i t h o u t  a n  S V I , t h i s  I D B  d o e s  n o t  e x i s t , a n d  t h e  p a c k e t s  g e t  d r o p p e d  i n  t h e  R P . 
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L .  L im ite d B roa dca s t A ddre s s   
W h e n  a  D H C P  c l i e n t  s e t s  t h e  b r o a d c a s t  b i t  i n  a  D H C P  p a c k e t , t h e  D H C P  s e r v e r  a n d  r e l a y  a g e n t  s e n d  
D H C P  m e s s a g e s  t o  c l i e n t s  w i t h  t h e  a l l -o n e s  b r o a d c a s t  a d d r e s s  (255.255.255.255) . I f  t h e  ip  
b roa dca s t-a ddre s s  c o m m a n d  h a s  b e e n  c o n f i g u r e d  t o  s e n d  a  n e t w o r k  b r o a d c a s t , t h e  a l l -o n e s  
b r o a d c a s t  s e n t  b y  D H C P  i s  o v e r r i d d e n . I n  o r d e r  t o  r e m e d y  t h i s  s i t u a t i o n , u s e  t h e  ip  dh cp  l im ite d-
b roa dca s t-a ddre s s  c o m m a n d  t o  e n s u r e  t h a t  a  c o n f i g u r e d  n e t w o r k  b r o a d c a s t  d o e s  n o t  o v e r r i d e  t h e  
d e f a u l t  D H C P  b e h a v i o r . 
S o m e  D H C P  c l i e n t s  c a n  o n l y  a c c e p t  a n  a l l -o n e s  b r o a d c a s t  a n d  a r e  n o t  a b l e  t o  a c q u i r e  a  D H C P  
a d d r e s s  u n l e s s  t h i s  c o m m a n d  i s  c o n f i g u r e d  o n  t h e  r o u t e r  i n t e r f a c e  c o n n e c t e d  t o  t h e  c l i e n t . 
M .  D e b ug g ing  D H C P  U s ing  R oute r de b ug  C om m a nds   
V e rif y  R oute r is  R e ce iv ing  D H C P  R e q ue s t U s ing  de b ug  C om m a nds   
O n  r o u t e r s  t h a t  s u p p o r t  s o f t w a r e  p r o c e s s i n g  o f  D H C P  p a c k e t s , y o u  c a n  v e r i f y  w h e t h e r  a  r o u t e r  i s  
r e c e i v i n g  t h e  D H C P  r e q u e s t  f r o m  t h e  c l i e n t . T h e  D H C P  p r o c e s s  w i l l  f a i l  i f  t h e  r o u t e r  i s  n o t  r e c e i v i n g  
r e q u e s t s  f r o m  t h e  c l i e n t . T h i s  t r o u b l e s h o o t i n g  s t e p  i n v o l v e s  c o n f i g u r i n g  a n  a c c e s s -l i s t  f o r  d e b u g g i n g  
o u t p u t . T h i s  a c c e s s -l i s t  i s  f o r  d e b u g g i n g  p u r p o s e s  o n l y  a n d  i s  n o t  i n t r u s i v e  t o  t h e  r o u t e r .  
I n  g l o b a l  c o n f i g u r a t i o n  m o d e , e n t e r  t h e  f o l l o w i n g  a c c e s s -l i s t :   
a cce s s -l is t 1 0 0  p e rm it ip  h os t 0 . 0 . 0 . 0  h os t 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5   
I n  e x e c  m o d e , e n t e r  t h e  f o l l o w i n g  d e b u g  c o m m a n d :   
de b ug  ip  p a ck e t de ta il  1 0 0   
S a m p l e  o u t p u t :   

R o u ter# d eb u g  i p  p ac k et  d et ai l  10 0  
I P  p a ck et deb u g g ing  is  o n ( deta iled)  fo r a cces s  lis t 1 0 0  
R o u ter#  
0 0 : 1 6 : 46 :  I P :  s = 0 . 0 . 0 . 0  ( E th ernet4/ 0 ) ,  d= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ,  len 6 0 4,  rcv d 2  
0 0 : 1 6 : 46 :  U D P  s rc= 6 8 ,  ds t= 6 7  
0 0 : 1 6 : 46 :  I P :  s = 0 . 0 . 0 . 0  ( E th ernet4/ 0 ) ,  d= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ,  len 6 0 4,  rcv d 2  
0 0 : 1 6 : 46 :  U D P  s rc= 6 8 ,  ds t= 6 7  

F r o m  t h e  o u t p u t  a b o v e , i t  i s  c l e a r  t h a t  t h e  r o u t e r  i s  r e c e i v i n g  t h e  D H C P  r e q u e s t s  f r o m  t h e  c l i e n t . T h i s  
o u t p u t  o n l y  s h o w s  a  s u m m a r y  o f  t h e  p a c k e t  a n d  n o t  t h e  p a c k e t  i t s e l f . T h e r e f o r e , i t  i s  n o t  p o s s i b l e  t o  
d e t e r m i n e  i f  t h e  p a c k e t  i s  c o r r e c t . N e v e r t h e l e s s , t h e  r o u t e r  d i d  r e c e i v e  a  b r o a d c a s t  p a c k e t  w i t h  t h e  
s o u r c e  a n d  d e s t i n a t i o n  I P  a n d  U D P  p o r t s  t h a t  a r e  c o r r e c t  f o r  D H C P .  
V e rif y  R oute r is  R e ce iv ing  D H C P  R e q ue s t a nd F orw a rding  R e q ue s ts  to D H C P  S e rv e r U s ing  
de b ug  C om m a nds   
A d d i t i o n a l  e n t r i e s  i n  t h e  a c c e s s -l i s t  c a n  b e  a d d e d  t o  s e e  i f  t h e  r o u t e r  i s  c o m m u n i c a t i n g  s u c c e s s f u l l y  
w i t h  t h e  D H C P  s e r v e r . A g a i n , t h e s e  d e b u g s  d o  n o t  l o o k  i n t o  t h e  p a c k e t , b u t  y o u  c a n  c o n f i r m  w h e t h e r  
o r  n o t  t h e  D H C P  r e l a y  a g e n t  i s  f o r w a r d i n g  r e q u e s t s  t o  t h e  D H C P  s e r v e r .  
I n  g l o b a l  c o n f i g u r a t i o n  m o d e , c r e a t e  t h e  f o l l o w i n g  a c c e s s -l i s t :   
a cce s s -l is t 1 0 0  p e rm it ip  h os t 0 . 0 . 0 . 0  h os t 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5   
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a cce s s -l is t 1 0 0  p e rm it udp  h os t < dh cp _ re l a y _ a g e nt>  h os t < dh cp _ s e rv e r>  e q  6 7   
a cce s s -l is t 1 0 0  p e rm it udp  h os t < dh cp _ s e rv e r>  h os t < dh cp _ re l a y _ a g e nt>  e q  6 7   
F o r  e x a m p l e :   
a cce s s -l is t 1 0 0  p e rm it ip  h os t 0 . 0 . 0 . 0  h os t 2 5 5 . 2 5 5 . 2 5 5 . 0   
a cce s s -l is t 1 0 0  p e rm it udp  h os t 1 9 2 . 1 6 8 . 1 . 1  h os t 1 9 2 . 1 6 8 . 2 . 2  e q  6 7   
a cce s s -l is t 1 0 0  p e rm it udp  h os t 1 9 2 . 1 6 8 . 1 . 1  h os t 1 9 2 . 1 6 8 . 2 . 2  e q  6 8   
a cce s s -l is t 1 0 0  p e rm it udp  h os t 1 9 2 . 1 6 8 . 2 . 2  h os t 1 9 2 . 1 6 8 . 1 . 1  e q  6 7   
a cce s s -l is t 1 0 0  p e rm it udp  h os t 1 9 2 . 1 6 8 . 2 . 2  h os t 1 9 2 . 1 6 8 . 1 . 1  e q  6 8   
I n  e x e c  m o d e , e n t e r  t h e  f o l l o w i n g  d e b u g  c o m m a n d :   

R o u ter#  
0 0 : 2 3 : 44:  I P :  s = 0 . 0 . 0 . 0  ( E th ernet4/ 0 ) ,  d= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ,  len 6 0 4,  rcv d 2  
0 0 : 2 3 : 44:  U D P  s rc= 6 8 ,  ds t= 6 7   
 
!--- R o u t e r  r e c e i v i n g  D H C P D I S C O V E R  f r o m  D H C P  c l i e n t .  
 
0 0 : 2 3 : 44:  I P :  s = 1 9 2 . 1 6 8 . 1 . 1  ( lo ca l) ,  d= 1 9 2 . 1 6 8 . 2 . 2  ( E th ernet4/ 1 ) ,  len 6 0 4,  s endg
0 0 : 2 3 : 44:  U D P  s rc= 6 7 ,  ds t= 6 7   
 
!--- R o u t e r  f o r w a r d i n g  D H C P D I S C O V E R  u n i c a s t  t o  D H C P  s e r v e r  u s i n g  D H C P / B o o t P  R e l a y  A g e n t  s o u r c e  I P  a d d r e s s .
 
0 0 : 2 3 : 44 I P :  s = 1 9 2 . 1 6 8 . 2 . 2  ( E th ernet1 ) ,  d= 1 9 2 . 1 6 8 . 1 . 1 ,  len 3 2 8 ,  rcv d 4 
0 0 : 2 3 : 44 U D P  s rc= 6 7 ,  ds t= 6 7   
 
!--- D H C P  s e r v e r  s e n d i n g  D H C P O F F E R  t o  D H C P / B o o t P  R e l a y  A g e n t .  
 
0 0 : 2 3 : 44:  I P :  s = 0 . 0 . 0 . 0  ( E th ernet4/ 0 ) ,  d= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ,  len 6 0 4,  rcv d 2  
0 0 : 2 3 : 44:  U D P  s rc= 6 8 ,  ds t= 6 7   
 
!--- R o u t e r  r e c e i v i n g  D H C P R E Q U E S T  f r o m  D H C P  c l i e n t .  
  
0 0 : 2 3 : 44:  I P :  s = 1 9 2 . 1 6 8 . 1 . 1  ( lo ca l) ,  d= 1 9 2 . 1 6 8 . 2 . 2  ( E th ernet4/ 1 ) ,  len 6 0 4,  s endg
0 0 : 2 3 : 44:  U D P  s rc= 6 7 ,  ds t= 6 7   
 
!--- R o u t e r  f o r w a r d i n g  D H C P D I S C O V E R  u n i c a s t  t o  D H C P  s e r v e r  u s i n g  D H C P / B o o t P  R e l a y  A g e n t  s o u r c e  I P  a d d r e s s .
  
0 0 : 2 3 : 44 I P :  s = 1 9 2 . 1 6 8 . 2 . 2  ( E th ernet1 ) ,  d= 1 9 2 . 1 6 8 . 1 . 1 ,  len 3 2 8 ,  rcv d 4 
0 0 : 2 3 : 44 U D P  s rc= 6 7 ,  ds t= 6 7   
 
!--- D H C P  s e r v e r  s e n d i n g  D H C P A C K  b a c k  t o  D H C P / B o o t P  R e l a y  A g e n t .  
 

F r o m  t h e  o u t p u t  a b o v e , i t  i s  c l e a r  t h a t  t h e  r o u t e r  i s  r e c e i v i n g  t h e  D H C P  r e q u e s t s  f r o m  t h e  c l i e n t  a n d  
f o r w a r d i n g  t h e  r e q u e s t , p e r  t h e  D H C P / B o o t P  R e l a y  A g e n t  c o n f i g u r a t i o n , t o  t h e  D H C P  s e r v e r . T h e  
D H C P  s e r v e r  a l s o  r e p l i e d  d i r e c t l y  t o  t h e  D H C P / B o o t P  R e l a y  A g e n t . T h i s  o u t p u t  o n l y  s h o w s  a  
s u m m a r y  o f  t h e  p a c k e t  a n d  n o t  t h e  p a c k e t  i t s e l f . T h e r e f o r e , i t  i s  n o t  p o s s i b l e  t o  d e t e r m i n e  i f  t h e  
p a c k e t  i s  c o r r e c t  o r  w h e t h e r  t h e  s e r v e r  i s  r e p l y i n g  w i t h  a  D H C P N A K . N e v e r t h e l e s s , t h e  r o u t e r  d i d  
r e c e i v e  a  b r o a d c a s t  p a c k e t  w i t h  t h e  s o u r c e  a n d  d e s t i n a t i o n  I P  a n d  U D P  p o r t s  t h a t  a r e  c o r r e c t  f o r  
D H C P , a n d  t h e r e  i s  t w o -w a y  c o m m u n i c a t i o n  w i t h  t h e  D H C P  s e r v e r .  
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V e rif y  R oute r is  R e ce iv ing  a nd F orw a rding  D H C P  R e q ue s t U s ing  de b ug  ip  udp  C om m a nd  
T h e  de b ug  ip  udp  c o m m a n d  c a n  b e  u s e d  t o  t r a c e  t h e  p a t h  o f  a  D H C P  r e q u e s t  t h r o u g h  a  r o u t e r . 
H o w e v e r , t h i s  d e b u g  i s  i n t r u s i v e  i n  a  p r o d u c t i o n  e n v i r o n m e n t , s i n c e  a l l  p r o c e s s e d  s w i t c h e d  U D P  
p a c k e t s  w i l l  b e  d i s p l a y e d  t o  t h e  c o n s o l e . T h i s  d e b u g  s h o u l d  n o t  b e  u s e d  i n  p r o d u c t i o n .  

 W a rning :  T h e  de b ug  ip  udp  c o m m a n d  i s  i n t r u s i v e , a n d  m a y  c a u s e  h i g h  C e n t r a l  P r o c e s s i n g  
U n i t  (C P U )  u t i l i z a t i o n .  
I n  e x e c  m o d e , e n t e r  t h e  f o l l o w i n g  d e b u g  c o m m a n d :   
de b ug  ip  udp   
S a m p l e  o u t p u t :   

R o u ter# d eb u g  i p  u d p  
U D P  p a ck et deb u g g ing  is  o n 
R o u ter#  
 
0 0 : 1 8 : 48 :  U D P :  rcv d s rc= 0 . 0 . 0 . 0 ( 6 8 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 6 7 ) ,  leng th = 5 8 4  
 
!--- R o u t e r  r e c e i v i n g  D H C P D I S C O V E R  f r o m  D H C P  c l i e n t .  
 
0 0 : 1 8 : 48 :  U D P :  s ent s rc= 1 9 2 . 1 6 8 . 1 . 1 ( 6 7 ) ,  ds t= 1 9 2 . 1 6 8 . 2 . 2 ( 6 7 ) ,  leng th = 6 0 4  
 
!--- R o u t e r  f o r w a r d i n g  D H C P D I S C O V E R  u n i c a s t  t o  D H C P  s e r v e r  u s i n g  D H C P / B o o t P  R e l a y  A g e n t  s o u r c e  I P  a d d r e s s .
 
0 0 : 1 8 : 48 :  U D P :  rcv d s rc= 1 9 2 . 1 6 8 . 2 . 2 ( 6 7 ) ,  ds t= 1 9 2 . 1 6 8 . 1 . 1 ( 6 7 ) ,  leng th = 3 1 3   
 
!--- R o u t e r  r e c e i v i n g  D H C P O F F E R  f r o m  D H C P  s e r v e r  d i r e c t e d  t o  D H C P / B o o t P  R e l a y  A g e n t  I P  a d d r e s s .
 
0 0 : 1 8 : 48 :  U D P :  s ent s rc= 0 . 0 . 0 . 0 ( 6 7 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 6 8 ) ,  leng th = 3 3 3   
 
!--- R o u t e r  f o r w a r d i n g  D H C P O F F E R  f r o m  D H C P  s e r v e r  t o  D H C P  c l i e n t  v i a  D H C P / B o o t P  R e l a y  A g e n t .
 
0 0 : 1 8 : 48 :  U D P :  rcv d s rc= 0 . 0 . 0 . 0 ( 6 8 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 6 7 ) ,  leng th = 5 8 4  
 
!--- R o u t e r  r e c e i v i n g  D H C P R E Q U E S T  f r o m  D H C P  c l i e n t .  
 
0 0 : 1 8 : 48 :  U D P :  s ent s rc= 1 9 2 . 1 6 8 . 1 . 1 ( 6 7 ) ,  ds t= 1 9 2 . 1 6 8 . 2 . 2 ( 6 7 ) ,  leng th = 6 0 4  
 
!--- R o u t e r  f o r w a r d i n g  D H C P D I S C O V E R  u n i c a s t  t o  D H C P  s e r v e r  u s i n g  D H C P / B o o t P  R e l a y  A g e n t  s o u r c e  I P  a d d r e s s .
 
0 0 : 1 8 : 48 :  U D P :  rcv d s rc= 1 9 2 . 1 6 8 . 2 . 2 ( 6 7 ) ,  ds t= 1 9 2 . 1 6 8 . 1 . 1 ( 6 7 ) ,  leng th = 3 1 3   
 
!--- R o u t e r  r e c e i v i n g  D H C P A C K  ( o r  D H C P N A K )  f r o m  D H C P  d i r e c t e d  t o    D H C P / B o o t P  R e l a y  A g e n t  I P  a d d r e s s .
 
0 0 : 1 8 : 48 :  U D P :  s ent s rc= 0 . 0 . 0 . 0 ( 6 7 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 6 8 ) ,  leng th = 3 3 3   
 
!--- R o u t e r  f o r w a r d i n g  D H C P A C K  ( o r  D H C P N A K )  t o  D H C P  c l i e n t  v i a    D H C P / B o o t P  R e l a y  A g e n t .
 
0 0 : 1 8 : 48 :  U D P :  rcv d s rc= 1 9 2 . 1 6 8 . 1 . 2 ( 5 2 0 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 5 2 0 ) ,  leng th = 3 2  
 
!--- D H C P  c l i e n t  v e r i f y i n g  I P  a d d r e s s  n o t  i n  u s e  b y  s e n d i n g  A R P  r e q u e s t  f o r  i t s  o w n  I P  a d d r e s s .
 
0 0 : 1 8 : 5 0 :  U D P :  rcv d s rc= 1 9 2 . 1 6 8 . 1 . 2 ( 5 2 0 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 5 2 0 ) ,  leng th = 3 2  
 
!--- D H C P  c l i e n t  v e r i f y i n g  I P  a d d r e s s  n o t  i n  u s e  b y  s e n d i n g  A R P    r e q u e s t  f o r  i t s  o w n  I P  a d d r e s s .
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V e rif y  R oute r is  R e ce iv ing  a nd F orw a rding  D H C P  R e q ue s t U s ing  de b ug  ip  dh cp  s e rv e r p a ck e t 
C om m a nd  
I f  t h e  r o u t e r  I O S  i s  12.0 .x .T  o r  12.1 a n d  s u p p o r t s  t h e  I O S  D H C P  s e r v e r  f u n c t i o n a l i t y , a d d i t i o n a l  
d e b u g g i n g  c a n  b e  d o n e  u s i n g  t h e  de b ug  ip  dh cp  s e rv e r p a ck e t c o m m a n d . T h i s  d e b u g  w a s  i n t e n d e d  
f o r  u s e  w i t h  t h e  I O S  D H C P  s e r v e r  f e a t u r e , b u t  c a n  b e  u s e d  f o r  t r o u b l e s h o o t i n g  t h e  D H C P / B o o t P  
R e l a y  A g e n t  f e a t u r e  a s  w e l l . A s  w i t h  t h e  p r e v i o u s  t r o u b l e s h o o t i n g  s t e p s , r o u t e r  d e b u g s  d o  n o t  
p r o v i d e  a n  e x a c t  d e t e r m i n a t i o n  o f  t h e  p r o b l e m  s i n c e  t h e  a c t u a l  p a c k e t  c a n n o t  b e  v i e w e d . H o w e v e r , 
d e b u g s  d o  a l l o w  i n f e r e n c e s  t o  b e  m a d e  r e g a r d i n g  D H C P  p r o c e s s i n g .  
I n  e x e c  m o d e , e n t e r  t h e  f o l l o w i n g  d e b u g  c o m m a n d :   
de b ug  ip  dh cp  s e rv e r p a ck e t  

R o u ter# d eb u g  i p  d h c p  s erv er p ac k et  
0 0 : 2 0 : 5 4:  D H C P D :  s etting  g ia ddr to  1 9 2 . 1 6 8 . 1 . 1 .   
 
!--- R o u t e r  r e c e i v e d  D H C P D I S C O V E R / R E Q U E S T / I N R O R M  a n d  s e t t i n g    G a t e w a y  I P  a d d r e s s  t o  1 9 2 . 1 6 8 . 1 . 1  f o r  f o r w a r d i n g .
 
0 0 : 2 0 : 5 4:  D H C P D :  B O O T R E Q U E S T  fro m  0 0 6 3 . 6 9 7 3 . 6 3 6 f. 2 d3 0 . 3 0 6 5 . 3 0 2 e. 3 1 6 5 . 6 6 3 2 . 2 e6 3 . .
 
!--- B O O T R E Q U E S T  i n c l u d e s  D H C P D I S C O V E R ,  D H C P R E Q U E S T ,  a n d  D H C P I N F O R M .  
  
 
!--- 0 0 6 3 . 6 9 7 3 . 6 3 6 f . 2 d 3 0 . 3 0 6 5 . 3 0 2 e . 3 1 6 5 . 6 6 3 2 . 2 e 6 3    i n d i c a t e s  c l i e n t  i d e n t i f i e r .
  
0 0 : 2 0 : 5 4:  D H C P D :  fo rw a rding  B O O T R E P L Y  to  client 0 0 e0 . 1 ef2 . c441 .   
 
!--- B O O T R E P L Y  i n c l u d e s  D H C P O F F E R  a n d  D H C P N A K .  
  
 
!--- C l i e n t ' s  M A C  a d d r e s s  i s  0 0 e 0 . 1 e f 2 . c 4 4 1 .   
 
0 0 : 2 0 : 5 4:  D H C P D :  b ro a dca s ting  B O O T R E P L Y  to  client 0 0 e0 . 1 ef2 . c441 .   
 
!--- R o u t e r  i s  f o r w a r d i n g  D H C P O F F E R  o r  D H C P N A K  b r o a d c a s t  o n  l o c a l  L A N  i n t e r f a c e .
 
0 0 : 2 0 : 5 4:  D H C P D :  s etting  g ia ddr to  1 9 2 . 1 6 8 . 1 . 1 .   
 
!--- R o u t e r  r e c e i v e d  D H C P D I S C O V E R / R E Q U E S T / I N F O R M    a n d  s e t  G a t e w a y  I P  a d d r e s s  t o  1 9 2 . 1 6 8 . 1 . 1  f o r  f o r w a r d i n g .
 
0 0 : 2 0 : 5 4:  D H C P D :  B O O T R E Q U E S T  fro m  0 0 6 3 . 6 9 7 3 . 6 3 6 f. 2 d3 0 . 3 0 6 5 . 3 0 2 e. 3 1 6 5 . 6 6 3 2 . 2 e6 3 . .  
 
!--- B O O T R E Q U E S T  i n c l u d e s  D H C P D I S C O V E R ,  D H C P R E Q U E S T ,  a n d  D H C P I N F O R M .  
 
 
!--- 0 0 6 3 . 6 9 7 3 . 6 3 6 f . 2 d 3 0 . 3 0 6 5 . 3 0 2 e . 3 1 6 5 . 6 6 3 2 . 2 e 6 3  i n d i c a t e s  c l i e n t  i d e n t i f i e r .
 
0 0 : 2 0 : 5 4:  D H C P D :  fo rw a rding  B O O T R E P L Y  to  client 0 0 e0 . 1 ef2 . c441 .   
 
!--- B O O T R E P L Y  i n c l u d e s  D H C P O F F E R  a n d  D H C P N A K .  
 
 
!--- C l i e n t ' s  M A C  a d d r e s s  i s  0 0 e 0 . 1 e f 2 . c 4 4 1 .  
 
0 0 : 2 0 : 5 4:  D H C P D :  b ro a dca s ting  B O O T R E P L Y  to  client 0 0 e0 . 1 ef2 . c441 .   
 
!--- R o u t e r  i s  f o r w a r d i n g  D H C P O F F E R  o r  D H C P N A K  b r o a d c a s t  o n  l o c a l  L A N  i n t e r f a c e .
 

R unning  M ul tip l e  D e b ug s  S im ul ta ne ous l y   
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W h e n  r u n n i n g  m u l t i p l e  d e b u g s  s i m u l t a n e o u s l y , a  f a i r  a m o u n t  o f  i n f o r m a t i o n  c a n  b e  d i s c o v e r e d  
r e g a r d i n g  t h e  o p e r a t i o n  o f  t h e  D H C P / B o o t P  R e l a y  A g e n t  a n d  s e r v e r . U s i n g  t h e  a b o v e  
t r o u b l e s h o o t i n g  o u t l i n e s , y o u  c a n  m a k e  i n f e r e n c e s  a b o u t  w h e r e  t h e  D H C P / B o o t P  R e l a y  A g e n t  
f u n c t i o n a l i t y  m a y  n o t  b e  o p e r a t i n g  c o r r e c t l y .  

I P :  s = 0 . 0 . 0 . 0  ( E th ernet0 ) ,  d= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ,  len 6 0 4,  rcv d 2  
U D P  s rc= 6 8 ,  ds t= 6 7  
U D P :  rcv d s rc= 0 . 0 . 0 . 0 ( 6 8 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 6 7 ) ,  leng th = 5 8 4 
D H C P D :  s etting  g ia ddr to  1 9 2 . 1 6 8 . 1 . 1 .  
U D P :  s ent s rc= 1 9 2 . 1 6 8 . 1 . 1 ( 6 7 ) ,  ds t= 1 9 2 . 1 6 8 . 2 . 2 ( 6 7 ) ,  leng th = 6 0 4 
I P :  s = 1 9 2 . 1 6 8 . 1 . 1  ( lo ca l) ,  d= 1 9 2 . 1 6 8 . 2 . 2  ( E th ernet1 ) ,  len 6 0 4,  s ending  
U D P  s rc= 6 7 ,  ds t= 6 7  
D H C P D :  B O O T R E Q U E S T  fro m  0 0 6 3 . 6 9 7 3 . 6 3 6 f. 2 d3 0 . 3 0 3 0 . 3 0 2 e. 3 0 3 0 . 3 0 3 0 . 2 e3 0 . 3 0 3 0 . 3 1 2 d. 45 7 4. 3 0  fo rw a rded to  1 9 2 . 1 6 8 . 2 . 2 .
I P :  s = 1 9 2 . 1 6 8 . 2 . 2  ( E th ernet1 ) ,  d= 1 9 2 . 1 6 8 . 1 . 1 ,  len 3 2 8 ,  rcv d 4 
U D P  s rc= 6 7 ,  ds t= 6 7  
U D P :  rcv d s rc= 1 9 2 . 1 6 8 . 2 . 2 ( 6 7 ) ,  ds t= 1 9 2 . 1 6 8 . 1 . 1 ( 6 7 ) ,  leng th = 3 0 8  
D H C P D :  fo rw a rding  B O O T R E P L Y  to  client 0 0 0 0 . 0 0 0 0 . 0 0 0 1 .  
D H C P D :  b ro a dca s ting  B O O T R E P L Y  to  client 0 0 0 0 . 0 0 0 0 . 0 0 0 1 .  
U D P :  s ent s rc= 0 . 0 . 0 . 0 ( 6 7 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 6 8 ) ,  leng th = 3 2 8  
I P :  s = 0 . 0 . 0 . 0  ( E th ernet0 ) ,  d= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ,  len 6 0 4,  rcv d 2  
U D P  s rc= 6 8 ,  ds t= 6 7  
U D P :  rcv d s rc= 0 . 0 . 0 . 0 ( 6 8 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 6 7 ) ,  leng th = 5 8 4 
D H C P D :  s etting  g ia ddr to  1 9 2 . 1 6 8 . 1 . 1 .  
U D P :  s ent s rc= 1 9 2 . 1 6 8 . 1 . 1 ( 6 7 ) ,  ds t= 1 9 2 . 1 6 8 . 2 . 2 ( 6 7 ) ,  leng th = 6 0 4 
I P :  s = 1 9 2 . 1 6 8 . 1 . 1  ( lo ca l) ,  d= 1 9 2 . 1 6 8 . 2 . 2  ( E th ernet1 ) ,  len 6 0 4,  s ending  
U D P  s rc= 6 7 ,  ds t= 6 7  
D H C P D :  B O O T R E Q U E S T  fro m  0 0 6 3 . 6 9 7 3 . 6 3 6 f. 2 d3 0 . 3 0 3 0 . 3 0 2 e. 3 0 3 0 . 3 0 3 0 . 2 e3 0 . 3 0 3 0 . 3 1 2 d. 45 7 4. 3 0  fo rw a rded to  1 9 2 . 1 6 8 . 2 . 2 .
I P :  s = 1 9 2 . 1 6 8 . 2 . 2  ( E th ernet1 ) ,  d= 1 9 2 . 1 6 8 . 1 . 1 ,  len 3 2 8 ,  rcv d 4 
U D P  s rc= 6 7 ,  ds t= 6 7  
U D P :  rcv d s rc= 1 9 2 . 1 6 8 . 2 . 2 ( 6 7 ) ,  ds t= 1 9 2 . 1 6 8 . 1 . 1 ( 6 7 ) ,  leng th = 3 0 8  
D H C P D :  fo rw a rding  B O O T R E P L Y  to  client 0 0 0 0 . 0 0 0 0 . 0 0 0 1 .  
D H C P D :  b ro a dca s ting  B O O T R E P L Y  to  client 0 0 0 0 . 0 0 0 0 . 0 0 0 1 .  
U D P :  s ent s rc= 0 . 0 . 0 . 0 ( 6 7 ) ,  ds t= 2 5 5 . 2 5 5 . 2 5 5 . 2 5 5 ( 6 8 ) ,  leng th = 3 2 8 .   

O b ta in S nif f e r T ra ce  a nd D e te rm ine  R oot C a us e  of  D H C P  P rob l e m   
U s i n g  r o u t e r  d e b u g g i n g  t e c h n i q u e s  w i l l  n o t  a l w a y s  d e t e r m i n e  t h e  e x a c t  r o o t  c a u s e  o f  a  D H C P  
p r o b l e m . T h e  u l t i m a t e  s t e p  i n  r e s o l v i n g  a  D H C P  i s s u e  i s  t o  o b t a i n  a  s n i f f e r  t r a c e  a n d  n o t e  w h e r e  t h e  
p r o c e s s  i s  n o t  f u n c t i o n i n g  c o r r e c t l y . D H C P  p a c k e t  t r a c e s  c a n  b e  d e c i p h e r e d  b y  r e f e r e n c i n g  t h e  
D e c o d i n g  S n i f f e r  T r a c e  o f  D H C P  C l i e n t  a n d  S e r v e r  o n  S a m e  L A N  S e g m e n t  a n d  D e c o d i n g  S n i f f e r  
T r a c e  o f  D H C P  C l i e n t  a n d  S e r v e r  S e p a r a t e d  b y  R o u t e r  C o n f i g u r e d  a s  a  D H C P  R e l a y  A g e n t  s e c t i o n s  
o f  t h i s  d o c u m e n t .  
F o r  i n f o r m a t i o n  o n  o b t a i n i n g  s n i f f e r  t r a c e s  u s i n g  t h e  S w i t c h e d  P o r t  A n a l y z e r  (S P A N )  f e a t u r e  o n  
C a t a l y s t  s w i t c h e s , r e f e r  t o  t h e  f o l l o w i n g  d o c u m e n t :   

� C o n f i g u r i n g  t h e  C a t a l y s t  S w i t c h e d  P o r t  A n a l y z e r  (S P A N ) .  
A l te rna tiv e  M e th od of  P a ck e t D e coding  U s ing  de b ug  on R oute r  
B y  u s i n g  t h e  de b ug  ip  p a ck e t de ta il  dum p  < a cl >  c o m m a n d  o n  a  C i s c o  r o u t e r , i t  i s  p o s s i b l e  t o  g e t  
a n  e n t i r e  p a c k e t  i n  h e x  d i s p l a y e d  i n  t h e  s y s t e m  l o g  o r  C o m m a n d  L i n e  I n t e r f a c e  (C L I ) . U s i n g  t h e  
V e r i f y  R o u t e r  i s  R e c e i v i n g  D H C P  R e q u e s t  U s i n g  d e b u g  C o m m a n d s  a n d  V e r i f y  R o u t e r  i s  R e c e i v i n g  
D H C P  R e q u e s t  a n d  F o r w a r d i n g  R e q u e s t  t o  D H C P  S e r v e r  U s i n g  d e b u g  C o m m a n d s  s e c t i o n s  a b o v e , 
a l o n g  w i t h  t h e  d u m p  k e y w o r d  a d d e d  t o  t h e  a c c e s s -l i s t , w i l l  p r o v i d e  t h e  s a m e  d e b u g  i n f o r m a t i o n , b u t  
w i t h  t h e  p a c k e t  d e t a i l  i n  h e x . T o  d e t e r m i n e  t h e  c o n t e n t s  o f  t h e  p a c k e t , t h e  p a c k e t  w i l l  n e e d  t o  
t r a n s l a t e d . A n  e x a m p l e  i s  g i v e n  i n  A p p e n d i x  A .  
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K ey w o rd s E ntered  a f ter th e ip  d h c p  p o o l  c o mma nd  o p tio n { o p tio n_ numb er}  A S C I I  
a re in D o ub l e Q uo tes  
A  C i s c o  r o u t e r  w i t h  a  D H C P  o p t i o n  w i t h  t h e  o p t i o n  n u m b e r  c o n f i g u r e d  c a n  e n c o u n t e r  a  f a i l u r e  i f  i t  
t r i e s  t o  p a r s e  t h e  U R L  b e c a u s e  a n y  k e y w o r d s  e n t e r e d  a f t e r  t h e  ip  dh cp  p ool  com m a nd op tion 
option number A S C I I  a r e  i n  d o u b l e  q u o t e s  a f t e r  t h e  r o u t e r  i s  r e l o a d e d . T h i s  b e h a v i o r  i s  s e e n  o n  
d e v i c e s  t h a t  r u n  t h e  I O S  12.4(17a ) , w h i c h  i s  a  k n o w n  b u g  a n d  i s  d o c u m e n t e d  i n  C S C s k 96976 
( r e g i s t e r e d  c u s t o m e r s  o n l y )  . 
T h i s  i s s u e  i s  r e s o l v e d  i n  I O S  v e r s i o n s  12.4(17b ) , 12.4(18a )  a n d  l a t e r , a n d  12.4(19) T 1. 

A p p end i x  A :  I O S  D H CP  S a m p l e Conf i g u r a ti on  
T h e  D H C P  s e r v e r  d a t a b a s e  i s  o r g a n i z e d  a s  a  t r e e . T h e  r o o t  o f  t h e  t r e e  i s  t h e  a d d r e s s  p o o l  f o r  n a t u r a l  
n e t w o r k s , b r a n c h e s  a r e  s u b n e t w o r k  a d d r e s s  p o o l s , a n d  l e a v e s  a r e  m a n u a l  b i n d i n g s  t o  c l i e n t s . 
S u b n e t w o r k s  i n h e r i t  n e t w o r k  p a r a m e t e r s  a n d  c l i e n t s  i n h e r i t  s u b n e t w o r k  p a r a m e t e r s . T h e r e f o r e , 
c o m m o n  p a r a m e t e r s , f o r  e x a m p l e  t h e  d o m a i n  n a m e , s h o u l d  b e  c o n f i g u r e d  a t  t h e  h i g h e s t  (n e t w o r k  o r  
s u b n e t w o r k )  l e v e l  o f  t h e  t r e e .  
F o r  m o r e  i n f o r m a t i o n  o n  h o w  t o  c o n f i g u r e  D H C P  a n d  t h e  c o m m a n d s  a s s o c i a t e d  w i t h  i t , r e f e r  t o  t h e  
f o l l o w i n g  l i n k :   

� D H C P  C o n f i g u r a t i o n  T a s k  L i s t   

v ers io n 1 2 . 1  
!  
s erv ice tim es ta m p s  deb u g  u p tim e 
s erv ice tim es ta m p s  lo g  u p tim e 
no  s erv ice p a s s w o rd-encry p tio n 
! 
h o s tna m e R o u ter 
! 
ena b le p a s s w o rd cis co   
ip  s u b net-z ero   
no  ip  do m a in-lo o k u p   
ip  dh cp  ex clu ded-a ddres s  1 0 . 1 0 . 1 . 1  1 0 . 1 0 . 1 . 1 9 9   
 
!--- A d d r e s s  r a n g e  e x c l u d e d  f r o m  D H C P  p o o l s .   
 
!  
ip  dh cp  p o o l tes t_ dh cp   
 
!--- D H C P  p o o l  ( s c o p e )  n a m e  i s  t e s t _ d h c p .  
  
netw o rk  1 0 . 1 0 . 1 . 0  2 5 5 . 2 5 5 . 2 5 5 . 0   
 
!--- D H C P  p o o l  ( a d d r e s s  w i l l  b e  a s s i g n e d  i n  t h i s  r a n g e )  f o r  a s s o c i a t e d  G a t e w a y  I P  a d d r e s s .
  
defa u lt-ro u ter 1 0 . 1 0 . 1 . 1   
 
!--- D H C P  o p t i o n  f o r  d e f a u l t  g a t e w a y .  
  
dns -s erv er 1 0 . 3 0 . 1 . 1   
 
!--- D H C P  o p t i o n  f o r  D N S  s e r v e r ( s ) .  
  
netb io s -na m e-s erv er 1 0 . 40 . 1 . 1   
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R el a ted  I nf or m a ti on  
� D H C P  R e l a y  F e a ture  on th e  V P N  3 0 0 0  C once ntra tor C onf ig ura tion E x a m p l e   
� P IX / A S A  7 . x  a s  a  D H C P  R e l a y  C onf ig ura tion E x a m p l e   
� T ool s  a nd U til itie s   
� T e ch nica l  S up p ort - C is co S y s te m s   

  
C o n t a c t s  &  F e e d b a c k  |  H e l p  |  S i t e  M a p   
©  2 0 0 7  - 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .  T e r m s  &  C o n d i t i o n s  |  P r i v a c y  S t a t e m e n t  |  C o o k i e  P o l i c y  |  
T r a d e m a r k s  o f  C i s c o  S y s t e m s ,  I n c .   

!--- D H C P  o p t i o n  f o r  N e t B I O S  n a m e  s e r v e r ( s )  ( W I N S ) .  
   
lea s e 0  0  1   
 
!--- L e a s e  t i m e .   
  
!  
interfa ce E th ernet0   
des crip tio n D H C P  C lient N etw o rk   
ip  a ddres s  1 0 . 1 0 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0   
no  ip  directed-b ro a dca s t  
!  
interfa ce E th ernet1   
des crip tio n S erv er N etw o rk   
ip  a ddres s  1 0 . 1 0 . 2 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0   
no  ip  directed-b ro a dca s t  
!    
line co n 0   
tra ns p o rt inp u t no ne  
line a u x  0   
tra ns p o rt inp u t a ll  
line v ty  0  4  
lo g in  
!  
end  
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