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Introduction
1. This instruction explains how to setup the OpenVPN Client in Microsoft Windows based
computer.
2. This instruction is written for Windows 7 environment. However no significant differences
are noted for other windows operating systems such as XP or Vista.

OpenVPN Client Installation
1. The supplied CD-ROM contains the OpenVPN Client installation executable.

2. Run “openvpn-install-2.3_rc1-1003-i686.exe” by double clicking the executable in Windows
Explorer.

NOTE: This is for Windows 32 bit system. If you use a 64-bit Windows, please use the file”
openvpn-install-2.3_rc1-1003-x86_64.exe”

3. The User Account Control security query may appear. This depends on the security settings
of the PC. (ignore the version shown in the screen shot below)

4. Select Yes to the security query to proceed.

g T ————
=1

OpenVPN 2.3_rc1-1003 Setup [

Welcome to the OpenVPN
2.3 rcl1-1003 Setup Wizard

This wizard wil guide you through the installation of
CpenVPM , an Open Source VPN package by James Yonan.

Mote that the Windaws version of OpenVPM will only run an
Windows XP, ar higher,

{ | Cancel

5. Select Next to continue with installation.
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) OpenVPN 2.3_rc1-1003 Setup O [

Licenze Agreement
0 PE N Please review the license terms before instaling OpenVPN
2.3_rcl1-1003.

Press Page Down to see the rest of the agreement.

DpenyPM {TM) -- An Open Source VPN daemon -

[

Copyright (C) 2002-2010 OpenVPM Technologies, Inc, <sales@openvpn.net=

This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPM
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective compaonent,

CpenyPM trademark -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPM 2.3 _rc1-1003.

Mullsoft Install System w2, 46-101

<Back || IAgree | | cancel

6. Accept license agreement to proceed.

[} OpenVPN 2.3 rc1-1003 Setup I R R

Choose Component

0 PE N Choose which Feah.lres of OpenVPM 2.3 _rc1-1003 you want to

install,

Select the components to installfupgrade. Stop any OpenVPM processes or the OpenVPN
service if it is running. All DLLs are installed locally,

Select components to install: ClpenVPN File Assodations ~
..[#] OpenssL Utilities

OpenVPM RSA Certificate Management Saripts

[+] Add OpenvPN to PATH H

-[] Add Shortcuts to Start Menu
Dependencies (Advanced) e

Description

Space required: 4.3V Add OpenVPM shortcuts to the current user's Start
Menu.

Mullsoft Install System w2, 46-101

<gack || MNext> | | cancel

7. By default all the components are selected for install. Make sure all the components are

selected and select Next.
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- —
) OpenVPN 2.3_rc1-1003 Setup .
Choosze Install Location

0 PE N Choose the folder in which to install OpenVPM 2.3_rc1-1003.

Setup will install OpenyPN 2.3_rc1-1003 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space reguired: 4. 3MB
Space available; 331, 1GE

Mullsoft Install System w2, 46-101

8. Choose destination folder and select “Install”.

) OpenVPN 2.3 _rc1-1003 Setup E=EEa X
Installing
0 PE N Please wait while OpenVPN 2.3_rc1-I003 is being installed.

Service INSTALL

Extract: dient.ovpn... 100%: -~
Extract: server.ovpn... 100%:

Create folder: C:\Program Files\OpenvPMYog

Create folder: C:\ProgramData MicrosoftiWindows\Start Menu'\Programs\OpenyPHY...
Create shortcut: C:\ProgramDataMicrosoftiWindows\Start Menu\Programs\OpenVP...
Create folder: C:\ProgramData MicrosoftiWindows'\Start Menu'\Programs\OpenvPHYS. ..
Create shortcuts C:\ProgramDataMicrosoft\Windows\Start Menu\ProgramsiOpenyP...
Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu\ProgramsiOpenyP. ..
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\ProgramsiOpenyP. ..
Service INSTALL

Mullsoft Install System w2, 46-101

| < Back || Mext = || Cancel |

9. It may request to confirm the installation of the TAP-Win32 network adapter. Select “Install”
for this.
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(s R .5

Would you like to install this device software?

=~ Mame: TAP-Win32 Provider VO Network adapters
hh Publisher: OpenVPM Technoloegies, Inc.

=

Always trust software from "OpenVPN Install ] I Con't Install I
Technelogies, Inc.".

@ You should only install driver software from publishers you trust. How can [ decide which
device software is safe to install?

10. Once the installation is completed, select Next.

OpenVPN 2.3_rc1-1003 Setup C=aEE0 X

Installation Complete
o PE N Setup was completed successfully.

Completed

Output folder: C:\Program Files\OpenyPMbin -

Extract: liblzo2-2.dll... 100%:

CQutput folder: C:'Program Files\OpenyPMibin

Extract: libpkcs 11-helper-1.dll... 100%

Qutput folder: C:'Program FilesiOpenyPM

Extract: icon.ico... 100%

Output folder: C:YProgram Files\OpenVPMdoc

Extract: license. tut... 100%

Created uninstaller: C:'\Program Files\OpenvPMiUninstall. exe E
Completed i

Mullzaft Install Svstem w2, 46-101

< Badk |L“h_iext> 1 | Cancel |

11. Select Finish to complete the installation.
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OpenVPN 2.3_rc1-1003 Setup l = | |"" Eud "]
Completing the OpenVPN
2.3 rcl1-1003 Setup Wizard
OpenyPM 2.3_rc1-1003 has been installed on your computer.,
Click Finish to dose this wizard.
1

12. In Windows 7 or Vista, the OpenVPN Graphical User Interface (GUI) needs to be executed as
the administrator.

13. On the desktop, “OpenVPN GUI” short cut should appear after installation. Right click this
and select Properties. Then select “Compatibility” tab.
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CpenVPN GUI Prc

Securty | Details | Previous Versions
General | Shotcut |  Compatibiity |  File Hashes

I If you have problems with this program and it worked comectly on
an earier version af Windows, select the compatibility mode that
matches that earier version.

Help me choose the settings
Compatibility mode

["]{Run thiz program in compatibility mode for:

Windows XP (Service Pack 3)

Settings
[] Run in 256 colors
[] Fun in 540 x 480 screen resolution
[ Disable visual themes
[ Disable desktop composition
[ Disable display scaling on high DF| settings

Privilege Level
Run this program as an administrator

[ @Ehange settings for all users ]

| ok | [ Cancel Apply

14. Make sure Privilege Level — Run this program as administrator is ticked.

15. Select Apply.

16. The supplied CD ROM contains configuaration and key files under the directory “config”.
Copy the files in this directory to the directory C:\Program Files\OpenVPN\config. In this
instance the destination file path is given assuming the default installation location.
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Organize » Open Burn Mew folder

.. WinPcap m MName

Date modified

. Wireshark ||;T.i] p

25/09/2011 5:12 AM

1) Pudgalika
g | \Z| cybertec_client
[

23/10/2011 6:43 AM

. Pudgalika_temp ||$ efw-1202703825

11/07/2011 6:07 AM

| 2] inventech

11/07/2011 6:48 AM

, SWTOOLS

J
J
1) swshare
1
J

[
. | 5 peclientl

25/09/2011 5:12 AM

J temp_files -
| | peclientl.csr

25/09/2011 5:12 AM

4 | OpenVPN =
| || peclientl key

25/09/2011 5:12 AM

. config

| easy-rsa
> Jy TFTP-Root E|
| Users

1 Windows - 4]

Size: 14.7 KB

"i 7 items selected Date modified: 11,/07/2011 6:07 AM - 2... Date created: 13/02/2012 7:03 AM

17. Run the OpenVPN GUI by double clicking the desktop icon. (Ignore the version shown in the

screenshot below)

]
Do you want to allow the following program from an
unknown publisher to make changes to this computer?

User Account Control

Program name:  openvpn-gui-1.0.3.exe
Publisher: Unknown
File crigin: Hard drive on this computer

'l:{"::' Show details Yes ] I Mo I

Change when these notifications appear

18. Select “yes” to user access control.

19. The OpenVPN GUI icon should appear in the system tray.
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cybertec_client » Connect
inventech - Disconnect

Broey Settings Show Status

About L
Edit Config
Change Passwerd

Exit

Customize...

20. Right click on this icon and select the remote end that you need to connect to and select
Connect.

-

OpenVPM - User Authentication

Uzemarme: ||

Faszword: I

(] 4 | Cancel

21. Enter the user name and password.
22. The status window should appear.

Current State; Connected

Fri Feb 17 02:46:12 2012 OpertyPN 2.2.1 Win32-ME5WVC++ [S5L] [L202] builk onJul 1 2011

Fri Feb 17 084740 2012 WARNING: Mo server certificate verfication method has been enabled. See http/fo
Fri Feb 17 08:47:40 2012 HOTE: OpenPM 2.1 requires -zcript-security 2' ar higher to call uzser-defined scripts
Fri Feb 17 02:47:40 2012 LZ0 compression initialized

FriFeb 17 02:47:41 2012 UDPw4 link local: jundef]

Fri Feb 17 08:47:41 2012 UDP«w4 link remote: 203.42 593.237:1134

Fri Feb 17 08:47:41 2012 WARNING: thiz configuration may cache passwards in remany -- uze the auth-nocac
FriFeb 17 02:47:41 2012 [zerver] Peer Connection [nitiated with 2034293, 2371134

FriFeb 17 02:47:43 2012 TAP-WIN32 device [Local Area Connection 2] opened: Y. A\Globals (8 32EACTI-0AFA
Fri Feb 17 08:47:43 2012 Motified TAP-in32 driver to zet a DHCP IP/netmask of 10.8.125.6/255. 265 255 252

Fri Feb 17 08:47-43 201 2 Successtul ARP Fluzh on interface [26] {432EACTI-04FA-4554-990 3-0B 3805E 28021
IFri Feb 17 02:47:48 2012 Initialization Sequence Completed

14| m

Dizconnect Feconnect

23. Now the computer is connected to the remote network through the VPN.
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Creating/Changing the Password of the Key
24. The initial key released has no password set. The users are encouraged to set a password for
better security. This password is used to access the key locally in your VPN client.
25. Disconnect the VPN, if it is currently connected.
26. Right click on the OpenVPN GUI icon and select the remote end that you need to connect to
and select Change Password.
27. Enter the old password and the new password. At the first time the old password will be

blank.
o ™
! Change Password (cybertec_client) ﬁ

Cld Password: Tl
Mew Password: BERREREERE
Confirm Mew Password: sessesseesl

| e be= |

28. Select OK.

29. Make sure password changed message appears.

' Ty
OpenVPNGUL 3w

Your password has been changed.

| |

30. Select OK.

Uninstallation of OpenVPN Client
31. Select Start->All Programs->0OpenVPN->Uninstall OpenVPN
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llowing program from an
changes to this computer?

Program name:  Uninstall.exe
Publisher: Unknown
File crigin: Hard drive on this computer

(v) Show details

Change when these notifications appear

32. Select Yes to User Access Control query.

Uninstall OpenWVPN 2.2.1
Remove OpenyPN 2.2.1 from your computer.

OpenVPN 2.2.1 will be uninstalled from the following folder. Click Uninstall to start the
uninstallation.

Uninstalling from: C:\Program Files\OpenvPHY,

Mullsoft Install Swvskerm w2, 46

33. Select Uninstall.
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OpenVPN 2.2.1 Uninstall "- B T

Uninstallation Complete
Uninstall was completed successfully.

Completed
TTEEEEEEEEEEEEEEEEEEEEEETT———.
Delete file: C:'Program Files\OpenVPM\easy-rsairevoke-full.bat -

Delete file: C:'Program Files\OpenVPM\easy-rsalserial start
Delete file: C:\Program Files\OpenVPM\sample-configdient.ovpn
Delete file: C:'Program Files\OpenyPM\sample-config\sample. ovpn ]
Delete file: C:\Program Files\OpenVPM\sample-configserver. ovpn
Remove folder: C:'\Program FilesOpenvPMibint,

Remove folder: C:\Program Files\OpenvPMidriver, i
Remave folder: C:\Program Files\OpenVPMN\sample-configh
Remove folder: C:'\Program Files{OpenvPMYogh,
Completed s

m

[[us}
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34. Once completed select Next.

OpenVPN 221 Uninstall "_ S

Completing the OpenVPN 2.2.1
Uninstall Wizard

OpenVPM 2.2.1 has been uninstalled from your computer.

Click Finish to dose this wizard. I

(]
W]

0

i

35. Select Finish to end uninstall.
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