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1. eMatters

Comprehensive Internet Payment Solutions

eMatters provides
different solutions for
your needs;

Online, Batch,
Recurring, and Point of
Sale.

FROM YOUR WEBSITE
With the eMatters
Online solution, you
have total control over
the customers’
experience. Perhaps
you want your payment
page to look exactly
like your website.
Perhaps you want the
security of the eMatters
brand displayed clearly.
Perhaps you want us to
collect extra
information. This is all
possible with the
eMatters Internet
Online solution.

ON THE ROAD
Being able to

charge your
customer’s credit
card when you are
away from your
office is now
possible using the
eMatters Pay By
Phone.

Available from
landline and mobile
phones, you simply
dial a 1300
number, key the
biller code, invoice
number, card
details and invoice
amount. The
transaction is
processed in
realtime and a
receipt is emailed
to you.

CALL CENTRE
Some customers

prefer to speak
with a person
rather than process
their details
themselves. The
Virtual Terminal is
specifically
designed for this.
Allowing multiple
username and
password
combinations, the
Virtual Terminal
has a unique
“"TimeOut” feature
which deletes all
sensitive customer
information after
60 seconds. One
more way eMatters
helps in keeping
account details
secure.

eMatters at a glance

As for security, it is
important to know
that eMatters is
certified by Visa and
MasterCard under
their Account
Information Security
(AIS) program..
EVERY MONTH

Our recurring system
allows you to charge
your customers the
same amount each
month. Also available
is an option to charge
your customers
different amounts
each month.

SMS CONFIRMATION
We can deliver an
SMS message to your
admin staff after each
order, reducing the
time taken to ship the
goods to your
customer.
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Online Credit Cards
Daily Direct Debits
Batch Processing
BIN & IP Screening
Verified By Visa
True MultiCurrency
Franchise System

Recurring Processing
Fraud Screening

IVR

Instant Reporting
SMS Authentication
Pay By Phone

Payroll Processing
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2. Merchant Desk

The Merchant Desk is the place to go to check the following:-

» Transactions that have been processed

e Transactions that will be processed in the future through the
recurring system

= Status of a batch upload

= Manual Transaction processing

» Current and Old invoices

* Check system status

= Process refunds

= Download sample codes and modules

= Download the encryption module for HOSTed transactions

» Virtual Terminal download

It contains every transaction that has been processed through your
connection with eMatters. It maintains approved and declined
transactions for a period of 12 months. After 12 months, the transactions
are archived from the Merchant Desk and are no longer available. They
can, however, be purchased on CD for a small administration fee.
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How to login to the Merchant Desk

Your eMatters username and password
will have been issued to you when you
created your eMatters account. If you
do not remember these, please contact

Registered Merchant Login...

UsErname I
BESSE | LLeotn ]

our office on 1300 136 966 to request

your account be reset.

Merchant Desk Welcome Screen
Once logged in, your personal welcome screen is displayed.

Ia eMatters Credit Card Direct Debit SMS Gateway Australia New Tealand eCommerce - Microsoft Internet Explorer

Fle Edt Yew Fpontes [oos Heb

Ou - © HAG Powofrrmem @ -5 B0 »H@3

s i oy ematers.com i

€ Matters
Irrternet Payment Solutions
MEL0900: eMatters Payment Gatewa

1 Croadit Cards | Direct Debits | My Account | Merchant Home |

Internet Payment Sclutions
for an evolving world

S ]
ar

eMatters Help Desk. AN queries are best handled if lodged here
We will endevour to respond to all queries within 24 hours. Click
hare to go to the Help Desk system. You have 0 iemi(s) In your
Halp Desk.

. WVirtual Terminal
wMatters DDR - The newsst way of processing recumng payments l % Dol
MNew your customens can pay you WITHOUT using their credt cord

eMatiers processes the charge agains! their Australian bank

account on the nominated day and you rece the money in full |
within § warking days. And just pay 2 2% of the transaction valus,

plus B6¢. All this for just 55 50 par month. Contact Chiis Dwyar on

1300 136 966 for mare information on this exciting product. Click
Hare to engbls DOR Payments today.

——
1 Buownload
. t-::‘ Quickstare
Account Swanus. A snapshot view of your sccount sattings. e -
Terms of Senice v 1 chenpe
Banking Details s o Password
Crada Card Processing Live 7 (2
DOR Senice ¢  Enakls DDA Payments
Dy CSV Report o
asa +  Ashuza

This shows the current account code and name, the system status and the
most recent processing summaries (the total amount processed each

day).

Your account is OK to process transactions if the top three items in the
Account Status have green ticks displayed. Anything else, please click the

link next to the comment and do what you are asked to do.
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3. Transaction Management

Firstly, let's look at some of the issues you will face when processing credt
cards on the web, phone, mail order or fax. Actually — everywhere -
including shopfronts can have these issues.

It is important to realise, that no matter how careful you are or how many
checks you have in place for a transaction - somebody, sometime,
somehow will use a fraudulent card through your website. It is almost
inevitable. You cannot stop it happening - it would be like stopping a
person coming into your shop because they “looked odd”. What you DO
need to do is to manage your business to take into account the possibility
of fraud.

Not every sale is real. Not every customer wants to actually pay to
receive your goods. And the number of new, fresh (green) merchants
appearing on the web these days seems to encourage the scammers.

So, the basic rules for transacting online are:

e Make sure that the credit card is from the legitimate cardholder. Not
just someone who knows the card number, or has stolen the actual
card.

e Never ship to a person providing just a hotmail address (or similar), a
PO Box and a mobile phone.

e Monitor your transactions for unusual purchase patterns. If your usual
order is $100 and then you receive one for $2,500 without any
explanation then warning bells should ring.

e Check the delivery address using the WhitePages and Street Directory
where possible.

e Know your cardholder personally if at all possible.

e If applicable, use Fraud Screening Systems and verify the Security
Codes (also known as Validation Codes) on the card

e Obtain a signed proof of delivery from the shipper for delivered goods.

e Protect your merchant ID and terminal ID so no one submits
transactions without your permission.

e Protect your passwords to our Merchant Desk.

e Stolen Cards.

The eMatters system is aware of cards which have been reported as lost
or stolen - and we will not approve a transaction made on these cards.
We will return (usually) error code 04. You should be wary of any future
transactions by the same customer, or delivery that uses the same
address.
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e Customer Fraud.

Here is an extract from my recently published book entitled “Selling Snake
Oil at Lightspeed”

Wouldn’t it be great to get the retailer to actually deliver the goods to
your doorstep without having to pay for them? The advent of Internet
eCommerce has allowed the home shopper to purchase almost everything
without leaving their home. Some years ago, a man in the United States
spent 30 days inside his home with the challenge to function fully, but
not do anything himself. He arranged for all cooking, cleaning and
shopping to be done online. He also ordered a service to take his rubbish
out. Clearly, we can now do everything we need online.

So too, can the scammers.

To execute this scam, you need to order small, high priced items. Again,
digital cameras and iPods are perfect items. Purchase from the online
store, making it very clear that you are incredibly busy and can only
make it home for delivery between 1pm and 2pm Monday. The goods
must be delivered then or you will cancel the order. You receive
confirmation that the goods will be dropped off at that time and the order
is accepted.

At 1pm Monday, you get to the address and start weeding the garden. As
soon as the delivery arrives, make small talk with the deliveryman about
the weather, the garden and the state of the nation. Sign and get back to
work. Upon the deliveryman leaving, you can also leave and head back
to work.

The trick here is to get the goods delivered to another house — not yours.
Choose a house where you know the occupants are on holiday. The
usual signs of full letter box and closed blinds are obvious. As you dig
in the garden, the neighbours will assume you are a gardener attending to
the regular maintenance. They will not even approach you — but even if
they do you have a perfect story. You know the owners are away, but
they asked you to do a little work anyway.

When the deliveryman arrives, of course he will assume you are the
owner of the home. Why else would you be getting dirty in somebody
else’s yard? And because you are confident with him, he suspects
nothing.

Now when the purchase is disputed by the real cardholder, the retailer
will visit the home to demand payment, or collect the goods. The shock
will be felt immediately when the real home occupants can prove they
were away during that period, never purchased that equipment and do not
know any person matching the description of the “gardener”. In this
case, the retailer will forfeit the sale and will have lost the goods.

Many deliverymen are no longer leaving goods in the manner described
here. They are asking the buyer to prove they live in that house by
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asking to leave the goods inside. They will not leave the goods
unattended on the front porch, nor will they deliver to common places
like carparks, hotels and playgrounds. They are also requesting to see
photo identification and the actual credit card used in the transaction.

As you can see in this extract - the most important aspect of an
eCommerce system is the delivery process. It does not matter if you
ask for 17 forms of ID to be emailed or faxed to your office....if you cannot
track the person down after the sale has taken place, you may as well
stand in the shower and tear up $100 notes.

And, eMatters cannot possibly be able to identify with 100% accuracy all
transactions that are fraudulent. Some transactions which escape through
our fraud screening system as valid, may turn out to be fraudulent. This
is because we are really dealing with a matter of trust. We, you and the
customer are all trusting one another to perform the transaction and
deliver the goods. Remember - the customer may not trust that they will
receive the goods — as much as you don't trust that the transaction will be
honoured.

Just getting a 08 APPROVED response does not mean that the merchant
(ie YOU) are absolved of other checks. Perhaps you are selling digital
cameras and you receive a high value order to be shipped urgently. Take
a careful look at the order, because simply a 08 APPROVED does not
mean that they customer is legitimate. The customer may have picked up
the card number off a receipt and is using it without the owner’s
knowledge......a system cannot identify that with 100% accuracy - only
your intuition can ! So use it.

e Merchant Fraud.

This is a more sinister case where you, the actual merchant, processes
fake/borrowed/customers/stolen credit card numbers through your
facility. Why would you do this ? For a few reasons - firstly, you may
need to increase your working capital in your business, so you decide to
charge a customer’s card again and then wait for the chargeback. It will
give you an extra few thousand dollars for a few weeks. Or perhaps you
want to claim that your system “accidentally” processed their cards twice
- again for the extra income short term. Well, you could try it but it
would take only a couple of attempts for the acquiring bank to realise
what you are doing. You then risk having your merchant account closed,
and your name added to the “unofficial black list” which is shared between
banks.
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Find a Transaction

To check the status of a transaction, you must be logged into the
Merchant Desk.

e Option 1 — Quick Visual Scan of the list

Click “Transaction List” — the following screen is displayed
2" eMatters | Transaction Summary - Micrasaft Internet Explorer ==kl
Ble Edt Yew Fgvontes [oos fHep ar
OO RAG Pt @3- 2B UITH@OS

Agcress | {8 Patpse ematters. com_m s perFarm ﬂ“"
YT - 2 w|seatiwen - B - @ B | §9 Wekone Towr P Choose Buttors (IMal = (@) Messerger LMy Wb - ([HBockearks - [fit Sign 00t

Products | Morchants | Integration | Apply Now | Contact Us | Home

6 Matters Internet Payment Solutions

for an evolving world
Internel Payment Solutions

Choase here ----n | Credit Cards | Direct Debits | My Account | Merchant Home |
MELOS00 . 230372006 04-08:21 PM Optional Settings
e © Runa [ 1. Srgw Agproved Tracsacions Onky ]
K Dadines | Predumoniaon
© Puchae # Poadasn Complason of...display transactions between

ity | and (23002008

displaying upto 100 v | transactions
Betegs s cpoe Brevius Nt [ 2 Snowmessomesony |

Displaying All Transactions.

00 17 BIVALID TRANSASTION 13 A

209) 03 TRANSACTION APFROVED

Find the transaction in question and read the status.

Column Meaning

Type Approved/Declined, plus Purchase/Refund/Pre-
Authorisation

Date Transaction Date

Settlement Settlement Date - can be the day after the
transaction date if processed late at night.

Name Customer Name

UID Your Unique ID

Card Partial card number

Number

Amount Amount of the transaction. Refunds are shown in
brackets.

Bank The response from the bank.

Response

SubMerchant The code you have allocated to this transaction.

Batch The batch number that we received with each
transaction.

Page 10 Confidential, eMatters, © 1998



Card Card type.

IP The Country code relating to the Customer IP
Address

Bin The Country code relating to the Customer Credit
Card

To display further information on the transaction, click the person’s name.
Refer to the following section for details on this.

o Option 2 — Quick Transaction Search

It is possible to perform a quick e s

sSea rCh from the transact|0n ||st_ [ 1S:'c..wIAppmveuTraT‘sawZnsomy ]
aor...display transactions between
|uwmm:\«pyy: | and fomseoos |

Show Approved Transactions Only displaying up to [100 =] transactions

This displays the same information

you are currently viewing, but removes all hon-approved transactions.
The list will only include transactions with a "08” bank response.

Show these dates only

By entering dates in the two date boxes, only transactions between these
dates will be shown. This is useful if you want to produce a list that is to
be sent to your finance group each day, allowing for simple
reconciliations.

o Option 3 — Detailed Transaction Search
If you know other information about the transaction such as name, or
unique reference number and do not want to visually scan the list, then
Transaction Search is your best option.

Click Search Transactions from within the transaction list. The following
settings apply.

Field Details

Start Date The starting range to search. Must be entered in
the format shown dd/mm/yyyy

End Date As above

Approved only Setting this to Yes will only show transactions

with a bank response code of 08 Approved. Good
for bank reconciliations. Setting this to No will
show all transaction attempts through your
account. Good for your account management,
fraud detection and checking order accuracy.

This is a special field used to search for the
Credit Card encrypted value of the credit card number. You
Number must use the bank's method of hiding the full
card and enter it exactly as shown in the
transaction detail. You can only enter up to
the first six numbers only.
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Extra Search This is a two part search. Part 1 is to choose the
field on which you wish to search. Part 2 is to
enter the search value in the adjacent empty box.
The search value can be a wildcard. For
example, if you needed to find a “John Smith”
you would enter Name in the Extra Search Drop-
down, then Smith* in the value box. This will
find all the Smiths, Smithers, Smithersons etc,
including Mr, Dr, Miss, Mrs, Ms and any other
combination you can find.
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Sample Search 1

Perhaps the bank has sent a transaction enquiry and has provided you
with the card number in question. Enter the first four digits of the card
number to generate a list of all transactions, within the date range, that
have been processed.

Products | Merchants | Integration | Apply Mow | Contact Us | Home

6 Matters Internet Payment Solutions

for an evoliing world

Internet Payment Solutions

Transaction List | Search Transactions | Recurring Transactions | Account Management | Manual Transaction
|Merchant Desk Home | Logout

Start Date Approved anly Card Number (ag 455702-262 or 4557027)
e (@ Mo =] [ao7es
End [rate

10.-"05,"20—05 @ |<— Extra Search —» j =|

rour Search Results will appear here......

This search resulted in two transactions being found, one for $5 and a
refund for $5. Clicking on the transaction detail would enable the card
number and customer information to be compared.

Products | Merchants | Integration | Apply Now | Contact Us | Home

8 Matters Internet Payment Solutions

for an evoliing world
Internet Payment Solutions

Transaction List | Search Transactions | Recurring Transactions |Merchant Desk Home | Logout

No. Trans Date Name uin $ Roode Settlement Subherchant Card
. 1 01/02/2005 ¢ 1111 (51 02 010305 Book W
. 2 01/032/2005 B L S F5 08 010205 Book W

Confidential, eMatters, © 1998 - 2008. Page 13



Sample Search 2

Perhaps you know the person’s name starts with Dr (in this case, you
know the person was a doctor, but cannot recall the name). Remember,
that Dr John Smith is very different to Dr Jon Smith. So searching for Dr
is often the quickest way to find the transaction.

Products | Merchants | Integration | Apply Mow | Contact Us | Home

6 Matters Internet Payment Solutions

for an evolving world
Internet Payment Solutions

Transaction List | Search Transactions | Recurring Transactions | Account Management | Manual Transaction

|Merchant Desk Home | Logout
Start Date Approved only Card Number (ag 455702-262 or 4557027)

0172004 @ fno =]
R 5.5

10/05/2005 h

Your Search Results will appear here......

The results show that one person whose name started with Dr purchased
through this site, on 06/12/2004. Again, clicking on the detail will give all
the required information.

Products | Merchants | Integration | Apply Now | Contact Us | Home
8 Matters Internet Payment Solutions
for an evolving world
Internet Payment Solutions

Transaction List | Search Transactions | Recurring Transactions |[Merchant Desk Home | Logout

No. Trans Date Name uin $ Rocode Settlement SubMerchant Card
. 4 06M2/2004 Dr,F 2004206235502 $24.95 02 6MZ/2004 Book W
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Review a Transaction

6 Matters Internet Payment Solutions
for an evoling world
Internet Payment Solutions

Refund this transaction | Resend Receipt Re-Frocess Card | Query wrong [P/BIN |
Process a refund for any amount Send a "RePrinked” receipt to the Recharge thiz card with the same Sand email to costorner asking
on this transaction, custorner and yourself, smount, reason for mis-matching Sountry

of BIN and IP,

<<..Previous Transaction | Return to Trangsaction List | Mext Trangaction .. >> |

Merchant Details
MName 2uch Consulting
eMail info@ouch.net.au
SubMerchant Code  pook

Customer Details

Name D, Bk L J

eMail [ a~a'' @ com
Card Number 454605...504

Expiry Date 06/05

Cardholder Name P Padbie Smteh

uID 20041206235502

Total Price $24.95 (aUD)

IP address 202.67.65.172
Encrypted Code 0

RANSACTION RESPONSE

Response 08 << TRANSACTION APPROVED>>
Date 06/12/2004

Receipt Identifier

PLD Status 1]

Transaction Number 520
Transaction Ref

Stream Number oog
Transaction Type

Amount Processed $ 24 95
Comments

IP /Bin Details
IP Location AU

Australia
Bank BIN Details Al
CITIBANK LTD
454605
Card type 06

MERCH ID 057998206538003
TERM ID 00780501
COUNTRY CODE AU
127604 11:57:01

FRH 520
VISA
454605 as0
CREDIT A-C 06~0%

AUTHORISATION NO: 798300
PURCHASE $24.95
TOTAL AUD 524 .95

PLEASE RETAIN AS RECORD

OF FURCHASE

(SUBJECT TO CARDHOLDER S

ACCEFTANCE)

|ﬂj Dane ,_,_| | |@ ﬁ Internst

This screen displays all the information that we store about this
transaction.
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o Transaction Request

The top section of this screen displays the information entered by the
customer at the time of the transaction. It shows the customer name,
email address, card number (first 6 and last 3 digits only) and the Unique
ID (your order number). We also display the IP Address you can use for
fraud screening.

e Transaction Response

This section displays the information we have stored in response to the
request. The most important line is the first line, entitled "Response”. If
this shows “"08 << Transaction Approved>>" then the bank has approved
the transaction and the funds will be cleared into your account within 1
business day. Any other message here (such as 01 <<Declined>> or 816
<<Expired Card>>) indicate the transaction was not approved. You
should not complete the sale as you will not receive the funds.

e |P/Bin Details.

This section is to double-check the fraud screening system. In this
example shown here, the person was located in Australia (their IP Address
was 202.67.65.172) and their credit card was issued by Citibank Limited -
AU. Based on these two countries matching, this transaction is a low risk
transaction. You would compare this also, with the delivery address of the
goods you are selling. Perhaps the delivery address is located in New
Zealand, which would require you to ask the purchaser "“Why are you
located in Australia, using an Australian credit card, yet the goods are
going to New Zealand ?” IP Address is only useful if the customer has
entered the transactions themselves via a website — not useful from
Virtual Terminal.

Be sure to check the IP Address of the transaction with the
DELIVERY address located in your system. If the IP Address and
Delivery address is different — then you should not ship the goods.

At the very end of the screen is a copy of the bank-generated EFTPOS
receipt. This can be used if you need to query the bank for any purpose
at any stage in the future.

e Buttons

Across the top of the screen are numbered buttons. They are numbered 1
through 9, but only the suitable ones for each transaction are displayed.
No. Button Label Purpose

1 Refund this transaction Process a refund using the card details shown
on the current screen. Any amount from $0.01
to the original amount can be refunded. Note
that your bank may limit the amount of each
refund. If this applies to you, you may need to
split the refund across two or more
transactions. Refunds are processed every 60
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minutes by our system.

4 Release and Process Due to fraud screening rules, we may block the
transaction. You are then required to manually
check the transaction and determine if the
fraud risk is acceptable for your business. If
you decide it is, then use this button to send
the transaction to the bank.

6 Resend Receipt Use this button if you and/or the customer
require a reprint of the original receipt as
supplied by eMatters.

7 Re-Process Card Use this button to re-process the cardholder’s
card for the same amount. This is only ever
useful if the first transaction was declined due
to a Telstra line failure — you can then re-
process without having to contact the
customer.

Return to Transaction Returns to the Transaction List
List

Transaction Buttons

e Refund Transaction — Button 1

A screen is displayed with T
some of the current transaction = e ogiE-Ul»a@s
details and a few areas T T T

requesting new details. Enter
the price you wish to refund
(without a minus sign at the
front) and any comments to
appear with the transaction.

You must enter your Security
Pin obtained from eMatters.
Without this PIN, the
transaction will fail. e S

Hitting Submit will process the e
refund instantly. | . =
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4. Manual Transaction

From time to time, you will find it necessary to process a manual

transaction. Perhaps the A

client wants urgent deliVery  mowe- 2 G- 4 ® & | isotor & aomiios v - G vermon G ot 00
and you need to charge $30 | Preducts | Merchamts | Inbegeation | Apphy ow | Contact s Liama [N

Perhaps they omitted one

Internet Payment Solutions

item and wish it to be L | Crodit Caeds | Oiect Dolis| My Account | Merchant Homo I
included in the order. Or
perhaps you have any

number of dozens of valid Merchant Datals

reasons. Slmply C“Ck Manua/ Eﬂ%ﬂ;{;}n g:ii‘;}z;;’;;?;?sfmmr
Transaction and the following Youkmel oho@eblamcs.com s
screen appears. i -

Batch Numbar
Customer Details
Harme

Email Addross

Payment Details
Credil Card Number e

Expiry Dato: <= Soluct Marh <> ] 1| < Yoar <> [w] -
Cardholder's Name
Refarence Humbes

Amgunt 1o charge 5 AUD
[ Process Payment |

Field Description
SubMerchant Any submerchant/event code that you wish to

allocate this transaction to. It has no relevance on
banking, just on the reporting from the eMatters site.

Batch This is optional and should only be used if you have
implemented the “Batch” number feature.

Name Customer Name

Email Address Customer eMail Address

Credit Card Number Credit Card Number in full

CVvVv 3 or 4 digit security field

Expiry Date Month and Year

Cardholder’s name Cardholder’s Name (can be different to the Customer
Name)

Reference Number Invoice Number, or some number from your system
to identify this transaction

Amount to charge Amount in dollars and cents in the local currency.

This response is then
displayed, identifying if it has Your transaction has been approved.
been approved or declined. In
this example, the transaction

was approved.

/ Response Text Transaction Approved
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farnel Fayment Solutions
MELDS00: eMatters Payment Gateway

| Credit Cards | Direct Deblis | My Account | Merchant Home |

1. My Profie

eMatters Help Desk. Al quenes ane best handied 1] o peas Fa——
W will endivus 10 respond 1o all queries within 24 | ‘el List
hats ta go ta the Help Desk system You have 0 je3-User Access List v

5. Account Management i —

. 5. View Reports Virtus! Termina!

eManers DDR - The newest way of g recuf-—— -
Now your customers can pay you WITHOUT using (4 - Setilement Reports
eMatlors processes th charge aganst thei Australd 7. Batch Processing

account on the nominated day and you receie the o
within 5 working days. And just pay 2 2% of the
plus B6c. Al this for just $5.50 per month. Contact % &

1300 136 966 for meee information on this exciting pa 40, Encryption Algariithm

Here to enable DOR Payments Loday, - - e

Lo S R
Account Status, A snapshot wew of your account settings ~a —
it ]
Option Description = ;
My Profile Allows you to change account emails, bank account

numbers where we take our fee, and general
transaction settings.

Help Desk The online eMatters Help Desk system where all
queries are to be logged.

User Access Maintain your user access list of Names and

List Passwords for access to our Secure Virtual Terminal.
View Download copies of your invoices, with a file attached
invoices listing each transaction that made up that invoice.

View Reports General monthly reports, including our famous
Reconciliation Report.

Settlement Download copies of each settlement and lodgement
Reports report.

Batch Create a batch to be processed using our overnight
Processing processing system. Good for large volume where

instant feedback is not required. The format MUST be
100% accurate or errors and charges will occur.

Mark To enable your account to be run in LIVE mode.
Account Live

Code Generic ASP, PHP and OSCommerce samples are
Samples available here. They are purely for testing and

although they work, are not to be used in their raw
format. They must be reviewed by your own
developers before going live.

Encryption This is your own unique algorithm to decrypt the

Algorithm codes we send back to your site. This is only to be
used in the HOSTed method.

Invoice Create and allocate each transaction to a category.

Categories

Confidential, eMatters, © 1998 - 2008. Page 19



6. Virtual Terminal

Configuration
Download and System Setup

Open the vt_setup_32.exe from the eMatters Merchant Desk. The
following screen appears.
Choose Next on all screens, until the following is displayed.

#2 Installing Internet Payment Solutions Yersion 3.1.1 x|
Welcome
Welcome to the Internet Payment Solutions Yersion 5.1.1 _‘
Installation! = .

Thank you Far choosing the award winning eMatters Internet Payment Solutions.
The Virtual Terminal gives you the ability to process phone, Fax, mail and manual
credit cards instantly and easily,

BillSmart allows you to stare your cuskomers’ credit card details with eMatters in a
secure manner - then simply retrieve them for future sales,

eMatters, Bank is our automated DDR Uplaod application For Direct Debit
Transactions.

For more information please visit http:/feMatters.com.au

Exit |

;',?é Installing Internet Payment Solutions Yersion 3.1.1 x|

Internet Payment Solutions Version
3.1.1 has been successfully installed!

The installation is now complete, Please make certain to run the Configurator to
make sure the values are set ta yours, If you receive any Comdlg32 or Msfmtdll
errars upon skarking this application, please refer to our Knowledge Base under
the Integration section of the eMatters website for more,

When you press “Finish”, the Virtual Terminal Configurator is started,
allowing you to set your own settings for operation.
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Terminal Configuration

A

Imponrtant (but not crucial)
SubMerchant Code ABM

ebd atters
Customer Receipt Sender's eMail Address
N
MELDS00 [res [
Enable Multi Merchant  Warning Amount
fres ~|  Is00
Enable Recurring Default Frequency
fres R B T | days.

Enable Batch Biling Enable Card Reader

IYes ;I IYes ;I

Enable Rental Module  Enable BillSmart Module

- Nt Nt
Chiriz. Divaper(@ebd atters. com. au I & ;I I e ;I
Enable Custom Fislds

Ves - Field Name 1 [Order Date
Field Name 2 |Em—
Field Name 3 |Hate—
€ Matters Pkl Name [

Internet Payment Solutions

Save and Exit Cancel

This Configuration Screen must be filled in correctly or processing errors
WILL occur. Potentially, funds will be sent to another merchant.
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Mandatory Fields
Company Name

eMatters Login

eMatters Merchant ID

Bank

Live or Test
Return eMail Address

Important (but not crucial) Fields
SubMerchant Name

ABN
Customer Receipt

Sender’s eMail Address

Enable MultiMerchant

Allow Recurring

Frequency
Enable Batch Billing Mode

Enable Card Reader

Password Protect this Application

TimeOut

Page 22

Details

The name that appears on the receipts that
are sent to your customer.

The code issued by eMatters to you in your
Merchant Profile Document. It MUST not
remain as MELOO36 — it must be changed to
your code. (eg MEL0987)

The code issued by eMatters. It is usually
just the numeric part of your eMatters (eg
987) Login.

Must be the specified bank you chose at
account creation time.

The address to which we will send a copy of
our receipt

Details

Allows you to break down each transaction —
useful if you are running events or functions.

Your ABN Number, appearing on receipts.

Should the customer get a copy of the
transaction from us.

Who appears to send this receipt to the
customer (ie accounts@yourcoy.com.au)

Allows the Virtual Terminal to operate more
than one Account, or more than one
SubMerchant code. This will allow you to
save the configuration file as a name other
than vt.ini (say JulyConf.ini). You can then
create as many ini files as you require.
Defaults the payment page to either Yes or
No. If set to Yes, then all approved
transactions are then re-billed depending on
the frequency shown below.

The number of days between charges.

This option adds Batch Billing to your Virtual
Terminal, allowing you to process a CSV file
of up to 100 transactions.

Our Virtual Terminal can operate with a
keyboard wedge magnetic card reader. This
allows simple input of card data when the
customer is present.

Enable our Secure User Access List module,
which requires that a user login before
transacting. A corresponding entry in the
User Access List in the Merchant Desk is
required. (see Merchant Desk Guide)

For security reasons, the Virtual Terminal
can be set to erase all information after a
pre-determined time. If you set this TimeOut
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figure at a number greater than 0, your
operators will have that many seconds to key
the transaction. After that many seconds,
the details are erased and the transaction
must be re-keyed.

Warning Amount If the amount to be processed is larger than
this number, the operator is warned at the
transaction time. This stops the user from
entering $34.95 as $3495.

If at any stage you make an error and wish to quit without saving. Once
you have entered your correct details, choose “Save and Exit”.

If MultiMerchant is set to yes, you will need to name this configuration
file.

You have now successfully created your first Merchant Configuration file.
Repeat this process for as many merchants as you have, naming them a
different name each time you save. If your Company Name is ACME, and
the eMatters Login is MELO090, then a good naming convention would be
“ACME-MEL0090".
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7. Payment Processing

Processing through Virtual Terminal

The Virtual Terminal is used to process payments from a credit card into
your bank account. Itis only for

“positive” transactions. Refunds ‘ MU advanced Payment Processing through BillSmart
and reversals are to be done A& Corfigure System
using the Merchant Desk. D take o payment

Use this option to make a single payment, or make the first payment
and store the details in our secure database. You can then use the
Advanced Processing to process all future payments for this client.

e All payments must be in dollars and cents, be greater than $0 and less than $99,999

eMatters - Making Online Payments Easier

Fie Batch Communication Help

o The Cust or Ref # must be unique for

each transaction for each day. We Subtigfnmr: w
will NOT approve the same reference ||owsomer 0
. eMai |

number twice on the same day. — € Matters

Card Holder ]— Internet Payment Solutions

ibite o Sl (oo S Connection fo eMatters successful.
e You have 30 seconds to enter the e =
. . . You are now ready to start processing fransactions.

credit card details. If the transaction Custorimes[ Service Status
is not completed within this Opﬁona‘.mj— BMEHSIE Ty B Sy 4
. . . . to append to eMatters Secondary Bank Server v
timeframe, the entire transaction will emall shlatters Merchart Web Servar 1 v
be erased and you will need to start
again. A time counts down how long
you have remaining.

e Enter the full credit card number in [ status: Ready.. \
one of the following formats
4557 0130 0031 4262
4557-0130-0031-4262
4557013000314262

Process Lagout

Reset
Values I —

Secure Mode

The eMatters Virtual Terminal requires each user to enter their Username
and Password prior to processing transactions.

When the Virtual Terminal is launched, the following screen appears.

Each user then has to click “Login” to gain access to the system. The Site
Code as configured is displayed.
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-

eMatters - Making Online Payments Easier

Help

Mercha : tters ‘ al Terminal 3.2.1a
SubM it

Internet Payment Solutions

User Login Required

Site Code MELO900
Login # 1

Username ||

it Password ]

Login ‘ Exit ]

Help me to login ]

When the user hits Login, they are authenticated against our database
and granted access if appropriate.

At the end of each session, it is vital to “Logout”, otherwise the first
operator’s details will remain in each transaction.
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8. User Access List

Step 1 - Creating and Editing Usernames.

Ask your System Administrator to the eMatters Merchant Desk from our
website at http://www.eMatters.com.au using this screen below. They
will need their eMatters Username and the Merchant Desk Password.

Registered Merchant Login...

username

password Log In |

This screen indicates that you have not yet created any usernames and

passwords.

3 eMatbers | Direl Debit Management Console - Microsoft Inbernet Explorer =10 =
| Be ER Yew Faorkes Jook Heb  i@Send _4’,'
Q- - ¥ g B D ormme @3- L F- JHE RSB

| eress [ ematters. com. s penien 8= |

] aters Internet Payment Solutions
e‘ Matters )fr.'l.\-rnmeum warld

Internet Payment Sohitions

Accourt Satings Manuer, r | Ehangs
Proceasing MarssLogd Butch | Add Marchaod Mambsrs
Integration Menu-.--» Code Smplas | 2

RaporE Marsn» MOOSHY KitetaE | i
Obvar-csss Higlgs Dok | Mgy Dot b, o

nEEverd

Virtual Terminal User Access List

lick “Fupand® [ 2 ) ¢ pra” [ 7] to tes mars.
« Previous Page Next Page B
Lreate Usar

No documents found

= Drauvicne Dsns Mavt Dana b

Click “Create User” on the right side of the screen and the following
appears, giving you the location to enter the Username, Fullname and

Password.
Security Details
Site Code IMELOS00
Merchant Details
Your Company Name eMatters Payment Gateway
Usermname
Fullname
Password
Username A unique name which will be easiliy jsmith
remembered by the operator and will be
used to identify the operator against each
transaction.
Fullname The actual name of this user, purely for John
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administrative purposes. Smith

Password A combination of letters and numbers UJTY56PO
between 6 and 10 characters in length.

Enter a Unique Username, Full name and password. Then click either
button 2 (Save Changes) or button 3 (Cancel changes).

Now the User Access List has the following entry.

Username Fullname
jdee  John Doe Created on 10/10/2005 01:33:20 PM and medified on 101072005 01:32:20 PM

- Previous Page

Click “Create User” until all your users have the required logins.

Once all users have been created, you can start to download and upgrade
the Virtual Terminal software from our website.
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9. Refund Processing

Refunds are now processed through the Merchant Desk.

Locate the transaction to refund, clicking on the transaction list to display
the following screen.

3 eMatters Credit Card Payment Form - Couldn’t be simpler - Microsoft Internet Explorer - | = 5[
J Fle Edit Wew Favorites Tools  Help i2)5end | ‘ '.f'
Py B e . e R £ a5
[ -0 2 (B ] s oo @] - _3- D QB
JA\:idress I@‘I https:iimerchant, ematters,com, aufcmaonline,nsf frdag94bEebac0cg9caz56f 23000F 1 09F /5372 2674508558 | eraz5 7034002 303db POpenDocument. j (=)
Products | Merchants | Integration | Apply Now | Contact Us | Home ot

for an evoluing world

8 Matters Internet Payment Solutions

Internet Payment Solutions

Refund this transaction | Resend Receipt Re-Process Card Cuuery wrang IP/BIN |

efund for any amount Send a "RePrinted” receipt to the Recharge this card with the sams Send email to customer asking
ks transaction. customer and yourself. amount, reason for mis-matching Gountry
of BIN and IP.

Previous Transaction Return to Transaction List | MNext Transaction . > |

RANSACTION REQUEST
Merchant Details
Ouch Consulting..
info@ematters.com.au
rchant Code Book

Customer Details
—Carnc
fm—

Expiry Date
Cardholder Name
uID

Total Price

IP address
Encrypted Code

Internet Payme
for a

You ace about to reprocess this credit card. It can be

aithar 3 PURCHASE or 3 REFUND. Pleass tais spacial

RANSACTION RESPO ceats tha eomect Typs of
Response
Date Uriter the amount 1 procads, chack tha aspiry dates

d enter a descript r o the emailed

Receipt Identifier e, 23:‘”“ et e
PLD Status ;I
e P T T Fhease note that your bark may have put kmits on the

|@ Done

sze of each refund. Often thes is 41,000 per day per
eaed, IF thn is tha cane, plaate spht the relund ever

Enter the amount of the refund,

any notes that are applicable and i
the Refund PIN. This PIN can be g
issued by eMatters by calling 1300 ]
136 966. o 12

The refund will be processed
by our system immediately.

e T S b
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10. Pay by Phone

www.eMatfers.com.au

The eMatters Pay by Phone allows your customers
to pay into your eMatters Merchant account via a
1300 number Australia wide. This service is
available from most home and office phone
(excluding mobiles).

All “Pay by Phone” payments appear in the

Transaction list with the code “IVR” preceding the
Reference number. This is due to the transaction
not having a customer name, and to allow you to

easily determine who each transaction relates to.

In order to use the Pay By Phone system, you will need to apply for an
“eMatters IVR Biller Code” which is
printed on your invoice.

SAMEREE] | Biller Code: 170282
Pay by Phone

You will also need to issue a “Reference Number” which could be your
invoice number - it must be something that relates back to your system
to allow for reconciliation.

To use the system, the following steps are taken:-

Dial your nominated In-Dial number (provided at application time)
Enter the Biller Code

Enter the Reference Code

Enter the Credit Card Number

Enter the CVV

Enter the Expiry Date

Record the Receipt Number

To enable Pay By Phone on your eMatters account, contact our office on
1300 136 966.
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11.

Batch Processing — For those monthly charges.

We support the processing of CSV files, with each CSV file containing a
maximum of 65,000 transactions. The minimum number of transactions
is 100. If you wish to process less than 100 transactions in a batch, use
this same format and load them through the Virtual Terminal.

You have greater than 100 transactions.

¢ Sending Requests

You need to load a password protected encrypted file containing one text
file to eMatters at any stage throughout the month. The password is
delivered at the time of registration, and must remain constant. The
name of the file must be the “"Readers” plus the month and the direction.
(ie MELOO36SEPO2IN). The contents of the file is shown here:-

"John Smith","js@aa.com","123","4557000099998888","01","00","J Smith","222","100.20"
"Mary Black","mb@c.com","292","455748483939","02","00", "M Black","223","50"

The field descriptions are:-
=  Your Customer ‘s Name
= eMail Address
= CVV
= Card Number
= Expiry Month
= Expiry Year
= Cardholder’s Name
= Unique ID
» Total Price

The file MUST adhere to this standard exactly, or your file will not be
processed. Any errors will be charged at the standard transaction rate.
This file is to be loaded into the Merchant Desk with the processing date
specified. All entries will be processed and returned to you within 24
hours.

¢ Receiving Responses

eMatters will deliver back to you a text file containing the following
information.

"222","08"
"223","51"
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You have less than 100 transactions.

I} eMatters - The Leading Australian Credit Card P:

e Sending Requests Fie | Batch Help
The Virtual Terminal has a batch billing Load Batch

module that allows you to process less than
100 transactions whenever you wish.
Prepare the file format as shown above, then
follow these steps. oMal Address |

1.

2.
3. Click “Batch” menu. If this is not shown, your configuration is

Yiew Input File 5

| SU CheckFile Format Bank Link
Send Batch ta Bank
Wit Output e

; . . Card Humber
Make sure the Virtual Terminal is I

configured to allow batch transactions. SO 3 digh security code
Open Virtual Terminal

incorrect.

Choose Load Batch, find your batch of transactions and hit OK.
Next, choose “View Input File” to double check you have chosen the
correct file. Do not make any changes here as it has no impact on
the processing.

Choose “Check File Format” to screen the transactions. This checks
to ensure the fields are in the correct location and they are the
correct type.

Now click “Send Batch to Bank” and watch them go through, one at
a time.

Finally, “View Output File” to see your results.
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12.

Direct Debit Processing

Our award-winning Direct Debit Processing system (named DDR for
“Direct Debit Request”) has made the collection of funds from your
customers’ credit cards so much simpler. It consists of a “Future List” and
“Completed List”.

Firstly, when your eMatters account is enabled for Direct Debit, you will
see the “Direct Debits” menu appear.

This screen shown here is the "Pending eMatters DDR Transaction” list.
When you first enable it, your list will be empty. A screen with entries will
look like the following screen shot.

Pending Transaction List

¥J eMatters | Direct Debit Management Console - Mozilla Firefox = |EI|1|

File Edit Wiew History Bookmarks Tools Help

‘| D] "|C-:-:-;e

<f':| - - @ ﬁ_l‘ |{i hittps:/fmerchant.ematters, com.au/emattersddr, nsfc25dfad; =2

Q-

|| Customize Links | | Free Hotmaill | | Windows Marketplace | | Windows Media | | Windows

6 Matters Internet Payment Solutions

for an evolving world
Internet Payment Solutions

MEL0900: eMatters 3 c

| Credit Cards | Direct Debits | Direct Credits | My Account | Merchant Home |

Pending eMatters DDR Transactions

7 ) to see more.

- Previous Page Next Page p=- |
New DDR Entry

Date Due Ongoing ? Alert N\ame BSB Account Charge

29/02/2008 « Bill Brown 083494 12341234 $2.99 info...
15/04/2008 x John Smith 083494 12341234 51.00 jnfo...
$3.99
- Previous Page MNext Page = Ll
Done merchant.ematters.com.au &% .

To create a new Direct Debit, click the "New DDR Entry” link on the right
side of the screen. The following screen is displayed.
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Data Entry Screen

ol
Elle Edit View History Bookmarks Tools Help
<.E| - - @ ﬁ_l‘ |.€ https:/fmerchant.ematters.com.au/emattersddr. nsf/Fi 3| 'l [P] "|Gc-c-gle |\\l Tlga -

|;| Customize Links |_| Free Hotmail |_| Windows Marketplace |_| Windows Media |_| Windows

6 Matters Internet Payment Solutions
for gn evolving world

Internet Payment Solutions These details relate to your

Merchant Details account details. They are
Your Company Mame eMatters Payment Gateway collected from the “My Profile”
Your Email info@eMatters.com.au document when a new DDR is
Your ABN created. They can be changed
b T G Tes Level 15 I_ with each entry, or left as they
Ve - default.
350 Collins St
Suburb Melbourne
Postcode 3001
State Mew South Wales
Phone 029999 9999
Fax 02 8588 8558
Invoice Description Supply of Services PoingHe
Your BSB Number DOR_BSB
Your Account Number DDR_ACCNUM
Your Account Mame DDC_NAME
Payment Details
Hoim
LIl L “uel These are the Customer Payment
Customer Name Details. Click Point4Help on each
Customer ABN line for more details.
Bank Name Reference Code : A unique code
Point, which relates to this customer.
BSB - Account Number | He| Usually a Customer Code.
eMail Which Day Number : The
Which Day Number 1 =] Pointy, transaction will be charged on
: Foin this day number each month.
L B |28/03/2008 {ddimmiyyyy} “4el Must be between 1 and 28.
How Many so far 0 : Next Processing : This is the
How many to process | (or leave blank for Pointy | next time we will process this
un-ending) ; transaction. It can be ANY date
Delete after Next Pracessing Datel Mo vi P"‘"%He in the future (from tomorrow,
Locked Mo |- F'oa'ngdHe onwards).

How Many to process : Specify
the number of transactions to
process.

Delete after Next : This will

0.00 delete the transaction after is has
Save Changes Cancel Changes been charged - good for
processing single payments only.
Locked : If this is “YES”, the
transaction will NEVER be
processed.

ransaction Details

ransaction Amount
Charge : §

| Daone

On the set day, we will process the transaction from their account. The
funds are held in trust with eMatters for 5 clear days, and then settled
with your account. This is to catch any bounced or incorrect transactions.
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Completed Transaction List

Demonstration Client

This screen details the transactions which have been processed. They are
grouped by Date, then shows Customer Name, BSB/Account and the
Amount Charged.

The Submitted and Settled Columns are important.

A green tick in the Submitted column indicates that we have submitted
the request to the customer’s bank. While we hold the funds in trust, the
Settled Amount will be $0 and the Settled column will show a Red Cross.
Only when we actually settle the amount with the Settled Amount contain
the value and a green tick will appear.

If the transaction bounces for any reason, the Settled amount will show
$0 and a red cross will be shown. The Comments column will show what
the problem with the account is.

) eMatters | Direct Debit Management Console - Mozilla Firefox (=] ]

File Edit Wiew History Bookmarks Tools Help

<f':| - - @ ﬁ_l‘ |{i https: /jmerchant.ematters.com.au /ddronline. nsf/bcd925d40d: 3' ‘| D] "|C-:-:-;e

Q-

| Customize Links | | Free Hotmail | | Windows Marketplace | | Windows Media | | Windows

‘ Mark this as Bounced !

6 Matters Internet Payment Solutions

for an evolving world
Internet Payment Solutions

MEL0900: eMatters

| Credit Cards | Direct Debits | Direct Credits | My Account | Merchant Home |

Completed DDR Transactions

Next Page f-
Amount Amount
Name BSB Account Submitted Settled Comments
- - Charged ———— Settled —_—
w 06/07/2007 5233.00 5233.00
o 111-111 2222222 5123.00 + s123.00 e
5110.00 " $110.00 +
w 27/08/2008 £75.20 £75.20
White Demonstration Client £32-000 123274332 579.20 + 57920
w 2B/07/2006 £75.20 £75.20
White Demonstration Client g33 ppp 123274383 579.20 W 579.20
w 08/07/2006 $1.00 $1.00
test  Demonstration Client 000-000 00000 $1.00 + 51.00 «
w 27T/08/2008 £75.20 £75.20
White Demonstration Client £33-000 123274382 579.20 + 57920
w 27T/05/2008 £75.20 £75.20
White 633000 123274382 579.20 + 57920
w 07/05/2008 5275.20 5275.20 |
Done merchant.ematters.com.au &% 4
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Direct Debit Completed Transactions

This screen shot shows you the detail of each completed transaction. It is
purely for your records - and all this detail is included in your Daily

Settlement Summary which is emailed to you.

¥ Moxzilla Firefox =18(x]

File Edit View History Bookmarks Tools Help

@l - @ &9 ﬁ_l‘ ||€, https:/fmerchant.ematters.com.au /ddronline.nsfibcdsa:z j|'| Wl "|Gc-c-gle |\\l Ylg% -

Ll Customize Links |_| Free Hotmail |_| Windows Marketplace |_| Windows Media |_| Windows

Internet Payment Solutions

Return to Transaction List | Send Tax Invoice I

Merchant Details

Your Company Name eMatters Payment Gateway
Your Email info@eMatters.com.au

Your BSB Number 082489

Your Account Mumber 475312729

Your Account Mame  eMatters

Invoice Details

Reference Code 20050707
Customer Name White Owl Wellness
Bank Name

BSB - Account Murnber 633000 - 123274383

Transaction Code 24JULD6

eMail info@whiteowlwellnes.com.au
ransaction Details

Last Processed

Charge : § 79.20

History Submitted to Bank, 24JUL06 - 24/07/2006 10-15:42 AM

-

Internet Payment Solutions

for an evolving world

[l

| Done

|merd’13nt.ematbers.com.au 4
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13.

Common Credit Card Response Codes

Response
Code

01
04
08

12
31
33

39
51

61

91

96
707
708
710
711
712

714

810

812
813
816
901
902
903
904
910
911
980

990

Page 36

Response Text

See card issuer.
Call authorisation centre.
Transaction approved.

Invalid transaction type.
See card issuer.
Card Expired

No CREDIT account.
Insufficient funds.

Over card refund limit.

Issuer not available.

CVV invalid or missing

3S0 Activated — too many failed attempts
Non-Unique UID — Already accepted

IGP Activated — transaction from high risk country
IGP Activated — IP Address Not Valid

Fraud Screen block — IP and Bank not matching.

Card from outside acceptable country range

Invalid Purchase Amount

Unacceptable Card Number

Invalid Expiry Date Format

Card Expired

H-Check Failed — URLs do not match
Readers set to an incorrect value in POSTed
Transaction

Readers missing in POSTed transaction
MerchantID missing in POSTed transaction
Transaction Aborted

XML Error.

Host Not Found, Bank System out of action

Carrier Lost, Bank line down

Possible Explanation

Card has been reported Lost, Stolen or Blocked.

Transaction has been approved and will be settled the
following business day.

Perhaps...(i) Amex was processed but Merchant does
not accept Amex, (ii) Card is not allowed to be used
over the Internet (iii) Wrong CCV

Expiry date may be valid (ie expires in 2 years time)
but it is incorrect.

The cardholder’s card has not enough funds to
complete the transaction.

Applies to REFUNDS. Each Merchant can only
refund up to a pre-set limit each day, returing this
code once that limit is exceeded.

The cardholder’s bank is currently offline. Try later.

After three declined transactions, the UID is blocked
for 24 hours. This reduces fraudulent transactions
from reaching the Merchant’s bank account.

Once we have approved a UID, it is then blocked for
24 hours — stopping duplicate transactions.

We block certain high risk countries based on our
knowledge of global regions and fraud.

The IP Address presented by your client is invalid,
indicating that the transaction may be fraudulent.
The country of origin of the IP Address does not
match the country of origin of the Credit Card.

The Merchant’s account is limited to only accept AU,
NZ or AU&NZ cards. Cards from other countries are
rejected.

The amount entered by the purchaser is incorrect. It
must always be greater than $0 and less than
$99,999

The card number provided by the purchaser fails our
most basic tests.

The expiry dates provided by the purchaser fails our
most basic tests.

The expiry dates provided by the purchaser has
already expired.

Our HTTP Callback check determined that the
transaction was fraudulent.

The eMatters Login Code (eg MEL0029) does not
exist.

The eMatters Login Code was not sent from the
Merchant’s website.

The eMatters MerchantID (eg 29) was not sent from
the Merchant’s website.

The basic payment information received is completely
wrong.

The formation of the XML sent to our server is
incorrect.

We did not receive a response from our bank within
30 seconds.

We did not receive a response from our bank within
30 seconds.
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